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�� About this guide
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Welcome to Cisco® Interaction Manager™, multichannel interaction software used by businesses all ove
world to build and sustain customer relationships. A unified suite of the industry’s best applications for web an
email interaction management, it is the backbone of many innovative contact center, customer service, and 
helpdesk organizations.

Cisco Interaction Manager includes a common platform and one or both of the following applications:

�� Cisco Unified Web Interaction Manager (Unified WIM)

�� Cisco Unified E-Mail Interaction Manager (Unified EIM)

About this guide

Cisco Unified Web and E-Mail Interaction Manager Administration Console User’s Guide introduces you to the 
Administration Console and helps you understand how to use it to set up and manage various business resour

Document conventions

This guide uses the following typographical conventions.
.

Document conventions

Acronyms and initialisms

Acronyms and initialisms used in this document are listed here:

�� ACD: Automatic Call Distributor

�� ARM: Agent Reporting and Management

�� CSA: Cisco Security Agent

�� CTI: Computer Telephony Integration

�� EAAS: External Agent Assignment Service

�� ICM: Intelligent Contact Manager

Convention Indicates

Italic Emphasis.

Or the title of a published document.

Bold Labels of items on the user interface, such as buttons, boxes, and lists. 

Or text that must be typed by the user.

Monospace The name of a file or folder, a database table column or value, or a command. 

Variable User-specific text; varies from one user or installation to another.
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�� IPCC: Internet Protocol Contact Center

�� IPTA: ICM-picks-the-agent

�� JDBC: Java Database Connectivity

�� MR: Media Routing

�� MRD: Media Routing Domain

�� ODBC: Open Database Connectivity

�� PG: Peripheral Gateway

�� PIM: Peripheral Interface Manager

�� SNMP: Standard Network Management Protocol

�� UI: User Interface

Other learning resources

Various learning tools are available within the product, as well as on the product CD and our web site. You 
also request formal end-user or technical training.

Online help
The product includes topic-based as well as context-sensitive help.

Online help options

Document set
The Cisco Unified Web and E-Mail Interaction Manager documentation is available in the Documents  folder on 
the product CD. The latest versions of all Cisco documentation can be found online at http://www.cisco.com

�� All Unified EIM documentation can be found online at 
http://www.cisco.com/en/US/products/ps7236/tsd_products_support_series_home.html

�� All Unified WIM documentation can be found online at 
http://www.cisco.com/en/US/products/ps7233/tsd_products_support_series_home.html

�� In particular, Release Notes for these products can be found at 
http://www.cisco.com/en/US/products/ps7236/prod_release_notes_list.html

Use To view

 Help button

Topics in Cisco Unified Web and E-Mail Interaction Manager Help; the Help button appears in the console 
toolbar on every screen.

F1 keypad button Context-sensitive information about the item selected on the screen.
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�� For general access to Cisco Voice and Unified Communications documentation, go to 
http://www.cisco.com/en/US/products/sw/voicesw/tsd_products_support_category_home.html

The document set contains the following guides:

�� Cisco Unified Web and E-Mail Interaction Manager System Requirements

�� Cisco Unified Web and E-Mail Interaction Manager Installation Guide

�� Cisco Unified Web and E-Mail Interaction Manager Browser Settings Guide

User guides for agents and supervisors
�� Cisco Unified Web and E-Mail Interaction Manager Agent Console User’s Guide

�� Cisco Unified Web and E-Mail Interaction Manager Supervision Console User’s Guide

User guides for knowledge base managers and authors
�� Cisco Unified Web and E-Mail Interaction Manager Knowledge Base Console User’s Guide

User guides for administrators
�� Cisco Unified Web and E-Mail Interaction Manager Administration Console User’s Guide

�� Cisco Unified Web and E-Mail Interaction Manager Reports Console User’s Guide

�� Cisco Unified Web and E-Mail Interaction Manager System Console User’s Guide

�� Cisco Unified Web and E-Mail Interaction Manager Tools Console User’s Guide
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The Administration Console is the main management console in the system. It is designed to help mana
up various business entities such as users and resources such as calendars, workflows, and email aliases.

Important administration tasks

All business resources are set up and managed in the Administration Console. Some important tasks performed 
in this console include:

�� Settings for system partition, business partition, and various departments

�� User accounts

�� Business calendars

�� Queues, service levels, and workflows

�� Email infrastructure (if Unified EIM is installed)

�� Chat infrastructure (if Unified WIM is installed)

�� Classifications

�� Dictionaries

�� Macros

�� Archive jobs

�� Products

The next section describes each of these concepts in detail.

Key terms and concepts

System and business areas
Broadly speaking, the installation has two areas:

�� System area: Used by system administrators to set up and manage system resources such as host machin
and services. It has two consoles:

�• Administration Console

�• System Console

Very few users need access to this area, as it is used to perform only system administration tasks.

�� Business area: The main part of the installation, used by business users to perform their tasks. It has all 
seven consoles:

�• Administration Console

�• Agent Console

�• Knowledge Base Console
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�• Reports Console

�• Supervision Console

�• System Console

�• Tools Console

Partitions and departments
When Cisco Unified Web and E-Mail Interaction Manager is installed, a partition is created by the installa
program, with one department in it. This department is called Service  and can be renamed.

You can create additional departments to:

�� Mirror your company’s organization

�� Create units with independent business processes

Customer information can be shared across all departments. Other resources such as agents and activities can 
also be shared between departments. Sharing of such resources is one-directional, which means that even if 
Department A shares its agents with Department B, Department B could decide not to share its agents with
Department A.

Settings
Settings are selective properties of business objects and are used to configure the way system works. For 
example, security settings help you to configure the following properties of user password - the expiry time 
period for passwords, the characters allowed in passwords, etc. Settings are administered in groups. The 
available groups are:

�� System settings group

�� Partition settings group

�� Department settings group

�� User settings group

For more information, see “Settings” on page 31.

Users
A user is an individual—an administrator, manager, or agent—who has a distinct identification using which h
logs in to Cisco Interaction Manager to perform specific functions. Users are assigned roles and permissions, 
which enable then to perform various tasks. To make it easier to administer a large number of users, users can be
organized into named groups.

Users can be created at three levels:

�� System level user: This user is typically the system administrator of the system who manages the sy
partition resources such as, services, loggers, handlers, etc.

�� Partition level user: This user is typically the system administrator of the system who manages the b
partition resources such as, services, departments, etc.
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�� Department level users: Department level users have many different types of functions in the system
example, the administrator manages resources such as, chat infrastructure, email infrastructure, etc and the 
agents, handle customer interactions such as, chat, emails, phone calls, etc. Department level users are o
three types — Standalone users, NIPTA integrated users, and IPTA integrated users.

Two users are created during the installation:

1. System Administrator: The first system user, created during installation, is a user called System 

Administrator . Assigned the System Administrator role, this user sets up system resources and create
one or more system-level users.

2. Partition Administrator: The first business user, created during installation, is a user called Partition 

Administrator . Assigned the Partition Administrator role, this user manages partition users and setting
and creates more partition users as well as one or more department-level users to manage department 
resources.

For more information, see “Users” on page 103.

User roles
A role is set of permissible actions for various business resources. An agent’s role, for instance, would include 
actions such as “View Agent Console,” “Edit customer,” and “Add notes.” You can create user roles as per th
needs of your organization, and assign these roles to your employees. To ease your task, the system comes with
some default user roles. You can use these, and if required, create your own user roles. You can assign one o
more roles to a group of users or an individual user.

For more information, see “Users” on page 103.

User groups
User groups are a collection of users that share similar functions or roles in the system. Groups make it much
easier to manage user accounts. Like users, user groups can also be created in the system partition, business 
partition, and departments. A standard user group called All Users in Department Name is created in each 
department. Every new user in the department is automatically included in this group. Integrated users, who are
managed through Unified CCE are not included in this group. In a department, you can create three types of us
groups — Standalone user groups, NIPTA integrated user groups, and IPTA integrated user groups.

For more information, see “Users” on page 103.

Email infrastructure
The email infrastructure enables you to configure email addresses to which customers send messages t
company. It also helps you restricts the types of emails or attachments a user is allowed to receive or send.

The following objects can be configured for emails:

�� Aliases: Aliases are email address that customers use to contact your company–typically something like 
support@yourcompany.com or sales@yourcompany.com. They function as entry and exit points for 
processed by the system. The Retriever Service monitors the specified aliases and retrieves emails from 
these aliases when they arrive in the email server. They are used by the inbound workflows to identify whic
emails to process through the workflows.
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�� Blocked Addresses: Administrators can block certain email addresses or domains. Any email from a 
blocked address or domain is treated as spam and directly deleted, stored in a separate file, or redirecte
another address. This way you can filter out unwanted emails. This feature should supplement any s
security software that may be running on your corporate email server. If spam is a major issue or concern, 
corporate email filtering software is recommended as a more permanent solution.

�� Blocked File Extensions: This is a security feature, which allows you to selectively block certain types of 
attachments that may contain viruses. You can block attachments of such types from entering the system. 
(For example, .exe, .vbs, .js, etc.) Using settings for email attachments, the system can be configured to 
block all attachments, block incoming and outgoing attachments, and delete or quarantine blocked 
attachments.

�� Delivery Exceptions: This feature allows you to handle bounced back emails. The system includes 14
common delivery exception scenarios. Other exceptions can be created as needed. You can set up different
words and phrases for email subjects and email addresses of incoming email. Emails are treated as bounce 
backs, permanent or temporary, if any of these words or phrases are found in the subject or email address. A
permanent bounceback indicates that an irreparable reason (such as invalid email address) caused the ema
to bounce back. A temporary bounceback indicates that a temporary reason (such as out of office reply, 
destination server down, etc.) caused the email to bounce back.

For more information, see “Email infrastructure” on page 170.

Chat and collaboration infrastructure
Chat and collaboration activities are created when customers click chat help links on your web site. The 
appearance of these links is configured with the help of templates. Each link is associated with an entry point
each entry point is in turn associated with a queue. A default entry point and template set is provided in each 
department.

The following objects should be configured for chat and collaboration activities:

�� Template sets: The template sets consists of CSS (cascading style sheets) and JSP (JavaServer pages) fi
that control the look and feel of the chat pane that customers use to type in their messages. The templates ar
also used to determine what information is requested to identify the customer (e.g. name, email address, 
phone number). You can also compose messages that the customer will see under certain circumstances (e
if they request a chat session out of hours).

�� Entry points:  An entry point is the starting point for a customer to initiate a chat interaction. Every chat 
help link on a web site is mapped to an entry point. Each entry point in turn has a queue associated with it, 
so that any chat activity created, when the user asks for chat assistance, is routed to the queue.

For more information, see “Chat infrastructure” on page 176.

Data adapters
You may need to access data from external sources, and data links enable you to perform this function. They act 
like bridges between Cisco Unified Web and E-Mail Interaction Manager and external data sources. Data can
accessed through various mediums: phone, links, and data adapters. 

The following objects should be configured for data adapters:

�� Data Access Links: Enables you to create links to fetch data from external or internal sources.
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�� Data Usage Links: Allows you to define the format in which you want to display the data fetched by t
data access links. 

For more information, see “Data links” on page 298.

Workflows
Workflows allow you to implement business processes by defining and automating the progression of activitie
based on certain rules. A workflow lists the sequence of rules that are applied on an activity as it moves through 
the system. There are four types of workflows:

�� Alarm workflows

�� General workflows

�� Inbound workflows

�� Outbound workflows

For more information, see “Workflows” on page 196.

Queues
Queues hold incoming customer service activities such as emails and chat sessions that are waiting to be 
assigned to agents. A department can have any number of queues to map their business process. A single queue
can hold multiple activity types like email, task, chat etc. Agent access to queues is controlled by permissions.

For more information, see “Workflows” on page 196.

Service levels
Some customers may be more valuable to your company than others. In order to provide good service, agents 
your department need to know about the importance of every customer. For this, you can assign service levels to 
your customers and use them in your workflows. Service levels enable you to define the importance of a 
particular customer, thereby directing agents to respond immediately to customers with high importance.

For more information, see “Workflows” on page 196.

Calendars
You can create a business calendar for your organization. It allows you to set up working and non-working
and days for employees in your department. To create your business calendar, it is essential that you first crea
shifts and day labels.

�� Shift labels: According to the working hours of your company, you can organize various shifts for agen
your department. It also allows you to create shifts for holidays and extra working hours.

�� Day labels: Day labels enable you to assign time slots to the shifts that you have created in the Shift labe
You cannot create day labels, if you have not created shift labels first.
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�� Calendars: Use the day labels to form a calendar for the work days in a week. You can also specify 
exceptional days, such as holidays or an extra working day. Please note that you can have only one activ
calendar for each department.

For more information, see “Business calendars” on page 163.

Classifications
Classification is a systematic arrangement of resources comprising of categories and resolution codes. You can
create and assign classifications to incoming activities or to knowledge base articles. Classifications are of tw
types:

�� Categories: Categories are keywords or phrases that help you keep track of different types of activities.

�� Resolution codes: Resolution codes are keywords or phrases that help you keep track of how different 
activities were fixed.

For more information, see “Classifications” on page 330.

Dictionaries
Dictionaries refer to a list of words stored in the system for reference. Agents use dictionaries to check spellings
in outgoing emails. Each department comes with 12 predefined dictionaries and one of them is configured as the
default dictionary. A department can have only one default dictionary and it can be changed according to the 
business requirements.

For more information, see “Dictionaries” on page 334.

Macros
Macros are shortcuts to perform oft-repeated tasks, such as, inserting customer names in emails, etc. Macros sav
the response time to customer queries. Instead of repeatedly typing the frequently used sentences or phrases,
users can simply add the appropriate macro. When the mail reaches the customer, the macro expands into the 
whole text. Macros are of two types - business object macros and combination macros. 

You can create business object macros for:

�� Activity data

�� Case data

�� Chat session data

�� Contact person data

�� Contact point data

�� Customer data

�� Email address contact point data

�� Phone address data

�� Postal address data
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�� User data

�� Website data

You can create combination macros with multiple definitions. That is, you can combine multiple macros with
a single macro. Multiple macros can be selected from business objects macros to create a combination macro. 

For more information, see “Macros” on page 337.

Products
Products allow you to efficiently manage, and organize the list of company’s products. You can create a 
catalogue of all your products, and also attach files or web pages, and articles from the knowledge base, there
providing more information regarding those products. This is helpful for agents, as they can use it to associat
products with customers. This adds to the details of a customer, thereby enabling the agent to know and serve 
customer better. 

For more information, see “Products” on page 341.

Archive jobs
Old activities can be archived by setting up scheduled or on-demand archive jobs. For more information, see 
“Archive” on page 343.

Elements of the user interface

To get to know the console user interface better, let us begin by dividing it into five functional areas:

1. Console toolbar: The main toolbar of the console appears at the top of the screen. It allows you to access
some frequent commands with a single click.

2. Tree pane: The Tree pane lists all the business objects in the application, allowing you to select the n
(folder) that you wish to work in. When you select a folder, its first-level contents are displayed in the
pane. In the Tree pane, you can cut paste or copy paste folders, delete folders which you have created, 
manage bookmarks and print folder contents.

To expand all first and second level nodes with a single click, shift + click the plus [+] button next to 
topmost node. The contents of all first and second level nodes are displayed in the Tree pane.

3. List pane: The List pane displays first-level contents of the folder selected in the Tree pane. You can view 
the name, description, date of creation, etc., of the displayed items. In this pane, you can create items or 
select existing ones to modify or delete them.

4. Properties pane: The Properties pane displays the contents of the business object selected in the List pane
In this pane, you can edit the properties of the selected item.

5. Status bar: The status bar is present at the bottom of every screen. It displays the following information:

�• The user name with which the user has logged in the system.

�• The language currently in use.

�• The status of the system (Loading, Ready, etcetera).
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This chapter helps you configure various aspects of the system with the help of settings.

About settings

Settings are selective properties of business objects and are used to configure the way system works. For 
example, security settings help you to configure the following properties of user password - the expiry time 
period for passwords, the characters allowed in passwords, etc.

Settings are administered in groups. The available groups are:

1. System settings group: This group is available to system administrators to control the system level 
resources. These settings cannot be reset at lower levels. This group includes dispatcher settings.

2. Partition settings group: This group is available to partition administrators to control the partition leve
resources. These settings cannot be reset at lower levels. This group includes:

a. Activity settings

b. Cache settings

c. Common settings

d. Dispatcher settings

e. Retriever settings

f. General settings

g. Knowledge base settings

h. Monitoring settings

i. Workflow Engine settings

j. Security settings

3. Department settings group: This group is available to administrators to control the department level 
resources. Department settings can be configured by partition administrators for all departments in the 
partition, by department administrators for individual departments, and by individual users as user 
preferences. This group includes:

a. Activity settings

b. Activity pushback settings

c. Common settings

d. Email blocked file extension settings

e. General settings

f. Knowledge base settings

g. Monitoring settings

h. Queue settings

i. Security settings

j. Spellchecker settings
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k. User settings

4. User settings group: If administrators want settings within a department to have different values for 
different users, they can achieve it by configuring user settings groups. Only a subset of department settin
is available as part of this group. A department comes with a default user settings group and all the user
created in that department automatically become a part of the default group. Administrator can make these
settings available to individual users as user preferences. Users can configure these settings according to
their choice. This group includes:

a. Activity settings

b. Activity pushback settings

c. General settings

d. Monitoring settings

e. Spellchecker settings

f. User settings

Settings to configure after installation
In this section, we describe certain settings that should be configured soon after installation. These settings are
two types:

1. Mandatory settings: These settings must be configured before using the application.

2. Optional settings: Although it is not mandatory to change these settings, you are likely to feel the nee
configure them for your business.

Mandatory settings

At the partition level

Make sure you configure the following settings:

�� Application Instance

�� MR Connection Port

�� Default SMTP server

�� Notifications mail SMTP Server

�� Notifications mail redirection from address

�� Notifications mail redirection to address

Configure the following partition-level settings only if you use ESMTP protocol for exception and spam e
and notifications.

�� Exception mails SMTP user name

�� Exception mails SMTP password

�� SPAM mails SMTP user name
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�� SPAM mails SMTP password

�� Notification mails SMTP user name

�� Notification mails SMTP password

At the department level

Configure the following setting for each department.

�� From email address for alarm

Optional settings
Although it is not mandatory to change these settings, you are likely to feel the need to configure them for your 
business.

At the partition level

�� Customer departmentalization

�� Deletion time out

�� Exception email SMTP

�� Exception mail redirection to address

�� Exception mail redirection from address

�� Expiry time for auto pushback

�� Inactive time out

�� SPAM mail SMTP Server

�� SPAM mail redirection from address

�� SPAM mail redirection to address

At the department level

�� Business calendar time zone

Configuring settings

Configuring system partition settings
Login to the System partition (zero partition) of the application to access the system partition setting.

To configure a system partition setting:

1. Log in to the system partition and go to the Administration Console.
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2. In the Tree pane, browse to Administration > Partition: Sy stem > Settings > Partition.

3. In the List pane, select the Partition settings group.

The Properties pane refreshes to show the attributes of the group.

4. Next, in the Properties pane, go to the Attributes tab to configure values for settings. From the list, s
setting to modify. In the Value field provide a value for the setting.

5. Click the Save  button.

Configuring business partition settings
Login to the Business partition of the application to access the business partition setting.

To configure a business partition setting:

1. Log in to the business partition and go to the Administration Console.

2. In the Tree pane, browse to Administration > Partition_Name > Settings > Partition.

3. In the List pane, select the partition settings group.

The Properties pane refreshes to show the attributes of the group.

4. Next, in the Properties pane, go to the Attributes tab to configure values for settings. From the list, s
setting to modify. In the Value field provide a value for the setting.

5. Click the Save  button.

Configuring department settings

To configure a department setting:

1. Log in to the business partition and go to the Administration Console.

2. In the Tree pane, browse to the Settings node.

�• If you want to configure the settings for all departments, then browse to Administration > 
Partition_Name > Settings > Department.

�• If you want to configure the setting for an individual department, then browse to Administration > 
Departments > Department_Name > Settings > Department.

3. In the List pane, select the department settings group.

The Properties pane refreshes to show the attributes of the group.

4. Next, in the Properties pane, go to the Attributes tab to configure values for settings. From the list se
setting to modify and do the following:

a. In the Value field provide a value for the setting.

b. If you are configuring the setting for all departments in the partition or for all users in the depart
(for settings that can be configured at the user setting group level), then in the Can be reset at lower 
level field select No. Once it is set to No, the value of the setting cannot be changed at lower level. 
default it is set to Yes.
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If a setting is made unavailable for lower levels, the value set at the higher level is applicable. Wh
setting is reset to be available at lower levels, the setting is made available only at the next level a
administrator has to decide if the setting should be made available to levels lower than that. The
of the setting configured at the higher level is carried over to lower levels.

5. Click the Save  button.

Configuring user settings

To configure a user setting:

1. In the Tree pane, browse to Administration > Departments > Department_Name > Settings > User.

2. In the List pane, select a user settings group.

The Properties pane refreshes to show the attributes of the group.

3. Next go to the Attributes tab to configure the values for the settings. From the list select a setting to m
and do the following:

c. In the Value field, provide a value for the setting.

d. In the Can be reset at lower level field select No. Once the value is set to No, the value of the setting 
cannot be changed at user level. By default it is set to Yes.

4. Click the Save  button.

Creating user settings groups

Administrator can allow a handful of department setting to be configured at user level. These settings can be
configured using the user settings group or the user preferences. In the user settings group the administ
configure settings for a group of users within the same departments to have different values.

Note that the user setting group is not the same as user group. A user can belong to multiple user groups but c
belong to only one user settings group.

To create a user settings group:

1. In the Tree pane browse to Administration > Departments > Department_Name > Settings > User.

2. In the List pane click the New  button.

The Properties pane refreshes to show the attributes of the group.

3. In the General tab provide the name and description.

The name of the group cannot be changed once the setting is saved.

4. Click the Save  button. The Attributes and Relationship tabs are enabled only after the settings group i
saved.

5. Next go to the Attributes tab to configure the values for the settings. From the list select a setting to m
and do the following:

a. In the Value field provide a value for the setting.
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b. If you are configuring the setting for all users in the group, then in the Can be reset at lower level field 
select No. Once it is set to No, the value of the setting cannot be changed at user level. By default 
set to No. If it is set to Yes then the users in that group can change the value of the setting from User 
Preferences.

6. From the Relationships tab select users for the group, from the list of available users. Only the users who a
not a part of any other user settings group are displayed.

7. Click the Save  button.

Unified CCE Integration settings

Application Instance
Use this setting to define the application instance which Cisco Interaction Manager uses to connect to Unified
CCE. If the integration wizard is not run, this value needs to be configured manually. The name of the 
Application Instance can be obtained from the list available in the List Explorer of ICM Configuration Manage
on the Unified CCE AW (Admin Workstation). You should configure a unique application instance to be used 
for Cisco Interaction Manager.

�� Type: Partition settings group

�� Subtype: Communication

�� Data type: String

�� Default value: —

�� Value options: —

MR Connection Port
Use this setting to configure the port number that the External Agent Assignment Service (EAAS) uses t
connect to Media Routing Peripheral Interface Manager (MR PIM) of Unified CCE to send new tasks 
information to ICM. The value provided in this setting should match the value that is used while configurin
PIM in Unified CCE. As a best practice we recommend that you use a port number greater than 200.

�� Type: Partition settings group

�� Subtype: Communication

�� Data type: Integer

�� Default value: —

�� Value options: —

Media Blender Connection
This setting is not in use.
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User account settings

This set of settings allow administrators to configure and enforce login and password policies for agents
other users.

Login name minimum length
Use this setting to define the minimum number of characters that a user name must have. This user nam
to log in to the application.

�� Type: Department settings group

�� Subtype: Security

�� Data type: Integer

�� Default value: 2

�� Minimum value: 1

�� Maximum value: —

�� Can be reset at lower level: No

Login password maximum length
Use this setting to define the maximum number of characters that a user password can have.

�� Type: Department settings group

�� Subtype: Security

�� Data type: Integer

�� Default value: 50

�� Minimum value: 0

�� Maximum value: 255

�� Can be reset at lower level: No

Login password minimum length
Use this setting to define the minimum number of characters that a user password must have. If the value of t
setting is zero, then the password can be blank. The value for this setting should not be more than the v
configured in the “Login password maximum length” setting. 

�� Type: Department settings group

�� Subtype: Security

Important:  User name and password settings apply only to standalone users. For integrated

users, this information is managed in Unified CCE.
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�� Data type: Integer

�� Default value: 0

�� Minimum value: 0

�� Maximum value: —

�� Can be reset at lower level: No

Login password allowed characters
Use this setting to specify the characters that are allowed in user passwords. Provide the values in this setting 
without comma or space because they are considered as characters, along with other special characters.

�� Type: Department settings group

�� Subtype: Security

�� Data type: String

�� Default value: —

�� Minimum value: 0

�� Maximum value: 200

�� Can be reset at lower level: No

Login password disallowed characters
Use this setting to specify the characters that are not allowed in user passwords. Provide the values in this setting
without comma or space because they are considered as characters, along with other special characters.

�� Type: Department settings group

�� Subtype: Security

�� Data type: String

�� Default value: —

�� Value options: —

�� Can be reset at lower level: No

Login password must have characters
Use this setting to specify the characters that are required in the user passwords. Provide the values in this settin
without comma or space because they are considered as characters, along with other special characters.

�� Type: Department settings group

�� Subtype: Security

�� Data type: String

�� Default value: —
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�� Minimum value: 0

�� Maximum value: 20

�� Can be reset at lower level: No

Login password case sensitive
Use this setting to decide if you want the user password to be case sensitive.

�� Type: Department settings group

�� Subtype: Security

�� Data type: Enumeration

�� Default value: Yes

�� Value options: Yes, No

�� Can be reset at lower level: No

Password life time
Use this setting to determine the expiry time for user passwords. The expiry time is calculated from the ti
password was created for the first time or from the time the password was last changed. Use the “Password
lifetime unit” setting to define the time unit in seconds, minutes, hours, months, or years, for the value of this
setting.

�� Type: Department settings group

�� Subtype: Security

�� Data type: Integer

�� Default value: 0

�� Minimum value: 0

�� Maximum value: —

�� Can be reset at lower level: No

Password life time unit
Use this setting to define the unit to be used to calculate the time after which the password expires. The
value of time is defined in the “Password lifetime” setting.

�� Type: Department settings group

�� Subtype: Security

�� Data type: Enumeration

�� Default value: Second

�� Value options: Second, Minute, Hour, Day, Month, Year
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�� Can be reset at lower level: No

Unsuccessful attempts time frame
Use this setting to decide the time frame within which, if a user makes the defined number of unsuccess
in attempts, his account is disabled. The maximum number of allowed unsuccessful attempts are defined in th
“Maximum number of unsuccessful timed attempts” setting. 

�� Type: Department setting group

�� Subtype: Security

�� Data type: Integer

�� Default value: 0

�� Minimum value: 0

�� Maximum value: —

�� Can be reset at lower level: No

Unsuccessful attempts time unit
Use this setting to choose the unit of time to define the time frame in the “Unsuccessful attempts time frame” 
setting.

�� Type: Department setting group

�� Subtype: Security

�� Data type: Enumeration

�� Default value: Second

�� Value options: Second, Minute, Hour, Day, Month, Year

�� Can be reset at lower level: No

Maximum number of unsuccessful timed attempts
Use this setting to decide the number of login attempts a user is allowed in the defined time duration bef
account is disabled. The time frame is defined in the “Unsuccessful attempts time frame” setting.

�� Type: Department setting group

�� Subtype: Security

�� Data type: Integer

�� Default value: 0

�� Minimum value: —

�� Maximum value: —

�� Can be reset at lower level: No
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Maximum number of unsuccessful attempts
Use this setting to define the maximum number of unsuccessful attempts a user can make before the user account
is disabled. If the value of this setting is zero, then no check is done to see the number of times the user has m
unsuccessful log in attempts.

�� Type: Department setting group

�� Subtype: Security

�� Data type: Integer

�� Default value: 0

�� Minimum value: —

�� Maximum value: —

�� Can be reset at lower level: No

Maximum inactivity time frame
Use this setting to decide the time after which a account is disabled, if it has not been accessed in the specifi
time. Use the “Maximum inactivity time unit” setting to define the time unit in seconds, minutes, hours, month
or years, for the value of this setting.

�� Type: Department setting group

�� Subtype: Security

�� Data type: Integer

�� Default value: 0

�� Minimum value: 0

�� Maximum value: —

�� Can be reset at lower level: No

Maximum inactivity time unit
Use this setting to define the unit to be used to calculate the time after which a user account is disabled, if it h
not been accessed in the specified time. The actual value of time is defined in the “Maximum inactivity time 
frame” setting.

�� Type: Department setting group

�� Subtype: Security

�� Data type: Enumeration

�� Default value: Second

�� Value options: Second, Minute, Hour, Day, Month, Year

�� Can be reset at lower level: No
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User session settings

Applet host
When a user opens the login screen, an applet is downloaded and this applet maintains a persistent connection
with the primary application server. In this setting, provide the fully qualified server name of the web serv
the primary application server from where this applet is downloaded.

�� Type: Partition settings group

�� Subtype: Security

�� Data type: String

�� Default value: IP address of the web server of the primary application server

�� Value options: —

Applet download time out (seconds)
A few applets are used during user sessions. These applets are downloaded when the login screen is opened. Use
this setting to define the maximum time for which the system waits for the applets to download. If the dow
is unsuccessful then the users are advised to close the browser and try to launch the application. It is 
recommended that you do not set this value for more than 2-3 minutes (120 - 180 seconds).

�� Type: Partition settings group

�� Subtype: Common

�� Data type: Integer

�� Default value: 60

�� Minimum value: —

�� Maximum value: —

Inactive time out (seconds)
Use this setting to define the time after which a user session is made inactive if the user does not do any activity
in the application. Users can activate the session by providing their password. The session is resumed from
point where it was left.

�� Type: Partition settings group

�� Subtype: Common

�� Data type: Integer

�� Default value: 1800

�� Minimum: 1499

�� Maximum: —
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Deletion time out (seconds)
Use this setting to define the time for which a user session is kept in the memory of the server after the 
session has become inactive. Once this time is elapsed, the system deletes the session from the memory. Users
have to login in to the application by providing their user name and password and a new user session is cre

�� Type: Partition settings group

�� Subtype: Security

�� Data type: Integer

�� Default value: 3600

�� Minimum: 2999

�� Maximum: —

Business calendar settings

Business calendar time zone
Use this setting to select the time zone to be used for business calendars.

�� Type: Department settings group

�� Subtype: General

�� Data type: Enumeration

�� Default value: (GMT-05:00)Eastern Standard Time (US and Canada)

�� Value options:

(GMT-12:00) Eniwetok, Kwajalein

(GMT-11:00) Midway Island, Samoa

(GMT-10:00) Hawaii

(GMT-09:00) Alaska-Standard

(GMT-08:00) Alaska-Daylight

(GMT-08:00) Pacific Standard Time (US & Canada)

(GMT-07:00) Pacific Daylight Time (US & Canada)

(GMT-07:00) Arizona

(GMT-07:00) Mountain Standard Time (US & Canada)

(GMT-06:00) Mountain Daylight Time (US & Canada)

(GMT-06:00) Central America

(GMT-06:00) Central Standard Time (US & Canada)

(GMT-05:00) Central Daylight Time (US & Canada)
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�� Objects available for setting conditions in alarm node

�� Objects available for setting conditions in rule nodes



This chapter lists the objects available for setting conditions in various workflow nodes.

Objects available for setting conditions in alarm 
node

Case

Activity

Attributes Values Operators

Age days — ==, !=, <, >, <=, >=

Age hours — ==, !=, <, >, <=, >=

Age minutes — ==, !=, <, >, <=, >=

Case status Closed, Open, Ready for closure ==, !=

Count — ==, !=, <, >, <=, >=

Count over due — ==, !=, <, >, <=, >=

Days after due — ==, !=, <, >, <=, >=

Days till due — ==, !=, <, >, <=, >=

Hours after due — ==, !=, <, >, <=, >=

Hours till due — ==, !=, <, >, <=, >=

Minutes after due — ==, !=, <, >, <=, >=

Minutes till due — ==, !=, <, >, <=, >=

Percentage — ==, !=, <, >, <=, >=

Percentage over due — ==, !=, <, >, <=, >=

Attributes Values Operators

Activity status Assigned, Assignment, Completed, New, Pre-
completion, preworkflow, workflow

==, !=

Activity substatus Assigned - New, Assigned - Pending, Assigned 
- Wrap up, Assigned - Error, Assigned - In 
progress, Assigned - Ready for internal 
assignment, Assigned - Ready for external 
assignment, Assignment - Error, Assignment - 
In progress, Assignment - Scheduled,

==, !=

Age days — ==, !=, <, >, <=, >=
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Objects available for setting conditions in rule nodes

Activity

Age hours — ==, !=, <, >, <=, >=

Age minutes — ==, !=, <, >, <=, >=

Count — ==, !=, <, >, <=, >=

Count over due — ==, !=, <, >, <=, >=

Days after due — ==, !=, <, >, <=, >=

Days till due — ==, !=, <, >, <=, >=

Hours after due — ==, !=, <, >, <=, >=

Hours till due — ==, !=, <, >, <=, >=

Last action reason Assigned by system, Forwarded, Redirected, 
Replied, Save draft, Assigned for supervision, 
Rejected, Waiting for approval, Save draft to 
supervise, Sent

==, !=

Minutes after due — ==, !=, <, >, <=, >=

Minutes till due — ==, !=, <, >, <=, >=

Percentage — ==, !=, <, >, <=, >=

Percentage over due — ==, !=, <, >, <=, >=

Attributes Values Operators

Attributes Values Operators

Activity mode Inbound, Outbound, None ==, !=

Activity priority 1 to 7 ==, !=, <, >, <=, >=

Activity subtype Email - General, Email - Webform, Email - 
secure, Email - Permanently undeliverable, 
Email - Temporary undeliverable, Email - Reply, 
Email - Forward, Email - Compose, Email - 
Auto reply, Email - Auto acknowledgement, 
Email - Group reply, Email - Redirect, Email - 
Undispatch, Email - Supervisory accept, Email 
- Supervisory reject, Email - Supervisory 
reattempt, Email - Transcript, Phone - General, 
Task - General

==, !=

Activity type Email, Task, ==. !=

Case type None, Existing, New ==. !=
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Case

Customer - common

Contact person ID — ==. !=, <, >, <=, >=

Contact point ID  — ==. !=, <, >, <=, >=

Customer ID — ==, !=, <, >, <=, >=

Description — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Language English ==, !=

Last action reason Assigned by system, Forwarded, Redirected, 
Replied, Save draft, Assigned for supervision, 
Rejected, Waiting for approval, Save draft to 
supervise, Sent

==, !=

Subject — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Attributes Values Operators

Attributes Values Operators

Description — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Severity Urgent, High, Medium, Low ==, !=

Solution description — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Subject — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Attributes Values Operators

Entitlements — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

How referred Website, Customer, Partner, Reseller ==, !=

Industry Finance, Health care, Telecom ==, !=

Level Gold, Platinum, Premium, Silver, Standard ==, !=

Marketing Segment — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Preferred agent User names ==, !=
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Customer - group

Customer - individual

Customer - organization

Attributes Values Operators

Customer name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Group type Association, Club, Household, Joint account, 
Membership, other

==, !=

No. of members — ==, !=, <, >, <=, >=

Region Asia Pacific, Europe, United States ==, !=

Attributes Values Operators

Date of birth Date ==, !=, <, >, <=, >=

Employment status Part time, Full time, Temporary, Contract, Intern, 
Unemployed

==, !=

First name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Gender Male, Female ==, !=

Job title — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Last name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Marital status Married, Single, Separated, Divorced, Widowed ==, !=

Middle name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Attributes Values Operators

Customer name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

No. of employees — ==, !=, <, >, <=, >=

Region Asia Pacific, Europe, United States ==, !=

Sector type — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with
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Email

Task

Queue
Available only in outbound workflows and alarm workflows.

Attributes Values Operators

Bcc email address — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

cc email address — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Content — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Content type .htm, .txt ==, !=

From email address — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Header — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Subject — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

To email address — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

To or cc email address — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Attributes Values Operators

Content — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Attributes Values Operators

Queue name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with
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User
Available only in outbound workflows and general workflows.

Attributes Values Operators

First name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Last name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with

Manager Manager names ==, !=

User name — Contains, Not contains, Matches, Not 
matches, Begins with, Not begins with
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