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Cisco is bringing a new standard to portable phones with a portfolio built for working in modern office
environments. Cisco Wireless Phone 9821 is designed with IT and facilities in mind to deliver a new phone
model. Included on each phone is the newly released PhoneOS software that simplifies the user experience and
compliments our other portfolios devices to give seamless experience from desk spaces to mobile device in an
area. With expanded functionality — Cisco Wireless Phone 9821 combines secure enterprise calling, meetings,
sustainability, emergency alerts and calling all in one device. You don’t need to buy a dedicated device for each
feature — all the features are built into each Handset.

Cisco Wireless Phone 9821 reduces the complexity of purchasing, deploying, managing, and training. To
further simplify, you can use one device for Cisco Unified Communications Manager (CUCM), Webex Calling,
or other 3rd party cloud calling platforms. Alongside our extensive portfolio of desk devices, the 9821 is
uniquely positioned in the market to help transform the workplace by bridging the gap between hybrid work,
calling, and meetings — and is the most cost-effective solution for workstations at scale.

This guide provides information and guidance to help the network administrator deploy the Cisco Wireless
Phone 9821 into a wireless LAN environment.
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Cisco Wireless Phone 9821 overview

Cisco’s implementation of 802.11 standards enables time-sensitive applications, such as voice and video, to
operate efficiently across campus-wide wireless LAN (WLAN) deployments. These enhancements provide fast
roaming and seamless multimedia traffic flow while maintaining robust security as users transition between
access points.

WLANS operate in unlicensed spectrum and are susceptible to interference from other devices. The 2.4 GHz
band is often congested due to the proliferation of devices such as Bluetooth headsets, microwave ovens, and
cordless phones. The 5 GHz band is less congested and is the preferred spectrum for Cisco Wireless Phone
9821, allowing the device to leverage the higher data rates provided by the 802.11a/n/ac/ax standards.

Cisco Wireless Phone 9821 supports Wi-Fi 6 and 6E, including 6 GHz band capabilities. Where regulatory
domains permit, the 6 GHz spectrum is the recommended choice. However, note that 6 GHz signals exhibit
higher attenuation than 5 GHz signals. To maintain a consistent coverage footprint, you may need to increase
access point (AP) density by approximately 5% to 10%.

Despite the optimizations that Cisco has implemented in the Cisco IP Phone Series, the use of unlicensed
spectrum means that uninterrupted communication cannot be guaranteed. Users may experience intermittent
voice gaps during calls. Adhering to these deployment guidelines will minimize the likelihood of such
occurrences, but they cannot be entirely eliminated.

Due to the inherent nature of unlicensed spectrum and the inability to guarantee packet delivery to a WLAN
device, the Cisco Wireless Phone 9821 is not intended for use as a medical device and should not be used to
support clinical decision-making.

Bands

The following table outlines the peak antenna gain and frequency ranges/channels supported by Cisco Wireless
Phone 9821.

Part Number Description Peak Antenna Gain Frequency Ranges Available Channel Set
Channels
WP-9821-K9= Cisco 2.400-2.483 GHz: 2.0 dBi 2.412-2.472 GHz 13 1-13

Wireless 5.150-5.250 GHz: 2.0 dBi 5.180 - 5.240 GHz 4 36,40,44,48

Phone 9821
5.250-5.350 GHz: 2.2 dBi 5.260 - 5.320 GHz 4 52,56,60,64
5.470-5.725 GHz: 3.2 dBi 5.500 - 5.720 GHz 12 100-144
5.725-5.850 GHz: 3.0 dBi 5.745 - 5.825 GHz 5 149,153,157,161,165
5.945-6.425 GHz: 2.2 dBi 5.955-6.415 GHz 24 1,5,9,13,...,93
6.425-6.525 GHz: 1.4 dBi 6.435-6.515 GHz 5 97,101, 105, 109, 113
6.525-6.885 GHz: 3.2 dBi 6.535-6.875 GHz 18 117,121, ..., 185
6.885-7.125 GHz: 2.5 dBi 6.895 -7.115 GHz 12 189, 193, ..., 233

Note: Channel availability is subject to local regulatory restrictions. Cisco Wireless Phone 9821 does not
support Channel 14 in the Japan regulatory domain.

Requirements
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Cisco Wireless Phone 9821 is an IEEE 802.11a/b/g/n/ac/ax-compliant collaboration device that provides voice
and data communications. Before deployment, the wireless LAN infrastructure must be validated to ensure it
meets the required specifications for the 9821.

Site Requirement

Before deploying the Cisco Wireless Phone 9821 into a production environment, a site survey must be
completed by a Cisco-certified partner. The site survey must include heatmaps that illustrate the intended
coverage plan and determine the appropriate access point (AP) platform, antenna type, and configuration
(channel and transmit power) for the location.

During the site survey, the RF spectrum must be analyzed to identify usable channels within the 2.4 GHz, 5
GHz, and 6 GHz bands.

e 6 GHz: Where regulatory domains permit, the 6 GHz spectrum is the recommended choice. It provides
a "greenfield" environment, which is significantly cleaner than legacy Wi-Fi bands.

e 5 GHaz: This is the preferred secondary band, as it offers more non-overlapping channels and less
interference than the 2.4 GHz band.

e 2.4 GHz: Use this band only when necessary, as it is prone to high interference from non-Wi-Fi devices.
Select hardware based on the environment:

o Non-rugged environments (e.g., office, healthcare, education, hospitality): Use APs with integrated
antennas.

e Rugged environments (e.g., manufacturing, warehouse, retail): Use AP platforms that support
external antennas.

The site survey must accurately reflect the hardware and configuration of the final installation. Do not use
legacy radio equipment to survey coverage for a modern 802.11ac/ax/be network. Ensure that:

e AP orientation and mounting height match the final installation.
o Data rates are configured according to your application, bandwidth, and coverage requirements.

o The wireless LAN is validated post-installation to ensure it meets all requirements for Cisco Wireless
Phone 9821.

6GHz Design

Due to higher signal attenuation, 6 GHz radio signals exhibit slightly less range than 5 GHz signals, assuming
identical antenna patterns and transmit power levels. To achieve equivalent coverage, you have two primary
options:

o Increase AP Density: Deploy 10-20% more access points (APs) within the coverage area.

e Adjust Transmit Power: Increase the 6 GHz transmit power by approximately 3—6 dBm relative to the
5 GHz configuration.

Maintain a minimum distance of 1 meter from glass surfaces. Glass can cause significant signal reflection at 6
GHz frequencies, which may lead to multipath interference. Avoid mounting APs behind heavy obstructions,
such as metal ductwork or concrete pillars, as these significantly degrade signal propagation.

For optimal performance and roaming stability, maintain consistency across your wireless infrastructure.
Mixing APs of different generations or capabilities—specifically 6 GHz-capable and non-6 GHz-capable APs—
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within the same roaming area is not recommended. Inconsistent hardware capabilities can lead to unpredictable
client roaming behavior and performance degradation.

Signal

The cell edge should be designed to -67 dBm where there is a 15-20% overlap of adjacent access point at that
signal level.

This ensures that Cisco Wireless Phone 9821 always has adequate signal and can hold a signal long enough in
order to roam seamlessly where signal based triggers are utilized vs. packet loss triggers.

Also need to ensure that the upstream signal from the phone meets the access point's receiver sensitivity for the
transmitted data rate. Rule of thumb is to ensure that the received signal at the access point is -80 dBm or Auto.

It is recommended to design the cell size to ensure that the phone can hold a signal for at least 5s.

Channel Utilization
Channel Utilization levels should be kept under 40%.

Noise

Noise levels should not exceed -92 dBm, which allows for a Signal to Noise Ratio (SNR) of 25 dB where a -67
dBm signal should be maintained.

Also need to ensure that the upstream signal from the Cisco Wireless Phone 9821 meets the access point’s
signal to noise ratio for the transmitted data rate.

Packet Loss / Delay

Per voice guidelines, packet loss should not exceed 1% packet loss; otherwise voice quality can be degraded
significantly.

Jitter should be kept at a minimal (< 100 ms).

Retries

802.11 retransmissions should be less than 15%.

Multipath

Multipath should be kept to a minimum as this can create nulls and reduce signal levels.

Call Control

The Cisco Wireless Phone 9821 is supported on the following call control platforms.

o Cisco Webex Calling
o Cisco Unified Communications Manager (CUCM) (14.0.1 or above)

Note: Cisco Unified Communications Manager (CUCM) requires the installation of a specific device package
or service release update to enable support for Cisco Wireless Phone 9821.

Device packages for Cisco Wireless Phone 9821 are available at the following locations.
https://software.cisco.com/download/home/286328117/type/282074299/release/14.0(1.16076)
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Wireless LAN

The Cisco Wireless Phone 9821 is supported on the following Cisco Wireless LAN solutions.

e C(Cisco IOS Wireless LAN Controller and Cisco Lightweight Access Points
o Minimum = 17.12
o Recommended = 17.18.2
e EWC (Embedded Wireless Controller)
e (Cisco Meraki Access Points
o Minimum = MR 27.X, MX 13.33
o Recommended = MR 30.6, MX 18.211.2

Access Points

The following table lists the supported Cisco access points.

Controller Model AP Models

10S XE 9105,9115,9117, 9120, 9130, 9136, 9162, 9164, 9166, 917x

Meraki 9162, 9164, 9166, 917x, MR20, MR28, MR30H, MR32, MR33, MR34, MR36,
MR36H, MR42, MR44, MR45, MR46, MR52, MR53, MR55, MR56, MR57

Note:

e Cisco Wireless Phone 9821 has been tested for interoperability with Cisco Catalyst and Meraki access
points that have not reached their End-of-Sale or End-of-Support dates. If an access point model is not
explicitly listed in the supported hardware documentation, it may still provide basic functionality;
however, such configurations are not officially supported.

e Cisco Wireless Phone 9821 is designed for use with indoor access points. Mesh deployments and
outdoor access point configurations are not supported, as these environments have not been validated for
this device.

e Interoperability with 3rd-party APs cannot be guaranteed as we have limited testing ability. As long as
the 3rd party AP is Wi-Fi specification compliant, basic operations will work.

e (Cisco does not perform interoperability testing with third-party access points. While the 9821 may
provide basic functionality when connected to Wi-Fi-compliant third-party hardware, Cisco cannot
guarantee performance, stability, or feature parity.

Antenna System

Some Cisco access points require or allow external antennas.

Please refer to the Cisco Aironet and Catalyst Antennas and Accessories Reference Guide for the list of
supported antennas for Cisco Aironet access points and how the external antennas should be mounted.

Note: Cisco access points with integrated internal antennas (other than models intended to be wall mounted) are
to be mounted on the ceiling as they have omni-directional antennas and are not designed to be wall mounted.
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Protocols

Supported wireless LAN protocols include the following:

802.11a,b,d,e,g,h,i,n,ac,ax

Wi-Fi MultiMedia (WMM)

Session Initiation Protocol (SIP)

Real Time Protocol (RTP)

Opus, G.722, G.711, G.722.1, G.722.2, G.729
Dynamic Host Configuration Protocol (DHCP)
Trivial File Transfer Protocol (TFTP)
HyperText Transfer Protocol (HTTP)

Wi-Fi

Cisco Wireless Phone 9821 works with 2.4 GHz (HT/VHT/HE 20), 5 GHz (HT/VHT/HE 20/40/80) and 6 GHz
(HE 20/40/80) mode. To achieve 802.11n/ac/ax connectivity, it is recommended that Cisco Wireless Phone
9821 is within 30 feet of the access point.

6 GHz Specifications

6 GHz - 802.11ax Data Spatial | HE20 | HE40 | HE80 | Modulation
Rate Streams (Mbps) | (Mbps) | (Mbps)
Max Tx Power=13.6 dBm HEO 1 8.6 17.2 344 OFDM-BPSK
(Power depends on the region. HEI 17.2 34.4 68.8 OFDM-QPSK
13.6dBm is'for CE area, while HE?2 258 516 1032 | OFDM-QPSK
FCC/RCM is 9.46dBm)
HE3 344 68.8 137.6 | OFDM-16QAM
HEA4 51.6 103.2 206.5 | OFDM-16QAM
HES 68.8 137.6 275.3 | OFDM-64QAM
HEG6 77.4 154.9 309.7 | OFDM-64QAM
HE7 86.0 172.1 244.1 OFDM-64QAM
HES 103.2 | 206.5 412.9 | OFDM-256QAM
HE9 1147 | 229.4 458.8 | OFDM-256QAM
HE10 129.0 | 258.1 516.2 | OFDM-1024QAM
HE11 143.4 | 286.8 600.5 | OFDM-1024QAM

5 GHz Specifications
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5 GHz - 802.11a Data Rate Spatial Streams Modulation
Max Tx Power=16 dBm 6 Mbps 1 OFDM-BPSK
(Depends on region) 9 Mbps 1 OFDM-BPSK
12 Mbps 1 OFDM-QPSK
18 Mbps 1 OFDM-QPSK
24 Mbps 1 OFDM-16QAM
36 Mbps 1 OFDM-16QAM
48 Mbps 1 OFDM-64QAM
54 Mbps 1 OFDM-64QAM
5 GHz (802.11n/ac/ax) Date Spatial HT20 | VHT20 | HE20 Modulation
Rate Streams (Mbps | (Mbps) | (Mbps)
)
Max Tx Power=15.5 dBm MCSO0 |1 7.2 7.2 8.6 OFDM-BPSK
(Depends on region) MCS 1 14.4 14.4 17.2 OFDM-QPSK
MCS 2 21.7 21.7 25.8 OFDM-QPSK
MCS 3 28.9 28.9 34.4 OFDM-16QAM
MCS 4 43.3 433 51.6 OFDM-16QAM
MCS 5 57.8 57.8 68.8 OFDM-64QAM
MCS 6 65.0 65.0 77.4 OFDM-64QAM
MCS 7 72.2 72.2 86.0 OFDM-64QAM
MCS 8 86.7 103.2 OFDM-256-QAM
MCS 9 114.7 OFDM-256-QAM
MCS 10 129.0 | OFDM-1024-QAM
MCS 11 143.4 | OFDM-1024-QAM
5 GHz (802.11n/ac/ax) Date Spatial HT40 | VHT40 | HE40 Modulation
Rate Streams (Mbps | (Mbps) | (Mbps)
)
Max Tx Power=15 dBm MCSO |1 15.0 15.0 17.2 OFDM-BPSK
(Depends on region) MCS 1 30.0 30.0 34.4 OFDM-QPSK
MCS 2 45.0 45.0 51.6 OFDM-QPSK
MCS 3 60.0 60.0 68.8 OFDM-16QAM
MCS 4 90.0 90.0 103.2 OFDM-16QAM
MCS 5 120.0 120.0 137.6 OFDM-64QAM
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MCS 6 135.0 135.0 154.9 OFDM-64QAM
MCS 7 150.0 150.0 172.1 OFDM-64QAM
MCS 8 180.0 206.6 OFDM-256-QAM
MCS 9 200.0 229.4 OFDM-256-QAM
MCS 10 258.1 | OFDM-1024-QAM
MCS 11 286.8 | OFDM-1024-QAM
5 GHz (802.11ac/ax) Date Rate Spatial VHTS0 HES80 Modulation
Streams (Mbps) (Mbps)
Max Tx Power=15 dBm MCS 0 1 32.5 34.4 OFDM-BPSK
(Depends on region) MCS 1 65.0 68.8 OFDM-QPSK
MCS 2 97.5 103.2 OFDM-QPSK
MCS 3 130.0 137.6 OFDM-16QAM
MCS 4 195.0 206.5 OFDM-16QAM
MCS 5 260.0 275.2 OFDM-64QAM
MCS 6 292.5 309.6 OFDM-64QAM
MCS 7 325.0 344.1 OFDM-64QAM
MCS 8 390.0 412.9 OFDM-256QAM
MCS 9 433.0 458.8 OFDM-256QAM
MCS 10 516.2 OFDM-1024-QAM
MCS 11 600.5 OFDM-1024-QAM
2.4 GHz Specifications
2.4 GHz - 802.11b Data Rate Spatial Streams Modulation
Max Tx Power=16 dBm 1 Mbps 1 DSSS-BPSK
(Depends on region) 2 Mbps 1 DSSS-QPSK
5.5 Mbps 1 DSSS-CCK
11 Mbps 1 DSSS-CCK
2.4 GHz - 802.11¢g Data Rate Spatial Streams Modulation
Max Tx Power=16 dBm 6 Mbps 1 OFDM-BPSK
(Depends on region) 9 Mbps 1 OFDM-BPSK
12 Mbps 1 OFDM-QPSK
18 Mbps 1 OFDM-QPSK
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24 Mbps 1 OFDM-16QAM
36 Mbps 1 OFDM-16QAM
48 Mbps 1 OFDM-64QAM
54 Mbps 1 OFDM-64QAM
2.4 GHz (802.11n/ax) Data Spatial HT20 HE20 Modulation
Rate Streams (Mbps) (Mbps)
Max Tx Power=16 dBm MCS 0 1 7.2 8.6 OFDM-BPSK
(Depends on region) MCS 1 14.4 17.2 OFDM-QPSK
MCS 2 21.7 25.8 OFDM-QPSK
MCS 3 28.9 34.4 OFDM-16QAM
MCS 4 43.3 51.6 OFDM-16QAM
MCS 5 57.8 68.8 OFDM-64QAM
MCS 6 65.0 77.4 OFDM-64QAM
MCS 7 72.2 86.0 OFDM-64QAM
MCS 8 103.2 OFDM-256-QAM
MCS 9 114.7 OFDM-256-QAM
MCS 10 129.0 OFDM-1024-QAM
MCS 11 143.4 OFDM-1024-QAM

Note: The above values are pure radio specifications and do not account for the gain of the integrated antenna.

Regulatory

World Mode (802.11d) allows a wireless client to adapt to the regulatory requirements of the local environment
by utilizing the channels and transmit power levels advertised by the access point (AP). For optimal
performance, ensure that 802.11d is enabled on your wireless infrastructure for the country where the AP is

deployed.

Operation in the 6 GHz band is prohibited until the AP has confirmed the local regulatory domain.

Many 5 GHz channels are shared with radar technology. To utilize these Dynamic Frequency Selection (DFS)
channels, both the client and the AP must be 802.11h compliant. Note that 802.11h requires 802.11d to be
enabled. The 9821 performs a passive scan of DFS channels before attempting active scans.

I£ 802.11d is not enabled, the Cisco Wireless Phone 9821 may attempt to connect to the AP using passive

scanning and reduced transmit power.

The Cisco Wireless Phone 9821 supports country codes defined by the Wi-Fi Alliance (WFA). The following
table details the countries and their corresponding 802.11d codes supported by the device.

Australia (AU)

Canada (CA)

Europe (EU)

New Zealand (NZ)
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Saudi Arabia (SA) Turkey (TR) United Kingdom (GB) United States (US)

Bluetooth

Cisco Wireless Phone 9821 supports Bluetooth technology allowing for wireless headset communications.
Bluetooth enables low bandwidth wireless connections within a range of 1 to 3 meters.

The Bluetooth device does not need to be within direct line-of-sight of the phone, but barriers, such as walls,
doors, etc. can potentially impact the quality.

Bluetooth operates in the 2.4 GHz band. Because this spectrum is shared with 802.11b/g/n devices and other
common equipment—such as microwave ovens and cordless phones—Bluetooth performance may be subject to
signal interference.

Bluetooth Profiles

Cisco Wireless Phone 9821 supports the following Bluetooth profiles.

Audio/Video Remote Control Profile (AVRCP)
Generic Access Profile (GAP)

Generic Audio/Video Distribution Profile (GAVDP)
Hands-Free Profile (HFP)

Device Identification (DID)

Coexistence (802.11b/g/n + Bluetooth)

When Bluetooth and 802.11b/g/n operate simultaneously, both technologies contend for the 2.4 GHz ISM band.
This coexistence introduces specific performance limitations and deployment requirements.

Capacity

Call capacity is reduced when using Bluetooth in the 2.4 GHz band. This is due to the overhead required by
Clear to Send (CTS) frames, which are necessary to protect both 802.11 and Bluetooth transmissions from
collision.

Multicast Audio

Multicast audio applications—including Push-to-Talk (PTT) and Music on Hold (MOH)—are not supported
when Bluetooth and 802.11b/g/n are used simultaneously.

Voice Quality

Depending on your data rate configuration, the system may trigger CTS frames to protect Bluetooth traffic. In
some environments, enabling the 6 Mbps mandatory data rate may be necessary to maintain stability.

Note: To avoid the limitations associated with the 2.4 GHz band, it is strongly recommended to use
802.11a/n/ac/ax (5 GHz or 6 GHz bands) for all voice traffic when Bluetooth is enabled.

Languages

Cisco Wireless Phone 9821 supports the following languages.
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Arabic Bulgarian Catalan Chinese
Croatian Czech Danish Dutch
English Estonian Finnish French
German Greek Hebrew Hungarian
Italian Japanese Korean Latvian
Lithuanian Norwegian Polish Portuguese
Romanian Russian Serbian Slovak
Slovenian Spanish Swedish Thai
Turkish

Battery Life

Cisco Wireless Phone 9821 is equipped with a 2000 mAh smart battery. Battery capacity is expected to degrade
to 80% of its original capacity after 500 full charge cycles; consequently, it is recommended to replace the
battery approximately every two years. The battery’s manufacture date is printed on the rear of the unit to assist
with tracking its age.

With the latest software release, a fully charged battery provides up to 11.5 hours of talk time or 145 hours of
standby time. Batteries can be charged while installed in the handset or independently using the Cisco Wireless
Phone 9821 Desktop or Multi-Charger.

Note: Actual battery life varies significantly based on the wireless LAN (WLAN) environment and specific
usage patterns. Factors that can negatively impact battery performance include frequent DHCP lease renewals,
frequent EAP reauthentication, short session timeouts, and poor signal coverage (low RSSI).

To optimize battery life, the following configuration settings are recommended:
e DHCP Lease Time: Greater than 8 hours.
e EAP Reauthentication Timer: 2 hours or greater.
e Session Timeout: 24 hours.
e Signal Strength: Maintain an RSSI of —-67 dBm or better.
Usage

Battery life is directly impacted by device activity. Power consumption increases during the following
operations:

e Active voice calls
o Frequent roaming between access points
o Extended LCD display usage

e Bluetooth headset usage
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e Application activity, including XAPI integration and XSI message processing
e Menu navigation and configuration changes

e Outside the wireless coverage area of the access point

o High LCD backlight

Coverage

To maximize battery efficiency, ensure Cisco Wireless Phone 9821 remains within an area with robust RF
coverage. The phone must maintain a consistent connection to the Cisco Unified Communications Manager
(CUCM) or Cloud service. If the phone moves out of range and remains disconnected for an extended period,
the power consumption increases as the phone actively scans to re-establish a network connection.

Multicast streams

Subscribing to multicast streams requires the handset to wake frequently to process incoming frames. This
constant state of activity significantly increases power consumption compared to idle operation.

Background Noise Removal (BNR)

Background Noise Removal is a CPU-intensive feature. Enabling this function increases power consumption
during active calls due to the additional processing required for real-time audio filtering.

Device Care

To clean Cisco Wireless Phone 9821, use a soft, moist cloth to wipe the device.

e Do not apply liquids or powders directly to the device as it can damage the device.
e Do not use bleach or other caustic products to clean the device.
e Do not use compressed air to clean the device as it can also damage the device.

For more information, refer to Care of your phone.

Accessories

The following accessories are available for Cisco Wireless Phone 9821.

Batteries
Phone power adapter
Holster case
Leather case
Lanyard
Desktop charger
Multicharger
Headsets
o Wired (3.5mm): 520 series
o Wireless (Bluetooth): 720 series

Other Accessories
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Cisco Wireless Phone 9821 supports the following USB to Ethernet adapters:
e Apple USB 2.0 Type-A Ethernet Adapter
o Belkin USB 2.0 Type-A Ethernet Adapter
o TAIKESEN USB 2.0 Type-A Ethernet Adapter
e Davicom DM9601 Type-A Adapter
o USB RJ45-KYRS9600
o UGREEN Type-A Ethernet Adapter
o StarTeck USB 3.0 Type-A Ethernet Adapter
e Amazon USB 3.0 Type-A Ethernet Adapter

Note: Cisco does not endorse, support, or test third-party cases or covers for Cisco Wireless Phone 9821. Using
Cisco Wireless Phone 9821 with 3rd-party cases or covers may void the warranty.

Wireless LAN Design

Follow these network design guidelines to ensure adequate coverage, call capacity, and seamless roaming for
the Cisco Wireless Phone 9821.

802.11 Network

Use the following guidelines to plan channel usage for these wireless environments.

6 GHz (802.11ax)

Where regulatory domains permit, the 6 GHz band is highly recommended. Due to higher free-space path loss
and reduced wall penetration compared to 5 GHz, 6 GHz deployment requires careful planning. Use predictive
modeling and conduct post-installation passive surveys to validate coverage, particularly in areas with
significant physical obstructions.

For optimal network design, use 5 GHz as the primary coverage layer for large areas, and reserve 6 GHz for
targeted high-density or capacity-demanding zones. Maintain consistent channel widths across the deployment
area and limit the number of SSIDs on the 6 GHz band (maximum of 3) to minimize management overhead.

To facilitate efficient client discovery, configure APs to operate concurrently on 5 GHz and 6 GHz. Clients can
discover 6 GHz network via RNR on 5 GHz. PSC enforcement can limit access points to primary channels.
RNR+PSC enforcement and FILS discovery could significantly speed up the time it takes for clients to find
the network.

By default, Reduced Neighbor Report (RNR) works when APs broadcast information about 6 GHz network
inside beacons of their 2.4 GHz and 5 GHz radios. This is achieved by a co-located SSID (identical name)
running on 2.4 GHz or 5 GHz so the client can discover the 6 GHz channel.

Enable 6 GHz client steering to proactively transition capable devices to the cleaner 6 GHz spectrum.

For advanced RF parameters, refer to Cisco’s AI-RRM best practices for Wireless LAN Controllers (WLCs)
and Access Points (APs).
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5 GHz (802.11a/n/ac/ax)

5 GHz is the recommended frequency band for operating Cisco Wireless Phone 9821.

In general, it is recommended for access points to utilize automatic channel selection instead of manually
assigning channels to access points.

If there is intermittent interference, it may be necessary to statically assign channels to the access point or
access points serving that area..

Cisco Wireless Phone 9821 supports Dynamic Frequency Selection (DFS) and Transmit Power Control (TPC)
from 802.11h, as per 802.11h, required for channels operating at 5.260 - 5.720 GHz, which encompass 16 out of
the 25 possible channels.

To ensure seamless roaming in an 802.11a/n/ac/ax environment, it’s crucial to have at least 20 percent overlap
with adjacent channels. For critical areas, increasing the overlap to 30% or more is recommended to ensure that
there can be at least 2 access points available with a signal of -67 dBm or higher. Additionally, Cisco Wireless
Phone 9821 complies with the access point’s receiver sensitivity (required signal level for the current data rate).

Dynamic Frequency Selection (DFS)

DFS triggers a channel change when radar signal is detected. Upon detection, the access point (AP) radio ceases
transmission for at least 60 seconds to perform a scan for another usable channel. Because the AP stops
broadcasting beacons during this silent period, the connected Cisco Wireless Phone 9821 will experience a
temporary loss of connectivity.

TPC allows the client and access point to exchange information, so that the client can dynamically adjust the
transmit power. The client uses only enough energy to maintain association to the access point at a given data
rate. As a result, the client contributes less to adjacent cell interference, which allows for more densely
deployed, high-performance wireless LANSs.

If the access point detects repeated radar events, whether genuine or false alarms, it first determines if the radar
signals are affecting a single channel (narrowband) or multiple channels (wideband). Then the access point
potentially disables the affected channel or channels in the wireless LAN to mitigate interference.

Having an access point operating on a non-DFS channel can help minimize voice interruptions.

To mitigate the impact of radar-induced channel changes, it is recommended to ensure that at least one access
point in each coverage area operates on a non-DFS channel, such as those within the UNII-1 band. This ensures
that a channel is available when an access point’s radio is in its hold-off period while scanning for a new usable
channel.

Optionally, use a UNII-3 channel (5.745 - 5.825 GHz if available.
For 5 GHz, 25 channels are available in the Americas, 16 channels in Europe, and 19 channels in Japan.

Where UNII-3 is available, it is recommended to use UNII-1, UNII-2, and UNII-3 only to utilize a 12 channel
set.

If planning to use UNII-2 extended channels (channels 100 - 144), it is recommended to disable UNII-2
(channels 52-64) on the access point to avoid having so many channels enabled.

Having many 5 GHz channels enabled in the wireless LAN can delay discovery of new access points.

2.4 GHz (802.11b/g/n/ax)
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In general, it is recommended for access points to utilize automatic channel selection instead of manually
assigning channels to access points.

If there is an intermittent interferer, the access point or access points serving that area may need to have a
channel statically assigned.

In a 2.4 GHz (802.11b/g/n/ax) environment, only non-overlapping channels must be utilized when deploying
VoWLAN. Non-overlapping channels have 22 MHz of separation and are at least 5 channels apart.

There are only 3 non-overlapping channels in the 2.4 GHz frequency range (channels 1, 6, 11).

Non-overlapping channels must be used and allow at least 20 percent overlap with adjacent channels when
deploying Cisco Wireless Phone 9821 in an 802.11b/g/n/ax environment, which allows for seamless roaming.

Using an overlapping channel set such as 1, 5, 9, 13 is not suggested, but users can choose them based on their
local air environments.

Cells Deployment

To ensure optimal roaming performance, access point cells must maintain sufficient overlap with adjacent
coverage areas. The following examples illustrate sample overlap configurations for client transitions.

No overlap. Cannot roam

Too much overlap. Clients may stick to AP1
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Minimum 20% overlap

Power Balancing

Adhere to established RF design principles for voice-over-IP (VoIP) deployments. If there is no specific
requirement for 2.4 GHz coverage, it is recommended to disable the 2.4 GHz radio to reduce co-channel
interference and optimize airtime efficiency.

Signal Strength and Coverage

To ensure acceptable voice quality, Cisco Wireless Phone 9821 should always have a signal of -67 dBm or
higher, while the phone also meets the access point’s receiver sensitivity required signal level for the
transmitted data rate.

Maintain a Packet Error Rate (PER) of 1% or less for voice traffic, and 5% or less for standard data and web
applications. It is important to note that voice traffic is highly sensitive to packet loss; exceeding a 1% PER
threshold typically results in degraded audio quality, characterized by 'choppy' or robotic speech, or potential
call drops.

A minimum Signal to Noise Ratio (SNR) of 25 dB =-92 dBm noise level with -67 dBm signal should be
maintained.

It is recommended to have at least two access points on non-overlapping channels with at least -67 dBm signal
with the 25 dB SNR to provide redundancy.

Due to the above requirements, a single channel plan should not be deployed.
When designing the placement of access points, be sure that all key areas have adequate coverage (signal).

Typical wireless LAN deployments for data only applications do not provide coverage for some arecas where
VoWLAN service is necessary such as elevators, stairways, and outside corridors.

Microwave ovens, 2.4 GHz cordless phones, Bluetooth devices, or other electronic equipment operating in the
2.4 GHz band will interfere with the Wireless LAN.

Microwave ovens operate on 2450 MHz, which is between channels 8 and 9 of 802.11b/g/n. Some microwaves
are shielded more than others and that shielding reduces the spread of energy. Microwave energy can impact
channel 11, while some microwaves can affect the entire frequency range (channels 1 through 11). To avoid
microwave interference, select channel 1 when using access points that are located near microwaves.

Most microwave ovens, Bluetooth, and frequency hopping devices do not have the same effect on the 5 GHz
and 6 GHz frequency. The 802.11a/n/ac/ax technology provides more non-overlapping channels and typically

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide 20



lower initial RF utilization. For voice deployments, it is suggested to use 802.11a/n/ac/ax for voice and use
802.11b/g/n for data.

However, there are products that also utilize the non-licensed 5 GHz frequency (e.g. 5.8 GHz cordless phones,
which can impact UNII-3 channels).

Cisco CleanAir can help to detect, classify, locate and mitigate sources of radio frequency (RF) interference that
standard Wi-Fi chipsets cannot see. When combined with a management platform (such as Cisco DNA center
or Prime Infrastructure), CleanAir can 'triangulate' the interference. You can see a 'heat map' of the interference
on your floor plan, showing exactly where the offending device is located.

Data Rates

Management frames and multicast traffic are transmitted at the lowest mandatory data rate. In environments
with sufficient RF coverage, it is recommended to incrementally disable lower data rates. Limiting the number
of supported data rates reduces management overhead, discourages 'sticky' clients, and ensures that
retransmissions occur at more efficient rates, which significantly improves overall airtime utilization.

It is recommended to disable rates below 12 Mbps for 5 GHz deployments and below 12 Mbps for 2.4 GHz
deployments where capacity and range are factored in for best results. The same applies for 6 GHz
deployments.

Cisco Wireless Phone 9821 is 1x1 with single antenna, therefore they support up to MCS 7 data rates for
802.11n (up to 150 Mbps). For 802.11ac, Cisco Wireless Phone 9821 supports up to VHT80 MCS 9 1SS (up to
433 Mbps). For 802.11ax, Cisco Wireless Phone 9821 supports up to HE80 MCS 11(up to 600 Mbps).

If 802.11D clients are not allowed in the wireless network, it is strongly recommended to disable the data rates
below 12 Mbps. This will eliminate the need to send CTS frames for 802.11g/n protection as 802.11b clients
cannot detect these OFDM frames.

When 802.11b clients exist in the wireless network, an 802.11b rate must be enabled and only an 802.11b rate
can be configured as a mandatory / basic rate.

For a voice only application, data rates higher than 24 Mbps can optionally be enabled or disabled. To preserve
high capacity and throughput, data rates of 24 Mbps and higher should be enabled.

If deploying in an environment where excessive retries may be a concern, use a limited set of the data rates
where the lowest enabled rate is the mandatory / basic rate.

For rugged environments or deployments requiring maximum range, it is recommended to enable 6 Mbps as a
mandatory / basic rate.

Note: that capacity and throughput are reduced when lower rates are enabled.

Rugged Environments

When deploying Cisco Wireless Phone 9821 in a rugged environment (e.g. manufacturing, warehouse, retail),
additional tuning on top of the standard design recommendations may be necessary.

Below are the key items to focus on when deploying a wireless LAN in a rugged environment.
Access Point and Antenna Selection

For rugged environments, it is recommended to select an access point platform that requires external antennas.
It is also important to ensure an antenna type is selected which can operate well in rugged environments.
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Access Point Placement

It is crucial that line of sight to the access point’s antennas is maximized by minimizing any obstructions
between Cisco Wireless Phone 9821 and the access point. Ensure that the access point and/or antennas are not
mounted behind any obstruction or on or near a metal or glass surface.

If access points with integrated internal antennas are to be used in some areas, then it is recommended to mount
those access points on the ceiling as they have omni-directional antennas and are not designed to be wall
mounted.

Frequency Band

As always, it is recommended to use 6 GHz and 5 GHz. Use of 2.4 GHz, especially when 802.11b rates are
enabled, may not work well.

In the 6 GHz band, it is recommended to utilize 80 MHz channel widths, which provide 14 non-overlapping
channels in the US regulatory domain and 6 in the EU/UK domains. This abundance of spectrum significantly
mitigates co-channel interference (CCI), even in high-density deployments. To ensure optimal client discovery,
always configure the primary channel as a Preferred Scanning Channel (PSC).

In the 5 GHz band, it is recommended to utilize an 8 or 12 channel plan only; disable UNII-2 extended channels
if possible.

Data Rates
The standard recommended data rate set may not work well if multipath is present at an elevated level.
Therefore, it is recommended to enable lower data rates (e.g. 6 Mbps) to operate better in such an environment.

If using for voice only, disable the data rates above 24 Mbps to increase first transmission success. If the same
band is also used for data, video or other applications, then is suggested to keep the higher data rates enabled.

Transmit Power

Due to the potential of elevated multipath in rugged environments, the transmit power of the access point and
Cisco Wireless Phone 9821 should also be restricted. This is more important if planning to deploy 2.4 GHz in a
rugged environment. If using auto transmit power, the access point transmit power can be configured to use a
specified range (maximum and minimum power levels) to prevent the access point from transmitting too hot as
well as too weak (e.g. 5 GHz maximum of 16 dBm and minimum of 11 dBm).

Fast Roaming

It is recommended to utilize 802.11r / Fast Transition (FT) for fast roaming.

When using 802.1x authentication, it is important to use the recommended EAPOL key settings.
Quality of Service (QoS)

Ensure that DSCP values are preserved throughout the wired network, so that the WMM UP tag for voice,
video, and call control frames can be set correctly.

Multipath

Multipath occurs when RF signals take multiple paths from a source to a destination.

A part of the signal goes to the destination while another part bounces off an obstruction, then goes on to the
destination. As a result, part of the signal encounters delays and travels a longer path to the destination, which
creates signal energy loss.
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When the different waveforms combine, they cause distortion and affect the decoding capability of the receiver,
as the signal quality is poor.

Multipath can exist in environments where there are reflective surfaces (e.g. metal, glass, etc.). Avoid mounting
access points on these surfaces.

Below is a list of multipath effects:
e Data Corruption
Occurs when multipath is so severe that the receiver is unable to detect the transmitted information.
e Signal Nulling

Occurs when the reflected waves arrive exactly out of phase with the main signal and cancel the main
signal completely.

e Increased Signal Amplitude

Occurs when the reflected waves arrive in phase with the main signal and add on to the main signal
thereby increasing the signal strength.

e Decreased Signal Amplitude

Occurs when the reflected waves arrive out of phase to some extent with the main signal thereby
reducing the signal amplitude.

Use of Orthogonal Frequency Division Multiplexing (OFDM), which is used by 802.11a/n/ac and 802.11g/n,
can help to reduce issues seen in high multipath environments. Wi-Fi 6 introduced Long Symbol Duration,
Extended GI, OFDMA, advanced beamforming and uplink MU-MIMO all together to resolve multipath
problem.

If using 802.11b in a high multipath environment, lower data rates should be used in those areas (e.g. 1 and 2
Mbps).

Use of antenna diversity can also help in such environments.

Security

When deploying a wireless LAN, security is essential. Cisco Wireless Phone 9821 supports the following
wireless security features.

WLAN Authentication

e WPA2 and WPA3 enterprise (802.1x authentication)

WPA2-PSK (Pre-Shared key)

WPA3-SAE (Simultaneous Authentication of Equals)

EAP-FAST (Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling)
EAP-TLS (Extensible Authentication Protocol - Transport Layer Security)

PEAP (Protected Extensible Authentication Protocol - Generic Token Card/ Microsoft Challenge
Handshake Authentication Protocol version 2)

e None and OWE

WLAN Encryption
e AES (minimum 128-bit Advanced Encryption Standard)
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e AES-GCM (AES with Galois/Counter Mode)
e TKIP /MIC (Temporal Key Integrity Protocol / Message Integrity Check)
e PMF (Protected Management Frames)

WPA3-Enterprise
e Key derivation and confirmation

Minimum 256-bit Hashed Message Authentication Mode (HMAC) with Secure Hash Algorithm
(HMAC-SHA256)

e Robust management frame

Minimum 128-bit Broadcast/Multicast Integrity Protocol Cipher-based Message Authentication Code
(BIP-CMAC-128)

e Suite-B (Encryption with GCMP, Digital Signature with ECDSA, Key Exchange with ECDH and
Hashing with SHA2)

e Suite-B-192 (longer bits of security strength)
Note: CCMP256 encryption cipher is not supported.
Cisco Wireless Phone 9821 also supports the following additional security features.

Image authentication

Device authentication

File authentication

Signaling authentication

Media encryption (SRTP)

Signaling encryption (TLS)

Certificate authority proxy function (CAPF)
Secure profiles

Encrypted configuration files

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-
FAST)

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST) encrypts EAP
transactions within a Transport Level Security (TLS) tunnel between the access point and the Remote
Authentication Dial-in User Service (RADIUS) server such as the Cisco Identity Service Engine (ISE).

The TLS tunnel uses Protected Access Credentials (PACs) for authentication between Cisco Wireless Phone
9821 and the RADIUS server. The server sends an Authority ID (AID) to the phone, which in turn selects the
appropriate PAC. The phone returns a PAC-Opaque to the RADIUS server. The server decrypts the PAC with
its primary key. Both endpoints now have the PAC key and a TLS tunnel is created. EAP-FAST supports
automatic PAC provisioning, but it must be enabled on the RADIUS server.

To enable EAP-FAST, you must install a certificate on the RADIUS server.

Cisco Wireless Phone 9821 currently supports automatic provisioning of the PAC only. Therefore, enable
Allow anonymous in-band PAC provisioning on the RADIUS server. When this option is enabled, both EAP-
GTC and EAP-MSCHAPvV2 must be active.
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EAP-FAST requires that a user account be created on the authentication server.

If anonymous PAC provisioning is not allowed in the production wireless LAN environment, set up a staging
RADIUS server for initial PAC provisioning of Cisco Wireless Phone 9821.

This requires that the staging RADIUS server be setup as a secondary EAP-FAST server and components are
replicated from the product master EAP-FAST server, which include user and group database and EAP-FAST
master key and policy info.

Ensure the production primary EAP-FAST RADIUS server is setup to send the EAP-FAST primary keys and
policies to the staging secondary EAP-FAST RADIUS server, which will then allow Cisco Wireless Phone
9821 to use the provisioned PAC in the production environment where Allow anonymous in-band PAC
provisioning is disabled.

When renewing the PAC, authenticated in-band PAC provisioning is used. Therefore, ensure that Allow
authenticated in-band PAC provisioning is enabled.

Ensure that Cisco Wireless Phone 9821 has connected to the network during the grace period to ensure it can
use its existing PAC —created with either the active or retired primary key—to obtain a new PAC.

It is recommended to point the staging wireless LAN only to the staging RADIUS server and to disable the
staging access point radios when not in use.

Extensible Authentication Protocol - Transport Layer Security (EAP-TLS)
Extensible Authentication Protocol - Transport Layer Security (EAP-TLS) is using the TLS protocol with PKI
to secure communications to the authentication server.

TLS provides a way to use certificates for both user and server authentication and for dynamic session key
generation. A certificate is required to be installed.

EAP-TLS provides strong security but requires client certificate management. It may also require a user account
to be created on the authentication server matching the common name of the certificate imported into Cisco
Wireless Phone 9821.

It is recommended that EAP-TLS be the only EAP type enabled on the RADIUS server to ensure optimal
security.

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) uses server-side public key certificates to authenticate
clients by establishing an encrypted SSL/TLS tunnel between the client and the authentication server. This
tunnel protects the subsequent exchange of authentication information, ensuring that user credentials remain
confidential and secure from eavesdropping.

PEAP supports inner authentication protocols such as PEAP-GTC and PEAP-MSCHAPV2. It requires that a
user account be created on the authentication server to facilitate authentication.

Enable Session Resume

It is recommended to enable session resume for the corresponding EAP algorithm on ISE, which reduces Wi-Fi
authentication and authorization time. See the following screenshot as an example:
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Quality of Service (QoS)

Quality of Service enables queuing to ensure high priority for voice and call traffic.

To enable proper queuing for voice and call control traffic use the following guidelines.

e Ensure that WMM is enabled on the access point.

e Create a QoS policy on the access point giving priority to voice and call control traffic.

Traffic Call DSCP 802.1p WMM UP | Port Range
Type Server
Voice CUCM CS4 (32) 4 5 RTP/RTCP port negotiated with
remote peer.
Webex EF (46) 5 6 RTP/RTCP port negotiated with
remote peer
Call CuCM CS3 (24) 3 4 TCP/UDP port configured by admin
Control
Webex default (0) 0 0 HTTPS (TCP 443)

e Be sure that voice and call control packets have the proper QoS markings and other protocols are not
using the same QoS markings.
¢ Enable Differentiated Services Code Point (DSCP) preservation on the Cisco IOS switch.

Call Admission Control (CAC)

The Cisco Wireless Phone 9821 does not support Call Admission Control of voice stream.

If CAC/TSPEC is enabled for voice in the access point, then the priority of related frames will be downgraded.

Wired QoS

Configure QoS settings and policies for the necessary network devices.
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Configuring Cisco Switch Ports for WLAN Devices

Configure the Cisco Wireless LAN Controller and Cisco Access Point switch ports as well as any uplink switch
ports.

If utilizing Cisco IOS Switches, use the following switch port configurations.
Enable COS trust for Cisco Wireless LAN Controller
mls qos
!
interface X
mls qos trust cos
Enable DSCP trust for Cisco Access Points
mls qos
!
interface X
mls qos trust dscp
If utilizing Cisco Meraki MS Switches, reference the Cisco Meraki MS Switch VoIP Deployment Guide.

Note: When using the Cisco Wireless LAN Controller, DSCP trust must be implemented or must trust the UDP
data ports used by the Cisco Wireless LAN Controller (CAPWAP = UDP 5246 and 5247) on all interfaces
where wireless packets will traverse to ensure QoS markings are correctly set.

Configuring Cisco Switch Ports for Wired IP Phones

Enable the Cisco wired IP phone switch ports for Cisco phone trust.
Below is a sample switch configuration:

mls qos

!

Interface X

mls qos trust device cisco-phone

mls qos trust dscp

Roaming
Cisco Wireless Phone 9821 connects to 6 GHz, 5 GHz or 2.4GHz bands and enables inter-band roaming
support.

802.1x without 802.11r (FT) can introduce delay during roaming due to its requirement for full re-
authentication. WPA2 and WPA3 introduce additional transient keys and can lengthen roaming time.

When 802.11r (FT) is utilized, roaming times can be reduced to less than 100 ms, where that transition time
from one access point to another will not be audible to the user.
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Cisco Wireless Phone 9821 supports 802.11r (FT). See the following table for authentication type and the
roaming time.

Authentication Roaming Time
Personal 150 ms
Enterprise 300 ms

802.11r (FT) <100 ms

The Cisco Wireless Phone 9821 manages the scanning and roaming events.

The roaming trigger for majority of roams should be due to meeting the required RSSI differential based on the
current RSSI, which results in seamless roaming without voice interruptions.

Fast Secure Roaming (FSR)

802.11r / Fast Transition (FT) is the recommended deployment model for all environment types where frequent
roaming occurs.
Cisco Centralized Key Management (CCKM) is not supported.

802.11r (FT) enables fast secure roaming and limits the off-network time to keep audio gaps at a minimum
when on call.

802.11r (FT) centralizes the key management and reduces the number of key exchanges.

When 802.11r (FT) is utilized, roaming times can be reduced to less than 100 ms, where that transition time
from one access point to another will not be audible to the user.

There are two methods of 802.11r (FT) roaming.
e Over the Air

The client communicates directly with the target access point using 802.11 authentication with the FT
authentication algorithm.

e Over the Distribution

The client communicates with the target access point through the current access point. The
communications between the client and the target access point is carried in FT action frames between
the client and the current access point via the WLAN controller.

802.11r (FT) utilizing the Over the Air method is the recommended fast secure roaming model to deploy.

Since the 802.11r (FT) plus Over the Distribution method requires connectivity to the currently associated
access point, this method may not work well if the phone is not always able to communicate with the current
access point as well as the target access point, which could occur in non-open environments if line of sight to
both the current access point and the target access point cannot be retained when a roaming event occurs.

Cisco Wireless Phone 9821 supports 802.11r (FT) with WPA2-PSK, WPA3-SAE or WPA2/WPA3 enterprise,
but Suite-B or Suite-B-192 doesn't support FT roam.
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FSR Type | Authentication Key Management Encryption | PMF
802.11r PSK WPA-PSK WPA-PSK-SHA256 FT- | AES No
(FT) PSK

802.11r WPA3 SAE FT-SAE AES Yes
(FT)

802.11r EAP-TLS WPA-EAP FT-EAP AES No
(FT)

802.11r EAP-TLS WPA-EAP-SHA256 FT-EAP AES Yes
(FT) (WPA3)

802.11r EAP-FAST WPA-EAP FT-EAP AES No
(FT)

802.11r EAP- WPA-EAP-SHA256 FT-EAP AES Yes
(FT) FAST(WPA3)

802.11r EAP-PEAP WPA-EAP FT-EAP AES No
(FT)

802.11r EAP- WPA-EAP-SHA256 FT-EAP AES Yes
(FT) PEAP(WPA3)

non-FT Suite-B WPA-EAP-SUITE-B GCMP Yes
non-FT Suite-B-192 WPA-EAP-SUITE-B-192 GCMP Yes

Note: When deploying Cisco Wireless Phone 9821 in an environment with legacy voice devices that do not
support 802.11r (Fast Transition), you may utilize the existing SSID. It is recommended to enable 802.11r using
the 'Over-the-Air' (OTA) method in conjunction with your existing key management protocols, such as 802.1X.
Before implementation, verify that all legacy devices can successfully interoperate within an 802.11r-enabled
network, even if they do not actively utilize the FT feature.

The access point must support AES (CCMP128) as TKIP can only be used as the broadcast/multicast cipher.

Interband Roaming

Cisco Wireless Phone 9821 supports interband roaming across the 6 GHz, 5 GHz, and 2.4 GHz frequency
bands. By default, the device prioritizes the connection with the strongest Received Signal Strength Indicator
(RSSI). Because 2.4 GHz signals generally exhibit superior propagation characteristics compared to 5 GHz and
6 GHz, the phone may favor the 2.4 GHz band when transmit power levels are uniform across all bands. To
ensure the client prioritizes 5 GHz or 6 GHz, administrators should carefully calibrate AP transmit power levels
and implement infrastructure-side features such as 6G Clients Steering.

At power on, Cisco Wireless Phone 9821 will scan all 2.4 GHz, 5 GHz and 6 GHz channels, then attempt to
associate to an access point for the configured network if available.
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It is recommended to perform a spectrum analysis to ensure that the desired bands can be enabled to perform
interband roaming.

Delivery Traffic Indicator Message (DTIM)

It is recommended to set the DTIM period to 2 with a beacon period of 100 ms.

Since Cisco Wireless Phone 9821 uses fast-sleep mode, the DTIM period will not be used to schedule wake up
periods to check for broadcast and multicast packets as well as any unicast packets.

Broadcast and multicast traffic will be queued until the DTIM period when there are power save enabled clients
associated to the access point, so DTIM will determine how quickly these packets can be delivered to the client.
If considering multicast applications, a shorter DTIM period can be used.

When multiple multicast streams exist on the wireless LAN frequently, it is recommended to set the DTIM
period to 1.

Call Capacity

Design the network to accommodate the desired call capacity.

It is essential to distinguish between Association Capacity—the total number of clients that can maintain an
association with an access point—and Call Capacity, which refers to the number of concurrent, high-quality
voice streams an access point can support. While modern Cisco Catalyst 9100 series access points support a
theoretical association limit of 512 clients per radio (totaling over 1,500 clients for a tri-band AP such as the
Catalyst 9136 or 9166), the practical capacity for concurrent voice calls is significantly lower. Because voice
traffic requires consistent airtime and strict latency guarantees, the actual number of high-quality calls an access
point can sustain is only a fraction of its total association capacity.

Wi-Fi mode Recommended Max Concurrent Calls (per Radio)
802.11b (legacy) 7 ~ 8 calls (G.711 codec)

802.11a/g/n 20 ~ 25 calls

802.11ac (Wi-Fi 5) ~ 30 calls

802.11ax (Wi-Fi 6/6E) ~ 40 calls

Note: The capacity estimates provided in this table assume the access point is dedicated exclusively to voice
traffic. In environments where concurrent high-bandwidth data applications—such as video streaming or large
file transfers—are present, the effective voice capacity may be reduced by 50% or more due to increased airtime
contention.

Multicast

When enabling multicast in the wireless LAN, performance and capacity must be considered.

If there is an associated client that is in power save mode, then all multicast packets will be queued until the
DTIM period.
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Cisco Wireless Phone 9821 utilizes fast-sleep mode primarily, but if there is an associated client that is in power
save mode, then all multicast packets will be queued until the DTIM period.

With multicast, there is no guarantee that the packet will be received timely by the client.

The multicast traffic will be sent at the highest mandatory / basic data rate enabled on the access point, so will
want to ensure that only the lowest enabled rate is configured as the only mandatory / basic rate.

The client will send the IGMP join request to receive that multicast stream. The client will send the IGMP leave
when the session is to be ended.

Cisco Wireless Phone 9821 supports the IGMP query feature, which can be used to reduce the amount of
multicast traffic on the wireless LAN when not necessary.

Ensure that IGMP snooping is also enabled on all switches.

Note: If using Coexistence where 802.11b/g/n/ax and Bluetooth are being used simultaneously, then multicast
voice is not supported.

Note: Cisco Wireless Phone 9821 supports IGMP v2 only.

Configuring the Cisco Wireless LAN

Cisco AireOS Wireless LAN Controller and Lightweight Access Points

Cisco AireOS-based Wireless LAN Controllers (WLCs) and associated access points have reached End-of-Life
(EOL) status and do not support Wi-Fi 6E (6 GHz). However, Cisco Wireless Phone 9821 remains compatible
with AireOS infrastructure in environments where 6 GHz connectivity is not required. When configuring
AireOS WLCs and lightweight access points for use with Cisco Wireless Phone 9821, adhere to the following
guidelines:

e Enable 802.11r (FT)

Disable CCKM

Disable Call Admission Control (CAC)

Set Quality of Service (QoS) to Platinum

Set the WMM Policy to Required

Ensure Session Timeout is enabled and configured correctly

Ensure Broadcast Key Interval is enabled and configured correctly

Ensure Aironet IE is Enabled

Disable P2P (Peer to Peer) Blocking Action

Ensure Client Exclusion is configured correctly

Disable DHCP Address Assignment Required

Set Protected Management Frame (PMF) to Optional or Required for WPA3, and Disabled for
WPA2

Set MFP Client Protection to Optional or Required for WPA3, and Disabled for WPA2
Set the DTIM Period to 2 if no multicast application.

Set Client Load Balancing to Disabled

Set Client Band Select to Disabled

Set IGMP Snooping to Enabled
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Cisco Catalyst [OS XE Wireless LAN Controller and Lightweight Access Points

Enable Symmetric Mobile Tunneling Mode if Layer 3 mobility is utilized
Enable ClientLink if utilizing Cisco 802.11 n/ac/ax capable Access Points

Configure the Data Rates as necessary

Configure Auto RF as necessary

Set EDCA Profile to Voice Optimized

Set Enable Low Latency MAC to Disabled

Ensure that Power Constraint is Disabled

Enable Channel Announcement and Channel Quiet Mode

Configure the High Throughput Data Rates as necessary

Configure the Frame Aggregation settings

Enable CleanAir if utilizing Cisco access points with CleanAir technology
Configure Multicast Direct Feature as necessary

Set the Protocol Type to None for the Platinum QoS profile

When configuring the Cisco Wireless LAN Controller and Lightweight Access Points, adhere to the following
guidelines.

Enable 802.11r (FT)

uncheck Over the DS

Disable CCKM

Disable Call Admission Control (CAC)

Set Quality of Service (QoS) SSID Policy to Platinum

Set the WMM Policy to Required

Ensure Session Timeout is enabled and configured correctly
Ensure Broadcast Key Interval is enabled and configured correctly
Ensure Aironet IE is Enabled

Disable P2P (Peer to Peer) Blocking Action

Ensure Client Exclusion Timeout is configured correctly
Disable DHCP Required

Set Protected Management Frame (PMF) to Optional or Required for WPA3, Disabled for WPA2

Set the DTIM Period to 2 if no multicast application
Set Load Balance to Disabled

Set Band Select to Disabled

Set IGMP Snooping to Enabled

Configure the Data Rates as necessary

Configure RRM as necessary

Set EDCA Profile to Voice Optimized

Ensure that Power Constraint is Disabled

Enable Channel Switch Status and Smart DFS

Set Channel Switch Announcement Mode to Quiet
Configure the High Throughput data rates as necessary
Enable CleanAir
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e FEnable Multicast Direct Enable

802.11 Network Settings

It is recommended to operate Cisco Wireless Phone 9821 on the 5 GHz or 6 GHz band. These bands provide
significantly greater spectrum availability and lower levels of non-Wi-Fi interference compared to the 2.4 GHz
band, resulting in a more stable and reliable environment for latency-sensitive voice traffic.

To use 5 GHz or 6 GHz frequency, ensure that the 5 GHz or 6 GHz network status is Enabled.
Set the Beacon Period to 100 ms.

It is recommended to set 24 Mbps as the mandatory (basic) rate and 36 Mbps and higher as supported (optional)
rates. However, some environments may require 6 Mbps to be enabled as a mandatory (basic) rate.

The same applies for 6 GHz tab.
il Cisco Catalyst 9800-L Wireless Controller Welcome 9821 a € Al

sl 17.18.2

— Configuration~ > Radio Configurations~ > Network

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

General

6 GHz Network Status v

A 6 GHz Network is operational. Configuring 802.11be Status, Beacon Interval, Fragmentation Threshold, DTPC Support will
result in loss of connectivity of clients.

Troubleshooting Beacon Interval* 100
Fragmentation Threshold (bytes)* 2346
DTPC Support v
Walk Me Through > CCX Location Measurement
Mode

For 6 GHz band, some network parameters like RSSI Low Check, RSSI Threshold and Data
Rates is configured in default-rf-profile-6ghz

To use 2.4 GHz, ensure the 2.4 GHz network status and 802.11g network status are Enabled.
Set the Beacon Period to 100 ms.

Set Short Preamble to Enabled in the 2.4 GHz radio configuration setting on the access point when no legacy
clients that require a long preamble are present in the wireless LAN. By using the short preamble instead of
long preamble, the wireless network performance is improved.
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It is recommended to set 24 Mbps as the mandatory (basic) rate and 12, 18, 36 Mbps and higher as supported
(optional) rates assuming that there will not be any 802.11b only clients that will connect to the wireless LAN.
However, some environments may require 6 Mbps to be enabled as a mandatory (basic) rate.

If 802.11Db clients exist, then 11 Mbps should be set as the mandatory (basic) rate and 12 Mbps and higher as
supported (optional).

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

Monitoring
@ Administration

General

2.4 GHz Network Status v

A 2.4 GHz Network is operational. Configuring 802.11be Status, 802.11g Network Status, Beacon Interval, Short Preamble,

. . Fragmentation Threshold, DTPC Support will result in loss of connectivity of clients.
Licensing
Troubleshooting 802.11g Network Status* v
Beacon Interval* 100
Short Preamble v
Fragmentation Threshold (bytes)* 2346
DTPC Support v

RSSI Low Check

RSSI Threshold (dBm)* -127

CCX Location Measurement

Mode
Data Rates

A 2.4 GHz Network is operational. Configuring Data Rates will result in loss of connectivity of clients.
1 Mbps Disabled v 2 Mbps Disabled v
5.5 Mbps Disabled v 6 Mbps Disabled v
9 Mbps Disabled v 11 Mbps Disabled v
12 Mbps Supported v 18 Mbps Supported v
24 Mbps Mandatory v 36 Mbps Supported v
48 Mbps Supported v 54 Mbps Supported v

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide 34



High Throughput (802.11n/ac/ax)

The 802.11n, 802.11ac and 802.11ax data rates can be configured per each band (2.4 GHz, 5 GHz and 6 GHz).
802.11ax data rates are applicable to all 3 bands.
Ensure that WMM is enabled and WPA2/WPA3(AES) is configured to utilize 802.11n/ac/ax data rates.

Cisco Wireless Phone 9821 supports HT MCS 0 — MCS 7, VHT MCS 0 — MCS 9 and HEO — HE111SS data
rates only, but higher MCS rates can optionally be enabled if there are other 802.11n/ac/ax clients utilizing the
same band frequency that include MIMO antenna technology, which can take advantage of those higher data
rates.

@ .l Cisco Catalyst 9800-L Wireless Controller Welcome 9827 | & @ A Mo Q & Feedback | " |
17.18.2

cl
Configuration~ > Radio Configurations~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

A 6 GHz Network is operational. Configuring High Throughput will result in loss of connectivity of clients.

Monitoring

Q) Configuratic

Configuring High Throughput Parameters will result in loss of connectivity of all clients across 802.11be enabled radios of the APs
dministration

icensing

Vo 11ax
@\{‘f Troubleshooting
Select All v
SS/MCS SS/MCS SS/MCS SS/MCS
Walk Me Through >
v 17 v 119 v um v 2/7
v 2/9 v 2/11 v 3/7 v 3/9
v 3/1 v 4/7 v 4/9 v 41
11be
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17.18.2

Configuration~ > Radio Configurations~ > High Throughput

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

Monitoring

A 5 GHz Network is operational. Configuring High Throughput will result in loss of connectivity of clients.

>

ALY L
{O¢ Administration Vv 11ac

) Licensing
A The Data rates are for 20MHz channels and Short Guard Interval

Troubleshooting

Enable 11ac v Select All v

SS/MCS/(Data Rate) SS/MCS/(Data Rate) SS/MCS/(Data Rate) SS/MCS/(Data Rate)
Walk Me Through >
v 1/8/(86.7Mbps) v 1/9/(n/a) v 2/8/(173.3Mbps) v 2/9/(nfa)
v 3/8/(260.0Mbps) v 3/9/(288.9Mbps) v 4/8/(346.7Mbps) v 4/9/(n/a)
Vv 1lax
Enable 11ax v Select All v
SS/MCS SS/MCS SS/MCs

v 117 v 1/9 v (AN v 2/7
v 2/9 v 2/11 v 3/7 v 3/9
v 3/Mm v 417 v 4/9 v 4/
v 5/7 v 5/9 v 5/11 v 6/7
v 6/9 v 6/11 v 717 v 719
v 7/Mm v 8/7 v 8/9 v 8/11
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6 GHz Band 5 GHz Band 2.4 GHz Band

A 2.4 GHz Network is operational. Configuring High Throughput will result in loss of connectivity of clients.
Monitoring

) v 11n

A
N\
N>

3:8‘2 Administration
~7

Enable 11n v Select All v
roubleshooting MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate) MCS/(Data Rate)

v 0/(7Mbps) v 1/(14Mbps) v 2/(21Mbps) v 3/(29Mbps)

o 4/(43Mbps) o 5/(58Mbps) o 6/(65Mbps) o 7/(72Mbps)

v 8/(14Mbps) v 9/(29Mbps) v 10/(43Mbps) v 11/(58Mbps)
v 12/(87Mbps) o 13/(116Mbps) % 14/(130Mbps) v 15/(144Mbps)
v 16/(22Mbps) v 17/(43Mbps) v 18/(65Mbps) v 19/(87Mbps)
v 20/(130Mbps) v 21/(173Mbps) v 22/(195Mbps) v 23/(217Mbps)
7 24/(29Mbps) % 25/(58Mbps) - 26/(87Mbps) % 27/(116Mbps)
v 28/(173Mbps) v 29/(231Mbps) v 30/(260Mbps) v 31/(289Mbps)

Vv 11ax

A The Data rates are for 20MHz channels and Short Guard Interval

Enable 11ax v Select All 4
SS/MCS SS/MCS SS/MCS
v 17 v 1/9 v 171 v 2/7
v 2/9 v 2/ v 3/7 v 3/9
v 3/ v 4/7 v 4/9 v 4/11

Parameters

In the EDCA Parameters section, set the EDCA profile to Optimized-voice for the band (2.4 GHz, 5 GHz, and
6 GHz) that will support voice traffic.

In the DFS (802.11h) section, leave Power Constraint un-configured or set the value to 0 dB.
Set Channel Switch Status and Smart DFS to Enabled.

Set Channel Switch Announcement Mode to Quiet.
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'Icll's.élo“ Cisco Catalyst 9800-L Wireless Controller W
17.18.2

— Configuration~ > Radio Configurations~ > Parameters

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

A 6 GHz Network is operational. Configuring EDCA Profile and DFS Channel Switch Annour

Monitoring connectivity of clients.

@ Administration
Configuring EDCA, 11ax Parameters will result in loss of connectivity of all clients across 80

Licensing

: EDCA Parameters
Troubleshooting
EDCA Profile optimized-voice v '
Client Load Based
Configuration

Walk Me Through >
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dleilv - Cisco Catalyst 9800-L Wireless Controller H

Cisco 17.18.2

_ Configuration - > Radio Configurations~ > Parameters

6 GHz Band 5 GHz Band 2.4 GHz Band
Dashboard

A 5 GHz Network is operational. Configuring EDCA Profile, DFS Channel Switch Announcemen

Monitoring result in loss of connectivity of clients.

=
@ Administration

EDCA Parameters

Licensing EDCA Profile optimized-voice v
N . Client Load Based
Troubleshooting Configuration

DFS (802.11h)

A DTPC Support is enabled. Please disable it at Network to
Walk Me Through > configure Power Constraint

Power Constraint* 0

Channel Switch Quiet v
Announcement Mode

Smart DFS v
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Il Cisco Catalyst 9800-L Wireless Controller i

cisco 17.18.2

— Configuration~ > Radio Configurations~ > Parameters

6 GHz Band 5 GHz Band 2.4 GHz Band
Dashboard

Monitoring

Q% J EDCA Parameters

@ Administration
EDCA Profile optimized-voice v

Licensing
Client Load Based

Configuration

A 2.4 GHz Network is operational. Configuring EDCA Profile and OBSS PD parameters will res

Troubleshooting

Walk Me Through >

RRM

Adhere to established best practices for WLC and AP configurations. In most deployments, it is recommended
to leverage Cisco AI-RRM (Radio Resource Management) to automate RF optimization, as dynamic
management is generally more effective and reliable than manual tuning.
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"c'l'_,,'é[;' Cisco Catalyst 9800-L Wireless Controller

Welcc
17:18.2

_ Configuration~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA
Dashboard

General Coverage DCA TPC

RF Grouping Spatial Reuse

Power Assignment Method

@ Automatic
() On Demand
O Fixed
Troubleshooting
Max Power Level Assignment* 30

Min Power Level Assignment* -10

Power Control Threshold* -70

TPC Channel Aware

Walk Me Through >
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il Gisco Catalyst 9800-L Wireless Controller Welcome 9827 | & & A [

cisco 17.18.2

Configuration ¥ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

Dashboard

General Coverage DCA TPC RF Grouping Spatial Reuse

Dynamic Channel Assignment Algorithm

Channel Assignment Mode @® Automatic
O Freeze
O off
Troubleshooting
Interval 10 minutes v
Anchortime 0 v
Avoid Foreign AP Interference v

Walk Me Through >

Avoid Cisco AP load

Avoid Non 5 GHz Noise v

Avoid Persistent Non-Wi-Fi Interference

Channel Assignment Leader wlc-9821 (10.74.53.208)
Last Auto Channel Assignment -4 second(s) ago
DCA Channel Sensitivity Medium v

Auto-RF Channel List

ah| 2 3 4 5 V6 7 8 9 10 0111 12 13

14

Event Driven RRM

EDRRM
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17.18.2

Configuration ~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA
Dashboard

General Coverage DCA TPC RF Grouping

Power Assignment Method

@® Automatic
() On Demand
O Fixed
%(' Troubleshooting
Max Power Level Assignment* 30
Min Power Level Assignment* -10

Power Control Threshold* -70
Walk Me Through >

TPC Channel Aware

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide
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Configuration - > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

Dashboard
General Coverage DCA TPC RF Grouping Spatial Reuse
Monitoring —
% Dynamic Channel Assignment Algorithm
@ Adlis i Channel Assignment Mode @ Automatic
O Freeze
Licensing
O off
N©@ :
Troubleshooting
Interval 10 minutes v
Anchortime 0 v
Avoid Foreign AP Interference v
Avoid Cisco AP load
Avoid Non 5 GHz Noise v
Avoid Persistent Non-Wi-Fi Interference
Zero Wait DFS
Channel Assignment Leader wlic-9821 (10.74.53.208)
Last Auto Channel Assignment 40 second(s) ago
DCA Channel Sensitivity Medium v
Channel Width O20MHz O 40MHz O 80MHz (O 160 MHz @ Best (DBS)
Dynamic Bandwidth Selection Max Channel < 0 >
Width 20MHz  40MHz  80MHz  Max Allowed
Auto-RF Channel List
V136 Y140 V44 (V148 V152 |VI56 |YI60 VI64 Y v v v v
100 104 108 112 116
v v v v v v v v v v v v v

120 124 128 132 136 140 144 149 153 157 161 165 169
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cisco 17.18.2

_ Configuration > > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

Dashboard
General Coverage DCA TPC RF Grouping

Monitoring —

% _’ Power Assignment Method

@ Administration @® Automatic

O Fixed
Licensing
TPC Channel Aware

Troubleshooting

Walk Me Through >

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide
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For 6 GHz band, few parameters like Maximum Power Level, Minimum Power Level and Power Control Thre.
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Go back one page (38+)
Pull down to show history ]
EJ ULt Cisco Catalyst 9800-L Wireless Controller Welcome 35

17.18.2

cisco

Configuration~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

Dynamic Channel Assignment Algorithm

Channel Assignment Mode ® Automatic
O off
NG . Interval 10 minutes v
N Troubleshooting
Anchortime 0 v
Channel Assignment Leader wlic-9821 (10.74.53.208)
Last Auto Channel Assignment 595 second(s) ago
Walk Me Through >
DCA Channel Sensitivity Medium v

Event Driven RRM

EDRRM

Individual access points can be configured to override global RRM settings with static channel and transmit
power assignments.

When specific APs are statically configured, the RRM algorithm automatically adjusts its calculations to
account for these fixed assignments. This manual override may be necessary to address localized, intermittent
interference that cannot be adequately mitigated by automated RRM processes.
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il Cisco Catalyst 9800-L Wireless Controller welcome 9821 | 4 ® A B & M O T © Q| | (mFeedback)
17.18.2
Configuration~ > Wireless~ > Access Points Edit Radios 6 GHz Band
Configure Detail
V' All Access Points
Configuring Admin Status, Radio Assignment Mode, Channel Width, Channel Number, BSS Color Parameters will result
in loss of connectivity of all clients across 802.11be enabled radios of the APs
Total APs : 24 [
General Role Assignment
Admin
@ Administration AP Name i AP Model i Slots i Status
AP Name APwugiang6- Assignment Method Auto
APwugiang6-D5EE-13BC & % il C9136I-E 4 (] DSEE-13BC
Licensing @ Client Serving
APjujin6-92FC-6420 ot Ll CW9162I-E 3 ) AP Mode Local Monitor
Troubleshooting . §
APjianbo6-92FC-64B0 & Ll cwo1621-B 3 ) Admin Status Sniffer
APlabG6-66B7-4DB0 & %Ll CW91661-ROW 3 (] CleanAir Admin Status RF Channel Assignment
e s . % Ll . X o
APjingyi6-6675-4430 & %lul  CW9166D1-E 3 ° Operating Power Mode And Capabilities
Current Channel 1
Walk Me Through > APceline6-6675-47F0 & %Lul  CW9166D1-A 3 )
AP 6GHz Low Power Indoor  Standard Power Channel Width 80 MHz M
AP-wifi-IOT-5 &%l C91361-ROW 4 () Power Mode Capable Capable
Assignment Method Custom v
Low Power Yes No -
APkai6-D5SEE-D8E8 %l C91361-A 4 o Indoor
Channel Number 1 v
APxin6-REDO-RF-D5EE-
&%l C91361-B 4
D9Ag ° Antenna Parameters
o o . Tx Power Level Assignment
::i:lim RO i %Lu  C9136l-ROW 4 (] 9

Antenna Type Internal

CleanAir

Select Enable CleanAir when utilizing Cisco access points with CleanAir technology to detect any existing
interferers.

il Cisco Catalyst 9800-L Wireless Controller Welcom

cisco 17.18.2

Configuration -~ > Radio Configurations~ > CleanAir

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

General Trap Configuration
Enable CleanAir v
Report Interferers v
Available Interference Types Interference Types to detect

Continuous Transmitter
Video Camera

%(‘ Troubleshooting
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cisco 17.18.2

Configuration > > Radio Configurations~ > CleanAir

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard

General Trap Configuration

Enable AQI(Air Quality Index) Trap

AQI Alarm Threshold* 10

Enable Interference for Security Alarm

Available Interference Types Interference Types to trap

Continuous Transmitter
Video Camera >

WLAN Settings

It is recommended to have a separate SSID for Cisco Wireless Phone 9821.

However, you can also use an existing SSID that is configured to support voice capable Cisco Wireless LAN
endpoints.

The SSID to be used by Cisco Wireless Phone 9821 can be configured to only apply to a certain 802.11 radio
policy (e.g. 5 GHz only).

It is recommended to operate Cisco Wireless Phone 9821 on the 5 GHz or 6 GHz band. These bands provide
significantly greater spectrum availability and lower levels of non-Wi-Fi interference compared to the 2.4 GHz
band, resulting in a more stable and reliable environment for latency-sensitive voice traffic.

Ensure that the selected SSID is not utilized by any other wireless LANSs as that could lead to failures when
powering on or during roaming, especially when a different security type is utilized.

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide 48



Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Profile Name* JFW-SAE Radio Policy &

SSID* JFW-SAE Show slot configuration
6 GHz

WLAN ID* 4 Status B oisasen

Status enasteo [ 5 GHz
Status enasLled ([
Broadcast SSID

2.4 GHz
Wi-Fi 6E Compatibility 2/2 requirements met Status enaLep [
802.11b/ [ 802.11b/g v ]
Wi-Fi 7 Compatibility g Policy

To utilize 802.11r (FT) for fast secure roaming, enable Fast Transition.

Is recommended to uncheck Over the DS to utilize the Over the Air method instead of the Over the
Distribution System method.

Set Protected Management Frame to Optional or Required.

Enable WPA2/WPA3 policy with AES (CCMP128) or GCMP encryption then 802.1x, PSK or SAE for
authenticated key management type depending on whether 802.1x, PSK or SAE is to be utilized.
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il Gisco Catalyst 9800-L Wireless Controller Welcome 9627 | & @& A ne e Q| | =Feedosck
17.18.2

Configuration~ > Tags & Profiles~ > WLANs Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

Dashboard

Selecied WEARSID General Security Advanced Add To Policy Tags

SR v D ‘ Layer2 Layer3 AAA
(4] test L |
y o i O WPA + WPA2 O WPA2 + WPA3 @ WPA3 O Static WEP O None
Administration .
ol (4] Jupiter-1x S 2
5 i MAC Filterin:
Licensing (4] Jupiter-sae ® 3 .
NV P = Lobby Admin Access
3\%\\4 Troubleshooting o Skl Vo ‘
° JFW-SAE-DS - WPA Parameters Fast Transition
WPA Policy WPA2 Policy Status Disabled v
(] Jupiter-meast VA6 ‘ GTK Randomize WPA3 Policy 7
| e ’ v Over the DS
) 9166-PSK-2.4-air 7 Transition Disable Beacon Protection
Walk Me Thi > iation Ti
/alk Me Through o . T ° 8 ‘ WPAZIWPAS Encryption Reassociation Timeout * 20
(1) 9166-PSK-5-air %9 AES(CCMP128) CCMP256
o 9166-PSK-5-ds a 10 ‘ GCMP128 2 GCMP256 Auth Key Mgmt (AKM)
9166-802.1X-2.4. LS| RS <
° 1CeE0z.1A"2 4= . Protected Management Frame
o 9166-802.1X-2.4-ds ® 12 ‘
PMF Required v
() 9166-802.1X-5-air ® 13 —_—
il Cisco Catalyst 9800-L Wireless Controller Welcome 9821 | 4 m e O Q = Feedback | *
17.18.2
Configuration~ > Tags & Profiles~ > WLANs
[ ==
L. 2 L. 3 AAA
Dashboard ﬂ Ayen
e Selected WLANs : 0 O WPA + WPA2 O WPA2 + WPA3 @® WPA3 O Static WEP O None
Monitoring
0 Status Y Name Y D MAC Filtering
S\
b [+) test ® 1
Lobby Admin Access
Administration ° e ° 2
i WPA Parameters Fast Transition
Licensing [+] Jupiter-sae 9 3 WPA Policy WPA2 Policy Status Enabled v
GTK Randomize WPA3 Policy v
& T ; FW-SAE 4
E\g Troubleshooting e SRS & Transition Disable Beacon Protection GuerithelDS
(4] JFW-SAE-DS % 5 Reassociation Timeout * 20
WPA2/WPA3 Encryption
@ e v AES(CCMP128)  [v coMP256
[+] 9166-PSK-2.4-air v 7 GCMP128 GCMP256 Auth Key Mgmt (AKM)
Walk Me Through > o R —— ~ B FT +802.1X 802.1X-SHA256
-PSK-2.4-ds
Protected Management Frame OWE SAE >
©  9166-PSK-5-air % 2 FT + SAE v SAE-EXT-KEY
©  9166-PSK-5-ds ¥ 10 e [Reauired v FT + SAE-EXT-KEY
[+) 9166-802.1X-2.4-air N Association Comeback Timer* ‘ 1 Anti Clogging Threshold* 1500
[ 210880201204 s Sz SA Query Time* ‘ 200 Max Retries* 5
(4] 9166-802.1X-5-air ¥ 13

802.11r (FT), PSK or SAE can also be enabled to utilize the same SSID for various types of voice clients,
depending on whether 802.1x or PSK/SAE is utilized.

When using 802.1x, configure the AAA Authentication List that maps to the RADIUS Servers defined in the
RADIUS Server Groups.
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17.18.2

cisco

_ Configuration~ > Tags & Profiles~ > WLANs Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss
Dashboard
Selected WLANSs : 0 i .
General Security Advanced Add To Policy Tags
Status Y Name Y | ID Layer2 Layer3 AAA

[+) test L I

o BUnrersTx ? 2 Authentication List radius-53-195 v | @
Licensing [+) Jupiter-sae % 3 Local EAP Authentication
;%0 Troubleshooting o JRRAEAE N

(4] JFW-SAE-DS 9 5

(4] Jupiter-mcast ® 6

Aironet IE should be Enabled.
Peer to Peer (P2P) Blocking Action should be Disabled.

The WMM Policy should be set to Required only if Cisco Wireless Phone 9821 or other WMM enabled
phones will use this SSID.

If there are non-WMM clients existing in the WLAN, it is recommended to put those clients on another WLAN.

If non-other WMM clients must utilize the same SSID as the Cisco Wireless Phone 9821, ensure the WMM
policy is set to Allowed.

The maximum client connections per WLAN, per AP per WLAN, or per AP radio per WLAN can be
configured as necessary.

Off Channel Scanning Defer can be tuned to defer scanning for certain queues as well as the scan defer time.
It is recommended to enabled defer priority for queues 4-6.

If using best effort applications frequently or not preserving DSCP values for priority applications (e.g. voice
and call control) to the access point, it is recommended to enable the lower priority queues (0-3) along with the
higher priority queues (4-6) to defer off channel scanning as well as potentially increase the scan defer time.

For deployments with frequent EAP failures, it is recommended to enable priority queue 7 to defer off channel
scanning during EAP exchanges.

Ensure Load Balance and Band Select are disabled.

Use a DTIM Period of 2 with a beacon period of 100 ms if no need to consider multicast applications.
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Monitoring

L
=\
¢ Administration
Licensing

}\% Troubleshooting

Walk Me Through >

Policy Profiles

LUISCU LdldlysL YOUU~L VWITEIESS LUlIuvlier
17.18.2

Configuration~ > Tags & Profiles~ > WLANs

Dashboard

Selected WLANs : 0

Status Y Name

(1) test
Jupiter-1x
Jupiter-sae
JFW-SAE
JFW-SAE-DS

Jupiter-mcast
9166-PSK-2.4-air
9166-PSK-2.4-ds
9166-PSK-5-air
9166-PSK-5-ds
9166-802.1X-2.4-air
9166-802.1X-2.4-ds
9166-802.1X-5-air
9166-802.1X-5-ds
9166-SAE-2.4-air
9166-SAE-2.4-ds
9166-SAE-5-air
9166-SAE-5-ds
9166-WPA3-802.1-2.4-air

9166-WPA3-802.1x-2.4-ds

(> 20> TC> B> > > > > > > B> > B> B> > T > > > B > T

9166-WPA3-802.1x-5-air

e €

o & 6 6 ¢ ¢

L4

e & 6 6 ¢ 6 6 ¢ ¢

VSIS J0z o ow

a 0o W

4 Y v

«® [STRUNVVRUN

P

Edit WLAN

Multicast Buffer

Media Stream Multicast-direct
11ac MU-MIMO

Wi-Fi to Cellular Steering
Wi-Fi Alliance Agile Multiband
Fastlane+ (ASR) @

Deny LAA (RCM) clients

6 GHz Client Steering

Latency Measurements
Announcements

Max Client Connections

Per WLAN

Per AP Per WLAN

Per AP Radio Per WLAN

11v BSS Transition Support

BSS Transition

General Security Advanced
Coverage Hole Detection
CCX Aironet IE
Advertise AP Name
P2P Blocking Action

Add To Policy Tags

Disabled v

v

v

v

200

Universal Admin

OKC v
Load Balance
Band Select

IP Source Guard
WMM Policy Allowed v
Bridging v

mDNS Mode

Off Channel Scanning Defer

Defer Priority 0 1 2
3 4 Y5
Y16 7
Scan Defer 100
Time

Assisted Roaming (11k)

Prediction Optimization
Neighbor List v

Dual Band Neighbor List

DTIM Period (in beacon intervals)

5 GHz Band (1-255) 1

2 4 GH7 Rand (1-75R) 1

Policy Profiles define the operational and security attributes for a wireless session, including access control,
Quality of Service (QoS), mobility, and advanced configuration parameters. These profiles are associated with a
Policy Tag, which also maps to a WLAN Profile. When this Policy Tag is assigned to an access point, it
enforces the combined configuration on the wireless network.

Ensure the Status of the policy profile is Enabled.
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m e & Q % Feedback

Configuration~ > Tags & Profiles~ > Policy Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

. "c'l's'élc;‘ Cisco Catalyst 9800-L Wireless Controller Welcome 9821 | & @ A
17.18.2

Dashboard

Selected Rows : 0

i i i neral Access Policies 0S and AVC Mobilit Advanced
2;’::2 v ?:;:c'ate" Policy @y Policy Profile Name Genera Q Y
(V] vlan_363_weizh5 . -
Name' vian_399_policyprofile ‘ WLAN Switching Policy
(V] D vian_363_600s_time
¢ Administration ¥
) default-policy-profile Description Enter Description | Geritial Switching
e vlan_259_policyprofile
Licensing © S Status Central Authentication
(V] (Y vlan_363_policyprofile
Troubleshooting © 'S I Passive Client (i Central DHCP enacLer ()
) vian_519_policyprofile IP MAC Binding Flex NAT/PAT i oiseLed |
() vian_783_policyprofile
Encrypted Traffic Analytics l. DISABLED
(/] L Y vlan_864_policyprofile —
Walk Me Through > W« <1 » » [10 v 5 CTS Policy
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

Select the VLAN or VLAN Group to be utilized with the policy profile.
il Cisg(y:o Catalyst 9800-L Wireless Controller Welcome 9821 | & B A 4 mMece Q = Feedback|

Configuration~ > Tags & Profiles~ > Policy Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.
Dashboard
Selected Rows : 0
Monitoring i i i ici i
@ ] Admin Yy Associated Policy ® Y Policy Profile Name General Access Policies QOS and AVC Mobility Advanced
Status Tags
)
NN (] vlan_363_weizh5 N
\ RADIUS Profiling WLAN ACL
R [ ® vian_363_600s_time
¢ Administration N —
© default-policy-profile HTTPTLVIGaghing IPv4 ACL [ v
Licensing o L vian_259_policyprofile DHCP TLV Caching
IPv6 ACL | v |8
[ ® vian_363_policyprofile
9 i WLAN Local Profilin .
‘\\% Troubleshooting ) LS vian_399_policyprofile ocal Profiling URL Filters ®
o vian_519_policyprofile Global State of Device ® a
. Classification Pre Auth | v
(] vlan_783_policyprofile
) ® vian_864_policyprofile Local Subscriber Policy v Post Auth | v |\
Name e
Walk Me Through > TR A [10 v |
VLAN
VLAN/VLAN Group vian399 xv ®
Multicast VLAN
Note : Selecting a VLAN Group is a valid config only for Central
Switching SSIDs. Do not use with SSIDs enabled for Flex Local
Switching

Set the QoS SSID Policy to Platinum for egress and Platinum-up for ingress.
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Configuration~ > Tags & Profiles~ > Policy Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

Dashboard

Selected Rows : 0

Admin Associated Policy ® Y  Policy Profile Name General Access Policies QOS and AVC Mobility Advanced
Status Tags —
(V] vian_363_weizh5
Auto QoS Voice v Flow Monitor IPv4
A () L Y vlan_363_600s_time e
LO¢ Administration —
) default-policy-profile QoS SSID Policy Egress | wireless-avc- ... X ¥
OB © b s Ingress | wireless-ave- .. x v |8
[v] [ Y vlan_363_policyprofile Fpress platinum xv|@ -
}gf’ Troubleshooting i
N ° ® vian_399_policyprofile Ingress platinum-up X v |8 Elow|MonitorlIBve
(V] vlan_519_policyprofile
QoS Client Policy Egress | wireless-ave- .. x v |8
(V] vlan_783_policyprofile = =
(V] (Y vian_864_policyprofile Egress ~ e Ingress | wireless-ave- ... X ¥ I
Walk Me Through > « <1 M 0 v _—
Ingress v @
SIP-CAC
Call Snooping

Send Disassociate

Send 486 Busy

Configure Session Timeout as necessary. It is recommended to enable the session timeout for 86400 seconds to
avoid possible interruptions during audio calls, but also to re-validate client credentials periodically to ensure
that the client is using valid credentials.

Configure Client Exclusion Timeout as necessary.
IPv4 DHCP Required should be disabled.

n "c'l's'é‘c;' Cisco Catalyst 9800-L Wireless Controller Welcome 9821 | & & A 4 MOece Q S Feedback | G
17.18.2

Configuration~ > Tags & Profiles~ > Policy Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

Dashboard
Selected Rows : 0
Monitorini i i i i il
g Admin Associated Policy ® Y Policy Profile Name General Access Policies QOS and AVC Mobility Advanced
Status Tags S—
vlan_363_weizh5
2 o WLAN Timeout Fabric Profile v
s o (V] L Y vian_363_600s_time
{OS Administration
- o default-policy-profile Session Timeout (sec) ,EO,E 77777777777777777777777777 ® Link-Local Bridging
Licensing (V] L vian_259_policyprofile
(V] [ 3 vian_363_policyprofile Idle Timeout (sec) 300 mDNS Service Policy default-mdns .. X ¥
Troubleshooting ) (S vian_389_policyprofie < Idle Threshold (bytes) 0 Hotspot Server v e
(V] vian_519_policyprofile )
Client Exclusion Timeout vl | 60 L3 Access @ DisasLeD J
o vlan_783_policyprofile (sec) -
(V] L Y vlan_864_policyprofile User Defined (Private) Network
Guest LAN Session Timeout
Walk Me Through > « <« 0 v

Status
DHCP

Drop Unicast
IPv4 DHCP Required

DNS Layer Security
DHCP Server IP Address

DNS Layer Security Not Configured X ¥
DHCP Server VRF ‘ v |8 Parameter Map =
how mare >>> Flex DHCP Ontion for DN: enasLep [

RF Profiles

Define RF Profiles to govern frequency bands, data rates, RRM parameters, and advanced radio settings for a
designated group of access points.
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It is recommended to apply the SSID used by Cisco Wireless Phone 9821 to 5 GHz or 6 GHz bands.
RF Profiles are applied to an RF Tag, which can then be applied to an access point.

When creating an RF Profile, you must define the Name and Radio Band.
Select 6 GHz Band, 5 GHz Band or 2.4 GHz Band for the Radio Band.

Add RF Profile

General 802.11 RRM Advanced 802.11ax 802.11be

Name* ‘ Enter Name
Radio Band | 6GHzBand v |

Description ‘ Enter Description
NDP Mode

AFC

Standard-Power Service B oseeen | ©

Standard Power(SP) Only 6E APs will
be automatically allowed to use AFC Show Me How °
with no additional configuration.

On the 802.11 tab, configure the data rates as necessary.

It is recommended to enable 24 Mbps as Mandatory and 18, 36 Mbps and higher as Supported. However,
some environments may require 6 Mbps to be enabled as a mandatory (basic) rate.

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide 55



Add RF Profile

802.11ax 802.11be

802.11

General RRM Advanced

Operational Rates

6 Mbps | Disabled v
9 Mbps Disabled v

12 Mbps | Disabled v

18 Mbps { Supported v
T [Meddey ]

36 Mbps | Supported v |
48 Mbps \ Supported v ‘
54 Mbps [ supported v]

On the RRM tab, configure the Maximum Power Level and Minimum Power Level settings as well as other
DCA, TPC, and Coverage settings.

Add RF Profile

802.11ax 802.11be

802.11 RRM

General Advanced

General Coverage TPC DCA

Coverage Hole Detection

Minimum Client Level (clients)* 3

Data RSSI Threshold (dBm)* -80 ’

Voice RSSI Threshold (dBm)* -80

Exception Level(%)* 25
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Add RF Profile

RRM 802.11ax 802.11be

General 802.11 Advanced

General Coverage TPC DCA

Transmit Power Control

Maximum Power Level(dBm)* 30

Minimum Power Level(dBm)* -10 ‘

Power Control Threshold(dBm)* -70
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Add RF Profile

802.11 RRM

General Advanced 802.11ax 802.11be

General Coverage TPC DCA

A If PSC Enforcement is disabled, Make sure 6GHz capable APs have active WLANs on the 2.4GHz or 5GHz band for
faster 6GHz discovery

Dynamic Channel Assignment

Avoid AP Foreign AP Interference v
DBS Channel Width Min[ 20MHz v | Max| 160 MHz v
DCA Channels e vls vlg V113 47 v]o21

¥)o5 ¥) 29 ¥)33 v)37 Ll 25| Y] 45
V149 Y153 ¥l 57 vJ61 Y] 65 Y] 69
“173 77 V)81 Y] 85 7189 ¥J 93
d k-7 “J101 W™Mios Wioe Wiz Wnz
vi121 WMhi2s W2 M3z 137 Maam
“J145 W™M1a9 WMis3 W15z Wi1e1 Wies
“J1e9 W73 W77 MWigr WMiss Misg
YJ193 W97 W™M201 WM205 WM209 WJ213
“J217 W™M221 WM22s M229 M233

PSC Enforcement

Client Network Preference ‘ Default v ‘

On the Advanced tab, configure the Maximum Clients, Multicast Data Rate, Rx Sop Threshold, and other
advanced settings.

It is recommended to use the default value (Auto) for Rx Sop Threshold.
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Add RF Profile

General 802.11 RRM Advanced 802.11ax

A-MPDU Window Size* 255 ‘
High Density Parameters
Max Clients* 200

Multicast Data Rate (Mbps) I Auto v ‘

Rx Sop Threshold (dbm) fAamo v

Client Distribution

Load Balancing Window* 5 ‘
Load Balancing Denial Count* 3

Flex Profiles

802.11be
FRA

Client Reset ‘ 1

Count

Client utilization 5

threshold (%)

RSSI Settings

Check .

RSSI Threshold -127

(dBm)*

Flex Profiles define the operational parameters for access points configured in FlexConnect mode. These
profiles are mapped to a Site Tag, which is subsequently assigned to an access point to enforce the defined

configuration.

Configure the Native VLAN ID for the access point to use as well as the allowed VLANS.

Ensure ARP Caching is Enabled.

Enable Local Authentication as necessary.
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Add Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

Name* Enter Name | Fallback Radio Shut
Description Enter Description ‘ Flex Resilient
Native VLAN ID 1 ‘ ARP Caching 2
e — Efficient Image Upgrade v
HTTP Proxy Port 0 ‘
B —— OfficeExtend AP
HTTP-Proxy IP Address 0.0.0.0 ‘
Join Minimum Latency
CTS Policy
IP Overlap
Inline Tagging T ——
mDNS Flex Profile v &

SGACL Enforcement
PMK Propagation

CTS Profile Name default-sxp-p ... X ¥

Tags

Policy Tag

Policy Tags define the mapping of WLAN Profiles and Policy Profiles.

When assigned to an access point, a Policy Tag dictates which WLANSs are broadcast, the associated VLAN or
interface mapping, and the specific Quality of Service (QoS) and security policies applied to the wireless traffic.

When creating a Policy Tag, click Add, select the WLAN Profile to configure, and then select the Policy
Profile to be used.

‘il Cisco Catalyst 9800-L Wireless Controller Welcome 9821 | & & A 4 Mece Q  Feedback |,
17.18.2
_ Configuration~ > Tags & Profiles~ > Tags Edit Policy Tag
Policy Site RF AP A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Dashboard —
Name* policy-6g-tag |

@ Monitoring
Description policy tags for 6G ‘

Selected Rows : 0

>»6’, i Policy Tag Name v WLAN-POLICY Maps : 4

e

9130AP-policy

Licensing 9136AP-policy = ad

9166AP-policy

;% Troubleshooting v WLAN Profile Y  Policy Profile

policy-6g-tag

Jupiter-6G vlan_864_policyprofile
9136AP-policy-6g

SuiteB-test vlan_399_policyprofile
weizh5-policytag

Jupiter-6G-psk vlan_864_policyprofile
default-policy-tag

Jupiter-6G-192B vlan_864_policyprofile

Walk Me Through > 9821-cube-policytag
M <« [T > » |10 v |item ] 4 of

« <« 1 > 10 v | items per page
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Site Tag

Site Tags define which AP Join Profile and Flex Profile should be used.

When assigned to an access point, Site Tags specify the AP Join Profile and Flex Profile parameters to be used.
When creating a Site Tag, click Add, and then select the AP Join Profile to be used.

When creating a Site Tag to include a Flex Profile, leave Enable Local Site unselected, and then select the
necessary Flex Profile.

Add Site Tag

Name* ‘ Enter Name ‘

Description ‘ Enter Description J

AP Join Profile ‘/m!
Flex Profile ‘/m} 2
Fabric Control Plane Name ‘ Y ‘ a

Enable Local Site

Loss* @ D
% Apply to Device

RF Tag

RF Tags define which RF Profiles should be used for 2.4 GHz, 5 GHz and 6 GHz.
When assigned to an access point, RF Tags specify the RF Profile parameters to be used.

When creating a RF Tag, select the 6 GHz Band RF Profile, 5 GHz Band RF Profile, and 2.4 GHz Band RF
Profile to be used.
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Add RF Tag

Name*

Description

6 GHz Band RF Profile

5 GHz Band RF Profile

2.4 GHz Band RF Profile

URWB Network Profile

AP Beam State

6 GHz Radio Profile

Slot 1

Slot 2

Slot 3

5 GHz Radio Profile

Slot 0

Slot 1

Slot 2

2.4 GHz Radio Profile

Slot 0

Slot 2

’ Enter Name ‘

Enter Description

[default-r‘f-prof... bq JU

|Global Config X v | @

Global Config X v |8

(search or setect | v |®@

[ Boresight v ‘

default-radio- .. X v |8

{defau!t—radio— X \‘Q

[‘default-radio- XV \‘EI

default-radio- .. X v |8

| default-radio- .. X v | @

[‘default—radio— e X[ \‘G

Once defined, apply the RF Tags to an access point.

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide

= Apply to Device

62



s i f A
B .l Cisco Catalyst 9800-L Wireless Controller Welcome 9827 | & & A me O Q = Feedback  ” |
17.182
Configuration~ > Wireless~ > Access Points Edit AP
General Interfaces High Availability Inventory URWB Geolocation ICap Advanced Support Bundle
V' All Access Points
General Tags
Total APs : 24 [ ) pr——
AP Name* ‘ APlabG6-66B7-4DB0O Policy policy-6g-tag v
Location* ‘ default location Site site-69-GB-tag v
Admif
AP Name i AP Model i Slots i Statu rf-6g-t:
Base Radio MAC 60b9.0084.2580 R oteg ML
APwuqiang6-DSEE-13BC & % Ll C9136I-E 4 o Write Tag Config to AP
Licensing Ethernet MAC 4d6.66b7.4db0 e fag bonhg to
APjujin6-92FC-6420 s Ll CW9162I-E 3 (V] .
Admin Status Version
Troubleshooting
APjianbo6-92FC-64B0 sk il CW9162I-B 3 (V]
Local
AP Mode ‘ oca v Primary Software Version 17.18.2.64
APlabG6-66B7-4DBO0 & %l CW91661-ROW 3
Operation Status Registered Predownloaded Status N/A
APjingyi6-6675-4430 & % lul  CW9166D1-E 3 )
Fabric Status Disabled Predownloaded Version N/A
Walk Me Through > APceling6-6675-47F0 & %Ll CW9166D1-A 3 V)
CleanAir NSI Key Next Retry Time N/A
AP-wifi-IOT-5 &%l C91361-ROW 4 (V]
LED Settings
Boot Version 1.1.2.4
APkai6-D5SEE-D8E8 &%l C91361-A 4 (V] LED State
in6-| -RF- - 10S Version 17.18.2.64
APxin6-REDO-RF-DSEE- , o | co1361-5 4 © .
D9A8 Brightness Level ‘ 8 v
AP4891-D5EF-9136- Mini 10S Version 0.0.0.0
shield chlil  COT36I-ROW 4 © Flash Settings

If an applied Site Tag includes a configured Flex Profile, the AP Mode will be changed to Flex automatically.
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aluilis - Cisco Catalyst 9800-40 Wireless Controller  Welcomeapha | # ® B & M @ & Q =

16.1232s

CISCO

conturaron - |

General Interfaces High Availability Inventory ICap Advanced
5 Dashboard “ All Acces 5
General Version
v A, Number of AP(s): 1
(@R .
AP Name* rcdn6-22a-ap1 Primary Software Version 16.12.2.132
L i AP v A g
Conﬁguratlon Name M Location® rcdn6-22 Predownloaded Status N/A
. Administration rcdn6-22a- i] Base Radio MAC 00a7.42b0.5c80 Predownloaded Version N/A
ap1 i B
Troubleshooting Ethernet MAG 00a7.42b7.cbla Next Retry Time N/A
1
Admin Status enasen [l Boot Version 1124
AP Mode Flex = I0S Version 16.12.2.132
5 GHz Ra ; :
Operation Status Registered Minl 105 Version 0.0.0.0
2.4GHZ1 e staws Disabled IP Config
Dual-Ban L CAPWAP Preferred Mode  IPv4
) = ;
(=D Snightiness X DHCP IPv4 Address 10.201.81.125
Country
CleanAir NSI Key, Static IP (IPv4/IPv6)
LSC Prov ot Time Statistics
Policy default-policy-tag ”.. Up Time 0 days O hrs 10
! ) mins 1 secs
Site Flex v Controller Association Latency 10 secs
RF default-rf-tag .v. |
[-| Update & Apply to Device

Controller Settings

Ensure the Default Mobility Domain is configured correctly.
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B .l Cisco Catalyst 9800-40 Wireless Controlier Welcome aiphs | # ®& B
16.12.3s

Configuration~ > Wireless~ > Wireless Global

Detault CTG-VoWLAN3 Assisted Roaming

Mobility

) itori G Denial Maximum® 5
Monitoring

Ed;rﬁ;?un et Floor Bias(dBm)* 15

Configuration

Maximum 0 Prediction Minimum* 3
! Administration - [
ser*
*¢” Troubleshooting

Management
Via Wireless

Device
Classification

AP LAG
Mode

Mobility Settings

When multiple Cisco Wireless LAN Controllers are in the same mobility group, the IP address and MAC
address of each Cisco Wireless LAN Controller should be added to the Mobility Peer configuration.

Ensure each Cisco Wireless LAN Controller is configured with the same Mobility Group Name.

B .l Cisco Catalyst 9800-40 Wireless Controller Welcome apha | # W B @& 0 @ © Q &
161225

€isco

Configuration - > Wireless~ > Mobility

Global Configuration Peer Configuration

Mobility Group Mame* CTG-VoWLANI E Apply

Conﬁguration Multicast [Pvd Address 0.0.0.0

Py 2 N Multicast IPvE Address
| Administration

) Keep Alive Interval (sec)* 10
% Troubleshooting
Mobility Keep Allve Count® 3
Mobisity DSCP Value* 48
Mobility MAC Address® 706d.153d.b50b
il Cisco Catalyst 9800-40 Wireless Controller Welomeapha | # & B & MW @ & Q =
18.1225
Configuration - > Wireless - > Mobility
Dashboard Global Confguration Pear Configuration
Monitoring > “  Mobility Peer Configuration
Configuration > m
Administration » MAC Address v IP Address ~  Public 1P ~ GroupName -~ MulicastiPvd -~ Status ~  PMTU
706d.153d.b500 10201819 NIA CTG-VoWLANG 0,000 NiA NIA
#% Troubleshooting 6231.0a7b.b8eb 10.201.81.10 10.201.81.10 CTG-VoWLANS 0.0.0.0 up 1385

1 0 -

MNon-Local Mobility Group Multicast Configuration
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Ensure the Mobility MAC Address matches the MAC address of the wireless management interface.

B .l Cisco Catalyst 9800-40 Wireless Controller Welcome aipha
CISCO j5pam:

| Administration

Troubleshooting

Call Admission Control (CAC)

Disable CAC because Cisco Wireless Phone doesn't support this setting.

Set Multicast Direct Enable to Enabled.

Interface Name +  Interface Type «  Trustpoint Name
Vian310 Management
1 10

~ VLANID

_ Configuration~ > Radio Configurations~ > Media Parameters

6 GHz Band 5 GHz Band 2.4 GHz Band

Dashboard
Monitoring

O Media
N>
General
O¢ Administration
Unicast Video Redirect v

(@ Licensing

. Multicast Direct Admission Control
S Troubleshooting

Media Stream Admission Control (ACM)

:\/Ia)ximum Media Stream RF bandwidth 5
%)%

Maximum Media Bandwidth (%)* 85
Client Minimum Phy Rate (kbps) 6000
Maximum Retry Percent (%)* 80

Media Stream - Multicast Direct Parameters

Multicast Direct Enable v
Max streams per Radio No Limit
Max streams per Client No Limit

Best Effort QOS Admission

A 5 GHz Network is operational. Configuring Media Parameters will result in loss of connectivity of clients.

Q =
«  IP Netmask «  MAC Address -
255.255.255.240 70:64:15:3d:65:0b

Voice

Call Admission Control (CAC)

Admission Control (ACM)

Traffic Stream Metrics

Metrics Collection

Stream Size* ‘ 84000
Max Streams* ‘ 2
Inactivity Timeout v
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B ‘vl Cisco Catalyst 9800-L Wireless Controller Welcome 9821 | # ® A B & M @ T @ Q @ =
17.182
Configuration ~ > Radio Configurations~ > Media Parameters
6 GHz Band 5 GHz Band 2.4 GHz Band
Dashboard
A 6 GHz Network is operational. Configuring Media Parameters will result in loss of connectivity of clients.
Monitoring
@ Administration Configuring Media Parameters will result in loss of connz;tsivily of all clients across 802.11be enabled radios of the
Licensing
Media Voice
@/\g’ Troubleshooting
General Call Admission Control (CAC)
Unicast Video Redirect Admission Control (ACM)
Walk Me Through > Multicast Direct Admission Control Traffic Stream Metrics
Media Stream Admission Control (ACM) Metrics Collection
?/Ia)ximum Media Stream RF bandwidth 5 Stream Size* 84000
%)* e
*
Maximum Media Bandwidth (%)* 85 Mex:Streams 2
. - Inactivity Timeout v
Client Minimum Phy Rate (kbps) 6000 v
Maximum Retry Percent (%)* 80
Media Stream - Multicast Direct Parameters
Multicast Direct Enable i
Max streams per Radio No Limit v
Max streams per Client No Limit v
Best Effort QOS Admission
Multicast
When utilizing multicast, Global Wireless Multicast Mode and IGMP Snooping should be Enabled.
@ .l Cisco Catalyst 9800-L Wireless Controller Welcome 9827 | # ® A B # @ @ & © Q| | (=Feednack |
17.18.2

Configuration~ > Services~ > Multicast

Global Wireless Multicast Mode ® pply

AP CAPWAP Multicast Multicast v IGMP Snooping
AP CAPWAP IPv4 Multicast group 239.1.2.4 ‘ Q Search
Address e
Disabled Enabled
AP CAPWAP IPv6 Multicast group E ‘ Status VLAN ID Name Status VLAN ID Name
Address
Wireless mDNS Bridging [+] 259 vian259 > 4] 1 default e
) Licensing
Wireless Non-IP Multicast Q 363 vian363 > (4] 239 VLAN0239 €
Troubleshooting
Wireless Broadcast @ DisasLED } (1] 399 vian399 > ] 864 vian864 €
IGMP Snooping Querier o 519 VIan519 >
IGMP Snooping Q 783 vian783 >
Walk Me Through > .
Last Member Querier Interval 1000 ‘
(milliseconds)

Enable All Disable All
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In the Media Stream settings, Multicast Direct Enable should be Enabled.

el Cisco Catalyst 9800-L Wireless Controller Welcome 9827

cisco 17.18.2

Configuration~ > Wireless~ > Media Stream

General Streams

Multicast Direct Enable v

Session Message Config

Session Announcement State

Session Announcement URL
Session Announcement Email
Troubleshooting

Session Announcement Phone

Session Announcement Note

Walk Me Through >

Configure the media streams as necessary.
Once saved, then the media stream will be displayed.
Enable Multicast Direct in the WLAN configuration.

thuile - Gisco Catalyst 9800-L Wireless Controller welcome 9521 | 4 ® A B # W O & O Q| | = Fecdback
17.182
Configuration~ > Tags & Profiles~ > WLANs Edit WLAN
A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it
Dashboard
Monitoring oA General Security Advanced Add To Policy Tags
@( Status Y Name e Coverage Hole Detection v Universal Admin
N>
(1) test S 1 .
JOaSy CCX Aironet IE i OKC i
Q¢ Administration
Lo S ™) Jupiter-1x 8 2
Advertise AP Name Load Balance
©) Licensing ) Jupiter-sae ¥ 3
P2P Blocking Action Disabled v Band Select
¢ : JFW-SAE % 4
Troubleshootin: o =
Hia] Multicast Buffer IP Source Guard
(1) JFW-SAE-DS % 5
Media Stream Multicast-direct & WMM Policy Allowed v
(4] Jupiter-mcast ¥ 6
11ac MU-MIMO v mDNS Mode Bridging v
[+) 9166-PSK-2.4-air v 7
Walk Me Through > ° 9166-PSK-2.4-ds 8 Wi-Fi to Cellular Steering Off Channel Scanning Defer
() 9166-PSK-5-air % 9 Wi-Fi Alliance Agile Multiband
9166-PSK-5-d 10 Defer Priority 0 1 2
o o N Fastlane+ (ASR) © o
1 2 3 4 5 6 7 » M 10 v 3 4 s
Deny LAA (RCM) clients
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Note that Cisco Wireless Phone 9821 supports IGMPv2 only.

@ .l Cisco Catalyst 9800-L Wireless Controller Welcome 9827 | & ®& A 4 mMec e c
17.18.2
Configuration~ > Layer2~ > VLAN Edit SVI: VIan239
General Advanced
Svi VLAN VLAN Group
Dashboard f— Description (1-200 Characters)
IR Admin Status up (2]
O P i Name Y Admin Status Y Operational Status |
J\\ - o VRF None v
Vian1 (4] (4]
@ Administration Vian239 © ° MTU (bytes) 1500
@ | : 1 10 PIM Sparse Mode
(@) Licensing v p
© : IGMP Version 2 (Default) -
SN Troubleshooting
Autostate
Disabled

Advanced Settings

Advanced EAP Settings

To view or configure the EAP parameters, select Configuration > Security > Advanced EAP.

B .l Cisco Catalyst 9800-40 Wireless Controller Welcomeapha #® % B & M @ T Q g
16.12.25
= Confguration = > Security= > Advanced EAP
EAP-Identity-Request Timeout (sec)” 30
[Z Dashboard o
EAP-IKentity-Request Max Retries* 2
EAP Max-Login Ignore Identity . DISABLEL ._
= Response = =
Configuration
EAP-Request Timeout (sech* 30
{07 Administration
EAP-Request Max Reatries* 2
Troubleshooting EAPOL-Key Timeout (ms)* 400
EAPOL-Key Max Retries™ 4
EAP-Broadcast Key Interval (sec)* 3600

When utilizing 802.1x, the EAP-Request Timeout on the Cisco Wireless LAN Controller should be set to 30
seconds.

For deployments where EAP failures occur frequently, the EAP-Request Timeout should be reduced to less
than 30 seconds.

When utilizing PSK, it is recommended to set the EAPOL-Key Timeout to 400 milliseconds (the default is
1000 milliseconds) and then set EAPOL-Key Max Retries to 4 (the default is 2).

When utilizing 802.1x, though the default parameters—an EAPOL-Key Timeout of 1000 ms and 2 EAPOL-
Key Max Retries—are generally sufficient, it is recommended to optimize these values to a 400 ms timeout
and 4 retries for the Cisco Wireless Phone 9821.

The EAPOL-Key Timeout should not exceed 1000 milliseconds (1 second).

Ensure EAP-Broadcast Key Interval is set to a minimum of 3600 seconds (1 hour).
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Rx Sop Threshold
It is recommended to use the default value (Auto) for Rx Sop Threshold.

il Gisco Catalyst 9800-L Wireless Controller Welcome 9827 | & B A 4 mMec e Q SFeedback | S @
17.18.2
_ Configuration~ > Tags & Profiles~ > RF/Radio Edit RF Profile
General 802.11 RRM Advanced 802.11ax 802.11be
RF Radio
Dashboard —_
- A-MPDU Window Size* 255 FRA
Q; Monitoring
. High Density Parameters Client Reset 1
RF Profile Name “Is equal to” default-rf-profie-6ghz x|} ¢
State Y RF Profile Name Y Band Max Clients* 200 Client utilization 5
__ threshold (%)
Administration (1) default-rf-profile-6ghz 6 GHz Multicast Data Rate (Mbps) Auto v
B 0 RSSI Settings
Licensing v Rx Sop Threshold (dbm) Auto v
RSSI Low B oisasLeD
o =y li Distributi Check
Troubleshooting Client Distribution
RSSI Threshold -127
Load Balancing Window* 5 (dBm)*
Load Balancing Denial Count* 3
Walk Me Through >
i i 1

il Cisco Catalyst 9800-L Wireless Controller Welcome 9827 | # W&

17.18.2

Configuration~ > Wireless~ > Advanced

Load Balancing Band Select Optimized Roaming High Density Preferred Calls RFID

Dashboard

Rx Sop Threshold

Rx Sop Threshold 5 GHz (dbm) Auto v

Rx Sop Threshold 2.4 GHz (dbm) Auto v

Multicast Data Rate

Multicast Data Rate 5 GHz (Mbps) Auto v

Troubleshooting

Multicast Data Rate 2.4 GHz (Mbps) Auto v

For 6 GHz band, the global high density parameters like Rx Sop Threshold and Multicast Data Rate is configured
in default-rf-profile-6ghz

Walk Me Through >

Cisco Mobility Express and Lightweight Access Points

The Cisco Mobility Express solution has reached End-of-Life (EOL) status and does not support Wi-Fi 6E (6
GHz). However, Cisco Wireless Phone 9821 remains compatible with existing Mobility Express deployments
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in environments where 6 GHz connectivity is not required. When configuring Mobility Express and its
associated access points, adhere to the following guidelines:

Enable 802.11r (FT)

Disable CCKM

Set Quality of Service (QoS) to Platinum
Disable P2P (Peer to Peer) Blocking Action
Set Client Band Select to Disabled

Set Client Load Balancing to Disabled
Configure the Data Rates as necessary
Configure RF Optimization as necessary
Set Traffic Type to Voice and Data

Enable CleanAir if utilizing Cisco access points with CleanAir technology
Configure Multicast Direct as necessary

Cisco Autonomous Access Points

Cisco Autonomous Access Points have reached End-of-Life (EOL) status and do not support Wi-Fi 6E (6 GHz).
However, Cisco Wireless Phone 9821 remains compatible with Autonomous deployments in environments
where 6 GHz connectivity is not required. When configuring Cisco Autonomous Access Points, adhere to the
following guidelines:

e Ensure 802.11r (FT)

¢ Disable CCKM

Configure the Data Rates as necessary

Configure Quality of Service (QoS)

Set the WMM Policy to Required

Ensure Aironet Extensions is Disabled

Disable Public Secure Packet Forwarding (PSPF)
Set IGMP Snooping to Enabled

Cisco SSID on Meraki Dashboard

Voice optimization typically requires a different configuration including access control and traffic shaping to
address device specific recommendations. It is recommended to have a separate Voice SSID for devices
dedicated to voice applications.

It is recommended to operate Cisco Wireless Phone 9821 on the 5 GHz or 6 GHz band. These bands provide
significantly greater spectrum availability and lower levels of non-Wi-Fi interference compared to the 2.4 GHz
band, resulting in a more stable and reliable environment for latency-sensitive voice traffic.

WLAN Settings

1. Configure a new SSID with WPA3
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VOIP

Basic info
SSID (name)
SSID status

Hide SSID
Security  weas st configured
Wi-Fi 7 requires newer Cipher suite and AKM support. Please enable these under Advanced WPA3 Settings section below. Please
check documentation for more details.
Open (no encryption)

Opportunistic Wireless Encryption (OWE)

O Password

WPA3 Requirements in Wi-Fi 6E (6 GHz):

WPA3 is mandatory for all Wi-Fi 6E devices operating in 6 GHz band.
WPA3-Personal (SAE) with H2E for home/personal use.
WPA3-Enterprise (802.1X, with optional 192-bit security suite) for enterprise deployments.
Enhanced Open (OWE) for open networks requiring encryption without passwords
Protected Management Frames (PMF) is mandatory in 6 GHz.
e WPA2 is not permitted in 6 GHz operation.
2. Enable 802.11r for WPA2/WPA3-Enterprise or Pre-shared key. In this example, the WLAN is set the
Security Settings to WPA3 only.

WPA encryption & WPA3 only ~

80211r © © Enabled

Disabled

80211w ©

© Required (reject unsupported clients)

Mandatory DHCP Enabled Disabled

Advanced WPA3 settings i

WPA3 Cipher Suite GCMP 256

WPA3 AKM Suite SAE

3. Set Splash page to None
4. Enable Bridge mode
5. Enable VLAN tagging. Segregate Voice traffic Voice by mapping the WLAN with a dedicated VLAN
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VLAN tagging ©@ [ VLAN D
# Access point tags VLANID
Default 100

+ Add VLAN ID

6. Click Save.

Minimum Bitrate

For Voice networks, 12 Mbps is recommended as the minimum bitrate. Increasing this value requires proper
coverage in the RF planning. An administrator can improve the performance of clients on the 5 GHz and 6Ghz
band by disabling lower bitrates. Adjusting the bitrates can reduce the overhead on the wireless network and
also in some cases improve roaming performance.

The minimum bitrate is configured in Wireless > Radio Settings > RF Profiles > [Profile Name] and can be
set on per band or on per SSID basis.

Minimum bitrate Per band
configuration

© Perssio

Amaze n &

11be 18 4

[ voIP 18 ] '

Traffic Shaping Rules

Use traffic shaping to offer voice traffic the necessary bandwidth. It is important to ensure that your voice
traffic has enough bandwidth to operate. As such, traffic shaping rules can be implemented to allow voice
traffic to use additional bandwidth, or limit other types of traffic to help prioritize voice traffic.

1. Go to Wireless > Configure > Firewall & traffic shaping and choose your SSID from the SSID drop-
down menu at the top of the screen.

2. Click the drop-down menu next to Shape traffic and choose Shape traffic on this SSID, then click
Create a new rule.

3. Click Add + and select All VoIP & video conferencing.

4. Set Per-client bandwidth limit to Ignore SSID per-client limit (unlimited) and click Save changes.
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Rule #1

Definition

Per-client bandwidth | lgnore SSID per-client limit (unlimited]
limit

PCP / DSCP tagging © 3 ~| | [46 (EF - Expedited Forwarding, Voice)

PCP, DSCP, and WMM mapping

Many devices support Quality of Service (QoS) tags to maintain traffic priority across the network. WMM
improves the reliability of applications in progress by preventing oversubscription of bandwidth. WMM
accomplished this by enhancing the prioritization of traffic using the access categories: voice, video, best effort,
and background data. WMM has mapped values which can be found in this article. To configure correct
mapping for PCP and DSCP values, follow these steps:

1. Go to Wireless > Configure > Firewall & traffic shaping and choose your SSID from the SSID drop-
down menu at the top of the screen.

2. Under the traffic shaping rules, make sure Shape Traffic for this SSID is selected and that there's a rule
for All voice & video conferencing.

3. Set PCP to 6 or the setting recommended by your device/application vendor.

Note that PCP values can only be changed if the SSID has VLAN tagging enabled. This ensures there's a
field to which the CoS value can be written).

4. Set DSCP to 46 (EF - Expedited Forwarding, Voice).
Configuring Cisco Call Control

Cisco Webex Calling

You can add Cisco Wireless Phone 9821 to Cisco Webex Calling and assigned it to a user for personal usage.
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< Devices

Cisco 9821

© Online * Phones

Overview  History  Lifecycle

Details

Webex services © ©
Deployment

Lines

10.74.62.40
Host IP address

Cisco

Managed By

Software

Stable
Software Channel

Planned Maintenance ®
xR off

) schedule

No schedule set

Tags

Add tag

Personal Usage

You can assign Cisco Wireless Phone 9821 to a user and configure the settings on Control Hub.

Device platform:

FVH295130TW.

Serial number

C8:78:F7:7A:D9:DB
MAC address

100.100.14.220

Remote IP address

PHONEOS-9821.35a6301254-20260209-3ba630f254dev
Software version

Follow these steps to add a device for a user:

1. Navigate to Devices, and then select Add Device.

( dit schedule )

2. Select Existing User, and then click Next.
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Issues & Information

© No reported issues at this time.

Configurations

& Al configurations

@ configuration templates

Device Management

The users and workspaces that appear on this device are displayed below in the order of appearance.

To add and remove users and workspaces, select Configure Lines.
To customize the programmable Line Keys, select Configure Layout.

To set up the display settings and other

Index # Name

YUHUI 1824933985 +jupiter]

5 of 6 total lines available

& Configure Lines

& Configure Layout

Support

Meetings & Calls [ New

Device Logs @

0]

options, select All

in the

Number/Extension

3019362336/2336

section.

139

Appearances Registered

1

Manage

Manage

Go to troubleshooting

Manage

>

>

>
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Add Device

Assign to a user or a workspace?

Existing User

Personal Usage

Devices for personal usage should be assigned to a specific user. A workspace represents a physical location containing a device not
owned by a specific user, such as a meeting room with a Webex Board 55 or a reception with a shared phone.

Workspace

Shared Usage

[5) Multiple Cisco IP Phones: To bulk activate devices, Import/Upload CSV file

Cancel

3. Search for the user, and then click Next.
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Add Device
Which user will this device belong to?

Bearch for a user

Back

Cisco Unified Communications Manager

Cisco Unified Communications Manager offers different phone, calling, and security features.

Device Enablement

To enable the Cisco Wireless Phone 9821 device type in Cisco Unified Communications Manager, the
corresponding device package COP file must be installed via the Cisco Unified Operating System
Administration webpage for each Cisco Unified Communications Manager server.

Each Cisco Unified Communication Manager node may not have to be restarted after the device package COP
file has been installed.

Follow these steps based on the Cisco Unified Communications Manager version.
14.0.1 and later

e Restart the Cisco Tomcat service on all Cisco Unified Communications Manager nodes.
e [frunning the Cisco CallManager service on the publisher node, restart the service on the publisher node
only.

Note: The Cisco CallManager Service on subscriber nodes do not need to be restarted.

For information on how to install COP file, refer to the Cisco Unified Communication Manager Operation
System Administration Guide.
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When adding Cisco Wireless Phone 9821 to Cisco Unified Communications Manager, you must provision the

phone using the Wi-Fi MAC address.

The Wi-Fi MAC address of Cisco Wireless Phone 9821 can be found by navigating to Settings > Phone

information > Device information.

r Device Information

@ Device is trusted

MAC Address™®

Description

Device Pool® -- Not Selected --
Common Device Configuration < None =

Phone Button Template™® -- Mot Selected --
Softkey Template < None >

Common Phone Profile Standard Common Phone Profile

4 View Details
4 View Details
)
)

4 View Details

QoS Parameters

The DSCP values to be used for SIP communications, phone configuration, and phone-based services to be used
by the phone are defined in Cisco Unified Communications Manager’s Enterprise Parameters.

The default DSCP value for SIP communications and phone configuration is set to CS3.

Phone-based services are configured to be best effort traffic by default.

— Enterprise Parameters Configuration

Parameter Name
Cluster 1D *

Max Numnber of Device Level Trace *

DSCP for Phone-based Services *

DSECP for Phone Configuration *

Connection Monitor Duration *

Auto Registration Phone Protocal *

Auto Registration Legacy Mode *

BLF For Call Lists *
Advertise G.722 Codec *
Phone Personalization *
Services Provisioning *
Eeature Control Policy
Wi-Fi Hotspot Profile
IMS Inter Operator Id *

URI Lookup Policy *

Wireless LAN Profiles

Parameter Value

StandAloneCluster

12

default DSCP (000000)
CS3({precedence 3) DSCP (011000)

DSCP for Cisco CallManager to Device Interface  CS3({precedence 3) DSCP (011000)
3

120

SCCP

False

Disabled

Enabled

Disabled

Internal

< None >

< None >

IMS Inter Operator Identification

Case Sensitive

Suggested Value
StandAleneCluster

12
| default DSCP (000000)
d CS3{precedence 3) DSCP {011000)
| CS3(precedence 3) DSCP (011000)

120
d SCCP
| False
| Disabled
K Enabled
<] Disabled
<] Internal

[
<)

IMS Inter Operator Identification

| <] Case Sensitive

With Cisco Unified Communications Manager 14.0.1 release and later, you can provision Cisco Wireless Phone
9821 with Wireless LAN Profiles. EAP-TLS support is included.
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Create a Wireless LAN Profile

Prior to creating a Wireless LAN Profile and associating it to Cisco Wireless Phone 9821, the phone should be

configured to utilize a security profile with TFTP encryption enabled. This prevents Wireless LAN Profile data
from being transmitted in clear text to the phone.

—Phone Security Profile Information

Product Type: Cisco 9821

Device Protocol: SIP

Name™ | Cisco 9821 Standard SIP Security Profile |
Description | Cisco 9821 Standard SIP Security Profile |
Nonce Validity Time™* |500 |
Device Security Mode [ Encrypted v ]

Transport Type* (TLs v |

D Enable Digest Authentication
TFTP Encrypted Config

Once the security profile has been created, it must be applied to the phone to enable TFTP encryption for the

phone’s configuration files. Select the configured security profile from the Device Security Profile drop-down
menu.
r Protocol Specific Information

Packet Capture Mode* [ None VJ
Packet Capture Duration |0

BLF Presence Group™* [ Standard Presence group "]
SIP Dial Rules (< None > v

MTP Preferred Originating Codec® | 711,law

<

Device Security Profile*

<

Cisco 9871 - Standard SIP Secure Profile

<

<

SUBSCRIBE Calling Search Space | < None >

SIP Profile* Standard SIP Profile v

Digest User [ < None >

[
Rerouting Calling Search Space [< None >

[

[

View Details

<

["] Media Termination Point Required
D Unattended Port
D Require DTMF Reception

Follow these steps to create a Wireless LAN profile on Cisco Unified Communications Manager.

1. To create a Wireless LAN Profile, navigate to Device > Device Settings > Wireless LAN Profile
within the Cisco Unified Communications Manager’s Administration interface.
2. From the Wireless LAN Profile page, select Add New.
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ahal,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing » Media Resources » Advanced Features = Device = Application = UserManagement =  Bulk Administration = Help «

Find and List Wireless LAN Profiles

|:I'}Aud|uew

Wireless LAN Profile

Find Wireless LAN Profile where Name begins with Find Clear Filter dh | =

Mo active query. Please enter your search criteria using the options above.

Add New

Specify the Name, Description, Wireless Settings (SSID, Frequency Band, User Modifiable), and
Authentication Settings for the profile.

Below are Wireless LAN Profile defaults:
Frequency Band = Auto

User Modifiable = Allowed
Authentication Method = EAP-FAST

Note: Wired Equivalent Privacy (WEP) is a legacy security protocol and is not supported by Cisco
Wireless Phone 9821. Cisco Wireless Phone 9821 categorizes both PEAP-GTC and PEAP-MSCHAPv2
under the PEAP authentication framework. Additionally, the device groups both 5 GHz and 6 GHz
frequency bands under the 5G designation within the user interface.
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alimln Cisco Unified CM Administration I
Cisco

For Cisco Unified Communications Solutions

System + CallRouting + Media Resources + Advanced Features + Device +  Application -

Wireless LAN Profile Configuration
B Save

Status

@ Status: Ready

rWireless LAN Profile Information

Name*
Description

User Modifiable®  Allowed

~Wireless Settings
SSID (Network Name)*

Frequency Band * Auto 2]

r Authentication Settings

Authentication Method*  Eap-FAST

| Provide Shared Credentials
Password Description

r Network A ss Settings

Metwork Access Profile. = None > a View Details

Save

a) Enter a name for the Wireless LAN profile. The name can be up to 50 characters in length.
b) (Optional) Enter a description that can be up to 63 characters in length.

Name™*

Description

c) Select the desired User Modifiable option.

* Allowed - The user has the capability to change any Wireless LAN settings (e.g.
Enable/Disable, SSID, Frequency Band, Authentication Method, Username and Password, PSK

Passphrase) locally on the phone.

* Disallowed - The user is unable to change any Wireless LAN settings.

* Restricted - The user is only able to change certain Wireless LAN settings (e.g. Username and

Password).
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G Save x Delete Copy E{F Add New

[ Status

@ Status: Ready

 Wireless LAN Profile Information

Name* [ Isc-test ‘

Description " Not Selected -
User Modifiable* v Allowed

Disallowed | —

Wireless Setting  Restricted

SSID (Network Name)* [Isc-test

Frequency Band* | Auto v\‘

d) Enter an SSID that can be up to 32 ASCII characters in length.

SSID (Network Name)*

e) Select the desired Frequency Band option.
» Auto = Give preference to 5 GHz channels, but operates on both 5 GHz and 2.4 GHz channels
* 2.4 GHz = Operates on 2.4 GHz channels only
* 5 GHz = Operates on 5 GHz and 6 GHz channels

Frequency Band * Auto | < |

f) Select the desired Authentication Method option.

* [f EAP-FAST, PEAP-MSCHAPvV2, or PEAP-GTC is selected, the option to enter shared
credentials (Username and Password) is available.

* If Provide Shared Credentials is not selected, the Username and Password will need to be
configured locally on the phone by the admin or user.

Authentication Method®  Eap-FAST B

Provide Shared Credentials
Password Description

Authentication Method® | pEAP-GTC E
Provide Shared Credentials

Password Description

Authentication Method*® | pEAP-MSCHAPV2 E

Provide Shared Credentials
Password Description

« If Provide Shared Credentials is selected, the specified Username and Password will be
utilized for all Cisco Wireless Phone 9821 that utilize this Wireless LAN Profile.

* Up to 64 characters can be entered for the Username and Password.

* (Optional) Enter a Password Description.
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Authentication Method™®  Eap-FAST <]

& Provide Shared Credentials

Username

Password

show password

Password Description
» If EAP-TLS is selected, you must configure User Certificate to specify the type of user
certificate to utilize for EAP-TLS authentication.

* Set User Certificate to MIC (Manufacturing Installed Certificate), LSC (Locally Significant
Certificate) or User Installed.

Authentication Method* | Eap-TLS
User Certificate™ MIC

Authentication Method* | Eap-TLS

oE Bpe

User Certificate ® User Installed

« I[f PSK is selected to utilize Pre-Shared Key authentication, you must enter a PSK Passphrase.
The PSK Passphrase must be in one of the following formats:

* 8-63 ASCII character string
* 64 HEX character string

* (Optional) Enter a Password Description.

Authentication Method®  psg B

PSK Passphrase™

show passphrase

Password Description

« If None is selected, no authentication is required and no encryption will be utilized.

Authentication Method® | None <

Cisco Wireless Phone 9821 does not support the Network Access Profile option.

4. Select Save once the Wireless LAN Profile configuration is complete.
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rWireless LAN Profile Information

Name* 8832
Description

User Modifiable®  allowed

o

r Wireless Settings

*
SS5ID (Network Name)™ | oice

Frequency Band* 5 GHz

rAuthentication Settings

Authentication Method™® | EAP-FAST

@

Provide Shared Credentials
Username BB61

Password

| show password

Password Description

r Network Access Settings

Network Access Profile < None > View Details

Save

Create a Wireless LAN Profile Group

Follow these steps to create a Wireless LAN Profile Group:

1. Navigate to Device > Device Settings > Wireless LAN Profile Group in Cisco Unified

Communications Manager Administration.
2. From the Wireless LAN Profile Group page, select Add New.

ahali,  Cisco Unified CM Administration
cisce For Cisco Unified Communications Solutions

System » Call Routing = Media Resources »  Advanced Features » Device = Application +  User Management =  Bulk Administration + Help

Find and List Wireless LAN Profile Groups
I:Il} Add New

Wireless LAN Profile Group

Find Wireless LAN Profile Group where Group Mame begins with Find Clear Filter ol | =

Mo active query. Please enter your search criteria using the options above,

Add New

3. Specify the Name, Description, and select the Wireless LAN Profile to add.
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Wireless LAN Profile Group Configuration

o sove 9 petcte [ copy cla Adanew

@ Update successful

— Wireless LAN Profile Group Information

Name™* | 9871 |
Description | |

— Profiles for this Wireless LAN Profile Group

Available Profiles Gorilla-dot1x-hide

Test
for_test
gulian_eap
gulian_open

* %
Selected Profiles BTHUb5-86GN

g
~

Totally up to 4 Wireless LAN Profiles could be added to a Wireless LAN Profile Group.
4. Select Save once the Wireless LAN Profile Group configuration is complete.

Apply a Wireless LAN Profile Group to a Device Pool

Once the Wireless LAN Profile Group has been created, you can apply it to a Device Pool or an individual
Cisco Wireless Phone 9821.

Follow these steps to apply a Wireless LAN Profile Group to a device pool:

1. Navigate to System > Device Pool in Cisco Unified Communications Manager Administration.

2. Create a Device Pool as necessary and add the desired Cisco Wireless Phone 9821 to this Device Pool.

3. Once the Device Pool has been created, configure the Wireless LAN Profile Group and then select Save.

4. Once the Wireless LAN Profile Group has been applied to the Device Pool, select Apply Config for the
Cisco Wireless Phone 9821 to download the Wireless LAN Profile Group configuration.
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r Device Pool Settings B
O & 100.100.85.2/ccmadmin/wirelessLANProfileGroupDetail.do? ¢

Device Pool Name* |9821
. . _— *
Cisco Unified Communications Manager Group [Defau|t Wireless LAN Profile Group Details
Calling Search Space for Auto-registration [ < None >
Close
Adjunct CSS (< None > E}
Reverted Call Focus Priority [Default Wireless LAN Profile Group Information
Intercompany Media Services Enrolled Group [< None > Name* Meraki-gp-2
MRA Service Domain [< None > Description
— Roaming Sensitive Settings B
- — Profiles for this Wireless LAN Profile Grou
Date/Time Group*  DateTime-SH-no-NTP v b
. Available
Region* [Default v] Profiles 11111111111111111111111111111111111111111111111111
. . Jupiter-1x-1
Media Resource Group List [< None > b ] Jupiter-1x-2
Location [< None > v ] Jupiter-1x-3
Network Locale [< None > 2 ] Jupiter-1x_TLS
SRST Reference*® [Disable b ] va
Connection Monitor Duration*** | Eretl)‘:ﬁ:;ﬂ* Meraki-psk
. x Meraki-TLS
Single Button Barge [Defau|t > ] Meraki-1x-SAE v
. . -~
Join Across Lines* [Default v ] Meraki-1x-ISE
Physical Location [< None > v ]
]
Device Mobility Group [< None > b ]
Wireless LAN Profile Group [Meraki-gp-z v ]L

@ *_ indicates required item.

|—Local Route Group Settings

Apply a Wireless LAN Profile Group to an Individual Phone
Follow these steps to apply a Wireless LAN Profile Group to an individual Cisco Wireless Phone 9821:

1. Navigate to Device > Phone in Cisco Unified Communications Manager Administration.

2. Find your phone and open the Phone Configuration page.

3. In the Device Information section, select your WLAN profile group in the Wireless LAN Profile
Group drop-down list.

4. Select Save.

5. Select Apply Config for the Cisco Wireless Phone 9821 to download the Wireless LAN Profile Group
configuration.

Configuring Cisco Wireless Phone 9821

Wi-Fi Profile Configuration

You can add, delete, or edit Wi-Fi profiles using either the Cisco Wireless Phone 9821 administration web page
or the on-device LCD menu. The phone supports up to four Wi-Fi profiles. We recommend assigning a unique
SSID to each profile; if multiple profiles share the same SSID, the phone will prioritize the highest-ranked
enabled profile.

Automatic Provisioning
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This method is currently available only for phones registered to Cisco Unified Communications Manager. For
automatic provisioning of the Wi-Fi Profiles, you can connect Cisco Wireless Phone 9821 to a network by
either docking in the desktop charger with a supported USB-to-Ethernet adapter or using the default Wi-Fi
settings (SSID = cisco and Security Mode = none). Both methods ensure connectivity to the Cisco Unified
Communications Manager (CUCM). Ensure the network provides DHCP Option 150 to direct the device to the

target CUCM.

With connectivity to Cisco Unified Communications Manager 14.0.1 or later, Wi-Fi profile configuration data
can be downloaded and applied to Cisco Wireless Phone 9821. For more information, see the Wireless LAN

Profiles section.

Certificates can also be automatically installed utilizing a network connection. For more information, see the
Simplified Certificate Enrollment Protocol (SCEP) section.

Config and Modify Wi-Fi Profile via Phone Administration Web Page

Once the Cisco Wireless Phone 9821 onboarding process is complete, you can modify Wi-Fi profiles via the

phone administration web page. Ensure that the phone has obtained a valid IP address.

Webex Calling

1. Enter the IP address of the phone in your web browser address bar in this format.

[web service]://A.B.C.D

Replace [web service] with http or https, which depends on the exact web service opened on your phone,
and replace A.B.C.D with your phone's valid IP address. For example, http://10.64.84.147/.

2. Click Admin Login and then click advanced to access the configurations as an administrator.

Refer to the following screenshot as an example:

@] O & Not Secure http://100.100.69.195

ol I 1ol I } 4 CiscolIP Phoniaprv rd P

cisco WP-982

Info Call History | Personal Directory | Certificate

Status Debug Info | Download Status | Network Statistics

System Information

Host Name:

Primary NTP Server:
Bluetooth Enabled:
Bluetooth MAC:
Active Interface:
SSID:

Channel:

Security Mode:

IPv4 Information

IP Status:
Current IP:
Current Gateway:

Secondary DNS:

3. Go to Voice > System.

SEPFC728893A739
ntp.broadcloudpbx.net
No

Wireless
JFW-SAE
153

PSK

OK
100.100.69.195
100.100.69.254
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Domain:

Secondary NTP Server:
Bluetooth Connected:
Connected Device ID:
Wireless MAC:

AP MAC:

Frequency:

Connection Type:
Current Netmask:

Primary DNS:

No

FC:72:88:93:A7:39
A4:00:4E:FA:62:8E
5765 MHz

Static IP
255.255.254.0
10.74.20.174
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http://10.64.84.147/

Currently Cisco Wireless Phone 9821 has four Wi-Fi profiles. Refer to the following screenshot as an

example:

C QO Q Not Secure http://100.100.69.195

.|I|'|I|. Cisco IP Phone for 3re

cisco WP-9¢

Info Voice Call History | Personal Directory | Certificate

System Phone Ext1 Ext2 Ext3 Ext4

Wi-Fi Profile 1

Network Name:
‘Wi-Fi User ID:
Frequency Band:
Control Mode:

Profile Name:

Wi-Fi Profile 2

Network Name:
Wi-Fi User ID:
Frequency Band:
Control Mode:

Profile Name:

Wi-Fi Profile 3

Network Name:
Wi-Fi User ID:
Frequency Band:

Control Mode:

cisco

Auto
Allow

Profile 1

JFW-SAE

Auto
Allow

Profile 2

Jupiter-1x
rimo
Auto

Allow

Ext5

Security Mode:
Wi-Fi Password:
Certificate Select:
Enable:

PSK Passphrase:

Security Mode:
Wi-Fi Password:
Certificate Select:
Enable:

PSK Passphrase:

Security Mode:
Wi-Fi Password:
Certificate Select:
Enable:

Admin Login

None

Manufacturing installed

Yes

PSK

Manufacturing installed

Manufacturing installed

Yes

Profile Name:  Profile 3 PSK Passphrase:

Undo All Changes Submit All Changes

4. Specify the Wi-Fi network name and credentials for the phone to connect to the wireless access point.

The Security Mode can be EAP-Fast, EAP-PEAP, PSK, EAP-TLS or NONE, depending on the
authentication method settings on your access point.

If EAP-FAST, or PEAP is selected, Wi-Fi User ID and Wi-Fi Password are required.
If PSK is selected to utilize Pre-Shared Key authentication, you must enter a PSK Password.
The PSK Password must be 8-63 ASCII character string.
If None is selected, no authentication is required and no encryption will be utilized.
If EAP-TLS is selected, currently MIC or Customer Installed certificate is supported for Cisco
Webex Calling.
5. Select the desired Frequency Band.
e Auto: Give preference to 5 GHz and 6 GHz channels, but operates on all 3 bands
e 2.4 GHz: Operates on 2.4 GHz channels only
e 5 GHz or 6 GHz: Operates on 5 GHz and 6 GHz channels
6. Click Submit All Changes.

CUCM

Note: Ensure that Web Admin is set to Enabled on your Cisco Wireless Phone 9821 in Cisco Unified
Communications Manager Administration. The username is fixed to admin, and you have configured the
Admin password.

Web Admin* Enabled a

Admin Password 0 esesssssssssses

1. Enter the IP address of the phone in your web browser address bar in this format.
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https://A.B.C.D:8443
Replace A.B.C.D with your phone's valid IP address. For example, http://10.64.84.147:8443/.

2. Enter admin in the Username field, enter the password in the Password field. Click Submit.
3. Select Network setup.

Refer to the following screenshot as an example:

&« C QO G 100.100.68.17:8443/CGl/Java/Serviceability ?adapter=network_profiles b

alradn WLAN
CIsco
Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )

SSID

Device information Profile Status

Network setup Profile 1 Jupiter-psk Disabled

Setup Profile 2 JFW-SAE Enabled
WLAN Profile 3 alpha Disabled
Network Profile 4 SuiteB-Xin Enabled
Certificates

Backup settings
4. Select a profile to access the WLAN and network configuration parameters.

Refer to the following screenshot as an example:

&« C O PA 100.100.68.17:8443/CGl/Java/Serviceability ?adapter=network_profilel

lllllllll
Cisco

Profile 1

Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )
Device information Source Local

Network setup Status Disabled v |

Setup Profile Profile 1
WLAN

Network User modifiable | Allowed v |
etworl

Certificates

Backup settings 0
WLAN configuration
Local contacts
Network statistics
SSID Jupiter-psk
Ethernet information
Security mode | PSK N
Access —
Network Pass phrase ~ |ceeeeenennnns
802.11 mode Auto v

Device logs

Console logs | save |

Core dumps

Status messages

Note:

e Any changes made to the currently active Wi-Fi profile will cause the phone to disconnect from the
current access point (AP) and re-establish a connection using the updated parameters.

e Wired network connectivity takes precedence over wireless. When the phone is placed in a desktop
charger connected with a USB-to-Ethernet adapter, the Wi-Fi radio is automatically disabled. Removing
the phone from the desktop charger triggers an automatic transition back to the wireless connection.

e Wi-Fi profiles configured via the web page are automatically synchronized with those configured on the
phone UL
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Configure Wi-Fi Settings on the Phone Ul

Use the following guidelines to configure Wi-Fi Profiles through the phone UI menu.

1. Access the Settings app.
Select Wi-Fi, then select the desired profile to configure. You can configure four profiles in total.

Refer to the following screenshots as an example:
+13019361053 10( +13019361053

settings

1 [J Phone settings

/\ Issues and diagnostics
= Wi-Fi

% Bluetooth

& Admin settings

(© Phone information

+13019361053 - 100 +13019361053

li=f rofile 3

Profile 1 1 Profile name

8]

Profile 2 2 WLAN configuration

&

Profile 3

8

Profile 4

&

Disable

[98)

(Optional) Press Select to enter a profile name. Press More (...) and select Save.

4. Highlight WLAN configuration and then press Select to configure the WLAN parameters including
SSID, Security mode, and 802.11 mode.

Refer to the following screenshots as an example:
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+13019361053

nfiguratic

SSID

Security mode

802.11 mode

Auto

b) Select a Security mode as required. The following table shows the valid input for each security

mode.
Security mode | Password | User ID Certificate
None
PSK yes
EAP-FAST yes yes
EAP-PEAP yes yes
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EAP-TLS

yes

5. Press Save.

Refer to the following screenshots as an example:
+13019361053

WLAN configuratic

SSID
Jupiter-1x

Security mode
EAP-FAST

User ID

Password

802.11 mode

Autc

Cancel

Network configuration

Network configuration is the common setting for all WLAN profiles. You can set up DHCP, IP Address,
Gateway, DNS and Alternate TFTP parameters from Settings > Admin settings > Network configuration >

IPv4 setup.
+13019361053

Settings Admin settings

J Phone settings Neighbor list

/N Issues and diagnostics Status

= Wi-Fi Network configuration

System configuration

X Bluetooth

Reset settings

& Admin settings

(© Phone information

Refer to the following screenshots as an example:

+13019361053

Network configuration

3 [Pv4 setup
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883002

IPv4 setu

+13019361053

IPv4 setup

DHCP

IP address 8 Alternate TFTP

100.100.69.195

Subnet mask
255.255.254.0

Default router
100.100.69.254

DNS server 1
10.74.20.174 12 DHCP address released

To reset all WLAN and network configurations, access Settings > Admin settings > Restart and Reset >
Network settings.

883002 883002

Settinas
] Phone settings
4\ Issues and diagnostics
= Wi-Fi

X Bluetooth

& Admin settings

(© Phone information

02/26/2026 3:51 PM

Favorites
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883002 883002

Admin settings Reset Settings

1 Neighbor list 1 Reset device

Status 2 All settings

Network configuration 3 Network settings

System configuration

4 Security settings

Reset Settings

Certificate Management

Cisco Wireless Phone 9821 utilizes X.509 digital certificates for EAP-TLS or to enable Server Validation.

User certificates can be installed automatically using the Simple Certificate Enrollment Protocol (SCEP) or
manually via the phone administration web page.

The phone supports a maximum of one certificate per type: one User Certificate and one Server Certificate.
These may be provisioned using either SCEP or manual upload methods.

LSC certificate is installed by CUCM CAPF service.
Once a certificate is installed, Server Validation is automatically enabled if configured for EAP-TLS.

Microsoft® Certificate Authority (CA) servers are recommended. Other CA server types may not be completely
interoperable with Cisco Wireless Phone 9821.

Both DER and Base-64 (PEM) encoding are acceptable for the client and server certificates.
Certificates with a key size of 1024, 2048, and 4096 are supported.

Ensure the client and server certificates are signed using either the SHA-1 or SHA-2 algorithm, as the SHA-3
signature algorithms are not supported.

Ensure Client Authentication is listed in the Enhanced Key Usage section of the user certificate details.

Manual Installation

Note: Ensure that Web Admin is set to Enabled on your Cisco Wireless Phone 9821 in Cisco Unified
Communications Manager Administration. The username is fixed to admin, and you have configured the
Admin password.

Web Admin* Enabled | <)

Admin Password | sueesssssescsscsscasessessases

1. Enter the IP address of the phone in your web browser address bar in this format.
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https://A.B.C.D:8443
Replace A.B.C.D with your phone's valid IP address. For example, http://10.64.84.147:8443/.

2. Enter admin in the Username field, enter the password in the Password field. Click Submit.
3. Select Certificates.

Refer to the following screenshot as an example:

& C O & o 100.100.68.17:8443/CGl/Java/Serviceability ?adapter=network_profilel

Go back one page (38+«)
Pull down to show history

NI User Sign In
CISCO

Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )

Device information Username [admin

Network setup

Password | -------- | I

Setup
WLAN | Submit |

Network

Certificates

You can utilize the internal Manufacturing Installed Certificate (MIC), LSC or a custom User Installed
certificate to be used as the User Certificate for EAP-TLS.

Manufacturing Installed Certificate (MIC)

You can use the pre-installed Manufacturing Installed Certificate (MIC) as the User Certificate for EAP-TLS.

To use the MIC as the User Certificate for EAP-TLS, you must export the MIC’s CA chain and add it to the
RADIUS server’s trust list.

Click Export to download the root and subsequent CA certificates from the admin webpage interface.
« c O G 100.100.68.17:8443/CGl/Java/Serviceability ?adapter=certificate s ©® 9 =

Signed in as admin, Sign out

Certificates

Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )

Device information Type Common name Issuer name Valid from Valid to

Network setup P CN=CP-9821-SEPFC728893B6F9, O=Cisco, OU=TPM . ... - =Ci . eq.

. Manufacturing issued SUDI, serialNumber=PID: WP-9821 SN:FVH295130P) CN=High Assurance SUDI CA, O=Cisco 01/17/2026 00:28:54 08/09/2099 20:58:26
etup
WLAN Manufacturing CA CN=High Assurance SUDI CA, O=Cisco 0=Cisco, CN=Cisco Root CA 2099 08/11/2016 20:28:08 08/09/2099 20:58:27 | Export
Network Manufacturing root CA 0=Cisco, CN=Cisco Root CA 2099 0=Cisco, CN=Cisco Root CA 2099 08/09/2016 20:58:28 08/09/2099 20:58:28 [Export
Certificates User installed <Not installed> <Not installed> | Install |
Backup settings Authentication server CA <Not installed> <Not installed> [Install|

Local contacts

This Manufacturing root CA should be added to the RADIUS server's trust list.

MFG Root CA on User's Radius Server

Manufacturing Installed Certificate should be installed and trusted by the end user's RADIUS Server.
1. Download two root CA certs for Cisco Wireless Phone 9821 from the following links.

https://www.cisco.com/security/pki/certs/hasudi.cer

https://www.cisco.com/security/pki/certs/crca2099.cer
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2. Import these two certificates into the user's RADIUS server, such as the Cisco Identity Services Engine
(ISE).

3. Apply the correct privilege to these two trusted certs. Pay attention to the red circles highlighted in the
following screenshots.

~ Certificate Management Trusted Certificates
System Certificates / Edit f=Import | @vExport | I Delete SO View Show | All
— =
<\Im$d Certiﬁcgias> [ Friendly Name «  Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date Expiration S
O LIgIceIL Gluvdl KOOL LA & cnaviea Liscu Services UG 3D £U 50 U 42 ... | UIGILEIL GIUDAI KOUL LA LIGICEIL GIUDAI KUULLA. | i, LU INOV 200D MO, LU NOV 2051 g
OCSP Client Profile Endpoints
O DigiCert root CA Enabled Infrastructure 02 AC'5C 26 6A 0B... DigiCert High Assurance... DigiCert High Assurance... ~Fri, 10 Nov 2006 Mon, 10 Nov 2031
Certificate Signing Requests AdminAuth
Certificate Periodic Check Setti. Endpoins
o O DigiCert SHA2 High Assurance Server CA & Enabled Infrastructure 04 E1 E7 A4 DC5C... DigiCert SHA2 High Ass...  DigiCert High Assurance... Tue, 22 Oct 2013 Sun, 22 Oct 2028 v |
o o AdminAuth
b Gerificats Authority [J DST Root CA X3 Certificate Authority Enabled Cisco Services 44 AF B0 80 D6 A3... DST Root CA X3 DST Root CA X3 Sat, 30 Sep 2000 Thu, 30Sep2021 @
Infrastructure
[0 GARUAD-CA Enabled E:;;of:r’s‘"ces 12 A543 B1 0A 7E... GARUDA-CA GARUDA-CA Fri, 11 Jun 2021 Thu, 11 Jun 2026 (]
AdminAuth
//7,\ (/ Infrastrudbx\ e
[} (Hoswa ) Enabled E‘:g;j:{s" ice ) 0A 64 75 52 4C DS.. %wsiaf SUDI CA> Cisco Root CA 2099 Thu, 11 Aug 2016  Sun, 9 Aug 2099
— AdminAuth
O HydrantID SSL ICA G2 @ Enabled Cisco Services 7517 16 7783 D0 ... HydrantID SSL ICA G2 QuoVadis Root CA 2 Tue, 17 Dec 2013 Sun, 17 Dec 2023 (<]
Cisco Services
_ Cmdminber
o
~ Certificate Management Trusted Certificates
System Certificates J/ Edit feImport | @Export | 3 Delete JOView Show | All
( Trusted Cemﬂcates) [] Friendly Name a Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date Expiration Status
S Infrastructure
OCSP Client Profile [ Cisco Root CA 2048 @ Enabled Endpoints SFF87B282B54 ... Cisco Root CA 2048 Cisco Root CA 2048 Fri, 14 May 2004 Mon, 14 May 2029 (@
Certificate Signing Requests ——— ’ﬁmm .
Certificate Periodic Check Sefti... E@{oot cA 2099/ Enabled KEEE"i:;’ ‘? 019A335878CE... Cisco Root CA 2099 Cisco Root CA 2099 Tue, 9 Aug 2016 Sun, 9 Aug 2099 -]
—
» Certificate Authority i
[0 cisco Root CA M1 Enabled Cisco Services 2E D2 OE 7347 D3... Cisco Root CA M1 Cisco Root CA M1 Tue, 18 Nov 2008 Fri, 18 Nov 2033 E
Infrastructure
[ cisco Root CA M2 B Enabled Endpoints 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov2012  Thu, 12Nov2037 B
AdminAuth
O cisco RXC-R2 B Enabled Cisco Services o1 Cisco RXC-R2 Cisco RXC-R2 Wed, 9 Jul 2014 sun, 9 Jul 2034 (-]
Cisco Services
[J CN=Device Identity Basic Assurance Root CA 2099#.. Enabled igﬂ:z‘ﬁh 0A3BAB192424.. Device Identity Basic As... Device Identity Basic As... Fri, 3 Nov 2017 Tue, 3 Nov 2099 -]
Infrastructure
Infrastructure
I it Pt Basta & 11 R AAAAL sl Cisco Services AR 0 AR AMBAEA  adas Vst mass An  Pidan Pikabiis Panla e e £ Mas AP T B AlasaRRa =
User Installed Certificate
Follow these steps to manually install a user certificate for EAP-TLS:
.
1. Select Install for User Installed on the Certificates page.
2. Select Browse to point to the user certificate in PKCS #12 format (.p12 or .pfx).
3. Enter the Extract password, and then select Upload.
. . . . . .
Ensure the CA chain that issued the user certificate is added to the RADIUS server’s trust list.
<« © O & 100.100.68.17:8443/CGl/Java/Serviceability ?adapter=install_usercert & ® & =
Sign out’
.
T Certificates
Cisco
Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )
Device information Select file (.p12 or .pfx) to upload: \ Browse... | No file selected.
Network setup
Extract password: [
Setup
WLAN Upload |

4. Restart Cisco Wireless Phone 9821 after all certificates are installed.

Signed in as admin, Sign out

Certificates
Cisco IP Phone DP-9861 ( SEP845A3EC21655 )
Device information Authentication Server CA certificate has been updated.
Network setup Phone will use the new certificate after reboot. You can restart the phone with:
Setup ""System/Restart"
Certificates
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LSC Certificate
Follow these steps to enable CAPF service on CUCM:

1. Login to Cisco Unified CM Administration.

Select System > Service Parameters.

Select your CUCM server

Select Cisco Certificate Authority Proxy Function.

Select a certificate issuer in Certificate Issuer to Endpoint.

e If Online CA is selected, configure the external CA in the Online CA Parameters section.

e [f Cisco Certificate Authority Proxy Function is selected, the built-in CAPF function is used.
6. Select Save.

Pl

almli.  Cisco Unified CM Administration R e L e Cisco Unified CM Administration v
cisco For Cisco Unified Communications Solutions admin About Logout
System ¥ Call Routing ¥ Media Resources ¥ Advanced Features ¥ Device ¥ Application ¥ User \ it v Bulk Admini ion v Help v
Service Parameter Configuration CCIETEL R IEE Parameters for All Servers v | Go
G Save {9 Set to Default
Status

@ Status: Ready

rSelect Server and Service

Server* (10.77.46.225--CUCM Voice/Video (Active) v

Service* [Cisco Certificate Authority Proxy Function (Active) VJ
All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

r Cisco Certificate Authority Proxy Function (Active) Parameters on server 10.77.46.225--CUCM Voice/Video (Active)

Online CA Username I

Parameter Name Parameter Value Suggested Value
Certificate Issuer to Endpoint * [Online CA v] Cisco Certificate Authority Proxy Function
Duration Of Certificate Validity (in days) * |1825 | 1825
Maximum Allowable Time For Key Generation * |30 | 30
Maximum Allowable Attempts for Key Generation * |3 I 3
rOnline CA Par S
Online CA Hostname [cucme2.cA.cisco.com |
Online CA Port |443 ]
Online CA Template ICiscoRA_l ]
Online CA Type *  Microsoft cA v | Microsoft CA

Online CA Password I

Certificate Enrollment Profile Label
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Service Parameter Configuration Relal
[ save {5) Setto Default

® Status: Ready

[ Select Server and Service

Server* (10.79.57.147--CUCM Voice/Video (Active) v]

Service® [Cisco Certificate Authority Proxy Function (Active) V]

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

rCisco Certificate Authority Proxy Function (Active) Parameters on server 10.79.57.147--CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value

Certificate Issuer to Endpoint * [ Cisco Certificate Authority Proxy Function v] Cisco Certificate Authority Proxy Function
Duration Of Certificate Validity (in days) * [1825 J 1825

Maximum Allowable Time For Key Generation * [30 ‘ 30

Maximum Allowable Attempts for Key Generation * [3 ‘ 3

Online CA Par

Online CA Hostname ‘

Online CA Port I

Online CA Template [ccmadministrator

Online CA Username ‘

\
I
\
Online CA Type * [ Microsoft cA V] Microsoft CA
\
l

Online CA Password [

Certificate Enrollment Profile Label

Follow these steps to active or restart the CAPF server:

1. Login to Cisco Unified Serviceability.

Select Tools > Service Activation.

Select your CUCM server.

Ensure that Cisco Certificate Authority Proxy Function is Activated.
Select Tools > Control center Feature Service.

6. Select and restart Cisco Certificate Authority Proxy Function.

Follow these steps to install LSC certificate on Cisco Wireless Phone 9821:

1. Login to Cisco Unified CM Administration.

2. Select Device > Phone.

3. Click Find to display the list of configured phones, and then choose the phone to which you want to
install LSC certificate.

4. Select Install/Upgrade in Certificate Operation.

-Certification Authority Proxy Function (CAPF) Information

Pl

Certificate Operation™* [InstaII/Upgrade V]

Authentication Mode™* [ By Existing Certificate (precedence to LSC) V]

Authentication String

Generate String

Key Order™* [ RSA Only v]
RSA Key Size (Bits)* [ 2048 v]
EC Key Size (Bits) v

Operation Completes By (YYYY:MM:DD:HH)

Certificate Operation Status: Operation Pending
Note: Security Profile Contains Addition CAPF Settings.

5. Select Save and Apply.
The phone will install the LSC and then reboot. You can check the phone LSC status by accessing
Settings > Wi-Fi > Profile > WLAN Configuration > Security mode.
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883002

SSID
alpha

Security mode
EAP-TLS

User certificate type

LSC

883002

SSID
alpha

Security mode
EAP-TLS

User certificate type

LSC

802.11 mode

802.11 mode

Cancel Cancel

Import CAPF CA to ISE

Follow these steps:
1. Export LSC CA cert from CUCM.

If Online CAPF is used, users should ask for external CA cert from admin. If build-in CAPF is used,
users can download CA cert from CUCM.

a) Login to Cisco Unified OS Administration.
b) Select Security > Certificate Management.
c) Download the CAPF Identity certificate.

(1-140f14)

Certificate List

v | begins with v | cAPF “mj ‘/w\‘ \?] ‘:
kSeled item or enter search text v |

Find Certificate List where \iCertiﬁcate

Key

Certificate * Common Name/Common Name_SerialNumber Usage Type Ty Distribution
CAPF CAPF-50aa97cf Identity  Self- RSA  cucm-225
signed

2. Import LSC certificate to trust list.
Ensure that the CA chain of LSC certificate is added to the RADIUS server’s trust list.

il Identity Services Engine Home

» Context Visibility

» Operations. » Policy v Administration » Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment ~ Licensing v Certificates  » Logging ~ » Maintenance ~ Upgrade  » Backup & Restore > Admin Access  » Seftings
—

~ Certificate Management Trusted Certificates

System Certificates J/ Edit fImport | @vExport | Y Delete SO View

Trusted Certificates [ Friendly Name + status Trusted For Serial Number Issued To Issued By
' Cisco Services
ClEE Eital Al [ 802.1x_mingjzho_4096CA Enabled Endpoints OF3A91F2B363... test.sipura.cisco.com test.sipura.cisco.com
Cerficate Signing Requests Infrastructure
[ ASULIU-SCEP-CA#ASULIU-SCEP-CA#00009 Enabled Infrastructure 62F754B081BY... ASULIU-SCEP-CA ASULIU-SCEP-CA
Gl il G Sl @ Enabled Infrastructure 14724E9A 0001 ... asuliu-SUBCA ASULIU-SCEP-CA

[ asuliu-SUBCA#ASULIU-SCEP-CA#00008

Enabled Sisco Services 02 00 00 B9 Baltimore CyberTrust Ro... Baltimore CyberTrust Ro...
Infrastructure
- Cisco Services
[J cAPF-50aa97cf Enabled Endpoints

» Certificate Authority

6A 4F 99 F8 B9 C0 ... CAPF-50aa97cf CAPF-50aa97cf
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Server Certificate

The root CA certificate that issued the RADIUS server’s certificate must be installed for EAP-TLS or to enable
Server Validation. Service Validation is optional. If user doesn't want it, skip this step.

To manually install a server certificate, select Install for Authentication Server CA on the Certificates web
page.

Select Browse to point to the server certificate with PEM (Base-64) or DER encoding.

Signed in as admin, Sign out

Certificates
Cisco IP Phone DP-9861 ( SEP845A3EC22785 )
Device information Select file (.cer) to upload: | Browse... | No file selected.
Network setup
. | Upload
Setup

Restart Cisco Wireless Phone 9821 after all certificates are installed.

Signed in as admin, Sign out

Certificates
Cisco IP Phone DP-9861 ( SEP845A3EC21655 )
Device information Authentication Server CA certificate has been updated.
Network setup Phone will use the new certificate after reboot. You can restart the phone with:
Setup ""System/Restart"
Certificates

Certificate Removal

You can remove the User Installed certificates from the phone administration web page. To remove a
certificate, select Delete for the corresponding certificate, then restart the phone once a certificate has been
removed.

Signed in as admin, Sign out

Certificates

Cisco IP Phone DP-9861 ( SEP845A3EC21655 )

Issuer name

Valid from Valid to

Device information Type Common name

Network setup P CN=CP-9861-SEP845A3EC21655, O=Cisco, OU=TPM —Hi —Cj o L =q.
st Manufacturing issued SUDL, serialNumber=PID:DP-9861 SN:FVH280322J6 CN=High Assurance SUDI CA, O=Cisco 01/29/2024 05:06:35 08/09/2099 20:58:26
Setup
Cotificats Manufacturing CA CN=High Assurance SUDI CA, O=Cisco 0=Cisco, CN=Cisco Root CA 2099 08/11/2016 20:28:08 08/09/2099 20:58:27 Export
ertificates L J
oty Manufacturing root CA 0=Cisco, CN=Cisco Root CA 2099 0=Cisco, CN=Cisco Root CA 2099 08/09/2016 20:58:28 08/09/2099 20:58:28 [Export
Network statistics
Ethernet information User installed <Not installed> <Not installed> [Install |
Access Authentication server CA DC=yan, DC=com, CN=yan-YANY2-CRDC-COM-CA DC=yan, DC=com, CN=yan-YANY2-CRDC-COM-CA  01/27/2021 09:00:25 01/27/2026 09:10:25 L Delete |

You can remove the LSC certificate in Cisco Unified Communications Manager Administration. Select Save
and Apply.
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r Certification Authority Proxy Function (CAPF) Information

Certificate Operation™* Delete v

Authentication Mode* By Null String i

Authentication String

Generate String

Key Order* RSA Only v
RSA Key Size (Bits)* 2048 v
EC Key Size (Bits) v
Operation Completes By 2024 |07 |[03 |[12 | (YYYY:MM:DD:HH)

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

CDC cert installation (Webex Calling)

On the phone administration web page, an administrator can install a cert manually or provide SCEP parameters
to trigger the phone to fetch the cert from server. We have another separate doc describes the CDC process.

ol I 1ol I I Cisco IP Phone fo,3,r

cisco WP-982: ‘ ration Utility

Info Call History | Certificate

Custom | Custom Cert Status

Add Certificate
Select file (.p12 or .pfx) to upload:

No file selected.
AadCoiet euvactpasswora: |
Upload

SCEP Configuration 1
Server: CA Fingerprint:

Existing Certificates
Custom Device Certificate 1:  Delete  View

Simple Certificate Enrollment Protocol (SCEP)

SCERP is the standard for automatically provisioning and renewing certificates avoiding manual installation and
re-installation of certificates on clients.

A Cisco 10S Registration Agent (RA) (e.g. Cisco 1OS router) can serve as a proxy (e.g. SCEP RA) to the SCEP
enabled CA that is to issue certificates. Refer to the following topology as an example.
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RADIUS server
stores list of
Cisco IP phone authorized Gisco IP
RA authenticates Firewall protects phones
and authorizes CA, RADIUS and
SCEP requests other devices in
from Cisco IP the corporate
phones network

Registration
Authority (RA)

Certificate
Authority(CA)
configured to

grant all requests
from the RA

Ensure that the same CA chain is used for issuing certificates to the phones as well as for the RADIUS servers.
Otherwise, server validation could fail.

For initial certificate enrollment via SCEP, the Cisco Wireless Phone 9821 needs to be connected to a network
which has connectivity to the Cisco Unified Communications Manager.

Cisco Wireless Phone 9821 utilizes the following parameters defined in Cisco Unified Communications
Manager for SCEP requests.

e The WLAN SCEP Server must be configured to include either the IP address or hostname of the SCEP
RA.

e The WLAN Root CA Fingerprint (SHA256 or SHA1) must be configured to include the fingerprint of
the CA that issues the certificates. If the issuing CA in which the SCEP RA is enrolled to is a
subordinate CA, then enter its fingerprint and not the fingerprint of the root CA. The defined fingerprint
is used to validate the received certificate.

Removing these parameters will disable SCEP.
WLAN SCEP Server 10.195.19.65 (V]

WLAN Root CA Fingerprint g1 51284316429092925C68917018374EBD254447 | &
(SHAZ256 or SHAL)

Cisco Wireless Phone 9821 then sends a SCEP enroll request to the SCEP RA including the phone’s
Manufacturing Installed Certificate (MIC) as the Proof of Identity (POI).

The SCEP RA validates the phone’s MIC using the certificate of the subordinate CA that issued the phone’s
MIC, then passes it to the RADIUS server for further device authentication.

The RADIUS server validates the device and sends a response to the SCEP RA.
The SCEP RA then forwards the enrollment request to the CA if RADIUS authentication was successful.

The SCEP RA receives the user certificate from the CA and sends it to the phone after it receives a poll request
from the phone.

Cisco Wireless Phone 9821 will periodically check the user and server certificate expiration periods.
Certificate renewal will occur every 24 hours until success when the expiration date is within 50 days.

If the CA certificate used to define the WLAN Root CA Fingerprint (SHA256 or SHA1) has expired, then the
phone will send a SCEP getca request for a new CA certificate, but the admin would need to update the
fingerprint in the phone’s configuration within Cisco Unified Communication Manager to match the new CA
certificate prior so it can be successfully validated. The old CA certificate will then be removed if the new one
is successfully received from the CA.

Cisco Wireless Phone 9821 WLAN Deployment and Connection Guide 102



If the user certificate has expired, the phone will send a new SCEP enrollment request to update the user

certificate. The old user certificate will then be removed if a new user certificate is successfully received from
the CA.

If WLAN SCEP Server or WLAN Root CA Fingerprint (SHA256 or SHA1) has been modified, then the
Cisco Wireless Phone 9821 will attempt to update the CA and user certs immediately.

Certificate Authority (CA) Configuration

It is recommended to use Microsoft® Certificate Authority (CA) servers.

Use the following guidelines to configure the Microsoft CA.

1. Create Certificate Authority and Active Directory Domain Service on a Microsoft Windows server.

Enable Network Device Enrollment Service.

Make Administrator a member of IIS TUSERS group by going to MemberOf tab of user property
screen.

4. Launch Server Manager, and then click Add roles.

E_Server Manager 9 [=]
File  Ackion ‘Wiew Help
e | 5
Bl 5 Rales --——————————————————————————————————————
[ 5 Active Directory Domain Services ﬁ
:_ Active Directory Users and C -+ Miew the health of the roles installed on vour server and add or remove roles and features,
[ Active Directory Sites and Se ,,‘,5'
i Metwork Policy and Access Servic =
5 web Server (115} ~
ﬁ;_‘l Fedtures Roles Summary E Roles sumnmary Help
m Diagnastics -
fﬁ’é Configuration -~ Roles: 3of 17 installed T4 Add Roles
[l =5 Storage ﬁ;—. Remove Roles
\1@ wWindows Server Backup (v Active Direckary Domain Services
(=% Disk Management Mebwark Policy and Access Services
1 Web Server (115)
5. On the Select Server Role page, select the Active Directory Certificate Services role, and then click
Next.

On the Select Role Services page in the Add Roles Services Wizard, the default service selected is
Certification Authority, clear the check box.

7. Select the Network Device Enrollment Service check box, and then click Next.
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Add Role Services

Rale Ser

User Account
RA Information
Cryptography
Confirmation
Progress

Results

= £
q I#}' Select Role Services

Select the role services ko install For Active Directory Certificate Services:

Role services:

Ficakion Authority (Installed)
[ Certification Authority Web Enrallment
[] orline Responder
[V] Metwark Device Enrollment Service
[] Certificate Enrollment Web Service
[ Certificate Enrolment Palicy Web Service

Description:

Certification Authority (CA) is used ko
issue and ranage certificates,
Multiple Cas can be linked to Form a
public key infrastructure.

K|

More sbout role services

< Previous I MNext = I

Inistall | Cancel |

8. The wizard will detect whether all the required dependencies are installed. If any dependencies are
missing, you will be prompted with a dialog box explaining what is missing and requesting your
permission to install the dependencies. Click Yes to continue the installation.

9. Select User Account under Role Services and then click Select User....

Add Roles Wizard I

Specify User Account

Select the user account Metwork Device Enrallment Service should use when autharizing certificate requests.
The user must be a member of the Domain and nust be added to the local 1IS_TUSRS group.

EBefore You Begin
Server Roles

HDES & Specify user account {recommended)

|YD-MSCA'|,Administrator

Rale Services

Select User... |

User Account

4 Far NDES  Use the application pool identity instead of & user account

R4 Information

Crypkagraphy
Confirmation
Frogress

Results

< Previous I Next = I

Inistall Cancel
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10. Enter Administrator as the user name, then enter the password.

Windows Security

Add Role Services
Specify a name and password.

| T

| Password |

Domain: YD-MSCA

1)
IE Insert a smart card

Ok I Cancel |

11. Enter the Registration Authority information, and then click Next.
Add Role Services I

=
! ﬁ}v Specify Registration Authority Information

Role Services A regiskration authority will be set up ko manage Metwork Device Enrallment Service certificate requests, Enter

the requested information to enroll For an RA certificate.
User Sccount

R& Infarmation

Required Information

Cryptagraphy

- R Mame: [D-MSCA-W2Ka-MSCEP-RA
Confirmation
Progress Country/Region: IUS {Urited States) j
Results

Optional Information

E-mail:

Company:

Department:

City

Skate/Province:

< Previous I Mext = I Inistall | Cancel |

12. Select Microsoft Strong Cryptographic Provider for Signature Key CSP and Encryption key CSP.
13. Select 2048 for Key character length, and then click Next.
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Add Role Services [ x|

Rale Services
User Account

RA Information

tography

Confirmation
Progress

Results

= 4
g I#}' Configure Cryptography for Registration Authority

To configure cryptography, you have to select cryptographic service providers and key lengths For the
signature key and the encryption key used ko sign and encrypt communications between the device and the
A,

Signature key is used to avoid repetition of communication between the CA and the RA,

Signature key CIFP: Key character length:
Microsoft Strong Cryptographic Provider j I2048 j

Encryplion key is used for secure communication between the RA and the network device,

Encryplion key CSP: Key character length:
Microsoft Strong Cryptographic Provider j |2048 j

Maore sbout signature and encryption kews

< Previous I Mext = I Inistall Cancel

14. Click Install.

Add Role Services

;1§"

Rale Services
User Account

R& Infarmation

Cryptography

Progress

Results

=
g I#::ZI Confirm Installation Selections

To install the following roles, role services, or features, click Install,

(i) 1 informational message below

'..["' This server might need ko be restarked after the installation completes.
# Active Directory Certificate Services
Metwork Device Enrollment Service
Account ; YO-MSCALADministrakor
RA Information:
Mame : YD-MICA-WKE-MICEP-RA
Counkry s
Emnail : <Mone=
Comparny <Mone=
Departrnent : <Mone=
Ciky <Mone >
State <Monex
Signature Key CSP : Microsoft Strong Cryptographic Provider
Signature Key Length 2045
Exchange Key C3P Microsoft Strong Cryptographic Provider
Exchange Kev Length : 2045
Challenge Phrase URL http: f YD-MICA-W2KE certsry fmscep_adming

Print, e-mail, or save this information

< Previous | TExt = | Install I Cancel |

A confirmation page will be displayed if the installation was successful.
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Add Role Services

= 4 .
!'ﬂ}' Installation Results

Rale Services ) ) )
The Following roles, role services, or Features were installed successfully:
Lser Account

R& InFormation ~ Active Directory Certificate Services

The Fallowing role services were installed:
Network Device Enrollment Service

Cryptography
Confirmation

Progress

Results

Print, e-mail, or save the installation report

< Preyious I Text = | Close I Cance! |

0 Installation succeeded

15. In Regirstry Editor, browse to HKEY LOCAL_MACHINE > SOFTWARE > Microsoft >
Cryptography > MSCEP > EnforcePassword. Disable SCEP enrollment challenge password

requirement by setting EnforcePassword to 0.

i’ Registry Editor

File Edit View Favorites Help

----- CatalogDE

----- CatDETempFiles

[ |, CertificateTemplateCache

- | Defaults

=)+ | MSCEP
= CATvpe

CertsInMyStare

UseSinglePassword

16. Specify certificate templates for SCEP.

= |, Cryptography d Mame Type | Data
- | AutoEnroliment ab|(Default) REG_5Z (value not set)
- [ Calais T8|EnforcePassword  REG_DWORD 000000000 (0)

Browse to HKEY _LOCAL_MACHINE > SOFTWARE > Microsoft > Cryptography > MSCEP.
SCEP uses the certificate template that is set in the registry for issuing certificates.

&' Registry Editor

File Edit Wiew Favorites Help

- | Defaults d Marng Type

| Data

MSCEP ab|{Default) REG_SZ

CAType ab|EncryptionTemplate  REG_SZ
CertsInMYStore ab| GeneralPurposeT... REG_SZ
EnforcePassword natureTemplate JslSelicrd
PasswordyDir

UseSinglePassword

T

{walue not set)

IPSECIntermediateCffline
IPSECIntermediateOffline
IPSECIntermediateOffline

Typically the RA will have a longer period (same as that of the CA certificate). The default template
used for RA to be enrolled to the SCP server is IPSECIntermediateOffline as highlighted in the
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screenshot above. Make sure a correct template is set to the above registries before enrolling Cisco RA
to the SCEP server.

After the Cisco RA is enrolled to the SCEP server, admin needs to change the template in the registry (if
the user certificate period needs to be shorter than that of the root CA).

17. Right-click Certificate Templates and then select Manage.

File Acton Wiew Help

& Fmla=HE

__:u‘:"n Server Manager (YD-MSCA-W2ZKS)
B §° Roles

[= i Erterprise PX1
Lol yichun-Ca (v0.0)

= g vichun-CA
| Revoked Certificates
_ Issued Certificates
| Pendinig Requests
| Failed Requests

=] f‘ Active Directory Domai
| | Active Dirsctory Us Mew
3 53 yd-msca,ydnet

= EJ Active Directory Certificate Servi

7 Certificate Templates (YD-ME

Certificate Templates

Intended Purpose:

3 SCEP-Lser
) CEP Encryption

| Exchamge Enrollment figent (Offine req...

3 psec (Offline request)

] wieb Servery3

] wieb Servervz

] Wi Server Certficate template
5 Directary Email Reglication

- Controlier Authentication

View k
:+-: | ?Jltn ) rvEr
® n’\’p!IIB 5 Refresh -
[# 2| Domain Cor ¢
e X Export Lisk....
[# | | ForeignSec - Nirate Certification Authori:
1 nate Cartncation Authonty
[# || Manageds  Help

krator

Encrypting Fie System, Secure Email, Cien. ..
Certificate Request Agent

Certificate Request Agent

IP security IKE intermediate

Server Authentication

Server Authenkicabion

Server futhenkication

Directary Service Email Replication

Chent Authentication, Server Authenticatio, ..
File Recovery

Encrypting File System

Chent Authentication, Server Authentication

Server Authentication

Clent Authentcation, Server Authenbication

Encrypting File System, Secure Email, Cien. ..
<Al>

Microsaft Trust List Sigring, Encrypting File, .,

Users
(=l [l Active Dirsctory Sites and Se
a Sites
[# || Subnets
[# || Inter-Ske Transports

18. Right-click User template and then select Duplicate Template.
19. Select Windows Server 2003 2008 Template.
20. Under the General tab, change template name and validity period.
21. On the Extensions tab, ensure the following:
e Client Authentication is set as one of the application policies.
e Key Usage has the Digital Signature attribute.
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File  Action Wiew Help
e=mE=H
Certificate Templates (YD-MSCA-W2KE | Template Display Mame = | IMinirurn Supporked CAs | Versic;l
5 Cross Certification autharity Wwindows Server 2003 Ent.,,  105.C
E Directory Email Replication Windows Server 2003 Ent,.,  115.C
3 Domain Controller Windows 2000 4.1
E Damain Controller Authentication Windows Server 2003 Ent...  110.C
E EF3 Recovery Agent indows 2000 6.1
E Enrollment Agent Windows 2000 4.1
E Enrollment Agent {Computer) Wwindows 2000 5.1
E Exchange Enroliment agent {Offline request)  Windows 2000 4,1
E Exchange Signature Only Windows 2000 6.1
E Exchange User Windows 2000 7.1
& 1psec windows 2000 8.1
E IPSec (Offline request) Windows 2000 7.1
] Kerberas Authentication Windows Server 2003 Ent...  110.C
E Key Recovery Agent Windows Server 2003 Ent...  105.C
E Q5P Respanse Signing Windows Server 2008 Ent..,  101.C
E OneHourSCER ser Windows Server 2008 Ent...  100.5
] RAS and TAS Server Windows Server 2003 Ent...  101.C
E Root Certification Authority Windows 2000 5.1
E Raouter (Offline request) indows 2000 4,1
E SCEP User Windows Server 2005 Ent...  100.2
E SCEP-User Windows Server 2008 Ent,., 100,32
E server Template Windows Server 2003 EnRt...  100.2
E Smarkcard Logon Wwindows 2000 6.1
] Smartcard User Windows 2000 1.1
E Subordinate Certification Autharity Windows 2000 5.1
E Trusk List Signing Wwindows 2000 31
0
B user m Windows 2000 4.1
Fweb: &l Tasks 8 windows 2000 4.1
E Web: Windows Server 2003 ERt... 1002
E Web (IS Windows Server 2005 Ent...  100.S
5 wiFi F Help windows Server 2008 Ent... 1004
) WiFi Srver Cerfificale template Windows Server 2008 Enk,..  100.€
E Workstation Authentication Windows Server 2003 Ent...  101.0__|
-
K F— 2 | o

22. Configure the Validity Period on the General tab as necessary.

Superzeded Templates I Estensions | Security | Server
Cryptography | Subject Mame I |zsuance Requirements
General Request Handling

Template display name:
SCEP-User

Minimum Supported CAs: Windows Server 2008 E nterprize

Template name:
SCEP-User

“Walidity period: Renewal period:

I 2 Iyeals 'I I E Iweeks 'l

V' Publish certificate in Active Directory
[ Do not automatically reernoll if a duplicate certificate exists in Active
Directorny

r For automatic renewal of smart card certificates, uge the existing key
if & new key cannot be created

23. Configure Subject Name tab as shown below.
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SCEP-User Properties

Superzeded Templates I Extensions | Security I Server
General | Fequest Handling
Cryptography Subject Name | |zsuance Requirements

% Supply in the request

r lze subject information from existing certificates for autoenmaliment
renewal requests.

" Build from this Active Directory information —————————————

Select thiz option to enforce congistency among subject names and ko
zimplify certificate administration.

Subject name format:

INone j

™| Include e-mail name insubject name

Inelude this information in alternate subject name:
I~ E-mail name

[~ DHS name

= | User, prinizipal name [WEH]

= | Service principal name [SEH]

24. Configure the Extensions tab as shown below.
Properties of New Template K

General I Reguest Handling I Subject Mame I Server I
|zsuance Requirements I Superseded Templates  Extensions | Security

To madify an extension, select it, and then click Edit.

Extenzions included in thiz template:
JAppIication Palicies

:I Basic Constraints

:| Certificate Template Information
:I |szuance Policies

Fey Usage

Description of K.ey Uzage:

Signature requirements: ;I
Digital signature

Allow key exchange only with key enciyption
Critical extension.

25. Configure Algorithm Name, Minimum Key Size, and Request Hash as necessary on the
Cryptography tab.
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SCEP-User Properties Thx

Superseded Templates I Extenzions I Security I Server
General I Fieguest Handling
Cryptography | Subject Mame I |zsuance Requirements
Algarithm name; RSH j

Minimurn key size: 2048

Chooze which cryptographic providers can be used for requests
¥ Requests can use any provider available on the subject's computer
™ Requests must uze one of the following providers:

Frosiders:

[(ticrozoft Software Key Storage Provider

Fequest hash: SHAT j

[T Use alternate signature format.
Far mare information abaut restrictions and conpatibility click here.

26. Right-click Certificate Templates then select New > Certificate Template to Issue to enable the

newly created template.

Ty Server Manager (YD-MSCA-W2KS) Certificate Templates
5 Roles
=8 Mame I Intended Purpose I

=] d?;l' Active Directory Certificate Servi

= &5 Enterprise PKI il SCEP-User _
i—?J wichun-Ca (¥0,0) E CEP Encryption
F Certificate Templates (¥D-MS 5 Exchange Errolment Agent (Offline req. .
=] sﬁ vichun-Ca E IPSec (Offline request)
| Revoked Certificates T web Serverys
| Issued Certificates E Web Servervz
| Pending Requests E 'WiFi Server Certificate template
| Failed Requests E Directory Email Replication

Manage Domain Contraller Authentication

= 'E: Active Directory EFS Recovery Aaent

=] : Ackive Direcl_ Certificate Template to Issue |

B & VF"msca i y |Damain Contraller
= Buit L ‘e Server
- Cant Refresh Computer
- Do Export Lisk.. . User
= Fare Subordinate Certification Adtharity
| Man Help .
Lsers Adrninistrator
[ [ Active Directory Sites and Se
=[] Sites

| Subnets

27. Select the SCEP User template.

Encrypting File System, Secure Email, Clien...
Certificate Request Agent

Certificate Request Agent

IP security IKE intermediate

Server Authentication

Server Authentication

Server Authentication

Directory Service Email Replication

Client Authentication, Server Authenticatio...

Filz Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication
Encrypting File System, Secure Email, Clien...
<All=

Microsoft Trust List Signing, Encrypting File. ..
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[N Enable Certificate Templates

Select one Certificate Template to enable on this Certification Authority.

Mote; If a certificate template that was recently created does not appear on this list, you may need bo wait util
information about this template has been replicated to all domain contrallers.

Al of the certificate templates in the organization may not be available to your Ca.

For more information, see Cedificate Template Concepts.

Name | Intended Purpoze ;I
E Flouter [Offline request] Client Authentication

E "

E zerver Template

E Smarteard Logon Client Authentic:ation, Smart Card Logon

E Smartcard User Secure Email, Client Authentication, Smart Card Logon

E Trust List Signing Microzoft Trust List Signing

E User Signature Only Secure Email, Client Authentication

E “WiFi Phone Certificate template  Server Authentication
] workstation Authentication Client Authentication

« | »
Ok I Cancel |

28. In Registry Editor, associate the newly created template to SCEP.

::" Registry Editor

File Edit ‘iew Favarites Help

[~ ) COM3 ;I Mame | Type | Data
----- . Command Processar ab](Default) REG_SZ {value not set)
[l | Cryptography ab|EncryptionTemplate REG_SZ IPSECIntermediatedffline
B [ AutoEnrolment ab| GeneralPurposeT... REG_SZ IPSECInkermediateOffiine
- [ Calais ab|signatureTemplate  REG_SZ IPSECIntermediateOffine
----- | CatalogDB
----- | CatDETempFiles
[~ |, CertificateTemplateCache Edit String
- | Defaults
- | MscEP Walue name:
. CAType IEncryptionTempIate
. CertsInMYStore
) EnforcePassword Welus el
| PasswordyDir |SCEP-USER]
. UseSinglePassword
- | 0ID ak. I Cancel I
[+~ | Protect

- Pt

29. Go to IIS > Application Pools to restart the SCEP service for the new template to take effect.

RADIUS Configuration

Use the following guidelines to configure the RADIUS server. ISE server plays a role of SCEP device
authentication for enrollment, and it can be used for the PKI integration with Cisco IOS RA for SCEP solution.

1. Navigate to Administration > Network Device Profiles, add a new profile or levering existing profile
Cisco. When creating a new profile, remember to config Supported Protocols,
Authentication/Authorization and Permission properly.
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‘dudhe Identity Services Engine Administration / Network Resources

cisco

J'  Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

8%  Dashboard

Network Device Profiles

124 Context Visibility

Selected 0 Total 9

o)
&

‘\ Operations

—+ Add 1y Import Yy Cisco Communities Import All v S0
U Policy
0 Name A Description Vendor Source
& Administration
0O AlcatelWired Profile for Alcatel switches Alcatel Cisco Provided
mil  Work Centers
O ArubaWireless Profile for Aruba wireless network access devi... Aruba Cisco Provided
O BrocadeWired Profile for Brocade switches Brocade Cisco Provided
5 ;
Diinteractivekeatiros O  #Gisco Generic profile for Cisco network access devi... Cisco Cisco Provided

el |dentity Services Engine Administration / Network Resources

cisco

) Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences
—
§= Dashboard Network Device Profile List > Cisco
Network Device Profiles
i Context Visibility

‘\ Operations
* Name Cisco
' Policy

Generic profile for Cisco network access devices
Description

& Administration

Al Work Centers L]

Vendor Cisco

Supported Protocols

?) Interactive Features RADIUS

TACACS+

TrustSec

RADIUS Dictionaries ~ Ciseo X

2. Navigate to Administration > Network Resources > Network Devices and then Add a device for
Cisco IOS RA. Refer to yan_RA _sudi in the following screenshot as an example:
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Identity Services Engine Home » Context Visibili » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management = v Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups ~ Network Device Profiles ~ External RADIUS Servers ~ RADIUS Server Sequences ~ NAC Managers  External MDM  » Location Services
——

[ [J ping_switch 10.74.133.13... il Cisco 7 All Locations All Device Types
Network Devices O rimo_switch 10.74.23.50/32 ;i Cisco All Locations All Device Types 10.74.23.50
_ [J shihan-test 10.74.10.220/32 ;i Cisco All Locations All Device Types
RETUEDRNCS O shugwang-rou... 10.74.133.115... i Cisco All Locations All Device Types
Device Security Settings [ ting_cube_sw2  10.74.53.202/32 % Cisco All Locations All Device Types ting_cube_sw2
[ ting_wico800 10.74.151.66/26 ks Cisco & Al Locations All Device Types
[ tiren_shield_wic  100.100.101.... & Cisco & All Locations All Device Types
O tru-test-au 10.74.10.219/24 1k Cisco & All Locations All Device Types
[ wangh_switch 100.100.30.7...  k Cisco & All Locations All Device Types wangh_switch
[ wenjuaga_swi... 10.74.10.72/32 & Cisco * All Locations All Device Types
[ weny_switch 10.74.19.19/26 All Locations All Device Types
O wexiao2_switch  10.79.57.18/24 All Locations All Device Types wexiao2_switch
[J whale_WLC 10.74.18.31/32 i Cisco All Locations All Device Types
D wic-public 100.100.66.1... i Cisco All Locations All Device Types
D yan-auto 100.100.116.2... i Cisco All Locations All Device Types
D yan-auto-3502 100.100.116.1... s Cisco All Locations All Device Types
[] yan_RA_ca2 10.79.57.89/32 e Cisco All Locations All Device Types
D yan_RA_ca3 10.75.185.48/32 ;i Cisco All Locations All Device Types
[J yan_RA_sudi 10.79.57.93/32 i Cisco ¥ All Locations All Device Types scep-for-sudi

3. Navigate to Policy > Authentication. Set a Default rule to use Default Network Access and use
All_Uesr_ID_Stores.

dule Identity Services Engine Policy / Policy Sets

)\ Bookmarks Policy Sets— Default Reset Reset Policyset Hitcounts m

8% Dashboard
Status Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

Il Context Visibility

‘\ Operations
(] Default Default policy set Default Network Access 2

{ Policy

&. Administration “vAuthentication Policy(3)

mll  Work Centers
@ Status  Rule Name Conditions Use Hits  Actions

All_User_ID_Stores

[ Default 0 {g}

> Options

2/ Interactive Features

The authentication options can be set to continue for “If authentication failed” or “If user not found”

since certificate-based authentication has already been done in Cisco IOS RA.
If Auth fail
A REJECT
DROP
CONTINUE

REJECT X A
(] Default 0

4. Navigate to Administration > Identity Management > Identity Source Sequence.
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J° Bookmarks Identities Groups External Identity Sources Identity Source Sequences Settings

L} Dashboard Identity Source Sequences List > All_User_ID_Stores

U Context Visibility Identity Source Sequence

(o] ti i
X Operations v Identity Source Sequence

N *N
(' Policy ame All_User_ID_Stores

L Administration Description A built-in Identity Sequence to include all User Identity Stores

nll Work Centers

. Vv Certificate Based Authentication
?) Interactive Features

Select Certificate Authentication Profile Preloaded_Certific\v

Vv Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds
Available Selected
Internal Endpoints Internal Users
5. Under Policy > Policy Elements > Results > Authentication > Allowed Protocols, edit Default
Network Access as shown in the following screenshot.

Policy Sets  Profiing  Posture  Client Provisioning = v Policy Elements

Dictionaries  » Conditions ¥ Results

(<)
Allowed Protocols Services List > Default Network Access
~ Authentication
Allowed Protocols
Allowed Protocols Name | Default Network Access
» Authorization Description | pefault Allowed Protocol Service
» Profili
rofiling y

» Posture w Allowed Protocols

» Client Provisioning Authentication Bypass

Process Host Lookup i
Authentication Protocols

Allow PAP/ASCII
Allow CHAP
Allow MS-CHAPV1

Od

O

O Allow Ms-cHAPv2
Allow EAP-MD5

Allow EAP-TLS

v

O Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy &

[ Enable Stateless Session Resume

Session ticket time to live D) Hours -
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6. Under Policy > Policy Elements > Results > Authorization > Authorization Profiles, add a profile
for SCEP. Refer to Phone_SCEP_profile in the following screenshot as an example:

Policy Sets  Profiling  Posture  Client Provisioning |+ Policy Elements

Dictionaries  » Conditions ¥ Results
—

R RtEtiCa oy Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

~ Authorization

J/ Edit <=Add [yDuplicate = € Delete
Authorization Profiles jj: e

[] Name Profile a | Description
Dovnloadable ACLs [J Blackhole_Wireless_Access Default profile used to blacklist wireless devices.
Rrniing [J clI_bbb_voice_vian CI_bbb_voice_vlan
» Posture [J Cisco_IP_Phones Default profile used for Cisco Phones.
[J cisco_Temporal_Onboard Onboard the device with Cisco temporal agent
Vel [ cisco_WebAuth Default Profile used to redirect users to the CW2
[J Eagle PC VLAN Access PC VLAN 165 of Eagle Team
[0 Eagle Wired Phone VVLAN Access VVLAN 604 of Eagle Team
[J FTpcvian 96 access vlan 96 for phonenix register
[J NSP_Onboard Onboard the device with Native Supplicant Provi
[J Non_Cisco_IP_Phones Default Profile used for Non Cisco Phones.
Phone_SCEP_profile 3 il Cisco & for scep

cisco ldentity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Ce

Policy Sets  Profiling  Posture  Client Provisioning =~ ¥ Policy Elements

Dictionaries  » Conditions  ~ Results

(<]
Authorization Profiles > Phone_SCEP_profile
» Authentication L.
Authorization Profile
~ Authorization *Name | Phone_SCEP_profile |
Authorization Profiles Description | for scep
Downloadable ACLs * Access Type |ACCESS ACCEPT - |
¥ Profiling Network Device Profile sl Cisco R4
» Posture

Service Template O

» Client Provisioning Track Movement Od

Passive Identity Tracking QOd

» Common Tasks

v Advanced Attributes Settings

| Cisco:cisco-av-pair | = | pki:cert-application=all

7. Navigate to Administration > Identity Management > Group > User Identity Groups and then add a
user group for SCEP. Refer to scep-group in the following screenshot as an example:
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sl \dentity Services Engine Home

» System  ~ldentity Management

» Identites ~ Groups  External Identity Sources
——

Identity Groups

e 5)
v~ G

> B Endpoint Identity Groups

v | User Identity Groups
1;1 ALL_ACCOUNTS (default)
£ Eagle_PCs
:il Employee
£ GROUP_ACCOUNTS (default)
:ii GuestType_Contractor (default)
:ii GuestType_Daily (default)
Z'ii GuestType_SocialLogin (default)
£ GuestType_Weekly (default)
£ kaipen_wired_pc_group
I;'l keshu_wired_pc_group
Z1 OWN_ACCOUNTS (default)

Z’;’L scep-group

» Network Resources

» Context Visibility » Operations » Policy

» Device Portal Management ~ pxGrid Services
Identity Source Sequences  » Settings

User Identity Groups > scep-group
Identity Group

*Name | scep-group|

¥ Administration

» Feed Service

» Work Centers

» Threat Centric NAC

Description | for SCEP

Save | Reset |

Member Users
Users

SAdd v ¢ Delete

Status Email
Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

oooooo

Username

a | First Name

9 PID:CP-8832 SN:FC...
9 PID:CP-8821 SN:FC...
9 PID:CP-8832 SN:FC...
o PID:CP-8875 SN:FC...
2 PID:CP-8875 SN:FC...
9 PID:DP-9861 SN:FV...

Last Name

8. Navigate to Policy > Authorization, and then add a SCEP authorization policy by clicking the down
arrow beside Edit of an existing policy and select Insert new rule above.

ol

“tieh’ Identity Services Engine  Home  » Context Visibilty  » Operations

Policy Sets | Profiing ~ Posture  Client Provisioning  » Policy Elements

> Authentication Policy (4)
> Authorization Policy - Local Exceptions
> Authorization Policy - Global Exceptions

¥ Auifiorization Policy (13)

Sl > Administration > Work Centers.

Security Groups

Results
Status Rule Name Conditions Profiles
Search
@ SCEP_Access B  yan_scep *Phone_SCEP_profile
Conditions Studio
Library Editor
S h by N
oarch by Name IdentityGroup-Name
BOa 6 dE &l 7T
° & F BWECL1OE E Equals v * User Identity Groups:scep-group
AutonomousAP_7_103 ® Set to 'Is not'
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Hits Actions

Duplicate

9. Navigate to Administration > Identities > Users, and then create user accounts for Cisco Wireless
Phone 9821. The username has the format of serialNumber (e.g. PID:WP-9821 SN:FCH27472020).
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Home » Context Visi

» Operations » Policy

» System |~ lIdentity it » Network

~lIdentites Groups  External Identity Sources  Identity Source Sequences  » Settings
—
(]
Network Access Users
Users

Latest Manual Network Scan Results

v Administration » Work Centers

» Device Portal Management ~ pxGrid Services  » Feed Service  » Threat Centric NAC

J/ Edit <Add [ Change Status ~ @=Import @ Export v 3¢ Delete v [{3Duplicate

Status Name

L B LNGUISU L F DL O01 U DI U IEUUET I
O Enabled @ PID:CP-8875 SN:FCH26173BXL
O Enabled © PID:CP-8875 SN:FCH262831MF
O Enabled © PID:CP-8875 SN:FCH263038NM
O Enabled © PID:CP-8875 SN:FCH263038UY
O Enabled © PID:CP-8875 SN:FCH263332VH
O Enabled © PID:CP-8875 SN:FCH26452024

O Enabled © PID:CP-8875 SN:FCH264520NS
O Enabled © PID:CP-8875 SN:FCH264520NT
O Enabled 0 PID:DP-9861 SN:FCH27472020

O Enabled © PID:DP-9861 SN:FVH280322J6

O Enabled © PID:DP-9861 SN:FVH281623FQ
O Enabled © PID:DP-9861 SN:FVH281623FV
O Enabled © PID:DP-9861 SN:FVH281623U3
O Enabled © PID:DP-9861 SN:FVH281623YE
O Enabled © PID:DP-9871 SN:FCH2738200Y
O Enabled © PID:DP-9871 SN:FCH2746202B
O Enabled 0 PID:DP-9871 SN:FCH27462048

O Enabled © PID:DP-9871 SN:FVH28080FNY

Identity Services Engine Home

» Context Visibility » Operations

» System  ~Identity it » Network

» Device Portal Management

~Identites ~ Groups  External Identity Sources  Identity Source Sequences  » Settings
—

a Description

First Name Last Name

cisco

~ Administration » Work Centers

pxGrid Services  » Feed Service  » Threat Centric NAC

Network Access Users List > PID:DP-9871 SN:FCH2738200Y

Users
v Network Access User
Latest Manual Network Scan Results

*Name | PID:DP-9871 SN:FCH2738200Y

Status Enabled ~

Email |

v Passwords

Password Type: Internal Users

Password

Re-Enter Password

* Login Password | esccccce

‘ | Generate Password

Enable Password |

‘ ‘ ‘ | Generate Password

v User Information

First Name ‘

Last Name ‘

v Account Options

Email Address

User Identity Group

scep-group

scep-group
scep-group

scep-group

scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group
scep-group

scep-group

Description ‘ cisco

P

Change password on next login 0O

SCEP RA Configuration
Cisco IOS XE/XR is supported as the SCEP RA.

Use the following guidelines to configure a Cisco IOS router as a SCEP RA.

Enable HTTP server on the Cisco 10S router.
ISR_RA# configure terminal
ISR _RA(config)# ip http server
ISR _RA(config)# exit
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Configure a RADIUS server for device authentication.
ISR RA# configure terminal
ISR_RA(config)# radius server MyRadius
ISR RA(config-radius-server)# address ipv4 10.195.19.63 auth-port 1812 acct-port 1813
ISR RA(config-radius-server)# key <REMOVED>
ISR_RA(config-radius-server)# exit
ISR RA(config)# aaa authorization network PhoneList group radius
ISR RA(config)# exit
Configure a PKI trustpoint for the MIC’s CA chain to validate the phone’s MIC.
ISR RA# configure terminal
ISR RA(config)# crypto pki trustpoint MIC _trustpoint
ISR _RA(ca-trustpoint)# authorization list PhoneList
ISR RA(ca-trustpoint)# authorization username subjectname commonname
ISR RA(ca-trustpoint)# exit
ISR _RA(config)# crypto pki trustpoint MIC_trustpoint
ISR RA(ca-trustpoint)# enrollment terminal
ISR RA(ca-trustpoint)# revocation-check none
ISR _RA(ca-trustpoint)# exit
ISR RA(config)# crypto pki authenticate MIC _trustpoint

Enter the base 64 encoded Manufacturing CA certificate. End with a blank line or the word quit on a line
by itself.

MIIEZTCCA02gAwIBAgIBAjANBgkqhkiG9wWOBAQsFADArMQ4wDAYDVQQKEwVDaXNj
bzEZMBcGAI1UEAxMQQ2IzY28gUm9vdCBDQSBNMjAe FwOxMjExMTIxMzUwNThaFw0z
NzEXMTIxMzAwMTdaMDYxDjAMBgNVBAoTBUNpc2NvMSQwlgYDVQQODExtDaXNjbyBN
YW51ZmFjdHVyaW5nlENBIFNIQTIwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK
AolBAQDONktCAjIn3kk98hU7wUVp6QIOFrltEce6CpbfYpelLdUeZduAo+SOotzT
LIwWS2BIMhZtacu9vUpfmWIw7nQo9zV1T3eyPuhF/6/9TEdVBn75zb5CfV+E6ld+fH
nuPiFyBu+HDDJRA3730p+9571doWyPvDShHRIHJGFJ3JJKBg0UScL4JCwleu98Xq
/yPIAqBhExa7a2/fgSmZAOVZIGIbBfWZY8ZtSeTxKg3eWynV+xElabHqTDMYWf+2
0bs4YBSIINTbYgHYRETPO6TEXr6TtD0Oh36540OUHcW+ ImeBu/jctluMKppeSjVirof
Svt+pbkCg0iQAAjsLOqczT3yaNXvAgMBAAGjggGHMIIBgzAOBgNVHQSBAfSEBAMC
AQYWEgYDVROTAQH/BAgwBgEB/WIBADBcBgNVHSAEVTBTMFEGCisGAQQBCRUBEgAw
QzBBBggrBgEFBQOcCARY1aHROcDovL3d3dy5jaXNjby5jb20vc2VidXJpdHkveGip
L3BvbGljaWVzL2luZGV4LmhObWwwHQYDVROOBBYEFHrXeZXKuOgruFUU/aPAD7yn
D5YZMEEGA1UdHwQ6MDgwNqAO0oDKGMGhOdHAG6LY93d3cuY2izY28uY29tL3NIY3Vy
aXR5L3BraS9%cmwvY3JjYWO0yLmNybDB8BggrBgEFBOcBAQRwWMG4wPgYIKwYBBQUH
MAKGMmhOdHA6Ly93d3cuY2lzY28uY29tL3NIY3VyaXR5L3BraS9jZXJ0cy9jcmNh
bTIuY2VyMCwGCCsGAQUFBzABhiBodHRwczovL3Rvb2xzLmNpc2NvLmNvbS9wakv
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b2NzcDAfBgNVHSMEGDAWgBTJAPkfih/CZr210m11DiluNMMFoDANBgkqhkiG9wOB
AQsFAAOCAQEAc1k2rH6YT4juFxs9q70bzfcKbNvOyDsaU7av4IHF Xmn/JxfnBmUv
YxAI2Hx3xRbOKtG 1JGkffQjVAtBboTXynLaQso/jj46ZOublF8y6Ho3nTAv7Q6VH
kqSCAZClVu91zbHVIFFYQzJxjw1QgB0a41tS4yhdmgl30DNEcb3trQezr(Q3/857/
1SqBGVLEbKHOu8H6z0LhxAgZ08aeloQQQJowkiOlbd+LRLGovtEwLg8yyqiTIGve
7VFL2sRa8Z3rK9tiwKVH2kpFKNAeN3rfKFqrO0/weR0cyKpmLMrSBTBZcxQcJCYF4
X6FO/32K0qcxJFIOKGVIUjvAvioOgoducw==

————— END CERTIFICATE-----

Trustpoint 'MIC _trustpoint' is a subordinate CA and holds a non self-signed cert.
Certificate has the following attributes:
Fingerprint MDS5: AC14F08F C3780F8F D9EEE6C9 39111280
Fingerprint SHA1: 90B2E06B 7TADSDAFF CFD43187 2909F381 37471BF8
Trustpoint CA certificate accepted.
ISR_RA(config)# exit
Configure a PKI trustpoint and PKI server to enroll to the CA server.
ISR RA# configure terminal
ISR _RA(config)# crypto pki trustpoint MSCA
ISR _RA(ca-trustpoint)# enrollment mode ra
ISR RA(ca-trustpoint)# enrollment url http://10.81.116.249/certsrv/mscep/mscep.dll
ISR _RA(ca-trustpoint)# serial-number
ISR_RA(ca-trustpoint)# fingerprint 81512B4316429092925C6891701B374EBD254447
ISR RA(ca-trustpoint)# revocation-check none
ISR_RA(ca-trustpoint)# rsakeypair MSCA_ Key 2048
ISR _RA(ca-trustpoint)# exit
ISR _RA(config)# crypto pki server MSCA
ISR _RA(cs-server)# grant auto trustpointMIC _trustpoint
ISR_RA(cs-server)# hash shal
ISR _RA(cs-server)# mode ra transparent
ISR _RA(cs-server)# no shutdown

Troubleshooting

Problem Report Tool

You can create a problem report via the Problem Report Tool in the phone Settings menu. Navigate to Settings
> Issues and diagnostics > Report problem, enter the date and time information, select a problem description,
and then select Submit to generate issue report.
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+13019361053

Settings

1

[ Phone settings

/\ Issues and diagnostics

1 Diagnostics

2 Report problem

+13019361053

Report problem

Date of problem
(mm/ad

03/02

Time of problem

= Wi-Fi 2 (hh:mm + AM/PM

7:51 PM

X Bluetooth
Problem description

i ' Pleas lect
& Admin settings ease selec

- Last PRT file name
(©) Phone information

Last uploaded time

+13019361053 +13019361053

'roblem description Report problem

Date of problem
(mm/dd

03/02

Phone disconnect or reboot

Network connection failure

Time of problem
Phone registration failure 5 (hh:mm + AM/PM
7:51 PM
Failed to place a call
Problem description
C Failed to place a call
annot answer a call

Last PRT file name
Call features do not work

Last uploaded time

-

Select

The phone then displays the PRT file generating progress. Wait till it completes.
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Generating PRT file...

eribmitt
it e

Your data has been uploaded
successfully. File: prt-log.tar.gz

OK

Once the phone shows that the data has been uploaded successfully, a user can access the phone administration
web page and download the PRT file.

e CUCM phone administration web page

Access [web service]://A.B.C.D and then click Console logs. You can find the compressed PRT file
download link under Problem Report Tool Logs.

&« C QO & Not Secure http://100.100.68.17/CGl/Java/Serviceability 7adapter=device statistics .consolelog

b Console logs

Cisco

Cisco IP Phone WP-9821 ( SEPFC728893B6F9 )

Device information

Network setup Report problem

Network statistics

Ethernet information Current logs in /var/log:
Access messages
Network Archived logs in /cisco/logsave/main:
) main_20260302_200107 .tar.gz
Device logs main_20260302_191518.tar.gz
Console logs main_20260302_180349.tar.gz
- main_20260302_170430.tar.gz
Core dumps main_20260302_163323.tar.gz
S main_20260302_160107.tar.gz
. main_20260302_153529.tar.gz
Debug display main_20260302_150233.tar.gz
Streaming statistics main_20260302_143322.tar.gz
main_20260302_140043.tar.gz
Stream 1 main_20260302_130407.tar.gz
Stream 2 main_20260302_120039.tar.gz
main_20260302_110545 tar.gz
Stream 3 main_20260302_100000.tar.gz
Stream 4 Problem Report Tool Logs:

prt-20260302-195849-FC728893B6F9.tar.gz

Stream 5

e Webex Calling phone administration web page
Access [web service]://A.B.C.D and then click Info > Debug Info to find the generated PRT file.
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Info

Status Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2:

Debug Message 3: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:
Problem Reports
Report Problem:  |Generate PRT) PrtFile: prt-log.tar.gz

Mini Prt File:

Administrators can configure a Customer Support Upload rule for Cisco Wireless Phone 9821. When a user
initiates a Problem Reporting Tool (PRT) file, the phone automatically uploads it to a remote server for
administrative retrieval.

Wi-F1 statistics

Navigate to Settings > Admin settings > Status > WLAN statistics.
+13019361053

tx bytes: 59532343
rx bytes: 04551584
tx packets: 00041699
rx packets: 00041699

tx packets dropped: 00000000
rx packets dropped: 00000000
tx packets errors: 00000000
rx packets errors: 00000000

tx frames: 00096401

tx multicast frames: 00029237
Back

Streaming Statistics

Cisco Wireless Phone 9821 provides call statistic information, where displays codec type, jitter and packet
count, and more.

e CUCM phone administration web page

Select the necessary menu item under Streaming statistics to view this information.
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&« C QO & Not Secure http://100.100.14.77/CGl/Java/Serviceability 2adapter=device.statistics streaming 0
_ Go back one page (38 «)
Pull down to show history
. . .
aliln Streaming statistics

cisco

Device information

Cisco IP Phone WP-9821 ( SEP441A5CC599FB )

Remote address

100.100.14.78/22216

Network setup Local address 100.100.14.77/22216
Network statistics Start time 7:46:43pm
Ethernet information Stream status Active
Access Host name SEP441A5CC599FB
Network Sender packets 110691
Device logs Sender octets 9086859
Console logs Sender codec OPUS
Core dumps Sender reports sent 376
Status messages Sender report time sent 8:23:26pm
Debug display Receiver lost packets 244
Streaming statistics Avg jitter 3
Stream 1 Receiver codec OPUS
Stream 2 Receiver reports sent 0
Stream 3 Receiver report time sent 00:00:00
Stream 4 Receiver packets 110451
Stream 5 Revr octets 11246863
Cumulative conceal ratio 0.0001
Interval conceal ratio 0.0000
Max conceal ratio 0.0491
Conceal seconds 27
Severely conceal seconds 2
Latency 27
Max jitter 543

e Webex Calling phone administration web page

Click Info > Status to view this information.

¢« @ O & Not Secure  hitp://100.100.69.195/basic

Info
Status Debug Info | Download Status | Network Statistics
Line 1 Call 1 Status
Call State:  Connected Call Appearance: Line 1 Call 1
Tone: None Encoder: opus
Decoder: opus Type: Outbound, Secure
Remote Hold:  No Callback: 2338
Mapped RTP Port: 19588 >> 0 Peer Name: XinZhao
Peer Phone: 2338 Duration:  00:00:18
Packets Sent: 924 Packets Received: 886
Bytes Sent: 116333 Bytes Received: 42857
Decode Latency: 20 ms Jitter: 3 ms
Round Trip Delay: 7 ms Packets Lost: 4
Loss Rate:  0.45 Packet Discarded: 1
Discard Rate:  0.11 Burst Duration: 0 ms
Gap Duration: 5790 ms R Factor: 81
MOS-LQ:  4.06 MOS-CQ: 4.06
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Wi-Fi Signal Indicator

On the Home screen of your phone, Wi-Fi signal is displayed on top-right corner when connected with AP.

+13019361053

03/02/2026 8:27 PM

Current Access Point

To view the connected AP's channel and BSSID, navigate to Settings > Phone Information > Device
Information > WLAN.

+13019361054
WLAN

SSID

aipna

2
Security mode
EAP-TLS

802.11 mode

Auto

Frequency
5320 MHZ

Channel
64

WLAN SCEP server

Note: When a user encounters Wi-Fi problem, check the connected AP status, AP parameters, phone side signal
strength and phone Wi-Fi statistics. If the configurations are correct and the desired AP is healthy, disable and
enable the Wi-Fi profile in the phone menu to recover Wi-Fi connection. If this action fails to recover Wi-Fi
connection, place the phone on a desktop charger with a USB-to-Ethernet dongle connected and then generate a
PRT from the phone Settings menu..
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Neighbor list

Navigate to Settings > Admin settings > Neighbor list to view the current access point and neighbor access
point details.

883002

Details

AP name: AP780F-8172-B8C
BSSID: 34:70:69:de:fa:ae
SSID: JFW-SAE

Channel: 100

883002

SSID: JFW-SAE

AP name: AP780F-8172-
B8C

Channel: 100

RSSI: =70 CU: 13%

AP name: AP780F-8172-
B8C

RSSI: -69
CU: 13%

Channe
RSSI: -66 CU: 84

AP name: AP9178l-for-jin

C

AP name: APtaishan-0CDO-

Channe 2 d

Back

Diagnostics
You can utilize the integrated Audio and WLAN diagnostic tools to help troubleshoot various issues.

883002 91% 883002 883002

Settings ssues and diagnostics Diagnostics

1 Audio

] Phone settings 5> | 1 Diagnostics
/N Issues and diagnostics 2 Report problem 2 WLAN

= Wi-Fi

X Bluetooth

& Admin settings

(D) Phone information

Audio Diagnostics

Navigate to Settings > Issues and diagnostics > Diagnostics > Audio. Audio Diagnostics can help triage audio
hardware components (microphone, speaker, and handset).
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883002

Audio diagnostics

WLAN Diagnostics

Navigate to Settings > Issues and diagnostics > Diagnostics > WLAN. WLAN Diagnostics can display detail
for each access point that matches a configured Wi-Fi Profile, including AP name, BSSID, SSID, Frequency,
Current channel, Last RSSI, Beacon Interval, Data rate, DTIM, Country code, Power constraint, Power limit,
CU, Station count, Admission capacity, WMM, UAPSD, Proxy ARP, and Access category information.

883002 : 90% J| 883002

WLAN diagnostics WLAN diagnostics

Profile 2
JFW-SAE

Voice call quality may be
degraded when using WLAN
diagnostics. Would you like to
proceed?

Continue Cancel
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883002

’ ) AP name: APtaishan-0CDO-
| 6 J: 14 BSSID: d0:ec:35:73:06:8e

AP name: AP9178I-for-jin SSID: JFW-SAE
oo Frequency: 5.260GHz

) Current channel: 52
AP name: APtaishan-0CDO-

Ch.: 52 > [Last RSSI: -79
RSSI: -79 CU: 19% )
Beacon interval: 100

Capability: 0x1511
Basic rates: 6 12 24

Onptional rates: 9 18 36 48 54
Back

AP name:
APshenghwu2-4EF

Capturing a Screenshot of the Phone Display

For phones that are registered to Webex Calling, get the IP address of your phone and visit [web
service|://<phone_IP_address>/admin/screendump.bmp in a web browser. For example,
http://192.168.16.43/admin/screendump.bmp. When prompted, enter the password for the admin.

For phones that are registered to Cisco Unified Communications Manager, get the IP address of your phone and
visit [web service]://<phone IP address>/CGl/Screenshot. For example,
http192.168.32.124/CGI/Screenshot. When prompted, enter the username and password for the account that
your phone is associated with in Cisco Unified Communications Manager.

Capturing packets

You can capture the packets for phones that are registered to Webex Calling.

1. Visit [web service]://A.B.C.D/admin/ in a web browser. When prompted, enter the password for the
admin.

2. Access Info > Debug Info.

3. Click Start Packet Capture to start capturing packets.

Voice Call History | Personal Directory
Status Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2:

Debug Message 3: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:
Problem Reports
Report Problem: Generate PRT PrtFile 1:  prt-20190324-141057-002F5C6121C2.tar.gz

Prt File 2: Packet Capture: Start Packet Capture

Capture File:
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4. Click Submit in the prompt.

Packet Capture X

Filter: HD

[' Cancel | [ Submit |

5. When the process completes, click Stop Packet Capture to stop capturing.
ko [ Voios | Ga sty | Personat Drctory |

Status Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2:
Debug Message 3: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:
Problem Reports
Report Problem:  Generate PRT PrtFile 1: prt-20190324-141057-002F5C6121C2.tar.gz
Prt File 2: Packet Capture:
Capture File:

The captured file is available for downloading.

Info Voice Call History | Personal Directory

Status Debug Info | Download Status | Network Statistics

Console Logs

Debug Message 1: messages Debug Message 2:
Debug Message 3: Debug Message 4:
Debug Message 5: Debug Message 6:
Debug Message 7: Debug Message 8:
Problem Reports
Report Problem: Generate PRT PrtFile 1:  prt-20190324-141057-002F5C6121C2.tar.gz
Prt File 2: Packet Capture: Start Packet Capture

Capture File; pkt-20190403-011835-002F5C6121C2.pcap

Additional Documentation

Cisco Wireless Phone 9821 Datasheet
Cisco Wireless Phone 9821 Help Center

http://www.cisco.com/c/en/us/td/docs/wireless/access point/12-4-25d-
JA/Configuration/guide/cg 12 4 25d JA.html

http://www.cisco.com/c/en/us/support/docs/security-vpn/public-key-infrastructure-pki/116167-technote-scep-
00.html

http://www.cisco.com/c/en/us/td/docs/routers/connectederid/cer1000/1 0/software/configuration/guide/certifica
tes/CertsGuide cgr1000.html#wp1000815

http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-
product-00.html#anc14
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https://www.cisco.com/c/en/us/products/collateral/collaboration-endpoints/desk-phone-9800-series/wireless-phone-9821-ds.html
https://cisco.com/go/wp9821help
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA.html
http://www.cisco.com/c/en/us/td/docs/wireless/access_point/12-4-25d-JA/Configuration/guide/cg_12_4_25d_JA.html
http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/configuration/guide/certificates/CertsGuide_cgr1000.html
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http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html
http://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/116068-configure-product-00.html

https://technet.microsoft.com/en-us/library/cc731183.aspx

https://technet.microsoft.com/en-us/library/cc772192.aspx

https://technet.microsoft.com/en-us/library/hh831498.aspx
https://technet.microsoft.com/en-us/library/cc772393%28v=ws.10%29.aspx#BKMK BS2

http://social.technet.microsoft.com/wiki/contents/articles/9063.network-device-enrollment-service-ndes-in-
active-directory-certificate-services-ad-cs.aspx

http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-
cfg-auth-rev-cert. htmI#GUID-4A2D2A66-F6FB-4FD1-AD40-B7D73531468E

http://www.cisco.com/c/en/us/td/docs/ios/12 2/security/configuration/euide/fsecur c¢/scfrad.html#wpl1001000
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