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The Cisco Wireless IP Phone 8821 and 8BXlare adaptable for all mobile professionals, from users on the move within an
office environment to nurses and doctors imealthcare environment to associates working in the warehouse, on the sales floor,
or in a call center. Staff, nurses, doctors, educators, and IT personnel can be easily reached wherhe@iieo Wireless

IP Phone 8821 is IP54 rated, which is designed to provide protection from dust, liquid splashes, and moisture, where the Cis
Wireless IP Phone 88ZHX is IP67 rated for increased dust and water protection.

This guideprovides information and guidance to help themoek administrator deploy the Cisco Wireless IP Phone 8821 and
8821EXin a wireless LAN environment.
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Cisco Wireless IP Phone 8821 and 8821-EX Overview

The Cisco Wireless IP Phone 8821 and 884 arethe platforns that providesollaboration within enterprises. It brings
together the capabilities of Cisco Unified Communication applications, building upon the solid foundations of Cisco Unified
Communications devices, both wired and wireless.

Ciscods i mplementation of 802.11 permits time sensitive
wireless LAN (WLAN) deployments. These extensions provide fast roaming capabilities and an almost seamless flow of
multimedia traffc, whilst maintaining security as the end user roams between access points.

It should be understood that WLAMes unlicensed spectrum, and as a result it may experience interference from other device
using the unlicensed spectrum. The proliferation of devices in the 2.4 GHz spectrum, such as Bluetooth headsets, Microwav
ovens, cordless consumer phones, mdaaistihe 2.4 GHz spectrum may contain more congestion than other spectrums. The 5
GHz spectrum has far fewer devices operating in this spectrum and is the preferred spectrum thegisateWireless IP

Phone 8821 and 88zHX in order to take advantagé the 802.14Mhacdata rates available.

Despite the optimizations that Cisbasimplemented irthe Cisco Wireless IP Phone 8821 and 8&24, the use of unlicensed
spectrum means that uninterrupted communication can not be guaranteed, and theréhmgpssibility of voicgaps of up
to several seconds during conversations. Adherencegedbployment guidelines will reduceetlikelihood of these voice
gaps being present, but there is always this possibility.

Through the use afnlicensed spectrum, and the inability to guarantee the delivery of messages to a WLANle€icep
Wireless IP Phone 8821 aB821-EX arenot intendedo be useds a medical device and should not be used to make clinical
decisions.

Phone Models

The following Cisco Wireless IP Phone 8821 and 8 models are available.
Below outlines the peak antenna gain and frequency ranges / channels supported by each model.

Part Number Description Peak Antenna Frequency Available Channel Set
Gain Ranges Channels
CP-8821K9= Cisco Wireless IP| 2.4 GHz = 2.4Bi | 2.412-2.472 GHz | 13 1-13
Phone 8821 5GHz =3.0dBi | 5.180-5.240 GHz | 4 36,40,44,48
5.260-5.320 GHz | 4 52,56,60,64
CP-882L1-EX-K9= | Cisco Wireless IP
Phone 882EX 5.500-5.720 GHz | 12 100144
5.745-5.825GHz | 5 149,153,157,161,165

Note: Actual channels utilized is dependent on local regulatory restrictions.
802.11j (channels 34, 38, 42, 46) are not supported.
Channel 14 for Japan is not supported.

Requirements

The Cisco Wireless IP Phone 8821 and 8&4 are IEEE 802.11a/b/g/n/ac devices that provide voice communications.

The environment must be validated to ensure it meets the requirements to deflisgthé/ireless IP Phone 8821 and 8821
EX.
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Site Survey

Before deploying th€isco Wireless IP Phone 8821 and 8&4 into a production environment, a site survey must be
completed by a Cisco certified partner with the advanced wireless LAN specialization. During the site survey the RF spectru
can be analyzed to determine which channels are usable in the desirefl Gdudr 2.4 GHz).Typically, there is less

interference in the 5 GHz band as well as moreaarlapping channels, so 5 GHz is the preferred band for operation and
even more highly recommendedhen theCisco Wireless IP Phone 8821 aé8®R1-EX areto be used in a mission critical
environment. The site survey will include heatmaps showing the intended coverage plan for the location. The sitelsurvey wi
also determine which access point platform type, antenna type, access point configuratiwel &rightransmit power) to use

at the location. Itis recommended to select an access point with integrated antennasuggedmenvironments (e.g. office,
healthcare, education, hospitality) and an access point platform requiring external antenmggetbenvironments (e.g.
manufacturing, warehouse, retail).

The wireless LAN must be validated to ensure it meets the requirements to deligcth&Vireless IP Phone 8821 and 8821
EX.

Signal

The cell edge should be designed8@ dBm wherehere is a 280% overlap of adjacent access points at that signal
level.

This ensures thdhe Cisco Wireless IP Phone 8821 and 8&A always have adequate signal and can hold a signal
long enough in order to roam seamlessly where signal based triggers are utilized vs. packet loss triggers.

Also need to ensure that the upstream signal ft@Cisco Wireless IP Phone 8821 and 8&4 meets the access
pointdés receiver sensitivity for the transmitteds dat
point is-67 dBm or higher.

It is recommended to design the cell size to ensurdghb&isco Wireless IP Phone 8821 and 8&4 can hold a
signal for at least 5 seconds.

Channel Utilization

Channel Utilization levels should be kept under 40%.

The Cisco Wireless IP Phone 8821 and 8&4 convert the 255 scale value to a percentage, so 105 would equate to
around 40% in th€isco Wireless IP Phone 8821 and 8&21

Noise

Noise levels should not exceeal dBm, which allows for a Signal to Noise Ratio (SNR) of 25 dB whe8& @Bm
signal should be maintained.

Also need to ensure that the upstream signal fr@Cisco Wireless IP Phone 8821 and 8&1 meets the access
pointés signal to noise ratio for the transmitted ds

Packet Loss / Delay

Per voice guidelines, packet loss should not exceed 1% packet loss; otherwise voice quality can be degraded
significantly.

Jitter should be kept at a minimal (< 100 ms).

Retries
802.11 retransmissions should be less than 20%.

Multipath
Multipath should be kept to a minimal as this can create nulls and reduce signal levels.
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Call Control

The Cisco Wireless IP Phone 8821 and 88 are supported on the following call control platforms

9 Cisco Unified Communications Manager (CUCM)
Minimum = 9.1(2)
Recommended = 11.5(1)2.0(1), 12.5(1)14.0(1)and later
1 Cisco Unified Communications Manager Express (CUCME)
Minimum = 10.5
Recommended £1.7and later
9 Cisco Unified Survivable Remote Site Telephony (SRST)
Minimum = 10.5

Recommended #1.7and later

Note: Cisco Unified Communications Manager requires a device package to be installed or service release update in order tc
enableCisco Wireless IP Phone 8821 and 8824 device support.

Device packages for Cisco Unified Communications Manager are available at the following location.
https://software.cisco.com/download/home/278875240

With release 10.5 of Cisco Unified Communications Manager Express, the Cisco Wireless IP Phone 8821 BRAB3R1
utilize the fast track method utilizing the Cisco Unified IP Phone 9971 as the reference model (use 7975 as referehce model
needing sfikey template support).

With release 11.0 and 11.5 of Cisco Unified Communications Manager Express, theV@adessIP Phone 8821 and 8821
EX can utilize the Cisco IP Phone 8861 as the reference model.

With release 11.7 and later of Cisco Unified Communications Manager Express, there is native support for Wizelisso
IP Phone 8821 and 88XHX, thereforecanuse the Cisco IP Phone 8821 as the model type.

https://www.cisco.com/c/en/us/td/docs/voice ip _comm/cucme/feature/phone feature/phone feature support gquide.html# T
436645184

Wireless LAN

The Cisco Wireless IP Phone 8821 and 884 are supported on the following Cisco Wireless LAN solutions.

9 CiscoAireOSWireless LAN Controller and Cisco Lightweight Access Points
Minimum = 8.0.121.0
Recommended 8.31500, 8.51820, 8.81300, 8.101850

1 CiscoCatalystiOS XE Wireless LAN Controlleand Cisco Lightweight Access Points
Minimum = 16.12.1s
Recommended £7.38, 17.66, 179.4, 17.12.1

1 Cisco Mobility Express and Cisco Lightweight Access Points

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide
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Minimum = 8.31430

Recommended = 8.3.150.0, 4820, 8.8.130.0, 8.10850
1 Cisco Autonomous Access Points

Minimum = 12.4(21a)JY

Recommended £5.2(4)JB6 15.3(3)JF5, 15.3(3)FPP
M Cisco Meraki Access Points

Minimum = MR 25.9, MX 13.33

Recommended = MR%7.1, MX 18.107.5

Access Points
Below are theCisco access poisithat are supported.

Any access point model that is not listed below is not supported.

The Cisco Wireless IP Phone 8821 and 8BXlare supported on the following Cisco Aironet access point platforms.

600 1600 2600 3600

700W 700 1700 2700 3700

2asthe
-
——— vt

g
1810W 1810 1815i 1815m 1815t 1815w
\ / / J
1830 1840 1850 2800 3800 4800
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9136 9162 9164 9166

1130 AG 1240 AG 890

9124

Note: TheCisco Wireless IP Phone 8821 and 8& are supported with the Cisco AP3600 when the internal 802.11a/b/g/n
radio is utilized, however is not supported if the 802.11ac modlR-RM3000AQ for the Cisco AP3600 is installed.

The table below lists the modes that are supported by each Grecettaccessgnt.

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide 10



Cisco |802.11a| 802.11b| 802.11g| 802.11n| 802.11ac| 802.11ax| Lightweight | Mobility | Autonomous
AP Express

Series

600 Yes Yes Yes Yes No No Yes No No
700 Yes Yes Yes Yes No No Yes No Yes
700W Yes Yes Yes Yes No No Yes No Yes
1040 Yes Yes Yes Yes No No Yes No Yes
1130 Yes Yes Yes No No No Yes No Yes
1140 Yes Yes Yes Yes No No Yes No Yes
1240 Yes Yes Yes No No No Yes No Yes
1250 Yes Yes Yes Yes No No Yes No Yes
1260 Yes Yes Yes Yes No No Yes No Yes
1530 Yes Yes Yes Yes No No Yes No Yes
1540 Yes Yes Yes Yes Yes No Yes Yes No
1550 Yes Yes Yes Yes No No Yes No Yes
1560 Yes Yes Yes Yes Yes No Yes Yes No
1570 Yes Yes Yes Yes Yes No Yes No Yes
1600 Yes Yes Yes Yes No No Yes No Yes
1700 Yes Yes Yes Yes Yes No Yes No Yes
1810 Yes Yes Yes Yes Yes No Yes No No
1810W | Yes Yes Yes Yes Yes No Yes No No
1815 Yes Yes Yes Yes Yes No Yes Yes fiot | No

18159

1830 Yes Yes Yes Yes Yes No Yes Yes No
1840 Yes Yes Yes Yes Yes No Yes Yes No
1850 Yes Yes Yes Yes Yes No Yes Yes No
2600 Yes Yes Yes Yes No No Yes No Yes
2700 Yes Yes Yes Yes Yes No Yes No Yes
2800 Yes Yes Yes Yes Yes No Yes Yes No
3500 Yes Yes Yes Yes No No Yes No Yes
3600 Yes Yes Yes Yes No No Yes No Yes

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide
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3700 Yes Yes Yes Yes Yes No Yes No Yes
3800 Yes Yes Yes Yes Yes No Yes Yes No
4800 Yes Yes Yes Yes Yes No Yes Yes No
9105 Yes Yes Yes Yes Yes Yes Yes No No
9115 Yes Yes Yes Yes Yes Yes Yes No No
9117 Yes Yes Yes Yes Yes Yes Yes No No
9120 Yes Yes Yes Yes Yes Yes Yes No No
9124 Yes Yes Yes Yes Yes Yes Yes No No
9130 Yes Yes Yes Yes Yes Yes Yes No No
913% Yes Yes Yes Yes Yes Yes Yes No No
9162 Yes Yes Yes Yes Yes Yes Yes No No
9164 Yes Yes Yes Yes Yes Yes Yes No No
9166 Yes Yes Yes Yes Yes Yes Yes No No
890 Yes Yes Yes Yes No No Yes No Yes

The Cisco Wireless IP Phone 8821 and 8BXlare supported on the following Cisco Meraki access point platforms.
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MR18 MR20 MR28

MR32 MR33 MR34

MR42 MR44

MR52 MR53 MR55

9162 9164

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide

MR24

MR45

MR26

MR36

MR56

9166

MR30H

MR46

MR36H

MR57
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a
i

MR70 MR74 MR76
- -
MR78 MR84 MR86
MX64W MX65W

MX67W MX68W

Z3

https://meraki.cisco.com/products/wireless#models

https://meraki.cisco.com/products/appliances#models

The Cisco Meraki MR12, MR16, and Z1 access point platforms are not certified for usgiseithwireless IP Phone 8821 and
8821LEX deployments.
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The table below lists the modes that are supported by eachMisesi access point.

Meraki AP | 802.11a| 802.11b| 802.11g| 802.11n| 802.11ac| 802.11ax
Series
9162 Yes Yes Yes Yes Yes Yes
9164 Yes Yes Yes Yes Yes Yes
9166 Yes Yes Yes Yes Yes Yes
MR18 Yes Yes Yes Yes No No
MR20 Yes Yes Yes Yes Yes No
MR24 Yes Yes Yes Yes No No
MR26 Yes Yes Yes Yes No No
MR 28 Yes Yes Yes Yes Yes Yes
MR30H Yes Yes Yes Yes Yes No
MR32 Yes Yes Yes Yes Yes No
MR33 Yes Yes Yes Yes Yes No
MR34 Yes Yes Yes Yes Yes No
MR36 Yes Yes Yes Yes Yes Yes
MR36H Yes Yes Yes Yes Yes Yes
MR42 Yes Yes Yes Yes Yes No
MR44 Yes Yes Yes Yes Yes Yes
MR45 Yes Yes Yes Yes Yes Yes
MR46 Yes Yes Yes Yes Yes Yes
MR52 Yes Yes Yes Yes Yes No
MR53 Yes Yes Yes Yes Yes No
MRS55 Yes Yes Yes Yes Yes Yes
MR56 Yes Yes Yes Yes Yes Yes
MRS57 Yes Yes Yes Yes Yes Yes
MR70 Yes Yes Yes Yes Yes No
MR74 Yes Yes Yes Yes Yes No
MR76 Yes Yes Yes Yes Yes Yes

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide

15



MR78 Yes Yes Yes Yes Yes Yes
MR84 Yes Yes Yes Yes Yes No
MR86 Yes Yes Yes Yes Yes Yes
MX64W Yes Yes Yes Yes Yes No
MX65W Yes Yes Yes Yes Yes No
MX67W Yes Yes Yes Yes Yes No
MX68W Yes Yes Yes Yes Yes No
Z3 Yes Yes Yes Yes Yes No

Note: If an access point model is not specifically listed above, then it is not supported.
Supportfor Cisco Aironet 180 Series outdoor access poiistimited tolocal access point mode only.
No support for any access point model operating in MESH mode.

Interoperability with thirdparty access points can not be guaranteed as there are no interoperability tests performed for third
party access pointsplwvever if connected to a Wi compliant access point, then should have basic functionality.

Some of the key features are the following:

5 GHz (802.11a/n/ac)

Wi-Fi Protected Access v2 (WPA2+AES)
Wi-Fi Multimedia (WMM)

Traffic Specification (TSPEC)

Traffic Classification (TCLAS)
Differentiated Services Code Point (DSCP)
Class of Service (CoS / 802.1p)

QoS Basic Service Set (QBSS)

E R

Antenna Systems
SomeCisco access pomtrequire or allow external antennas.

Please refer to the following URL for the list of supported antennas for Cisco Aironet access points and how these external
antennas should bmounted.

https://www.cisco.com/c/en/us/products/collateral/wireless/airanttnnas
accessories/product _data sheet09186a008008883b.html

Note: Cisco access poiswith integrated internal antennas (other than models intended to be wall mounted) are to be mounte
on the ceiling as they have onttirectional antennas and are not designed to be wall mounted.

Protocols

Supported voice and wireless LAN protocols include the following:
i 802.11a,b,d,e,g,h,i,nac
1 Wi-Fi MultiMedia (WMM)
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Syslog

Wi-Fi

The following table lists the maximum tx power and receiver sensitivity info for each data rate per 802.11 mode u€@lizeal by

Traffic Specification (TSPEC)
Traffic Classification (TCLAS)
Unscheduled Automatic Power Save DelivEBdAPSD)
Simple Certificate Enrollment Protocol (SCEP)
Session Initiation Protocol (SIP)
Real Time Protocol (RTP)

0o Opus,G.722, G.711,iSAC, iLBC, G.729
Dynamic Host Configuration Protocol (DHCP)
Trivial File Transfer Protocol (TFTP)
HyperText Transfer Protocol (HTTP)
Cisco Discovery Protocol (CDP)

Wireless IP Phone 8821 and 882X.

5 GHz Specifications

5 GHz-802.11a Data Rate Modulation Receiver Sensitivity
Max Tx Power = 14 dBm 6 Mbps OFDM - BPSK -94 dBm
(Depends on region) 9 Mbps OFDM - BPSK -93 dBm

12 Mbps OFDM - QPSK -92 dBm

18 Mbps OFDM - QPSK -89 dBm

24 Mbps OFDM - 16 QAM -86 dBm

36 Mbps OFDM - 16 QAM -83 dBm

48 Mbps OFDM - 64 QAM -78 dBm

54 Mbps OFDM - 64 QAM -76 dBm
5 GHz-802.11n (HT20) Data Rate Modulation Receiver Sensitivity
Max Tx Power = 13 dBm 7 Mbps (MCS 0) OFDM - BPSK -94 dBm
(Depends on region) 14 Mbps (MCS 1) OFDM - QPSK -91 dBm

21 Mbps (MCS 2) OFDM - QPSK -89 dBm

29 Mbps (MCS 3) OFDM - 16 QAM -86 dBm

43 Mbps (MCS 4) OFDM - 16 QAM -82 dBm

58 Mbps (MCS 5) OFDM - 64 QAM -77 dBm

65 Mbps (MCS 6) OFDM - 64 QAM -76dBm

72 Mbps (MCS 7) OFDM - 64 QAM -74 dBm

5 GHz- 802.11n (HT40)

Data Rate

Modulation

Receiver Sensitivity

Max Tx Power = 13 dBm

15 Mbps (MCS 0)

OFDM - BPSK

-91 dBm
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(Depends on region)

30 Mbps (MCS 1) OFDM - QPSK -88 dBm
45 Mbps (MCS 2) OFDM - QPSK -86 dBm
60 Mbps (MCS 3) OFDM - 16 QAM -83 dBm
90 Mbps (MCS 4) OFDM - 16 QAM -79 dBm
120 Mbps (MCS 5) | OFDM - 64 QAM -75 dBm
135 Mbps (MCS 6) | OFDM - 64 QAM -73 dBm
150 Mbps (MCS 7) | OFDM - 64 QAM -72 dBm

5 GHz- 802.11ac (VHT?20) Data Rate Modulation Receiver Sensitivity
Max Tx Power = 12 dBm 7 Mbps (MCS 0) OFDM - BPSK -93 dBm
(Depends on region) 14 Mbps (MCS 1) OFDM - QPSK -90 dBm
21 Mbps (MCS 2) OFDM - QPSK -87 dBm
29 Mbps (MCS 3) OFDM - 16 QAM -84 dBm
43 Mbps (MCS 4) OFDM - 16 QAM -81 dBm
58 Mbps (MCS 5) OFDM - 64 QAM -76 dBm
65 Mbps (MCS 6) OFDM - 64 QAM -75 dBm
72 Mbps (MCS 7) OFDM - 64 QAM -74 dBm
87 Mbps (MCS 8) OFDM i 256 QAM -70 dBm
5 GHz- 802.11ac (VHT40) Data Rate Modulation Receiver Sensitivity
Max Tx Power = 12 dBm 15 Mbps (MCS 0) OFDM - BPSK -90 dBm
(Depends on region) 30 Mbps (MCS 1) OFDM - QPSK -87 dBm
45 Mbps (MCS 2) OFDM - QPSK -85 dBm
60 Mbps (MCS 3) OFDM - 16 QAM -82 dBm
90 Mbps (MCS 4) OFDM - 16 QAM -79 dBm
120 Mbps (MCS 5) OFDM - 64 QAM -73 dBm
135 Mbps (MCS 6) OFDM - 64 QAM -72 dBm
150 Mbps (MCS 7) OFDM - 64 QAM -72dBm
180 Mbps (MCS 8) OFDM i 256 QAM -67 dBm
200 Mbps (MCS 9) OFDMi 256 QAM -66 dBm

5 GHz- 802.11ac (VHT80) Data Rate Modulation ReceiverSensitivity

Max Tx Power = 12 dBm 33 Mbps (MCS 0) OFDM - BPSK -87 dBm

(Depends on region) 65 Mbps (MCS 1) OFDM - QPSK -83 dBm
98 Mbps (MCS 2) OFDM - QPSK -81 dBm
130 Mbps (MCS 3) OFDM - 16 QAM -78 dBm
195 Mbps (MCS 4) OFDM - 16 QAM -75 dBm
260 Mbps (MCS 5) OFDM - 64 QAM -73 dBm
293 Mbps (MCS 6) OFDM - 64 QAM -68 dBm
325 Mbps (MCS 7) OFDM - 64 QAM -68 dBm
390 Mbps (MCS 8) OFDM1i 256 QAM -64 dBm
433 Mbps (MCS 9) OFDMi 256 QAM -62 dBm

2.4 GHz Specifications
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2.4 GHz- 802.11b Data Rate Modulation Receiver Sensitivity
Max Tx Power = 17 dBm 1 Mbps DSSS- BPSK -98 dBm
(Depends on region) 2 Mbps DSSS- QPSK -96 dBm

5.5 Mbps DSSS- CCK -93 dBm

11 Mbps DSSS- CCK -91 dBm
2.4 GHz- 802.11g Data Rate Modulation Receiver Sensitivity
Max Tx Power = 14 dBm 6 Mbps OFDM - BPSK -95 dBm
(Depends on region) 9 Mbps OFDM - BPSK -94 dBm

12 Mbps OFDM - QPSK -93 dBm

18 Mbps OFDM - QPSK -90 dBm

24 Mbps OFDM - 16 QAM -87dBm

36 Mbps OFDM - 16 QAM -84 dBm

48 Mbps OFDM - 64 QAM -79 dBm

54 Mbps OFDM - 64 QAM -77 dBm
2.4 GHz- 802.11n (HT20) Data Rate Modulation Receiver Sensitivity
Max Tx Power = 13 dBm 7 Mbps (MCS 0) OFDM - BPSK -95 dBm
(Depends on region) 14 Mbps (MCS 1) OFDM - QPSK -92 dBm

21 Mbps (MCS 2) OFDM - QPSK -90 dBm

29 Mbps (MCS 3) OFDM - 16 QAM -87 dBm

43 Mbps (MCS 4) OFDM - 16 QAM -83 dBm

58 Mbps (MCS 5) OFDM - 64 QAM -78 dBm

65 Mbps (MCS 6) OFDM - 64 QAM -77 dBm

72 Mbps (MCS 7) OFDM - 64 QAM -75 dBm

Note: Receiver sensitivity is the minimum signal needed to decode a packet at a certain data rate.

The above values are pure radio specifications and do not account for the gain of the single integrated antenna.

To achieve 802.11n/ac connectivity, it is recommended tha@igw Wireless IP Phone 8821 and 8& be within 100 feet
of the access point.

Regulatory

World Mode (802.11d) allows a client to be used in different regions, where the client can adapt to using the channels and
transmit powers advertised by the access point in the local environment.

The Cisco Wireless IP Phone 8821 and 884 operate best when the access point is 802.11d enabled, where it can determine
which channels and transmit powers to use per the local region.

Enable World Mode (802.11d) for the corresponding country where the access point is located.

Some 5 GHz channels are also used by radar technology, which requires that the 802.11 client and access point be 802.11h
compliant if utilizing those radar frequencies (DFS channels). 802.11h requires 802.11d to be enabled.

The Cisco Wireless IP Phone 8821 and 8@ will passively scan DFS channels first before engaging in active scans of those
channels.
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If 802.11d is not enabled, then tGesco Wireless IP Phone 8821 and 8&24 can attempt to connect to the access point using

reduced transmit power.

Below are the countries and their 802.11d codes that are supported®igdbéVireless IP Phone 8821 and 8&4.

Argentina (AR)
Australia (AU)
Austria (AT)
Bahrain (BH)
Belgium (BE)
Brazil (BR)
Bulgaria (BG)
Canada (CA)
Chile (CL)
Colombia (CO)
Costa Rica (CR)
Croatia (HR)
Cyprus (CY)
Czech Republic (CZ)
Denmark (DK)
Dominican Republic (DO)
Ecuador (EC)
Egypt (EG)
Estonia (EE)
Finland (FI)
France (FR)
Germany (DE)
Gibraltar (Gl)
Greece (GR)
Hong Kong (HK)
Hungary (HU)

Iceland (IS)

India (IN)

Ireland (IE)
Israel(IL)

Italy (IT)

Japan (JP)
Korea (KR)
Latvia (LV)
Liechtenstein (LI)
Lithuania (LT)
Luxembourg (LU)
Macau (MO)
Macedonia (MK)
Malaysia (MY)
Malta (MT)
Mexico (MX)
Monaco (MC)
Montenegro (ME)
Netherlands (NL)
New Zealand (NZ)
Nigeria(NG)
Norway (NO)
Oman (OM)
Panama (PA)
Paraguay (PY)
Peru (PE)

Philippines (PH)
Poland (PL)

Portugal (PT)

Puerto Rico (PR)
Romania (RO)
Russian Federation (RU)
Saudi Arabia (SA)
Serbia (RS)
Singapore (SG)
Slovakia (SK)
Slovenia (SI)

South Africa (ZA)
Spain (ES)

Sweden (SE)
Switzerland (CH)
Taiwan (TW)
Thailand (TH)
Turkey (TR)

Ukraine (UA)

United Arab Emirates (AE)
United Kingdom (GB)
United States (US)
Uruguay (UY)
Venezuela (VE)
Vietnam (VN)

Note: Compliance information is available on the Cisco Product Approval Status web site at the following URL:

https://caecnhcprd.cisco.com/pdtcnc

Bluetooth

The Cisco Wireless IP Phone 8821 and 8&4 support Bluetooth technology allowing for wireless headset communications.

Bluetooth enables low bandwidth wireless connections within a range of 30 feet, however it is recommended to keep the
Bluetooth device within 10 feet of tigisco Wireless IP Phone 8821 and 8&4

Up to ten headsets can be paired, where the previously connected headset is given priority.

The Bluetooth device does not need to be within directdirgght of the phone, but barriers, such as walls, doors, etc. can

potentially impact the quality.

Bluetooth utilizes the 2.4 GHz frequency just like 802.11b/g/n and many other devices (e.g. microwave ovens, cordless phon

etc.), so the Bluetooth quality can potentially be interfered with due to using this unlicensed frequency.
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Bluetooth Profiles
The Cisco Wireless IP Phone 8821 and 8&4 support the following Bluetooth profiles.

Hands-Free Profile (HFP)

With Bluetooth Hands-ree Profile (HFP) support, the following features can be available if supported by the Bluetooth
headset.

Ring

Answer a call

End a call

Volume Control

LastNumber Redial

Call Waiting

Divert / Reject

3 way calling (Hold & Accept and Release & Accept)
Speed Dialing

E R JE I R I T R

Coexistence (802.11b/g/n + Bluetooth)

If using Coexistence where 802.11b/g/n and Bluetooth are used simultaneously, then there are some limitations and deployr
requirements to be considered as they both utilize the 2.4 GHz frequency range.

Capacity

When using Coexistence (802.11b/g/n + Bluetooth), call capacity is reduced due to the utilization of CTS to protect tt
802.11g/n and Bluetooth transmissions.

Multicast Audio

Multicast audio from Pusto Talk (PTT), Music on Hold (MMOH) and other applications are not supported when
using Coexistence.

Voice Quality

Depending on the current data rate configuration, CTS may be sent to pro®@cigttoath transmissions when using
Coexistence.
In some environments, 6 Mbps may need to be enabled.

Note: Itis recommended to use 802.11a/n/ac if using Bluetooth due to 802.11b/g/n and Bluetooth both utilizing 2.4 GHz, but
also due to the above limitations.

Languages

The Cisco Wireless IP Phone 8821 and 8&4 currently support the following languages.

Arabic French Polish
Bulgarian German Portuguese
Catalan Greek Romanian
Chinese Hebrew Russian
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Croatian Hungarian Serbian

Czech Italian Slovak
Danish Japanese Slovenian
Dutch Korean Spanish
English Latvian Swedish
Estonian Lithuanian Thai
Finnish Norwegian Turkish

The corresponding locale package must be installed to enable support for that language. Engtistaisitf@nguage on the
phone.

Download the locale packages from the Localization page at the following URL:
https://software.cisco.com/download/home/278875240

8821-EX Certifications

The Cisco Wireless IP Phone 88BX is certified forANSI/ISA 12.12.01 & CAN/CSA C22.2 No. 213 Class | and Il, Division
2 and Class lll, Division 1 and 2

Certification ensures that the equipment is fit for its intenmegose and that adequate information is supplied with it to ensure
that it can be used safely.

ANSI/ISA 12.12.01 & CAN/CSA C22.2 No. 213 Class | and Il, Division 2 and Class Ill, Division 1 and 2

Laws and regulations in most municipalities, states, and provinces in North America require certain products to ba tested to
specific standard or group of standards when they are to be classified safe when used in an explosive environment.

In North America, hazardous locations have traditionally been defined by the following combination of Class and Division:

1 Class |- A location where a quantity of flammable gas or vapor, sufficient to produce an explosive or ignitable
mixture, may be present in the air.

1 Class Il - A location made hazardous by the presence of combustible elements.

1 Class lll - A location made hazardous by the presence of easily ignitable fibers in the air.

Division 1 - A location where a classified hazard is likely to exist.
Division 2 - A location where a classified hazard does not normally exist but is possible under abnormal conditions.

= =4

More recently in North America, for Class | hazards, locations can be classified under the zone system.

Note: If the Cisco Wireless [IPhone8821EX is to be used in hazardous environmerthen the environment shoube
regulated by the CSA standards.

The Cisco Wireless IP Phone 88EX is not ATEX certified, therefore should not be used in an ATEX environment.

Battery Life

The Cisco Wireless IP Phone 8821 and 884 have a 2060 mAh smart battery.
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The Cisco Wireless IP Phone 8821 and 8824 batt er yds ¢ ap aciotlgssafeer 500 full bhargimg eydlesc e d
(charging from empty to full)therefore it is recommended to replace the Cisco Wireless IP Phone 8821 aftX3&itery
approximately every 2 years.

T h e b amabhuéactyreddate is printed on the back of the battery, which can help determine the age of the battery.

With the 11.0(5) release, the Cisco Wireless IP Phone 8821 can get up to 11.5 hours of talk time when charging the battery
inside the phone or when charging spare batteries using the newer Desktop Charger or Multicharger for the Cisco Wireless |
Phone 882. Previous releases provided up to 9.5 hours of talk time.

The Cisco Wireless IP Phone 88X can offer up to 9.5 hours of talk time when charging the battery inside the phone or
when charging spare batteries using the Desktop Charger or Multicharger for the Cisco Wireless IP Phaie 8821

The table below lists the maximum on call and idle times per scan mode.

Phone Model Call State Scan Mode Battery Time
8821 On Call Continuous Up to 11.5 hours
Auto Up to 11.5 hours

Idle Continuous Up to 45 hours
Auto Up to 145 hours

8821EX On Call Continuous Up to 9.5 hours

Auto Up to 9.5 hours

Idle Continuous Up to 45 hours

Auto Up to 145hours

Note: The newer Desktop Charger and Multicharigerthe Cisco Wireless IP Phone 882iist be usedhen charging spare
batteries for the Cisco Wireless IP Phone 8&2ihing 11.0(5pr latersoftwarein order toget up to 11.5 hours of talk time.

The Cisco Wireless IP Phone 88BX utilizes a different Desktop Charger and Multichatf@n what is to be used with the
Cisco Wireless IP Phone 8821.

The CiscoWireless IP Phone 88ZHX has a coin screw on the battery door to secure it to the phone.

There are many factors theaninfluence actuabattery life time.

Usage

Battery life will be reduceevhenthe Cisco Wireless IP Phone 8821 or 882X user is on callkoaming,turning thedisplay on,
using Bluetoothusing applicationgieceiving XSI messagesr navigating the menusn the phone.

If using XSI applications or waking up the display frequently, it is recommended to set the display sleep timeettinder>
Phone settings > Display > Sleep 10 secondsind set the brightness level un@ettings > Phone settings > Display >
Brightnessto level 5.

Coverage

Ensure the Cisco Wireless IP Phone 8821 and -#B2temain ina good RF coverage araad is able to maintain a constant
connection to the Cisco Unified Communications Manager.
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If the Cisco Wireless IP Phone 8821 or 8824 usertravels out of range and remains out of rarggeafsignificant duration,
battery life can be reduced.

Scan Mode

The Cisco Wireless IP Phone 8821 and 8BXlsupports 3 different scan mod&€oatinuous, Auto, Single AP), where
Continuous is the default configuration.

The configued scan mode will determiriee battery life baseline.
1 Continuous scan mode is designed for Cisco Wireless IP Phone 8821 andE&824ers that are constantly on the

move where frequent roaming events occur and to magiperformance and connectivity, but power consumption is
higher.

1 Auto scan mode is designed for Cisco Wireless IP Phone 8821 ande88d4ders that roaraccasionallyand require
more idle battery life tha@ontinuous scan mode can offer, but roaming performance may be decreased.

1 Single APscan mode is designed for Cisco Wireless IP Phone 8821 andE®8@4ers that do not roam and require
maximum idle battery life.

Proxy ARP

For optimal idle battery life, it is recommended to utilize an access point that suppdttexy ARP feature Proxy ARP
allows the Cisco Wireless IP Phone 8821 and 8B%1o remain in suspend mode longer versus having to wake up at each
DTIM period, therefore reducing power consumption.

If the access point does not support Proxy ARP, therCisco Wireless IP Phone 8821 and 8BXImust wake up at each
DTIM period, which can redudédle battery life as much &9%.

Transmit Power

It is recommended to utilize atcess point that suppsitheCisco Compatible Extensions (CCX) Dynamic Transmit Power
Control (DTPC) feature. When DTPC is enabled, the access point will advertise its transmit power to all clients, where the
Cisco Wireless IP Phone 8821 and 8&24 can then adjust its transmit pawe a minimum level that is only necessary to
communicate with the connected access point, therefore also reducing unnecessary noise in other areas.

Multicast
If the Cisco Wireless IP Phone 8821 or 8&A subscribes to a multicast stream, thsm Cisco Wireless IP Phone 8821 or

8821-EX must wake up at each DTIM period to receive the multicast frames, therefore power consumption is increased.

Power Save Protocol

The access point must suppdrAPSD, which is the power save protocol that will be utilized when on call and when in idle.

On Call Power Savein the WiFi Profile should remaiftnabled so the Cisco Wireless IP Phone 8821 and 88%Xan
utilize U-APSD.

If On Call Power Saves Disabled, then th€isco Wireless IP Phone 8821 and 8&4 will utilize active mode when on call,
but still use JAPSD when in idle.

Only disableOn Call Power Savefor troubleshooting purposes.

Phone Care

The Cisco Wireless IP Phone 8821 is IP54 rated, which is designed to provide protection from dust, liquid splashes, and
moisture, where the Cisco Wireless IP Phone 8B21s IP67 rated for increased dust and water protection.

For standard cleaning, can use a soft, moist cloth to wipe the phone.
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For thorough cleaning, we recommend ustayiwipe€ or Saniwipek .

Caviwipe€ and Saniwipes contain up to 17%sopropanol. Any cleaning soluti@ontaining a higher amount of
isopropanol, including pursdpropanglor analternative alcohebased liquid could potentially damage the phone.

Excessive use of Caviwipgsor Saniwipek (more than 3 times / day) could potentially damage the phone.
Do not use bleach or other caustic products to clean the phone.

Do not use compressed air to clean the phone as it can damage the phone and voids the phone warranty.
Carry cases can additionally help protect the phone further and provide drop protection.

For more information, refer to th@éisco Wireless IP Phone 8821 and 88HX User Guideat this URL:
https://www.cisco.com/c/en/us/support/collaboratmpoints/unifiedp-phone8800 series/productsiserquidelist. html

Accessories

The following accessories are available for @isco Wireless IP Phone 8821 and 884

Batteries

Phone Power Supply
HolsterCase

Leather Case
Lanyard

Desktop Charger

Multicharges
Headsets (Cisco 521 and Cisco 522)

=A =4 =4 -4 -4 -4 - -

For more information, refer to thi@isco Wireless IP Phone 8821 SeridsccessoryGuide at this URL:
https://www.cisco.com/c/en/us/support/collaboratemupoints/unifiedp-phone8800-series/productsiserquide-list. html
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Note: The Desktop Charger and Multicharger are different for the Cisco Wireless IP Phone 8821 and the Cisco Wireless IP
Phone 882ZEX. The chargers look the same except that the chargers for the Cisco Wireless IP Phdié §824 a graphic

of the Cisco Wiredss IP Phone 888X andthey donot have the voltage laba$ the chargers for the Cisco Wireless IP Phone
8821 have.

Other Accessories
Only thethird-party accessories listed below are certified for use with the @¥edessIP Phone 8821 and 88EIX.

i USB to Ethernet Dongles Apple USB 2.0 Ethernet Adaptem@w.apple.com
Belkin B2B048 USB 3.0 Gigabit Ethernet Adaptemw.belkin.con)
D-Link DUB-E100 USB 2.0 Fast Ethernet Adaptemiv.dlink.com)
Linksys USB3GIG USB 3.0 Gigabit Ethernet Adaptenv.linksys.comn)
Linksys USB300M USB 2.0 Ethernet Adaptemw.linksys.con)

Note: Cisco does not endorse, support, or test thady cases or covers for the Cisco Wireless IP Phone 88&hg the
Cisco Wireless IP Phone 8821 or 882X with third-party cases or covers may void the warranty.

https://www.cisco.com/c/dam/en/us/td/docs/voice ip comm/cuipph/8821/english/technical bulletin/Cisco Technical Bulletin
for_Wireless IP_Phone 8821 RC3.pdf
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Wireless LAN Design

The following network design guidelines must be followed in order to accommodate for adequate coverage, call capacity anc
seamless roaming for tiig&sco Wireless IP Phone 8821 and 8&4

802.11 Network

Use the following guidelinet® assist with deploying and configuring the wireless LAN

5 GHz (802.11a/n/ac)

5 GHz is the recommended frequency band to utilize for operation Gfishe Wireless IP Phone 8821 and 8&4

In general, it is recommended for access points to utilize automatic channel selection insteadabiyassigning channels to
access points.

If there is an intermittent interferer, then the access point or access points serving that area may need to havdatichbynel s
assigned.

The Cisco Wireless IP Phone 8821 and 8&A4 supportDynamic Frequency Selection (DFS) and Transmit Power Control
(TPC) from 802.11h, which are required whesing channels operating at 5.260720GHz, which are & of the 5 possible
channels.

Need to ensure there is at least 20 percent overlap with adjacent channels when depl@jsog Méreless IP Phone 8821

and 8821EX in an802.11#n/acenvironment, which allows for seamless roaming. For critical areas, it is recommended to
increase the overlap (30% or more) to ensure that there can be at least 2 access points avaikb@Bwitlor better, while

the Cisco Wireless IP Phone 8821 and 8 alsomeet he access pointds receiver sen:
current dataate).
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Dynamic Frequency Selection (DFS)
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DFS dynamically instructs a transmitter to switch to another channel whenever radar signal is detected. If the access point
detects radar, the radio on the access point goes on hold for at Isasbfifls while the access point passively scans for
another usable channel.

TPC allows the client and access point to exchange information, so that the client can dynamically adjust the transmit power.
The client uses only enough energy to maintain association to the access point at a given data rate. As a result, the client
contiibutes less to adjacent cell interference, which allows for more densely deployegdetimimance wireless LANs.

If there are repeated radar events detected by the access point (just or falsely), determine if the radar signalsgra impacti
single channel (narrowband) or multiple channels (wideband), then potentially disable use of that channel or channels in the
wireless LAN.

The presence of aaccess poinbn a noADFS channel can help minimize voice interruptions.

In case of radar activity, have at least one access point per area that us&F&mbrannel (UNHL). This ensures that a
channel is avail abl e wh e n-ofaperiodwhite scamingofar a new dsable charcthél.o i s i n

A UNII-3 channel (5.7455.8%5 GHz) can optionally be used if available.

Below is a sample 5 GHz wirelesAaN deployment.

e

Minimum 20% Overlap

For 5 GHz, B channels are available in the Americas, 16 channels in Europe, and 19 channels in Japan.
Where UNIE3 is available, it is recommended to use UNIUNII-2, and UNIt3 only to utilize a 12 channel set.

If planning to use UNH2 extended channels (chat1100- 144), it is recommended to disable UN2I(channels 554) on the
access point to avoid having so many channels enabled.

Having many 5 GHz channels enabled in the wireless LAN can delay discovery of new access points.

2.4 GHz (802.11b/g/n)

In general, it is recommended for access points to utilize automatic channel selection instead of manually assigning channel
access points.

If there is an intermittent interferer, then the access point or access points serving that area may need to havdaichbynel s
assigned.
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In a2.4 GHz (802.11b/g) environment, only noioverlapping channels must be utilized when deploying VoOWLAN.-Non
overlapping channels have 22 MHz of separation and are at least 5 channels apart.

There are only 3 nenverlapping channels in the 2.4 GHz frequency range (channels 1, 6, 11).

Non-overlapping channels must be used and allow at least 20 percent overlap with adjacent channels when deflisging the
Wireless IP Phone 8821 and 882X in an 802.11b/g/n environment, which allows for seamless roaming.

Using an overlapping channel set such as 1, 5, 9, 13 is not a supported configuration.

Channels

2.484 GHz

Minimum 20% Overlap

Signal Strength and Coverage

To ensure acceptable voice quality, @isco Wireless IP Phone 8821 and 8&24 should always have a signal-67 dBm or
higher when using 5 GHz or 2@Hz, while theCisco Wireless IP Phone 8821 and 8&lalsomeet he access poi
receiver sensitivity required signal level for the transmitted data rate.

Ensure the Packet Error Rate (PER) is no higher than 1%.
A minimum Signal to Noise Ratio (SNR) of 25 dB$2 dBm noise level with67 dBm signal should be maintained.

It is recommended to have at least two access points eavastapping channels with at lea6 dBm signal with the 25 dB
SNR to provide redundancy.
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To achieve maximum capacity and throughput, the wireless LAN should be desidgi#etibps. Higher data ratean
optionally be enabled for other applications other than voice only that can take advantage of these higher data rates.

Recommended to set the minimum data rate to 11 Mbps or 12 Mbps for 2.4 GHz (dependent upon 802.11b client support
policy) and 12 Mbps for 5 GHz, which should also be the only rate configured as a mandatory / basic rate.
In someenvironments, 6 Mbps may need to be enabled as a mandatory / basic rate.

Due to the above requirements, a single channel plan should not be deployed.

Power (dBm)

RSSI/
Signal
Strength

Time (Seconds)

When designing the placement of access points, be sure that all key areaddipsteoverage (signal).

Typical wireless LAN deployments for data only applications do not provide coverage for some areas where VOWLAN servic
is necessary such as elevators, stairways, and outside corridors.

Microwave ovens, 2.4 GHz cordless phones, Bluetooth devices, or other electronic etjajmraing in the 2.4 GHz band
will interfere with the Wireless LAN.

Microwave ovens operate on 2450 MHz, which is between channels 8 and 9 of 808.1%bfge microwaves are shielded

more than others and that shielding reduces the spread of the energy. Microwave energy can impact channel 11, and some
microwaves can affect the entire frequency range (channels 1 through 11). To avoid microwave tegdelest channel 1

for use with access points that are located near microwaves.

Most microwave ovens, Bluetooth, and frequency hopping devices do not have the same effect on the 5 GHz frequency. Th
802.11@n/actechnology provides more naverlapping channels and typically lower initial RF utilization. For voice
deployments, it is suggested to use 802ri/hafor voice and use 802.11lfor data.

Howeverthere are products that also utilize the #ioensed 5 GHz frequency (e.g. 5.8 GHz cordless phones, which can impact
UNII-3 channels).
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The chart below lists the attenuation levels for various materials that may exist in an environment.

Material Attenuation Level
Wood Low
Brick Medium
Concrete High
Metal Very High

Cisco Prime Infrastructurean be utilized to verify signal strength and coverage.
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It is recommended to disable rates bel®wMbps for 5 GHz deploymensnd below 1Mbps for 2.4 GHaleployments where
capacity and range are factored in for best results.

The Cisco Wireless IP Phone 8821 and 8&4 both havea single antenna, therefore it supports up to MCS 7 data rates for
802.11n (up to 150 Mbps) and up to MCS 9 data rates for 802.11ac (up to 433 Mbps).

Higher MCS rates can be left enabled for other 802.11n/ac clients, which are utilizing the same band frequency and utilize
MIMO (multiple input / multiple output) antenna technology, which can take advantage of those higher rates.

If 802.11b clients are not allowed in the wireless network, then it is strongly recommended to disable the data rat2s below 1
Mbps. This will eliminate the need to send CTS frames for 80hHitgtection as 802.11b clients can not detect these OFDM
frames.

When 802.11b clients exist in the wireless network, then an 802.11b rate must be enabled and only an 802.11b rate can be
configured as a mandatory / basic rate.

The recommended data rate configurations are the following:

802.11 Mode

Mandatory
Data Rates

Supported
Data Rates

Disabled
Data Rates

802.11a/n/ac

12 Mbps

18-54 Mbps,

6, 9 Mbps

VHT MCS 0- MCS 9 1SS,

(VHT MCS 0- MCS 9 2SS),
(VHT MCS 0- MCS 9 3SS),
(VHT MCS 0- MCS 9 4SS)

1854 Mbps,
HT MCS0-MCS 7,
(HT MCS 8- MCS 31)
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802.11g/n 12 Mbps 1854 Mbps, 1,2,55,6,9, 11 Mbps
HT MCS0-MCS 7,
(HT MCS 8- MCS 31)

802.11b/g/n 11 Mbps 12-54 Mbps, 1, 2, 5.5, 6, 9 Mbps
HT MCSO0- MCS 7,
(HT MCS 8- MCS 31)

802.11a 12 Mbps 1854 Mbps 6, 9 Mbps

802.11¢g 12 Mbps 1854 Mbps 1,2,55,6,9, 11 Mbps
802.11b/g 11 Mbps 12-54 Mbps 1,2,5.5, 6,9 Mbps
802.11b 11 Mbps None 1, 2, 5.5 Mbps

For a voice only application, data rates highantB4 Mbpsan optionally be enabled or disabled, but there is no advantage
from a capacity or throughput perspective and enabling these rates could potentially increase the number of retrees for a dat
frame.

Other applications such as video may be able to benefit from having these higher data rates enabled.
To preserve high capacity and throughput, data rates of 24 Mbps andsfighktbe enabled.

If deploying in an environment where excessive retries may be a concern, then a limited set of the data rates caméreused
the lowest enabled rate is the mandatory / basic rate.

For rugged environments or deployments requintaximum range, it is recommended to enable 6 Mbps as a mandatory /
basic rate.

Note: Some environments may require that a lower data rate be enabled due to use of legacy clients, environmental factors «
maximum range is required.

Set only thdowest data rate enabled as the single mandatory / basic rate. Multicast packets will be sent at the highest
mandatory / basic data rate enabled.

Note that capacity and throughput are reduced when lower rates are enabled.

Rugged Environments

When deploying th€isco Wireless IP Phone 8821 and 8&in a rugged environment (e.g. manufacturing, warehouse,
retail), additional tuning on top of the standard design recommendations may be necessary.

Below are the key items to focus on when deploying a wireless LAN in a rugged environment.

Access Point and Antenna Selection
For rugged environments, it is recommended to select an access point platform that requires external antennas. It is
also important to ensure an antenna type is selected which can operate well in rugged environments.

Access Point Placement

It is crucial that |line of sight to the access point
Cisco Wireless IP Phone 8821 or 8&X and the access point. Ensure that the access point and/or antennas are not
mounted behind any obstruction or on or near a metal or glass surface.

If access points with integrated internal antenaee to be used in some ardlen it is recommended to mount those
access points on the ceiling as they have attimectional antennas and are not designed to be wall mounted.

Frequency Band
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As always, it is recommended to use 5 GHz. Use of 2.4 GHz, especially when 802.11b rates are enabled, may not v
well.

For the 5 GHz channel set, it is recommended to use a 8 or 12 channel plan only; disal@exidiided channels if
possible.

Data Rates

The standard recommended data rate set may not work well if multipath is present at an elevated level.

Therefore, it is recommended to enable lower data rates (e.g. 6 Mbps) to operate better in such an environment.

If using for voice only, then data rates above 24 Mbps can be disabled to increase first transmission success. If the
same band is also used for data, video or other applications, then is suggested to keep the higher data rates enablec

Transmit Power

Due to the potential of elevated multipath in rugged environments, the transmit power of the access @nband
Wireless IP Phone 8821 and 882X should also be restricted. This is more important if planning to deploy 2.4 GHz

in a rugged environment.

If using auto transmit powethe access point transmit power can be configured to use a specified range (maximum ani
minimum power levels) to prevent the access point from transmitting too hot as well as too weak (e.g. 5 GHz maximt
of 16 dBm and minimum of 11 dBm).

The Cisco Wireless IP Phone 8821 and 8&4wi | | utilize the access pointéods
determine what transmit power it uses for transmitte
configuration.

Fast Roaming
It is recommended to utilizZ&02.11r / Fast Transition (FTQr fast roaming. Enabling 802.11r (FT) also reduces the

number of frames in the handshake when roaming to only two frames. Reducing the number of frames during a roar
increases the chances of roam success.
When using 802.1x authentication, it is important to use the recommended EAPOL key settings.

Quality of Service (Q0S)
Need to ensure that DSCP values are preserved throughout the wired netwakitse WMM UP tag for voicand
call control frames can be set correctly.

Beamforming
If using Cisco 802.11napableaccess points, then Beamforming (ClientLink) should be enabled, which can help with
client reception.

Multipath
Multipath occurs when RF signals take multiple paths from a source to a destination.

A part of the signal goes to the destination while another part bounces off an obstruction, then goes on to the des@nation.
result, part of the signal encounters delay and travels a longer path to the destination, which creates signal energy loss.

When the different waveforms combine, they cause distortion and affect the decoding capability of the receiver, as the signal
quality is poor.

Multipath can exist in environments where thereraflective surfaces (e.g. metal, glass, etc.). Avoid mounting access points
on these surfaces.

Below is a list of multipath effects:

Data Corruption
Occurs when multipath is so severe that the receiver is unable to detect the transmitted information.

Signal Nulling
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Occurs when the reflected waves arrive exactly out of phase with the main signal and cancel the main signal
completely.

Increased Signal Amplitude
Occurs when the reflected wavasive in phase with the main signal and add on to the main signal thereby increasing
the signal strength.

Decreased Signal Amplitude
Occurs when the reflected waves arrive out of phase to some extent with the main signal thereby reducing the signal
amplitude.

Ceiling

P1
TX RX

P2 J

P
Obstruction

Floor

Use ofOrthogonal Frequency Division Multiplexing (OFDMyhich is used by 802.11a/n/ac and 802.11g/n, can help to reduce
issues seen in high multipath environments.

If using 802.11b in a high multipath environment, lower data rates should be used in those areas (e.g. 1 and 2 Mbps).
Use of antenna diversity can also help in such environments.

Security

When deploying a wireless LAN, security is essential.
The Cisco Wireless IP Phone 8821 and 884 support the following wireless security features.

WLAN Authentication

WPA2 and WPA(802.1xauthenticatioh

WPA2-PSK and WPAPSK (PreShared key

EAP-FAST (Extensible Authentication ProtocdFlexible Authentication via Secure Tunneling)
EAP-TLS (Extensible Authentication Protocol ransport Layer Security)

PEARGTC (Protected Extensible Authentication ProtoaBeneric Token Card)

PEARMSCHAPV2 (Protected Extensible Authentication Proteddicrosoft Challenge Handshake Authentication
Protocol version 2)

1 802.11r/ Fast Transition (FT)
1 CCKM (Cisco Centralized Key Management)

= =4 4 -4 -4 A
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 None

WLAN Encryption

1 AES (Advanced Encryption Standard)

1 TKIP/ MIC (Temporal Key Integrity Protocol / Message Integrity Check)
1 WEP (Wired Equivalent Protocol) 40/64 and 104/128 bit

Note: The access point must support AESCMP128)as TKIP can only be used as the broadcast/multicast cipher.
WPAS3 is not supported.

802.1xSHA2 key management is not supported.

CCMP256, GCMP128, and GCMP256 encryption ciphers are not supported.

Shared Key authentication is not supported.

The Cisco Wireless IP Phone 8821 and 8& also support the following additional security features.
1 Image authentication
1 Device authentication
1 File authentication
1 Signaling authentication
1 Secure Cisco Unified SRST
1 Media encryption (SRTP)
9 Signaling encryption (TLS)
1 Certificate authority proxy function (CAPF)
1 Secure profiles

1 Encrypted configuration files

1 Settings Access (can limit user access to configuration menus)

Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling (EAP-FAST)

Extensible Authentication ProtoceoFlexible Authentication via Secure Tunneling (ERRST) encrypts EAP transactions
within a Transport Level Security (TLS) tunnel between the access point and the Remote Authenticaiiob$eiaService
(RADIUS) serve such as the Cisco Access Control Server (ACS) or Cisco Identity Services Engine (ISE).

The TLS tunnel uses Protected Access Credentials (PACSs) for authentication between the ciiistdqtéreless IP Phone
8821 and 882EX) and the RADIUS server. The server sends an Authority ID (AID) to the client, which in turn selects the
appropriate PAC. The client returns a P&paque to the RADIUS server. The server decrypts the PAC withmgary-key.

Both endpoints now have the PAC key and a TLS tunnel is createdFB8P supports automatic PAC provisioning, but it
must enable don the RADIUSrser.

To enable EAFFAST, a certificate must be installed on to the RADIUS server.

The Cisco Wireless IP Phone 8821 and 8&4 currently support automatic provisioning of the PAC only, so enalidbey
anonymous inband PAC provisioning on the RADIUS server.

Both EARGTC and EAPMSCHAPV2 must be enabled whalow anonymous inband PAC provisioningis enabled.
EAP-FAST requires that a user account be created on the authentication server.
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If anonymous PAC provisioning is not allowed in the production wireless LAN environment then a staging RADIUS server ca
be setup for initial PAC provisioning of tli&sco Wireless IP Phone 8821 and 8&4

This requires that the staging RADIUS server be setupsasandanEAP-FAST server and components are replicated from
the produdbn primary EAP-FAST server, which include user and group database andFA&H primarykey and policy info.

Ensure the productigorimary EAP-FAST RADIUS server is setup to send the EIRRST primarykeys and policies to the
stagingsecondanEAP-FAST RADIUS server, which will then allow theisco Wireless IP Phone 8821 and 8&4 to use
the provisioned PAC in the production environment whéiav anonymous inband PAC provisioningis disabled.

When it is time to renew the PAC, then authenticatenbind PAC provisioning will be used, so ensure Hiktw
authenticated inband PAC provisioningis enabled.

Ensure that th€isco Wireless IP Phone 8821 and 884 haveconnected to the network during the grace period to ensure it
can use its existing PAC created either using the active or rptiradrykey in order to get issued a new PAC.

Is recommended to only have the stagiieless LAN pointed to the staging RADIUS server and to disable the staging access
point radios when not being used.

Extensible Authentication Protocol - Transport Layer Security (EAP-TLS)

Extensible Authentication Protocelransport Layer Security (EAPLS) is using the TLS protocol with PKI to secure
communications to the authentication server.

TLS provides a way to use certificates for both user and server authentication and for dynamic session key generation.
A certificate is required to be installed.
EAP-TLS provides excellent security, but requires client certificate management.

EAP-TLS may also require a user account to be created on the authentication server matching the common name of the
certificate imported into th€isco Wireless IP Phone 8821 or 8&2X.

It is recommended to use a complex password for this user account and thaL EA8”the only EAP type enabled on the
RADIUS server.

Protected Extensible Authentication Protocol (PEAP)

Protected Extensible Authentication Protocol (PEAP) uses ssidepublic key certificates to authenticate clients by creating
an encrypted SSL/TLS tunnel between the client and the authentication server.

The ensuing exchange of authentication information is then encrypted and user credentials are safe from eavesdropping.
PEARGTC and PEARMSCHAPV2 are supported inner authentication protocols.

PEAP requires that a user account be created on the authentication server.

The authentication server can be validated via importing a certificate in@isbe Wireless IP Phone 8821 and 8&

Quality of Service (QoS)

Quality of Service enables queuing to ensure high priority for voice traffic.
To enable proper queuing for voice and call control traffic use the following guidelines.
1 Ensure thaWWMM is enabled on the access point.
1 Create a QoS policy on the access point giving priority to voice and call control traffic.
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Traffic Type DSCP 802.1p | WMM UP Protocol

Voice EF (46) 5 6 RTP UDP 16384 32767

Call Control CS3(24) | 3 4 SIP (TCP/UDP 5060 5061)

1 Be sure that voice and call control packets have the proper QoS markings armtaitieis are not using the same
QoS markings.

1 Enable Differentiated Services Code Point (DSCP) preservation on the Cisco 10S switch.

For more information about TCP and UDP ports used bZibeo Wireless IP Phone 8821 and 8&4 and the Cisco Unified
Communications Manager, refer to Besco Unified Communications Manager TCP and UDP Port Usagdocument at this
URL:

https://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/port/10 5 x/cucm {fusagecucm105x/cucm b portisage
cucm105x chapter 00.html

Call Admission Control (CAC)

Call Admission Control can benabled on the access point.
1 Enable Call Admission Control (CAC) / Wi MultiMedia Traffic Specifications (TSPEC) for Voice
1 Set the desired maximum RF bandwidth that is allocated for voice traffic (default = 75%)
1 Set the bandwidth that is reserved for roaming voice clients (default = 6%)

Pre-Call Admission Control

If Call Admission Control is enabled on the access pointCikeo Wireless IP Phone 8821 and 8@ will send an Add
Traffic Stream (ADDTS) to the access point to request bandwidth in order to place or receive a call.

If the AP sends an ADDTS successful messtwn theCisco Wireless IP Phone 8821 or 88X establishes the call.

If the access point rejects the call and@igco Wireless IP Phone 8821 or 88X has no other access point to roam to, then
the phone will displajNetwork Busy.

If the admission is refused for an inbound call there is no messaging fr@stteeWireless IP Phone 8821 or 882X to
inform the remote endpoint that there is insufficient bandwidth to establish the call, so the call can continue to itinigi out w
the system until the remote user terminates the call.

Roaming Admission Control

During a call, theCisco Wireless IP Phone 8821 and 84 measure Received Signal Strength Indicator (RSSI) and Packet
Error Rate (PER) values for the current and all available access points to make roaming decisions.

If the original access point where the call was established had Call Admission Control enabled, Gierotiéreless IP
Phone 8821 and 88HX will send an ADDTS request during the roam to the new access point, which embedded in the
reassociation request frame.

Traffic Classification (TCLAS)

Traffic Classification (TCLAS) helps to ensure that the access point properly classifies voice packets.
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Without proper classification, voice packets will be treated as best effort, which will defeat the purpose of TSPEC and QoS i
general.

TCP and UDP port information will be used to set the UP (User Priority) value.

The previous method of classification depenpen preservation of DSCP value throughout the network, where the DSCP
value maps to a particular queue (BE, BK, VI, VO).

However, the DSCP values are not always preserved as this can be viewed as a security risk.

Using port based QoS policies is inadequiateCAPWAP based wireless LAN solutioas all data packets use the same UDP
port (CAPWAP =UDP 5246) and the access point uses the outside QoS marking to determine which queue the packets shou
be placed in.

With TCLAS, DSCP preservation is not a requirement.
Call Admission Control must be enabled on the access point in order to enable TCLAS.
TCLAS will be negotiated within the ADDTS packets, which are used to request bandwidth in order to place or receive a call.

QoS Basic Service Set (QBSS)

There are three different versions of QoS Basic Service Set (QBSS) tiiastbeNireless IP Phone 8821 and 8&4
support.

The first version from Cisco was on 00 scale and was not based on clear channel assessment (CCA), so it does not accou
for channel utilization, but only the 802.11 trafofic tr
other 802.11 energy or interferers using the same frequencies.

QBSS is also a part of 802.11e, which is on2bB scale and is CCA based. So this gives a true representation on how busy
the channel is. The max threshold is also defined on the client side, which is set to 105.

The second version from Cisco is based on the 802.11e version, but allows the default max threshold of 105 to be optionally
configured.

Each version of QBSS can be optionally be configured on the access point.

Wired QoS

Configure QoS settings and policies for the necessary network devices.

Configuring Cisco Switch Ports for WLAN Devices
Configure the Cisco Wireless LAN Controller and Cisco Access Point switch ports as well as any uplink switch ports.

If utilizing Cisco I0S Switches, use the following switch port configurations.

Enable COS trust for Cisco Wireless LAN Controller

mls gos
|

interface X
mls qos trust cos

Enable DSCP trust for Cisco Access Points

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide 39



mis gos
|

interface X
mls qostrust dscp

If utilizing Cisco Meraki MS Switches, reference @@sco Meraki MS Switch VolP Deployment Guide
https://meraki.cisco.com/lib/pdf/meraki_whitepaper_msvoip.pdf

Note: When using the Cisco Wireless LAN Controller, DSCP trust must be implementaastirust the UDP data ports used
by the Cisco Wireless LAN Controller (CAPWAPUDP 5246 and 5247) on all interfaces where wireless packets will traverse
to ensure QoS markings are correctly set.

Configuring Cisco Switch Ports for Wired IP Phones
Enable the Cisco wired IP phone switch ports for Cisco phone trust.

Below is a sample switch configuration:

mis gos
|

Interface X
mls qos trust device cisgzhone
mls gos trust dscp

Roaming

The Cisco Wireless IP Phone 8821 and 8&4 default to Auto for the 802.11 mode, which allows &isco Wireless IP
Phone 8821 and 88X to connect to either 5 GHz or 2.4 GHz and enables interband roaming support.

802.11r / Fast Transition (FT) is the recommended deployment model for all environment types where frequent roaming occl
802.1x authentication is required in order to utilize CCKM.

802.1x without 802.11r (FT) or CCKM can introduce delay during roaming due to its requirement feafutheatication.
WPA and WPAZ2 introduce additional transient keys and can lengthen roaming time.

When 802.11r (FT) or CCKM is utilized, roaming times can be reduced to less than 100 ms, where that transition time from c
access point to another will not be audible to the user.

The Cisco Wireless IP Phone 8821 and 8&4 support 802.11r (FT) with WPA2 (AES) or WPASK (AES)and CCKM
with WPA2 (AES.

Authentication Roaming Time
WPA2 Personal 150 ms
WPA2 Enterprise 300 ms
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802.11r (FT) <100 ms

CCKM <100 ms

The Cisco Wireless IP Phone 8821 and 88 manage the scanning and roaming events.

The roaming trigger for the majority of roams should be due to meeting the required RSSI differential based on the current
RSSI, which results in seamless roaming (no voice interruptions).

For seamless roaming to occur, isco Wireless IP Phone 8821 and 8&4 must be associated to an access point for at
least 3 seconds, otherwise roams can occur based on packet loss (max tx retransmissions or missed beacons).

Fast Secure Roaming (FSR)

802.11r / Fast Transition (FT) is the recommended deployment model for all environment types where frequent roaming occl
Cisco Centralized Key Management (CCKM) is also supported, but requires 802.1x authentication.

802.11r (FT) and CCKM enable fast secure roaming and limits theebffork time to keep audio gapsaatminimum when on
call.

802.1x or PSK without 802.11r (FT) and 802.1x without CCKM can introduce delay during roaming due to its requirement for
full re-authentication. WPA and WPAZ2 introduce additional transient keys and can lengthen roaming time.

802.11r (FT) and CCKM centralizes the key management and reduces the number of key exchanges.

When 802.11r (FT) or CCKM is utilized, roaming times can be reduced frol5@0@s to less than 100 ms, where that
transition time from one access point to another will not be audible to the user.

There are two methods of 802.11r (FT) roaming.

Over the Air

The client communicates directly with the target access point using 802.11 authentication with the FT authentication
algorithm.

Over the Distribution

Theclient communicates with the target access point through the current access point. The communication between
the client and the target access point is carried in FT action frames between the client and the current access point v
the WLAN controller.

802.11r (FT) utilizing the Over the Air method is the recommended fast secure roaming model to deploy.

Since the 802.11r (FT) plus Over the Distribution method requires connectivity to the currently associated access point, this
method may not work well if the phone is not always able to communicate with the current access point as well as the target
accesgoint, which could occur in neapen environments if line of sight to both the current access point and the target access
point can not be retained when a roaming event occurs.

The Cisco Wireless IP Phone 8821 and 8&4 support 802.11r (FT) with WPARSK or WPA2 and CCKM with WPA2 or
WPA.

FSR Type Authentication | Key Management Encryption
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802.11r (FT) PSK WPA2 AES
802.11r (FT) EAP-FAST WPA2 AES
802.11r (FT) EAP-TLS WPA2 AES
802.11r (FT) PEARGTC WPA2 AES
802.11r (FT) PEARMSCHAPV2 | WPA2 AES
CCKM EAP-FAST WPA2, WPA AES, TKIP
CCKM EAP-TLS WPA2, WPA AES, TKIP
CCKM PEARGTC WPA2, WPA AES, TKIP
CCKM PEARMSCHAPvV2 | WPA2, WPA AES, TKIP

Note: If deploying the Cisco Wireless IP Phone 8821 or 88Xlinto an environment where other \&i phone models exist
but those WiFi phone models do not support 802.11r (FT), then should be able to use that saritipgeSSID for the Cisco
Wireless IP Rone 8821 or 882EX, but is recommended to enable 802.11r (FT) utilizing the Over the Air method on top of
the other preexisting key management types (e.g. 802.1x, CCKM, or 802.1x + CCKM); assuming the ofhigohine

models can interoperate in an 80R. (FT) enabled network while not utilizing 802.11r (FT).

The access point must support AESCMP128)as TKIP can only be used as the broadcast/multicast cipher.

Interband Roaming

The Cisco Wireless IP Phone 8821 and 884 default to Auto for the frequency band mode, which enables interband
roaming and currently gives preference to the strongest siggpically, this will give preference to 2.4 GHz over 5 GHz due
to 2.4 GHz having a stronger signal in general assuming the power levels are the same.

At power on, theCisco Wireless IP Phone 8821 and 8&4 will scan all 2.4 and 5 GHz channels when in Auto mode, then
attempt to associate to an access point for the configured network if available.

If configured for 5 GHz only or 2.4 GHz only mode, then just those channels are scanned.

It is recommended to perform a spectrum analysis to ensure that the desired bands can be enabled in order to perfbrm intert
roaming.

Scanning

There are three different scan modésiftinuous, Auto, Single AP), which can be configured for the Cisco Wireless IP Phone
8821 and 882EX in the Cisco Unified Communications Manager.

When using multiple access points where seamless roaming is re@oregohuous (default) orAuto scan mode should be
enabled $ingle AP scanmodeshould not be used if multiple access points exist).

Continuous scan mode is the default scan mode, whichbles seamless roaming, but power consumption is higher.

Continuous scan mode is the recommended scan mode for most environments where frequent roaming occurs, while also
meeting minimum battery life requirements.

When on an active call witBontinuous or Auto scan mode enabled, the Cisco Wireless IP Phone 8821 andE38&il be
continuouslyscanning regardless of the current call state (idle or on call) or current access point signal level (RSSI).
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When inidle (not on an active call) ar@ontinuous scan mode is enabled, then the Cisco Wireless IP Phone 8821 and 8821
EX will also be continuously scanning.

When in idle vith Auto scanmode, scans wilbnly occur when the grdefined RSSI threshold is held for the jolefined
duration.

Continuous scan mode is recommended for environments where frequent roams occur or where smaller cells (pico cells) exi
Continuous scan mode can also help with location tracking.

Auto scan mode can increase idle battery life, but roaming performance may be decreased. Since the phone is not continuo
scanning for the best available AP, it may not be connected to the best AP whefutsisgan. This may result in some
interruptions in connectivity when the phone moves quickly away from the current AP.

If using only one access point, sel8aigle APmode on the Cisco Wireless IP Phone 8821 and-832flo reduce scanning
and optimize battery life.

Power Management

When the access point suppd?t®xy ARR the idle battery life will be optimized. Proxy ARP allows the Cisco Wireless IP
Phone 8821 and 88HX to remain in sleemode longer versus waking up at each Delivery Traffic Indicator Message (DTIM)
period to check for incoming broadcasts.

To optimize battery life, the Cisco Wireless IP Phone 8821 and-B82&ill utilize either UAPSD or PSPOLL power save
methods depending on whether-WiMultiMedia (WMM) is enabled in the Access Point configuration or not.

If the access point does not suppgerbxy ARR then the idle battery life will be up to fifty percent less.
The Cisco Wireless IP Phone 8821 and 8BXlprimarily use JAPSD when in idle or on call.
Null Power Save (PSBIULL) frames are utilized for of€hannel scanning.

Wireless LAN is automatically disabled temporarily when Ethernet is connected by docking the Cisco Wireless IP Phone 882
or 8821EX when a USB to Ethernet dongle is attached, but will be automaticedlyai@led once Ethernet is disconnected.

Use of a supported USB to Ethernet dongle is for initial provisioning purposes only and not to convert the Cisco Wireless IP
Phone 8821 or 882EX to a wired IP phone.

Delivery Traffic Indicator Message (DTIM)

The Cisco Wireless IP Phone 8821 and 8BXlcan use the DTIM period to schedule wakeup periods to check for broadcast
and multicast packets as well as any unicast packets.

If Proxy ARP is enabled, then the Cisco Wireless IP Phone 8821 aneE38da not have to wake up at DTIM.
For optimal battery life and performanégrecommended to set the DTIM periodtwith a beacon period dfo0 ms
The DTIM period is a tradeoff between battery life and multicast performance.

Broadcast and multicast traffic will be queued until the DTIM period when thepoarer save enabled clients associated to
the access point, so DTIM will determine how quickly these packets can be delivered to the client. If using multicast
applications, a shorter DTIM period can be used.

When multiple multicast streams exist on the wireless LAN frequently, then it is recommended to set the DTIM feriod to

Dynamic Transmit Power Control (DTPC)

To ensure packets are exchanged successfully betwe@istweWireless IP Phone 8821 or 8&X and the access point,
Dynamic Transmit Power Control (DTPC) should be enabled.

DTPC prevents onrway audio when RF traffic is heard in one direction only.
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If the access point does not support DTPC, theiCikeo Wireless IP Phone 8821 and 8&4 will use the highest available
transmit power depending on the current channel and data rate.

The access pointdéds radio transmit powe rCisscofMiralessdP Rhané 882la v e
and 8821EX can support.

Call Capacity

Design the network to accommodate the desired call capacity.

The Cisco access poigian support up to 27diirectional voice streams for both 802.A4acand 802.11kp at a data rate of
24 Mbps or higher. To achieve this capacity, there must be minimal wireless LAN background traffitianddio frequency
(RF) utilization.

The number of calls may vary depending on the data rate, initial channel utilization, and the environment.

Audio Calls
Below lists the maximum number of audio calls (singlelibéctional voice stream) supported per access point / channel.

Max # of 802.11 Mode Audio Audio Data Rate
Audio Codec Bit Rate
Calls
13 5 GHz or 2.4 GHz G.722 /G.711 | 64 Kbps 6 Mbps
20 5 GHz or 2.4 GHz G.722 1 G.711| 64 Kbps 12 Mbps
27 5 GHz or 2.4 GHz G.722/ G.711| 64 Kbps 24 Mbps or higher
Multicast

When enabling multicast in the wireless LAN, performance and capacity must be considered.
If there is arassociated client that is in power save mode, then all multicast packets will be queued until the DTIM period.
With multicast, there is no guarantee that the packet will be received the by the client.

The multicast traffic will be sent at the highest mandatory / basic data rate enabled on the access point, so willswemnt to en
that only the lowest enabled rate is configured as the only mandatory / basic rate.

The client will send the IGMP join request to receive that multicast stream. The client will send the IGMP leave when the
session is to be ended.

The Cisco Wireless IP Phone 8821 and 88 support the IGMP query feature, which can be used to reduce the amount of
multicast traffic on the wireless LAN when not necessary.

Ensure that IGMP snooping is also enabled on all switches.

Note: If using Coexistence where 802.11b/g/n and Bluetooth are being used simultaneously, then multicast voice is not
supported.
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Configuring the Cisco Wireless LAN

Cisco AireOS Wireless LAN Controller and Lightweight Access Points

When configuring the Cisco Wireless LAN Controller danghtweightAccess Points, use the following guidelines:

1

=4 =4 =4 -4 A4 -4 -4 -4 -4 -4 A -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 -4 A -

Ensure802.11r (FT)or CCKM isEnabled

SetQuality of Service (QoS)to Platinum

Set theWwMM Policy to Required

Ensure802.11kis Disabled

Ensure802.11vis Disabled

EnsureSession Timeouts enabled and configured correctly
EnsureBroadcast Keylnterval is enabled and configured correctly
EnsureAironet IE is Enabled

SetDTPC Support to Enabled

DisableP2P (Peer to Peer) Blocking Action

EnsureClient Exclusionis configured correctly

DisableDHCP Address Assignment Required

SetProtected Management Frame (PMF}o Optional or Disabled
SetMFP Client Protection to Optional or Disabled

Set theDTIM Period to 2

SetClient Load Balancingto Disabled

SetClient Band Selectto Disabled

SetIGMP Snooping to Enabled

EnableSymmetric Mobile Tunneling Modeif Layer 3 mobility is utilized
EnableClientLink if utilizing Cisco 802.11rcapableAccess Points
Configure theData Ratesas necessary

ConfigureAuto RF as necessary

SetAdmission Control Mandatory for Voice to Enabled

SetlLoad Based CACfor Voiceto Enabled

EnableTraffic Stream Metrics for Voice

SetAdmission Control Mandatory for Video to Disabled

SetEDCA Profile to Voice Optimized or Voice and Video Optimized
SetEnable Low Latency MAC to Disabled

Ensure thaPower Constraint is Disabled

EnableChannel AnnouncementandChannel Quiet Mode
Configure theHigh Throughput Data Ratesas necessary
Configure thé=rame Aggregationsettings

EnableCleanAir if utilizing Cisco access poistwith CleanAir technology
ConfigureMulticast Direct Feature as necessary
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1 Set theProtocol Typeto Nonefor the Platinum QoS profile

802.11 Network Settings

It is recommended to have tliésco Wireless IP Phone 8821 and 8&4 operate on the 5 GHz band only due toihgwmany
channels available and not as many interferers as the 2.4 GHz band has.

If wanting to usé GHz, ensure the 802.11a/n/ac network stat&sabled.
Set theBeacon Periodto 100 ms

EnsureDTPC Support is enabled.

If using Cisco 802.11napableAccess Points, ensu@ientLink is enabled.
Maximum Allowed Clients can be configured as necessary.

Recommended to set 12 Mbps as the mandatory (basic) rate and 18 Mbps and higher as supported (optional) rates; howeve
some environments may require 6 Mbps to be enabled as a mandatory (basic) rate.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Wireless 802.11a Global Parameters

¥ Access Points

All APs General Data Rates**
* Radios -
Global Configuration B802.11a Network Status Enabled & Mbps Disabled
» Advanced Beacon Pericd (millisecs) 100 9 Mbps Disabled
et (Ftr,:f;;antation Threshold 2346 12 Mbps Mandatory
B
} AP Group NTP DTPC Support. Enabled 18 Mbps Supported
B
» ATF Maximum Allowed Clients 100 24 Mbps Supported
— 36 Mbps Supported
RF Profiles RSSI Low Check Enabled -
RSSI Threshold (-60 to -90 48 Mbps Supported
FlexConnect Groups dBm) -80
54 Mbps Supported
} FlexConnect ACLs
802.11a Band Status
FlexConnect VLAN CCX Location Measurement
Templates Low Band Enabled
Maode Enabled
MNetwork Lists Mid Band Enabled
. Interval {seconds) 60
* 802.11a/n/ac/ax High Band Enabled
z;t:ork TWT Configuration ***
-
RF Grouping Target Waketime Enabled

TPC

DCA Broadcast TWT Support Enabled

If wanting to us&.4 GHz, ensure the 802.11b/g/n network status and 80aréEgabled.

Set theBeacon Periodto 100 ms

Short Preamble should beEnabledin the 2.4 GHz radio configuration setting on the access point when no legacy clients that
require a long preamble are present in the wireless LAN. By using the short preamble instead of long preamble, the wireless
network performance is improved.

EnsureDTPC Support is enabled.
If using Cisco 802.11napableAccess Points, ensu@ientLink is enabled.
Maximum Allowed Clients can be configured as necessary.

Recommended to set 12 Mbps as the mandatory (basic) rate and 18 Mbps and higher as supported (optional) rates assumin
there will not be any 802.11b only clients that will connect to the wireless LAN; however some environments may require 6
Mbps to beenabled as a mandatory (basic) rate.
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If 802.11b clients exist, then 11 Mbps should be set as the mandatory (basic) rate and 12 Mbps and higher as supported
(optional).

CIsCo MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11b/g Global Parameters
¥ Access Points
All APs General Data Rates**
} Radios
Global Configuration 802.11b/g Metwork Status Enabled 1 Mbps Disabled
» Advanced 802.11g Support @ Enabled 2 Mbps Disabled
Mesh Beacon Period (millisecs) 100 5.5 Mbps Disabled
» AP Group NTP Short Preamble Enabled 6 Mbps Disabled
e (F;:Een;;antatinn Threshold 2395 9 Mbps Disabled
RF Profiles DTPC Support. Enabled 11 Mbps Disabled
FlexConnect Groups Maximum Allowed Clients 100 12 Mbps Mandatory
} FlexConnect ACLs RSSI Low Check | Enabled 18 Mbps Supported
RSSI Threshold (-60 to -90 80 24 Mbps Supported
FlexConnect VLAN dBm) . S
Templates 36 Mbps Supported
Network Lists CCX Location Measurement 48 Mbps Supported
b B02.11a/n/acfax Mode EdEnabled 54 Mbps Supported
Interval {seconds) 60 R .
7 EIPLRLR e TWT Configuration ***
Network
» RRM Target Waketime Enabled
RF G i
TPC roueing Broadcast TWT Support Enabled

Beamforming (ClientLink)
EnableClientLink if using Cisco 802.11napableAccess Points.

Use the following commands to enable the beamforming feature globally for all poaetssor for individual access point
radios.

(Cisco Controller) sonfig 802.11a beamforming global enable
(Cisco Controller) sonfig 802.11a beamforming ap <ap_name> enable
(Cisco Controller) sonfig 802.11b beamforming global enable
(CiscoController) >onfig 802.11b beamforming ap <ap_name> enable

The current status of the beamforming feature can be displayed by using the following command.

(Cisco Controller) show 802.11a
(Cisco Controller) show 802.11b

Legacy Tx Beamforming setting............... Enabled
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Cisco

MONITOR WLANs CONTROLLER WIRELESS

Wireless

¥ Access Points

SECURITY

802.11a/n/ac/ax Cisco APs > Configure

MANAGEMENT

COMMANDS HELP  FEEI

All APs
o Bl General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtpS-31a-apl Current Channel (48,44)
DualBand Radios Admin Status Enable Channel Width * 40 MHz ©
Global Configuration . . " -
Operational Status up Channel width can be configured only when channel configuration s in custom
» Advanced mode
Slot # 1
Mesh Assignment Method OGlobal
} AP Group NTP 11in Parameters Gustom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
} FlexConnect ACLs No radar detected channels
CleanAir Capable Yes

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
b 802.11b/g/n/ax
b Media Stream

» Application Visibility

CleanAir Admin Status

Enable

* CleanAir enable will take effect only if it is enabled on this band.

Number of Spectrum Expert

0
connections

Antenna Parameters

Antenna Type

Internal

Tx Power Level Assignment

Current Tx Power Level 1

OGlobal

“Custom

Assignment Method

Performance Profile

And Control A
B - . R
Lync Server Antenna c View and edit Performance Profile for this AP
D o
Country a Performance Profile
Timers - - R
Note: Changing any of the parameters causes the Radio to be temporarily disabled
F Netflow and thus may result in loss of connectivity for some clients.
b Qos

Auto RF (RRM)

When using the Cisco Wireless LAN Controlieis recommended to enable Auto RF to manage the channel and transmit
power settings.

Configure the access point transmit power level assignment method for either 5 or 2.4 GHz depending on which frequency b
is to be utilized.

If using automatic power level assignment, a maximum and minimum power level can be specified.

MONITOR  WLANs

CONTROLLER. ~ WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs
¥ Radios
Global Configuration

-

Advanced
Mesh
b AP Group NTP

802.11a > RRM > Tx Power Control(TPC)

TPC Version

Interference Optimal Mode (TPCv2)
°CuveragE Optimal Mode (TPCv1})

Tx Power Level Assignment Algorithm

Power Level Assignment Method

OAutomatic

" 'On Demand

Every 600 sect
Invoke Power Update Once

b ATF -
Fixed 1<
RF Profiles
Maximum Power Level Assignment (-10 to 30 dBm} 17
FlexConnect Groups
Minimum Power Level Assignment (-10 to 30 dBm) 11

» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/n/ac/ax
Network
* RRM

RF Grouping
TPC
oCcA
Coverage
General

Power Assignment Leader

Last Power Level Assignment
Power Threshold (-80 to -50 dBm)
Channel Aware

Power MNeighbor Count

RTP9-32A-WLC3 (10.81.6.70)
463 secs ago

-65

| Enabled

3
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If using 5 GHz, the number of channels can be limited (e.g. 12 channels only) to avoid any potential delay of access point
discovery due to having to scan many channels.

The 5 GHz channel width can be configured for 20 MHz or 40 MHz if using Cisco 802.11n Access Points and 20 MHz, 40
MHz, or 80 MHz if using Cisco 802.11ac Access Points.

It is recommended to utilize the same channel width for all access points.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
} Radios
Global Configuration Channel Assignment Method °Auturnatic Interval: 10 minutes AnchorTime: 0
» Advanced ~Freeze Invoke Channel Upd Once |
OFF
Mesh
» AP Group NTP Avoid Foreign AP interference Enabled
Avoid Cisco AP load | Enabled
¥ ATF
Avoid non-802.11a noise Enabled
RF Profiles B
Avoid Persistent Non-WiFi Interference Enabled
FlexConnect Groups
Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
} FlexConnect ACLs
Last Auto Channel Assignment 556 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium (15 dB)
Network Lists Channel Width )20 MHz (@ 40 MHz (/80 MHz (/160 MHz (_80+80 MHz (_Best
+ B02.11a/n/ac/ax Avoid check for non-DFS channel | Enabled
Network
« RRM DCA Channel List
RF Grouping
TPC 36, 40, 44, 48, 52, 56, 60, 64, 100, 153,
DCA 157, 161
e DCA Channels

General
Client Roaming
Media
EDCA Parameters

If using 2.4GHz, only channels 1, 6, and 11 should be enabled in the DCA list.

It is recommended to configure the 2.4 GHz channel for 20 MHz even if using Cisco 802.11n Access Points capable of 40 M|
due to the limited number of channels available in 2.4 GHz.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11b > RRM > Dynamic Channel Assignment (DCA)
¥ Access Points
All APs Dynamic Channel Assignment Algorithm
* Radios
Global Configuration Channel Assignment Method °Autorr|atic Interval: 10 minutes AnchorTime: 0
} Advanced Freeze Invoke Ch | Update Once |
Mesh OFF
» AP Group NTP Avoid Foreign AP interference Enabled
Avoid Cisco AP load | Enabled
b ATF
Avoid non-802.11b noise Enabled
RF Profiles

Avoid Persistent Non-WiFi Interference | Enabled
FlexConnect Groups

Channel Assignment Leader RTP9-32A-WLC3 (10.81.6.70)
} FlexConnect ACLs
Last Auto Channel Assignment 75 secs ago
FlexConnect VLAN
Templates DCA Channel Sensitivity Medium ({10 dB})

D DCA Channel List

-

802.11a/n/ac/fax

¥ 802.11b/g/nfax 1.6 11

Network
+ RRM DCA Channels
RF Grouping
TPC
DCA y
Coverage

Individual access points can be configured to override the global setting to use dynamic channel and transmit powet assignn
for either 5 or 2.4 GHz depending on which frequency band is to be utilized.

Other access points can be enabled for automatic assignment method and account for the access points that are statically
configured.

This may be necessary if there is an intermittent interferer present in an area.

The 5 GHz channel width can be configured for 20 MHz or 40 MHz if using Cisco 802.11n Access Points and 20 MHz, 40
MHz, or 80 MHz if using Cisco 802.11ac Access Points.

It is recommended to use channel bonding only if using 5 GHz.
It is recommended to utilize the same channel width for all access points.
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Cisco Mol

Wireless

¥ Access Points

IN[TOR WLANs CONTROLLER WIRELESS SECURITY

802.11a/n/ac/ax Cisco APs > Configure

COMMANDS HELP FEEDBACK

All APs
o Bl General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-apt Current Channel (48,44)
Dual-Band Radi A . .
ualBand Radios Admin Status Enable Channel Width * 40 MHz 0
Global Configuration . X § o
Operational Status up Channel width can be configured only when channel configuration is in custom
» Advanced mode
Slot # 1
Mesh Assignment Method OGlobal
Cust
» AP Group NTP 11n Parameters ustom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
F FlexConnect ACLs No radar detected channels
FlexConnect VLAN CleanAir Capable Yes
lexConne "
Templates CleanAir Admin Status Enable Tx Power Level Assignment
. * CleanAir enable will take effect only if it is enabied on this band.
Current Tx Power Level 1
} 802.11a/n/ac/ax Number of Spectrum Expert
connections 0 Assignment Method ©Global
b 802.11b/g/n/ax -
fa/nf ‘Custom

-

Media Stream

Antenna Parameters

Ication Vislbilt Antenna Type Internal
Application Visibility
» Performance Profile
And Control A
B . y .
ISt Antenna - View and edit Performance Profile for this AP
D 7
o /] Performance Profile
Timers - " P
Note: Changing any of the parameters causes the Radio to be temporarily disabled
» Netflow and thus may result in loss of connectivity for some clients.
} Qos

Client Roaming

The Cisco Wireless IfPhone 8821 and 882X do not utilize the RF parameters in the Client Roaming section of the Cisco
Wireless LAN Controller as scanning and roaming is managed independently by the phone itself.

EDCA Parameters

Set the EDCA profilg¢o eitherVoice Optimizedor Voice & Video Optimized and disabld.ow Latency MAC for either 5 or
2.4 GHz depending on which frequency band is to be utilized.

Low Latency MAC (LLM) reduces the number of retransmissions3q2r packet depending on the access point platform, so
it can cause issues if multiple data rates are enabled.

LLM is not supported on the Cisco 802.11n/ac Access Points.

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless

¥ Access Points
All APs General

» Radios
Global Configuration

Voice & Video Optimized

EDCA Profile

Baanced Enable Low Latency MAC 1

Mesh
¥ AP Group NTP

Low latency Mac feature is not supported for 1140/1250/3500 platforms if more than 3 data rates are enabled.
» ATF

DFS (802.11h)
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Power Constraint should be left urconfigured or set to 0 dB as DTPC will be usedh®/Cisco Wireless IP Phone 8821 and
8821-EX to control the transmission power.

In later versions of the Cisco Wireless LAN Controltedtoes not allow both TPC (Power Constraint) and DTPC (Dynamic
Transmit Power Control) to be enabled simultaneously.

Channel AnnouncementandChannel Quiet Modeshould beEnabled.

CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11h Global Parameters
¥ Access Points
All APs Power Constraint

* Radios

Global Configuration Local Power Constraint(0-30) o dB

EAdanced Channel Switch Announcement

Mesh
Channel Announcement

» AP Group NTP

Channel Switch Count V]
} ATF Channel Quiet Mode
RF Profiles
FlexConnect Groups Radar Blacklist
} FlexConnect ACLs Smart DFS

High Throughput (802.11n/ac)

The 802.11n data rates can be configured per radio (2.4 GHz and 5 GHz).

802.11ac data rates are applicable to 5 GHz only.

Ensure thaWMM is enabled antVPA2(AES) is configured in order to utilize 802.11n/ac data rates.

The Cisco Wireless IP Phone 8821 and 8&4 support HT MCS @ MCS 7 and VHT MCS 0 MCS 9 data rates only, but
higher MCS rates can optionally be enabled if there are other 802.11n/ac clients utilizing the same band frequenajethat inclu
MIMO antenna technology, which can take advantagbasehigher data rates.
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[of E{o+] MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11n/ac/ax (5 GHz) Throughput
¥ Access Points
All APs General MCS (Data Rate 1) Settings
* Radios
Global Configuration 11n Mode Enabled 2 0 (7 Mbps) Supported
» Advanced 11ac Mode Enabled 2 1 (14 Mbps) Supported
3 v
Mesh 1lax Mode Enabled 2 (21 Mbps) @ Supported
3 (29 Mbps @ Supported
RRAECEO BRI VHT MCS Rates ‘ e 9 seee
4 (43 Mbps @ Supported
e ( ps) @ supp
5 (58 Mbps) Supported
RF Profiles s51
R 4 6 (65 Mbps) Supported
FlexConnect Groups o-8 Enabled =
R 4 7 (72 Mbps) Supported
} FlexConnect ACLs 02 Enabled =
8 (14 Mbps) Supported
FlexConnect VLAN 552
Templates 9 (29 Mbps) Supported
0-8 H
Networlk Lists Enabled 10 (43 Mbps) © supported
0-9 Enabled £
v 802.11a/n/ac/ax 11 (58 Mbps) Supported
:;t:ork ss3 12 (87 Mbps) Supported
RF Grouping 0-8 Enabled # 13 (116 Mbps) Supported
TPC
- 0-a Enabled £ 14 (130 Mbps) Supported
Coverage 15 (144 Mbps) Supported
General 554 16 (22 Mbps) Supported
i i u 4
:I"Z"t Roaming 0-8 Enabled £ 17 (43 Mbps) Supported
edia
- 4
EDCA Parameters 0-9 Enabled £ 18 (65 Mbps) Supparted
DFS (802.11h)
19 (87 Mb @ supported
High Throughput HE MCS Rates ( Pps) @ supporte
(802.11n/ac/ax) 20 (130 Mbps) Supported
CleanAir
SS1 S§S82 21 (173 Mbps) Supported
¥ 802.11b n/ax
/9/n/ 0-7 Enabled 0-7 Enabled 22 (185 Mbps) Supported
’ .
Media Stream 0-9 Enabled 09 Enabled 23 (217 Mbps) Supported
» Application Visibility 0-11 Enabled 0-11 Enabled 24 (29 Mbps) Supported
And Control
25 (58 Mbps) Supported
Lync Server 553 554
26 (87 Mbps) Supported
Country 0-7 Enabled 0-7 Enabled
27 (116 Mbps) Supported
Timers 0-9 Enabled 0-9 Enabled
28 (173 Mbps) Supported
¥ Netflow 0-11 Enabled 0-11 Enabled
29 (231 Mbps) Supported
* QoS
SS5 SS6 30 (260 Mbps) Supported
0-7 Enabled 0-7 Enabled 31 ( 289 Mbps) Supported

Frame Aggregation

Frame aggregation is a process of packaging multiple MAC Protocol Data Units (MPDUs) or MAC Service Data Units
(MSDUSs) together to reduce the overheads where in turn throughput and capacity can be optimized.
Aggregation of MAC Protocol Data Unit (MPDU) requires the use of block acknowledgements.

It is requiredto adjust the AMPDU and AMSDU settings to the following to optimize te&perience with th€isco Wireless
IP Phone 8821 and 88HX.

A-MSDU
User Priority 1, 2 = Enabled
User Priority 0, 3, 4, 5, 6, 7 = Disabled

A-MPDU
User Priority 0, 3, 4, 5 = Enabled
User Priority 1, 2, 6, 7 = Disabled

Use the following commands to configure the¥#°DU and AMSDU settings per th€isco Wireless IP Phone 8821 and 8821
EX requirements

In order to configure the 5 GHz settings, the 802.11a network will need to be disabled first;¢hahles after the changes
are complete.

config 802.11a 11nSupporirasdu tx priority 1 enable
config 802.11a 11nSupporirasdu tx priority 2 enable
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config 802.11a 11nSuppormasdu tx priority O disable
config 802.11a 11nSupporimasdu tx priority 3 disable
config 802.11a 11nSupportmsdu tx priority 4 disable
config 802.11a 11nSupporimasdu tx priority 5 disable
config 802.11a 11nSupporimasdu tx priority 6 disable
config 802.11a 11nSupporimasdu tx priority 7 disable

config 802.11a 11nSupporimapdu txpriority O enable

config 802.11a 11nSupporimpdu tx priority 3 enable
config 802.11a 11nSupporimpdu tx priority 4 enable
config 802.11a 11nSupporimpdu tx priority 5 enable
config 802.11a 11nSupporimpdu tx priority 1 disable
config 802.11a 11nSupporimpdu tx priority 2 disable
config 802.11a 11nSupporimpdu tx priority 6 disable
config 802.11a 11nSupporimpdu tx priority 7 disable

In order to configure the 2.4 GHz settings, the 802.11b/g network will need to be disabled firstethablee after the
changes are complete.

config 802.11b 11nSupportrasdu tx priority 1 enable
config 802.11b 11nSupportrasdu tx priority 2 enable
config 802.11b 11nSupportrasdu tx priority O disable
config 802.11b 11nSupportrasdu tx priority 3 disable
config 802.11b 11nSupportrasdu tx priority 4 disable
config 802.11b 11nSupportrasdu tx priority 5 disable
config 802.11b 11nSupportrasdu tx priority 6 disable
config 802.11b 11nSupportrasdu tx priority 7 disable

config 802.11b 11nSupportrapdu tx priority O enable
config 802.11b 11nSupportrapdu tx priority 3 enable
config 802.11b 11nSupportrapdu tx priority 4 enable
config 802.11b 11nSupportrapdu tx priority 5 enable
config 802.11b 11nSupportrapdu tx priority 1 disable
config 802.11b 11nSupportrapdu tx priority 2 disable
config 802.11b 11nSupportrapdu tx priority 6 disable
config 802.11b 11nSupportrapdu tx priority 7 disable

To view the current AMPDU and AMSDU configuration, enter eithashow 802.11dor 5 GHz orshow 802.11Hor 2.4 GHz.

802.11n Status:

A-MSDU Tx:
Priority O....cccoocvvviviiiiiiieeeeeenn. Disabled
Priority 1.....cccocviviiiiiiieieeeenn. Enabled
Priority 2.......ccccvvvvviviiiiiiiinnns Enabled
Priority 3.....cccoiiiieeee Disabled
Priority 4......cccoovviiiiiiiieee Disabled
Priority 5....ccooociiiiieeeee Disabled
Priority 6........ccceveiviiieeeinenee Disabled
Priority 7.....ccccovvviviiiiieinenen. Disabled
A-MPDU Tx:
Priority O.......cooovviiiiiiiiiiiiiinnns Enabled
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Priority L.....cccovveieieiiiieieieenen, Disabled

Priority 2.....ccccceeviiiiieeeiene Disabled
Priority 3......cceeiiiiiieeeee Enabled
Priority 4.....cccoovvieiiiiieeeeee Enabled
Priority 5....cccccviiiiiiieieieeeeen Enabled
Priority 6......cccccvvvevivieieneenennn Disabled
Priority 7....cccccvvveeeiininieneenenn Disabled

CleanAir

CleanAir should beEnabled when utilizingCisco access poistwith CleanAir technologin order to detect any existing

interferers.

CIsco

Wireless

* Access Points
All APs
» Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
¥ ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ B02.1la/n/acfax
Network
* RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

b 802.11b/fg/nfax

¥ Media Stream

' And Control

Lync Server
Country
Timers

F Netflow

¥ QoS

Application Visibility

MONITOR WLANs CONTROLLER WIRELESS

802.11a > CleanAir

CleanAir/Spectrum Intelligence Parameters

SECURITY MANAGEMENT COMMANDS

CleanAir
Spectrum Intel IigencLle
Report Interferersl

Persistent Device Propagation

Interferences to Ignore

Canopy
WiMax Fixed
SI_FHSS

Trap Configurations

@Enabled
_|Enabled
B Enabled

_|Enabled

Interferences to Detect

TDD Transmitter
Jammer

Continuous Transmitter
DECT-like Phone

Video Camera

Enable AQI(Air Quality Index) Trap

AQI Alarm Threshold (1 to 100)2

Enable trap for Unclassified Interferences
Threshold for Unclassified category trap (1 to 99)
Enable trap for Classified Interferences
Threshold for Classified category trap (1 to 99)

Enable Interference For Security Alarm

Do not trap on these types

TDD Transmitter
Continuous Transmitter
DECT-like Phone

Video Camera

SuperAG

Event Driven RRM (change Settings)

EEnabled
35
_|Enabled
20
~|Enabled
0

B Enabled

Trap on these types

Jammer
WiFi Inverted
WiFi Invalid Channel

EDRRM Disabled
Sensitivity Threshold NfA
Rogue Contribution MN/A
Rogue Duty-Cycle NfA

(1)Device Security alarms, Event Driven RRM and Persistence Device Avoidance algorithm will not work if Interferers reporting is disabled.

(2)AQI value 100 is best and 1 is worst

(3)Spectrum Intelligence does not send traps to Prime Infrastructure and CMX
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a/n/ac/ax Cisco APs > Configure
¥ Access Points
All APs
o Bl General RF Channel Assignment
802.11a/n/ac/ax
802.11b/g/n/ax AP Name rtp9-31a-ap1 Current Channel (48,44)
DualBand Radios Admin Status Enable Channel Width * 40 MHz 0
Global Configuration . i § o
Operational Status up Channel width can be configured only when channel configuration Is in custom
» Advanced mode
Slat # 1
Mesh Assignment Method OGlobal
» AP Group NTP 11n Parameters Custom
b ATF Radar Information
11n Supported Yes
RF Profiles
FlexConnect Groups CleanAir Channel Last Heard(Secs)
F FlexConnect ACLs No radar detected channels
CleanAir Capable Yes

FlexConnect VLAN N
Templates CleanAir Admin Status Enable Tx Power Level Assignment

* CleanAir enable will take effect only if it is enabled on this band.

Network Lists
Current Tx Power Level 1

-

802.11a/n/ac/ax Number of Spectrum Expert

connections . Assignment Method ©Giobal

-

802.11b/g/n/ax “Custom
Antenna Parameters

-

Media Stream

Ication Vislbilt Antenna Type Internal
Application Visibility
» Performance Profile
And Control A
B . .
ISt Antenna - View and edit Performance Profile for this AP
D 7
o /] Performance Profile
Timers - " P
Note: Changing any of the parameters causes the Radio to be temporarily disabled
» Netflow and thus may result in loss of connectivity for some clients.
} Qos

Rx Sop Threshold
It is recommended to use the default valueRrISop Threshold.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless Rx Sop Threshold
1
¥ Access Points
All APs Rx Sop Threshold 802.11a Default ~|Custom
* i —
Sl Rx Sop Threshold 802.11b Default 0 Custom

Global Configuration

¥ Advanced
» RF Management

Flexible Radio
Assignment
Load Balancing
DTLS
Band Select
Rx Sop Threshold
Optimized Roaming
Network Profile

1 Rxsop only supported in Local, Flex, Bridge and Flex+Bridge mode Aps.

Note: It is important to note that adjustif®k SOP Thresholdmay impact the interoperability of the Cisco Wireless IP Phone
8821 and 882EX with Cisco APs.

WLAN Settings

It is recommended to have a separate SSID fo€tbeo Wireless IP Phone 8821 and 8&4

However, if there is an existing SSID configured to support voice capable Cisco Wireless LAN endpoints already, then that
WLAN can be utilized instead.

The SSID to be used by tisco Wireless IP Phone 8821 and 824 can be configured to only apply a certain 802.11
radio type (e.g. 802.11a only).

It is recommended to have tligsco Wireless IP Phone 8821 and 8&24 operate on the 5 GHz band only due toihgwmany
channels available and not as many interferers as the 2.4 GHz band has.
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Ensure that the selected SSID is not utilized by any other wireless LANs as that could lead to failures when powering on or
during roaming; especially if a different security type is utilized.

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > New
LA N Type WLAN
WLANSs

Profile Name voice

¥ Advanced
SsSID voice
D &

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit ‘voice'
¥ WLANs General | Security | Qos | Policy-Mapping | Advanced |
WLANS

} Advanced Profile Name voice
Type WLAN
SsID voice
Status Enabled
Security Policies [WPA2][Auth(FT 802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy 802.11a only
Interface/Interface . ~
Group(G) rtp-9 voice
Multicast Vlan Feature | Enabled
Broadcast SSID Enabled

NAS-ID |[RTPa-324-WLC3

Lobby Admin Access

To utilize 802.11r (FTY¥or fast secure roamingheck the box to enable Fast Transition.

Is recommended toncheckOver the DS to utilize the Over théir method instead of the Over tBéstribution System
method.

ProtectedManagement Frameshould be set t@ptional or Disabled.

Enable WPA2 policy ith AES encryptiorthen eitheFT 802.1x or FT PSHKor authenticated key management tgepending
on whether 802.1x or PSK is to be utilized
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CISCO MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit "voice’
LR General | Security | QoS | Policy-Mapping | Advanced |
WLANs
Biaauanced Layer2 | Layer3 | AAAServers |
Layer 2 Security & WPA+WPA2
Security Type Enterprise

MAC Filtering 2 ]

WPA+WPA2 Parameters

WPA Policy ]

WPA2 Policy

WPAZ Encryption EICCMP128(AES) TKIP ~ICCMP256 ~IGCMP128 ~IGCMP256
OSEN Policy

Fast Transition

Fast Transition Enable
Over the DS ]
Reassociation Timeout 20 Seconds

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
¥ WLANs | General \| Security T QoS T Policy-Mapping T Advanced \|
YAt Protected Management Frame
» Advanced
PMF Disabled
Authentication Key M. t 19
B02.1X-SHAL | Enable
B802.1X-SHAZ | Enable
FT 802.1X /' Enable
CCKM | Enable

WPA GTK-randomize State 14 Disable

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'voice’
7 General | Security | QoS | Policy-Mapping | Advanced |
WLANs
> ~ -
} Advanced Layer2 | Layer3 | AAAServers |
Layer 2 Security & WPA+WPA2
Security Type Persanal

MAC Filtering 2 a
AutoConfig iPSK " | Enable

WPA+WPA2 Parameters

WPA Policy o
WPA2 Policy
WPA2 Encryption [ICCMP128(AES) TKIP

Fast Transition

Fast Transition Enable
Over the DS ]
Reassociation Timeout 20 Seconds
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

FEEDBACK
WLANs WLANs > Edit ‘voice'
- - g s > -
- L General | Security | QoS | Policy-Mapping | Advanced |
WLANs
Protected Management Frame
} Advanced
PMF Disabled
Authentication Key M. + 19
PSK Format 21 AscIl
PSK | Enable
PSK-SHA2 ~| Enable
FT PSK +| Enable
. 14 0 w
WPA GTK-randomize State 42 | Disable

To utilize CCKMfor fast secure roamingnable WPA2 policy with AES encryption and CCKM for authenticated key
management type.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice'
- | > > > |
L General | Security | QoS | Policy-Mapping | Advanced |
WLANS
> - Y
W anced Layer2 | Layer3 | AAA Servers |
Layer 2 Security & WPA+WPA2
Security Type Enterprise

MAC Filtering 2 ]

WPA+WPA2 Parameters

WPA Policy ]

WPAZ Policy

WPA2 Encryption EICCMPL28(AES) TKIP ~|CCMP256 ~IGCMP128 ~IGCMP256
OSEN Policy

Fast Transition

Fast Transition Disable

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

FEEDBACK
WLANs WLANSs > Edit 'voice'
¥ WLANs | General \| Security I’ QoS T Policy-Mapping T Advanced ‘|
AR Protected Management Frame
» Advanced
PMF Disabled
h Key 19
802.1X-SHAL | Enable
802.1X-SHA2 | Enable
CCKM Enable

WPA GTK-randomize State 14 | Disable

802.1x, CCKM and/or PSK may also be enabled if wanting to utilize the same SSID for various type of voice clients, where
some clients do not support 802.11r (FT) depending on whether 802.1x or PSK is being utilized.
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RADIUS Authentication and Account Servers damconfigured at a per SSID level to override the global list.

If Enabled and not specified (set tdone), then the global list of RADIUS servers define®aturity > AAA > RADIUS will
be utilized.

EAP parameters can be configured at a per SSID level or at the global level, except for-Bmaddast Key Interval, which
can only be configured at the global level.

If wanting to configure the EAP parameters at the per SSID level, &retie in the EAP Parameters section and enter the
desired values.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit “voice’
¥ WLANs | General | sSecurity | QoS | Policy-Mapping | Advanced |
WLANs
» Advanced | Layer2 I Layer 3 | AAA Servers |
Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers
RADIUS Server Overwrite interface | |Enabled
Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable
Server 1 None None
EAPOL Key Timeout{200 to 5000 millisec) 400
Server 2 None None
EAPOL Key Retries(0 to 4) 4
Server 3 MNene None
Identity Request Timeout(1 to 120 sec) 30
Server 4  None None
Identity Request Retries(1 to 20) 2
Server 5 MNone None
Request Timeout(1 to 120 sec) 30
Server & MNene None
Request Retries(1 to 20) 2
Authorization ACA Server Accounting ACA Server
| Enabled | Enabled

The WMM policy should be set ®Required only if the Cisco Wireless IP Phone 8821 and 8&24 or other WMM enabled
phones will be using this SSID.

If there are notWMM clients existing in the WLAN, it is recommended to put those clients on another WLAN.

If non-other WMM clients must utilize the same SSID as@so Wireless IP Phone 8821 and 88, then ensure the
WMM policy is set tcAllowed.

Enabling WMM will enable the 802.11e version of QBSS.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice’
¥ WLANs | General | Security | QoS | Policy-Mapping | Advanced |
WLANs
» Advanced Quality of Service (QoS) Platinum (voice)
Application Visibility Enabled
AVC Profile none
Flex AVC Profile none <
Netflow Monitor none
Fastlane Disable

Override Per-User Bandwidth Contracts (kbps) 1&

DownStream UpStream

Average Data Rate 0 0
Burst Data Rate V] V]
Average Real-Time Rate 0 0
Burst Real-Time Rate 0 0

Clear

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
oL ' General | Security | QoS | Policy-Mapping | Advanced |
LA Override Per-SSID Bandwidth Contracts (kbps) 18
¥ Advanced
DownStream UpStream

Average Data Rate o o

Burst Data Rate V] V]

Average Real-Time Rate o o

Burst Real-Time Rate 0 0

Clear
WMM

WMM Policy Required

7920 AP CAC Enabled

7920 Client CAC | Enabled

Multicast Direct Enabled
Lync Policy
Audio Silver

ConfigureEnable Session Timeou&s necessary per your requirements. It is recommended to enable the session timeout for
86400 seconds to avoid possible interruptions during audio calls, but alsedidege client credentials periodically to ensure
that the client is using valid aientials.

Enable Aironet Extension#ironet IE).

Peer to Peer (P2P) Blocking Actiorshould be disabled.

ConfigureClient Exclusion as necessary.

TheMaximum Allowed Clients Per AP Radiocan be configured as necessary.

Off Channel Scanning Defercan be tuned to defer scanning for certain queues as well as the scan defer time.

If using best effort pplications frequentlyr if DSCP values for pority applications (e.g. voice amall control) are not
preserved to the access point, then is recommended to enable the lower priority 3@ adsn@ withthe higher priority
gueues (%) to defer off channel scanning as well as potentially increasing the scan defer time.

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide 61



For deployments where EAP failures occur frequently, it is recommended to enable priority queue 7 to defer off channel
scanning during EAP exchanges.

DHCP Address AssignmentRequired should be disabled.
Management Frame Protectionshould be set t@ptional or Disabled.
Use aDTIM Period of 2 with a beacon period dfo0 ms

EnsureClient Load BalancingandClient Band Selectare disabled.

It is recommended to sBe-anchor Roamed Voice Clientgo disabled as this can cause brief interruptions with wireless LAN
connectivity when a call is terminated after performing an4obetroller roaming.

802.11k and 802.11v are not supported, therefore should be disabled.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘voice’
DR . General | Security | Qos | Policy-Mapping | Advanced ‘
WLANs
b Advanced ~ _
Allow AAA Override Enabled DHCP
Coverage Hole Detection Enabled DHCP Server | Override
Enable Session Timeout 7 B6400
Session Timeout (secs) DHCP Addr. Assignment || Required
Aironet IE @Enabled Frame ion (MFP)
Diagnostic Channel 18 _|Enabled
. 4 " 2
Override Interface ACL IPv4 | Mone IPv6 | MNone REsicicntproestionE gl Orptional .
LR s None DTIM Period (in beacon intervals)
URL ACL None
802.11a/n (1 - 255) 2
P2P Blocking Action Disabled
802.11bfg/n (1 - 255) 2
Client Exclusion 2 _Enabled
NAC
Maximum Allowed Clients 0 e e —
s NAC State | None
Static IP Tunneling 11 ~|Enabled Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled Client Load Balancing B
Maximum Allowed Clients Client Band Select ~

200

Dar AD Dadin

cisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit ‘voice’
[RaILANS General | Security | QoS | Policy-Mapping | Advanced
WLANs PEr AP RA0 -
Passive Client
¥ Advanced Clear HotSpot -
Configuration Enabled Passive Client -
Client user idle — Voice
timeout(15-100000 -
imeout( ) Media Session Snooping Enabled
Client user idle threshold _
(6-10000000) 0 Bytes Re-anchor Roamed Voice Clients Enabled
Radius NAI-Realm - KTS based CAC Palicy | Enabled
11ac MU-MIMO Radius Client Profiling
WGB PRP ~ Enabled DHCP Profiling -
MBO State n HTTP Profiling -
Off Channel Scanning Defer Local Client Profiling
Scan Defer Priority 01234567 DHCP Profiling -
a e a HTTP Profiling n
Scan Defer Time(msecs) | 100 PP
PMIP Mobility Type N
FlexConnect
FlexConnect Local - PMIP NAT Type Hexadecimal
Switching 2 EEa
—— -
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alval
CISCO MONITOR  WLANSs CONTROLLER  WIRELESS  SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit ‘voice"
[ L General | Security | QoS | Policy-Mapping | Advanced |
WLANs y
PMIP Profile None
b Advanced FlexConnect Local Auth 12 Enabled
PMIP Realm
Learn Client IP Address =~ Enabled
Universal AP Admin Support
Vian based Central :
Switching 12 EnR s Universal AP Admin 0
Central DHCP Processing Enabled 11v BSS Transition Support
Override DNS Enabled BSS Transition O
NAT-PAT Enabled Disassociation Imminent 0
Central Assoc ") Enabled Disassociation Timer(0 to 3000 TBTT) 200
Lyne Optimized Roaming Disassociation Timer(0 to 40 TBTT) 40
Lyne Server Disabled BSS Max Idle Servica
11k Directed Multicast Service
Neighbor List " Enabled Tunneling
Neighbor List Dual Band | Enabled Tunnel Prefile None
Assisted Roaming Prediction Optimization | Enabled EOGRE Vian Override 0
802.11ax BSS Configuration mDNS
Down Link MU-MIMO Enabled mDNS Snooping Tl Enabled

[of Eofe] MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit "voice'
o EIELT | General ‘|' Security TFT Policy-Mapping ‘| Advanced
s 802.11ax BSS Configuration mDNS
b Advanced —
Down Link MU-MIMO Enabled mDNS Snooping Enabled
Up Link MU-MIMO Enabled TrustSec
Down Link OFDMA Enabled Security Group Tag 0
Up Link OFDMA Enabled Umbrella
Umbrella Mode Ignare
Umbrella Prafile None
Umbrella DHCP Override

Fabric Configuration

Fabric " Enabled
Mobility

Selective Reanchar | Enabled
U3 Interface

U3 Interface | Enabled

U3 Reporting Interval 30

AP Groups

AP Groups can be created to specify which WLANs / SSIDs are to be enabled and which interface they should be mapped tc
well as what RF Profile parameters should be used for the access points assigned to the AP Group.

aliad
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs AP Groups
¥ WLANs
WLANs Add New AP Group
¥ Advanced AP Group Name rtp
SRsupE Description

Add I Cancel
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs Ap Groups > Edit 'rtp’
¥ WLANs General | WLANs | RF Profile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Apply
AP Groups
AP Group Name rtp

AP Group Description
NAS-ID RTPS-32A-WLC3

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vlan Id 12 0

Fabric ACL Template None
CAPWAP Preferred Mode | Not-Configured
Custom Web Override-Global 12 | Enable

External Web auth URL none

NTP Auth | Enable

NTP Server None

On theWLANSs tab, select the desired SSIDs and interfaces to map to thenAsgdect

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs Ap Groups > Edit 'rtp’
RN | General | wiaNs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANs
¥ Advanced Add New
AP Groups
Add New
WLAN SSID voice(6)
Interface
Snterface rtp-9 voice 1
Group(G)
SNMP NAC State ~Enabled
Add Cancel

On theRF Profile tab, select the desired 802.11a or 802.11b RF Profile, then Apjagt

If changes are made after access points have joined the AP Group, then those access points will reboot once those changes
made.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'rtp’
= LD | General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANS
¥ Advanced Apply
AP Groups
B802.11a none
B02.11b none

On theAPstab, select the desired access points then setiecAPs.
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Those access points will then reboot.

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT

COMMANDS

HELP  FEEDBACK

WLANs Ap Groups > Edit 'rtp’
U _General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module | Intelligent Capture |
WLANS

¥ Advanced
AP Groups

" | AP Name
| rtp9-3la-apl4

| rtps-32a-ap20
| rtps-32a-ap23

Controller Settings

APs currently in the Group

Ethernet MAC

00:81:c4:96:78:28
00:81:c4:32:b9:b8
00:81:c4:96:74:10

Remove APs

Add APs to the Group

| AP Name

Group Name

Ensure theCisco Wireless LANController hostname is configured correctly.
Enable Link Aggregation (LAG) if utilizing multiple ports on tliésco Wireless LANController.
Configure the desired AP multicast mode.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller General
General Name RTPG-324-WLC3
Toona 802.3x Flow Control Mode Disabled
Inventory LAG Mode on next reboot Enabled
Interfaces Broadcast Forwarding Disabled

Interface Groups

AP Multicast Mode £

Multicast [ 239.1.1.9

Multicast Group Address

Multicast AP IPvE Multicast Mode 4 Multicast ffle::239:100:100:21 1Pv6 Multicast Group Address
» Network Routes AP Fallback Enabled
} Fabric Configuration CAPWAP Preferred Mode ipvd
F Redundancy Fast SSID change Enabled
} Mobility Management Link Local Bridging Disabled
Ports Default Mobility Domain Name CTG-VoWLANZ
b NTP RF Group Name RTP9-VoWLAN2
» CDP User Idle Timeout (seconds) 300
» PMIPvE ARP Timeout (seconds) 300
} Tunneling ARP Unicast Mode Disabled
. o A
» IPVE Web Radius Authentication PAP
Operating Environment Commercial (10 to 35 C
» mDNS perating { !
Internal Temp Alarm Limits 10to 38 C
} Advanced
‘WebAuth Proxy Redirection Mode Disabled
Lawful Interception
‘WebAuth Proxy Redirection Port 1]
Captive Network Assistant Bypass Disabled
Global IPv6& Config Disabled
Web Color Theme 2 Default

HA SKU secondary unit
MNas-Id
HTTP Profiling Port

DNS Server IP(Ipv4/Ipvé)

HTTP-Proxy Ip Address(Ipv4/Ipve)

WGB Vlan Client

Disabled
RTPG-32A-WLC3
80
171.70.168.183
0.0.0.0

Disabled

Add APs

1. Multicast is not supported with FlexConnect on this platform. Multicast-Unicast mode does not support IGMP/MLD Snooping. Disable Global Multicast first.
2.Changes in Web color Theme will get updated after browser Refresh.

If utilizing multicast, therEnable Global Multicast Mode andEnable IGMP Snoopingshould be enabled.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Multicast
General
S Enable Global Multicast Mode
Inventory Enable IGMP Snooping
Interfaces IGMP Timeout (30-7200 seconds) 60

Interface Groups

IGMP Query Interval {15-2400 seconds) 20

Multicast Enable MLD Snoeping
¥ Network Routes MLD Timeout (30-7200 seconds)
¥ Fabric Configuration MLD Query Interval (15-2400 seconds)
¥ Redundancy

v

Mobility Management

Ports Foot Notes
b NTP Changing Global Multicast configuration parameters removes configured Multicast VLAN from WLAN.
» CDP

If utilizing layer 3 mobility, therSymmetric Mobility Tunneling should beEnabled.
In the recent versions, Symmetric Mobility Tunneling is enabled by default ancomfigurable.

cIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller Mobility Anchor Config
General Keep Alive Count 3
Icons Keep Alive Interval (1-30 seconds) 10
Inventory Symmetric Mobility Tunneling mode Enabled
Interfaces DSCP Value 0

Interface Groups

Multicast

-

Network Routes

-

Fabric Configuration
} Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

When multipleCisco Wireless LANControllers are to be in the same mobility group, then the IP address and MAC address of
eachCisco Wireless LANController should be added to the Static Mobility Group Members configuration.
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CIsco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller Static Mobility Group Members
General
Local Mobility Group CTG-VoWLANZ
Icons
Inventory P
Interfaces MAC Address Address(Ipv4/Ipv6)} Group Name Multicast IP Status
00:5d:73:1a:c3:49 10.81.6.70 CTG-VoWLANZ 0.0.0.0 Up

Interface Groups

Multicast

-

Network Routes

-

Fabric Configuration

—

Redundancy

¥ Mobility Management
Mobility Groups
Mobility Anchor Config
Multicast Messaging

Call Admission Control (CAC)

It is recommended to enabdgmission Control Mandatory for Voice and configure the maximum bandwidth and reserved
roaming bandwidth percentages for either 5 or 2.4 GHz depending on which frequency band is to be utilized.

The maximum bandwidth default setting for voic&%4 where6% of that bandwidth is reserved for roaming clients.

Roaming clients are not limited to using the reserved roaming bandwidth, but roaming bandwidth is to reserve some bandwic
for roaming clients in case all other bandwidth is utilized.

If CAC is to be enabled, will want to ensuread-based CACis enabled.
Load-based CACwill account for all energy on the channel.
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Cisco

Wireless

¥ Access Points
All APs
} Radios
Global Configuration

¥ Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

¥ 802.11a/nfac/ax
Network
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters
DFS (802.11h)
High Throughput
(802.11n/ac/ax)
CleanAir

» 802.11bfg/nfax

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

802.11a(5 GHz) > Media

Voice \I’ Video T Media ‘|

Call Admission Control (CAC)

Admission Control (ACM)

CAC Method 2

Max RF Bandwidth (5-85)(%)

Reserved Roaming Bandwidth (0-25)(%)

Expedited bandwidth

SIP CAC Support 2

Per-Call SIP Bandwidth 2

Enabled

Load Based
75

6

| Enabled

SIP Codec
SIP Bandwidth (kbps)

SIP Voice Sample Interval {msecs)

Traffic Stream Metrics

G.711 -

Metrics Collection

Foot Notes

1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
4 Static CAC method is radio based and load-based CAC method is channel based.

Admission Control Mandatory for Video should be disabled.
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CIsCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless 802.11a(5 GHz) > Media
¥ Access Points | Woice | video I Media |
All APs
* Radios
Global Configuration L
Call Admission Control (CAC)
¥ Advanced
Admission Control (ACM) | Enabled
Mesh
CAC Method 4 Static
» AP Group NTP
Max RF Bandwidth {5-B5)(%)
» ATF . .
Reserved Roaming Bandwidth {0-25)(%)
RF Profiles
SIP CAC Support 2 Enabled
FlexConnect Groups
¥ FlexConnect ACLs
FlexConnect VLAN
Templates
Network Lists
¥ 802.11a/nfacfax
Network
= RRM
RF Grouping
TPC
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notas
DFS (802.11h)
Tigh\Thraughput 1 11a rates{Kbps): 6000,9000,12000,18000,24000,36000,48000, 54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
Cleanair 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 5IP CAC will be supported only if SIP snooping is enabled.
# BOD2. 1ib/g/n/fax 4 Static CAC method is radio based and load-based CAC method is channel based.

If Call Admission Control for voice is enabled, then the following configuration should be active, which can be displaged in
show run-config.

Call Admission Control (CAC) configuration

Voice AC- Admission control (ACM).......... Enabled
Voice max RF bandwidth.................... 75

Voice reserved roaming bandwidth......... B...

Voice loadbased CAC mode................. Enabled
Voice tspec inactivity timeout................ Disabled
Video AC - Admission control (ACM).......... Disabled
Voice StrearSize........c.cccvueeeeeenne 84000

Voice MaxStreams.........cccceeevvieneennn. 2

Video max RF bandwidth.................... 25

Video reserved roaming bandwidth.............. 6

The voice strearsize and voice magtreams values can be adjusted as necessary by using the following command.
If using SRTP, the Voice StreaBize may need to be increased.

(Cisco Controller) zonfig 802.11a cac voice streasize 84000 mastreams 2

Ensure Q& is setup correctly under the WLAddNfiguration, which can be displayed by using the following command.

(Cisco Controller) show wlan <WLAN id>
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Quality of Service.......cccccveeviiiienennnns Platinum (voice)

WMM..ooiiiiiiiii s Required
Dot11-Phone Mode (7920)........cccceevemveennn. =aElimit
Wired Protocol...........cccoevveenennn. None

Ensure Voice TSPEC Inactivity Timeout is disabled.

(Cisco Controller) zonfig 802.11a cac voice tspamctivity-timeout ignore
(Cisco Controller) sonfig 802.11b cac voice tspétactivity-timeout ignore

In the Media settingd)nicast Video RedirectandMulticast Direct Enable should be enabled.

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a(5 GHz) > Media
¥ Access Points | Voice | Video | Media |
All APs
} Radios
Global Configuration
General
¥ Advanced
Unicast Video Redirect
Mesh
¥ AP Group NTP Multicast Direct Admission Control
» ATF Maximum Media Bandwidth (0-85(%:)) 85
RF Profiles Client Minimum Phy Rate 1 6000
FlexConnect Groups Maximum Retry Percent {0-100%) 80

¥ FlexConnect ACLs

FlexConnect VLAN

[EmPates Media Stream - Multicast Direct Parameters
Network Lists
Multicast Direct Enable
¥ B02.11a/n/ac/fax
(irprk Max Streams per Radio Mo-limit
* RRM Max Streams per Client Mo-limit
-I::CGTOUDII'\Q Best Effort QoS Admission | Enabled
DCA
Coverage
General
Client Roaming
Media
EDCA Parameters Foot Notes
DFS (802.11h)
High Throughput 1 11a rates(Kbps): 6000,9000,12000,18000,24000,36000,48000,54000
(802.11n/ac/ax) 11n rates(Kbps): 65000,72200,130000,144400,135000,150000,270000,300000
Cleanair 2 SIP CAC should only be used for phones that support status code 17 and do not support TSPEC-based admission control.
3 SIP CAC will be supported only if SIP snooping is enabled.
b BO2. 1ib/g/n/ax 4 Static CAC method is radio based and load-based CAC method is channel based.

RF Profiles

RF Profiles can be created to specify which frequency bands, data rates, RRM settings, etc. a group of access pos#s should

It is recommended thavethe SSID used by the CistdirelesslP Phone8821 and 882EX to be applied to 5 GHz radios
only.

RF Profiles are applied to an AP group once created.
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When creating an RF Profile, tiF- Profile NameandRadio Policy must be defined.
Select 802.11a or 802.11b/g for tRadio Policy.

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > New
¥ Access Points RF Profile Name rtp-5
All APs
- Betii Radio Palicy 802.11a
Global Configuration Use default RF Profile Template None

¥ Advanced
Mesh

» AP Group NTP

b ATF

RF Profiles

On the802.11tab, configure the data rates as desired.

Is recommended to enable 12 Mbpsdvendatory and 18Vibpsand higheasSupported, however some environments may
require 6 Mbps to be enabled as a mandatory (basic) rate.

cIscCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘rtp-5'
¥ Access Points General | 802.11 | RRM | High Density | Client Distribution |
All APs
* Radios
Global Configuration 1
Data Rates? MCS Settings
} Advanced
Mesh 6Mbps  Disabled 0 Supported
} AP Group NTP 9Mbps | Disabled 1 Supported
» ATF 12 Mbps Mandatory 2 Supported
RF Profiles 18 Mbps  Supported 3 Supported
FlexConnect Groups 24 Mbps  Supported 4 Supported
} FlexConnect ACLS 36 Mbps  Supported 5 Supported
A
FlexConnact VLAN 48 Mbps ~ Supported 6 Supported
Templates 54 Mbps  Supported 7 Supported
Network Lists 8 Supported
b 802.11a/n/ac/ax 9 Supported
» 802.11b/g/n/ax 10 Supported
} Media Stream 11 Supported
, Application Visibility 12 M|supparted
And Control 13 Supported
Lync Server 14 Supported
Country 15 Supported
Timers 16 Supported
} Netflow =
b QoS

On theRRM tab, theMaximum Power Level AssignmentandMinimum Power Level Assignmentsettings as well as other
DCA, TPC, andCoverage Hole Detectiorsettings can be configured.
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CIsSCOo MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

Wireless RF Profile > Edit ‘rtp-5'
o LEE D EmE General | 802.11 | RRM | High Density | Client Distribution |
Al APs
» Radios
Global Configuration
TPC Coverage Hole Detection
»
Mesh Maximum Power Level Assignment (-10 to 30 dBm) |30 Data RSSI(-90 to -60 dBm) -80
» AP Group NTP Minimum Power Level Assignment (-10 to 30 dBm) -10 Voice RSSI(-90 to -60 dBm) -80
b ATF Power Threshold v1(-80 to -50 dBm) -70 Coverage Exception(0 to 100 %) 25
RF Profiles Power Threshold v2(-80 to -50 dBm) -67 Coverage Level(1 to 200 Clients) 3

FlexConnect Groups DCA Profile Threshold For Traps

» FlexConnect ACLs

Avoid Foreign AP interference Enabled Interference (0 to 100%) 10
FlexConnect VLAN ) - - ;
Templates Channel Width 20 MHz ° 40 MHz 80 MHz 160 MHz B80+80 MHz Best Clients (1 to 200) 12
Network Lists Noise (-127 to 0 dBm) -70
» 802.11a/n/acfax Utilization (0 to 100 %) 80
b 802.11b/g/n/ax Client Network Preference
» Media Stream " Connectivity () Throughput (@) Automatic
, Application Visibility
And Control Client Aware
Lync Server “Enable  @Disable
Country High-Speed Roam
Timers HSR mode | Enabled
» Netflow
» Qos

MONITOR CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘rtp-5"
¥ Access Points | General | 80211 | RRM | HighDensity | Client Distribution |
All APS
¥ Radios Client Aware

Global Cenfiguration _Enable  {@Disable

DG High-Speed Roam
Mesh
HSR mode ] Enabled
» AP Group NTP
Neighbor Timeout Factor
b ATF
RF Profiles DCA Channel List
Flextonnact Groups 36, 40, 44, 48, 52, 56, 60, 64, 149, 153,
) FlexConnect ACLs 157, 161
FlexConnect VLAN DEA oS
Templates
Network Lists Yy
) 802.11a/n/ac/ax
Select  Channel
» 802.11b/g/nfax
/a/n/ 3
» Media Stream %0
, Application Visibility a4
And Control .
Lync Server 52
Country - e
Timers Extended UNIL-2 channels (| Enabled
} Netflow
» Qos

On theHigh Density tab, Maximum Clients, Multicast Data Rates andRx Sop Thresholdcan beconfigured.
It is recommended to use the default valueRrISop Threshold.

vl
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless RF Profile > Edit ‘rtp-5'
¥ Access Points ( N T N ¥ )
General | 802.11 | RRM | High Density | Client Distribution |
All APs
} Radios
Global Configuration
High Density Parameters Multicast Parameters
» Advanced
Mesh Maximum Clients(1 to 200) 200 Multicast Data RatesZ | auto

¥ AP Group NTP
Rx Sop Threshold Parameterss

Rx Sop =
RF Profiles ThresholdE Default

b ATF

Custom

Note: It is important to note that adjustifRx SOP Thresholdmay impact the interoperability of the Cisco Wireless IP Phone
8821 and 882EX with Cisco APs.
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FlexConnect Groups

All access points configured for FlexConnect mode need to be added to a FlexConnect Group.

If utilizing 802.11r (FT) or CCKM, then seamless roams can only occur when roaming to access points within the same
FlexConnect Group.

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > New

¥ Access Points
All APs
* Radios
Global Configuration

Group Name rip-1

» Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles

FlexConnect Groups

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit ‘rtp-1"
¥ Access Points
All APs General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP | WLAN VLAN mapping | WLAN AVC mapping |
» Radios
Global Configuration
Group Name rtp-1
} Advanced
VLAN Template Name none
Mesh

Enable AP Local AuthenticationZ (|

-

AP Group NTP
b ATF FlexConnect AP

RF Profiles HTTP-Proxy

FlexConnect Groups

Ip Address{Ipv4/Ipv6)

-

FlexConnect ACLs

FlexConnect VLAN Port 0
Templates
Network Lists _add |
b 802.11a/n/ac/ax
AAA

-

802.11b/g/n/ax

Server Ip Address

-

Media Stream

, Application Visibility ServeryRo Erimary
And Control Shared Secret
Lync Server Confirm Shared Secret
Country Port Number 1812
Timers il
b Netflow
} Qos

The maximum number of access points allowed per FlexConnect Group is limited, which is WLC model specific.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Group AP List

¥ Access Points

All APs Group Name rtp-1
¥ Radios
Global Configuration
» Advanced FlexConnect APs
Mesh
Add AP

-

AP Group NTP
Entries 0 - 0 of 0

b ATF
AP MAC Address AP Name Status AP Mode Type Conflict with PnP

RF Profiles
FlexConnect Groups

CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless FlexConnect Group AP List

¥ Access Points

All APs Group Name rtp-1
¥ Radios
Global Configuration
b Advanced FlexConnect APs
Mesh
} AP Group NTP Add AP
b ATF Select APs from current controller O
RF Profiles Ethernet MAC
Add Cancel

FlexConnect Groups

Multicast Direct

In the Media Stream settingdulticast Direct feature should be enabled.

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Wireless Media Stream >General

¥ Access Points
All APs Multicast Direct feature Enabled
* Radios

Global Configuration Session Message Config

» Advanced . .
Session announcement State || Enabled

Mesh Session announcement URL

P LG LI Session annguncement Email

¥ ATF Session announcement Phone

RF Profiles

FlexConnect Groups Session announcement Note

} FlexConnect ACLs Y

FlexConnect VLAN
Templates

Network Lists
} 802.11a/n/acfax
} 802.11b/g/n/ax

¥ Media Stream
General
Streams

Then configure thenediastreamsas necessary.
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Wireless

~ Access Points
All APs
» Radios
Global Configuration

¥ Advanced
Mesh
¥ AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
¥ FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
F 802.11a/n/acfax
¥ 802.11b/g/n/ax

~ Media Stream
General
Streams

MONITOR  WLANs

CONTROLLER ~ WIRELESS

Media Stream > New

SECURITY

MANAGEMENT COMMANDS  HELP

Stream Name

Multicast Destination Start IP Address(ipvd/ipve) ‘

Multicast Destination End IP Address(ipvd/ipv6)

Resource Reservation Control(RRC) Parameters

Maximum Expected Bandwidth(1 to 35000 Kbps)

v

Select from predefined templates ‘ Select
Average Packet Size (100-1500 bytes) 1200
RRC Periodic update

RRC Priority (1-8)

Traffic Profile Violation

[ best-effort v |

Once saved, then the media stream will be displayed.

cisco
Wireless

¥ Access Points
All APs
¥ Radios
Global Configuration

-

Advanced

Mesh

-

AP Group NTP

b ATF

RF Profiles
FlexConnect Groups

-

FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists

-

802.11a/n/ac/ax

-

802.11b/g/n/fax

¥ Media Stream
General
Streams

After Multicast Direct feature is enabled, then there will be an option to enddléticast Direct in the QoS menu of the

WLAN configu

MONITOR WLANs CONTROLLER WIRELESS

Media Streams

Stream Name

10.185.19.27

ration.

SECURITY  MANAGEMENT

COMMANDS HELP FEEDBACK

Entries 1 -1of1

Start IP Address(Ipv4/Ipv6) End IP Address(Ipv4/Ipv6) Operation Status

239.1.1.1 239.1.1.1 Multicast Direct
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

CisCo

WLANs WLANSs > Edit ‘voice’
~ WLANSs | General | Security | QoS | Policy-Mapping | Advanced |
WLANs
Override Per-SSID Bandwidth Contracts (kbps) 18
¥ Advanced
DownStream UpStream
Average Data Rate 0 0
Burst Data Rate o o
Average Real-Time Rate 0 0
Burst Real-Time Rate o o
Clear
WMM
WMM Policy Required
7920 AP CAC Enabled
7920 Client CAC | Enabled
Media Stream
Multicast Direct Enabled
Lync Policy
Audio Silver
QoS Profiles
Configure the four QoS profiles per below.
QoS Profile Protocol Type 802.1p Tag
Platinum None N/A
Gold 802.1p 4
Bronze 802.1p 1
Silver 802.1p 0
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CIsco

Wireless

w Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

* QoS
Profiles

Roles
Qos Map

MONITOR  WLANs CONTROLLER  WIRELESS

Edit QoS Profile

QoS Profile Name platinum

SECURITY MANAGEMENT COMMANDS

HELP

Description For Voice Applications

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate IO ‘ |0
Burst Data Rate [0 | o
Average Real-Time Rate [0 ‘ [0
Burst Real-Time Rate IO ‘ |O

|
]
J
]

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate IO ‘ [0
Burst Data Rate [0 | o
Average Real-Time Rate [0 J [0
Burst Real-Time Rate IO ‘ |O

|
]
J
]

WLAN QoS Parameters

Maximum Priority

Unicast Default Priority besteffort v
Multicast Default Priority besteffort v

Wired QoS Protocol|

Protocol Type
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cisco

Wireless

w Access Points
All APs
» Radios
Global Configuration

v

Advanced
Mesh
» AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
» 802.11a/n/fac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

* QoS
Profiles
Roles
Qos Map

Cisco Wireless IP Phone 8821 and 8&4 Deployment Guide

MONITOR WLANs CONTROLLER WIRELESS

Edit QoS Profile

QoS Profile Name ~ 99d

SECURITY

MANAGEMENT COMMANDS

HELP

Description

For Video Applications

Per-User Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

o | o
o | o
o | o
o | o

l
|
|
l

Per-SSID Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

WLAN QoS Parameters
Maximum Priority
Unicast Default Priority

Multicast Default Priority

Wired QoS Protocol
Protocol Type
802.1p Tag

o L
o Lo
o0 Lo
o LD

I
I
I
|

video v
video

video v

802.1p v

LR
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CIsCo

Wireless

w Access Points
All APs
» Radios
Global Configuration

v

Advanced

Mesh

v

AP Group NTP
» ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
» 802.11b/g/n/ax
» Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

» Netflow

¥ QoS
Profiles
Roles
Qos Map

MONITOR WLANs CONTROLLER  WIRELESS

Edit QoS Profile

QoS Profile Name ~ Pronze

SECURITY

MANAGEMENT COMMANDS

HELP

Description For Background

Per-User Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [0 ] [O ]
Burst Data Rate [0 | o |
Average Real-Time Rate [0 } ID I
Burst Real-Time Rate lO ] [O I

Per-SSID Bandwidth Contracts (kbps) *

DownStream UpStream

Average Data Rate [0 ] [D
Burst Data Rate lo | o
Average Real-Time Rate [0 } ID
Burst Real-Time Rate lCI ] [O

l
|
I
I

WLAN QoS Parameters

Maximum Priority

background v
background v
Multicast Default Priority background v

Wired QoS Protocol

Unicast Default Priority

Protocol Type 802.1p v

802.1p Tag
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CISCO

Wireless

v Access Points
All APs
» Radios
Global Configuration

» Advanced
Mesh
» AP Group NTP
b ATF
RF Profiles
FlexConnect Groups
» FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
b 802.11a/n/ac/ax
b 802.11b/g/n/fax
} Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

b Netflow

¥ QoS
Profiles

Roles
Qos Map

MONITOR WLANs CONTROLLER

Edit QoS Profile

QoS Profile Name  Silver

WIRELESS

SECURITY MANAGEMENT

COMMANDS

HELP

Description

For Best Effort

Per-User Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

Per-SSID Bandwidth Contracts (kbps) *

Average Data Rate
Burst Data Rate
Average Real-Time Rate

Burst Real-Time Rate

WLAN QoS Parameters
Maximum Priority
Unicast Default Priority

Multicast Default Priority

Wired QoS Protocol
Protocol Type

802.1p Tag

Advanced Settings

Advanced EAP Settings

All EAP parameters can be configured at a per SSID level or at the global level, except for iBeoad€ast Key Interval,
which can only be configured at the glotmailel.

DownStream UpStream

0 I |
o Lo J
o | o ]
lo | o |

o | o J
o o J
o B ]
lo e |

besteffort v
besteffort v

besteffort v

802.1p v

B i

To view or configure the EAP parameters, sefsturity > Advanced EAP.
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CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Advanced EAP
¥ AAA Identity Request Timeout (in secs) 30
General
» RADIUS Identity request Max Retries 2
» TACACS+ Dynamic WEP Key Index 0
LDAP i .
Do) C Request Timeout (in secs) 30
MAC Filtering Request Max Retries 2
« Disabled Clients B
User Logn Pofices Max-Login Ignore Identity Response enable |
AP Policies EAPOL-Key Timeout (in milliSeconds) 400
Password Policies .
EAPOL-Key Max Retries 4
¥ Local EAP
EAP-Broadcast Key Interval(in secs) 3600

Advanced EAP

To view the EARparametersn theCisco Wireless LANControllervia command linegnter the following command.

(Cisco Controller) >show advanced eap

EAP-Identity-Request Timeout (seconds)........... 30
EAP-Identity-Request Max Retries................. 2

EAP KeylIndex for Dynamic WEP................... 0

EAP MaxLogin Ignore Identity Response........... enable
EAP-Request Timeout (seconds).............. 30..
EAP-Request Max Retries.........ccccceeeeeennn. 2
EAPOL-Key Timeout (milliseconds).................. 400
EAPOL-Key Max Retries..........c.cccceuene 4.
EAP-Broadcast Key Interval................... 3600

If using 802.1x, th&EAP-RequestTimeout on theCisco Wireless LANController should be set to at least 20 seconds.

In later versions o€isco Wireless LANController software, the defaulBAP-Request Timeoutwas changed from 2 to 30
seconds.

For deploymentsvhere EAP failures occur frequentthe EAP-Request Timeoutshouldbe reduced below 30 seconds.

To change th&AP-Request Timeouton theCisco Wireless LANController, telnet or SSH to the controller and enter the
following command.

(Cisco Controller) >config advanced eap regdigseout30

If using PSK then it is recommended to reduceBA®OL -Key Timeout to 400 milliseconds from the default of 1000
milliseconds withEAPOL -Key Max Retriesset to 4 from the default of 2.

If using802.1x then using the default values where BfPOL -Key Timeout is set to 1000 milliseconds aBAPOL -Key
Max Retries are set to 2 should work fine, but is still recommended to set those values to 400 and 4 respectively.

The EAPOL -Key Timeout should not exceeti000 millisecondgl seconyl

To change th&APOL -Key Timeout on theCisco Wireless LANController, telnet or SSH to the controller and enter the
following command.

(Cisco Controller) >config advanced eap ea®)-timeout400
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To change th&APOL -Key Max Retries Timeouton theCisco Wireless LANController, telnet or SSH to the controller and
enter the following command.

(Cisco Controller) >config advanced eap ed®)-retries4

EnsureEAP-Broadcast Key Interval is set to a minimum 600 seconds (1 hour).

To change th&AP-Broadcast Key Interval on the Cisco Wireless LAN Controller, telnet or SSH to the controller and enter
the following command.

(Cisco Controller) >config advanced eap bdasj-interval 3600

Auto-Immune
The Auto-Immune feature can optionally be enabled for protection against denial of service (DoS) attacks.

Although when this feature is enabled there can be interruptions introduced with voice over wireless LAN, therefore it is
recommended to disable the Adtomune feature on th@isco Wireless LANController.

To view the Autelmmune configuration on th€isco Wireless LANController, telnet or SSH to the controller and enter the
following command.

(Cisco Controller) >show wps summary

Auto-Immune

AUtO-IMMUNE.....ooeieieeeeeee, Disabled

Client Exclusion Policy

Excessive 802.Lassociation failures.......... Enabled
Excessive 802.tauthentication failures....... Enabled
Excessive 802.authentication................ Enabled
IP-theft. ..o Enabled

Excessive Web authentication failure........... Enabled

Signature Policy
Signature Processing...........ccccceeeenuneee. Enabled

To disable the Autdmmune feature on th@isco Wireless LANController, telnet or SSH to the controller and enter the
following command.

(Cisco Controller) >config wps aviommune disable

CCKM Timestamp Tolerance
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The default CCKM timestamp tolerancesit to 1000 ms

It is recommended to adjust the CCKM timestamp tolerance to 5000 ms to optimZedbéVireless IP Phone 8821 and
8821-EX roaming experience.

(Cisco Controller) >config wlan security wpa akm cckm timestaotgrance ?
<tolerance> Allow CCKM IE timestamp tolerance <1000 to 5000> milliseconds; Default tolerance 1000 msecs

Use the following command to configure the CCKM timestamp tolerance per Cisco recommendations.

(Cisco Controller) sonfig wlan security wpa akm cckm timestaiigperance 5000 <WLAN id >

To confirm the change, entshow wlan <WLAN id>, where the following will be displayed.

CCKM tsf Tolerance........cccovevuevvevnnnnn. 5000

Rogue Policies

It is recommended to use the default valDiséble) for RoguelLocation Discovery Protocol

MONITOR ~ WLANs

CONTROLLER ~ WIRELESS

SECURITY

MANAGEMENT COMMANDS HELP FEEDBACK

Security Rogue Policies
¥ AAA
General Rogue Detection Security Level T Low "I High " Critical ° Custom
» RADIUS o —
» TACACS+ Rogue Location Discovery Protocol Disable
LDAP Expiration Timeout for Rogue AP and Rogue Client entries 1200 Seconds
Local Net Users _
MAC Filtering Validate rogue clients against AAA Enabled
v Disabled Clients Validate rogue AP against AAA ~|Enabled
User Login Policies
AP Policies Paolling Interval o Seconds
(e (e fL Validate rogue clients against MSE ~|Enabled
StoralEAr Detect and report Ad-Hoc Networks EEnabled
LA E Regue Detection Report Interval (10 to 300 Sec) 10
¥ Priority Order
Regue Detection Minimum RSSI (-70 to -128) -90
} Certificate
Rogue Detection Transient Interval (0, 120 to 1B00 Sec) o
¥ Access Control Lists
Regue Client Thresheld (0 to disable, 1 to 256) 0
-~ Wireless Protection 2a ) -
Policies gue containment automatic rate selection Enabled
= Rogue Policies
General Auto Contain
Rogue Rules

Friendly Rogue
Standard Signatures

Aute Containment Level

:

) Auto Containment only for Monitor mode APs ~|Enabled
Custom Signatures
Signature Events Auto Containment on FlexConnect Standalone ~|Enabled
Summary B
Client Exclusion Policies Rogue on Wire Enabled
AP Authenticati —
uthenticstion Using our SSID Enabled
Management Frame
Protection Valid client on Rogue AP “|Enabled
» Web Auth AdHoc Rogue AP “|Enabled
» TrustSec

Local Policies
¥ Umbrella

¥ Advanced
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Cisco Catalyst IOS XE Wireless LAN Controller and Lightweight Access Points

When configuring the Cisco Wireless LAN Controller and Lightweight Access Points, use the following guidelines:
1 Ensure802.11r (FT)or CCKM is Enabled

SetQuality of Service (QoS)SSID Policy to Platinum

Set theWMM Policy to Required

Ensure802.11kis Disabled

Ensure802.11vis Disabled

EnsureSession Timeouts enabled and configured correctly

EnsureBroadcast Key Interval is enabled and configured correctly

EnsureAironet IE is Enabled

SetDTPC Support to Enabled

DisableP2P (Peer to Peer) Blocking Action

EnsureClient Exclusion Timeoutis configured correctly

DisableDHCP Required

SetProtected Management Frame (PMF}o Optional or Disabled

Set theDTIM Period to 2

SetLoad Balanceto Disabled

SetBand Selectto Disabled

SetIGMP Snooping to Enabled

Configure theData Ratesas necessary

ConfigureRRM as necessary

SetAdmission Control Mandatory for Voice to Enabled

SetlLoad Based CACfor Voiceto Enabled

EnableTraffic Stream Metrics for Voice

SetEDCA Profile to Voice Optimizedor Voice and Video Optimized

Ensure thaPower Constraint is Disabled

EnableChannel Switch StatusandSmart DFS

SetChannel Switch Announcement Modeéo Quiet

Configure theHigh Throughput data rates as necessary

EnableCleanAir

EnableMulticast Direct Enable

=4 =4 =4 =4 4 -4 -4 -4 -4 -4 A -4 -4 -4 -4 -4 -4 -4 A -4 -4 -4 -4 -4 -4 -4 -4 -2

802.11 Network Settings

It is recommended to have the Cisco Wireless IP Phone 8821 and&8@derate on the 5 GHz band only due toihgwmany
channels available and not as many interferers as the 2.4 GHz band has.

If wanting to use 5 GHz, ensure the 5 GHz network statbaabled.
Set theBeacon Periodto 100 ms

EnsureDTPC Support is enabled.
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Recommended to set 12 Mbps as the mandatory (basic) rate and 18 Mbps and higher as supported (optional) rates; howeve
some environments may require 6 Mbps to be enabled as a mandatory (basic) rate.

n el Cisco Catalyst 9800-40 Wireless Controller Welcome apha | # & B & W@ @ & Q C2
16.122s

= Configuration~ > Radio Configurations =~ > Network

5 GHz Band 2.4 GHz Band

Dashboard

Monitoring General
2}, Configuration 5 GHz Network Status ;

¢ Administration A Please disable 5 GHz Network Status to configure Beacon
Interval, Fragmentation Threshold, DTPC Support.

Beacon Interval* 100
Fragmentation 2346
Threshold(bytes)*
DTPC Support v
CCX Location Measurement
Mode
Data Rates
A Please disable 5 GHz Network Status to configure Data
Rates
6 Disabled vg Disabled v12 Mandatory v
Mbps Mbps. Mbps
18 Supported w24 Supported v 36 Supported v
Mbps Mbps Mbps
48 Supported v54 Supported v
Mbps Mbps

If wanting to use 2.4 GHz, ensure the 2.4 GHz network status and 802.11g network stanhabbae
Set theBeacon Periodto 100 ms

Short Preamble should beEnabledin the 2.4 GHz radio configuration setting on the access point when no legacy clients that
require a long preamble are present in the wireless LAN. By using the short preamble instead of long preamble, the wireless
network performance is improved.

EnsureDTPC Support is enabled.

Recommended to set 12 Mbps as the mandatory (basic) rate and 18 Mbps and higher as supported (optional) rates assumin
there will not be any 802.11b only clients that will connect to the wireless LAN; however some environments may require 6
Mbps to beenabled as a mandatory (basic) rate.

If 802.11b clients exist, then 11 Mbps should be set as the mandatory (basic) rate and 12 Mbps and higher as supported
(optional).
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High Throughput (802.11n/ac)

The 802.11n data rates can be configured per radio (2.4 GHz and 5 GHz).

802.11ac data rates are applicable to 5 GHz only.

Ensure thaWWMM is enabled antVPA2(AES) is configured in order to utilize 802.11n/ac data rates.

The Cisco Wireless IP Phone 8821 and 8BXlsupport HT MCS @ MCS 7 and VHT MCS 0 MCS 9 data rates only, but
higher MCS rates can optionally be enabled if there are other 802.11n/ac clients utilizing the same band frequenajethat inclu
MIMO antenna technology, which can take advantage of thgbehdata rates.
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