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1

Overview

This guide describes the configuration procedures required for the Cisco MultiPlatform
Phones (MPP) Series to be interoperable with Cisco BroadWorks. This includes the
following MPP Series phone models:

m  CP-6821-3PCC
m  CP-6841-3PCC
m  CP-6851-3PCC
m  CP-6861-3PCC
m  CP-6871-3PCC
m  CP-7811-3PCC
m  CP-7821-3PCC
m  CP-7832-3PCC
m  CP-7841-3PCC
m  CP-7861-3PCC
m  CP-8811-3PCC
m  CP-8841-3PCC
m  CP-8845-3PCC
m  CP-8851-3PCC
m  CP-8861-3PCC
m  CP-8865-3PCC
m  CP-8875

m CP-8832-3PCC
m  DP-9841

m  DP-9851

= DP-9861

m  DP-9871

The MPP Series uses the Session Initiation Protocol (SIP) to communicate with Cisco
BroadWorks for call control.

This guide describes the specific configuration items that are important for use with Cisco
BroadWorks. It does not describe the purpose and use of all configuration items on the
MPP Series. For those details, see the Cisco IP Desk Phone with Multiplatform Firmware
(MPP) — Administration Guide, Cisco IP Conference Phone Multiplatform Phone
Administration Guide, and Help articles for IP Phone 9800 Series from
https://help.webex.com/en-us/landing/ld-nOmkk;j8-
CiscoDeskPhone9800Series/BroadWorks supplied by Cisco Systems.



https://help.webex.com/en-us/landing/ld-n0mkkj8-CiscoDeskPhone9800Series/BroadWorks
https://help.webex.com/en-us/landing/ld-n0mkkj8-CiscoDeskPhone9800Series/BroadWorks

2

Interoperability Status

This section provides the known interoperability status of the Cisco MPP Series with Cisco
BroadWorks. This includes the version(s) tested, the capabilities supported, and known
issues.

Interoperability testing validates that the device interfaces properly with Cisco BroadWorks
via the SIP interface. Qualitative aspects of the device or device capabilities not affecting
the SIP interface such as display features, performance, and audio qualities are not
covered by interoperability testing. Requests for information and/or issues regarding these
aspects should be directed to Cisco.

Verified Versions

The following table identifies the verified Cisco MPP Series and Cisco BroadWorks
versions and the month/year the testing occurred. If the device has undergone more than
one test cycle, versions for each test cycle are listed, with the most recent listed first.

Compatible Versions in the following table identify specific MPP Series versions that the
partner has identified as compatible so should interface properly with Cisco BroadWorks.
Generally, maintenance releases of the validated version are considered compatible and
may not be specifically listed here. For any questions concerning maintenance and
compatible releases, contact Cisco.

NOTE: Interoperability testing is usually performed with the latest generally available (GA)
device firmware/software and the latest GA Cisco BroadWorks release and service pack at the
time the testing occurs. If there is a need to use a non-verified mix of Cisco BroadWorks and
device software versions, customers can mitigate their risk by self-testing the combination
themselves using the BroadWorks SIP Phone Interoperability Test Plan.

Verified Versions

Date (mml/yyyy) Cisco BroadWorks MPP Series Verified MPP Series
Release Version Compatible Versions

11/2025 Release RI 3.6.1 Any maintenance
release of the verified
versions.

08/2025 Release RI 3.5.1 Any maintenance
release of the verified
versions.

05/2025 Release RI 3.4.1 Any maintenance
release of the verified
versions.

02/2025 Release RI 12.0.7 Any maintenance

3.3.1 release of the verified
versions.

12/2024 Release RI 12.0.6 Any maintenance

321 release of the verified
o versions.
09/2024 Release RI 12.0.5 Any maintenance
3.1.1 release of the verified

versions.
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Verified Versions

Date (mml/yyyy)

03/2024

08/2023

07/2023

01/2023

06/2022

01/2022

09/2021

06/2021

09/2020

11/2019

05/2019

01/2019

09/2018

07/2018

Cisco BroadWorks
Release

Release RI

Release RI

Release 24.0

Release 24.0

Release 24.0

Release 24.0

Release 24.0

Release 24.0

Release 24.0

Release 22.0

Release 22.0

Release 22.0

Release 22.0

Release 22.0

Interface Capabilities Supported

MPP Series Verified
Version

12.0.4

12.0.3

12.0.2

12.0.1

11.3.7

11.3.6

11.3.5

11.3.4

11.3.3

11.3.1

CP-6861: 11.2.4

Rest of MPP: 11.2.3

11.2.3

CP-6821: 11.2.2

Rest of MPP: 11.2.1

11.2.1

MPP Series
Compatible Versions

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

Any maintenance
release of the verified
versions.

This section identifies interface capabilities that have been verified through testing as
supported by Cisco MPP Series.

The Supported column in the tables in this section identifies the Cisco MPP Series’
support for each of the items covered in the test plan, with the following designations:
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Yes
No
NA
NT

Yes

*

Test item is supported.

Test item is not supported.

Test item is not applicable to the device type.

Test item was not tested.

Test item may differ from Cisco BroadWorks feature design.

Caveats and clarifications are identified in the Comments column.

SIP Interface Capabilities

The Cisco MPP Series has completed interoperability testing with Cisco BroadWorks
using the BroadWorks SIP Phone Interoperability Test Plan. The results are summarized
in the following table.

The Cisco BroadWorks test plan is composed of packages, each covering distinct
interoperability areas, such as “Basic” call scenarios and “Redundancy” scenarios. Each
package is composed of one or more test items, which in turn are composed of one or
more test cases. The test plan exercises the SIP interface between the device and Cisco
BroadWorks with the intent to ensure interoperability sufficient to support the Cisco
BroadWorks feature set.

NOTE: DUT in the following table refers to the Device Under Test, which in this case is the
Cisco MPP Series.

Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package

Basic

BroadWorks

Services

Test Plan Package ltems

Call Origination

Call Termination

Session Audit

Session Timer

Ringback

Forked Dialog

181 Call Being Forwarded

Dial Plan

DTMF — Inband

DTMF — RFC 2833

DTMF — DTMF Relay

Codec Negotiation

Codec Renegotiation
Third-Party Call Control — Basic
Third-Party Call Control — Advanced

Voice Message Deposit/Retrieval

Supported Comments
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes



Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package

DUT Services —
Call Control Services

Test Plan Package Items

Message Waiting Indicator —
Unsolicited

Message Waiting Indicator —
Solicited

Message Waiting Indicator — Detall
Voice Portal Outcall

Advanced Alerting — Ringing
Advanced Alerting — Call Waiting
Advanced Alerting — Ring Splash
Advanced Alerting — Silent Alerting
Calling Line ID

Calling Line ID with Unicode
Characters

Connected Line ID

Connected Line ID with Unicode
Characters

Connected Line ID on UPDATE
Connected Line ID on Re-INVITE
Diversion Header

History-Info Header

Advice of Charge

Meet-Me Conferencing

Meet-Me Conferencing — G722
Meet-Me Conferencing — AMR-WB
Meet-Me Conferencing — OPUS
Collaborate — Audio

Collaborate — Audio — G722
Collaborate — Audio — OPUS

Call Decline Policy

Call Waiting

Call Hold

Call Transfer

Three-Way Calling
Network-Based Conference
Register Authentication

Maximum Registration

Supported Comments

Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes

Yes

Yes
Yes
Yes
Yes
No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes



Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package

DUT Services —
Registration and
Authentication

DUT Services —
Emergency Call

DUT Services — P-
Access-Network-Info
Header

DUT Services -
Miscellaneous

Advanced Phone
Services — Busy
Lamp Field

Advanced Phone
Services — Feature
Key Synchronization,
Private Line

Test Plan Package Items
Minimum Registration

Invite Authentication
Re-INVITE/Update Authentication
Refer Authentication

Device Authenticating BroadWorks
Emergency Call

Emergency Call with Ringback

REGISTER with P-Access-Network-
Info Header

INVITE with P-Access-Network-Info
Header

Do Not Disturb
Call Forwarding Always

Call Forwarding Always Diversion
Inhibitor

Anonymous Call
Anonymous Call Block

Remote Restart Via Notify
Busy Lamp Field

Call Park Notification

Do Not Disturb

Do Not Disturb Ring Splash

Call Forwarding

Call Forwarding Always Ring Splash

Call Forwarding Always Diversion
Inhibitor

Call Center Agent Logon/Logoff

Call Center Agent Unavailable Code

Executive — Call Filtering

Executive-Assistant — Call Filtering

Executive-Assistant — Diversion

Supported

Yes
Yes
Yes
Yes
Yes
No

No

No

No

Yes
Yes

No

Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes

No

Yes

Yes

Yes

Yes

Yes

Comments

Except for the 7811, 7832, and
8832 models

Except Multiline

Except for the 8875 phones
Except 9800 phones

Except for the 8875 phones
Except 9800 phone

Only MPP 88xx models, except
for the 8875 phone and the
8832 conference phone

Only MPP 88xx models, except
for the 8875 phone and the
8832 conference phone

Only MPP 88xx models, except
for the 8875 phone and the
8832 conference phone



Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package

Advanced Phone
Services — Feature
Key Synchronization,
Shared Line

Advanced Phone
Services — Missed
Calls Display
Synchronization

Advanced Phone
Services — Shared
Call Appearance
using Call-Info

Advanced Phone
Services - Call Park
Notification

Advanced Phone
Services - Call
Center

Advanced Phone
Services - Call
Recording Controls

Test Plan Package Items
Call Recording

Security Classification

Do Not Disturb

Do Not Disturb Ring Splash

Call Forwarding

Call Forwarding Always Ring Splash

Call Forwarding Always Diversion

Inhibitor

Security Classification

Missed Calls Display Sync

Line-Seize
Call-Info/Lamp Management

Public Hold

Private Hold

Hybrid Key System

Multiple Call Arrangement

Bridge Active Line

Bridge Active Line — Silent Monitor

Call Park Notification

Call Park Notification

Hold Reminder

Call Information

Hoteling Event

Status Event

Disposition Code
Emergency Escalation
Customer Originated Trace

Pause/Resume

Start/Stop

Record Local Conference

Supported
Yes

No

Yes

Yes

Yes

Yes

No

No

Yes

Yes
Yes
Yes

Yes

Yes

Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes

Comments

DUT removes retrieve button
when call is privately held

Except for the 7811, 7821,

8875, and 6821 models, 9800
series

Except for the 8875 phones

Except for the 8875 phones

Except Mid-Call
Except for the 8875 phones

Except for the 8875 phones



Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package

Advanced Phone
Services - Call
Recording Video

Advanced Phone
Services — Security
Classification

Advanced Phone
Services —
Conference Event

Redundancy

SBC/ALG - Basic

SBC/ALG —
Failover/Failback

Video — Basic Video
Calls

Video — BroadWorks
Video Services

Video — BroadWorks
Video Conference

Video — BroadWorks
WebRTC Client

Test Plan Package Items
Record Network Conference
Basic Call

Record Local Conference

Record Network Conference

Security Classification

Network-Based Conference Creator

Network-Based Conference
Participant

Meet-Me Conference Participant

DNS SRV Lookup
Register Failover/Failback
Invite Failover/Failback
Bye Failover

Register

Outgoing Invite

Incoming Invite

Register Failover/Failback
Invite Failover/Failback
Call Origination

Call Termination

Call Hold

Call Waiting

Call Transfer

Auto Attendant

Auto Attendant — HD
Voice Messaging

Voice Messaging — HD
Custom Ringback

Network-based Conference

Network-based Conference — HD

Collaborate — Video
Collaborate — Video — HD
Call from WebRTC Client

Call to WebRTC Client

Supported
Yes

No

No

No

No

No

No

No

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No

Yes
No

Yes
Yes
No

Yes
No

Yes
Yes

Yes

Comments

Except for the 8875 phones

Only 8845, 8865, and 8875
Only 8845, 8865, and 8875
Only 8845, 8865, and 8875
Only 8845, 8865, and 8875
Only 8845, 8865, and 8875

Only 8845 and 8865

Only 8845 and 8865

Only 8845 and 8865

Only 8845 and 8865

Only 8845 and 8865

Only 8845 and 8865
Only 8845 and 8865



Cisco BroadWorks SIP Phone Interoperability Test Plan Support Table

Test Plan Package Test Plan Package Items Supported Comments
TCP Register Yes
Outgoing Invite Yes
Incoming Invite Yes
IPV6 Call Origination Yes
Call Termination Yes
Session Audit Yes
Ringback Yes
Codec Negotiation/Renegotiation Yes
Voice Message Deposit/Retrieval Yes
Call Control Yes
Registration with Authentication Yes
Busy Lamp Field Yes ggggpr;g)dretlr;e 7811, 7832, and
Redundancy Yes
SBC Yes
Video Yes Only for the 8845, 8865, and
8875 models

Dual Stack with Alternate

Connectivity Ve

2.2.2 Other Interface Capabilities

This section identifies whether the Cisco MPP Series has implemented support for the
following:

m  Cisco BroadWorks Xtended Services Interface (Xsi)

m Extensible Messaging and Presence Protocol (XMPP) (BroadCloud/Cisco
BroadWorks Collaborate Instant Messaging and Presence [IM&P])

Support for these interfaces is demonstrated by completing the Cisco BroadWorks SIP
Phone Xsi and XMPP Test Plan. Support for these interfaces is summarized in the
following table.

Cisco BroadWorks Xtended Services Interface (Xsi) and BroadCloud IM&P Support Table
Interface Feature Supported Comments
Xsi Features — Authenticate with SIP Credentials Yes
Authentication

Authenticate with BroadWorks User Yes

Login Credentials

Authenticate with BroadWorks User No
Directory Number

Remote Office No

BroadWorks Anywhere Yes Except 8875 and 9800 Series



Cisco BroadWorks Xtended Services Interface (Xsi) and BroadCloud IM&P Support Table

Interface

Xsi Features —
User Service
Configuration

Xsi Features —
Directories

Xsi Features —
Call Logs

Xsi Features —
Visual Voice Mail

Xsi Features —
Push Notification

Xsi Features —
Call Recording
Configurations

Feature

Simultaneous Ringing

Caller ID Blocking

Call Forwarding Always

Call Forwarding Busy

Call Forwarding No Answer
Do Not Disturb

Enterprise Directory
Enterprise Common Phone List
Group Directory

Group Common Phone List
Personal Phone List

Search All Directories
Placed Calls

Received Calls

Missed Calls

All Calls

Sort by Name

View Messages

Listen to Audio Message
Watch Video Message

Mark Message Read/Unread
Delete Message

Mark All Messages Read/Unread

Register/Deregister for Push
Notifications

Incoming Call via Push Notification
Call Update via Push Notification

Incoming Call via Push Notification;
Second Incoming Call

MWI via Push Notification

Ring Splash via Push Notification
Call Record Mode Get

Set Record Mode

Set Play Call Recording to Start and
Stop Announcement

Set Record Voice Messaging

Supported
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
No
No
No
No

No

No
No

No

No
No
No
No

No

No

Comments

Except 8875 and 9800 Series

Except 8875 and 9800 Series

Except 8875 and 9800 Series

Except 8875 and 9800 Series



Cisco BroadWorks Xtended Services Interface (Xsi) and BroadCloud IM&P Support Table

Interface

Xsi Features —
Call Recording
Controls

XMPP Features —
Contact/Buddy List

XMPP Features —
Presence

Feature

Set Pause and Resume Notification
Set Recording Notification

Record Mode set to Never

Record Mode set to Always

Record Mode set to Always with
Pause/Resume

Start Recording Mid-Call with
Record Mode set to On Demand

Start Recording During Call Setup
with Record Mode set to On
Demand

Perform User Initiated Start with
Record Mode set to On Demand

Perform Mid-Call Start Recording
after Placing Call on Hold

Perform Mid-Call Change to Call
Recording Mode

Record Local Three-Way Call
Record Network Three-Way Call
Contacts

Favorites

Groups

Non-XMPP Contacts
Conferences

Login Invisible

Presence State

Presence Status

Contact’s Presence State

2.3 Known Issues

Supported Comments

No

No

No Except 8875 and 9800 Series
No

No

No

No

No

No

No

No

No

Yes Except 8875 and 9800 Series.
Yes

Yes

Yes

No

Yes Except 8875 and 9800 Series.
Yes

No

Yes

This section lists the known interoperability issues between Cisco BroadWorks and
specific partner release(s). Issues identified during interoperability testing and known
issues identified in the field are listed.

The following table provides a description of each issue and, where possible, identifies a
workaround. The verified partner device versions are listed with an “X” indicating that the
issue occurs in the specific release. The issues identified are device deficiencies or bugs
and are typically not Cisco BroadWorks release dependent.

The Issue Number is a tracking number for the issue. If it is a Cisco issue, the issue
number is from Cisco’s tracking system. If it is a Cisco BroadWorks issue, the issue
number is from Cisco’s tracking system.



o
CISCO.

For more information on any issues related to the particular partner device release, see
the partner release notes.

Issue Number Issue Description Version

None.




3 Cisco BroadWorks Configuration

This section identifies the required Cisco BroadWorks device profile type for the Cisco
MPP Series as well as any other unique Cisco BroadWorks configuration required for
interoperability with the MPP Series models listed previously.

3.1 Cisco BroadWorks Device Profile Type Configuration

This section identifies the device profile type settings to use when deploying the Cisco
MPP Series with Cisco BroadWorks.

Create a Common PhoneOS-MPP(98-88-78-68xx) device profile type for the Cisco MPP
Series with settings as shown in the following example. Common IDT removes the need
for separate device profile type to be created for each Cisco MPP Series model. The
settings shown are recommended for use when deploying the Cisco MPP-3PCC with
Cisco BroadWorks. For an explanation of the profile parameters, see the Cisco
BroadWorks Device Management Configuration Guide [3].

The device profile type shows the Number of Ports (number of SIP lines) setting for
Common Cisco MPP-3PCC models. The number of SIP lines for MPP Series per model is
as shown in the following table.

Model Number of Lines
CP-6821-3PCC 2
CP-6841-3PCC 4
CP-6851-3PCC 4
CP-6861-3PCC 4
CP-6871-3PCC 6
CP-7811-3PCC 1
CP-7821-3PCC 2
CP-7832-3PCC 1
CP-7841-3PCC 4
CP-7861-3PCC 16
CP-8811-3PCC 10
CP-8841-3PCC 10
CP-8845-3PCC 10
CP-8851-3PCC 16
CP-8861-3PCC 16
CP-8865-3PCC 16
CP-8875 16
CP-8832-3PCC 1
DP-9841 4
DP-9851 6

DP-9861 10
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DP-9871 16

Identity/Device Profile Type Modify

Modify an existing identity/device profile type.

=111 I

Identity/Device Profile Type: Cisco-CP-TBxx-S80- 880 3PCC
Signaling Address Type: Intelligent Proxy Addressing
Ob=olate

Standard Opfions
Mumiber of Ports: Unlimited Lmited To |16
Ringback Tone/Early Media Support: ATF - Session

RTP - Early Session

*! Local Ringback - Mo Early Media
Authentication: @ cnabled

Disabled
Hold Mormalization: | nzoecified Addrass
Inactive
& RFC3264
¥ Regisiration Capable ¥ Authenticate REFER
Siatic Registration # Video Capabie
Capable
# E184 Capable Use History Info Header
Trusted

Advanced Ciptions

Route Advance Forwarding Ovemride

Wireless Integration Conference Device

PBX Integration Mobility Manager Device

Add P-Called-Party-10 Music On Hold Device

Auto Configuration Soft Client Requires BroadWorks Digit Collection
Requires BroadWorks Call Waiting Tone Requires MW Subscripbon

-

Advice of Charge Capable Support Call Center MIME Type

Support ldentity In UPDATE and Re-

Y

Support Emergency Disconnect Condrod

NWITE
Enable Monitoring Support RFC 3388
Siatic Line/Port Crdening Support Client Session Info
a;ﬁlmn Zall Info Conference Subscription Suppart Remate Party Infa
Support Visual Device Managemsant Bypass Media Treatment

Support Cause Parameter
Reset Event:  reSync ' checkSync ' Nat
Supported

Trunk Mode: @ yzer () Pilgt Proxy
Haold Announcament

Mathod: Inactive "* Bandwidth Atinbutes
Unzsereened Presantation ldentity Policy: @ profile Presentation Identity

Unscreensd Presentation |dentity
Unscreened Presentation |dentity With Profile Domain
‘Web Based Configuration URL Exdension:

Device Configuration Options: ' Ngt Supperted * Device Management ' Legacy

Figure 1 Device Identity/Profile Type

3.2 Cisco BroadWorks Configuration Steps

No other steps are needed on Cisco BroadWorks for setting up the device.



4 MPP Series Configuration

4.1

This section describes the configuration settings required for the MPP Series integration
with Cisco BroadWorks, primarily focusing on the SIP interface configuration. The MPP
Series configuration settings identified in this section have been derived and verified
through interoperability testing with Cisco BroadWorks. For configuration details not
covered in this section, see the Cisco Multiplatform IP Phones Administration Guide [1]
for the appropriate MPP Series.

Configuration Method

Configuration Files

MPP Series Configuration Files Level Description

CiscoDev_Type68xx.xml Per-Type Contains the 6800 family-specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type6821.xml Per-Type Contains the 6821 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type6861.xml Per-Type Contains the 6861 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type6871.xml Per-Type Contains the 6871 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type78xx.xml Per-Type Contains the 7800 family-specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type7832.xml Per-Type Contains model 7832 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type88xx.xml Per-Type Contains the 8800 family-specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type88x5.xml| Per-Type Contains model 88x5 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type8875.xml Per-Type Contains model 8875 specific
configurable parameters that apply to
Upgrade rule.

CiscoDev_Type8832.xml Per-Type Contains model 8832 specific
configurable parameters that apply to
Upgrade rule, logo download.

CiscoDev_Type9841.xml Per-Type Contains the 9841 specific
configurable parameters that apply to
Upgrade rule.

CiscoDev_Type9851.xml Per-Type Contains the 9851 specific
configurable parameters that apply to
Upgrade rule.

CiscoDev_Type9861.xml Per-Type Contains the 9861 specific
configurable parameters that apply to
Upgrade rule.



CiscoDev_Type9871.xml

CiscoDev_System.xml

CiscoDev-3PCC_Bootstrap.xml

%BWMACADDRESS% _CiscoDev.xml

Per-Type

Per-Type

Per-Type

Per-Device

4.2 System Level Configuration

Contains the 9871 specific
configurable parameters that apply to
Upgrade rule.

System-level settings of device type.

These files are referred to as the
default template files. They contain the
Profile Rule settings for the MPP-
3PCC phone models.

Contains configurable parameters that
apply to an individual device in a
deployment.

This section describes system-wide configuration items that are generally required for
each MPP Series to work with Cisco BroadWorks. Subscriber-specific settings are
described in the next section.

Step

Command

Description

System Configuration File <CiscoDev-3PCC_Bootstrap.xml>

Step 1

Step 2

Set the DNS Settings.

Web:

System Tab:

Primary DNS = 8.8.8.8
Secondary DNS = 8.8.4.4
XML :

<Primary DNS
ua="rw">8.8.8.8</Primary DNS>

<Secondary DNS
ua="rw">8.8.4.4</Secondary DNS>

Set the Profile Resync Timers.

Web:

System Tab:

Resync At Random Delay: 1

Resync Periodic: 60 (1 minutes/60
seconds)

Resync Error Retry Delay: 300
Forced Resync Delay: 600

XML :

<Resync_At Random_ Delay

ua="na">1</Resync At Random Delay
>

<Resync_Periodic
ua="na">60</Resync_Periodic>

<Resync Error Retry Delay
ua="na">300</Resync_Error Retry D
elay>

<Forced Resync Delay
ua="na">600</Forced Resync Delay>

Optional: Sets the MPP Series DNS
Settings if the Cisco BroadWorks
Fully Qualified Domain Name
(FQDN) is not resolvable in the public
network.

Sets the MPP Series Profile Resync
values to a minimum value.

This allows for instantaneous loading
of the configuration files.
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Step 4 Enable the Provisioning Authority/Extension Enables Extension Mobility to
Mobility. facilitate provisioning authority/hot
Web: desking.
Phone Tab:

EM Enable: Yes
Set EM User Domain
XML :

<EM_Enable
ua="na">Yes</EM Enable>



Step

Command

System Configuration File <CiscoDev_System.xml>

Step 1

Step 2

Step 3

Set the SIP Proxy/Domain.

Web:

Ext 1 Tab:

Proxy = as.broadworks.net
XML :

<Proxy 1

ua="na”>as.broadworks.net</Proxy

1>

Optional SRST Proxy Config
Web:

Ext Tab -> Proxy and
Registration:

Alternate Proxy = 192.168.1.1

Dual Registration = Yes

XML Example:

<Alternate Proxy 1
ua="na”>192.168.1.1</Alternate Pr
oxy 1 >

<Dual Registration 1

ua="na”>Yes</Dual Registration 1

>

Configure the Outbound Proxy/SBC.
Web:

Voice Tab->Extension Tab:

Outbound
Proxy=sbc.iopl.broadworks.net

Outbound Proxy=199.19.193.9
XML :

<Outbound Proxy 1
ua="na">%SBC_ADDRESS_1%</Outbound
_Proxy 1 >

<Alternate Outbound Proxy
1
ua="na">%SBC_ADDRESS 2%</Alternat
e Outbound Proxy 1 >

Enable the DNS SRV lookup.
Web:

Ext 1 Tab:

Use DNS SRV = “Yes”

XML :

<Use_ DNS_SRV_1
ua="na”>Yes</Use DNS SRV 1 >

Description

Sets the MMP series phone SIP
Proxy to the Fully Qualified Domain
Name (FQDN) for the Cisco
BroadWorks Application Server
cluster.

The domain must match the domain
configured for the Cisco
BroadWorks subscriber’s line/port
domain.

For more information, see the Cisco
3PCC IP Phone Administration Guide.

Sets the Outbound Proxy/SBC if
one is used between Cisco
BroadWorks and Cisco MPP Series.

If the SBC is redundant, use an
FQDN to represent the SBC cluster
within the Outbound Proxy field.

Otherwise, enter the Primary SBC
for custom tag SBC_ADDRESS_1
and the Secondary SBC for custom
tag SBC_ADDRESS_2.

Enable the DNS SRV lookup when
deploying redundant SBC/Cisco
BroadWorks Application Servers.



Step
Step 4

Step 5

Step 6

Step 7

Command

Set SIP Timers.
Web Example:

SIP Tab:

SIP T1 » .57
SIP T2 N4
INVITE Expires “240"
ReINVITE Expires “30”
Reg Retry Intvl “30”

Reg Retry Long Intvl “600”

XML Example:

<SIP_T1 ua="na”>.5</SIP_T1>
<SIP T2 ua="na”>4</SIP_T2>
<INVITE Expires

ua="na”>240</INVITE Expires>

<ReINVITE Expires

ua="na”>30</ReINVITE Expires>

<Reg_Retry Intvl

ua="na”>30</Reg Retry Intvl>

<Reg_Retry Long_ Intvl
ua="na”>600</Reg_Retry Long Intvl

>

Enable reliable response.

Web:

Ext N Tab:

SIP 100REL Enable = “Yes”
XML:

<SIP_100REL_Enable 1

ua="na”>Yes</SIP_100REL_Enable 1 _

>

Enable negotiated DTMF type.
Web:

Ext 1 Tab:
DTMF Tx Method = “Auto”
XML :

<DTMF Tx Method 1

ua="na”>Auto</DTMF_Tx Method N >

XML Example:
<DTMF_Tx Method 1

ua="na”>Auto</DTMF_Tx Method 1 >

Set the hold implementation type.
Web:

SIP Tab:

RFC 2543 Call Hold = no

XML :
<RFC_2543 Call Hold

ua="na”>No</RFC_2543 Call Hold>

7

’

Description

The SIP Timers should be set to
levels short enough to support a
timely failover when there is no
server response.

The suggested registration period
(Reg Max Expires) is one day or
86400 seconds.

The Reg Retry Long Intvl timer
should be set to “600” (10 minutes)
to limit the frequency of Register
retries after a 403 Forbidden
response.

Reliable provisional response
(PRACK) should be enabled.

Set Auto to enable inband or RFC
2833 negotiated DTMF.

It is recommended to set the hold
implementation to “RFC 3264".



Step
Step 8

Step 9

Step 10

Step 11

Command

Configure dial plan.
Web:
Ext 1 Tab:

Dial Plan = ( [2346789]11S0 | [0-
11[2-9]111s0 | O | 00SO | 01[2-
9lxx. | [*#Ixx[*#] | *xx. |
FxRXRXXSO | FRXXXXXXXXXXX | [2-
91# | 01llx. | [0-1]xxxxxxx | [0-
1] [2-9] xxxxxxxxxS0 | [2-

9] xxxxxxxxx30 | [2- 9]xxxxxX |
101xxxx. | 11S0 | [2-9]x. )

XML :
<Dial Plan 1 ua="na">

( [2346789]11sS0 | [0- 1][2-9]11S0
| 0O | 00SO | 01[2-91xx. |
[*#]1xx[*#] | *xx. | *xxxxxxS0 |
FRXRXXXXXXXXXX | [2-914# | 01llx. |
[0-1]xxxxxxx | [0-1][2-

9] xxxxxxxxxS0 | [2-9]xxxxxxxxxS0
| [2- 9]xxxxxx | 10lxxxx. | 11S0
I [2-9]1x. )

</Dial Plan 1 >

Enable supplementary services.
Web:

Phone Tab:

Conference Serv = "yes"
Attn Transfer Serv = "yes"

Blind Transfer Serv = "yes"

XML :

<Conference Serv
ua="na">Yes</Conference Serv>

<Attn Transfer Serv
ua="na">Yes</Attn Transfer Serv>

<Blind Transfer Serv
ua="na">Yes</Blind Transfer Serv>

Enable reliable redundancy.

Web:

Ext 1 Tab:

Proxy Fallback Intvl = 1800

XML :

<Proxy Fallback Intvl 1
ua="na">1800</Proxy Fallback Intv
11>

Schedule Profile Rule Resynchronize Time.

Web:

Provisioning Tab->"Configuration
Profile Section”
Field: “Resync At (HHmm) :

XML Example:

<Resync At _HHmm
ua="na">0200</Resync_ At HHmm >

Description

Configures the MPP Series dial plan
according to the locale. The dial
plan shown is an example of a
typical North American dial plan.

Enables Conference, Attended
Transfer, and Blind Transfer
services.

Setting forces failback of redundant
registration, overriding any value
received from Cisco BroadWorks
Application Server.

The value is in 24-hour format.



Step
Step 12

Step 13

Step 14

Command

Configure the Calls Appearances/Line.
Web Example:

Phone Tab->Miscellaneous Line
Key Settings->Call Appearance
Per Line: 3

XML Example:

<Call Appearances Per Line
group="Phone/Miscellaneous_Line K

ey Settings">10</Call Appearance

Per Line> <!-- options: 2-10 -->

Configure NAT Support.
<!-- NAT Support Parameters -->

<Handle VIA received
ua="na">Yes</Handle VIA received>

<Handle VIA rport
ua="na">No</Handle VIA rport>

<Insert_ VIA received
ua="na">Yes</Insert VIA received>

<Insert VIA rport
ua="na">No</Insert VIA rport>

<Substitute_ VIA Addr
ua="na">Yes</Substitute VIA Addr>

<Send Resp To Src_ Port
ua="na">Yes</Send Resp To Src Por
t>

<STUN_Enable
ua="na">Yes</STUN Enable>

<STUN_Test Enable
ua="na">No</STUN_Test Enable>

<STUN_Server
ua="na">%STUN_SERVER%</STUN_Serve
r>

<EXT IP ua="na"/>

<EXT RTP Port Min
ua="na">0</EXT RTP_ Port Min>

<NAT Keep Alive Intvl
ua="na">15</NAT Keep Alive Intvl>

Configure for Solicited VM.
Web:

Example:

Ext 1 Tab

“Call Feature Settings”

Voice Mail Server =
1111@as.mycompany.com

Voice Mail Subscribe Interval =
“3600”

XML :

Example:

<Voice Mail_ Server 1
ua="na"></Voice Mail Server 1 >
<Voice Mail Subscribe Interval 1
ua="na">3600</Voice Mail Subscrib
e Interval 1 >

Description

Appearances/Line value can be set
to any value between 1 and 10.

Optional:

The MPP Series device can be
enabled with STUN support for
deployments where the device is
within a NAT environment and no
SBC/SIP ALG is desired or
available.

Optional: This setting within the
Subscriber level configuration allows
for Solicited Voicemail Updates.
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4.3 Subscriber Level Configuration

This section identifies the device-specific parameters, including registration and
authentication. These settings must be unique across devices to be matched with the
settings for a Cisco BroadWorks SIP trunk or subscriber. SIP Registration requires that a
unique address of record (AoR) be provisioned on Cisco BroadWorks and the device.

Step Command
Configuration File <mac-address>.xml

Step 1 Enable phone lines.
Web:
Ext 1 Tab
Line Enable = "Yes"

XML :

Example:

<Line Enable 1 wua="na">Yes
</Line_Enable 1 >

Step 2 Configure SIP UA credentials.

Web:

Voice->Extension

Proxy: as.mycompany.com
UserID: 1111

XML :

<Proxy 1
ua="na">as.mycompany.com</Proxy 1 >

<User ID 1
ua="na>1111</User ID 1 >

Step 3 Enable SIP Authentication for each line.
Web:
Example:
Ext 1 Tab
Auth ID = "l11lll@as.mycompany.com"
Password = "welcome"
XML :
Extl/Linel
<Auth ID 1
ua="na">11lll@as.mycompany.com</Au
th ID 1 >
<Password 1 ua="na">welcome
</Password 1 >

Step 4 Configure display name for each line.
Web:
Ext 1 Tab
Display Name = “Claire Smith”
XML :
Extl/Linel

<Display Name 1 ua="na">Claire
Smith </Display Name 1 >

Description

Enables each line on the Cisco IP
Phones in use.

Configures the Extension UserlD
and Proxy values to match the
Cisco BroadWorks Application
Server line/port setting.

If the Authentication service is
configured on Cisco BroadWorks,
these parameters must be
configured to match the Cisco
BroadWorks settings.

For each line, configure the name to
be displayed on the device.



Step Command Description

Step 5 Configure for N-Way Calling. This setting within the Subscriber
Web: level configuration allows for
Example: _network-basec_i conference calls
: instead of device-based conference.
Ext 1 Tab

Conference Bridge URL =
conference@broadworks.net
XML :
<Conference Bridge URL 1

ua="na">conference@broadworks.net
</Conference Bridge URL 1 >

Step 6 Configure for Solicited VM. Optional: This setting within the
Web: Subscriber level configuration allows
for Solicited Voicemail Updates.
Example:
Ext 1 Tab

“Call Feature Settings”

Voice Mail Server =
1111Qas.mycompany.com

Voice Mail Subscribe Interval =
“3600”

XML :

Example:

<Voice Mail Server 1
ua="na"></Voice Mail Server 1 >
<Voice Mail Subscribe Interval 1

ua="na">3600</Voice7MailisubscriE
e Interval 1 >

Step 7 Configure PTT/Intercom Extensions. Optional: Applicable to

Web: Extension/Lines configured with the
BroadWorks PTT feature with Auto
Answer = yes.

Subsequent call attempts to that
extension will be treated as a call

Ext Tab->Call Feature Settings
Auto Ans Page On Active Call: no

XML : waiting scenario.

<Auto Ans Page On Active Call N Note that the N=1-16 depends on
ua="na">Yes</Auto_Ans_Page_On_Act  the phone’s supported number of
ive Call N > lines.

Example

<Auto Ans_ Page On Active Call 1
ua="na">Yes</Auto Ans Page On Act
ive Call 1 >

4.4 SIP Advanced Feature Configuration

This section provides configuration instructions for advanced SIP features supported by
the phone including but not limited to Shared Call Appearance, Busy Lamp Field, Feature
Key Synchronization, Call Center, Emergency Call, Advice of Charge, Call Recording, and
Security Classification.

441 Shared Call Appearance Configuration

The Shared Call Appearance (SCA) feature allows the administrator to add multiple
locations to a given line. Any of the locations can be used to originate or receive calls.
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When a call comes into an idle line, all the provisioned locations for that line are alerted.
The first location to answer the call is connected to the originator. If the line is already
active in a call, only the active location is alerted.

A subscriber can originate calls from any of the configured locations. All other locations are
unable to originate calls until all calls are released.

It is recommended to use the phone number plus an index (<phoneNumber>_<index>)
when provisioning the unique AoR for each shared line, for example: 2405551111 _2. Ifa
phone number does not exist, use the Media Access Control (MAC) address plus an index
(<macAddress>_<index>).

Subscriber Bob's Profile Subscriber Joe's Profile
Configuration Configuration
Line/Port/AoR  2405551111_1 Line/Port:/AoR 2405552222 _1
Auth Userl|D: bobsmith Auth UserlD: joebrown
Auth Password: bobs Auth Password: joeb
Shared Call Appearance - - Shared Call Appearance
Configuration Appllcatlon Configuration
Server
Joe's 2nd Line Bob's 2nd Line
Line/Port:/AoR 2405552222 2 Line/Port:/AoR 2405551111_2
t
! Joe's Lin:I
| — I
| Bob's Line |
& =
EEE| EH
Bob's Phone Joe's Phone

Figure 2 Shared Call Appearance Configuration

Figure 2 shows that Bob and Joe each have two lines and that Bob shares a line with Joe
and Joe shares a line with Bob. The figure also shows the applicable Subscriber Profile
and Shared Call Appearance configuration data for subscribers Bob and Joe.

When Bob (2405551111) is called, Bob’s first line and Joe’s second line ring. When Joe
(2405552222) is called, Joe’s first line and Bob’s second line ring.

The following steps show how to configure both phones for this Shared Call Appearance
configuration.




4.4.1.1 Bob’s Phone Configuration — <mac-address_CiscoDev.xml>

The following steps are used to configure line 1 for Bob’s phone. This line rings when Bob
is called, and it has Bob’s authentication information.

Step Command Purpose

Configuration File <mac-address>_CiscoDev.xml

Step 1 Configure line 1 as shared. Configures the line as “shared” (as
Web: opposed to “private”).
Example:
Phone Tab:

“Line Key 1”

Share Call Appearance = “shared”

Ext 1:

“Share Line Appearance”
Share Ext = “Yes”

XML :

Example:

<Share Call Appearance 1
ua="na">shared</Share Call Appear
ance 1 >

<Share Ext 1 wua="na">Yes
Share Ext 1 >

Step 2 Set Register User ID. The register user ID must correspond
Web: with the line/port setting on Cisco
BroadWorks.

Example:

Ext 1 Tab:

User ID = "2405551111 1"

XML:

Example:

<User ID 1 wua="na">2405551111 1
</User ID 1 >

Step 3 Enable SIP Authentication. If the Authentication service is
Web: configured on Cisco BroadWorks,
these parameters must be configured

to match the Cisco BroadWorks
Ext 1 Tab: settings.

Auth_ID = "bobsmith" This line rings when Bob is called,
Password = "bobs" and it has Bob’s authentication
XML : information.

Example:

< Auth ID 1 ua="na">bobsmith </
Auth 1D 1 >

<Password 1 ua="na">bobs
</Password 1 >

Example:

Step 4 Configure display name. Configure the name to be displayed
Web: on the device for this line.
Example:
Ext 1 Tab:
Display Name = “Bob Smith”
XML:
Example:

<Display Name 1 ua="na">Bob
Smith </Display Name 1 >
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Step Command Purpose

Configuration File <mac-address>_CiscoDev.xml

Step 5 Enable Call Park. Optional: Enable Call Park via
Web: unused Programmable Line Key.
Example:

Phone Tab:
Extension 2: Disabled

Extended Function 2:
fnc=prk;sub=4085282222a@$PROXY; nm
e=Park;orbit=4085282222
XML :
Example:
Extension 2 >Disabled</Extension
3>

Extended_ Function_2_ >
fnc=prk;sub=4085282222a@$PROXY ; nm
e=Park; orbit=4085282222</Extended
_Function 2 >

On the phone, validate the data so the values match. Go to Voice — Phone Tab — Line
Key?2.

General

Station Name Station Display Name

Vosce Ma Number

Handstree
Bluetooth Mode:  Phone une 5

Line Key 1
Extension

ShotName: | SUSER
Share Cail Appearance:  shared

Extended Function

Share Call Appearance. _prvate

Line Koy 2]

| c=prk sub= OXY.nme=Park ortit=4085282222 |

Figure 3 Shared Line Park



The following steps are used to configure line 2 for Bob’s phone. This line rings when Joe
is called, and it has Joe’s authentication information.

Step
Step 1

Step 2

Step 3

Step 4

Command Purpose

Configure line 2 as shared. Configures the line as “shared” (as
Web: opposed to “private”).

Example:

Phone Tab:

“Line Key 2”

Share Call Appearance = “shared”
Ext 2:

“Share Line Appearance”

Share Ext = “Yes”

XML :

Example:

<Share Call Appearance 2
ua="na">shared</Share Call Appear
ance 2 >

<Share Ext 2 ua="na">Yes
Share Ext 2 >

Set Register User ID. The register user ID must correspond
Web: with the line/port setting on Cisco
BroadWorks.

Example:

Ext 2 Tab:

User ID = "2405551111 2"

XML:

Example:

<User ID 2 ua="na">2405551111 2
</User ID 2 >

Enable SIP Authentication. If the Authentication service is

Web: configured on Cisco BroadWorks,
these parameters must be configured
to match the Cisco BroadWorks

Ext 1 Tab: settings.

Auth_ID = "joebrown" This line rings when Joe is called, and
Password = "joeb" it has Joe’s authentication
XML : information.

Example:

Example:

<Auth ID 1 wua="na">joebrown
</Auth ID 1 >

<Password 1_ ua="na">joeb
</Password 1 >

Configure display name. Configures the name to be displayed
Web: on the device for this line.

Example:

Ext 1 Tab:

Display Name = “Joe Brown”

XML:

Example:

<Display Name 1 ua="na">Joe
Brown</Display Name 1 >



Step
Step 5

Command Purpose

Enable Call Park. Optional: Enables Call Park via

Web: unused Programmable Line Key
(PLK).

Example:

Phone Tab:

Extension 2: Disabled

Extended Function 2:

fnc=prk;sub=4085282222b@S$PROXY ; nm
e=Park;orbit=4085282222

XML :
Example:
Extension 2 >Disabled</Extension
2>

Extended_Function_2_ >
fnc=prk;sub=4085282222b@SPROXY; nm
e=Park; orbit=4085282222

</Extended Function 2 >

441.2 Joe’s Phone Configuration — <mac-address_CiscoDev.xml>

The following steps are used to configure line 1 for Joe’s phone. This line rings when Joe
is called, and it has Joe’s authentication information.

Step
Step 1

Step 2

Command Purpose

Configure line as shared. Configures the line as “shared” (as
Web: opposed to “private”).

Example:

Phone Tab:

“Line Key 1”

Share Call Appearance = “shared”
Ext 1:

“Share Line Appearance”

Share Ext = “Yes”

XML :

Example:

<Share Call Appearance 1
ua="na">shared</Share Call Appear
ance 1 >

<Share Ext 1 wua="na">Yes

Share Ext 7;

Set Register User ID. The register user ID must correspond
Web: with the line/port setting on Cisco

BroadWorks.
Example:

Ext 1 Tab:

User ID = "2405552222 1"
XML:

Example:

<User_ID 1
ua="na">2405552222 1</User_ ID 1 >



Step
Step 3

Step 4

Command

Enable SIP Authentication.
Web:

Example:

Ext 1 Tab:

Auth ID = "joebrown"
Password = "joeb"
XML :

Example:

<Auth ID 1 _ua="na">joebrown
</Auth ID 1 >

<Password 1 ua="na">joeb
</Password 1 >

Configure display name.

Web:

Example:

Ext 1 Tab:

Display Name = “Joe Brown”
XML:

Example:

<Display Name 1 ua="na">Joe
Brown</Display Name 1 >

Purpose

If the Authentication service is
configured on Cisco BroadWorks,
these parameters must be configured
to match the Cisco BroadWorks
settings.

This line rings when Joe is called, and
it has Joe’s authentication
information.

Configure the name to be displayed
on the device for this line.

The following steps are used to configure line 2 for Joe’s phone. This line rings when Bob
is called, and it has Bob’s authentication information.

Step

Step 1

Step 2

Command

Configure line as shared.

Web:

Example:

Phone Tab:

“Line Key 2”

Share Call Appearance = “shared”
Ext 2:

“Share Line Appearance”

Share Ext = “Yes”

XML :

Example:

<Share Call Appearance 2
ua="na">shared</Share Call Appear
ance 2 >

<Share Ext 2 ua="na">Yes

Share Ext 2 >

Set Register User ID.

Web:

Example:

Ext 2 Tab:

User ID = "2405552222 2"

XML :

Example:

<User_ID 2
ua="na">2405552222 2</User ID 2 >

Purpose

Configure the line as “shared” (as
opposed to “private”).

The register user ID must correspond
with the line/port setting on Cisco
BroadWorks.



Step Command

Step 3 Enable SIP Authentication.
Web:

Example:

Ext 2 Tab:

Auth ID = "bobsmith"
Password = "bobs"
XML :

Example:

<Auth ID 2 ua="na">bobsmith
</Auth ID 2 >

<Password 2 ua="na">bobs
</Password 2 >

Step 4 Configure display name.
Web:

Example:

Ext 2 Tab:
Display Name = “Bob Smith”
XML:

Example:

<Display Name 2 ua="na">Bob
Smith </Display Name 2 >

4.4.2 Multi-line Interface Display

Note: Cisco Desk Phone 9841, 9851, and 9861 only.

Purpose

If the Authentication service is
configured on Cisco BroadWorks,
these parameters must be configured
to match the Cisco BroadWorks
settings.

This line rings when Bob is called,
and it has Bob’s authentication
information.

Configures the name to be displayed
on the device for this line.

Multi-line interface display ensures a consistent user experience by forcing the phone to
always display the multi-line layout. By default, the phone displays the multi-line interface
only when multiple lines or other line key features are configured. When Always Use

Multi-line Mode is enabled, the phone uses the multi-line layout even if only a single line

is configured.

To configure the muliti-line interface from the web user interface, see the following figure.

Step Command
System Configuration File CiscoDev_System.xml.template

Web Portal Voice — Phone -
Miscellaneous Line Key Settings

Step 1

Always Use Multi-line Mode: Enabled

XML:

<Always Use Multi-line Mode ua="na">%
ALWAYS USE MULTI-LINE MODE%</

ALWAYS USE MULTI-LINE MODE>

% ALWAYS USE MULTI-LINE MODE$ has
options: Enabled|Disabled

Example:

<Always Use Multi-line Mode
ua="na">Disabled</Always_Use Multi
-line Mode>

Purpose

Enables the multi-line layout even if
only a single line is configured. on
the Cisco Desk Phone 9841, 9851,
and 9861.

Options:
Enabled:
Disabled:
Default: Disabled
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443 Hybrid Key System Configuration

Hybrid Key System emulation requires the phone to support assignment of multiple line
keys to a single registering line on the phone. It also requires the phone to limit each line
key to a single call appearance or provide the configurability to roll a new call over to the
next free line key. Any of the locations can be used to originate or receive calls.

From the Shared Call Appearance configuration web page, select Add to add a second
appearance.

Welcome CISCO MPP ADMIN foceun

Shared Call Appearance

‘Shared Can Alike your primary phons. Dete e e policy en Divice Palises page

B lings s you. Thess dedces of lines sisa fing just

0K Apply Add ancel
e all appearances ko Clicioto-Déal calls
Ao all appearances for Group Paging calls.
Atow Call Reiriens from anomher locaion

Multiple C3i Arrangement & On ) Off

9] Miow bricging between locations.

Enable Call Park nobification
Bricge Waming tene: ) jane
Barge-in enly
 Barge-in and repaat avery 30 ssconds
Device Policies: Confiouee disice policies

Delete WentityDavice Profla Tres £ LinePart Ean
Cisco-5u8 SPASKE-LUIZ313A (Group) 2413332311_2@as.io. E
Cisco-CP-8851-3PCC 8B81_10T (Group) 2311a@as iop2 broa Est

1Page 1001]
Identity/Device Profile Type = Starts With ~ Eind L
0K Apply Add Cancel

Figure 4 Shared Call Appearance (Multiple Call Arrangement)

Enable Hybrid Key System on phone.

Figure 5 Line Key Mapping

Enable Line ID mapping (Vertical/Horizontal) on phone.

Figure 6 Line ID Mapping

Purpose

Step Command

System Configuration File <mac-address_CiscoDev>.xml

Hybrid Key System maps the
registered line to the other available
lines on the phone.

Configure the phone to enable line keys and

Step 1
associate them with the registering line.

1) Web Portal -> Phone Tab

Line Key 1:



Step Command Purpose

System Configuration File <mac-address_CiscoDev>.xml
Extension: 1

Share Call Appearance: Shared
Line Key 2:

Extension: 1

Share Call Appearance: Shared

2) XML

<Extension 1 wua="na">%PLK-
1%</Extension 1 >

<Share Call Appearance 1
ua="na">%$BWSHAREDLINE-
1%</Share Call Appearance 1 >

<Extension 2 ua="na">3%PLK-
2%</Extension_2 >

<Share Call Appearance 2
ua="na">%BWSHAREDLINE-
2%</Share_Call Appearance 2 _

Example:

<Extension 1
ua="na">1</Extension 1 >

<Share Call Appearance 1
ua="na">shared</Share Call Appea
rance_1 >

<Extension 2
ua="na">1</Extension 2 >

<Share Call Appearance 2
ua="na">shared</Share Call Appea
rance 2 >

Step 2 Configure phone for Line ID mapping. Phone behavior for incoming calls.
Vertical: Firstincoming call on first
Web Portal Voice -> Phone Tab line key and second incoming call on

second line key.

Horizontal: Incoming calls will
display on line key 1 until it reaches
call appearance.

Line ID Mapping: Vertical

4.4.4 Busy Lamp Field Configuration

The Busy Lamp Field implementation provides an attendant console function.
Configuration of the phone to enable Busy Lamp Field is described in the following table.
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On the Cisco BroadWorks server, configure as follows:

Group > Users : ciscoiop1giui

Options:
Profile

Qutgoing Calls

Busy Lamp Field

URIto the list.

Call Cantrol

OK

B Client Applications
Messaging
Collaborate

Busy Lamp Field allows you to create a list of users to monitor via your SIP Attendant Console Phone and assign a SIP

= T =

Welcome ADMIN1 CISCO [Logout

List URI: sip: |CiscoBLFList]

‘ @l as.iopl.broadworks.net

Meet-We Conferencing
Utilities

[l Enable Call Park notification

Enter search criteria below

User D v| [startswith ~| |

+ Search

Available Users.

Monitored Users

Add >

Remove <

Cisco_IOPL,Groupl_User2 (ciscoioplglu2)

Cisco IOP1,Groupl User23 (ciscoioplglu23)
Cisco IOP1,Groupl User24 (ciscoioplglu24)
Cisco IOP1,Groupl User25 (ciscoioplglu25)
Cisco IOP1,Groupl User26 (ciscoioplglu26)
Cisco IOP1,Groupl User27 (ciscoioplglu27)

Add Al >>

Remave Al

= 1 I

Move Up Move Down

Figure 7 Busy Lamp Field Configuration — Server

Step
Step 2

Command

Set the BLF Call Pickup Codes.

Example:

1) Web Portal -> Att Console Tab
Call Pickup: *97

2) XML

<Call Pickup Code
ua="rw">$BWFAC-CALL-PICKUP-
x%</Call Pickup Code >

Example)

<Call_Pickup_ Code_
ua="rw>*97</Call_Pickup Code >

Purpose

The BLF List URI must be configured
to match the Cisco BroadWorks User
settings.
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On the phone, validate that the data values match. Go to Voice — Aftendant Console.

General

Call Parking

Call Pickup

Number of Units. 0

===~ BLFUStUR CiscoBLFList@as iop1 broadworks net

Use Line Keys ForBLF List  Yes
BLF Label Display Mode:  Name
BXfer To Starcode Enable:  No

CallParkCode:  *68

E=——r"m=- CallPickupCode. ‘97

Exts | Attendant Console | Unit 1

Call Unpark Code:  *88

Figure 8 Busy Lamp Field Configuration — Device

445 Feature Key Synchronization Configuration

The Feature Key Synchronization provides synchronization of phone services, such as
Call Forwarding and Do Not Disturb, with the settings on Cisco BroadWorks for the
analogous services. Configuration of the phone to enable Feature Key Synchronization is

described as shown in the following table.

Step

Configuration File <mac-address_CiscoDev>.xml

Step 1

Command

Configure Feature Key Sync.

Web:

Example:

Description

Enable each line on the MPP Series in
use.

Ext X:->Call Feature Settings

Feature Key Sync: Yes

XML :
Example:

<Feature Sync 1

ua="na">Yes</§eature_Sync_1_>
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4.4.6 Call Center Feature Configuration

This section provides configuration instructions to configure the phone to enable
integration with Call Center features including but not limited to call information and status.

1) Browse to the Call Centers configuration page.

Group ~Users [CECO0R20Z] Welcorme CISCO MPP ADMIN (Logcu
1 —

e {l[call Centers

‘Call CEnters GiSpays your curisAt ACD S1ate &nd all Ne ACDS you DSI0NG10 1 WASIET Y0U a1 Cumenly jaind I s <3 CENISCS. Yuu 2N 361 your ACD 1218 30 040 OF 18OV YOUrSSH KU hal ACD'S Call Canter f
et oy your acministrator,

Cal Center Se Premium
ACDState: Sgn-O -

Agan Thrashold Frofle: Default Agert Threshold Profile =

Make outgoing calls a5 Hone =
Use Guard Timer Sefling. @ Datautt © Usar
Ensble guardtimerfor 5 = seconds
Uss Agent Unarailable Ssngs @ Datauit * Usar
Foros agent 10 unavailanie on Do Mot DIsturd scivaton
Farce agent 1o unavailsble on persanal calls
Force agent1o unavailanie sfer 3 = consecuive Dounced calls

Farce agent o unavailable on ot reachable

Juin Call Center Coll Conter D Extension Routing Type il Lovel
i callcantor 2413332319 2319

[_oc N coor § coce ]

Figure 9 Call Control — Call Center Page

2) Enable the Call Center feature on the phone. Then go to Voice — Ext Tab — ACD
Settings.

Info Call History | Personal Directory

System | SIP | Provisioning - Regional ~  Phone E Ext2 Ext3 Ext4 Ext§ Ex6 Ed7 Exté E9  Bq10  User  AtConsole TR0
jona]

Secu Cal g Ol
Boadsoh ACD: Mo CalIfomatonEnabe;  No

Dispositon Code Enable:  No Trace Enable:  No
Emergency Escalaton Enable:  No Queve Status Notficaton Enble:  No

Figure 10 BroadSoft ACD

4.4.6.1 Configuration of Call Center Web Interface
Step Command Description

Configuration File <mac-address_CiscoDev>.xml

Step 1 Enable BroadSoft ACD on phone. Enables BroadSoft_ACD on the phone.
LCD shows the Agent Sign-in softkey.
Web:
Example:
Voice -> Ext Tab -> ACD
Settings

BroadSoft ACD: Yes

XML :

<Broadsoft ACD 1
ua="na">%BROADSOFT ACD ENABLE-
1%</Broadsoft ACD 1 >

Example:

<Broadsoft ACD 1
ua="na">Yes</Broadsoft ACD 1 >



4.4.6.2 ACD Status Synchronization

This section provides information on how to enable a phone to restore the ACD status
to the last value that is used before the reboot of the phone.

To configure the ACD Status Sync from the web user interface, see the following figure.

o | eice | Gal History | Pessonal Directory

Syslem SIP | Frovisioning | Regional | Phona Exd 1 Exi2 Exi3 Ext4 Ext§ ExtB Ext7 Exi8 Exta Eat 10 User | All Console | TR-009

ACD Setinge

Broadso ACD:  Ves.

‘Queve Stalus Notficallon Enble: Mo

Figure 11 ACD Status on Web User Interface

Step

Command

System Configuration File _<CiscoDev_System.xml>

Step 1 Web Portal: Enables BroadSoft ACD on the phone.
Voice — Ext(n)- ACD Settings. Options: Yes|No
BroadSoft ACD: No Default value: No
XML :
<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n >
Where n=1-16
Note:
$BROADSOFT ACD ENABLE-n% has two
options, Yes|No
Example:
<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >
Step 2 Web Portal: Allows the phone to use the last local

Voice - Ext(n)- ACD Settings.
ACD Status: Sync From Local
XML:

<ACD Status n_

ua="na">%ACD STATUS n%</ACD Status

n >

Where n=1-16

Note: $ACD STATUS n% has two
options: Sync From Server | Sync
From Local

Example:

<ACD Status_ 1 wua="na">Sync From
Local</ACD Status 1 >

Purpose

value as the ACD status.

Options: Sync From Server/Sync From
Local

Sync From Server: Enables to get
ACD initial status from the server.

Sync From Local: Restores the last
local status as ACD status when the
phone boots up, status is changed to
“Registered” from “Unregistered” or
“Registration failed”, or registration
destination IP address is changed due
to failover, fallback or DNS response is
changed.

Default value: Sync From Server

To use the feature:

1)  On the web user interface, go to Voice — Ext(n) — ACD Settings and set BroadSoft
ACD to “Yes” and ACD Status to “Sync From Local’.

2) Make sure the current status of the phone is “Available”.

The following figure shows the current status of the phone when available.
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Figure 12 Phone ACD Status Available

3) Power down the phone.

4) On the Cisco BroadWorks server, browse to the Call Centers configuration page
as follows and set Call Centers ACD State to “Unavailable”.

Welcoms gl
—

acal

Figure 13 ACD Status to Unavailable

5) Power up the phone.

The phone uses the last local status as the ACD initial value.

Figure 14 ACD Status (Last Local Status)

4.4.6.3 Call Center Call Details

This section provides information on how to enable a phone to display details of a call
center call.

To configure the Call Information Enable from the web user interface, see the following
figure.

Figure 15 Call Information Enable



Step Command Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal: Enables BroadSoft ACD on the phone.
Voice — Ext(n)- ACD Settings. Options: Yes/No
BroadSoft ACD: No Default value: No
XML :

<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>

Where n=1-16
Note:

%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No

Example:

<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >

Step 2 Web Portal: Enables the phone to display details of
Voice — Ext(n)— ACD Settings. a call center call.
Call Information Enable: Yes Options: Yes/No
XML: Yes: Enables the phone to display

; details of a call center call.
<Call Information Enable n

ua="na">

$Call Information Enable n $</Call Default value: No
Information Enable n >

Where n=1-16
Note:

No: Phone retains the old behavior.

$Call Information Enable n % has
two options: Yes|No

Example:

<Call Information Enable n_
ua="na">Yes</Call Information Enabl
en >

4.4.6.4 Disposition Code Addition

This section provides information on how to enable a call center phone with
disposition code.

To configure the Disposition Code Enable from the web user interface, see the following
figure.

ACD Sertings

Figure 16 Disposition Code
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Step

Command Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1

Step 2

4.46.5 Trace Enable

Web Portal: Enables BroadSoft ACD on the phone.
Voice — Ext(n)- ACD Settings. Options: Yes/No

BroadSoft ACD: No Default value: No

XML :

<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>

Where n=1-16
Note:

%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No

Example:

<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >

Web Portal: Enables the call center phone to add
Voice — Ext(n)- ACD Settings. disposition code.

Disposition Code Enable: Yes Options: Yes/No

XML: Yes: Enables the phone to add

disposition code.

<Disposition Code Enable n ua="na"> .
- - - = No: Phone retains the old behavior.

$Disposition Code Enable n%</Dispos

ition_Code_Enable n_> Default value: No
Where n=1-16
Note:

$Disposition Code Enable n% has two
options: Yes|No

Example:

<Disposition Code Enable n ua="na">
Yes</Disposition Code Enable n >

This section provides information on how to enable the call center phone to trace last

incoming call.

To configure the Trace Enable from the web user interface, see the following figure.

ACD Settings

Figure 17 Trace Enable
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Step Command Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal: Enables BroadSoft ACD on the phone.
Voice — Ext(n)- ACD Settings. Options: Yes/No
BroadSoft ACD: No Default value: No
XML :

<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>

Where n=1-16
Note:

%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No

Example:

<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >

Step 2 Web Portal: Enables the call center phone to trace
Voice - Ext(n)- ACD Settings. the last incoming call.
Trace Enable: Yes Options: Yes/No
XML: Yes: Enables the phone to trace last

incoming call.
<Trace Enable n ua="na"> 9 . X
- - = No: Phone retains the old behavior.

$Trace Enable n%</Trace Enable n >
- - - - = Default value: No

Where n=1-16
Note:

$Trace Enable n% has two options:
Yes |No

Example:

<Trace Enable n ua="na">Yes</Trace
Enable n >

446.6 Emergency Escalation

This section provides information on how to enable the call center phone to escalate a
call to a supervisor in case of emergency.

To configure the Emergency Escalation Enable from the web user interface, see the
following figure.

ACD Settings

Figure 18 Emergency Escalation
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Step Command

Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal:
Voice - Ext(n)- ACD Settings.
BroadSoft ACD: No
XML :
<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>
Where n=1-16
Note:
%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No
Example:
<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >
Step 2 Web Portal:

Voice - Ext(n)- ACD Settings.
Emergency Escalation Enable: Yes
XML:

<Emergency Escalation Enable n ua="
na">

$Emergency Escalation Enable n%</
Emergency Escalation Enable n >
Where n=1-16

Note:

$Emergency Escalation Enable n% has
two options: Yes|No

Example:

<Emergency Escalation Enable n ua="
na">Yes</Emergency Escalation Enabl
e n >

4.46.7 Queue Status Notification

Enables BroadSoft ACD on the phone.
Options: Yes/No
Default value: No

Enables the call center phone to
escalate an emergency call to the
supervisor.

Options: Yes/No

Yes: Enables the phone to escalate a
call.

No: Phone retains the old behavior.
Default value: No

This section provides information on how to enable a call center phone to display the

call center status and the agent status.

To configure the ACD status and set to “Available” from the web user interface, see the

following figure.

Wio | Voice | CalHistory | Personal Directay | Cartficate

5o Hoteing

Secure Cafl Opfion:  Optional

ACD Settings

Unavatable Reason Code Ensble.  Yes

Figure 19 Queue Status

Log Msse

Catinformaton Enzde:  No

‘Auto Avatable Afer Signin. | No
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Step Command

Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal:
Voice - Ext(n)- ACD Settings.
BroadSoft ACD: No
XML :
<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>
Where n=1-16
Note:
%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No
Example:
<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >
Step 2 Web Portal:

Voice - Ext(n)- ACD Settings.

Queue Status Notification Enable:
Yes

XML:

<Queue_ Status_Notification_ Enable 1
_ ua="na">

%Queue Status Notification Enable n
%$</Queue_Status Notification Enable
1>

Where n=1-16

Note:

%Queue Status Notification Enable n

[

% has two options: Yes|No
Example:

<Queue_Status_Notification_Enable 1

ua="na">Yes</Queue Status Notificat
ion Enable 1 >

446.8 ACD Status Set Automatically to Available

Enables BroadSoft ACD on the phone.
Options: Yes/No
Default value: No

Displays the call center status and the
agent status.

Yes: Enables the phone to display the
status.

No: Phone retains the old behavior.
Default value: No

This section provides information on how to automatically set the ACD status to

“Available” after the phone signs in.

To configure the ACD status and set to “Available” from the web user interface, see the

following figure.

Call History | Personal Directory

System SIP | Provisioning | Regional | Phone Ext1 Ext2 Extd Extd Ext5 Ext Ext7

ACD Settings.
Broadsoft ACD:  Yes

Disposition Code Enable:  No

Emergency Escalation Enable:  No

ACD Status: | Syns Fram Server

Extd Ext® Ext10 User | AftConsole | TR-089

Gall Information Enable:  No

Trace Enable: | No

Queue Stalus Notification Enable:  No
Auto Avallabis After Sign-in:  No

Figure 20 Set Auto Available After Sign-in



Step Command

Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal:
Voice - Ext(n)- ACD Settings.
BroadSoft ACD: No
XML :
<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>
Where n=1-16
Note:
%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No
Example:
<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >
Step 2 Web Portal:

Voice - Ext(n)- ACD Settings.

Auto Available After Sign-in: Yes
XML:

<Auto Available After Sign-In n_
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN n%</Auto_Available After Sign-
In n >

Where n=1-16

Note: %3%AUTO AVAILABLE AFTER SIGN-
IN n%% has two options: Yes|No
Example:
<Auto_Available After Sign-In_1_
ua="na">Yes</Auto Available After S
ign-In 1 >

Usage of the Feature:

Enables BroadSoft ACD on the phone.
Options: Yes/No
Default value: No

Allows the phone to set the ACD
status to Available automatically, after
sign-in.

Options: Yes/No

Yes: After sign-in, phone ACD status
will be automatically set to available.

No: Phone retains the old behavior.
Default value: No

1)  On the web user interface, go to Voice — Ext (n) — ACD Settings and set BroadSoft

ACD to “Yes” and Auto Available After Sign-in to “Yes”.

2) On the Cisco BroadWorks server, browse to the Call Centers configuration page

and set ACD State to “Sign-out”.

 yunjia01@as bsar sipurssh.com

Welcome  Loguu
E—

e NcCall Centers

ooly Coeel

Maka ou
Usis Gusid Tt Selting. () Dt

Eratin g
sz Agem Uravaist Satinas: € Deio

Join Gall Center

Call Gonter 1D

Phone Number Extenzion
403526373 fea-bval . 035263714 744

L]
[~ X — X ]

You can wat your ACD

o st ACD sl

Routing Trpe Skl Level

Figure 21 ACD State to Sign-Out

3) On the phone, press the AgtSignin softkey. The ACD status is set to available.
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arupiSSomSok Jun 17 7:33 PM

-~ 4085263731

AgtSignin Redial Recents seee

Figure 22 ACD Status (Before AgtSignin Press)

arupiSSomSok Jun 17 7:37 PM

4085263731

AgtSgnOut Agt status Redial

Figure 23 ACD Status (On AgtSignin Press)

The following figure shows that the ACD State value on the Cisco BroadWorks server
updates to “Available”.

g -Unems yunji) ool Lspurh o Welcorme Lol
— —
Call Centers
ok ol Genter Gall Center i Phone Humber Estension Rauting Troe. Sl Level
P samsmanas E

Figure 24 ACD State Updates to Available

4.4.6.9 ACD Unavailable Reason Code
This section provides information on how to display the text box to enter the ACD
unavailable reason code.
To configure the ACD status and set to “Available” from the web user interface, see the
following figure.

Hoteing Sutncroten

LigWsses ol Vis.

ACD Satings.
Cat rformaten Erabe. Mo
TacaErsbe Mo
Cusse Sats NotfestenErabe. No

Aot hraabl At S No

Figure 25 ACD Unavailable Reason



Step Command Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Web Portal: Enables BroadSoft ACD on the phone.
Voice — Ext(n)- ACD Settings. Options: Yes/No
BroadSoft ACD: No Default value: No
XML :

<Broadsoft ACD n_
ua="na">%BROADSOFT ACD ENABLE-
n%</Broadsoft ACD n>

Where n=1-16
Note:

%$BROADSOFT ACD ENABLE-n% has two
options, Yes|No

Example:

<Broadsoft ACD 1
ua="na">No</Broadsoft ACD 1 >

Step 2 Web Portal: Displays the ACD unavailable reason
Voice - Ext (n)- ACD Settings. code edit box in phone LCD.
Unavailable Reason Code Enable: Yes Options: Yes/No
XML: Yes: Displays the text box.

<Unavailable Reason Code Enable n_ No: Phone retains the old behavior.

ua="na"> Default value: Yes
%$Unavailable Reason Code Enable n %
</Unavailable Reason Code Enable n

>

Where n=1-16

Note:
%Unavailable Reason Code Enable n %
has two options: Yes|No

Example:

<Unavailable Reason_Code_Enable n_
ua="na">Yes</Unavailable Reason_Cod
e _Enable n >

4.4.7 Hoteling Feature Configuration

Cisco BroadWorks provides the capability to synchronize the hoteling guest user address
between the phone and Cisco BroadWorks. This enables the phone to display hoteling
guest identity on the phone as well as provides the signaling basis for the phone to allow a
hoteling guest to log in via the phone interface.

1) Browse to the Hoteling Guest page.
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Figure 26 Call Control — Hoteling Guest

Enable Hoteling on phone.
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Figure 27 Cisco MPP Series BroadSoft Hoteling

2) To configure BroadSoft Hoteling feature.

Step Command Purpose

Step 1 Guest Sign-in. Sign in as a Guest.
Using the guest extension and voice
portal password.

Feb 28 2:12 AM

-~ 4085282275

GrPickup Unpark coce

Hoteling sign-in form

User ID 2276



Step Command
Step 2 Guest Sign-out.
Feb 28 2:18 AM
~ 2276
GrPickup Unpark ocoe

Configuration of Hoteling feature on phone.
Step Command
Configuration File <mac-address>_CiscoDev.xml
Step 1 Enable BroadSoft Hoteling on phone.

Web:

Voice -> Ext Tab -> call
feature Settings

Enable BroadSoft Hoteling: Yes

XML :

<Enable Broadsoft Hoteling 1
ua="na">%BROADSOFT HOTELING ENA

BLE-

1%</Enable Broadsoft Hoteling 1

>

Example:

<Enable Broadsoft Hoteling 1
ua="na">Yes</Enable Broadsoft Hot

eling 1 >

4.4.8 Customize Wallpaper and Logo

Purpose

Signing out the guest from Host
phone.

Description

Enables BroadSoft Hoteling on the
phone.

LCD will show Guest-in softkey.

This section provides configuration instructions to customize or set up the wallpaper and

logo phone web page.

To configure the wallpaper and logo from the web user interface, see the following figure.



Screen

Appearance: Cyan Dark

Logo URL:
Custom Wallpaper Download URL 1:
Custom Wallpaper Download URL 2:
Custom Wallpaper Download URL 3:
Custom Wallpaper Download URL 4:
Custom Wallpaper Download URL 5:
Custom Wallpaper Download URL 6:
Custom Wallpaper Download URL 7:
Custom Wallpaper Download URL 8:
Custom Wallpaper Download URL 9:

Custom Wallpaper Download URL 10:

Logo Enable: No

Figure 28: Customize Wallpaper and Logo

Step

System Configuration File CiscoDev_System.xml.template

Step 1

Command

Web Portal Voice — User — Screen
Appearance: CustWallpaper n
XML :

<Appearance
ua="na">%Appearance%</Appearance>

%Appearance% has options: Cyan
Dark|Purple Dark|Blue Dark|Violet
Dark|Blue Light|Violet Light]
CustWallpaper <n>|

Example:

<Appearance ua="na'">CustWallpaper
_n</Appearance>

Where, For 9851: n=10;
For 9861/9871/8875, n=20;

Custom Wallpaper Download URL n (1 — 20):
serv=<URL Address>;image=<Wallpape
r Filename>; [thumbnail=<Thumbnail
Filename>;] [kem=<KEM Wallpaper Fil
ename>; ] [theme=<light/dark>;

Where:

serv: The URL address of the
server where the image files are
stored. To remove the wallpapers,
just leave the field empty.

image: The custom wallpaper image
that will display on the phone
screen.

thumbnail: The thumbnail of the
specified image. If the field
isn't configured or the phone
fails to fetch the image, the
phone will display a dark or light
image instead.

kem: The custom wallpaper image
that will display on the KEM
screen. If the field isn't
configured or the phone fails to
fetch the image, then the KEM will
use Violet Light or Violet Dark as
the custom wallpaper.

Purpose

Selects the wallpaper for the
phone's home screen and the color
theme for its user interface.

Options:

Cyan Dark|Purple Dark|Blue
Dark|Violet Dark|Blue
Light|Violet Light|
CustWallpaper <n>|

To select a custom wallpaper from
the list, make sure that the relevant
parameter Custom Wallpaper
Download URL [n] (n represents
the sequence number) is configured
correctly.

The phone user can change the
setting in the phone's settings
menu.

Default: Violet Dark

Specifies the download URL of the
custom wallpaper. The scheme can
be HTTP, HTTPs, or TFTP.

Note: The maximum number of the
custom wallpapers on Cisco Desk
Phone 9851 is limited to 10. For
other models (such as,
9861/9871/8875), the maximum
number is 20.

For 9851, image size less than
250kb is allowed. For other phones,
image size must be less that 1 mb.

To remove the custom wallpaper,
clear the download URL and leave
the parameter empty.



Command

System Configuration File CiscoDev_System.xml.template

theme: The default theme of the
specified images. If the field
isn't configured or is configured
incorrectly, the theme will be
light.

XML

<Custom Wallpaper Download URL n
ua="na">%

Custom Wallpaper Download URL n%
</Custom Wallpaper Download URL 1>

Example:

<Custom Wallpaper Download URL n
ua="na">serv=http://10.74.51.12/wallp
aper/; image=wallpaper—

sun.png; thumbnail=thumbnail-

sun.png; kem=kem-wallpaper—

sun.png; theme=dark; </Custom Wallpaper
_Download URL_1>

Example 1:
serv=http://10.74.51.12/wallpaper/;im
age=wallpaper-

sun.png; thumbnail=thumbnail-

sun.png; kem=kem-wallpaper-

sun.png; theme=dark;

Example 2:

The example shows that only the image
and theme are configured in the
string. The image of thumbnail will
be a dark image, and the custom
wallpaper of KEM will be Violet Dark.
serv=http://10.74.51.12/wallpaper/;im
age=wallpaper-sun.png; theme=dark;
Example 3:

You can also add a subpath for the
"image", "thumbnail", and "kem":
serv=http://10.74.51.12/wallpaper/;im
age=<Wallpaper Subpath>/wallpaper-—
sun.png; thumbnail=<Thumbnail Subpath>
/thumbnail-

sun.png; kem=<KEM Subpath>/kem-
wallpaper-sun.png; theme=dark;

Logo Enable: No

XML:

<Logo Enable ua="na">%
Logo_Enable%</Logo Enable>

% Logo_Enable% can be Yes|No

Example:
<Logo Enable ua="na">No</Logo Enable>

Logo URL:
XML :

<Logo_URL
ua="na">%Logo_ URL%</Logo_URL>

%Logo_URL% is the URL of the logo.

Example:

Purpose

Enables or disables the appearance
of the logo on the phone home
screen. If enabled, the date and
time on the home screen will be
replaced by the specified logo.
Before the parameter is set to Yes,
make sure that the relevant
parameter Logo URL is configured
correctly.

Default: No

Specifies the download URL of the
logo that will be displayed on the
phone home screen.

To remove the specified logo, make
sure to leave the parameter empty.

Note: Only one logo can be applied
for the phones.
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Step Command Purpose

System Configuration File CiscoDev_System.xml.template

<Logo URL Default: Empty
ua="na">http://10.74.51.12/mylogo/log
o.png</Logo_ URL>

4.49 Call Park Feature Configuration

This section provides configuration instructions to configure the phone to enable
integration with Cisco BroadWorks Call Park feature.

Enable Call Park service on phone (default value is “Yes”).

System (Fee]
[Supplementary Services|

Contorence senc Yos
BinaTranstecsen: Yos
BlockAIC e Yos

SeaweCaliSer  Yes

sy Sen Yes twa o Ans Serv
PagngServ Vs
Call PlckUp Serv  Yes ACO Login Serv. 1o
Group Call Pick Up Serv. Yes Servcs Annc Serv. 1o

Figure 29 Cisco MPP Series Call Park Service

4.49.1 Configure Call Park Feature Access Code

CatRetum Code:  *69 Blind Transfer Code:  *95

CwaAIAdCode: T2 CMwaAIDestCode 73
ChndBusy Ad Code:  *90 CiwaBusy Deadt Code: *91
ClwaNo Ans AdCode: 92 CiwdNo Ans DeactCode: 93
CWAdCode:  *56 CWDesdCode 57

CWPerCall AdCode: *T1 CWPurCallDesdt Code *T0
Block CID A Code. 61 Block CID DeactCode: *62

Block CID Per Call Ad Code. 81 Block CID Par CallDesct Code:  “82

Block ANC Ad Code *77
DNDAdCode: 78

Secure Al CallAd Code. 16
Secure One Call Ad Code *18
Paging Code. *96

CanPictup Code  *97

Figure 30 Cisco MPP Series Call Park Feature Access Code

Step Command Purpose
System Configuration File <mac-address_CiscoDev>.xml

Step 1 Enable Call Park service: Enables Call Park service.

Web Portal Voice — Phone Tab -> Default value: Yes.
Supplementary Services

Call Park Serv: Yes
XML

<Call Park Code ua="rw">%BWFAC-
CALL-PARK-1%</Call Park Code >

<Call Unpark Code_ ua="rw">%BWFAC-
CALL-PARK-RETRIEVE-
1%</Call Unpark Code >
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Example:

<Call Park Code
ua="na">*68</Call Park Code>

<Call Park Serv
ua="na">Yes</Call Park Serv>

4.49.2 Configure One-button Call Park

This section provides information on how to configure One-button Call Park feature that
allows a user to park an active call to a specific extension by pressing a line key that
monitors the extension. Users can retrieve a parked call from any phone or any extension.
With One-button Call Park, there is no need to enter a combination of keystrokes for
parking and unparking a call.

To unpark a call, users can do one of three things:
m Press the monitored extension PLK that displays the parked call.

m  Press the extension line key, then press the monitored extension PLK that displays
the parked call.

m  Use the navigation button to focus on the extension line key, then press the monitored
extension PLK that displays the parked call.

To configure One-button Call Park on the Cisco BroadWorks server, see the following
figure.

Busy Lamp Field

Busy Lamp Field allows you fo creale a list of users to monitor via your SIP Attendant Console Phone and assign a SIP URI to the list,
e 1=

st UR: 3| CalPark List_00 @ astbsoftsipurash.com -

[w| Enable Call Park notification I

Enter search criteria below

User ID v Starts With ~ + Search
Avallable Users Monitored Users
Lee,Maggie0l (maggie01) Lee,Maggie05 (maggie05)
Lee, Maggie02 (maggie02) Lee, Maggie06 (maggie06)
Lee, Maggie03 (maggie03) Add > Lee,Maggie04 (maggie04)
Remove <

Add All >>

Remove All
MoveUp  Move Down
= =

Figure 31 One-button Call Park

1) Log in with a group account and access User — Client Applications — Busy Lamp
Field.

2) Configure the BLF List URI.

3) Select the Enable Call Park notification to enable Call Park notification on the Cisco
BroadWorks server.
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To configure the One-button Call Park from the web user interface, see the following
figure.

Voice | Call History | Personal Directory

4 joning | Regional | Phone Bxtt Ext2 B3 Bxt4 Ext5 Ext6 Ext7 Ex8 Ext9 Ext10

General
Subscribe Expires: 60 Subscribe Retry Interval: 30

Number of Units: 3 Subscribe Delay:

BLF ListURL:  CallPark_List 00@SPROXY
oL L eatr Oons R
Use Line Keys For BLF List  No
Customizable PLK Optons:  bifsd.cp prk
BLFList  Show

Call Pickup Audio Notfication: ~ No Attendant Console LCO Brightness:

2

Server Type:  Broadsoft KEM Type:  BEKEM

At Console

Figure 32 One-button Call Park from Web

Step Command

Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1 Configure One-button Call Park:
Web Portal Voice - Att Console

BLF List URI: enter uri name@server

Note: The BLF List URI field must
have the same value as that
configured for the List URI:sip
parameter on the Cisco server.

BLF List Feature Options: prk

XML

<BLF_ List Feature Options
ua="na">%BLF LIST FEATURE OPTIONS$<
/BLF_List Feature Options>

Note: %BLF LIST FEATURE OPTIONS$%
have two types: prk and blf+sd+cp

Example:

< BLF_List Feature Options
ua="na">prk</
BLF_List Feature Options>

4.410 Accessibility with Voice Feedback Configuration

Allows user a one-button stroke for
parking and unparking a call.
Options: prk and bif+sd+cp

Default value: blf+sd+cp

If set to “blf+sd+cp”, the BLF List URI
auto assigned line key supports BLF,
speed dial, and call pickup.

If set to “prk”, the BLF List URI auto

assigned line key only supports Call
Park or unpark.

NOTE: This feature is supported on Cisco IP Phone 8800 Series Multiplatform Phones, Cisco Desk

Phone 9800 Series, and Cisco Video Phone 8875.

This section provides configuration instructions to configure voice feedback on phones.
Voice feedback helps people who have trouble seeing use their Cisco IP phone. When
enabled, a voice prompt helps the user navigate phone buttons and use and configure
phone features. The voice feedback also reads incoming caller IDs, displayed screens,

settings, and button functions.
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Default
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Figure 33 Configure Voice Feedback
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Step Command Purpose

System Configuration File <mac-address_CiscoDev>.xml

Step 1 Enable Voice Feedback: Enables accessibility with voice
Web Portal feedback.
Voler — User = Velee Meedback Default values are as follows:
(English Only) Voice Feedback: No

Voice Feedback Speed: Normal

Voice Feedback Enable: Yes Key Again Reset Time: 1200
Voice Feedback Speed: Key Double Press Time: 600
Slowest/Slower/Normal/Faster/Faste

Key Triple Press Time: 1000
Voice Feedback Volume: Normal

st

Key Again Reset Time: 100-2000
Key Double Press Time: 100-2000
Key Triple Press Time: 100-2000

Voice Feedback Volume:
Lowest/Low/Normal/High/Highest

XML

<Voice Feedback Enable
ua="na">%Voice Feedback Enable%</Voi
ce_Feedback Enable>

<Voice_ Feedback Speed
ua="na">Normal</Voice Feedback Speed
><!--available options:

Slowest |Slower |Normal | Faster|Fastest
-—>

<Key Again Reset Time
ua="na">800</Key Again Reset Time>
<Key Double Press_ Time
ua="na">200</Key Double Press Time>
<Key Triple Press Time
ua="na">400</Key Triple Press_ Time>
<Voice Feedback Volume ua="na">Norma
1</Voice Feedback Volume>

<!-- available options:

Lowest |Low|Normal |High|Highest -->

Example:

<Voice Feedback Enable
ua="na">Yes</Voice Feedback Enable
>

<Voice_ Feedback Speed
ua="na">Normal</Voice Feedback Speed
><!--available options:

Slowest |Slower |Normal | Faster|Fastest
-—>

<Key Again Reset Time
ua="na">800</Key Again Reset Time>
<Key Double Press_Time
ua="na">200</Key Double Press Time>
<Key Triple Press Time
ua="na">400</Key Triple Press_ Time>
<Voice Feedback Volume ua="na">Norma
1</Voice Feedback Volume>

<!-- available options:

Lowest | Low|Normal |High|Highest -->
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4.411 Call Recording Feature Configuration

This section provides configuration instructions to configure the phone to enable
integration with Call Recording features including but not limited to Call Recording

controls.

ettty | reone Deveny

E

info

System

P | Provisioning | Regional | Phone | [[Ext1 B2 Ext3 Ext4 Ext5 Ext6 Ext7

SiP Transport
SIP 100REL Enable

At Resync-Reboot

SIP Romole-Pary-0:
Refo-To Targe Contact
Rofo Target Byo Detay:

Auth INVITE:

Sat G729 et

Veica Quaity Report Address:
User Equal Phone:

Ext8

Voice Qualty Report Intenval: 0

Ext9 Ext10 User | Att Console | TR-069

SIP Port
EXT SIP Port:

SIP Proxy-Requie:
Reforor Bye Delay.
Referoe Bye Delay:
Stcky 183:

Nty Refer On txTo-in:
Set LBC mode:

Call Recording Protocol: _ SIPREC

Figure 34 Cisco MPP Series Call Recording Protocol

info. | [_Voles ] | Cail Hisory | Personal Direcory
Swam | 5P| Proveioning | Fagiora B | Btz | B43 | Ba4 | E45 | B4s | B47 | 648 | Bto | Ed10 | User |AtGonsoe| TROS
Conference Serv.  Yes Altn Transfer Serv:  Yes
Bind Transfer Serv:  Yes DND Serv:  Yes
eI o e [t
S i
e e T T
Faetlilve e
e [ e
v e
Figure 35 Cisco MPP Series Call Recording Serv
Step Command Purpose

System Configuration File <mac-address_CiscoDev>.xml

Step 1 Enable Call Recording:

Web Portal Voice - Ext 1 -> SIP
Settings

Call Recording Protocol: SIPREC

Web Portal Voice — Phone ->
Supplementary Services

Call Recording Serv: No

XML

<Call Recording Protocol 1
ua="na">SIPREC</Call Recording P
ocol 1 >

<Call Recording Serv

ua="na">No</Call Recording_ Serv>

Example:

<Call Recording Protocol 1
ua="na">SIPREC</Call_Recording P
ocol 1 >

<Call _Recording Serv
ua="na">No</Call Recording Serv>

Enable Call Recording.
Default value: SIPREC
Default value: No

To enable: Yes

rot

rot




4412 Multicast Paging

This section provides configuration instructions to configure multicast paging. You can set
up multicast paging to allow users to send paging messages to other phones. The page
can go to all phones or a group of phones in the same network. Any phone in the group
can initiate a multicast paging session. The page is received only by the phones that are
set to listen for the paging group. A phone can be added to up to10 paging groups. Each
paging group has a unique multicast port and number. The phones within a paging group
must subscribe to the same multicast IP address, port, and multicast number.

To configure the multicast paging from the web user interface, see the following figure.

S SIP Provisioning | Raegional Phona Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 Ext 11 Ext12 Ext13
CISCO XML EXE Enable:  No CISCO XML EXE Auth Moge:  Local Credential
Multiple Paging Group Parameters
Group 1 Paging Saript.
Group 2 Paging Scrpt.
roup  Pagg e
roup 4 Png S
Group 5 Paging Scnpt.
Group 6 Paging Scnpt.
Group 7 Paging Scrpt.
Group & Paging Scnpt.
Group 9 Paging Scnpt.
Group 10 Paging Scrgt
Figure 36 Multicast Paging
Step Command Purpose

System Configuration File _<CiscoDev_System.xml>

Step 1 Web Portal: Enables multicast paging on the
Voice — Phone — Multiple Paging phone
Group Parameters Options: String
Group n Paging Script: String Default value: Empty
XML :

<Group_n_ Paging Script>%PAGING_GRP
n%</Group n_ Paging Script>

Note:

For multicast paging:

$PAGING _GRP n% = pggrp=<multicast-
address>:<port>;<name=group_ name>;<
num=multicast number>;
<listen=boolean value>;<pri=priorit
y_level>;<codec=codec_name>;

For multicast paging with XML
application support:

pggrp=<multicast-
address>:<port>;<name=group_ name>;<
num=multicast number>;
<listen=boolean value>;<pri=priorit
y_level>;<codec=codec_name>;<xmlapp
=boolean value>;<timeout=seconds>

Example:

<Group 1 Paging Script>
pggrp=224.168.168.168:34560; name=Gr
oup 1;num=800;listen=yes;pri=1;</Gr
oup 1 Paging Script>
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4.4.13 Executive/Executive-Assistant Feature

NOTE: Feature is supported by MPP 88x1, 8845, 8865, and 6871 models only.

This section provides configuration instructions for configuration of Executive/Executive-
Assistant feature supported by the MPP Series phone.

This feature enables an assistant device to:
m  Receive executive calls

m [nitiate/push calls for executives

m  Divert executive calls

Executive device can Retrieve/Bridge-In into calls received/placed by assistant on filtered
line. Call Filtering should be enabled on the line for this feature to work. Call Filtering can
be enabled/disabled either from Cisco BroadWorks portal or device LCD user interface
(UI). Executive can enable/disable call screening from Cisco BroadWorks portal.

Cisco BroadWorks configuration for the feature
1) Configure Executive service for the user.

Assign Services

Assign Services allows you o assign or unassign services and service packs for a user. If a service or service pack is unassigned the service data that has been filled out will be lost,

Lo M _seon W coce ]

Avallable Service Packs Usor Service Packs

Basic_SP_MPP

User Services.

Executive
Add > Multiple Call Arrangement

Figure 37 Cisco BroadWorks Executive Service

2) Configure Executive-Assistant service for the user.
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Lisars - janiB84 | Geipurashzz com

Welcome  fLuo

Assign Services

AN Sarvions BIOWS YU 15 BEGN OF UAAREIGN MFVION N3 MNVCR SACKS 11 8 USer I & BPVCR Of SAFVR BACK | SHRIIGNES e Service Seta INat hee been Ted Out wl b et

Figure 38 Cisco BroadWorks Executive-Assistant

3)

Configure Assistant to an Executive.

Group > Users - rajan

Cafing Pians

Chert A

atons

Executive

Exacuive H1ows 8 U8 10 00fre &1 4858141 DOOI Tt wil angwer Cals 1o 1 User The e16C.Ive AN COnfgu'e Cal Mg, Sreenng and aening

O Atow Assstants 10 Opt-n/Opt-out of Poct

Welcome  Logout

Sewrch

{Enter search criteria below
User © B sunswo [
Avalable Asuistants
Add
Romove <
A0S AL >
Remove A

MoveUp  Mave Dow

Figure 39 Cisco BroadWorks Exec Admin — Assign Assistant to Exec

info Voice | Call History | Personal Directory

Wineratn Proey

(| 8ysom | P | Provsioning | Regonal | Prone | [Ex1 Ex2 Ex3 Ext4 Ext5 Ext6 Ext7
Bind Atn-Xtor Enable:  No Message Waiting
AuthPage:  No Defauit Ring
Auth Page Reakm: Conference Bridge URL:
Conference Single Hardkey:  No Auth Page Password:
Maibox 0: Voice Mail Server:
Voice Mad Subscrive Interval: (86400 Auto Ans Page On Active Cal:
Yes Call Park Monitor Enable:
No Hotetg Subscription Expires:
Optional
ACD Settings
Broadso ACD:  No Cail Information Enable:
Dispositon Code Enable:  No. Trace Enable:
Emergency Escalaton Enable:  No Queve Status Notfication Enable:
Proxy and Registration
Proxy:  sipurash22.com
Outbound Proxy: | 10.69.81.177

Extd Ext9 Ext 10 user » |~

No

Sunriso

%3

Figure 40 Exec Admin Feature Key Sync
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Info Voice | Call History | Personal Directory

System | SP | Provsonng | Regonal | Phoe = Exti | E2 | Et3 | Etd | Ed5 | Ed6 | Ed7 | Ed8 | Ed9 | Ef0 | User | AtConsoe) v
Programmable Softkeys
Programmable Softey Enae: N
I KeyList il red chddndir i em | iieve bridgei
Missed Call KeyList [ isslé;
Of Hook ey List:
Diing InputKey List  opton|fcall 2delcharf3cancell4;

Progressing Key List  endcall2;
Comected Key List park crdstopiand;

‘Start-Xfer Key List i 1;endcal2:er]3 dnd;
StatConfKey List ol fencal|2.conf3dnd
Corferencig Key List  hol] ¢

Releasing KeyList  endealll2;

Hold Key List: Mums\Lendnsluz;nswm\l\l\;rema\dir,dw‘ﬂnu

Ringng ey List_ answelignore 2 gnoresient3;

‘Shared Active Key List.
Shared Held Key List  resume|1;barge|2;cwd|3:dnd|4;
Exec Assisant Key List  prowycal 3 diven2; ‘

PSK 1.
PSKZ:

Undo Al Changes [l Submit All Changes

Figure 41 Exec Admin Programmable Softkeys

nfo Voice | Call History | Personal Directory
Sysom | SIP | Provisioning | [Regional | Phone | Ext1 Ex2 Ext3 Ext4 x5 Ext6 Ex7 Exs Exs | Ext10 | User b+
W Per Cal Act Code: 71 CW Per Call Deact Code:  *70
Block CID Act Code: 61 Block CID Deact Code: *62
Block CID Per Call Act Code:  "81 Block CID Per Coll Deact Code:  *82
Block ANC Act Code: 77 Block ANC Deact Code: *87
ONDAct Code: 78 OND Deact Code: |79
‘Securo Al Call Act Code: 16 Secure No Call Act Code:  *17
Secure One Call Act Code:  *18 ‘Secure One Call Deact Code:  *19
Paging Code:  *96 Call Park Code: *68
Cat Pickup Code:*97 Call Unpark Code: *88
Group Cal Pickup Code: 98 Exec Assistant Call Intate Code: _ #64
Exec Cal Fiter Act Code:  #61 Exec Call Fiter Deact Code:  #62
Exec Assistant Call Push Code:  #63 Exec Col Retrieve Code:  *11
Exoc Cal Bridge Code: _*15
Referral Services Codes:
Foature Dial Services Codes:

Vertical Service Announcement Codes
Servics Annc Base Number:

Sarvics Anne Extantion Codes

Undo All Changes Jll Submit All Changes

©2000-2018 Cisco Systems, Inc. All Rights Reserved. Cisco IP Phone for 3rd Party Call Control

Figure 42 Exec Admin Feature Access Code

Dial Plan

Dial Plan:  (*xx|[3489] 11]0]00)[2-8] 000 ok 2-OoxoxxS 0 oo, x| 000000 X0000000K)

Figure 43 Exec Admin Dial Plan

Step Command Purpose

System Configuration File <mac-address_CiscoDev>.xml

Step 1 Enable Feature Key Sync. Enable Feature Key Sync.

Web Portal Voice - Ext 1 -> Call Default value: No
Feature Settings To enable: Yes
Feature Key Sync: Yes

Example:

<Feature Key Sync 1
ua="na">Yes</Feature Key Sync_1 >

For PLK setup

Voice>Phone=> Line Key <#> >
Extended Function
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Step Command Purpose

System Configuration File <mac-address_CiscoDev>.xml

Syntax for PLK - “fnc=bw-exec-
assist”

Programmable softkeys config
Voice->Phone->Programmable Softkeys

Check Figure 21 Programmable
Softkeys

Feature Access code

Voice->Regional

Check Figure 22 Feature Access Code
Update the dial plan

Check Figure 23 Dial Plan

XML

<Exec_Assistant_Call Initiate Code
ua="na">%Exec Assistant Call Initia
te Code%</Exec_Assistant Call Initi
ate Code>

<Exec_Call Filter Act Code
ua="na">%Exec Call Filter Act Code%
</Exec_Call Filter Act Code>

<Exec_Call Filter Deact Code
ua="na">%Exec Call Filter Deact Cod
e%</Exec_Call Filter Deact_Code>

<Exec Assistant Call Push Code
ua="na">%Exec Assistant Call Push C
ode%</Exec_Assistant Call Push Code
>

<Exec_Call Retrieve Code
ua="na">%Exec Call Retrieve Code%</
Exec_Call Retrieve Code>

<Exec_Call Bridge Code
ua="na">%Exec Call Bridge Code%</Ex
ec_Call Bridge Code>

<Exec_Assistant Key List
ua="na">%Exec Assistant Key List%</
Exec Assistant Key List>

Example:

<Exec Assistant Call Initiate Code ua=
"na">#64</Exec Assistant Call Initiate
_Code>

<Exec_Call Filter Act Code ua="na">#61
</Exec Call Filter Act Code>

<Exec Call Filter Deact Code ua="na">#
62</Exec_Call Filter Deact_ Code>

<Exec Assistant Call Push Code ua="na"
>#63</Exec_Assistant Call Push Code>

<Exec_Call Retrieve Code ua="na">*11</
Exec Call Retrieve Code>

<Exec_Call Bridge Code ua="na">*15</Ex
ec Call Bridge Code>

<Exec Assistant Key List ua="na">pro
xycall|2;divert|3;</Exec Assistant K
ey List>
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4.4.13.1 Assistant Call Filter

You can show or hide the Call filter menu item on the phone for the users of the assistant
role using the Assistant Call Filter menu.

To configure the Assistant Call Filter from the web user interface:

1) Enable Feature Key Sync:

| oo | Gat sy | Ferscnt oreciry IR
System sIP Provisioning | Regional Phone Ext 1 Ext 2 Ext3 Ext 4 Ext 5 »
Call Feature Settings
Blind Attn-Xfer Enable:  No Message Waiting:  No
Auth Page:  No Default Ring:  Sunrise
Auth Page Realm: Conference Bridge URL:
Conference Single Hardkey: No Auth Page Password:
Mailbox 1D: Voice Mail Server:
Voice Mail Subscribe Interval: 86400 Auto Ans Page On Active Call:  Yes
M Call Park Monitor Enable:  No
Enable Broadsoft Hoteling:  No Hoteling Subscription Expires: 3600
Secure Call Option:  Optional Feature Activation Code Sync:  No

Figure 44 Feature Key Sync Enabling

2) Synchronize XSI host server.

Info l Voice I Call History l Personal Directory
System SIP Provisioning | Regional Phone Ext1 Ext2 Ext3 Ext4 Ext5 »
X8I Line Service
XSI Host Server: 10.89.81.183 XS| Authentication Type:  Login Credentials
Login User ID:  4081005339@as 1bsoft22. Login Password:  ssssssssssees
Anywhere Enable:  No Block CID Enable:  No
DND Enable:  No CFWD Enable:  No

Figure 45 XSI Host Server Synchronization

3) Control Executive-Assistant menu and enable Assistant Call Filter menu.

Info Voice Call History | Personal Directory
System SIP Provisioning = Regional Phong Ext 1 Ext 2 Ext3 Ext 4 Ext5
Menu Visibility
Accessibility: e S Dials: Y
Executive Assistant:  Yes Assistant Call Filter:  Yes
User Preferences:  Yes Bluetooth:  Yes
Network Configuration:  Yes Device Administration:  Yes
Status:  Yes Report Problem:  Yes

Figure 46 Assistant Call Filter

Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Ext(n) — Call Feature Enables feature key sync.
Settings Options: Yes and No
Feature Key Sync: Yes Default value: No
XML :
Example:

<Feature Key Sync 1 wua="na">Yes</
Feature Key Sync 1 >
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Step

Command

System Configuration File CiscoDev_System.xml.template

Step 2

Step 3

Set XSI Host Server, XSI Authentication Type,
Login User ID, Login Password parameters to
configure the XSI host server for the line.

For more information, see Figure 58 XSI Host
Server Synchronization.

Web Portal Voice — Phone — Menu Visibility

Executive Assistant: No

Purpose

Controls Assistant — Call filter
menu in Assistant menu on the

Assistant Call Filter:
XML

<Assistant Call Filter ua="na">Yes<
/Assistant_Call Filter>

No

phone.
Executive Assistant
Options:

Yes: Show the Executive-
Assistant menu in Setting menu
list.

No: Hide the Executive-Assistant
menu in Setting menu list.

Assistant Call Filter
Options:

Yes: Show the Assistant - Call
Filter menu in Assistant menu.

No: Hide the Assistant - Call Filter
menu in Assistant menu.

Default value: Yes

To configure the feature for an executive from Cisco BroadWorks, see the following.

1) Assign executive service to a user. Select a User and navigate to Profile — Assign

Services as described in Figure 47.

Figure 47 Assign Executive Service

2)

ks or 3 sk, I B Beies or S8nica PACk

BB 1 BENVS At 1ok KBS Bean Wl 0ut wiE 56

user Service Packs

Basic_SP_MPP)
SharadLine

Simola_Basic
ookl

User Sarviaes

[Shared Call Appoarance

Configure a list of assistants for an executive and assign the permission.

‘CHCAIE LS 081005 108 (0S| DRORZ Syt o
———

e Executive

[ 3 s st v Oy et gt o P
Ernar sameh critaia bae
User D

Stans o v

Aatat Ravitiots.

Aunspet Avsatacts

(438105834500 1 backt33 mpurasih com| - 11
D sty (508 1005 X018 1 DAOATZ simsrish com) - Ol
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Figure 48 Assistants to an Executive

3) Configure call filtering.

Group - Users - 4081005336 0 bsoh2Z ipurash com Welcome Lo
— m—
Options: Execufive

)

Incoming Cais "
e [ o ] [ a0 [ oo ]

y— Filtering Screening Alerting

GaiFiarog. (Jlon .01
foan Fasrng Mode: ® svcle
FierType: 1 A1 o
Al Cals
Al ExtomalCalls

Aidvanced

Dascription Finer all from Calsto e

Active
o Entries Prasant

| o | oov | s owen |

Figure 49 Configure Call Filtering

To configure the feature for an assistant level from Cisco BroadWorks, see the following.

4) Assign the executive — assistant service to a user.

Group > Users - 4081005339 @as 1bsoh22 sipurash com Welcome

 r— Assign Services
Erill r ™

2 [ o] o= ]
G [ —— Unar Sarvce Pacis
e — CaiCenier Basic_5P_PP)
» Hoteing g > Sharaaine
Voo Capabitis-Basic Simplo_Base:
amone Vorcetlal
sy sca
ki
R A
Avalaie Sarvices

[Agvce Of Chargs

Figure 50 Executive-assistant Service

5) Configure executive — assistant feature.

‘Group > Usets 9081005330 @3 1550N22 Spurash, com Welcome [Logos]
— —
Sonens Executive-Assistant
Ingoming Calls e
Lo [ [ o]
¥ CallContral
ClentAvplcat Overt ®on Dot
Messaang . 1 SIP-URI: | 12345622122
Uliles
T Execuive Firsi Name. Exscutive Last Name. et
Rogra © =13
Ruty e &8l
Randy A Eat

Figure 51 Executive-assistant Configuration

NOTE: The Opt-in box is non-editable when the executive does not allow assistant to opt-in or opt-out.
Only list the executive which had select it as his assistant.

6) Change executive settings by assigning assistants. Select Call Control — Executive
Assistant, then select an executive and select Edit.
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Group > Users - 408 1005330@as 1bsoli22 sipurash.com

Welcome [Locoul

Sptane Executive

Allows an execuive assistant 1o configure the executive's sefing on behall of the executive.

O T T
- —
cai Fitecing: Oon ® 08

Cail Fitering Mode. ® Simple
File Type: ® At Catls

Al intemal Calls
A Extemal Cats

Advanced
Call Fitering Crteria Used in Advanced Mode:
Active Description Filter Calls from Calis to Edit

No Entries Prasent

Figure 52 Executive Settings Modification

4.4.14 OPUS Codec Narrowband

To improve bandwidth in your network, you can set up your phones to use the

narrowband OPUS codec. The narrowband codec does not conflict with the wideband

codec.

To configure the OPUS codec narrowband support from the web user interface, see the

following figure.

SIP Settings
§IP Transpot: | UDP| SIP Pod;  |5060
SIP 10CAEL Ensble:  No. EXTSIPPot: O
Auth Resync-Reboct: | Yes SIP Proxy-Require:
SIP Remote-Party-ID: Mo Referor Bye Delay: 4
Fefor-To Targt Contact: | No Rofores Byo Dolay: [0
Raler Targel Bye Dolay: 0 Sticky 183: Mo
Auth INVITE: | No. Mify Refer On TxxTo-l: | Yes
P oo 1 [
oics Quility Report Address: Vioics Quiality Regort Interval: |0
User Equal Phene:  No Cal Fecardng Protocoi; | SIPREC
Privacy Header: | Disabied P-Eary-Mesia Suppod: | No.
Figure 53 OPUS Codec Narrowband
Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1

Used to select low-bandwidth OPUS
for phone calls. It saves on network
bandwidth.

Options: Yes and No
Default value: No

Web Portal Voice — Ext(n) — SIP Settings
Use low-bandwidth OPUS: No
XML

<Use_low-bandwidth OPUS_#_

ua="na">%USE LOW BANDWIDTH OPUS #%<
/Use low-bandwidth OPUS # >

Note: %USE LOW BANDWIDTH OPUS #%
has two options: Yes and No.

Example:

<Use_ low-bandwidth OPUS #
ua="na">No</Use low-
bandwidth OPUS # >

4.415 Enable SIP 110rel without Enabling Preconditions

You can enable the phone to control the precondition tag (defined in RFC 3312) in the
Supported header field. This helps to work normal calls well.

To configure preconditions, feature from the web user interface, see the following figure.
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SIP Settings
SIF Transport. | UDP
SIF 100REL Enable. Mo
Auth Resync-Reboot | Yes
SIP Remote-Pany-10: | No
Refer-To Target Cantact. | No
Refer Target Bye Delay. 0
Auth INVITE: | No
SetGT29 annest:  Yes
Vaice Guality Report Address
Voice Qualty Report Group
Call Recording Protocel: | SIPREG
Mo

No_

|

Precondition Support

SIPPort 5060
EXTSIPFot 0
SIP Proxy-Require:
Reteror Bye Delay: 4
Referee Bye Delay: |0
Sticky 183 No
Ny Refer On bocTodny, | Yes
Use low-bandwidth OPUS: Mo
Voice Quality Repor Interval: |0
User Equal Pane: | No
Privacy Header:  Disabled
SIP SessionlD Support | No
Wesasec Over LS Ony. | No

Figure 54 Preconditions Feature Configuration

Step Command

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Ext(n) — SIP Settings

Precondition Support: Disabled

XML

<Precondition Support x
ua="na">%PRECONDITION SUPPORT x%</P
recondition Support x >

Where, x=extension line number from
1-16

Note: %PRECONDITION_ SUPPORT_x% has
two options: Enabled and Disabled.
Example:

<Precondition Support x
ua="na">Disabled</Precondition_ Supp
ort_x >

Purpose

Determines whether the phone
includes the precondition tag (defined
in RFC 3312) in the Supported header
field.

Options:

Disabled: Preconditions feature is
disabled.

Enabled: Phone will keep the legacy
behavior.

Default value: Disabled

4.416 Synchronization of Call Waiting and Anonymous Call Rejection Through XSI
Service

NOTE: The Cisco Desk Phone 9800 Series does not support this feature.

You can enable synchronization of the Call Waiting and the Anonymous Call Rejection
functions between a specific line and a Cisco BroadWorks server.

To enable Call Waiting and Anonymous Call Rejection on the Cisco BroadWorks server,

see the following figures.

beoftz2 o)

Welcome Logous)

[Assign Services |

Availatile Servics Packs.

Callcanter
Hoteling
Video Capablities-Basic

— Call Me Now
Call Notify

Asaign Senvices SkWs yau 15 SS2n o unassign services and service packs far 3 user. f 3 sarvice ar sendce pack ks Lnassigned ihe service data that has been filed cul will b st.

[ o W e W oo ]

User Service Packs

Basic_SP_MPP
SharedLine
Simple_Basic
VaiceMail

Figure 55 Call Waiting
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Group » Users - 4081005517 @as 1bsch22 sipurash. com Welcome (oo
— E—
options:
Ersle
CallCantar Basic_SP_MPP
Hoteling Sharedline
Vides Capablities-Basic g > Semple._Basic:
— WoiceMail
Add A 5>
Remave All
Available Sarvices User Services
Authentication
BroadWorks Agent
BrosdWorks Anywhere g >
BroadWorks Mobility p
BroadWorks Receptiorist - Enter Automatic Hold/Retrieve:
BroadWorks Receptionist - Office Bargein Exempt
BrrcdWorks Becontinnict - Small Bsinoss B Coll e

Figure 56 Anonymous Call Rejection

1) Log in with a group account and access User.
2)

3)

Select a user and navigate Profile — Assign Services.

In the Assign Services window, Select Call Waiting and Anonymous Call Rejection
from the Available Services list and add to the User Services list.

4) Click OK.

To enable Call Waiting and Anonymous Call Rejection from the phone web interface, see
the following figures.

inio | Voie | Cal History | Personal Direciory
System SIP Provisioning  Regional Phona Exd1 Ext2 Ext3 Extd Ext5 Ext8 Ext7 Ext8 Ext9 Ext
X8 Line Service
XS| Host Server:  10.89.81.183 XS| Authentication Type:  Login Credentials

Logn Passwordt.  eeessssensens

Login User ID:  4861005527@as1bsoftz2
Anwhere Enatie:  No
DND Enable:  No

Biock Anonymous Call Enable:  Yes

Figure 57 Anonymous Call Rejection and Call Waiting Enabling

Block CID Enatée:  No
GPWD Enable: _No.

Call Waiting Enable:  Yes

Info I Voice [ Call History I Personal Directory
System SIP Provisioning | Regional Phone Ext1 Ext2 Ext3 Ext4 Ext5 »
XSl Line Service
X8I Host Server:  10.89.81.183 XS| Authentication Type:  Login Credentials
Login User ID:  4081005339@as 1bsoft22. Login Password:  ssesssssesses
Anywhere Enable:  No Block CID Enable:  No
DND Enable:  No CFWD Enable:  No

Figure 58 XSI Host Server Synchronization
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Step

Command

System Configuration File CiscoDev_System.xml.template

Step 1

Step 2

Web Portal Voice — Ext(n) — XSI Line Service
Block Anonymous Call Enable: No
Call Waiting Enable: No

XML

<Block Anonymous Call Enable n
ua="na">%Block Anonymous Call Enabl

e n$</Block Anonymous Call Enable n
>

<Call Waiting Enable n
ua="na">%Call Waiting Enable n$</Ca
11 Waiting Enable n >
Where,n=extension line number from
1-16

Note:
$Block_Anonymous_Call Enable n#$:
Yes and No.

%Call Waiting Enable n$%: Yes and No
Example:

<Block Anonymous Call Enable x
ua="na">No</Block Anonymous_Call En
able n >

<Call Waiting Enable n
ua="na">No</Call Waiting Enable n >

Set XSI Host Server, XSI Authentication Type,
Login User ID, Login Password parameters to
configure the XSI host server for the line.

For more information, see Figure 58.

4.417 Action Button Configuration

NOTE: The Cisco Desk Phone 9800 Series supports this feature.

Purpose

Block Anonymous Call Enable:
Options:
Yes/No

When set to Yes, it enables
synchronization of the block
anonymous enable function for the
line through the XSl service.
Rejects calls from callers who have
blocked the display of their
number.

Default value: No

Call Waiting Enable:

Options:

Yes/No

When set to Yes, it enables
synchronization of the call waiting
function for the line through the
X8I service. Allows the user to
receive incoming calls while on
another call.

Default value: No

Action button allows phone users to quickly access the designated service, such as
emergency service. You can associate the button with a service for users. The Action
button can be found as the red button located at the top-right of the phone.

To configure the Action button from the web user interface, see the following figure.

Provisioning | Regional | Phone Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 ExtB Ext9 Ext 10 Ext11 Ext12 E

System SIP
Ext 14 Ext 15 Ext 16 User | At Console
Quick Number 8 Name &

Action Button
Action Button Function: | Off
Action Bution Service Name
Action Buttan Service Destination
Gustom Gontent Fieid
Service Secrat Dial Out Delay: |5
Silent Emergency Call.  Disabled
Single Press
Service Trigger:  When the Service Trigger is set to MultiTrigger, ensure that at

Ieast one of the faliowing three iriggers is properly configured.
Otherwise, the Action button will not work.

Figure 59: Action Button Configuration
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Step 1

Command

Web Portal Voice — Phone — Action
Button

Action Button Function: Off
XML :

<Action Button Function

ua="na">%ACTION BUTTON FUNCTION%</Act
ion Button Function>

$ACTION_ BUTTON FUNCTION% has options:
Off |Emergency Call|Custom

Example:

<Action Button Function
ua="na">0ff</Action Button Function>

Action Button Service Name:Empty
XML :

<Action Button Service Name
ua="na">%ACTION BUTTON SERVICE NAME n
%$</Action Button Service Name>

Example:

<Action Button Service Name
ua="na">Panic
alert</Action Button Service Name>

Action Button Service Destination: Empty
XML

<Action Button Service Destination
ua="na">%ACTION BUTTON_ SERVICE DEST%<
/Action Button Service Destination>

Example:

<Action Button Service Destination

ua="na">Empty</Action Button_ Service

Destination>

Purpose

Allows users to quickly access the
designated service.

Options: Off, Emergency Call, and
Custom

Emergency Call:

= Users can use the Action button to
place an emergency call, if
configured.

Off:

= Off: When set to Off, the Action
button for single service on the
phone will not function.

Custom:

= Users can use the Action button to
access the custom service, if
configured.

When set to Emergency Call,

ensure that you enter the phone

number or URI of the emergency

service in the Action Button Service

Destination field. When set to

Custom, ensure that you enter the

URL of the service in Action Button

Service Destination. If needed, you

might enter the customized HTTP

data such as method, header, and

post content in Custom Content

field.

Default: Off

Optionally specify a name for the
service associated with the Action
button. This name will be displayed
in the on-screen message when the
user presses the button, indicating
which service will be triggered.

If you don't specify a name, the
default name will be Emergency
call, Silent emergency call, or
Custom action based on your
selection in the Action Button
Function field..

Default: Empty

Provide the phone number or the
URI for emergency call, or the URL
for the custom service.

If you enable the Action button
without setting a valid service
destination, the phone displays a
message prompt for configuration.
After closing the notification, the
warning icon continues to display in
the header of the phone screen until
the button is successfully configured
or disabled.

If you enter a service URL, the URL
must start with http:// or https://. For
example, https://10.11.20.159/path/
service.xml.

Note:

Phone numbers cannot be used as
destinations for Custom services. If
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Command

Custom Content Field:
XML

Example:

<Custom Content Field 1 ua="na

Service Secret
XML :

<Service Secret 1 ua="na"/>

Silent Emergency Call : Disabled
XML:
<Silent Emergency Call

ua="na">%ACTION BUTTON SILENT EMERGEN
CY CALL%</Silent Emergency Call>

$ACTION BUTTON SILENT EMERGENCY CA

"/>

LL% options are: Enabled|Disabled

Purpose

you set the Action Button as
Custom and enter a phone number
with format "tel:xxxxx” as the service
destination.

Here, xxxx is the phone number.

Enter the HTTP data such as
method, header, and post content,
with a maximum length of 1024
characters.

If the service requires authentication
to access, make sure to enter the
authentication secret in the Service
Secret field. In the HTTP data, use
the macro $SS as a reference to
Service Secret.

You can also use other macros such
as $MA, $SN.

Note: This setting works only when
the Action Button Function is set
to Custom.

Default: Empty

A service secret can be an
authentication secret, token or
password. The entered secret is
displayed as a masked string and
can be referenced using the
macro $SS in Custom Content
Field and Action Button Service
Destination.

A service secret can be an
authentication secret, token or
password. The entered secret is
displayed as a masked string and
can be referenced using the
macro $SS in Custom Content
Field and Action Button Service
Destination.

Default: Empty

This setting works only when the
Action Button Function is set to
Emergency Call or Custom.

Silent emergency call is designed
for discreet assistance in dangerous
situations. It enables users to seek
help without making any noise.

Default: Disabled.
Options:

Enabled: Users can place one-way
calls with the Action button.

Disabled: The emergency call
functions as a two-way call, similar
to other outgoing calls.
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Service Trigger: Single Press
XML :

<Service Trigger

ua="na">%ACTION BUTTON SERVICE TRIGGE
R%</Service Trigger>

$ACTION BUTTON SERVICE TRIGGER% has
options: Single Press|Long
Press|Press 3 times|MultiTrigger

Example:
<Service Trigger ua="na">Single
Press</Service Trigger>

Dial Out Delay : 5
XML :

<Dial Out Delay
ua="na">%ACTION BUTTON DIAL DELAY%</D
ial Out Delay>

%ACTION_BUTTON_DIAL_DELAY% ranges
from 0 to 30

Example:
<Dial Out Delay
ua="na">5</Dial Out Delay>

Allow Silent Emergency Call Retrieval: Yes
XML :

<Allow Silent Emergency Call Retriev
al ua="na">

$Allow Silent Emergency Call Retriev
als%

</Allow_Silent Emergency Call Retrie
val>

%Allow Silent Emergency Call Retriev
al% has options: Yes|No

Example:

<Allow _Silent Emergency Call Retriev
al ua="na">No

</Allow_Silent Emergency Call Retrie
val>

4.418 Power Saving Configuration (Office Hours)

NOTE: The Cisco Desk Phone 9800 Series supports this feature.

Purpose

Choose how users can initiate a
service call using the phone's Action
button.

Options:

Single Press: Press the Action
button once.

Long Press: Press the Action button
down for at least 2 seconds.

Press 3 times: Press the Action
button three times with intervals of
less than 1 second between each
press.

MultiTrigger: Select this option if you
want to associate multiple actions to
the Action button.

Default: Single Press

Sets the timeout period, in seconds,
for the phone to initiate the service
call after the Action button is
pressed.

Set it to O if you prefer the phone to
place the call or trigger custom url
immediately, upon detecting the
trigger, as specified by a single
press, long press, or triple press on
the button.

Default: 5 seconds

Enable this feature if you allow
users to press any key to restore
normal phone operation while
maintaining the emergency call. The
call audio remains silent unless the
user increases the speaker volume
using the Volume key.

Options: Yes|No
Default: No



To reduce power consumption during periods of inactivity, two power-saving options
available on the phone.

m  Deep Sleep Mode
m  Display-Off Mode

By default, the Office Hours feature is enabled on your phone. The default office hours are
set to 7:00 to 19:00 from Monday to Friday. The phone tums off the screen outside of the
designated hours. You can customize working hours, workdays, and the power-saving
mode outside of office hours.

To customize working hours and workdays to reflect the business hours of your users,
configure the Office hours from the web user interface, see the following figure.

Phone Ext1 Ext2 Ext3 Extd Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 Ext 11 Ext 12 Ext13

System SIP | Provisioning
Ext 14 Ext 15 Ext 16 User | At Console

PSK 11

PSK 12:

P8I 13:

PSK 14

PSK 15:

PSK 16:

Office Hours
Office Hours Enabled: | True Work Days Saumn'y|$unna‘_a|mnnc:\5-|

Working Hours Start  07:00 Working Hours End: | 18:00

Dispiay O In Office Hours:  Disabled |

Figure 60: Office Hours Enable

Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — User — Office Enables the Office Hours feature for
Hours Cisco Desk Phone 9800 Series.
Office Hours Enabled: True Options:
XML : True: Enables Office hours.
<Office_Hours FEnabled False: Disables the feature.

ua="na">%OFFICE_HOURS_ENABLED$</Offic
e Hours Enabled>

$OFFICE_HOURS FNABLED% has options: Office Hours, when enabled,
False|True minimizes power usage during
inactivity periods on the phone. You

Default: True

Example:
can configure the phone to
<Office Hours Enabled automatically turn off the screen
ua="na">True</Office Hours Enabled> (Display-Off Mode) or power off
(Deep Sleep Mode) outside of the
designated working periods.
Work Days: Monday through Friday Customize the workdays by
XML specifying the desired days.
<Work Days During non-workdays, the phone will
ua="na">%WORK DAYS%</Work Days> automatically turn off the screen. By
- - default, workdays are set from
SWORK_DAYS% ranges from Monday Monday to Friday.
through Friday This also applies to Deep Sleep
Example : Mode, if enabled. If you choose to
enable Deep Sleep Mode
<Work Days

exclusively for non-workdays, the
phone will power off during those
days. If you enable Deep Sleep
Mode for all days, the phone will
power off during both non-workdays
and non-working hours on
workdays.

ua="na">Monday</Work Days>
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Command

System Configuration File CiscoDev_System.xml.template

Working Hours Start: 07:00

XML:

<Working Hours_Start
ua="na">$WORKING HOURS_ START%</Workin
g Hours Start>

SWORKING_HOURS_ START% can be any
hours of the day in 24-hour format

Example:
<Working Hours_Start
ua="na">07:00</Working Hours Start>

Working Hours End : 19:00
XML :
<Working Hours End

ua="na">$WORKING HOURS End$</Working
Hours End>

$WORKING HOURS End% can be any hours
of the day in 24-hour format

Example:
<Working Hours End
ua="na">19:00</Working Hours End>

Display Off In Office Hours: Disabled
XML :

<Display_Off_In_Office_Hours ua="na">
%Display_Off_In_Office_Hours%
</Display_Off_In_Office_Hours>

%Display_Off_In_Office_Hours% has values
Disabled|In 1 minute|In 5 minutes|In 30
minutes

Example:

<Display_Off_In_Office_Hours ua="na">
Disabled </Display_Off_In_Office_Hours>

Purpose

Sets working hours tor workdays
using the Working Hours
Start and Working Hours End fields.

Default: Monday through Friday

Set the start time for working hours
using the 24-hour format.

Outside of the specified working
hours, the phone will automatically
turn off the screen, or enter Deep
Sleep Mode only when Deep Sleep
Enabled is set to All Days.

Examples: 09:00 for 09:00 am;
17:30 for 05:30 pm

Default: 07:00

Set the start time for working hours
using the 24-hour format.

Outside of the specified working
hours, the phone will automatically
turn off the screen, or enter Deep
Sleep Mode only when Deep Sleep
Enabled is set to All Days.

Examples: 09:00 for 09:00 am;
17:30 for 05:30 pm

Default: 19:00

Ensure that the interval between the
start and end time longer than 60
minutes.

By default, the phone display
remains on during working hours.
To enable the phone to enter
Display Off Mode when inactive,
select timeout period from the list.

The LED indicator follows the
setting found in Outside Office
Hours Display Off > LED Indicator
In Display Off Mode.

Default: Disabled.

4.4.18.1 Outside Office Hours (Deep Sleep) Configuration

You can customize the settings for non-working hours. You can customize the Deep
Sleep Mode settings as needed.

To configure Outside Office Hours from the web user interface, see the following figure.
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System SIP | Provisioning | Regional | Phone Ext1 Ext2 Ext3 Ext4 Ext5
Ext13 Ext14 Ext15 Ext16 User | Att Console

PSKT:

PSK 8:

PSK 9:
PSK 10:
PSK 11:
PSK 12:
PSK 13:
PSK 14:
PSK 15:
PSK 16:

Office Hours
Office Hours Enabled:  False

Working Hours Start:  07:00

Ext6 Ext7 Ext8 Ext9 Ext 10 Ext1

Work Days: | Monday| Tuesday|Wednes:
Working Hours End: ~ |19:00

Outside Office Hours Deep Sleep
Deep Sleep Enabled:  False

Random Early Wakeup (mins): |60
Idle Timeout (mins): 30

Enable Audible Alert: | False

Phone On Time Before Working Hour Start (mins): 60 Phone Off Time After Working Hour End (mins): 60

Random Delay to Sleep (mins): |10

Outside Office Hours Display Off
LED Indicator In Display Off Mode:  Enabled

Figure 61 Outside Office Hours Deep Sleep

Step Command
System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice - User — Outside
Office Hours Deep Sleep
Deep Sleep Enabled: False
XML :

<Deep_Sleep Enabled ua="rw">%Deep_Sle
ep_ ENABLED%</Deep_Sleep Enabled>

%Deep Sleep ENABLED% has options:
False|Non-work Day Only|All Days

Example:

<Deep_Sleep Enabled ua="rw">False<
/Deep Sleep Enabled>

Phone Off Time After Working Hour End : 60
XML

<Phone Off Time After Working Hour En
d mins_
ua="rw">%Phone Off Time After Working
_Hour End mins%</Phone Off Time Afte
r Working Hour End mins >

%Phone Off Time After Working Hour En
d mins% ranges from 0 to 360 minutes

Example:

<Phone Off Time After Working Hour
_End  mins_

Idle Timeout (mins): 5

Purpose

Enable or disable Deep Sleep Mode
on the phone. When enabled, this
feature automatically powers off the
phone outside of the designated
office hours.

This option works only when you
enable the Office Hours.

Options:
False: The phone will not enter into
Deep Sleep Mode.

Non-work Day Only: The phone
powers off on non-workdays. For
the specified workdays, the phone
will turn off the screen outside of the
specified working hours.

All Days: The phone powers off
during both non-workdays and non-
working hours on workdays.

Default: False

Set working hours for workdays
using the Working Hours
Start and Working Hours

End fields.

Set the timeout period, in minutes,
for the phone to automatically power
off after the time specified in the
Working Hours End field. If you
want the phone to enter Deep Sleep
Mode immediately after working
hours, setit to 0.

Default: 60 minutes




Command

System Configuration File CiscoDev_System.xml.template

ua="rw">60</Phone Off Time After W
orking Hour End mins >

Phone Off Time After Working Hour Start : 60
XML

<Phone Off Time After Working Hour St
art mins_
ua="rw">%Phone Off Time After Working
_Hour Start mins%</Phone Off Time Af
ter Working Hour Start mins >

$Phone Off Time After Working Hour St
art mins% ranges from 0 to 360
minutes

Example:

<Phone Off Time After Working Hour St
art mins_
ua="rw">60</Phone Off Time After Work
ing Hour Start mins >

Enable Audible Alert : False
XML :
<Enable Audiable Alert ua="rw">

%Enable Audiable Alert$%
</Enable Audiable Alert>

%Enable Audiable Alert% has options
False|True

Example:
<Enable Audiable Alert ua="rw">False
</Enable Audiable Alert>

Idle Timeout (mins): 30

(for Deep Sleep Mode)

XML:

<Idle Timeout mins
ua="rw">%Idle Timeout mins%</Idle Ti
meout mins >

%Idle Timeout mins% ranges from 1 to
60 minutes

Example:
<Idle Timeout mins_
ua="rw">60</Idle_Timeout mins >

Purpose

Set the timeout period for the phone
to wake up from Deep Sleep Mode
before the time specified in the
Working Hours Start field. If you
want the phone to wake up until
working hours start, set it to 0.

Default: 60 minutes

Enable or disable the phone to play
audio tone to alert the user before it
enters Deep Sleep Mode.

Options:

True: Enables the audio tone alert.
False: Disables the audio tone alert.
Default: False

This setting applies to the following
two scenarios:

Before the phone enters a
scheduled Deep Sleep Mode

Ten minutes before the scheduled
deep sleep, a message pops up to
notify the user that the phone will
power off in ten minutes, and a
countdown starts. When it times out,
the phone powers off.

During the countdown period, if
there is any activity such as an
incoming call, firmware upgrade, or
provisioning resync, the countdown
will restart. For example, if you have
set this field to 20, the countdown
will restart in 20 minutes after the
activities are completed.
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System Configuration File CiscoDev_System.xml.template

After being manually awakened
from Deep Sleep Mode

For example, if you have set this
field to 20, after being idle for 20
minutes, a message pops up to
notify the user that the phone will
power off in ten minutes, and a
countdown starts. When it times out,
the phone powers off.

During the countdown period, if
there is any activity such as an
incoming call, firmware upgrade, or
provisioning resync, the countdown
will restart in 20 minutes after the
activities are completed.

If a user interacts with the phone
during the countdown period, such
as answering or declining calls or
pressing keys, the phone will not
enter Deep Sleep Mode for the rest
of the day.

4.4.18.2 Outside Office Hours Display Off Configuration

You can set up the idle timeout for Display-Off Mode.

To configure Outside Office Hours for display-off mode from the web user interface, see
the following figure.

et Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ex9 Ed10 | Ed1l Ext12 | Ext13 | Ext14 | Ed15 | Ex1e User | AttCansale
Ringer Volume, @ Speaer Volume: 11
Handset Volume: |9 Headset Volume: 9

Audio Compliance

Complant Standard:  TIA

Screen

Appearance:  Violet Dark
Office Hours
Office Hours Enabled:  True ‘Work Days:  Monday|Tuesday|Wednes:
Working Hours Start:  07:00 Working Hours Endt:  18:00
Outside Office Hours Deep Sleep
Desp Sieep Enabled:  False Enable Audiatie Alert:  False
Phone On Time Before Working Hour Start (mins): 60 Phon Off Time After Working Hour End (mins): 60

Idie Timeout (mins): 5

Outside Office Hours Display Off

Idie Timeout (mins): 5
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System Configuration File CiscoDev_System.xml.template

Step 1

Command

Web Portal Voice - User —Outside
Office Hours Display Off

Idle Timeout (mins): 5

(for Display-Off Mode)

XML :
<Idle Timeout mins_

ua="rw">%Idle Timeout mins%</Idle Ti
meout mins >

%Idle Timeout mins% ranges from 1 to
60 minutes

Example:
<Idle Timeout mins
ua="rw">5</Idle Timeout mins >

4.4.18.3 LED Indicator In Display Off Mode

This section provides configuration instructions to turn off or turn on the Front Arc LED
when the phone enters Display Off Mode.

Purpose

Set the timeout period in minutes for the
phone to automatically turn off the
screen after being awakened during
Display-Off Mode.

Default: 5 minutes

To configure the LED Indicator In Display Off Mode from the web user interface, see the
following figure.

Offioe Hours

KT

o

poK»
%10
poK
PoK 12
Rt
]
oK 0

P10

Offce yours Enatied

Working Howns S 07,00

Outaide Ofice Hours Deep Bieep.
Deap Sieap Enatied

Phhorse On Time Bafore Workng Heus St (o)

Rardom Eay Weseup () 60

e Timeous (mens)

Outnide Office Heurs Display ON
LED inaicanor in Disghary OF Moe:

Figure 62 LED Indiicator In Display Off Mode

Work Days

Working Hours End

Eratre Audtin Amt

Phaone OF Tirrm Aler Working Hous €1 (mivm)

Handom Detry ¥ Sieep (mina) 1

Ie Temeout (mirs)

Monday| Tuesday{Wednes
1000

00
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System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice - User —Outside Determines whether to turn off the Front
Office Hours Display Off Arc LED when the phone enters Display
LED Indicator In Display Off Mode Off Mode.
XML - When set to enabled, the Front Arc LED

) i is on during non-working hours.
<LED_Indicator_ In Display Off Mode

ua:..na..>%LED_INDICATOR_IN:DISPLAy_OFF When set ‘to disabled, the Front Arc
_OUTSIDE_OFFICE HOURS$</LED Indicator  LED remains off after the phone enters
_In Display Off Mode> Display Off Mode.

Default: Enabled
$LED_INDICATOR IN DISPLAY OFF OUTSIDE
_OFFICE_HOURS% : Enabled|Disabled

Example:

<LED_Indicator_ In Display Off Mode
ua="na">Enabled</LED Indicator_ In_
Display Off Mode>

4.4.18.4 Power Modes for Phone (Smart Power)

The smart power feature allows Cisco Smart Switches to manage the phone's power
modes via Power over Ethernet (PoE). You can choose to let the switch manage the
phone's power modes based on the schedules configured on the switch.

To configure the Smart Power from the web user interface, see the following figure.



CIsCO

Info Voice

System siP Provisioning = Regional = Phone Ext 1 Ext2 Ex3 Ext4 Ext5 Ext6

Ext 15 Ext 16 User At Console

PSK 13
PSK 14
PSK 15
PSK 16

Office Hours
Office Hours Enabled:  True
Working Hours Start  07:00

Display OffIn Office Hours: I 1 minute

Outside Office Hours Deep Sieep
Deep Sieep Enatled.  Faise
Phone On Time Before Working Hour Start (mins): 60
Random Early Wakeup (mins): 60
idie Timeout (mins): 30

Outside Office Hours Display Off

LED Indicator In Display Off Mode:  Enabled

a7 Ext8 Ext Ext 10 Ext 11 Ext 12 Ext13

Work Days
Working Hours End: | 19:00

Monday{Tuesday|Wednes:

Enable Audble Alert:  Faise
Phone Off Time Aer Working Hour End (mins): 60
Random Delay to Sieep (mins): 10

Idie Timeout (mins)

e

Outside Office Hours Smart Power
Smart Power Enabled.  False

Figure : Command Purpose
Smart

PowerSte

p

System Configuration File CiscoDev_System.xml.template
Step 1 Web Portal Voice — Phone —Outside
Office Hours Smart Power

Smart Power Enabled: False
Domain: Domain name
Secret: Any password
SmartPower Override: No

XML :
<Smart Power Enabled ua="na">

$SMART POWER ENABLEDS
</Smart_Power Enabled>

<Smart_Power_ Domain ua="na">
$SMART POWER DOMAIN%
</Smart_Power Domain/>

<Smart_Power_ Secret ua="na">
$Smart_Power Secret%
</Smart Power Secret>
<Smart_Power_ Override ua="na">
%SMART POWER_OVERRIDE%
</Smart_Power Override>

Example:
<Smart_Power_ Enabled

ua="na">False</Smart_Power Enabled
>

<Smart_Power_ Domain
ua="na">sm domain</Smart Power Dom
ain/>

<Smart_ Power Secret
ua:”na">*************</Smart Power
_Secret>

<Smart_Power Override
ua="na">No</Smart_ Power Override>

Smart Power Enabled:

Options: False (Default)]Non-work Day
Only|All Days

Domain: Enter the smart power domain
that the phone belongs to.

Secret: The password (shared secret)
used for communication between the
phone and the switch. Max 128
characters.

Smart Power Override: This setting
determines whether the switch can
override the phone's power-saving
configuration set by the calling system.

Options: Yes|No

The Smart power setting is effective
only when a valid domain and security
secret are provided.
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4.4.19 Webex Calendar Service

NOTE: The Cisco Desk Phone 9800 Series and Cisco Video Phone 8875 support this feature.

This feature enables users to join Webex calendar meetings.
To configure the Webex calendar service from the web user interface, see the following
figure.

+| System SIP | Provisioning | Regional | Phona Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Extd Ext§ Ext 10 Ext 11 Ext 12 Ex » [+

Ring8.  n=Ascentw=file:/Ascent iwb:c=1

Ring8  n=Calculation:w=file-//Celculation rwhc=1

Ring18:  n=Mellow,w="fie://Mellow.rab c=1

Ring11:  n=Ringer-w=file-//Ringer.rbic=1
Ring12:  n=Incoming_EQw=flexllncoming_EQ.rwic=1
Silént Ring Duration: 60
Webex

Onboarg Enatie:  Yes
Directory Enatie:  No Directory Name:

Calendar Enable:  Yes Metrics Enable: | No

Figure 63: Webex Calendar
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Step 1 Web Portal Voice — Phone - Webex
Calendar Enable: Yes

XML :

<Webex Calendar Enable
ua="na">%Webex Calendar Enable$</Webe
x_Calendar Enable>

%Webex Calendar Enable% has options:
Yes and No

Example:

<Webex Calendar Enable
ua="na">Yes</Webex Calendar Enable>

4.4.20 Help Desk Configuration

Purpose

Allows users to quickly access
Webex calendar meetings.

Options: Yes|No

Yes: Enables the feature.
No: Disables the feature.
Default: Yes

This feature enables users to quickly dial out the quick numbers by using the Favorite

button.

To configure Help Desk from the web user interface, see the following figure.

System SIP | Provisioning | Regional | Phone Ext1 Ext2 Ext3 Ext4 Ext5
WebSocket API

Contral Server URL:

Ext8 Ext7 Ext8 Ext9 Ext 10 Ext 11 Ext 12 E

Help Desk
Help Desk Enable:  No
Custom Menu Name:  Help Desk
Quick Number 0:
Quick Number 1:
Quick Number 2:
Quick Number 3:
Quick Number 4:
Quick Number 5:
Quick Number 6:
Quick Number 7:
Quick Number 8:

Quick Number 9:

Name 0
Name 1:
Name 2:
Name 3:
MName 4
Name 5
Name 6
Name 7:
Name 8:

Name &

Step Command

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Phone —Help

Desk
Help Desk Enable: No
XML :

<Help Desk Enable ua="na">
$Help Desk Enable%</Help Desk Enable>

%$Help Desk Enable% has options Yes|No

Example:

<Help Desk Enable
ua="na">No</Help Desk Enable>

Purpose

Enables the Help Desk feature.
Options:

Yes and No

Default: No
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Command

Custom Menu Name : Empty

XML:

<Custom Menu Name ua="na">
%Custom Menu Name$%
</Custom Menu Name>

%Custom Menu Name% represents a
string
Example:

<Custom Menu Name ua="na">Help
Desk</Custom Menu_ Name>

Quick Number (n)

XML:

<Quick Number 1 Number ua="na">Name
1</Quick Number 1 Number>

<Quick Number 2 Name
ua="na"></Quick Number 2 Name>

Purpose

Customizes the help desk display
name.

Default: Empty.

If the parameter is empty, the display
name is "Help Desk".

<n> represents the sequence number
of the number.

<n> ranges from 0 to 10.
If the name is empty and only the quick
number is configured, the phone will

repeatedly display the quick number as
the name.

4.4.21 Header and Line Session Display

NOTE: The Cisco Desk Phone 9800 Series supports this feature.

You can customize the phone to display the header and the line label.

To customize the behavior from the web user interface, see the following figure.



Infe Voice | Call History | Personal Directory
4| System SIP Provisioning | Regional | Phone Ext 1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 Ext 11 Ext12
General
Statien Name: DBUS automation:  No
Station Display Name:  pingmodelc1 Wang Voice Mail Number:
Line Key 1
Extension: 1 Short Name:  pingmodelct Wang
Share Call Appearance:  shared Line Label:  +441293906727
Extended Function:
Line Key 2
Extension:  Disabled Short Name:
Share Call Appearance:  private. Line Label:
Extended Function:
Line Key 3
Extension:  Disabled Short Name:
Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Phone —>Line
Key [n]
XML :
<Line Label 2 ua="na">3%LINE_ LABEL-
(n) $</Line Label 2 >

SLINE LABEL-(n)% can be user phone
number or location number
Example:

<Line Label 2
ua="na">408902345</Line Label 2 >

4.4.22 Line Key LED Behavior Customization

Displays header and line session.

NOTE: The Cisco Desk Phone 9800 Series and Cisco Video Phone 8875 do not support this feature.

You can customize line key LED behavior. You can choose one of the following options:

m  Default
m  Preset 1
m  Custom

To customize the line key LED behavior from the web user interface, see the following

figure.



Line Key LED Pattern
Custom LED Type:
Idie LED: |c=0
Local Seized LED:  |c=g

Preset 1 Disabled LED:
Remote Undefined LED:

Remote Seized LED:

c=0

c=0

c=r

Local Progressing LED™  |c=g Remote Progressing LED: | c=r
Local Ringing LED: | c=a;p=b Remote Ringing LED: | c=a;p=h
Local Active LED: | c=g Remote Active LED: | c=r
Local Held LED: | c=g:p=b Remote Held LED: | c=r:p=b
Reaqister Failed LED:  |c=0 Registering LED:  |c=0
Figure 64 Line Key LED Behavior
Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1

Web Portal Voice — Phone — Line Key LED
Pattern

Custom LED Type: Default
XML

<Custom LED Type ua="na">%CUSTOM L
ED TYPE%</Custom LED Type>

Example:

<Custom_LED Type
ua="na">Default</Custom LED Type>

XML

<Disabled LED ua="na">%DISABLED LE
D%</Disabled LED>

<Idle LED ua="na">%IDLE LED%</Idle
_LED>

<Remote Undefined LED ua="na">%REM
OTE_UNDEFINED LED%</Remote Undefin
ed LED>

<Local Seized LED ua="na">%LOCAL S
EIZED LED%</Local Seized LED>
<Remote_ Seized LED ua="na">3%REMOTE
_SEIZED_LED%</Remote_Seized LED>
<Local Progressing LED ua="na">%LO
CAL PROGRESSING LED%</Local Progre
ssing LED>

<Remote Progressing LED ua="na">%R
EMOTE PROGRESSING LED%</Remote Pro
gressing LED>

Used to customize LED behavior.
Options:
Default:
= Choose this option to use system
default behavior, which is the
current MPP Series behavior.
= After the web page refreshes, all
configuration fields for LED
patterns are left as blank to set the
LED behavior to the system
default for the phones with
firmware earlier than Release
11.3.1.
Preset 1:
= Choose this option to retain the
pre-configured settings.
= After the web page refreshes, all
fields are populated with preset
values.

Custom:

= Choose this option if you want to
customize the LED behavior.

= Any field that you leave blank uses
the system default.

Default value: Default

Customizes LED behavior.
Options:

= blank

= string_pattern
String_pattern format is:

= ¢c=<COLOR> [; p=<PATTERN>]
COLOR choices are:

= 0is OFF
= gis GREEN
= ris RED
= ais AMBER

PATTERN choices are:

n is for no blink with solid color.

b is for blink with color (equivalent of
system default “slow blink”).
Example:

LED shows solid red:
C=r;p=n or c=r



Step

Command

System Configuration File CiscoDev_System.xml.template

<Local Ringing LED ua="na">%$LOCAL
RINGING LED%</Local Ringing LED>
<Remote Ringing LED ua="na">%REMOT
E _RINGING LED%</Remote Ringing LED
>

<Local Active LED ua="na">%LOCAL A
CTIVE LED%</Local_ Active LED>
<Remote Active LED ua="na">3%REMOTE
_ACTIVE LED%</Remote Active LED>
<Local Held LED ua="na">%LOCAL_ HEL
D_LED%</Local Held LED>

<Remote_ Held LED ua="na">%REMOTE_H
ELD LED%</Remote Held LED>

<Register Failed LED ua="na">%REGI
STER FAILED LED%</Register Failed
LED>

<Registering LED ua="na">%REGISTER
ING LED%</Registering LED>

4.4.22.1 Attendant Console LED Behavior

When you make your selection in the Custom LED Type drop-down list, changes also
occur in the Att Console tab. This only happens when you configure simultaneous LED
behavior for phone line keys and key expansion module line keys.

Purpose

LED shows blinking amber:
c=a;p=b

LED turns off:

c=0

To view the key expansion module LED behavior from the web user interface, see the
following figure.

Att Console Key LED Pattern
Application LED:  c=0 Serv Subscribe Failed LED:  c=0

Parking Lot Busy LED:  c=r
BLF Ringing LED: | c=a;p=h
ELF Held LED: | c=r

Serv Subscribing LED:  |c=o0 Parking Lot Idie LED:  |c=0
BLF Idle LED: | c=0
ELF Busy LED:  |c=r

Figure 65 Att Console LED Behavior

Step

Command

System Configuration File CiscoDev_System.xml.template

Step 1

Web Portal Voice — Att Console — Att Console
Key LED Pattern

Custom LED Type: Default
XML

<Application LED
ua="na">%APPLICATION LED%</Applicat
ion_LED>

<Serv_Subscribe Failed LED
ua="na">%SERV_SUBSCRIBE FAILED LED%
</Serv_Subscribe Failed LED>

<Serv_Subscribing_ LED
ua="na">%SERV_SUBSCRIBING LED%</Ser
v_Subscribing LED>

Purpose

Used to view key expansion module
LED behavior.

Options:

= blank
= string_pattern

String_pattern format is:
= ¢=<COLOR> [; p=<PATTERN>]
COLOR choices are:

= ois OFF
= gis GREEN
= ris RED
= ais AMBER

PATTERN choices are:
= nis for no blink with solid color.
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Step

Command

System Configuration File CiscoDev_System.xml.template

<Parking Lot TIdle LED
ua="na">%PARKING LOT IDLE LED%</Par
king Lot Idle LED>

<Parking Lot Busy LED
ua="na">%PARKING LOT BUSY LED%</Par
king Lot Busy LED>

<BLF Idle LED

ua="na">%BLF_IDLE LED%</BLF Idle LE
D>

<BLF_Ringing LED
ua="na">%$BLF RINGING LED%</BLF Ring
ing LED>

<BLF_Busy LED
ua="na">%BLF BUSY LED$</BLF Busy LE
D>

<BLF Held LED

ua="na">%$BLF_HELD LED%</BLF Held LE
D>

Purpose

= b s for blink with color (equivalent ot

system default “slow blink”).

Example:

LED shows solid red: c=r;p=n or c=r
LED shows blinking amber: c=a;p=b

LED turns off: c=o

4.4.22.2 Assign an Extension Number to a Key Expansion Module Line Key (8800 only)

You can assign an extension number to a key expansion module line key so that the line
key can be used as a SIP line. For a line key, you can enable an extension number that

ranges from 1 to 16. You can use this line key for phone features such as make a call,

answer a call, or add more than one person to a conference call. Only audio key
expansion module and video key expansion module support this feature.

Phone line keys support 16 extensions.

To assign an extension number to KEM Line Key from the web user interface, see the

following figure:

Info Voice

4 Exts Ext6

Unit 1 Line key 1

Unit 1 Line key 2

Unit 1 Line key 3

Call History | Personal Directory

Ext7 Ext 8 Ext9 Ext 10 Ext 11 Ext 12 Ext 13

MwI Urgent LED

Extension; | 18
Share Call Appearance: | private

Extended Function:

Extension; | Disabled
Share Call Appearance: | private

Extended Function:

Extension: | Disabled

Share Call Appearance: | private

Ext 14

Ext 15 Ext 16

Short Name:

Short Name:

Short Name:

SUSER

SUSER

User

Att Console

Figure 54 KEM Key




Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Att Console —Unit [m] Use the KEM Line Key for SIP line.
Line key [n] Options:
XML
<Unit n Extension m_ua="na"> 1|2|3|4/5|6]7|8]9]10]|11]|12|13|14|15|16|Di

%Unit_n_Extension_m:%</Unit_n_Exte sabled
nsion m >

ialie_m_InidEonsilen m , The maximum number of KEM that
ua="na">Disabled</Unit_n_ Extension phone supports is 2 for 8851 and 3 for
L 8861 and 8865.

Where, n is the unit number of the KEM (1-2 Default: Disabled.

for 8851, 1-3 for 8861 and 8865), and m is the
key number (1-28).

4.4.23 Inline Call Session or Session

NOTE: The Cisco Desk Phone 9841, 9851, and 9861 support this feature.

NOTE: The Cisco IP Phone 8800 supports this feature.

You can enable the feature to automatically minimize a call window to an inline call label.
In the inline call label itself, you can still view the call session information.

Call windows that support the inline call label feature (or auto collapsed) are incoming call,
single call, all calls list, and new call (if you return to the home screen).

If Key Expansion Module (KEM) is attached to the phone with a line configured on KEM
line key, the call session information can display on the KEM line label itself. Due to the
width limitation of KEM, the caller name doesn't display on the KEM line label itself when
the call is connected.

To enable this feature from the web interface, see the following figure.
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Step

System Configuration File CiscoDev_System.xml.template

Command

Purpose

Step 1 Web Portal Voice — User—Supplementary Automatically minimize a call window to
Services an inline call label .
Auto Collapse Into Line Key: No Options:
XML Yes|No
<Auto Collapse Into Line Key Default: No

ua="rw">
%Auto Collapse Into Line Key%
</Auto_Collapse Into Line Key>

%Auto Collapse Into Line Key% has
options Yes|No

Example:

<Auto Collapse Into Line Key
ua="rw">Yes
</Auto_Collapse Into Line Key>

4.4.24 Settings Menu Visibility

You can customize the phone's Settings menu to display only the menu items you want
users to access. By default, all menu items are visible on the phone. When you hide
certain menu items, the index numbers of the remaining items will adjust automatically.

NOTE: The custom settings take effect only on phones that have completed registration. On phones not
yet onboarded to a calling system, all menu items remain visible.

To enable this feature from the web interface, see the following figure.

System SiP Provisioning | Regional Phone Ext 1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10
Ext 14 Ext 15 Ext 16 User Att Console
IEVErse FTIone LOOKUP SerV: N
Menu Customization
Issues and diagnostics:  Show Report problem:  Show

Time settings:  Show Language: | Show

Bluetooth:  Show Ringtone and volume:  Show

Smart audio:  Show Audio path: | Show

Auto-collapse into line key:  Show Brightness:  Show

Appearance:  Show Network settings:  Show

HTTP proxy:  Show Network status:  Show

Security settings:  Show Voice feedback: | Show

Fontsize:  Show Restart:  Show

Factory reset:  Show

Figure 66: Menu Customization
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Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Phone—>Menu Shows or hides phone’s Settings
Customization menus.
Issues and diagnostics Options:
Report problem Show|Hide
Time settings Default: Show
Language
Bluetooth

Ringtone and volume
Smart audio

Audio path
Auto-collapse into line key
Brightness
Appearance

Network settings
HTTP proxy

Network status
Security settings
Voice feedback

Font size

Restart

Factory reset

XML

<Menu Issues and diagnostics
ua="na">$MENU ISSUES AND DIAGNOSTI
CS%</Menu_Issues and diagnostics>
<Menu_Report problem
ua="na">%MENU REPORT PROBLEM$</Men

u_Report_problem>

<Menu Time settings
ua="na">%MENU TIME SETTINGS%</Menu
_Time settings>

<Menu_Language
ua="na">%MENU_LANGUAGES%</Menu_Lang
uage>

<Menu_Bluetooth
ua="na">%MENU_BLUETOOTH%</Menu_Blu
etooth>

<Menu Ringtone and volume
ua="na">%MENU_RINGTONE_AND VOLUME<
/Menu_Ringtone and volume>

<Menu_Smart_audio
ua="na">3%MENU SMART AUDIO%</Menu_ S
mart_audio>

<Menu Audio path
ua="na">$MENU AUDIO PATH%</Menu Au
dio path>
<Menu_Auto-collapse into line key
ua="na">%MENU_ AUTO-
COLLAPSE_INTO LINE KEY%</Menu Auto
-collapse into line key>
<Menu_Brightness
ua="na">%$MENU_BRIGHTNESS%</Menu_Br
ightness>
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Step

Command

System Configuration File CiscoDev_System.xml.template

<Menu_Appearance
ua="na">%MENU APPEARANCE%</Menu_Ap
pearance>

<Menu_Network settings
ua="na">3%MENU NETWORK SETTINGS$</M
enu_Network settings>

<Menu HTTP proxy

ua="na">$MENU HTTP PROXY%</Menu HT
TP_proxy>

<Menu_Network status

ua="na">%MENU NETWORK STATUS%</Men
u_Network status>

<Menu_Security settings
ua="na">$MENU SECURITY SETTINGS%</
Menu Security settings>

<Menu_Voice feedback
ua="na">$MENU VOICE FEEDBACKS$</Men
u_Voice feedback>

<Menu_Font size
ua="na">3%MENU_FONT_ SIZE%</Menu_Fon
t size>

<Menu_Restart
ua="na">3%MENU_RESTART%</Menu_Resta
rt>

<Menu_Factory reset
ua="na">%$MENU_FACTORY RESET%</Menu
_Factory reset>

Options: Show|Hide
Example:

<Menu_Issues and diagnostics
ua="na">Show</Menu Issues and diag
nostics>

<Menu_Report_problem
ua="na">Show</Menu_ Report problem>

<Menu_Time settings
ua="na">Hide</Menu Time settings>

<Menu_Language
ua="na">Show</Menu_ Language>

<Menu_Bluetooth
ua="na">Show</Menu Bluetooth>

<Menu Ringtone and volume
ua="na">Show</Menu_Ringtone_and_vo
lume>

<Menu_Smart_audio
ua="na">Show</Menu_Smart audio>

<Menu_Audio path
ua="na">Show</Menu Audio path>

<Menu_Auto-collapse_into_line key
ua="na">Show</Menu_ Auto-
collapse_into_line key>
<Menu_Brightness
ua="na">Show</Menu Brightness>

<Menu_Appearance
ua="na">Show</Menu Appearance>

<Menu_Network settings
ua="na">Hide</Menu Network setting
s>

Purpose
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Step Command Purpose

System Configuration File CiscoDev_System.xml.template

<Menu HTTP proxy
ua="na">Hide</Menu HTTP proxy>

<Menu_ Network status
ua="na">Hide</Menu Network status>

<Menu Security settings
ua="na">Hide</Menu_Security_settin
gs>

<Menu_Voice feedback
ua="na">Show</Menu_Voice feedback>

<Menu_Font_size
ua="na">Hide</Menu Font size>

<Menu_Restart
ua="na">Show</Menu_ Restart>

<Menu_Factory_ reset
ua="na">Hide</Menu Factory reset>

4.4.25 Key Expansion Module (9800 only)

Cisco Desk Phone 9800 Series when registered to Cisco BroadWorks, supports the
following number of attached Key Expansion Modules (KEM).

9851 6 46 Not support | Not support

9861 10 50 90 130
9871(4 lines on phone) 16 44 84 124
9871(8 lines on phone) 16 48 88 128

You can follow the information in this section to set up the attached Key Expansion
Modules.

4.4.25.1 Enable or Disable a KEM for the Phone

You can specify the number of KEMs that can be used on the 9861 and 9871 phones.
You can also disable the attached KEMs.

To enable a KEM from the web interface, see the following figure.
o] v oty s I

Snone Ext1 Ext2 Exd3 Exd4 Exs ExtB Ext? ExtB Ext8 Ex10 | Ex1l Ext12 Ext13 | Ed14 | Ex15 | Ex18 User | Al Console | » | =

leneral
Subscribe Expires: 3600 Subscribe Retry Ilerval: 80
Number of Units: 3 Subscribe Delay: 1
SeverType:  Broadsoft
BLF List UR
BLF List Feature Options: ~ bif+sd+cp
Use Line Keys For BLF Lst.  Yes
Custonizabie PLK Options: s



Step

Command

System Configuration File CiscoDev_System.xml.template

Step 1

Web Portal Voice — Att Console —~General
Number of Units: 1 (for 9851)
Number of Units: 3 (for 9861/9871)
XML

<Number of Units ua="na">%
Number of Units%</Number of Units>

[

% Number of Units$% has options for
9851: 0,1
Options for 9861 and 9871: 0,1,2,3

<Number of Units
ua="na">3</Number of Units>

4.4.25.2 Move Additional Lines to KEM (9871 only)

If KEM is connected, the lines after the fourth line or the eighth line will be moved to KEM.

The lines are moved after fourth or eighth is depending on number of phone lines.

Purpose

Specify the number of KEMs that can
be used on the 9861 and 9871 phones.

Options:
9851: 0|1

9861/9871: 0|1/23

Setting the value to 0 disables all the
connected KEMs. Setting the value
to 2 for a phone with three KEMs
disables the third KEM.

To enable the feature to move additional lines to KEM from the Web interface, see the
following figure.

1 *hone

General

Ext1

Ext2

Ext3 Extd Ext5 Exté Ext7 Extd Ext Ext 10

Subscribe Expires: | 3600
Number of Units: |3
Sorver Type: | Broadseft
BLF List UR
BLF Lisl Fealure Oplions: | bif+sd+cp

Use Line Keys For BLF List | Yes
Customizable PLK Options:  sd;

BLFLst  Show

Gall Pickup Audio Notfication: | No

Xter On Speed Dial Enable: | Yas

BLF Label Cisplay Mode: | Name

BLF Callpark On Line Key Enable: | Mo

Ext 11

Ext12

Ext13

Ext 14

Subscribe Retry Interval

Subscribe Delay:

Bxter To Starcode Enable;

BXfer To Remots Party Number Enable:

Wake up phane screen when BLF pickup is ringing:

E0)

Mo
Mo
Mo,

Ext15

[ s ot P s

Ext16

User

Att Consale
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Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — Att Console —~General Moves the additional lines after the
Number of Phone Lines: 4 fourth line or the eighth line to KEM
XML Options: 4|8
<Number of Phone Lines ua="na"> Default: 4
$Number of Phone_Lines%
</Number of Phone Lines>

$Number of Phone Lines% has
options 418

<Number_ of Phone_Lines
ua="na">4</Number of Phone Lines>

4.4.25.3 Assign an Extension Number to a Line Key on KEM

You can assign an extension number to a key expansion module line key so that the line
key can be used as a SIP line. It supports up to 16 SIP lines on a phone. You can
configure a line key as the primary line or as a shared line that shares a SIP number with
other line keys.

To assign an extension number from Web interface, see the following figure.

For 9851/9861
info Voice | Call History | Personal Directory
4 *hone Exd1 Ext2 Exd3 Ext4 Exd5 Ext6 Ed7 Ex8 Ex9 Ed 10 Ex 11 Ext 12 Ed13 Ext 14 Ex15 Ext16 User  Alt Console v
BLF List Feature Options:  bif+sd+cp
Use Line Keys ForBLF List  No
Customizable PLK Options: 54
BLFList Show
Cal Pickup Audio Notification:  No BXfer To Starcode Enable:  No
BXfer On Speed Dial Enable:  No BXfer To Remote Party Number Enable:  No
BLF Label Display Mode:  Name Wake up phone screen when BLF pickup is finging:  No
BLF Calipark On Line Key Enadle:  No
Unit 1 Line key 1
Extension: 1 Short Name:  SUSER
‘Share Cal Appearance:  private Line Labe
Extended Funcion:
Unit 1 Line key 2
Extension:  Disabled ShortName:  SUSER
Share Call Appearance:  private Line Labe!

Extended Function:  fnc=dnd

For 9871
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Info ] Voice

System SIP Provisioning  Regional

Line Key 5 ( kem Unit 1 line key 1)
Extension

Share Call Appearance:

Extended Function

Line Key 6 { kem Unit 1 line key 2 )

Extension:

Share Call Appearance

Extended Function:

Line Key 7  kem Unit 1 line key 3 )
Extension:

Share Call Appearance

Extended Function:

Line Key 8 { kem Unit 1 line key 4 )
Extension.

Share Cail Appearance

Extended Function

Phone Ext 1 Ext2 Ext3 Ext4

Disabled
private
fnc=sd;ext=11@SPROXY;nme=1;

Disabled
private
fnc=sd.ext=22@$PROXY.nme=2;

Disabled
private
fnc=sd;ext=33@$PROXY;nme=3;

Disabled
private
fnc=sd.ext=44@SPROXY,nme=4;

Ext6 Ext7 Ext8 Ext9 Ext 10

T S

Ext

Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 For 9851/9861:

Web Portal Voice — Att Console — Kem line key
section that you want to configure

For 9871:

Voice — Phone— Kem line key section that you
want to configure

Extension: Disabled

XML

For 9851/9861:
<Unit_n_Extension_m_ua="na">

$Unit n Extension m $</Unit n Extens
ion m >

Assigns an extension number to a
line key.

Options: Disabled|1-16

[

%Unit_n_Extension m %
Disabled|1-16

where, replace the n and m with the
corresponding unit number and line
key number.

has options

Example:

<Unit n Extension m ua="na">

$Unit n Extension m %$</Unit n Extens
ion m >

For 9871:

<Extension n_ua="na">
%$Extension n %$</Extension n >

%$Extension n %

Disabled|1-16

has option

where, n is the line key number.

Example: <Extension n_ ua="na">
Disabled</Extension n >
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4.4.25.4 Shut Down a Line Key on KEM

You can shut down a line key on a KEM by setting it to Inert mode. When a KEM line key
is in Inert mode, it is completely disabled. For example, the LED on the line key is turned

off, no icons or text are displayed next to the line key, and the line button is unresponsive.
In short, it is completely unavailable.

To shut down a line key on KEM from Web interface, see the following figure.

For 9851/9861

Info Voice | Call History | Personal Directory

4 Phone Exd1 Ext2 Ext3 Ext4

BLF List Feature Options:
Use Line Keys For BLF List
Customizable PLK Options:

BLF List

Ext§

Call Pickup Audio Notification:
BXfer On Speed Dial Enable:
BLF Label Display Mode:

BLF Calipark On Line Key Enable:

Unit 1 Line key 1

Share Call Appearance:
Extended Function:

Unit 1 Line key 2

Share Call Appearance:

Extended Funcion:  fnc=dnd

For 9871

E;ES?S??

Disabled

Ext6 Ex7 Ex8

Ext9

Ex10

Extil Ext12 Ex13

BXfer To Starcode Enable:
BXfer To Remote Party Number Enable:

Wake up phone screen when BLF pickup is nnging:

Short Name:

Line Labet

Line Label:

Exdt 14

Ext15 Ext16 User  AttConsole ) v

&

SUSER

SUSER

cSNeTe——

4 System sIP Provisioning = Regional

Line Key § ( kem Unit 1 line key 1)

Phone Ext1 Ext2

Disabled
private

: fnc=sd;ext=11@SPROXY;nme=1;

Disabled
private

:  fnc=sd.ext=22@$PROXY,nme=2;

Disabled
private

:  fnc=sd;ext=33@$PROXY,nme=3;

Disabled
private

fnc=sd.ext=44@SPROXY,nme=4;

Ext3

Ext4 Ext§ Ext6

Ext7 Ext8 Ext9 Ext 10 Ext

Line Label:
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Step

Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1

For 9851/9861: Disables the line key of the KEM.

Web Portal Voice — Att Console — Kem line key
section that you want to configure

For 9871:

Voice — Phone— Kem line key section that you
want to configure

Extended Function: Empty

XML

For 9851/9861:

<Unit n Key m_
ua="na">fnc=inert</Unit n Key m >
where, replace the n and m with the
corresponding unit number and line
key number.

For 9871:

<Extended Function n_
ua="na">fnc=inert</Extended Function
n >

where, n is the line key number

4.4.26 Minimum TLS Version for Server and Client

This section provides information on how to set the minimum version of TLS for client and
server respectively, such as 1.1, 1.2, or 1.3. The client and server accept to establish
connections with TLS 1.2 or above as the default minimum TLS version for client and

serveris 1.2.

To configure the minimum TLS version from the web user interface, see the following

figure.

System
Ext 14

Provisioning | Regional Phone Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 Ext 11
Ext 16 User Att Console
User Password:  [Change Password| Display Password Wamings:  No.
Block Nonproxy SIP:  Yes Survivability Test Mode: | No

Security Settings

o] Voo | Gel Hsry ] Personat oreciay | Certieers [

FIPS Mode:  Disabled
TLS Cipher List

| TLS Client Min Version: TLS 1.2 TLS Server Min Version: TLS 1.2

Firewall Enabled

Firewall Options

Figure 67: Minimum TLS Version for Server and Client



Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — System — Security Settings Sets the minimum version of TLS for
For Server: client and server.
TLS Server Min Version: TLS 1.2 Default: TLS 1.2
XML:
For Server:

<TLS_Server_Min_Version ua="na">
%TLS_Server_Min_Version%
</TLS_Server_Min_Version>

%TLS_Server_Min_Version% has values TLS
TLS 1.1]1.2|TLS 1.3|

Example:

<TLS_Server_Min_Version ua="na"> TLS
1.2</TLS_Server_Min_Version>

For Client:
TLS Client Min Version: TLS 1.2

XML:
For Client:

<TLS_Client_Min_Version ua="na"> %TLS_
Client _Min_Version% </TLS_ Client
_Min_Version>

%TLS_ Client _Min_Version% has values TLS
TLS 1.1]1.2|TLS 1.3|

Example:

<TLS_ Client _Min_Version ua="na"> TLS
1.2</TLS_ Client _Min_Version>

4.4.27 Security Classification Feature Configuration

Cisco MPP Series currently does not support this feature.

4.4.28 LLDP-MED TLV Location for Emergency Calls

Note: The settings are available only on Cisco Desk Phone 9800 Series and Cisco Video Phone 8875.

Once the LLDP-MED relevant settings are finished on the phone web page, the phone
can get location from the network switch by the LLDP-MED protocol.

Typically, LLDP-MED contains a location TLV that provides the civic location information.
When an emergency number is dialed, the phone sends its the location information to the
emergency responders to help them locate the physical address.
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To configure the LLDP-MED location for emergency calls from the web user interface, see

the following figure.

System SIP Provisioning | Regional Phone Ext1 Ext2 Ext3 Extd Exts Exté Ext? Ext8 Ext8 Ext 10 Ext 11
Ext 14 Ext15 Ext 16 User At Console
G729 Enable: | Yes. G722 Enable:  Yes
G7222 Enable:  No iLBC Enable:  No
iSAC Enable:  No OPUS Enable:  Yes
Silence Supp Enable:  No DTMF Tx Method:  AVT
Codec Negotiation: | Default Encryption Method: | AES 128
MARI Configuration
MARI Enable:  Yes FEC Enable:  Yes
Dial Plan
Dial Plan: | (P30]911S2/933[1911 [#xx. [ +xx.|*xx*[*xx.|0]00][2-]xoxxxoexcnx. |1 [2-Gxx[2-Okoxsenxx. | kXX, )
Caller 1D Map,
Enable URI Dialing: | Yes Emergency Number: 911,191,833
E911 Geolocation Configuration
E911Enable: | Yes Location Source:  LLDP-MED
Location Info Schema:  HYBRID Retransmission Allowed:  False
Company UUID:  56ef4427-43ff-4be2-abaa-OfebSced Tdb5
Primary Request URL:  hitps://api wxc.e911cloud, com/held-service
Secondary Raquest URL:

Figure 68: LLDP-MED TLV location for emergency calls

Step Command

Purpose

System Configuration File CiscoDev_System.xml.template

Step 1
Plan

Emergency Number: Maximum of 63

characters
XML :

<Emergency Number 1 ua="na">

Web Portal Voice - Ext(n) — Dial

Specifies the emergency number.

For multiple emergency numbers,

Default: Empty

separate each one with a comma.

Valid Values: Maximum of 63

characters

$Emergency Number n%</Emergency Number
1>

%Emergency Number n% can be maximum of
63 characters

Example:

<Emergency Number 1
ua="na">911</Emergency Number 1 >



Step

Command

System Configuration File CiscoDev_System.xml.template

Step 2

Web Portal Voice - Ext(n) - E911
Geolocation Configuration

E911 Enable : Yes

Location Source: LLDP-MED
Location Info Schema: HYBRID
Retransmission Allowed:False
XML :

<E911 Enable n wua="na" um="y">

%$E911 Enable n%</E911 Enable 1 >
%E911 Enable n%: Yes|No

<Location Source n ua="na" um="y">
$Location Source n%</Location Source 1
>

%$Location Source n%: HELD|LLDP-MED

<Location Info Schema n_ ua="na"
um="y">%Location Info Schema n%
</Location_ Info_Schema n >

%Location_Info Schema n%:HYBRID |
RFC4119|RFC5139

<Retransmission Allowed n ua="na"
um="y">%Retransmission Allowed n%
</Retransmission Allowed n >

%Retransmission Allowed n%:False]|
True

Example:

<E911 Enable 1 ua="na"
um="y">Yes</E911 Enable 1 >

<Location Source 1 ua="na"
um="y">LLDP-
MED</Location Source 1 >

<Location Info Schema n ua="na"
um="y">HYBRID</Location Info Schema
n_>

<Retransmission Allowed n_ua="na"
um="y">True</Retransmission_Allowed
n_>

Purpose

E911 Enable : If set to Yes, the
phone will insert geolocation
information into the SIP INVITE
when placing an emergency call.

Options: Yes|No
Default:Yes.

Location Source: Specifies the
protocol used to obtain the phone's
location information. The
supported protocols are:

HTTP Enabled Location Delivery
(HELD): It contains the device
location information in Location
URI. If the phone is registered to
Webex Calling or BroadWorks,
select this option.

Link Layer Discovery Protocol-
Media Endpoint Discovery (LLDP-
MED): It contains the location
TLVs that provide the civic location
information. The civic location
formation contains details about a
physical address.

Options: HELD|LLDP-MED

Default: HELD

Location Info Schema: Specifies
the PIDF format used in the SIP
messages.

Options: HYBRID|RFC4119,
RFC5139

Default: HYBRID

Retransmission Allowed:
Determines whether to allow
retransmission of the location
information in SIP messages.
Options: False|True

Default: False

4.4.29 Disable speakerphone

Note: This feature is available on Cisco Desk Phone 9800 Series and Cisco Video Phone 8875.

You can disable the speakerphone functionality and prevent the user from re-enabling the
speakerphone. However, disabling speakerphone functionality will not affect the handset
or headset. Users can change the audio path to headset or handset to use lines, speed
dials, and softkeys for calling features.
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To configure the speakerphone from the web user interface, see the following figure.

o | Voun | call sty | eranDesco | coras I

System SIP Provisioning | Regional Phone Ext1 Ext2 Ext3 Ext4 Ext 5 Ext &
Ext7 Ext 8 Ext9 Ext 10 Ext 11 Ext 12 Ext 13 Ext 14 Ext 15 Ext 16 User
Att Console

System Configuration
Restricted Access Domains:
Enable Web Server: | Yes
Enable Protocol: | Hitp

Enable Direct Action Url: | Yes Session Max Timeout: | 3600
Session Idle Tmeout: 3600 Web Server Port: |80
Enable Web Admin Access:  Yes Admin Password: |m_\
User Password: |Changem] Display Password Warnings: | No
Block Nonproxy SIP: | Yes Survivability Test Mode:  No

| Disable Speakerphone: Mo |

Figure 69 Speakerphone setting

Step Command Purpose

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice — System - System Disables the speakerphone.
Configuration By default, the speakerphone is
Disable Speakerphone: Yes enabled. To disable it, set this
XML : parameter to Yes.

<Disable Speakerphone ua="na"
um="y">%Disable Speakerphone%
</Disable Speakerphone >

%Disable Speakerphone: Yes|No

Example:

<Disable Speakerphone
ua="na">Yes</Disable Speakerphone>

4.4.30 Emergency Call Configuration

Cisco MPP Series currently does not support this feature.

4.4.31 Advice of Charge Configuration

Cisco MPP Series currently does not support this feature.

4.4.32 Conference Event Configuration

Cisco MPP Series currently does not support this feature.

4.5 Xtended Services Interface Feature Configuration

This section provides configuration instructions for configuration of Xtended Services
Interface (Xsi) features supported by the phone, including but not limited to Cisco
BroadWorks Directory and Cisco BroadWorks Call Logs.
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4.5.1 XSl Authentication Method

The phone must authenticate with the Xsi interface to access the available features. This

section identifies the authentication method(s) supported by the phone and the
configuration required.

1) Authenticate with SIP Authentication Credentials.

Figure 70 Cisco MPP Series XSI Authentication SIP Credentials
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Step Command Purpose

System Configuration File <mac-address>_CiscoDev.xml

Step 1 Set XSI Authentication Type: Sets the XSI Authentication Type.
Web Portal Voice — Phone Tab -> XSI  Default value: Login Credentials.
Service

XSI Authentication Type: SIP
Credentials

XML

<XSI Authentication Type
ua="na">SIP

Credentials</XSI Authentication Typ
e>

Example:

<XSI Authentication Type
ua="na">SIP

Credentials</XSI Authentication Typ
e>

2) Authenticate with Cisco BroadWorks User Login Credentials.

info Call History | Personal Directory

System §iP | Provisioning | Regional Ext 1 Ext2 Ext3 Exd Exas Ext6 Ext7 Exta Exo Exi0 User | AttConsole | TR-069
XS1 Host Server: 81 Autheniication Type: _ Login Crotentials - |
[Login user o Login Password: |
SIP Auth ID: SIP Password:
Direclory Enable:  No Directory Name:
Directory Type:  Enterprise Calllog Enable:  No

Figure 71 XSI Authentication Login Credentials



Step Command Purpose

System Configuration File <mac-address>_CiscoDev.xml

Step 1 Set XSI Authentication Type: Set the XSI Authentication Type.
Web Portal Voice — Phone Tab -> XSI Default value: Login Credentials.
Service

XSI Authentication Type: Login
Credentials

XML

<XSI Authentication Type
ua="na">Login

Credentials</XSI Authentication Typ
e>

Example:

<XSI Authentication Type
ua="na">Login

Credentials</XSI Authentication Typ
e>

4.5.2 XSI Single Sign-On Feature Configuration

This section provides configuration instructions to configure the phone to enable the profile
account authentication feature that supports a temporary login token as an alternative to
the Device Management user name and password. When this feature is enabled, the
phone will prompt for Xsi user name and Xsi password. Profile account authentication
enables the phone to resynchronize the provisioning profile.

When you enable this feature, the Profile account setup screen is displayed on the phone
for the following cases:

m When the HTTP or HTTPs 401 authentication error occurs during first-time
provisioning after the phone reboots.

m  When the Profile account username and password are empty.
m  When there are no username and password in the Profile Rule.

To configure the Profile Account Authentication on the Cisco BroadWorks server, see the
following figure.



Welcome [Looau
—

L
Options: = : i A
o {JIdentity/Device Profile Modify
A oty or
Ok Apply Delete Cancel
Profile Users Files Custom Tags:

IdenttyDevics Profie Name: Sophia_Auth_Tau 88
Type: Gisco-CP-
Devica Typa URL: hitp:110.89.81 183 80dms/CP-76.68-88.3PCC-EM!
Protocol: siP2.0 [

Hast NamallP Addrase: Port
Transport:  Unspacified o)
MAC Address:
Sertal Number:
Descriplen:
Outbound Proxy Server:
STUN Sever:
Physical Location:
LingsPorts: 16
Assigned Lines/Forts: 0
Unassigned Lines/Faris: 16
Version:
Autrentication
Use Iderityievice Profile Type Credentials
(©Use Cuatom Credentisls
* Device Access User Name: sapnie
* Device Access Password;

* Re-type Dievice Acosss Password

Figure 72 Profile Account Authentication on Cisco BroadWorks Server

1) Log in as an admin and access Admin — Device Profile Type. Enable User

Name/Password authentication.

2) Log in with a group account and access Admin — Resources — Identity/Device

Profile Modify.

3) Choose the correct Device Profile Type and set the Device Access User

Name/Password.

4) Associate the Xsi user with the Auth Device Profile.

To enable the Profile Account Authentication Type, see the following figure.

System siP Provisioning | Regional Phane Ext1 Ext 2

Configuration Profile

Resync Trigger 1:

Resync Trigger 2:

[ Profile Authentication Type: | XS| Authentication I
Profile Rule:  /SPSN.xml
Profile Rule B:

Provision Enable: | Yes Resync On Reset:

Resync Random Delay: 2 Resync At (HHmm):
Resync At Random Delay: 600 Resync Periodic:
Resync Error Retry Delay: 3600 Forced Resync Delay:
Resync From SIP: | Yes Resync After Upgrade Attempt:

User Configurable Resync: | Yes Resync Fails On FNF:

Ext3

Ext 4 » |4

Figure 73 Cisco MPP Series Profile Authentication Type



Step

Command

System Configuration File <mac-address>_CiscoDev.xml

Step 1

Set Profile Authentication Type:
Web Portal Voice - Provisioning ->
Configuration Profile

Profile Authentication Type: XSI
Authentication

XML

<Profile_Authentication_Type
ua="na">%PROFILE_AUTH_TYPE%</Profile_
Authentication_Type>

Note: %Profile AUTH Type% have
three types: Disabled, Basic HTTP
Authentication,XSI Authentication

Example:

<Profile Authentication Type
ua="na">XSI

Authentication</Profile Authenticat
ion Type>

Purpose

Set the Profile Authentication Type

Default value: Basic HTTP
Authentication

To configure XSI Host Server and XSI Authentication Type, see the following figure.

X8I Phone Service

lxstostServer, xspbsoft22.sipurash.com ]
Login User ID:  4081005300@as1bsoft22.

SIP Auth ID:  sophia_5300
Directory Enable:  Yes
Directory Type:  Enterprise

CallLog Associated Line: 1

I XSI Authentication Type:  Login Credentials I

Login Password: ~ sessssssssses
SIP Password:  sesssssesense

Directory Name:  Broadsoft Directory

CallLog Enable:  Yes

Display Recents From: ~ Server

Figure 74 XSl Host Server and XSI Authentication Type Configuration

Step

Command

System Configuration File <mac-address>_CiscoDev.xml

Step 1

Step 2

Set XSI Host Server.
Web Portal Voice — Phone -> XSI
Host Server

XSI Host Server: xsp.broadworks.net

Set XSI Authentication Type.

Web Portal Voice — Phone -> XSI
Host Server

XSI Authentication Types:

1) Login Credentials - For account
information, see Authenticate
with SIP Authentication
Credentials.

2) SIP Credentials - For account
information, see Authenticate
with Cisco BroadWorks User
Login Credentials.

Purpose

Sets the XSI Host Server.

Sets the XSI Authentication Type.
Default value: Login Credentials.

Note that if the user does not fill in the
account information, the single sign-on
dialog will appear to prompt the user to
enter the account information.
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4.5.3 Cisco BroadWorks User Service Configuration

Cisco MPP Series currently does support BroadWorks Anywhere and Caller ID Blocking.
BroadWorks Anywhere is a solution of seamlessly moving a call from a location (for
example, desk phone number) to another location (for example, mobile phone). This
feature is to display the BroadWorks Anywhere locations (phone numbers) on phone, and
to support add, modify, and delete operations from the GUI. The BroadWorks Anywhere
service should be assigned to the user from the Cisco BroadWorks portal for this feature
to work. BroadWorks Anywhere should be enabled and configured from the phone web
page by the administrator.

Cisco BroadWorks Configuration

1) To configure the BroadWorks Anywhere service for the user, go to User — Assign
Services.

Syalem > uclo > soark_call > Usars - 225698 bsoR22.1odn cisco com Woicome Administrator (Loows
=

‘.’ = Assign Services
nosgn forauser. s vassy s beon e cut wit be kot

Avaitabie Service Packs.

.

Figure 75 BroadWorks Anywhere Service for User

2) Configure the password for the user.

— If you set the XS/ Authentication Type to “Login Credentials” from the phone web
page, you need to configure the User's Passwords from the Cisco BroadWorks
portal. It is identical to “Login Password” on the phone web page.

System > uclo > spark_call > Users : 2256@as bsof22.roind cisco.com Welcome Administrator fLosoul

Passwords
Passworss alows you confiure your passwonts o the web ponl andior portal

(e — ]

This users password sxpred
© 5ot wob scomss pasmwcrd et poral passward
Raset Password
[ S ——

:
.
:
* Re-type new password.
-

Figure 76 BroadWorks Anywhere Password Page

— If you set the XSI Authentication Type to “SIP Credentials” from the phone web
page, you need to assign an Authentication service to the user, and then
configure User — Utilities — Authentication from the Cisco BroadWorks portal.
They are identical to the Auth ID and the Password on the phone web page.

System > uclg > spark_call > Users : 2256@as.bsoR22.rodn, cisco.com Welcome Administrator [Lose)
—— —

Authentication

sanvce n The user name and

the user at & gven phons

¥ Y . “
password must your phone, o mﬂ’\ﬁu"lmﬂ fie.

* Authenbation User Name: 2256
* Type new authentcaton passard
* Re-tyDS Néw BUTHGICANON Dassword

=
[ (e

Figure 77 BroadWorks Anywhere Authentication Page
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Device Webpage Configuration

Info Voice | Call History | Personal Directory

System SIP | Provisioning | Regional | Phone Ext1 Ext4 Ext 10 User | AttConsole = TR-069

Subscriber Information
Display Name: 4085290462 4085290462
Password:

Reversed Auth Reaim:

XSl Line Service

XSl Authentication Type:
Login Password
Block CID Enable:

XS! Host Server:  xspbsoft sipurash.com Login Credentials
dolphin005@10.74.121.51

Yes

Login User ID:
Anywhere Enable:

Figure 78 BroadWorks Anywhere XSl Authentication — Login Credentials

Info Voice Call History | Personal Directory
System SIP Provisioning  Regional Phone Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9 Ext 10 User Att Console TR-069
Subscriber Information
Display Name: 4085290462 UserID: 4085290462
[ Password: eeeeene Auth ID:  doiphin005 |
Reversed Auth Realm: SIP URI:
XSI Line Service
XS| Host Server:  xspbsoft.sipurash.com XS! Authentication Type:  SIP Credentials ]
Login User ID:  dolphin005@10.74.121.51 Login Password:
Anywhere Enable:  Yes Block CID Enable:  No
Step Command Description

Configuration File <mac-address_CiscoDev>.xml

Step 1 Set the “Anywhere Enable”.

Voice Tab 2> Ext <#>:

These device settings
allow the user to use

BroadWorks Anywhere.
Anywhere Enable to yes

Set “XSI Host Server”
Voice Tab = Ext <#> = XSI Line Settings:
Check Figure 29 and Figure 30

Set “Login User ID”

Voice Tab = Ext <#> > XSI
Settings:

Line
Check Figure 29 and Figure 30

XML

>3
]

<XSI Host Server 1 ua="na">
XSI Host Server 1 %$</XSI Host Server 1 >
<XSI_Authentication_ Type 1 ua="na">%
XSI_Authentication Type 1 %</XSI Authentica
tion Type 1 >

<Login User ID 1 wua="na">%

Login User ID 1 %</Login User ID 1 >
<Login_Password 1_ ua="na">%

Login_ Password 1 %</Login_ Password 1 >

<Anywhere Enable 1 ua="na">%
Anywhere Enable 1 %</Anywhere Enable 1 >

Figure 79 BroadWorks Anywhere XSI Authentication — SIP Credentials
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4.5.4 Cisco BroadWorks Call Logs Configuration

Integration with the Cisco BroadWorks Xtended Services Interface for Call Logs enables
the phone to get a call log history (all calls) from Cisco BroadWorks and make them
available to a user via the phone menus.

ord provided

Call History | Personal Directory | Certificate

4 |System sSIP Provisioning | Regional Phone

Call Log
CallLog Enable: | No CallLog Associated Line: |1

Display Recents From: | Phone

Figure 80 Call Log Settings on MPP Phones

Info Voice Call History | Personal Directory | Certificate
System sSIP Provisioning | Regional Phone Ext 1 Ext 2 Ext3 Ext 4 Ext 5
Ext6 Ext 7 Ext& Ext9 Ext 10 Ext 11 Ext 12 Ext 13 Ext 14 Ext 15
Ext 16 User Aft Console
Call Log
CallLog Associated Line: 1 Display Recents From: | Webex

Figure 81 Call Log Settings on 9800 Series and 8875 Phones

Step Command Description

Configuration File <mac-address_CiscoDev>.xml

Step 1 Set Cisco BroadWorks Call Log These device settings allow the user
Web portal: Voice = Phone = Call to S Cisco BroadWorks Call
Log: Logging.
Calllog Enable: Yes
Call Asseciated himss 1 CallLog Enable: Allows the user to
Parsiey & s P s use call logs from the XSI server or
ilsplay ecents rom: erver WebeX.

Options: Yes/No
XML Default: No
<CallLog Enable ua="na">
%CalllLog Enable% </Calllog Enable>
Note: The CallLog

<CallLog Associated Line ua="na">%Call Enaple setting isn't
Log Associated Line$% available on 9800

</CallLog Associated Line> Seriges and 8875.

<Display Recents From ua="na">%

R AL CallLog Associated Line: Allows you
$</Display Recents From> to select a phone line for which you

want to display the recent call logs.
XML Example: Options: 1-10

<Calllog Enable ua="na">Yes</CalllLog E Default: 1.
nable>



Step Command Description
<CallLog Associated Line ua="na">1</Ca Display Recents From: Select Server

1llLog Associated Line> or XSI Server from the list, depending

<Display Recents From on your phone model.

ua="na">Server</Display Recents_From> Options on MPP Phones: Phone/
Server/Webex

Options on 9800 Series and 8875:
Phone/XSI Server/Webex

Default: Phone

4.5.5 Cisco BroadWorks Directory Configuration

Integration with the Cisco BroadWorks Xtended Services Interface for Directories enables
the phone to download personal, group, and enterprise directories from Cisco
BroadWorks and make them available to a user via the phone menus. To enable this
feature, follow these instructions.

Searches are based upon directory hierarchy. For more information, see the Cisco
Muiltiplatform Series Phones Administration Guide [1].

Step Command Description

Configuration File <mac-address_CiscoDev>.xml

Step 1 Set BroadSoft Directory Settings. These device settings allow the user
Web Example: to use BroadSoft Directory lookups
via the Xtended Services Platform
Phone Tab: server.

Directory Enable: Yes

XSI Host Server:
xsp.broadworks.net

Directory Name: Broadsoft

XML :

<Directory Enable
ua="na">Yes</Directory Enable>

<XSI Host Server

ua="na">%XSI SERVER%</XSI Host Se
rver>

<Directory_Name
ua="na">%BROADSOFT_ DIR_NAME%</Dir
ectory Name>

<Directory Type
ua="na">%DIRECTORY_ TYPES%</Directo
ry Type>

XML Example:

<Directory Enable
ua="na">Yes</Directory Enable>
<XSI Host Server
ua="na">xsp.broadworks.net</XSI H
ost_ Server>

<Directory Name
ua="na">Broadsoft</Directory Name
>

<Directory Type
ua="na">Enterprise</Directory Typ
e>



lllllllll
CISCO

4551

Cisco BroadWorks All Contacts Display Configuration

This section provides configuration instructions on how to enable Cisco BroadWorks
directory to view all Cisco BroadWorks contacts without performing any search operation,
enable or disable five Cisco BroadWorks directories (Enterprise, Enterprise Common,
Group, Group Common, and Personal) individually. Also, maximum number of contacts
displayed on the screen can be configured.

To configure the feature, you must create a user account which can access the five Cisco
BroadWorks directories.

Configure a Cisco BroadWorks Account to Access Five BroadWorks Directories.

4.5.5.2 Configure a Cisco BroadWorks Account to Access Five BroadWorks Directories

To configure the Cisco BroadWorks account, see the following figures.

Options:

Enterprise

Utilities

Profile
Resources Basic
=
onfced BroadWorks Anywhere Number Lookup
Call Center

Verify whether a number is used as a BroadWorks Anywhere location anywhere in this service provider/enterprise.

Common Phone List

Display, madify, or import a common enterprise phone list.

Communication Barring
Meet-Me Conferencing

Device Profile Authentication Password Rules
Define the device profile password rules that administrators must follow to create or update device profile passwords.

Enterprise Directory
Display the enterprise directory listing.

Feature Access Codes
Configure default feature access codes for new groups.

Password Rules

Define the password rules that users and administrators must follow to create and update passwords.
Passcode Rules

Define the passcode rules that users must follow to create and update portal passcodes.

SIP Authentication Password Rules

Define the SIP password rules that administrators must follow to create or update SIP passwords.

Figure 82 Configure Enterprise and Enterprise Common Directory

3) Log in to your Enterprise level account that your administrator has created for you in
the Cisco BroadWorks server.

4) Select Enterprise — Ulilities.

5) Configure Enterprise Common Directory and Enterprise Directory respectively to view

the Enterprise directory listing from Common Phone List and Enterprise Directory
menus, respectively.

Enterprise

Welcome [Logout]

Options:

Groups

P Profile
Resources

Add a new group or manage existing groups.

[Page 10of 1]

Call Center

Communication Barring Enter search criteria below

Meet-Me Conferencing Group ID B Starts With B Search

Utilities
Group ID [4] Group Name_ User Limit_ Edit

2a_bsof_di_ant 2000 ot

xsi_bsoft_dir_ent2 xsi_bsoft_dir_ent2 2000 Edit
xsi_bsoft_directory_example xsi_bsoft_directory_example 1001 Edit
xsi_bsoft_directory_test1 xsi_bsoft_directory_test1 1001 Edit
xsi_bsoft_directory_test2 xsi_bsoft_directory_test2 1001 Edit

Figure 83 Configure Group Directory Contacts
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6) Select Enterprise — Profiles — Groups.

You can see the groups available in the enterprise directory. In the above example, you
can select the group xsi_bsoft_dire_ent1 and modify. Select the group and access it.

Enterprise > xsi_bsoft _dir_ent1

Op'inns.: Usel‘s
» Profile

Resources Add a new user or manage existing users in your department or group.

S = X
Call Center

Communication Barring Enter search criteria below

Meel-Me Cor User ID B starts With [

Utilities
User ID [4] Last Name First Name Phone Number Extension
AveryGee@sipurash22.com Avery Gee +1-5081001010 1010
bsdirtest@sipurash22.com test bsdir +1-5081001018 1018
Hamilton@sipurash22.com Hamilton Alexander +1-5081001090 1090
skasisub@sipurash22.com lian Kasi Su i +1-5081001043 1043
teulbertEnterprise6851@sipurash22.com Culbertson Tony +1-5081001003
teulbertEnterprise8851@sipurash22.com Culbertson Tony +1-5081001001 1001
tfloryan8851HE@sipurash22.com Group John +1-5081001040 1040
tlloryan8851WE@sipurash22.com Bellon Lorraine +1-5081001041 1041
tfloryanHost@sipurash22.com Floryanzia Tyrone +1-5081001042 1042
willalex@sipurash22.com Alexander William +1-5081001047 1047
wmoorefi@sipurash22.com Moorefield Wayne +1-5081001015 1015

[Page 10f1]

=

Figure 84 Add Users to Group Directory

7) Go to Profile — Users.
You can see all users in the group directory contacts list.
8) To add a new user, click Add.

For example, you can add a new user (bsdirtest@sipurash22.com) as shown in
Figure 84.

Select Enterprise — xsi_bsoft_dire_ent1 — Utilities.

Enterprise > xsi_bsoft_dir_ent1

Options: I
— Utilities
Resources Basi
Servi
Sonfos BroadWorks Anywhere Number Lookup
Call Center

—— - Verify whether a number is used as a BroadWorks Anywhere location in this group.
Communication Barring

Meet-Me Conferencing
B Utilities

| Common Phone List
Display or modify common group phone lists.

Custom Contact Directories

Define new custom contact directories that contain a subset of the users in the group or
enterprise.

Figure 85 Configuring Group Common Directory

9) Select Common Phone List.

Common Phone List menu represents Group Common directory. You can configure
the directory using this menu.

10) Go to Enterprise — xsi_bsoft_dir_ent1 — Users — Outgoing Calls — Personal Phone
List.
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Enterprise > xsi_bsoft_dir_ent1 > Users : bsdirtest@sipurash22.com Welcome [Logout]

Options:
Profile

Outgoing Calls

Basic Advanced

None of the menu items in this category are enabled. Personal Phone List

Configure a list of numbers to allow quick dialing from
your Click To Dial-enabled client.

B Outgping Calls
Messaging

Communication Barring
Utilities

Figure 86 Configure Personal Directory

You can configure personal directory here.

11) Select Enterprise — xsi_bsoft _dir_ent1 — Users — Profile — Passwords to set the
user credentials.

Enterprise > xsi_bsoft_dir_ent1 > Users : bsdirtest@sipurash22.com

Options:

Passwords

B Profile )
Outgoing Calls Passwords allows you configure your passwords for the web portal and/or portal.
Calling Plans
Messaging
Communication Barring {0 set web access password  Set portal password

Utilities Reset Password
* Type new password:

* Re-type new password:

1= 1

Figure 87 User Credentials

The user account is created.

To configure the Directory services from the phone web interface, see the following figure.

Info Voice Call History | Personal Directory | Certificate
System SIP Provisioning = Regional Phone Ext 1 Ext 2 Ext3 Ext4 Ext 5 Ext6 » | v
XSI Phone Service
XS| Host Server: XSl Authentication Type:  Login Credentials
Login User ID: Login Password:
SIP Auth 1D: SIP Password:
Directory Enable:  No Directory Individual Mode Enable:  No
Directory Type:  Enterprise Directory Name:
Directory Personal Enable:  No Directory Personal Name:
Directory Group Enable:  No Directory Group Name:
Directory Enterprise Enable:  No Directory Enterprise Name:
Directory GroupCommon Enable:  No Directory GroupCommon Name:
Directory EnterpriseCommon Enable:  No Directory EnterpriseCommon Name:
Add Contacts to Directory Personal:  No

Figure 88 XSI Phone Service on MPP Phones
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Info Call History | Personal Directory
System SIP Provisioning |  Regional Phone User Att Console|
Directory Services
Persanal Directory Enable:  Yes Search All Enable:  Yes

’ Browse Mode Enable:  Yes ‘ Max Display Records: 50

Figure 89 Directory Services on MPP Phones

To configure the Directory services of Cisco Desk Phone 9800 Series and Cisco Video
Phone 8875 from the phone web interface, see the following figure.

Info Voice Call History | Personal Directory | Certificate
System SIP Provisioning = Regional Phone Ext1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext8 Ext 10
Ext 11 Ext 12 Ext13 Ext 14 Ext 15 Ext 16 User Att Console

XSl Phone Service

XS| Host Server:  https://cisco.sipflash.com XS Authentication Type:  SIP Credentials
Login User ID:  v7uq2jghsy@75792245.us Login Password:
SIP Auth ID:  +12099809920 SIP Password:  ssssssssssses
Directory Enable:  No Directory Individual Mode Enable:  No
Directory Name: ~ Company Directory Directory Personal Enable: ~ Yes
Directory Group Enable:  Yes Directory Enterprise Enable: ~ Yes
Directory GroupCommon Enable:  Yes Directory EnterpriseCommon Enable:  Yes

Figure 90 XSI Phone Service on 9800 Series and 8875 Phones

Info Voice Call History | Personal Directory | Certificate
System SIP Provisioning | Regional Phone Ext 1 Ext 2 Ext3 Ext 4 Ext 5 Ext6
Ext7 Ext 8 Ext9 Ext 10 Ext 11 Ext 12 Ext 13 Ext 14 Ext 15 Ext 16 User
Att Console
Security settings:  Show Voice feedback:  Show
Fontsize:  Show Restart:  Show

Factory reset:  Show

Directory Services

Enable Directory Search for Off-hook Y
es

Max Display Records: 50 Dial:

Figure 91 Directory Services on 9800 Series and 8875 Phones

Step Command Description
Configuration File <mac-address_CiscoDev>.xml

Step 1 Web Example:
Voice — Phone — XSI Phone Services:



Step

Command

Configuration File <mac-address_CiscoDev>.xml

Directory Individual Mode
Enable : No

XML

<XsiDir Individual Mode Enabl
E

ua="na">%XSIDIR INDIVIDUAL MO
DE ENABLE%</XsiDir Individual
_Mode Enable>

Note:%XSIDIR INDIVIDUAL MODE
ENABLES has two options: Yes
and No.

XML Example:

<XsiDir Individual Mode Enabl
E

ua="na">No</XsiDir Individual
_Mode Enable>

Directory Personal Enable
No

XML:

<XsiDir_ Personal_ Enable

ua="na">%$XSIDIR_ PERSONAL ENAB
LE%</XsiDir Personal Enable>

Note:

$XSIDIR PERSONAL ENABLES% has
two options: Yes and No.

XML Example:

<XsiDir Personal Enable
ua="na">%$XSIDIR_PERSONAL ENAB
LE%</XsiDir Personal Enable>

Directory Personal Name
Empty

XML:

<XsiDir Personal Name

ua="na">%XSIDIR PERSONAL NAME
%$</XsiDir Personal Name>

XML Example:

<XsiDir Personal Name
ua="na">Empty</XsiDir Persona
1 Name>

Directory Group Enable: No
XML:
<XsiDir Group Enable

ua="na">%XSIDIR GROUP ENABLE%
</XsiDir Group_ Enable>

Note:

$XSIDIR_GROUP_ENABLE% has two
options: Yes and No

XML Example:

<XsiDir Group Enable

ua="na">No</XsiDir Group_ Enab
le>

Description

Enables the individual mode for the Cisco
BroadWorks directories. The parameter
is valid only when the Directory Enable is
set to “Yes”. When this mode is enabled,
the individual Cisco BroadWorks
directories (such as, Enterprise, Group,
Personal, and so on) can display on the
phone.

Default: No

Enables the Cisco BroadWorks personal
directory for the phone user. Select “Yes”
to enable the directory and select “No” to
disable it. The parameter is valid only
when both “Directory Enable” and
“Directory Individual Mode Enable” are
set to “Yes”.

Default: No

Name of the Cisco BroadWorks personal
directory. Displays on the phone as a
directory choice.

Default: Empty.

If the value is empty, the directory name
is “Personal” on the phone.

Enables the Cisco BroadWorks group
directory for the user.

The parameter is valid only when both
Directory Enable and Directory Individual
Mode Enable are set to “Yes”.

Default: No



Command

Configuration File <mac-address_CiscoDev>.xml

Directory Group Name

XML:

<XsiDir_ Group Name
ua="na">%XSIDIR GROUP NAME%</
XsiDir Group Name>

XML Example:

<XsiDir_ Group Name ua="na">-
</XsiDir Group Name>

Directory Enterprise Enable:
No

XML:

<XsiDir Enterprise Enable
ua="na">%XSIDIR ENTERPRISE EN
ABLE%</XsiDir Enterprise Enab
le>

Note:

$XSIDIR ENTERPRISE ENABLES%
has two options: Yes and No

XML Example:
<XsiDir Enterprise Enable

ua="na">No</XsiDir Enterprise
_Enable>

Directory Enterprise Name:
Empty

XML:

<XsiDir_ Enterprise_ Name
ua="na">%XSIDIR ENTERPRISE NA
ME%</XsiDir Enterprise Name>
XML Example:

<XsiDir Enterprise Name

ua="na">DirenterpriseName</Xs
iDir Enterprise Name>

Directory GroupCommon Enable:
No
XML:

<XsiDir_GroupCommon_Enable
ua="na">%$XSIDIR_GROUPCOMMON_ E
NABLE%</XsiDir GroupCommon_ En
able>

Note:

$XSIDIR_GROUPCOMMON ENABLES%
has two options: Yes and No
XML Example:

<XsiDir_ GroupCommon_FEnable
ua="na">No</XsiDir GroupCommo
n_Enable>

Description

Name of the Cisco BroadWorks group
directory. Displays on the phone as a
directory choice.

Default: Empty

If the value is empty, the directory name
is “Group” on the phone.

Enables the Cisco BroadWorks
enterprise directory for the phone user.
The parameter is valid only when both
Directory Enable and Directory Individual
Mode Enable are set to “Yes”.

Default: No

Name of the Cisco BroadWorks
enterprise directory. Displays on the
phone as a directory choice.

Default: Empty.

If the value is empty, the directory name
is “Enterprise” on the phone.

Enables the Cisco BroadWorks
GroupCommon directory for the phone
user.

The parameter is valid only when both
Directory Enable and Directory Individual
Mode Enable are set to “Yes”.

Default: No



Step

Command

Configuration File <mac-address_CiscoDev>.xml

Step 2

Directory GroupCommon Name:
DirGroupCommon

XML:

<XsiDir GroupCommon Name
ua="na">%XSIDIR GROUPCOMMON N

AME%</XsiDir_ GroupCommon Name
>

XML Example:

<XsiDir GroupCommon Name
ua="na"> DirGroupCommon
</XsiDir GroupCommon Name>

Directory EnterpriseCommon
Enable

XML:

<XsiDir_ EnterpriseCommon_Enab
le

ua="na">%XSIDIR ENTERPRISECOM
MON ENABLE$</XsiDir Enterpris
eCommon_Enable>

Note:

$XSIDIR ENTERPRISECOMMON ENAB
LE$ has two options: Yes and
No

XML Example:

<XsiDir_ EnterpriseCommon_Enab
le

ua="na">No</XsiDir Enterprise
Common_Enable>

Directory EnterpriseCommon
Name: DirEnterpriseComm

XML:

<XsiDir EnterpriseCommon Name
ua="na">%XSIDIR ENTERPRISECOM
MON NAMES$</XsiDir EnterpriseC
ommon_Name>

XML Example:

<XsiDir_ EnterpriseCommon_Name
ua="na">DirEnterpriseComm
</XsiDir EnterpriseCommon Nam
e>

Go to Voice — Phone — Directory
Services to configure the following
settings:

Description

Name of the Cisco BroadWorks Group
Common directory.

Displays on the phone as a directory
choice.

Default: Empty

If the value is empty, the directory name
is “Group Common” on the phone.

Enables the Cisco BroadWorks
EnterpriseCommon directory for the
phone user.

The parameter is valid only when both
Directory Enable and Directory Individual
Mode Enable are set to “Yes”.

Default: No

Name of the Cisco BroadWorks
Enterprise Common directory.

Displays on the phone as a directory
choice.

Default: Empty

If the value is empty, the directory name
is “Enterprise Common” on the phone.



Step Command Description

Configuration File <mac-address_CiscoDev>.xml

MPP Phones Personal Directory Enable: Enables the
Personal Directory Enable: Yes personal address book directory for the
phone user.
Search All Enable: Yes Opi Yes/N
ions: Yes/No
Browse Mode Enable: No P
Default: Yes

Max Display Records: 50

XML

Search All Enable: Determines whether
the phone user can search for contacts in
all configured directories.

<Personal Directory Enable
ua="na">% B
Personal Directory Enable%

</PERSONAL_DIR_ENABLE> Options: Yes/No
<Search All Enable ua="na">% Default: Yes
SEARCH ALL ENABLE%</Search Al
1 Enable>

S Browse Mode Enable: Determines
<Browse_Mode_Enable whether to trigger an auto preload
ua="na">BROWSE_MODE_ENABLE</B operation to show the contacts when you
rowse_Mode_Enable> enter a directory on the phone.
<Max Display Records Options: Yes/No

ua="na">MAX DISPLAY RECORDS</
Max Display Records>

XML Examples:

<Personal Directory Enable
ua="na">Yes</Personal Directo

Default: No

Max Display Records: Specifies the
maximum number of contacts to display

ry Enable> I &) CRItys

<Search All Enable Value range: 50 to 999

ua="na">Yes</Search All Enabl Default: 50

e>

<Browse_Mode Enable

ua="na">No</Browse_Mode_ Enabl

e>

<Max_Display Records

ua="na">50</Max Display Recor

ds>

9800 Series and 8875 Phones Max Display Records: Specifies the

Max Display Records:50 maximum number of contacts to display
in a query.

Enable Directory Search for query

Off-hook Dial:Yes Value range: 50 to 999

XML, Default: 50

<Max Display Records ua="na'">

SMAX DISPLAY RECORDSS Enable Directory Search for Off-Hook

</Max_ Display Records> Dial: Specifies whether directory

<Enable Directory Search for searches are allowed while dialing in off-

Off-hook Dial ua="na">$% hook mode, including .

DIR_SEARCH_FOR_OFF_HOOK_DIAL Options: Yes/No

%$</Enable Directory Search fo

- — — Default: Yes

r Off-hook Dial>

XML Examples:

<Max_Display_ Records
ua="na">50</Max Display Recor
ds>

<Enable Directory Search for
Off-hook Dial
ua="na">Yes</Enable Directory
_Search for Off-hook Dial>
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4.5.6 DND and Call Forwarding Status Sync via XSl Service

This section provides configuration instructions to configure the settings on the phone to
enable status synchronization of do not disturb (DND) and call forwarding between the
phone and the server. Phone uses XSl service to get or set the DND or call forward
functions on the Cisco BroadWorks server. When user changes the settings on the server,
the server uses XSI-Events to notify the phone. There are two ways to synchronize the
feature status.

m Feature Key Synchronization (FKS)
m XSl Synchronization

1) To configure the XSI Login Credentials on the Cisco BroadWorks server, see the
following figure.

Group = Users : 2404986360

Options:
Profile
Incoming_ Calls
Outgoing Calls
Call Control
Client Applications
Messaging
Utilities

Passwords

Passwords allows you configure your passwoerds for the web pertal and/or portal
1~ I I

Revoke Previously Issued Long Lived Tokens

[®] Set web access password Set portal password
Reset Password

* Type new password

* Re-type new password:

Cancel

Figure 92 XSI Login Credentials with Cisco BroadWorks

1) Log in with a Group account.
2) Select Group — Profile — Users.
3) Click Search and choose a user account that you want to modify.

4) From the Profile page, click Passwords and set the Web access password as shown
in Figure 92.

5) Ifthe login user ID does not contain a server domain, extend it as follows: “<user
id>@<server domain>".

To configure XSI SIP Credentials on the Cisco BroadWorks server, see the following
figure.

Options:
Proe

Authentication

Auhencaon aows you 1 use encypn o safely detmine ha e user at 2 e phone s ot say e are. This s prevent hiacing o senvioe mhosted communcations ek The user name and
pasnrd mist match he username and passiord oonigured an your phone, o n ur phane's coiurahan e

0K Boy | Cace

B Ui bt e e A0

*Type new auhentcaton pessuort

*Reype new audhentcaton pessiort

Figure 93 XSI SIP Credentials with Cisco BroadWorks
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1) Log in with a Group account.
2) Go to Group — Profile — Users.
3) Click Search and choose a user account that you want to modify.
4) In the Profile page, click Assign Services.
5) From the Assign Services page, from Available Services, add Authentication to the
User Service and click OK.
6) Access the page Ulilities — Authentication.
7) Set the SIP Authentication account as shown in Figure 93.
8) Enable DND and Call Forwarding Status Synchronization via XSI Service from Web
Portal.
N e—
. System SIP Provisioning  Regional Phone Ext1 Ext2 Ext3 Exta ExtS Exté Ext7 Ext® Ext® Ext 10|
Aternate Proxy:
Anemate Outbound Proxy.
Survivability Proxy.
o P
Make Call Without Reg:  No Register Expres: 3600
Ans Call Wthout Reg: No. Use DNS SRV Yes
e P
Dual Registration:  No Auto Register When Falover  No
Subscriber Information
Display Name User 1D: eqttmaghhe
Hottine servies XS Host Server  hitps /icisco sipflash com XSi Authentication Type:  SIP Credentials
Login User ID:  eqitmdghhe@ 75792245 u User ExternallD: 30c3420-9b3c-4d51-b051
Logn Password. Anywhers Enable:  No
e — RO el -2
po ) —

Figure 94 DND and Call Forwarding Status Synchronization

o | vore [Cattistery T Persona ovocory T corrcre |

4 | System siP Provisioning  Regional Phone Ext1 Ext2 Ext3 Ext4 Ext§ Ext6 Ext7 Ext8 Ext9

Ans Call Without Reg:  No Use NS SRV:  Yes
DNS SRV Auto Prefix:  Yes Proxy Failback Intvt: 1800
Survivability Proxy Faliback Intvt: 30 Proxy Redundancy Method:  Normal
. Dual Registration:  No Auto Register When Falover:  No
LS Name Valdate:  Yes
Subscriber Information
Display Name UserID:  erpnpzgepi_OCDSD39ESF
L — AUnID:  +18325550139
Reversed Auth Reaim: SIP URL
XS Line Service
XSI Host Server:  hitps.//cisco-int bcld webe) XS Authentication Type: SIP Credentals ~
Login User ID:  erpnpzgepi@64941297.int Login Password
Block CID Enable:  No - DND Enable:  No
CFWD Enable:  No

Figure 95 DND Call Forwarding for 9800 Series



Step Command
System Configuration File <mac-address>_CiscoDev.xml

Step 1 Set XSI Host Server and XSI Authentication
Type:
Set XSI host server:

Web Portal Voice - Ext (n) — XSI
Line Service

XSI Authentication Type: Login
Credentials or SIP Credentials

Authentication with Login
Credentials:

Web Portal Voice — Ext(n) - XSI
Line Service

Login User ID and Login Password
OR
Authenticate with SIP Credentials:

Web Portal Voice - Ext(n) —
Subscriber Information

Auth ID and Password

Step 2 Enable Call Forward and DND Status Sync via
XSI Service:

Web Portal Voice - Ext(n) — XSI
Line Service

DND Enable: Yes/No
CEWD Enable: Yes/No
XML

<DND_Enable 1

ua="na">%xSI DND ENABLE N%</DND Ena
ble 1 >

<CEFWD_Enable 1

ua="na">%xSI CFWD ENABLE N%</CFWD E
nable 1 >

Tags:

%XSI_DND ENABLE N%
%$XSI_CFWD ENABLE N%
Range of N% is 1-16

4.5.7 Cisco BroadWorks Visual Voice Mail Configuration

Cisco MPP Series currently does not support this feature.

4.6 Instant Message and Presence Configuration

Purpose

Set the XSI Host Server and XSI
Authentication Type.

Enable Call Forwarding and DND
Status Sync via XSI Service.

Default Value: No.

NOTE: Cisco Desk Phone 9800 Series and Cisco Video Phone 8875 do not support this feature.

This section provides configuration instructions for configuration of a phone for integration

with BroadCloud Instant Message and Presence.
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Figure 96 Cisco MPP Series XMPP Settings

Step

Command

Configuration File <mac-address_CiscoDev>.xml

Step 1

Set BroadSoft XMPP.

Web Example:

Phone Tab:

XMPP Enable: Yes

Server: xsp.broadworks.net
Port: Broadsoft

UserID: userl

Password: password

Login Invisible: No

Retry Intvl: 50

XML Example:

<!-- Broadsoft XMPP -->

<XMPP_Enable
ua="na">Yes</XMPP_Enable>

<XMPP_Server
ua="na">%BW_IMP_ SERVICE_NET_AD
DRESS-1%</XMPP_Server>

<XMPP Port
ua="na">%BW_IMP SERVICE PORT-
1$</XMPP_Port>

<XMPP User ID
ua="na">%BW_USER IMP ID-
1%</XMPP_User ID>

<XMPP_Password
ua="na">%BW USER_IMP PWD-
1%</XMPP_Password>

4.7 xAPI Configuration

Description

These device settings allow the user to
use Cisco BroadWorks Instant Message
and Presence.

xAPI is a new set of APIs for monitoring, managing, and controlling PhoneOS-based
devices. Customers and partners can now use xAPI through HTTP or HTTPS to manage
phones and build custom solutions.

To configure the muliti-line interface from the web user interface, see the following figure.
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Info Voice Call History [ Personal Directory | Certificate _
System SiP Provisioning = Regional Phone Ext3 Ext4 Ext5 Ext6
Ext8 Ext9 Ext 10 Ext 11 Ext 12 Ext 15 Ext 16 User Att Console
System Configuration
Restricted Access Domains:
[ Enable web Server:  Yes
Enable Protocol:  Http
Enable Direct Action Url:  Yes Session Max Timeout: 3600
Session Idle Timeout: 3600 Web Server Port: 80
Enable Web Admin Access:  Yes Admin Password: Change Password
User Password:  Change Password Display Password Wamings: No
Block Nonproxy SIP:  Yes Survivability Test Mode:  No

Figure 97:xAPI Configuration

Step Command

System Configuration File CiscoDev_System.xml.template

Step 1 Web Portal Voice - System — System

Configuration
Enable Web Server: Yes
Enable Protocol: Https
Web Server Port: 443

XML :

<Enable Web Server ua="na">
%Enable Web Server$
</Enable Web Server>
Options: Yes|No

<Enable Protocol ua="na">
%Enable Protocol%

</Enable_ Protocol>

Options:Http |Https

<Enable Direct Action Url ua="na">
%$Enable Direct Action Url%
</Enable Direct Action Url>
Options: Yes|No

<Web Server Port ua="na">

%Web_ Server Port%

</Web_Server Port>

Example:

<Enable_Web_Server
ua="na">Yes</Enable Web Server>
<Enable_ Protocol
ua="na">Https</Enable Protocol>
<Enable Direct Action Url
ua="na">Yes</Enable Direct Action
Url>

<Web_ Server Port
ua="na">443</Web_Server Port>

Add xAPI administrator credentials
in the phone configuration file
(cfg.xml.

XML :

Purpose

Monitors, manages, and controls
PhoneOS-based devices.

Enable Web Server: Set this field
to Yes.

Options: Yes|No
Default: No

Enable Protocol: Choose the
protocol based on your server’s
configuration.

Options: Https|Http
Default: Https

Web Server Port: The port number
that the web server will use for
incoming connections. Use 443 as
the port number.

XAPI administrator
credentials:

Only authorized administrators can
remotely manage phones using
xAPIs. Enter the username and
password in the following format:

<xAPI_Admin_User_ Name>admi
n_username</xAPI_ Admin_ Use
r_Name>

<xAPI_Admin_Password>admin
_password</xAPI_Admin Pass
word>
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Step Command Purpose

System Configuration File CiscoDev_System.xml.template

<xAPI Admin User Name>
$xAPI_Admin User Name%
</xAPI_Admin User Name>

<xAPI_Admin_Password>
$xAPI_Admin Password$
</xAPI_ Admin_ Password>

Example:

<xAPI_Admin_ User Name>admin_ userna
me</xAPI Admin User Name>

<xAPI_Admin_Password>admin_passwor
d</xAPI_Admin_ Password>

4.8 Phone Onboarding to Cloud

Phone onboarding provides a simple and secure way to onboard Webex-aware phones to
Cloud either by using activation code onboarding (GDS) or phone MAC address (EDOS
device activation).

For more information on phone (excluding 8875 and 9800 series) onboarding, see the
Webex for Cisco BroadWorks Solution Guide available here.
4.8.1 Enable Phone Onboarding to Cloud

You can enable a phone to onboard to Cloud while SIP line is registered to a Cisco
BroadWorks server.

To enable onboarding from the web user interface, see the following figure.

Info Voice | Call History | Personal Directory

System SIP | Provisioning Regional = Phone Ext 1 Ext2 Ext3 Ext4 Ext5 Ext6 Ext7 Ext8 Ext9

Webex
Onboard Enable:  Yes

Directory Enable:  No Directory Name:

Figure 98 Webex Onboarding of Phone


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide.html

Step Command Purpose

System Configuration File CiscoDev_System.xml

Step 1 Configure Cloud Onboarding: Enables Cloud onboarding of the
Web Portal Voice — Phone - Webex phone.
Onboard Enable: Yes or No Default: Yes

When set to No, the phone does not
T onboard to Cloud.

<Webex Onboard Enable
ua="na">%WEBEX ONBOARD ENABLE%</Web
ex_Onboard Enable>

Note: S$WEBEX ONBOARD ENABLE% has
two types: Yes or No

Example:

<Webex Onboard Enable
ua="na">Yes</Webex Onboard Enable>

4.8.1 Phone Issues Reporting from Control Hub

NOTE: The Cisco Desk Phone 9800 Series and Cisco Video Phone 8875 do not support this feature.

You can issue a problem report of a phone remotely from the Control Hub, after the phone
successfully onboards to Cloud. For more information, see the following guides:

m  Cisco IP Phone 6800 Series Multiplatform Phones Administration Guide
m  Cisco IP Phone 7800 Series Multiplatform Phones Administration Guide
m  Cisco IP Phone 8800 Series Multiplatform Phones Administration Guide
m  Cisco IP Conference Phone 7832 Series Multiplatform Phones Administration Guide
m  Cisco IP Conference Phone 8832 Series Multiplatform Phones Administration Guide

To enable uploading of Phone Issues Reporting (PRT) to Cloud on the web user interface,
see the following figure.

Problem Report Tool
PRT Upload Rule:  https:/icisco-int.bcld. webex.com/dms/spa8841-3PCC/
PRT Upload Method: | PUT PRT Max Timer:
PRT Name: prt-log
PRT HTTP Header
PRT HTTP Header Value:

Figure 99 PRT Upload to Cloud



Step Command

System Configuration File CiscoDev_System.xml

Step 1 Upload PRT to Cloud:

Web Portal Voice - Provisioning -
Problem Report Tool

PRT Upload Rule: Valid URL

PRT Upload Method: PUT or POST

PRT Name: Any String with “prt-“ as
a prefix

XML

<PRT Upload Rule

ua="na">%ACCESS PROTOCOL%%BWDEVICEA
CCESSFQDN% : $BWDEVICEACCESSPORTS / $BW

DMSCONTEXT%/ $BWDEVICEACCESSURI%</PR
T Upload Rule>

<PRT Upload Method
ua="na">%PRT UPLOAD METHOD%</PRT Up
load _Method>

Note: %PRT_UPLOAD METHOD% has two
options: PUT and POST

<PRT Name
ua="na">%PRT NAME$</PRT Name>

Example:

<PRT Upload Rule
ua="na">https://cisco-
int.bcld.webex.com/dms/spa8841-
3pcc/</PRT Upload Rule>

<PRT Upload Method
ua="na">PUT</PRT Upload Method>

<PRT Name ua="na">prt-
log</PRT_Name>

Purpose

Generates problem report from Control
Hub and uploads the report to the
Cloud.

PRT Upload Rule: Any valid path to
the PRT upload script.

PRT Upload Method: Method used to
upload PRT logs to the Cloud server.

Default: POST.

PRT Name: A name for the generated
PRT file.

Value: Any String.
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4.8.2 Phone Reboot from Control Hub

NOTE: The Cisco Desk Phone 9800 Series and Cisco Video Phone 8875 do not support this feature.

You can reboot the phone from the Control Hub remotely, after the phone successfully
onboards to Cloud. You can only reboot a phone that is in an idle state. Ifit is in use, such
as in a call, the phone does not reboot. For more information, see the following guides:

m  Cisco IP Phone 6800 Series Multiplatform Phones Administration Guide
m  Cisco IP Phone 7800 Series Multiplatform Phones Administration Guide
m  Cisco IP Phone 8800 Series Multiplatform Phones Administration Guide
m  Cisco IP Conference Phone 7832 Series Multiplatform Phones Administration Guide
m  Cisco IP Conference Phone 8832 Series Multiplatform Phones Administration Guide

m  Cisco IP Phone 9800 Series https://help.webex.com/en-us/landing/ld-nOmkkj8-
CiscoDeskPhone9800Series/Broad\Works#Administration

4.8.3 Webex Contact Support Configuration

You can enable a phone to support Webex contacts. You can also modify the display
name of the Webex directory. To enable this support, the phone must onboard to Cloud
successfully.

To enable Webex contact support, the phone must have the following configuration on the
server.

m  Successful onboarding to Cloud.

m  Directory sync: Webex for Cisco BroadWorks users can use the Webex directory to
call any calling number from the Cisco BroadWorks server. When this feature is
enabled, the full calling directory from the Cisco BroadWorks server gets synched to
the Webex directory. Users can access the directory from the phone and can place a
call to any contact entry from the Cisco BroadWorks server.

To turn Directory Sync on, available here. For more information, see the Webex for Cisco
BroadWorks Solution Guide available here. To enable support for Webex contacts from
the web user interface, see the following figure.

A No password provided

Info Call History | Personal Directory | Certificate

4 | System SIP Provisioning | Regional Phone Ext 1 Ext 2 Ext3 Ext 4 Ext5 Ext6 » |+

Webex
Onboard Enable:  Yes

Directory Enable: | No Directory Name:

Calendar Enable:  No Metrics Enable:  No

Figure 100 Webex Contacts Support on MPP Series


https://help.webex.com/en-us/landing/ld-n0mkkj8-CiscoDeskPhone9800Series/BroadWorks#Administration
https://help.webex.com/en-us/landing/ld-n0mkkj8-CiscoDeskPhone9800Series/BroadWorks#Administration
https://help.webex.com/en-us/article/nv3xgxg/
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide.html
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Info

Systemn
Ext 7
Att Console

Webex

Voice Call History | Personal Directory | Certificate

SIP Provisioning | Regional Phone Ext1 Ext 2 Ext3 Ext4 Ext5 Ext6

Ext 8 Ext9 Ext 10 Ext 11 Ext12 Ext 13 Ext 14

Onboard Enable: | Yes

Ext 15 Ext 16 User

| Directory Enable: | Yes Directory Name:

Calendar Enable:  Yes Metrics Enable: | Yes

| Personal Contact Enable: | Yes |

Figure 101 Webex Contacts Support on 9800 Series and 8875 phones

Step

Command

System Configuration File CiscoDev_System.xml

Step 1

Enable Webex Contact:

Web Portal Voice - Phone - Webex
Directory Enable: Yes or No
Directory Name: Any string
Personal Contact Enable: Yes or No

Note: The Personal Contact Enable
parameter is available only on 9800 Series
and 8875 phones.

XML

<Webex Directory Enable
ua="na">$WEBEX DIRECTORY ENABLES%</W
ebex Directory Enable>

<Webex Directory Name
ua="na">$WEBEX DIRECTORY NAMES%</Web
ex Directory Name>

<Webex Personal Contact Enable
ua="na">%PERSONAL CONTACT
ENABLE%</Webex Personal Contact Ena
ble>

Example:

<Webex Directory Enable
ua="na">No</Webex Directory Enable>

<Webex Directory Name
ua="na">%WEBEX DIRECTORY NAME%</Web
ex Directory Name>

<Webex Personal Contact Enable
ua="na">Yes</Webex Personal Contact
_Enable>

Purpose

Enables the phone to support Webex
contacts.

Directory Enable: Set to “Yes” to
enable Webex directory.

Default: No.

Directory Name: Displays the name of
the Webex directory. Name can be
modified.

Default: Empty.

Personal Contact Enable: Set to Yes
to enable the Webex Personal
Contacts directory on the phone.

Default: Yes
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4.8.4 Webex Call Log Configuration

You can enable phone to support Webex call logs when the phone successfully onboards
to Cloud.

To enable the support, the phone must have the following configuration on the server.
m  Successful onboarding to Cloud.

Call log sync: Webex for Cisco BroadWorks uses the Webex call log to call any
contact entry from the Cisco BroadWorks server. When this feature is enabled, the full
call log from the Cisco BroadWorks server gets synched to the Webex call log. Users
can access the call log from the phone and can place a call to any contact entry from
the Cisco BroadWorks server.

To turn Call log Sync on, Webex for Cisco BroadWorks Solution Guide available here. To
enable support for Webex call log from the web user interface, see the following figure.

Figure 102 Webex Call Log Support


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cloudCollaboration/wx4bwks/Solution_Guide/wbxbw_b_solution-guide.html

Step

Command

Purpose

System Configuration File <mac-address>_CiscoDev_System.xml

Step 1

Enable Webex call logs:

Web Portal Voice - Phone - Call Log
CallLog Enable: Yes

CallLog Associated Line:1

Display Recents From: Webex

XML

<CallLog_Enable ua="na">
%CalllLog Enable%</CallLog Enable>

<CalllLog_ Associated Line ua="na">%C
allLog Associated Line%
</CallLog Associated Line>

<Display Recents From
ua="na">%Display Recents From%</Dis
play Recents From>

Example:

<CallLog Enable ua="na">Yes</CallLo
g_Enable>

<CallLog Associated Line ua="na">1<
/Calllog Associated Line>

<Display Recents From
ua="na">Webex</Display Recents From
>

Enables the phone to support Webex
call logs.

CallLog Enable: Allows the user to
use call logs from the XSI server or
Webex.

Options: Yes/No

Default: No

Note: The CallLog
Enable setting isn't
available on 9800 Series
and 8875.

CallLog Associated Line: Allows you
to select a phone line for which you
want to display the recent call logs.
Options: 1-10

Default: 1.

Display Recents From: Select Webex
from the list to display Webex call logs
on the phone.

Options on MPP Phones: Phone/
Server/Webex

Options on 9800 Series and 8875:
Phone/XSI Server/Webex

Default: Phone



5 Devi

ce Management

The Cisco BroadWorks Device Management feature provides the capability to automate
generation of device configuration files to support mass deployment of devices. This
section identifies the Device Management capabilities supported by the Cisco MPP Series
and the configuration steps required. For Device Management configuration details not
covered here, see the BroadWorks Device Management Configuration Guide [3] and the
Cisco BroadWorks CPE Kit Usage Guide [3].

5.1 Device Management Capabilities Supported

Cisco Bro
Test Plan

HTTP File

HTTPS Fil
Download

The Cisco MPP Series has completed Device Management interoperability testing with
Cisco BroadWorks using the BroadWorks Device Management Interoperability Test Plan.
The results are summarized in the following table.

The Cisco BroadWorks test plan is composed of packages, each covering distinct
interoperability areas. Each package is composed of one or more test items, which in tumn,
are composed of one or more test cases. The test plan exercises the Device Management
interface between the device and Cisco BroadWorks with the intent to ensure
interoperability.

The Supported column in the following table identifies the Cisco MPP Series support for
each of the items covered in the test plan packages, with the following designations:

m Yes Test item is supported.

m No Test item is not supported.

m NA Test item is not applicable.

m NT Test item was not tested.

= No* Test item is not fully compliant with Cisco BroadWorks feature design.

Caveats and clarifications are identified in the Comments column.

NOTE: DUT in the following table refers to the Device Under Test, which in this case is the
Cisco MPP Series.

adWorks Device Management Interoperability Test Plan Support Table
Package Test Plan Package Items Supported Comments
Download HTTP Download Using XSP IP Yes

Address

HTTP Download Using XSP FQDN Yes

HTTP Download Using XSP Cluster Yes

FQDN

HTTP Download with Double Slash Yes
e HTTPS Download Using XSP IP Yes

Address

HTTPS Download Using XSP FQDN Yes

HTTPS Download Using XSP Yes

Cluster FQDN



Cisco BroadWorks Device Management Interoperability Test Plan Support Table

Test Plan Package

HTTPS File
Download with
Client Authentication

Time Zone Mapping
Language Mapping

File Inspection

Device Inspection

HTTP File Upload

Call Processing
Sanity Tests

Flexible Seating

No Touch
Provisioning

Test Plan Package Items

HTTPS Download with Client
Authentication Using XSP FQDN

HTTPS Download with Client
Authentication Using XSP Cluster
FQDN

Inspect Time Zone Setting

Inspect Language Setting

Inspect System Config File
Inspect Device-Specific Config File
Inspect Other Config Files

Inspect Static Files

Inspect SIP Settings

Inspect Line Settings

Inspect Service Settings

HTTP Upload Using XSP IP Address
HTTP Upload Using XSP FQDN

HTTP Upload Using XSP Cluster
FQDN

Register with Authentication
Call Origination

Call Termination

Remote Restart

Shared Line Origination
Shared Line Termination
Shared Line Status

Busy Lamp Field

Network-Based Conference
Association via Voice Portal
Association via Phone

Provision via DHCP Options Field
No Touch Provision via DM redirect

No Touch Provision via Vendor
redirect

Supported

Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes

Yes

Comments

Except 7811, 7832, and 8832
model.

Except lock and unlock.



5.2 Device Management Configuration

This section identifies the steps required to enable the Cisco MPP Series for Device
Management. For Device Management configuration details not covered here, see the
Cisco BroadWorks Device Management Configuration Guide [3] and the Cisco
BroadWorks CPE Kit Usage Guide [3].

5.2.1 Configure Cisco BroadWorks Tags

The template files in Device Management use tags to represent the data stored on Cisco
BroadWorks. When a configuration changes for a user, Device Management parses the
template files and replaces the Device Management tags with the associated data stored
on Cisco BroadWorks. There are default tags defined in the Device Management software
and there are custom tags that the service provider can create and define via the web
portal for use by Device Management. There are two types of custom tags that can be
defined: system default tags that are common to all devices on the system and device
type-specific tags that are common to Cisco device models only.

The Cisco MPP Series makes use of custom tags, which can be configured by a Cisco
BroadWorks administrator as either system default or device type-specific tags. This
section identifies the required tags.

5.2.1.1 Create System Default Tags

Browse to System — Resources — Device Management Tag Sets and select the System
Default tag set. The Cisco configuration templates make use of the tags in the following
table. Add the tags if they do not already exist.

Tag Name Valid Settings Description

%DNS_SERVER_1% IP address DNS server address.

%DNS_SERVER_2% IP address DNS server address alternate.

%XSP_ADDRESS% IP address/FQDN XSP server address.

%SNTP_SERVER_1% IP address/FQDN Néaéwork Time Protocol (NTP) server
address.

%SNTP_SERVER 2% IP address/FQDN NTP server address alternate.



Example System Default Tag Settings

Device Management Tag Sets Modify
Display all the device management tags defined in the tag set. Tags can be added to the set or deleted from the set.
I 1 = T~ D
Tag Set: System Default
Delete  Tag Name [a] Tag Value
i %APPLICATION_DOMAIN% as.iop2.broadworks.net
O %DNS_SERVER_1% 199.19.193.13
O %DNS_SERVER_2% 199.19.193.20
O %DNS_SERVER% 199.19.193.12
O S KWS300_XSP_PATH%% hitp:/ixsp1.iop2 broadworks.net/dms/lkws 300
O %SBC_ADDRESS% 199.19.193.9
O %SBC_PORT% 5060
O %SIP_TRANSPORT% 0
O %SNTP_SERVER_1% time.nist.gov
O %SNTP_SERVER_2% time. windows.com
O %SNTP_SERVER% time-b_nist.gov
O %SNTP_SERVERIP% 192.5.41.41
O %USE_SBC_BOOL% true
1 %USE_SBC_BOOLEAN%%: 1
O %XSP_ADDRESS_XSI_ACTIONS% xsp1.iop2 broadworks.net
O %XSP_ADDRESS% xsp1.iop2 broadworks.net

Figure 103 System Default Tag Settings

5.2.1.2 Create Device Type-specific Tags

Browse to System — Resources — Device Management Tag Sets and then click Add to
add a new tag set. Configure the tag set name using the device name appended by Tags:
Cisco-3PCC-IP-Phones Tags. Add the device type-specific tags in the following table to
the device tag set. If the tag set already exists, make sure the following tags are defined.

Tag Name Valid Settings Description
%3RD_PARTY_CA_ROOT% File Name of root CA The file name of the
3 Party Root CA.
%7800_LOGO_PIC% File Name of Logo Picture The file name of the
Logo Picture.
%ACCESS_PROTOCOL% TFTP/HTTP/HTTPS Default protocol to
receive configuration
files.
%AUTH_INVITE% Yes/No Optional: Enforce SIP
authentication for
additional call
security.
%AUTO_ANSWER_PAGE % Yes/No Optional:

Enable/Disable auto
answer (Global).



Tag Name

%AUTO_ANS_ON_CALL-x%

%BLF_DISPLAY_MODE%

%BLOCK_ANC_ACTIVATE%

%BLOCK_ANC_DEACTIVATE%

%BLOCK_CID_ACTIVATE%

%BLOCK_CID_DEACTIVATE%

%BROADSOFT_DIR_NAME%

%CALL_APPEARANCE%

%CALL_BACK_ACTIVATE%

%CALL_BACK_DEACTIVATE%

%CALL_HISTORY_KEY_LIST%

Valid Settings Description

Yes/No Optional: Enable total
hands-free mode
when “Yes”.

When “No”, device will
prompt for user
interaction.

Name/Ext/Both Information displayed
from BLF subscription
URI. Valid options are:

= Name
= Extension (Ext)
= Both

String or blank, that is, *001 Optional: Unique star
code to activate on-
device Block
Anonymous Calls.

String or blank, that is, *002 Optional: Unique star
code to deactivate on-
device Block
Anonymous Calls.

String or blank, that is, *003 Optional: Unique star
code to activate on-
device Block Caller
ID.

String or blank, that is, *004 Optional: Unique star
code to deactivate on-
device Block Caller
ID.

String or blank Cisco BroadWorks
Directory Name.

String value of to 255
characters in length.

2-10 Default setting should
be set to “2”.

String or blank, that is, *005 Optional: Unique star
code to activate on-
device Block Caller
ID.

String or blank, that is, *006 Optional: Unique star
code to deactivate on-
device Block Caller

ID.
Default: Programmable Soft
hold|1:endcall|2;join|4 Keys (PSK) settings

for “Call History”.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.



Tag Name

%CONFERENCING_KEY_LIST%

%CONNECTED_KEY_LIST%

%RELEASING_KEY_LIST%

%CONNECTED_MEETING_LIST%

%DAYLIGHT_SAVING_TIME_ENABLE%

%DAYLIGHT_SAVING_TIME%

%DIAL_PLAN%

% DIALING_CONSULT_KEY_LIST%

Valid Settings

Default:
hold|1;endcall|2;join|4

Default:

hold|1;endcall|2;conf|3;xfer|
4;toggle;bxfer;confLx;xferLx
;park;phold;flash;

Default:
endcall|2;home;

Default:
endcall|2;home|3;

Yes/No

Default:

start=3/-1/7/2;end=10/-
1/7/2;save=1

= ([2346789]11S0 | [0-
1][2-9]11S0 | 0 | 00SO |
01[2-9]xx. | [*#Ixx[*#] | *xx. |
FXXXXXXSO | *XXXXXXXXXXXX |
[2-91# | 011x. | [0-1]XXXXXXX
| [0-1][2-9]xxxxxxxxxS0 | [2-
IxxxxxxxxxS0 | [2-
9xxxxxx | 101xxxx. | 11S0 |
[2-9]x.)

Default:
delchar|1;endcall|2;dial|3;

Description

PSK settings for
“Conferencing” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for
“Connected” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for
“Connected” call
state.

PSK settings for
“Connected” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Enable/Yes to
observe daylight
savings time.

Daylight Savings
Settings.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

This is a default U.S.
dial plan that supports
most forms of dialing.

PSK settings for
“Consult Transfer” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.



Tag Name

%DIALING_INPUT_KEY_LIST%

%DICTIONARY_SERVER_SCRIPT%

%DICTIONARY_SERVER_SCRIPT_8875
%

%DIR_SEARCH_FOR_OFF_HOOK_DIAL
%

%DISPLAY_DIVERSION_INFO%

%DISABLE_SPEAKERPHONE%

%DNS_CACHE_TTL%

%DNS_SERVER_ORDER%

%EM_ENABLED%

%FAILBACK_INTVL%

%INVITE_RETRY_ATTEMPTS%

Valid Settings

Default:

dial|1;delchar|2;clear|3;can
cel|4;left|5;right|6;starcode|
7;alpha|8;dir

Example:

d1=Spanish;|1=es-
ES;x1=es-
ES.tar;d2=French;2=fr-
FR;x2=fr-FR.tar

Example:

d1=Spanish;|1=es-
ES;x1=es-
ES.tar;d2=French;2=fr-
FR;x2=fr-FR.tar

Yes/No

Yes/No

Yes/No

Yes/No

Default:
Manual-DHCP

Yes/No

Default:
3600

String (0-6)
Recommend: 3

Description

PSK settings for
“Dialing” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Localization settings.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Localization settings.

Enables or disables
contact search in
directories when
forwarding, parking
calls, or starting a
conference.

Set to “Yes” to display
the Diversion Header
Info.

Enables or disables
the speakerphone on
the phone.

Ability of the device to
honor the TTL value
received for a DNS
response value.

Configurable DNS
Search settings.

Enable device for
provisioning authority
and ability to facilitate
hot desking.

Interval to force SIP
Registration failback.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Number of re-
transmissions of Call
Requests.



Tag Name

%NON-INVITE_RETRY_ATTEMPTS%

%FAILBACK_INTVL%

%FIRMWARE_VERSION_CP-7800-
3PCC%

%HOLD_KEY_LIST%

%IDLE_KEY_LIST%

%INVITE_RETRY_ATTEMPTS%

%LINE_ID_MAPPING%

%NEW_CALL_RECENTS_KEY_LIST%

%NON-INVITE_RETRY_ATTEMPTS%

Valid Settings

String (0-6)
Recommend: 3

String (0-65535)
Default: 3600

File name of the loads file

Default:

resume|1;endcall|2;newcall|
3;redial;dir;cfwd;dnd

Default:

redial|1;newcall|2;dnd|3;un
park|4;pickup|5;cfwd|6

Default: 3
Range: 1-6

Default: Vertical First
Options: Vertical
First/Horizontal First
Default:
cancel|1;call|2;

Default: 3
Range: 1-6

Description

Number of re-
transmissions of Non-
Call Requests
(REGISTER,
SUBSCRIBE)

Recommend: 3

Failback Interval
timer.

Firmware load
filename:

Example:

sip78xx.11-2-3MPP-
398.loads

Note that the
Firmware files cannot
be renamed.

PSK settings for Hold
call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for Idle
call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Number of attempts a
SIP line will retransmit
a SIP INVITE/Call
Request.

PLK line call
appearance mapping.

PSK settings for “New
Call” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Number of attempts a
SIP line will retransmit
a SIP
REGISTER/SUBSCRI
BE Request.



Tag Name

%OFF_HOOK_CONSULT_KEY_LIST%

%OFF_HOOK_KEY_LIST%

%ON_HOOK_DIAL_KEY_LIST%

%PLK-x%

%PREFERRED_CODEC%

%PROGRESSING_KEY_LIST%

%PSK_ENABLE%

Valid Settings

Default:
redial|1;cancel|2;

Default:

redial|1;dir|2;cfwd|3;dnd|4;!
cr|5;unpark|6;pickup|7;gpic
kup|8;starcode|11;alpha|12

Default:
cancel|1;call|2;delchar|3;

Default:
PLK-1 =1
PLK-2 =2

Options: Depends on
model.

Default: G722
Values:

G722/G722.2/G711u/G711
a/G729a/G729ab/iLBC

Default:
endcall|2

Default: Yes
Options: Yes/No

Description

PSK settings for
“Consult Transfer” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for “New
Call” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for “On
Hook” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Programmable Line
Key (PLK) settings for
non-Bluetooth
enabled devices
(7821, 7841, 7861).

Example tag:

= PLK-1

= PLK-2

Note: “X” represents
the number of lines

supported on the
device.

= 7821 supports 2
lines

= 7841 supports 4
lines

= 7861 supports 16
lines

Preferred Codec:

G722/G722.2/G711u/
G711a/G729a/G729a
b/iLBC

PSK settings for “New
Call” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Enables the addition
of customized
programmable soft
keys.



Tag Name

%RESYNC_AT_RANDOM_DELAY %

%RESYNC_ERROR%

%RESYNC_FORCED%

%RESYNC_PERIODIC%

%RESYNC_RANDOM%

%RESYNC_TIME%

%RETRY_REG_RSC%

%RINGING_KEY_LIST%

%RFC_2543 HOLD%

%SCREEN_SAVER_ENABLED%

%SCREEN_SAVER_ICON%

%SCREEN_SAVER_REFRESH_PERIOD
%

Valid Settings

String (0-65535)
Default: 600

String (0-65535)
Default: 3600

String (0-65535)
Default: 14400

String (0-65535)
Default: 3600

String (0-65535)
Default: 2

HHmm or blank
Example: 0100

Default: 577,677

Options: Null, {SIP
Response Value)

Default:
answer|1;ignore|2;toggle|4

Default: No
Options: Yes/No

Default: Yes
Options: Yes/No

Default: Clock
Options: Download
Picture/Logo/Clock
Default: 6

Range: 1-999999

Description

Random delay
following boot-up
sequence specified in
seconds.

Delay resyncing after
a failed resync
attempt.

Forced resync delay
after initial resync
timer has expired.

Time in seconds
between periodic
resyncs.

Random resync time
to reboot.

Optional:

Time in 24-hour
format to force the
device to resync with
Cisco BroadWorks
Device Manager.

This tag is optional.

This value controls
failover events for SIP
Registration.

This tag is optional.

When setting to blank,
the device does not
failover Register
based SIP Register
final response.

When setting to final
response value, the
device could failover
Register based on
SIP Register final
response.

PSK settings for “New
Call” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Ability to support RFC
2543 Hold.

Ability to set screen
saver on device.

Ability to set screen
saver type.

Optional. Time in
seconds to refresh the
screen saver.



Tag Name

%SCREEN_SAVER_WAIT%

%SBC_ADDRESS_1%

%SBC_ADDRESS_2%

%SECOND_PREFERRED_CODED%

%SHARED_ACTIVE_KEY_LIST%

%SHARED_HELD_KEY_LIST%

%SHARED-LINE-DND-CFWD-ENABLE %

%SIP_AUTH_REALM%

%SIP_TCP_MAX%

%SIP_TCP_MIN%

Valid Settings

Default: 300
Range: 30-65535

IP address/FQDN or blank

IP address/FQDN or blank

Default: G722

Values:
G722/G722.2/G711u/G711
a/G729a/G729ab/iLBC

Default:

newcall|1;barge|2;cfwd|3;dn
dj4

Default:

resume|1;barge|2;cfwd|3;dn
d|4

Default: Yes
Options: Yes/No

BroadWorks Default Realm
Value

Default: 5080
Range: 1-65535

Default: 5060
Range: 1-65535

Description

Optional: Time in
seconds to wait to
display screen saver.

SBC FQDN/IP server
address or Primary
AS IP Address.

Alternate SBC IP
address or Alternate
AS IP Address.

Secondary Codec

Offered/Preferred:
G722/G722.2/G711u/
G711a/G729a/G729a
b/iLBC.

PSK settings for
“Shared Call Active”
call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for
“Shared Call Held”
call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Enable/Disable the
ability to display
DND/CFWD soft keys.

If SIP Auth Realm is
enabled on
BroadWorks AS,
value should be equal
to:

AS_CLl/Interface/SIP/
defaultRealm

SIP TCP max port
range used.

SIP TCP min port
range used.



Tag Name

%SIP_TRANSPORT-x%

%SIP_UDP_PORT-x%

%START-CONF_KEY_LIST%

%START-XFER_KEY_LIST%

%STUN_SERVER%

%TEXT_LOGO%

%THIRD_PREFERRED_CODEC%

Valid Settings

Default: UDP
Options: UDP/TCP/TLS

Default: UDP
Range: 1-65535

Default:

hold|1;endcall|2;conf|3;togg
le;

Default:

hold|1;endcall|2;xfer|4;toggl
€;

String

Branding Text Logo

Default: G722

Values:
G722/G722.2/G711u/G711
a/G729a/G729ab/iLBC

Description

SIP transport per line.
Example Tag:
= SIP_TRANSPORT-
1

= SIP_TRANSPORT-
2

Note: x represents
number of lines
supported on device.

= 7821 supports 2
lines

= 7841 supports 4
lines

= 7861 supports 16
lines

Extension SIP UDP
Listening Port.

Example Tag:
= SIP_UDP_PORT-1
= SIP_UDP_PORT-2
Note: x represents
number of lines
supported on device.

PSK settings for
“Conference Call” call
state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

PSK settings for “Call
Transfer” call state.

For more information,
see the Cisco IP
Phone MPP Series
Multiplatform Phones
Administration Guide.

Optional: Use if
device is deployed in
environment without
SBC or SIP ALG.

This tag is optional.

Add for 3 Party
Branding allowing for
text logos to appear
on device.

String value of to 255
characters in length.

Secondary Codec
Offered/Preferred:
G722/G722.2/G711u/
G711a/G729a/G729a
b/iLBC.



Tag Name

%TRY_BACKUP_RSC%

%USE_LINE_KEYS_FOR_BLF%

%USE_PREFERRED_CODEC_ONLY%

%VM_SUBSCRIBE_INTERVAL%

%XSIPASSWORD-x%

%BROADSOFT_HOTELING_ENABLE-
X%

%BROADSOFT_ACD_ENABLE-x%

%FIRMWARE_VERSION_CP-7832-
3PCC%

%8800_LOGO_PIC%

%FIRMWARE_VERSION_CP-8800-
3PCC%

Valid Settings
Set it SIP INVITE final
response values to trigger

failover, for example,
577,677.

Or
Leave blank

Default: Yes
Options: Yes/No

Default: No
Options: Yes/No

String (0-65535)

Default: 3600

String (0-65535)
Default: Leave Blank

Options: Yes/No

Options: Yes/No

File name of the loads file

File name of the logo
picture

File name of the loads file

Description

This tag is optional.
When setting to blank,
the device does not
failover based SIP
final response.

When setting to final
response value, the
device could failover
based on SIP final
response.

Ability to control auto
indexing of BLK
Programmable Line
Keys.

When “Yes”, use the
device’s unused PLK.
When “No”, use an
attached KEM.

Control how a SIP line
negotiates audio.

When “Yes”, use only
defined codecs.

Time in seconds for
VM Subscription
interval.

XSl server user
password.

Ability to control the
DUT support for Cisco
BroadWorks Hoteling
feature.

Ability to control the
DUT support for Cisco
BroadWorks ACD
feature.

Firmware load
filename:
Example:

sip7832.11-2-3MPP-
398.loads

Note: Firmware files
cannot be renamed.

Filename of logo
picture.

Firmware load
filename:
Example:

sip88xx.11-2-3MPP-
398.loads

Note: Firmware files
cannot be renamed.



Tag Name

%FIRMWARE_VERSION_CP-6800-
3PCC%

%6800_LOGO_PIC%

%FIRMWARE_VERSION_CP-88x5-
3PCC%

%FIRMWARE_VERSION_CP-8875-
3PCC%

%FIRMWARE_VERSION_DP-9800%

%ANYWHERE_ENABLE_1%

%BLOCK_CID_ENABLE_1_%

%BLOCK_NONPROXY_SIP%

%CALLLOG_ASSOCIATED_LINE%

%CALLLOG _ ENABLED%

%Display_Recents_From%

%LOG_MISSED_CALLS_x%

Valid Settings

File name of the loads file

File name of the logo
picture

File name of the loads file

File name of the loads file

File name of the loads file

Options: Yes/No

Options: Yes/No

Options: Yes/No

Options: 1to 10

Options: Yes/No

Options: Phone/Server (or
XSI Server)/Webex

X Ranges from 1 to 16

Description

Firmware load
filename:

Example:
sip68xx.11-2-3MPP-
398.loads

Note: Firmware files
cannot be renamed.

File name of logo
picture.

Firmware load
filename:

Example:
sip8845_65.11-2-
3MPP-398.loads

Note: Firmware files
cannot be renamed.

Firmware load
filename:

Example:
sip8875_135bb96c52
dev.pkg

Note: Firmware files
cannot be renamed.

Firmware load
filename:

Example:

PHONEOS.3-1-1-
0004-36.loads

Note: Firmware files
cannot be renamed.

To enable
BroadWorks
Anywhere feature.

To enable Caller
ID/Line ID Blocking
Feature.

To block Non-Proxy
SIP messages.

Specify Line
associated with
CallLog.

To enable CallLog.
This setting isn’t
available on 9800
Series and 8875.

Specifies the source
of call logs that
display on the phone.

Shows missed calls
list.



Tag Name

%EXEC_ASSISTANT_CALL_INITIATE_C
ODE%

%EXEC_ASSISTANT_CALL_PUSH_COD
E%

%EXEC_ASSISTANT_KEY_LIST%

%EXEC_CALL_BRIDGE_CODE%

%EXEC_CALL_FILTER_ACT_CODE%

%EXEC_CALL_FILTER_DEACT_CODE
%

%EXEC_CALL RETRIEVE_CODE%

%LOGIN PASSWORD_1_%

%LOGIN_USER_ID_1_%

%MICROPHONE_GAIN%

%
PEER_FIRMWARE_SHARING_LOG_SE
RVER%

Valid Settings

The # or * code that you
want to be used for the
function.

Default: #64

The # or * code that you
want to be used for the
function.

proxycall

The # or * code that you
want to be used for the
function.

Default: *15

The # or * code that you
want to be used for the
function.

Default: #61

The # or * code that you
want to be used for the
function.

Default: #62

The # or * code that you
want to be used for the
function.

Default: *11

Standard BroadWorks
Password Guidelines

Standard BroadWorks
Password Guidelines

Slider (softer to louder)

IP Address

Description

Initiates a call on
behalf of an executive
from the user’s
(assistants) extension.

For assistants to
transfer an ongoing
call to an executive.

Enables assistants to
initiate calls on behalf
of executives, from
the Settings —
Executive menu.

For executives who
have assistants:
Joins the user
(executive) to an
ongoing call with an
assistant.

For executive
assistants: Joins the
user (assistant) to an
ongoing call with an
executive.

For executives who
have assistants:
Activates call filtering.
When call filtering is
on, assistants receive
incoming calls for
executives.

For executives who
have assistants:
Deactivates call
filtering.

For executives who
have assistants:
Transfers an ongoing
call from an assistant
to the user
(executive).

For executive
assistants: Transfers
an ongoing call from
the executive to the
user (assistant).

BroadWorks
Anywhere Password.

BroadWorks
Anywhere Username.

Microphone Gain.

PFS Log Server.



Tag Name

%PEER_FIRMWARE_SHARING %

%PRIVACY_HEADER_1_%

%PROFILE_ACCOUNT_ENABLE%

%SIDETONE%

%SIP_TRANSPORT 1_%

%TUNE_SPEAKER%

%VIDEO_RTP_TOS_DIFFSERV_VALUE

1%

%XSI_AUTHENTICATION_TYPE_1%

%XS|_HOST_SERVER_1%

%Voice_Feedback_Enable%

%DIRECTORY_TYPE%

%P_EARLY_MEDIA_SUPPORT_N%

%XS|_DND_ENABLE_1%

%XS|_CFWD_ENABLE_1%

%PROFILE_AUTH_TYPE%

Valid Settings

Options: Yes/No

Disabled/none/header/
session/user/id

Options: Yes/No

Very Low/Low/High

UDP/TCP/TLS/Auto

Slider (Warmer to Brighter)

Default: 0xb8

Options: SIP
Credentials/Login
Credentials

IP Address

Options: Yes/No
Default: No

Options:

Enterprise/Group/Personal/
Enterprise Common/Group

Common
Default: Enterprise

Options: Yes/No
Default: No

Options: Yes/No
Default: No

Options: Yes/No
Default: No

Options: Disabled/Basic
HTTP Authentication/XSI

Authentication

Default: Basic HTTP
Authentication

Description

To enable PFS.

For more information,
see the Cisco IP
Phone 8800 Series
Multiplatform Phone
Administration Guide.

To configure network-
provided privacy.

To configure
authentication for 401
challenges.

Audible feedback to a
user speaking on
headset or handset
during a call.

SIP Transport Setting.

User can
increase/decrease
speaker EQ levels.

Allows video packets
to carry configurable
TOS/DSCP value
from 88xx video MPP
phones.

Authentication
Method.

XSI| Host Server
Address.

Directory types.

N must be 1to 16



Tag Name

%FIRMWARE_VERSION_CP-6821-
3PCC%

%FIRMWARE_VERSION_CP-8832-
3PCC%

%FIRMWARE_VERSION_CP-6861-
3PCC%

%FIRMWARE_VERSION_CP-6871-
3PCC%

%BLF_LIST_FEATURE_OPTIONS%

%MEDIASEC_REQUEST_x%

%MEDIASEC_OVER_TLS_ONLY_x%

%SIP_SESSIONID_SUPPORT_x%

%CALL_STATISTICS%

Valid Settings

File name of the 6821 load
file.

File name of the 8832 load
file

File name of the 6861 load
file

File name of the 6871 load
file

Options:

prk

blf+sd+cp

Default: bif+sd+cp

Options:
Yes and No
Default: No

Options:
Yes and No
Default: No

Options:
Yes and No
Default: Yes

Options:
Yes and No
Default: Yes

Description

Firmware load
filename:

Example:

sip6821.11-2-3MPP-
398.loads

Note that the
Firmware files cannot
be renamed.

Firmware load
filename:

Example:

Sip8832.11-2-3MPP-
398.loads

Note that the

Firmware files cannot
be renamed.

Firmware load
filename:

Example:

sip6861.11-2-4MPP-
246.1oads

Note that the
Firmware files cannot
be renamed.

Firmware load
filename:

Example:

sip6871.11-3-1MPP-
697.loads

Note that the
Firmware files cannot
be renamed.

Where “X” is the
extension line number
(ranges from 1 to 16).

Where “X” is the
extension line number
(ranges from 1 to 16).

Where “X” is the
extension line number
(ranges from 1 to 16).



Tag Name

%USE_LOW_BANDWIDTH_OPUS_#%

%GROUP_# NAME%

%PAGING_GRP_1%

%CUSTOM_LED_TYPE%

%DISABLED_LED%
%IDLE_LED%
%REMOTE_UNDEFINED_LED%
%LOCAL_SEIZED_LED%
%REMOTE_SEIZED_LED%
%LOCAL_PROGRESSING_LED%
%REMOTE_PROGRESSING_LED%
%LOCAL_RINGING_LED%
%REMOTE_RINGING_LED%
%LOCAL_ACTIVE_LED%
%REMOTE_ACTIVE_LED%
%LOCAL_HELD_LED%
%REMOTE_HELD_LED%
%REGISTER_FAILED_LED%
%REGISTERING_LED%

%APPLICATION_LED%
%SERV_SUBSCRIBE_FAILED_LED%
%SERV_SUBSCRIBING_LED%
%PARKING_LOT_IDLE_LED%
%PARKING_LOT_BUSY_LED%
%BLF_IDLE_LED%
%BLF_RINGING_LED%
%BLF_BUSY_LED%
%BLF_HELD_LED%

%CONF_UPLOAD_NAME%

%HTTP_REPORT_METHOD%

%REPORT_TO_SERVER%

Valid Settings Description

Options: Where “#" is

Yes and No extension line number
ranges from 1 to 16).

Default: No (rang )

Default: Blank Where “# is

extension line number
(ranges from 1 to 16).

Default:

pggrp=224.168.168.168:34
560;name=All;num=800;list
en=yes;

Options: Default, Preset 1,
Custom
Default: Default

Options
blank and string_pattern
Default: blank

Options
blank and string_pattern
Default: blank

String format:
$SMA-confup.xml

Options:
PUT, POST
Default: POST

Options:
On Request, On Local
Change, Periodically

Default: On Request



Tag Name

%PERIODIC_UPLOAD_TIMER%

%UPLOAD_DELAY_ON_LOCAL_CHANG
E%

%PRT_UPLOAD_METHOD%

%PRT_NAME%

%BROWSE_MODE_ENABLE%

%MAX_DISPLAY_RECORDS%

%XSIDIR_INDIVIDUAL_MODE_ENABLE
%

%XSIDIR_PERSONAL_ENABLE%

%XSIDIR_PERSONAL_NAME%
%XSIDIR_GROUP_ENABLE%

%XSIDIR_GROUP_NAME%
%XSIDIR_ENTERPRISE_ENABLE%

%XSIDIR_ENTERPRISE_NAME%
%XSIDIR_GROUPCOMMON_ENABLE%

%XSIDIR_GROUPCOMMON_NAME%

%XSIDIR_ENTERPRISECOMMON_ENA
BLE%

%XSIDIR_ENTERPRISECOMMON_NAM
E%

%ACD_STATUS_1%

Valid Settings

The value (in seconds)

ranges from 600 to 259200.

Default: 3600

An integer ranging between
10 and 900.

Default: 60

Options:
PUT, POST
Example: PUT

String format:
prt-SMA-up

Options:
Yes, No
Default: Yes

Range: 50 to 999
Default: 50

Options:
Yes, No
Default: No

Options:
Yes, No
Default: No

Default: Empty

Options:
Yes, No
Default: No

Default: Empty

Options:
Yes, No
Default: No

Default: Empty

Options:
Yes, No
Default: No

Default: Empty

Options:
Yes, No
Default: No

Default: Empty

Options:

Sync From Server

Sync From Local

Default: Sync From Server

Description



Tag Name

%AUTO_AVAILABLE_AFTER_SIGN-
IN_1%

%PRECONDITION_SUPPORT_x%

%BLOCK_ANONYMOUS_CALL_
ENABLE _1%

%CALL_WAITING_ENABLE_1%

%WEBEX_ONBOARD_ENABLE%

%WEBEX_DIRECTORY_ENABLE%

%WEBEX_DIRECTORY_NAME%

%BB_ICE_STUN_ENABLED%

%ICE_STUN_ENABLED%

%SECURE_CALL_OPTION-1%

%SECURE_CALL_SERVICE%

% UNIT_N_EXTENSION_M_%

%ACTION_BUTTON_FUNCTION%

%ACTION_BUTTON_SERVICE_TRIGGE
R%

Valid Settings

Options:
Yes, No
Default: No

Options:
Disabled, Enabled
Default: Disabled

Options:
Yes, No
Default: No

Options:
Yes, No
Default: No

Options:
Yes, No
Default: Yes

Options:
Yes, No
Default: No

Default: Empty

Options:
Yes, No

Options:
Yes, No

Options:
Optional, Required, Strict
Default: Optional

Options:
Yes, No
Default: Yes

Options;
112|3|4]5/6|7|8|9]10]11]|12|1
3|14[15|16|Disabled
Options:

Off, Emergency Call,
Custom

Options:

Single Press|Long
Press|Press 8
times|MultiTrigger

Default: Single press

Description

Enable onboarding of
the phone to Cloud.

Enables Webex
directory.

Modifies Webex
directory name.

Use STUN to discover
the NAT mapping.

Use ICE STUN to
discover the NAT

mapping.

Configure an
extension to only
accept secure calls.

Enable secure call
service.

Choose how users
can initiate a service
call using the phone’s
Action button.



Tag Name
%ACTION_BUTTON_DIAL_DELAY%

%ACTION_BUTTON_SILENT_EMERGEN
CY_CALL%

%ACTION_BUTTON_SERVICE_DEST%

%OFFICE_HOURS_ENABLED%

%WORK_DAYS%

%WORKING_HOURS_START%

%WORKING_HOURS_END%

%DEEP_SLEEP_ENABLED%

%Phone_OFF_TIME_AFTER_WORKING
_HOURS%

%PHONE_ON_TIME_BEFORE_WORKIN
G_HOURS%

%ENABLE_AUDIBLE_ALERT_WHEN_D
EEP_SLEEP%

%IDLE_TIMEOUT_FOR_DEEP_SLEEP_
OUTSIDE_OFFICE_HOURS%

%IDLE_TIMEOUT_FOR_DISPLAY_OFF _

OUTSIDE_OFFICE_HOURS%

%HELP_DESK_ENABLE%

%HELP_DESK_QUICK_NUMBER_X%
%HELP_DESK_NAME_X%

%HELP_DESK_CUSTOM_MENU_NAME
%

%LINE_LABEL-n%

%Webex_Calendar_Enable%

Valid Settings
Ranges from 0 to 30
seconds

Default: 5 secs

Options:
Enalbed|Disabled
Default: Disabled

Phone number or URI.
Default: Empty

Options:
True, False

Options: Monday through
Friday

Options: Any hours of the
day in 24-hour format

Options: Any hours of the
day in 24-hour format

Options:

False, Non-work Day Only,
All Days

Options:
0 to 360 minutes

Options:
0 to 360 minutes

Options:
True, False

Options:
0 to 60 minutes

Options:
0 to 60 minutes

Options:

Yes, No

Ranges from 0 to 9
Ranges from 0 to 9

Options:
Any string

n ranges from 1 to 6

Options: Yes|No

Description

Sets the timeout
period, in seconds, for
the phone to initiate the
service call after the
Action button is
pressed.

This setting works only
when the Action Button
Function is set to
Emergency Call or
Custom.

Provide the phone
number or the URI for
the service.

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only

9800 Series only



Tag Name

%LED_INDICATOR_IN_DISPLAY_OFF_O
UTSIDE_OFFICE_HOURS%

%Call_Information_Enable_n_%
%Disposition_Code_Enable_n%
%Trace_Enable_n%
%APPEARANCE %
%LOG_ENABLE%
%LOG_URL%

%CUSTOM_WALLPAPER_DOWNLOAD_
URL_1%
%ACTION_BUTTON_SERVICE_NAME_1
%

%CUSTOM_CONTENT_FIELD_n%

%SERVICE_SECRET_n%

%Auto_Collapse_Into_Line_Key%

:’yA:AIIow_SiIent_Emergency_CaII_Retrieval
o

%TLS_Client_Min_Version%

%TLS_Server_Min_Version%

%Display_Off_In_Office_Hours%

%Enable Web Server$

%Enable Protocol%

$Web Server Port%

$xAPI_Admin User Name%

<xAPI Admin Password>
$xAPI_Admin Password$

% SMART POWER ENABLED$%

%$SMART POWER DOMAIN%
%SmartPower Secret$

% SMART POWER OVERRIDES%
$ALWAYS USE MULTI-LINE MODES%

% E911 ENABLE 1%

$LOCATION SOURCE 1%

$LOCATION INFO SCHEMA 1%

Valid Settings

Options: Enabled|Disabled
Options: Yes|No

Options: Yes|No

Options: Yes|No

Options: Yes|No
URL path

URL path

String

Options: Yes|No
Options: Yes|No
Options: TLS 1|TLS
1.2|TLS 1.3

Options: Disabled|In 1
minute|ln 5 minutes|in 30
minutes

Options: Yes|No

Options:Http|Https

Options: Yes|No

Options: Yes|No
Options: Disabled|Enabled

Options: Yes|No

Options: HELD|LLDP-MED

Options:
HYBRID|RFC4119|RFC513
9

Description
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Tag Name Valid Settings Description

$RETRANSMISSION ALLOWED 1% Options: False|True
$MENU_ ISSUES_AND DIAGNOSTICS % Options: Show|Hide

$MENU REPORT PROBLEM$%
$MENU TIME SETTINGSS
$MENU LANGUAGE$

$MENU BLUETOOTHS

$MENU RINGTONE AND VOLUME$
$MENU SMART AUDIO%

$MENU AUDIO PATH$

$MENU AUTO-
COLLAPSE INTO LINE KEY$
$MENU BRIGHTNESS$

$MENU APPEARANCE$

$MENU NETWORK SETTINGS%
$MENU HTTP PROXY%

$MENU NETWORK STATUSS
$MENU SECURITY SETTINGS$
$MENU VOICE FEEDBACK$
$MENU FONT SIZE$

$MENU RESTARTS

$MENU FACTORY RESET$

Device Management Tag Sets Modify

Display all the device management tags defined in the tag set. Tags can be added (0 the set or deleted from the set.

T T

*Tag Set Name: Cisco-3PCC-Tags
Delete Tag Name [&] Tag Value

%3rd_Party_CA_ROOT%

%3RD_PARTY CA ROOT%

%6800_LOGO_PIC_URL%

%7800_WALLPAPER_PIC_URL%

%8800_LOGO_PIC%

%ACCESS_PROTOCOL% http:si

%AMRWB_ENABLE% Yes

%AUTH_INVITE% No

%AUTO_ANS_ON_CALL-1% No

%AUTO_ANS_ON_CALL-10% No

%AUTO_ANS_ON_CALL-11% No

%AUTO_ANS_ON_CALL-12% No

%AUTO_ANS_ON_CALL-13% No

%AUTO_ANS_ON_GCALL-14% No

%AUTO_ANS_ON_CALL-15% No

%AUTO_ANS_ON_CALL-16% No

%AUTO_ANS_ON_CALL-2% No

%AUTO_ANS_ON_CALL-3% No

%AUTO_ANS_ON_CALL-4% No

%AUTO_ANS_ON_CALL-5% No

[Page 10f 10] Next Last
Device Management Tag Sets Modify
Display all the device management lags defined in the 1ag set. Tags can be added to the set or deleted from the set.
0K Apply Add Cancel
* Tag Set Name: [Cisco-3PCC-Tags
Delete Tag Name [4] Tag Value Edit

%AUTO_ANS_ON_CALL-6% No Edit
%AUTO_ANS ON_CALL-T% No Edit
%AUTO_ANS_ON_CALL-8% No Edit
%AUTO_ANS_ON_CALL-S% No Edit
%AUTO_ANSWER_PAGE% No Edit
%BLF_DISPLAY_MODE% BOTH Edit
%BLOCK_ANC_ACTIVATE% 001 Edit
%BLOCK_ANC_DEACTIVATE% 002 Edit
%BLOCK_CID_ACTIVATE% 003 Edit
%BLOCK_CID_DEACTIVATE % 004 Edit
%BROADSOFT_ACD_ENABLE-1% No Edit
%BROADSOFT_ACD_ENABLE-10% No Edit
%BROADSOFT_ACD_ENABLE-11% No Edit
%BROADSOFT_ACD_ENABLE-12% No Edit
%BROADSOFT_ACD_ENABLE-13% No Edit
%BROADSOFT_ACD_ENABLE-14% No Edit
%BROADSOFT_ACD_ENABLE-15% No Edit
%BROADSOFT_ACD_ENABLE-16% No Edit
%BROADSOFT_ACD_ENABLE-2% No Edit
%BROADSOFT_ACD_ENABLE-3% No Edit

First  Previous [Page 20/ 10] Next Last




vl
CISCO

Device Management Tag Sets Modify

Display all the device management (ags defined in the tag set. Tags can be added (o the set or deleted from the sel.

T

*Tag Set Name: [cisco-3PCC-Tags

Delete Tag Name (4] Tag Value Edit
%BROADSOFT_ACD_ENABLE-4% No Edit
%BROADSOFT_ACD_ENABLE-5% No Edit
%BROADSOFT_ACD_ENABLE-6% No Edit
%BROADSOFT_ACD_ENABLE-T% No Edit
%BROADSOFT_ACD_ENABLE-8% No Edit
%BROADSOFT_ACD_ENABLE-8% No Edit
%BROADSOFT_ACD_ENABLED% No Edit
%BROADSOFT_DIR_NAME% RCONG Edit
%BROADSOFT_HOTELING_ENABLE-1% No Edit
%BROADSOFT_HOTELING_ENABLE-10% No Edit
%BROADSOFT HOTELING ENABLE-11% No Edit
%BROADSOFT_HOTELING_ENABLE-12% No Edit
%BROADSOFT_HOTELING_ENABLE-13% No Edit
%BROADSOFT HOTELING ENABLE-14% No Edit
%BROADSOFT_HOTELING_ENABLE-15% No Edit
%BROADSOFT_HOTELING_ENABLE-16% No Edit
%BROADSOFT HOTELING ENABLE-2% No Edit
%BROADSOFT_HOTELING_ENABLE-3% No Edit
%BROADSOFT_HOTELING_ENABLE-4% No Edit
%BROADSOFT_HOTELING_ENABLE-5% No Edit

First Pravious [Page 3 of 101 Mext Last

Device Management Tag Sets Modify

Display all the device management tags defined in the tag set. Tags can be added to the set or deleted from the set.

oK.

Apply Addl Cance

*Tag Set Name: | Cisco-3pCC Tags

Delete Tag Name 1 Tag Value Edit
;{:/n XOADSOFT_HOTELING_ENABLE- No Edit
;{:/?ROADSO FT_HOTELING_ENABLE- No Edit
;A:/EROADSO FT_HOTELING_ENABLE- No. Edit
;A:/?ROADSO FT_HOTELING_ENABLE- No. Edit
%BROADSOFT_HOTELING ENABLED% No Edit.
%CALL_APPEAREANCE% 2 Edit.
“%CALL_BACK_ACTIVATE% 005 Edit
%CALL_BACK_DEACTIVATE% *006 Edit
%CALL_HISTORY_KEY_LIST% hold|1;endeall|2;join|4 Edit
%CFWD_ENABLE_1_% Yes Edit
%CFWD_ENABLE_16_% No Edit
%CFWD_ENABLE 2_% No Edit
%CFWD_ENABLE No Edit
%CONFERENCING_KEY_LIST% hold| 1;endcall|2;joinj4 Edit
“%CONNECTED_KEY_LIST% hold]1 xxferl Edit
%DAYLIGHT_SAVING_TIME_ENABLE%  Yes Edit.
%DAYLIGHT_SAVING_TIME% start=3/-1/7/2;er 0/-1/712;save=1 Edit.
L EL ([2346788]11S0 | [0-1)[2-8]1150 | O | 00SO | O1[2-8Jxx. | [*#Dex[#] | *cx. | “00000xS0 | 0000000000 | [2-8J# | 011x. | [0-1paoocox | [0-1][2- ShocoooooasSO | oy

- [2-930000000xS0 | [2-lxxxxxx | 10100x. | 1150 | [2-9)x. ) Edit

%DIALING CONSULT KEY LIST% delchar| 1;endeall|2;gial|3; Edit

%DIALING INPUT KEY LIST% \alphal8:dir Edit

Device Management Tag Sets Modify
isplay all the device management tags defined in the tag set. Tags can be added to the set or deleted from the set.
0K Apply Add Cancel
~Tag Set Name: Cisco-3PCC-Tags
Delete Tag Name [4] Tag Value Edit
%DICTIONARY_SERVER_SCRIPT% d1=English;x1=en-US.xml;d2=Spanish;x2=es-ES xml;a3=France x3=fr-FR.xml; Edit
%DISPLAY_DIVERSION_INFO% Yes Edit
%DND_ENABLE _ Yes Edit
%DND_ENABLE 16_% No Edit
%DND_ENABLE 2_% No Edit
%DND_ENABLE _. No Edit
%DNS_CACHE_TTL% Yes Edit
%DNS_SERVER 1% 10.89.81.187 Edit
%DNS_SERVER ORDER% Manual-Dhep Edit
%EM_ENABLED% No Edit
%EMERGENCY_NUMBER% o Edit
%FAILBACK_INTVL% 3800 Edit
%FIRMWARE_VERSION_CP-6800-3PCC% 5ip68xx.11-0-2MPP-55dev.loads Edit
%FIRMWARE_VERSION_CP-7800-3PCC% Edit
%FIRMWARE_VERSION_CP-8800-3PCC% $ip8Bxx.11-1-1MSR1-1 loads Edit
%G711A_ENABLE% Yes Edit
%GT711U_ENABLE% Yes Edit
%G722_ENABLE% Yes Edit
%G729A_ENABLE% Yes Edit
%HOLD_KEY_LIST% resume| 1;endcall|2;newcall|3;redial;dir;cfwd and Edit
First  Previous [Page 50f 10] Next  Last
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Device Management Tag Sets Modify

Display all the device management tags defined in the tag set. Tags can be added to the set or deleted from the set

* Tag Set Name: | Cisco-3PCC Tags
Delete  TagName (4] Tag Value Edit
. %IDLE_KEY_LIST% rediall1;newcall2dnd|3;unparkid:pickup|5icwd] Edit
. %IKM_HTTP_ENCRYPT_CONTENT% Edit
. %ILBC_ENABLE% No Edit
. S4INVITE_RETRY_ATTEMPTS% 3 Edit
. %KEY_AGAIN_RESET_TIME% 800 it
. %KEY_DOUBLE_PRESS_TIME% 200 Edit
. %KEY_TRIPLE_PRESS_TIME% 400 Edit
. %LINE_ID_MAPPING?% Vertical First Edit
. 9%NEW_CALL RECENTS_KEY_LIST% cancellt:call2 Edit
0 %NON-INVITE_RETRY_ATTEMPTS% 3 Edit
0 %OFF_HOOK_CONSULT KEY_LIST% rediall1;cancell2; Edit
. %OFF_HOOK_KEY_LIST% redial 1 jaer 11:alphal 12 Edit
. %ON_HOOK DIAL_KEY_LIST% cancel|call2 delcharf3; Edit
. 9%0PUS_ENABLE% Yes Edit
0 %P_EARLY_MEDIA_SUPPORT 1% No Edit
0 %P_EARLY_MEDIA SUPPORT_10% No Edit
. %P_EARLY_MEDIA_SUPPORT_11% No Edit
. %P_EARLY_MEDIA_SUPPORT_12% No Edit
. %P_EARLY_MEDIA_SUPPORT 13% No Edit
. %P_EARLY_MEDIA SUPPORT 14% No Edit
First  Previous [Page 6 0f10] Next Last

Device Management Tag Sets Modify

Display all the device management tags defined in the tag set. Tags can be added 1o the set or Geleted from the st

O L

* Tag Set Name: [cisco-3PCC-Tags
Delete Tag Name [&] Tag Value

O %P_EARLY_MEDIA_SUPPORT_15% No

O %P_EARLY_MEDIA_SUPPORT_16% No

O %P_EARLY_MEDIA_SUPPORT_2% No

O %P_EARLY_MEDIA_SUPPORT_3% No

O %P_EARLY_MEDIA_SUPPORT_4% No

O %P_EARLY_MEDIA_SUPPORT_5% No

0 %P_EARLY_MEDIA_SUPPORT 6% No

O %P_EARLY_MEDIA_SUPPORT 7% No

O %P_EARLY_MEDIA_SUPPORT_8% No

O %P_EARLY_MEDIA_SUPPORT_9% No

O %P_TIME% 0.020

O %PERIODIC_UPLOAD_TO_SERVER% 3600

O %PLK-1% 1

O %PLK-2% 2

0 “%PREFERRED_CODEC% G722

O %PROCESSING KEY_LIST% endcall2

O %PROFILE_AUTH_TYPE% Basic Http Authentication

O %PROFILE_AUTHENTICATION_TYPE% Basic Http Authentication

O %PSK_ENABLED% Yes

O %REPORT_TO_SERVER% On Reguest

Fist _previous [Page 70f10] Next Last
evice Management Tag Sets Modify
lsplay 2l the device management tags defined in the tag set. Tags can be added o the set or deleted from the set
oK. Apply Add Cancel
* Tag Set Name: [Cisco-3PCC-Tags
Delete Tag Name [4] Tag Value Edit
(] %RESYNC_AT_RANDOM_DELAY% 600 Edit
0 %RESYNC_ERROR% Edit
(] %RESYNC_FORCED% 14400 Edit
(] %RESYNC_PERIODIC% 3600 Edit
(] %RESYNC_RANDOM% 2 Egit
(] %RESYNC_TIME% 0100 Edit
0 %RETRY_REG_RSC% 585,685 Edit
u = No Edit
(] %RINGING_KEY_LIST% answer|1;ignore2;toggle|4 Edit
(] %SBC_ADDRESS_1% 10.89.81.177 Edit
(] %SBC_ADDRESS_2% 10.89.81.178 Edit
a %SCREEN_SAVER_ENABLED% Yes Edit
0 %SCREEN_SAVER_ICON% Clock Edit
(] %SCREEN_SAVER_REFRESH_PERIOD% 6 Edit
(] %SCREEN_SAVER_WAIT% 300 Edit
(] %SECOND_PREFERRED_CODEC% Gr22 Egit
(] %SHARED_ACTIVE_KEY_LIST% newcall|1;barge|2;cfwd|3;dnd|4 Edit
0 %SHARED_HELD_KEY_LIST% resume|1;barge|2;cfwd|3;dndj4 Edit
(] %SHARED-LINE-DND-CFWD-ENABLE% Yes Edit
(] %SIP_AUTH_REALM% Edit
First  Previous [Page8of 10] Next Last
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Device Management Tag Sets Modify

e T T

* Tag Set Name: Cisco-3PCC Tags

Delete Tag Value Edit
O 4 Edit
O 4 Edit
O %SIP_Ta% 4 Eat
O %SIP_TCP_MAX% 5080 Eat
O %SIP_TCP_MIN% 5060 Eat
O %SIP_TIMER B% 4 Edt
O %SIP_TIMER_F% 4 Edt
O SIP_TRANSPORT-1% uoP Edt
O SIP_TRANSPORT-10% uoP Edt
O %SIP_TRANSPORT-2% uoP Edt
O %SIP_TRANSPORT-3% uoP Edt
O %SIP_TRANSPORT-4% uoP Edt
O SIP_TRANSPORT-5% uoP Edt
O %SIP_TRANSPORT-6% U] Edt
O %SIP_TRANSPORT-T% U] Edt
O %SIP_TRANSPORT-6% uoP Edt
O %SIP_TRANSPORT-0% uoP Edt
O %SIP_UDP_PORT-1% Edt
O %SIP_UDP_PORT-2% Edt
O %START-CONF_KEY_LIST% hold]t :endealll2;conf{3:toggle; Edit
First Previous [Page9of10] New Last

Device Management Tag Sets Modify

Display ll the device management tags defined in the tag set. Tags can be added to the set or deleted from the set.

C = X = K = K -

* Tag Set Name: | Cisco-3PCC Tags

Delete. Tag Name [4] Tag Value Edit
O %START-XFER_KEY_LIST% hold|1 endeallj2 xfer|4;ioggle; Edt
O %STUN_SERVER% Edit
O %SYSLOG_IDENTIFIER% None Edit
O HTEXT_LOGO% Edit
O %THIRD_PREFERRED_CODECY% G711u Edit
O %TRY_BACKUP_RSC% 555,635 Edit
O %UPLOAD_DELAY_ ON_LOCAL_CHANGE% 60 Edit
O %USE _LINE_KEYS_FOR BLF% Yes Edit
O %USE_PREFERRED_CODEC_ONLY% No Edit
O %VM_SUBSCRIBE_INTERVAL% 1800 Eat
O %Voice_Feedback Enable% No Edt
O %VOIGE_FEEDBACK_ENABLE% Yes Edit
O %VOIGE_FEEDBACK_SPEED% Normal Edit
O %XS|_CFWD_ENABLE 1% No Edit
O %XS|_DND_ENABLE 1% No Edit
O %XS|_HOST_SERVERY% 10.89.81.183 Edit
O %XS|_SERVER% 10.89.81.183 Edit
O %XSIPASSWORD-1% Cisco1231 Edit

First  Previous [Page 1001 10]

Figure 104 Device Type-specific Tag Settings



5.2.2 Configure Cisco BroadWorks Device Profile Type

The device profile type is a system-level structure that defines how the device interfaces
with Cisco BroadWorks. It also identifies the default configuration files and other files, such
as firmware, which are required for the device to operate correctly. The system
administrator creates the device profile type. Group administrators use the device profile
type to create a device profile. The device profile is an instance of the device profile type
that is associated with a physical device.

There are two Cisco BroadWorks device profile configuration methods described: import
and manual. The import method takes a DTAF as input and builds the Cisco BroadWorks
device profile type(s) automatically. The manual method takes the administrator through
the steps to manually add and configure the device profile type(s).

The import method should be used if the following prerequisites are met:
m  The BroadWorks Release is 17.0 or later.

m  The device profile type(s) being imported do not already exist on the system. (If either
a previous import or manual configuration was done, then the import fails).

m  There is a DTAF file available for import with a Cisco BroadWorks release level that is
the same as or prior to the release to which it is being imported. If the DTAF file is at a
release level later than the release being imported to, then the import can fail.

Otherwise, use the manual method.
For more detailed instructions, see the Cisco BroadWorks CPE Kit Usage Guide [3] and
the Cisco BroadWorks Device Management Configuration Guide [3].

5.2.2.1  Configuration Method 1: Import

This section identifies the steps necessary to make use of the Device Management import
feature to configure Cisco BroadWorks to add the Cisco MPP Series as a Device
Management-enabled device type. Also, see the Cisco BroadWorks CPE Kit Usage
Guide [3].

Download the Cisco Common IDT for Cisco MPP Series phones, that is, CP-78xx-88xx-
68xx-3PCC CPE kit from cisco.com. Extract the DTAF file(s) from the CPE kit. These are
the import files. Repeat the following steps for each model you wish to import.

1) Log in to Cisco BroadWorks as an administrator.

2) Browse to System — Resources — Identity/Device Profile Types and then click
Import.

3) Select Browse to find the extracted DTAF file for the model and then click OK to start
the import.

After the import finishes, complete the following post-import configuration steps:
4) Browse to System — Resources — Identity/Device Profile Types.

5) Perform a search to find the imported Cisco device profile type, Cisco-CP-78xx-88xx-
68xx-3PCC.

6) Browse to the Profile page and change the Device Management Device Access
FQDN to your Xtended Services Platform (Xsp) or Xtended Services Platform cluster
address.


http://www.cisco.com/
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Device Management
Device Type URL:hitp:/V=sp.iop1.broadworks. net 80Vdms/CP-73-58-68-3PCC/
Mo Tags
Device Configuration Tags: () |Jse Default System Tag Set Only
* Use Default System Tag Sat and Tag Set: | Cisco-3PCC-IP-Phones-Tags T
#| Allow [dentityDievice Profiles to Configure Custom Tags

#| Allow Groups to Configure Custorn Tags
Send Email Motification to User upon Device Reset Failure
Device Access Protocal; hitp ¥
Devica Ancess FQDNIxspiop1. broadworks. net
Device Access Port1 80
Device Access Conted Mame:dms
Device Access URIICP-75-88-68-3PCC/
Default Device Language;
Default Device Encoding]
Authentication Mode: | | MAC-Based | | User Name and Password
Devica Acsess semame:
Davica Access Password:
Re-type Device Access Password:
MAC Address In:

HTTP Request URI

HTTP Header

Chient Certificate
MAC Address Format:

Device Access HTTP Authentication: @ gaeie O Digest

Figure 105 Device Access FQDN

7) Click the Files and Authentication link and then select the option to rebuild all the
system files.

Firmware files must be obtained from Cisco. These files are not included in the import.
Complete the steps in section 5.2.2.2.2 Define Device Profile Type Files to define the
static firmware files and to upload the firmware.

NOTE: The non-firmware static files in section 5.2.2.2.2 Define Device Profile Type Files are
normally included in the import.

8) Afterimporting the DTAFs, restart the Application Server to load the TimeZoneAlias
files.

9) Update the device profile type language setting according to instructions provided in
section 5.2.2.2.2.6.1 Language Mapping.



5.2.2.2 Configuration Method 2: Manual
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This section identifies the basic steps necessary for an administrator to manually configure
Cisco BroadWorks to add the Cisco MPP Series as a Device Management-enabled
device type. This method should not be used except in special cases as described in the
opening to section 5.2.2 Configure Cisco BroadWorks Device Profile Type.

For more detailed instruction on manual configuration, see the Cisco BroadWorks CPE Kit
Usage Guide [3] and the Cisco BroadWorks Device Management Configuration Guide [3].

The steps in this section can also be followed to update previously imported or configured
device profile type(s) with new configuration files and firmware.

If there are DTAFs for more than one device model, these steps must be completed for
each model.

Create or Modify Device Profile Type

This section identifies the Cisco BroadWorks device profile type settings relevant to
Device Management for the Cisco Common Profile type covering MPP Series.

Browse to System — Resources — Identity/Device Profile Types and perform a search to
find the Cisco device profile type(s) created in section 3.7 Cisco BroadWorks Device

Profile Type Configuration or add the device profile type for each model using the settings
from section 3.1 Cisco BroadWorks Device Profile Type Configuration if they do not exist.

Configure the device profile type Signaling Address Type, Standard and Advanced options
settings to match the settings in section 3.7 Cisco BroadWorks Device Profile Type
Configuration.

Configure the device profile type Device Management Options as shown in section 5.2.2.1
Configuration Method 1: Import.

The following subsections identify the required settings specific to Device Management.

Define Device Profile Type Files

This section describes the Cisco BroadWorks Device Management configuration
necessary to identify the configuration files and other files that the Cisco MPP Series
downloads.

Configuration templates, firmware, and other files the MPP Series uses must be uploaded
to Cisco BroadWorks. Download the common Cisco-CP-78xx-88xx-68xx-3PCC CPE kit
from cisco.com. Extract the configuration files from the Configuration Files folder of CPE
kit. Obtain the firmware files directly from Cisco.

The following table identifies the Cisco configuration files distributed with the 11.2.3 CPE
kit.

File Name CPE Kit Template File File Type Description

Name
CiscoDev- CiscoDev- System-level These files are referred to as the
3PCC_Bootstrap.xml 3PCC_Bootstrap.xml default template files. They contain

the Profile Rule settings for the MPP
Series phone models.


http://www.cisco.com/

File Name

CiscoDev_Type<Family>.

xml

CiscoDev_System.xml

%BWMACADDRESS%
CiscoDev.xml

TimeZoneAliasLabels_<
model>.properties

%BWMACADDRES S%-
confup.xml

prt-
%BWMACADDRES S%-
up.tar.gz

CPE Kit Template File
Name

CiscoDev_Type68xx.xml
CiscoDev_Type6821.xml
CiscoDev_Type6861.xm
CiscoDev_Type6871.xml
CiscoDev_Type78xx.xml
CiscoDev_Type7832.xml
CiscoDev_Type88xx.xml
CiscoDev_Type8832.xml
CiscoDev_Type88x5.xml
CiscoDev_Type8875.xml
CiscoDev_Type9841.xml
CiscoDev_Type9851.xml
CiscoDev_Type9861.xml
CiscoDev_Type9871.xml

CiscoDev_System.xml

<MAC>_CiscoDev.xml|

TimeZoneAliasLabels_ -
CiscoDev.properties

<MAC>-confup.xml

prt-<MAC>-up.tar.gz

File Type

Family/System-
level

System-level

Device-specific

Time Zone
Alias

Device-specific

Device-specific

Description

These files contain the family-
specific parameters. This includes
the upgrade rule.

These files are referred to as the
system template files. They contain
the system settings common to the
phone model type.

This file is referred to as the user
template file. It contains the phone
or user-specific settings for the
phone. There is a MAC template file
in the CPE kit for each Cisco phone
mode.

These files are referred to as the
line key template files. They contain
the line key data for the specific
phone.

The time zone alias file is a
BroadWorks Device Management
file used to map time zone
identifiers between Cisco
BroadWorks and Cisco devices. A
time zone alias file is required for
each model.

The device-specific file documents
the current settings used by the
phone.

These phone configuration files will
be uploaded onto the server using
HTTP PUT message on local
change, request or periodically
depending on parameter <Report
To Server>.

These PRT files are generated by
the PRT option on LCD or Web
interface.

The firmware files that the Cisco MPP Series Phone downloads from the server are not
provided in the CPE kit and must be obtained from Cisco. For list of firmware files, see
section 5.2.2.2.2.4 Static Files5.2.2.2.2.3.

Browse to System — Resources — Identity/Device Profile Types — Files and
Authentication to add the files as described in the following subsections.
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This section identifies the system-level files used by Cisco MPP Series and provides
instructions for defining the files and uploading for Device Management.

This section covers the following system-level Device Per-Type files:
m  CiscoDev-3PCC_Bootstrap.xml

m  CiscoDev_System.xml

m  CiscoDev_Type68xx.xml

m  CiscoDev_Type6821.xml

m  CiscoDev_Type6861.xml

m  CiscoDev_Type6871.xml

m  CiscoDev_Type78xx.xml

m  CiscoDev_Type7832.xml

m  CiscoDev_Type88xx.xml

m  CiscoDev_Type88x5.xml

m  CiscoDev_Type8875.xml

m  CiscoDev_Type8832.xml

m  CiscoDev_Type9841.xml

m  CiscoDev_Type9851.xml

m  CiscoDev_Type9861.xml

m  CiscoDev_Type9871.xml

Add the system files to the device profile type with the settings shown in Figure 106.

After creating the device profile type file, upload the file extracted from the CPE kit. Use
the Browse button on the file definition screen. Be sure to click Apply after uploading the
file.
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Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.

1= 1= 1 - I

Device Access File Format: CiscoDev-3PCC_Bootstrap.zml
Repaository File Format: CiscoDev-3PCC_Bootsirap-3%BWTIMESTAMP3.ami
Access File: hito:ixsp iop 1. broadworks net:80/dms/CP-75-88-83-3PCC/CiscoDev-2PCC Bootsirap xmi
Repository File:
Tempiste File: Downlosd
File Category:  Static * Dynamic Per-Type  Dynamic Per-Device:
File Customization:| Administrator v

*! Enable caching

Assign File

Manusl
* Custom
Upload File] Choose File | Mo file chosen

Currently using CW“Q”"‘EITE’!Nar.Ihmammsnprine-:onﬁgttype.ICisnoa::P-rm-ssxx-ssxxepcc.'cisnonev-spcc_auutsmpxmuemplate
<¥ml version="1.8" encoding="UTF-8"7»
«device xsi:type="axl:XIPPhone"
xmlns:xsi="http:/ /uww.w2 . org/2001/8MLSchema-instance"»
«flat-profiles

<l--
GUI SCREEN: Voice Tab - Provisioning Tab
--3

File Authentication
Authentication Mode: || MAC-Based || User Name and Password
MAC Address In:  HTTP Request URI
HTTP Header
Client Cerfificate
MAC Address Format:
Device Aczess HTTF Authenticaton: («) Bacic ' Digast
Allowsd Accass Profocols: W) hitp #) hitps W ffip

1= 1= 1 - I
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Figure 106 CiscoDev-3PCC_Bootstrap.xml File Settings

Device-Specific Files

This section identifies the device-specific files used by Cisco MPP Series and provides

instructions for defining and uploading the files for Device Management.
This section covers the following system-level files and topics:

m  <MAC>_CiscoDev.xml

Add the <MAC>_CiscoDev.xml file to the device profile type with the settings shown in

Figure 107.

After defining the device-specific file type, upload the corresponding device-specific file
extracted from the CPE kit. Use the Browse button on the file definition screen. Be sure to

click Apply after uploading the file.
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Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.
= = 1 =

Davice Accass Fil
Forma:

2 %EVNMACADDRESS%_CiscoDevaml
Repository File g o r ODEVICEID%_CiscaDevxm
Format:
Acosss Fie:Hiodlp ion1 brasdwarks et 80idms/CP-78-88-88-3FCCA ADDR CrscoDeavaml
 Nota: this URL has undsfined cantent Vslidate it manually by replacing any content between {) with valid valus(s).
Repository Fis
Tempiate Fie: Download
File Catagory:  Ststic  Dynamic Per-Type © Dynamic Fer-Device
File Customization:| Administrator and User ¥
Allow Upload from Device
Extended File Caplure
Defauit Extended File Capture
Mods
Enabie for All File Instances Dissbis for All File Instances

Assign File
Manual
¢ Custom
Upload File: Choose File | No file chosen

Currently using configuration
file:

ks/IpDeviceC -CP-T8xx-88xx-68xx-JPCCIHEWMACADDRE § 5%_CiscoDev.xml template

<#xml version="1.8" encoding="UTF-53"¥»

-
GUI SCREEW: veice Tab-»System Tab
-2

File Authentication
Authantication Mode: (¥ MAC-Based | Usar Name and Password
MAC Address In” @ TP Request URI
HTTP Header
Client Certificate
MAC Address Format

Device Acsess HTTP Authenboaton: () Basic ® Digast
Allowed Access Profocols: (¥ hitp ) hitps #) thp

1= 1= 1 I

Figure 107 <MAC>_CiscoDev.xml File Setting

52.2.22.3 Upload Files
The Cisco phone uploads files to the server via HTTP PUT message.
m  <MAC>-confup.xml

The configuration file that the phone is currently using can be uploaded on local change,
request, or periodically configured by the parameter <Report To Server>.

m  pri-<MAC>-up.tar.gz

The file (prt-<MAC>-up.tar.gz can be uploaded by the generation of problem report tool
(PRT).

Add a Cisco BroadWorks device profile type file to the Cisco device profile for both the
%BWMACADDRESS%-confup.xml and prt-%BWMACADDRESS%-up.tar.gz files using
the settings described in the following figure in case there is none in the CPE kit.
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Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.

e e N

Device Access
Fie Format. SBWMACADDRESS%-confup.xml

[ o %BWMACADDRESS%-confup.xmi

Form
Access Filg: 1iP//10.89.81 P-78-68-88-3PCCH] ES5%25}-confup xml
" Note: tnis URL has undefined content. Validate it manually by replacing any content between {} with valid vaiue(s).
Repository

File:
Template File:

FileCategory:  Static  Dynamic Per-Type - Dynamic Per-Device

Cummiwmﬁ Administrator 1<)
Allow Upload from Device
Extended File Capture
Defaull Extended File Capture Mode
Enable for All File Instances Disable for All File Instances

Assign File
© marual
Custom

Upload Fil Browse Na file selected.

File Authentication
Authentication Mode: [ MAG-Based | User Name and Password
MAC Acdress In: € HTTP Request URI
HTTP Header
Client Certificate
MAC Address Format
Device Access HTTP Authentication: © Basic  Digest
Allowed Access Protocols: [ hitp € hitps @ thp

e e 1 —

Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.

= = 1=

Device Access
i Format, P %BWMACADDRESS?%-upar.gz

Repository
File Format, P-%BWMACADDRESS%-up.tar.gz

Access File: 1ip7/10.89.81.183:80/dms/CP-78-68-88-3PCC/prt-{%25BWMACADDRESS%25}-up tar.gz
" Note: this URL has undefined content. Validate it manually by replacing any content between () with valid value(s).

Repository
File:
Template File:
File Calegory:  Static  Dynamic Per-Type * Dynamic Per-Device
File: o ~
Customization | AGministrator
Allow Upload from Device
Extended File Capture
Default Extended File Capture Mode
Enable for All File Instances Disable for All File Instances

Assign File
© Manual
Custom
Upload File: 8¢

e No file selected.

File Authentication
Authentication Mode: [ MAC-Based  User Name and Password
MAC Address In: © HTTP Request URI
HTTP Header
Client Certificate
MAC Address Format:
Device Access HTTP Authentication: € Basic ' Digest
Allowed Access Protocols: http htips. thp

= = 1=

Figure 108 Upload File Settings
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Static files are files such as firmware and media files that are not configurable and/or do
not make use of the dynamic Cisco BroadWorks Device Management tags.

The Cisco MPP Series requires the following static firmware files. (This is for reference
only; latest firmware file names can be different. For up-to-date firmware file versions see
the following links):

sip68xx.12-0-7MPP0001-46.loads (for the 6800 Devices)
sip6821.12-0-7MPP0001-46.loads (for the 6821 Devices)
sip78xx.12-0-7MPP0001-46.loads (for the 7800 Devices)
sip7832.12-0-7MPP0001-46.loads (for the 7832 Devices)
sip88xx.12-0-7MPP0001-46.loads (for the 8800 Devices)
sip8845 65.12-0-7MPP0001-46.loads (for the 8845 and 8865 Devices)
sip8832.12-0-7MPP0001-46.loads (for the 8832 Devices)

PHONEOS.3-6-1-0003-52.loads (for Cisco Desk Phone 9800 Series and Cisco Video
Phone 8875)

Add the static files to the device profile type with the settings shown in Figure 109.

After creating the device profile type file, upload static files obtained from Cisco.

To get the static files (Firmware Files for IP Phones), see the following links.

Cisco IP Phones 6800 Series: https://www.cisco.com/c/en/us/support/collaboration-
endpoints/ip-phone-6800-series-multiplatform-firmware/tsd-products-support-series-
home.html

Cisco IP Phones 7800 Series: https://www.cisco.com/c/en/us/support/collaboration-
endpoints/ip-phone-7800-series-multiplatform-firmware/tsd-products-support-series-
home.html

Cisco IP Phones 8800 Series: https://www.cisco.com/c/en/us/support/collaboration-
endpoints/ip-phone-8800-series-multiplatform-firmware/tsd-products-support-series-
home.html

Cisco Video Phone 8875: https://help.webex.com/en-us/article/n1trwjh/Release-
Notes-for-Cisco-PhoneOS-Phones-9800-and-8875#task-template €3253095-4716-
4259-b84c-efb2cc6e7668

Cisco IP Phone 9800 Series: https://help.webex.com/en-us/article/n1trwjh/Release-
Notes-for-Cisco-PhoneOS-Phones-9800-and-8875#task-template €3253095-4716-
4259-b84c-efb2cc6e7668
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Use the Browse button on the file definition screen. Be sure to click Apply after uploading
the file.

Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type
= T 1=

Device Access File Format: Sip7ex:. 11-1-1MPP-897.loads
Repository File Format: sip78xx.11-1-1MPP-897_loads
Access File: hitp:/fxsp iop1 broadworks net:80/dms/CP-78-88-68-3PCC/sip78xx 11-1-1MPP-897 loads
Repository File:
Template File: Download

File Category Static  Dynamic Per-Type  Dynamic Per-Device
File Customization: | Administrator hd

« Enable caching

Assign File

Manual
® Custom
Upload File:| Choose File | No file chosen

Currently using configuration file: ivar/broadworks/IpDeviceConfig/type/Cisco-CP-78xx-88xx-68xx-3PCC/sip78xx.11-1-1MPP-897 loads.template
£+ Temporary File *+¥++

The Content of this file should be obtained from the vendor.

File Authentication
Authentication Mode: MAC-Based User Name and Password
MAC Address In: (® HTTP Request URI
HTTP Header
Client Certificate
MAC Address Format:
Device Access HTTP Authentication: ® Basic ' Digest
Allowed Access Protocols: @ hitp (¢ https (¢ titp

1= = 1~ I

Figure 109 Static Load File

Note that Cisco MPP Series also requires the following static files. Download the files from
the above links.

m  kernel6821.12-0-7MPP0001-46.sbn

®m  miniroot6821.12-0-7MPP0001-46.sbn
m  prelo6821.AL128m-01-03P.sbn

m  rootfs6821.12-0-7MPP0001-46.sbn

m  sboot6821.AL-01-10P.sbn

m  kernel2.68xx.12-0-7MPP0001-46.sbn
m  kernel2.6861.12-0-7MPP0001-46.sbn
m  kernel2.6871.12-0-7MPP0001-46.sbn
m  rootfs2.68xx.12-0-7MPP0001-46.sbn
m  rootfs2.6861.12-0-7MPP0001-46.sbn
m  rootfs2.6871.12-0-7MPP0001-46.sbn
m  sboot2.68xx.12-0-7MPP0001-46.sbn
m  sboot2.6861.12-0-7MPP0001-46.sbn
m  sboot2.6871.12-0-7MPP0001-46.sbn



kernel2.78xx.12-0-7MPP0001-46.sbn
rootfs2.78xx.12-0-7MPP0001-46.sbn
sboot2.78xx.12-0-7MPP0001-46.sbn
kernel7832.12-0-7MPP0001-46.sbn
prelo7832.BR-01-06P.sbn
rootfs7832.12-0-7MPP0001-46.sbn
sboot7832.BR-01-11P.sbn
boot1288xx.BE-01-007P.sbn
fbi88xx.BE-01-011P.sbn
kern88xx.12-0-7MPP0001-46.sbn
kernel288xx.12-0-7MPP0001-46.sbn
kernel388xx.12-0-7MPP0001-46.sbn
mOpatch288xx.BE-01-001P.sbn
preloader88xx.BE-01-008P.sbn
rootfs88xx.12-0-7MPP0001-46.sbn
rootfs288xx.12-0-7MPP0001-46.sbn
rootfs388xx.12-0-7MPP0001-46.sbn
sb288xx.BE-01-028P.sbn
sb2288xx.BE-01-015P.sbn
sb2388xx.BE-01-032P.sbn
ssb288xx.BE-01-007P.sbn
vc488xx.12-0-7MPP0001-46.sbn
fbi8845_65.BEV-01-006P.sbn
kern8845_65.12-0-7MPP0001-46.sbn
rootfs8845_65.12-0-7MPP0001-46.sbn
sb28845_65.BEV-01-020P.sbn
vc48845_65.12-0-7MPP0001-46.sbn
firmware28832.12-0-7MPP0001-46.sbn
kernel8832.12-0-7MPP0001-46.sbn
kernel28832.12-0-7MPP0001-46.sbn
key28832.12-0-7MPP0001-46.sbn
loader8832.VO-01-004P.sbn
loader28832.VO0-00-003P.sbn
oemloader28832.12-0-7MPP0001-46.sbn
rootfs8832.12-0-7MPP0001-46.sbn
rootfs28832.12-0-7MPP0001-46.sbn



m  sb28832.VO-01-015P.sbn
m  sb228832.12-0-7MPP0001-46.sbn
m  trustzone28832.12-0-7MPP0001-46.sbn

Note that the Cisco Desk Phone 9800 Series and Cisco IP Phone 8875 also require the
following static files. Download the files from the above links.

m  kernel-9841_51.3-6-1-0003-52.sbn

m  PHONEOS-9861.3-6-1-0003-52.pkg
m  PHONEOS-9871.3-6-1-0003-52.pkg
m  preloader-9841_51.EM-01-014.sbn
m  rootfs-9841 51.3-6-1-0003-52.sbn

m  sb2-9841_51.EM-01-058.sbn

m  PHONEOS-8875.3-6-1-0003-52.pkg



5.2.2.2.2.5 Time Zone Alias File

To properly map the Cisco BroadWorks configured user time zone to the Cisco MPP
Series device setting, a mapping file must be created on the Cisco BroadWorks system.
This file maps the Cisco BroadWorks user time zone settings to the device’s time zone
settings. For information about time zone mapping for the device profile type, see the
BroadWorks Device Management Configuration Guide [3].

This time zone mapping file must be added to the
Jusr/local/broadworks/bw_base/conf/dms directory on the Application Server using the
following file name format:

m  TimeZoneAliasLabels Cisco-CP-78xx-88xx-68xx-3PCC.properties

The file must contain the mapping of Cisco BroadWorks time zones values to Cisco MPP
Series time zone values. The following is an example of the file contents.

US_HAWAII=GMT-10:00
US_ALASKA=GMT-09:00
CANADA_PACIFIC_TIME=GMT-08:00
MEXICO_PACIFIC_TIME=GMT-08:00
US_PACIFIC_TIME=GMT-08:00
US_ARIZONA=GMT-07:00
CANADA_MOUNTAIN_TIME=GMT-07:00
MEXICO_MOUNTAIN_TIME=GMT-07:00
US_MOUNTAIN_TIME=GMT-07:00
CANADA_CENTRAL_TIME=GMT-06:00
US_CENTRAL_TIME=GMT-06:00
US_INDIANA=GMT-06:00
CANADA_EASTERN_TIME=GMT-05:00
US_EASTERN_TIME=GMT-05:00
CANADA_ALTANTIC_TIME=GMT-04:00
CANADA_NEWFOUNDLAND=GMT-03:30
VENEZUELA_TIME=GMT-04:30
CHILE_TIME=GMT-03:00
ARGENTINA_TIME=GMT-03:00
GREENWICH_MEAN_TIME=GMT-00:00
CENTRAL_EUROPEAN_TIME=GMT+01:00
EASTERN_EUROPEAN_TIME=GMT+02:00
EAST_AFRICAN_TIME=GMT+03:00
IRAN_TIME=GMT+03:30
AZERBAIJAN_TIME=GMT+04:00
AFGHANISTAN_TIME=GMT+04:30
PAKISTAN_TIME=GMT+05:00




INDIA_TIME=GMT+05:30
EASTERN_KAZAKHSTAN_TIME=GMT+06:00
MYANMAR_TIME=GMT+06:30
THAILAND_TIME=GMT+07:00

CHINA_TIME=GMT+08:00

JAPAN_TIME=GMT+09:00
AUSTRALIAN_CENTRAL_STANDARD_TIME=GMT+09:30
AUSTRALIAN_EASTERN_STANDARD_TIME=GMT+10:00
NEWZEALAND_TIME=GMT+13:00

NOTE: You must restart the Application Server for the TimeZoneAlias files to be picked up by the
system.

52.2.2.2.6 Language Provisioning

Language provisioning is necessary if using languages other than English. There are two
aspects to language provisioning. First, the Cisco phone must be enabled to download the
Cisco language files. Second, a mapping is required between the Cisco BroadWorks and
Cisco language identifiers.

The following are example language files for 68xx and 78xx:
m  ar-SA_78xx_68xx-12.0.7.0005.tf (Arabic)

B ar-SA_78xx_68xx-12.0.7.0005.xml (Arabic)

m  ar-SA_78xx_BMP-12.0.7.0005.tf (Arabic)

m  ar-SA_6821-12.0.7.0005.ttf (Arabic)

m  ar-SA_6821-12.0.7.0005.xml (Arabic)

m  ar-SA_6861-12.0.7.0005.ttf (Arabic)

m  bg-BG_78xx_68xx-12.0.7.0005.xml (Bulgarian)

m  bg-BG_6821-12.0.7.0005.xml (Bulgarian)

m  ca-ES_78xx_68xx-12.0.7.0005.xml (Catalan-Spain)
m ca-ES_6821-12.0.7.0005.xml (Catalan-Spain)

m  cs-CZ _78xx_68xx-12.0.7.0005.xml (Czech)

m cs-CZ 6821-12.0.7.0005.xml (Czech)

m  da-DK_78xx_68xx-12.0.7.0005.xml (Dutch)

m  da-DK_6821-12.0.7.0005.xml (Dutch)

m  de-DE_78xx_68xx-12.0.7.0005.xml (German)

m  de-DE_6821-12.0.7.0005.xml (German)

m  el-GR_78xx_68xx-12.0.7.0005.xml (Greek)

m  el-GR_6821-12.0.7.0005.xml (Greek)



en-GB_78xx_68xx-12.0.7.0005.xml (English-UK)
en-GB_6821-12.0.7.0005.xml (English-UK)
en-US_78xx_68xx-12.0.7.0005.xml (English-US)
en-US_6821-12.0.7.0005.xml (English-US)
es-CO_78xx_68xx-12.0.7.0005.xml (Spanish-Colombia)
es-CO_6821-12.0.7.0005.xml (Spanish-Colombia)
es-ES_78xx_68xx-12.0.7.0005.xml (Spanish-Spain)
es-ES_6821-12.0.7.0005.xml (Spanish-Spain)
fi-FI_78xx_68xx-12.0.7.0005.xml (Finnish)
fi-FI_6821-12.0.7.0005.xml (Finnish)
fr-CA_78xx_68xx-12.0.7.0005.xml (French-Canada)
fr-CA_6821-12.0.7.0005.xml (French-Canada)
fr-FR_78xx_68xx-12.0.7.0005.xml (French)
fr-FR_6821-12.0.7.0005.xml (French)
he-IL_78xx_68xx-12.0.7.0005.ttf (Hebrew)
he-IL_78xx_BMP-12.0.7.0005.ttf (Hebrew)
he-IL_78xx_68xx-12.0.7.0005.xml (Hebrew)
he-IL_6821-12.0.7.0005.ttf (Hebrew)
he-IL_6821-12.0.7.0005.xml (Hebrew)
he-IL_6861-12.0.7.0005.if (Hebrew)
hr_HR_78xx_68xx-12.0.7.0005.xml (Croatia)
hr_HR_6821-12.0.7.0005.xml (Croatia)
hu-HU_78xx_68xx-12.0.7.0005.xml (Hungarian)
hu-HU_6821-12.0.7.0005.xml (Hungarian)
it-IT_78xx_68xx-12.0.7.0005.xml (Italian)
it-IT_6821-12.0.7.0005.xml (Italian)
ja-JP_78xx_68xx-12.0.7.0005.1if (Japanese)
ja-JP_78xx_68xx-12.0.7.0005.xml (Japanese)
ja-JP_78xx_BMP-12.0.7.0005.1tf (Japanese)
ja-JP_6821-12.0.7.0005.1tf (Japanese)
ja-JP_6821-12.0.7.0005.xml (Japanese)
ja-JP_6861-12.0.7.0005.tf (Japanese)
ko-KR_78xx_BMP-12.0.7.0005.tf (Korean)
ko-KR_78xx_68xx-12.0.7.0005.ttf (Korean)
ko-KR_78xx_68xx-12.0.7.0005.xml (Korean)
ko-KR_6821-12.0.7.0005.tif (Korean)



m  ko-KR_6861-12.0.7.0005.1tf (Korean)

m  ko-KR_6821-12.0.7.0005.xml (Korean)

m  nb-NO_78xx_68xx-12.0.7.0005.xml (Norwegian)
m  nb-NO_6821-12.0.7.0005.xml (Norwegian)

m  nl-NL_78xx_68xx-12.0.7.0005.xml (Netherlands)
m  nl-NL_6821-12.0.7.0005.xml (Netherlands)

m  pl-PL_78xx_68xx-12.0.7.0005.xml (Polish)

m  pl-PL_6821-12.0.7.0005.xml (Polish)

m  pt-PT_78xx_68xx-12.0.7.0005.xml (Portuguese)
m  pt-PT_6821-12.0.7.0005.xml (Portuguese)

m  ru-RU_78xx_68xx-12.0.7.0005.xml (Russian)

m  ru-RU_6821-12.0.7.0005.xml (Russian)

m  sk-SK_78xx_68xx-12.0.7.0005.xml (Slovakian)
m  sk-SK 6821-12.0.7.0005.xml (Slovakian)

m  sl-SI_78xx_68xx-12.0.7.0005.xml (Slovenian)

m  s|-SI_6821-12.0.7.0005.xml (Slovenian)

m  sv-SE_78xx_68xx-12.0.7.0005.xml (Swedish)

m  sv-SE_6821-12.0.7.0005.xml (Swedish)

m tr-TR_78xx_68xx-12.0.7.0005.xml (Turkey)

m  {r-TR_6821-12.0.7.0005.xml (Turkey)

m uk-UA_78xx_68xx-12.0.7.0005.xml (Ukraine)

m  uk-UA 6821-12.0.7.0005.xml (Ukraine)

m  zh-CN_78xx_68xx-12.0.7.0005.itf (Mandarin)

m  zh-CN_78xx_68xx-12.0.7.0005.xml (Mandarin)
m  zh-CN_78xx_BMP-12.0.7.0005.ttf (Mandarin)

m  zh-CN_6821-12.0.7.0005.1tf (Mandarin)

m  zh-CN_6821-12.0.7.0005.xml (Mandarin)

m  zh-CN_6861-12.0.7.0005.ttf (Mandarin)

m  zh-HK 78xx_68xx-12.0.7.0005.tf ((Cantonese)
m  zh-HK_78xx_68xx-12.0.7.0005.xml (Cantonese)
m  zh-HK_78xx_BMP-12.0.7.0005.1tf (Cantonese)
m  zh-HK_6821-12.0.7.0005.xml (Cantonese)

m  zh-HK 6821-12.0.7.0005.ttf (Cantonese)

m  zh-HK 6861-12.0.7.0005.ttf (Cantonese)

The following are example language files for 88xx:

m  ar-SA_88xx-12.0.7.0005.ttf (Arabic)



ar-SA_88xx-12.0.7.0005.xml (Arabic)
bg-BG_88xx-12.0.7.0005.xml (Bulgarian)
ca-ES_88xx-12.0.7.0005.xml (Catalan-Spain)
cs-CZ_88xx-12.0.7.0005.xml (Czech)
cs-DZ_88xx-12.0.7.0005.xml (Czech)
da-DK_88xx-12.0.7.0005.xml (Dutch)
de-DE_88xx-12.0.7.0005.xml (German)
el-GR_88xx-12.0.7.0005.xml (Greek)
en-GB_88xx-12.0.7.0005.xml (English-UK)
en-US_88xx-12.0.7.0005.xml (English-US)
es-CO_88xx-12.0.7.0005.xml (Spanish)
es-ES_88xx-12.0.7.0005.xml (Spanish-Spain)
fi-F1_88xx-12.0.7.0005.xml (Finnish)
fr-CA_88xx-12.0.7.0005.xml (French-Canada)
fr-FR_88xx-12.0.7.0005.xml (French)
he-IL_88xx-12.0.7.0005.ttf (Hebrew)
he-IL_88xx-12.0.7.0005.xml (Hebrew)
hr_HR_88xx-12.0.7.0005.xml (Croatia)
hu-HU_88xx-12.0.7.0005.xml (Hungarian)
it-IT_88xx-12.0.7.0005.xml (ltalian)
ja-JP_88xx-12.0.7.0005.ttf (Japanese)
ja-JP_88xx-12.0.7.0005.xml (Japanese)
ko-KR_88xx-12.0.7.0005.1tf (Korean)
ko-KR_88xx-12.0.7.0005.xml (Korean)
nb-NO_88xx-12.0.7.0005.xml (Norwegian)
nl-NL_88xx-12.0.7.0005.xml (Netherlands)
pl-PL_88xx-12.0.7.0005.xml (Polish)
pt-PT_88xx-12.0.7.0005.xml (Portuguese)
ru-RU_88xx-12.0.7.0005.xml (Russian)
sk-SK_88xx-12.0.7.0005.xml (Slovakian)
sl-SI_88xx-12.0.7.0005.xml (Slovenian)
sv-SE_88xx-12.0.7.0005.xml (Swedish)
tr-TR_88xx-12.0.7.0005.xml (Turkey)
uk-UA_88xx-12.0.7.0005.xml (Ukraine)
zh-CN_88xx-12.0.7.0005.1tf (Mandarin)
zh-CN_88xx-12.0.7.0005.xml (Mandarin)



zh-HK_88xx-12.0.7.0005.1tf (Cantonese)
zh-HK_88xx-12.0.7.0005.xml (Cantonese)

The following are example language files for Cisco Video Phone 8875 and Cisco Desk
Phone 9800 Series:

ar-SA_8875_9861_9871-3.6.1.0003.xml (Arabic)
ar-SA_9841_9851-3.6.1.0003 (Arabic)
bg-BG_8875_9861_9871-3.6.1.0003.xml(Bulgarian)
bg-BG_ 9841 9851-3.6.1.0003.xml(Bulgarian)

ca-ES 9841 9851-3.6.1.0003.xml (Catalan-Spain)
ca-ES 8875 9861 9871-3.6.1.0003.xml (Catalan-Spain)
cs-CZ_9841_9851-3.6.1.0003.xml (Czech)
cs-CZ_8875_9861_9871-3.6.1.0003.xml (Czech)
cy-GB_8875_9861_9871-3.6.1.0003.xml (Welsh)
cy-GB_9841_9851-3.6.1.0003.xml (Welsh)
da-DK_9841_9851-3.6.1.0003.xml (Dutch)
da-DK_8875_9861_9871-3.6.1.0003.xml (Dutch)
de-DE_9841_9851-3.6.1.0003.xml (German)
de-DE_8875_9861_9871-3.6.1.0003.xml (German)
el-GR_9841_9851-3.6.1.0003.xml (Greek)
el-GR_8875_9861_9871-3.6.1.0003.xml (Greek)
en-GB_9841_9851-3.6.1.0003.xml (English-UK)
en-GB_8875_9861_9871-3.6.1.0003.xml (English-UK)
en-US_9841_9851-3.6.1.0003.xml (English-US)
en-US_8875_9861_9871-3.6.1.0003.xml (English-US)
es-CO_9841 9851-3.6.1.0003.xml (Spanish-Colombia)
es-CO_8875 9861 9871-3.6.1.0003.xml (Spanish-Colombia)
es-ES 9841 9851-3.6.1.0003.xml (Spanish-Spain)
es-ES_8875_9861_9871-3.6.1.0003.xml (Spanish-Spain)
et-EE_8875_9861_9871-3.6.1.0003.xml (Estonia)
et-EE_9841_9851-3.6.1.0003.xml (Estonia)
fi-FI_9841_9851-3.6.1.0003.xml (Finnish)
fi-FI_8875_9861_9871-3.6.1.0003.xml (Finnish)
fr-CA_9841 9851-3.6.1.0003.xml (French-Canada)
fr-CA_8875 9861 9871-3.6.1.0003.xml (French-Canada)
fr-FR_9841_9851-3.6.1.0003.xml (French)
fr-FR_8875_9861_9871-3.6.1.0003.xml (French)
he-IL_8875_9861_9871-3.6.1.0003.xml (Hebrew)



he-IL_9841_9851-3.6.1.0003.xml (Hebrew)
hr-HR_8875_9861_9871-3.6.1.0003.xml (Croatian)
hr-HR_9841_9851-3.6.1.0003.xml (Croatian)

hu-HU_9841 9851-3.6.1.0003.xml (Hungarian)
hu-HU_8875 9861_9871-3.6.1.0003.xml (Hungarian)
it-IT_9841_9851-3.6.1.0003.xml (Italian)
it-IT_8875_9861_9871-3.6.1.0003.xml (ltalian)

ja-JP_9841 9851-3.6.1.0003.xml (Japanese)
ja-JP_8875_9861_9871-3.6.1.0003.xml (Japanese)
ja-JP_9841 9851-3.6.1.0003.itf (Japanese)
ja-JP_8875 9861 9871-3.6.1.0003.tif (Japanese)
ko-KR 9841 9851-3.6.1.0003.xml (Korean)

ko-KR 8875 9861 9871-3.6.1.0003.xml (Korean)
ko-KR_9841_9851-3.6.1.0003.ttf (Korean)
ko-KR_8875_9861_9871-3.6.1.0003.ttf (Korean)
It-LT_8875_9861_9871-3.6.1.0003.xml (Lithuanian)
[t-LT_9841_9851-3.6.1.0003.xml (Lithuanian)
Iv-LV_8875_9861_9871-3.6.1.0003.xml (Latvian)
Iv-LV_9841_9851-3.6.1.0003.xml (Latvian)
nb-NO_9841_9851-3.6.1.0003.xml (Norwegian)
nb-NO_8875_9861_9871-3.6.1.0003.xml (Norwegian)
nl-NL_9841_9851-3.6.1.0003.xml (Dutch-Netherlands)
nl-NL_8875_9861_9871-3.6.1.0003.xml (Dutch-Netherlands)
pl-PL_9841_9851-3.6.1.0003.xml (Polish)
pl-PL_8875_9861_9871-3.6.1.0003.xml (Polish)
pt-BR_9841 9851-3.6.1.0003.xml (Portuguese-Brazil)
pt-BR_8875 9861 9871-3.6.1.0003.xml (Portuguese-Brazil)
pt-PT_9841 9851-3.6.1.0003.xml (Portuguese-Portugal)
pt-PT_8875 9861 9871-3.6.1.0003.xml (Portuguese-Portugal)
ro-RO_8875 9861 9871-3.6.1.0003.xml (Romanian)
ro-RO_9841_9851-3.6.1.0003.xml (Romanian)
ru-RU_9841_9851-3.6.1.0003.xml (Russian)
ru-RU_8875 9861 9871-3.6.1.0003.xml (Russian)
sk-SK_8875 9861_9871-3.6.1.0003.xml (Slovak-Slovakia)
sk-SK_9841 9851-3.6.1.0003.xml (Slovak-Slovakia)
sl-SI_8875_9861_9871-3.6.1.0003.xml (Slovenian)



sl-S1_9841_9851-3.6.1.0003.xml (Slovenian)
sr-Latn-RS_8875 9861_9871-3.6.1.0003.xml (Serbian-Latin)
sr-Latn-RS_9841_9851-3.6.1.0003.xml (Serbian-Latin)
sv-SE_9841_9851-3.6.1.0003.xml (Swedish)
sv-SE_8875_9861_9871-3.6.1.0003.xml (Swedish)
th-TH_8875_9861_9871-3.6.1.0003.xml (Thai)
th-TH_9841_9851-3.6.1.0003.xml (Thai)
tr-TR_9841_9851-3.6.1.0003.xml (Turkish)
tr-TR_8875_9861_9871-3.6.1.0003.xml (Turkish)
uk-UA_9841_9851-3.6.1.0003.xml (Ukrainian)

uk-UA 8875 9861 9871-3.6.1.0003.xml (Ukrainian)
zh-CN_9841_9851-3.6.1.0003.xml (Mandarin)
zh-CN_8875 9861_9871-3.6.1.0003.xml (Mandarin)
zh-CN_9841_9851-3.6.1.0003.ttf (Mandarin)
zh-CN_8875_9861_9871-3.6.1.0003.ttf (Mandarin)
zh-HK_9841_9851-3.6.1.0003.xml (Cantonese)
zh-HK_8875 9861 9871-3.6.1.0003.xml (Cantonese)
zh-HK_9841_9851-3.6.1.0003.ttf (Cantonese)
zh-HK_8875_9861_9871-3.6.1.0003.ttf (Cantonese)
zh-TW_9841_9851-3.6.1.0003.xml (Chinese-Taiwan)
zh-TW_8875_9861_9871-3.6.1.0003.xml (Chinese-Taiwan)
zh-TW_9841_9851-3.6.1.0003.ttf (Chinese-Taiwan)
zh-TW_8875_9861_9871-3.6.1.0003.tif (Chinese-Taiwan)

Add the language files to the device profile type with the settings shown in the following

figure.

After creating the language file, upload static language files obtained from Cisco. Use the
Browse button on the file definition screen. Be sure to click Apply after uploading the file.



o
CISCO

Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.

OK Apply Delete Cancel

Device Access File Format: ca-ES_6821-11.2.3.0009.xml
Repository File Format: ca-ES_86821-11.2.3.0009.xm|
Access File: http://xsp.iop1 ks.net:80/dms/CP-78-88-68-3PCC/ca-ES_6821-11.2.3.0009.xm|
Repository File: Download
Template File: Download

File Category: « Static Dynamic Per-Type  Dynamic Per-Device
File Customization: Disallow <]
Enable caching

Assign File
Manual
© Custom
Upload File: Choose File No file chosen
Currently using configuration file: /var/bi ks/lpDeviceConfi i CP-78xx-88xx-68xx-3PCC/ca-ES_6821-11.2.3.0009.xml.template

<?xml version="1.0" encoding="UTF-8"7>

<I.- Max number of parsable phrases is capped at 4096 in csstringrepo.c -->
<phrases>

<irkLocaleName=AnglA’s_Estats_Units</trkLocaleName>
<trkBaseClearcaseVersion></trkBaseClearcaseVersion>
<trkTranslationVersion></trkTranslationVersion>

<l-- #tHRHEAEE# Conference Microphones #HREHRHERHE-->

<phrase i="L_WirelessPairing_info" t="Manteniu premuda la tecla de silencial

File Authentication
Authentication Mode: | MAC-Based  User Name and Password
MAC Address In: @) HTTP Request URI
HTTP Header
Client Certificate
MAC Address Format:
Device Access HTTP Authentication: ) Basic  Digest

Allowed Access Protocols: http. https tftp

OK Apply Delete Cancel

Figure 110 Language File

The Dictionary Server Script entry: “serv="is required with the host name and PATH
ended by a “;”. The label “d1="is the name label for the language. The label “x1="is the
file name with the language information. The label “f1=1" is for the asian languages and
the RTL languages. There can only be one 1 label. The x1 and d1 labels can have

multiple entries.
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Figure 111 Language File — Language Selection

5.2.2.22.6.1 Language Mapping

To enable Device Management control of the phone language for languages other than
English, the languages defined on the Cisco BroadWorks Application Server must be



mapped to the Cisco definitions. To perform the mapping, select the Cisco MPP Series
device profile type and from there select the Languages link. The defined Cisco
BroadWorks languages are listed in a table. If languages other than English do not
appear, they have not been defined. The supported languages and required mapping are:

Cisco BroadWorks Language
English

Russian

Hungarian

French

German

Italian

Spain_Spanish

Cisco Language Setting
English-US

Russian

Hungarian

French

German

Italian

Spanish

The language applied to an individual phone is determined by the language defined for the
user on the Cisco BroadWorks User’s Profile page.

Enterprige ID: DemoProductanagementEnt
User ID: jmiller@broadsoft com

* Last Name: |Miller

= Calling Line ID Last Name: [Miller
Department: | Y (ideo Group) | %
Time Zaone: | (GMT)UTC

Additional Information
Title
Pager
E-mail
Location:

Address:

City.
ZipiPostal
Code:

Group: Video Group
Change User 1D (Also saves current screen data)

*First Mame: Jack
*Calling Line ID First Name: | Jack

Language: { Englis

" British
CALA_Spanish
Chinese
English
French
German
Mahile: Italian
YahaolD, Japanese

Spain_Spanish

StateiProvince: — Select— ¥

Country

Figure 112 Cisco BroadWorks User Language Definition

There are other languages that the Cisco MPP phone supports that Cisco BroadWorks
may not support. The phone can manually download these languages from Device
Management via the Language Preferences menu on the phone. To access this menu,
press the Setup button on the phone and select Device Administration — Language.
Then from this page, select the desired language for the phone to use on the display.
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5.2.3 Create Device Profile Instance

The previous sections defined the device profile type such that the system is ready to
mass deploy device profiles. A device profile is an instance of the device profile type and
defines the Cisco BroadWorks interface to a Cisco MPP Series device.

Browse to the Cisco BroadWorks <group> — Resources — Identity/Device Profiles page
and then select Add to add a new Cisco MPP Series device profile. Configure the device
profile as shown in the Figure 113 example.

Identity/Device Profile Modify

Maodify or delete an existing group identity/device profile.

1= 1= 1 - I

Profile Users Files

Identity/Device Profile Mame: 3pccphone profile
Idantity/Device Profile Type: Cisco-CP-T8x-88:0-880-3RCC
Device Type URL: http:(sp iop1.broadworks. net: 80/ dms/CP-TE-38-G3-3PCC/
Protocal:| 5IP 2.0 *

Haost MameP Address: Port
Transport | Ungpecified ¥
MAC Address: 563456738012
Serial Mumber:
Deseripfion:
Outbound Proxy Senver
STUM Server:
Physical Location:
Limes/Ports: 16
Assigned Lines/Poris: 0
Unassigned Lines/Ports: 18
\ersion:
Authentication
= Use ldentity/Device Profie Type Credentials

Use Custom Credentisls
* Device Access Usar Mame:

= Davice Accass Password:

* Re-type Device Accass Password]

1= 11— I

Figure 113 Device Profile Instance

5.24 Configure Cisco BroadWorks User

Configure the user with the desired Cisco BroadWorks configuration and services. Any
services that require a specific configuration on the device are managed via Device
Management and are defined in the device configuration files if the template files are
created with the correct Device Management tags.

The device profile created in the previous section must be assigned to the Cisco
BroadWorks user. Assigning the device profile to the user automatically causes the Device
Management feature to generate the device configuration files for this user's device.

To assign the device profile to the user, browse to the BroadWorks <user> — Addresses.



5.2.5 Customize Tags

This section identifies custom tags used by the Cisco MPP Series that may need to be
customized at the group or device profile. Customizing a tag at the group level overrides
the setting on the device profile type for the device profiles created within the group.
Customizing a tag at the device profile level overrides the setting at the device profile type
and/or group level for the individual device profile.

5.2.5.1 Configure Edge Device

In many deployments, an edge device is deployed on the enterprise edge. Configure the
edge device SIP server setting with the service provider's SBC IP address or FQDN.

To integrate the edge device with Device Management, the SBC address tag
(%SBC_ADDRESS_1%) defined in section 5.2.1.1 Create System Default Tags must be
overridden at the group level with the LAN address of the edge device. Atthe Group —
Utilities — Configure Device page, select the Cisco MPP Series device profile. Perform
the following steps.

—

) Click on the Custom Tags tab.
) Click Add.

) Add the SBC tag.
)

)

)

AW ON

For the tag, enter “SBC_ADDRESS _1”.
For the value, enter the IP address (that is, the edge device LAN IP address).

¢

6) To save the tag data, click OK.

5.2.5.2 Xtended Services Interface Password

For the Xtended Services Interface (Xsi) feature to be authenticated, it is necessary to
override the (Xsi) password for each of the lines at the device profile instance level. To
override custom tags at the device profile instance level, click on the Custormn Tags tab.

Then click Add to add a custom tag with the following parameters.
Parameter Value Description/Notes

Tag Name XSIPASSWORD-<line number> This tag provides the Xsi
password of the user for the line
that is assigned to the phone. Line
number is an integer
corresponding to the phone line in
assignment.

Tag Value The user’s Xsi password.
Example: 123456

Repeat the tag adding process for each of the lines provisioned on the device.

NOTE: The Device Management configuration for Xsi has capability to support both Login and SIP
Credentials for authentication. If you do not want Login Credentials, then you can change the XSI
authentication to “SIP Credentials” instead of “Login Credentials”. The previous example shows settings
for Login Credentials.



5.2.6 File Authentication Using MAC Address from Client Certificate

This section describes the steps necessary to configure Cisco BroadWorks to perform
Device Management file authentication using the MAC address obtained from the phone’s
HTTPS client certificate. This secure authentication method based on MAC address is a
new feature available from Cisco BroadWorks Release 22.0.

Prior to configuring for the MAC address authentication, mutual HTTPS authentication
must be established among the MPP Series phones and Cisco BroadWorks. That is by
the implication of client certificate authentication, HTTPS must be enabled on the phones
to trust Cisco BroadWorks server certificate. Furthermore, HTTPS client certificates
offered by the MPP Series devices containing the phone’s MAC address must also be
trusted by Cisco BroadWorks.

The public certificates of MPP Series device certificate authority can be obtained from
Cisco. The Cisco MPP Series certificate should be installed on the Device Management
deploying Xtended Services Platform.

Use the instructions detailed in the following subsections to manually alter files in the
existing device profile types and device profile instances to switch the file authentication
mode.

5.2.6.1 Update Device Management Authentication Mode on the Device Profile Type

Instructions in this section are only applicable to updating Cisco BroadWorks systems with
existing Cisco MPP-3PCC device profile types. Perform the changes as shown on the
device profile type to be updated with MAC address authentication using MAC in Client

Certificate.
Parameter Value Description
Device Access https HTTPS protocol is necessary
Protocol when using client mutual
authentication with signed
certificates.
Device Access Port Xsp’s listening port of HTTPS Enter the corresponding TCP port.
mutual authentication.
For example, 4433.
Authentication Mode MAC-Based checked MAC-Based authentication
method is used.
MAC Address in Client Certificate radio button MAC address used for
selected authentication is to be obtained
from the client certificate to
compare to the provisioned values
on the device profiles.
MAC Address Format *SEP([0-9a-fA-F1{12}).*$ Regular expression used to parse

the MAC address from the CN field
of the client certificate.
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Device Management
Device Type URL: http://xsp.iop1.broadworks.net:80/dms/CP-78-88-68-3PCC/
No Tag Sets
Device Configuration Tag Sets: Use Default System Tag Set Only
° Use Default System Tag Set and Tag Set: Cisco-3PCC-IP-Phones-Tags B
Allow Identity/Device Profiles to Configure Custom Tags
Allow Groups to Configure Custom Tags
Allow Enterprises/Service Providers to Configure Custom Tags
Send Email Notification to User upon Device Reset Failure
Device Access Protocol: https u
Device Access FQDN: xsp.iop1.broadworks.net
Device Access Port: 4433
Device Access Context Name: dms
Device Access URI: cp-78-88-68-3PCC/
Default Device Language:
Default Device Encoding
Authentication Mode: MAC-Based User Name and Password
Device Access Username:
Device Access Password:
Re-type Device Access Password:
MAC Address In: = HTTP Request URI
HTTP Header
© Client Certificate
MAC Address Format: *SEP([0-9a-fA-F1{12})*$
Device Access HTTP Authentication: {)Basic  Digest

Figure 114 Device Profile Type Update for MAC-Based Auth Using Client Certificate

5.2.6.2 Change File Authentication Mode to MAC Address in Client Certificate

Instructions in this section are only applicable to updating Cisco BroadWorks systems with
existing Cisco MPP-3PCC device profile types. Perform corresponding changes on the
authentication mode of all device-specific files as shown in the following figure.

The regular expression used in MAC Address Format is as follows:
FSEP([0-9a-fA-F]{12}).*$

File Authentication
Authentication Mode: MAC-Based User Name and Password
MAC Address In: | 'HTTP Request URI
HTTP Header
© Client Certificate
MAC Address Format: | *SEP([0-9a-fA-F1{12}) *$ |

Device Access HTTP Authentication: @) Basic Digest
Allowed Access Protocols: http https titp

Figure 115 Authentication Mode set to MAC-Based and Sourced from Client Certificate
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5.2.7 Configure Cisco MPP Series

This section describes the steps necessary to configure the Cisco MPP Series to integrate

with Cisco BroadWorks Device Management.

The phone must be configured with the Device Management URL and authentication user
name and password. This configuration can be done as described in the following

sections:

m  5.2.7.1 Manual Provisioning

m  5.2.7.2 No Touch Provisioning via BroadWorks Device Management

m  5.2.7.2 No Touch Provisioning via BroadWorks Device Management

5.2.7.1 Manual Provisioning

Fields Setting
Profile Rule Example:
https://xsp-

alpha.broadcloudpbx.net/CommPilot
/Operator/System/Device Type/Modif
y/index.jsp ?key=Cisco-
PhoneOS311-MPP1205-98-88-78-
68xx&name=Device TeamReseller_r
24

1) Log in to the web user interface (Ul) for the device.

Description/Notes

Configure Profile Rule field with DM
URL address for downloading
CiscoDev-3PCC_Bootstrap.xml.

2) Check the admin guide on Web Access Policy enforcement.

3) Browse to the Provisioning page.

4) Fill'in the Device Management server address URL within the Profile Rule field.

DHCAV® Option To Use: 17,160,180

(E /SSERVIP SPORTSPATH
SSERVIP SPORTSPATH
Log Falure Mag:  SPN SMAC

POST

Subomt AJ Chargon

Figure 116 Example Update Screen

5.2.7.2 No Touch Provisioning via BroadWorks Device Management

5.2.7.2.1 Default Device Management Configuration

Device Management must be configured to facilitate the No Touch Provisioning method.
Configuration can be performed using the Device Management import function or done
manually. Each method is described in the following subsections.


https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24

5.2.7.2.1.1  Configuration Method 1: Import

This section identifies the steps necessary to make use of the Device Management import
feature to configure Cisco BroadWorks to add the Device Management Defaults device
type for No Touch Provisioning.

The import method is available in BroadWorks Release 17.0 and later. For previous
releases, use the manual configuration method described in the next section.

Download the Cisco MPP Series CPE kit from Cisco at cisco.com. Extract the
DeviceManagementDefaults.D TAF.zip file from the CPE kit. This is the import file.

Log in to Cisco BroadWorks as an administrator. Browse to System — Resources —
Identity/Device Profile Types and select Import. Select Browse to find the extracted DTAF
file and click OK to start the import.

After the import finishes, the following post-import configuration steps must be completed.

Browse to System — Resources — Identity/Device Profile Types and perform a search to
find the imported DeviceManagementDefaults device profile type. Browse to the Profile
page and change the Device Management Device Access FQDN to your Xtended
Services Platform or Xtended Services Platform cluster address.

Example:

Device Management
Device Type URL: hitp:iksp1.iop1.broadworks net:80idms/def
No Tags
Device Configuration Tags: @ Use Default System Tag Set Only

Use Default System Tag Set and Tag Set | None

V] Allow Identity/Device Profiles to Configure Custom Tags

V| Allow Groups to Configure Custom Tags

Send Email Motification to User upon Device Reset Failure
Device Access Protocal: | hitp E|

Device Access FL]D'J xsp1.iop1.broadworks_net

Device Access Port: |80
Device Access Context Name: |dms
Device Access URI: |deff
Default Device Language:
Default Device Encoding
Authentication Mode: MAC-Based User Name and Password
Device Access Usermname:

Device Access Password:

Re-type Device Access Password:
MAC Address In. @ HTTP Request URI
HTTP Header with Following Format:

Device Access HTTP Authentication: @ Basic ) Digest

Figure 117 Device Access FQDN

Next, using the Files and Authentication link, select the option to rebuild all the system
files.

5.2.7.2.1.2 Configuration Method 2: Manual

This section identifies the manual steps necessary to configure Cisco BroadWorks to add
the Device Management Defaults device type for No Touch Provisioning.

The manual method must be used for Cisco BroadWorks releases prior to Release 17.0.
It is an optional method in Release 17.0 and later. The steps in this section can also be
followed to update previously imported or configured device profile type(s) with new
configuration files and firmware.
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52.7.21.21 Create Default Device Profile Type

A Device Management default device profile type must be created. This device profile type
can be configured to serve default provisioning files to Cisco MPP Series endpoints, as
well as other vendor devices.

Create a default device profile type as shown in the following figure. Only the Device
Management settings are important in this context since the profile type is used only to
serve default provisioning files. The standard and advanced settings do not matter.

52721211 Configure Standard Options

The device profile type name and standard options do not matter, but an example is
provided for reference. All settings can be left with their default values.

Identity/Device Profile Type: DeviceManagementDefaulis
Signaling Address Type: Intelligent Proxy Addressing
Obsolete

Standard Options
Number of Ports: Unlimited Limited To 0
Ringback Tone/Early Media Support: @ RTP - Session

RTP - Early Session

Local Ringback - No Early Media
Authentication: @ Enabled

Disabled
Enabled With Web Portal Credentials
Registration Capable ¥| Authenticate REFER
Static Registration Capable RFC3264 Hold
E164 Capable Video Capable
Trusted Use History Info Header

Figure 118 Default Device Profile Type

527.2121.2 Configure Advanced Options

All settings can be left with their default values.

Advanced Options

Route Advance Forwarding Override

Wireless Integration Conference Device

PBX Integration Mobility Manager Device

Add P-Called-Party-ID Music On Hold Device

Auto Configuration Soft Client Requires BroadWorks Digit Collection
Requires BroadWaorks Call Waiting Tone Requires MWI Subscription

Advice of Charge Capable Support Call Center MIME Type

Support Emergency Disconnect Control Support Identity In UPDATE and Re-INVITE

Enable Monitoring
Reset Event: reSync ) checkSyne @ Not Supported
Trunk Mode: @ User ) Pilot () Proxy

Unscreened Presentation Identity Policy: @) Profile Presentation Identity
Unscreened Presentation Identity
Unscreened Presentation Identity With Profile Domain
Web Based Configuration URL Extension:

Figure 119 Configure Advanced Options



52721213 Configure Device Management Options

Configure the device profile type Device Management Options as directed in the following
table. These are common settings, which apply to all devices enabled for Device
Management.

Parameters not identified in the following table can usually be left with their default values.

Parameter

Device Configuration
Tags

Allow Identity/Device
Profiles to Configure
Custom Tags

Allow Groups to
Configure Custom
Tags

Device Access
Protocol

Device Access FQDN

Device Access Port

Device Access
Context Name

Device Access URI

Value

Use Default System Tag Set Only

Checked

Checked

http

<BroadWorks-XSP-Cluster-
Address>

Example: xsp.iop1.broadworks.net

<BroadWorks-XSP-Port>
Example: 80

dms

def

Description

Optional

Optional

If using an Xtended Services
Platform farm, set this to the
Xtended Services Platform cluster
FQDN. Otherwise, set it to the
individual Xtended Services
Platform FQDN or IP address.

This should be set to “80”.

This does not need to be defined.
Cisco BroadWorks defaults to the
system-defined value.

This defines the directory the
Xtended Services Platform uses to
access the default configuration
files.



Example Device Management Options settings:

Device Management
Device Type URL: hitp:iksp.iop1.broadworks.net:80/dms/def/
Mo Tags
Device Configuration Tags: @ Use Default System Tag Set Only

Use Default System Tag Set and Tag Set: | None

V| Allow Identity/Device Profiles to Configure Custom Tags

V| Allow Groups to Configure Custom Tags

Send Email Notification to User upon Device Reset Failure
Device Access Protocol: | hitp |Z|

Device Access FQDN: xsp1.iop1.broadworks.net
Device Access Port: |80
Device Access Context Name: |dms
Device Access URL | deff
Default Device Language:
Default Device Encoding:
Authentication Mode: MAC-Based User Name and Password
Device Access Username:
Device Access Password
Re-type Device Access Password

MAC Address In: @ HTTP Request URI
HTTP Header with Following Format:

Device Access HTTP

Authentication - EEEE e DTES

Figure 120 Device Management Options Settings

5.2.7.21.2.2 Define Device Profile Type Files

This section describes the Cisco BroadWorks Device Management configuration
necessary to identify the configuration files used to enable the
DeviceManagementDefaults device type for Cisco MPP Series. The files must be defined
as described in the following sections:

m  CiscoDev_Type6821.xml
m  CiscoDev_Type68xx.xml
m  CiscoDev_Type6861.xml
m  CiscoDev_Type6871.xml
m  CiscoDev_Type78xx.xml
m  CiscoDev_Type7832.xml
m  CiscoDev_Type88xx.xml
m  CiscoDev_Type88x5.xml
m  CiscoDev_Type8875.xml
m  CiscoDev_Type8832.xml
m  CiscoDev-3PCC_Bootstrap.xml
m  CiscoDev_Type9841.xml
m  CiscoDev_Type9851.xml
m  CiscoDev_Type9861.xml



m  CiscoDev_Type9871.xml

Add the files to the device profile type with the settings shown in the following figure.

Identity/Device Profile Type File Modify

Modify or delete a file type defined in an Identity/Device Profile Type.
= = 1 I

Device Access File Format: 7841-3PCC.xml
Repository File Format: 7841-3PCC-%BWTIMESTAMP% xml
Access File: hitp://xsp1.iop1.broadworks.net.80/dms/dei/7 841-3PCC xml
Repository File: Download
Template File: Download
File Category: Static ® Dynamic Per-Type  Dynamic Per-Device

File Customization v

Enable caching

—Assign File
O Manual
®) Custom
Upload File: Browse.
Currently using configuration file: /var/broadworks/IpDeviceConfig/type/Devit Defaults/7841-3PCC.xml

<?xml wversicn="1.
<device x3i:type
xzmlns:xsi="http:/

<flat-profile>

encoding="UTF-8" 2>
:XIPPhone"
w3.0rg/2001/XMLSchema-instance™>

Py
GUI SCREEN: Voice Tab - System Tab
-—>

<!-- DNS Settings-->

— File Autt
Authentication Mode: [_| MAC-Based [_| User Name and Password
MAC Address In: ® HTTP Request URI
() HTTF Header
O Client Certificate
MAC Address Format:

Device Access HTTP Authentication: ®) gasic () Digest

Allowed Access Protocols http htips titp

oK Apply Delete Cancel

Figure 121 Default 7841-3PCC.xml

5.2.7.2.2 DHCP Configuration for Cisco BroadWorks Based No-Touch

No Touch Provisioning allows MPP Series to be deployed with minimal user input. To put
the endpoint in service, the MPP Series can be simply taken out of the box and plugged
into the LAN.

MPP Series supports BroadWorks Device Management Redirect where the default Cisco
BroadWorks configuration URL can be obtained through DHCP Options 66/159/160.

With DHCP Option 66, the default configuration file(s) supplies the default URL to MPP
Series endpoint. Then the MPP Series follows the normal process for requesting
configuration files.

Example: xsp1.iop1.broadworks.net/dms/def/

With DHCP Options 159/160, the device uses the provided URL to request its
configuration files directly from Cisco BroadWorks. The MPP Series then follows the
normal process for requesting configuration files. Use the provisioning macros to define
this URL.

Example: Cisco-PhoneOS311-MPP1205-98-88-78-68xx



https://xsp-alpha.broadcloudpbx.net/CommPilot/Operator/System/DeviceType/Modify/index.jsp?key=Cisco-PhoneOS311-MPP1205-98-88-78-68xx&name=DeviceTeamReseller_r24
https://cisco-my.sharepoint.com/personal/cmazumda_cisco_com/Documents/Desktop/for%20laptop%20refresh/from%20old%20laptop/Cisco%20Endpoints/Cisco%20End%20points/3pcc/12.0.5/PCG/Cisco-PhoneOS311-MPP1205-98-88-78-68xx

5.2.7.3 No Touch Provisioning via Cisco Redirect Service

Cisco Redirect is a web redirect service hosted by Cisco. It works in conjunction with the
BroadWorks Device Management Redirect. Hence, prior to device deployment, the
administrator is required to log in to Cisco’s web portal to associate each device based on
the MAC address to the redirect profile containing default BroadWorks Device
Management URL. At boot time, the MPP Series phones automatically queries the Cisco
Device Management Redirect service for the associated profile containing Cisco
BroadWorks URL. The MPP Series phones finally completes the provisioning process as
detailed in the previous section. For more information about the Cisco Device
Management Redirect service, go to https://software.cisco.com/software/cda/home.

5.3 Upgrade from Previous CPE Kits

The previous configuration sections are primarily structured around importing or manually
configuring the MPP Series device profile types for the first time. Many of those steps are
unnecessary when upgrading to a new firmware release or CPE kit version.

For general instructions on upgrading, see the Cisco BroadWorks CPE Kit Usage Guide

[3].


https://software.cisco.com/software/cda/home

Appendix A: Reference MPP Series Configuration Files

NOTE: The following samples are examples and should be used as a reference only. DO NOT CUT
AND PASTE THESE EXAMPLES TO GENERATE YOUR CONFIGURATION FILES. Use the
configuration files obtained from Cisco with the specific release to generate your configuration files.

System File: CiscoDev-3PCC_Bootstrap.xml

NOTE: This is an example file and should be used for reference only.

<?xml version="1.0" encoding="UTF-8"?>
<device xsi:type="axl:XIPPhone"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance">
<flat-profile>

<!-- GUI SCREEN: Voice Tab - Provisioning
Tab -->

<!-- Profile Rule Resync Timers -->

<Resync On Reset
ua="na">Yes</Resync On Reset>

<Resync At HHmm
ua="na">3600</Resync_At HHmm >

<Resync At Random Delay
ua="na">2</Resync_ At Random Delay>

<Resync Periodic
ua="na">3600</Resync_ Periodic>

<Resync_ Error Retry Delay
ua="na">3600</Resync_Error Retry Delay>

<Forced Resync Delay
ua="na">14400</Forced Resync Delay>

<!-- Configuration Profile current -->

<GPP C
ua="na">%ACCE§S_PROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVI
CEACCESSPORTS%/%BWDMSCONTEXTS%/$BWDEVICEACCESSURI%Cisco
Dev Type9871.xml</GPP_C>

<GPP D
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDNS% : $BWDEVI
CEACCESSPORT%/%$BWDMSCONTEXT%/$BWDEVICEACCESSURI%Cisco
Dev_ Type9861.xml</GPP D>

<GPP_E
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDNS% : $BWDEVI
CEACCESSPORTS%/$BWDMSCONTEXTS/$BWDEVICEACCESSURI%Cisco
Dev_Type9851.xml</GPP_E>

<GPP_F
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVI
CEACCESSPORTS%/%BWDMSCONTEXTS%/%BWDEVICEACCESSURI%Cisco
Dev_Type9841.xml</GPP_F>

<GPP_G
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDNS% : $BWDEVI
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CEACCESSPORT%/%BWDMSCONTEXTS /$BWDEVICEACCESSURI%Cisco
Dev_Type8875.xml</GPP_G>

<GPP_H
ua="na">%ACCESS PROTOCOLS$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORTS%/%$BWDMSCONTEXT%/$BWDEVICEACCESSURI%Cisco
Dev_Type6871.xml</GPP H>

<GPP_1I
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% :$BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS/$BWDEVICEACCESSURI%Cisco
Dev Type6861.xml</GPP_I>

<GPP J
ua="na">%ACCESS PROTOCOL$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS/$BWDEVICEACCESSURI%Cisco
Dev_ Type8832.xml</GPP_ J>

<GPP_K
ua:"na">%ACCESS_PROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS/%$BWDEVICEACCESSURI%Cisco
Dev_Type78xx.xml</GPP K>

<GPP_L
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN%:$BWDEVI
CEACCESSPORT%/%$BWDMSCONTEXTS /$BWDEVICEACCESSURI%Cisco
Dev Type7832.xml</GPP_L>

<GPP M
ua="na">%ACCESS PROTOCOL$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORTS%/%$BWDMSCONTEXT%/$BWDEVICEACCESSURI%Cisco
Dev Type88xx.xml</GPP_ M>

<GPP N
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS/$BWDEVICEACCESSURI%Cisco
Dev_Type68xx.xml</GPP N>

<GPP 0
ua="na">%ACCESS PROTOCOL%$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS /$BWDEVICEACCESSURI%Cisco
Dev_Type88x5.xml</GPP O>

<GPP_P
ua="na">%ACCESS PROTOCOLS$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORT%/%BWDMSCONTEXTS%/%$BWDEVICEACCESSURI%Cisco
Dev_Type6821.xml</GPP P>

<Profile Rule
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN%:$BWDEVI
CEACCESSPORT%/%$BWDMSCONTEXTS /$BWDEVICEACCESSURI%Cisco
Dev_System.xml</Profile Rule>

<Profile Rule B ua="na">($PSN eq "7861-
3PCC")? $K | ($PSN eqg "7841-3PCC")? $K | ($PSN eq
"7821-3PCC") ? $K | ($SPSN eq "7811-3PCC") ? SK |
($SPSN eqg "7832-3PCC") ? S$SL | (SPSN eq "6841-3PCC")?
SN | ($PSN eqg "6851-3PCC") ? SN | ($PSN eq "6821-
3PCC")? SP | (SPSN eqg "6861-3PCC")? $I | ($PSN eqg
"6871-3PCC")? SH | (SPSN eqg "8832-3PCC")? S$J | ($SPSN
eq "8845-3PCC") ? SO | (SPSN eqg "8865-3PCC") ? $O |
($PSN eq "8865NR-3PCC") ? SO | (SPSN eqg "8875"™) 2 $G
| ($PSN eqg "8875NR") ? $G | ($SPSN eqg "9841") ? SF |
(SPSN eqg "9851") ? SE | (SPSN eqg "9861") ? $D | ($SPSN
eq "9861INR"™) ? SD | ($PSN eq "9871") ? $SC | ($SPSN eqg
"9871NR") ? $C | $M</Profile Rule B>




lllllllll
CISCO

<Profile Rule C
ua="na">%ACCESS PROTOCOL$%BWDEVICEACCESSFQDN%: $BWDEVI
CEACCESSPORTS/%BWDMSCONTEXTS/$BWDEVICEACCESSURI%SMA C
iscoDev.xml</Profile Rule C>

<!-- 3rd Party ROOT CA Settings:
(HTTPS/TLS/SRTP) - OPTIONAL -->
<!-- Custom CA Rule

ua="na">http://xsp.iopl.broadworks.net:80/dms/CP-78-
88-68-3PCC/</Custom CA Rule -->
<!-- GUI SCREEN: Voice Tab - Phone Tab -->
</flat-profile>
</device>

System File: CiscoDev_System.xml

NOTE: This is an example file and should be used for reference only.

<?xml version="1.0" encoding="UTF-8"7?>
<device xsi:type="axl:XIPPhone"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>
<!l-=
GUI SCREEN: Voice Tab - System Tab
-——>

<!-- DNS Settings-->

<Primary DNS ua="rw">%DNS SERVER 1%</Primary DNS>

<Secondary DNS ua="rw">%DNS SERVER 2%</Secondary DNS>

<DNS_Server Order
ua="na">%DNS_ SERVER ORDER%</DNS_ Server Order>

<DNS_ Caching Enable
ua="na">%DNS_CACHE%</DNS_Caching Enable>

<!-- System Time Server -->

<Primary NTP Server
ua="na">%SNTP_SERVER 1%</Primary NTP Server>

<Secondary NTP Server
ua="na">%SNTP_SERVER 2%</Secondary NTP Server>

<!-- Block NonProxy SIP -->
<Block Nonproxy SIP
ua="na">%Block Nonproxy SIP%</Block Nonproxy SIP>

<l--
GUI SCREEN: Voice Tab->SIP Tab
-=>

<!-- SIP Parameters -->
<RFC_2543 Call Hold
ua="na">%RFC_ 2543 HOLD%</RFC_2543 Call Hold>
<Display Diversion Info
ua="na">%DISPLAY DIVERSION INFO%</Display Diversion Info>
<!-- RTP Parameters -->
<Call statistics
ua="na">%CALL STATISTICS%</Call Statistics>

<!-- Response Status Code Handling -->
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<Try Backup RSC
ua="na">%TRY BACKUP_RSC%</Try_ Backup RSC>
<Retry Reg RSC ua="na">%RETRY REG RSC%</Retry Reg RSC>

<!-- Supplementary Services -->
<Secure Call Serv
ua="na">%$SECURE CALL SERVICES%</Secure Call Serv>

<!-- BroadWork Advance Call Control -->
<Talk Package ua="na">Yes</Talk Package>
<Hold:Package ua="na">Yes</Hold:Package>
<Conference Package ua="na">Yes</Conference Package>

<!-- NAT Support Parameters —-->
<ICE STUN Enable
ua="na">%ICE_STUN ENABLED%</ICE STUN Enable>

<!-- Extension Mobility -->
<EM Enable ua="na">%EM ENABLED%</EM Enable>

<I--
R I e I R b b e I R e S R I b b S I S R I e b e S e e S b e S S e e S b b b b S 4
-—>

<!-- Webex On-boarding, Directory and CallLog
-—>

<l--
BRI R R R R R S R R R R R R R R S R R I R R I I I I R S
-—>

<!-- Optional: Webex Features Settings -->

<Webex Onboard Enable
ua="na">%WEBEX ONBOARD ENABLE%</Webex Onboard Enable>

<Webex Directory Enable
ua="na">%WEBEX DIRECTORY ENABLE%</Webex Directory Enable>

<Webex Directory Name
ua="na">%WEBEX DIRECTORY NAME%</Webex Directory Name>

<!-- XSI Single SignOn -->
<Profile Authentication Type
ua="na">%PROFILE AUTH TYPE$</Profile Authentication Type>

<l--
R R i e I R b I I S I i I I S I I R I b I I b e S S S I S b e S S e S S b b b db 2 4
-—>

<!-- Broadsoft XSI Directory and Calllog
-=>

<l--

R R R R i e e I R R R R R R i R I e i R R I I R R e S S i S R S R e S i S
-—=>

<!-- Optional: Broadsoft Directory Settings -->

<Directory Enable ua="na">Yes</Directory Enable>

<XSI Host Server
ua="na">$XSI_SERVER$</XSI Host Server>

<Browse Mode Enable
ua="na">%BROWSE MODE_ENABLE$</Browse Mode Enable>

<Max Display Records
ua="na">%MAX DISPLAY RECORDS%</Max Display Records>

<XsiDir Individual Mode Enable
ua="na">%XSIDIR INDIVIDUAL MODE ENABLE%</XsiDir Individual Mod
e Enable>

<XsiDir Personal Enable
ua="na">%XSIDIR PERSONAL ENABLE%</XsiDir Personal Enable>
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<XsiDir Group Enable
ua="na">%XSIDIR GROUP_ ENABLES%</XsiDir Group Enable>
<XsiDir Enterprise Enable
ua="na">%XSIDIR ENTERPRISE ENABLE%</XsiDir Enterprise Enable>
<XsiDir GroupCommon Enable
ua:"na">%XSIDIR:GROUPCOMMON:ENABLE%</XsiDir_GroupCommon_Enable
>
<XsiDir EnterpriseCommon Enable
ua="na">%XSIDIR ENTERPRISECOMMON ENABLE%</XsiDir EnterpriseCom
mon Enable>
- <XsiDir Personal Name
ua="na">%XSIDIR ENTERPRISE NANME$</XsiDir Personal Name>
<XsiDir Group Name
ua="na">%XSIDIR GROUP NAME$</XsiDir Group Name>
<XsiDir Enterprise Name
ua="na">%XSIDIR ENTERPRISE NANME%</XsiDir Enterprise Name>
<XsiDir GroupCommon Name
ua="na">%XSIDIR GROUPCOMMON NAME$</XsiDir GroupCommon Name>
<XsiDir EnterpriseCommon Name
ua="na">$XSIDIR ENTERPRISECOMMON NAME$</XsiDir EnterpriseCommo
n_Name>
<Directory Name
ua="na">%BROADSOFT_DIR NAME%</Directory Name>

<CallLog Enable ua="na">Yes</CallLog Enable>
<XSI Authentication Type ua="na">Login
Credentials</XSI Authentication Type>

<!-- Broadsoft XMPP -->
<XMPP_Enable ua="na">Yes</XMPP Enable>

<Call Recording Serv
ua="na">%CISCO_CALL RECORDING ENABLED%</Call Recording Serv>
<l--
BRI R R S R R R S R I R I R R R R R R R R R R R R S I R S

-—>

<l--
GUI SCREEN: Voice Tab->Provisioning Tab
-—>
<Peer Firmware Sharing
ua="na">%Peer Firmware Sharing%</Peer Firmware Sharing>
<Peer Firmware Sharing Log Server ua="na"/>

<!-- Upload Configuration Options -->

<Report Rule
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDNS : $SBWDEVICEACCESSP
ORT%/$BWDMSCONTEXT% / $BWDEVICEACCESSURI%/$CONF _UPLOAD NAME$</Re
port Rule>

<HTTP_Report Method
ua="na">$HTTP REPORT METHOD%</HTTP Report Method>

<Report To Server
ua="na">%REPORT TO SERVER%</Report To Server>

<Periodic Upload To_ Server
ua="na">%PERIODIC UPLOAD TIMER%</Periodic Upload To Server>

<Upload Delay On Local Change
ua="na">%UPLOAD_ DELAY ON LOCAL CHANGE%</Upload Delay On Local
Change>

<!-- Problem Report Tool -->
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<PRT Upload Rule
ua="na">%ACCESS_PROTOCOL%%BWDEVICEACCESSFQDNY% : $BWDEVICEACCESSP
ORT%/%BWDMSCONTEXT%/$BWDEVICEACCESSURI%</PRT Upload Rule>

<PRT Upload Method
ua="na">%PRT UPLOAD METHOD%</PRT_Upload Method>

<PRT Name ua="na">%PRT NAME%</PRT Name>

<l--
GUI SCREEN: Voice Tab->Regional Tab
-—>

<!-- Vertical Service Activation Codes -->
<Block CID Act Code

ua="na">%$BLOCK CID ACTIVATE%</Block CID Act Code>
<Block CID Deact Code

ua="na">%BLOCK_CID DEACTIVATE%</Block CID Deact Code>
<Block ANC Act Code

ua="na">%BLOCK_ANC ACTIVATE%</Block ANC Act Code>
<Block ANC Deact Code

ua="na">$BLOCK_ANC DEACTIVATE$</Block ANC Deact Code>

<I--
GUI SCREEN: Voice Tab ->Phone Tab

-=>

<!-- XSI Call Log -->

<CallLog Enable
ua="na">%CallLog Enable%</CallLog Enable>

<CallLog Associated Line
ua="na">%CallLog Associated Line%</CallLog Associated Line>

<Display Recents From
ua="na">%Display Recents From%</Display Recents From>

<!-- Help Desk -->
<Help Desk Enable
ua="na">%HELP DESK ENABLE%</Help Desk Enable>
<Custom Menu Name
ua="na">%HELP_DESK CUSTOM MENU NAME$</Custom Menu Name>
<Quick Number O Number
ua="na">$HELP DESK QUICK NUMBER 0%</Quick Number 0 Number>
<Quick Number O Name
ua="na">%HELP_DESK NAME 0%</Quick Number 0 Name>
<Quick Number 1 Number
ua="na">$HELP DESK QUICK NUMBER 1%</Quick Number 1 Number>
<Quick Number 1 Name
ua="na">%HELP DESK NAME 1%</Quick Number 1 Name>
<Quick Number 2 Number
ua="na">$HELP DESK QUICK NUMBER 2%</Quick Number 2 Number>
<Quick Number 2 Name
ua="na">%HELP_DESK NAME 2%</Quick Number 2 Name>
<Quick Number 3 Number
ua="na">%HELP DESK QUICK NUMBER 3%</Quick Number 3 Number>
<Quick Number 3 Name
ua="na">%HELP DESK NAME 3%</Quick Number 3 Name>
<Quick Number 4 Number
ua="na">%HELP DESK QUICK NUMBER 4%</Quick Number 4 Number>
<Quick Number 4 Name
ua="na">%HELP DESK NAME 4%</Quick Number 4 Name>
<Quick Number 5 Number
ua="na">%HELP DESK QUICK NUMBER 5%</Quick Number 5 Number>
<Quick Number 5 Name
ua="na">%HELP DESK NAME 5%</Quick Number 5 Name>
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<Quick Number 6 Number

ua="na">%HELP DESK QUICK NUMBER 6o</Qu1ck Number 6 Number>
<Qu1ck Number 6 Name

ua="na">%HELP DESK ] NAME ,_6%</Quick Number 6 Name>
<Quick Number 7 Number

ua="na">$HELP DESK QUICK NUMBER 7%</Quick Number 7 Number>
<Quick Number 7 Name

ua="na">% HELP DESK NAME 7o</Qu1ck Number 7 Name>
<Qu1ck Number 8 Number

ua="na">%HELP DESK QUICK NUMBER 8o</Qu1ck Number 8 Number>
<Qulck Number 8 Name

ua="na">% HELP DESK NAME 8% </Qulck Number 8 _Name>
<Qu1ck_Number_9_Number

ua="na">%HELP DESK QUICK NUMBER 9%</Quick Number 9 Number>
<Quick Number 9 Name

ua="na">%HELP DESK NAME 9% </Qulck Number 9 Name>

<!-- Action Button -->

<Action Button Function
ua="na">$ACTION BUTTON FUNCTION%</Action Button Function>

<!-- available options: Emergency Call|Off|Custom --
>

<Action Button Service Destination
ua="na">%ACTION BUTTON SERVICE DEST%</Action Button Service De
stination> B B N N N N

<Service Trigger
ua="na">%ACTION BUTTON SERVICE TRIGGER%</Service Trigger>

<!-- available options: Single Press|Long Press|Press
3 times|MultiTrigger -->

<Dial Out Delay
ua="na">$ACTION BUTTON DIAL DELAY%</Dial Out Delay>

<Silent Emergency Call
ua="na">%ACTION BUTTON SILENT EMERGENCY CALL%</Silent Emergenc
y Call> h h h - B

<!-- available options: Enabled|Disabled -->

<!-- Office Hours -->
<Office Hours Enabled
ua="na">%OFFICE HOURS ENABLED%</Office Hours Enabled>
<!-- available options: False|True -->
<Work Days ua="na">$WORK DAYS%</Work Days>
<!-- available options:
Saturday| Sunday|Monday | Tuesday |Wednesday | Thursday|Friday -->
<Working Hours Start
ua="na">%WORKING HOURS START%</Working Hours Start>
<Working Hours_ End
ua="na">%WORKING HOURS_ END%</Working Hours End>

<!-- Outside Office Hours Deep Sleep -->
<Deep Sleep Enabled
ua="na">%DEEP_SLEEP ENABLED%</Deep Sleep Enabled>

<!-- available options: False|Non-work Day Only|All
Days -->

<Enable Audible Alert
ua="na">%ENABLE AUDIBLE ALERT WHEN DEEP SLEEP%</Enable Audible
_Alert>

<!-- available options: False|True -->

<Phone On Time Before Working Hour Start mins
ua="na">%PHONE ON TIME BEFORE WORKING HOURSO</Phone On _Time Be
fore Working Hour Start mins >
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<Phone Off Time After Working Hour End mins
ua="na">%PHONE_OFF TIME AFTER WORKING HOURS%</Phone Off Time A
fter Working Hour End mins >

<Idle Timeout mins
ua="na">%IDLE TIMEOUT FOR DEEP SLEEP OUTSIDE OFFICE HOURS%</Id
le Timeout mins >

<!-- Outside Office Hours Display Off -->

<Display Off Idle Timeout mins
ua="na">%IDLE TIMEOUT FOR DISPLAY OFF OUTSIDE OFFICE HOURS%</D
isplay Off Idle Timeout mins >

<!-=- Multiple Paging Group Parameters -->

<Group_ 1 Paging Script>$PAGING GRP_ 1%</Group 1 Paging Script>
<Group 2 Paging Script></Group 2 Paging Script>
<Group 3 Paging Script></Group 3 Paging Script>
<Group 4 Paging Script></Group 4 Paging Script>
<Group_ 5 Paging Script></Group 5 Paging Script>
<Group_ 6 Paging Script></Group 6 Paging Script>
<Group 7 Paging Script></Group 7 Paging Script>
<Group 8 Paging Script></Group 8 Paging Script>
<Group_ 9 Paging Script></Group 9 Paging Script>
<Group 10 Paging Script></Group 10 Paging Script>

<l--
GUI SCREEN: Voice Tab ->User Tab
-——>

<!-- Screen Saver -->
<Text Logo ua="na">$TEXT LOGO%</Text Logo>
<Boot Display ua="rw">%BOOT DISPLAY%</Boot Display>

<!-- Options: Default/Download Picture/Logo/Text -->
<Phone Background
ua="rw">%PHONE BACKGROUNDS%</Phone Background> <!-- Options:

Default/Download Picture/Logo—->

<Screen Saver Enable
ua="rw">$SCREEN SAVER ENABLED%</Screen Saver Enable>

<Screen Saver Wait
ua="rw">%SCREEN SAVER WAIT$</Screen Saver Wait>

<Screen Saver Refresh Period
ua="rw">%SCREEN SAVER REFRESH PERIOD%</Screen Saver Refresh Pe
riod>

<Screen Saver Type
ua="rw">%SCREEN SAVER TYPE%</Screen Saver Type> <!-- Options:
Clock/Download Picture/Logo —->

<t--
GUI SCREEN: Extl Tab
-—>

<!-- LINEl SIP Settings -->

<SIP 100REL Enable 1
ua="na">Yes</SIP 100REL Enable 1 >

<Precondition Support 1
ua="na">%PRECONDITION SUPPORT 1%</Precondition Support 1 >

<Auth INVITE 1 ua="na">%AUTH INVITE%</Auth INVITE 1 >
<!-- Enable Yes if Device Auth is desired -->

<SIP Remote-Party-ID 1 ua="na">No</SIP Remote-Party-
ID 1 >
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<Privacy Header 1

ua="na">%Privacy Header 1 %</Privacy Header 1 >
<P-Early-Media Support 1

ua="na">%P EARLY MEDIA SUPPORT 1%</P-Early-Media Support 1 >
<SIP SessionID Support 1

ua—"na">/SIP SESSIONID SUPPORT 1% </SIP SessionID Support 1 >
<Use4low bandw1dth70PU8717

ua="na">$USE_LOW BANDWIDTH OPUS 1%</Use low-bandwidth OPUS 1 >
<MediaSec Request 1

ua="na">%MEDIASEC REQUEST 1%</MediaSec Request 1 >
<MediaSec:OveriTLgionlyilgr B -

ua="na">$MEDIASEC OVER TLS ONLY 1%</MediaSec Over TLS Only 1 >

<!-- LINEl Call Feature Settings -->
<Voice Mail Subscribe Interval 1
ua="na">%VM SUBSCRIBE INTERVAL0</V01ce Mail _Subscribe Interval
1>
<Log Missed Calls 1
ua="na">%LOG_MISSED CALLS 1%</Log Missed Calls 1 >

<!-- LINEl Proxy and Registration -->
<Outbound Proxy 1

ua="na">%SBC_ADDRESS 1o</Outbound | Proxy 1 >
<Alternate outbound | Proxy 1

ua="na">%SBC ADDRESS 20</Alternate Outbound _Proxy 1 >
<Use DNS SRV 1 a—"na">Yes</Use DNS SRV 1 >
<DNS SRV Auto Preflx 1

ua="na">Yes</DNS SRV_Auto Preflx 1>
<Proxy Fallback Intvl 1

ua="na">%FAILBACK INTVLS% </Proxy_Fallback_Intvl_1_>

<!-- LINEl Audio Configuration -->
<Preferred Codec 1
ua="na">/PREFERRED CODEC% </Preferred Codec_1 > <!-- options:

G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Second Preferred Codec 1

ua="na">%SECOND PREFERRED CODEC$% </Second Preferred Codec 1 >

<l-— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 1

ua="na">%$THIRD PREFERRED CODEC0</Th1rd Preferred Codec 1 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Use Pref Codec Only 1

ua="na">%USE_ PREFERRED CODEC ONLY°</Use Pref Codec Only 1 >
<Codec_Negot1atlon_1_

ua="na">%CODEC NEGOTIATION%</Codec Negotiation 1 >

<!-- LINE1l Dial Plan -->
<Dial Plan 1 wua="na">%DIAL PLAN%</Dial Plan 1 >

<!-- LINEl ACD Settings -->
<Broadsoft ACD 1 wua="na">%BROADSOFT ACD ENABLE-
1%$</Broadsoft ACD T > B B
<ACD Status 1 wua="na">3%ACD STATUS 1% </ACD Status 1 >
<Auto Avallable  After Sign-In 1
ua—"na">oAUTO AVAILABLE AFTER SIGN-
IN 1%</Auto_. Available After Slgn In 1 >
<Enable_Broadsoft_Hotellng_l_
ua:"na">%BROADSOFT_HOTELING_ENABLE—
1%</Enable Broadsoft Hoteling 1 >
<Call Information Enable 1
a—"na">Yes</Call Informatlon Enable 1>
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<Disposition Code Enable 1
ua="na">Yes</Disposition Code Enable 1 >

<Trace Enable 1 wua="na">Yes</Trace Enable 1 >

<Emergency Escalation Enable 1
ua="na">Yes</Emergency Escalation Enable 1 >

<Queue Status Notification Enable 1
ua="na">Yes</Queue Status Notification Enable 1 >

<!-- XSI Line Service —-—>
<XSI Host Server 1
ua="na">%xXSI Host Server 1%</XSI Host Server 1 >
<XSI Authentication Type 1
ua="na">%XSI Authentication Type 1 %</XSI Authentication Type
1> B B - B B B
<Anywhere Enable 1
ua="na">%Anywhere Enable 1 $</Anywhere Enable 1 >
<Block CID Enable 1
ua="na">%Block CID Enable 1 %</Block CID Enable 1 >
<DND Enable 1
ua="na">$XSI_DND ENABLE 1%</DND Enable 1 >
<CFWD Enable 1
ua="na">$XSI CFWD ENABLE 1%$</CFWD Enable 1 >
<Block Anonymous Call Enable 1
ua="na">%$Block Anonymous Call Enable 1%</Block Anonymous Call
Enable 1 > B - B B - B h
<Call Waiting Enable 1
ua="na">%Call Waiting Enable 1%</Call Waiting Enable 1 >

<l--
GUI SCREEN: Ext2 Tab
-—>

<!-- LINE2 SIP Settings —-->
<SIP 100REL Enable 2
ua="na">Yes</SIP 100REL Enable 2 >
<Precondition Support 2
ua="na">%PRECONDITION SUPPORT 2%</Precondition Support 2 >
<Auth INVITE 2 ua="na">%AUTH INVITE$</Auth INVITE 2 >
<!-- Enable Yes if Device Auth is desired -->
<SIP_Remote-Party-ID 2 ua="na">No</SIP_Remote-Party-
D 2 >
<P-Early-Media Support 2
ua="na">%P EARLY MEDIA SUPPORT 2%</P-Early-Media Support 2 >
<SIP SessionID Support 2
ua="na">%SIP_SESSIONID SUPPORT 2%</SIP SessionID Support 2 >
<Use_ low-bandwidth OPUS 2
ua="na">%$USE_LOW BANDWIDTH OPUS 2%</Use low-bandwidth OPUS 2 >
<MediaSec Request 2
ua="na">%MEDIASEC REQUEST 2%</MediaSec Request 2 >
<MediaSec Over TLS Only 2
ua="na">%MEDIASEC OVER TLS ONLY 2%</MediaSec Over TLS Only 2 >

<!-- LINE2 Call Feature Settings -->

<Voice Mail Subscribe Interval 2
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
2 >

<Log Missed Calls 2
ua="na">%LOG_MISSED CALLS 2%</Log Missed Calls 2 >

<!-- LINE2 Proxy and Registration -->
<Outbound Proxy 2
ua="na">%SBC ADDRESS 1%</Outbound Proxy 2 >
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<Alternate Outbound Proxy 2

ua="na">%SBC ADDRESS _2%</Alternate_ | Outbound _Proxy 2 >
<Use DNS SRV 2 ua="na">Yes</Use DNS SRV 2 >
<DNS SRV Auto Prefix 2

ua="na">Yes</DNS SRV Auto Prefix 2 >
<Proxy_Fgllbgck_IHtvl_2__ a

ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 2 >

<!-- LINE2 Audio Configuration -->
<Preferred Codec 2
ua="na">%PREFERRED CODEC%</Preferred Codec 2 > <!-- options:

G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -—>
<Second Preferred Codec 2

ua="na">%$SECOND PREFERRED CODEC% </Second Preferred Codec 2 >

<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Third Preferred Codec 2

ua="na">%THIRD PREFERRED CODECo</Th1rd Preferred Codec 2 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Use Pref Codec Only 2

ua="na">%USE PREFERRED  CODEC ONLY </Use_Pref Codec Only 2 >
<Codec7Negotlatlon727

ua="na">%CODEC_NEGOTIATION%</Codec Negotiation 2 >

<!-- LINE2 Dial Plan -—>
<Dial Plan 2 ua="na">%DIAL PLAN%</Dial Plan 2 >

<!-- LINE2 ACD Settings -->
<Broadsoft ACD 2 ua="na">%BROADSOFT ACD ENABLE-
2%</Broadsoft ACD 2 >
<ACD Status_ 2 wua="na">%ACD_STATUS 2%</ACD Status 2 >
<Auto Available After Sign-In 2
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 2%</Auto . Available  After Sign-In 2 >
<Enable Broadsoft _Hoteling 2
ua="na">oBROADSOFT HOTELING ENABLE-
2%</Enable Broadsoft Hoteling 2 >
<Call Information Enable 2
uaf"na">Yes</Call Informatlon Enable 2 >
<Disposition Code Enable 2
ua="na">Yes</Disposition Code Enable 2 >
<Trace Enable 2 ua="na">Yes</Trace _Enable 2 >
<Emergency Escalation Enable 2
ua="na">Yes</Emergency Escalation Enable 2 >
<Queue Status Notification Enable 2
ua="na">Yes</Queue Status Notification Enable 2 >

<l--
GUI SCREEN: Ext3 Tab
-—=>

<!-- LINE3 SIP Settings —-->
<SIP 100REL Enable 3
ua="na">Yes</SIP 100REL Enable 3 >
<Precondition Support 3
ua="na">%$PRECONDITION SUPPORT 3% %</Precondition . Support 3 >
<Auth INVITE 3  ua="na">%AUTH INVITE%</Auth INVITE 3 >
<!-- Enable Yes if Device Auth is desired -->
<SIP_Remote-Party-ID 3 ua="na">No</SIP_Remote-Party-
ID 3 >
<P-Early-Media Support 3
ua="na">%P EARLY MEDIA SUPPORT 3%</P-Early-Media Support 3 >
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<SIP_ SessionID Support 3
ua="na">%SIP_SESSIONID SUPPORT 3%</SIP SessionID Support 3 >
<Use low- bandw1dth OPUS 3
ua="na">%USE LOW BANDWIDTH OPUS 3o</Use low-bandwidth OPUS 3 >
<Med1aSec_Request_3_
ua="na">%¥MEDIASEC REQUEST 3%</MediaSec Request 3 >
<MediaSec Over TLS Only 3
ua="na">$MEDIASEC OVER TLS ONLY 3%</MediaSec Over TLS Only 3 >

<!-- LINE3 Call Feature Settings -->

<Voice Mail Subscribe Interval 3
ua="na">%VM . SUBSCRIBE INTERVALS </V01ce Mail _Subscribe Interval
3>

<Log Missed Calls 3
ua="na">%LOG _MISSED CALLS 3%</Log Missed Calls 3 >

<!-- LINE3 Proxy and Registration -->
<Outbound Proxy 3

ua="na">%SBC_ADDRESS lo</Outbound | Proxy 3 >
<Alternate Outbound | Proxy 3

ua="na">%SBC ADDRESS _2%</Alternate | Outbound _Proxy 3 >
<Use DNS SRV 3 a="na">Yes</Use DNS SRV _3 >
<DNS_ SRV Auto Prefix 3

ua—"na">Yes</DNS SRV_Auto Preflx 3>
<Proxy Fallback Intvl 3

ua:"na">oFAILBACK_INTVL°</Proxy_Fallback_Intvl_3_>

<!-- LINE3 Audio Configuration -->
<Preferred Codec 3
ua="na">%PREFERRED CODEC%</Preferred Codec 3 > <!-- options:

G711u/G711a/G72%a/G792ab/G722/G722.2/1LBC -->
<Second Preferred Codec 3

ua="na">%SECOND PREFERRED CODEC% </Second Preferred Codec 3 >

<l-— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 3

ua="na">%THIRD PREFERRED CODEC%</Third Preferred Codec 3 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —-->
<Use Pref Codec Only 3

ua="na">%USE_ PREFERRED CODEC ONLY </Use_Pref Codec Only 3 >
<Codec Negotiation 3

ua="na">%CODEC NEGOTIATION°</Codec  Negotiation 3 >

<!-- LINE3 Dial Plan -->
<Dial Plan 3 ua:"na">%DIAL_PLAN%</Dial_Plan_3_>

<!-- LINE3 ACD Settings -->
<Broadsoft ACD 3  ua="na">%BROADSOFT ACD ENABLE-
3%</Broadsoft ACD 3 >
<ACD _| Status 3 ua="na">%ACD_STATUS 3%</ACD_ Status 3 >
<Auto Avallable  After Sign-In 3
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 3%</Auto_. Available After Slgn In 3 >
<Enable Broadsoft Hoteling 3
ua="na">%BROADSOFT HOTELING ENABLE-
3%</Enable | Broadsoft Hotellng 3 >
<Call Information Enable 3
a—"na">Yes</Call Information | Enable 3 >
<Disposition Code Enable 3
ua="na">Yes</Disposition Code Enable 3 >
<Trace Enable 3 ua—"na">Yes</Trace4Enable737>
<Emergency Escalation Enable 3
ua="na">Yes</Emergency Escalation Enable 3 >
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<Queue Status Notification Enable 3
ua="na">Yes</Queue Status Notification Enable 3 >

<I--
GUI SCREEN: Ext4 Tab
-—>

<!-- LINE4 SIP Settings -->
<SIP 100REL Enable 4
ua="na">Yes</SIP 100REL Enable 4 >
<Precond§tionﬁSGpporth;_
ua="na">%PRECONDITION SUPPORT 4%</Precondition Support 4 >
<Auth INVITE 4 ua="na">%AUTH INVITE%</Auth INVITE 4 >
<!-- Enable Yes if Device Auth is desired -->
<SIP Remote-Party-ID 4 ua="na">No</SIP Remote-Party-
ID 4 >
<P-Early-Media Support 4
ua="na">%P EARLY MEDIA SUPPORT 4o</P Early-Media Support 4 >
<SIP SessionID Support 4
ua:"na">/SIP_SESSIONID_SUPPORT_4o</SIP_SessionID_Support_4_>
<Use low-bandwidth OPUS 4
ua="na">$USE_LOW BANDWIDTH OPUS 4%</Use low-bandwidth OPUS 4 >
<MediaSec Request 4
ua="na">%MEDIASEC REQUEST 4%</MediaSec Request 4 >
<MediaSec:OveriTL§70n1y7447 B -
ua="na">$MEDIASEC OVER TLS ONLY 4%</MediaSec Over TLS Only 4 >

<!-- LINE4 Call Feature Settings -->

<Voice Mail Subscribe Interval 4
ua="na">%VM . SUBSCRIBE INTERVAL/</V01ce Mail _Subscribe Interval
4 >

<Log Missed Calls 4
ua="na">%LOG_MISSED CALLS 4%</Log Missed Calls 4 >

<!-- LINE4 Proxy and Registration -->
<Outbound Proxy 4

ua="na">%SBC_ADDRESS 1o</Outbound | Proxy 4 >
<Alternate Outbound | Proxy 4

ua="na">%SBC_ADDRESS 2%</Alternate | Outbound _Proxy 4 >
<Use_DNS_SRV_4 a—"na">Yes</Use DNS_SRV_4_ >
<DNS SRV Auto Prefix 4

uaf"na">Yes</DNS SRV __ Auto Preflx 4 >
<Proxy Fallback Intvl 4

ua="na">%FAILBACK INTVLS% </Proxy Fallback Intvl 4 >

<!-- LINE4 Audio Configuration -->
<Preferred Codec 4
ua="na">%PREFERRED CODEC% </Preferred Codec_4 > <!-- options:

G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>

<Second Preferred Codec 4
ua="na">%SECOND PREFERRED CODEC$% </Second Preferred Codec 4 >

<l-— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 4

ua="na">%$THIRD PREFERRED CODEC0</Th1rd Preferred Codec 4 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Use Pref Codec Only 4

ua="na">%USE_PREFERRED CODEC_ONLY%</Use Pref Codec Only 4 >
<Codec Negotiation 4

ua="na">%CODEC NEGOTIATION°</Codec ' Negotiation 4 >

<!-- LINE4 Dial Plan -->
<Dial Plan 4 wua="na">%DIAL PLAN%</Dial Plan 4 >
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<!-- LINE4 ACD Settings —-->
<Broadsoft ACD 4 wua="na">%BROADSOFT ACD ENABLE-
4%</Broadsoft ACD 4 >
<ACD Status 4 wua="na">%ACD STATUS 4%</ACD Status 4 >
<Aut6_Availgbie_After_Siqn—fn_4_ B B T
ua="na">$AUTO AVAILABLE AFTER SIGN-
IN 4%</Auto Available After Sign-In 4 >
<Enable Broadsoft Hoteling 4
ua="na">%BROADSOFT HOTELING ENABLE-
4%</Enable Broadsoft Hoteling 4 >
<Call Information Enable 4
ua="na">Yes</Call Information Enable 4 >
<Disposition Code Enable 4
ua="na">Yes</Disposition Code Enable 4 >
<Trace Enable 4 wua="na">Yes</Trace Enable 4 >
<Emergency Escalation Enable 4
ua="na">Yes</Emergency Escalation Enable 4 >
<Queue Status Notification Enable 4
ua="na">Yes</Queue Status Notification Enable 4 >

<l--
GUI SCREEN: Ext5 Tab
-—>

<!-- LINE5 SIP Settings —-->
<SIP 100REL Enable 5
ua="na">Yes</SIP 100REL Enable 5 >
<Precondition Support 5
ua="na">%PRECONDITION SUPPORT 5%</Precondition Support 5 >
<Auth INVITE 5 ua="na">%AUTH INVITE%</Auth INVITE 5 >
<!-- Enable Yes if Device Auth is desired -->
<SIP Remote-Party-ID 5 ua="na">No</SIP Remote-Party-
ID 5 > B T B
<P-Early-Media Support 5
ua="na">%P_ EARLY MEDIA SUPPORT 5%</P-Early-Media Support 5 >
<SIP SessionID Support 5
ua="na">%$SIP_SESSTONID SUPPORT 5%</SIP SessionID Support 5 >
<Use_ low-bandwidth OPUS 5
ua="na">%$USE_LOW BANDWIDTH OPUS 5%</Use low-bandwidth OPUS 5 >
<MediaSec Request 5
ua="na">%MEDIASEC REQUEST 5%</MediaSec Request 5 >
<MediaSec Over TLS Only 5
ua="na">%MEDIASEC OVER TLS ONLY 5%</MediaSec Over TLS Only 5 >

<!-- LINE5 Call Feature Settings -->

<Voice Mail Subscribe Interval 5
ua="na">%VM SUBSCRIBE INTFRVAL%</Voice Mail Subscribe Interval
5 > B B B B B

<Log Missed Calls 5
ua="na">%LOG_MISSED CALLS 5%</Log Missed Calls 5 >

<!-- LINE5 Proxy and Registration -->
<Outbound Proxy 5
ua="na">%SBC_ ADDRESS 1%</Outbound Proxy 5 >
<Alternate Outbound Proxy 5
ua="na">%SBC_ADDRESS 2%</Alternate Outbound Proxy 5 >
<Use DNS SRV 5 wua="na">Yes</Use DNS SRV 5 >
<DNS SRV Auto Prefix 5
ua="na">Yes</DNS SRV Auto Prefix 5 >
<Proxy Fallback Intvl 5
ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 5 >
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<!-- LINE5 Audio Configuration -->
<Preferred Codec 5
ua="na">%PREFERRED CODEC%</Preferred Codec 5 > <!-- options:

G711u/G711a/G729%9a/G792ab/G722/G722.2/1LBC -->
<Second Preferred Codec 5

ua="na">%SECOND PREFERRED CODECS% </Second Preferred Codec 5 >

<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Third Preferred Codec 5

ua="na">%THIRD PREFERRED CODECo</Th1rd Preferred Codec 5 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Use Pref Codec Only 5

ua="na">%USE_PREFERRED CODEC ONLY </Use_Pref Codec Only 5 >
<Codec7Neqot1atlon757

ua="na">%CODEC_NEGOTIATION%$</Codec Negotiation 5 >

<!-- LINES5 Dial Plan -—>
<Dial Plan 5 wua="na">%DIAL PLAN%</Dial Plan 5 >

<!-- LINE5 ACD Settings -->
<Broadsoft ACD 5 wua="na">%BROADSOFT ACD ENABLE-
5%</Broadsoft ACD 5 >
<ACD Status 5 ua="na">%ACD STATUS 5%</ACD Status 5 >
<Auto Available After Sign-In 5
ua="na">%AUTO AVATLABLE AFTER SIGN-
IN 5%</Auto . Available  After Sign-In 5 >
<Enable Broadsoft _Hoteling 5
ua="na">oBROADSOFT HOTELING ENABLE-
5¢</Enable Broadsoft Hoteling 5 >
<Call Information Enable 5
ua="na">Yes</Call Information Enable 5 >
<Disposition Code Enable 5
ua="na">Yes</Disposition Code Enable 5 >
<Trace Enable 5 ua="na">Yes</Trace _Enable 5 >
<Emergency Escalation Enable 5
ua="na">Yes</Emergency Escalation Enable 5 >
<Queue Status Notification Enable 5
ua="na">Yes</Queue Status Notification Enable 5 >

<l--
GUI SCREEN: Ext6 Tab
-

<!-- LINE6 SIP Settings —-->
<SIP 100REL Enable 6
ua="na">Yes</SIP 100REL Enable 6 >
<Precondition Support 6
ua="na">%$PRECONDITION SUPPORT 6% %</Precondition . Support 6 >
<Auth INVITE 6 ua="na">%AUTH INVITE$</Auth INVITE 6 >
<!-- Enable Yes if Device Auth is desired -->
<SIP Remote-Party-ID 6 ua="na">No</SIP Remote-Party-
ID 6 > a o B
<P-Early-Media Support 6
ua="na">%P_EARLY MEDIA SUPPORT 6%</P-Early-Media Support 6 >
<SIP SessionID Support 6
ua="na">%SIP SESSIONID SUPPORT 6% </SIP SessionID Support 6 >
<Use_low bandw1dth_OPUS_6_
ua="na">%USE_LOW _BANDWIDTH OPUS 6%</Use low-bandwidth OPUS 6 >
<MediaSec Request 6
ua="na">%MEDIASEC REQUEST 6%</MediaSec Request 6 >
<MediaSec Over TLS Only 6
ua="na">3%MEDIASEC OVER TLS ONLY 6%</MediaSec Over TLS Only 6 >
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<!-- LINE6 Call Feature Settings -->

<Voice Mail Subscribe Interval 6
ua="na">%VM . SUBSCRIBE INTERVALO</V01ce Mail _Subscribe Interval
6 >

<Log Missed Calls 6
ua="na">%LOG MISSED CALLS 6%</Log Missed Calls 6 >

<!-- LINE6 Proxy and Registration —-->
<Outbound Proxy 6
ua="na">%SBC_ADDRESS lo</Outbound | Proxy 6 >

<Alternate Outbound Proxy 6

ua="na">%SBC ADDRESS _2%</Alternate | Outbound _Proxy 6 >
<Use DNS SRV 6 ua="na">Yes</Use DNS SRV 6 >
<DNS_SRV_Auto Prefix 6

ua="n a">Yes</DNS SRV __ Auto Preflx 6 >
<Proxy Fallback Intvl 6

ua="na">% FAILBACKﬁINTVL°</ProxyﬁFallbackglntvli67>

<!-- LINE6 Audio Configuration -->
<Preferred Codec 6
ua="na">%PREFERRED CODEC°</Preferred Codec_6 > <!-- options:

G711u/G711a/G729a/G792ab/G722/G722.2/i1BC —->
<Second Preferred Codec 6

ua="na">%SECOND PREFERRED CODECS </SecondﬁPreferred7Codeci67>

<!-- options: G711u/G711a/G729a/G792ab/G722/G722.2/i1BC -—>
<Third Preferred Codec 6

ua="na">%THIRD PREFERRED CODECO</Th1rd Preferred Codec 6 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -—>
<Use Pref Codec Only 6

ua="na">%USE PREFERRED CODEC ONLY%</Use Pref Codec Only 6 >
<Codec Negotiation 6

ua="na">%CODEC_NEGOTIATION%</Codec_ Negotiation 6 >

<!-- LINE6 Dial Plan -—>
<Dial Plan 6 ua="na">%DIAL PLAN%</Dial Plan 6 >

<!-- LINE6 ACD Settings -->
<Broadsoft ACD 6 ua="na">%BROADSOFT ACD ENABLE-
6%</Broadsoft ACD 6 >
<ACD Status 6 wua="na">%ACD STATUS 6%</ACD Status 6 >
<Auto Available After Sign-In 6
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 6%</Auto . Available After ~Sign-In 6 >
<Enable7Broadsoft4Hotellng767
ua="na">%BROADSOFT HOTELING ENABLE-
6%</Enable Broadsoft Hoteling 6 >
<Cgll_Informgtion_EnaBlg_6_
ua="na">Yes</Call Information Enable 6 >
<Disposition Code Enable 6
ua="na">Yes</Disposition Code Enable 6 >
<Trace Enable 6 ua="na">Yes</Trace _Enable 6 >
<EmergencyﬁEscalatloniEnable767
ua="na">Yes</Emergency Escalation Enable 6 >
<Queue Status Notification Enable 6
ua="na">Yes</Queue Status Notification Enable 6 >

<l--
GUI SCREEN: Ext7 Tab
-

<!-- LINE7 SIP Settings -->
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<SIP_ 100REL Enable 7
ua="na">Yes</SIP 100REL Enable 7 >
<Precondition Support 7
ua="na">%PRECONDITION SUPPORT 7%</Precondition Support 7 >
<Auth INVITE 7 ua="na">%AUTH INVITE%</Auth INVITE 7 >
<!-- Enable Yes if Device Auth is desired --> h T
<SIP Remote-Party-ID 7 ua="na">No</SIP Remote-Party-
ID 7 >
<P-Early-Media Support 7
ua="na">%$P EARLY MEDIA SUPPORT 7%</P-Early-Media Support 7 >
<SfPfSesgionID:Support:77 B -
ua="na">$SIP_SESSIONID SUPPORT 7%</SIP SessionID Support 7 >
<Use low-bandwidth OPUS 7
ua="na">%$USE_LOW BANDWIDTH OPUS 7%</Use low-bandwidth OPUS 7 >
<MediaSec Request 7
ua="na">%MEDIASEC REQUEST 7% </Med1aSec Request 7 >
<MediaSec Over TLS Only 7
ua="na">$MEDIASEC OVER TLS ONLY 7%</MediaSec Over TLS Only 7 >

<!-- LINE7 Call Feature Settings -->

<Voice Mail Subscribe Interval 7
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
7> - - - B -

<Log Missed Calls 7
ua="na">%L0G MISSED CALLS 7%</Log Missed Calls 7 >

<!-- LINE7 Proxy and Registration -->
<Outbound Proxy 7

ua="na">%SBC_ADDRESS lo</Outbound | Proxy 7 >
<Alternate outbound | Proxy 7

ua="na">%$SBC ADDRESS 2%</Alternate | Outbound _Proxy 7 >
<Use DNS SRV 7 a—"na">Yes</Use DNS SRV 7 >
<DNS SRV Auto Preflx 7

ua="na">Yes</DNS SRV __ Auto Preflx 7 >
<Proxy Fallback Intvl 7

ua="na">% FAILBACK_INTVL°</Proxy_Fallback_Intvl_7_>

<!-- LINE7 Audio Configuration -->
<Preferred Codec 7
ua="na">%PREFERRED CODEC% </Preferred Codec_7 > <!-- options:

G711u/G711a/G72%a/G792ab/G722/G722.2/iLBC —->
<Second Preferred Codec 7

ua="na">%$SECOND PREFERRED CODEC°</Second Preferred Codec 7 >

<!-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 7

ua="na">%$THIRD PREFERRED CODEC0</Th1rd Preferred Codec 7 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Use Pref Codec Only 7

ua="na">%USE_ PREFERRED CODEC ONLY </Use_Pref Codec Only 7 >
<Codec_Negot1atlon_7_

ua="na">%CODEC_NEGOTIATION%</Codec Negotiation 7 >

<!-- LINE7 Dial Plan -->
<Dial Plan 7  ua="na">%DIAL PLAN%</Dial Plan 7 >

<!-- LINE7 ACD Settings -->
<Broadsoft ACD 7 ua="na">%BROADSOFT ACD ENABLE-
7%</Broadsoft ACD 7 >
<ACD Status_ 7 wuwa="na">%ACD STATUS 7%</ACD Status 7 >
<Auto Available After Sign-In 7
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 7%</Auto Available After Sign-In 7 >
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<Enable Broadsoft Hoteling 7
ua="na">%BROADSOFT HOTELING ENABLE-
7%</Enable Broadsoft Hoteling 7 >

<Call Information Enable 7
ua="na">Yes</Call Information Enable 7 >

<Disposition Code Enable 7
ua="na">Yes</Disposition Code Enable 7 >

<Trace Enable 7 wua="na">Yes</Trace Enable 7 >

<Emergency Escalation Enable 7
ua="na">Yes</Emergency Escalation Enable 7 >

<Queueistatusiﬁotificatioﬁ;Enablé;7i
ua="na">Yes</Queue Status Notification Enable 7 >

<l--=
GUI SCREEN: Ext8 Tab
-—>

<!-- LINE8 SIP Settings -->
<SIP_100REL Enable 8
ua:"na">Yes<7SIP_lOEREL_EngbIe_8_>
<Precondition Support 8
ua="na">%PRECONDITION SUPPORT 8%</Precondition Support 8 >
<Auth INVITE 8 ua="na">%AUTH INVITE$</Auth INVITE 8 >
<!-- Enable Yes if Device Auth is desired -->
<SIP Remote-Party-ID 8 ua="na">No</SIP Remote-Party-
ID 8 >
<P-Early-Media Support 8
ua="na">%P EARLY MEDIA SUPPORT 8%</P-Early-Media Support 8 >
<SIP SessionID Support 8
ua="na">%SIP_SESSIONID SUPPORT 8%</SIP SessionID Support 8 >
<Use_ low-bandwidth OPUS 8
ua="na">$USE_LOW BANDWIDTH OPUS 8%</Use low-bandwidth OPUS 8 >
<MediaSec Request 8
ua="na">%MEDIASEC REQUEST 8%</MediaSec Request 8 >
<MediaSec Over TLS Only 8
ua="na">$MEDIASEC OVER TLS ONLY 8%</MediaSec Over TLS Only 8 >

<!-- LINE8 Call Feature Settings -->

<Voice Mail Subscribe Interval 8
ua="na">%VM _SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
8 >

<Log Missed Calls 8
ua="na">%LOG_MISSED CALLS 8%</Log Missed Calls 8 >

<!-- LINE8 Proxy and Registration -->
<Outbound Proxy 8
ua="na">%SBC_ADDRESS 1%</Outbound Proxy 8 >
<Alternate Outbound Proxy 8
ua="na">%$SBC_ADDRESS 2%</Alternate Outbound Proxy 8 >

<Use DNS SRV 8 wua="na">Yes</Use DNS SRV 8 >
<DNS_SRV_Auto Prefix 8
ua="na">Yes<7DN8:SRV7XutogPrgffx787>
<Proxy Fallback Intvl 8
ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 8 >
<!-- LINE8 Audio Configuration -->
<Preferred Codec 8
ua="na">%PREFERRED CODEC%</Preferred Codec 8 > <!-- options:

G711u/G711a/G729a/G792ab/G722/G722.2/11BC —-->

<Second Preferred Codec 8
ua="na">%SECOND_PREFERRED CODEC%</Second Preferred Codec 8 >
<!-- options: G711u/G711a/G729%a/G792ab/G722/G722.2/iLBC —-->
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<Third Preferred Codec 8
ua="na">%THIRD PREFERRED CODEC%</Third Preferred Codec 8 > <!-
- options: G711u/G711a/G729a/G792ab/G722/G722.2/1iLBC —->
<Use Pref Codec Only 8
ua="na">%USE_PREFERRED CODEC ONLY°</Use Pref Codec Only 8 >
<Codec_Negot1atlon_8_
ua="na">%CODEC_ NEGOTIATION%</Codec Negotiation 8 >

<!-- LINE8 Dial Plan -->
<Dial Plan 8 wua="na">%DIAL PLAN%</Dial Plan 8 >

<!-- LINE8 ACD Settings -->

<Broadsoft ACD 8 wua="na">%BROADSOFT ACD ENABLE-
8%</Broadsoft ACD 8 >

<ACD Status 8 wua="na">%ACD STATUS 8°</ACD Status 8 >

<Auto Avallable  After Sign- In 8
ua="na">oAUTO AVAILABLE AFTER SIGN-
IN 8%</Auto . Available After Slgn In 8 >

<Enable Broadsoft Hoteling 8
ua="na">$BROADSOFT HOTELING ENABLE-
8%</Enable Broadsoft Hoteling 8 >

<Call Information Enable 8
ua—"na">Yes</Call Informatlon Enable 8 >

<Disposition Code Enable 8
ua—"na">Yes</Dlsp051tlon Code Enable 8 >

<Trace Enable 8 a—"na">Yes</Trace_Enable_8_>

<Emergency Escalation Enable 8
ua="na">Yes</Emergency Escalation Enable 8 >

<Queue Status Notification Enable 8
ua—"na">Yes</Queue Status Notlflcatlon Enable 8 >

<l--
GUI SCREEN: Ext9 Tab
-—>

<!-- LINES SIP Settings -->
<SIP 100REL Enable 9
ua="na">Yes<7SIPﬁlOﬁRELﬁEngbIei9i>
<Precondition Support 9
ua="na">%PRECONDITION SUPPORT 9% %</Precondition . Support 9 >
<Auth_INVITE_9 ua="na">oAUTH INVITES </Auth INVITE 9 >
<!-- Enable Yes if Device Auth is desired -->
<SIP Remote-Party-ID 9 ua="na">No</SIP Remote-Party-
D 9 >
<P-Early-Media Support 9
ua="na">%P EARLY MEDIA SUPPORT 9% </P—Early—Mediaisupport797>
<SIP SessionID Support 9
ua="na">/SIP SESSIONID SUPPORT 9% </SIP SessionID Support 9 >
<Use low bandw1dth OPUS 9
ua="na">%USE_LOW BANDWIDTH OPUS 9% </Use low-bandwidth OPUS 9 >
<MediaSec ~Request 9
ua="na">%MEDIASEC REQUEST 9% %</MediaSec Request 9 >
<MediaSec Over TLS Only 9
ua="na">$MEDIASEC OVER TLS ONLY 9%</MediaSec Over TLS Only 9 >

<!-- LINE9 Call Feature Settings -->

<Voice Mail Subscribe Interval 9
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
9 >

<Log Missed Calls 9
ua="na">%LOG_MISSED CALLS 9%</Log Missed Calls 9 >
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<!-- LINE9 Proxy and Registration -->
<Outbound Proxy 9

ua="na">%SBC_ ADDRESS 10</Outbound | Proxy 9 >
<A1ternate outbound | Proxy 9

ua="na">%SBC_ADDRESS 2%</Alternate | Outbound _Proxy 9 >

<Use DNS_SRV_9 ua="na">Yes</Use DNS SRV 9 >
<DNS SRV Auto Preflx 9

ua—"na">Yes</DNS SRV_Auto Preflx 9 >
<Proxy Fallback Intvl 9

ua="na">%FAILBACK INTVL0</Proxy Fallback Intvl 9 >

<!-- LINE9 Audio Configuration -->
<Preferred Codec 9
ua="na">%PREFERRED CODEC%</Preferred Codec 9 > <!-- options:

G711u/G711a/G729%a/G792ab/G722/G722.2/1i1LBC —->
<Second Preferred Codec 9

ua="na">%$SECOND PREFERRED CODEC% </Second Preferred Codec 9 >

<!-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 9

ua="na">$THIRD PREFERRED CODEC%</Third Preferred Codec 9 > <!-

- options: G711u/G711a/G729a/G792ab/G722/G722.2/1iLBC —-->
<Use Pref Codec Only 9

ua="na">%USE_PREFERRED CODEC ONLY </Use_Pref Codec Only 9 >
<Codec Negotiation 9

ua="na">%$CODEC NEGOTIATION°</Codec Negotiation 9 >

<!-- LINE9 Dial Plan -->
<Dial Plan 9 wua="na">%DIAL PLAN%</Dial Plan 9 >

<!-- LINE9 ACD Settings —-->
<Broadsoft ACD 9 wua="na">%BROADSOFT ACD ENABLE-
9%</Broadsoft ACD 9 >
<ACD_Status_9 wua="na">%ACD_ STATUS 9%</ACD Status 9 >
<Auto Avallable  After Sign- In 9
ua="na">oAUTO AVATLABLE AFTER SIGN-
IN 9%</Auto Available After Sign-In 9 >
<Enable Broadsoft Hoteling 9
ua="na">$BROADSOFT HOTELING ENABLE-
9%</Enable Broadsoft Hoteling 9 >
<Call Information Enable 9
ua="na">Yes</Call Informatlon Enable 9 >
<D1sp051tlon4Code4Enable797
ua="na">Yes</Disposition Code Enable 9 >
<Trace Enable 9 wua="na">Yes</Trace Enable 9 >
<Emergency Escalation Enable 9
ua="na">Yes</Emergency Escalation Enable 9 >
<Queue Status Notification Enable 9
ua="na">Yes</Queue Status Notification Enable 9 >

<l--
GUI SCREEN: Extl10 Tab
-—>

<!-- LINE1O SIP Settings -->

<SIP 100REL Enable 10
ua="na">Yes</SIP 100REL Enable 10 >

<Precondition Support 10
ua="na">%PRECONDITION SUPPORT 10%</Precondition Support 10 >

<Auth INVITE 10 _
ua="na">%AUTH INVITE%</Auth INVITE 10 > <!-- Enable Yes if
Device Auth is desired -->
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<SIP _Remote-Party-ID 10 ua="na">No</SIP Remote-Party-
ID 10 >
<P-Early-Media Support 10
ua="na">%P_EARLY MEDIA SUPPORT 10%</p- -Early-Media Support 10 >
<SIP_Se831onID_Support_lO_
ua="na">%SIP_SESSIONID SUPPORT 10%</SIP SessionID Support 10 >
<Use_ low-bandwidth OPUS 10
ua="na">$USE_LOW BANDWIDTH OPUS 10%</Use_ low-
bandwidth OPUS_10_>
<MediaSec Request 10
ua="na">%MEDTASEC REQUEST 10%</MediaSec Request 10 >
<MediaSec Over TLS Only 10
ua="na">%MEDIASEC OVER TLS ONLY 10%</MediaSec Over TLS Only 10
>

<!-- LINE10 Call Feature Settings —-->

<Voice Mail Subscribe Interval 10
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
10 >

<Log Missed Calls 10
ua="na">%LOG_MISSED CALLS 10%</Log Missed Calls 10 >

<!-- LINE1l0 Proxy and Registration -->
<Outbound Proxy 10

ua="na">%SBC_ADDRESS lo</Outbound | Proxy 10 >
<Alternate Outbound | Proxy 10

ua="na">%SBC ADDRESS _2%</Alternate | Outbound _Proxy 10 >
<Use DNS_SRV 10 ua="na">Yes</Use DNS SRV 10 >
<DNS_SRV_Auto Preflx 10

ua—"na">Yes</DNS SRV_Auto Preflx 10 >
<ProxyfFallbackﬁIntvliloi

ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 10 >

<!-- LINE10 Audio Configuration -->
<Preferred Codec 10
ua="na">%PREFERRED CODEC%</Preferred Codec 10 > <!-- options:
G711u/G711a/G729%9a/G792ab/G722/G722.2/1LBC —-->
<Second Preferred Codec 10
ua="na">%SECOND PREFERRED CODEC% </SecondﬁPreferred7Codecil07>
<!—— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —->
<Third Preferred Codec 10
ua="na">%$THIRD PREFERRED CODEC0</Th1rd Preferred Codec 10 >
<l-— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -—>
<Use Pref Codec Only 10
ua="na">%USE PREFERRED CODEC ONLY%</Use Pref Codec Only 10 >
<Codec Negotiation 10
ua="na">%CODEC NEGOTIATION/</Codec ' Negotiation 10 >

<!-- LINE10 Dial Plan —-—>
<Dial Plan 10 wua="na">%DIAL PLAN%</Dial Plan 10 >

<!-- LINE10 ACD Settings -->
<Broadsoft ACD 10 ua="na">%$BROADSOFT ACD ENABLE-
10%</Broadsoft ACD 10 >
<ACD Status 10
ua="na">%ACD_STATUS 10%</ACD_Status 10 >
<Auto Available After Sign-In 10
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 10%</Auto . Available After Slgn In 10 >
<Enable Broadsoft Hoteling 10
ua="na">%BROADSOFT HOTELING ENABLE-
10o</Enable_Broadsoft_Hotellng_lO_>
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<Call Information Enable 10
ua="na">Yes</Call Information Enable 10 >

<Disposition Code Enable 10
ua="na">Yes</Disposition Code Enable 10 >

<Trace Enable 10 wua="na">Yes</Trace Enable 10 >

<Emergency Escalation Enable 10
ua="na">Yes</Emergency Escalation Enable 10 >

<Queue Status Notification Enable 10
ua="na">Yes</Queue Status Notification Enable 10 >

<l--
GUI SCREEN: Extll Tab
-—>

<!-- LINEll SIP Settings -->

<SIP 100REL Enable 11
ua="na">Yes</SIP 100REL Enable 11 >

<Precondition Support 11
ua="na">%PRECONDITION SUPPORT 11%</Precondition Support 11 >

<Auth INVITE 11 B - -
ua="na">$AUTH INVITE%</Auth INVITE 11 > <!-- Enable Yes if
Device Auth is desired -->

<SIP_Remote-Party-ID 11 ua="na">No</SIP Remote-Party-
ID 11 >

o <P-Early-Media Support 11

ua="na">%P_EARLY MEDIA SUPPORT 11%</P-Early-Media Support 11 >

<SIP SessionID Support 11
ua="na">%SIP_SESSIONID SUPPORT 11%</SIP SessionID Support 11 >

<Use_ low-bandwidth OPUS 11
ua="na">%USE_LOW BANDWIDTH OPUS 11%</Use low-
bandwidth OPUS 11 >

<MediaSec Request 11
ua="na">3%MEDIASEC REQUEST 11%</MediaSec Request 11 >

<MediaSec Over TLS Only 11 -
ua="na">%MEDIASEC OVER TLS ONLY 11%</MediaSec Over TLS Only 11

>

<!-- LINE1ll Call Feature Settings -->

<Voice Mail Subscribe Interval 11
ua="na">%VM _SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
11 >

<Log Missed Calls 11
ua="na">%LOG MISSED CALLS 11%</Log Missed Calls 11 >

<!-- LINE1ll Proxy and Registration -->
<Outbound Proxy 11
ua="na">%SBC_ADDRESS 1%</Outbound Proxy 11 >
<Alternate Outbound Proxy 11
ua="na">%SBC_ADDRESS 2%</Alternate Outbound Proxy 11 >
<Use DNS SRV 11 wua="na">Yes</Use DNS SRV 11 >
<DNS_SRV_Auto Prefix 11
uaz"na">Yes<7DN8:SRV7XutogPrgfi§7117>
<Proxy Fallback Intvl 11
ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 11 >

<!-- LINE1ll Audio Configuration -->

<Preferred Codec 11
ua="na">%PREFERRED CODEC%</Preferred Codec 11 > <!-- options:
G711u/G711a/G729a/G792ab/G722/G722.2/11BC —-->

<Second Preferred Codec 11
ua="na">%SECOND_PREFERRED CODEC%</Second Preferred Codec 11 >
<!-- options: G711u/G711a/G729%a/G792ab/G722/G722.2/iLBC —-->
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<Third Preferred Codec 11

ua="na">%THIRD PREFERRED CODEC%</Third Preferred Codec 11 >

<!-- options: G711u/G711a/G729%a/G792ab/G722/G722.2/iLBC —-->
<Use Pref Codec Only 11

ua="na">%USE_PREFERRED CODEC_ONLY%</Use Pref Codec Only 11 >
<Codec Negotiation 11

ua="na">%CODEC NEGOTIATION%</Codec Negotiation 11 >

<!-- LINE1ll Dial Plan -->
<Dial Plan 11 wua="na">%DIAL PLAN%</Dial Plan 11 >

<!-- LINEll ACD Settings -->
<Broadsoft ACD 11 wua="na">%BROADSOFT ACD ENABLE-
11%</Broadsoft ACD 11 >
<ACD Status 11
ua="na">%ACD_STATUS 11%</ACD Status_ 11 >
<Auto Available After Sign-In 11
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN 11%</Auto Available After Sign-In 11 >
B <EnaEle_Broadsgft_HoEeling_lI_ h
ua="na">%$BROADSOFT HOTELING ENABLE-
11%</Enable Broadsoft Hoteling 11 >
<Call Information Enable 11
ua="na">Yes</Call Information Enable 11 >
<Dispositzon7Code4EnaBle4117_ B
ua="na">Yes</Disposition Code Enable 11 >
<Trace Enable 11 wua="na">Yes</Trace Enable 11 >
<Emergency Escalation Enable 11
ua="na">Yes</Emergency Escalation Enable 11 >
<Queue Status Notification Enable 11
ua="na">Yes</Queue Status Notification Enable 11 >

<l--
GUI SCREEN: Extl2 Tab
-

<!-- LINE12 SIP Settings -->

<SIP 100REL Enable 12
ua="na">Yes</SIP 100REL Enable 12 >

<Precondition Support 12
ua="na">%PRECONDITION SUPPORT 12%</Precondition Support 12 >

<Auth INVITE 12
ua="na">%AUTH INVITE%</Auth INVITE 12 > <!-- Enable Yes if
Device Auth is desired -->

<SIP Remote-Party-ID 12 wua="na">No</SIP Remote-Party-
ID 12 >

<P-Early-Media Support 12
ua="na">%P EARLY MEDIA SUPPORT 12%</P-Early-Media Support 12 >

<SIP SessionID Support 12
ua="na">%SIP_SESSIONID SUPPORT 12%</SIP SessionID Support 12 >

<Use_ low-bandwidth OPUS 12
ua="na">%USE_LOW BANDWIDTH OPUS_12%</Use low-
bandwidth OPUS 12 >

<MediaSec Request 12
ua="na">%MEDIASEC REQUEST 12%</MediaSec Request 12 >

<MediaSec Over TLS Only 12
ua="na">$MEDIASEC OVER TLS ONLY 12%</MediaSec Over TLS Only 12

>

<!-- LINEl2 Call Feature Settings -->
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<Voice Mail Subscribe Interval 12
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
12 >

<Log Missed Calls 12
ua="na">%LOG_MISSED CALLS 12%</Log Missed Calls 12 >

<!-- LINE12 Proxy and Registration -->
<Outbound Proxy 12

ua="na">%SBC_ADDRESS 1o</Outbound | Proxy 12 >
<Alternate outbound | Proxy 12

ua="na">%SBC ADDRESS 20</Alternate Outbound _Proxy 12 >
<Use DNS SRV 12 ua—"na">Yes</Use_DNS_SRV_12_>
<DNS SRV Auto Preflx 12

ua="na">Yes</DNS SRV_Auto Preflx 12 >

<Proxy Fallback Intvl 12

ua="na">%$FAILBACK INTVL°</Proxy Fallback Intvl 12 >

<!-- LINE12 Audio Configuration -->
<Preferred Codec 12
ua—"na">/PREFERRED CODEC% </Preferred Codec 12 > <!-- options:
G711u/G711a/G729%/G792ab/G722/G722.2/iLBC ——>
<Second Preferred Codec 12
ua="na">%$SECOND PREFERRED CODEC% </Second Preferred Codec 12 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Third Preferred Codec 12
ua="na">%$THIRD PREFERRED CODEC0</Th1rd Preferred Codec 12 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Use Pref Codec Only 12
ua="na">%USE_PREFERRED CODEC_ONLY%</Use Pref Codec Only 12 >
<Codec Negotiation 12
ua="na">%CODEC NEGOTIATION°</Codec Negotiation 12 >

<!-- LINE12 Dial Plan -->
<Dial Plan 12 wua="na">%DIAL PLAN%</Dial Plan 12 >

<!-- LINEl2 ACD Settings -->
<Broadsoft ACD 12 ua="na">$%$BROADSOFT ACD ENABLE-
12%</Broadsoft ACD 12 > -
<ACD Status 12
ua="na">%ACD_STATUS 120</ACD Status 12 >
<Auto Avallable  After Sign- In 12
ua*"na">cAUTO AVATILABLE AFTER SIGN-
IN 12%</Auto Available After ~Sign-In 12 >
<Enable_Broadsoft_Hotellng_12_
ua="na">%BROADSOFT HOTELING ENABLE-
12%</Enable Broadsoft Hoteling 12 >
<Call Information Enable 12
ua="na">Yes</Eall_Informa{ion_EnEblg_l2_>
<Disposition Code Enable 12
ua="na">Yes</Disposition Code Enable 12 >
<Trace Enable 12 a—"na">Yes</Trace Enable 12 >
<Emergency Escalation Enable 12
a="na">Yes</EmergencnyscalatlonAEnableil27>
<Queue Status Notification Enable 12
ua="na">Yes</Queue Status Notification Enable 12 >

<l--
GUI SCREEN: Extl3 Tab
-—>

<!-- LINE1l3 SIP Settings —-->
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<SIP_100REL Enable 13
ua="na">Yes</SIP 100REL Enable 13 >
<Precondition Support 13
ua="na">%PRECONDITION SUPPORT 13%</Precondition _Support 13 >
<Auth INVITE 13
ua="na">$AUTH INVITE$</Auth INVITE 13 > <!-- Enable Yes if
Device Auth is desired -->
<SIP _Remote-Party-ID 13 ua="na">No</SIP Remote-Party-
ID 13 >
<P-Early-Media Support 13
ua="na">%P EARLY MEDIA SUPPORT 13o</P Early-Media Support 13 >
<SIP SessionID Support 13
ua:"na">/SIP_SESSIONID_SUPPORT_l3o</SIP_SessionID_Support_13_>
<Use low-bandwidth OPUS 13
ua="na">%USE_LOW BANDWIDTH OPUS 13°</Use low-
bandwidth OPUS 13 >
<Med1aSec_Request_13_
ua="na">%MEDIASEC REQUEST 13%</MediaSec Request 13 >
<MediaSec Over TLS Only 13
ua="na">$MEDIASEC OVER TLS ONLY 13%</MediaSec Over TLS Only 13
>

<!-- LINE1l3 Call Feature Settings -->

<Voice Mail Subscribe Interval 13
ua="na">%VM . SUBSCRIBE INTERVAL0</VOlCe Mail _Subscribe Interval
13 >

<Log Missed Calls 13
ua="na">%LOG MISSED CALLS 13o</Log Missed Calls 13 >

<!-- LINE1l3 Proxy and Registration -->
<Outbound Proxy 13
ua="na">%SBC_ADDRESS lo</Outbound | Proxy 13 >

<Alternate Outbound | Proxy 13

ua="na">%SBC ADDRESS _2%</Alternate | Outbound _Proxy 13 >
<Use DNS_SRV 13  ua="na">Yes</Use DNS SRV 13 >
<DNS SRV Auto Prefix 13

ua—"na">Yes</DNS SRV_Auto Preflx 13 >
<Proxy Fallback Intvl 13

ua="na">% FAILBACKﬁINTVL°</ProxyﬁFallback4Intvlil37>

<!-- LINE13 Audio Configuration -->
<Preferred Codec 13
ua="na">%PREFERRED CODEC°</Preferred Codec_13 > <!-- options:
G711u/G711a/G729%a/G792ab/G722/G722.2/1iLBC —->
<Second Preferred Codec 13
ua="na">%SECOND PREFERRED CODEC% </Second Preferred Codec 13 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Third Preferred Codec 13
ua="na">%THIRD PREFERRED CODEC0</Th1rd Preferred Codec 13 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Use Pref Codec Only 13
ua="na">oUSE PREFERRED CODEC ONLYO</Use Pref Codec Only 13 >
<Codec Negotiation 13
ua="na">%CODEC NEGOTIATION°</Codec ' Negotiation 13 >

<!-- LINE13 Dial Plan —-—>
<Dial Plan 13 wua="na">%DIAL PLAN%</Dial Plan 13 >

<!-- LINE13 ACD Settings -->
<Broadsoft ACD 13 ua="na">%BROADSOFT ACD ENABLE-
13%</Broadsoft ACD 13 >




o
CISCO

<ACD Status 13
ua—"na">oACD STATUS 130</ACD Status_13 >
<Auto Avallable  After Sign- In 13
ua—"na">oAUTO AVATLABLE AFTER SIGN-
IN 13%</Auto Available After Sign-In 13 >
<Enable_Broadsoft_Hotellng_13_
ua="na">%$BROADSOFT HOTELING ENABLE-
13%</Enable Broadsoft Hoteling 13 >
<Call Information Enable 13
ua="na">Yes</Call Information Enable 13 >
<DlspoSltlonicodeAEnableil37
ua="na">Yes</Disposition Code Enable 13 >
<Trace Enable 13 wua="na">Yes</Trace Enable 13 >
<Emergency Escalation Enable 13
ua="na">Yes</Emergency Escalation Enable 13 >
<Queue Status Notlflcatlon Enable 13
ua="na">Yes</Queue Status NOtlflcathD Enable 13 >
<!P=-=
GUI SCREEN: Extl4 Tab
-—>

<!-- LINE1l4 SIP Settings -->
<SIP 100REL Enable 14
ua="na">Yes</SIP 100REL Enable 14 >
<Precondztionisapportii47_
ua="na">%PRECONDITION SUPPORT 14%</Precondition Support 14 >
<Auth INVITE 14
ua="na">oAUTH INVITEO</Auth INVITE 14 > <!-- Enable Yes if
Device Auth is desired —-->
<SIP Remote-Party-ID 14 wua="na">No</SIP Remote-Party-
ID 14 >
<P-Early-Media Support 14
ua="na">%P EARLY MEDIA SUPPORT l4o</P Early-Media Support 14 >
<STIP SessionID  Support 14
ua="na">%SIP_SESSIONID SUPPORT 14%</SIP SessionID Support 14 >
<Use_ low-bandwidth OPUS 14
ua="na">%USE LOW BANDWIDTH OPUS 14%</Use low-
bandwidth OPUS_14 > - B
<MediaSec Request 14
ua="na">%MEDIASEC REQUEST 14%</MediaSec Request 14 >
<MediaSec Over TLS Only 14
ua="na">%MEDIASEC OVER TLS ONLY 14%</MediaSec Over TLS Only 14
>
<!-- LINE1l4 Call Feature Settings -->
<Voice Mail Subscribe Interval 14
ua="na">%VM SUBSCRIBE INTERVAL0</V01ce Mail _Subscribe Interval
14 >
<Log Missed Calls 14
ua="na">%LOG_MISSED CALLS 14%</Log Missed Calls 14 >

<!-- LINE1l4 Proxy and Registration -->
<Outbound Proxy 14

ua="na">%SBC_ADDRESS lo</Outbound | Proxy 14 >
<Alternate_Outbound_Proxy_l4_

ua="na">%SBC_ADDRESS 2%</Alternate Outbound Proxy 14 >
<Use DNS SRV 14 wua="na">Yes</Use DNS SRV 14 >
<DNS SRV Auto Preflx 14

ua="na">Yes</DNS SRV_Auto Preflx 14 >
<Proxy Fallback Intvl 14

ua="na">%$FAILBACK INTVL°</Proxy Fallback Intvl 14 >
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<!-- LINE1l4 Audio Configuration -->
<Preferred Codec 14
ua="na">%PREFERRED CODEC% </Preferred Codec 14 > <!-- options:
G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Second Preferred Codec 14
ua="na">%SECOND PREFERRED CODEC </Second Preferred Codec 14 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Third Preferred Codec 14
ua="na">%THIRD PREFERRED CODEC0</Th1rd Preferred Codec 14 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Use Pref Codec Only 14
ua="na">%USE_PREFERRED CODEC ONLY°</Use Pref Codec Only 14 >
<Codec_Negot1atlon_14_
ua="na">%CODEC NEGOTIATION%</Codec Negotiation 14 >

<!-- LINE1l4 Dial Plan -->
<Dial Plan 14 wua="na">%DIAL PLAN%</Dial Plan 14 >

<!-- LINE1l4 ACD Settings -->

<Broadsoft ACD 14 wua="na">%BROADSOFT ACD ENABLE-
14%</Broadsoft ACD 14 >

<ACD Status 14
ua="na">%ACD_STATUS 14%</ACD Status_14 >

<Auto Available After Sign-In 14
ua="na">%AUTO AVATLABLE AFTER SIGN-
IN 14%</Auto_. Available _After Sign-In 14 >

<Enable Broadsoft _Hoteling 14
uai"na">oBROADSOFT HOTELING ENABLE-
14%</Enable Broadsoft Hoteling 14 >

<Call Information Enable 14
ua="na">Yes</Call Information Enable 14 >

<Disposition Code Enable 14
ua="na">Yes</Disposition Code Enable 14 >

<Trace Enable 14 ua—"na">Yes</Trace Enable 14 >

<Emergency7EscalatlonﬁEnableil47
ua="na">Yes</Emergency Escalation Enable 14 >

<Queue Status Notification Enable 14
ua="na">Yes</Queue Status Notification Enable 14 >

<l--
GUI SCREEN: Extl5 Tab
-

<!-- LINE1l5 SIP Settings -->
<SIP_100REL Enable 15
ua="na">Yes</SIP 100REL Enable 15 >
<Precondition Support 15
ua="na">$PRECONDITION SUPPORT 15%</Precondition Support 15 >
<Auth INVITE 15
ua="na">$AUTH INVITE%</Auth INVITE 15 > <!-- Enable Yes if
Device Auth is desired -->
<SIP Remote-Party-ID 15 wua="na">No</SIP Remote-Party-
ID 15 >
<P-Early-Media Support 15
ua="na">%P_EARLY MEDIA SUPPORT 150</P -Early-Media Support 15 >
<SIP SessionID  Support 15
ua="na">%SIP SESSIONID SUPPORT l5/</SIP_SessionID_Support_15_>
<Use_ low- bandw1dth OPUS 15
ua="na">%USE__ ~ LOW BANDWIDTH OPUS 15°</Use low-
bandwidth OPUS 15 >
<MediaSec Request 15
ua="na">3%MEDIASEC REQUEST 15%</MediaSec Request 15 >
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<MediaSec Over TLS Only 15

ua="na">%MEDIASEC OVER TLS ONLY 15%</MediaSec Over TLS Only 15
>

<!-- LINE1l5 Call Feature Settings —-->

<Voice Mail Subscribe Interval 15
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
15 >

<Log Missed Calls 15
ua="na">%LOG_MISSED CALLS 15%</Log Missed Calls 15 >

<!-- LINE1l5 Proxy and Registration -->
<Outbound Proxy 15

ua="na">%SBC ADDRESS 1%</Outbound Proxy 15 >
<Alternate Outbound Proxy 15

ua="na">%SBC ADDRESS _2%</Alternate | outbound _Proxy 15 >

<Use DNS SRV 15 ua="na">Yes</Use DNS_ SRV 15 >
<DNS SRV Auto Preflx 15

ua—"na">Yes</DNS SRV_Auto Preflx 15 >
<Proxy Fallback Intvl 15

ua="na">% FAILBACKﬁINTVLo</ProxyﬁFallbackﬁIntvlil57>

<!-- LINE1l5 Audio Configuration -->
<Preferred Codec 15
ua="na">%PREFERRED CODEC% </Preferred Codec_15 > <!-- options:
G711u/G711a/G729a/G792ab/G722/G722.2/1iLBC -—>
<Second Preferred Codec 15
ua="na">%$SECOND PREFERRED CODEC% </Second Preferred Codec 15 >
<l-— options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC ——>
<Third Preferred Codec 15
ua="na">%THIRD PREFERRED CODECo</Th1rd Preferred Codec 15 >
<l-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC -->
<Use Pref Codec Only 15
ua="na">oUSE PREFERRED CODEC ONLYO</Use Pref Codec Only 15 >
<Codec7Negotlatlon7157
ua="na">%CODEC_NEGOTIATION%</Codec Negotiation 15 >

<!-- LINE1l5 Dial Plan -—>
<Dial Plan 15 wua="na">%DIAL PLAN%</Dial Plan 15 >

<!-- LINE15 ACD Settings -->

<Broadsoft ACD 15 wua="na">%BROADSOFT ACD ENABLE-
15%</Broadsoft ACD 15 >

<ACD Status 15
ua="na">%ACD STATUS 15%</ACD Status 15 >

<Auto Available After Sign-In 15
ua="na">%AUTO AVAILABLE AFTER SIGN-
IN_l5%</Auto_gvailable_gfter_gign—In_l5_>

<Enable Broadsoft Hoteling 15
ua="na">%BROADSOFT HOTELING ENABLE-
15%</Enable Broadsoft Hotellng 15 >

<Call Information Enable 15
a="na">Yes</CallAInformatloniEnableil57>

<Disposition Code Enable 15
ua="na">Yes</Disposition Code Enable 15 >

<Trace Enable 15 wua="na">Yes</Trace Enable 15 >

<Emergency Escalation Enable 15
ua="na">Yes</Emergency Escalation Enable 15 >

<Queue Status Notification Enable 15
ua="na">Yes</Queue Status Notification Enable 15 >

<!--




o
CISCO

GUI SCREEN: Extl6 Tab
-—>

<!-- LINE1l6 SIP Settings -->

<SIP_ 100REL Enable 16
ua="na">Yes</SIP 100REL Enable 16 >

<Precondition Support 16
ua="na">%PRECONDITION SUPPORT 16%</Precondition Support 16 >

<Auth INVITE 16
ua="na">$AUTH INVITE%</Auth INVITE 16 > <!-- Enable Yes if
Device Auth is desired -->

<SIP _Remote-Party-ID 16 ua="na">No</SIP Remote-Party-
ID 16 >

<P-Early-Media Support 16
ua="na">%P_EARLY MEDIA SUPPORT 16%</P-Early-Media Support 16 >

<SIP SessionID Support 16
ua="na">%SIP_SESSIONID SUPPORT 16%</SIP SessionID Support 16 >

<Use_ low-bandwidth OPUS 16
ua="na">%USE_LOW BANDWIDTH OPUS 16%</Use low-
bandwidth OPUS 16 >

<MediaSec Request 16
ua="na">%MEDIASEC REQUEST 16%</MediaSec Request 16 >

<MediaSec Over TLS Only 16
ua="na">%MEDIASEC OVER TLS ONLY 16%</MediaSec Over TLS Only 16

>

<!-- LINE16 Call Feature Settings —-->

<Voice Mail Subscribe Interval 16
ua="na">%VM SUBSCRIBE INTERVAL%</Voice Mail Subscribe Interval
_16 >

<Log Missed Calls 16
ua="na">%LOG_MISSED CALLS 16%</Log Missed Calls 16 >

<!-- LINEl16 Proxy and Registration -->
<Outbound Proxy 16
ua="na">%SBC_ADDRESS 1%</Outbound Proxy 16 >
<Alternate Outbound Proxy 16
ua="na">%SBC_ADDRESS 2%</Alternate Outbound Proxy 16 >
<Use DNS SRV 16 ua="na">Yes</Use DNS SRV 16 >
<DNS_SRV Auto Prefix 16
ua="na">Yes</DNS SRV Auto Prefix 16 >
<Proxy Fallback Intvl 16
ua="na">%FAILBACK INTVL%</Proxy Fallback Intvl 16 >

<!-- LINE16 Audio Configuration -->
<Preferred Codec 16
ua="na">%$PREFERRED CODEC%</Preferred Codec 16 > <!-- options:
G711u/G711a/G729a/G792ab/G722/G722.2/i1BC —->
<Second Preferred Codec 16
ua="na">%SECOND_ PREFERRED CODEC%</Second Preferred Codec 16 >
<!-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —-->
<Third Preferred Codec 16
ua="na">%THIRD PREFERRED CODEC%</Third Preferred Codec 16 >
<!-- options: G711u/G711a/G729a/G792ab/G722/G722.2/iLBC —-->
<Use Pref Codec Only 16
ua="na">%USE_PREFERRED CODEC ONLY%</Use Pref Codec Only 16 >
<Codec Negotiation 16
ua="na">%CODEC_NEGOTIATION%</Codec Negotiation 16 >

<!-- LINE1l6 Dial Plan —-—>
<Dial Plan 16 wua="na">%DIAL PLAN%</Dial Plan 16 >
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<!-- LINEl6 ACD Settings -->
<Broadsoft ACD 16 ua="na">%$BROADSOFT ACD ENABLE-
16%</Broadsoft ACD 16 >
<ACD Status 16
ua="na">%ACD_STATUS 16%</ACD Status 16 >
<Auto Available After Sign-In 16
ua="na">$AUTO AVAILABLE AFTER SIGN-
IN 16%</Auto Available After Sign-In 16 >
<Enable Broadsoft Hoteling 16
ua="na">%BROADSOFT HOTELING ENABLE-
16%</Enable Broadsoft Hoteling 16 >
<Call Information Enable 16
ua="na">Yes</Call Information Enable 16 >
<Disposition Code Enable 16
ua="na">Yes</Disposition Code Enable 16 >
<Trace Enable 16 ua="na">Yes</Trace Enable 16 >
<Emergency Escalation Enable 16
ua="na">Yes</Emergency Escalation Enable 16 >
<Queue Status Notification Enable 16
ua="na">Yes</Queue Status Notification Enable 16 >

<l--
GUI SCREEN: Voice Tab - Att Console
—-——>

<!-- BLF List Feature Options -->
<BLF List Feature Options
ua="na">%BLF_LIST FEATURE OPTIONS$%</BLF List Feature Options>

</flat-profile>
</device>

Family-Specific-file: CiscoDev_Type9841.xml

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>

<I--
GUI SCREEN: Voice Tab->SIP Tab
-—>

<!-- NAT Support Parameters -->
<ICE_STUN Enable
ua="na">%BB ICE STUN ENABLED%</ICE STUN Enable>

<l--
GUI SCREEN: Voice Tab->Provisioning Tab
-—>

<!-- Device Profile Folder (Optl) -->

<Upgrade Rule
ua:"na">%ACCESS_PROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVICEACCESSP
ORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%%FIRMWARE7VERSIONiDP—
9800%</Upgrade Rule>

<Profile Rule C
ua="na">%ACCESS_§ROTOEOL%%BWDEVICEACCESSFQDN%:%BWDEVICEACCESSP
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ORT$%/$BWDMSCONTEXTS / $BWDEVICEACCESSURI$$SMA CiscoDev.xml</Profi
le Rule C>

<!-- Localization -->
<l-=
Example Script supporting English/French/Spanish.
Device supports up to 10 language indexes. 512
character string length max.

<Dictionary Server Script
ua="na">serv=http://$BWDEVICEACCESSFQDN% : $BWDEVICEACCESSPORTS/
$BWDMSCONTEXTS/$BWDEVICEACCESSURI%; d1=Spanish;ll=es-ES;xl=es-
ES.tar;d2=French; 12=fr-FR; x2=fr-
FR.tar</Dictionary Server Script>

__> - -

<Dictionary Server Script
ua="na">serv=%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEAC
CESSPORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%;%DICTIONARY_SERVE
R _SCRIPT 9800%</Dictionary Server Script>

<l--

GUI SCREEN: Voice Tab->Regional Tab
—-——>
<!-- Vertical Service Activation Codes -->
<l--

GUI SCREEN: Voice Tab ->Phone Tab
—-——>
<l--

GUI SCREEN: Voice Tab ->User Tab
—-—>
<l--

GUI SCREEN: Extl Tab
—-——>
<l--
GUI SCREEN: Voice Tab->Att Console Tab
—-——>

</flat-profile>
</device>

Family-Specific-file: CiscoDev_Type9851.xml

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>

<l--
GUI SCREEN: Voice Tab->SIP Tab
—-—>
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<!-- NAT Support Parameters -->
<ICE STUN Enable
ua="na">%BB ICE_STUN ENABLED%</ICE_STUN Enable>

<I--
GUI SCREEN: Voice Tab->Provisioning Tab
-—>

<!-- Device Profile Folder (Optl) -->

<Upgrade Rule
ua="na">%ACCESSiPROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVICEACCESSP
ORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%%FIRMWARE_VERSION_DP—
9800%</Upgrade Rule>

<Profile Rule C
ua="na">%ACCESSiPROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVICEACCESSP
ORT%/%BWDMSCONTEXTS% /$BWDEVICEACCESSURI%SMA CiscoDev.xml</Profi
le Rule C> -

<!-- Localization -->
<l--
Example Script supporting English/French/Spanish.
Device supports up to 10 language indexes. 512
character string length max.

<Dictionary Server Script
ua="na">serv=http://$BWDEVICEACCESSFQDNS : $BWDEVICEACCESSPORTS /
$BWDMSCONTEXT%/ $BWDEVICEACCESSURI%; dl=Spanish;ll=es-ES;xl=es-
ES.tar;d2=French; 12=fr-FR;x2=fr-
FR.tar</Dictionary Server Script>

__> - -

<Dictionary Server Script
ua="na">serv=%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEAC
CESSPORT%/ $BWDMSCONTEXT%/ $BWDEVICEACCESSURI%; $DICTIONARY SERVE
R SCRIPT 9800%</Dictionary Server Script>

<l--
GUI SCREEN: Voice Tab->Regional Tab
-—>

<!-- Vertical Service Activation Codes -->

<l--
GUI SCREEN: Voice Tab ->Phone Tab
—-——>

<l--=
GUI SCREEN: Voice Tab ->User Tab
—-—>

<l--
GUI SCREEN: Extl Tab
-—>

<!--
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GUI SCREEN: Voice Tab->Att Console Tab
-——>

</flat-profile>
</device>

Family-Specific-file: CiscoDev_Type9861.xml

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>

<l--
GUI SCREEN: Voice Tab->SIP Tab
-=>

<!-- NAT Support Parameters -->
<ICE_STUN Enable
ua="na">%BB ICE STUN ENABLED%</ICE STUN Enable>

<l--
GUI SCREEN: Voice Tab->Provisioning Tab
-—>

<!-- Device Profile Folder (Optl) -->
<Upgrade Rule

ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEACCES
SPORT%/ $BWDMSCONTEXT%/ $BWDEVICEACCESSURI%%$FIRMWARE VERSION D

P-9800%</Upgrade Rule>
<Profile Rule C

ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEACCES
SPORT%/ $BWDMSCONTEXT%/ $BWDEVICEACCESSURI%SMA CiscoDev.xml</P

rofile Rule C>

<!-- Localization -->
<l--
Example Script supporting
English/French/Spanish.
Device supports up to 10 language indexes.
character string length max.

<Dictionary Server Script

512

ua="na">serv=http://$BWDEVICEACCESSFQDNS : $BWDEVICEACCESSPORTS /$BWDMSCON

TEXT%/%BWDEVICEACCESSURI%; d1=Spanish;ll=es-ES;xl=es-
ES.tar;d2=French;12=fr-FR;x2=fr-FR.tar</Dictionary Server Script>
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<Dictionary Server Script
ua="na">serv=%ACCES S_PROTOCOL% $BWDEVICEACCESSFQDNS : $BWDEVICEACCESSPORTS
/%$BWDMSCONTEXTS% /%$BWDEVICEACCESSURIS%; %DICTIONARY_SERVER_SCRI PT_9800 %</Di
ctionary Server Script>
<l--
GUI SCREEN: Voice Tab->Regional Tab
——>
<!-- Vertical Service Activation Codes -->
<l--
GUI SCREEN: Voice Tab ->Phone Tab
—-—>
<l--
GUI SCREEN: Voice Tab ->User Tab
-——>
<l--
GUI SCREEN: Extl Tab
—-—>
<l--
GUI SCREEN: Voice Tab->Att Console Tab
-——>
</flat-profile>
</device>
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Family-Specific-file: CiscoDev_Type9871.xml

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>

<l--
GUI SCREEN: Voice Tab->SIP Tab
-—>

<!-- NAT Support Parameters -->
<ICE_STUN Enable
ua="na">%BB ICE STUN ENABLED%</ICE STUN Enable>

<l--
GUI SCREEN: Voice Tab->Provisioning Tab
-—>

<!-- Device Profile Folder (Optl) -->

<Upgrade Rule
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEACCES
SPORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%%FIRMWARE_VERSION_D
P-9800%</Upgrade Rule>

<Profile Rule C
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEACCES
SPORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%$MA4CiSCODeV.Xml</P
rofile Rule C>

<!-- Localization -->
<l--
Example Script supporting
English/French/Spanish.
Device supports up to 10 language indexes. 512
character string length max.

<Dictionary Server Script
ua="na">serv=http://$BWDEVICEACCESSFQDN% : $BWDEVICEACCESSPORT
%/ %$BWDMSCONTEXTS/ $BWDEVICEACCESSURI%; d1=Spanish;ll=es-
ES;xl=es-ES.tar;d2=French;12=fr-FR; x2=fr-
FR.tar</Dictionary Server Script>

-=>
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<Dictionary Server Script
ua="na">serv:%ACCESS_PROTOCOL%%BWDEVICEACCESSFQDN%:%BWDEVICEACCESSPORT%
/%$BWDMSCONTEXTS% /%$BWDEVICEACCESSURIS%; %DICTIONARY_SERVER_SCRI PT_98OO %</Di
ctionary Server Script>
<l--
GUI SCREEN: Voice Tab->Regional Tab
——>
<!-- Vertical Service Activation Codes -->
<l--
GUI SCREEN: Voice Tab ->Phone Tab
—-—>
<l--
GUI SCREEN: Voice Tab ->User Tab
-——>
<l--
GUI SCREEN: Extl Tab
—-—>
<l--
GUI SCREEN: Voice Tab->Att Console Tab
-——>
</flat-profile>
</device>

Family-Specific-file: CiscoDev_Type78xx.xml

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>
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<l--
GUI SCREEN: Voice Tab->SIP Tab
—-——>
<l--
GUI SCREEN: Voice Tab->Provisioning Tab
—-—>
<!-- Device Profile Folder (Optl) -->

<Upgrade Rule
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDNS : $SBWDEVICEACCESSP
ORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%%FIRMWARE7VERSION7CP—
7800-3PCC%</Upgrade Rule>

<Profile Rule C
ua="na">%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEACCESSP
ORT$%/$BWDMSCONTEXTS / $BWDEVICEACCESSURI$$SMA CiscoDev.xml</Profi
le Rule C>

<!-- Screen Saver -->
<Logo URL ua="rw">%7800_ LOGO PIC URL%</Logo URL>
<Picture Download URL

ua="rw">%$7800 WALLPAPER PIC URL$</Picture Download URL>

<!-- Localization -->
<l--
Example Script supporting English/French/Spanish.
Device supports up to 10 language indexes. 512
character string length max.

<Dictionary Server Script
ua="na">serv=http://%BWDEVICEACCESSFQDNS : $BWDEVICEACCESSPORTS/
$BWDMSCONTEXT%/ $BWDEVICEACCESSURI%; d1=Spanish;ll=es-ES;xl=es-
ES.tar;d2=French; 12=fr-FR;x2=fr-
FR.tar</Dictionary Server Script>

__> - -

<Dictionary Server Script
ua="na">serv=%ACCESS PROTOCOL%%BWDEVICEACCESSFQDN% : $BWDEVICEAC
CESSPORT%/%BWDMSCONTEXT%/%BWDEVICEACCESSURI%;%DICTIONARY_SERVE
R _SCRIPT 7800%</Dictionary Server Script>

<l--
GUI SCREEN: Voice Tab->Regional Tab
-—>

<!-- Vertical Service Activation Codes -->

<l--
GUI SCREEN: Voice Tab ->Phone Tab
—-——>

<!-- Line Key LED Pattern (Not Applicable for 7832) --
>

<Custom LED Type
ua="na">%CUSTOM LED TYPE%</Custom LED Type>

<Disabled LED ua="na">%DISABLED LED%</Disabled LED>

<Idle LED ua="na">%IDLE LED$%</Idle LED>

<Remote Undefined LED
ua="na">%REMOTE UNDEFINED LED%</Remote Undefined LED>
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<Local Seized LED

ua="na">%LOCAL_SEIZED LED%</Local Seized LED>
<Remote Seized LED

ua="na">$REMOTE SEIZED LED%</Remote Seized LED>
<Local Progressing LED

ua="na">$LOCAL PROGRESSING LED%</Local Progressing LED>
<Remote Progressing LED

ua="na">%REMOTE PROGRESSING LED%</Remote Progressing LED>
<Local Ringing LED

ua="na">%LOCAL RINGING LED%</Local Ringing LED>
<RemotgiRingin§7LED B B

ua="na">%REMOTE RINGING LED$</Remote Ringing LED>
<Local Active LED

ua="na">%LOCAL ACTIVE LED%</Local Active LED>
<Remote Active LED

ua="na">%REMOTE_ACTIVE LED%</Remote Active LED>
<Local Held LED

ua="na">$LOCAL HELD LED%</Local Held LED>
<Remote Held LED

ua="na">$REMOTE HELD LED%</Remote Held LED>
<Register Failed LED

ua="na">%REGISTER FAILED LED%</Register Failed LED>
<Registering LED

ua="na">%REGISTERING LED%</Registering LED>

<l--
KA A KR A AR A AR AR A R A AR AR A AR A AR AR A AR AR A A AR AR A A A Ak Ak Ak dA kA A Ak Ak hkhkhk k)%
-—>
<!-- Broadsoft XSI Directory
-—>
<!l--
R I b e I e R R b b I R e S I S b I S I S R e S b b b S S e e S b e S S S S b b b b S 4
-—>
<!-- Optional: Broadsoft Directory Settings -->
<Directory Type
ua="na">%DIRECTORY TYPE%</Directory Type>

<l--
GUI SCREEN: Voice Tab ->User Tab
-—>
<l--
GUI SCREEN: Extl Tab
-—>
<t--
GUI SCREEN: Voice Tab->Att Console Tab
——>
<!-- Att Console Key LED Pattern (Not Applicable for
7832) —-—>

<Application LED
ua="na">%APPLICATION LED%</Application LED>
<Serv_Subscribe Failed LED
ua="na">%SERV_SUBSCRIBE FAILED LED%</Serv Subscribe Failed LED
>
<Serv_Subscribing LED
ua="na">%SERV SUBSCRIBING LED%</Serv Subscribing LED>
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<Parking Lot Idle LED
ua="na">%PARKING LOT IDLE LED%</Parking Lot Idle LED>

<Parking Lot Busy LED
ua="na">%$PARKING LOT BUSY LED%</Parking Lot Busy LED>

<BLF Idle LED ua="na">%BLF IDLE LED%</BLF Idle LED>

<BLF Ringing LED - -
ua="na">%BLF RINGING LED%</BLF Ringing LED>

<BLF Busy LED ua="na">%BLF BUSY LED%</BLF Busy LED>

<BLF Held LED ua="na">%BLF HELD LED%</BLF Held LED>

</flat-profile>
</device>

Phone-Specific File: <mac-address>_CiscoDev.xml

NOTE: This is an example file and should be used for reference only.

<?xml version="1.0" encoding="UTF-8"7?>

<device xsi:type="axl:XIPPhone"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<flat-profile>

<l--

GUI SCREEN: Voice Tab->System Tab
-—>

<!-- DNS Settings-->

<Primary DNS ua="rw">%DNS SERVER 1%</Primary DNS>
<Secondary DNS ua="rw">%DNS SERVER 2%</Secondary DNS>

<l--

GUI SCREEN: Voice Tab->SIP Tab
—-——>

<!-- SIP Parameters -->

<SIP_TCP Port Min
ua="na">%SIP_TCP MIN%</SIP TCP Port Min>

<SIP TCP_ Port Max
ua="na">%SIP_TCP MAX%</SIP TCP Port Max>

<!-- Profile Rule Resync Timers -->
<Resync_On Reset ua="na">Yes</Resync On Reset>
<Resync At HHmm
ua="na">%RESYNC TIME%</Resync At HHmm >
<Resync At Random Delay
ua="na">%RESYNC AT RANDOM DELAY%</Resync At Random Delay>

<Resync_Periodic

ua="na">%RESYNC PERIODIC%</Resync Periodic>
<Resync Error Retry Delay

ua="na">%RESYNC_ERROR%</Resync_Error Retry Delay>
<Forced Resync Delay

ua="na">%RESYNC FORCED%</Forced Resync Delay>

<l--
R R R R R R R S R R R R R R R R R I R R R R R e R I I I R S

-—>
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<!-- Broadsoft XSI Directory and Calllog
-—>
<l--
R R i e I R b I R S I I S I I R R I b I I b e S S I S b e S S e S S b b b db S 4
-—>
<Login User ID ua="na">%BWLOGIN-ID-1%</Login User ID>
<Login Password ua="na">%XSIPASSWORD-
1%</Login_ Password>

<SIP Auth ID ua="na">%BWAUTHUSER-1%</SIP Auth ID>
<SIP Password ua="na">%BWAUTHPASSWORD-
1%</SIP_Password>

<!-- Broadsoft XMPP -->

<XMPP_Server ua="na">%BW IMP SERVICE NET ADDRESS-
1%</XMPP_Server>

<XMPP Port ua="na">%BW IMP SERVICE PORT-1%</XMPP Port>

<XMPP User ID ua="na">%BW USER IMP ID-
1%</XMPP User ID>

zXMPP:Password ua="na">%BW USER IMP PWD-
1%</XMPP_Password>

<l--

GUI SCREEN: Voice Tab->Provisioning Tab
-—>

<!-- Profile Rule Resync Timers -->
<l--

GUI SCREEN: Voice Tab->Regional Tab

-—>

<!-- Call Parking -->

<Call Park Code ua="na">%BWFAC-CALL-PARK-
1%</Call _Park Code>

<Call Unpark Code ua="na">%BWFAC-CALL-PARK-RETRIEVE-
1%</Call Unpark Code>

<!-- Call Pickup -->

<Call Pickup Code ua="na">%BWFAC-DIRECTED-CALL-PICKUP-
1%</Call Pickup Code>

<Group Call Pickup Code ua="na">%BWFAC-CALL-PICKUP-
1%</Group_Call Pickup Code>

<!-- Secure Call -->
<Secure Call Option 1 wua="na">%SECURE CALL OPTION-
1%</Secure Call Option 1 > <!-- Options:

OptionallRequirgd\Strigt -——>

<!-- Time Zone -->
<Time Zone ua="na">$%BWTIMEZONE-1%</Time Zone>

<!-- Daylight Savings Time -->

<Daylight Saving Time Rule
ua="na">%DAYLIGHT SAVING TIME%</Daylight Saving Time Rule> <!-
- options: Setting for North America Only; Refer to Admin
Guide for setting in your region -->

<Daylight Saving Time Enable
ua="na">%DAYLIGHT SAVING TIME ENABLE%</Daylight Saving Time En
able>

<Language Selection ua="na">%BWLANGUAGE-
1%</Language Selection> <!-- 88xx/78xx/68xx —-->
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<Phone Language ua="na">%BWLANGUAGE-
1%</Phone Language>

<!-- available options:
Catalan|Chinese|Chinese HongKong|Chinese Taiwan|Czech|Danish|D
utch\English|English—USTFinnish|French|F;ench_Canada|German

|Greek Greece|Hungarian|Italian|Japanese|Korean|Norwegian|Poli
sh|Portuguese|Portuguese Brazil|Russian|Spanish|Spanish Colomb
ia|Swedish|Turkish|Ukrainian -->

<!-- Vertical Service Activation Codes -->

<!-- Exec Admin -->

<Exec Assistant Call Initiate Code
ua="na">%Exec Assistant Call Initiate Code%</Exec Assistant Ca
11 Initiate Code>

<Exec Call Filter Act Code
ua="na">%Exec Call Filter Act Code%</Exec Call Filter Act Code
>

<Exec Call Filter Deact Code
ua="na">%Exec Call Filter Deact Code%</Exec Call Filter Deact
Code>

<Exec Assistant Call Push Code
ua="na">%Exec Assistant Call Push Code%</Exec Assistant Call P
ush Code> B - B a - B B

<Exec Call Retrieve Code
ua="na">%Exec_Call Retrieve Code%</Exec Call Retrieve Code>

<Exec Call Bridge Code
ua="na">%Exec_Call Bridge Code%</Exec Call Bridge Code>

<l--

GUI SCREEN: Voice Tab->Phone Tab
—-—>

<!-- Audio Settings -->

<Tune_ speaker ua="rw">%Tune speaker%</Tune speaker>

<Microphone Gain
ua="rw">%Microphone:Gain%</Microphone7Gain>

<Sidetone ua="rw">%Sidetone%</Sidetone>

<!-- General -->
<Station Display Name ua="na">%BWNAME-
1%</Station Display Name>

<!-- Voicemail Number-->
<Voice Mail Number ua="na">%BWVOICE-PORTAL-NUMBER-
1%</Voice Mail Number>

<!-- Call Appearances Per Line -->
<Call Appearances Per Line
ua="na">%CALL APPEARANCE%</Call Appearances Per Line>

<l--

GUI SCREEN: Voice Tab->Extl Tab
-—>

<!-- LINEl SIP Settings -->

<SIP Transport 1 wua="na">%SIP TRANSPORT-
1%</SIP Transport 1 >

<SIP UDP Port 1 wua="na">%SIP_UDP PORT-
1%</SIP UDP Port 1 >
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<!-- LINEl Share Line Appearance -->

<Share Ext 1 ua="na">%BWSHAREDLINE-ENABLED-
1%</Share Ext 1 >

<Shared User ID 1 wua="na">%BWLINEPORT-
1%</Shared User ID 1 >

<Subscription Expires 1
ua="na">3600</Subscription Expires 1 >

<!-- LINEl Call Feature Settings -->

<Feature Key Sync 1 ua="na">%BWDFS-ENABLED-
1%</Feature Key Sync 1 >

<Auto Ans Page On Active Call 1
ua="na">%AUTO ANS ON CALL-1%</Auto Ans Page On Active Call 1 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINEl Proxy and Registration —-->
<Proxy 1 ua="na">$BWHOST-1%</Proxy 1 >

<!-- LINEl Subscriber Information -->
<Display Name 1 ua="na">$%BWNAME-1%</Display Name 1 >
<User ID 1 wua="na">%BWLINEPORT-1%</User ID 1 >
<Password 1 ua="na">%BWAUTHPASSWORD-1%</Password 1 >
<Auth ID 1 ua="na">%BWAUTHUSER-1%</Auth ID 1 >
<Reversed Auth Realm 1

ua="na">%STP AUTH REALM3</Reversed Auth Realm 1 >

<!-- LINEl Call Feature Settings -->

<Conference Bridge URL 1 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-1%</Conference Bridge URL 1 >

<Broadsoft ACD 1 wua="na">%BROADSOFT ACD ENABLE-
1%</Broadsoft ACD 1 >

<Enable Broadsoft Hoteling 1
ua="na">%$BROADSOFT HOTELING ENABLE-
1%</Enable_Broadso%t_Hotelng_1_>

<!-- XSI Line Service —-->
<Login User ID 1 wua="na"/>
<Login Password 1 wua="na"/>

<!-- RTP TOS Settings ——>

<Video RTP TOS DiffServ Value 1
ua="na">%Video RTP TOS DiffServ Value 1 %</Video RTP TOS Diff$S
erv Value 1 >

<l--
GUI SCREEN: Voice Tab->Ext2 Tab
-—>

<!-- LINE2 SIP Settings -->

<SIP Transport 2 ua="na">%SIP_ TRANSPORT-
2%</SIP Transport 2 >

' <SIP UDP Port 2 ua="na">3%SIP_UDP_PORT-
2%</SIP UDP Port 2 >

<!-- LINE2 Share Line Appearance -->

<Share Ext 2 ua="na">3%BWSHAREDLINE-ENABLED-
2%</Share Ext 2 >

<Shared User ID 2 wua="na">%BWLINEPORT-
2%</Shared User ID 2 >

<Subscription Expires 2
ua="na">3600</Subscription Expires 2 >
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<!-- LINE2 Call Feature Settings -->

<Feature Key Sync 2 ua="na">%BWDFS-ENABLED-
2%</Feature Key Sync 2 >

<Auto Ans Page On Active Call 2
ua="na">%AUTO_ANS ON CALL-2%</Auto_ Ans Page On Active Call 2 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE2 Proxy and Registration -->
<Proxy 2 ua="na">%BWHOST-2%</Proxy 2 >

<!-- LINE2 Subscriber Information -->
<Display Name 2 ua="na">$BWNAME-2%</Display Name 2 >
<User ID 2 ua="na">3%BWLINEPORT-2%</User ID 2 >
<Password 2 ua="na">%BWAUTHPASSWORD-2%</Password 2 >
<Auth ID 2  ua="na">$BWAUTHUSER-2%</Auth ID 2 >
<Reversed Auth Realm 2

ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 2 >

<!-- LINE2 Call Feature Settings -->
<Conference Bridge URL 2 ua="na">%BWNETWORK-
CONFERENCE-STIPURI-2%</Conference Bridge URL 2 >
<Broadsoft ACD 2 ua="na">$%BROADSOFT ACD ENABLE-
2%</Broadsoft ACD 2 >
<Enable Broadsoft Hoteling 2
ua="na">%BROADSOFT HOTELING ENABLE-
2%</Enable Broadsoft Hoteling 2 >

<I--

GUI SCREEN: Voice Tab->Ext3 Tab
-—>

<!-- LINE3 SIP Settings -->

<SIP Transport 3 ua="na">%SIP TRANSPORT-
3%</SIP Transport 3 >

<SIP UDP Port 3 ua="na">%SIP UDP PORT-
3%</SIP UDP Port 3 >

<!-- LINE3 Share Line Appearance -->

<Share Ext 3 ua="na">3%BWSHAREDLINE-ENABLED-
3%</Share Ext 3 >

<Shared User ID 3 wua="na">%BWLINEPORT-
3%</Shared User ID 3 >

<Subscription Expires 3
ua="na">3600</Subscription Expires 3 >

<!-- LINE3 Call Feature Settings -->

<Feature Key Sync 3_ ua="na">%BWDFS-ENABLED-
3%</Feature Key Sync 3 >

<Auto Ans Page On Active Call 3
ua="na">%AUTO_ANS ON CALL-3%</Auto_ Ans Page On Active Call 3 >

<!-- LINE3 Proxy and Registration -->
<Proxy 3 ua="na">$BWHOST-3%</Proxy 3 >

<!-- LINE3 Subscriber Information -->
<Display Name 3 ua="na">$%BWNAME-3%</Display Name 3 >
<User ID 3 ua="na">%BWLINEPORT-3%</User ID 3 >
<Password 3  ua="na">%BWAUTHPASSWORD-3%</Password 3 >
<Auth ID 3  ua="na">%BWAUTHUSER-3%</Auth ID 3 >
<Reversed Auth Realm 3

ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 3 >
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<!-- LINE3 Call Feature Settings -->
<Conference Bridge URL 3  ua="na">%BWNETWORK-
CONFERENCE-SIPURI-3%</Conference Bridge URL 3 >
<Broadsoft ACD 3  ua="na">%BROADSOFT ACD ENABLE-
3%</Broadsoft ACD 3 >
<Enable Broadsoft Hoteling 3
ua="na">%$BROADSOFT HOTELING ENABLE-
3%</Enable Broadsoft Hoteling 3 >

<l--

GUI SCREEN: Voice Tab->Ext4 Tab
-—>

<!-- LINE4 SIP Settings -->

<SIP Transport 4 wua="na">%SIP TRANSPORT-
4%</SIP_Transport 4 >

<SIP UDP Port 4 wua="na">%SIP UDP PORT-
4%</SIP_UDP Port 4 >

<!-- LINE4 Share Line Appearance —-->

<Share Ext 4 ua="na">$%BWSHAREDLINE-ENABLED-
4%</Share Ext 4 >

<Shared User_ ID 4 ua="na">%BWLINEPORT-
4%</Shared User ID 4 >

<SabscrzptzoﬁiExpiresi4i
ua="na">3600</Subscription Expires 4 >

<!-- LINE4 Call Feature Settings -->

<Feature Key Sync 4 ua="na">%BWDFS-ENABLED-
4%</Feature Key Sync 4 >

<Auto Ans Page On Active Call 4

ua="na">%AUTO ANS ON CALL-4%</Auto Ans Page On Active Call 4 >

<!-- LINE4 Proxy and Registration -->
<Proxy 4 ua="na">$BWHOST-4%</Proxy 4 >

<!-- LINE4 Subscriber Information -->

<Display Name 4 ua="na">%BWNAME-4%</Display Name 4 >

<User ID 4 wua="na">%BWLINEPORT-4%</User ID 4 >

<Password 4 ua="na">%BWAUTHPASSWORD-4%</Password 4 >

<Auth ID 4 ua="na">%BWAUTHUSER-4%</Auth ID 4 >
<Reversed Auth Realm 4
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 4 >

<!-- LINE4 Call Feature Settings -->
<Conference Bridge URL 4 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-4%</Conference Bridge URL 4 >
<Broadsoft ACD 4 ua="na">%BROADSOFT ACD ENABLE-
4%</Broadsoft ACD 4 >
<Enable Broadsoft Hoteling 4
ua="na">%BROADSOFT HOTELING ENABLE-
4%</Enable Broadsoft Hoteling 4 >

<l--

GUI SCREEN: Voice Tab->Ext5 Tab
—-——>

<!-- LINE5 SIP Settings —-->

<SIP Transport 5 wua="na">%SIP TRANSPORT-
5%</SIP Transport 5 >

<SIP UDP Port 5 wua="na">%SIP_UDP_ PORT-
5%</SIP UDP Port 5 >
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<!-- LINE5 Share Line Appearance -->

<Share Ext 5 wua="na">%BWSHAREDLINE-ENABLED-
5%</Share Ext 5 >

<Shared User ID 5 wua="na">%BWLINEPORT-
5%</Shared User ID 5 >

<Subscription Expires 5
ua="na">3600</Subscription Expires 5 >

<!-- LINE5 Call Feature Settings -->

<Feature Key Sync 5 wua="na">%BWDFS-ENABLED-
5%</Feature Key Sync 5 >

<Auto Ans Page On Active Call 5
ua="na">%AUTO ANS ON CALL-5%</Auto Ans Page On Active Call 5 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE5 Proxy and Registration -->
<Proxy 5 ua="na">$BWHOST-5%</Proxy 5 >

<!-- LINES Subscriber Information -->
<Display Name 5 wua="na">3%BWNAME-5%</Display Name 5 >
<User ID 5 wua="na">%BWLINEPORT-5%</User ID 5 >
<Password 5 ua="na">%BWAUTHPASSWORD-5%</Password 5 >
<Auth ID 5 wua="na">%BWAUTHUSER-5%</Auth ID 5 >
<Reve;seaiguthiRealmi5i -
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 5 >

<!-- LINE5 Call Feature Settings -->
<Conference Bridge URL 5 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-5%</Conference Bridge URL 5 >
<Broadsoft ACD 5 wua="na">%BROADSOFT ACD ENABLE-
5%</Broadsoft ACD 5 >
<Enable Broadsoft Hoteling 5
ua="na">$BROADSOFT HOTELING ENABLE-
5%</Enable Broadsoft Hoteling 5 >

<l--

GUI SCREEN: Voice Tab->Ext6 Tab
—-——>

<!-- LINE6 SIP Settings -->

<SIP Transport 6 ua="na">$SIP TRANSPORT-
6%</SIP_Transport 6 >

<SIP UDP_Port 6 ua="na">%SIP_UDP PORT-
6%</SIP_UDP Port 6 >

<!-- LINE6 Share Line Appearance -->

<Share Ext 6 ua="na">%BWSHAREDLINE-ENABLED-
6%</Share Ext 6 >

<Shared User ID 6 wua="na">%BWLINEPORT-
6%</Shared User ID 6 >

<Subscription Expires 6
ua="na">3600</Subscription Expires 6 >

<!-- LINE6 Call Feature Settings -->

<Feature Key Sync 6 ua="na">%BWDFS-ENABLED-
6%</Feature Key Sync 6 >

<Auto Ans Page On Active Call 6
ua="na">%AUTO_ANS ON_CALL-6%</Auto Ans Page On_Active Call 6 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE6 Proxy and Registration -->
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<Proxy 6 ua="na">$BWHOST-6%</Proxy 6 >

<!-—- LINE6 Subscriber Information -->

<Display Name 6 ua="na">%BWNAME-6%</Display Name 6 >

<User ID 6 ua="na">%BWLINEPORT-6%</User ID 6 >

<Password 6 ua="na">%BWAUTHPASSWORD-6%</Password 6 >

<Auth ID 6 ua="na">%BWAUTHUSER-6%</Auth ID 6 >
<Reversed Auth Realm 6
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 6 >

<!-- LINE6 Call Feature Settings -->
<Conference Bridge URL 6 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-6%</Conference Bridge URL 6 >
<Broadsoft ACD 6 ua="na">%BROADSOFT ACD ENABLE-
6%</Broadsoft ACD 6 >
<Enable Broadsoft Hoteling 6
ua="na">%BROADSOFT HOTELING ENABLE-
6%</Enable Broadsoft Hoteling 6 >

<l--

GUI SCREEN: Voice Tab->Ext7 Tab
—-—>

<!-- LINE7 SIP Settings -->

<SIP Transport 7 wua="na">%SIP TRANSPORT-
7%</SIP_Transport 7 >

<SIP UDP Port 7 wua="na">%SIP UDP PORT-
7%</SIP_UDP Port 7 >

<!-- LINE7 Share Line Appearance -->

<Share Ext 7 ua="na">%BWSHAREDLINE-ENABLED-
7%</Share Ext 7 >

<Shared User ID 7 wua="na">%BWLINEPORT-
7%</Shared User ID 7 >

<Subscription Expires 7
ua="na">3600</Subscription Expires 7 >

<!-- LINE7 Call Feature Settings -->

<Feature Key Sync 7 ua="na">%BWDFS-ENABLED-
7%</Feature Key Sync 7 >

<Auto Ans Page On Active Call 7

ua="na">%AUTO_ANS ON_CALL-7%</Auto_Ans_Page On Active Call 7 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE7 Proxy and Registration -->
<Proxy 7 ua="na">$BWHOST-7%</Proxy 7 >

<!—-—= LINE7 Subscriber Information -->

<Display Name 7 ua="na">%BWNAME-7%</Display Name 7 >

<User ID 7 ua="na">%BWLINEPORT-7%</User ID 7 >
<Password 7
<Auth_ID 7 ua="na">$BWAUTHUSER-7%</Auth ID 7 >
<Reversed Auth Realm 7

ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 7 >

<!-- LINE7 Call Feature Settings -->

<Conference Bridge URL 7 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-7%</Conference Bridge URL 7 >

<Broadsoft ACD 7 ua="na">%BROADSOFT ACD ENABLE-
7%</Broadsoft ACD 7 >

ua="na">%BWAUTHPASSWORD-7%</Password 7 >
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<Enable Broadsoft Hoteling 7
ua="na">%BROADSOFT HOTELING ENABLE-
7%</Enable Broadsoft Hoteling 7 >

<l--

GUI SCREEN: Voice Tab->Ext8 Tab
-——>

<!-- LINE8 SIP Settings -->

<SIP Transport 8 wua="na">%SIP TRANSPORT-
8%</SIP_Transport 8 >

<SIP UDP Port 8 wua="na">%SIP_UDP_ PORT-
8%</SIP _UDP Port 8 >

<!-- LINE8 Share Line Appearance -->

<Share Ext 8 ua="na">%BWSHAREDLINE-ENABLED-
8%</Share Ext 8 >

<Shared User ID 8 wua="na">%BWLINEPORT-
8%</Shared User ID 8 >

<Subscription Expires 8
ua="na">3600</Subscription Expires 8 >

<!-- LINE8 Call Feature Settings -->

<Feature Key Sync 8 ua="na">%BWDFS-ENABLED-
8%</Feature Key Sync 8 >

<Auto Ans Page On Active Call 8
ua="na">%AUTO ANS ON CALL-8%</Auto Ans_Page On Active Call 8 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE8 Proxy and Registration —-->
<Proxy 8 ua="na">$BWHOST-8%</Proxy 8 >

<!-- LINE8 Subscriber Information -->
<Display Name 8 wua="na">3%BWNAME-8%</Display Name 8 >
<User ID 8 wua="na">%BWLINEPORT-8%</User ID 8 >
<Password 8 ua="na">%BWAUTHPASSWORD-8%</Password 8 >
<Auth ID 8 ua="na">%BWAUTHUSER-8%</Auth ID 8§ >
<Reversed Auth Realm 8

ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 8 >

<!-- LINE8 Call Feature Settings -->
<Conference Bridge URL 8 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-8%</Conference Bridge URL 8 >
<Broadsoft ACD 8 wua="na">%BROADSOFT ACD ENABLE-
8%</Broadsoft ACD 8 >
<Enable Broadsoft Hoteling 8
ua="na">%BROADSOFT HOTELING ENABLE-
8%</Enable Broadsoft Hoteling 8 >

<l--

GUI SCREEN: Voice Tab->Ext9 Tab
—-——>

<!-- LINES SIP Settings -->

<SIP Transport 9 wua="na">%SIP TRANSPORT-
9%</SIP_Transport 9 >

<SIP UDP Port 9 wua="na">%SIP_UDP_ PORT-
9%</SIP_UDP Port 9 >

<!-- LINE9 Share Line Appearance -->
<Share Ext 9 ua="na">%BWSHAREDLINE-ENABLED-
9%</Share Ext 9 >




lllllllll
CISCO

<Shared User ID 9 wua="na">%BWLINEPORT-
9%</Shared User ID 9 >

<Subscription Expires 9
ua="na">3600</Subscription Expires 9 >

<!-- LINE9 Call Feature Settings -->

<Feature Key Sync 9 ua="na">%BWDFS-ENABLED-
9%</Feature Key Sync 9 >

<Auto Ans Page On Active Call 9
ua="na">%AUTO ANS ON CALL-9%</Auto Ans Page On Active Call 9 >
<!-- Enable Yes for Advanced Call Control Hands free mode -->

<!-- LINE9 Proxy and Registration -->
<Proxy 9 ua="na">$BWHOST-9%</Proxy 9 >

<!-- LINE9 Subscriber Information -->
<Display Name 9 wua="na">3%BWNAME-9%</Display Name 9 >
<User ID 9 ua="na">%BWLINEPORT-9%</User ID 9 >
<Password 9 ua="na">%BWAUTHPASSWORD-9%</Password 9 >
<Auth ID 9 ua="na">$BWAUTHUSER-9%</Auth ID 9 >
<Reversed Auth Realm 9

ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 9 >

<!-- LINE9 Call Feature Settings -->
<Conference Bridge URL 9 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-9%</Conference Bridge URL 9 >
<Broadsoft ACD 9 wua="na">%BROADSOFT ACD ENABLE-
9%</Broadsoft ACD 9 >
<Enable Broadsoft Hoteling 9
ua="na">%BROADSOFT HOTELING ENABLE-
9%</Enable Broadsoft Hoteling 9 >

<l--
GUI SCREEN: Voice Tab->Extl0 Tab
—-——>

<!-- LINE10 SIP Settings -->

<SIP Transport 10 wua="na">%SIP TRANSPORT-
10%</SIP_Transport 10 >

<SIP UDP Port 10 ua="na">%SIP UDP PORT-
10%</SIP_UDP Port 10 >

<!-- LINE1l0 Share Line Appearance -->

<Share Ext 10 ua="na">%BWSHAREDLINE-ENABLED-
10%</Share Ext 10 >

<Shared User ID 10 ua="na">%BWLINEPORT-
10%</Shared User ID 10 >

<Subscription Expires 10
ua="na">3600</Subscription Expires 10 >

<!-- LINE10 Call Feature Settings —-->

<Feature Key Sync 10 ua="na">%BWDFS-ENABLED-
10%</Feature Key Sync 10 >

<Auto Ans Page On Active Call 10
ua="na">%AUTO ANS ON CALL-
10%</Auto_Ans Page On Active Call 10 > <!-- Enable Yes for
Advanced Call Control Hands free mode -—>

<!-- LINE10 Proxy and Registration -->
<Proxy 10 wua="na">%BWHOST-10%</Proxy 10 >

<!—-—= LINE1O Subscriber Information -->
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<Display Name 10 ua="na">%BWNAME-
10%</Display Name 10 >
<User ID 10 ua="na">%BWLINEPORT-10%</User ID 10 >
<Password 10 ua="na">%BWAUTHPASSWORD-
10%</Password 10 >
<Auth ID 10  ua="na">$BWAUTHUSER-10%</Auth ID 10 >
<Reversed Auth Realm 10
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 10 >

<!-- LINE10 Call Feature Settings -->

<Conference Bridge URL 10 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-10%</Conference Bridge URL 10 >

<Broadsoft ACD 10 ua="na">%BROADSOFT ACD ENABLE-
10%</Broadsoft ACD 10 >

<Enable Broadsoft Hoteling 10
ua="na">%BROADSOFT HOTELING ENABLE-
10%</Enable Broadsoft Hoteling 10 >

<l--
GUI SCREEN: Voice Tab->Extll Tab
-——>

<!-- LINE1ll SIP Settings -->

<SIP Transport 11 wua="na">%SIP TRANSPORT-
11%</SIP_Transport 11 >

<SIP _UDP Port 11 ua="na">%SIP_UDP_ PORT-
11%</SIP_UDP Port 11 >

<!-- LINE1ll Share Line Appearance —-->

<Share Ext 11 wua="na">%BWSHAREDLINE-ENABLED-
11%</Share Ext 11 >

<Shared User ID 11 ua="na">%BWLINEPORT-
11%</Shared User ID 11 >

<SuBscri§tign_Expires_11_
ua="na">3600</Subscription Expires 11 >

<!-- LINE1ll Call Feature Settings —-->

<Feature Key Sync 11 ua="na">%BWDFS-ENABLED-
11%</Feature Key Sync 11 >

<Auto Ans Page On Active Call 11
ua="na">%AUTO ANS ON CALL-
11%</Auto_Ans Page On Active Call 11 > <!-- Enable Yes for
Advanced Call Control Hands free mode -->

<!-- LINE1ll Proxy and Registration -->
<Proxy 11 wua="na">%BWHOST-11%</Proxy 11 >

<!-- LINE1ll Subscriber Information -->

<Display Name 11 ua="na">%BWNAME-
11%</Display Name 11 >

<User ID 11 wua="na">%BWLINEPORT-11%</User ID 11 >

<Password 11 ua="na">$BWAUTHPASSWORD- T
11%</Password 11 >

<Auth ID 11 ua="na">%BWAUTHUSER-11%</Auth ID 11 >

<Reversed Auth Realm 11
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 11 >

<!-- LINE1ll Call Feature Settings -->

<Conference Bridge URL 11 wua="na">%BWNETWORK-
CONFERENCE-SIPURI-11%</Conference Bridge URL 11 >

<Broadsoft ACD 11 ua="na">%BROADSOFT ACD ENABLE-
11%</Broadsoft ACD 11 >
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<Enable Broadsoft Hoteling 11
ua="na">%BROADSOFT HOTELING ENABLE-
11%</Enable Broadsoft Hoteling 11 >

<l--
GUI SCREEN: Voice Tab->Extl2 Tab
-——>

<!-- LINE12 SIP Settings -->

<SIP Transport 12 wua="na">%SIP TRANSPORT-
12%</SIP_Transport 12 >

<SIP _UDP Port 12 ua="na">%SIP_UDP_ PORT-
12%</SIP_UDP Port 12 >

<!-- LINE1l2 Share Line Appearance -->

<Share Ext 12 wua="na">%BWSHAREDLINE-ENABLED-
12%</Share Ext 12 >

<Shared User ID 12 ua="na">%BWLINEPORT-
12%</Shared User ID 12 >

<SuEscriEtign_Expires_12_
ua="na">3600</Subscription Expires 12 >

<!-- LINE1l2 Call Feature Settings —-->

<Feature Key Sync 12 ua="na">%BWDFS-ENABLED-
12%</Feature Key Sync 12 >

<Auto Ans Page On Active Call 12
ua="na">%AUTO ANS ON CALL-
12%</Auto_Ans Page On Active Call 12 > <!-- Enable Yes for
Advanced Call Control Hands free mode —-->

<!-- LINE12 Proxy and Registration -->
<Proxy 12 ua="na">%BWHOST-12%</Proxy 12 >

<!-- LINE1l2 Subscriber Information -->

<Display Name 12 ua="na">%BWNAME-
12%</Display Name 12 >

<User ID 12 ua="na">%BWLINEPORT-12%</User ID 12 >

<Password 12 ua="na">$BWAUTHPASSWORD- T
12%</Password 12 >

<Auth ID 12  ua="na">$BWAUTHUSER-12%</Auth ID 12 >

<Reversed Auth Realm 12
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 12 >

<!-- LINE1l2 Call Feature Settings -->
<Conference Bridge URL 12 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-12%</Conference Bridge URL 12 >
<Broadsoft ACD 12 ua="na'">%BROADSOFT ACD ENABLE-
12%</Broadsoft ACD 12 > -
<Enable Broadsoft Hoteling 12
ua="na">%BROADSOFT HOTELING ENABLE-
12%</Enable Broadsoft Hoteling 12 >

<l--

GUI SCREEN: Voice Tab->Extl3 Tab
-—>

<!-- LINE13 SIP Settings -->

<SIP Transport 13 ua="na">%SIP_ TRANSPORT-
13%</SIP Transport 13 >

<SIP UDP Port 13 ua="na">%SIP UDP PORT-
13%</SIP UDP_Port 13 >
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<!-- LINE1l3 Share Line Appearance -->

<Share Ext 13 wua="na">%BWSHAREDLINE-ENABLED-
13%</Share Ext 13 >

<Shared User ID 13 ua="na">%BWLINEPORT-
13%</Shared User ID 13 >

<Subscription Expires 13
ua="na">3600</Subscription Expires 13 >

<!-- LINE1l3 Call Feature Settings -->

<Feature Key Sync 13 ua="na">%BWDFS-ENABLED-
13%</Feature Key Sync 13 >

<Auto Ans Page On Active Call 13
ua="na">%AUTO ANS ON CALL-
13%</Auto_Ans Page On Active Call 13 > <!-- Enable Yes for
Advanced Call Control Hands free mode —-->

<!-- LINE13 Proxy and Registration -->
<Proxy 13 ua="na">%BWHOST-13%</Proxy 13 >

<!-- LINE13 Subscriber Information -->

<Display Name 13 ua="na">%BWNAME-
13%</Display Name 13 >

<User ID 13 ua="na">%BWLINEPORT-13%</User ID 13 >

<Password 13 ua="na">%BWAUTHPASSWORD-
13%</Password 13 >

<Auth ID 13  ua="na">$BWAUTHUSER-13%</Auth ID 13 >

<Reversed Auth Realm 13
ua="na">%SIP AUTH REALMS%</Reversed Auth Realm 13 >

<!-- LINE13 Call Feature Settings -->

<Conference Bridge URL 13 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-13%</Conference Bridge URL 13 >

<Broadsoft ACD 13 ua="na">%BROADSOFT ACD ENABLE-
13%</Broadsoft ACD 13 >

<Enable Broadsoft Hoteling 13
ua="na">%BROADSOFT HOTELING ENABLE-
13%</Enable_Broadsoft Hoteling 13 >

<l--

GUI SCREEN: Voice Tab->Extl4 Tab
-—>

<!-- LINEl4 SIP Settings -->

<SIP Transport 14 ua="na">%SIP_ TRANSPORT-
14%</SIP _Transport 14 >

<SIP UDP Port 14 ua="na">%SIP UDP PORT-
14%</SIP_UDP Port 14 >

<!-- LINE1l4 Share Line Appearance —->

<Share Ext 14 ua="na">%BWSHAREDLINE-ENABLED-
14%</Share Ext 14 >

<Shared User ID 14 ua="na">$BWLINEPORT-
14%</Shared User ID 14 >

<Subscription Expires 14
ua="na">3600</Subscription Expires 14 >

<!-- LINE1l4 Call Feature Settings —-->

<Feature Key Sync 14 ua="na">%BWDFS-ENABLED-
14%</Feature Key Sync 14 >

<Auto Ans Page On Active Call 14
ua="na">$AUTO ANS ON CALL-
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14%</Auto Ans Page On Active Call 14 > <!-- Enable Yes for
Advanced Call Control Hands free mode --—>

<!-- LINE1l4 Proxy and Registration -->
<Proxy 14 ua="na">$BWHOST-14%</Proxy 14 >

<!-- LINE1l4 Subscriber Information -->
<Display Name 14 ua="na">%BWNAME-
14%</Display Name 14 >
<User ID 14 ua="na">%BWLINEPORT-14%</User ID 14 >
<Password 14  ua="na">$BWAUTHPASSWORD- S
14%</Password 14 >
<Auth ID 14 ua="na">%BWAUTHUSER-14%</Auth ID 14 >
<Reversed Auth Realm 14
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 14 >

<!-- LINE1l4 Call Feature Settings -->

<Conference Bridge URL 14 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-14%</Conference Bridge URL 14 >

<Broadsoft ACD 14 ua="na">%BROADSOFT ACD ENABLE-
14%</Broadsoft ACD 14 >

<Enable Broadsoft Hoteling 14
ua="na">%BROADSOFT HOTELING ENABLE-
14%</Enable Broadsoft Hoteling 14 >

<l--

GUI SCREEN: Voice Tab->Extl5 Tab
-——>

<!-- LINE1l5 SIP Settings -->

<SIP Transport 15 wua="na">%SIP TRANSPORT-
15%</SIP_Transport 15 >

<SIP UDP Port 15 wua="na">%SIP UDP PORT-
15%</SIP_UDP Port 15 > -

<!-- LINE1l5 Share Line Appearance —-->

<Share Ext 15 wua="na">%BWSHAREDLINE-ENABLED-
15%</Share Ext 15 >

<Shared User ID 15 wua="na">%BWLINEPORT-
15%</Shared User ID 15 >

<Subscription Expires 15
ua="na">3600</Subscription Expires 15 >

<!-- LINE1l5 Call Feature Settings -->

<Feature Key Sync 15 wua="na">%BWDFS-ENABLED-
15%</Feature Key Sync 15 >

<Auto Ans Page On Active Call 15
ua="na">$AUTO ANS ON CALL- -
15%</Auto_Ans Page On Active Call 15 > <!-- Enable Yes for
Advanced Call Control Hands free mode -->

<!-- LINE1l5 Proxy and Registration -->
<Proxy 15 wua="na">%BWHOST-15%</Proxy 15 >

<!-- LINE1l5 Subscriber Information -->

<Display Name 15 ua="na">%BWNAME-
15%</Display Name 15 >

<User ID 15 ua="na">%BWLINEPORT-15%</User ID 15 >

<Password 15 ua="na">%$BWAUTHPASSWORD-
15%</Password 15 >

<Auth ID 15 ua="na">%BWAUTHUSER-15%</Auth ID 15 >
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<Reversed Auth Realm 15
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 15 >

<!-- LINE1l5 Call Feature Settings -->
<Conference Bridge URL 15 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-15%</Conference Bridge URL 15 >
<Broadsoft ACD 15 ua="na">%BROADSOFT ACD ENABLE-
15%</Broadsoft ACD 15 >
<Enable Broadsoft Hoteling 15
ua="na">%BROADSOFT HOTELING ENABLE-
15%</Enable Broadsoft Hoteling 15 >

<l--

GUI SCREEN: Voice Tab->Extl6 Tab
—-—>

<!-- LINEl6 SIP Settings -->

<SIP Transport 16 ua="na">%SIP TRANSPORT-
16%</SIP Transport 16 >

<SIP UDP Port 16 ua="na">%SIP UDP PORT-
16%</SIP_UDP_Port 16 >

<!-- LINE1l6 Share Line Appearance —->

<Share Ext 16 ua="na">%$BWSHAREDLINE-ENABLED-
16%</Share Ext 16 >

<Shared User_ ID 16_ ua="na">%BWLINEPORT-
16%</Shared User ID 16 >

<Subscription Expires 16
ua="na">3600</Subscription Expires 16 >

<!-- LINEl6 Call Feature Settings -->

<Feature Key Sync 16 ua="na">%BWDFS-ENABLED-
16%</Feature Key Sync_ 16 >

<Auto Ans Page On Active Call 16
ua="na">%AUTO ANS ON CALL-
16%</Auto Ans Page On Active Call 16 > <!-- Enable Yes for
Advanced Call Control Hands free mode -->

<!-- LINEl6 Proxy and Registration -->
<Proxy 16 ua="na">$BWHOST-16%</Proxy 16 >

<!-- LINE1l6 Subscriber Information -->
<Display Name 16 ua="na">%BWNAME-
16%</Display Name 16 >
<User ID 16 ua="na">%BWLINEPORT-16%</User ID 16 >
<Password 16 ua="na">%BWAUTHPASSWORD-
16%</Password 16 >
<Auth ID 16 ua="na">$BWAUTHUSER-16%</Auth ID 16 >
<Reversed Auth Realm 16
ua="na">%SIP_AUTH REALM%</Reversed Auth Realm 16 >

<!-- LINEl6 Call Feature Settings -->

<Conference Bridge URL 16 ua="na">%BWNETWORK-
CONFERENCE-SIPURI-16%</Conference Bridge URL 16 >

<Broadsoft ACD 16 ua="na">%BROADSOFT ACD ENABLE-
16%</Broadsoft ACD 16 >

<Enable Broadsoft Hoteling 16
ua="na">%BROADSOFT HOTELING ENABLE-
16%</Enable Broadsoft Hoteling 16 >
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<l--

GUI SCREEN: Voice Tab->System Tab

-—>

<l--

GUI SCREEN: Voice Tab->SIP Tab

-—>

<l--

GUI SCREEN: Voice Tab->Regional Tab

-—>

<l--

GUI SCREEN: Voice Tab->Phone Tab

-—>

<!-- Programmable Line Keys (PLK)

Note: Line Keys can be assigned as a
1) Extension/Multiple Line Appearance
Key
2) Function Key
A) Speed Dial
Example)

fnc=sd; ext=*55@$PROXY; nme=Direct VM Transfer
B) BLF
C) Monitored Call Park
—-——>

<!-- Line Key 1 -—>

<Extension 1 wua="na">%PLK-1%</Extension 1 > <!--
available options:
11213141516171819110(11112(13|14|15|16|Disabled -->

<Short Name 1 wua="na">SUSER</Short Name 1 >

<Line Label 1 wua="na">%LINE LABEL-1%</Line Label 1 >

<Share Call Appearance 1 ua="na">%BWSHAREDLINE-
1%</Share Call Appearance 1 > <!-- options: private/shared -->

<Extended Function 1 wua="na">3LINE FUNCTION-
1%</Extended Function 1 >

<!-- Line Key 2 -—>

<Extension 2 ua="na">%PLK-2%</Extension 2 > <!--
available options:
112131415161718[19110111112[13114115|16|Disabled -->

<Short Name 2 ua="na">SUSER</Short Name 2 >

<Line Label 2 wa="na">%LINE LABEL-2%</Line Label 2 >

<Share Call Appearance 2 ua="na">%BWSHAREDLINE-
2%</Share Call Appearance 2 > <!-- options: private/shared -->

<Extended Function 2 ua="na">3LINE FUNCTION-
2%</Extended Function 2 >

<!-- Line Key 3 -->

<Extension 3 ua="na">%PLK-3%</Extension 3 > <!--
available options:
112131415161718[9110111112[13]14115|16|Disabled -->

<Short Name 3 ua="na">SUSER</Short Name 3 >

<Line Label 3 wua="na">%LINE LABEL-3%</Line Label 3 >
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<Share Call Appearance 3 ua="na">%BWSHAREDLINE-
3%</Share Call Appearance 3 > <!-- options: private/shared -->

<Extended Function 3 ua="na">3LINE FUNCTION-
3%</Extended Function 3 >

<!-- Line Key 4 -->

<Extension 4 ua="na">%PLK-4%</Extension 4 > <!--
available options:
11213141516171819[110111112]13]14]15|16|Disabled -->

<Short Name 4 wua="na">SUSER</Short Name 4 >

<Line Label 4 wa="na">%LINE LABEL-4%</Line Label 4 >

<Share Call Appearance 4 ua="na">%BWSHAREDLINE-
4%</Share Call Appearance 4 > <!-- options: private/shared -->

<Extended Function 4 ua="na">3%LINE FUNCTION-
4%</Extended Function 4 >

<!-- Line Key 5 -->

<Extension 5 ua="na">%PLK-5%</Extension 5 > <!--
available options:
11213141516171819[110111112]13]14]15|16|Disabled -->

<Short Name 5 wua="na">$USER</Short Name 5 >

<Line Label 5 ua="na">$LINE LABEL-5%</Line Label 5 >

<Share Call Appearance 5 ua="na">%BWSHAREDLINE-
5%</Share Call Appearance 5 > <!-- options: private/shared -->

<Extended Function 5 ua="na">%LINE_FUNCTION-
5%</Extended Function 5 >

<l-- Line Key_6_——>

<Extension 6 ua="na">%PLK-6%</Extension 6 > <!--
available options:
11213141516171819(110111112]13]14]15|16|Disabled -->

<Short Name 6 ua="na">SUSER</Short Name 6 >

<Line Label 6 wua="na">%LINE LABEL-6%</Line Label 6 >

<Share Call Appearance 6 ua="na">%BWSHAREDLINE-
6%</Share Call Appearance 6 > <!-- options: private/shared -->

<Extended Function 6_ ua="na">%LINE_FUNCTION-
6%</Extended Function 6 >

<!-- Line Key 7 -->

<Extension 7 ua="na">%PLK-7%</Extension 7 > <!--
available options:
11213141516171819[110(11112|13]14]15|16|Disabled -->

<Short Name 7 ua="na">SUSER</Short Name 7 >

<Line Label 7_ ua="na">%LINE LABEL-7%</Line Label 7 >

<Share Call Appearance 7 ua="na">%BWSHAREDLINE-
7%</Share Call Appearance 7 > <!-- options: private/shared -->

<Extended Function 7 ua="na">%LINE_ FUNCTION-
7%</Extended Function 7 >

<!-- Line Key 8 -->

<Extension 8 ua="na">%PLK-8%</Extension 8 > <!--
available options:
11213141516171819(110(11112|13]14115|16|Disabled -->

<Short Name 8 wua="na">$USER</Short Name 8 >

<Line Label 8 wua="na">%LINE LABEL-8%</Line Label 8 >

<Share_ Call Appearance_ 8 ua="na">%BWSHAREDLINE-
8%</Share Call Appearance 8 > <!-- options: private/shared -->

<Extended Function 8 ua="na">3%LINE FUNCTION-
8%</Extended Function 8 >

<!-- Line Key 9 -->

<Extension 9 wua="na">%PLK-9%</Extension 9 > <!--
available options:
11213141516171819(110111112|13]14115|16|Disabled -->

<Short Name 9 wua="na">SUSER</Short Name 9 >

<Line Label 9 wua="na">$LINE LABEL-9%</Line Label 9 >

<Share Call Appearance_ 9 ua="na">%BWSHAREDLINE-
9%</Share Call Appearance 9 > <!-- options: private/shared -->
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<Extended Function 9 ua="na">3%LINE FUNCTION-
9%</Extended Function 9 >

<!-- Line Key 10 -->

<Extension 10 wuwa="na">%PLK-10%</Extension 10 > <!--
available options:
112131415161718[19110111112[13114115|16|Disabled -->

<Short Name 10 wua="na">SUSER</Short Name 10 >

<Line Label 10_ ua="na">%LINE_ LABEL-
10%</Line Label 10 >

<Share Call Appearance 10 ua="na">%BWSHAREDLINE-
10%</Share Call Appearance 10 > <!-- options: private/shared
->

<Extended Function 10 ua="na">3%LINE FUNCTION-
10%</Extended Function 10 >

<!-- Line Key 11 -->

<Extension 11 wua="na">%PLK-11%</Extension 11 > <!--
available options:
11213141516171819110111(12[13|14]15|16|Disabled —-->

<Short Name 11 wua="na">$USER</Short Name 11 >

<Line Label 11 ua="na">%LINE LABEL-
11%</Line Label 11 >

<Share Call Appearance 11 ua="na">%BWSHAREDLINE-
11%</Share Call Appearance 11 > <!-- options: private/shared
->

<Extended Function 11 ua="na">3LINE FUNCTION-
11%</Extended Function 11 >

<!-- Line Key 12 -->

<Extension 12 wuwa="na">%PLK-12%</Extension 12 > <!--
available options:
112131415161718[19110111112[13114115|16|Disabled -->

<Short Name 12 wua="na">SUSER</Short Name 12 >

<Line Label 12 wua="na">$%LINE LABEL-
12%</Line Label 12 >

<Share Call Appearance 12 ua="na">$BWSHAREDLINE-
12%</Share Call Appearance 12 > <!-- options: private/shared
->

<Extended Function 12 ua="na">3%LINE FUNCTION-
12%</Extended Function 12 > h

<!-- Line Key 13 -->

<Extension 13 ua="na">%PLK-13%</Extension 13 > <!--
available options:
11213141516171819110111]12[13|14]15|16|Disabled —-->

<Short Name 13 ua="na">$USER</Short Name 13 >

<Line Label 13 wua="na">$%LINE LABEL-
13%</Line Label 13 >

<Share Call Appearance 13 ua="na">%BWSHAREDLINE-
13%</Share Call Appearance 13 > <!-- options: private/shared
->

<Extended Function 13 ua="na">%LINE FUNCTION-
13%</Extended Function 13 >

<!-- Line Key 14 -->

<Extension 14 wuwa="na">%$PLK-14%</Extension 14 > <!--
available options:
11213141516171819110(11112(13|14|15|16|Disabled -->

<Short Name 14 wua="na">$USER</Short Name 14 >

<Line Label 14 ua="na">$LINE LABEL-
14%</Line Label 14 >

<Share Call Appearance 14 ua="na">%BWSHAREDLINE-
14%</Share Call Appearance 14 > <!-- options: private/shared
->

<Extended Function 14 ua="na">3%LINE FUNCTION-
14%</Extended Function 14 >
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<!-- Line Key 15 -->

<Extension 15 wua="na">%PLK-15%</Extension 15 > <!--
available options:
11213141516171819(110111112]13]14|15|16|Disabled -->

<Short Name 15 wua="na">$USER</Short Name 15 >

<Line Label 15 wua="na">%LINE LABEL-
15%</Line Label 15 >

<Share Call Appearance 15 wua="na">%BWSHAREDLINE-
15%</Share Call Appearance 15 > <!-- options: private/shared -
->

<Extended Function 15 ua="na">3%LINE FUNCTION-
15%</Extended Function 15 >

<!-- Line Key 16 -—>

<Extension 16 wua="na">%PLK-16%</Extension 16 > <!--
available options:
11213141516171819(110111112113]14115|16|Disabled -->

<Short Name 16 ua="na">$USER</Short Name 16 >

<Line Label 16 ua="na">%LINE LABEL-
16%</Line Label 16 >

<§hare_€alT_Appearance_16_ ua="na">%$BWSHAREDLINE-
16%</Share Call Appearance 16 > <!-- options: private/shared -
->

<Extended Function 16 ua="na">3%LINE FUNCTION-
16%</Extended Function 16 >

<l-— KEM Key 1 -—>

<Unit 1 Extension 1
ua="na">Disabled</Unit 1 Extension 1 > <!-- available options:
11213141516171819(110111112]13]14]15|16|Disabled -->

<Unit 1 Short Name 1
ua="na">$USER</Unit 1 Short Name 1 >

<Unit 1 Share Call Appearance 1
ua="na">private</Unit 1 Share Call Appearance 1 > <!--
available options: private]|shared -->

<Unit 1 Key 1 wua="na"></Unit 1 Key 1 >

<!-- Miscellaneous Line Key Settings -->
<Line ID Mapping
ua="na">%LINE ID MAPPING%</Line ID Mapping> <!-- Options:

Veritical/Horizontal —-->

<!-- Shared Call Appearance Barge-in; Based Upon Extl
User Settings. Change Index if required -->

<SCA Barge- In_Enable ua="na">%BWSCA-BRIDGING-ENABLED-
1%</SCA Barge-In Enable>

<!-- Programmable Soft Keys (PSK)
Note: PSK Keys can be assigned as a
1) Speed Dial

Example)
PSK 1:

fnc=sd; ext=*55@PROXY; nme="VM Xfer"
—-——>

<!-- Extension Mobility-->
<EM Enable ua="na">%EM ENABLED%</EM Enable>

<!-- Programmable Soft-Keys (PSK) -->
<Programmable Softkey Enable
ua="na">%PSK ENABLE%</Programmable Softkey Enable>
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<!-- PSK CallState List -—>

<Device Key List
ua="na">%DEVICE KEY LIST$</Device Key List>

<Idle Key List ua="na">%IDLE KEY LIST%</Idle Key List>

<Connected Meeting Key List
ua="na">%CONNECTED MEETING LIST%</Connected Meeting Key List>

<Dialing Input Key List
ua="na">%DIALING INPUT KEY LIST%</Dialing Input Key List>

<Progressing Key List
ua="na">%PROGRESSING KEY LIST%</Progressing Key List>

<Connected Key List
ua="na">%CONNECTED KEY LIST%</Connected Key List>

<Start-Xfer Key List ua="na">%START-
XFER_KEY LIST%</Start-Xfer Key List>

<Start-Conf Key List ua="na">%START-
CONF_KEY LIST%</Start-Conf Key List>

<Conferencing Key List
ua="na">%CONFERENCING KEY LIST%</Conferencing Key List>

<Releasing Key List
ua="na">%RELEASING KEY LIST%</Releasing Key List>

<Hold Key List ua="na">%HOLD KEY LIST%</Hold Key List>

<Ringing Key List
ua="na">%RINGING KEY LIST%</Ringing Key List>

<Shared Active Key List
ua="na">%SHARED ACTIVE KEY LIST%</Shared Active Key List>

<Shared Held Key List
ua="na">%$SHARED HELD KEY LIST%</Shared Held Key List>

<Off Hook Key List
ua="na">%0FF HOOK KEY LIST%</Off Hook Key List>

<New Call Recents Key List
ua="na">%NEW_CALL RECENTS KEY LIST%$</New Call Recents Key List
>

<On_Hook Dial Key List
ua="na">%ON_HOOK DIAL KEY LIST%</On Hook Dial Key List>

<!-- Custom PSK Functions -->
<PSK 1 ua="na">%PSK-1%</PSK 1>
<PSK_2 ua="na">%PSK-2%</PSK_2>
<PSK_3 ua="na">%PSK-3%</PSK_3>
<PSK_4 ua="na">%PSK-4%</PSK_4>
<PSK 5 ua="na">%PSK-5%</PSK 5>
<PSK_6 ua="na">%PSK-6%</PSK_6>
<PSK 7 ua:"na">%PSK—7%</PSK_7>
<PSK 8 ua="na">%PSK-8%</PSK 8>
<PSK_9 ua="na">%PSK-9%</PSK_9>
<PSK 10 ua="na">%PSK-10%</PSK 10>
<PSK_11 ua="na">%PSK-11%</PSK 11>
<PSK 12 ua="na">%$PSK-12%</PSK 12>
<PSK 13 ua="na">%$PSK-13%</PSK 13>
<PSK 14 ua="na">%PSK-14%</PSK 14>
<PSK_15 ua="na">$PSK-15%</PSK_15>
<PSK 16 ua="na">%PSK-16%</PSK 16>

<l--

GUI SCREEN: Voice Tab->User Tab

-——>

<Auto Answer Page
ua="na">%AUTO ANSWER PAGE%</Auto Answer Page>

<!-- Shared Line - Hide DND/CFWD SoftKeys (Optional) -
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<Shared Line DND Cfwd Enable ua="na">%SHARED-LINE-DND-
CFWD-ENABLE%</Shared Line DND Cfwd Enable>

<!--

GUI SCREEN: Voice Tab->Att Console Tab
—-——>

<!-- BLF LIST Management -->

<BLF List URI ua="na">%BWBLF-URI-1%</BLF List URI>
<Use Line Keys For BLF List -

ua="na">%USE_LINE KEYS FOR BLF%</Use Line Keys For BLF List>
<BLF Label Display Mode

ua="na">%BLF DISPLAY MODE%</BLF Label Display Mode> <!--

Options: Name, Ext, Both -->

</flat-profile>
</device>
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