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Preface
This preface describes the audience, use, and organization of the Cisco VDS Service Broker 1.3
Software Configuration Guide. The preface also outlines the document conventions and support
information.
This preface contains the following sections:
•

Document Revision History, page ix

•

Audience, page x

•

Objective, page x

•

Document Organization, page x

•

Document Conventions, page xi

•

Related Publications, page xii

•

Obtaining Documentation and Submitting a Service Request, page xii

Document Revision History
The Document Revision History table below records technical changes to this document.

Document
Version

Date

OL-30204-02

October 2013

OL-30204-01

July 2013

Notes
Included the following new features:
Support for sending CDN URL in HTTP Body
Support for HTTP URL Query Parameters in Policy Rules
Support for URL Generation based on user provided query
parameters
Change in Velocix URL Validation
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Document
Version

Date

Notes

OL-29906-01

June 2013

Included the following new features:
Support for creating BFQDN Policy, CDN Adaptation Policy
and CDN Selection Policy via GUI
Support for assigning BFQDN Policy, CDN Adaptation Policy
and CDN Selection Policy via GUI
Support for Cisco Location Server Web Service

OL-29482-02

OL-29482-01

May 2013

April 2013

Included the following two new features:
•

Velocix CDN Monitoring

•

Addition of new Geo location data field Carrier

Initial release.

Audience
This guide is for the networking professional managing the Cisco Videoscape Distribution Suite Service
Broker system, hereafter referred to as the VDS-SB. Before using this guide, you should have experience
working with the Cisco IOS software and be familiar with the concepts and terminology of Ethernet,
local area networking, and Internet streaming.

Objective
This guide provides the information you need to configure and monitor the VDS-SB.
This guide provides procedures for using the commands that have been created or changed for use with
the Cisco VDS-SB. It does not provide detailed information about these commands.
This guide does not describe system messages you might encounter or how to install your VDS-SB. See
the “Related Publications” section on page xii for links to documentation online.
For documentation updates, see the release notes for this release.

Document Organization
This document contains the following chapters and appendices:

Chapter or Appendix

Description

Chapter 1, “Product Overview”

Provides a brief introduction to the VDS-SB.

Chapter 2, “Getting Started”

Provides information about initially configuring the
devices to communicate with the VDSM, configuring a
standby VDSM, navigating the VDSM, and a typical
configuration workflow.

Chapter 3, “Configuring Devices”

Provides information on configuring the devices in the
VDS-SB.
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Chapter or Appendix

Description

Chapter 4, “Configuring Services”

Provides information about configuring services such as
BFQDNS and Content delivery Networks.

Chapter 5, “Configuring the System”

Provides information on system configuration for the
VDS-SB.

Chapter 6, “Monitoring the VDS-SB”

Provides information on monitoring the VDS-SB.

Chapter 7, “Maintaining the VDS-SB”

Provides information on upgrading the VDS-SB
software, deleting devices from the system, performing
disk maintenance, and removing content from the system.

Appendix A, “CDN-IP Network
Configuration”

Provides information on configuration of CDN-IP
Network Configuration File

Appendix B, “URL Signing and
Validation”

Provides information on URL Signing for Velocix, Level
3, Limelight and Cisco CDNs

Appendix C, “Software Licensing
Information”

Provides information about the software licenses for the
VDS-SB.

Document Conventions
This guide uses the following conventions for command syntax descriptions and textual emphasis:
Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[ ]

Elements in square brackets are optional.

{x | y | z}

Alternative, mutually exclusive, keywords are grouped in braces and
separated by vertical bars.

[x | y | z]

Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string

A nonquoted set of characters. Do not use quotation marks around the string
or the string will include the quotation marks.

screen

font

Terminal sessions and information the system displays are in screen font.

boldface screen
italic screen

font

font

Information you must enter is in boldface screen font.
Arguments for which you supply values are in italic screen font.

^

The symbol ^ represents the key labeled Control—for example, the key
combination ^D in a screen display means hold down the Control key while
you press the D key.

< >

Nonprinting characters, such as passwords, are in angle brackets in contexts
where italics are not available.

!, #

An exclamation point ( ! ) or a pound sign ( # ) at the beginning of a line of
code indicates a comment line.
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Caution

Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Note

Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this publication.

Tip

Means the following information might help you solve a problem.

Related Publications
These documents provide complete information about the VDS-SB
•

Release Notes for Cisco VDS Service Broker 1.2

•

Cisco VDS Service Broker 1.2 Alarms and Error Message Guide

•

Cisco VDS Service Broker 1.2 Command Reference

•

Cisco VDS Service Broker 1.2 Software Installation Guide

•

Cisco VDS Service Broker 1.2 API Guide

•

Open Sources Used in VDS Service Broker Release 1.1

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at the following URL:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS version 2.0.
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CHAPTER

1

Product Overview
This chapter section provides an introduction to the Cisco Videoscape Distribution Suite (VDS) Service
Broker (SB). This chapter has the following major topics:
•

Overview, page 1-1

•

VDS-SB Components, page 1-2

•

Videoscape Distribution Suite Manager (VDSM), page 1-4

•

Resiliency and Redundancy, page 1-5

Overview
Cisco VDS-SB is policy based CDN selection product. Any customer deploying or employing multiple
CDNs to deliver video can use this product for routing client (end users viewing video assets on multi
screens) requests to the appropriate CDN based on geo location, content type, business rules,
time-of-day, CDN status and resource availability, client type and other criterion.
Primary goal of CDN selection is to pick a best CDN from a list of available CDNs such that end user’s
quality of experience is maximized. Other important goals are to maximize the service provider ROI and
reduce OPEX and CAPEX.

Introduction
The VDS-SB uses the device modes (Service Broker and VDSM) and applies the software functions that
are required to perform routing of data by Service Broker to appropriate CDNs. The device mode
configuration determines the set of software functions that can be activated in the device.
•

Service Broker—An advanced request routing engine that supports different match criteria, flexible
configurations and adaptation techniques for performing request routing or brokering. It is
predominantly used for CDN selection request routing. In addition to supporting interoperability
with Cisco CDN, third party vendors such as Level3, Limelight, ALU Velocix CDN are supported.

•

Videoscape Distribution Suite Manager— Configuration Manager for Service Broker service
running on one or more SB devices. The VDSM supports a graphical user interface (GUI) and Web
Services APIs for provisioning and monitoring VDS-SB. The VDSM provides device and service
alarm information and reports statistical information on VDS-SB functionality.
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VDS-SB Components
CDN Selection Engine
The CDN Selection Engine performs the bulk of the CDN Selection work. The VDS-SB Client invokes
the CDN Selection Engine. This Client may be a Content Management System, a Session Manager, CPE
device, or DNS server. The CDN Selection Engine can perform CDN Selection using an HTTP GET
interface, DNS interface, or web services interface.

The CDN Selection Engine executes the following steps:
1.

Request info matching: On receiving a request, various match criteria business logic is applied on
the info retrieved from the request such as IP address, HTTP header parameters, URL to come up
with a suitable set of CDNs.

2.

CDN info matching: Among the set of suitable CDNs, one CDN is picked based on the CDN
monitoring parameters and load balancing mechanism selected.

3.

Per CDN adaptation: Per CDN Adaptation Policy is now utilized to identify the method of response,
and also to prepare response by performing any URL rewrite/resign etc. features.

4.

Response is sent.

Location Service
The Location Service converts a CPE IP address into location data. The location data includes the
following information:
•

Longitude/latitude

•

Civic (country, city, state, etc.)

•

Metropolitan Statistical Area Code

•

Postal Code

•

Connection Type

•

ASN/ISP

•

Line Speed

•

Carrier

•

GMT Offset

The VDS-SB calls the Location Service if the CDN selection rules require the location of the CPE
device. The data used by the location service includes 3rd party geolocation data from Nuestar/Quova.

Note

The Geo location data Carrier is introduced only from 1.1 release

CDN Selection Interfaces
The VDS-SB exposes multiple interfaces in order to invoke the CDN selection capability. Those
interfaces include:
•

HTTP GET

•

DNS

•

Web Service

Cisco VDS Service Broker 1.3 Software Configuration Guide
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HTTP GET

The VDS-SB provides an HTTP GET interface to perform CDN selection. The CPE or a proxy for the
CPE invokes this interface and is redirected to the requested content on the selected CDN. This interface
uses the standard HTTP GET protocol along with a Redirect response.
When the CPE sends the HTTP GET request, the URI contains the BFQDN and path to the manifest file
or content fragment. The HTTP headers may contain additional information such as CPE type.
The VDS-SB can use any information in the HTTP GET request as input into the CDN selection rules
engine. The VDS-SB chooses the best CDN based on the rules and builds the URL to return to the CPE.
The VDS-SB may rewrite the URL based on the selected CDN, since some CDNs have different URL
structures. The VDS-SB puts the URL in the Location HTTP header and returns the Redirect response
to the CPE.
DNS

The VDS-SB operates as an Authoritative DNS (A-DNS) server. The VDS-SB would be given authority
over a set of sub domains. The VDS-SB is invoked when a DNS server receives a CPE request on the
sub domain over which the VDS-SB has authority.
As an A-DNS server, the VDS-SB receives the domain name of the CPE request along with the IP
address of the DNS server that invoked the VDS-SB. Thus, CDN selection based on A DNS is limited.
Typically the broker FQDN is embedded in the domain name. However, locating the CPE may be
challenge. Using the calling DNS server IP address to determine the CPE location is not very accurate. 
The VDS-SB will select the CDN based on the information extracted from the DNS request and return
the IP address of the request router of the selected CDN. The request router of the selected CDN can then
use HTTP 302 Redirect or DNS to direct the CPE to the appropriate CDN node.
Web Service

The VDS-SB provides a web service interface to permit a server side application, such as a Content
Management System (CMS) or Session Manager, to request the CDN selection operation. The Client
Application may supply the following information in the request:
•

CPE IP Address

•

CDN URL - URL of the manifest file or content fragment

The VDS-SB uses the web service request parameters as input into the CDN selection rules engine. The
VDS-SB chooses the best CDN based on the rules and builds the URL to return to the Client Application.
The VDS-SB may rewrite the URL based on the selected CDN, since some CDNs have different URL
structures. The VDS-SB returns the URL of the content on the selected CDN in the XML body of the
response message.

CDN Selection Criteria
The VDS-SB can use a variety of criteria to perform CDN selection. The available criteria are based on
the interface used to invoke the VDS-SB. The criteria are listed in the table below.

Cisco VDS Service Broker 1.3 Software Configuration Guide
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Table 1-1

CDN Selection Criteria

Criteria

HTTP GET

DNS

Web Service

Location of CPE ( city,
state, country, postal code,
metro code, connection
type, line speed,
latitude/longitude, ASN,
Carrier)

X

X

X

Content Type

X

CPE Type

X

Broker FQDN

X

X

X

Percentage Allocation

X

X

X

Parameter in Content/CDN
URL

X

Parameter in HTTP Header

X

CDN Status

X

X

X

X

X

Videoscape Distribution Suite Manager (VDSM)
The VDSM, a secure Web browser-based user interface, is a centralized system management device that
allows an administrator to manage and monitor the entire VDS-SB system. All devices Service Brokers,
in the VDS-SB are registered to the VDSM. The VDSM allows the administrator to configure, manage,
and monitor origin services and devices in the Cisco Videoscape Distribution Suite Service Broker
(VDS-SB). Application programming interfaces (APIs) are provided for backoffice integration with the
VDSM.

Authentication, Authorization, and Accounting
The VDSM uses HTTPS to secure the administrator’s session. Multiple users can perform administrative
operations by using the VDSM. The administrator can configure certain users to have either view-only
rights for monitoring the VDS-SB, or full rights that allow configuration changes as well as monitoring
capabilities.
User accounts and groups can be added to the VDSM and given roles and rights for accessing
configuration information. It is also possible to segregate and group objects and give access to a limited
group of users.
User authentication can be configured to use RADIUS and TACACS+ servers when available, otherwise
the VDSM provides its own authentication server.
As part of the network management process, the administrator can perform basic administration
operations on the VDSM database, including backup and restore.

Cisco VDS Service Broker 1.3 Software Configuration Guide
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Device Management
The VDSM sends device configuration changes to the selected device or group of devices once the
change has been submitted. The device sends any configuration changes that were made locally to the
VDSM, and also provides periodic status information.
The VDSM also provides an automated workflow to apply software upgrades to the devices in a device
group.

Services Management
The VDSM provides the configuration of BFQDNs and Content Delivery Networks. It also enables the
user to assign policy settings to BFQDNS and CDNs.

Resiliency and Redundancy
A VDS-SB that is designed with full redundancy and no single point of failure includes redundant
VDSMs and Service Brokers.

Service Broker Redundancy
If the VDS-SB network is designed with multiple Service Brokers, all Service Brokers are aware of all
configured services in the VDS-SB. The DNS servers must be configured with multiple Service Brokers
and the failover is handled by the DNS servers.

VDSM Redundancy
The VDSM can operate in two different roles: primary and standby. The primary role is the default.
There can only be one primary active in the VDS-SB network; however, you can have any number of
VDSMs operating in standby to provide redundancy and failover capability.
Primary and standby VDSMs must be running the same version of software. We recommend that the
standby VDSM be upgraded first, followed by the primary VDSM.
The VDSM design principle is that the management device is never in the service playout path. When
the VDSM fails, the rest of the VDS-SB continues to operate. A VDSM failure does not affect any
services delivered to end users, and all content sourcing continues. The only negative effect is that the
administrator cannot change configurations or monitor the VDS-SB. As soon as a failure to connect to
the VDSM is noticed, the administrator can activate the standby VDSM. For informtion on making the
standby VDSM the primary VDSM, see the “Changing a Standby to a Primary VDSM” section on
page 2-9 “Changing a Standby to a Primary VDSM” section on page 2-9
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CHAPTER

2

Getting Started
This chapter section discusses initial device configuration, logging into and navigating the Videoscape
Distribution Suite Manager (VDSM), and a typical VDS-SB configuration workflow. This chapter
presents the following major topics:
•

Initially Configuring the Devices, page 2-1

•

Logging In to the VDSM, page 2-1

•

Activating and Synchronizing the Devices, page 2-2

•

Navigating the VDSM, page 2-4

•

Configuring Primary and Standby VDSMs, page 2-8

•

Typical Configuration Workflow, page 2-10

Initially Configuring the Devices
After you have initially configured your hardware, you must activate the SBs and configure the internal
clocks by using the VDSM. See the “Activating and Synchronizing the Devices” section on page 2-2 for
more information.

Logging In to the VDSM
Logging In to the VDSM
To log in to the VDSM, do the following:
Step 1

Using your web browser, enter the IP address of your VDSM and port 8443.

Note

VDS-SB supports Internet Explorer version 6 or higher, and Mozilla Firefox version 3.6 or
higher.

For example, if the IP address of your VDSM is 192.168.0.236, enter:
https://192.168.0.236:8443
The Security Alert message is displayed.
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Note

If you are using Mozilla Firefox version 3.6 or higher as your web browser, you need to add the
VDSM IP address to the exception list. After entering the VDSM IP address with port 8443,
Firefox displays a Secure Connection Failed message with a link stating “Or you can add an
exception.” Click this link, then click Add Exception. The Add Security Exception dialog box
is displayed. Click Get Certificate. and then click Confirm Security Exception. The VDSM
IP address has been added to the exception list and you no longer get the Secure Connection
Failed message.

Note

Sometimes the VDSM is not initially accessible from a web browser. If this occurs you must
disable and re-enable the Centralized Management System (CMS). log in to the CLI for the
VDSM, and enter the global configuration command no cms enable followed by cms enable.

Step 2

Click Yes to accept the security certificate. The Login page is displayed

Step 3

Enter the username and password and click Login. The VDSM home page is displayed.
The built-in username is admin and the initial password is default.

Note

We strongly recommend that you change the built-in admin password as soon as possible. To do so, log
in to the CLI of the VDSM device, and use the username admin password <password> global
configuration command.

Note

If the default username and password have been changed by another VDSM administrator, you need to
get the new username and password.

Activating and Synchronizing the Devices
Activating and Synchronizing the Devices
The VDS-SB administrator approves a device by making it active. This security feature prevents
unauthorized devices from joining the VDS-SB.

Caution

All devices must be synchronized with each other for the VDS-SB to function properly.
Synchronization ensures accurate timestamps in all the logs.Using Network Time Protocol (NTP) to
synchronize the devices in the VDS-SB is the best practice.

Note

If the network is not configured with NTP, then every device in the VDS-SB must be configured with
exactly the same time and time zone. We recommend that you use an NTP server for network
synchronization.

Cisco VDS Service Broker 1.3 Software Configuration Guide
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Activating and Setting NTP for Each Device
Activating and Setting NTP for Each Device

To activate and synchronize a Service Broker, do the following:
Step 1

From the VDSM home page, choose Devices > Devices. The Devices table is displayed listing all the
registered SBs.

Step 2

Click the Edit icon next to the device name. The Devices home page is displayed.

Note

If the device you want to activate is not listed in the Devices Table, restart the CMS for that
device by telneting to it and entering no cms enable followed by cms enable in global
configuration mode.

Step 3

Click Activate in the Devices home page. The Location dialog box is displayed.

Step 4

Create or choose a location. To activate an SB, you need to assign it to a location.
Because the standby VDSM is global to the VDS-SB network, it does not need to be assigned to a
location.
You have the following options in creating or choosing a location:
a.

If you have already created locations, you can choose a location from the Location drop-down list.

b.

To create a default location, which can be edited later, check the Create a New location check box.
A default location is created with the following name: <SB-name>-location. From the Parent of
the New Location drop-down list, choose a parent for this location.
For information about creating locations, see the “Configuring Locations” section on page 3-1.

Step 5

Click Apply and Activate.
The Status of the device shows “pending” until the device is fully activated. This may take a few
minutes.

Step 6

To display the top-level Table of Contents, click the Show All button above the Contents pane.

Step 7

From the left-panel menu, select General Settings > Network > NTP. The NTP Settings page is
displayed.

Step 8

Check the Enable check box and enter the IP address or hostname of each NTP server. Use a space to
separate each server.

Step 9

Click Submit to save your settings.
The activation and NTP server settings must be completed for each SB, and standby VDSM.

Tip

For a quick way to get to other SBs, click the Display All Devices icon located to the left of the Expand
All button. This icon toggles between the Display All Devices and Menu icons.
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For more detailed information about configuring locations, activating devices, and configuring NTP
servers, see the following sections:
•

Configuring Locations, page 3-1

•

Configuring NTP, page 3-21

Navigating the VDSM
Navigating the VDSM
Figure 2-1 shows the different elements of the VDSM.
Figure 2-1

VDSM User Interface

1

Left panel menu

5

System Status bar

2

Tab options

6

Page

3

Tabs

7

Submit and Cancel buttons

4

Task bar

8

Tools (Home, Help, and Logout)

The System Status bar, tabs, tab options, and tools are accessible from any page in the VDSM. The left
panel menu changes depending on which tab and tab option you choose.

Devices, Services, and Other Tables
Devices, Services, and Other Tables

The Devices Table page shows all the devices registered in the VDSM. Figure 2-2 shows an example of
the Devices Table page. A table is displayed for each of the following tab options:
•

Devices (from Devices tab)

•

Locations (from Devices tab)
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•

BFQDNs (from Services tab)

•

BFQDN Policies (from Services > BFQDN tab)

•

Content delivery Networks (from Services tab)

•

CDN Adaptation Policies (from Services > Content Delivery Networks tab)

•

CDN Selection Policies (from Services > Content Delivery Networks tab)

Figure 2-2

Devices Table Page

You can sort the information in the table by clicking on any column title. The table can be sorted in
ascending or descending order for each column. The task bar options provide other table manipulations,
including filtering, refreshing the table, viewing all items, and printing.
The bottom of the table lists the page number and the total number of pages, as well as how many items
are showing out of the total number of items.
The table defaults to listing ten rows. You can change the number of rows shown by clicking the Rows
drop-down list.
To get more information on an item or to configure an item, click the Edit icon to the left of the item
name. To create a new item, click the Create New icon in the task bar.

Devices Home Page
Devices Home Page

The Devices home page provides information about the device, as well as the ability to perform the
following task:
•

View a list of devices (Service Broker and VDSM) configured

The left panel menu has two toggle buttons: Show Basic/Show All and Expand All/Collapse All.
•

Show All

Shows all the menu items in the menu.

•

Show Basic

Shows only the Device home menu item.

•

Expand All

Shows every menu and submenu.

•

Collapse All

Shows only the top-level menu items.

Cisco VDS Service Broker 1.3 Software Configuration Guide
OL-30204-02

2-5

Chapter 2

Getting Started

Navigating the VDSM

Task Bar
Task Bar

The task bar displays information about the page you are on and provides associated tasks. All task bar
icons, as well as other icons, have labels that are displayed when you roll over the icon with your mouse
pointer.
Any icon used in a procedure is referenced by the rollover label; for example, Create New is the rollover
label for the following icon:

Table 2-1 describes the icons available in the VDSM.
Table 2-1

Icon

VDSM Icons

Function
Activates all inactive Service Brokers.
Displays devices.
Displays left-panel menu.
Deactivates the device.

Updates application statistics.

Forces refresh of replication information or process content
changes.
Goes back to Replication Status page.
Forces full database update.
Forces settings on SBs in group.
Forces the group settings.
Views read-only items.
Creates a new item.
Edits an item.
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Table 2-1

Icon

VDSM Icons (continued)

Function
Deletes an item.
Adds a content item for acquisition.
Deletes a selected item.
Manages between host and proxy servers for content acquisition.
Saves to disk.
Views complete URL (+) or view (-) partial URL that is used to
acquire content.
Exports a table to a comma-separated value (CSV) file.
Creates a filtered table. Filter the table based on the field values.

Displays a graph.
Applies the default settings to the device.
Overrides the group settings on the device.
Views all table entries. Click this icon to view all entries after you
have created a filtered table.
Refreshes the table.
Reboots the device.
Prints the current window.
Assigns all items to the entity.
Removes all items from the entity.
Indicates that the current transaction was successfully completed.
Indicates that user input is invalid and that the transaction did not
finish.
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Configuring Primary and Standby VDSMs
Configuring Primary and Standby VDSMs
The VDSM can operate in two different roles: primary and standby. The primary role is the default. You
can have only one primary VDSM active in your network; however, you can have any number of VDSMs
operating in a standby role to provide redundancy and failover capacity. You must configure the primary
VDSM first.

Note

The primary and standby VDSMs must be running the same version of software. You must upgrade your
standby VDSM first, and then upgrade your primary VDSM.
If the primary VDSM is down, the device SB cannot send regular reports and events to it, so the data is
sent to the standby VDSM. After the primary VDSM is online, the database on the standby VDSM is
synchronized with the database on the primary VDSM.
To configure a standby VDSM, do the following using the CLI:

Step 1

Follow the instructions for configuring a VDSM using the setup utility, except do not enter the IP address
of the VDSM.

Step 2

Configure the standby VDSM.
SB(config)# VDSM role standby

Step 3

Identify the IP address of the primary VDSM.
SB(config)# VDSM ip 10.1.1.90

Step 4

Start the Centralized Management System (CMS).
SB(config)# cms enable

Step 5

Save the configuration.
SB# copy running-config startup-config

Step 6

Activate the standby VDSM by using the web interface of the primary VDSM.
The primary VDSM notifies all registered devices that a standby VDSM exists and sends each device
the information it needs to contact the standby should the primary fail or become inactive.

Note

You cannot log in to the web interface of the standby VDSM. Its function is to maintain an up-to-date
copy of the primary’s database.

Cisco VDS Service Broker 1.3 Software Configuration Guide

2-8

OL-30204-02

Chapter 2

Getting Started
Configuring Primary and Standby VDSMs

Changing a Standby to a Primary VDSM
Changing a Standby to a Primary VDSM

Note

If your primary VDSM is still operating, you must change its role to standby by executing the VDSM
role standby command before following these steps. You can only have one primary VDSM operating
at any given time.
To change the standby VDSM to become the primary, do the following:

Step 1

If your primary VDSM has failed, enter the following command:
SB(config)# VDSM role primary

Step 2

Save the configuration.
SB# copy running-config startup-config

Step 3

Restore the old primary VDSM, if possible.

Step 4

When the old primary VDSM is restored, change its role to standby.
VDSM role standby

Step 5

Reconnect the old primary VDSM (now standby VDSM) into the VDS-SB network.

Step 6

Wait at least one polling interval to allow the data from the primary VDSM to be copied to the standby
VDSM.

Note
Step 7

During this period, do not make any configuration changes.

When the new primary VDSM and the new standby VDSM have synchronized, you can change the roles
of the VDSMs back to their original roles.

Note

There can only be one primary VDSM in a VDS-SB at one time. If there are two primary
VDSMs, both VDSMs are halted.

To change the roles back, do the following:
a.

Change the role of the primary VDSM to standby.
VDSM role standby

b.

Change the role of the standby VDSM to primary.
VDSM role primary

Note

If you have recently made configuration changes to the primary VDSM, wait at least the
polling interval before changing roles to ensure that the standby has a record of the most
recent configuration changes.
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Recovering from Two Primary VDSMs
If you did not change the primary VDSM to standby before you changed the standby VDSM to primary,
you will have two primary VDSMs in your VDS-SB and both will be halted. To restore both VDSMs,
do the following:
Step 1

Make sure the VDSM that is to be designated as the standby is in fact the standby by entering the VDSM
role standby command.

Step 2

Initiate the CMS on the standby VDSM by entering the cms enable command.

Step 3

Make sure the VDSM that is to be designated as the primary is in fact the primary by entering the VDSM
role primary command.

Step 4

Initiate the CMS on the primary VDSM by entering the cms enable command.

Step 5

Make sure the standby VDSM is activated by using the web interface of the primary VDSM.

Typical Configuration Workflow
Typical Configuration Workflow
Once you have completed activating and configuring the NTP servers for all the devices in the VDSM,
you are ready to configure the VDS-SB for content playout. For information about activating and
configuring the NTP servers for a device, see the “Activating and Setting NTP for Each Device” section
on page 2-3.
Table 2-2 lists the basic tasks for configuring the VDS-SB or routing content to appropriate CDNs
, with references to the associated sections in each chapter.
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Table 2-2

Configuration Workflow

Task

Description

Where to Find More Information

Change admin
password

Change the administrator password
on each device, including the VDSM,
and change the administrator
password for the system

Log in to the CLI for the device and use
the username admin password
<password> global configuration
command.
The password strength must be a
combination of alphabetic characters, at
least one number, at least one special
character, and at least one uppercase
character.
To change the password for the VDSM
GUI and CLI, go to “Creating, Editing,
and Deleting Users,” page 5-2“Creating,
Editing, and Deleting Users,” page 5-2

Configure Devices Configure Locations,Service Broker
and VDSM

“Configuring the Service Broker,”
page 3-2 “Configuring the VDSM,”
page 3-54 “Configuring Locations,”
page 3-1

Create BFQDNS

“Creating BFQDNs,” page 4-1

Create BFQDNs to be assigned to
Service Brokers

Create Content
Create CDNs for Service Broker to
Delivery Networks route the content

“Creating Content Delivery Networks,”
page 4-20

Configuring
Policy Files

Create Service Broker Policy File,
BFQDN Policy File, CDN Selection
Policy File and CDN Adaptation
Policy File

“Configuring Service Broker Policy
File,” page 5-10“Configuring Service
Broker Policy File,”
page 5-10“Configuring BFQDN Policy,”
page 4-2“Configuring CDN Selection
Policy,” page 4-24“Configuring CDN
Adaptation Policy,” page 4-29

Configure Geo
Location Routing
Service

Enable Geo Location Service for the
Service Broker

“Enabling Geo Location Service for
Service Broker,” page 3-4 .

Configure
Transaction Logs

Configuring Transaction Logs for
Service Broker

“Configuring Transaction Logs for the
Service Broker,” page 3-50
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This chapter discusses configuring locations and devices, and detailed instructions on configuring the
different types of devices–VDSMs, SBs. This chapter presents the following major topics:
•

Configuring Locations, page 3-1

•

Configuring the Service Broker, page 3-2

•

Configuring the VDSM, page 3-54

Configuring Locations
Locations are set up in the VDSM to organize and group SBs into virtual networks for routing content
to appropriate CDNs.
Locations need to be configured before you can activate SBs and bring them online in the VDS-SB
network. Table 3-1 describes the icons for the Locations Table page.
Table 3-1

Icon

Location Icons

Function
Create a new location.

Create a filtered table.
View all locations.

Refresh the table.
Print the current window.
Edit a location.

To create a new location or edit an existing one, do the following:
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Step 1

Choose Devices > Locations. The Locations Table page is displayed.
The table is sortable by clicking the column headings.

Step 2

In the task bar, click the Create New Location icon. The Creating New Location page is displayed.
To edit a location, click the Edit icon next to the location name.

Step 3

Enter the settings as appropriate. See Table 3-2 for a description of the fields.
Table 3-2

Step 4

Location Fields

Field

Description

Name

Name of the location.

Parent Location

Choose a location from the drop-down list. A location with no parent, None, is
level 1. The location level is displayed after you choose a parent location.

Comments

Enter any information about the location.

Click Submit to save the settings.

To delete a location, from the Locations Table page, click the Edit icon next to the location you want to
delete, and click the Delete icon in the task bar.
To view the location tree, click the Location Trees icon in the task bar. The location tree represents the
network topology you configured when you assigned a parent to each location.

Configuring the Service Broker
This section walks you through the different configuration pages available for a Service Broker. The
main configuration groups are described as follows:
•

Broker Settings—Routing settings for Service Broker

•

General Settings—Settings for access control of the device, maintenance, network connectivity, and
monitoring

Activating a Service Broker
Activating a device (Service Broker) can be done through the Device Activation page.
To activate a device from the Device Activation page, do the following:
Step 1

Choose Devices > Devices. The Devices Table page is displayed.

Step 2

Click the Edit icon next to the device you want to configure. The Devices home page is displayed.

Step 3

Click Show All to display the top-level menu options, and click Device Activation. The Device
Activation page is displayed.

Step 4

Enter the settings as appropriate. See Table 3-3 for a description of the fields.
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Table 3-3

Device Activation Fields

Field

Description

Name

Name of the device.

Location

Lists all the locations configured for the VDS-SB.

Status

Status of the Service Broker. It can have the following values:
•

Online

•

Offline

•

Inactive

•

Pending

•

Offloading

Activate

To activate or deactivate the device, check or uncheck the Activate check box.

Server Offload

To offload this device for maintenance or a software upgrade, check the Server
Offload check box. When checked, SB stops processing client requests.

DNS TTL

The time period (in seconds) for caching DNS replies. The range is from 0 to 60
seconds and the default is 60 seconds.

CDN IP Network
File

CDN IP network file configured at SB level. The network file should be fist
registered through System->Configuration->CDN IP Network File Registration. If
not configured, global CDN IP Network File, if any, will take effect.

Use SB’s primary
IP address

Enables the VDSM to use the IP address on the primary interface of the SB for
management communications.
Note

Management
Communication
Address

If the Use SBs primary IP Address for Management Communication
check box is checked and the Management Communication Address and
Port are configured, the VDSM uses the SB’s primary IP address for
communication.

Manually configures a management IP address for the VDSM to communicate
with the SB.
Manual configuration of the management IP address and port are used when using
port channel configuration to separate management and streaming traffic. For more
information about port channel configuration see the “Configuring Port Channel
and Load Balancing Settings” section on page 3-24

Management
Communication
Port

Port number to enable communication between the VDSM and the SB.

Comments

Information about the settings.

Note

To make sure the SB is binding to the primary interface (or management IP address if
configured) as the source IP address when sending management traffic to the VDSM, create a
static route from the SB to the VDSM. To configure a static IPv4 route from the SB, see the
“Configuring Static IPv4 Routes” section on page 3-34 section To configure a static IPv6 route
from the SB, see the “Configuring Static IPv6 Routes” section on page 3-35 section .
Alternatively, you can use the ip route command on the VDS-SB device.
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Note

Step 5

Service Broker uses Primary interface IP for binding DNS to that interface. Primary
designation denotes which interface will have DNS/HTTP bound to it for client requests to
ensure proper routing. In prior release, primary interface was configured to management/internal
network. Now, primary interface must be client facing since DNS/HTTP is bound there.

Click Submit to save the settings.

Broker Settings
Enabling Geo Location Service for Service Broker

Service Broker supports querying a collocated server running Neustar (previously was referred to as
Quova prior to Neustar’s puchase) GDS v6 for retrieving geo location parameters. The time taken to
retrieve this information increases the total latency to redirect a request as compared to when
geo-location information not used. SB does caching of the information retrieved per IP address, and thus
it will not incur this for following requests. The Geo location query C-API interface with GDS utilizes
TCP sessions destined to port 7000. The weekly updates from GDS will be over HTTP (port 80).
Starting from release 1.1, service broker also supports Cisco Videoscape Location Service for querying
geo location parameters and SB uses HTTP rest web-service API to interact with the Cisco Videoscape
Location Service.
The service broker can be configured to either use Neustar GDS v6 or Cisco Videoscape location service.
To enable routing settings for a Service Broker, do the following:
Step 1

Choose Devices > Devices, and click the Edit icon next to the device you want to assign.

Step 2

Click the Edit icon next to the device you want to configure. The Devices home page is displayed.

Step 3

Click Show All to display the top-level menu options, and click Broker Settings > Request Broker
Settings > General Settings. The Routing Settings page is displayed.

Step 4

Enter the settings as appropriate. See Table 3-4 for a description of the fields.

Table 3-4

Routing Settings for Service Broker

Field

Description

Enable Geo Location Service

To enable or disable the Geo Location service,
check or uncheck the Enable Geo Location
Service checkbox

Geo Location Server Type

From Geo Location Server Type drop-down list,
choose the Geo Location Server type. The
possible values are:
•

Neustar Library

•

Cisco Location Server Web Service
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Table 3-4

Step 5

Routing Settings for Service Broker

Field

Description

Geo Location cache Timeout

The timeout value in seconds of Geo Location
Cache. The range is from 0 to 864000 seconds and
default is 0 seconds

Geo Location Cache Max Entries

The maximum number of entries that can be
entered in Geo-Location cache. The range is from
10000 to 100000 entries. The default is 10000
entries

Primary Geo-Location Server IP Address

IP address of the Primary Geo-Location Server

Port

Port number at which the Primary Geo-Location
Server is listening to.

Secondary Geo-Location Server IP Address

IP address of the Secondary Geo-Location Server

Port

Port Number at which the Secondary Geo
Location Server is listening to.

Click Submit to save the settings.

Access Policy Settings for Service Broker
To enable Cross Domain feature to support serving clientaccesspolicy.xml for a Service Broker, do the
following:
Step 1

Choose Devices > Devices, and click the Edit icon next to the device you want to assign.

Step 2

Click the Edit icon next to the device you want to configure. The Devices home page is displayed.

Step 3

Click Show All to display the top-level menu options, and click Broker Settings > Request Broker
Settings > Access Policy. The Access Policy Settings page is displayed.

Step 4

To enable Access Policy for a Service Broker, check the Enable Access Policy checkbox.

Step 5

Click Submit to save the settings.

General Settings
The General Settings pages provide settings for access control of the device, maintenance, network
connectivity, and monitoring. The configuring of general settings consists of the following procedures:
•

Login Access Control

•

Authentication

•

Setting Storage Handling

•

Network Settings

•

Configuring Notification and Tracking

•

Configuring Troubleshooting
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Login Access Control

Login authentication and authorization are used to control user access and configuration rights to
VDSMs and SBs. Login authentication is the process by which the devices verify whether the person
who is attempting to log in to the device has a valid username and password. The person logging in must
have a user account registered with the device. User account information serves to authorize the user for
login and configuration privileges. The user account information is stored in an authentication,
authorization, and accounting (AAA) database, and the devices must be configured to access the
particular authentication server (or servers) where the AAA database is kept.
In a VDS-SB network, user accounts can be created for access to the VDSM and, independently, for
access to the SBs that are registered to the VDSM. For user accounts that access the VDSM, see the
“Configuring AAA” section on page 5-1.

Login Authentication

Login authentication provides the configuration for independent logins; in other words, login access to
the device only.
Login authentication can also be used to log in to the VDSM GUI. When logging in to the VDSM GUI
with an external user account (RADIUS or TACACS+), the user is authenticated by the external
database. After the external user is authenticated, its role depends on the privilege configured in the
external database (zero [0] means a normal user and 15 means a super user). The privilege level of 0 or
15 is mapped to the read-only or admin user role in the VDSM GUI. No VDSM local user is created in
the VDSM database for the external user that logs in, so the external user cannot be managed by the
VDSM GUI.

Note

If you plan to use a RADIUS server or a TACACS+ server for authentication, you must configure the
server settings before you configure and submit these settings. See the “Configuring RADlUS Server
Settings” section on page 3-13 and the “Configuring TACACS+ Server Settings” section on page 3-14
for more information.
When the primary login server and the primary enable server are set to local, usernames and passwords
are local to each device. Local authentication and authorization uses locally configured login and
passwords to authenticate login attempts.

Note

If the Enable Failover Server Unreachable option is enabled, it applies to both the login authorization
methods and the exec authentication methods.

If you are going to use different servers for login authentication and enable authentication (for example,
local for login authentication and RADIUS for the enable authentication), then the username and
password must be the same for both servers.
By default, local login authentication is enabled. You can disable local login authentication only after
enabling one or more of the other login authentication servers. However, when local login authentication
is disabled, if you disable all other login authentication methods, a warning message is displayed stating
“At least one authentication method is required to select for login.”
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Caution

Make sure that RADIUS or TACACS+ authentication is configured and operating correctly before
disabling local authentication and authorization. If you disable local authentication and RADIUS or
TACACS+ is not configured correctly, or if the RADIUS or TACACS+ server is not online, you may be
unable to log in to the device.
To configure the login authentication and enable authentication schemes for the device, do the following:

Step 1

Choose Devices > Devices > General Settings > Login Access Control > Login Authentication. The
Login Authentication page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-5 for a description of the fields.
Table 3-5

Login Authentication Fields

Field

Description

Login Authentication Settings

Enable Failover
Server Unreachable

If Enable Failover Server Unreachable is enabled, the following applies:
•

Only two login authentication schemes (a primary and secondary scheme)
are allowed on the device.

•

Device fails over from the primary authentication scheme to the
secondary authentication scheme only if all specified authentication
servers of the primary authentication scheme are unreachable.

Conversely, if the Enable Failover Server Unreachable option is disabled,
the device contacts the secondary authentication database, regardless of the
reason the authentication failed with the primary authentication database.
Note

Authentication Login
Servers

To use this option, you must set TACACS+ or RADIUS as the primary
authentication method and local as the secondary authentication
method.

When enabled, login authentication servers are used to authenticate user
logins and whether the user has access permissions to the device.
Check this option and set one or more Login servers for login authentication.
By unchecking this option, local authentication is used by default. Three
servers can be configured.
Note

If local is selected for any of the Login servers, the password in the
username is used to authenticate the user. See the “Creating, Editing,
and Deleting Users—Usernames” section on page 3-12

Primary Login Server

Choose local, RADIUS, or TACACS+.

Secondary Login
Server

Choose local, RADIUS, or TACACS+.

Tertiary Login Server

Choose local, RADIUS, or TACACS+.

Enable Authentication Settings

Primary Enable Server The enable server is used to allow normal users to enter the privileged EXEC
mode.Choose local, RADIUS, or TACACS+.
Secondary Enable
Server

Choose local, RADIUS, or TACACS+.
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Table 3-5

Field

Login Authentication Fields (continued)

Description

Tertiary Enable Server Choose local, RADIUS, or TACACS+.
Local Enable
Password

Set the local enable password for normal users to log in to the Enable server
and have privileged EXEC mode.
If multiple authorization methods are configured, the SB tries to authenticate
the enable password by way of each configured method until one of them is
successful.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Exec Authorization
Exec authorization provides the configuration for determining the services allowed for each user that
logs in to the device.
Exec authorization can also be used to determine the services the user has for the VDSM GUI. When
logging in to the VDSM GUI with an external user account (RADIUS or TACACS+), the user is
authenticated by the external database. After the external user is authenticated, its role depends on the
privilege configured in the external database (zero [0] means a normal user and 15 means a super user).
The privilege level of 0 or 15 is mapped to the read-only or admin user role in the VDSM GUI. No
VDSM local user is created in the VDSM database for the external user that logs in, so the external user
cannot be managed by the VDSM GUI.

Note

If you plan to use a TACACS+ server for authorization, you must configure the server settings before
you configure and submit these settings. See the “Configuring RADlUS Server Settings” section on
page 3-13 and the “Configuring TACACS+ Server Settings” section on page 3-14 for more information.
When the primary authorization server is set to local, usernames and passwords are local to each device.
Local authorization uses locally configured login and passwords to authorize services for the user.

Note

Caution

If the Enable Failover Server Unreachable option is enabled, it applies to both the login authorization
methods and the exec authentication methods.

If you are going to use different servers for login authentication and enable authentication (for example,
local for login authentication and RADIUS for the enable authentication), then the username and
password must be the same for both servers.

Make sure that RADIUS or TACACS+ authentication is configured and operating correctly before
disabling local authentication and authorization. If you disable local authentication and RADIUS or
TACACS+ is not configured correctly, or if the RADIUS or TACACS+ server is not online, you may be
unable to log in to the device.
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To configure the exec authorization schemes for the device, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > Exec Authorization. The
Exec Authorization page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-6 for a description of the fields.
Table 3-6

Exec Authorization Fields

Field

Description

Authorization Exec
Servers

When enabled, authorization exec servers are used to authorize services for
logged in users.
Check this option and set one or more servers for exec authorization. By
unchecking this option, local authentication is used by default. Three servers
can be configured.
Note

Primary Exec Server

If a user encounters failure during EXEC shell) startup authorization,
the user fails to log in to the SB even if the user passed the login
authentication.

Choose local, RADIUS, or TACACS+.

Secondary Exec Server Choose local, RADIUS, or TACACS+.
Tertiary Exec Server

Choose local, RADIUS, or TACACS+.

Primary Enable Server

The enable server determines if the normal user can enter the privileged
EXEC mode. Choose local, RADIUS, or TACACS+.

Normal User
Commands

Choose Enable or Enable if Authenticated.

Super User Commands

The Enable if Authenticated option turns off authorization on the
TACACS+ server and authorization is granted to any Normal user who is
authenticated.
Choose Enable or Enable if Authenticated.
The Enable if Authenticated option turns off authorization on the
TACACS+ server and authorization is granted to any Super user who is
authenticated.

Enable Config
Commands

Check the Enable Config Commands check box to enable authorization of
the configuration mode commands.
By default, this option is disabled, which means all configuration commands
issued are allowed.

Enable Console Config Check the Enable Console Commands check box to enable authorization of
all commands issued on a console TTY connection.
By default, this option is disabled, which means commands issued through a
console TTY connection always succeed.

Note

Step 3

The following commands bypass authorization and accounting: CTRL+C, CTRL+Z, exit, end,
and all of configuration commands for entering submode (for example, interface 10 Gigabit
Ethernet 1/0).

Click Submit to save the settings.
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To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Configuring SSH
Secure Shell (SSH) consists of a server and a client program. Like Telnet, you can use the client program
to remotely log in to a machine that is running the SSH server. However, unlike Telnet, messages
transported between the client and the server are encrypted. The functionality of SSH includes user
authentication, message encryption, and message authentication.
The SSH page allows you to specify the key length and login grace time.
To enable the SSH daemon, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > SSH. The SSH page is
displayed.

Step 2

Check Enable to enable the SSH feature. SSH enables login access to the device through a secure and
encrypted channel.

Step 3

In the Length of Key field, specify the number of bits needed to create an SSH key. The default is 2048.

Step 4

In the Login Grace Time field, specify the number of seconds the server waits for the user to
successfully log in before it ends the connection. The authentication procedure must be completed within
this time limit. The default is 300 seconds.

Note

Step 5

Select the SSH version.
a.

To allow clients to connect using SSH protocol version 1, check the Enable SSHv1 check box.

b.

To allow clients to connect using SSH protocol version 2, check the Enable SSHv2 check box.

Note

Step 6

When changing the Login Grace Time, you need to first uncheck the Enable check box and
click Submit. Enter the new Login Grace Time, check Enable, and click Submit.

You can enable both SSHv1 and SSHv2, or you can enable one version and not the other. You
cannot disable both versions of SSH unless you disable the SSH feature by unchecking the
Enable check box.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Enabling Telnet
To enable the Telnet service, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > Telnet. The Telnet page is
displayed.
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Step 2

Check Telnet Enable to enable the terminal emulation protocol for remote terminal connections.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Setting the Message of the Day
The Message of the Day (MOTD) feature enables you to provide information bits to the users when they
log in to a device. There are three types of messages that you can set up:
•

MOTD banner

•

EXEC process creation banner

•

Login banner

To configure the Message of the Day settings, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > Message of the Day. The
MOTD page is displayed.

Step 2

Check Enable to enable the MOTD settings. The Message of the Day (MOTD) banner, EXEC process
creation banner, and Login banner fields become enabled.

Step 3

In the Message of the Day (MOTD) Banner field, enter a string that you want to display as the MOTD
banner when a user attempts to log in to the device.

Note

In the Message of the Day (MOTD) Banner, EXEC Process Creation Banner, and Login Banner
fields, you can enter a maximum of 980 characters. A new line character (or Enter) is counted
as two characters, as it is interpreted as \n by the system. You cannot use special characters such
as `, % ,^ , and " in the MOTD text.

Step 4

In the EXEC Process Creation Banner field, enter a string to be displayed as the EXEC process
creation banner when a user enters into the EXEC shell of the device.

Step 5

In the Login Banner field, enter a string to be displayed after the MOTD banner when a user attempts
to log in to the device.

Step 6

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Changing the CLI Session Time
To change the CLI session time, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > CLI Session Time. The CLI
Session Time page is displayed.

Step 2

In the CLI Session Time field, enter the time (in minutes) that the device waits for a response before
ending the session.
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Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Changing Users—Admin Password
Every device (VDSM, SB) has a built-in user account. The username is admin and the default password
is default. This account allows access to all services and entities in the VDS-SB. Any user that can access
the Admin Password page in the VDSM can configure a new password for the administrator user account
on individual SBs
To change the Admin password, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > Users > Admin Password.
The Admin Password page is displayed.

Step 2

In the Password field, enter a new password.
The following characters are not allowed: ?./;[]{}"@=|

Step 3

In the Confirm Password field, re-enter the password.

Step 4

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Creating, Editing, and Deleting Users—Usernames
You can create, edit, and delete user accounts for login access to individual devices.A privilege profile
must be assigned to each new user account. The Usernames page uses privilege profiles to determine
which tasks a user can perform and the level of access provided. Users with administrative privileges
can add, delete, or modify user accounts through the VDSM or the device CLI.
To create, edit, or delete a user account, do the following:
Step 1

Choose Devices > Devices > General Settings > Login Access Control > Users > Usernames. The
User Table page is displayed.
The table is sortable by clicking the column headings.

Step 2

Click the Create New icon in the task bar. The Local User page is displayed.
To edit a local user, click the Edit icon next to the name you want to edit.

Step 3

Enter the settings as appropriate. See Table 3-7 for a description of the fields.
Table 3-7

Local User Fields

Field

Description

Username

Name of user.

Password

User password.
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Table 3-7

Step 4

Local User Fields (continued)

Field

Description

Confirm Password

Re-enter user password.

Privilege

There are two types of predefined privilege profiles:
•

Normal user—User has read access and can see some of the SB or
VDSM settings.

•

Superuser—User has administrative privileges such as creating new
users and modifying the SB or VDSM settings.

Click Submit to save the settings.
To delete a user, click the Edit icon for the user, then click the Delete icon in the task bar.

Authentication

User authentication and authorization (configuration rights) data can be maintained in any combination
of these three databases:
•

Local database (located on the device)

•

RADIUS server (external database)

•

TACACS+ server (external database)

The Login Authentication page allows you to choose an external access server or the internal (local)
device-based authentication, authorization, and accounting (AAA) system for user access management.
You can choose one method or a combination of the three methods. The default is to use the local
database for authentication.

Configuring RADlUS Server Settings

Note

The VDSM does not cache user authentication information. Therefore, the user is reauthenticated
against the Remote Authentication Dial In User Service (RADIUS) server for every request. To prevent
performance degradation caused by many authentication requests, install the VDSM in the same location
as the RADIUS server, or as close as possible to it, to ensure that authentication requests can occur as
quickly as possible.
To configure the RADIUS server settings, do the following:

Step 1

Choose Devices > Devices > General Settings > Authentication > RADIUS Server. The RADIUS
Server Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-8 for a description of the fields.
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Table 3-8

Step 3

RADIUS Server Settings Fields

Field

Description

Enable Radius
Authentication

Enables RADIUS authentication.

Time to wait

Number of seconds to wait for a response before timing out on a connection to
a RADIUS server. The range is from 1 to 20. The default is 5.

Number of
retransmits

Number of attempts allowed to connect to a RADIUS server. The default is 2.

Enable redirect

Redirects an authentication response to a different authentication server if an
authentication request using the RADIUS server fails.

Redirect Message
[1-3]

Message sent to the user if redirection occurs.
Note

If the redirect message has a space, it must be in quotes (" ").

Location [1-3]

Sets an HTML page location. This is the URL destination of the redirect
message that is sent when authentication fails.

Shared Encryption
Key

Encryption key shared with the RADIUS server. The maximum number of
characters allowed is 15.

Server Name [1-5]

IP address or hostname of the RADIUS server.

Server Port [1-5]

Port number on which the RADIUS server is listening. The default is 1645.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

To use RADIUS for login authentication and authorization, see the “Login Authentication” section on
page 3-6.

Configuring TACACS+ Server Settings

Note

The VDSM does not cache user authentication information. Therefore, the user is reauthenticated
against the Terminal Access Controller Access Control System Plus (TACACS+) server for every
request. To prevent performance degradation caused by many authentication requests, install the VDSM
in the same location as the TACACS+ server, or as close as possible to it, to ensure that authentication
requests can occur as quickly as possible.
To configure the TACACS+ server settings, do the following:

Step 1

Choose Devices > Devices > General Settings > Authentication > TACACS+ Server. The TACACS+
Server Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-9 for a description of the fields.
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Table 3-9

Field

Description

Enable TACACS+
Servers

Enables TACACS+ authentication.

Use ASCII
Password
Authentication

Changes the default password type from Password Authentication Protocol
(PAP) to ASCII clear text format.

Time to wait

Number of seconds to wait for a response before timing out on a connection to
a TACACS+ server. The range is from 1 to 20. The default is 5.

Number of
retransmits

Number of attempts allowed to connect to a TACACS+ server. The default is 2.

Security Word

Encryption key shared with the TACACS+ server. The range is from 1 to 99. An
empty string is the default.

Primary Server

IP address or hostname of the primary TACACS+ server.

Secondary Server

IP address or hostname of the backup TACACS+ server. Up to two backup
servers are allowed.

Tertiary Server
Step 3

TACACS+ Server Settings Fields

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

To use TACACS+ for login authentication and authorization, see the “Login Authentication” section on
page 3-6.

Configuring AAA Accounting
Accounting tracks all user actions and when the action occurred. It can be used for an audit trail or for
billing for connection time or resources used (bytes transferred).
The VDS-SB accounting feature uses TACACS+ server logging. Accounting information is sent to the
TACACS+ server only, not to the console or any other device. The syslog file on the SB logs accounting
events locally. The format of events stored in the syslog is different from the format of accounting
messages.
The TACACS+ protocol allows effective communication of AAA information between SBs and a central
TACACS+ server. It uses TCP for reliable connections between clients and servers. SBs send
authentication and authorization requests, as well as accounting information to the TACACS+ server.

Note

Before you can configure the AAA accounting settings for a device, you must first configure a
TACACS+ server for the device. See the “Configuring TACACS+ Server Settings” section on page 3-14.
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Note

The VDSM does not cache user authentication information. Therefore, the user is reauthenticated
against the Terminal Access Controller Access Control System Plus (TACACS+) server for every
request. To prevent performance degradation caused by many authentication requests, install the VDSM
in the same location as the TACACS+ server, or as close as possible to it, to ensure that authentication
requests can occur as quickly as possible.
To configure the AAA accounting settings, do the following:

Step 1

Choose Devices > Devices > General Settings > Authentication > AAA Accounting. The AAA
Accounting Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-9 for a description of the fields.
Table 3-10

AAA Accounting Settings Fields

Field

Description

System Events

Enables accounting records on the TACACS+ server about system events; such
as system reboot, interface up or down states, and accounting configuration
enabled or disabled.
From the System Events drop-down list choose start-stop or stop-only.
The start-stop option records events when they start and when they stop. The
stop-only option records events when they stop.

Exec Shell Events

Enables accounting records on the TACACS+ server about user EXEC terminal
sessions, including username, date, and start and stop times.
From the Exec Shell Events drop-down list choose start-stop or stop-only.
The start-stop option records events when they start and when they stop. The
stop-only option records events when they stop.

Normal User
Commands

Enables accounting records on the TACACS+ server for Normal users using
commands in the EXEC mode.
From the Normal User Commands drop-down list choose start-stop or
stop-only.
The start-stop option records events when they start and when they stop. The
stop-only option records events when they stop.

Super User
Commands

Enables accounting records on the TACACS+ server for Super users using
commands in the EXEC mode.
From the Super User Commands drop-down list choose start-stop or
stop-only.
The start-stop option records events when they start and when they stop. The
stop-only option records events when they stop.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.
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Configuring an Access Control List
To configure an access control list (ACL) for group authorization, do the following:
Step 1

Choose Devices > Devices > General Settings > Authentication > Access Control List > Configure
Access Control List. The Access Control List Table page is displayed.
The table is sortable by clicking the column headings.

Step 2

Click the Create New icon in the task bar. The Configure Access Control List page is displayed.
To edit a group, click the Edit icon next to the name you want to edit.

Step 3

Enter the settings as appropriate. See Table 3-11 for a description of the fields.
Table 3-11

Access Control List Fields

Field

Description

Action

Whether to permit or deny access for this group.

Group Name

If this action is for all groups, choose Any Group Name.
If this action is for a specific group, choose Enter Group Name and enter
the group name in the field.

Change Position

Step 4

To change the order of this group in the access control list, which is
displayed in the Access Control List Table page, click Change Position.

Click Submit to save the settings.
To delete a group, click the Edit icon for the group, then click the Delete icon in the task bar.

Step 5

From the left-panel menu, choose Enable Access Control List. The Enable Access Control List page is
displayed.

Step 6

Check the Enable Access Control List check box and click Submit.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

To move a group up or down in the Access Control List table, click the Up arrow or Down arrow in the
Move column.
The ACL can be applied from the device or from a device group. The source of the currently applied
settings is shown in the Access Control List Table page.
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Setting Storage Handling
The Storage option offers disk error-handling settings.

Enabling Disk Error Handling
The Disk Error Handling page allows you to configure how disk errors are handled, and to define disk
error-handling thresholds for bad sectors and disk errors (I/O errors).
The Threshold for Bad Sectors and the Threshold for Disk Errors counts only apply to bad sectors
and disk errors detected since the last reboot of the device. These counts do not persist across a device
reboot (reload).
If the Enable Disk Error Handling Reload option is enabled and a SYSTEM disk drive is marked bad
because the disk error-handling threshold (bad sectors or disk errors) was reached, the device is
automatically reloaded. Following the device reload, the bad sector and disk error threshold counts are
reset, and a syslog message and an SNMP trap are generated.
If a critical disk drive is marked bad, the redundancy of the system disks for this device is affected.
Critical disks are disks with SYSTEM partitions. However, drives with SYSTEM partitions use RAID1.
With the RAID system, if the critical primary disk fails, the other mirrored disk (mirroring only occurs
for SYSTEM partitions) seamlessly continues operation. There is a separate alarm for bad RAID. The
SMART statistics that are returned by the show disks SMART-info detail command include sector
errors directly reported by the drive itself.

Note

We do not recommend enabling the Enable Disk Error Handling Reload option, because the software
state may be lost when the device is reloaded.
To configure a disk error-handling method, do the following:

Step 1

Choose Devices > Devices > General Settings > Storage > Disk Error Handling. The Disk Error
Handling Settings page is displayed.

Step 2

Check the Enable check box.

Step 3

Check the Enable Disk Error Handling Reload check box if you want the device to reload when a
critical disk (SYSTEM) has problems.

Step 4

Check the Enable Disk Error Handling Threshold check box if you want to set the number of disk
errors allowed before the disk is marked bad, and enter the following:
a.

In the Threshold for Bad Sectors field, enter the number of allowed bad sectors before marking the
disk bad. This threshold only applies to bad sectors detected since the last reboot of the device. The
range is 0 to 100. The default threshold is 30

b.

In the Threshold for Disk Errors field, enter the number of allowed disk errors (I/O errors) before
marking the disk bad. This threshold only applies to disk and sector errors detected since the last
reboot of the device. The range is from 0 to 100,000. The default is 500.

Note

Step 5

When both Threshold for Bad Sectors and Threshold for Disk Errors are set to 0, it
means never mark the disk bad when it detects bad sectors or disk errors, and the
disk_failure alarm is not raised. A disk with SYSTEM partitions uses RAID1. There is a
separate alarm for bad RAID.

Click Submit to save the settings.

Cisco VDS Service Broker 1.3 Software Configuration Guide

3-18

OL-30204-02

Chapter 3

Configuring Devices
Configuring the Service Broker

To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

When a sector I/O error is detected, a “badsector” alarm is raised against the corresponding disk, which
occurs during the lifetime of a disk. A “badsector” alarm is raised when the number of bad sectors for a
specific disk exceeds the “badsector” alarm threshold. The default threshold for bad sector alarms is set
to 15 errored sectors. See the Cisco VDS Service Broker 1.2 Command Reference for information on
setting the threshold for bad sector alarms and remapped sector alarms, by using the following
commands:
(config)# disk error-handling threshold alarm-bad-sectors <threshValue>
(config)# disk error-handling threshold alarm-remapped-sectors <threshValue>
(config)# disk error-handling bad-sectors-mon-period <minutes>

The Disk Failure Percentage Threshold field on the Service Monitor page sets the overall percentage
of CDNFS disk failures. When the percentage of failed disks (default is 75) exceeds this threshold, no
further requests are sent to this device. The Disk Failure Threshold setting is only for the CDNFS disks.
For more information, see the “Setting Service Monitor Thresholds” section on page 3-38.

Network Settings
The Network pages provide settings for network connectivity. Configuring network settings consist of
the following procedures:
•

Enabling FTP Services

•

Enabling DNS

•

Enabling RCP

•

Configuring NTP

•

Setting the Time Zone

•

Viewing Network Interfaces

•

Configuring External IP Addresses

•

Configuring Port Channel and Load Balancing Settings

•

Configuring IP General Settings

•

Configuring DSR VIP

•

Configuring Static IPv4 Routes

•

Configuring Static IPv6 Routes

•

Configuring DSR VIP

Enabling FTP Services
To enable FTP services to listen for connection requests, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > FTP. The FTP Settings page is displayed.

Step 2

Check the Enable FTP Services check box.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
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To remove the settings from the device, click the Remove Settings icon in the task bar.

Enabling DNS
DNS Settings are required on all SBs, and VDSMs. The SBs need to be able to resolve the BFQDNS,
and be able to communicate with the DNS servers, and the VDSMs need to resolve host names.
To configure Domain Name System (DNS) servers, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > DNS. The DNS Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-12 for a description of the fields.
Table 3-12

Step 3

DNS Settings Fields

Field

Description

Enable

Enables Domain Name System (DNS) on the device.

List of DNS Servers

Space-delimited list of IP addresses for up to eight name servers
for name and address resolution.

Domain Names

A space-delimited list of up to three default domain names. A
default domain name allows the system to resolve any unqualified
hostnames. Any IP hostname that does not contain a domain name
will have the configured domain name appended to it. This
appended name is resolved by the DNS server and then added to
the host table. A DNS server must be configured on the system for
hostname resolution to work correctly. To do this, use the List of
DNS Servers field.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Enabling RCP
Remote Copy Protocol (RCP) lets you download, upload, and copy configuration files between remote
hosts and a switch. Unlike TFTP, which uses User Datagram Protocol (UDP), a connectionless protocol,
RCP uses TCP, which is connection oriented. This service listens for requests on TCP port 514.
To enable RCP services, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > RCP. The RCP page is displayed.

Step 2

Check the RCP Enable check box to have the RCP services listen for RCP requests.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.
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Configuring NTP
To configure the device to synchronize its clock with an NTP server, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > NTP. The NTP page is displayed.

Step 2

Check Enable to enable NTP.

Step 3

In the NTP Server field, enter the IP address or hostname of up to four NTP servers. Use a space to
separate the entries.

Step 4

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Setting the Time Zone
If you have an outside source on your network that provides time services, such as an NTP server, you
do not need to set the system clock manually. When manually setting the clock, enter the local time. The
device calculates Coordinated Universal Time (UTC) based on the time zone set.

Note

Caution

Two clocks exist in the system: the software clock and the hardware clock. The software uses the
software clock. The hardware clock is used only at startup to initialize the software clock.

We highly recommend that you use NTP servers to synchronize the devices in your VDS-SB network.
If you change the local time on the device, you must change the BIOS clock time as well; otherwise, the
timestamps on the error logs are not synchronized. Changing the BIOS clock is required because the
kernel does not handle time zones.
To manually configure the time zone, do the following:

Step 1

Choose Devices > Devices > General Settings > Network > Time Zone. The Time Zone page is
displayed with the default settings of UTC (offset = 0) and no daylight savings time configured.

Step 2

To configure a standard time zone, do the following:
a.

Click the Standard Time Zone radio button.
The standard convention for time zones uses a Location/Area format in which Location is a
continent or a geographic region of the world and Area is a time zone region within that location.
For a list of standard time zones that can be configured and their UTC offsets, see Table 3-13 on
page 3-23.

b.

From the Standard Time Zone drop-down list, choose a location for the time zone. The page
refreshes, displaying all area time zones for the chosen location in the second drop-down list.

c.

Choose an area for the time zone.
The UTC offset (hours and minutes ahead or behind UTC) for the corresponding time zone is
displayed. During summer time savings, the offset may differ and is displayed accordingly.
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Note

Step 3

Step 4

Some of the standard time zones (mostly time zones within the United States) have daylight
savings time zones configured automatically.

To configure a customized time zone, do the following:
a.

Click the Customized Time Zone radio button.

b.

In the Customized Time Zone field, enter a name to for the time zone. The time zone entry is case
sensitive and can contain up to 40 characters. Spaces are not allowed. If you specify any of the
standard time zone names, an error message is displayed when you click Submit.

c.

For UTC offset, choose + or – from the UTC Offset drop-down list to indicate whether the
configured time zone is ahead or behind UTC. Also, choose the number of hours (0 to 23) and
minutes (0 to 59) offset from UTC for the customized time zone. The range for the UTC offset is
from –23:59 to 23:59, and the default is 0:0.

To configure customized summer time savings, do the following:

Note

Customized summer time can be specified for both standard and customized time zones.

The start and end dates for summer time can be configured in two ways: absolute dates or recurring
dates. Absolute dates apply once and must be reset every year. Recurring dates apply every year.
a.

Click the Absolute Dates radio button to configure summer settings once.

b.

In the Start Date and End Date fields, specify the month, day, and year that the summer time
savings starts and ends in mm/dd/yyyy format.
Alternatively, click the Calendar icon and select a date. The chosen date is highlighted in blue.
Click Apply.

Step 5

c.

Click the Recurring Dates radio button to configure a recurring summer setting.

d.

Using the drop-down lists, choose the start day, week, and month when the summer time savings
starts. For example, if the summer time savings begins the first Sunday in March, you would select
Sunday, 1st, March from the drop-down lists.

e.

Using the drop-down lists, choose the start day, week, and month when the summer time savings
ends.

Using the Start Time drop-down lists and the End Time drop-down lists, choose the hour (0 to 23) and
minute (0 to 59) at which daylight savings time starts and ends.
Start Time and End Time fields for summer time are the times of the day when the clock is changed to
reflect summer time. By default, both start and end times are set at 00:00.

Step 6

In the Offset field, specify the minutes offset from UTC (0 to 1439). (See Table 3-13 on page 3-23.)
The summer time offset specifies the number of minutes that the system clock moves forward at the
specified start time and backward at the end time.

Step 7

To not specify a summer or daylight savings time for the corresponding time zone, click the No
Customized Summer Time Configured radio button.

Step 8

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.
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Table 3-13 lists the UTC offsets for the different locations around the world.
Table 3-13

Time Zone—Offset from UTC

Time Zone

Offset from
UTC (in hours) Time Zone

Offset from
UTC (in hours)

Africa/Algiers

+1

Asia/Vladivostok

+10

Africa/Cairo

+2

Asia/Yekaterinburg

+5

Africa/Casablanca

0

Asia/Yakutsk

+9

Africa/Harare

+2

Australia/Adelaide

+9.30

Africa/Johannesburg

+2

Australia/Brisbane

+10

Africa/Nairobi

+3

Australia/Darwin

+9.30

America/Buenos_Aires

–3

Australia/Hobart

+10

America/Caracas

–4

Australia/Perth

+8

America/Mexico_City

–6

Australia/Sydney

+10

America/Lima

–5

Canada/Atlantic

–4

America/Santiago

–4

Canada/Newfoundland

–3.30

Atlantic/Azores

–1

Canada/Saskatchewan

–6

Atlantic/Cape_Verde

–1

Europe/Athens

+2

Asia/Almaty

+6

Europe/Berlin

+1

Asia/Baghdad

+3

Europe/Bucharest

+2

Asia/Baku

+4

Europe/Helsinki

+2

Asia/Bangkok

+7

Europe/London

0

Asia/Colombo

+6

Europe/Moscow

+3

Asia/Dacca

+6

Europe/Paris

+1

Asia/Hong_Kong

+8

Europe/Prague

+1

Asia/Irkutsk

+8

Europe/Warsaw

+1

Asia/Jerusalem

+2

Japan

+9

Asia/Kabul

+4.30

Pacific/Auckland

+12

Asia/Karachi

+5

Pacific/Fiji

+12

Asia/Katmandu

+5.45

Pacific/Guam

+10

Asia/Krasnoyarsk

+7

Pacific/Kwajalein

–12

Asia/Magadan

+11

Pacific/Samoa

–11

Asia/Muscat

+4

US/Alaska

–9

Asia/New Delhi

+5.30

US/Central

–6

Asia/Rangoon

+6.30

US/Eastern

–5

Asia/Riyadh

+3

US/East–Indiana

–5

Asia/Seoul

+9

US/Hawaii

–10

Asia/Singapore

+8

US/Mountain

–7
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Table 3-13

Time Zone—Offset from UTC (continued)

Time Zone

Offset from
UTC (in hours) Time Zone

Offset from
UTC (in hours)

Asia/Taipei

+8

–8

Asia/Tehran

+3.30

US/Pacific

The offset time (number of hours ahead or behind UTC) as displayed in the table is in effect during
winter time. During summer time or daylight savings time, the offset may be different from the values
in the table and is calculated and displayed accordingly by the system clock.

Viewing Network Interfaces
The Network Interfaces page is informational only. To view this information, choose Devices >
Devices > General Settings > Network > Network Interfaces. Information about the network
interfaces configured for the device is displayed.

Configuring External IP Addresses
The External IP page allows you to configure up to eight Network Address Translation (NAT) IP
addresses. This allows a router to translate up to eight internal addresses to registered unique addresses
and translate external registered addresses to addresses that are unique to the private network.
To configure NAT IP addresses, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > External IP. The External IP Settings page
is displayed.

Step 2

Check the Enable check box.

Step 3

In the External IP Address fields (1–8), enter up to eight IP addresses.

Step 4

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Configuring Port Channel and Load Balancing Settings
To configure load balancing on port channels, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > Port Channel Settings. The Port Channel
Settings page is displayed.

Step 2

From the Load Balancing Method drop-down list, choose one of the following load balancing methods:
•

dst-ip—Destination IP address

•

dst-mac—Destination MAC address

•

dst-mixed-ip-port—Destination IP address and TCP/UDP port

•

dst-port—Destination port

•

round robin—Each interface in the channel group
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•

src-dst-ip—Source and destination IP address

•

src-dst-mac—Source and destination MAC address

•

src-dst-mixed-ip-port—Source destination IP address and source destination port

•

src-dst-port—Source and destination port

•

src-mixed-ip-port—Source IP address and source destination port

•

src-port—Source port

Round robin allows traffic to be distributed evenly among all interfaces in the channel group. The other
balancing options give you the flexibility to choose specific interfaces (by IP address, MAC address,
port) when sending an Ethernet frame.
The source and destination options mean that while calculating the outgoing interface, take into account
both the source and destination (MAC address or port).

Note

Step 3

Round-robin load-balancing mode is not supported when Link Aggregation Control Protocol
(LACP) is enabled on the port channel.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Configuring IP General Settings
The Path Maximum Transmission Unit (MTU) Discovery discovers the largest IP packet size allowable
between the various links along the forwarding path and automatically sets the correct value for the
packet size. By using the largest MTU the links can support, the sending device can minimize the number
of packets it must send.

Note

The Path MTU Discovery is a process initiated by the sending device. If a server does not support IP
Path MTU Discovery, the receiving device has no mechanism available to avoid fragmenting datagrams
generated by the server.
To enable Path MTU Discovery, do the following:

Step 1

Choose Devices > Devices > General Settings > Network > IP General Settings. The IP General
Settings page is displayed.

Step 2

Check Enable Path MTU Discovery.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.
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Configuring IP ACL for IPv4 and IPv6
Access control lists (ACLs) provide a means to filter packets by allowing a user to permit or deny IP
packets from crossing specified interfaces. Packet filtering helps to control packet movement through
the network. Such control can help limit network traffic and restrict network use by certain users or
devices.

Note

ACLs for IPv6 are separate from IPv4. To create IP ACLs for IPv4, choose Devices > Devices > General
Settings > Network > IP ACL. To create IP ACLs for IPv6, choose Devices > Devices > General
Settings > Network > IPv6 ACL.
You can also apply ACLs to management services such as SNMP, SSH, HTTPS, Telnet, and FTP. ACLs
can be used to control the traffic that these applications provide by restricting the type of traffic that the
applications handle.
In a managed VDS network environment, administrators need to be able to prevent unauthorized access
to various devices and services. VDS supports standard and extended ACLs that allow administrators to
restrict access to or through a VDS network device, such as the SB. Administrators can use ACLs to
reduce the infiltration of hackers, worms, and viruses that can harm the network.
ACLs provide controls that allow various services to be tied to a particular interface. For example, the
administrator can use IP ACLs to define a public interface on the Service Broker for content serving and
a private interface for management services (for example, Telnet, SSH, SNMP, HTTPS, and software
upgrades). A device attempting to access one of the services must be on a list of trusted devices before
it is allowed access. The implementation of ACLs for incoming traffic on certain ports for a particular
protocol type is similar to the ACL support for the Cisco Global Site Selector and Cisco routers.
To use ACLs, the system administrator must first configure ACLs and then apply them to specific
services. The following are some examples of how IP ACLs can be used in various enterprise
deployments:

Note

•

Application layer proxy firewall with a hardened outside interface has no ports exposed. (Hardened
means that the interface carefully restricts which ports are available for access primarily for security
reasons. Because the interface is outside, many types of attacks are possible.) The device’s outside
address is globally accessible from the Internet, while its inside address is private. The inside
interface has an ACL to limit Telnet, SSH, and VDSM traffic.

•

Device is deployed anywhere within the enterprise. Like routers and switches, the administrator
wants to limit Telnet, SSH, and VDSM access to the IT source subnets.

•

Device is deployed as a reverse proxy in an untrusted environment, and the administrator wishes to
allow only port 80 inbound traffic on the outside interface and outbound connections on the
back-end interface.

IP ACLs are defined for individual devices only. IP ACLs cannot be managed through device groups.
When you create an IP ACL, you should note the following constraints:
•

IP ACL names must be unique within the device.

•

IP ACL names must be limited to 30 characters and contain no spaces or special characters.

•

VDSM can manage up to 50 IP ACLs and a total of 500 conditions per device.

•

When the IP ACL name is numeric, numbers 1 through 99 denote standard IP ACLs and numbers
100 through 199 denote extended IP ACLs. IP ACL names that begin with a number cannot contain
nonnumeric characters.
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•

Extended IP ACLs cannot be used with SNMP applications.

Creating a New IP ACL

To create a new IP ACL, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > IP ACL for IPv4 addressing. Choose
Devices > Devices > General Settings > Network > IPv6 ACL for IPv6 addressing. The IP ACL Table
page is displayed.
The table is sortable by clicking the column headings.

Step 2

Click the Create New icon in the task bar. The IP ACL page is displayed.
To edit an ACL, click the Edit icon next to the name you want to edit.

Step 3

In the Name field, enter a name, observing the naming rules for IP ACLs.

Step 4

From the ACL Type drop-down list, choose an IP ACL type (Standard or Extended). The default is
Standard.

Step 5

Click Submit. The page refreshes and the Modifying IP ACL page for a newly created IP ACL is
displayed.

Note

Clicking Submit at this point merely saves the IP ACL; IP ACLs without any conditions defined
do not appear on the individual devices.

Adding Conditions to an IP ACL

To add conditions to an IP ACL, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > IP ACL for IPv4 addressing. Choose
Devices > Devices > General Settings > Network > IPv6 ACL for IPv6 addressing. The IP ACL Table
page is displayed.

Step 2

Click the Edit icon next to the name of the IP ACL you want to add a condition to. The Modifying IP
ACL page is displayed.

Step 3

Click the Create New icon in the task bar. The Condition page is displayed.
To edit a condition, click the Edit icon next to the name you want to edit.

Note

Step 4

Step 5

The number of available fields for creating IP ACL conditions depends on the whether the IP
ACL type is standard or extended.

Enter values for the properties that are enabled for the type of IP ACL that you are creating.
•

To create a standard IP ACL, go to Step 5.

•

To create an extended IP ACL, go to Step 6.

To set up conditions for a standard IP ACL, do the following:
a.

From the Purpose drop-down list, choose a purpose (Permit or Deny).

b.

In the Source IP field, enter the source IP address.

c.

In the Source IP Wildcard field, enter a source IP wildcard address.
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d.

Click Submit. The Modifying IP ACL page is displayed showing the new condition and its
configuration.

e.

To add another condition to the IP ACL, repeat the steps.

f.

To reorder your list of conditions in the Modifying IP ACL page, use the Up arrow or Down arrow
in the Order column, or click a column heading to sort by any configured parameter.

Note

g.

The order of the conditions listed becomes the order in which IP ACLs are applied to the
device.

When you have finished adding conditions to the IP ACL, and you are satisfied with all your entries
and the order in which the conditions are listed, click Submit in the Modifying IP ACL page to
commit the IP ACL to the device database.
A green “Change submitted” indicator appears in the lower right corner of the Modifying IP ACL
page to indicate that the IP ACL is being submitted to the device database.

Table 3-14 describes the fields in a standard IP ACL.
Table 3-14

Standard IP ACL Conditions

Field

Default Value

Description

Permit

Specifies whether a packet is to be passed (Permit) or dropped
(Deny).

Source IP1

0.0.0.0

Source IPv6

0::0

IP address of the network or host from which the packet is being
sent, specified as a 32-bit quantity in 4-part dotted decimal format.
for IPv4.

Source IP1
Wildcard

255.255.255.255

Purpose

1

Source Prefix

0

Wildcard bits to be applied to the source, specified as a 32-bit
quantity in 4-part dotted decimal format for IPv4. Place a 1 in the
bit positions that you want to ignore and identify bits of interest
with a 0.

1. Required Field

Step 6

To set up conditions for an extended IP ACL, do the following:
a.

From the Purpose drop-down list, choose a purpose (Permit or Deny).

b.

From the Extended Type drop-down list, choose Generic, TCP, UDP, or ICMP.
After you choose a type of extended IP ACL, various options become available depending on what
type you choose.

c.

Enter the settings as appropriate. See Table 3-15 for descriptions of the extended IP ACL fields.

d.

Click Submit. The Modifying IP ACL page is displayed showing the new condition and its
configuration.

e.

To add another condition to the IP ACL, repeat the steps.

f.

To reorder your list of conditions from the Modifying IP ACL page, use the Up arrow or Down arrow
in the Order column, or click a column heading to sort by any configured parameter.

Note

The order of the conditions listed becomes the order in which IP ACLs are applied to the
device.
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g.

When you have finished adding conditions to the IP ACL, and you are satisfied with all your entries
and the order in which the conditions are listed, click Submit in the Modifying IP ACL page to
commit the IP ACL to the device database.
A green “Change submitted” indicator appears in the lower-left corner of the Modifying IP ACL
page to indicate that the IP ACL is being submitted to the device database.

Table 3-15

Extended IP ACL Conditions

Extended
Type

Field

Default Value

Description

Purpose1

Permit

Specifies whether a packet is to be passed (Permit) or dropped Generic, TCP,
(Deny).
UDP, ICMP

Protocol

ip

Internet protocol (gre, icmp, ip, tcp, or udp). To match any
Internet protocol, use the ip keyword.

Generic

Established

Unchecked (false)

When checked, a match with the ACL condition occurs if the
TCP datagram has the ACK or RST bits set, indicating an
established connection. Initial TCP datagrams used to form a
connection are not matched.

TCP

Source IP1

0.0.0.0

SourceIPv6

0::0

IP address of the network or host from which the packet is being Generic, TCP,
sent, specified as a 32-bit quantity in 4-part dotted decimal
UDP, ICMP
format for IPv4.

Source IP Wildcard1 255.255.255.255
Source Prefix

0

Source Port 1

0

Wildcard bits to be applied to the source, specified as a 32-bit
quantity in 4-part dotted decimal format for IPv4. Place a 1 in
the bit positions that you want to ignore and identify bits of
interest with a 0.

Generic, TCP,
UDP, ICMP

Decimal number or name of a port. Valid port numbers are 0 to TCP, UDP
65535. See Table 3-16 and Table 3-17 for port name
descriptions and associated port numbers.
Valid TCP port names are as
follows:

Valid UDP port names are as
follows:

•

domain

•

bootpc

•

exec

•

bootps

•

ftp

•

domain

•

ftp-data

•

netbios-dgm

•

https

•

netbios-ns

•

nfs

•

netbios-ss

•

rtsp

•

nfs

•

ssh

•

ntp

•

telnet

•

snmp

•

www

•

snmptrap

Source Operator

range

Specifies how to compare the source ports against incoming
packets. Choices are <, >, ==, !=, or range.

TCP, UDP

Source Port 2

65535

Decimal number or name of a port. See Source Port 1.

TCP, UDP
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Table 3-15

Extended IP ACL Conditions (continued)

Extended
Type

Field

Default Value

Description

Destination IP

0.0.0.0

Destination IPv6

0::0

IP address of the network or host to which the packet is being
sent, specified as a 32-bit quantity in 4-part dotted decimal
format for IPv4.

Generic, TCP,
UDP, ICMP

Destination IP
Wildcard

255.255.255.255

Wildcard bits to be applied to the source, specified as a 32-bit
quantity in 4-part dotted decimal format for IPv4. Place a 1 in
the bit positions that you want to ignore and identify bits of
interest with a 0.

Generic, TCP,
UDP, ICMP

0

Destination Prefix
Destination Port 1

0

Decimal number or name of a port. Valid port numbers are 0 to TCP, UDP
65535. See Table 3-16 and Table 3-17 for port name
descriptions and associated port numbers.
Valid TCP port names are as
follows:

Valid UDP port names are as
follows:

•

domain

•

bootpc

•

exec

•

bootps

•

ftp

•

domain

•

ftp-data

•

netbios-dgm

•

https

•

netbios-ns

•

nfs

•

netbios-ss

•

rtsp

•

nfs

•

ssh

•

ntp

•

telnet

•

snmp

•

www

•

snmptrap

Destination Operator range

Specifies how to compare the destination ports against incoming TCP, UDP
packets. Choices are <, >, ==, !=, or range.

Destination Port 2

65535

Decimal number or name of a port. See Destination Port 1.

TCP, UDP

ICMP Param Type1

None

Choices are None, Type/Code, or Msg.

ICMP

ICMPv6 Param Type

ICMP Message1
ICMPv6 Message

administratively-
prohibited

•

None—Disables the ICMP Type, Code, and Message fields.

•

Type/Code—Allows ICMP messages to be filtered by
ICMP message type and code. Also enables the ability to set
an ICMP message code number.

•

Msg—Allows a combination of type and code to be
specified using a keyword. Activates the ICMP Message
drop-down list. Disables the ICMP Type field.

Allows a combination of ICMP type and code to be specified
using a keyword chosen from the drop-down list.

ICMP

See Table 3-18 for descriptions of the ICMP messages.
ICMP Type

1

0

ICMPv6 Type

Number from 0 to 255. This field is enabled when you choose
Type/Code.

ICMP
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Table 3-15

Extended IP ACL Conditions (continued)

Field

Default Value

Description

Extended
Type

Use ICMP Code1

Unchecked

When checked, enables the ICMP Code field.

ICMP

0

Number from 0 to 255. Message code option that allows ICMP ICMP
messages of a particular type to be further filtered by an ICMP
message code.

Use ICMPv6 Code
ICMP Code1
ICMPv6 Code
1. Required Field

Table 3-16 lists the UDP keywords that you can use with extended access control lists.
Table 3-16

UDP Keywords and Port Numbers

Port Name

Description

UDP Port Number

bootpc

Bootstrap Protocol (BOOTP) client service

68

bootps

Bootstrap Protocol (BOOTP) server service

67

domain

Domain Name System (DNS) service

53

netbios-dgm

NetBIOS datagram service

138

netbios-ns

NetBIOS name resolution service

137

netbios-ss

NetBIOS session service

139

nfs

Network File System service

2049

ntp

Network Time Protocol settings

123

snmp

Simple Network Management Protocol service

161

snmptrap

SNMP traps

162

Table 3-17 lists the TCP keywords that you can use with extended access control lists.
Table 3-17

TCP Keywords and Port Numbers

Port Name

Description

TCP Port Number

domain

Domain Name System service

53

exec

Remote process execution

512

ftp

File Transfer Protocol service

21

ftp-data

FTP data connections (used infrequently)

20

https

Secure HTTP service

443

nfs

Network File System service applications

2049

rtsp

Real-Time Streaming Protocol applications

554

ssh

Secure Shell login

22

telnet

Remote login using Telnet

23

www

World Wide Web (HTTP) service

80
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Table 3-18 lists the keywords that you can use to match specific ICMP message types and codes.
Table 3-18

Keywords for ICMP Message Type and Code

Message

Description

administratively-prohibited

Messages that are administratively prohibited from being allowed
access.

alternate-address

Messages that specify alternate IP addresses.

conversion-error

Messages that denote a datagram conversion error.

dod-host-prohibited

Messages that signify a Department of Defense (DoD) protocol
Internet host denial.

dod-net-prohibited

Messages that specify a DoD protocol network denial.

echo

Messages that are used to send echo packets to test basic network
connectivity.

echo-reply

Messages that are used to send echo reply packets.

general-parameter-problem

Messages that report general parameter problems.

host-isolated

Messages that indicate that the host is isolated.

host-precedence-unreachable

Messages that have been received with the protocol field of the IP
header set to 1 (ICMP) and the type field in the ICMP header set to
3 (Host Unreachable). This is the most common response. Large
numbers of this datagram type on the network are indicative of
network difficulties or may be indicative of hostile actions.

host-redirect

Messages that specify redirection to a host.

host-tos-redirect

Messages that specify redirection to a host for type of
service-based (ToS) routing.

host-tos-unreachable

Messages that denote that the host is unreachable for ToS-based
routing.

host-unknown

Messages that specify that the host or source is unknown.

host-unreachable

Messages that specify that the host is unreachable.

information-reply

Messages that contain domain name replies.

information-request

Messages that contain domain name requests.

mask-reply

Messages that contain subnet mask replies.

mask-request

Messages that contain subnet mask requests.

mobile-redirect

Messages that specify redirection to a mobile host.

net-redirect

Messages that are used for redirection to a different network.

net-tos-redirect

Messages that are used for redirection to a different network for
ToS-based routing.

net-tos-unreachable

Messages that specify that the network is unreachable for the
ToS-based routing.

net-unreachable

Messages that specify that the network is unreachable.

network-unknown

Messages that denote that the network is unknown.

no-room-for-option

Messages that specify the requirement of a parameter, but that no
room is available for it.
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Table 3-18

Keywords for ICMP Message Type and Code (continued)

Message

Description

option-missing

Messages that specify the requirement of a parameter, but that
parameter is not available.

packet-too-big

Messages that specify that the ICMP packet requires fragmentation
but the Do Not Fragment (DF) bit is set.

parameter-problem

Messages that signify parameter-related problems.

port-unreachable

Messages that specify that the port is unreachable.

precedence-unreachable

Messages that specify that host precedence is not available.

protocol-unreachable

Messages that specify that the protocol is unreachable.

reassembly-timeout

Messages that specify a timeout during reassembling of packets.

redirect

Messages that have been received with the protocol field of the IP
header set to 1 (ICMP) and the type field in the ICMP header set to
5 (Redirect). ICMP redirect messages are used by routers to notify
the hosts on the data link that a better route is available for a
particular destination.

router-advertisement

Messages that contain ICMP router discovery messages called
router advertisements.

router-solicitation

Messages that are multicast to ask for immediate updates on
neighboring router interface states.

source-quench

Messages that have been received with the protocol field of the IP
header set to 1 (ICMP) and the type field in the ICMP header set to
4 (Source Quench). This datagram may be used in network
management to provide congestion control. A source quench
packet is issued when a router is beginning to lose packets due to
the transmission rate of a source. The source quench is a request to
the source to reduce the rate of a datagram transmission.

source-route-failed

Messages that specify the failure of a source route.

time-exceeded

Messages that specify information about all instances when
specified times were exceeded.

timestamp-reply

Messages that contain timestamp replies.

timestamp-request

Messages that contain timestamp requests.

traceroute

Messages that specify the entire route to a network host from the
source.

ttl-exceeded

Messages that specify that ICMP packets have exceeded the
time-to-live configuration.

unreachable

Messages that are sent when packets are denied by an access
control list; these packets are not dropped in the hardware but
generate the ICMP-unreachable message.

Applying an IP ACL to an Interface

The IP ACLs can be applied to a particular interface (such as management services to a private IP
address) so that the device can have one interface in a public IP address space that serves content and
another interface in a private IP address space that the administrator uses for management purposes. This
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feature ensures that clients can access the Service Broker only in the public IP address space for serving
content and not access it for management purposes. A device attempting to access one of these
applications that is associated with an IP ACL must be on the list of trusted devices to be allowed access.
To apply an IP ACL to an interface from the CLI, use the following interface configuration command:
interface {GigabitEthernet | Portchannel | Standby | TenGigabitEthernet} slot/port [ip | ipv6]
access-group {accesslistnumber | accesslistname} {in | out}
Deleting an IP ACL

You can delete an IP ACL, including all conditions and associations with network interfaces, or you can
delete only the IP ACL conditions. Deleting all conditions allows you to change the IP ACL type if you
choose to do so. The IP ACL entry continues to appear in the IP ACL listing; however, it is in effect
nonexistent.
To delete an IP ACL, do the following:
Step 1

Choose Devices > Devices. > General Settings > Network > IP ACL for IPv4 addressing. Choose
Devices > Devices. > General Settings > Network > IPv6 ACL for IPv6 addressing.The IP ACL Table
page is displayed.

Step 2

Click the Edit icon next to the name of the IP ACL that you want to delete. The Modifying IP ACL page
is displayed. If you created conditions for the IP ACL, you have three options for deletion:
•

Delete ACL—This option removes the IP ACL, including all conditions and associations with
network interfaces and applications.

•

Delete All Conditions—This option removes all the conditions, while preserving the IP ACL name.

•

Delete IP ACL Condition—This option removes one condition from the ACL.

Step 3

To delete the entire IP ACL, click Delete ACL in the task bar. You are prompted to confirm your action.
Click OK. The record is deleted.

Step 4

To delete only the conditions, click Delete All Conditions in the task bar. You are prompted to confirm
your action. Click OK. The window refreshes, conditions are deleted, and the ACL Type field becomes
available.

Step 5

To delete one condition, do the following:
a.

Click the Edit icon next to the condition. The condition settings are displayed.

b.

Click the Delete IP ACL Condition icon in the task bar. The IP ACL table is displayed.

c.

Click Submit to save the IP ACL table to the database.

Configuring Static IPv4 Routes
The Static IP Routes page allows you to configure a static IPv4 route for a network or host. Any IP packet
designated for the specified destination uses the configured route.
To configure a static IP route, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > Static IP Routes. The IP Route Table page
is displayed.
The table is sortable by clicking the column headings.

Step 2

Click the Create New icon in the task bar. The IP Route page is displayed.
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To edit a static route, click the Edit icon next to the name you want to edit.
Step 3

In the Destination Network Address field, enter the destination network IP address.

Step 4

In the Netmask field, enter the destination host netmask.

Step 5

In the Gateway’s IP Address field, enter the IP address of the gateway interface.

Step 6

Click Submit to save the settings.
To delete a route, click the Edit icon for the route, then click the Delete icon in the task bar.

Configuring Static IPv6 Routes
The Static IPv6 Routes page allows you to configure a staticIPv6 route for a network or host. Any IP
packet designated for the specified destination uses the configured route.
To configure a static IPv6 route, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > Static IPv6 Routes. The IPv6 Route Table
page is displayed.
The table is sortable by clicking the column headings.

Step 2

Click the Create New icon in the task bar. The IPv6 Route page is displayed.
To edit a static route, click the Edit icon next to the name you want to edit.

Step 3

In the Destination Network Address field, enter the destination network IPv6 address.

Step 4

In the Prefix field, enter the prefix length of the route, subnet, or address range. For example, for
2001:DB8::/32, the prefix length is 32.

Step 5

In the Gateway’s IPv6 Address field, enter the IPv6 address of the gateway interface.

Step 6

Click Submit to save the settings.
To delete a route, click the Edit icon for the route, then click the Delete icon in the task bar.

Configuring DSR VIP
The VDS-SB supports Virtual IP (VIP) configuration for Direct Server Return (DSR) when working
with networks that use load balancers. DSR bypasses the load balancer for all server responses to client
requests by using MAC Address Translation (MAT).
The VDS-SB allows for the configuration of up to four VIPs (on loopback interfaces).
Client requests are sent to the load balancer and the load balancer sends the requests on to the Service
Broker. If DSR VIP is configured on the VDS-SB (and supported on the load balancer), all VDS-SB
responses to the client are sent directly to the client, bypassing the load balancer.
To configure a DSR VIP, do the following:
Step 1

Choose Devices > Devices > General Settings > Network > DSR VIP. The DSR VIP page is displayed.

Step 2

In the Direct Server Return VIP 1 field, enter the IPv4 and IPv6 address of the Direct Server Return
VIP.

Step 3

Enter any additional DSR VIPs in the remaining fields (Direct Server Return VIP 2 to 4).
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Step 4

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Configuring Notification and Tracking
The Notification and Tracking pages provide settings for alarms, thresholds, SNMP connectivity, and
device monitoring. Configuring notification and tracking consists of the following procedures:
•

Enabling Alarm Overload Detection

•

Setting Service Monitor Thresholds

•

Configuring SNMP

•

Enabling System Logs

•

Configuring Transaction Logs for the Service Broker

Alarm Settings
The Alarm Settings page covers the following configuration settings;
•

Enabling Alarm Overload Detection

•

Alarms for Admin Shutdown Interface

Enabling Alarm Overload Detection

The device tracks the rate of incoming alarms from the Node Health Manager. If the rate of incoming
alarms exceeds the high-water mark (HWM) threshold, the device enters an alarm overload state. This
condition occurs when multiple applications raise alarms at the same time. When a device is in an alarm
overload state, the following events occur:
•

Traps for the raise alarm-overload alarm and clear alarm-overload alarm are sent. SNMP traps for
subsequent alarm raise-and-clear operations are suspended.

•

Traps for alarm operations that occur between the raise-alarm-overload alarm and the
clear-alarm-overload alarm operations are suspended, but individual device alarm information is
still collected and available using the CLI.

•

Device remains in an alarm overload state until the rate of incoming alarms decreases to less than
the low-water mark (LWM).

•

If the incoming alarm rate falls below the LWM, the device comes out of the alarm overload state
and begins to report the alarm counts to the SNMP servers and the VDSM.

Alarms that have been raised on a device can be listed by using the CLI commands shown in Table 3-19.
These CLI commands allow you to systematically drill down to the source of an alarm.
Table 3-19

Viewing Device Alarms

Comman
d
Syntax

Description

show
alarms

Displays a list of all currently raised alarms (critical, major, and
minor alarms) on the device.
show alarms critical Displays a list of only currently raised critical alarms on the device.
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Table 3-19

Viewing Device Alarms (continued)

Comman
d
Syntax

Description

show alarms major

Displays a list of only currently raised major alarms on the device.

show alarms minor

Displays a list of only currently raised minor alarms on the device.

show alarms detail

Displays detailed information about the currently raised alarms.

show alarms history Displays a history of alarms that have been raised and cleared on the
device. The CLI retains the last 100 alarm raise and clear events
only.
show alarms status

Displays the counts for the currently raised alarms on the device.
Also lists the alarm-overload state and the alarm-overload settings.

To configure the alarm overload detection, do the following:
Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > Alarm Settings. The
Alarm Settings page is displayed.

Step 2

Uncheck the Enable Alarm Overload Detection check box if you do not want to configure the device
to suspend alarm raise and clear operations when multiple applications report error conditions. Alarm
overload detection is enabled by default.

Step 3

In the Alarm Overload Low Water Mark field, enter the number of alarms per second for the clear
alarm overload threshold. The low water mark is the level to which the number of alarms must drop
below before alarm traps can be sent. The default value is 1.

Step 4

In the Alarm Overload High Water Mark field, enter the number of alarms per second for the raise
alarm-overload threshold. The high-water mark is the level the number of alarms must exceed before
alarms are suspended. The default value is 10.

Step 5

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Alarms for Admin Shutdown Interface

When the Alarms for Admin Shutdown Interface check box is checked, the interface alarm is
shutdown. If there is already an alarm raised when the setting is submitted, unchecking the option and
submitting the change does not clear the outstanding alarm. There are two ways to avoid this situation:

Note

1.

Clear the outstanding alarm first before disabling this option.

2.

Disable this option and reboot. The alarm is cleared during reboot.

The Alarms for Admin Shutdown Interface option should be enabled before any of the above for the
alarm to take affect.
To enable the Alarms for Admin Shutdown Interface option, do the following:
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Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > Alarm Settings. The
Alarm Settings page is displayed.

Step 2

Check the Alarms for Admin Shutdown Interface check box to enable this option.

Step 3

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Setting Service Monitor Thresholds
The Service Monitor page is where you configure workload thresholds for the device.
To configure workload thresholds, do the following:
Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > Service Monitor. The
Service Monitor page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-20 for a description of the fields.
Table 3-20

Service Monitor Fields

Field

Description

CPU Settings

Enable

Allows the SB to collect CPU load information from the device.

Threshold

Value (as a percentage) that determines when the device is overloaded. The threshold
determines the extent of CPU usage allowed. The range is from 1 to 100. The default
is 80.

Sample Period

Time interval (in seconds) between two consecutive samples. The sample period is
the time during which the device and the SB exchange keep-alive messages that
contain the device load information. The range is from 1 to 60. The default is 1.

Number of
Samples

Number of most recently sampled values used when calculating the average. The
range is from 1 to 120. The default is 2.

Disk Settings

Enable

Allows the SB to collect disk transaction information from the device.

Threshold

The threshold, as a percentage, determines the extent of disk I/O load allowed. The
disk threshold is a disk I/O load threshold setting. It is not used to monitor disk
usage, it is calculated using the kernel’s diskstats status. This represents how much
disk I/O capacity the device is using. It is calculated across all disks on the device.
The range is from 1 to 100. The default is 80.

Sample Period

Time interval (in seconds) between two consecutive samples. The range is from 1 to
60. The default is 1.

Number of
Samples

Number of most recently sampled values used when calculating the average. The
range is from 1 to 120. The default is 2.

Memory Settings

Enable

Allows the SB to collect memory usage information from the device.

Cisco VDS Service Broker 1.3 Software Configuration Guide

3-38

OL-30204-02

Chapter 3

Configuring Devices
Configuring the Service Broker

Table 3-20

Service Monitor Fields (continued)

Field

Description

Threshold

The threshold (in percent) determines the extent of memory usage allowed. The
range is from 1 to 100. The default is 80.

Sample Period

Time interval (in seconds) between two consecutive samples. The range is from 1 to
60. The default is 1.

Number of
Samples

Number of most recently sampled values used when calculating the average. The
range is from 1 to 120. The default is 2.

KMemory Settings

Threshold

The threshold (in percent) determines the extent of kernel memory usage allowed.
The range is from 1 to 100. The default is 50.

Sample Period

Time interval (in seconds) between two consecutive samples. The range is from 1 to
60. The default is 1.

Number of
Samples

Number of most recently sampled values used when calculating the average. The
range is from 1 to 120. The default is 2.

Augmentation Alarms

Enable

Enables augmentation alarms. For more information, see the “Augmentation
Alarms” section on page 3-39.

Threshold

The augmentation alarms threshold is a percentage, that applies to the CPU, memory,
kernel memory, disk, disk fail count, and NIC usages. By default it is set to 80
percent. The threshold value range is 1–100.
As an example of an augmentation alarm, if the threshold configured for CPU usage
is 80 percent, and the augmentation threshold is set to 80 percent, then the
augmentation alarm for CPU usage is raised when the CPU usage crosses 64 percent.
If “A” represents the Service Monitor threshold configured, and “B” represents the
augmentation threshold configured, then the threshold for raising an augmentation
alarm = (A * B) / 100 percent.

Transaction Logging

Enable

Step 3

Enables Service Monitoring transaction logging. For more information, see the
“Service Monitor Transaction Logs” section on page 6-20.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Augmentation Alarms

Augmentation alarms are soft alarms that send alerts before the threshold is reached. These alarms are
applicable to all devices—Service Brokers, Service Brokers and VDSMs. Augmentation thresholds
apply to device parameters.
A different augmentation alarm is supported for each of the device-level thresholds. Based on the device
parameters monitored by Service Monitor, the following minor alarms could be raised for device-level
thresholds:
•

CpuAugThreshold—Service Monitor CPU augmentation alarm.
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•

MemAugThreshold—Service Monitor memory augmentation alarm.

•

KmemAugThreshold—Service Monitor kernel memory augmentation alarm.

•

DiskAugThreshold—Service Monitor disk augmentation alarm.

•

DiskFailCntAugThreshold—Service Monitor disk failure count augmentation alarm.

Check the augmentation threshold, device-level threshold, and average load for the above alarm
instance. Add more devices if necessary. A useful command is the show service-monitor command. The
augmentation alarms raised are displayed in the show alarms detail command. The alarms are cleared
when the load goes below the augmentation threshold.

Note

For system disks (disks that contain SYSTEM partitions), only when all system disks are bad is the
diskfailure augmentation and threshold alarms raised. The diskfailcnt threshold does not apply to system
disks. The threshold only applies to CDNFS disks, which is also the case for the augmentation
thresholds. This is because the system disks use RAID1. There is a separate alarm for bad RAID. With
the RAID system, if the critical primary disk fails, the other mirrored disk (mirroring only occurs for
SYSTEM partitions) seamlessly continues operation. However, if the disk drive that is marked bad is a
critical disk drive, the redundancy of the system disks for this device is affected. For more information
on disk error handling and threshold recommendations, see the “Enabling Disk Error Handling” section
on page 3-18.

As the show disk details command output reports, if disks have both SYSTEM and CDNFS partitions,
they are treated as only system disks, which means they are not included in the accounting of the CDNFS
disk calculation.

Configuring SNMP
The Cisco VDS-SB supports the following versions of SNMP:
•

Version 1 (SNMPv1)—A network management protocol that provides a means to monitor and
control network devices, and to manage configurations, statistics collection, performance, and
security.

•

Version 2 (SNMPv2c)—The second version of SNMP, it supports centralized and distributed
network management strategies, and includes improvements in the Structure of Management
Information (SMI), protocol operations, management architecture, and security.

•

Version 3 (SNMPv3)—An interoperable standards-based protocol for network management.
SNMPv3 provides secure access to devices by a combination of authenticating and encrypting
packets over the network. The security features provided in SNMPv3 are:
– Message integrity—Ensuring that a packet has not been tampered with in-transit.
– Authentication—Determining the message is from a valid source.
– Encryption—Scrambling the contents of a packet prevent it from being seen by an unauthorized

source.
SNMPv3 provides for both security models and security levels. A security model is an
authentication strategy that is set up for a user and the group in which the user resides. A security
level is the permitted level of security within a security model. A combination of a security model
and a security level determines which security mechanism is employed when handling an SNMP
packet. Three security models are available: SNMPv1, SNMPv2c, and SNMPv3.
Table 3-21 identifies what the combinations of security models and levels mean.
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Table 3-21

SNMP Security Models and Levels

Model Level

Authentication

Encryptio
n

v1

noAuthNoPriv

Community String

No

Uses a community string match for
authentication.

v2c

noAuthNoPriv

Community String

No

Uses a community string match for
authentication.

v3

noAuthNoPriv

Username

No

Uses a username match for authentication.

v3

authNoPriv

MD5 or SHA

No

Provides authentication based on the
HMAC-MD5 or HMAC-SHA algorithms.

v3

authPriv

MD5 or SHA

DES

Provides authentication based on the
HMAC-MD5 or HMAC-SHA algorithms.
Provides DES 56-bit encryption in
addition to authentication based on the
CBC-DES (DES-56) standard.

Process

The SNMPv3 agent can be used in the following modes:
•

noAuthNoPriv mode (that is, no security mechanisms turned on for packets)

•

AuthNoPriv mode (for packets that do not need to be encrypted using the privacy algorithm [DES
56])

•

AuthPriv mode (for packets that must be encrypted; privacy requires that authentication be
performed on the packet)

Using SNMPv3, users can securely collect management information from their SNMP agents without
worrying that the data has been tampered with. Also, confidential information, such as SNMP set packets
that change a Content Engine’s configuration, can be encrypted to prevent their contents from being
exposed on the wire. Also, the group-based administrative model allows different users to access the
same SNMP agent with varying access privileges.
Note the following about SNMPv3 objects:
•

Each user belongs to a group.

•

Group defines the access policy for a set of users.

•

Access policy is what SNMP objects can be accessed for reading, writing, and creating.

•

Group determines the list of notifications its users can receive.

•

Group also defines the security model and security level for its users.

To configure the SNMP settings, do the following:
Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > SNMP > General
Settings. The SNMP General Settings page is displayed.

Step 2

Enable the settings as appropriate. See Table 3-22 for a description of the fields.
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Table 3-22

Field

SNMP General Settings Fields

Description

Traps
Enable SNMP
Settings

Enables the SNMP agent to transmit traps to the SNMP server.

Service Engine

Enables the Disk Fail trap, which is the disk failure error trap.

SNMP

Enables SNMP-specific traps:

SB Alarm

•

Authentication—Enables authentication trap.

•

Cold Start—Enables cold start trap.

Enables alarm traps:
•

Raise Critical—Enables raise-critical alarm trap.

•

Clear Critical—Enables clear-critical alarm trap.

•

Raise Major—Enables raise-major alarm trap.

•

Clear Major—Enables clear-major alarm trap.

•

Raise Minor—Enables raise-minor alarm trap.

•

Clear Minor—Enables clear-minor alarm trap.

Entity

Enables SNMP entity traps.

Config

Enables CiscoConfigManEvent error traps.

Miscellaneous Settings
Notify Inform
Step 3

Enables the SNMP notify inform request.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Step 4

From the left-panel menu, click Community. The SNMP Community Table page is displayed.
The table is sortable by clicking the column headings. The maximum number of community strings that
can be created is ten.

Step 5

Click the Create New icon in the task bar. The SNMP Community page is displayed.
Click the Edit icon next to the community name to edit a community setting.

Note

Step 6

Each community is associated with a group. Each group has a view and users are assigned to a
group. If the group does not have a view associated with it, then users associated that group
cannot access any MIB entry.

Enter the settings as appropriate. See Table 3-23 for a description of the fields.
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Table 3-23

Field

Description

Community

Community string used as a password for authentication when you access the
SNMP agent of the device using SNMPv1 or SNMPv2. The “Community Name”
field of any SNMP message sent to the device must match the community string
defined here to be authenticated. You can enter a maximum of 64 characters in this
field.

Group name/rw

Group to which the community string belongs. The Read/Write option allows a
read or write group to be associated with this community string. The Read/Write
option permits access to only a portion of the MIB subtree. Choose one of the
following three options from the drop-down list:

Group Name

Step 7

SNMP Community Fields

•

None—Choose this option if you do not want to specify a group name to be
associated with the community string.

•

Read/Write—Choose this option if you want to allow read-write access to the
group associated with this community string.

•

Group—Choose this option if you want to specify a group name.

Name of the group to which the community string belongs. You can enter a
maximum of 64 characters in this field. This field is available only if you have
chosen the Group option in the Group name/rw field.

Click Submit to save the settings.
To delete an SNMP community, click the Edit icon for the community, then click the Delete icon in the
task bar.

Step 8

From the left-panel menu, click Group. The SNMP Group Table page is displayed.
The table is sortable by clicking the column headings. The maximum number of groups that can be
created is ten.

Step 9

Click the Create New icon in the task bar. The SNMP Group page is displayed.
Click the Edit icon next to the Group Name to edit a group.

Step 10

Enter the settings as appropriate. See Table 3-24 for a description of the fields.
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Table 3-24

SNMP Group Fields

Field

Description

Name

Name of the SNMP group. You can enter a maximum of 256 characters.
A group defines a set of users belonging to a particular security model. A group
defines the access rights for all the users belonging to it. Access rights define what
SNMP objects can be read, written to, or created. In addition, the group defines
what notifications a user is allowed to receive.
An SNMP group is a collection of SNMP users that belong to a common SNMP
list that defines an access policy, in which object identification numbers (OIDs) are
both read-accessible and write-accessible. Users belonging to a particular SNMP
group inherit all of the attributes defined by the group.

Sec Model

Security model for the group. Choose one of the following options from the
drop-down list:
•

v1—Version 1 security model (SNMP Version 1 [noAuthNoPriv]).

•

v2c—Version 2c security model (SNMP Version 2 [noAuthNoPriv]).

•

v3-auth—User security level SNMP Version 3 (AuthNoPriv).

•

v3-noauth—User security level SNMP Version 3 (noAuthNoPriv).

•

v3-priv— User security level SNMP Version 3 (AuthPriv).

The Sec Model you choose determines which of the following three security
algorithms is used on each SNMP packet:

Read View

•

noAuthNoPriv—Authenticates a packet by a string match of the username.

•

AuthNoPriv—Authenticates a packet by using either the HMAC MD5 or SHA
algorithms.

•

AuthPriv—Authenticates a packet by using either the HMAC MD5 or SHA
algorithms and encrypts the packet using the CBC-DES (DES-56) algorithm.

Name of the view (a maximum of 64 characters) that enables you only to view the
contents of the agent. By default, no view is defined. To provide read access to
users of the group, a view must be specified.
A read view defines the list of object identifiers (OIDs) that are accessible for
reading by users belonging to the group.

Write View

Name of the view (a maximum of 64 characters) that enables you to enter data and
configure the contents of the agent. By default, no view is defined.
A write view defines the list of object identifiers (OIDs) that are able to be created
or modified by users of the group.

Notify View

Name of the view (a maximum of 64 characters) that enables you to specify a
notify, inform, or trap. By default, no view is defined.
A notify view defines the list of notifications that can be sent to each user in the
group.

Step 11

Click Submit to save the settings.
To delete an SNMP group, click the Edit icon for the group, then click the Delete icon in the task bar.

Step 12

From the left-panel menu, click User. The SNMP User Table page is displayed.
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The table is sortable by clicking the column headings. The maximum number of users that can be created
is ten.
Step 13

Click the Create New icon in the task bar. The SNMP User page is displayed.
Click the Edit icon next to the username to edit a user.

Step 14

Enter the settings as appropriate. See Table 3-25 for a description of the fields.
Table 3-25

SNMP User Fields

Field

Description

Name

String representing the name of the user (256 characters maximum) who can access
the device.
An SNMP user is a person for which an SNMP management operation is
performed.

Group

Name of the group (256 characters maximum) to which the user belongs.

Remote SNMP ID Globally unique identifier for a remote SNMP entity. To send an SNMPv3 message
to the device, at least one user with a remote SNMP ID must be configured on the
device. The SNMP ID must be entered in octet string format. For example, if the
IP address of a remote SNMP entity is 192.147.142.129, then the octet string
would be 00:00:63:00:00:00:a1:c0:93:8e:81.
Authentication
Algorithm

Authentication
Password

Authentication algorithm that ensures the integrity of SNMP packets during
transmission. Choose one of the following three options from the drop-down list:
•

No-auth—Requires no security mechanism to be turned on for SNMP
packets.

•

MD5—Provides authentication based on the hash-based Message
Authentication Code Message Digest 5 (HMAC-MD5) algorithm.

•

SHA—Provides authentication based on the hash-based Message
Authentication Code Secure Hash (HMAC-SHA) algorithm.

String (256 characters maximum) that configures the user authentication
(HMAC-MD5 or HMAC-SHA) password. The number of characters is adjusted to
fit the display area if it exceeds the limit for display.
This field is optional if the no-auth option is chosen for the authentication
algorithm. Otherwise, this field must contain a value.

Step 15

Confirmation
Password

Authentication password for confirmation. The re-entered password must be the
same as the one entered in the Authentication Password field.

Private Password

String (256 characters maximum) that configures the authentication (HMAC-MD5
or HMAC-SHA) parameters to enable the SNMP agent to receive packets from the
SNMP host. The number of characters is adjusted to fit the display area if it
exceeds the limit for display.

Confirmation
Password

Private password for confirmation. The re-entered password must be the same as
the one entered in the Private Password field.

Click Submit to save the settings.
To delete an SNMP user, click the Edit icon for the user, then click the Delete icon in the task bar.

Step 16

To define a SNMPv2 MIB view, click View from the left-panel menu. The SNMP View Table page is
displayed.
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The table is sortable by clicking the column headings. The maximum number of SNMPv2 views that can
be created is ten.
SNMP view—A mapping between SNMP objects and the access rights available for those objects. An
object can have different access rights in each view. Access rights indicate whether the object is
accessible by either a community string or a user.
Step 17

Click the Create New icon in the task bar. The SNMP View page is displayed.
Click the Edit icon next to the username to edit a view.

Step 18

Enter the settings as appropriate. See Table 3-26 for a description of the fields.
Table 3-26

SNMP View Fields

Field

Description

Name

String representing the name of this family of view subtrees (256 characters
maximum). The family name must be a valid MIB name such as ENTITY-MIB.

Family

Object identifier (256 characters maximum) that identifies a subtree of the MIB.

View Type

View option that determines the inclusion or exclusion of the MIB family from the
view. Choose one of the following two options from the drop-down list:
•

Included—The MIB family is included in the view.

•

Excluded—The MIB family is excluded from the view.

Note

Step 19

When configuring an SNMP View with Excluded, the specified MIB that
is excluded is not accessible for the community associated with the group
that has that view.

Click Submit to save the settings.
To delete an SNMP view, click the Edit icon for the view, then click the Delete icon in the task bar.

Step 20

From the left-panel menu, click Host. The SNMP Host Table page is displayed.
The table is sortable by clicking the column headings. The maximum number of hosts that can be created
is four.

Step 21

Click the Create New icon in the task bar. The SNMP Host page is displayed.
Click the Edit icon next to the hostname to edit a host.

Step 22

Enter the settings as appropriate. See Table 3-27 for a description of the fields.
Table 3-27

SNMP Host Fields

Field

Description

Trap Host

Hostname or IP address an SNMP entity to which notifications (traps and informs)
are to be sent.

Community/User

Name of the SNMP community or user (256 characters maximum) that is sent in
SNMP trap messages from the device.
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Table 3-27

Step 23

SNMP Host Fields (continued)

Field

Description

Authentication

Security model to use for sending notification to the recipient of an SNMP trap
operation. Choose one of the following options from the drop-down list:
•

No-auth—Sends notification without any security mechanism.

•

v2c—Sends notification using Version 2c security.

•

Model v3-auth—Sends notification using SNMP Version 3 (AuthNoPriv).

•

Security Level v3-noauth—Sends notification using SNMP Version 3
(NoAuthNoPriv security).

•

Level v3-priv—Sends notification using SNMP Version 3 (AuthPriv
security).

Retry

Number of retries (1 to 10) allowed for the inform request. The default is 2.

Timeout

Timeout for the inform request in seconds (1 to 1000). The default is 15.

Click Submit to save the settings.
To delete an SNMP host, click the Edit icon for the host, then click the Delete icon in the task bar.

Step 24

From the left-panel menu, click Asset Tag. The SNMP Asset Tag page is displayed.

Step 25

In the Asset Tag Name field, enter a name for the asset tag and click Submit.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Step 26

From the left-panel menu, click Contact. The SNMP Contact page is displayed.

Step 27

In the Contact field, enter a name of the contact person for this device.

Step 28

In the Location field, enter a location of the contact person for this device.

Step 29

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Supported MIBs

The SNMP agent supports the following MIBs:
•

ENTITY-MIB (RFC 2037 Revision 199610310000Z))

•

MIB-II (RFC 1213)

•

HOST-RESOURCES-MIB (RFC 2790, hrSWInstalled and hrPrinterTable subgroups are not
supported)

•

BGP-4-MIB (RFC-4274)

•

UCD-SNMP-MIB

•

CISCO-ENTITY-ASSET-MIB

•

CISCO-CONFIG-MAN-MIB (Revision 9511280000Z)

•

CISCO_VDS_SERVICE_BROKER_MIB
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ENTITY-MIB, MIB-II, HOST-RESOURCES-MIB, BGP-4-MIB, and UCD-SNMP-MIB are
public-available MIBs.
To download a copy of the CISCO_VDS_SERVICE_BROKER_MIB, do the following:
Step 1

Choose System > Files > SNMP MIB. The CISCO_VDS_SERVICE_BROKER_MIB.my is listed.

Step 2

Click one of the following links;
•

CISCO_VDS_SERVICE_BROKER_MIB.my

Your browser program displays a dialog box asking if you want to open or save the file.
Step 3

Choose the appropriate option; either open or save the file.

For each 64-bit counter MIB object in the CISCO_VDS_SERVICE_BROKER_MIB, a 32-bit counter
MIB object is implemented so that SNMP clients using SNMPv1 can retrieve data associated with 64-bit
counter MIB objects. The MIB objects of each of these groups are read-only.
The CISCO_VDS_SERVICE_BROKER_MIB.my provides some object identifiers (OIDs) for Service
Broker statistics. All the OIDs in the MIB are only for querying purposes; no traps have been added to
this MIB. The Service Broker MIB provides two groups, vdssbStatsGroup and
vdssbServiceMonitorGroup, which contain OIDs for the statistics from the show statistics
service-broker all/summary/bfqdn/cdn/geolocation/history/javascript/ command
Use the following link to access the CISCO-ENTITY-ASSET-MIB and the
CISCO-CONFIG-MAN-MIB:
ftp://ftp.cisco.com/pub/mibs/v2/

Note

If your browser is located behind a firewall or you are connecting to the Internet with a DSL modem and
you are unable to access this file folder, you must change your web browser compatibility settings. In
the Internet Explorer (IE) web browser, choose Tools > Internet Options > Advanced, and check the
Use Passive FTP check box.

Enabling System Logs
Use the System Logs page to set specific parameters for the system log file (syslog). This file contains
authentication entries, privilege level settings, and administrative details. System logging is always
enabled. By default, the system log file is stored as /local1/syslog.txt.
To enable system logging, do the following:
Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > System Logs. The
System Log Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-28 for a description of the fields.
Table 3-28

Field

System Logs Settings Fields

Description

System Logs

Enable

Enables system logs.

Facility

Facility where the system log is sent.
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Table 3-28

Field

System Logs Settings Fields (continued)

Description

Console Settings

Enable

Enable sending the system log to the console.

Priority

Severity level of the message that should be sent to the specified remote syslog
host. The default priority is warning. The priorities are:
Emergency—System is unusable.
Alert—Immediate action needed.
Critical—Critical condition.
Error—Error conditions.
Warning—Warning conditions.
Notice—Normal but significant conditions.
Information—Informational messages.
Debug—Debugging messages.

Disk Settings

Enable

Enables saving the system logs to disk.

File Name

Path and filename where the system log file is stored on the disk. The default is
/local1/syslog.txt.

Priority

Severity level of the message that should be sent to the specified remote syslog
host.

Recycle

The maximum size of the system log file before it is recycled. The default is
10000000 bytes.

Host Settings

Step 3

Enable

Enables sending the system log file to a host. You can configure up to four hosts.

Hostname

A hostname or IP address of a remote syslog host.

Priority

Severity level of the message that should be sent to the specified remote syslog
host.

Port

The destination port on the remote host. The default is 514.

Rate Limit

The message rate per second. To limit bandwidth and other resource consumption,
messages can be rate limited. If this limit is exceeded, the remote host drops the
messages. There is no default rate limit, and by default all system log messages are
sent to all syslog hosts.

Click Submit to save the settings.

Multiple Hosts for System Logging

Each syslog host can receive different priority levels of syslog messages. Therefore, you can configure
different syslog hosts with a different syslog message priority code to enable the device to send varying
levels of syslog messages to the four external syslog hosts.
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However, if you want to achieve syslog host redundancy or failover to a different syslog host, you must
configure multiple syslog hosts on the device and assign the same priority code to each configured
syslog host.

Configuring Transaction Logs for the Service Broker
Transaction logs allow administrators to view the traffic that has passed through the SB. The fields in
the transaction log are the client’s IP address, the date and time when a request was made, the URL that
was requested, the SB selected to serve the content, the protocol, and the status of the redirect. The SB
transaction log file uses the W3C Common Log file format. For more information about transaction logs
and their formats, see the “Service Broker Transaction Log Fields” section on page 6-18.
To enable transaction logging for the SB, do the following:
Step 1

Choose Devices > Devices > General Settings > Notification and Tracking > Transaction Logging.
The Transaction Log Settings page is displayed.

Step 2

Enter the settings as appropriate. See Table 3-29 for a description of the fields.
Table 3-29

Transaction Log Settings Fields

Field

Description

General Settings

Transaction Log Enable

Enables transaction logging.

Compress Files before Export

When this check box is checked, archived log files are compressed
into gzip format before being exported to external FTP servers

Archive Settings

Max size of Archive File

Maximum size (in kilobytes) of the archive file to be maintained on
the local disk. The range is from 1,000 to 2,000,000. The default is
500,000.

Max number of files to be
archived

Maximum number of files to be maintained on the local disk. The
range is from 1 to 10,000. The default is 10.
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Table 3-29

Transaction Log Settings Fields (continued)

Field

Description

Archive occurs

How often the working log is archived and the data is cleared from the
working log. Choose one of the following:
•

Choose every to archive every so many seconds, and enter the
number of seconds for the interval. The range is from 120 to
604800.

•

Choose every hour to archive using intervals of one hour or less,
and choose one of the following:
– at—Specifies the minute in which each hourly archive occurs
– every—Specifies the number of minutes for the interval (2,

5, 10, 15, 20, or 30)
•

Choose every day to archive using intervals of one day or less,
and choose one of the following:
– at—Specifies the hour in which each daily archive occurs
– every—Specifies the number of hours for the interval (1, 2,

3, 4, 6, 8, 12, 24)
•

Choose every week on to archive at intervals of one or more
times a week, choose the days of the week, and choose what time
each day.

Export Settings

Enable Export

Enables exporting of the transaction log to an FTP server.

Export occurs

How often the working log is sent to the FTP server and the data is
cleared from the working log. Choose one of the following:
•

Choose every to export every so many minutes, and enter the
number of minutes for the interval. The range is from 1 to 100800.

•

Choose every hour to export using intervals of one hour or less,
and choose one of the following:
– at—Specifies the minute in which each hourly export occurs
– every—Specifies the number of minutes for the interval (2,

5, 10, 15, 20, or 30)
•

Choose every day to export using intervals of one day or less, and
choose one of the following:
– at—Specifies the hour in which each daily export occurs
– every—Specifies the number of hours for the interval (1, 2,

3, 4, 6, 8, 12, 24)
•

Choose every week on to export using intervals of one or more
times a week, choose the days of the week, and what time each
day.

FTP Export Server

IP address or hostname of the FTP server.

Name

Name of the user.

Password

Password for the user.
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Table 3-29

Step 3

Transaction Log Settings Fields (continued)

Field

Description

Confirm Password

Confirms the password for the user.

Directory

Name of the directory used to store the transaction logs on the FTP
server.

SFTP

Check the SFTP check box, if you are using an SFTP server.

Click Submit to save the settings.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

Configuring Troubleshooting
The Kernel Debugger troubleshooting page allows you to enable or disable access to the kernel
debugger. Once enabled, the kernel debugger is automatically activated when kernel problems occur.

Note

The “hardware watchdog” is enabled by default and automatically reboots a device that has stopped
responding for over ten minutes. Enabling the kernel debugger disables the “hardware watchdog.”
If the device runs out of memory and kernel debugger (KDB) is enabled, the KDB is activated and dump
information. If the KDB is disabled and the device runs out of memory, the syslog reports only dump
information and reboots the device.

Enabling the Kernel Debugger
To enable the kernel debugger, do the following:
Step 1

Choose Devices > Devices > General Settings > Troubleshooting > Kernel Debugger. The Kernel
Debugger window appears.

Step 2

To enable the kernel debugger, check the Enable check box, and click Submit.
To apply the factory default settings for the device, click the Apply Defaults icon in the task bar.
To remove the settings from the device, click the Remove Settings icon in the task bar.

For information about monitoring the SBs, see the “Device Monitoring” section on page 6-7.

Configuring URL Signing
The URL Signing page allows you to see the list of URL Signing keys configured in the Service Broker.
To create a new URL Signature key, do the following:
Step 1

Choose Devices > SB Device> General Settings> URL Signing. The URL Signing Table page is
displayed.
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Step 2

Click the Create New icon in the task bar. The Creating New URL Signature Key page is displayed.
To edit a URL Signing Key, click the Edit icon next to the URL Signing Key.

Step 3

Enter the settings as appropriate. See Table 3-30 for a description of the fields.
Table 3-30

URL Signing Key Fields

Field

Description

Cryptographic
Algorithm

Specifies the cryptographic algorithm.

Key ID Owner

Specifies the owner ID of the owner of the encryption key. Valid values are 1-8

Key ID Number

Specifies the encryption Key ID number. Valid values are 1-8

Key

This field is applicable only if Symmetric Key is chosen in the
Cryptographic Algorithm drop-down list.

From the Cryptographic Algorithm drop-down list choose Symmetric or
Asymmetric

Specifies a unique URL signature key with up to 64 characters (excluding
double quotes at the beginning and end of the string).
Valid values are 7-bit printable ASCII characters (alphabetic, numerics, and
others) and does not support a space or the following special characters:
question mark (?), and double quotes ("). 
Quoted and unquoted strings are allowed. Double quotes (") are allowed at the
beginning and end of the string only. If you do not surround the key string with
double quotes, quotes are added when you click Submit.
Public Key URL

This field is applicable only if Asymmetric Key is chosen in the
Cryptographic Algorithm drop-down list.
Specifies the location of the public key file. Only HTTP, HTTPS, or FTP
addresses are supported. The public/private key pair is stored in Privacy
Enhanced Mail (PEM) format.

Private Key URL

This field is applicable only if Asymmetric Key is chosen in the
Cryptographic Algorithm drop-down list.
Specifies the location of the private key file. Only HTTP, HTTPS, or FTP
addresses are supported. The public/private key pair is stored in Privacy
Enhanced Mail (PEM) format.

Symmetric Key

This field is applicable only if Asymmetric Key is chosen in the
Cryptographic Algorithm drop-down list.
Specifies the 64 bytes symmetric key
Valid values are 7-bit printable ASCII characters (alphabetic, numerics, and
others) and does not support a space or the following special characters:
question mark (?), and double quotes ("). 
Quoted and unquoted strings are allowed. Double quotes (") are allowed at the
beginning and end of the string only. If you do not surround the key string with
double quotes, quotes are added when you click Submit.

Step 4

Click Submit to save the URL Signing key details.
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Configuring the VDSM
Configuring a VDSM consists of the General Settings menu items. For information on configuring
general settings, see the “General Settings” section on page 3-5.
Device activation is accomplished during installation and initialization of the VDS-SB devices.
The Device Activation page for the VDSM displays information about the management IP address and
the role of the VDSM. To change the name of the VDSM, enter a new name in the Name field and click
Submit.
For information about primary and standby VDSMs, see the “Configuring Primary and Standby
VDSMs” section on page 2-8.
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Configuring Services
This chapter provides information on configuring the VDS-SB. This chapter covers the following major
topics:
•

Configuring Broker Fully Qualified Domain Names (BFQDNs), page 4-1

•

Configuring Content Delivery Network (CDN), page 4-20

•

Configuring CDN Metric Providers, page 4-35

Configuring Broker Fully Qualified Domain Names
(BFQDNs)
Each Service Broker will represent multiple BFQDNs to which client requests will be destined to.
Multiple BFQDNs for a Service Broker can be configured via VDSM. The configuration of BFQDNs
involves the following steps:
•

Creating BFQDNs, page 4-1

•

Configuring BFQDN Policy, page 4-2

•

Assigning BFQDN Policy Settings for BFQDN, page 4-18

Creating BFQDNs
To create a BFQDN, do the following:
Step 1

Choose Services > BFQDNs > BFQDNs. The BFQDNs Table page is displayed.

Step 2

Click the Create New icon in the task bar. The BFQDNs Definition page is displayed.
To edit a BFQDNs, click the Edit icon next to the BFQDNs name.

Step 3

Enter the settings as appropriate. See Table 4-1 for a description of the fields.

Step 4

Click Submit to save the settings.
To delete a BFQDN from the BFQDN Table page, click the Edit icon next to the BFQDN you want to
delete, and click the Delete icon in the task bar.
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Table 4-1

BFQDN Policy Definition Fields

Field

Description

Names

Unique name for the BFQDNs.
Note

Spaces are not allowed in the BFQDNs name. The BFQDNs name
can consist of alphanumeric characters and the underscore (_) and
hyphen (-). The maximum length is 256 characters.

Broker FQDN

Broker Fully Qualified Domain Name. Identifies the domain name of the
client request

Redirect Mode

Defines the mode of SB redirecting the requests to CDN. The redirection
modes are:
•

Protocol Redirect

•

DNS IP Redirect

•

DNS CNAME Redirect

•

DNS Proxy

IP Source Type
Description

Provides description of the BFQDN

CDN Metrics
Provider

The name of the CDN Metrics Provider.

Configuring BFQDN Policy
BFQDN Policy can be configured either via Javascript or via VDSM GUI. For more information about
the configuring of BFQDN Policy javascripts, see the “Configuring BFQDN Policy File” section on
page 5-11.

Note

Configuration of BFQDN Policy via VDSM GUI is supported only from release 1.1.

Creating new BFQDN Policy via GUI
User can also define BFQDN policy through GUI. One BFQDN policy can be shared by multiple
BFQDNs. User can define multiple rules in Policy Rules section a policy is considered a match if and
only if all the rules are matched. If all the rules are matched then the action specified in BFQDN Action
section is performed.
To create a new BFQDN Policy, do the following:
Step 1

Choose Services > BFQDNs > BFQDN Policies. The BFQDN Policies Table page is displayed.

Step 2

Click the Create New icon in the task bar. The BFQDN Policy Definition page is displayed.
To edit a BFQDN Policy, click the Edit icon next to the BFQDN Policy name.

Step 3

Enter the settings as appropriate. See Table 4-2 for a description of the fields.
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Table 4-2

BFQDN Policy Definition Fields

Field

Description

BFQDN Policy Information
Name

Unique name for the BFQDN policy.
Note

Description

The name can consist of alphanumeric
characters, underscore (_) and hyphen (-)
and the maximum length is 256
characters. No spaces are allowed in the
name.

Description of BFQDN policy and the maximum
length of the description can be 256 characters

Policy Rules: A list of rules that is applicable to a BFQDN policy. To create a new rule click on the
Create New icon and to delete a rule click on the Trash icon. Refer Table 4-3 for detailed description
on Policy Rules fields.
Policy Action
Allow Requests

To allow or deny requests check or uncheck the
Allow Requests checkbox. The default action is to
allow requests.
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Table 4-3

Policy Rules Definition Fields

Field

Description

BFQDN

Indicates the domain name. To enter a BFQDN policy rule do one of the following:
To enter a policy rule where the BFQDN of the received request matches the BFQDN
specified in the rule, Choose BFQDN from the first drop-down list, choose equal to
from the second drop-down list and manually enter the name of the domain in the third
text box.
To enter a policy rule where the BFQDN of the received request matches either one of
the BFQDNs specified in the rule, Choose BFQDN from the first drop-down list,
choose in from the second drop-down list and enter a group of domain names in the
web page dialog box.
To enter a policy rule where the BFQDN of the received request is not equal to the
BFQDN specified in the rule, Choose BFQDN from the first drop-down list, choose
not equal to from the second drop-down list and manually enter the name of the
domain in the third text box.
To enter a policy rule where the BFQDN of the received request does not match any
of he BFQDNs specified in the rule, Choose BFQDN from the first drop-down list,
choose not in from the second drop-down list and enter a group of domain names in
the web page dialog box.
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Table 4-3

Policy Rules Definition Fields

Field

Description

CPE Type

Indicates the type of the client that is obtained from the HTTP header named “user
agent”. To enter a CPE Type policy rule, do the following:
To enter a policy rule where the CPE Type of the received request contains the CPE
Type specified in the rule, Choose CPE Type from the first drop-down list, choose
contains from the second drop-down list and manually enter the CPE Type in the third
text box.
To enter a policy rule where the CPE Type of the received request ends with the CPE
Type specified in the rule, Choose CPE Type from the first drop-down list, choose
ends with from the second drop-down list and manually enter the CPE Type in the
third text box.
To enter a policy rule where the CPE Type of the received request matches the CPE
Type specified in the rule, Choose CPE Type from the first drop-down list, choose
equal to from the second drop-down list and manually enter the CPE Type in the third
text box.
To enter a policy rule where the CPE Type of the received request matches either one
of the CPE Types specified in the rule, Choose CPE Type from the first drop-down
list, choose in from the second drop-down list and enter a list of CPE Types in the web
page dialog box.
To enter a policy rule where the CPE Type of the received request is not equal to the
CPE Type specified in the rule, Choose CPE Type from the first drop-down list,
choose not equal to from the second drop-down list and manually enter the CPE Type
in the third text box.
To enter a policy rule where the CPE Type of the received request does not match any
of he CPE Types specified in the rule, Choose CPE Type from the first drop-down
list, choose not in from the second drop-down list and enter a list of CPE Types in the
web page dialog box.
To enter a policy rule where the regular expression pattern specified in the policy rule
for the CPE Type matches the CPE Type of the received request , Choose CPE Type
from the first drop-down list, choose regex matches from the second drop-down list
and enter the regex pattern in the third text box.
To enter a policy rule where the CPE Type of the received request starts with the CPE
Type specified in the rule, Choose CPE Type from the first drop-down list, choose
starts with from the second drop-down list and manually enter the CPE Type in the
third text box.
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Table 4-3

Policy Rules Definition Fields

Field

Description

Content Type Indicates the type of the content that is obtained from the HTTP header named
“Content Type”. To enter a Content Type policy rule, do one of the following:
To enter a policy rule where the Content Type of the received request matches the
Content Type specified in the rule, Choose Content Type from the first drop-down
list, choose equal to from the second drop-down list and manually enter the Content
Type in the third text box.
To enter a policy rule where the Content Type of the received request matches either
one of the Content Types specified in the rule, Choose Content Type from the first
drop-down list, choose in from the second drop-down list and enter a list of Content
Types in the web page dialog box.
To enter a policy rule where the Content Type of the received request is not equal to
the Content Type specified in the rule, Choose Content Type from the first drop-down
list, choose not equal to from the second drop-down list and manually enter the
Content Type in the third text box.
To enter a policy rule where the Content Type of the received request does not match
any of he Content Types specified in the rule, Choose Content Type from the first
drop-down list, choose not in from the second drop-down list and enter a list of
Content Types in the web page dialog box.
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Table 4-3

Policy Rules Definition Fields

Field

Description

Content URL Indicates the URL of the incoming request inclusive of the domain. To enter a Content
URL policy rule, do one of the following:
To enter a policy rule where the Content URL of the received request contains the
Content URL specified in the rule, Choose Content URL from the first drop-down
list, choose contains from the second drop-down list and manually enter the Content
URL in the third text box.
To enter a policy rule where the Content URL of the received request ends with the
Content URL specified in the rule, Choose Content URL from the first drop-down
list, choose ends with from the second drop-down list and manually enter the Content
URL in the third text box.
To enter a policy rule where the Content URL of the received request matches the
Content URL specified in the rule, Choose Content URL from the first drop-down
list, choose equal to from the second drop-down list and manually enter the Content
URL in the third text box.
To enter a policy rule where the Content URL of the received request matches either
one of the Content URLs specified in the rule, Choose Content URL from the first
drop-down list, choose in from the second drop-down list and enter a list of Content
URLs in the web page dialog box.
To enter a policy rule where the Content URL of the received request is not equal to
the Content URL specified in the rule, Choose Content URL from the first drop-down
list, choose not equal to from the second drop-down list and manually enter the
Content URL in the third text box.
To enter a policy rule where the Content URL of the received request does not match
any of the Content URLs specified in the rule, Choose Content URL from the first
drop-down list, choose not in from the second drop-down list and enter a list of
Content URLs in the web page dialog box.
To enter a policy rule where the regular expression pattern specified in the policy rule
for the Content URL matches the Content URL of the received request, Choose
Content URL from the first drop-down list, choose regex matches from the second
drop-down list and enter the regex pattern in the third text box.
To enter a policy rule where the Content URL of the received request starts with the
Content URL specified in the rule, Choose Content URL from the first drop-down
list, choose starts with from the second drop-down list and manually enter the
Content URL in the third text box.
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Table 4-3

Policy Rules Definition Fields

Field

Description

HTTP Header Indicates the HTTP header. To enter a HTTP Header e policy rule, do the following:
To enter a policy rule where the header value of the received request contains the
header value specified in the rule, Choose Http Header from the first drop-down list,
enter header name in the second text box, choose contains from the third drop-down
list and manually enter the header value in the fourth text box.
To enter a policy rule where the header value of the received request end with header
value specified in the rule, Choose Http Header from the first drop-down list, enter
header name in the second text box, choose ends with from the third drop-down list
and manually enter the header value in thefourth text box.
To enter a policy rule where the header value of the received request is equal to the
header value specified in the rule, Choose Http Header from the first drop-down list,
enter header name in the second text box, choose equal to from the third drop-down
list and manually enter the header value in the fourth text box.
To enter a policy rule where the header value of the received request matches either
one of the header values specified in the rule, Choose Http Header from the first
drop-down list, enter header name in the second text box, choose in from the third
drop-down list and enter a list if header values in the web page dialog box.
To enter a policy rule where the header value of the received request is not equal to
the header value specified in the rule, Choose Http Header from the first drop-down
list, enter header name in the second text box, choose not equal to from the third
drop-down list and manually enter the header value in the fourth text box.
To enter a policy rule where the header value of the received request does not match
any of the the header values specified in the rule, Choose Http Header from the first
drop-down list, enter header name in the second text box, choose not in from the third
drop-down list and enter a list if header values in the web page dialog box.
To enter a policy rule where the regex pattern specified in the policy rule for the header
value matches the header value of the received request , Choose HTTP header from
the first drop-down list, choose regex matches from the third drop-down list and enter
the regex pattern in the fourth text box.
To enter a policy rule where the header value of the received request starts with the
header value specified in the rule, Choose HTTP header from the first drop-down list,
choose starts with from the second drop-down list and manually enter the header
value in the fourth text box.
Note

This policy is applicable only to those requests whose HTTP header name
matches the header name specified in the second text box in the policy rule.

Location: The location details are retrieved from Geo Location Server based on Client Location/IP
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Table 4-3

Policy Rules Definition Fields

Field

Description

ASN

Indicates the Autonomous System Number, a globally unique number assigned to a
group of networks administered by a single entity such as a Network Service Provider
(NSP) or very large organization. To enter a ASN policy rule, do one of the following:
To enter a policy rule where the ASN of the received request matches the ASN
specified in the rule, Choose ASN from the first drop-down list, choose equal to from
the second drop-down list and manually enter the ASN in the third text box.
To enter a policy rule where the ASN of the received request is greater than or equal
to the ASN specified in the rule, Choose ASN from the first drop-down list, choose
greater than or equal to from the second drop-down list and enter the ASN.
To enter a policy rule where the ASN of the received request matches either one of the
ASNs specified in the rule, Choose ASN from the first drop-down list, choose in from
the second drop-down list and enter a group of ASNs in the web page dialog box.
To enter a policy rule where the ASN of the received request is less than or equal to
the ASN specified in the rule, Choose ASN from the first drop-down list, choose less
than or equal to from the second drop-down list and enter the ASN.
To enter a policy rule where the ASN of the received request is not equal to the ASN
specified in the rule, Choose ASN from the first drop-down list, choose not equal to
from the second drop-down list and manually enter the ASN in the third text box.
To enter a policy rule where the ASN of the received request does not match any of
the ASNs specified in the rule, Choose ASN from the first drop-down list, choose not
in from the second drop-down list and enter a group of ASNs in the web page dialog
box.
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Table 4-3

Policy Rules Definition Fields

Field

Description

Carrier

Indicates the carrier field provides the name of the organization responsible for the
traffic carried on a particular network or set of networks designated as Autonomous
System (AS). To enter a Carrier policy rule, do one of the following:
To enter a policy rule where the Carrier of the received request contains the Carrier
specified in the rule, Choose Carrier from the first drop-down list, choose contains
from the second drop-down list and manually enter the Carrier in the third text box.
To enter a policy rule where the Carrier of the received request ends with the Carrier
specified in the rule, Choose Carrier from the first drop-down list, choose ends with
from the second drop-down list and manually enter the Carrier in the third text box.
To enter a policy rule where the Carrier of the received request matches the Carrier
specified in the rule, Choose Carrier from the first drop-down list, choose equal to
from the second drop-down list and manually enter the Carrier in the third text box.
To enter a policy rule where the Carrier of the received request matches either one of
the Carriers specified in the rule, Choose Carrier from the first drop-down list,
choose in from the second drop-down list and enter a list of Carriers in the web page
dialog box.
To enter a policy rule where the Carrier of the received request is not equal to the
Carrier specified in the rule, Choose Carrier from the first drop-down list, choose not
equal to from the second drop-down list and manually enter the Carrier in the third
text box.
To enter a policy rule where the Carrier of the received request does not match any of
the Carrier list specified in the rule, Choose Carrier from the first drop-down list,
choose not in from the second drop-down list and enter a list of Carriers in the web
page dialog box.
To enter a policy rule where the regular expression pattern specified in the policy rule
for the Carrier matches the Carrier of the received request , Choose Carrier from the
first drop-down list, choose regex matches from the second drop-down list and enter
the regex pattern in the third text box.
To enter a policy rule where the Carrier of the received request starts with the Carrier
specified in the rule, Choose Carrier from the first drop-down list, choose starts with
from the second drop-down list and manually enter the Carrier in the third text box.
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Policy Rules Definition Fields

Field

Description

City

Indicates the name of the city corresponding to request sender’s IP. To enter a City
policy rule, do one of the following:
To enter a policy rule where the City of the received request matches the City specified
in the rule, Choose City from the first drop-down list, choose equal to from the second
drop-down list and manually enter the City in the third text box.
To enter a policy rule where the City of the received request matches either one of the
cities specified in the rule, Choose City from the first drop-down list, choose in from
the second drop-down list and enter a group of cities in the web page dialog box.
To enter a policy rule where the City of the received request is not equal to the City
specified in the rule, Choose City from the first drop-down list, choose not equal to
from the second drop-down list and enter the City in the third text box.
To enter a policy rule where the City of the received request does not match any of the
cities specified in the rule, Choose City from the first drop-down list, choose not in
from the second drop-down list and enter a group of cities in the web page dialog box.

Connection
Type

Indicates the name of the Connection Type corresponding to request sender’s IP. Refer
Table 6-10 for more details on this field. To enter a Connection Type policy rule, do
one of the following:
To enter a policy rule where the Connection Type of the received request matches the
Connection Type specified in the rule, Choose Connection Type from the first
drop-down list, choose equal to from the second drop-down list and manually enter
the Connection Type in the third text box.
To enter a policy rule where the Connection Type of the received request matches
either one of the Connection Types specified in the rule, Choose Connection Type
from the first drop-down list, choose in from the second drop-down list and enter a
group of Connection Types in the web page dialog box.
To enter a policy rule where the Connection Type of the received request is not equal
to the Connection Type specified in the rule, Choose Connection Type from the first
drop-down list, choose not equal to from the second drop-down list and enter the
Connection Type in the third text box.
To enter a policy rule where the Connection Type of the received request does not
match any of the Connection Types specified in the rule, Choose Connection Type
from the first drop-down list, choose not in from the second drop-down list and enter
a group of Connection Types in the web page dialog box.
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Policy Rules Definition Fields

Field

Description

Country

Indicates the name of the Country corresponding to request sender’s IP.To enter a
Country policy rule, do one of the following:
To enter a policy rule where the Country of the received request matches the Country
specified in the rule, Choose Country from the first drop-down list, choose equal to
from the second drop-down list and manually enter the Country in the third text box.
To enter a policy rule where the Country of the received request matches either one of
the countries specified in the rule, Choose Country from the first drop-down list,
choose in from the second drop-down list and enter a group of countries in the web
page dialog box.
To enter a policy rule where the Country of the received request is not equal to the
Country specified in the rule, Choose Country from the first drop-down list, choose
not equal to from the second drop-down list and enter the Country in the third text
box.
To enter a policy rule where the Country of the received request does not match any
of the countries specified in the rule, Choose Country from the first drop-down list,
choose not in from the second drop-down list and enter a group of countries in the
web page dialog box.

Distance

Indicates a circle area where center point is defined by Longitude,Latitude and the
radius is defined by distance.
Note

Longitude and Latitude are defined as a 3 digit decimal value and the range is
from -180 to +180 and -90 to +90 respectively.

To enter a distance policy rule, do one of the following:
To enter a policy where location of received request based on Client IP falls within the
area specified in the policy rule, Choose Distance from the first drop-down list,
choose less than or equal to from the second drop-down list and manually enter the
Longitude, Latitude and Distance.
To enter a policy where location of received request based on Client IP falls outside
the area specified in the policy rule, Choose Distance from the first drop-down list,
choose greater than or equal to from the second drop-down list and manually enter
the Longitude, Latitude and Distance.

Cisco VDS Service Broker 1.3 Software Configuration Guide

4-12

OL-30204-02

Chapter 4

Configuring Services
Configuring Broker Fully Qualified Domain Names (BFQDNs)

Table 4-3

Policy Rules Definition Fields

Field

Description

Line Speed

Indicates speed of the connection mapped from the connection type corresponding to
the request sender. To enter a Line Speed policy rule, do one of the following:
To enter a policy rule where the Line Speed of the received request matches the Line
Speed specified in the rule, Choose Line Speed from the first drop-down list, choose
equal to from the second drop-down list and choose either high, medium or low from
the third drop-down list.
To enter a policy rule where the Line Speed of the received request matches either one
of the Line Speeds specified in the rule, Choose Line Speed from the first drop-down
list, choose in from the second drop-down list and select the categories of lines speeds
to be matched by checking the appropriate checkbox.
To enter a policy rule where the Line Speed of the received request is not equal to the
Line Speed specified in the rule, Choose Line Speed from the first drop-down list,
choose not equal to from the second drop-down list and choose either high, medium
or low from the third drop-down list.
To enter a policy rule where the Line Speed of the received request does not match any
of the line speeds specified in the rule, Choose Line Speed from the first drop-down
list, choose not in from the second drop-down list and select the categories of lines
speeds to be matched by checking the appropriate checkbox.

MSA

Metropolitan Statistical Area (MSA) corresponding to the request sender.
To enter a policy rule where the MSA of the received request matches the MSA
specified in the rule, Choose MSA from the first drop-down list, choose equal to from
the second drop-down list and manually enter the MSA in the third text box.
To enter a policy rule where the MSA of the received request is greater than or equal
to the MSA specified in the rule, Choose MSA from the first drop-down list, choose
greater than or equal to from the second drop-down list and enter the MSA.
To enter a policy rule where the MSA of the received request matches either one of
the MSAs specified in the rule, Choose MSA from the first drop-down list, choose in
from the second drop-down list and enter a group of MSAs in the web page dialog box.
To enter a policy rule where the MSA of the received request is less than or equal to
the MSA specified in the rule, Choose MSA from the first drop-down list, choose less
than or equal to from the second drop-down list and enter the MSA.
To enter a policy rule where the MSA of the received request is not equal to the MSA
specified in the rule, Choose MSA from the first drop-down list, choose not equal to
from the second drop-down list and manually enter the MSA in the third text box.
To enter a policy rule where the MSA of the received request does not match any of
the MSAs specified in the rule, Choose MSA from the first drop-down list, choose not
in from the second drop-down list and enter a group of MSAs in the web page dialog
box.
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Policy Rules Definition Fields

Field

Description

Postal Code

Indicates the Postal Code corresponding to request sender’s IP.To enter a Postal Code
policy rule, do one of the following:
To enter a policy rule where the Postal Code of the received request matches the Postal
Code specified in the rule, Choose Postal Code from the first drop-down list, choose
equal to from the second drop-down list and manually enter the Postal Code in the
third text box.
To enter a policy rule where the Postal Code of the received request matches either
one of the Postal Codes specified in the rule, Choose Postal Code from the first
drop-down list, choose in from the second drop-down list and enter a group of Postal
Codes in the web page dialog box.
To enter a policy rule where the Postal Code of the received request is not equal to the
Postal Code specified in the rule, Choose Postal Code from the first drop-down list,
choose not equal to from the second drop-down list and enter the Postal Code in the
third text box.
To enter a policy rule where the Postal Code of the received request does not match
any of the Postal Codes specified in the rule, Choose Postal Code from the first
drop-down list, choose not in from the second drop-down list and enter a group of
Postal Codes in the web page dialog box.

State

Indicates the name of the State corresponding to request sender’s IP.To enter a State
policy rule, do one of the following:
To enter a policy rule where the State of the received request matches the State
specified in the rule, Choose State from the first drop-down list, choose equal to from
the second drop-down list and manually enter the State in the third text box.
To enter a policy rule where the State of the received request matches either one of the
states specified in the rule, Choose State from the first drop-down list, choose in from
the second drop-down list and enter a group of states in the web page dialog box.
To enter a policy rule where the State of the received request is not equal to the State
specified in the rule, Choose State from the first drop-down list, choose not equal to
from the second drop-down list and enter the State in the third text box.
To enter a policy rule where the State of the received request does not match any of
the states specified in the rule, Choose State from the first drop-down list, choose not
in from the second drop-down list and enter a group of states in the web page dialog
box.
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Field

Description

Off-net Name Indicates the name of the Off-Net. In CDN-IP Network file, a group of networks can
be grouped with a specified Off-net name. To enter a Off-net Name policy rule do one
of the following:
To enter a policy rule where the Off-net Name of the received request matches the
Off-net Name specified in the rule, Choose Off-net Name from the first drop-down
list, choose equal to from the second drop-down list and manually enter the Off-net
Name in the third text box.
To enter a policy rule where the Off-net Name of the received request matches either
one of the Off-net Names specified in the rule, Choose Off-net Name from the first
drop-down list, choose in from the second drop-down list and enter a group of Off-net
Names in the web page dialog box.
To enter a policy rule where the Off-net Name of the received request is not equal to
the Off-net Names specified in the rule, Choose Off-net Name from the first
drop-down list, choose not equal to from the second drop-down list and manually
enter the Off-Net name in the third text box.
To enter a policy rule where the Off-net Name of the received request does not match
any of he Off-net Names specified in the rule, Choose Off-net Name from the first
drop-down list, choose not in from the second drop-down list and enter a group of
Off-net Names in the web page dialog box.
On-net Name Indicates the name of the On-Net. In CDN-IP Network file, a group of networks can
be grouped with a specified On-net name. To enter a On-net Name policy rule do one
of the following:
To enter a policy rule where the On-net Name of the received request matches the
On-net Name specified in the rule, Choose On-net Name from the first drop-down
list, choose equal to from the second drop-down list and manually enter the On-net
Name in the third text box.
To enter a policy rule where the On-net Name of the received request matches either
one of the On-net Names specified in the rule, Choose On-net Name from the first
drop-down list, choose in from the second drop-down list and enter a group of On-net
Names in the web page dialog box.
To enter a policy rule where the On-net Name of the received request is not equal to
the On-net Names specified in the rule, Choose On-net Name from the first
drop-down list, choose not equal to from the second drop-down list and manually
enter the On-Net name in the third text box.
To enter a policy rule where the On-net Name of the received request does not match
any of he On-net Names specified in the rule, Choose On-net Name from the first
drop-down list, choose not in from the second drop-down list and enter a group of
On-net Names in the web page dialog box.
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Policy Rules Definition Fields

Field

Description

CDN Metric

NOTE: The "CDN Metric" rule can only be used in the CDN selection policy page
and not in the "BFQDN policy" or "CDN adaptation policy" pages.
The Service broker allows you to use CDN metrics in the rule section to filter the
available CDNs that meet certain rule criteria. To do this, you configure a rule with
CDN Metric being the rule type, and then define the metric key, comparison operator,
and a comparison value, as the match criteria. When the Service Broker executes this
rule it retrieves the CDN metric values from the external provider and extracts all the
CDNs that match the rule criteria. If at least one CDN is present that can match the
rule criteria, the rule is considered a success and remaining rules in this policy are
executed. If there is no match, the rule is considered a failure and the Service Broker
stops executing this policy and moves to the next policy configured. After the CDN
Metric rule is executed, the Service Broker removes the CDNs that did not match this
rule from its availability list of the request for this policy.

Query Type

Indicates the type of the request protocol like HTTP, DNS. To enter a Query Type
policy rule do one of the following:
To enter a policy rule where the Query Type of the received request matches the Query
Type specified in the rule, Choose Query Type from the first drop-down list, choose
equal to from the second drop-down list and manually enter the Query Type in the
third text box.
To enter a policy rule where the Query Type of the received request matches either one
of the Query Types specified in the rule, Choose Query Type from the first drop-down
list, choose in from the second drop-down list and enter a group of Query Types in the
web page dialog box.
To enter a policy rule where the Query Type of the received request is not equal to the
Query Types specified in the rule, Choose Query Type from the first drop-down list,
choose not equal to from the second drop-down list and manually enter the Query
Type in the third text box.
To enter a policy rule where the Query Type of the received request does not match
any of he Query Types specified in the rule, Choose Query Type from the first
drop-down list, choose not in from the second drop-down list and enter a group of
Query Types in the web page dialog box.
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Field

Description

Request Date Indicate the date at which the incoming request was received. To enter a Request Date
policy rule do one of the following:
To enter a policy rule where the incoming request date is greater than or equal to the
Request Date specified in the rule, Choose Request Date from the first drop-down
list, choose greater than or equal to from the second drop-down list and enter the
Request Date in the format YYYY-MM-DD.
To enter a policy rule where the incoming request date is less than or equal to the
Request Date specified in the rule, Choose Request Date from the first drop-down
list, choose less than or equal to from the second drop-down list and enter the
Request Date in the format YYYY-MM-DD.
Request Time Indicate the date at which the incoming request was received. To enter a Request Time
policy rule do one of the following:
To enter a policy rule where the incoming Request Time is greater than or equal to the
Request Time specified in the rule, Choose Request Time from the first drop-down
list, choose greater than or equal to from the second drop-down list and enter the
Request Time in the format hh:mm:ss.
To enter a policy rule where the incoming Request Time is less than or equal to the
Request Time specified in the rule, Choose Request Time from the first drop-down
list, choose less than or equal to from the second drop-down list and enter the
Request Time in the format hh:mm:ss.
Step 4

Click Submit to save the settings.
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Unassigning BFQDN from BFQDN Policy
To unassign a BFQDN from a BFQDN Policy, do the following:
Step 1

Choose Services > BFQDNs > BFQDN Policies > ‘Edit Icon’ > BFQDN Assignment. The BFQDN
Assignment Table page is displayed.

Step 2

To unassign a BFQDN from a BFQDN Policy, Click on the green icon next to the BFQDN name.

Step 3

Click Submit to save the settings.

Note

BFQDN Policy cannot be deleted if any BFQDN is using it.

Assigning Service Brokers to BFQDN
To assign a Service Brokers to a BFQDN do the following:
Step 1

Choose Services > BFQDNs > BFQDNs > ‘Edit Icon’ > Assign Service Brokers. The Service Brokers
Table page is displayed.

Step 2

To assign a Service Broker to a BFQDN, Click on the blue icon next to the Service Broker name.

Step 3

Click Submit to save the settings.

Assigning BFQDN Policy Settings for BFQDN
The two methods to configure BFQDN policies for a particular BFQDN are:
•

Using policies to specify configuration

•

Using file to specify configuration

The user can either select one BFQDN policy file or assign multiple BFQDN policies for a particular
BFQDN.

Note

Before downgrade to release 1.0, user must ensure that the BFQDN policy settings are set to Using File
method.
To assign BFQDN Policy Settings for a BFQDN, complete the following:

Step 1

Choose Services > BFQDNs > BFQDNs > ‘Edit Icon’ > Policy Settings. The Modifying Policy
Settings page is displayed. The default method is Using file to specify configuration. The user can switch
between Using policy to specify configuration and Using file to specify configuration by clicking on
Change Method button.
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Step 2

If the user chooses Use Policies to specify configuration, Enter the settings as appropriate. See
Table 4-4 for description of the fields.
Table 4-4

Assigning Policy Settings Fields

Field

Description

URL Validation Settings: URL Validation is supported for Cisco and Velocix requests. For more
information on URL Validation for Cisco CDN, see “Configuring the Cisco CDN for URL Signing”
section on page B-7. For more information on URL Validation for Velocix CDN, see “Configuring the
Velocix CDN for URL Signing” section on page B-1
CDN Vendor

Key ID Owner

The CDN Vendor drop-down list displays all
CDN Vendors. The drop-down list has the
following values:
•

Cisco

•

Velocix

Specifies the first index (an integer) into the key
matrix. The range is from 1 to 8 numeric.
Note

Key ID Number

Specifies the second index (an integer) into the
key matrix. The range is from 1 to 8 numeric
value.
Note

Exclude Options

This field applies only to Velocix CDN

This field applies only to Velocix CDN

To specify the exclusion option(s) for a URL
Validation Settings check or uncheck the
corresponding checkbox. The exclusion options
depending on the CDN Vendor are:
Exclude Client IP: To bypass the Client IP while
URL Signing, check the Exclude Client IP
checkbox. This option applies only to Cisco CDN.
Exclude Expiry Time: To bypass the Expiry
Time while URL Signing, check the Exclude
Expiry Time checkbox. This option applies only
to Velocix and Cisco CDNs.
Exclude Domain: To bypass the Domain while
URL Signing, check the Exclude Domain
checkbox. This option applies only to Cisco CDN.

Query Parameters

A list of query parameter names to be configured
to validate if the parameter’s value is same as in
the token.
Note

This validation is introduced for Velocix
CDN starting from Cisco VDS-SB
release1.2.

Note

If multiple query parameter names are
configured then SB will check if the value
of all query parameters is same as in the
token.
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Step 3

To assign all available BFQDN Policies for a BFQDN click on Assign button and to unassign all
available BFQDN policies from a BFQDN click on Unassign button.

Step 4

To assign a particular BFQDN policy for a BFQDN either drag the corresponding policy row from
Available BFQDN Policies section to Assigned BFQDN Policies section or click on Assign Policy
button. To unassign a particular BFQDN policy from a BFQDN click on Unassign Policy button.

Step 5

To change the order of BFQDN Policies in Assigned BFQDN Policies section drag and drop the assigned
policy row.

Step 6

A default BFQDN policy is created along with BFQDN creation which is available at the bottom of all
assigned BFQDN policies. This policy can be edited by clicking on the Edit icon next to default policy
name. The purpose of this default BFQDN policy is to ensure that there is at least one matched BFQDN
policy and the incoming request can be processed correctly.

Note

The default BFQDN policy cannot be deleted and removed from assigned policies for BFQDN. No new
policy rules can be defined though the BFQDN action of default policy can be modified as required. By
default, all requests are allowed.

Note

Default BFQDN policy is dedicated for a particular BFQDN and will not be shown in BFQDN Policies
list page

Step 7

If the user chooses, Use File to specify Configuration, the screen refreshes and BFQDN Policy Files
table page is displayed.

Step 8

To assign a Policy File to a BFQDN, Click on the radio button next to the Policy File URL.

Step 9

Click Set File to save the settings. To unassign a BFQDN from a BFQDN policy file, click Clear File.

Configuring Content Delivery Network (CDN)
The various CDNs such as Cisco, Level 3, Limelight and Velocix CDN to which the client requests are
routed to by the Service Broker based on different criterion can be configured via VDSM.The
configuration of CDNs involves the following steps:
•

Creating Content Delivery Networks, page 4-20

•

Configuring CDN Selection Policy, page 4-24

•

Configuring CDN Adaptation Policy, page 4-29

Creating Content Delivery Networks
To create a CDN, do the following:
Step 1

Choose Services > Content Delivery Networks > Content Delivery Networks. The CDN Table page
is displayed.

Step 2

Click the Create New icon in the task bar. The CDN Definition page is displayed. To edit a CDN, click
the Edit icon next to the CDN name.
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Step 3

Enter the settings as appropriate depending on the Provider Type. See Table 4-5 for the description of
the Cisco CDN definition fields. See Table 4-6 for the description of Generic CDN definition fields. See
Table 4-7 for the description of Velocix CDN definition fields.
Table 4-5

Cisco CDN Definition Fields

Field

Description

Name

Unique name for the CDN. 
Spaces are not allowed in the CDN name. The CDN name can consist of
alphanumeric characters and the underscore (_) and hyphen (-). The maximum
length is 256 characters.

Provider Type

Identifies the type of CDN. The dropdown can have the following three values:
•

CISCO

•

VELOCIX

•

GENERIC

Note

While configuring a CDN, Status monitoring is supported for Cisco,
and Velocix CDNs (post Release 1.0); thus vendor specific
configuration is supported by selecting the Provider Type to CISCO,
VELOCIX, or GENERIC.

Enable Status
Tracking

Whether or not SB can monitor the CDN status, only supported for CISCO type
CDN and VELOCIX CDN.

Poll Interval

Identifies the status polling interval. The range is from 1 to 28800 seconds and
the default value is 5 seconds.
Note

Low Watermark

Identifies the low threshold percentage. The range is from 0 to 100 and the
default value is 85.
Note

High Watermark

This field is enabled only when Enable Status Tracking checkbox is
selected.

This field is enabled only when Enable Status Tracking checkbox is
selected.

Identifies the high threshold percentage. The range is from 0 to 100 and the
default value is 90.
Note

This field is enabled only when Enable Status Tracking checkbox is
selected.

RFQDN

CDN’s Fully Qualified domain name.

Port

Port Number at which the CDN is listening to. The range is from 1 to 65535
and the default value is 80.

Service State

CDN Administrative Status. It can have the following values:
•

In Service

•

Out Of Service

If CDN is set as Out of Service then SB will not redirect requests to CDN.
Carrier

Identifies the Carrier to which the current CDN belongs. Can be used during
CDN Selection Process through "Prefer OnNet CDN" criteria.
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Table 4-5

Cisco CDN Definition Fields (continued)

Field

Description

Cost

Identifies the cost associated with the CDN. Is a non-negative double value.
Can be used during CDN Selection Ranking Criteria.

Description

Additional information about the CDN.

Table 4-6

Generic CDN Definition Fields

Field

Description

Name

Unique name for the CDN. 
Spaces are not allowed in the CDN name. The CDN name can consist of
alphanumeric characters and the underscore (_) and hyphen (-). The
maximum length is 256 characters.

Provider Type

Identifies the type of CDN. The dropdown can have the following two
values:
•

CISCO

•

VELOCIX

•

GENERIC

RFQDN

CDN’s Fully Qualified domain name

Port

Port Number at which the CDN is listening to. The range is from 1 to
65535 and the default value is 80.

Service State

Identifies the CDN Administrative Status. It can have the following
values:
•

In Service

•

Out Of Service

If CDN is set as Out of Service then SB will not redirect requests to
CDN.
Carrier

Identifies the Carrier to which the current CDN belongs. Can be used
during CDN Selection Process through "Prefer OnNet CDN" criteria.

Cost

Identifies the cost associated with the CDN. Is a non-negative double
value. Can be used during CDN Selection Ranking Criteria.

Description

Additional information about the CDN.
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Table 4-7

Velocix CDN Definition Fields

Field

Description

Name

Unique name for the CDN. 
Spaces are not allowed in the CDN name. The CDN name can consist of
alphanumeric characters and the underscore (_) and hyphen (-). The
maximum length is 256 characters.

Provider Type

Identifies the type of CDN. The dropdown can have the following two
values:

Enable Status Tracking

•

CISCO

•

VELOCIX

•

GENERIC

Whether or not SB monitor CDN status, only supported for CISCO type
CDN and VELOCIX CDN.
Note

Poll Interval

Identifies the status polling interval. The range is from 1 to 28800
seconds and the default value is 5 seconds.
Note

Low Watermark

This field is enabled only when Enable Status Tracking
checkbox is selected and the provider type is VELOCIX CDN.

Port number at which the SNMP Agent is listening to.The range is from
1 to 65535 and the default value is 161.
Note

SNMP Community

This field is enabled only when Enable Status Tracking
checkbox is selected.

SNMP Agent IP Address.
Note

SNMP Port

This field is enabled only when Enable Status Tracking
checkbox is selected.

Identifies the high threshold percentage. The range is from 0 to 100 and
the default value is 90.
Note

SNMP Agent Address

This field is enabled only when Enable Status Tracking
checkbox is selected.

Identifies the low threshold percentage. The range is from 0 to 100 and
the default value is 85.
Note

High Watermark

SB monitoring of Velocix CDN is supported only from 1.1
release.

This field is enabled only when Enable Status Tracking
checkbox is selected and the provider type is VELOCIX CDN.

Identifies the SNMP Community String.
Note

This field is enabled only when Enable Status Tracking
checkbox is selected and the provider type is VELOCIX CDN.

RFQDN

CDN’s Fully Qualified domain name.

Port

Port Number at which the CDN is listening to. The range is from 1 to
65535 and the default value is 80.
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Table 4-7

Velocix CDN Definition Fields

Field

Description

Service State

CDN Administrative Status. It can have the following values:
•

In Service

•

Out Of Service

If CDN is set as Out of Service then SB will not redirect requests to
CDN.
Description
Step 4

Additional information about the CDN.

Click Submit to save the settings.
To delete a CDN from the CDN Table page, click the Edit icon next to the CDN you want to delete, and
click the Delete icon in the task bar.

Configuring CDN Selection Policy
The CDN Selection Policy can be configured either via Javascript or via VDSM GUI. For more
information about the configuring of CDN Selection Policy javascripts, see the “Configuring CDN
Selection Policy File” section on page 5-13 .

Note

Configuration of CDN Selection Policy via VDSM GUI is supported only from release 1.1.

Setting Global CDN Selection Policy
The two methods to configure CDN Selection policies are:
•

Using policies to specify configuration

•

Using file to specify configuration

The user can either select one CDN Selection policy file or assign multiple CDN Selection policies.

Note

Before downgrade to release 1.0, user must ensure that the CDN Selection policy settings is set to Using
File method.
To set CDN Selection Policy, complete the following:

Step 1

Choose Services > Content Delivery Networks > Content Delivery Networks > CDN Selection
Policies. The CDN Selection Policy Settings page is displayed. The default method is Using files to
specify configuration. The user can switch between Using policy to specify configuration and Using file
to specify configuration by clicking on the Change Method button and selecting the appropriate option
from the dropdown and then pressing Save button.

Step 2

If the user chooses Use Policies to specify configuration, the list of CDN policies assigned to specific
CDN is displayed and the user can drag and drop the policy rows to change their order.

Step 3

To create a new CDN Selection Policy, see “Creating new CDN Selection Policy via GUI” section on
page 4-25.
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Note

A default CDN Selection policy is created right after installing 1.1 image which is always available at
the bottom of all assigned CDN Selection policies. This policy can be edited by clicking on the Edit icon
next to default policy name. The purpose of this default CDN Selection policy is to ensure that there is
at least one CDN Selection policy and the incoming requests can be processed correctly.

Note

The default CDN Selection policy cannot be removed. No new policy rules can be defined though the
user must configure CDN allocation for default CDN Selection policy to work.

Step 4

If the user chooses, Use File to specify Configuration, the screen refreshes and CDN Selection Policy
Files table page is displayed.

Step 5

To set a global CDN Selection Policy, Click on the radio button next to the Selection Policy File URL.

Step 6

Click Set Global File to save the settings. To clear the global CDN Selection Policy click Clear Global
File.

Creating new CDN Selection Policy via GUI
User can also define CDN Selection policy through GUI. One CDN Selection policy can be shared by
multiple CDNs. User can define multiple rules in Policy Rules section, a policy is considered a match
if and only if all the rules are matched.
To create a new CDN Selection Policy, do the following:
Step 1

Choose Services > Content Delivery Networks > CDN Selection Policies. The CDN Selection Policies
Settings Table page is displayed.

Step 2

Choose Use Policies to specify Configuration from the dropdown and press Change Method button.

Step 3

Click the Create New icon in the task bar. The CDN Selection Policy Definition page is displayed.
To edit a CDN Selection Policy, click the Edit icon next to the CDN Selection Policy name.

Step 4

Enter the settings as appropriate. See Table 4-8 for a description of the fields.

Table 4-8

CDN Selection Policy Definition Fields

Field

Description

CDN Selection Policy Information
Name

Unique name for the CDN Selection policy.
Note

Description

The name can consist of alphanumeric
characters, underscore (_) and hyphen (-)
and the maximum length is 256
characters. No spaces are allowed in the
name.

Description of the CDN Selection policy and the
maximum length of the description can be 256
characters.
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Table 4-8

CDN Selection Policy Definition Fields

Field

Description

Policy Rules: A list of rules that is applicable to a CDN Selection policy. To create a new rule, click
on the Create New icon and to delete a rule. click on the Trash icon. Refer Table 4-3 for detailed
description on Policy Rules fields.
Actions: This action phase will be executed when all the rules in the policy are satisfied. For CDN
Selection, the Service Broker supports two different types of actions.
1.

Time of Day Action

2.

Advanced Action

Time of Day Action: Describes to which CDN, an incoming request will be redirected to and
percentage load of requests to be handled by each CDN. To create a new time slot, click on the Create
New icon and to delete a time slot, click on the Trash icon specified next to the time slot. To create a
new CDN-load row for a particular time slot, click on the Create New icon and to delete a CDN-load
row, click on the Trash icon specified next to the CDN-load row.
Start Time

Indicates the start time of a particular time slot in
the format hh:mm:ss.

End Time

Indicates the end time of a particular time slot in
the format hh:mm:ss.
Note

The time range specified in the policy
should sum up to a whole day i.e., from
00:00:00 to 23:59:59.

CDN

From CDN drop-down list, choose a CDN handle
the incoming request.

Load

Specify the percentage load to be handled by the
corresponding CDN.
Note

The sum of CDN loads for a particular
time slot should be 100%.

Advanced Action: The Advanced action supports the CDN Metrics and provides the support for
preferring an on net CDN, using cost as a rank criterion, and distribution limits for splitting the load
during CDN selection. If the CDN metric rule is configured in the rules section, then only those
filtered CDNs (present in availability list) are considered in this phase. If no CDN metric rule was
configured for this policy, then all the CDNs that are online and in service are considered. The
Advanced action section of the Service Broker has the following criteria sub sections:
•

Prefer OnNet CDN

•

Ranking CDNs

•

Distribution Limits
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Table 4-8

CDN Selection Policy Definition Fields

Field

Description

Prefer OnNet CDN

The Prefer On Net CDN action is used when you
want to prefer the on net CDN of an incoming
request.
When this option is selected, the Service Broker
attempts to find the On Net CDN of the incoming
request. In order to find the On Net CDN of a
request, the Service Broker retrieves the location
information of the incoming request by contacting
pre-configured external location server. From the
location, carrier information is extracted by
Service Broker. It then compares this value
against the carrier configured for all the CDNs
from availability list. When a CDN is configured,
a carrier can be inputted for each CDN. The
Service Broker uses the field configured in the
CDN configuration for comparison purposes.
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Table 4-8

CDN Selection Policy Definition Fields

Field

Description

Ranking CDNs

There are different criteria that a user can
configure for ranking the available CDNs. The
Service Broker uses the CDN Metric or Cost as
the criteria, and more than one criterion for
ranking can be configured. It should also be noted
that you can use more than one CDN Metric
criterion for ranking. The Service Broker uses the
order provided in the configuration during
ranking. It then goes through each criterion and
ranks the CDNs based on it.
Cost is an optional parameter for CDN
configuration that should be a non-negative float.
If more than one CDN has the same cost then,
Service Broker will use the subsequent criteria to
break the tie among these CDNs. At any point, if
a unique ranking can be determined for all
available CDNs, the Service Broker will skip all
the remaining criteria.
During CDN Metric criteria, a sort order can be
provided. This will be used by Service Broker
while sorting the CDNs for this metric. For
criteria that take a higher priority for bigger
values, these criteria should have DESCENDING
as the sort order. For criteria that take a lower
priority for bigger values, these should have
ASCENDING as their sort order.

Distribution

When distribution limits are configured, the
Service Broker first eliminates all CDNs that do
not have a positive load configured in the
distribution limits from its availability list.
It should be noted that after the ranking criteria
has been completely defined, the Service Broker
will have the availability list of CDNs that reflect
the exact order of the rankings. If On Net CDN
was preferred and no distribution limits is
configured, then On Net CDN will be used. If On
Net CDN could not be determined for this request,
then the best ranked CDN from the availability
list will be used. Note that if the Distribution
Limit is configured, the Service Broker will
execute that section to determine the CDN, in an
event of a tie.

Step 5

Click Submit to save the settings.
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Configuring CDN Adaptation Policy
After selecting a particular CDN, the request will need to be redirected to the selected CDN. Various
CDN Adaptation can be performed on the request for redirection.
Note

The advanced CDN Adaptation Policy can be configured either via Javascript or via VDSM GUI.
For more information about the configuring of CDN Adaptation Policy javascripts, see the
“Configuring CDN Adaptation Policy File” section on page 5-14 Configuration of CDN
Adaptation Policy via VDSM GUI is supported only from release 1.1.

Creating New CDN Adaptation Policy via GUI
You can also define CDN Adaptation policy through GUI which can be assigned to CDN later. One CDN
Adaptation policy can be shared by multiple CDNs.
To create a new CDN Adapation Policy, user need to define at least one URL Rewrite Action and at most
one URL Resign Action. User can also define multiple rules in Policy Rules section and if all policy
rules are matched, regex pattern of URL Rewrite Actions will be checked one by and one and once a
match is found, the match pattern of incoming URL will be replaced by substitute string and the rest of
the URL Rewrite Actions will be ignored. The request process will then move to URL Resign Action if
any.
Starting from Cisco VDS-SB release 1.2, Service Broker also supports generic CDN URL generation
while creating a new CDN Adaptation Policy. The user can specify the URL Action option by selecting
either Rewrite or Generate checkbox.
Starting from Cisco VDS-SB release 1.2, Service Broker also supports sending CDN URL in HTTP
Body instead of Location header for SDK players that do not support HTTP 302 redirect and expect the
status code to be HTTP 200.

Note

In VDS-SB release 1.1, URL Resign is supported for Cisco, Level 3 and Limelight CDNs. If URL Resign
Action is defined then the corresponding CDN Adaptation Policy can only be assigned to Generic CDN
or CDN for which the type is same as URL Resign vendor.
To create a new CDN Adaptation Policy, do the following:

Step 1

Choose Services > Content Delivery Networks > Content Delivery Networks > CDN Adaptation
Policies. The CDN Adaptation Policies Table page is displayed.

Step 2

Click the Create New icon in the task bar. The CDN Adaptation Policy Definition page is displayed. To
edit a CDN Adaptation Policy, click the Edit icon next to the CDN Adaptation Policy name.

Step 3

Enter the settings as appropriate. See Table 4-2 for a description of the fields.
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Table 4-9

CDN Adaptation Policy Definition Fields

Field

Description

CDN Adaptation Policy Information
Name

Unique name for the CDN Adaptation policy.
Note

The name can consist of alphanumeric
characters, underscore (_) and hyphen (-)
and the maximum length is 256
characters. No spaces are allowed in the
name.

Description

Description of the CDN Adaptation policy and the
maximum length of the description can be 256
characters.

URL Action Options

To rewrite incoming URL to CDN specific URL
based on based on regular expression, check the
Rewrite checkbox.
To generate CDN specific URL, check the
Generate checkbox.
By default, Rewrite checkbox is selected.
Note

Starting from Cisco VDS-SB 1.2 release,
SB supports generic CDN URL
generation.

Policy Rules: A list of rules that is applicable to a CDN Adaptation policy. To create a new rule click
on the Create New icon and to delete a rule click on the Trash icon. Refer Table 4-3 for detailed
description on Policy Rules fields.
HTTP Response Action: Starting from VDS-SB 1.2 release, HTTP Response Action section enables
the user to specify if the CDN URL should be placed in Location header or HTTP Body.
CDN URL in HTTP

From the CDN URL in HTTP drop-down list,
choose if the CDN URL should be placed in
location header or HTTP body. The drop-down
list can have the following two values:
•

Location Header

•

Body

By default, the CDN URL will be placed in
Location Header.
URL Rewrite Actions: Set of URL Rewrite actions applied to CDN Adaptation Policy. At least one
rewrite action should be specified. The user can drag and drop the rewrite actions to change their
order.
Note

This section is displayed only when Rewrite checkbox is selected.

Regex Pattern

The string pattern to be matched.

Substitute String

The substitute string that replaces the matched
string.

URL Generate Action: Enables the user to generate the CDN URL.
Note

This section is displayed only when Generate checkbox is selected.
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Table 4-9

CDN Adaptation Policy Definition Fields

Field

Description

Domain

Enter the domain of the CDN URL.

Path

Enter the path in the CDN URL.

Query Parameters of the CDN URL
Name

Enter the query Parameter Name in the CDN URL.

Source

Indicates the source of the query parameter value.
The drop-down list will have the following two
values:
•

REQUEST

•

USER

From the Source drop-down list, choose
REQUEST if the value of the query parameter is
based on the client request attribute or choose
USER if the value of the query parameter is
explicitly specified by the user.
Attribute

From the Attribute drop-down list, choose the
client request attribute for generating the CDN
URL. The drop-down list can have the following
values:
•

ASN

•

BFQDN

•

Carrier

•

City

•

Client IP Address

•

Connection Type

•

Country

•

Expiry Time

•

GmtOffset

•

HTTP Header

•

HTTP Query Parameter

•

Line Speed

•

MSA

•

Path

•

Postal Code

•

State

Note

This field is displayed only when
REQUEST is selected from the Source
drop-down list.
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Table 4-9

CDN Adaptation Policy Definition Fields

Field

Description

Value

Enter the user provided query parameter value
when USER is selected from the Source
drop-down list.
Note

This field is also used to enter the Header
Name or HTTP Query Parameter Name
when Http Header or HTTP Query
parameter Attribute is selected.

URL Resign Action: URL Resign Action applied to CDN Adaptation Policy for a specified CDN
Vendor. To enable or disable the URL Resign Action, check or uncheck the checkbox next to the CDN
Vendor. By default, URL Resign Action is disabled.
CDN Vendor

The CDN Vendor drop-down list displays all
CDN Vendors. The drop-down list has the
following values:
•

Cisco

•

Level3

•

Limelight

Key ID Owner

Specifies the first index (an integer) into the key
matrix. The range is from 1 to 8 numeric.

Key ID Number

Specifies the second index (an integer) into the
key matrix. The range is from 1 to 8 numeric
value.

Expiry Time

Specifies the seconds from the current time when
the URL expires. The range is from 1 to
9223372036854775807 seconds
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Table 4-9

CDN Adaptation Policy Definition Fields

Field

Description

Exclude Options

To specify the exclusion option(s) for a URL
Resign Action check or uncheck the
corresponding checkbox. The exclusion options
depending on the CDN Vendor are:
Exclude Client IP: To bypass the Client IP while
URL Signing, check the Exclude Client IP
checkbox. This option applies only to Limelight
CDN.
Exclude Expiry Time: To bypass the Expiry Time
while URL Signing, check the Exclude Expiry
Time checkbox. This option applies only to
Level3 and Limelight CDNs.
Exclude Domain: To bypass the Domain while
URL Signing, check the Exclude Domain
checkbox. This option applies only to Cisco CDN.

Version

The Version drop-down list specifies the hash
algorithm to be used to generate the URL
Signature. By default, 1 is selected The
drop-down list has the following values:
•

0: Choose 0 to use MD5 algorithm.

•

1: Choose 1 to use SHA-1 algorithm.

•

2: Choose 2 to use SHA-1 algorithm and
remove the protocol from the URL before
signing.

•

3: Choose 3 to use Private Key.

Note

Step 4

This field is applicable only for Cisco
CDN.

Click Submit to save the settings.
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Unassigning CDN from CDN Adaptation Policy
To unassign a CDN from a CDN Adaptation Policy, do the following:
Step 1

Choose Services > Content Delivery Networks > CDN Adaptation Policies > ‘Edit Icon’ > CDN
Assignment. The CDN Assignment Table page is displayed.

Step 1

To unassign a CDN from a CDN Adaptation Policy, Click on the green icon next to the CDN name.

Step 2

Click Submit to save the settings.

Note

CDN Adaptation Policy cannot be deleted if any CDN is using it.

Assigning CDN Adaptation Policy for CDN
The two methods to configure CDN Adaptation policies for a particular CDN are:
•

Using policies to specify configuration

•

Using file to specify configuration

The user can either select one CDN Adaptation policy file or assign multiple CDN Adaptation policies
for a particular CDN.

Note

Before downgrading to release 1.0, user must ensure that the CDN Adaptation policy settings is set to
Using File method.
To assign CDN Adaptation Policy for BFQDN, do the following:

Step 1

Choose Services > Content Delivery Networks > Content Delivery Networks > ‘Edit Icon’ >
Adaptation Policy Settings. The Adaptation Policy Settings page is displayed. The default method is
Using file to specify configuration. The user can switch between Using policy to specify configuration
and Using file to specify configuration by clicking on Change Method button.

Step 2

If the user chooses Use Policies to specify configuration, do the following.

Step 3

To assign all available CDN Adaptation Policies for a CDN click on Assign button and to unassign all
available CDN Adaptation Policies from a CDN click on Unassign button.

Step 4

To assign a particular CDN Adaptation Policy for a CDN either drag the corresponding policy row from
Available CDN Adaptation Policies section to Assigned CDN Adaptation Policies section or click on
Assign Policy button. To unassign a particular CDN Adaptation Policy from a CDN click on Unassign
Policy button.

Note

All Assigned CDN Adaptation Policies for a particular CDN type (Cisco or Velocix) must have the same
CDN vendor type for URL Resign Action or have no URL Resign Action defined for a policy while the
Assigned CDN Adaptation policies for a generic CDN can have any vendor type for URL Resign Action.

Step 5

To change the order of CDN Adaptation Policies in Assigned CDN Policies section drag and drop the
assigned policy row.
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Note

A default CDN Adaptation policy is created along with CDN which is always available at the bottom of
all assigned CDN Adaptation policies. This policy can be edited by clicking on the Edit icon next to
default policy name. The purpose of this default CDN Adaptation policy is to ensure that there is at least
one matched CDN Adaptation policy and the incoming requests can be processed correctly. Default
CDN Adaptation Policy is dedicated for a particular CDN and will not be shown in CDN Adaptation
Policies list page.

Note

The default CDN Adaptation policy cannot be deleted and removed from assigned policies for CDN. No
new policy rules can be defined though the user can modify the URL Rewrite and URL Resign action as
required. By default, there is one URL Rewrite Action that will replace the BFQDN with RFQDN and
no URL Resign Action is defined.

Step 6

If the user chooses, Use File to specify Configuration, the screen refreshes and CDN Adaptation Policy
Files table page is displayed.

Step 7

To assign a CDN Adaptation Policy File to a CDN, Click on the radio button next to the Adaptation
Policy File URL.

Step 8

Click Set File to save the settings. To unassign a CDN from a CDN Adaptation policy file, click Clear
File.

Configuring CDN Metric Providers
This section describes how to configure the Service Broker for integration with CDN metric providers.
Specifically, the integration with "Cedexis Rate Engine" CDN Metric provider.
CDN metric providers, like the Cedexis Rate Engine, periodically poll the health of CDNs from different
locations. This help the Service Broker to determine the best CDN from a particular location.
For example, for the city of San Francisco, the CDN metric provider may have the following metric
values:
Availability (Level3_CDN - 85%, Limelight_CDN- 95%, Edgecast_CDN - 80%)
HTTP_RTT (Level3_CDN - 22.4, Limelight_CDN- 10.5, Edgecast_CDN - 37.2)

Creating New CDN Metric Providers
To create a new CDN Metric Provider, complete the following:
Step 1

Choose Services > Content Metrics Providers > CDN Metrics Providers.

Step 2

Select the desired CDN Metrics Provider. The CDN Metrics Provider Information page is displayed.

Step 3

Enter the settings as appropriate. Refer to Table 4-10 for a description of the fields.
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Table 4-10

Step 4

CDN Metrics Provider Fields

Field

Description

Name

The name used to uniquely identify this CDN metric provider. This value is
also used when associating a BFQDN with a CDN metric provider.

Vendor

The vendor used to configure the vendor type for CDN metric provider. The
Services Broker currently only supports the vendor Cedexis.

Granularity

The granularity used to configure cache granularity. The values supported are
Postal code, City, State, and Country. The Service Broker passes the Client's IP
address to the CDN metrics server when querying for CDN metric values. The
Service Broker uses the cache granularity configured when storing entries in
the cache. If cache granularity is city, requests originating from the same city
within cache timeout period, use the same entry in cache.

Cache Timeout

The value used to configure the time period from the CDN metric cache time
where the CDN metric cache entry is valid. The cache entry becomes stale after
the timeout period, and the Service Broker queries the server for CDN metric
values. Valid values must be greater than or equal to 0, the default value is 14
seconds.

Cache Max Entries

The maximum number of entries that can be stored in cache. Valid values must
be greater than or equal to 0, the default value is 10000.

Host Header

The Host header value of the HTTP request, which is sent to the CDN metric
server. For the Cedexis vendor, this must be same as the Host name configured
in the application of Cedexis server.

Server Host

The host name of the CDN metric server. For the Cedexis vendor, this must be
same name as the CNAME configured in Cedexis.

Server Port

The port used for HTTP request. Valid values are from 1 to 65535, the default
value is 80.

Click Submit to save the settings.
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Configuring the System
This chapter provides information on configuring the system parameters of the VDS-SB. This chapter
has the following major topics:
•

Configuring AAA, page 5-1

•

Changing a Password, page 5-7

•

Configuring System Settings, page 5-8

•

Viewing or Downloading XML Schema Files, page 5-18

For information on logs, see the “System Audit Logs” section on page 6-6“System Audit Logs” section
on page 6-6. For information on upgrading the VDS-SB software, see the “Software Upgrade” section
on page 7-1. For information on the ports used by the VDS-SB, see the “System Port Numbers” section
on page 6-6“System Port Numbers” section on page 6-6.

Configuring AAA
Authentication determines who the user is and whether that user should be allowed access to the network
or a particular device. It allows network administrators to bar intruders from their networks. It may use
a simple database of users and passwords. It can also use one-time passwords.
Authorization determines what the user is allowed to do. It allows network managers to limit which
network services are available to different users.
Accounting tracks what users did and when they did it. It can be used for an audit trail or for billing for
connection time or resources used (bytes transferred).
Collectively, authentication, authorization, and accounting are sometimes referred to as AAA. Central
management of AAA means the information is in a single, centralized, secure database, which is much
easier to administer than information distributed across numerous devices.
In the VDS-SB network, login authentication and authorization are used to control user access and
configuration rights to the VDSM and SBs There are two levels of login authentication and
authorization:
•

Device

•

VDSM

In a VDS-SB network, user accounts can be created for access to the VDSM and, independently, for
access to the SBs that are registered to the VDSM.
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This section covers login authentication and authorization for the VDSM. For information about device
login authentication and authorization, see the “Login Access Control” section on page 3-6 and the
“Authentication” section on page 3-13.
Login authentication is the process by which VDSM verifies whether the person who is attempting to
log in has a valid username and password. The person logging in must have a user account registered
with the device. User account information serves to authorize the user for login and configuration
privileges. The user account information is stored in the AAA database. When the user attempts to log
in, the VDSM compares the person’s username, password, and privilege level to the user account
information that is stored in the database.
Each user account can be assigned to a role and a domain. A role defines which VDSM configuration
pages the user can access and which services the user has authority to configure or modify. A domain
defines which entities in the network the user can access and configure or modify. You can assign a user
account to zero or more roles, and to zero or more domains.

Creating, Editing, and Deleting Users
Creating, Editing, and Deleting Users

Note

This section is addressed to users with administrator-level privileges (admin users) only.
Two default user accounts are pre configured in the VDSM. The first account, called admin, is assigned
the administrator role that allows access to all services and access to all entities in the system. This
account cannot be deleted from the system, but it can be modified. Only the username and the role for
this account are unchangeable. To change the password for this account, use the username admin
password <password> command through the CLI.
The second preconfigured user account is called default. Any user account that is authenticated but has
not been registered in the VDSM gets the access rights (role and domains) assigned to the default
account. This account is configurable, but it cannot be deleted nor can its username be changed.
When you create a new user account in the VDSM, you have the option to create the user account in the
CLI for the VDSM device at the same time. Using this option to create the new account in the CLI
provides the following benefits:
•

User account is created in the primary and standby VDSM management databases and in the VDSM
CLI from one central point.

•

Users can change their passwords, and the password changes are propagated to a standby VDSM.

If you choose to create the user account from the VDSM without creating the user account in the VDSM
CLI at the same time, the following results apply:
•

User account is created in the primary and standby VDSM management databases.

•

No user account is created in the VDSM CLI, and the user cannot log in to the VDSM until an
account is created from the CLI.

•

Local users cannot change their passwords using the VDSM.
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•

Local users can change their passwords using the CLI; however, the password changes are not
propagated from the CLI to the VDSM databases when the CLI user option is enabled in the VDSM.
If a user account has been created from the CLI only, when you log in to the VDSM for the first
time, the Centralized Management System (CMS) database automatically creates a user account
(with the same username as configured in the CLI) with default authorization and access control.
However, to change the password in this scenario, the user account must be explicitly configured
from the VDSM with the CLI user option enabled.

To create or edit a user account, do the following:
Step 1

Choose System > AAA > Users. The User Table page is displayed.
Table 5-1 describes the icons for the User Table page.
Table 5-1

Icon

User Table Icons

Function
Creates a new entry.
Edits an entry.
Creates a filtered table. Filter the table based on the field values.

Views all table entries. Click this icon to view all entries after you
have created a filtered table.
Refreshes the table.
Prints the current window.

Step 2

Click the Create New icon in the task bar. The User Account page is displayed.
To edit an account, click the Edit icon next to the username.

Note
Step 3

The User Account page can only be accessed by users with administrator-level privileges.

In the Username field, enter the user account name. The username must be between 4 and 32 characters
in length, and begin with a letter.
The following characters are not permitted in a username: ? . / ; [ ] { } " @ = |.

Step 4

If you want to create a local user account with a password and privilege level from the VDSM, check
the Create CLI User check box. The user account is created automatically in the CLI. To prevent the
creation of a CLI user account from the GUI, leave the check box unchecked.

Step 5

In the Password field, enter a password for the CLI user account, and re-enter the same password in the
Confirm Password field.
The password strength must be a combination of alphabetic character, at least one number, at least one
special character, and at least one uppercase character.
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The following characters are not allowed: ?./;[]{}"@=|
Step 6

From the Privilege Level drop-down list, choose a privilege level for the CLI user account. The choices
are 0 (zero) (normal user) or 15 (superuser). The default value is 0.

Note

A superuser can use privileged-level EXEC commands, whereas a normal user can use only
user-level EXEC commands.

Step 7

In the Username Information area, enter the following information about the user: First Name, Last
Name, Phone Number, Email Address, Job Title, and Department.

Step 8

In the Branding String field, enter a name or phrase that you want to appear in the VDSM banner, when
this user logs in.

Step 9

In the Comments field, enter any additional information about this account.

Step 10

Click Submit to save the settings.

Step 11

From the left-panel menu, click Role Management. The Role Management Table page is displayed.
Table 5-1 describes the icons for the Role Management page.
Table 5-2

Icon

Role Management Icons

Function
Creates a new entry.
Edits an entry.
Creates a filtered table. Filter the table based on the field values.

Views all table entries. Click this icon to view all entries after you
have created a filtered table.
Refreshes the table.
Assigns all roles.
Removes all roles.
Views read-only items.
Indicates that the current transaction was successfully completed.

To add roles, see the “Creating, Editing, and Deleting Roles” section on page 5-5“Creating, Editing, and
Deleting Roles” section on page 5-5.
To view the setting for the role, click the View (eyeglasses) icon next to the role.
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Step 12

Click the Assign icon (blue cross mark) next to each role name you want to assign to the user account.
To remove the role from the user account, click the Assign icon again.
To assign all roles, click the Assign all Roles icon in the task bar. To unassign all roles, click the Remove
all Roles icon in the task bar.

Step 13

Click Submit to save the settings.
A green arrow wrapped around the blue cross mark indicates an SB assignment is ready to be submitted.
To unassign an SB, click this icon.

Step 14

From the left-panel menu, click Domain Management. The Domain Management Table page is
displayed.
To add domains, see the “Creating, Editing, and Deleting Domains” section on page 5-7“Creating,
Editing, and Deleting Domains” section on page 5-7.
To view the setting for the domain, click the View (eyeglasses) icon next to the domain.

Step 15

Click the Assign icon next to each domain name you want to assign to the user account.
To remove the domain from the user account, click the Assign icon again.
To assign all domains, click the Assign All icon in the task bar. To unassign all domains, click the
Remove All icon in the task bar.

Step 16

Click Submit to save the settings.

To delete a user, in the User Table page, click the Edit icon next to the username, and from the User
Account page, click the Delete icon in the task bar.

Note

Deleting a user account from the CLI does not delete the corresponding account in the VDSM database.
User accounts created in the VDSM should always be deleted from within the VDSM.

Creating, Editing, and Deleting Roles
Creating, Editing, and Deleting Roles

Although the VDSM provides many types of services, not all users have access to all services. Users are
assigned a role, which indicates the services to which they have access. A role is a set of enabled
services.
Each user account can be assigned zero or more roles. Roles are not inherited or embedded. The VDSM
provides one predefined role, known as the admin role. The admin role has access to all services and all
VDS-SB network entities.

Note

The admin user account, by default, is assigned to the role that allows access to all domains and all
entities in the system. It is not possible to change the role for this user account.
To create or edit a role, do the following:

Step 1

Choose System > AAA > Roles. The Roles Table page is displayed.
Table 5-1 describes the icons for the Role Management page.
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Table 5-3

Icon

Role Management Icons

Function
Creates a new entry.
Edits an entry.
Creates a filtered table. Filter the table based on the field values.

Views all table entries. Click this icon to view all entries after you
have created a filtered table.
Refreshes the table.
Assigns all roles.
Removes all roles.
Views read-only items.
Indicates that the current transaction was successfully completed.

Step 2

Click the Create New icon in the task bar. The Role page is displayed.
To edit a role, click the Edit icon next to the role name.

Step 3

In the Name field, enter the name of the role.

Step 4

To enable read-only access for this role, check the Read-Only check box. Users assigned to this role are
only be able to view the VDSM pages. They are not able to make any changes.

Step 5

To expand a listing of services under a category, click the folder, and then check the check box next to
the service or services you want to enable for this role. To choose all the services under one category
simultaneously, check the check box for the top-level folder.

Step 6

In the Comments field, enter any comments about this role.

Step 7

Click Submit to save the settings.

To delete a role, in the Roles Table page, click the Edit icon next to the role name. Once the Role page
is displayed, click the Delete icon in the task bar.
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Creating, Editing, and Deleting Domains
Creating, Editing, and Deleting Domains

A domain is a set of VDS-SB network entities or objects that make up the VDS-SB network. Whereas a
role defines which services a user can perform in the VDS-SB network, a domain defines the entities to
which the user has access. An entity can be a Service Broker. These predefined entities are treated like
services and can be enabled or disabled when you set up user roles.
When you configure a domain, you can choose to include Service Broker in the domain.
To create or edit a domain, do the following:
Step 1

Choose System > AAA > Domains. The Domains Table page is displayed.

Step 2

Click the Create New icon in the task bar. The Domain page is displayed.
To edit a domain, click the Edit icon next to the domain name.

Step 3

In the Name field, enter the name of the domain.

Step 4

From the Entity Type drop-down list, choose Service Brokers.

Step 5

In the Comments field, enter any comments about this domain.

Step 6

Click Submit to save the settings. If the entity type you chose has not already been assigned to the
domain, then a message displays indicating that the entity type has not been assigned.

Step 7

From the left-panel menu, click Entity Management. The Entity Management page is displayed.

Step 8

Click the Assign icon (blue cross mark) next to each entity name you want to include. A green arrow
wrapped around the blue cross mark indicates an entity is assigned.
To assign all entities in the domain, click the Assign All icon in the task bar.
To remove an entity from the domain, click the Assign icon again.
To remove all entities from the domain, click the Remove All icon in the task bar.

Step 9

Click Submit to save the settings.

To delete a domain, in the Domain Table page click the Edit icon next to the domain name. Once the
Domain page is displayed, click the Delete icon in the task bar.

Changing a Password
If you are a user without admin privileges and you are logged in to the VDSM, you can change your own
VDSM and CLI user password if you meet the following requirements:

Caution

•

Your CLI user account and password were created in the VDSM and not in the CLI.

•

You are authorized to access the Password page.

We do not recommend changing the CLI user password from the CLI. Any changes to CLI user
passwords from the CLI are not updated in the management database and are not propagated to the
standby VDSM. Therefore, passwords in the management database do not match a new password
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configured in the CLI.
The advantage of initially setting passwords from the VDSM is that both the primary and the standby
VDSMs are synchronized, and VDSM users do not have to access the CLI to change their passwords.
To change the VDSM and CLI user password for the user account that is currently logged in to the
VDSM, do the following:
Step 1

Choose System > Password. The Password page is displayed.

Step 2

In the New Password field, enter the changed password.
The following characters are not allowed: ?./;[]{}"@=|

Step 3

In the Confirm New Password field, re-enter the password for confirmation.

Step 4

Click Submit to save the settings.

Configuring System Settings
This section covers the following topics:
•

System PropertiesSystem Properties

•

Configuring Device Offline DetectionConfiguring Device Offline Detection

•

Service Broker Policy FilesService Broker Policy Files

•

Configuring CDN IP Network FileConfiguring CDN IP Network File

•

Configuring the VDSM to Communicate with an External SystemConfiguring the VDSM to
Communicate with an External System

System Properties
System Properties
To modify the system properties, do the following:
Step 1

Choose System > Configuration > System Properties. The System Properties page is displayed.

Step 2

Click the Edit icon next to the system property you want to change. The Modify Config Property page
is displayed.

Step 3

For true or false values, choose a setting from the Value drop-down list. For other values, enter a new
value. The range is displayed for each numeric value.
Table 5-4 describes the system properties.
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Table 5-4

System Properties Fields

Field

Description

System.datafeed.pollRate

The poll rate of devices to VDSM (in seconds). The default setting is
30 seconds

System.device.recovery.key

Device Identity Recovery Key.This property enables a device to be
replaced by another node in the VDS-SB network.

System.gui.rowCount

Default row count for all pages containing a table. The default setting
is 10.

System.gui.session.timeout

Length of a VDSM session (in minutes). The default value is 100
minutes.

System.healthmonitor.collect Sets the collect and send rate in seconds for the CMS device health (or
Rate
status) monitor. The default is 120 seconds. The range is from 5 to
3600.
System.lcm.enable

Local and VDSM feature. This property allows settings that are
configured using the local device CLI or the VDSM to be stored as part
of the VDS-SB network configuration data. The default value is true.

System.security.minPassword Minimum number of characters required for a user password. The
Length
default is 6. The range is from 6 to 31.
System.security.minUser
NameLength
Step 4

Minimum number of characters required for a user name. The default
is 4. The range is from 1 to 32.

Click Submit to save the settings.

Configuring Device Offline Detection
Configuring Device Offline Detection
Communication between all devices and the VDSM use User Datagram Protocol (UDP), which allows
for fast detection of devices that have gone offline. UDP heartbeat packets are sent at a specified interval
from each SB to the primary VDSM in a VDS-SB network. The primary VDSM tracks the last time it
received a UDP heartbeat packet from each SB. If the VDSM has not received the specified number of
UDP packets, it displays the status of the nonresponsive SBs as offline.

Note

In VDS-SB networks with heavy traffic, dropped UDP packets can cause the VDSM to incorrectly report
the status of SBs as offline. To avoid this problem, configure a higher value for dropped UDP heartbeat
packets.
To configure Device Offline Detection, do the following:

Step 1

Choose System > Configuration > Device Offline Detection. The Configure Device Offline Detection
page is displayed.
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Note

The Device Offline Detection feature is in effect only when the VDSM receives the first UDP
heartbeat packet from an SB. UDP port of the heartbeat on the VDSM must be reachable for all
devices; otherwise, the device shows as offline.

Step 2

In the Heartbeat Rate field, specify how often, in seconds, the SBs should transmit a UDP heartbeat
packet to the VDSM. The default is 10. The range is from 5 to 3600.

Step 3

In the Heartbeat Fail Count field, specify the number of UDP heartbeat packets that can be dropped
during transmission from SBs to the VDSM before an SB is declared offline. The default is 3. The range
is from 1 to 100.

Note

Step 4

Decreasing the heartbeat interval (Heartbeat Rate * Heartbeat Fail Count) may take twice the
original configured time to take effect. During this time, the online device status is not changed
to “Offline” or “Online [Waiting for datafeed].”

In the Heartbeat UDP Port field, specify the VDSM port number that the SBs use to send UDP
heartbeat packets. The default is 2000. The range is from 1000 to 10000.
The Maximum Offline Detection Time field displays the product of the failed heartbeat count and
heartbeat rate, where:
Maximum Offline Detection Time =Heartbeat Rate * Heartbeat Fail Count

Step 5

Click Submit to save the settings.

Service Broker Policy Files
Service Broker Policy Files
The Service Broker Policy Files menu options consist of the following:
•

Configuring Service Broker Policy FileConfiguring Service Broker Policy File

•

Configuring BFQDN Policy FileConfiguring BFQDN Policy File

•

Configuring CDN Selection Policy FileConfiguring CDN Selection Policy File

•

Configuring CDN Adaptation Policy FileConfiguring CDN Adaptation Policy File

Configuring Service Broker Policy File
Configuring Service Broker Policy File

Service Broker Policy File can be used as a global file to encompass all 3 sub files (BFQN policy file,
CDN Selection Policy File and CDN Adaptation Policy File) into one large Javascript file for simplicity
in smaller applications.
To register a Service Broker Policy File, do the following:
Step 1

Choose System > Configuration > Service Broker Policy Files > Service Broker Policy File
Registration. The Service Broker Policy File Registration page is displayed.
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Step 2

Click the Create New icon in the task bar. The Service Broker Policy File Registration page is displayed.
To edit a Service Broker Policy file registration, click the Edit icon next to the registration you want to
edit.

Step 3

Choose a file import method from the File Import Method drop-down list:
•

Upload—The upload method allows you to upload a Service Broker Policy File from any location
that is accessible from your PC by using the browse feature.

•

Import—The import method allows you to import the Service Broker Policy File from an external
HTTP, HTTPS, or FTP server.

When you choose a method, the page refreshes and displays the configuration fields that are associated
with the method that you chose.
Step 4

Enter the fields as appropriate. Table 5-5 describes the upload method fields. Table 5-6 describes the
import method fields.
Table 5-5

Property

Description

Source File Upload

Local directory path to the Service Broker policy file. To locate
the file, use the Browse button. Click the Validate button to
validate the Service Broker Policy file.

Destination Filename

Name of the Service Broker policy file. This field is filled in
automatically with the filename from the local directory path.

Table 5-6

Step 5

Upload Method for Service Broker Policy File Registration

Import Method for Service Broker Policy File Registration

Property

Description

Source File URL

The URL where the Service Broker Policy file is located,
including path and filename. Click the Validate button to
validate the Service Broker Policy file.

Destination File Name

Name of the Service Broker Policy file.

Update Interval (minutes)

Frequency with which the VDSM looks for changes to the
Service Broker Policy file. The default value is 10 minutes.

Username

Name of the user to be authenticated when fetching the Service
Broker Policy file.

Password

User password for fetching the Service Broker Policy file.

To save the settings, click Submit.

Configuring BFQDN Policy File
Configuring BFQDN Policy File

To register a BFQDN Policy File, do the following:
Step 1

Choose System > Configuration > Service Broker Policy Files > BFQDN Policy File Registration.
The BFQDN Policy File Registration page is displayed.
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Step 2

Click the Create New icon in the task bar. The BFQDN File Registration page is displayed.
To edit a BFQDN file registration, click the Edit icon next to the registration you want to edit.

Step 3

Choose a file import method from the File Import Method drop-down list:
•

Upload—The upload method allows you to upload a BFQDN File from any location that is
accessible from your PC by using the browse feature.

•

Import—The import method allows you to import the BFQDN File from an external HTTP, HTTPS,
or FTP server.

When you choose a method, the page refreshes and displays the configuration fields that are associated
with the method that you chose.
Step 4

Enter the fields as appropriate. Table 5-7 describes the upload method fields. Table 5-8 describes the
import method fields.
Table 5-7

Property

Description

Namespace

Unique namespace for the BFQDN Policy file

Source File Upload

Local directory path to the BFQDN policy file. To locate the
file, use the Browse button. Click the Validate button to
validate the BFQDN Policy file.

Destination Filename

Name of the BFQDN policy file. This field is filled in
automatically with the filename from the local directory path.

Table 5-8

Step 5

Upload Method for BFQDN Policy File Registration

Import Method for BFQDN Policy File Registration

Property

Description

Namespace

Unique namespace for the BFQDN Policy file

Source File URL

The URL where the BFQDN Policy file is located, including
path and filename. Click the Validate button to validate the
BFQDN Policy file.

Destination File Name

Name of the BFQDN Policy file.

Update Interval (minutes)

Frequency with which the VDSM looks for changes to the
BFQDN policy file. The default value is 10 minutes.

Username

Name of the user to be authenticated when fetching the BFQDN
policy file.

Password

User password for fetching the BFQDN policy file.

To save the settings, click Submit.
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Configuring CDN Selection Policy File
Configuring CDN Selection Policy File

To register a CDN Selection Policy File, do the following:
Step 1

Choose System > Configuration > Service Broker Policy Files > CDN Selection Policy File
Registration. The CDN Selection Policy File Registration page is displayed.

Step 2

To set a global Service Broker Policy file, Click on the radio button next to the Service Broker Policy
File URL.

Step 3

Click Set Global File button to save the settings. To clear the global Service Broker Policy file, click
Clear Global File button.

Step 4

To create a new Service Broker Policy File , Click the Create New icon in the task bar. The CDN
Selection Policy File Registration page is displayed.
To edit a CDN Selection Policy file registration, click the Edit icon next to the registration you want to
edit.

Step 5

Choose a file import method from the File Import Method drop-down list:
•

Upload—The upload method allows you to upload a CDN Selection Policy File from any location
that is accessible from your PC by using the browse feature.

•

Import—The import method allows you to import the CDN Selection Policy File from an external
HTTP, HTTPS, or FTP server.

When you choose a method, the page refreshes and displays the configuration fields that are associated
with the method that you chose.
Step 6

Enter the fields as appropriate. Table 5-9 describes the upload method fields. Table 5-10 describes the
import method fields.
Table 5-9

Upload Method for CDN Selection Policy File Registration

Property

Description

Namespace

Unique namespace for the CDN Selection Policy file

Source File Upload

Local directory path to the CDN Selection Policy file. To
locate the file, use the Browse button. Click the Validate
button to validate the CDN Selection Policy file.

Destination Filename

Name of the CDN Selection policy file. This field is filled in
automatically with the filename from the local directory path.

Table 5-10

Import Method for CDN Selection Policy File Registration

Property

Description

Namespace

Unique namespace for the CDN Selection Policy file

Source File URL

The URL where the CDN Selection Policy file is located,
including path and filename. Click the Validate button to
validate the CDN Selection Policy file.

Destination File Name

Name of the CDN Selection Policy file.
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Table 5-10

Step 7

Import Method for CDN Selection Policy File Registration

Property

Description

Update Interval (minutes)

Frequency with which the VDSM looks for changes to the CDN
Selection policy file. The default value is 10 minutes.

Username

Name of the user to be authenticated when fetching the CDN
Selection policy file.

Password

User password for fetching the CDN Selection policy file.

To save the settings, click Submit.

Configuring CDN Adaptation Policy File
Configuring CDN Adaptation Policy File

To register a CDN Adaptation Policy File, do the following:
Step 1

Choose System > Configuration > Service Broker Policy Files > CDN Adaptation Policy File
Registration. The CDN Adaptation Policy File Registration page is displayed.

Step 2

Click the Create New icon in the task bar. The CDN Adaptation Policy File Registration page is
displayed.
To edit a CDN Adaptation Policy file registration, click the Edit icon next to the registration you want
to edit.

Step 3

Choose a file import method from the File Import Method drop-down list:
•

Upload—The upload method allows you to upload a CDN Adaptation Policy File from any location
that is accessible from your PC by using the browse feature.

•

Import—The import method allows you to import the CDN Adaptation Policy File from an external
HTTP, HTTPS, or FTP server.

When you choose a method, the page refreshes and displays the configuration fields that are associated
with the method that you chose.
Step 4

Enter the fields as appropriate. Table 5-11 describes the upload method fields. Table 5-12 describes the
import method fields.
Table 5-11

Upload Method for CDN Adaptation Policy File Registration

Property

Description

Namespace

Unique namespace for the CDN Adaptation Policy file

Source File Upload

Local directory path to the CDN Adaptation policy file. To
locate the file, use the Browse button. Click the Validate
button to validate the CDN Adaptation Policy file.

Destination Filename

Name of the CDN Adaptation policy file. This field is filled in
automatically with the filename from the local directory path.
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Table 5-12

Step 5

Import Method for CDN Adaptation Policy File Registration

Property

Description

Namespace

Unique namespace for the CDN Adaptation Policy file

Source File URL

The URL where the CDN Adaptation Policy file is located,
including path and filename. Click the Validate button to
validate the CDN Adaptation Policy file.

Destination File Name

Name of the CDN Adaptation Policy file.

Update Interval (minutes)

Frequency with which the VDSM looks for changes to the CDN
Adaptation policy file. The default value is 10 minutes.

Username

Name of the user to be authenticated when fetching the CDN
Adaptation policy file.

Password

User password for fetching the CDN Adaptation policy file.

To save the settings, click Submit.

Configuring CDN IP Network File
Configuring CDN IP Network File

On-net/Off-net designation of IP subnets is done via coverage zone xml file. Up to 50,000 subnet entries
are supported in this file.
To configure a CDN IP Network File, do the following:
Step 1

Choose System > Configuration > CDN IP Network File Registration. The CDN IP Network File
Registration page is displayed.

Step 2

To set a global CDN IP Network file, Click on the radio button next to the CDN IP Network File URL.

Step 3

Click Set Global File button to save the settings. To clear the global CDN IP Network file, click Clear
Global File button.

Step 4

To upload a new CDN IP Network file, Click the Create New icon in the task bar. The CDN IP Network
File Registration page is displayed.
To edit a CDN IP Network file registration, click the Edit icon next to the registration you want to edit.

Step 5

Choose a file import method from the File Import Method drop-down list:
•

Upload—The upload method allows you to upload a CDN IP Network File from any location that
is accessible from your PC by using the browse feature.

•

Import—The import method allows you to import the CDN IP Network File from an external
HTTP, HTTPS, or FTP server.

When you choose a method, the page refreshes and displays the configuration fields that are associated
with the method that you chose.
Step 6

Enter the fields as appropriate. Table 5-13 describes the upload method fields. Table 5-14 describes the
import method fields.
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Table 5-13

Property

Description

Source File Upload

Local directory path to the CDN Adaptation policy file. To
locate the file, use the Browse button. Click the Validate
button to validate the CDN IP Network file.

Destination Filename

Name of the CDN IP Network file. This field is filled in
automatically with the filename from the local directory path.

Table 5-14

Step 7

Upload Method for CDN IP Network File Registration

Import Method for CDN IP Network File Registration

Property

Description

Source File URL

The URL where the CDN IP Network file is located, including
path and filename. Click the Validate button to validate the
CDN IP Network file.

Destination File Name

Name of the CDN IP Network file.

Update Interval (minutes)

Frequency with which the VDSM looks for changes to the CDN
IP Network file. The default value is 10 minutes.

Username

Name of the user to be authenticated when fetching the CDN IP
Network file.

Password

User password for fetching the CDN IP Network file.

To save the settings, click Submit.

Configuring the VDSM to Communicate with an External System
Configuring the VDSM to Communicate with an External System
VDSM can be configured to communicate with external systems. Currently, Prime Central is supported
as one type of external system.
Cisco PRIME for service providers is an experience delivery management architecture that enables the
integrated design, fulfillment and assurance of customer experiences such as video, mobility, and
managed cloud services delivered on converged IP networks.
As part of Cisco PRIME, the VDSM forwards alarms as SNMP traps to Prime Central. The VDSM
supports the following functionality to provide communication to Prime Central:
•

VDSM configuration settings to allow communication with Prime Central

•

Registration of the VDSM on Prime Central

•

Sending SNMP traps to Prime Central

Registering and De-Registering with Prime Central

The VDSM registers with Prime Central by checking Register check box in the External System page.
The registration process takes about 10 to 20 seconds. After registration is complete, the VDSM updates
the status (Registered or Registration Failed) of Prime Central.
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Note

VDSM should be de-registered from the Prime Central before deleting the configuration settings of
Prime Central.
To configure the settings for an external system (Prime Central), do the following:

Step 1

From the VDSM GUI, choose System > Configuration > External Systems. The External Systems
table is displayed.

Step 2

Click the Create New icon in the task bar. The External System page is displayed.
To edit an external system, click the Edit icon next to the external system name.

Step 3

Enter the settings as appropriate. See Table 5-15 for a description of the fields.
Table 5-15

External System Parameters

Field

Description

Name

Name of the External System

Type

Prime Central is the only option.

Status

Registration status, It can have the following values:
Registered
Unregistered
Registering
Registration Failed
Deregistering

Step 4

Register

Check the Register check box to register the VDSM with Prime Central

IP Address

IP address of the Prime Central

Database SID

Database schema ID of the Prime Central

Database Port

Database Port Number of the Prime Central

Database User

Database User Name of the Prime Central

Database Password

Database Password of the Prime Central

Fault Manager Server
IP

IP Address of the Prime Central Fault Manager, used by VDSM to send SNMP
traps to the Prime Central

Fault Manager Server
Port

Port number of the Prime Central Fault Manager, used by VDSM to send
SNMP traps to the Prime Central

Comments

Description of the External System

Click Submit to save the settings.
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Viewing or Downloading XML Schema Files
The XML Schema Files page provides links to the XML schema files for viewing or downloading. All
XML files can be validated through the VDSM by clicking the Validate button on the associated VDSM
page. However, if you want to use an external XML validation program, you can save the XML schema
file to use for that purpose. The following XML schema files are available:
•

CDNNetwork.xsd—CDN-IP Network Configuration file is used to customize the networks and
geographic regions each SB services.

To open or save an XML schema file, do the following:
Step 1

Choose System > Files > XML Schema Files. The VDS-SB XML Schema page is displayed with a link
to each XSD (schema) file.

Step 2

Click the link for the file. Depending on the browser program used, one of the following or something
similar happens:
•

File is displayed in a new window and the File Download dialog box is also displayed

•

Opening dialog box is displayed

•

File is displayed in a text editor program.
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Monitoring the VDS-SB
The VDSM provides tools that can be used for system monitoring and system diagnostics. The topics
covered in this chapter include:
•

System Monitoring, page 6-1

•

Device Monitoring, page 6-7

•

Log Files, page 6-14

•

Transaction Logs, page 6-14

System Monitoring
System monitoring consists of the following:
•

System StatusSystem Status

•

Geo Location Server MonitoringSystem Home Page

•

System Audit LogsSystem Audit Logs

•

System Port NumbersSystem Port Numbers

For information on Devices tab, see the “Device Monitoring” section on page 6-7. For information on
configuring devices, see the “Configuring the Service Broker” section on page 3-2.
For information on the Systems tab and configuring system settings, see the “Configuring AAA” section
on page 5-1, “Changing a Password” section on page 5-7, and “Configuring System Settings” section on
page 5-8.

System Status
System Status
The VDSM displays the system status in the System Status bar that is located above the navigation tabs
in every window. The System Status bar presents the overall device and service health of the system.
You can use this feature to monitor devices and services in your VDS-SB network. The System Status
bar helps you immediately identify any problems on the network, allowing you to act and respond to
problems quickly.
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The system status reporting mechanism uses four alarm lights to identify problems that need to be
resolved. Each light represents a different alarm level, as follows:
•

Green—No alarms (the system is in excellent health)

•

Yellow—Minor alarms

•

Orange—Major alarms

•

Red—Critical alarms

When you roll your mouse over an alarm light in the System Status bar, a pop-up message provides
further details about the device or license status. See Figure 6-1.
The icon next to the System Status either displays a yellow triangle with an exclamation mark or a green
circle with a check mark. The yellow triangle indicates the alarms and alerts count includes only the
unacknowledged alarms and alerts. The green circle with a check mark indicates all alarms and alerts
are counted, whether they are acknowledged or unacknowledged.
Figure 6-1

System Status Bar

When you click the alarm light or the link next to the alarm light, a new window opens (Troubleshooting
Devices or Troubleshooting Services), listing the individual devices that need attention.T
Troubleshooting Window Pop-Up Menus

When you roll your mouse over an item under the Alarm Information column in the Troubleshooting
window, the Troubleshooting Tools menu is displayed. The Troubleshooting Tools menu provides links
to all the diagnostic tools, troubleshooting tools, and monitoring applications for troubleshooting and
resolving the problem. Figure 6-1 shows the Troubleshooting Tools menu for device alarms.
-Table 6-1 describes the icons for the Troubleshooting window.
Table 6-1

Icon

Troubleshooting Window Icons

Function
Create a filtered table. Filter the alarms by severity or device type.

View all alarms. Click this icon to view all alarms after you have
created a filtered table.
Refresh the table
Print the current window.
View acknowledged alarms.
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You can sort the Troubleshooting table by clicking any column heading displayed in blue. The first time
the column heading is clicked, the table is sorted by that column in increasing order. If the column
heading is clicked again, the table is sorted by that column in decreasing order.

Note

If there is more than one alarm for a device, and the Troubleshooting window is sorted by device, then
the device is only listed once for multiple alarms associated with it. The same is true for service alarms.
Troubleshooting Window Acknowledge and Unacknowledge Alarms Function

The following procedure describes acknowledging and unacknowledging an alarm:
Step 1

To remove an alarm from the Troubleshooting window, check the check box for the alarm. The alarm is
moved to the Acknowledged Alarm window.

Step 2

To view the acknowledged alarms, click the View acknowledged alarms icon. The Acknowledged
Alarm window is displayed.

Step 3

To unacknowledge an alarm, check the check box for the alarm. The alarm is returned to the
Troubleshooting window.

Step 4

To view the Troubleshooting window again, click the Back (blue left arrow) icon.

Device Alarms
Device Alarms

Device alarms are associated with device objects and pertain to applications and services running on
SBs, and VDSMs. Device alarms are defined by the reporting application or service. Device alarms can
also reflect reporting problems between the device and the VDSM. (See Table 6-2.)
Alarm thresholds are configured for each device. For more information, see the “Setting Service Monitor
Thresholds” section on page 3-38.
Table 6-2

Device Alarms for Reporting Problems

Alarm

Alarm
Severity

Device Status

Description

Device is offline

Critical

Offline

The device has failed to communicate with the
VDSM.

Device is pending

Major

Pending

The device status cannot be determined.

Device is inactive

Minor

Inactive

The device has not yet been activated or
accepted by the VDSM.

Device has lower
software version

Minor

Online

The device is not interoperable with the VDSM
because it has an earlier software version.

To troubleshoot a device from the System Status bar, do the following:
Step 1

In the System Status bar, click the Devices alarm light or click the Device link. The Troubleshooting
Devices window is displayed.
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Step 2

In the Alarm Information column, hold your mouse over the alarm message until the Troubleshooting
Tools menu is displayed. See Figure 6-1.

Step 3

Click the troubleshooting tool you want to use. The link takes you to the corresponding page in the
VDSM. Table 6-3 describes the tools available for all device alarms.
Table 6-3

Troubleshooting Tools for Device Alarms

Item

Navigation

Description

Edit/Monitor Device

Devices home page

Displays Devices home page

Telnet to Device

Opens a Telnet window

Initiates a Telnet session using
the device IP address

Run Show Commands

Devices > Device > Monitoring >
Show/Clear Commands > Show
Commands

Displays device show command
tool

Core Dump File

Devices > Device > Monitoring >
Core Dump Files

Displays a list of core dump files
on the device.

Update Software

Devices > Devices > Device Home Displays a list of software files
> Update Software
that have been uploaded to the
VDS-SB.

Remote Storage Alarms
Remote Storage Alarms

Storage alarms have two levels: major and minor. A minor alarm transits to a major alarm if it persists
for more than 60 seconds. All alarms are viewable by using the show alarm command and through the
Device alarms in the System Status bar.
Storage alarms are generated at two levels from each SB:
•

Storage server—Single alarm is generated for each storage server, and indicates that the SB could
not connect to the storage server within the timeout period (that is, the mount command timed out).

Service Alarms
Service Alarms

To troubleshoot service issues from the System Status bar, do the following:
Step 1

In the System Status bar, click the Services alarm light or click the Service link. The Troubleshooting
Services window is displayed.

Step 2

In the Alarm Information column, hold your mouse over the alarm message until the Troubleshooting
Tools menu is displayed.

Step 3

Click the troubleshooting tool that you want to use. The link takes you to the corresponding page in the
VDSM.
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Geo Location Server Monitoring
Geo Location server Monitoring
Service Broker monitors geo-location primary and secondary servers using TCP connectivity. A minor
alarm is generated when one of the servers become unresponsive, i.e., the geo-location servers does not
respond within a timeout of 1 second) and a major alarm is raised when all geo-location severs become
when unresponsive.
A syslog log is generated automatically when any of the geo-location server is down. If the server comes
up and then goes down, a new syslog is generated.
The details of minor and major alarms are listed below:
Minor alarms:
•

PrimGeoSvrFail – Connectivity to the primary Geo Server has failed while secondary is also
configured and up.

•

SecGeoSvrFail – Connectivity to the secondary Geo Server has failed while primary is also
configured and up.

Major alarms:
•

AllGeoSvrFail – Connectivity to all configured Geo Servers failed. When this alarm is generated,
any geo server fail minor alarms will be cleared.


The minor and major alarms are cleared automatically upon expiry of geo-location server monitor poll
interval and when the servers are up and become accessible and. When any changes are made to the
geo-location server configuration such as addition, modification or removal the existing geo svr fail
alarms will be cleared. Also, such changes are reflected in status only after polling interval.
The Geo-Location Server Monitoring can be enabled/disabled via CLI using the following commands:
geo-location-sever monitor
no geo-location-server monitor

By default, the Geo-Location server monitoring is enabled.

System Home Page
System Home Page
The System Home page (Figure 6-2) provides overall system information on configuration and software
versions running on the VDS-SB devices. Clicking the links for devices, BDQDNS, Content Delivery
Networks takes you to the corresponding table pages.

Note

The number of devices that have a lower version of software than the VDSM only compares the major
and minor release numbers (X.Y) of the software release number. The software release number consists
of X.Y.Z-b#, where X is the major release number, Y is the minor release number, Z is the maintenance
release number, and b# is the build number. Devices with a lower X.Y version than the VDSM do not
interoperate with the VDSM, and the VDSM does not send configuration updates to those devices. A
minor alarm is generated for the devices with a lower version of software.
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Figure 6-2

System Home Page

System Audit Logs
System Audit Logs
The VDSM logs user activity in the system. The only activities that are logged are those that change the
VDS-SB network. This feature provides accountability for users actions (for example, which user did
what and when). Logged activities include the following:
•

Creation of VDS-SB network entities

•

Modification and deletion of VDS-SB network entities

•

System configurations

To view audit trail logs, do the following:
Step 1

Choose System > Logs > Audit Trail Logs. The Audit Log page is displayed. All logged transactions
in the VDSM are listed by date and time, user, actual transaction that was logged, and the IP address of
the machine that was used.

Step 2

To determine the number of rows that you want to display, choose a number from the Rows
drop-down list.

System Port Numbers
System Port Numbers
Information on all the protocols and ports used by the VDS-SB can be viewed on the Well Known Ports
page.
To view ports used by the VDS-SB, choose System > Well Known Ports. The Well Known Ports page
is displayed. Table 6-4 lists all ports listed on the Well Known Ports page.
To view all ports on one page, from the Rows drop-down list, choose All.
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Table 6-4

Well Known Ports

Source Destination
Destination Group Protocol Port
Port

Purpose

Administrator(P
C)

VDSM

TCP

ANY

8443

Access to VDSM GUI from Administrator PC

All Devices

NTP Servers

UDP

ANY

123

Query Time Servers

All Devices

NMS Servers

TCP

ANY

161

SNMP Query/Polling

All Devices

NMS Servers

UDP

ANY

162

SNMP/Trap

All Devices

Syslog Server

UDP

ANY

514

Syslog

All Devices

All Devices

TCP

ANY

22

SSH

All Devices

All Devices

TCP

ANY

23

Telnet (Disabled by default)

Client

DNS Server/Proxy

UDP

ANY

53

DNS Query for Service Broker Full-Qualified
Domain Name (SRFQDN) from client

DNS Server

All Devices

UDP

ANY

1023-65535

DNS Server responses to DNS query requests

SB

VDSM

TCP

ANY

443

VDS Mgmt (Notifications, updates, queries)

SB

VDSM

UDP

ANY

2000

Service Broker-VDSM KeepAlives

VDSM

VDSM

TCP

ANY

443

VDS Mgmt (Notifications, updates, queries)

VDSM

VDSM

UDP

ANY

2000

VDSM-VDSM KeepAlives

VDSM

SB

TCP

ANY

443

VDS Mgmt (Notifications, updates, queries)

Source Group

Note

The Destination Ports that have a port range indicate the possible ports that the Source Group could be
expecting to send traffic to and receive traffic from. The specific ports required to be open to receive and
send data depends on the Source Group configuration.

Device Monitoring
This section covers the following topics:
•

Devices TableDevices Table

•

Devices Home PageDevices Home Page

•

Using show and clear CommandsUsing the VDSM show or clear Command Tool

•

Core Dump FilesCore Dump Files
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Devices Table
Devices Table
The Devices Table page displays all devices registered in the VDS-SB network (Figure 6-3).
Figure 6-3

Devices Table Page

Table 6-5 describes the Device Table columns. You can sort the information in the table by clicking on
any column title. The table can be sorted in ascending or descending order for each column.
The table defaults to listing ten rows. You can change the number of rows by clicking the Rows
drop-down list. The bottom of the table lists the page number and the total number of pages, as well as
how many items are showing out of the total number of items.
Table 6-5

Device Table Columns

Column Heading Description
Device Name

Host name of the device.

Type

Device type: SB, VDSM (Primary), VDSM (Secondary).

IP Address

Primary IP address of the device.

Status

Status is one of the following:

Location

•

Online—Device has been activated through the VDSM and is able to send and
receive data and control traffic.

•

Offline—Device has failed to communicate with the VDSM.

•

Pending—Device status cannot be determined. The device could be in the
process of being activated by the VDSM

•

Online [Waiting for datafeed]—In some situations, the VDSM may receive
regular heartbeat messages, but not receive a datafeed message for a long time.
The Online [Waiting for datafeed] state indicates that the VDSM has not
received a datafeed message from this online device in the last 2.25 * polling
rate seconds. When the datafeed message is received, the state changes to
Online.

Location the device is assigned to.

Software Version Device software version.
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Table 6-6 describes the icons for the device table. To view or modify the configuration of a device, click
the Edit icon next to the device name.
Table 6-6

Icon

Device Table Icons

Function
Activate all inactive Service Brokers.
Edit the device.
Export a table to a comma-separated value (CSV) file.

Create a filtered table. Filter the devices by the device name, device
type, and device status.
View all devices. Click this icon to view all devices after you have
created a filtered table.
Refresh the table
Print the current window.

For more information, see the “Devices, Services, and Other Tables” section on page 2-4“Devices,
Services, and Other Tables” section on page 2-4.

Devices Home Page
Devices Home Page
The Devices home page (Figure 6-4) provides alarm status and information on the device. Only basic
information is displayed for the SB and VDSM.
You can update the device software, and telnet to the device from the Devices home page. For more
information about updating the software, see the “Software Upgrade” section on page 7-1.
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Figure 6-4

SB Devices Home Page

The Devices home page for an SB provides several icons. Table 6-7 describes these icons. The VDSM
home page has a subset of the icons.
Table 6-7

SB Devices Home Page Icons

Icon

Description
Displays all devices. Clicking this icon displays a list of the Service Brokers. To view
or configure another Service Broker, click the Service Broker name. The configuration
page for that device is displayed and the left-panel menu displays. This feature allows
you to compare the configuration on different Service Brokers. To return to the
left-panel menu, click the Display Menu icon.
Displays the left-panel menu for the device.
Refreshes the page.
Deletes the device. See the “Deleting a Device” section on page 7-7.
Updates application statistics. The device statistics are updated at a configurable time
interval, which is set in the System Configuration page
(System.monitoring.collectRate). See the “Configuring System Settings” section on
page 5-8. To see the latest statistics immediately, without waiting for the time interval
to elapse, click this icon.
Forces a full database update from the VDSM to the SB. If the VDSM and SB
databases are not synchronized because of network errors or other errors, you can
synchronize them by clicking this icon.
Reboots the device. See the “Rebooting Devices” section on page 7-7.
Prints the home page.

For more information about the Devices home page, see the “Devices Home Page” section on
page 2-5“Devices Home Page” section on page 2-5.
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Using show and clear Commands
The show and clear commands offer more detailed monitoring of the device. Table 6-8 lists only the
show command parameters where arguments are required or are optional. Table 6-9 lists only the clear
command parameters where arguments are required. A full list of the show and clear commands is
available from the drop-down list on the respective page.

Using the VDSM show or clear Command Tool
Using the VDSM show or clear Command Tool

To use the VDSM show or clear command tool, do the following:
Step 1

Choose Devices > Devices > Monitoring > Show/Clear Commands and then click either Show
Commands or Clear Commands.

Step 2

From the drop-down list, choose a command.

Step 3

Enter arguments for the command, if any.

Step 4

Click Submit to display the command output. The results of the command are displayed in a new
window.

Table 6-8

show Command Arguments

show Command

Arguments

Device

aaa

{commands [accounting | authorization] | enable

SB, VDSM

[authentication] | exec [accounting | authorization] | login
[authentication] | system [accounting | authorization]}
alarms

[critical | detail | history | major | minor | status]

SB, VDSM

authentication

{user}

SB, VDSM

clock

[detail | standard-timezones {all | details timezone | regions |

SB, VDSM

zones region-name}]
cms

{database {content {dump filename | text | xml} |

SB, VDSM

maintenance [detail]} | info | processes}
device-mode

{configured | current}

SB, VDSM

disks

[current | details | error-handling [details] | raid-state |

SB, VDSM

SMART-info [details]]
interface

{GigabitEthernet slot/port | TenGigabitEthernet slot/port}

SB, VDSM
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Table 6-8

show Command Arguments (continued)

show Command

Arguments

Device

ip

{access-list [acl-name | acl-num] | network-ip-address | all |
community [location-community] |

SB, VDSM

ipv4 unicast | memory | neighbors [neighbor-ip-address] |
nexthop-database | summary} | interface brief | opsf
[border-routers | database [adv-router
ip-address-advertising-router | asbr-summary
[ip-address-link-state-id | detail] | database-summary | detail |
external [ip-address-link-state-id | detail] | network
[ip-address-link-state-id | detail] | nssa-external
[ip-address-link-state-id | detail] | router
[ip-address-link-state-id | detail] | self-originated [detail] |
summary [ip-address-link-state-id | detail]] | interface |
memory | neighbor [ip-address-neighbor [detail] |detail |
summary] | request-list ip-address-neighbor-router
{GigabitEthernet slot/port } |
retransmission-list {GigabitEthernet slot/port} | route
[single-ip-route] | route | static route}
ntp

{status}

SB, VDSM

processes

[cpu | debug pid | memory | system [delay 1-60 | count 1-100]] SB, VDSM

service-broker

On SB: {access-policy | content-based-routing | forwarding

SB, VDSM

[content-origin content-origin] | lastresort [domain
domain-name] | load {all | sbname} |
location-based-routing | memory | proximity-based-routing |
redirect-burst-control | redirect-mode | routes
[content-origin content-origin] | service-monitor | services
{all
| sbname] | subscribe domain | summary}}
On VDSM: {service-monitor}
services

{ports [port-num] | summary}

SB, VDSM

Snmp

{alarm-history | engine ID | group | stats | user}

SB, VDSM
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Table 6-8

show Command Arguments (continued)

show Command

Arguments

Device

statistics

On all devices: aaa | fd | icmp | ip | lsof | netstat | radius |

SB, VDSM

services | snmp | tacacs | tcp | udp
On SB only: service-broker {access-policy | bfqdn { all | domain
domain-name {bfqdn-policy {print-script } } } | cdn {all | name}
| cdn-network | cdn-selection-policy | memory |
service-broker-policy | status {all | cdn} }
On VDSM only: content-distribution-network device status
device-name or device-group-name or device-ID
tech-support

tech-support [list-files list-file-directory | page | service

SB, VDSM

{authentication | cms | kernel | rules}]
User

user {uid number | username name}

SB, VDSM

Users

{administrative}

SB, VDSM

version

[pending]

SB, VDSM

Table 6-9

clear Command Arguments

clear
Command

Arguments

Device

ip

On all devices: {access-list counters 1-99 (standard IP) or
100-199 (extended IP) or access-list-name}

SB,VDSM

statistics

On all devices: aaa | all | history | icmp | ip | radius | running |
snmp | tacacs | tcp | udp

SB, VDSM

On SB only: http requests | service-broker|
users

{administrative}

SB,VDSM

Core Dump Files
Core Dump Files

The Core Dump Files page lists any core dump files for the device. To view a list of core dump files for
the device, choose Devices > Devices > Monitoring > Core Dump Files. The Core Dump File page is
displayed and lists any core dump files that have occurred on the device.
To delete a core dump file, check the check box next to the filename and click the Delete icon in the task
bar.
To delete all core dump files, check the check box in the heading of the check box column, and click the
Delete icon in the task bar.
To refresh the table, click the Refresh Table icon in the task bar.
To print the table, click the Print icon in the task bar.
The core dump files are located in the /local1/local1/core_dir directory.

Cisco VDS Service Broker 1.3 Software Configuration Guide
OL-30204-02

6-13

Chapter 6

Monitoring the VDS-SB

Log Files

Log Files
Log files can be generally categorized in three main classes:
1.

Transaction logs

2.

Error and debug logs

3.

General system logs and core files

Transaction Logs

Transaction logs are stored under the /local/local1/logs/ directory. They are disabled by default; to
enable transaction logging either enter the transaction-logs enable command or check the Transaction
Log Enable check box on the Transaction Log Settings page. See the “Configuring the VDSM” section
on page 3-54“Configuring Transaction Logs for the Service Broker” section on page 3-50 for more
information.
Transaction log archiving is configured by using the transaction-logs archive command or by entering
the settings on the Transaction Log Settings page.
To allow the Service Monitor module to collect threshold information enter the service-monitor
transaction-log enable command or check the Enable check box for each setting on the Service
Monitor page. See the “Setting Service Monitor Thresholds” section on page 3-38 for more information.
To configure the Service Monitor thresholds, use the Service Monitor page.
For more information about transaction logs, see the “Transaction Logs” section.
Error and Debug Logs

Error and debug logs are stored under the /local/local1/errorlog/ directory. By default, all software
modules only log error related information. Debug logging levels can be controlled (on a per software
module basis) through the debug command.
There is a background cron job that periodically (every hour) monitors and trims the overall size of
SYSFS (including the errorlog/ directory).
General System Logs and Core Files

General system logs primarily consist of /local/local1/syslog.txt. In addition, any core files generated
are stored to the /local/local1/core_dir/ directory. The same background cron job used for the error and
debug logs also monitors and trims the growth of syslog.txt and core_dir/ directory. If the overall space
usage of SYSFS exceeds 80 percent, this cron job raises an alarm indicating that.
When the overall SYSFS space usage exceeds 90 percent, this cron job starts freeing up space by
removing the oldest files first. The algorithm used basically removes files based on their age. Initially,
all files that are older than 30 days are removed (from the core_dir/, errorlog/, and logs/ directories). If
this does not free up enough space (that is less than 90 percent of capacity), then all files having an age
of 10 days are removed.

Transaction Logs
Transaction logs allow administrators to view the traffic that has passed through the SB. Typical fields
in the transaction log are the date and time when a request was made, the URL that was requested, the
type of request, the number of bytes transferred, and the source IP address. For more information about
configuring transaction log settings for SBs, see the “Configuring the VDSM” section on
page 3-54“Configuring Transaction Logs for the Service Broker” section on page 3-50.
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This section discusses the following topics:

Note

•

Usage Guidelines for Log FilesUsage Guidelines for Log Files

•

Service Broker Transaction Log FieldsService Broker Transaction Log Fields

•

Service Monitor Transaction LogsService Monitor Transaction Logs

Each transaction log includes a header line that provides the Cisco VDS-SB software version and a
summary line as the last line in the transaction log, which includes a summary of all the requests that
appear in the transaction log.

Usage Guidelines for Log Files
Usage Guidelines for Log Files
This section provides some guidelines for working with log files., and includes the following topics:

Note

•

Working Logs

•

Archive Working Log

•

Exporting Log Files

The time stamp in the filename is always in UTC, but the time stamp for the log entries in the transaction
logs depends on the transaction log.

Working Logs
Working Logs

Transaction logs are located in the /local/loca1/logs directory. Each component has one or more
directories, depending on its configuration.
There is a working log file in each directory, which is a symbol link, linking to the current working log
file.
The log files are logged to a working log on the local disk as follows:
•

Service Broker logs are logged to a working log on the local disk in the
/local1/logs/service_broker/working.log

•

Service Broker transaction logs are located in the /local1/logs/service_broker directory

•

Service Monitor transaction logs are located in the /local1/logs/service_monitor directory
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Archive Working Log
Archive Working Log

You can specify the interval at which the working log should be cleared, when the interval occurs the
data is moved to an archive log. The archive log files are located on the local disk in the /local1/logs/
directory.
The archiving of working logs can be configured to occur at a specified time interval and when the
working log file reaches a specified size. If one of the criteria is met and at least one new message has
been written to the working log, a log rotation occurs. If one of the criteria is met and no new messages
have been written to the working log, a log rotation does not occur. You can specify the maximum
number of old logs kept on disk.
Because multiple archive files are saved, the filename includes the timestamp when the file was created.
The time stamp in the filename is always in UTC, but the time stamp for the log entries in the transaction
logs depends on the transaction log. Because the files can be exported to an FTP/SFTP server, the
filename also contains the IP address of the SB.
The archive filenames use this format:
modulename_IPADDRESS_YYYYMMDD_HHMMSS_file-generation-number.

Exporting Log Files
Exporting Log Files

To facilitate the post-processing of cache log files, you can export transaction logs to an external host.
This feature allows log files to be automatically exported by FTP to an external host at configurable
intervals. The username and password used for FTP are configurable, as is the directory to which the log
files are uploaded.
The log files automatically have a filename that uses the
<type>_<ipaddr>_yyyymmdd_hhmmss_<file_generation_number> format, where:
•

<type> represents the type of log file, with selog for cache logs such as HTTP, HTTPS, and FTP.

•

<ipaddr> represents the SB’s IP address.

•

yyyymmdd_hhmmss represents the date and time when the log was archived for export.

•

<file_generation_number> represents the File Generation Number, which has a range from 00001
to 99999.

Exporting Transaction Logs to External FTP Servers
Exporting Transaction Logs to External FTP Servers

To export transaction logs to an FTP server, you must first enable exporting of transaction logs and then
configure the FTP or secure FTP (SFTP) server parameters. This feature can support up to four FTP
servers. The following information is required for each target FTP server:
•

Server IP address or the hostname
The SB translates the hostname with a DNS lookup and then stores the IP address in the
configuration.

•

FTP user login and user password
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•

Path of the directory where transferred files are written
Use a fully qualified path or a relative path for the user login. The user must have write permission
to the directory.

You can also compress archived log files into gzip format before exporting them to external FTP servers.
The compressed filename has a.gz extension. This compression feature uses less disk space than that
required for noncompressed archived files on both the SB and the FTP export server and also requires
less bandwidth during export because of the smaller size of the files to be exported.
For more information about exporting and archiving transaction logs, see the “Configuring the VDSM”
section on page 3-54“Configuring Transaction Logs for the Service Broker” section on page 3-50
To immediately have the transaction logs archived and exported following the next transaction, use the
following commands:
SB# transaction-log force archive
SB# transaction-log force export

The transaction-log force archive command causes the transaction log to be archived to the SB hard
disk following the next transaction. The transaction-log force export command causes the transaction
log to be exported to the configured FTP server. The transaction-log force commands do not change
the configured or default schedule for an archive or export of the transaction logs. The archive or export
interval is restarted after the forced operation. If a scheduled archive or export job is in progress when
the transaction-log force command is entered, the command has no effect.

Restarting Export After Receiving a Permanent Error from the External FTP Server
Restarting Export After Receiving a Permanent Error from the External FTP Server

When an FTP server returns a permanent error to the SB, the export is retried at 10-minute intervals or
sooner if the configured export interval is sooner. If the error is a result of a misconfiguration, the archive
transaction logs are no longer exported to that server. You must re-enter the SB transaction log export
parameters for the misconfigured server to clear the error condition.
A permanent error (Permanent Negative Completion Reply, RFC 959) occurs when the FTP command
to the server cannot be accepted, and the action does not take place. Permanent errors can be caused by
invalid user logins, invalid user passwords, and attempts to access directories with insufficient
permissions or directories that do not exist.

Exporting Transaction Logs to External SFTP Servers
Exporting Transaction Logs to External SFTP Servers

You can also export transaction logs to a Secure File Transfer Protocol (SFTP) server. You must first
enable the feature and configure the SFTP server parameters. The following information is required for
each target SFTP server:
•

SFTP server IP address or the hostname
The SB translates the hostname with a DNS lookup and then stores the IP address in the
configuration.

•

SFTP user login and user password

•

Path of the directory where transferred files are written
Use a fully qualified path or a relative path for the user login. The user must have write permission
to the directory.
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To enable this feature, enter the sshd allow-non-admin-users command on the SB. If this feature is
enabled, the output of the show running-config EXEC command shows that this feature is enabled on
the SB.

Service Broker Transaction Log Fields
Service Broker Transaction Log Fields

Note

Changing the time zone on an SB does not affect the log entry nor the log filename. Both the log entries
and the log filename always use UTC.
The Service Broker transaction logs are located in the /local1/logs/service_router directory. Table 6-10
describes the fields for the Service Broker transaction log.
Table 6-10

Service Broker Transaction Log Fields

Field

Description

c-ip

Request Sender’s IP address

user-agent

User-agent field if any from the request. Not applicable for DNS requests (logged)

date

Date, in international date format, the request was received

time

Time the request was received

status

Status Code returned
For HTTP:
HTTP status code returned 1xx-5xx
For DNS:
•

0 – Unknown Domain (BFQDN)

•

1 – Successful PTR response

•

2 – Failure response

•

3 – Unknown/Unsupported DNS query type

•

4 – Successful response

•

5 – Successful IP Redirect response

•

6 – Successful CNAME Redirect response

•

7 – Successful Proxy redirect response

•

8 – Refused status

req-protocol

Protocol used in the response. Supported values: http, dns, https

req-domain

Domain name used in the response which can be IP Address

req-url

Complete URL the request is redirected to including protocol, hostname, path,
and any query parameters, tokens, etc. sent in the response

cdn-selected

RFQDN selected

res-protocol

Protocol used in the response. Supported values: http, dns, https

res-domain

Domain name used in the response which can be IP Address
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Table 6-10

Service Broker Transaction Log Fields (continued)

Field

Description

res-url

Complete response URL including protocol, hostname, path, and any query
parameters.

Country

International Standard Organization's two letter code (ISO-3166) indicating
the name of the country corresponding to the request sender’s IP, as retrieved
from geo server / local geo cache

State

State name corresponding to the request sender’s IP, as retrieved from geo
server / local geo cache

City

City name corresponding to the request sender’s IP, as retrieved from geo
server / local geo cache

latitude

Latitude corresponding to the request sender’s IP as retrieved from geo server
/ local geo cache, expressed as a floating point number with range of -90 to 90,
with positive numbers representing North and negative numbers representing
South. Latitude and longitude are derived from the city or postal code.

longitude

Longitude corresponding to the request sender’s IP as retrieved from geo
server / local geo cache, expressed as a floating point number with range of
-180 to 180, with positive numbers representing East and negative numbers
representing West. Latitude and longitude are derived from the city or postal
code.

asn

Autonomous System Number corresponding to the request sender’s IP address
as retrieved from geo server/local geo cache. ASN value provided is a 32 bit
integer.
The ASN is a globally unique number assigned to a group of networks
administered by a single entity such as a Network Service Provider (NSP) or
very large organization. ASNs are used to manage data routing via the Border
Gateway Protocol (BGP). There are over 27,000 active ASNs.

connection-type

Connection type of the request sender, as retrieved from geo server / local geo
cache. Supported values are:
•

ocx

•

tx

•

consumer satellite

•

framerelay

•

dsl

•

cable

•

isdn

•

dialup

•

fixed wireless

•

mobile wireless

•

unknown low

•

unknown medium

•

unknown high
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Table 6-10

Service Broker Transaction Log Fields (continued)

Field

Description

linespeed

Indicates speed of the connection mapped from the connection type
corresponding to the request sender, and as retrieved from geo server / local
geo cache. Supported values are
•

high

•

medium

•

low

GmtOffset

Provides the time in seconds (+/-) offset from GMT of client location.

metrocode

Metropolitan Statistical Area (MSA) corresponding to the request sender, as
retrieved from geo server / local geo cache.
MSAs are geographical boundaries of US counties or towns using the
Core-Based Statistical Areas (CBSAs), as defined by the US Office of
Management and Budget (OMB), from data gathered by the US Census
Bureau.

postal code

Postal code corresponding to the request sender, as retrieved from geo server /
local geo cache.

Carrier

The carrier field provides the name of the organization responsible for the
traffic carried on a particular network or set of networks designated as
Autonomous System (AS). This field provides a more human readable
representation than the information provided in the Autonomous System
Number (ASN) field.
Note

This field is applicable to releases starting from 1.1

Service Monitor Transaction Logs
Service Monitor Transaction Logs
Service Monitor transaction logs provide a tool for analyzing the health history of a device to ensure the
device is within the configured capacity limits.
The device and service health information are periodically logged on the device in transaction log files.
Transaction logs provide a useful mechanism to monitor and debug the system. The transaction log fields
include device information applicable to Service Brokers and Service Brokers that are useful for
capacity monitoring. Additionally, when a device threshold is exceeded, detailed information is sent to
a file (threshold_exceeded.log) to capture the processes that triggered the threshold alarm. To configure
threshold settings, see the “Setting Service Monitor Thresholds” section on page 3-38.
The Service Monitor transaction log filename has the following format:
service_monitor_<ipaddr>_yyyymmdd_hhmmss_<>, where:
•

<ipaddr> represents the IP address of the SB or VDSM.

•

yyyymmdd_hhmmss represents the date and time when the log was created.

For example, service_monitor_192.168.1.52_20110630_230001_00336 is the filename for the log file
on the device with the IP address of 192.168.1.52 and a time stamp of June 30, 2011 at 3:36 AM.
The Service Monitor transaction log file is located in the /local1/logs/service_monitor directory.
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An entry to the Service Monitor transaction log is made every two seconds.

Note

The following rules apply to Service Monitor transaction logs:
•

A transaction log value is only logged if the Service Monitor is enabled for that component on the
device. For example if CPU monitoring is not enabled, the transaction log value “–” is displayed.

•

If a log field can have more than one value, the values are delimited by the pipe (|) character.

•

If a value can have sub-values, the sub-values are delimited by the carrot (^) character.

•

Some of the fields display aggregate values. If the statistics are cleared using the clear statistics
command, the value after clearing the statistics may be less than the previous values, or may be zero
(0).

Table 6-11 describes the fields for the Service Monitor transaction log on an SB.
Table 6-11

SB Service Monitor Transaction Log Fields

Field

Sample Output Description

Corresponding CLI Command

date

2011-06-30

Date of log.

–

time

22:52:02

Time of log.

–

cpu_avg

21

Moving average value in percentage of show service-broker
CPU usage.
service-monitor
Device status—CPU—Average load

mem_avg

44

Moving average value in percentage of show service-broker
memory usage.
service-monitor
Device status—Mem—Average used
memory

kernel-mem-avg

11

Moving average value in percentage of show service-broker
kernel memory.
service-monitor
Device status—KMEM—Average
kernel memory

disk_avg

2

Moving average value in percentage of showservice-broker service-monitor
disk usage.
Device status—Disk—Average load

file-desc-count

1023

Total count of file descriptors open on show statistics lsof
the device. File descriptors are internal
data structures maintained by the Linux
kernel for each open file.

tcp_server_connections

35

Number of TCP server connections
open.

show statistics tcp
TCP Statistics—Server connection
openings

tcp_client_connections

24

Number of TCP client connections
open.

show statistics tcp
TCP Statistics—Client connection
openings

processes_count

42

Number of processes running on the
device.

show processes

dataserver-cpu-
percentage

1

Percentage of the CPU used for the
dataserver process.

–
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Table 6-11

SB Service Monitor Transaction Log Fields (continued)

Field

Sample Output Description

sb-cpu-precentage

Corresponding CLI Command

Percentage of the CPU used for the
service broker processes

sb-mem (bytes)
requests-received

Number of requests received

http-normal-requests-rec
eived

Number of HTTP normal requests
received

dns-requests-received

Number of DNS requests received
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Maintaining the VDS-SB
This chapter section explains how to perform common administrative tasks including updating system
software, hard disk drive maintenance, and rebooting and deleting devices. The following major topics
are covered:
•

Software Upgrade, page 7-1

•

Rebooting Devices, page 7-7

•

Deleting a Device, page 7-7

•

Replacing a Device, page 7-10

•

Backup and Recovery Procedures, page 7-12

For information about database maintenance, see the “Setting Storage Handling” section on page 3-18.

Software Upgrade
The software upgrade section covers the following topics:
•

Getting a Software File from Cisco.com

•

Finding the Software Version of the Devices

•

Configuring the Software Image Settings

•

Upgrading the Software

•

Software Upgrades by Device

Getting a Software File from Cisco.com
Getting a Software File from Cisco.com
To get a software file from Cisco.com, do the following:
Step 1

Launch your web browser and enter the following URL:
http://www.cisco.com/cisco/software/navigator.html
The Select a Product page is displayed if you have recently logged in; otherwise, the Log In page is
displayed.

Step 2

Log in to Cisco.com using your designated username and password.
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Step 3

Choose Products > Video > Videoscape > Cisco Videoscape Distribution Suite > Cisco Videoscape
Distribution Suite Service Broker. The Downloads page is displayed.

Step 4

Click the software release you want. The page refreshes and the software image files are displayed.

Step 5

Click the link for the software image file you want.
•

If this is the first time you have downloaded a file from Cisco.com, the Cisco Systems Inc.,
Encryption Software Usage Handling and Distribution Policy is displayed. Read the policy, fill in
the unfilled fields, and click Accept.

•

If you previously filled out the Encryption Software Usage and Handling and Distribution form, the
form does not display again.

The Download page is displayed with the information about the software image file and a Download
link.
Step 6

Click Download Now to download the file, or click Add to cart to select more image files before
downloading them. The Download Cart page is displayed.

Step 7

Click Proceed With Download. The Cisco End User Software License Agreement is displayed.

Step 8

Read the agreement and click Agree. The Download Software page is displayed.

Step 9

Choose a download option, either Download Manger Option or Non Java Download Option. A new
window displays the filename of the ISO image file.

Step 10

Click Download. The File Download dialog box is displayed.

Step 11

Click Save. The Save As dialog box is displayed.

Step 12

Navigate to the location where you want to save the file and click Save. The file downloads.

Finding the Software Version of the Devices
Finding the Software Version of the Devices
The VDSM Home page gives a brief summary of the software versions in use on all the devices in the
VDS-SB network.
To view the software version running on a particular device, choose Devices > Devices. The Devices
Table page displays the software version for each device listed.
Clicking the Edit icon next to the device name in the Devices Table page displays the Devices home
page, which shows the software version for that device.

Note

The software version is not upgraded until a software upgrade has been successfully completed.
If a software upgrade is in progress, the version number displayed is the base version, not the
upgraded version number.

Configuring the Software Image Settings
Configuring the Software Image Settings
To upgrade your VDS-SB software release, you must first configure the software image settings.
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To configure the software image settings, do the following:
Step 1

Choose System > Software Image Management. The Software Files Table page is displayed.

Step 2

Click the Create New icon in the task bar. The Software Image page is displayed.

Step 3

In the Software Image URL field, enter the URL for the .bin software file that you downloaded from
Cisco.com.
a.

Choose a protocol (http or ftp) from the drop-down list.

b.

Enter the URL of the software file; for example, a valid URL might look like this:
http://internal.mysite.com/vos/VDS-2.x.x-K9.bin
In this URL, VDS-2.x.x-K9 is the name of the software upgrade file. (The filename might include
the version number.)

Step 4

If your server requires user login authentication, enter your username in the Username field and enter
your login password in the Password field. Enter the same password in the Confirm Password field.

Step 5

Enter the software version number in the Software Version field. You can copy this number from the
version portion of the software filename in the software file URL.
Specify the version in one of two formats: X.Y.Z-bB or X.Y.Z.b.B, where X = major version, Y = minor
version, Z = maintenance version, b = build letter, and B = build number.

Step 6

If you want the size of the software file considered during validation, enter a file size (in bytes) in the
File Size field. If you leave this field blank, the URL is checked without regard to the software file size.

Step 7

To validate the Software Image URL, Username, and Password fields, click the Validate Software
Image Settings button.
When you click the Validate Software Image Settings button, the following occurs:
•

Software file URL is resolved.

•

Connection to the software file URL is established using the username and password, if specified.

•

If a file size is specified, the actual size of the software file is obtained and compared against the
value in the File Size field.

•

Message is returned, indicating success or errors encountered.

Step 8

In the Advanced Settings section, check the Auto Reload check box to automatically reload a device
when you upgrade the software.

Step 9

If you want, you can choose one of three download methods:

Step 10

•

Default—Uses pre-positioned content but always falls back to direct download.

•

Direct Download Only—Directly downloads the file using the software file URL.

For downgrades only, specify the VDSM IP address to be used for device registration in the VDSM IP
Address field.
The VDSM IP Address field is the IP address of a VDSM after the software is downgraded. (This field
is optional and only applies for downgrades.) After the downgrade, the SB registers with the VDSM with
the IP address specified in this field.

Step 11

Click Submit.
To delete a software file, click the Delete icon in the task bar.
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Caution

If your browser is configured to save the username and password for the VDSM, the browser
auto-populates the Username and Password fields in the Software Image page. You must clear these
fields before you click Submit.

The software file that you want to use is now registered with the VDSM. When you perform the software
upgrade or downgrade, the URL that you just registered becomes one of the choices available in the
Update Software page. (See the “Upgrading the Software” section on page 7-4.)

Upgrading the Software
Upgrading the Software
When upgrading software in your VDS-SB network, begin with Service Engines and Service Routers
before upgrading the VDSM. The VDSM reboots at the conclusion of the upgrade procedure, causing
you to temporarily lose contact with the device and the user interface. After the VDSM has upgraded its
software and rebooted, it may be unable to communicate with devices running different versions of the
VDS-SB software.

Caution

Primary and standby VDSMs must be running the same version of VDS-SB software. If they are not, the
standby VDSM detects this and does not process any configuration updates it receives from the primary
VDSM. You need to upgrade your standby VDSM first, and then upgrade your primary VDSM. We also
recommend that you create a database backup for the primary VDSM and copy the database backup file
to a safe place before you upgrade the software.

Caution

To upgrade the software image on a server, you first need to offload a server for maintenance. Once the
server has been fully offloaded, you can upgrade the software. After updating the software, uncheck the
Server Offload check box to allow the server to receive client requests from the Service Broker. See the
Server Offload field in Table 3-3 on page 3-3 for more information.

Downgrading the Software
For software downgrades of systems with primary and standby VDSMs, you need to do the following:
1.

If you are using the VDSM GUI, downgrade the standby VDSM first, followed by the primary
VDSM.
If you are using the CLI, downgrade the primary VDSM first, followed by the standby VDSM.

2.

After downgrading the primary and standby VDSMs, using the CLI, log in to each VDSM and run
the following commands:
cms database downgrade
cms enable
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Interoperability Considerations
Interoperability Considerations

In general, a VDS-SB network is upgraded gradually, so that your network might consist of nodes with
different software versions for the duration of time it takes to upgrade all nodes. Dissimilar software
versions are not supported in the long term, and only the interoperability considerations listed below are
supported until all devices are running the same software version. You can expect the following behavior
during an upgrade or downgrade of your network:
•

VDS-SB network continues to operate with mixed versions up to one major or minor version
difference in a deployed solution.

•

New features that depend on device cooperation might not be fully functional until the VDS-SB
network upgrade is complete, but no existing features are affected.

•

While being upgraded, a node is unavailable for a short time.

•

All nodes, other than the node being upgraded, continue to operate at full capacity. The availability
of other nodes is not affected during an upgrade.

•

Content is preserved during an upgrade or downgrade unless you remove an origin service.

•

All logs are preserved during an upgrade or downgrade, unless you change the disk configuration.
Anytime disk space is reconfigured, the logs are automatically removed.

We strongly recommend that you upgrade your VDS-SB network devices in the following order:

Note

1.

Service Broker

2.

Standby VDSMs (Upgrade before primary when using the GUI only.)

3.

Primary VDSM

When you upgrade VDSMs using the CLI, we recommend that you upgrade your primary VDSM first,
and then upgrade your standby VDSM. Primary and standby VDSMs must be operating with exactly the
same software release as each other for failover to be successful.
Table 7-1

Upgrade Status Messages

Upgrade Status Message

Condition

Pending

The request has yet to be sent from the VDSM to the
device, or receipt of the request has yet to be acknowledged
by the device.

Downloading

The download method for the software file is being
determined.

Proceeding with Pre-positioned
Download

The download method for the software file is detected as
pre-positioned. Proceeding with download of a
pre-positioned software file.

Proceeding with Download

The download method for the software file is detected as
direct download. Proceeding with the request for direct
download of the software file.

Download in Progress (Completed …)

Direct download of the software file is being processed.
“Completed” indicates the number of megabytes
processed.
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Table 7-1

Upgrade Status Messages (continued)

Upgrade Status Message

Condition

Download Successful

The direct download of the software file has been
successful.

Download Failed

The direct download of the software file cannot be
processed. Further troubleshooting is required; see the
device system message log.

Proceeding with Flash Write

A request has been made to write the software file to the
device flash memory.

Flash Write in Progress (Completed …)

The write of the device flash memory is being processed.
“Completed” indicates the number of megabytes
processed.

Flash Write Successful

The flash write of the software file has been successful.

Reloading

A request to reload the device has been made to complete
the software upgrade. The device may be offline for several
minutes.

Reload Needed

A request to reload the device has not been made. The
device must be reloaded manually to complete the software
upgrade.

Canceled

The software upgrade request was interrupted, or a
previous software upgrade request was bypassed from the
CLI.

Update Failed

The software upgrade could not be completed.
Troubleshooting is required; see the device system
message log.

Software Upgrades by Device
Software Upgrades by Device
Use this upgrade procedure for Service Broker and VDSMs. To upgrade your software on a single
device, do the following:
Step 1

Choose Devices > Devices. The Devices Table page is displayed.

Step 2

Click the Edit icon of the device that you want to upgrade. The Devices home page is displayed.

Step 3

Verify that the device is not already running the version that you plan to upgrade to, and that the current
version has an upgrade path to the version that you plan to upgrade to.

Step 4

Click Update Software. The Software Update page is displayed.

Step 5

Choose the software file URL from the Software Files list by clicking the radio button next to the
filename.

Step 6

Click Submit, and then click OK to confirm your decision.
The Devices Table page is displayed again. You can monitor the progress of your upgrade from this page.
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Software upgrade status messages are displayed in the Software Version column. These intermediate
messages are also written to the system log on the Service Engines. See Table 7-1 for a description of
upgrade status messages.

Rebooting Devices
You can reboot a device or device group. The VDSM performs a controlled shutdown of all devices and
then restarts the operating system on each device.
To reboot an individual device, do the following:
Step 1

Choose Devices > Devices.

Step 2

Click the Edit icon next to the device name that you want to reboot. The Devices home page is displayed

Step 3

In the task bar, click the Reload icon. You are prompted to confirm your decision.

Step 4

To begin rebooting the device, click OK.

Deleting a Device
You can delete a device if the device is experiencing unresolvable problems or when its network address
or configuration has changed and you need to add the device back to the VDS-SB network using its new
address and configuration information.

Caution

If you delete the only SB in your VDS-SB network, you are removing the ability of your VDS-SB
network to route requests to CDN.
Removing the device from the VDS-SB network involves using the CLI to shut down VDS-SB network
services and deregister the node. If you are removing the device because of hardware failure and it
cannot be accessed through its CLI, you can remove the device by using the VDSM; however, the device
continues to store its registration information until you deregister it by using the CLI.
Before a device can be removed from the VDS-SB network, the following conditions must be met:
•
•

Device must have been activated in the VDSM.
VDSM must be operating.

•

Device must have the correct VDSM IP address or hostname configured.

•

VDSM IP address or hostname must be that of the primary VDSM.

Deleting a device from the VDS-SB network involves using the CLI to remove the registration
information from the device itself and removing the registration record from the VDSM.

Note

Do not use the VDSM to delete a device while the device is still active and registered. The VDSM delete
feature removes only the device’s registration record from the VDSM; it does not deregister the device.
The device retains its registration information and continues to contact the VDSM; however, the VDSM
no longer recognizes the device. 
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If for some reason the VDSM loses the registration record of a device, use the cms deregister force
command on the device to remove all its registration information. Then use the cms enable command
to reregister the device with the VDSM as though it were a new node in the VDS-SB network.
To remove and deregister a device, do the following:
Step 1

Open an SSH session to the device CLI.

Step 2

In global configuration mode, enter the no cms enable command.
SB# configure
SB(config)# no cms enable

Note

Step 3

Issuing the no cms enable command does not disable acquisition and distribution services on
the device; however, issuing the cms deregister command does. The cms deregister command
disables the CMS, all acquisition and distribution services, and all routing communications to
and from this device.

In EXEC mode, enter the cms deregister command.
SB(config)# exit
SB# cms deregister

Step 4

If for some reason the deregistration fails, you can force the deregistration by using the cms deregister
force command.
SB# cms deregister force

Note

Step 5

Take note of any messages stating that the deregistration failed and make sure to resolve them
before reregistering the device with the same VDSM or registering the device to another VDSM.
The cms deregister force command forces the deregistration to continue.

To add the device back into the VDS-SB network, reregister the device with the VDSM by using the cms
enable command in global configuration mode.
SB# configure
SB(config)# cms enable

In case of a hardware failure, you might need to remove the device from the VDS-SB network routing
scheme by using the VDSM.
Before a device can be removed from the VDS-SB network through the VDSM, the following conditions
must be met:
•
•
•
•
•

Device must have been activated in the VDSM.
VDSM must be running.
Device must have the correct VDSM IP address or hostname configured.
VDSM IP address or hostname must point to the primary VDSM.
Device must not be the Acquisition Node for any origin service.
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To delete a device using the VDSM, do the following:
Step 1

Choose Devices > Devices. The Devices Table page is displayed. The online status of the device is listed
in the Status column.

Step 2

Click the Edit icon next to the device name you want to delete. The Devices home page is displayed.

Step 3

In the task bar, click the Delete Device icon. You are prompted to confirm your decision.

Step 4

To execute your request, click OK. The device is removed from the VDSM.

Step 5

If possible, access the device CLI to deregister the device.

Step 6

In the CLI, enter the cms deregister force command.

Note

Step 7

You must use the cms deregister force command after deleting a device in the VDSM. This is
because once the device has been deleted, the VDSM no longer has a record of the device.

To add the device back in to the VDS-SB network, reregister the device with the VDSM by using the
cms enable command in global configuration mode.

Deleting a Warm Standby VDSM
Deleting a Warm Standby VDSM
You can delete a warm standby VDSM from the VDS-SB network at any point after you have registered
the device and before the device has come online as the primary VDSM. Once the device has been called
into use as the primary VDSM, however, you cannot delete it by using the VDSM.
Delete a warm standby VDSM when the device is experiencing unresolvable problems or when its
network address or configuration has changed and you need to add the device back to the VDS-SB
network by using its new address and configuration information.
To delete a warm standby VDSM, do the following:
Step 1

Log in directly to the VDSM CLI, and enter the cms deregister command.
If for some reason the deregistration fails, you can force the deregistration by using the cms deregister
force command.

Step 2

From the VDSM GUI, choose Devices > Devices.
The browser refreshes, listing the VDSMs on your VDS-SB network. The warm standby VDSM is
identified as Standby.

Step 3

Click the Edit icon next to the name of the warm standby VDSM. The Devices home page is displayed.

Step 4

From the left-pane menu, choose Device Activation. The Activation page is displayed.

Step 5

In the task bar, click the Delete icon. You are prompted to confirm your decision.

Step 6

To execute your request, click OK.
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Replacing a Device
The procedure to replace a device in the VDS-SB is different depending on the type of the device being
replaced. This section covers the following procedures:
•

Replacing a VDSM

•

Replacing a VDS-SB

Replacing a VDSM
Replacing a VDSM
To replace a VDSM in a VDS-SB you must first add the new VDSM into the network as a standby
VDSM. For procedural information, see the “Configuring Primary and Standby VDSMs” section on
page 2-8“Configuring Primary and Standby VDSMs” section on page 2-8.

Note

The primary and standby VDSMs must be running the same version of software. You must first add the
new VDSM with the same version as the existing VDSM. Once the standby VDSM has been added, you
must wait at least two polling intervals (10 minutes) for the databases to synchronize before you can
begin the upgrade procedure.

Note

After you have activated the standby VDSM using the primary VDSM web interface and the device
shows as online in the Devices Table page, wait at least two polling intervals (10 minutes) before
changing roles to ensure that the standby VDSM has a record of the most recent configuration changes.
To promote the standby VDSM to primary, first stop the primary VDSM using the VDSM role standby
command. For procedural information, see the “Changing a Standby to a Primary VDSM” section on
page 2-9“Configuring Primary and Standby VDSMs” section on page 2-8.
After the primary VDSM has been stopped, and the standby VDSM has taken the role of primary, wait
at least two polling intervals (10 minutes) before logging in to the new primary VDSM. The new primary
VDSM is accessible by entering the IP address of the VDSM with port 8443 in a web browser. For
example, if the IP address of your VDSM is 192.168.0.236, enter https://192.168.0.236:8443.
It is now safe to deactivate the old primary VDSM in the VDSM web interface and remove it from the
VDS-SB network.

Note

Do not try to take a back up of the old VDSM database and restore it on the new VDSM. This may lead
to problematic issues.

Replacing a VDS-SB
Replacing a VDS-SB

To replace an SB, do the following:
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Step 1

Open an SSH session to the device being replaced.

Step 2

In global configuration mode, enter the no cms enable command to disable CMS on the device that
needs to be replaced.
SE# configure
SE(config)# no cms enable

Step 3

From the VDSM, choose Devices > Devices > Device Activation. The Device Activation page is
displayed.

Step 4

Uncheck the Activate check box and click Submit. The page refreshes and displays a Replaceable
check box.

Step 5

Check the Replaceable check box and click Submit.

Step 6

Choose System > Configuration > System Properties. The System Properties page is displayed.

Step 7

Click the edit icon next to the System.devivce.recovery.key property. The Modify Config Property page
is displayed.

Step 8

In the Value field, enter a key and click Submit. The default value is default.

Step 9

Follow the instructions for configuring a device using the setup utility.

Note

The replacement device must be the same hardware model as that of the device being replaced.

a.

When prompted by the setup utility, configure the basic network settings.

b.

When prompted by the setup utility for the hostname of the new device, use the same hostname of
the device being replaced.

c.

When prompted by the setup utility for the IP address of the VDSM, enter the IP address of the
VDSM.

Step 10

Open an SSH session to the new device.

Step 11

In EXEC mode, enter the cms recover identity command with the key parameter you set in Step 8.
SB# cms recover identity <key>

On successful registration to the VDSM, a message similar to the following is displayed:
DT-7326-4#cms recover identity sr
Registering this node as Service Broker...
Sending identity recovery request with key sr
Node successfully registered with id CrConfig_291
Registration complete.

Step 12

Register the device with the VDSM by using the cms enable command in global configuration mode.
SB# configure
SB(config)# cms enable

Step 13

From the VDSM, choose Devices > Devices > Device Activation. The Device Activation page is
displayed.

Step 14

Check the Activate check box and click Submit.
After a few minutes, approximately two polling intervals, the device status shows online and all
configurations (origin service assignments, programs, and so on) are the same as those on the device that
was replaced.
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Step 15

Once the new device is up and running, as noted by the online status, the old device can be removed from
the VDS-SB network.

Backup and Recovery Procedures
This section provides VDSM database backup and VDS-SB software recovery procedures. This section
contains the following sections:
•

Performing Backup and Restore on the VDSM Database, page 7-12

•

Using the Cisco VDS-SB Software Recovery CD-ROM, page 7-13

•

Recovering a Lost Administrator Password, page 7-15

•

Recovering VDS-SB Network Device Registration Information, page 7-16

Performing Backup and Restore on the VDSM Database
Performing Backup and Restore on the VDSM Database
The VDSM stores VDS-SB network-wide device configuration information in its Centralized
Management System (CMS) database. You can manually back up the CMS embedded database contents
for greater system reliability.
To back up the CMS database for the VDSM, use the cms database backup EXEC command.

Note

The naming convention for backup files includes the timestamp.
To back up and restore the CMS database on the VDSM, do the following:

Step 1

Back up the CMS database to a file.
SB# cms database backup
creating backup file backup-db-11-06-2007-13-10.dump
backup file local1/backup-db-11-06-2007-13-10.dump is ready.
Please use ‘copy’ commands to move the backup file to a remote host.

Step 2

Save the file to a remote server by using the copy disk ftp command. This command copies the file from
the local disk to a remote FTP server, as shown in the following example:
SB# cd /local1
SB# copy disk ftp 10.86.32.82 /incoming sb-db-9-22-2002-17-36.dump
sb-db-9-22-2002-17-36.dump
Enter username for remote ftp server:ftp
Enter password for remote ftp server:*******
Initiating FTP upload...
Sending:USER ftp
10.86.32.82 FTP server (Version wu-3.0.1-18) ready.
Password required for ftp.
Sending:PASS *******
User ftp logged in.
Sending:TYPE I
Type set to I.
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Sending:PASV
Entering Passive Mode (10,86,32,82,112,221)
Sending:CWD /incoming
CWD command successful.
Sending PASV
Entering Passive Mode (10,86,32,82,203,135)
Sending:STOR sb-db-9-22-2002-17-36.dump
Opening BINARY mode data connection for sb-db-9-22-2002-17-36.dump.
Transfer complete.
Sent 18155 bytes

Step 3

Delete the existing CMS database.
SB# cms database delete

Step 4

Restore the CMS database contents from the backup file.
SB# cms database restore sb-db-9-22-2002-17-36

Step 5

Enable CMS.
SB# cms enable

Using the Cisco VDS-SB Software Recovery CD-ROM
Using the Cisco VOS Software Recovery CD-ROM
A software recovery CD-ROM image (.iso file) is available for each software release. The recovery
CD-ROM can be used to recover system software that must be completely reimaged. The recovery
CD-ROM image contains the system software for a single software release and a single application
software.
This section presents instructions for creating and using the software recovery CD-ROM to reinstall your
system software if for some reason the software that is installed has failed.

Caution

If you upgraded your software with a later release than the software recovery CD-ROM image file you
downloaded, using the CD-ROM software recovery images may downgrade your system.

System Software Components
System Software Components

Cisco VDS-SB software consists of three basic components:
•

Disk-based software

•

Flash-based software

•

Hardware platform cookie (stored in flash memory)

All these components must be correctly installed for Cisco VDS-SB software to work properly.
The software is contained in two types of software images provided by Cisco:
•

A .bin image containing disk and flash memory components
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An installation containing only the VDS-SB flash memory-based software, without the
corresponding disk-based software, boots and operates in a limited mode, allowing for further disk
configuration before completing a full installation.
•

A .sysimg image containing a flash memory component only
The .sysimg component is provided for recovery purposes, and allows for repair of flash memory
only, without modifying the disk contents.

Getting the Cisco VDS-SB Software Recovery File from Cisco.com
Getting the Cisco VOS Software Recovery File from Cisco.com

To get a software file from Cisco.com, do the following:
Step 1

Launch your web browser and enter the following URL:
http://www.cisco.com/cisco/software/navigator.html
The Select a Product page is displayed if you have recently logged in; otherwise, the Log In page is
displayed.

Step 2

Log in to Cisco.com using your designated username and password.

Step 3

Choose Products > Video > Videoscape > Cisco Videoscape Distribution Suite > Cisco Videoscape
Distribution Suite Service Broker. The Downloads page is displayed.

Step 4

Click the link for the software recovery file you want to download.
•

If this is the first time you have downloaded a file from Cisco.com, the Cisco Systems Inc.,
Encryption Software Usage Handling and Distribution Policy is displayed. Read the policy, fill in
the unfilled fields, and click Accept.

•

If you previously filled out the Encryption Software Usage and Handling and Distribution form, the
form does not display again.

The Download page is displayed with the information about the software image file and a Download
link.
Step 5

Click Download. The Cisco End User Software License Agreement is displayed.

Step 6

Read the agreement and click Agree. The File Download dialog box is displayed.

Step 7

Click Save. The Save As dialog box is displayed.

Step 8

Navigate to the location where you want to save the file and click Save. The file downloads.

Step 9

Burn the software recovery image file onto a CD-ROM.

Installing the Software Using the Recovery CD-ROM
Installing the Software Using the Recovery CD-ROM

To install the system software by using the recovery CD-ROM, perform the following steps:
Step 1

Power off the Virtual Machine.

Step 2

Insert the recovery software CD-ROM into the CD-ROM drive, and boot the device.

Step 3

When the installer menu appears, choose 2 Install all Software.
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Step 4

Wait for the process to complete.

Step 5

Before you reboot the device, remove the CD-ROM drive from the USB port so that the device boots
from flash memory.

Step 6

Reboot the device.

Recovering a Lost Administrator Password
Recovering a Lost Administrator Password
If an administrator password is forgotten, lost, or misconfigured, you need to reset the password on the
device.

Note

There is no way to restore a lost administrator password. You must reset the password to a new one, as
described in this procedure.
To reset the password, do the following:

Step 1

Establish a console connection to the device and open a terminal session.

Step 2

Reboot the device.
While the device is rebooting, watch for the following prompt and press Enter when you see it:
Cisco VOS boot:hit RETURN to set boot flags:0009

Step 3

When prompted to enter bootflags, enter the 0x800 value.
Available boot flags (enter the sum of the desired flags):
0x0000 - exit this menu and continue booting normally
0x2000 - ignore Carrier Detect on console
0x4000 - bypass nvram config
0x8000 - disable login security
[SB boot - enter bootflags]:0x8000
You have entered boot flags = 0x8000
Boot with these flags? [yes]:yes
[Display output omitted]
Setting the configuration flags to 0x8000 lets you into the system, bypassing all
security. Setting the configuration flags field to 0x4000 lets you bypass the NVRAM
configuration.

Step 4

When the device completes the boot sequence, you are prompted to enter the username to access the CLI.
Enter the default administrator username (admin).
Cisco Service Broker Console
Username: admin

Step 5

When you see the CLI prompt, set the password for the user using the username password command
in global configuration mode.
SB# configure
SB(config)# username admin password 0 password
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You can specify that the password be either clear text or encrypted. Zero (0) means the password is
displayed as a plain word; one (1) means the password is encrypted.The password strength must be a
combination of alphabetic character, at least one number, at least one special character, and at least one
uppercase character.

Note
Step 6

Do not set the user ID (uid).

Save the configuration change by using the write memory command in EXEC mode.
SB(config)# exit
SB# write memory

Step 7

Optionally, reboot your device by using the reload command.
SB# reload

Rebooting is optional; however, you might want to reboot to ensure that the boot flags are reset, and to
ensure that subsequent console administrator logins do not bypass the password check.

Note

In VDS-SB software, the bootflags are reset to 0x0 on every reboot.

Recovering VDS-SB Network Device Registration Information
Recovering VDS-SB Network Device Registration Information
Device registration information is stored both on the device itself and on the VDSM. If a device loses
its registration identity or needs to be replaced because of hardware failure, the VDS-SB network
administrator can issue a CLI command to recover the lost information or, in the case of adding a new
device, assume the identity of the failed device.
To recover lost registration information, or to replace a failed node with a new one having the same
registration information, do the following:
Step 1

Mark the failed device as “Inactive” and “Replaceable” in the VDSM.
a.

Choose Devices > Devices.

b.

Click the Edit icon next to the name of the Service Engine you want to deactivate. The Devices
home page is displayed.

c.

From the left-panel menu, choose Device Activation.

d.

Uncheck the Activate check box. The page refreshes, displaying a check box for marking the device
as replaceable.

e.

Check the Replaceable check box and click Submit.

Note
Step 2

This check box only displays when the device is inactive.

Configure a system device recovery key.
a.

Choose System > Configuration.
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b.

Click the Edit icon next to the System.device.recovery.key property. The Modifying Config
Property page is displayed.

c.

Enter a password in the Value field and click Submit. The default password is default.

Step 3

Configure the basic network settings for the new device.

Step 4

Open an SSH session to the device CLI and enter the cms recover identity keyword EXEC command,
where keyword is the device recovery key that you configured in the VDSM.
When the VDSM receives the recovery request from the Service Engine, it searches its database for the
Service Engine record that meets the following criteria:
•

Record is inactive and replaceable.

•

Record has the same hostname as given in the recovery request.

•

Device is the same hardware model as the device in the existing record.

•

File system allocations for the device are the same as or greater than the device in the
existing record.

If the recovery request matches the Service Broker record, then the VDSM updates the existing record
and sends the requesting Service Broker a registration response. The replaceable state is cleared so that
no other device can assume the same identity. When the Service Engine receives its recovered
registration information, it writes it to file, initializes its database tables, and starts.
Step 5

Note

Return to the VDSM and activate the device.
a.

Choose Devices > Devices.

b.

Click the Edit icon next to the name of the Service Broker you want to activate. The Devices home
page is displayed.

c.

From the left-panel menu, choose Device Activation. The Service Broker status should be Online.

d.

Check the Activate check box and click Submit.

If you are replacing an old device with a different hardware model, check the following hardware-related
settings and adjust them according to your needs, after the new device is online in VDSM GUI:
•

IP Access List settings associated with network interfaces

•

Disk quota settings of origin services

•

Service Monitor Disk Failure Percent Settings
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CDN-IP Network Configuration
This appendix section describes the CDN-IP Network Configuration file.

CDN-IP Configuration File
A CDN-IP Network Configuration file is an XML file used to specify the CDN-IP Network
configuration details. The CDN-IP Network Configuration file supports different tags to support
different types of proximity configurations.
•

OnNet Entries—Group of IP Networks that belong to On-Net

•

OffNet Entries—Group of IP Networkds that belong to Off-Net

In addition to the CDN Network information, two optional elements are created for documentation
purposes: a revision value to specify the version of the CDN-IP Network Configuration file and a
customer name.
CDN-IP Network Configuration files can be created using any ASCII text-editing tool. You can use a
single CDN-IP Network Configuration text-format file to define all the CDN-Network configurations
for your VDS-SB network.
The XML Schema file describes and dictates the content of the XML file. The CDNNetwork.xsd file
contains the XML schema. To view or download a copy of the CDNNetwork.xsd , see the “Viewing or
Downloading XML Schema Files” section on page 5-18.
Table A-1 defines the CDN-IP Network Configuration file elements.
Table A-1

Tag

CDN-IP Network Configuration File Elements

Element

OnNetEntry/Off
NetEntry

Value

Description
One or more OnNetEntry per OnNetEntries
One or more OffNetEntry per OffNetEntries

name

The specified string is available for the match configuration
and Javascripts to reference the configured group of
networks.

network

IP Address in slash notation. One or more entries per
OnNetEntry or OffNetEntry.
e.g. <network>10.0.0.0/8</network>
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CDN-IP Configuration File

Table A-1

CDN-IP Network Configuration File Elements (continued)

Tag

Element

Value

Description

CDNNetwork

Revision

1.0

Revision of the CDN-IP Network Configuration file

CustomerNam
e

Customer Name
(string)

Name of the customer

OnNetEntries

—

Group of IP Networks that belong to On-Net. Only one entry
allowed

OffNetEntries

Group of IP Networks that belong to Off-Net. Only one entry
allowed
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URL Signing and Validation
This appendixsection describes the URL signing and validation method for the Cisco Internet Streamer
CDS, Velocix CDN, Level 3 CDN and Limelight CDN. This appendixsection contains the following
sections:
•

Introduction, page B-1

•

Configuring the Velocix CDN for URL Signing, page B-1

•

Configuring the Level 3 CDN for URL Signing, page B-3

•

Configuring the Limelight CDN for URL Signing, page B-5

•

Configuring the Cisco CDN for URL Signing, page B-7

Introduction
The CDNs accepts and fulfills requests for video content from client devices in the form of content
URLs. Content and service providers, to protect their copyright and fulfill their licensing obligations,
often need to restrict access to content and limit viewing times. Basic authentication and authorization
at the portal (for example, username and passwords) can help achieve this objective by restricting
content access to authorized users. However, because URLs are inherently open, users (once
authenticated at the portal) could potentially share these content URLs with other possibly unauthorized
users, or continue to access the content beyond the allotted time.

Configuring the Velocix CDN for URL Signing
Figure B-1 describes the URL signing and validation workflow for Velocix CDN.
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Configuring the Velocix CDN for URL Signing

Figure B-1
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Example for Velocix CDN URL Signing Procedure
1.

Consider the following example where the BFQDN is rewritten by RFQDN
http://bfqdn1.com/example.ext?vxttoken=cGF0aFVSST0vVUNEU19jb250ZW50L0RNUjIvKiZleHB
pcnk9MTM2MDM3NzMyNCxFQ0JGQTVGRDUwOUMyODdFM0FCRUI4NTg0RjcyMjE1NUVFOUMxNjQ4MTVGMTk0O
DQ2RTAxMjU2MzA1RUNBMzkw

2.

The vxttoken query parameter retrieved from the URL :

vxttoken=cGF0aFVSST0vVUNEU19jb250ZW50L0RNUjIvKiZleHBpcnk9MTM2MDM3NzMyNCxFQ0JGQTVGR
DUwOUMyODdFM0FCRUI4NTg0RjcyMjE1NUVFOUMxNjQ4MTVGMTk0ODQ2RTAxMjU2MzA1RUNBMzkw

3.

The result of base64decode on the vxttoken query parameter:

pathURI=/UCDS_content/DMR2/*&expiry=1360377324,ECBFA5FD509C287E3ABEB8584F722155EE9
C164815F194846E01256305ECA390

4.

The result of HMAC SHA256 Decode (thisistheend,
pathURI=/UCDS_content/DMR2/*&expiry=1360377324):

ECBFA5FD509C287E3ABEB8584F722155EE9C164815F194846E01256305ECA390

Note

Considering the hash is hex characters, a case in-sensitive match is done.

Assumptions made in the Velocix CDN URL Signing Procedure
1.

The query parameter pathURI when used for generating hash does not contain BFQDN. Thus if
Velocix CDN is selected and BFQDN is rewritten to Velocix’s RFQDN, the hash will not be
recomputed but forwarded as is.

2.

SHA256 alone is used, which is the default mechanism.

3.

Token is in the URL query parameter, and it is the only query parameter in the url. The name tag for
the token must be vxttoken. Token inside cookie is not supported.

4.

Only one shared secret supported. Shared secret length is maximum of 64 bytes.

5.

Timeout is optional in the URL query parameter, and must use expiry as its name tag.
Only shared secret is supported (no asymmetric key mechanism)

Configuring the Level 3 CDN for URL Signing
Figure B-2 describes the URL signing and validation workflow for Velocix CDN.

Cisco VDS Service Broker 1.2 Software Configuration Guide
OL-30204-02

B-3

Appendix B

URL Signing and Validation

Configuring the Level 3 CDN for URL Signing

Figure B-2

Level 3 CDN URL Signing
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Example for Level 3 CDN URL Signing Procedure
1.

Consider the following example where the BFQDN is rewritten by RFQDN
http://bfqdn1.com/example.ext?vxttoken=cGF0aFVSST0vVUNEU19jb250ZW50L0RNUjIvKiZleHB
pcnk9MTM2MDM3NzMyNCxFQ0JGQTVGRDUwOUMyODdFM0FCRUI4NTg0RjcyMjE1NUVFOUMxNjQ4MTVGMTk0O
DQ2RTAxMjU2MzA1RUNBMzkw

2.

Remove Velocix’s token “vxttoken=<>”
http://bfqdn1.com/example.ext

3.

Add any optional query parameters to the URL if not excluded in the configuration:
nva – Timeout value copied from received request but in to the format YYYYMMDDhhmmss
timestamp (GMT Timezone)



Option#1: http://bfqdn1.com/example.ext?nva=20130913103101
Option#2: http://bfqdn1.com/example.ext

4.

Generate the hash is using the following parameters:

•

Key id number = Set to 1-8 from rules xml

•

Key = Shared secret configured. 20-64 bytes long (config will not be validated to be > 20)

•

URI = URL Path excluding the Protocol and BFQDN, while including any query parameters present
to give input to hash computation.
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Key id number=2, Key= d4da64842ecb
Option#1: HMAC SHA1 (/example.ext?nva=20130913103101) =
f7e3d48db39088277ffd04f08f6c82f06fe2e27b
Option#2: HMAC SHA1 (/example.ext) = 7285241b712578cb0e71ffaa02ecbcc262b50b73
In the hash output, lower case characters will be used.

5.

Retrieve first 20 characters of hash and precede it with the Key id number and add thetoken tag
query parameter

Option#1:
http://bfqdn1.com/example.ext?nva=220130913103101&token=2f7e3d48db39088277ffd
Option#2:
http://bfqdn1.com/example.ext?token=27285241b712578cb0e71

Configuring the Limelight CDN for URL Signing
Figure B-3 describes the URL signing and validation workflow for Limelight CDN.
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Configuring the Limelight CDN for URL Signing

Figure B-3

Limelight CDN URL Signing

No

1. Timeout query
parameter - e
to be added?

skip

Yes
2. Append a query parameter e with value copied
from the timeout value from received URL when
present or from static configuration

No
3. Client IP query
parameter - ip
to be added?

No

skip

Yes
4. Append a query parameter ip the client ip
retrieved from the packet

No
5. Is Key
configured
on SB?

X-Failure-Reason:
Invalid token.
Key not configured

Return 403 with
X-Failure-Reason

Yes

5. Append token query param h with the resulting
hash value

209922

4. Generate MD5 using the key configured and
Complete URL including protocol, domain name,
URL path, and query parameters

Example for Limelight CDN URL Signing Procedure
1.

Consider an example where the BFQDN is rewritten by RFQDN
http://llsalestr.vo.llnwd.net/o1/s/welcome.txt?vxttoken=GF0aFVSST0vVUNEU19jb250ZW5
0L0RNUjIvKiZleHBpcnk9MTM2MDM3NzMyNCxFQ0JGQTVGRDUwOUMyODdFM0FCRUI4NTg0RjcyMjE1NUVFO
UMxNjQ4MTVGMTk0ODQ2RTAxMjU2MzA1RUNBMzkw

2.

Remove Velocix’s token “vxttoken=<>”
http://llsalestr.vo.llnwd.net/o1/s/welcome.txt

3.

Add any other optional query parameters such as:
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•

e – Timeout value copied from received request but in to the format unix epoch time (same as for
Velocix)

•

IP– Client’s IPv4 Address a.b.c.d

http://llsalestr.vo.llnwd.net/o1/s/welcome.txt?e=1362035800&ip=20.30.40.50

4.

Compute hash for the complete URL including protocol, path, and any query parameters in the URL,
along with the shared secret prepended:
Shared Secret: 115al3s
MD5(115al3shttp://llsalestr.vo.llnwd.net/o1/s/welcome.txt?e=1362035800&ip=20.30.40
.50) = 1bab5c42281160e04ba983c422915807
In the hash output, lower case characters will be used.

5.

Append hash to the URL to get re-signed URL

http://llsalestr.vo.llnwd.net/o1/s/welcome.txt?e=1362035800&ip=20.30.40.50&h=1bab5c42281160e04ba983c422915807

Configuring the Cisco CDN for URL Signing
See the Cisco Internet Streamer CDS 3.2 Software Configuration Guide Appendix I URL Signing and
Validation for detailed information on configuring Cisco CDN for URL Signing.
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Software Licensing Information
This appendix section provides software license information related to the VDS-SB.

Notices
The following notices pertain to this software license.

OpenSSL/Open SSL Project
This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/).
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).
This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues
The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the
original SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses
are BSD-style Open Source licenses. In case of any license issues related to OpenSSL please contact
openssl-core@openssl.org.
OpenSSL License:

Copyright © 1998-2007 The OpenSSL Project. All rights reserved.
Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:
1.

Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions,
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3.

All advertising materials mentioning features or use of this software must display the following
acknowledgment: “This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”.
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4.

The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please
contact openssl-core@openssl.org.

5.

Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in
their names without prior written permission of the OpenSSL Project.

6.

Redistributions of any form whatsoever must retain the following acknowledgment:
“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”.

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS”' AND ANY EXPRESSED
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product
includes software written by Tim Hudson (tjh@cryptsoft.com).
Original SSLeay License:

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.
This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.
This library is free for commercial and non-commercial use as long as the following conditions are
adhered to. The following conditions apply to all code found in this distribution, be it the RC4, RSA,
lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is
covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).
Copyright remains Eric Young’s, and as such any Copyright notices in the code are not to be removed.
If this package is used in a product, Eric Young should be given attribution as the author of the parts of
the library used. This can be in the form of a textual message at program startup or in documentation
(online or textual) provided with the package.
Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:
1.

Redistributions of source code must retain the copyright notice, this list of conditions and the
following disclaimer.

2.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

3.

All advertising materials mentioning features or use of this software must display the following
acknowledgement:
“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”.
The word ‘cryptographic’ can be left out if the routines from the library being used are not
cryptography-related.
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4.

If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement: “This product includes software written
by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
The license and distribution terms for any publicly available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the
GNU Public License].

Cisco VDS Service Broker 1.3 Software Configuration Guide
OL-30204-02

C-3

Appendix C

Software Licensing Information

Notices

Cisco VDS Service Broker 1.3 Software Configuration Guide

C-4

OL-30204-02

