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Preface 
About This Guide 

Introduction 
These release notes and installation instructions provide information and procedures 
for upgrading a Cisco Digital Network Control System (DNCS) to Service Pack 2 for 
System Release (SR) 2.2 and SR 3.2. These release notes contain the following 
information: 
• Chapter 1 provides a description of new features introduced with this service 

pack, along with a list of issues that were addressed during its development.  
• Chapter 2 provides step-by-step instructions for installing the service pack.  
• Chapter 3 provides general information on contacting Cisco Services.  
• Appendix A provides a list of implemented change requests (CRs) for SR 2.2 and 

SR 3.2 Service Pack 1.  
• Appendix B provides a procedure for backing out of this upgrade should it not 

succeed for some unforeseen reason. 

Who Should Read This Publication? 
Cisco engineers or system operators who are responsible for installing the SR 2.2 and 
SR 3.2 Service Pack 2 software onto a DNCS should read this publication. 
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About This Guide, Continued 

Software Product Offering 
In addition to system releases, Cisco currently offers several other types of software 
products that enable the cable service provider to better manage their Digital 
Broadband Delivery System (DBDS) networks: 
• Client Release (Application Platform) offers a bundled software package that 

includes both the Cisco Resident Application (SARA) and the PowerTV® operating 
system (PowerTV OS). Client releases are compatible with multiple system 
releases. 
− Client Maintenance Release addresses a group of specific change requests that 

are required before the next client release is available. 
• System Release is a software release that is designed to improve or enhance the 

functionality of the DNCS. A system release can be categorized as one of the 
following product types: 
− Major Release and Minor Release introduce new DBDS functionality while 

fixing known issues in the network. 
− Service Pack is an executable file that is an accumulation of fixed change 

requests since the last major or minor release. After a service pack is issued for a 
specific major or minor release, each subsequent service pack includes all 
previously fixed change requests. 

− Patch release is a single, executable file that addresses an urgent customer issue 
before the next system release. 

− Maintenance release incorporates patch releases and service packs into one 
software release. 

• Headend Software Release is a software release designed specifically for headend 
components to enhance hardware functionality. 

• Application Software provides the cable service providers with unique services 
and increased functionality that enhance the subscriber experience. 
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About This Guide, Continued 

Related Publications 
You may find the following Cisco publications useful as you read these release notes 
and installation instructions: 
• Application Server 3.1.2 User’s Guide, part number 749606 
• Correcting Session Issues Relating to the BFS BIG and BFS QAM Modulator Technical 

Bulletin, part number 749249 
• Configuring and Troubleshooting the Digital Emergency Alert System, For Use With All 

System Releases, part number 4004455 
• DNCS Utilities Installation and Operation Guide, part number 740020 
• Enabling Content Protection for Broadcast Programming, part number 4001068 
• MQAM Software Version 2.4.5 Release Notes and Installation Instructions,  

part number 4004188 
• Gigabit QAM Modulator Model D9479 Installation and Operation Guide, part number 

745431 
• GQAM Software Version 1.0.6 Release Notes and Installation Instructions, part number 

4003477 
• DBDS Backup and Restore Procedures for SR 2.2 and SR 3.2 Service Pack 2, SR 2.4 and 

SR 3.4, SR 2.5 and SR 3.5, and SR 3.3, part number 4001155 
• Resetting and Troubleshooting QAMs With auditQAM Instruction Sheet, part number 

4005744 
• Setting Up the PowerKEY CableCARD Module on the DNCS, part number 745234 
• SR 2.2 and SR 3.2 UniPack Upgrade Installation Instructions, part number 4004064 

Required Publication 
If you plan to install Application Server 3.1.2, you must have Application Server 3.1.2 
Release Notes and Installation Instructions, part number 4003848, before you begin. 

Document Version 
This is the third release of this publication. In addition to minor textual changes, this 
revision contains the following updates: 
• Adds references to GQAM documents in the Preface 
• Corrects an inadvertent reference to a non-published document. 
• Removes Known Issue CR 36535 because this CR is now closed 
• Adds Known Issue CR 41380 
• Updates the description for CR 28104 that reflects the major difference between 

MQAM software version 2.4.3 and MQAM software version 2.4.5. Refer to 
Appendix A of this document to locate the updated description for CR 28104. 
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Chapter 1 
Why Choose Service Pack 2? 

Overview 

Introduction 
Service Pack 2 for SR 2.2 and SR 3.2 includes new features and enhancements 
implemented at the request of our customers. Review this chapter to learn more 
about these exciting changes. In addition, this chapter provides a matrix of client 
release software that was verified with individual system releases prior to this 
service pack release. 

Which Sites Are Affected? 
These release notes and installation instructions affect sites that support either the 
Cisco Resident Application (SARA) or the Passport resident application.  

Important:  In this document, the Cisco Application Server is called the SARA 
Server. 

Sites that use the Pioneer application server need to contact Pioneer for the 
appropriate procedures. 

How Long Does It Take to Install? 
Completely installing the Service Pack 2 software may take approximately 2 hours. 
This time estimate includes taking down the system and bringing it back up and 
performing a full system backup.  

For Your Information 
The lists of change requests in this document are not intended to be comprehensive. 
If you have questions about a particular change request, contact Cisco Services. 
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Overview, Continued 

In This Chapter 
This chapter contains the following topics. 
 

Topic See Page 

System Release Compatibility and Prerequisites 1-3 

Implemented Change Requests for SR 2.2 and SR 3.2 Service 
Pack 2 

1-5 

Want To Know More? 1-6 

New Content Protection Feature 1-8 

Known Issues 1-13 

Known Issue for Macrovision 1-14 

Compatible Application Platform Releases 1-15 
 



 

78-4001158-01 Rev C Why Choose Service Pack 2? 1-3 

System Release Compatibility and Prerequisites 

Overview 
This section provides a list of the CDs included with Service Pack 2, a list of the 
software that is compatible with Service Pack 2, and the prerequisites for the DBDS 
before you install the service pack. 

CDs 
This service pack consists of the following CDs: 
• System Release 2.2/3.2 Service Pack 2, CD 1 of 2 – Installed on the DNCS 
• System Release 2.2/3.2 Service Pack 2, CD 2 of 2 – Installed on the DNCS 
• Application Server CD – Installed on the SARA Server 

Note:  In this document, Application Server is called the SARA Server. 
• DBDS Maintenance (Backup/Restore and Unipack Install) CD – Replaces any 

existing DBDS Maintenance CDs. This CD replaces your previous backup and 
restore CD, and the accompanying documentation supersedes the Backup and 
Restore Media Replacement Operations Alert Bulletin (part number 4005893). 

System Release Compatibility 
The following software applications and patches were tested and released as part of 
Service Pack 2: 
• DNCS application patch 3.0.1.16p7 
• DNCS GUI 3.0.1.16p3 
• DNCS WUI 3.0.1.16p2 
• Maintenance CD 2.0.3 
− UniPack install scripts 1.2.0.3 
− Backup/Restore CD v.6.0.4 

• SARA Server 3.1.2 
• MQAM 2.4.5 
• camPsm patch 
• UpdateCP.sh 
• backoutCP.sh 

This service pack can be applied to a DBDS running with DNCS application  
version 3.0.1.16 or 3.0.1.16p1. 

Note:  Service Pack 2 includes all of the enhancements included in Service Pack 1. 
Therefore, it is not necessary to load Service Pack 1 before loading Service Pack 2. 

For a list of all service packs available to date for SR 2.2 and SR 3.2, and a complete 
configuration listing for Service Pack 2, please contact Cisco Services. 
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System Release Compatibility and Prerequisites, Continued 

Prerequisites 
The DBDS must be operating with the following software before you can install 
SR 2.2 and SR 3.2 Service Pack 2: 
• SR 2.2 or SR 3.2 (or SR 2.2 or SR 3.2 Service Pack 1) system software 
• DBDS Utilities Version 3.1 or later 

If you are using a Pioneer application server, you must contact Pioneer to verify that 
you have the appropriate procedures to upgrade the application server. 

Also, you should have the installation CDs for your current application server on 
hand, in case you need to roll back your current version after the installation. 
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Implemented Change Requests for SR 2.2 and SR 3.2 Service Pack 2 

Introduction 
Service Pack 2 for SR 2.2 and SR 3.2 provides several enhancements for your system. 
This section provides information on the enhancements and changes that are 
included with this service pack. If you want to see if a specific change request (CR) 
was implemented in this release, a quick reference is provided. If you would like to 
review CRs in more detail, see Want to Know More, next in this chapter. 

Note:  If you need additional information about a particular CR, please contact your 
Cisco marketing manager. 

Quick Reference to CRs 
The following list provides a short description of each CR implemented in the 
service pack. 
 

CR Number Short Description 

35845 Improved response time for EAS messages without “bouncing” 
the PassThru process. 

35861 DNCS allocates GQAMs for video sessions more efficiently so that 
high-definition (HD) sessions are more readily available. 

36118 WUI now displays CableCARD™ information. 

36427 Autodiscovery algorithm now includes the ability to specify which 
frequencies appear first in the service group map file. 

36644 The PAT configuration no longer gets out of order when the 
operating system manager (OSM) process adds the BFS source. 

37268 Updated qamManager to manage bandwidth more efficiently 
when QAM sessions are deleted. 

38439 The OSM download process no longer allows images which have a 
hardware description set to all zeroes. 

38440 The dhctui process no longer allows images which have a 
hardware description set to all zeroes. 
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Want To Know More? 

Introduction 
This section provides more detail on each change for Service Pack 2 for SR 2.2 and 
SR 3.2. The changes described in this section appear in numerical order, like the 
quick reference table earlier in this chapter. 

Improved Response Time for EAS Messages 
In earlier releases, some EAS messages were occasionally delayed. In those cases, the 
DNCS operator could “bounce” the PassThru process to resolve the issue. CR 35845 
removes this occasional delay. 

Note:  Refer to Configuring and Troubleshooting the Digital Emergency Alert System, For 
Use With All System Releases, to verify that your EAS configuration is set properly. 

Updated Management of QAM Bandwidth 
Previously, the DNCS used a “round-robin” approach to assign video session 
bandwidth to GQAM modulators. This approach meant none of the GQAMs had 
sufficient bandwidth for a single HD session after the bandwidth was more than 50 
percent allocated, even though there was substantial open bandwidth. CR 35861 
allocates the bandwidth by looking at all of the available ports. 

WUI Now Displays CableCARD Information 
The Web-based user interface (WUI) did not display information from the database 
table podhostpair because the SOAPServers were down.  When they were restarted, 
the CableCARD data was displayed. CR 36118 corrects this issue. 

Autodiscovery Algorithm Allows You to Prioritize Frequencies 
The algorithm for the service group “autodiscovery” now allows you to specify 
which frequencies appear first in the service group map file. To specify these 
frequencies, create a new file called /export/home/dncs/SGFrequencies.dat and 
add a 3-digit number on each line for each frequency that should appear at the 
beginning of the SGFrequencies.dat file. For example, if you want 650 MHz to 
appear first in the service group map file, you will type 650 on the first line of the 
SGFrequencies.dat file.  CR 36427 provides this enhancement. 

PAT Configuration Order Is Preserved When OSM Adds BFS Source 
In earlier releases, the PAT configuration would get out of order when the osm 
process would add the BFS source. This issue caused failure to stage using the CVT 
method. CR 36644 corrects this issue. 
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Want To Know More?, Continued 

qamManager Frees Session Bandwidth Without Waiting On Delete Confirmation 
In earlier releases, the qamManager would delete sessions on the QAM without 
waiting for confirmation that the sessions were deleted, but it would not free up the 
bandwidth without confirmation. This caused VOD requests to fail because of 
insufficient bandwidth, even if bandwidth was available. CR 37268 corrects this 
issue. 

Reduce Possibility That Cable Service Providers Might Download Invalid Software 
The DNCS no longer allows users to select software images if the hardware 
description for those images has an invalid value (all zeroes). This enhancement 
reduces the possibility that cable service providers will download invalid software to 
all of the DHCTs in an area.  

CR 38439 provides this enhancement in the osm process. 

CR 38440 provides this enhancement in the dhctui process. 
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New Content Protection Feature 

Introduction 
Service Pack 2 for SR 2.2 and SR 3.2 offers a content protection feature that supports 
delivery of Copy Control Information (CCI) for both broadcast and on-demand 
content.  CCI is delivered in the ECM for the program and may be applied to any 
encrypted source. CCI cannot be applied to an unencrypted source.  

Content must be encrypted before the system can deliver CCI data. 

CCI Data 
CCI includes the following data. 
• EMI: Encryption Mode Indicator. The EMI bits affect DTCP for the 1394 port and 

may affect HDCP for the Digital Visual Interface (DVI)/High-Definition 
Multimedia Interface™ (HDMI™) port, depending on policy settings. The EMI 
bits mark encrypted digital content as one of the following: 
− Do Not Copy 
− Copy Once 
− Copy Freely 

• APS: Analog Protection System. The APS bits affect composite analog outputs. 
The APS bits indicate how the Macrovision® circuit is to be driven: 
− Macrovision circuit disabled 
− Macrovision circuit enabled (AGC Process On, 2 Line Split Burst On) 

• CIT: Constrained Image Trigger. The CIT bit only affects the HD YPbPr 
(component) analog output. The CIT bit determines how the HD YPbPr 
(component) analog output may function: 
− Output at full HD resolution 
− Reduce effective resolution to less than 520,000 pixels (image constraint)  
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New Content Protection Feature, Continued 

Forms of Content Protection 
DHCTs, CableCARD modules, and OpenCable™ hosts use the CCI in the content to 
determine how and when to apply the following forms of content protection: 
• Macrovision modifies the NTSC signal on analog composite outputs (but not 

analog YPbPr component outputs) to inhibit recording onto a VCR. 
• Digital Transmission Content Protection (DTCP) protects content output on the 

1394 port from being recorded, although its use is not restricted to 1394. Unless 
content is marked “Copy Freely,” the stream is encrypted on this port, and content 
is marked with the appropriate content protection setting (either “Copy One 
Generation” or “Copy Never”). Content can be encrypted and be set to “Copy 
Freely.” 

• Copy Generation Management System / Analog (CGMS/A) protects the analog 
outputs from being recorded to devices such as DVD recorders and digital VCRs. 
The DHCT may receive CGMS/A in analog content as VBI data. The DHCT may 
also receive CGMS/A in digital content, as embedded XDS data. The DHCT has 
the capability to output CGMS/A information on the composite and component 
analog outputs. The CGMS/A data is copied from the source content to the 
appropriate VBI line. When analog content is encoded and recorded, the CGMS/A 
settings are stored in a secure manner along with the content and restored on 
playback. 

Forms of Signal Protection 
In addition to the forms of content protection, which protect against unauthorized 
copying of content, the following forms are used to protect against content 
“snooping”: 
• High-bandwidth Digital Content Protection (HDCP) is used to protect content 

on the DVI/HDMI port. Content will be encrypted with HDCP.  
• The CableCARD supports content protection for decrypted content. To prevent 

devices from “snooping” on the CableCARD/Host interface (PCMCIA bus), the 
content is re-encrypted using Dynamic Feedback Arrangement Scrambling 
Technique (DFAST). This technique “re-scrambles” the bits of a program for 
hand-off to a Host device, such as a TV. The Host device decrypts the copy 
protected digital content for subscriber viewing. 

copyControlParams.inf File 
The camPSM process uses Global Broadcast Authorization Messages (GBAMs) to 
control various types of content protection. If the environment variable 
CC_DATA_FILE  is not set when camPsm starts, the system will create the 
copyControlParams.inf file for you with the default values.  If the variable is set to 
point to a specific file, the configuration values in that file will be used. 
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New Content Protection Feature, Continued 

Default Settings in the copyControlParams.inf File 
The system-created copyControlParams.inf contains the following default 
configurations: 
• The DVI/HDMI default configuration always uses HDCP authentication and 

encryption for the DVI/HDMI port and blocks the port when authentication fails. 
• The YPbPr default configuration constrains the image sent to the YPbPr output 

when the CIT bit is set. 
• The 1394 port is enabled by default if the connected device supports DTCP and 

analog failover; otherwise, the 1394 port is blocked. 
• The default configuration for the composite outputs is “Macrovision follows APS 

bits for encrypted digital content.” 

For more information about editing the copyControlParams.inf file, refer to Enabling 
Content Protection for Broadcast Programming, part number 4001068. 

_DVI SAM Service 
You may have previously set up a _DVI SAM service to turn off HDCP on a DVI 
port. Because the _DVI SAM service cannot be used in conjunction with the software 
that supports content protection policy settings, you are required to delete this 
service. 

Note:  After the installation of Service Pack 2 for SR 2.2 and SR 3.2, the HDCP setting 
will be controlled globally, based on the settings in the copyControlParams.inf file. If 
subscribers connect a port to a monitor that does not support HDCP to the DVI, they 
will see an HDCP barker similar to the following example: 

 

Because you will no longer be using a package to control the DVI port or the HDCP 
function, you can also delete the package that was used for this purpose. If the 
package is used to control other DHCT functions or services, it should not be 
deleted. 

For more information about deleting this package, refer to Enabling Content Protection 
for Broadcast Programming, part number 4001068. 
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New Content Protection Feature, Continued 

New Fields 
The Set Up Segment window contains three new fields that allow you to set content 
protection for a segment: 
 

• Digital Copy Rights allows you to 
control the number of copies that 
subscribers can make of a secure program 
or event. 

 

• Macrovision content protection process 
allows you to use the Macrovision content 
protection process to control copying of 
PPV or video-on-demand (VOD) 
programming. 

• CIT flag (Constrained Image Trigger) 
controls whether to reduce the resolution 
of the image on the YPbPr output. 

Note:  For instructions on using these fields, 
refer to Enabling Content Protection for 
Broadcast Programming or the DNCS Online 
Help. 
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New Content Protection Feature, Continued 

Content Protection Compatibility 
The following table indicates the various content protection features that can be 
supported on each DHCT model. Items that are not checked are either not applicable 
(the DHCT does not offer the output format) or not supported by that DHCT model. 
Contact Cisco Services for the latest information on OS and SARA software required 
to support these features. 

In the following table, legacy DHCTs refer to Explorer 2x00 and Explorer 3x00 
models (excluding HD models). 
 

Type 

Le
ga

cy
 

18
50

 

31
00

H
D

 

32
50

H
D

 

42
00

SD
 

42
00

H
D

 

80
x0

SD
 

80
00

H
D

 

83
00

SD
 

83
00

H
D

 

DTCP on 1394 Port            

HDCP on DVI/HDMI Port            

CGMS/A on Composite 
(Baseband, RF, S-Video) 
Ports 

          

CGMS/A on YPbPr 
(Component) Port            

Macrovision on 
Composite (Baseband, RF, 
S-Video) Ports 

          

Constrained Image 
Trigger on YPbPr 
(Component) Port  

          

Constrained image on 
DVI/HDMI port when 
HDCP fails 
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Known Issues 
Open Issues 

Resolutions to the following issues are currently being investigated at Cisco. 

CR 41380: qamManager Reserving Too Much Bandwidth for Insert Packets 
The qamManager improperly uses the SI_INSERT_RATE as a bandwidth value. The 
qamManager should reserve the same amount of bandwidth for insert packets as is 
actually required. When the qamManager reserves too much bandwidth, based upon 
using the SI_INSERT_RATE as a bandwidth value, then there is some wasted 
bandwidth on the QAM. 

Note:  CR 37268 corrected qamManager to manage bandwidth more efficiently when 
sessions are deleted. 

CR 41500: CableCARD Modules Do not Display Both Short Descriptions Assigned to Single Source 
When two services are assigned to the same clear source, and both are channel 
mapped, the Panasonic host with a CableCARD module inserted displays the source 
on both channels, but only displays the short description on one channel. 

CR 42008: camPsm Package Retrieval from DB on Recovery is Slow 
If there are thousands of sources and segments defined in the database, it may take 
some time for camPsm to recover after retrieving a package from the database.   

CR 44224-01: The DRM Process May Occasionally Core Dump 
The DRM process may occasionally core dump.  During this time, VOD cannot start 
any new sessions until the process recovers (normally no more than a few minutes). 

CR 45323-01: Service Group UI Performs a Core Dump When a Service Group is Edited and Saved 
Without A Name 

If you try to save a service group without a name, the user interface performs a core 
dump.  If this occurs, the user must start the process of creating service groups all 
over again because the user interface crashes and disappears. 

Workaround: Be sure to enter a name for the service group before saving it. 
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Known Issue for Macrovision 

Introduction 
This section identifies an issue that occurs with Macrovision CCI and provides a 
recommendation for dealing with that issue.   

Macrovision Issue 
It is possible to define multiple segments for the same content.  For example, 
suppose you want to set up a package so that all subscribers can view a premium 
channel (such as HBO®) for free on a particular weekend. Subscribers who regularly 
pay for HBO will receive two separate packages with overlapping segments: 
• Their regular “subscription HBO” segment 
• The “free weekend” segment 

If these two segments have differing levels of Macrovision CCI, then the content 
protection may not work as expected for these segments. 

Recommendation 
If you define multiple segments for the same content, you should make sure that all 
of those segments have the same level of Macrovision CCI. 
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Compatible Application Platform Releases 

Software Compatibility Matrix 
The following table provides a compatibility matrix of application platform software 
verified with the individual system releases.  A check mark in a column indicates 
compatibility with the specified release. Contact Cisco Services for the latest 
information on OS and SARA software required to support the content protection 
features listed earlier in this chapter.   
 

SARA PowerTV 
OS 

SR 2.2 SR 3.2 SR 2.2 & 
SR 3.2 SP1 

SR 2.2 & 
SR 3.2 SP2 

1.41 3.3.2 √ √ √ √ 

1.42 3.3.3 √ √ √ √ 

1.43 3.3.4 √ √ √ √ 

1.44 3.7* √ √ √ √ 

1.52 HDE 1.0 
w/o HE 

√ √ √ √ 

1.54 3.9* √ √ √ √ 

1.54 3.10* √ √ √ √ 

1.83 6.4 √ √ √ √ 
DVR 1.0 HSE 1.2 √ √ √ √ 
DVR 1.1 HSE 1.4 √ √ √ √ 
DVR 1.2 HSE 1.4 √ √ √ √ 
DVR 1.3 HSE 1.6 √ √ √ √ 
QPSK Receiver Patch √ √ √ √ 
3250HD MR4* √ √ √ √ 

*These application platform releases are currently in development. 

Notes:   
• If you have a question about current testing status of application releases contact 

your Cisco Customer Program Manager. 
• The shaded blocks indicate the system software that is required to fully support 

the auto-discovery feature.   
• If you need to upgrade your client release, we recommend that you upgrade after 

you install the service pack. 
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Chapter 2 
SR 2.2 and SR 3.2 Service Pack 2 Installation Instructions 

Overview 

Introduction 
This chapter provides procedures for installing Service Pack 2 for SR 2.2 and SR 3.2 
software. 

In This Chapter 
This chapter contains the following topics. 
 

Topic See Page 

Run the Doctor Report 2-3 

Verify DBDS Stability 2-4 

Check the Emergency Alert System Configuration 2-7 

Verify Current Software Versions 2-8 

Delete Service Pack 1 Directories 2-9 

Suspend the Billing System and Other Third-Party Applications 2-10 

Back Up Components 2-11 

Stop System Components 2-12 

Stop the cron Jobs 2-17 

Ensure No Active Sessions on the DNCS 2-19 

Remove the NMI 2-21 

Install the SR 2.2 and SR 3.2 Service Pack 2 2-22 

Verify DNCS Versions 2-26 

Reboot the DNCS and SARA Server 2-29 

Restart System Components 2-30 

Restart the cron Jobs 2-36 
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Overview, Continued 
 

Reset the MQAM Modulator 2-38 

Reinstall the NMI 2-45 

System Validation Tests 2-50 

Recheck the EAS Configuration 2-52 

Configure Content Protection 2-53 
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Run the Doctor Report 

Introduction 
Before you upgrade the DNCS to Service Pack 2 for SR 2.2 and SR 3.2, use the 
procedures in the DNCS Utilities Installation and Operation Guide to run the Doctor 
Report. The Doctor Report provides key system configuration data that might be 
useful before you begin the upgrade process. 

How Long Does It Take? 
On a typical system, the Doctor Report takes about 10 minutes to run. 

Analyze the Doctor Report 
Refer to the DNCS Utilities Installation and Operation Guide for help in interpreting the 
data generated by the Doctor Report. If you need help resolving any issues reported 
by the Doctor Report, call Cisco Services. 

Important:  Do not proceed with the other procedures in this chapter until you have 
run and analyzed the Doctor Report, and corrected any problems it may indicate. 
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Verify DBDS Stability 

Introduction 
Your DBDS must be stable before you can upgrade to Service Pack 2 for SR 2.2 and 
SR 3.2. After you correct any problems shown on the Doctor Report and check 
installed software component versions, complete the procedure in this section to 
verify that your DBDS is stable. Complete this procedure on one or more test 
DHCTs. 

Note:  This procedure applies to systems running SARA only. If your system 
supports the Passport resident application, check with Pioneer for an equivalent 
procedure. 

Prerequisites 
The test DHCTs you use for this procedure must meet the following conditions: 
• Must be authorized for all third-party applications 
• Must not be authorized to view a pay-per-view (PPV) event without specifically 

buying the event 
• Must have a working return path and be capable of booting into two-way mode 

Verifying DBDS Stability 
Complete these steps to verify that your DBDS is stable. 

Important:  If this procedure fails, do not continue with the upgrade. Instead, contact 
Cisco Services. 

  1. Perform a slow-and-fast boot on a test DHCT as follows: 
a) Boot a DHCT. 

Note:  Do not press the power button. 
b) Access the Power On Self Test and Boot Status Diagnostic Screen on the 

DHCT and verify that all parameters, except UNcfg, display Ready.   
Note:  UNcfg displays Broadcast. 

c) Wait 5 minutes. 
d) Press the power button on the DHCT. 

Result:  The DHCT powers on. 
e) Access the Power On Self Test and Boot Status Diagnostic Screen on the 

DHCT. 
f) Do all of the parameters, including UNcfg, display Ready?  

− If yes, go to step 2. 
− If no, contact Cisco Services. 

  2. Ping the DHCT. 
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Verify DBDS Stability, Continued 
 

  3. Did the DHCT receive the ping? 
• If yes, go to step 4. 
• If no, contact Cisco Services. 

  4. Stage at least one new DHCT to the system operator’s specifications. 

  5. Did the newly staged DHCT successfully load the current client release 
software? 
• If yes, go to step 6. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting staging 
issues. 

  6. Did the DHCT receive at least 31 EMMs and successfully receive its 
Entitlement Agent? 
• If yes, go to step 7. 
• If no, contact Cisco Services. 

  7. Does the IPG display seven days of valid and accurate data? 
• If yes, go to step 8. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting missing 
IPG data. 

  8. Do the PPV barkers appear on the PPV channels correctly? 
• If yes, go to step 9. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting PPV 
barkers. 

  9. Can test DHCTs buy a VOD program? 
• If yes, go to step 10. 
• If no, contact Cisco Services. 

  10. Can test DHCTs support a secondary language? 
• If yes, go to step 11. 
• If no, contact Cisco Services. 
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Verify DBDS Stability, Continued 
 

  11. Do third-party applications load properly? 
• If yes, go to step 12. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting the loading 
of application files. 

  12. Did every test in this section pass? 
• If yes, go to Check the Emergency Alert System Configuration, next in 

this chapter. 
• If no, contact Cisco Services. 
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Check the Emergency Alert System Configuration 

Checking the Emergency Alert System Configuration 
Before you install Service Pack 2 for SR 2.2 and SR 3.2, verify that your Emergency 
Alert System (EAS) equipment is properly configured in the DNCS. Refer to the 
procedures in Chapters 1, 3, and 8 of the Configuring and Troubleshooting the Digital 
Emergency Alert System, For Use With All System Releases. 

After you verify that your EAS configuration is correct, go to Verify Current 
Software Versions, next in this chapter. 

Note:  You will re-check the EAS configuration after you install this service pack. 
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Verify Current Software Versions 

Checking the SARA Server and SAItools Software Versions 
In the unlikely event that you experience a problem installing this service pack, the 
rollback process involves reinstalling the SAIapsrv and SAItools packages for the 
SARA Server. Perform a “pkginfo –l SAIapsrv” and a "pkginfo -l SAItools” on the 
SARA Server to determine the version of code currently running on the SARA 
Server. Then, locate the corresponding installation CD(s) and keep them on hand so 
that the CD(s) are readily available if you need to roll back.   

SARA Server Version:        

SAItools Version:         

Checking the MQAM Software Version 
Depending on the MQAM software version that you are currently running, you may 
need to reset the MQAM modulators after you install Service Pack 2. In an xterm 
window on the DNCS, perform a “pkginfo -l SAImqam” to determine the version of 
MQAM software that you are running on the DNCS. Record this version in the space 
provided. 

MQAM Version:         

After you verify your current software versions, go to Delete Service Pack 1 
Directories, next in this chapter. 
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Delete Service Pack 1 Directories 

Introduction 
When you installed Service Pack 1, the installation process created several directories 
that must be deleted before you can begin to install Service Pack 2. This section 
explains how to delete those directories. 

If you have not yet installed Service Pack 1, go to Suspend the Billing System and 
Other Third-Party Applications, next in this chapter. 

Deleting Service Pack 1 Installation Directories 
Complete these steps to delete the Service Pack 1 installation directories. 

  1. In an xterm window on the DNCS, log in as root. 

  2. Type rm -r /dvs/.SAIdncs.pre_3.0.1.16p1 and press Enter. 

  3. Type rm -r /dvs/.SAIgui.pre_3.0.1.16p1 and press Enter. 

  4. Type rm -r /dvs/.SAIwebui.pre_3.0.1.16p1 and press Enter. 

  5. Log off as root and close the xterm window. 

  6. Your next step is to suspend the applications that are running. Go to 
Suspend the Billing System and Other Third-Party Applications, next in 
this chapter. 
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Suspend the Billing System and Other Third-Party Applications 

Suspending Third-Party Applications 
After you have checked the Emergency Alert System and before you install 
 Service Pack 2, you need to suspend the Billing System and any other third-party 
applications that communicate with the DNCS. Refer to your vendor’s 
documentation for specific instructions. 

Your next step is to back up your system components. Go to Back Up Components, 
next in this chapter. 
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Back Up Components 

Backing Up System Components 
Before you install Service Pack 2, you should back up the SARA Server, the DNCS, 
and the database. You can backup up the SARA Server and DNCS at any time. You 
must back up the database during a maintenance window. 

For more information on backing up these components, refer to DBDS Backup and 
Restore Procedures for SR 2.2 and SR 3.2 Service Pack 2, SR 2.4 and SR 3.4, SR 2.5 and 
SR 3.5, and SR 3.3. 

Your next step is to stop the system components. Go to Stop System Components, 
next in this chapter. 
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Stop System Components 

Introduction 
After you back up your system components, you must complete the procedures in 
this section to stop the following system components in the order listed: 

1.   Spectrum Network Management Service (NMS) 

2.  SARA Server 

3.  DNCS 

Stopping Spectrum NMS 
Complete these steps to stop the Spectrum NMS. 

  1. On the DNCS Administrative Console Status window, click Control in the 
NMS area.  

 

Result:  The Select Host Machine window opens with the Spectrum Control 
Panel in the background. 
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Stop System Components, Continued 
 

  2. Click OK to accept the default.  

Result:  The Select Host Machine window closes and the Spectrum Control 
Panel window moves to the forefront and displays a Status of Running. 

 

  3. Click Stop SpectroSERVER.  

Result:  A confirmation window opens. 

  4. Click OK.  

Result:  The confirmation window closes and the system begins shutting 
down the Spectrum NMS. When finished, the Status on the Spectrum 
Control Panel window changes to Inactive. 

  5. Click Exit.  

Result:  A confirmation window opens. 

  6. Click OK.  

Result:  The confirmation and Spectrum Control Panel windows close. 

  7. Choose one of the following options depending on your resident 
application: 
• If your site supports SARA, go to Stopping the SARA Server at SARA 

Sites, next in this section. 
• If your site supports the Pioneer resident application, go to Stopping 

the Application Server at Pioneer Sites, later in this section. 
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Stop System Components, Continued 

Stopping the SARA Server at SARA Sites 
If your site supports SARA, complete these steps to stop the SARA Server after you 
stop the Spectrum NMS. 

  1. At the SARA Server, open an xterm window. 

  2. At the prompt, type appControl and press Enter.  

Result:  The Applications Control window opens. 

 

  3. Type 2 to select Startup/Shutdown Single Element Group and press Enter.  

Result:  A list appears of all the SARA Server processes and shows their 
current working states (running or stopped). 
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Stop System Components, Continued 
 

  4. Click the middle mouse button and select App Serv Stop.  

Result:  The SARA Server begins shutting down all of its processes. This 
takes approximately 2 minutes to complete. 

  5. On the Applications Control window, press Enter to update the working 
states of the SARA Server processes. Continue to press Enter every few 
seconds until all processes show Curr Stt: stopped(1). 

Note:  You will not see a status message while the processes are shutting 
down. 

  6. When all processes show Curr Stt: stopped(1), follow the on-screen 
instructions to close the Applications Control window. 

  7. Close any windows that may be open on the SARA Server, except the xterm 
window. 

  8. Close all remote connections to the SARA Server, then go to Stopping the 
DNCS, later in this section. 

Stopping the Application Server at Pioneer Sites 
If your site supports the Pioneer resident application, complete these steps to stop 
the application server after you stop the Spectrum NMS. 

  1. Press the middle mouse button on the application server and select 
Passport Stop. 

Result:  The application server begins stopping all of its processes. 

  2. Click the left mouse button and select xterm.  

Result:  An xterm window opens. 

  3. At the prompt, type CheckServices and press Enter. 

Result:  A list of drivers appears. 

Note:  Each driver is associated with an application server process. 

  4. Wait until the word No appears next to each driver, and then go to 
Stopping the DNCS, next in this section. 

Note:  If the word No does not appear next to each driver within a minute 
or two, repeat steps 2 and 3. 
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Stop System Components, Continued 

Stopping the DNCS 
After you stop the application server, complete these steps to stop the DNCS.  

  1. On the DNCS, click the middle mouse button and select DNCS Stop. 

Result:  The DNCS begins shutting down all of its processes. This takes 
approximately 2 minutes to complete. 

  2. Open an xterm window on the DNCS. 

  3. At the prompt, type dncsControl and press Enter. 

Result:  The Dncs Control window opens. 

  4. Type 2 to select Startup/Shutdown Single Element Group and press Enter. 

Result:  A list appears of all the DNCS processes and shows their current 
working states (running or stopped). 

  5. On the DNCS control window, press Enter to update the working states of 
the DNCS processes. Continue to press Enter every few seconds until all 
processes show Curr Stt: stopped(1). 

Note:  You will not see a status message while the processes are shutting 
down. 

  6. When all processes show Curr Stt: stopped(1), follow the on-screen 
instructions to close the Dncs Control window. 

  7. Close any windows that may be open on the DNCS, except the xterm 
window. 

  8. Close all remote connections to the DNCS. 

  9. Go to Stop the cron Jobs, next in this chapter. 
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Stop the cron Jobs 

Introduction 
After you stop the system components, you must stop any cron jobs that are running 
on the DNCS and the application server as described in this section. 

Note:  A cron job is a program that runs automatically without specific user 
intervention. 

Stopping the cron Jobs on the DNCS 
Complete these steps to stop cron jobs on the DNCS. 

  1. Are you logged into the DNCS as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the DNCS xterm window, type su  - and press Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. Type ps  -ef  |  grep  cron and press Enter. 

Result:  The system lists the processes that are running and include the 
word cron. 

  5. Does the resulting list in step 4 include /usr/sbin/cron? 
• If yes, go to step 6. 
• If no, the cron jobs are already stopped on the DNCS. Skip the remaining 

steps in this procedure and go to Stopping the cron Jobs on the SARA 
Server, next in this section. 

  6. Type /etc/rc2.d/S75cron  stop and press Enter. 

Result:  The system stops all cron jobs on the DNCS. 

  7. Type ps  -ef  |  grep  cron again and press Enter to confirm that all of the 
cron jobs have stopped. 

Result:  The system should list only the grep process. 

  8. Has the cron job process stopped and only the grep process is listed? 
• If yes, go to Stopping the cron Jobs on the SARA Server, next in this 

section. 
• If no, call Cisco Services. 

 



 

2-18 SR 2.2 and SR 3.2 Service Pack 2 Installation Instructions 78-4001158-01 Rev C 

Stop the cron Jobs, Continued 

Stopping the cron Jobs on the SARA Server 
Complete these steps to stop cron jobs on the SARA Server. 

Important:  This procedure pertains to sites that support SARA only. If your site 
supports the Pioneer application server, contact Pioneer for the appropriate 
procedure. 

  1. Are you logged into the SARA Server as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the SARA Server xterm window, type su  - and press 
Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. Type ps  -ef  |  grep  cron and press Enter. 

Result:  The system lists the processes that are running and include the 
word cron. 

  5. Does the resulting list in step 4 include /usr/sbin/cron? 
• If yes, go to step 6. 
• If no, the cron jobs are already stopped on the SARA Server. Skip the 

remaining steps in this procedure and go to Ensure No Active Sessions 
on the DNCS, next in this chapter. 

  6. Type /etc/rc2.d/S75cron  stop and press Enter. 

Result:  The system stops all cron jobs on the SARA Server. 

  7. Type ps  -ef  |  grep  cron again and press Enter to confirm that all of the 
cron jobs have stopped. 

Result:  The system should list only the grep process. 

  8. Has the cron job process stopped and only the grep process is listed? 
• If yes, go to Ensure No Active Sessions on the DNCS, next in this 

chapter. 
• If no, contact Cisco Services. 
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Ensure No Active Sessions on the DNCS 

Ensuring No Active Sessions on the DNCS 
Complete these steps to ensure that there are no active sessions on the DNCS. 

Note:  You should still be logged into the DNCS as root user. 

  1. Are you logged into the DNCS as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the DNCS xterm window, type su  - and press Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. Type .  /dvs/dncs/bin/dncsSetup and press Enter. 

Important:  Be sure to type a period (.) followed by a space at the 
beginning of this command. 
Result:  The system establishes the dncs user environment followed by a 
prompt. 

  5. Type ps –ef | grep tomcat and press Enter. 

  6. Did the DNCS indicate that the tomcat server is still running? 
• If yes, type /etc/rc2.d/S98tomcat stop and press Enter to stop the 

tomcat server. 
• If no, go to step 7. 

  7. Type ps –ef | grep UI and press Enter. 

  8. Did the DNCS indicate that the SOAP servers (dbUIServer and 
podUIServer) are still running? 
• If yes, type /dvs/dncs/bin/stopSOAPServers and press Enter to stop 

the SOAP servers. Then go to step 9. 
• If no, go to step 9. 

  9. Type showActiveSessions and press Enter. 

  10. Your next step depends on which message appeared as a result of typing 
the command in step 9. 
• If the message indicates that the INFORMIXSERVER is idle, go to 

Remove the NMI, next in this chapter. 
• If the message indicates that there are active sessions, go to step 11. 

 



 

2-20 SR 2.2 and SR 3.2 Service Pack 2 Installation Instructions 78-4001158-01 Rev C 

Ensure No Active Sessions on the DNCS, Continued 
 

  11. Type killActiveSessions and press Enter. 

Result:  The system removes all active sessions from the database. 

  12. Type showActiveSessions again and press Enter to confirm that there are 
no active sessions. 

Note:  Before you continue, confirm that have backed up your Informix 
database.  If you have not, go back to Back Up Components earlier in this 
chapter before continuing. 

  13. Did a message appear indicating that there are active sessions? 
• If yes, contact Cisco Services. 
• If no, verify that you backed up your database as described earlier in 

this chapter.  Then, go to step 14. 

  14. Do you have Alarm Manager installed on your system? 
• If yes, your next step is to remove the network management interface 

(NMI). Go to Remove the NMI, next in this chapter. 
• If no, go to Install the SR 2.2 and SR 3.2 Service Pack 2, later in this 

chapter. 
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Remove the NMI 

Introduction 
If your system uses NMI, you must remove the NMI before installing the service 
pack. You will need to re-install NMI after you install the service pack. 

If your system does not use NMI, go to Install the SR 2.2 and SR 3.2 Service Pack 2, 
next in this chapter. 

Note:  Once you remove NMI, the Alarm Manager server will no longer report 
alarms until you re-install NMI. 

Removing the NMI 
Complete these steps to remove the NMI: 

  1. In an xterm window on the DNCS, log on as root. 

  2. Type ps -ef | grep ui and press Enter. 

Result:  The system displays a list of user interfaces (UIs) that are currently 
running. 

  3. Write down the PID number for each UI that appears. 

Example:  In the following example, the PID numbers are 23155, 25625, and 
29862. 

    dncs 23155     1  0 13:52:03 ?        0:03 /dvs/dncs/bin/_consoleui 
    dncs 25625     1  0   Oct 12 pts/6    0:06 /dvs/dncs/bin/_qamui 
    dncs 29862     1  0   Oct 12 pts/7    0:02 /dvs/dncs/bin/_mpeginputui 

  4. Type kill -9 <PID> and press Enter.  

Example:  For example, to close the consoleui interface, type kill -9 23155 
and press Enter. 

Result:  The system closes the associated UI. 

  5. Repeat step 4 for each UI that is currently running. 

  6. Type pkgrm SAInmi and press Enter. 

Result:  The system removes the NMI software package. 

  7. You are now ready to install Service Pack 2. Go to Install the SR 2.2 and SR 
3.2 Service Pack 2, next in this chapter. 
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Install the SR 2.2 and SR 3.2 Service Pack 2 

Introduction 
After you ensure that there are no active sessions on the DNCS, complete these steps 
to install the Service Pack 2 onto the DNCS. 

Installing the Service Pack CD  
Complete the following steps to install the Service Pack CD. 
Note:  You should still be logged in as root user in an xterm window on the DNCS. 

  1. Are you logged into the DNCS as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the DNCS xterm window, type su  - and press Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. Insert the System Release 2.2/3.2 Service Pack 2, CD 1 of 2 CD into the CD 
drive on the DNCS. 

Note:  Depending on your system configuration, an Autorun window may 
open after you insert the CD. You can close the Autorun window. 

  5. On the DNCS xterm window, type df  -n and press Enter. 

Result:  A list of the mounted file systems appears. 
Note:  The presence of /cdrom in the list confirms that the system correctly 
mounted the CD. 

  6. Type cd  /cdrom/cdrom0 and press Enter. 

Result:  The /cdrom/cdrom0 directory becomes the working directory. 
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Install the SR 2.2 and SR 3.2 Service Pack 2, Continued 
 

  7. Type ./install_SP and press Enter. 

Important:  Be sure to type a period (.) at the beginning of this command. 

Result:  The system lists the packages that will be installed, followed by a 
confirmation message. 

  8. Type y and press Enter. 

Results:   
• When the installation is complete, the system displays a message that 

the installation was successful and a root prompt appears.  
• The installation also creates a log in /dvs/install_SP.log. 

Note:  The installation should take 3 to 5 minutes. 

  9. Was the installation successful? 
• If yes, type cd  / and press Enter. 
• If no, contact Cisco Services. 

  10. Type eject  cdrom and press Enter. 

Result:  The CD ejects. 

  11. Remove the CD from the CD drive and store in a secure location. 

  12. Insert the System Release 2.2/3.2 Service Pack 2, CD 2 of 2 CD into the 
CD drive on the DNCS. 

Depending on your system configuration, an Autorun window may open 
after you insert the CD. You can close the Autorun window. 

  13. On the DNCS xterm window, type df  -n and press Enter. 

Result:  A list of the mounted file systems appears. 
Note:  The presence of /cdrom in the list confirms that the system correctly 
mounted the CD. 

  14. Type cd /dvs/dncs/bin and press Enter. 

Result:  The /dvs/dncs/bin directory becomes the working directory. 

  15. Type cp –pr camPsm camPsm.bak and press Enter. 

Result:  The system creates a backup copy of the camPsm file, if it already 
exists. 
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Install the SR 2.2 and SR 3.2 Service Pack 2, Continued 
 

  16. Type cp –pr UpdateCP.sh UpdateCP.sh.bak and press Enter. 

Result:  The system creates a backup copy of the UpdateCP.sh file, if it 
already exists. 

  17. Type cp –pr backoutCP.sh backoutCP.sh.bak and press Enter. 

Result:  The system creates a backup copy of the backoutCP.sh file, if it 
already exists. 

  18. Type cp –p /cdrom/cdrom0/UpdateCP.sh UpdateCP.sh and press Enter. 

Result:  The system copies UpdateCP.sh to the working directory. 

  19. Type cp –p /cdrom/cdrom0/camPsm camPsm and press Enter. 

Result:  The system copies camPsm to the working directory. 

  20. Type cp –p /cdrom/cdrom0/backoutCP.sh /dvs/dncs/bin and press 
Enter. 

Result:  The system copies backoutCP.sh to the /dvs/dncs/bin directory. 

  21. Type chmod 755 backoutCP.sh and press Enter. 

Result:  The system retains gives read permissions for backoutCP.sh to all 
users. 

  22. Type chown dncs:dncs backoutCP.sh and press Enter. 

Result:  The system changes ownership of backoutCP.sh to dncs. 

  23. Type ls –l UpdateCP.sh and press Enter to verify that the permissions are 
correct.   

Result:  The system should display the following permissions: 

-rwxr-x-r-x   1 dncs     dncs        1477 Aug 31 11:29 UpdateCP.sh 

  24. Are the permissions for UpdateCP.sh correct? 
• If yes, go to step 25. 
• If no, type chmod 0755 UpdateCP.sh; chown dncs UpdateCP.sh; 

chgrp dncs UpdateCP.sh and press Enter. 

  25. Type ls –l camPsm and press Enter to verify that the permissions are 
correct.  

Result:  The system should display the following permissions: 

-rwxr-xr-x   1 dncs     dncs     40468480 Aug 23 11:51 camPsm 
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Install the SR 2.2 and SR 3.2 Service Pack 2, Continued 
 

  26. Are the permissions for camPsm correct? 
• If yes, go to step 27. 
• If no, type chmod 0755 camPsm; chown dncs camPsm; chgrp dncs 

camPsm and press Enter. 

  27. Type UpdateCP.sh and press Enter to run the script. 

  28. Type eject cdrom and press Enter. 

Result:  The CD ejects. 

  29. Remove the CD from the CD drive and store in a secure location. 

  30. If your site supports the Pioneer application server, check with Pioneer for 
the appropriate procedure. 

  31. Are you installing new software for the SARA Server? 
• If yes, your next step is to install the SARA Server software. Refer to 

the installation instructions for your Application Server version. (For 
SARA Server 3.1.2, refer to the Application Server 3.1.2 Release Notes and 
Installation Instructions, part number 4003848.) 

• If no, your next step is to verify the DNCS versions. Go to Verify 
DNCS Versions, next in this chapter. 
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Verify DNCS Versions 

Introduction 
After you install all the required software for Service Pack 2, the next step is to 
ensure that the correct software versions were installed on the DNCS as described in 
this section. 

Use pkginfo, a Solaris software management tool, to verify that the correct software 
versions were installed on the DNCS during the upgrade. 
Notes:   
• Use the Version field and the Status field of the output produced by pkginfo to 

obtain the information you need. 
• If the Status field indicates that the software is not completely installed, contact 

Cisco Services for assistance. 

Verifying DNCS Versions 
Complete these steps to check the software versions that were installed on the DNCS 
during the upgrade. 

  1. On the DNCS xterm window, type pkginfo  -l  [Package Name] and press 
Enter. 
Notes:   
• The –l is a lowercase L. 
• For [Package Name], use the Package Name column in the table in step 2 

to substitute the software component. For example, to check the DNCS 
application version, you would type pkginfo -l SAIdncs and press Enter. 

Result:  The system displays the installed version of the component. 
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Verify DNCS Versions, Continued 
 

  2. Record the version number in the Actual Results column of the following 
table for each component you check.  

 

Component Package 
Name 

Expected 
Results 

Actual Results 

DNCS Application SAIdncs 3.0.1.16.p7  

DNCS/App Tools SAItools 3.0.1.13  

DNCS GUI SAIgui 3.0.1.16.p3  

Spectrum Kit SAIspkit 2.0.0.8  

DNCS Online Help SAIhelp 3.2.0.3  

DNCS Report Writer SAIrptwrt 3.0.1.4  

QAM SAIqam 2.2.6  

MQAM SAImqam 2.4.5  

QPSK SAIqpsk Varies1  

DNCS/ SARA 
Server platform 

SAIdnapp 3.0.1.3  

DNCS/SARA Server 
Application 

SAIapsrv 3.1.2.0  

DNCS WebUI SAIwebui 3.0.1.16.p2  

Service Pack SAISP SR_2.2-3.2_SP2  

1Service Pack 2 does not install any new QPSK software. The supported 
versions for Service Pack 2 include A62 for the QPSK demodulator and 
either A62 or C62 for the modulator. However, your system may use other 
versions. If you are experiencing QPSK issues, contact Cisco Services. 

  3. Repeat steps 1 and 2 for each package name in the preceding table. 

  4. Did you install new software for the SARA Server? 
• If yes, you should also verify the SARA Server versions. Refer to the 

installation instructions for your SARA Server version. (For SARA 
Server 3.1.2, refer to the Application Server 3.1.2 Release Notes and 
Installation Instructions, part number 4003848.) 

• If no, go to step 5. 
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Verify DNCS Versions, Continued 
 

  5. Do the first three digits of the Actual Results match the first three digits of 
the Expected Results for each component in the preceding table? 
• If yes, go to step 6. 
• If no, contact Cisco Services and inform them of the discrepancy. 

Important:  The build number (the fourth digit of the version number) 
may differ. 

  6. Your next step is to reboot the DNCS and SARA Server. Go to Reboot the 
DNCS and SARA Server, next in this chapter. 
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Reboot the DNCS and SARA Server 

Introduction 
After you verify installed software component versions, you must reboot the DNCS 
and SARA Server. 

Rebooting the DNCS and SARA Server 
Complete these steps to reboot the DNCS and SARA Server. 

  1. At the root prompt on the SARA Server, type 
/usr/sbin/shutdown -y -g0 -i0 and press Enter. 

Result:  The SARA Server shuts down and an ok prompt appears. 

  2. At the root prompt on the DNCS, type /usr/sbin/shutdown -y -g0 -i6 and 
press Enter. 

Result:  The DNCS reboots, and the CDE Login window appears. 

  3. Log on to the DNCS as dncs user. 

  4. At the ok prompt on the SARA Server, type boot and press Enter. 

Result:  The SARA Server reboots and the CDE Login window appears. 

  5. Log on to the SARA Server as dncs user. 

  6. Go to Restart System Components, next in this chapter. 
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Restart System Components 

Introduction 
After you reboot the DNCS and SARA Server, you must complete the procedures in 
this section to restart the following software components in the order listed: 

1.  Spectrum NMS 

2.  DNCS 

3.  SARA Server 

4.  Third-Party Applications 

Restarting Spectrum 
Complete these steps to restart the Spectrum NMS software. 

  1. On the DNCS Administrative Console Status window, click Control in the 
NMS area. 

Result:  The Select Host Machine window opens with the Spectrum Control 
Panel in the background. 

  2. Click OK. 

Result:  The Select Host Machine window closes and the Spectrum Control 
Panel moves to the forefront. 
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Restart System Components, Continued 
 

  3. Click Start SpectroSERVER. 

Result:  The system begins restarting the Spectrum NMS. When finished, 
the Status field at the bottom of the Spectrum Control Panel changes to 
Running. 

  4. Click Exit. 

Result:  A confirmation window opens. 

  5. Click OK. 

Result:  The confirmation and Spectrum Control Panel windows close. 

  6. Go to Restarting the DNCS, next in this section. 

Restarting the DNCS 
Complete these steps to restart the DNCS application software. 

  1. Log in to the DNCS as dncs user. 

  2. On the DNCS, click the middle mouse button and select Administrative 
Console. 

Result:  The DNCS Administrative Console window opens, along with the 
DNCS Administrative Console Status window. 

  3. On the DNCS Administrative Console Status window, click the Control (or 
Monitor) button in the DNCS area. 

Result:  The DNCS Control (or Monitor) window opens with a list of all the 
DNCS processes and their working states. A red state indicates that a 
process is not running. At this point, all processes should show a red state. 

  4. Click the middle mouse button and select DNCS Start. 

Result:  On the DNCS Control window, all of the processes begin changing 
to a green state, which indicates that they are running. 

Note:  It may take several minutes before all processes show a green state. 

  5. Open an xterm window on the DNCS. 

  6. At the prompt, type dncsControl and press Enter. 

Result:  The Dncs Control window appears. 
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Restart System Components, Continued 
 

  7. Type 2 to select Startup/Shutdown Single Element Group and press 
Enter. 

Result:  A list appears of all the DNCS processes and shows their current 
working states (running or stopped). 

  8. Press Enter to update the working states of the DNCS processes. Continue 
to press Enter every few seconds until all processes show Curr Stt: 
running(2). 

Note:  You will not see a status message while the processes are starting 
up. 

  9. When the Dncs Control window indicates that the current state of each 
process (except for GUI Servers) is running, follow the on-screen 
instructions to close the Dncs Control window. 

Note:  GUI Servers will always show Curr Stt: stopped (1). 

  10. Close any windows that may be open on the DNCS, except the xterm and 
the DNCS Monitor windows. 

  11. When all of the indicators on the DNCS Monitor window show a green 
state, your next step depends on which resident application your site 
supports. Choose one of the following options: 
• If your site supports SARA, go to Restarting the SARA Server, next in 

this section. 
• If your site supports the Pioneer resident application, go to Restarting 

the Application Server for Passport Systems, later in this section. 
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Restart System Components, Continued 

Restarting the SARA Server 
If your site supports SARA, complete these steps to restart the SARA Server software 
after you restart the DNCS. 

Note:  The SARA Server software may have restarted automatically. This procedure 
will help you determine whether or not it has before you try to restart it. 

  1. On the SARA Server xterm window, type appControl and press Enter. 

Result:  The Applications Control window opens. 

 

  2. Type 2 to select Startup/Shutdown Single Element Group and press Enter.  

Result:  A list appears of all the SARA Server processes and shows their 
current working states (running or stopped). 

 
 



 

2-34 SR 2.2 and SR 3.2 Service Pack 2 Installation Instructions 78-4001158-01 Rev C 

Restart System Components, Continued 
 

  3. Does the word running appear next to the current state field (Curr Stt) of 
each process? 
• If yes, the SARA Server restarted automatically. Skip the remainder of 

this procedure and go to Restarting Third-Party Applications, later in 
this section. 

• If no, go to step 4. 

  4. Click the middle mouse button and select App Serv Start.  

Result:  The SARA Server begins restarting all of its processes. 

  5. On the Applications Control window, press Enter to update the working 
states of the SARA Server processes. Continue to press Enter every few 
seconds until all processes show Curr Stt: running(2). 

Note:  You will not see a status message while the processes are restarting. 

  6. When the Application Control window indicates that the current state  
of each process is running, follow the on-screen instructions to close the 
Applications Control window. 

Note:  On some systems, the BFS process may remain at stopped. This is 
normal. 

  7. Go to Restarting Third-Party Applications, later in this section. 

Restarting the Application Server for Passport Systems 
If your site supports the Pioneer resident application, complete these steps to restart 
the application server after you restart the DNCS. 

Note:  The application server may have restarted automatically. This procedure will 
help you determine whether or not it has before you try to restart it. 

  1. Open an xterm window on the application server. 

  2. Type CheckServices and press Enter. 

Result:  A list of drivers appears. 

Note:  Each driver is associated with an application server process. 

  3. Does the word Yes appear next to each driver? 

Note:  The word Yes next to a driver indicates that the process has started. 
• If yes, skip the remainder of this procedure and go to Restarting Third-

Party Applications, next in this section. 
• If no, go to step 4. 
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Restart System Components, Continued 
 

  4. Press the middle mouse button and select Passport Start. 

Result:  The application server begins restarting all of its processes. 

  5. When the word Yes appears next to each driver, follow the on-screen 
instructions to close the window containing the list of Pioneer drivers. 

  6. Go to Restarting Third-Party Applications, next in this section. 

Restarting Third-Party Applications 
After you restart the system components and before you restart the cron jobs, you 
need to restart the Billing System and any other third-party applications that 
communicate with the DNCS. Refer to your vendor’s documentation for specific 
instructions. 

Your next step is to restart the cron jobs on the DNCS and the SARA Server. Go to 
Restart the cron Jobs, next in this chapter. 
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Restart the cron Jobs 

Introduction 
After restarting the system components and third-part applications, restart the cron 
jobs on the DNCS and the SARA Server as described in this section. 

Restarting the cron Jobs on the DNCS 
Complete these steps to restart the cron jobs on the DNCS. 

  1. Are you logged into the DNCS as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the DNCS xterm window, type su  - and press Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. At the prompt, type ps  -ef  |  grep  cron and press Enter. 

Result:  The system lists the processes that are running and include the 
word “cron.” If the cron jobs have automatically started, a message 
appears indicating that “cron” is already running. 

  5. Have the cron jobs restarted? 
• If yes, go to Restarting the cron Jobs on the SARA Server, next in this 

section. 
• If no, type /etc/rc2.d/S75cron  start and press Enter. 

Result:  The system restarts all cron jobs. 

  6. Type ps  -ef  |  grep  cron and press Enter. 

  7. Have the cron jobs restarted? 
• If yes, go to Restarting the cron Jobs on the SARA Server, next in this 

section. 
• If no, contact Cisco Services. 
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Restart the cron Jobs, Continued 

Restarting the cron Jobs on the SARA Server 
Complete these steps to restart the cron jobs on the SARA Server. 

Important:  This procedure pertains to the SARA Server only. If your site supports 
the Pioneer application server, check with Pioneer for the appropriate procedure. 

  1. Are you logged into the SARA Server as root user? 
• If yes, go to step 4. 
• If no, go to step 2. 

  2. At the prompt on the SARA Server xterm window, type su  - and press 
Enter. 

Result:  A password prompt appears. 

  3. Type the root user password and press Enter. 

Result:  A prompt appears. 

  4. At the prompt, type ps  -ef  |  grep  cron and press Enter. 

Result:  The system lists the processes that are running and include the 
word “cron.” If the cron jobs have automatically started, a message 
appears indicating that “cron” is already running. 

  5. Have the cron jobs restarted? 
• If yes, go to Reset the MQAM Modulator, next in this chapter. 
• If no, type /etc/rc2.d/S75cron  start and press Enter. 

Result:  The system restarts all cron jobs. 

  6. Type ps  -ef  |  grep  cron and press Enter. 

  7. Have the cron jobs restarted? 
• If yes, go to Reset the MQAM Modulator, next in this chapter. 
• If no, contact Cisco Services. 

  8. Go to Reset the MQAM Modulator, next in this chapter. 
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Reset the MQAM Modulator 

Introduction 
Service Pack 2 for SR 2.2 and SR 3.2 installs MQAM version 2.4.5 software onto your 
system. When you reset the MQAM modulators, the modulators upgrade by 
downloading these versions of software from the DNCS. Only reset those 
modulators that do not already have the latest version of code. 

Important:  When you reset a modulator, all services carried on the modulator are 
interrupted for the period of time it takes for the modulator to reset (usually 5 
minutes). 

Verifying the Current Software Version 
Follow these steps to verify the current MQAM software version installed on your 
DNCS. 

  1. Open an xterm window on the DNCS. 

  2. Type pkginfo -l SAImqam and press Enter to verify the current software 
version of an MQAM. 

Note:  The –l is the lowercase of the letter L. 

  3. Compare this software version with the version you recorded in Verify 
Current Software Versions, earlier in this chapter. If the versions are the 
same, you can skip the rest of this section. Otherwise, go to Which Reset 
Method to Use, next in this section. 

 



 

78-4001158-01 Rev C SR 2.2 and SR 3.2 Service Pack 2 Installation Instructions 2-39 

Reset the MQAM Modulator, Continued 

Which Reset Method to Use 
You have the following methods available when you reset MQAM modulators: 
• You can use the traditional method of resetting modulators through the DNCS 

GUI. 
• You can reset the modulators through the back panel of the modulators. 
• You can use auditQAM to reset MQAM modulators. 

If your modulators are located at a remote hub or some other distant location, reset 
the modulators through the DNCS or by using the auditQAM utility. In this case, 
someone will need to be onsite remotely to note and verify the session and program 
counts for each MQAM modulator.  

If your MQAM modulators are located at the headend, you can reset the modulators 
through the modulator back panel. 

Notes:   
• Instructions for resetting MQAM modulators through the DNCS GUI are found in 

Resetting MQAM Modulators Through the DNCS GUI, next in this section. 
• Instructions for resetting MQAM modulators through the back panel of the 

modulator are found in Resetting MQAM Modulators From the Back Panel, later 
in this section. 

• In addition, the Troubleshooting and Resetting QAMs and MQAMs With auditQAM 
Instruction Sheet, part number 4005744, contains instructions for resetting QAM 
and MQAM modulators. 
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Reset the MQAM Modulator, Continued 

Determining the Current Number of Sessions and Programs 
You can confirm a successful upgrade by comparing the number of sessions and 
programs running on the modulators before and after downloading the new 
modulator code.  

Note:  In order to determine the current number of sessions and programs, someone 
must be onsite with the MQAM modulators. 

Follow these instructions to record the Session Count, the Program Count, and the IP 
address of each of your MQAM modulators. 
 

  1. Press the Options button on the front panel of the MQAM modulator to 
cycle through the menu screens until the Session Count screen appears. 

  2. Press the RF SEL button to scroll through the RF outputs and write the 
number of sessions for each of the four RF outputs on a sheet of paper. 

  3. Press the Options button again to view the Program Counts screen. 

  4. Press the RF SEL button to scroll through the RF outputs and write the 
number of programs for each of the four RF outputs on a sheet of paper. 

  5. Press the Options button repeatedly to view the IP address for the MQAM 
modulator. 

  6. Write the IP address for the MQAM modulator on a sheet of paper. 

  7. Your next step is to reset the MQAM modulators through the DNCS GUI or 
the MQAM back panel.  Depending on the method you want to use, do one 
of the following: 
• If you want to use the DNCS GUI to reset the MQAM modulators, go to 

Resetting MQAM Modulators Through the DNCS GUI, next in this 
section. 

• If you want to reset the MQAM modulators from the back panel, go to 
Resetting MQAM Modulators From the Back Panel, later in this 
section. 
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Reset the MQAM Modulator, Continued 

Resetting MQAM Modulators Through the DNCS GUI 
Follow these instructions to reset the MQAM modulators through the DNCS GUI. 

Important:  Note these important points about resetting MQAM modulators through 
the GUI: 
• When you reset a modulator, all services carried on the modulator are interrupted 

for the period of time it takes for the modulator to reset (usually 5 minutes). 
• Each individual MQAM modulator appears four times on the QAM List—once for 

each port. You only have to reset one occurrence of each MQAM modulator. 
Example:  Note the four occurrences of MQAM1 in the QAM Name column in the 
example in step 4. 

 

  1. Locate the modulator that carries the fewest services or the least-watched 
services. 

  2. Open an xterm window on the DNCS. 

  3. From the DNCS Administrative Console, select the Element Provisioning 
tab. 

  4. Click QAM. 

Result:  The QAM List window appears. 

 

  5. From the QAM List window, highlight the modulator you want to reset. 

Notes:   
• Refer to the QAM Type column to differentiate between QAM and 

MQAM modulators. 
• Each MQAM modulator appears four times on the QAM List window, 

but highlight only the first occurrence. 
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Reset the MQAM Modulator, Continued 
 

  6. Click File and then select Reset. 

Result:  A confirmation message appears. 

  7. Click Yes on the confirmation message. 

Result:  The modulator resets. 

  8. Wait a few minutes and then type ping  [IP address]  and press Enter to 
ping each modulator you just reset. 
Example:  ping  172.16.4.4 
Result:  The ping command displays a message similar to Device is alive 
when the modulator has been reset. 
Note:  It may take up to 5 minutes for each modulator to reset. 

  9. Repeat steps 5 through 8  for up to seven additional modulators, and then 
go to step 10. 

Important:  To maintain optional DNCS performance, do not reset more 
than eight modulators at once. In step 11, you will have the opportunity to 
reset additional modulators. 

  10. Wait a few minutes and then type ping [IP address] and press Enter to 
ping each modulator you just reset. 

Example:  ping 172.16.4.4 

Result:  The ping command displays a message similar to Device is alive 
when the modulator has been reset. 

Note:  It may take up to 5 minutes for each modulator to reset. 

  11. Do you have additional modulators to reset? 
• If yes, repeat steps 5 through 10 as many times as necessary until all of 

your modulators have been reset, and then go to step 12. 
• If no, go to step 12. 

  12. Click File and then select Close to close the QAM List window. 
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Reset the MQAM Modulator, Continued 

  13. Repeat steps 1 through 4 of Determining the Current Number of Sessions 
and Programs, earlier in this section, to verify that the Program Count and 
Session Count totals match what you recorded before resetting the 
modulators. 

Important:  If the Program Count and Session Count totals do not match 
what you recorded prior to resetting the modulators, call Cisco Services.  

  14. Go to Reinstall the NMI, next in this chapter. 

Resetting MQAM Modulators From the Back Panel 
Complete these steps to reset the modulators from the back panel. 
 

  1. Locate the modulator carrying the least number of services or least watched 
services. 

  2. On the back panel of the modulator, press the On/Off switch to the Off 
position and wait 5 seconds; then, press the switch to the On position. 

Result:  The modulator resets. 

  3. Wait for the Downloading message to appear on the LCD and for the major 
and minor alarms to end. 

Note:  It may take up to 5 minutes for the message to appear and the alarms 
to end. 

  4. Press the OPTIONS button until the Input/Output (I/O) Software Revision 
screen appears. 

Result:  The current version of application code appears. 

  5. Is the current MQAM application version 2.4.5? 
• If yes, go to step 6. 
• If no, contact Cisco Services. 
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Reset the MQAM Modulator, Continued 
 

  6. Follow these instructions to record the Session Count, the Program Count, 
and the IP address of each of your MQAM modulators. 

a) Press the Options button on the front panel of the MQAM modulator to 
cycle through the menu screens until the RF1 Session Count screen 
appears. 

b) Press the RF SEL button to scroll through the RF outputs and write the 
number of sessions for each of the four RF outputs on a sheet of paper. 

c) Press the Options button again to view the RF1 Program Counts screen. 

d) Press the RF SEL button to scroll through the RF outputs and write the 
number of programs for each of the four RF outputs on a sheet of paper. 

e) Press the Options button repeatedly to view the IP address for the 
MQAM modulator, and write the IP address on a sheet of paper. 

  7. Do the numbers of sessions and programs recorded in step 6 of this 
procedure match the numbers you recorded in Determining the Current 
Number of Sessions and Programs, earlier in this section? 
• If yes, repeat these procedures until you have reset every modulator. 
• If no, do not attempt to reset any additional modulators. Contact Cisco 

Services. 

  8. Does your site use NMI? 
• If yes, go to Reinstall the NMI, next in this chapter. 
• If no, go to System Validation Tests, later in this chapter. 
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Reinstall the NMI 

Introduction 
If your site uses NMI, your next step is to re-install the NMI software package.  

If your site does not use NMI, skip this section and go to System Validation Tests, 
next in this chapter. 

Reinstalling the NMI 
Follow these instructions to install the NMI software on to the DNCS. 
 

1.  Close all graphical user interfaces (GUIs) and all windows that may already 
be open on the DNCS. 

Important:  The NMI installation is likely to fail unless you close all the GUIs. 

Note:  You may need to close the following windows on a typical system: 
• DNCS Administrative Console window 
• DNCS Administrative Console Status window 
• DNCS Monitor window 

2.  Open an xterm window on the DNCS. 

3.  Follow these instructions to log in to the xterm window as root user. 
a) Type su  - and then press Enter. 

Important:  Be sure to type a space and a dash after typing su. 
b) Type the root password and then press Enter. 

4.  Type ps  -ef  | grep  _  | grep  ui and then press Enter. 

Note:  User interface processes usually begin with an underscore (_) and end 
with ui. 

Result:  The system checks for any DNCS user interface processes that are 
open. 
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Reinstall the NMI, Continued 
 

5.  Does the output from the command you executed in step 4 include any open 
user interface processes? 
• If yes, follow these instructions. 

a) Determine whether the open user interface processes can be terminated. 
Notes:   
−  Someone may be accessing the DNCS from a remote connection and 

should not have their work interrupted. 
−  Consult with your headend or network manager if you are not sure. 

b) If you determine that the user interface process should be terminated, as 
root user type kill  [process ID] and then press Enter. 
Note:  Substitute the process ID of the user interface for [process ID]. 
Result:  The system terminates the process. 

c) Repeat steps 4 and 5. 
• If no, go to step 6. 

6.  Type  .  /dvs/dncs/bin/dncsSetup and then press Enter. 

Important:  Type the period followed by a space before typing /dvs. 

Result:  This command establishes the DNCS environment as a root user. 

Note:  The message –o: bad options may appear. This message is normal and 
does not affect the installation. 

7.  Insert the Alarm Manager CD into the CD-ROM drive of the DNCS. 

Result:  The system automatically mounts the CD to /cdrom/cdrom0. 

8.  Type df  -n and then press Enter. 

Result:  A list of the mounted filesystems appears. 

Note:  The presence of /cdrom in the output confirms that the system 
correctly mounted the CD. 

9.  Type cd  /cdrom/cdrom0/NMI and then press Enter. 

Result:  The /cdrom/cdrom0/NMI directory becomes the working directory. 
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Reinstall the NMI, Continued 
 

10.  Type ls  -la and then press Enter to generate a list of the files on the CD. 

Note:  The “l” is this command is a lowercase L. 

11.  Type ./install_nmi and then press Enter. 

Result:  The system displays a copyright message and prompts the operator 
to press Enter to continue. 

 
12.  Press Enter. 

Result:  One of the following results occurs: 
• If Spectrum is installed on your system, the system displays a bold message 

that seeks permission to disable Spectrum. 
Note:  Spectrum and Alarm Manager cannot run simultaneously. 

• If Spectrum is not installed on your system, the system displays the 
following message: 
Enter the hostname or the IP address of the DNCS interface physically 
connected to the Alarm Manager server. 

13.  Is Spectrum installed on your system? 
• If yes, type y (to disable Spectrum) and then press Enter. 

Result:  The system displays the following message: 
Enter the hostname or the IP address of the DNCS interface physically 
connected to the Alarm Manager server 

• If no, go to step 14. 
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Install the NMI Software Directly Onto the DNCS, Continued 
 

14.  Choose one of the following options: 
• Type the hostname of the DNCS and then press Enter to use the hostname 

of the DNCS in alarm messages. 
• Type the IP address of the DNCS and then press Enter to use the IP address 

of the DNCS in alarm messages. 

Notes:   
• Use the option with which you are most familiar. If you prefer to refer to 

the DNCS by hostname, choose the hostname of the DNCS for  alarm 
messages. If you prefer to use the IP address of the DNCS, choose the IP 
address of the DNCS for alarm messages. 

• You can change how alarm messages reference the DNCS at any time after 
installing the Alarm Manager software by following the instructions under 
the DNCS Detail topic in the DBDS Alarm Manager 1.0 online help. 

Result:  A confirmation message appears. 

15.  Verify your choice and then choose one of the following options: 
• Press Enter (or type y and then press Enter) if you are sure you made the 

right choice in the previous step. 

Results:   
− The NMI software installs. 
− The Installation of <SAInmi> was successful message appears when the 

software has been successfully installed. 

Notes:   
− Note that the NMI logfile is stored in the /var/sadm/system/logs 

directory. The logfile is named nmi_install_log. You can examine the log 
for detailed installation information. 

− The message xset: unable to open display “ ” may appear. You can safely 
ignore this message. 

• Type n and then press Enter if you want to change the choice you made in 
step 14. 
Result:  The installation script returns to step 14. 
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Install the NMI Software Directly Onto the DNCS, Continued 
 

16.  Follow these instructions to eject the CD. 
a) Type cd  / and then press Enter. 
b) Type eject  cd and then press Enter. 

Result:  The CD ejects. 

17.  Close any xterm windows or other windows that may be open on the DNCS 
desktop. 

18.  Click EXIT on the toolbar at the bottom of the DNCS screen. 

Note:  You need to log out of the DNCS and then log back in to activate the 
modified UNIX environment. 

Result:  A message appears seeking confirmation of your intent to log out of 
the DNCS. 

19.  Click OK. 

Results:   
• You log out of the DNCS. 
• The Common Desktop Environment (CDE) Login window opens. 

20.  Log in to the CDE as dncs user. 

21.  Verify that the NMI software installed by following these steps. 
a) Open an xterm window. 
b) Type pkginfo  -l  SAInmi and then press Enter. 

Result:  The system displays information pertaining to the NMI software that 
just installed. 

22.  Go to System Validation Tests, next in this chapter. 
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System Validation Tests 

Introduction 
After you reset your modulators, you must perform system validation tests.  

Note:  This procedure applies to systems running SARA only. If your system 
supports the Passport resident application, check with Pioneer for an equivalent 
procedure. 

Prerequisites 
The test DHCT(s) you use for this procedure must meet the following conditions: 
• Must be authorized for all third-party applications 
• Must not be authorized to view a PPV event without specifically buying the 

PPV event 
• Must have a working return path and be capable of booting into two-way mode 

Verifying a Successful Installation 
Complete these steps to verify that Service Pack 2 installed successfully. 

Important:  If this procedure fails, do not continue with the remaining procedures in 
this publication. Instead, contact Cisco Services. 

  1. Perform a slow-and-fast boot on a test DHCT as follows: 
a) Boot a DHCT. 

Note:  Do not press the power button. 
b) Access the Power On Self Test and Boot Status Diagnostic Screen on the 

DHCT and verify that all parameters, except UNcfg, display Ready.   

Note:  UNcfg displays Broadcast. 
c) Wait 5 minutes. 
d) Press the power button on the DHCT. 

Result:  The DHCT powers on. 
e) Access the Power On Self Test and Boot Status Diagnostic Screen on the 

DHCT. 
f) Do all of the parameters, including UNcfg, display Ready?  

− If yes, go to step 2. 
− If no, contact Cisco Services. 

  2. Ping the DHCT. 
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System Validation Tests, Continued 
 

  3. Did the DHCT receive the ping? 
• If yes, go to step 4. 
• If no, contact Cisco Services. 

  4. Stage at least one new DHCT to the system operator’s specifications. 

  5. Did the newly staged DHCT successfully load the current client release 
software? 
• If yes, go to step 6. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting staging 
issues. 

  6. Did the DHCT receive 33 or 34 EMMs and successfully receive its 
Entitlement Agent? 
• If yes, go to step 7. 
• If no, contact Cisco Services. 

  7. Does the IPG display seven days of valid and accurate data? 
• If yes, go to step 8. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting missing 
IPG data. 

  8. Do the PPV barkers appear on the PPV channels correctly? 
• If yes, go to step 9. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting PPV 
barkers. 

  9. Do third-party applications load properly? 
• If yes, go to step 10. 
• If no, refer to Correcting Session Issues Relating to the BFS BIG and BFS 

QAM Modulator Technical Bulletin for help in troubleshooting the loading 
of application files. 

  10. Did every test in this section pass? 
• If yes, go to Recheck the EAS Configuration, next in this chapter. 
• If no, contact Cisco Services. 
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Recheck the EAS Configuration 

Checking the EAS Configuration 
After you have performed a final system validation check to verify that Service Pack 
2 installed successfully, recheck your EAS equipment to make sure it is still properly 
configured in the DNCS. Refer to the procedures in Chapters 1, 3, and 8 of the 
Configuring and Troubleshooting the Digital Emergency Alert System, For Use With All 
System Releases. 
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Configure Content Protection 

Configuring the Content Protection Feature 
After you finish installing Service Pack 2, you should configure the content 
protection feature for your site. Refer to Enabling Content Protection for Broadcast 
Programming, part number 4001068, for more information on setting up the content 
protection feature. 
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Chapter 3 
Customer Information 

Overview 

If You Have Questions 
If you have technical questions, call Cisco Services for assistance. Follow the menu 
options to speak with a service engineer. 

Access your company's extranet site to view or order additional technical publications. 
For accessing instructions, contact the representative who handles your account. Check 
your extranet site often as the information is updated frequently. 
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Appendix A 
SR 2.2 and SR 3.2 Service Pack 1 Implemented Change Requests 

Overview 

Introduction 
This appendix provides a list of implemented change requests for SR 2.2 and SR 3.2 
Service Pack 1. This appendix also describes additional issues for the CableCARD 
module for SR 2.2 and SR 3.2 Service Pack 1. 

In This Appendix 
This appendix contains the following topics. 
 

Topic See Page 

Implemented Change Requests for SR 2.2 and SR 3.2 Service 
Pack 1 

A-2 

Additional Issues for the CableCARD Module A-4 
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Implemented Change Requests for SR 2.2 and SR 3.2 Service Pack 1 

Quick Reference to CRs 
The following list provides a short description of each CR implemented in the 
service pack. 
 

CR Number Short Description 

23350 The dncsSnmpAgent no longer stops and restarts itself 
automatically. 

23898 The prompts that appear when you set up a digital source 
definition have been corrected. 

28104 The DNCS no longer generates an alarm when only one of the 
DVB ASI input ports on the MQAM modulator is connected. 

32043 The EAS GUI no longer allows users to enter unsupported values 
for message priorities. 

32044 EAS messages for POD hosts no longer contain HTML tags. 

32072 The Server Configuration window continues to function, even if a 
non-printable character appears in the 
podserverconfig.display_message column by mistake. 

32084 Extraneous “Management Agent Lost” messages no longer appear. 

32539 Users can now start the CCardServer process from the console 
user interface. 

32643 A DRM memory leak that occurred when VOD sessions were 
released has been corrected. 

33001 The POD channel maps are now being initialized for each hub in 
SiManager. 

33173 The DSM no longer performs a core dump when BFS sessions are 
recovered. 

33183 Extraneous “Management Agent Lost” messages on the QAM and 
MQAM no longer appear. 

33207 The dncs-snmp-big proxy agent can now connect to the BIG 
successfully. 

33378 The CCardServer must now verify that the CableCARD™ module 
is listed in the hct_profile before authorizing the DHCT. 
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Implemented Change Requests for SR 2.2 and SR 3.2 Service Pack 1, 
Continued 

 

33671 The Source List window no longer stalls after sessions are created 
and torn down. 

34456 The POD Web user interface now displays host ID values that are 
larger than 32 bits. 

34457 The CCardServer now displays host ID values that are larger than 
32 bits. 

34653 Any threads that are created by the dncsSnmpAgent will “die” 
when the threads are finished. 

34894 Certain processes that launch user interface windows (such as 
samui and dhctui) no longer perform a core dump when you start 
the process from a command line. 

35087 The DNCS no longer allocates 2 GB of space for the EMM table if 
the database only has a total of 4 GB of space. 

35178 Addresses for CableCARD modules are now saved in uppercase. 

35388 The GQAM Connectivity tab now contains all five inputs. 

35807 The DNCS now recovers sessions in a timely manner. 

35916 Non-ISA sites can now stream video to their clients. 
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Additional Issues for the CableCARD Module 

Introduction 
This section identifies additional issues that affect sites which use CableCARD 
modules. 

Do Not Launch podServer 
The podServer process still resides in the /dvs/dncs/bin/podServer directory, even 
though that process has been replaced by the CCardServer process. Do not launch 
the podServer process manually. 

Remaining Time for EAS Messages Cannot Be Zero 
You must set the remaining time for EAS messages to a value other than zero. Refer 
to Setting Up the PowerKEY CableCARD Module on the DNCS for more information. 

 



 

78-4001158-01 Rev C SR 2.2 and SR 3.2 Service Pack 2 Rollback Procedure B-1 

Appendix B 
SR 2.2 and SR 3.2 Service Pack 2 Rollback Procedure 

Overview 

Introduction 
If you notice that your system is unstable after having installed Service Pack 2 for 
SR 2.2 and SR 3.2, contact Cisco Services. Cisco Services engineers may determine 
that you need to remove this service pack software. Follow the procedures in this 
appendix to restore your system to its condition before you installed this service 
pack. This procedure is known as a rollback. 

Important:  Do not start this rollback procedure without first contacting Cisco 
Services. 

Application Server Rollback Procedures 
If you also need to roll back Application Server 3.1.2, refer to the Application Server 
3.1.2 Release Notes and Installation Instructions, part number 4003848. 

In This Appendix 
This appendix contains the following topic. 
 

Topic See Page 

Roll Back Service Pack 2 for SR 2.2 and SR 3.2 B-2 
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Roll Back Service Pack 2 for SR 2.2 and SR 3.2 

Introduction 
This section contains steps to roll back Service Pack 2 for SR 2.2 and 3.2, including 
steps to roll back the Service Pack 2 patch. 

Rolling Back the Service Pack 2 Patch 
When you installed Service Pack 2 for SR 2.2 and SR 3.2, you also installed a patch 
for Service Pack 2. Complete these steps to roll back the Service Pack 2 patch. 

Important:  Do not start this rollback procedure without first contacting Cisco 
Services. 

1. At the prompt on the DNCS xterm window, type su  - and press Enter. 

Result:  A password prompt appears. 

2. Type the root user password and press Enter. 

Result:  A prompt appears. 

3. Insert the System Release 2.2/3.2 Service Pack 2, CD 2 of 2 CD into the CD 
drive on the DNCS. 

Depending on your system configuration, an Autorun window may open 
after you insert the CD. You can close the Autorun window. 

4. On the DNCS xterm window, type df  -n and press Enter. 

Result:  A list of the mounted file systems appears. 
Note:  The presence of /cdrom in the list confirms that the system correctly 
mounted the CD. 

5. Type cd /dvs/dncs/bin and press Enter. 

Result:  The /dvs/dncs/bin directory becomes the working directory. 

6. Type cp –p /cdrom/cdrom0/backoutCP.sh backoutCP.sh and press Enter. 

Result:  The system copies backoutCP.sh to the working directory. 

7. Type ls –l backoutCP.sh and press Enter to verify that the permissions are 
correct.   

Result:  The system should display the following permissions: 

-rwxr-xr-x   1 dncs      dncs        606 Aug 31 11:29 backoutCP.sh 
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Roll Back Service Pack 2 for SR 2.2 and SR 3.2, Continued 
 

8. Are the permissions for backoutCP.sh correct? 
• If yes, go to step 9. 
• If no, type chmod 0755 backupCP.sh; chown dncs backupCP.sh; chgrp 

dncs backupCP.sh and press Enter. 

9. Type backoutCP.sh and press Enter to run the script. 

10. Type eject  cdrom and press Enter. 

Result:  The CD ejects. 

11. Remove the CD from the CD drive and store in a secure location. 

Rolling Back Service Pack 2 for SR 2.2 and SR 3.2 
Complete these steps to roll your site back to its previous release before you installed 
Service Pack 2 for SR 2.2 and SR 3.2. 

Important:  Do not start this rollback procedure without first contacting Cisco 
Services. 

1. Complete the procedures in the following sections of Chapter 2 of this guide:  

a) Stop System Components 

b) Stop the cron Jobs 

c) Ensure No Active Sessions on the DNCS 

2. In an xterm window on the DNCS, type su  - and press Enter to log in to the 
xterm window as root user. 

Result:  A password prompt appears. 

3. Type the root user password. 

Result:  A prompt appears. 

4. Type cd  /dvs and press Enter. 

Result:  The /dvs directory becomes the working directory. 

5. Type ./backout_SP and press Enter. 

Important:  Be sure to type the period (.) at the beginning of this command. 

Result:  A confirmation message appears. 
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Roll Back Service Pack 2 for SR 2.2 and SR 3.2, Continued 
 

6. Type y and press Enter. 

Result:  The system rolls back to the previously installed release. 

Note:  A log of the backout is saved under /dvs/backout_sp.log. 

7. If necessary, roll back the Application Server using the rollback procedures in 
the Application Server 3.1.2 Release Notes and Installation Instructions, part 
number 4003848. 

8. Complete the procedures in the following sections of Chapter 2 of this guide. 

a) Reboot the DNCS and Application Server 

b) Restart System Components 

c) Restart the cron Jobs 

d) System Validation Tests 

e) Reset the MQAM Modulator 

f) Recheck the EAS Configuration 

g) Verify the software version 

Note:  When you finish rolling back Service Pack 2, the software versions 
should no longer match the versions listed in Verify DNCS Versions in 
Chapter 2. 

9. Tear down the OSM server session from the session list. 
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