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Safety Precautions 

Read, Retain, and Follow These Instructions 
Carefully read all safety and operating instructions before operating this product. Follow all 
operating instructions that accompany this product. Retain the instructions for future use. 
Give particular attention to all safety precautions. 

Warning and Caution Icons 
 

  WARNING: 

Avoid personal injury and product damage! Do not proceed beyond any icon 
until you fully understand the indicated conditions. 

The following icons alert you to important information about the safe operation of this 
product: 

 
You will find this icon in the literature that accompanies this product. This icon 
indicates important operating or maintenance instructions. 

 
You may find this icon affixed to this product and in this document to alert you of 
electrical safety hazards. On this product, this icon indicates a live terminal; the 
arrowhead points to the terminal device. 

 
You may find this icon affixed to this product. This icon indicates a protective earth 
terminal. 

 
You may find this icon affixed to this product. This icon indicates excessive or 
dangerous heat. 

 
You may find this symbol affixed to this product and in this document. This symbol 
indicates an infrared laser that transmits intensity-modulated light and emits 
invisible laser radiation and an LED that transmits intensity-modulated light. 

Heed All Warnings 
Adhere to all warnings on the product and in the operating instructions. 

Avoid Electric Shock 
Follow the instructions in this warning. 
 



 

Safety Precautions 

viii 78-4017672-01 Rev E 

 WARNING: 

To reduce risk of electric shock, perform only the instructions that are 
included in the operating instructions. Refer all servicing to qualified service 
personnel. 

Servicing 
 

 WARNING: 

Avoid electric shock! Opening or removing the cover may expose you to 
dangerous voltages. 

 

Do not open the cover of this product and attempt service unless instructed to do so in the 
operating instructions. Refer all servicing to qualified personnel only. 

Cleaning, Water, Moisture, Open Flame 
To protect this product against damage from moisture and open flames, do the following: 

 Before cleaning, unplug this product from the AC outlet. Do not use liquid or aerosol 
cleaners. Use a dry cloth for cleaning. 

 Do not expose this product to moisture. 

 Do not place this product on a wet surface or spill liquids on or near this product. 

 Do not place or use candles or other open flames near or on this product. 

Ventilation 
To protect this product against damage from overheating, do the following: 

 This product has openings for ventilation to protect it from overheating. To ensure 
product reliability, do not block or cover these openings. 

 Do not open this product unless otherwise instructed to do so. 

 Do not push objects through openings in the product or enclosure. 
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Placement 
To protect this product against damage from breakage, do the following: 

 Place this product close enough to a mains AC outlet to accommodate the length of the 
product power cord. 

 Route all power supply cords so that people cannot walk on, or place objects on, or lean 
objects against them. This can pinch or damage the cords. Pay particular attention to 
cords at plugs, outlets, and the points where the cords exit the product. 

 Make sure the mounting surface or rack is stable and can support the size and weight of 
this product. 

 

  

 

WARNING: 

Avoid personal injury and damage to this product! An unstable surface may 
cause this product to fall. 

When moving a cart that contains this product, check for any of the following possible 
hazards: 

 Move the cart slowly and carefully. If the cart does not move easily, this condition may 
indicate obstructions or cables that you may need to disconnect before moving this cart 
to another location. 

 Avoid quick stops and starts when moving the cart. 

 Check for uneven floor surfaces such as cracks or cables and cords. 
 

  

 

WARNING: 

Avoid personal injury and damage to this product! Move any appliance and 
cart combination with care. Quick stops, excessive force, and uneven 
surfaces may cause the appliance and cart to overturn. 
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Fuse 
When replacing a fuse, heed the following warnings. 
 

 WARNING: 

Avoid electric shock! Always disconnect all power cables before you change a 
fuse. 

 

  WARNING: 

Avoid product damage! Always use a fuse that has the correct type and rating. 
The correct type and rating are indicated on this product. 

Grounding This Product (U.S.A. and Canada Only) 
Safety Plugs 
If this product is equipped with either a three-prong (grounding pin) safety plug or a two-
prong (polarized) safety plug, do not defeat the safety purpose of the polarized or 
grounding-type plug. Follow these safety guidelines to properly ground this product: 

 For a 3-prong plug (consists of two blades and a third grounding prong), insert the plug 
into a grounded mains, 3-prong outlet. 

Note: This plug fits only one way. The grounding prong is provided for your safety. If 
you are unable to insert this plug fully into the outlet, contact your electrician to replace 
your obsolete outlet.  

 For a 2-prong plug (consists of one wide blade and one narrow blade), insert the plug 
into a polarized mains, 2-prong outlet in which one socket is wider than the other. 

Note: If you are unable to insert this plug fully into the outlet, try reversing the plug. The 
wide blade is provided for your safety. If the plug still fails to fit, contact an electrician to 
replace your obsolete outlet. 

Grounding Terminal 
If this product is equipped with an external grounding terminal, attach one end of an 18-
gauge wire (or larger) to the grounding terminal; then, attach the other end of the wire to an 
earth ground, such as an equipment rack that is grounded. 

20050727 Headend/Rack 
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FCC Compliance 
Where this equipment is subject to U.S.A. FCC and/or Industry Canada rules, the following 
statements apply. 

United States FCC Compliance 
This device has been tested and found to comply with the limits for a Class A digital device, 
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable 
protection against such interference when this equipment is operated in a commercial 
environment.  

This equipment generates, uses, and can radiate radio frequency energy, and if not installed 
and used in accordance with the instruction manual may cause harmful interference to radio 
communications. Operation of this equipment in a residential area is likely to cause harmful 
interference, in which case users will be required to correct the interference at their own 
expense. 

Canada EMI Regulation 
This Class A digital apparatus complies with Canadian ICES-003. 

Cet appareil numérique de la class A est conforme à la norme NMB-003 du Canada. 
20061110 FCC HE 
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About This Guide 

Introduction 
This guide provides an overview of the PowerKEY® Conditional Access System 
(CAS) and describes the PowerKEY CAS Gateway (PCG) server. Refer to this guide 
when installing, operating, and troubleshooting your gateway server. 
 

Purpose 
Use the procedures in this document to install the PCG in your RF networks, IP 
networks, or hybrid RF/IP networks. Since this document applies to multiple 
network types, not all of the procedures in this document will apply to every 
network. Use the procedures that apply to your network architecture, and ignore the 
ones that do not. 
 

Audience 
This document is written for system operators. Field service engineers and Cisco® 
Services engineers may also find the information in this document helpful. 
 

Conventions 
This document applies to one or more of our network-control platforms. These 
platforms include, but are not limited to, the Digital Network Control System 
(DNCS) and the IPTV Service Delivery System (ISDS). For the purpose of this 
document, we will refer to these platforms as DNCS/ISDS. 
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Acronyms 
The following table lists common telecommunications industry acronyms used 
throughout this document. 

Acronym Term 

DVB  Digital Video Broadcasting  

ECM Entitlement Control Message 

ECMG Entitlement Control Message Generator 

EMM Entitlement Management Message 

MPEG  Moving Picture Experts Group 

SCS Simulcrypt synchronizer 

SSH Secure Shell 

 
[ 
 

Document Version 
This is the fifth formal release of this document. In addition to minor text and 
graphic changes, the following table provides the technical changes to this 
document.  

Description See Topic 

Added instructions to configure PCG for 
secure download 

Configure PCG Secure Download (on 
page 33) 

Added instructions for upgrading a PCG Upgrade PCG Software (on page 63) 
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Introduction 
Before you begin installing and using your new equipment, review the 
system overview information provided in this chapter.  

Scope of This Chapter 
This chapter contains a description of the PowerKEY Conditional 
Access System (CAS) and an overview of the PowerKEY CAS Gateway 
(PCG). 

 

 

 

1 Chapter 1 
Overview 

In This Chapter 
 PowerKEY CAS Gateway (PCG) Overview ........................................ 2 
 PowerKEY Conditional Access System Overview ............................. 3 



 

Chapter 1    Overview  

 

 

2 78-4017672-01 Rev E 

PowerKEY CAS Gateway (PCG) Overview 
The PCG can be integrated with a DVB SCS-compliant scrambler through the 
ECMG-to-SCS interface to function as an ECM Generator (ECMG). 

You can access the PCG interface and configure the PCG in two ways: use the PCG 
serial console or login through SSH from your network-control platform. 

The DNCS/ISDS manages (creates and deletes) PCG sessions, which deliver the 
attributes of an MPEG program (e.g., access criteria, ECM format, session ID, etc.) to 
the PCG. A single PCG can provide ECM generation for up to 1000 digital broadcast 
sessions. 
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PowerKEY Conditional Access System Overview 
PowerKEY CAS is a flexible, secure Digital Rights Management (DRM) system for 
supporting digital services. The PowerKEY CAS system offers software-based 
encryption and decryption and uses a combination of symmetric and asymmetric 
keys to secure the Entitlement Control Message (ECM). 

PowerKEY CAS can be configured within cable-based networks, IP networks, and 
hybrid IP/RF networks.  

Network Elements 
The following table provides brief descriptions of the typical network elements 
relevant to implementing PCG servers in your network. 

Element Type Description 
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Element Type Description 

System Controller  Cisco DNCS 

Digital Network Control System. A centralized server 
located at the Digital Broadband Delivery System (DBDS) 
headend, its primary function is to manage digital 
services and service delivery to RF set-tops in the DBDS 
cable network. The DNCS monitors and controls DBDS 
network elements and provides management, 
provisioning, and configuration through the DBDS to RF 
set-tops and other compatible set-top converters, and 
provisions sessions on the PCG. The DNCS also hosts the 
PowerKEY conditional access system (CAS) that enables 
secure delivery of services to set-tops and provides 
support for set-top applications via the Broadcast File 
System (BFS). The DNCS can be offloaded by the 
Regional Network Control Server (RNCS) which 
supports BFS and EAS delivery at a remote site. 

 Cisco ISDS 

IPTV Services Delivery System. A centralized server 
located at the IP Services Delivery Platform (ISDP) 
headend, its primary function is to manage digital 
services and service delivery to IP set-tops in the ISDP. 
The ISDS provides management, provisioning and 
configuration through the ISDP to IP set-tops and other 
compatible set-top converters, and provisions sessions on 
the PCG. The ISDS also hosts the PowerKEY conditional 
access system (CAS) that enables secure delivery of 
services to IP set-tops when PowerKEY is the CAS. The 
ISDS provides support for set-top applications via the 
Broadcast File System (BFS), monitors and controls the 
ISDP network elements such as the RNCS and the VQE. 
The ISDS can be offloaded by the RNCS which supports 
BFS and EAS delivery at a remote site. 

ECM Generator 

 

Cisco PCG 

PowerKEY CAS Gateway. A server that performs real-time 
PowerKEY ECM generation. The PCG is a DVB SimulCrypt 
compliant ECM Generator (ECMG).  
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Element Type Description 

SCS  Cisco QAM 

Quadrature Amplitude Modulation. A modulator with 
re-multiplexing, the 9000 Series combines the best RF 
specification with a re-multiplexer that provides 
extended transport stream (TS) processing and 
monitoring in one device. Also standard on the 9000 
Series are blocking services, changing PSI/SI 
information, and inbound signal monitoring.  
The built in simulcrypt synchronizer/scrambler, when 
enabled, can accept ECMs from multiple conditional 
access vendors and also offers: 
– Interface to DVB Simulcrypt compliant Conditional 

Access systems 
– Generation of scrambling Control Words 
– DVB Common Scrambling of selected services 
– Insertion of EMM and ECM data streams 
– Processing of DVB Service Information 
– Bitrate adaptation and PCR re-stamping 
– Remote real-time monitoring of transport stream 
– Dynamic ECM load balancing 

 Scrambler 

A simulcrypt synchronizer (SCS)  uses "control word" 
technology (DVB common scrambling) to present an 
Access Criteria (AC) and a control word to the PCG and 
receive an ECM stream in return. This transaction 
happens every crypto-period (every 4 to 15 seconds) and 
the series of ECMs (ECM stream) is also inserted 
periodically into the scrambled program in the form of 
MPEG packets or MPEG section, i.e. as received from the 
PCG. The scrambled video and the ECM stream are then 
transported via the content-delivery network to the STB. 

Note: A PCG or PCG pair can support up to 20 SCS/SEM 
devices. 

For more information on the scrambling function, refer to  
Continuum DVP - D9600 DVB Scrambling User's Guide (part 
number 4009598). 
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Element Type Description 

Remote Network 
Controller 

Cisco RNCS 

Remote Network Control Server. A server that allows 
operators to control remote headend sites from a central ISDS 
located in the SHE. An RNCS reduces the cost of operations 
because it does not require a separate ISDS administrator at 
the remote site.  In addition, the architecture does not require 
an ISDS or TED at remote sites. These features help to lower 
the cost of serving remote areas, such as a VHO. 

Access Control Device Cisco TED 

Transaction Encryption Device. A server that provides a 
security feature for allowing selective access to secured 
services, such as impulse pay-per-view (IPPV) and video-on-
demand (VOD). The security feature is known as encryption 
and it allows only authorized set-tops to access secure 
services.  
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Introduction 
The PowerKEY CAS Gateway (PCG) is a rack-mounted server 
designed to work seamlessly within a number of different 
architectures.  

Scope of This Chapter 
This chapter describes the PCG hardware and provides setup 
instructions.  

 

 

 

2 Chapter 2 
PCG Hardware 

In This Chapter 
 The PCG Hardware ................................................................................ 8 
 PCG Front Panel Description .............................................................. 10 
 PCG Back Panel Description ............................................................... 12 
 PCG System Setup ................................................................................ 14 



 

Chapter 2    PCG Hardware  

 

 

8 78-4017672-01 Rev E 

The PCG Hardware 

In the Carton 
The PCG includes the following items in the factory shipping carton: 

 PowerKEY CAS Gateway (PCG) 

 Gateway front panel bezel 

 Rack mounting angle support brackets 

 Power cord 

 Installation and Operation Guide 

 Three CDs:  
1 PCG_Platform Platform Installation CD contains the Red Hat Linux Operating 

System (OS) 

2 PCG-BOOT-INSTALL Boot Installation CD contains the PCG bootup  

3 PCG PCG application Install CD contains the SAIpcg package 
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PCG Front Panel Description 

Introduction 
The PCG is a rack-mounted unit.  The PCG front panel is shown below (without the 
front bezel - image may vary from actual product and specification). 

 

The following illustration shows the front panel with the bezel installed. 
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Front Panel Connectors and Controls 
The PCG front panel connectors and controls are shown below (image may vary 
from actual product and specification). 

 

The following table describes front panel connectors and controls from left to right. 

Component Description 

1. Diagnostic Indicator The four diagnostics indicators display 
error codes during system startup* 

2. Power Button On/Off button 

3. Restart Switch System restart 

4. USB 2.0 Connectors (2) Peripheral equipment connections 

5. Hard Drive Activity LED Hard drive access indication 

6. Video Connector Monitor connection 

7. System Identification Indicator System ID light.  Push to illuminate light 
on both front and rear panels 

*For details about system diagnostics refer to the online document, Dell™ PowerEdge™ R200 
Systems Hardware Owner’s Manual, which is located at: 
http://support.dell.com/support/edocs/systems/per200/en/PDF/NM176MR.pdf 
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PCG Back Panel Description 

Introduction 
The PCG is a rack-mounted unit.  The PCG back panel is shown below (image may 
vary from actual product and specification).  

 
 

 

Back Panel Connectors 
The PCG back panel connectors are shown below (image may vary from actual 
product and specification). 

 

The following table describes the back panel connectors from left to right. 

Component Description 

1. Power Connector AC power cord connection 

2. PS/2 Connectors (2) Keyboard and mouse connections 

3. USB 2.0 Connectors (2) Peripheral device connection 

4. Serial Port Connector Serial I/O connection 

5. Video Connector Monitor connection 

6. System Identification Indicator System ID light.  Push to illuminate light 
on both front and rear panels 
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7. Ethernet Connectors (2) Network connections: 
1 = eth0 
2 = eth1 
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PCG System Setup 
Mount the PCG into the network per the hardware provider's instructions. Set up 
the PCG with the appropriate peripherals and connect it to the appropriate 
networks. 

Note: The keyboard, video and mouse are only required for initial setup. 

1 Connect a monitor using the VGA connection. 

2 Connect a USB or PS/2 keyboard and mouse to the rear of the server. 

3 Attach a network cable (CAT5 or better) to Gigabit port 0 (see illustration below). 
This connection should be on the DNCS/ISDS network. 

Important: Some servers label the Gigabit ports 1 and 2 rather than 0 and 1. 
Please follow the conventions of your particular hardware device. 

4 Attach a network cable (CAT5 or better) to Gigabit port 1(see illustration below). 
This connection should be on the SCS network. 

5 Attach the power cord to the rear of the server and to (North American) 
120V/60Hz electrical power or (International) 220V/50Hz electrical power. 
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Introduction 
The latest software is included with each server and is easily installed 
on the PCG.  

Scope of This Chapter 
This chapter explains how to properly install the gateway software on 
the PCG server. 

 

 

 

3 Chapter 3 
Install the PCG Software 

In This Chapter 
 Installing the PCG Operating System (Platform) from CD ............ 16 
 Installing the PCG Bootup Files .......................................................... 17 
 Installing the PCG Application Software .......................................... 18 
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Installing the PCG Operating System (Platform) 
from CD 

Complete the following steps to install the PCG Operating System (OS) Platform. 

1 Press the DVD/CD eject button to open the drive. 

2 Place the PCG OS Platform Installation CD into the drive tray and close the tray. 

The server will boot from the CD. You will see a boot welcome screen and the 
prompt boot: 

3 Type platform and press Enter. The installation will continue unattended and 
takes about ten minutes to complete. After installation, the server will eject the 
CD and reboot. You will be returned to the prompt pcg login: 

Important: You may be presented with a warning screen that displays the 
following message: The partition table on device sda was unreadable ... 
Would you like to initialize this drive, erasing ALL DATA? Answer yes to 
this prompt and proceed. 

4 Did the pcg login: prompt appear, indicating that the installation was successful? 

 If yes, continue by installing the Installing the PCG Bootup Files (on page 
17). 

 If no, continue with step 5. 

5 Did GRUB display on the screen for more than 10 minutes? 

 If yes, the installation may have failed while building the GRUB bootloader. 
Go to Recover from a PCG Platform Installation Failure (on page 83). 

 If no, contact Cisco Services. 
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Installing the PCG Bootup Files 
The PCG Boot CD contains files that will enable the PCG device to boot. Complete 
the following steps to install the PCG Boot Software. 

1 At the pcg login: prompt, enter the root user name and press Enter 

2 At the Password: prompt, enter the root password and press Enter 

Note: The well-known password is not included in this document. If you require 
assistance contact Cisco Services. 

3 Press the CD eject button to open the drive. Place the PCG Bootup Installation 
CD into the drive tray and close the tray. 

4 Follow these instructions to install the PCG Boot application: 

a Type mkdir /media/cdrom and then press Enter. 

b Type mount /dev/cdrom  /media/cdrom and then press Enter. 

c Type cd /media/cdrom and then press Enter. 

d Type ./autoinstall and then press Enter. 

Important: The PCG will display diagnostic information and will list the 
MAC addresses of the two Ethernet interfaces. You must write these two 
values in a safe place. They will be needed for PCG configuration.  

e Affix a label on the front of the PCG chassis with the MAC address returned 
for the DNCS/ISDS-facing network interface. 

Note:  It is important to label the PCG with the ISDS-facing network interface 
MAC address to expedite the PCG replacement process in the event of an 
active PCG failure. 

f Type cd / and then press Enter. 

g Type eject cdrom and then press Enter. 

5 Did the PCG display diagnostic information and list the MAC addresses of the 
two Ethernet interfaces, indicating that the installation was successful? 

 If yes, continue with the Installing the PCG Application Software (on page 
18) section. 

 If no, contact Cisco Services. 
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Installing the PCG Application Software 
Complete the following steps to install the PCG Application Software from CD. 

1 Open an xterm window on the DNCS/ISDS.  

2 Press the CD eject button to open the drive. Place the PCG Application CD into 
the drive tray on the DNCS/ISDS and close the tray. 

3 Type su - and provide the root password at the prompt. 

4 Type cd /cdrom/cdrom0 

5 Type install_pkg 

6 At the prompt, type yes to install the package. 

7 When the install is complete, type cd and press Enter. 

8 Type the following: eject cd 

9 Type exit and press Enter to log out as the root user. 

10 Verify that the PCG installation was successful by validating the release 
information. Type the following: 

pkginfo -l SAIpcg 
 

The example below depicts the application software is running at version level 
2.0.0.9: 
PKGINST:  SAIpcg 
      NAME:  PowerKEY CAS Gateway 03-05-09 
  CATEGORY:  application 
      ARCH:  sparc 
   VERSION:  V2.0.0.9 
   BASEDIR:  / 
    VENDOR:  Cisco Inc. 
      DESC:  PowerKEY CAS Gateway 03-05-09 
    PSTAMP:  aurora20090305085805 
  INSTDATE:  Mar 18 2009 15:56 
    STATUS:  completely installed 
     FILES:       11 installed pathnames 
                   3 executables 
                1986 blocks used (approx) 

11 Type exit and press Enter to close the xterm window. 

12 Continue with the next chapter to configure the PCG on the DNCS/ISDS. 
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Introduction 
Based on your network, the PCG is controlled by either a DNCS or 
ISDS. This chapter explains how to configure the PCG for your 
particular network. 

 If you are installing the PCG in a cable-based RF network, follow 
the instructions in the section Configure the PCG on the DNCS (on 
page 22). 

 If you are installing the PCG in an IP or RF/IP network, follow the 
instructions in the section Configure the PCG on the ISDS (on page 
26). 

 

 

 

4 Chapter 4 
Configure the PCG on the 
DNCS or ISDS 

In This Chapter 
 Configure the PCG on the DNCS ....................................................... 22 
 Configure the PCG on the ISDS .......................................................... 26 
 Start the PCG Application ................................................................... 32 



 

Chapter 4    Configure the PCG on the DNCS or ISDS  

 

 

22 78-4017672-01 Rev E 

Configure the PCG on the DNCS 
Complete the following steps to configure the PCG on the DNCS. 

Note: If your system controller device is an ISDS, skip to the next section in this 
chapter. 
 

1 Obtain the PCG MAC address from the label on the PCG. 

Note: To find the PCG MAC address you can type the following command 
/sbin/ifconfig eth0 

2 From the Administrative Console, select the Network Element Provisioning tab. 

3 Click PCG. 

 
4 From the PCG screen, click Add. 

5 In the Control MAC Address field, enter the MAC address for the eth0 Ethernet 
port on the PCG. 
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Important: The PCG will not boot unless you enter a valid MAC address in this 
field. 

 
6 Complete the remaining fields on the interface. 

 
 Name—Name of the PCG. For example, new_pcg 

 Control NIC IP Address—IP address of the interface on the PCG 

 Subnet Mask—Subnet mask of the interface on the PCG  

 Maximum PCG Session Count—The maximum number of sessions for the 
PCG. This value is based on network traffic. Determine how many sessions 
the network is likely to run and set your value to a number 2% higher than 
the likely number of sessions. Any number from 1 through 1000 is a valid 
value 
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 Enabled—Indicates that the pkeManager process in the DNCS/ISDS is now 
communicating with this particular PCG  

 Alarm Threshold %/Security Level—At this time, alarms are not supported. 
Keep this field at its default value 

 DNCS to PCG Message Timeout (Seconds)—This timeout is used to 
indicate the period that the pkeManager process will wait for any 
communication with the PCG before timing out. Values are 5 through 60 

 CW_Provision Msg Repetition Rate (msgs per Crypto-Period)—This 
repetition rate is used by the Event Information Scheduler (EIS) module 
within the PCG. EIS is disabled and this field does not apply to the PCG 

 ID—Indicates a unique value for a PCG device created on the DNCS/ISDS 

 Config File—The name of the configuration file that is downloaded at power 
up by the "bootup" software. For example, pcg.cfg. This file contains the 
following information: 

– Name of the pcg software executable 

– Port to be used by the EIS component of the PCG 

– Port to be used by the ECMG component of the PCG 

– RPC (remote procedure call) server to contact when requesting a 
provision 

 Max Streams—The maximum number of ECM streams that indicates the 
number of programs that can be encrypted. Values are 1 through 1000 

 Default Gateway—IP address of the gateway so that the PCG can 
communicate with the DNCS/ISDS or the SCS 

 Headend—The name of the headend at the site where the PCG is used. For 
example, Headend_Site1 

 SCS Ethernet IP Address—The IP address for the interface on the PCG that 
is used for communicating with the SCS on a private network 

 SCS Subnet Mask—The subnet mask for the interface on the PCG that is 
used for communicating with the SCS on a private network 

 SCS Default Gateway—The gateway for the interface on the PCG that is 
used for communicating with the SCS on a private network 

 SCS Test Timeout (Seconds)—This timeout is used by the EIS module 
within the PCG. When the EIS module is enabled within the PCG and if there 
are no messages from the SCS within the SCS test timeout period, the EIS 
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sends a SCS_CHANNEL_TEST message to the SCS. Values are 5 through 20 

 CW Provision Message Delay (Seconds)—If the ECMG within the PCG does 
not receive a control word (CW) within this period, the PCG sends an alarm 
to the DNCS/ISDS 

 Nominal Crypto-Period Duration—The frequency that the SCS within a 
D96XX asks the PCG for an ECM.  Values are 4 through 10.  For example, a 
value of 4 means once every 4 seconds 

 SCG Provision Timeout (Seconds)—This timeout is also used by the EIS 
module within the PCG 

Note: EIS is disabled in this release. 

If EIS is enabled, when the EIS does not get a response to an 
SCG_PROVISION (sent to the SCS) within this period, the EIS will reissue 
another SCG_PROVISION. Values are 5 through 20. 

7 Click Save. The PCG package is transferred to the PCG. 

Important: Make sure the physical connection of this interface is connected to the 
DNCS VLAN on the router. 

8 Power on the PCG.  
Note: If the PCG does not boot up properly, contact Cisco Services. 

 

What's Next? 
Use the guidelines below to determine next steps: 

 If your site supports TFTP for downloading application files, perform the steps 
in the section, Start the PCG Application (on page 32). 

 If your site does not support TFTP, but does support secure copying, proceed 
with the next chapter, Configure PCG Secure Download (on page 33).  

 If your site does not support TFTP or secure downloads, you will need to 
manually configure the PCG. Follow the procedures provided in the section 
Manually Configure the PCG (on page 95). 
Note: Use this option only if your site does not support TFTP or secure 
downloads. 
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Configure the PCG on the ISDS 
Complete the following steps to configure the PCG on the ISDS. 

Note: If your system controller device is a DNCS, follow the instructions in the 
previous section in this chapter. 
 

1 Obtain the PCG MAC address from the label on the PCG. You will also have 
recorded this PCG MAC address during step 4 of Installing the PCG Bootup 
Files (on page 17). 

Note: Optionally, you may type /sbin/ifconfig eth0 and press Enter; then record 
the MAC Address for the entry associated with the HWaddr value for the 
following:  

 Primary PCG MAC Address: _________________________ 

 Secondary PCG MAC Address: _________________________ 

2 From the Administrative Console, select the Network Element Provisioning tab. 

Click PCG. 
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3 Click Add. 

 
 

4 Complete the fields on the interface for the Primary PCG. 

 
 ID—A unique value belonging to a PCG device  

 Headend—The name of the headend at the site where the PCG is used.  The 
headend selected should be the appropriate RNCS headend if the PCG is 
located in the VHO 
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 VHO. Name of the Video Hub Office where the PCG is physically located 

 Name—The name of the PCG 

 Status—Indicates that the pkeManager process in the ISDS is now 
communicating with this particular PCG 
Important: Select Online for the Status field. 

 PCG IP Address—The IP address of the PCG interface that communicates 
with the ISDS  

 PCG MAC Address—The MAC Address of the PCG Ethernet port that 
communicates with the ISDS  

 PCG IP Subnet Mask—The subnet mask of the PCG interface that 
communicates with the ISDS  

 PCG IP Default Gateway—The IP address of the gateway the PCG uses to 
communicate with the ISDS  

 SCS Interface IP Address—The IP address of the interface the PCG uses to 
communicate with the SCS on a private network 

 SCS Interface Subnet Mask—The subnet mask of the interface the PCG uses 
to communicate with the SCS/ on a private network  

 SCS Interface Default Gateway—The gateway the PCG uses to 
communicate with the SCS on a private network  

5 Is this PCG part of a redundant set?  

 If yes, click the Secondary PCG tab and complete the following steps: 

a Check the Secondary PCG check box to enable the secondary PCG. 

b Complete the fields on the Secondary PCG tab (refer to step 4 for field 
descriptions). 

c Select Online for the Status field; then,  continue with step 6. 

 If no, continue to step 6. 

6 Click the Additional Parameters tab. 
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7 Complete the fields on the interface. 

 
 ECM Delivery Mode. Indicates the ECM format. A setting of 0 means the 

ECM is in MPEG-2 section format; a setting of 1 means the ECM is in MPEG 
2 packet format. 

 delay_start. This signed integer represents the amount of time between 
beginning a Crypto Period and broadcasting the ECM. If it is positive, the 
ECM broadcast starts after the Crypto Period starts. If negative, the ECM 
broadcast starts before the Crypto Period starts. The ECMG communicates 
this value to the SCS during channel setup. 

 AC_delay_start. Used instead of the delay start parameter for the first Crypto 
period after a change in AC. 

 transition_delay_start. Used instead of the delay start parameter for the first 
crypto period after a clear to scrambled transition. 

 max_streams. The maximum number of simultaneous open streams 
supported by an ECMG on a channel. The ECMG notifies the SCS of this 
value during channel setup. A value of 0 means that the maximum value is 
not known. 
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 min_CP_duration. The minimum crypto-period (CP) duration is 
communicated at channel setup by the ECMG to the SCS to indicate the 
minimum supported amount of time a control word shall be active before it 
can be changed.  A value of 5000 ms or greater is supported on the PCG. 

Requirements:   

– The min_cp_duration should be less than or equal to the crypto-period 
defined on the SCS.  We recommend a value equal to the crypto-period 
defined on the SCS. 

– This value shall be greater than the max_comp_time parameter of the 
same channel_status message. 

– The nominal Crypto period duration (Nominal_CP_duration) and the 
actual Crypto-period (CP_duration) shall in any case be greater than or 
equal to all the min_CP_duration specified by the ECMGs during channel 
setup. 

Once every CP cycle: 

– The SCS scrambles the incoming TS using the CW it submits to the PCG, 
which encrypts it into a PowerKEY ECM provided to the SCS. 

– The SCS requests an ECM by providing the CW along with an access 
criteria (AC) to the PCG via the SCS-interface. 

– The PCG uses the AC to identify the program/service, encrypts the CW 
using an entitlement control message (ECM) for the service, and provides 
the ECM to the SCS. 

– The SCS inserts the ECM into the TS based on the ECM_rep_period 
setting. 

Vendor-specific Recommendations: 

– If your site uses either SCS devices from one of the following vendors, set 
the min_CP_duration per the following guidelines: 

 Avail-TVN: 10,000 

 Harmonic, Inc.: 30,000 

 CW_per_msg. The number of control words (CW) needed by the ECMG per 
control word provision message.  

 delay_stop. This signed integer represents the amount of time between 
beginning a Crypto Period and broadcasting the ECM.  If it is positive, the 
ECM broadcast ends after the Crypto Period ends. If negative, the ECM 
broadcast ends before the Crypto Period ends. The ECMG communicates this 
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value to the SCS during channel setup. 

 AC_delay_stop. Used instead of the delay stop parameter for the last Crypto 
period before a change in AC. 

 transition_delay_stop. Used instead of the delay stop parameter for the last 
crypto period before a scrambled to clear transition. 

 ECM_rep_period. This integer represents the period in milliseconds of data 
repetition (e.g., ECMs). 

 lead_CW. The number of control words required before building an ECM; 
the SCS supports a value of 0 or 1. For example, if the ECMG requires the 
current and next control word to generate an ECM, lead_CW would be 1.  

 max_comp_time. The time an ECMG needs to compute an ECM when all the 
streams in a channel are in use. The ECMG notifies the SCS of this value 
during channel setup, and the SCS uses it to calculate the timeout value of 
the ECM_response message.  

8 Click Save. 

Important: Make sure the physical connection for the management interface can 
be reached from the VLAN on the router. 

 

What's Next? 
Use the guidelines below to determine next steps: 

 If your site supports TFTP for downloading application files, perform the steps 
in the section, Start the PCG Application (on page 32). 

 If your site does not support TFTP, but does support secure copying, proceed 
with the next chapter, Configure PCG Secure Download (on page 33).  

 If your site does not support TFTP or secure downloads, you will need to 
manually configure the PCG. Follow the procedures provided in the section 
Manually Configure the PCG (on page 95). 
Note: Use this option only if your site does not support TFTP or secure 
downloads. 
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Start the PCG Application 
Start the PCG Application 
Follow these steps to start the PCG application.  

1 Access the PCG via SSH. 

2 Type the following command to start or stop the application: 

/etc/init.d/pcgmon start 

Result:  The application starts. 
 

3 Continue by performing the procedures in the section Post Installation Checks 
(on page 91) to ensure that the installation is successful. 
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Introduction 
System operators that wish to secure the boot procedure between the 
PCG and the ISDS may do so by configuring the PCG to support 
Secure Download. 

Note: If your system does not allow unsecured downloads of PCG 
software via BOOTP/TFTP between the ISDS and the PCG, perform 
these steps immediately after installing the PCG software. 

Important: The procedures described in this chapter presume you 
have already completed PCG Software Installation and PCG 
Configuration in your network. 

Scope of This Chapter 
This chapter explains how to configure the PCG to support secure 
application downloads between the PCG and the ISDS.  
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Introduction 
In this section you will be asked to retrieve and manually enter the values that you 
previously entered in the appropriate PCG tab of the DNCS/ISDS GUI in the 
Configure the PCG on the DNCS or ISDS (on page 21) chapter.  

Example GUI: 
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Configure the Network Interface 
Complete the following steps to configure the PCG network interface to support 
secure application downloads between the PCG servers and the DNCS/ISDS. 

1 Open an xterm window on the DNCS/ISDS. 

2 Type ping -a dncsatm and press Enter. 

Example output: dncsatm (10.250.0.1) is alive.  

Note: The IP address in your output is the value of the DNCSATM for the 
remainder of this section. 

3 Connect a monitor and keyboard to the PCG device. Once these are connected, 
the pcg login: prompt should appear. 

4 At the pcg login: prompt, enter the root user name and press Enter. 

5 At the Password: prompt, enter the root password and press Enter. 

Note: The password is not included in this document. If you require assistance, 
contact Cisco Services. 

6 Open the /etc/sysconfig/network file with a text editor. 

7 Change the HOSTNAME parameter to the hostname of the PCG. 
Example: 
HOSTNAME=PCG001-V001 

8 Save and close the network file. 

9 Execute the following command to change the active hostname on the PCG: 
hostname <hostname> 
Note: Replace <hostname> with the desired hostname of the PCG. 

10 From the PCG, open the file /etc/sysconfig/network-scripts/ifcfg-eth0. 

11 Perform the following changes: 

a Change the value of the directive BOOTPROTO to static. 

b Change the value of the directive IPADDR to the value of [PCG IP Address]. 
You previously entered this value in the GUI.  

Example: If the value of PCG IP Address is 172.18.0.1, the parameter must 
appear as follows:  
IPADDR=172.18.0.1 

c Change the value of the directive NETMASK to the value of [PCG IP Subnet 
Mask]. You previously entered this value in the GUI.  
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Example: If the value of PCG IP Subnet Mask is 255.255.255.0, the parameter 
must appear as follows:   
NETMASK=255.255.255.0 

d Change the value of the directive ONBOOT to yes. 
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12 From the PCG, open the file /etc/sysconfig/network-scripts/route-eth0 in an 
editor.  

13 Add the following lines: 

GATEWAY0=[eth0 Gateway IP] 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 

 

GATEWAY1=[eth0 Gateway IP] 

NETMASK1=255.255.255.255 

ADDRESS1=[dncsatm IP address] 

Example: If the value of the eth0 Gateway IP is 172.18.0.254 and the value of the 
dncsatm IP Address found in step 2 is 10.250.0.1, add the following lines: 
GATEWAY0=172.18.0.254 
NETMASK0=0.0.0.0 
ADDRESS0=0.0.0.0 

 
GATEWAY1=172.18.0.254 
NETMASK1=255.255.255.255 
ADDRESS1=10.250.0.1 

 

Important: Ensure that the dncsatm IP address is properly added to this file and 
not commented out. 

14 Continue with the Configure the PCG Application for Secure Download (on page 
38) section. 
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Configure the PCG Application for Secure 
Download 

Complete the following steps to configure the PCG application to support secure 
application downloads between the PCG and the DNCS/ISDS. 

1 From the PCG, open the file /opt/pcg/mon_app/mon.cfg. 

a Change the value of the directive Download-Server-If to eth0. 
Example: 
Download-Server-If = eth0 

b Change the value of the directive Download-Server-Name to the dncsatm 
address value obtained in step 6 of Configure the Network Interface. 
Example: If the value of the dncsatm IP Address obtained in Step 6 of the 
Configure the Network Interface is 10.250.0.1, the result will appear as 
follows: 
Download-Server-Name = 10.250.0.1 

2 From the PCG, copy the file /opt/pcg/mon_app/generic_key to the following 
directory: 

 cp /opt/pcg/mon_app/generic_key /home/pcg/.ssh 

3 From the PCG, type the following command and press Enter to restart the 
network services which will allow the new network configuration to take effect. 

service network restart 

4 Once the network services have been restarted, type the following command and 
press Enter to ping the DNCS/ISDS using the IP address found in the previous 
procedure to verify the PCG is able to communicate with the DNCS/ISDS. 

ping 10.250.0.1 

5 From the PCG, type the following command and press Enter to stop the PCG 
mon application. 

/etc/init.d/pcgmon stop 

6 From the PCG, type the following command and press Enter to start the PCG 
mon application so the PCG can initiate a secure download of the PCG 
application files. 

/etc/init.d/pcgmon start 

7 Once the PCG boot application has been started, type the following command 
and press Enter to monitor the mon.log file to verify the secure download 
succeeded. 
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Example: 
tail -f /var/log/mon.log 
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8 Do you see a message similar to the following in the mon.log file? 
Mon Feb  8 11:02:53 2010 | Code download succeeded. Preparing to launch 
Mon Feb  8 11:02:53 2010 | PCG application successfully launched 

a If yes, the PCG has successfully downloaded its application files from the 
DNCS/ISDS. 

b If no, continue with the following steps, which will check the configuration. 

9 Verify that the PCG MAC Address defined in the DNCS/ISDS PCG window 
matches the MAC Address of the DNCS/ISDS-facing interface on the PCG. 

a On the PCG as root type ifconfig eth1 and press Enter.  The DNCS/ISDS-
facing network interface information is returned including the HWaddr 
which is the MAC Address. 

b On the DNCS/ISDS Administrative Console, click PCG under the Network 
Element Provisioning tab.  The PowerKEY CAS Gateway window opens 
with a list of PCGs. 

10 Compare the values. Does the Control MAC Address for the PCG match the PCG  
MAC Address for the DNCS/ISDS network interface? 

a If yes, continue with the next step. 

b If no, update the MAC Address in the DNCS/ISDS PCG window: 

i In the Administrative Console PowerKEY CAS Gateway window, click 
the check box next to the PCG and then click Edit.  The Update 
PowerKEY CAS Gateway window opens. 

ii Change the PCG MAC Address to match the PCG ISDS-facing interface 
MAC Address and then click Save.  The window returns to the 
PowerKEY CAS Gateway page. 

iii Click Exit.  The PowerKEY CAS Gateway window closes. 

11 Verify that the PCG was added to the list of PCGs authorized for secure 
download. In an xterm window on the ISDS as root, type grep [pcg IP] 
/export/home/secure/pcgscp/.ssh/authorized_keys and press Enter. 

Note: Replace [pcg IP] with the DNCS/ISDS-facing IP address of the PCG. 

12 Did the output of the previous command return an ssh-rsa key followed by the 
DNCS/ISDS-facing (eth1) IP address of the PCG? 

a If yes, complete the following steps to update the RSA SSH key for the 
DNCS/ISDS.  

i Execute the following command as the dncs role on the DNCS/ISDS to 
remove the RSA SSH key from the DNCS/ISDS database: 
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echo ‘update pcg set secdlndpubkeylen=NULL where ipaddr = 
"[IPAddr]";’ | dbaccess dncsdb 
Note: Replace [IPAddr] with the eth0 IP address on the PCG. 
Response: 
Database selected. 
1 row(s) updated. 
Database closed. 

ii In the Administrative Console PowerKEY CAS Gateway window, click 
the check box next to the PCG and then click Edit. The Update PowerKEY 
CAS Gateway window opens. 

iii In the PowerKEY CAS Gateway window, click the check box next to the 
PCG and then click Edit. The Update PowerKEY CAS Gateway window 
opens. 

iv Click Save. The window returns to the PowerKEY CAS Gateway page. 

v Click Exit. The PowerKEY CAS Gateway window closes. 

b If no,  complete the following steps to create and delete a dummy PCG entry 
to trigger the generation of any RSA SSH keys that are currently missing on 
the ISDS. 

i On the ISDS Administrative Console, click PCG under the Network 
Element Provisioning tab.  The PowerKEY CAS Gateway window opens 
with a list of PCGs. 

ii Click Add. The New PowerKEY CAS Gateway window opens.  

iii Enter the following dummy data.  
Note: The following is an example set of data. Use different values if a 
current PCG already has any of the following example values. 

 ID: 99 

 Headend: [Headend] 
Replace [Headend] with the DNCS/ISDS Headend from the 
drop-down box. 

 Name: TempPCG 

 Status: Offline 

 PCG IP Address: 192.168.0.1 

 PCG MAC Address: 00:11:22:33:44:55 

 PCG IP Subnet Mask: 255.255.255.0 

 PCG IP Default Gateway: 192.168.0.254 
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 SCS Interface IP Address: 192.168.1.1 

 SCS Interface Subnet Mask: 255.255.255.0 

 SCS Interface Default Gateway: 192.168.1.254 

iv Click Save. The dummy PCG is added.  

v Click the check box next to the dummy PCG and then click Delete. The 
dummy PCG is deleted. 

vi Click Exit.  The PowerKEY CAS Gateway window closes. 
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13 From the PCG as root, type the following to stop the PCG mon application: 
/etc/init.d/pcgmon stop 

14 From the PCG as root, type the following to start the PCG mon application to 
initiate a secure download of the PCG application files: 

/etc/init.d/pcgmon start 

15 Once the PCG boot application has been started, type the following to monitor 
the mon.log file to verify the secure download succeeded: 

tail -f /var/log/mon.log 

16 Check to see if there is a message similar to the following in the mon.log file: 
Mon Feb  8 11:02:53 2010 | Code download succeeded. Preparing to launch 
Mon Feb  8 11:02:53 2010 | PCG application successfully launched 

a If yes, the PCG has successfully downloaded its application files from the 
DNCS/ISDS. 

b If no, contact Cisco Services. 
 

 

17 Continue by performing the procedures in the section Post Installation Checks 
(on page 91) to ensure that the installation is successful. 

 





 

 

78-4017672-01 Rev E 45 

 

Introduction 
The PCG can monitor various DVB SimulCrypt objects and report 
alarm conditions.  

Scope of This Chapter 
This chapter explains how to monitor and check PCG activity, and 
how to troubleshoot common issues. 
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Log In, Start and Stop the PCG 
The PCG serial console enables you to access the PCG interface. For console 
commands, see Console Commands (on page 80). You can log in to the PCG using 
the two following methods.  

Serial Console Method 
The PCG has a serial console available by accessing the serial port on the back of the 
PCG. To access the console, attach a null-modem serial cable between the PCG and a 
PC.  On the client PC, set the serial port speed to 9600 baud.  When you connect, a 
PCG MONITOR> prompt appears. The prompt indicates that the bootup software 
is attempting to download a new version of the PCG software from the ISDS. After 
the PCG software has loaded, the PCG> prompt appears. This prompt indicates the 
software is running and provides a place to enter commands for troubleshooting. 

Alternate Methods 
If you want to check the status of the various internal modules of the PCG but you 
do not have a serial cable, you can use one of the following methods to log in to the 
PCG. 

 Monitor, Keyboard, and Mouse  If you connect a monitor, keyboard, and a 
mouse (optional) to the PCG, a Linux login prompt appears on boot up. Log in as 
a root user.  

 SSH Login  You can use SSH to access the system remotely from any computer. 
Use the IP address of the PCG to log in and type the following command: 
ssh -l root <PCG IP address> 

 

1 After logging in, type the following command: 

/opt/pcg/console_app/cons 

2 Press Enter. The PCG will display the following information: 
Console App Version 1.0.6 

 
shmid_console 4390913 
Number of pcg+console processes currently attached = 1 
shmstats.shm_nattch = 1 
console shmaddr 0xb75e9000 
Number of pcg+console processes currently attached = 2 
Number of pcg+console processes currently attached = 2 
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Pcg procid  = 25895 
Console procid  = 1559 
PCG> 

Important: The PCG application allows only one user at a time to log in. Type exit 
and press Enter to close your session when you are done using the application. 
 

Starting or Stopping the PCG Application 
Stop the PCG Application 
Follow these steps to stop the PCG application. 

1 Access the PCG via SSH. 

2 Type the following command to start or stop the application: 

/etc/init.d/pcgmon stop 

Result:  The application stops. 

Start the PCG Application 
Follow these steps to start the PCG application.  

1 Access the PCG via SSH. 

2 Type the following command to start or stop the application: 

/etc/init.d/pcgmon start 

Result:  The application starts. 
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PCG Status 

Introduction 
The PCG is an SNMP-manageable device that comes with platform MIBs and a PCG 
application MIB. The objects within the application MIB can be used by a network 
manager to query DVB SimulCrypt, system configuration, and system status 
information on the PCG.  The application MIB also includes Notification objects 
(traps) that can be used by a network manager to monitor events and alarm 
conditions on the PCG.  

The SNMP interface on the PCG supports only SNMPv3 by default.  The PCG is 
delivered with a default SNMPv3 user name, authentication passphrase, and privacy 
passphrase.  Contact your account representative to obtain these values and for 
instructions on changing the default SNMPv3 values, defining trap destinations, 
modifying the interface to support SNMPv2, and general MIB information. 
 

Checking the PCG Status 
To find a list of commands used to check the status of the PCG, type help all at the 
PCG> prompt. The following table describes these commands. 

Command Description 
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Command Description 

ch_info  Prints the channel parameters with the channel ID. Shows the 
details on the ECMG channel for each edge device, such as IP 
address of the scrambler, port/socket number, number of channel 
errors, or number of streams on that channel 

Input: 

ch_info x   

x= Channel ID, a number that equals or is greater than zero  

 

Result: 

y.Channel Id: z    

y = Channel ID, a number that equals or is greater than one 

z = Channel ID, expressed as a hexadecimal value 

 

Example: 

ch_info 0 

 

====CHANNEL====  

1.Channel Id: 0x2    Client's IP: 0xac100502, Port: 0x4a4, Socket: 0x13 
- Numbering here starts at 1 

 Channel proto version: 0x3 

 Number of Channel Errors: 0 

 Number of Channel Closes: 0 

 Number of Streams: 10 

 

Example: 

ch_info 0 1  

  

====CHANNEL==== 

1.Channel Id: 0x2    Client's IP: 0xac100502, Port: 0x4a4, Socket: 0x13 

 Channel proto version: 0x3 

 Number of Channel Errors: 0 

 Number of Channel Closes: 0 

 Number of Streams: 10 

0.Stream Id:0x2 
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Command Description 

channel_test PCG version 2 and above (observed by the output of the vers 
command) use the channel test command "channel_test" to check 
the connection between the PCG and the SCS. The output of the 
command is: 

PCG>channel_test 0 
sent channel test message 
Received channel status message. 

Note: The SCS must implement this command before there can be a 
response to the command. 

configfileParams  Displays the configuration file parameters. These parameter values 
can be used for troubleshooting 

ecmg_counts   Displays the ECMG event counts. Provides a cumulative picture of 
the ECMG to SCS interface transactions 

ecms  Displays a count of the ECMs sent for each session or program 

exit   Toggles output to serial console and exits current shell. The PCG 
prompt disappears from your monitor or telnet terminal, and the 
prompt appears on the serial console 

help    Displays detailed help for specified command or for all commands 

msgstats   Displays message queue statistics 
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Command Description 

printctrl Enables or disables diagnostic print statements. At the PCG> 
prompt, you can type printctrl and enter a number that 
corresponds to the various modules within the PCG 

Example: 

PCG>printctrl 

Diagnostic Print Controls 

00. HELP 

01. EXIT 

02. PRINT ALL ON = FALSE (0 = DISABLED) 

03. PRINT ALL OFF = FALSE (0 = DISABLED) 

04. MON TRACE = FALSE (0 = DISABLED) 

05. RPC CLNT TRACE = FALSE (0 = DISABLED) 

06. RPC PROC TRACE = FALSE (0 = DISABLED) 

07. SESSMAN TRACE = FALSE (0 = DISABLED) 

08. EIS TX TRACE = FALSE (0 = DISABLED) 

09. EISMAN TRACE = FALSE (0 = DISABLED) 

10. EISMAN DETAIL TRACE = FALSE (0 = DISABLED) 

11. ECMMAN TRACE = FALSE (0 = DISABLED) 

12. ECMMAN DETAIL TRACE = FALSE (0 = DISABLED) 

13. ECMRX TRACE = FALSE (0 = DISABLED) 

14. CA MGR TRACE = FALSE (0 = DISABLED) 

15. ALARM TRACE = FALSE (0 = DISABLED) 

16. PRINT ERRORS TRACE = TRUE  (1 = ENABLED) 

Note:  The print controls listed above are the various modules 
within the PCG. For example, if you type printctrl 7 1, then session 
manager traces are enabled. All the important messages from that 
module are displayed. You can disable the session manager traces 
by typing printctrl  7 0. 

quit   Issues the quit command for the PCG (this command is the same as 
stop cmd). This command stops the PCG software 
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Command Description 

rpcflowcnts Displays the RPC transaction counts. These counts indicate how 
many remote procedure calls have transpired between the ISDS 
and the PCG 

edgeinfo Provides details on all the sessions (session number, program 
number, transport stream ID, session state — active/pending 
sessions — on all the different edge devices and scramblers. 

An edge device is basically a QAM. The PCG communicates with a 
device that has a simulCrypt synchronizer in it (or a scrambler). 
Further multiplexing (MUX) and modulation could be within this 
scrambler or external to it. The D9638 has all of this functionality 
built into it 

softreset  Issues a soft reset of the PCG. This action does not power off the 
PCG, but it restarts the PCG with current software and a provision 
request is issued again to the ISDS 

stop  Issues the stop command for the PCG. (This command is the same 
as the quit command) 

supercasid  Displays the current SuperCASId as provisioned by the ISDS. 
Every conditional access system has a unique number referred to as 
the SuperCASId. Our SuperCASId is 0xE000000. 

If the SuperCASId in the D9638 is different from the value on the 
ISDS provision page, then the technician can troubleshoot using 
this command 

threads               Display threads within the PCG 

uptime Displays the PCG uptime. Indicates whether the PCG has self-
rebooted after the initial setup 

vers   Issues a version command for the PCG. The version of the PCG 
software is displayed 
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PCG Logs 
The PCG generates log messages for the events listed in the following table and 
stores them in the pcg.log.10 file.  

Note: If a reset or reboot occurs, the logs are stored in the pcg-other-messages.log file 
until normal operations are restored. 
 

PCG Log Event List 

Event Log Information 

Application startup Startup successful. Application is active. 

TCP connection with an SCS device 
breaks (typically caused when the 
network cable on the PCG box is 
removed) 

Indicates that the device has been 
disconnected. 

Internal queues overflow Indicates which subsystem experiencing 
overflow. 

Heartbeat occurs once every two 
minutes 

Provides the current system time stamp. 

New SCS device connection detected Provides the IP address of the new device. 

New access criteria received Provides the IP address of the SCS device, 
the channel identifier, the stream identifier, 
and the unknown access criteria. 

SCS device opens a stream to request for 
ECMS 

Provides the IP address of the SCS device, 
the channel identifier, the stream identifier 
and the access criteria of the stream. 

SCS device stream which was making 
requests for ECMS becomes inactive 

Provides the IP address of the SCS device, 
the channel identifier, the stream identifier 
and the access criteria of the stream. 

SCS device stream which was making 
requests for ECMS is closed 

Provides the IP address of the SCS device, 
the channel identifier, the stream identifier 
and the access criteria of the stream. 

SCS device stream which was making 
requests for ECMS is terminated 
unexpectedly 

Provides the IP address of the SCS device, 
the channel identifier, the stream identifier 
and the access criteria of the stream. 
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Event Log Information 

All streams of a SCS device which were 
making requests for ECMS becomes 
inactive 

Provides the IP address of the SCS device 
and the channel identifier. 

SCS device closes connection Provides the IP address of the SCS device 
and the channel identifier. 

SCS device stream which was making 
requests for ECMS reports an error 

Provides the IP address of the SCS device, 
the channel identifier, the stream identifier 
and the access criteria of the stream. 
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Remote Procedure Call Transactions Status 

Introduction 
You can check the status of all the remote procedure call transactions entering and 
leaving the PCG.  

For example, initially the system will display one provision_request_cnt and one 
provision_request_resp_cnt. This would be followed by a single provision_cnt. 
Similarly,the system will display how many sessions were created and how many 
were deleted. 
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Checking the Remote Procedure Call Transactions Status 
To find a list of commands, type rpcflowcnts at the PCG> prompt. The following 
command list is displayed: 

Note: This output shows that 33 provision requests were made by the PCG to the 
DNCS/ISDS. 
provision_cnt = 0 

provision_request_resp_cnt = 0 

query_provision_cnt = 0 

create_session_cnt = 0 

delete_session_cnt = 0 

session_query_cnt = 0 

query_session_cnt = 0 

resetPcg_cnt = 0 

gettime_cnt = 0 

settime_cnt = 0 

deliver_msk_cnt = 0 

deliver_ecm_cnt = 0 

get_public_key_cnt = 0 

provision_request_cnt = 33 

provision_resp_cnt = 0 

query_provision_resp_cnt = 0 

create_session_resp_cnt = 0 

delete_session_resp_cnt = 0 

session_query_resp_cnt = 0 

query_session_resp_cnt = 0 

resetPcg_resp_cnt = 0 

gettime_resp_cnt = 0 

settime_resp_cnt = 0 

deliver_msk_resp_cnt = 0 

deliver_ecm_resp_cnt = 0 

get_public_key_resp_cnt = 0 
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 Remote Procedure Call Transaction Status Commands 
The following table describes the status commands in more detail. 

Command Description 

provision_cnt  Number of times the PCG was provisioned  

provision_request_resp_cnt  Number of times the DNCS/ISDS acknowledged the 
provision request from the PCG 

query_provision_cnt   Number of times the DNCS/ISDS asked the PCG this 
question: What are your provisioned parameters? 

create_session_cnt   Number of times the DNCS/ISDS made the create-session 
RPC call 

delete_session_cnt Number of times the DNCS/ISDS made the delete-session 
RPC call 

session_query_cnt Number of times the DNCS/ISDS asked the PCG this 
question: What are all your session parameters? 

query_session_cnt   Number of times the DNCS/ISDS asked the PCG this 
question: What are the details of XYZ session? 

create_session_resp_cnt  Number of times the PCG has acknowledged the create-
session call from the DNCS/ISDS 

delete_session_resp_cnt  Number of times the PCG has acknowledged the delete-
session call from the DNCS/ISDS 
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Command Description 

provision_cnt  Number of times the PCG was provisioned  

session_query_resp_cnt Number of times the session_query was responded back by 
the PCG 

This session_query command provides details about one 
session. In the query, the DNCS/ISDS provides the 
sessionID and the PCG responds with all the details about 
that particular session. The response is the corresponding 
ack of that message. The cnt (count) is in the command is 
the number of acks received. 

Example 

DNCS/ISDS query: Give details of session-id # 129? 

PCG responds: Session-id #129, has prog number 4,  

tsid = 5, scrambled flag = 1 

session_query_resp_cnt = 1 

After one half hour, the same query is issued.  

PCG responds:  session_query_resp_cnt = 2. 

query_session_resp_cnt Number of times the query_session was responded back by 
the PCG. The query_session command provides the set of 
all session IDs within the PCG. The response is the 
corresponding ack of that message. If the PCG has 
acknowledged this command, then the cnt (count) is 
incremented 

resetPcg_resp_cnt Number of times the resetPcg_resp_cnt was responded to 
by the PCG. "Resp" indicates response or 
acknowledgement. The resetPcg command was given by 
the DNCS/ISDS to the PCG. If the PCG has acknowledged 
this command, then the cnt (count) is incremented 

gettime_resp_cnt Number of times the PCG has acknowledged the gettime 
command from the DNCS/ISDS. This command is similar 
to the resetPcg_resp_cnt command. "Resp" indicates 
response or acknowledgement 

settime_resp_cnt Number of times the DNCS/ISDS issued the 
settime_resp_cnt command to the PCG. The "Resp" is ack 
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Command Description 

provision_cnt  Number of times the PCG was provisioned  

deliver_msk_resp_cnt Number of times the DNCS/ISDS issued the 
deliver_msk_resp_cnt command to the PCG. The ''Resp" is 
ack 

deliver_ecm_resp_cnt Number of times the DNCS/ISDS issued the 
deliver_ecm_resp_cnt to the PCG. The "Resp" is ack 

get_public_key_resp_cnt 

 

Number of times the DNCS/ISDS issued the 
get_public_key_resp_cnt command to the PCG. The "Resp" 
is ack 
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Configuration File Settings and Parameters 

Introduction 
You can check the PCG configuration file settings and the parameters that were used 
to provision the PCG. 
 

Checking the Configuration File Settings and Parameters 
To find a list of settings and parameters used by the PCG,  type configfileParams at 
the PCG> prompt. The following information is displayed: 

PCG> PCGConfigFileType = 1.0                                                    

RpcServerIPAddr = 172.40.90.1  

AlarmServerIPAddr = 172.40.90.1  

PcgApplicationName = pcg2.3.0.0  

ForceDownLoad = yes  

EisServerPort = 1100  

EcmgPort = 4000  

Serial-Device = /dev/ttyS0  

PcgToDncsIfIpAddr = 172.50.90.21  

PcgScsInterface = eth0  
 

Configuration File Settings and Parameters 
The following table describes the configuration settings and parameters. 

Information Description 

PCG> PCGConfigFileType Shows the version number of PCG Configuration 
file 

RpcServerIPAddr  Shows the IP address of the RPC server 

AlarmServerIPAddr  Shows the IP address of the Alarm server 

PcgApplicationName  Shows the name of the application installed on the 
PCG 
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Information Description 

ForceDownLoad Shows the force download setting. 

 Yes, which is the default setting, indicates that 
when the PCG boots, it will pull the secure 
download from the DNCS/ISDS. 

 No, indicates that the PCG can be booted locally 
without pulling the secure download from the 
DNCS/ISDS. 

EisServerPort  Shows the port used by the EIS server 

EcmgPort  Shows the port used by the ECMG 

Serial-Device Shows the serial device that can be used to access 
the PCG prompt 

PcgToDncsIfIpAddr  Shows the IP address of the PCG's Ethernet 
interface on the PCG that is connected to the 
DNCS/ISDS 

PcgScsInterface Shows which Ethernet interface on the PCG is 
connected to the SCS 
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Monitor and Troubleshoot the PCG 

Introduction 
The PCG uses a monitor application to ensure uptime and to manage upgrading.  
 

Monitoring the PCG Device 
The monitor daemon constantly monitors the health of the PCG. Data obtained from 
the monitor application is only intended for system maintenance and should never 
be required during normal system operation. 

Important:  Do not shut down or restart the monitor application.  

If you issue a quit command from the PCG> prompt, the PCG software, as well as 
the monitor application, shuts down.  

You can restart the monitor application by following the PCG setup procedure 
again. After the monitor application has been started, the PCG starts automatically.  
From that point on, the monitor application checks the health of the PCG. 
 

Troubleshooting the PCG Device 
If the PCG device ever becomes corrupted or otherwise inoperable, you must re-
install both the PCG operating system and the PCG software, in that order. See 
Install the PCG Software (on page 15). 
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Introduction 
This chapter includes instructions of procedures that need to be 
performed before, during, and after upgrading a PCG server. Based on 
your configuration, some of the procedures in this chapter may or may 
not be necessary. Read each section carefully to determine if the 
procedure is required for your configuration.  
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Before Upgrading a PCG 

Collect Custom SNMP Configuration Information 
Custom SNMP configurations must be restored after a PCG upgrade, so it is 
necessary to record custom settings before you upgrade the PCG Operating System 
Platform or the PCG Boot software.  

Complete the following steps to copy the SNMP configuration file from the PCG to 
the ISDS.  

Note: The backup file can be used as reference when restoring the SNMP 
configuration on the PCG post upgrade.  Do not replace the new snmpd.conf file on 
the PCG post upgrade with the backup copy. 

1 Login to the ISDS as the dncs role.  

2 Create a backup directory on the ISDS for this PCG.  
mkdir /export/home/dncs/pcg-[PCG-Name or IP]-backup-[YYYYMMDD] 
Note: Replace [YYMMDD] with the current date. 

3 Navigate to the new directory.  
cd /export/home/dncs/pcg-[PCG-Name or IP]-backup-[YYYYMMDD] 

4 Copy the snmpd.conf file from the PCG to the ISDS.  
scp root@[pcg_IP]:/usr/share/snmp/snmpd.conf . 

5 Logout of the dncs role on the ISDS.  

6 Obtain the customer-specific SNMP configuration data available on the PCG by 
reviewing the  contents of the snmpd.conf file:  
cat /usr/share/snmp/snmpd.conf 
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7 Write down the following SNMP configuration data provided by the customer 
and contained in the snmpd.conf file: 

 

Information Description 

SNMPv3 Security Name: The SNMPv3 Security Name will be listed 
at the top of the file after "rouser". 

Example: rouser pcgSnmpUser 

SNMPv3 Passphrase(s) 

 SNMPv3 Auth Passphrase: 

 

 

 SNMPv3 Privacy 
Passphrase: 

The Authorization and Privacy 
passphrases should be the same but will 
not exist in the snmpd.conf file unless an 
SNMPv3 trap destination is configured.  
The Auth Passphrase is after -A and the 
Privacy Passphrase is after -X in the 
following SNMPv3 trap destination 
example: 

trapsess -e 
0x80001f888069aeb44d65e23e49 -v 3 -u 
pcgSnmpUser -a MD5 -A pcgSnmpPwd -
x DES -X pcgSnmpPwd -l authNoPriv 
10.250.0.1:161 

SNMPv3 Trap Destination(s) 

 Security Level: 

 

 

 Destination IP and Port: 

The Security Level is after "-l" in the 
following example.   

Authorization and Privacy (authPriv) is 
used by default but could be modified to 
Authorization but no Privacy (authNoPriv).  
The Destination IP and Port is listed at the 
end of the following example: 

trapsess -e 
0x80001f888069aeb44d65e23e49 -v 3 -u 
pcgSnmpUser -a MD5 -A pcgSnmpPwd -x 
DES -X pcgSnmpPwd -l authNoPriv 
10.250.0.1:161 

SNMPv2c Community Name: The SNMPv2c Community Name is listed 
after rocommunity in the following 
example: 

rocommunity public 

SNMPv2c Trap Destination(s) 

 Community Name: 

 

 Destination IP and Port: 

The SNMPv2c Trap Destination 
Community Name should match the 
SNMPv2c Community Name.  The 
SNMPv2c Trap Destination Community 
Name is after -c in the following example 
and the Destination IP and Port are at the 
end of the following example: 

trapsess -v 2c -c public 10.250.0.1:162 
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Determine bootp Setting 
Before you begin the PCG upgrade, you need to determine if the bootp configuration 
setting is enabled. 

Complete the following steps to determine the current bootp configuration setting. 

1 From the ISDS, open an xterm window and log in as root. 

2 Type cat/opt/pcg/mon_app/mon.cfg and press Enter. 

3 Locate the skip-bootp line and indciate the configuration setting: __ Yes __ No 
Note: You will need to recall this setting after the upgrade. 

4 Is the skip-bootp line set to Yes? 

a If yes, skip to the section Installing the PCG Operating System (Platform) 
from CD (on page 68). 

b If no, continue with the instructions Backup PCG Files (on page 66) provided 
next in this section. 

 

Backup PCG Files 
Obtain the IP address of the PCG server you are upgrading; then, complete the steps 
below to backup the PCG files onto the ISDS. 

1 From the ISDS, open an xterm window and log in as root.  

2 Type the following command: reate a backup directory on the ISDS for this PCG.  
mkdir /export/home/dncs/pcg-[PCG-Name or IP]-backup-[YYYYMMDD] 
Note: Replace [YYMMDD] with the current date. 

3 Press Enter to create a backup directory on the ISDS for this PCG.  

4 Type the following command: 
cd /export/home/dncs/pcg-[PCG-Name or IP]-backup-[YYYYMMDD] 

5 Press Enter to navigate to the new directory.  

6 Type the following command: 
scp root@[pcg_IP]: /etc/sysconfigs/network-scripts/ifcfg-eth0 
      /etc/sysconfigs/network-scripts/ifcfg-eth1 

      /etc/sysconfigs/network-scripts/route-eth0 

      /etc/sysconfigs/network-scripts/route-eth1 

      /opt/pcg/mon_app/mon.cfg 



 

 
 Before Upgrading a PCG 

 

78-4017672-01 Rev E 67 

 

      /opt/pcg/console_apps/app/pcg.cfg 

Note: Replace [pcg_IP] with the IP address of the PCG. 

7 Press Enter to backup the files from the PCG to the ISDS.  

8 Logout of the ISDS.  
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Upgrading the Software 

Installing the PCG Operating System (Platform) from CD 
Complete the following steps to install the PCG Operating System (OS) Platform. 

1 Press the DVD/CD eject button to open the drive. 

2 Place the PCG OS Platform Installation CD into the drive tray and close the tray. 

The server will boot from the CD. You will see a boot welcome screen and the 
prompt boot: 

3 Type platform and press Enter. The installation will continue unattended and 
takes about ten minutes to complete. After installation, the server will eject the 
CD and reboot. You will be returned to the prompt pcg login: 

Important: You may be presented with a warning screen that displays the 
following message: The partition table on device sda was unreadable ... 
Would you like to initialize this drive, erasing ALL DATA? Answer yes to 
this prompt and proceed. 

4 Did the pcg login: prompt appear, indicating that the installation was successful? 

 If yes, proceed with the next section, Upgrading the PCG Bootup Application 
(on page 68). 

 If no, continue with step 5. 

5 Did GRUB display on the screen for more than 10 minutes? 

 If yes, the installation may have failed while building the GRUB bootloader. 
Go to Recover from a PCG Platform Installation Failure (on page 83) in the 
appendix. 

 If no, contact Cisco Services. 
 
 

 

Upgrading the PCG Bootup Application 
1 Log on to the PCG and press the CD eject button to open the drive. Place the 

PCG Bootup Installation CD into the drive tray of the PCG and close the tray. 

2 Open the /opt/pcg/mon_app/mon.cfg file with a text editor. 

3 Change the skip-bootp value to no. 

Example:  skip-bootp = no 

4 Save and close the file. 
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5 Type the following command then press Enter to save a copy of the mon.cfg file: 
cp /opt/pcg/mon_app/mon.cfg  /opt/pcg/mon_app/mon.cfg.old 

6 Type cd / and press Enter. 

7 Check to see if there is a media directory: type ls and press Enter. 

8 Does the media directory exist? 

a If yes, type cd media and continue to the next step. 

b If no, type mkdir media and press Enter. 

9 Check to see if there is a cdrom directory: type ls and press Enter.  

10 Does the cdrom directory exist? 

a If yes, continue to the next step. 

b If no, type mkdir cdrom and press Enter. 

11 Type mount /dev/cdrom /media/cdrom and press Enter. 

12 Type cd /media/cdrom and press Enter. 

13 Type ./autoinstall and press Enter. 

14 Type cd / and press Enter. 

15 Type eject cdrom and press Enter.  

16 Type the following command then press Enter to restore the original mon.cfg 
file. 
cp /opt/pcg/mon_app/mon.cfg.old  /opt/pcg/mon_app/mon.cfg 

17 Type the the following command then press Enter to move the generic_key file 
to  .ssh directory: 
cp /opt/pcg/mon_app/generic_key  /home/pcg/.ssh/ 

18 At the overwrite prompt, enter Y. 

19 Type rpm  -qi  PCG and press Enter. The PCG bootup software version 
information is returned. 

20 Verify that the correct version of the software was installed. 
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Upgrading the PCG SAIpcg Application 
Important: This process is only completed once on a live network. If this process has 
been completed for a live PCG on a production network, do not repeat this process 
for any other PCGs (e.g., spare or redundant PCGs) on the same network. 

1 Open an xterm window on the ISDS. 

2 Press the CD eject button to open the drive. Place the PCG Application CD into 
the drive tray on the ISDS and close the tray. 

3 Type su - and provide the root password at the prompt. 

4 Type cd /cdrom/cdrom0 and press Enter. 

5 Type install_pkg and press Enter. 

6 At the prompt, type yes and press Enter to install the SAIpcg package. 

7 When the install is complete, type cd and press Enter. 

8 Type eject cd and press Enter. 

9 Verify the PCG installation was successful by validating the release information. 
Type pkginfo -l SAIpcg and press Enter. 

10 From the Administrative Console, choose the Network Element Provisioning 
tab, then click the PCG button. 

11 For each PCG, select the PCG check box and click the Reset Device button. 

12  Log into the PCG and type ps -ef |grep mon and press Enter to determine if the 
PCG successfully reset. 

13 Are two instances of the mon process running? 

a If yes, continue with step 14. 

b If no, perform a manual reset from the PCG as follows: 

i Type /etc/init.d/pcgmon stop and press Enter. 

ii Type /etc/init.d/pcgmon start and press Enter. 

iii Repeat steps 12 through 13. 

14 Type exit and press Enter to log out of the PCG. 

15 Type exit and press Enter to close the xterm window on the ISDS. 
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After Upgrading a PCG 
After you complete the PCG upgrade, use the following guidelines to determine 
what's next: 

 Refer to step 3 of the Determine bootp Setting (on page 66) procedure to recall 
your configuration setup. 

 If you checked Yes, skip to Reboot the PCG (on page 71) to proceed. 

 If you checked No, you need to perform the procedures in the section 
Manually Configure the PCG (on page 95). 

 

Reboot the PCG 
Type shutdown -y -g0 -i6 and press Enter to reboot the PCG. The settings will take 
effect and the PCG software will start automatically. 
 

PCG Post Upgrade Verification 
1 Log onto the PCG. 

2 Type cd /opt/pcg/console_app and press Enter. 

3 Type ./cons and press Enter to invoke the console application. The PCG console 
command prompt is returned. 

4 At the PCG> prompt, type vers and press Enter to verify that the correct PCG 
Application version is running. 

Example: 
PCG> vers 
PCG version: 2.3.0.1. Build date : 16 February 2010 

5 At the PCG> prompt, type edgeinfo  0  1 and press Enter to verify sessions have 
been built on the PCG. 
PCG> edgeinfo 0 1 

 
----------Edge 0 (non provisioned)---------- 
Edge ip address = 0x00 Total sessions created = 103 Currently active 
sessions = 198 
Session ID: 0x01 0x00 0x00 0x00 0x22 0x6E 0x00 0x00 0x0C 0x24 
 Program Number = 0 Transport Stream ID = 0 Session state = ACTIVE 
Session ID: 0x00 0x00 0x00 0x00 0x2F 0x48 0x00 0x00 0x1E 0x61 
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 Program Number = 0 Transport Stream ID = 0 Session state = ACTIVE 
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6 At the PCG> prompt, type ch_info to verify the SCS has established the channel 
and streams connections. 
PCG> ch_info 
Details for Channel with Index 1 
Channel ID is 2 
Channel IP  is 0xac8c0a0c port is 8708 socket  is 23 
Channel protocol version is 3 
Channel errors sent is 0 
Total number of streams is 10 
Details for Channel with Index 2 
Channel ID is 2 
Channel IP  is 0xac8c0a0b port is 26372 socket  is 24 
Channel protocol version is 3 
Channel errors sent is 0 
Total number of streams is 40 
Details for Channel with Index 3 
Channel ID is 2 
Channel IP  is 0xac8c0a0d port is 35076 socket  is 25 
Channel protocol version is 3 
Channel errors sent is 0 
Total number of streams is 39 
Details for Channel with Index 4 
Channel ID is 2 
Channel IP  is 0xac8c0a0e port is 10503 socket  is 26 
Channel protocol version is 3 
Channel errors sent is 0 
Total number of streams is 21 
----- Channel Index 5 Unused ----- 
----- Channel Index 6 Unused ----- 
----- Channel Index 7 Unused ----- 
----- Channel Index 8 Unused ----- 
----- Channel Index 9 Unused ----- 
----- Channel Index 10 Unused ----- 
----- Channel Index 11 Unused ----- 
----- Channel Index 12 Unused ----- 
----- Channel Index 13 Unused ----- 
----- Channel Index 14 Unused ----- 
----- Channel Index 15 Unused ----- 
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----- Channel Index 16 Unused ----- 
----- Channel Index 17 Unused ----- 
----- Channel Index 18 Unused ----- 
----- Channel Index 19 Unused ----- 
----- Channel Index 20 Unused ----- 
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7 At the PCG> prompt, type ecms to verify the SCS has requested ECMs from the 
PCG. 
PCG> ecms 

 
Session ID                                          Ecm Counts 
1. 0xCA 0xCA 0xCA 0x00 0x20 0x83 0x00 0x00 0x07 0x47     71 
Access Criteria-1 0x00 0x20 0x83                71 
Access Criteria-2 0x00 0x22 0xF0                0 

8 Wait 30 seconds and repeat step 5 to verify the ECM count is increasing. 

Note:  Only one PCG of the pair will be incrementing the ECMs. 

9 Reboot a set-top authorized for secure broadcast services. 

10 Once rebooted, verify the set-top is able to view encrypted services. 
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If You Have Questions 
If you have technical questions, call Cisco Services for assistance. 
Follow the menu options to speak with a service engineer. 

Access your company's extranet site to view or order additional 
technical publications. For accessing instructions, contact the 
representative who handles your account. Check your extranet site 
often as the information is updated frequently. 
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A Appx auto letter 
Appendix A 
Console Commands 

Introduction 
This appendix provides instructions on navigating to the list of 
console commands. 
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Console Commands 
1 In order to list the console commands, type help all to display the following All 

Command Help List: 

 

Command Description 

ch_info Prints the Channel Info. 

channel_test [ID] Sends a channel test message. 

Note: Replace ID with the channel ID you are 
testing. 

configfileparams Lists config file parameters. 

ecmg_counts Prints ECMG Event Counts. 

ecms Prints ECMs sent out for each session. 

exit Toggles output to serial and exits current shell. 

help Displays detailed help for specified or all 
commands. 

msgstats Displays message queue statistics. 

printctrl Enables or disables diagnostic print statements. 

rpcflowcnts Displays RPC transaction counts. 

edgeinfo 0 2 Displays edge device information. 

softreset Performs a softreset of the PCG. 

stop Stops PCG processes. 

supercasid Displays current supercasid. 

threads Displays threads within PCG. 

uptime Displays PCG uptime. 

vers Displays current PCG version information. 

 

2 To exit the console, type Exit and the following text displays: 
From now on output will be displayed on : /dev/ttyS0 

3 Press any key to quit, or press n to remain on this prompt. 
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B Appx auto letter 
Appendix B 
Recover from a PCG Platform 
Installation Failure 

Introduction 
This appendix provides instructions for recovering from a platform 
installation failure. During a PCG Platform upgrade, the installation 
may fail while building the GRUB bootloader. In this case, the build 
stops and GRUB is displayed on the screen, and the system cannot go 
any further in the installation process. If you receive a display of 
GRUB for more than 10 minutes, we recommend that you follow the 
instructions provided in this appendix. 
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Recovering from a PCG Platform Installation 
Failure 

To recover from a platform installation failure, complete the following steps. 

1 Boot off of the Platform CD or type the following command to shut down the 
system with the Platform CD in the DVD Drive: 

shutdown  -y -g0 -i6 

2 At the Cisco screen, type the following command: 

linux rescue 

3 At the Language prompt, select English and click OK. 

4 At the Keyboard Type prompt, select US and click OK. 

5 At the Start the Network Interface on this System prompt, select No. 

6 At the Rescue screen, select Continue. 

7 At the prompt, type the following command: 

chroot /mnt/sysimage 

8 At the prompt, type the following command: 

exit 

9 At the prompt, type the following command: 

grub-install /dev/sda 

10 At the prompt, type the following command to reboot the system:  

reboot 

11 Press the DVD/CD eject button on the PCG device to open the drive. Place the 
PCG OS Platform Installation CD, Version 1.1.1,  into the drive tray and close the 
tray.  

12 From the PCG, type shutdown -y -g0 -i6 in order to reboot gracefully. 

13 The server will boot from the CD. You will see a boot welcome screen and the 
boot: prompt. 

14 Type platform and press Enter. The installation will continue unattended and 
takes about ten minutes to complete. After installation, the server will eject the 
CD and reboot. You will be returned to the platform login: prompt. 

15 Did the platform login: prompt appear, indicating that the installation was 
successful? 



 

 
 Recovering from a PCG Platform Installation Failure 

 

78-4017672-01 Rev E 85 

 

 If yes, continue to the section where you were performing the installation or 
upgrade.  

 If no, contact Cisco Services. 
 





 

 

78-4017672-01 Rev E 87 

 

C Appx auto letter 
Appendix C 
Provision the PCG 

Introduction 
Once the PCG software has been installed and the PCG has been 
configured, you can send provisioning requests to the DNCS/ISDS. 

Scope of This Chapter 
This chapter explains how to login, start and stop the PCG, how to 
provision it, and how to deliver ECMs.  
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Provisioning a PCG 
Important: For complete instructions on provisioning the PCG, refer to Configuring 
the PowerKEY DVB System for System Release i4.2.1 (part number 4017650) and the 
DNCS Online Help for System Release i4.2.1 (UNIX Version) (part number 4026560). 

Provisioning from the PCG User Interface 
When you edit settings from the PCG user interface, data is sent to the DNCS/ISDS. 
After the PCG is reset, the DNCS/ISDS responds by appropriately provisioning the 
PCG according to the new settings.  

Provisioning from Ethernet Setting 
Ethernet settings are used to communicate with the SCS(s), which can provision the 
PCG with scrambler/SCS device IP addresses, and parameters such as the maximum 
number of scrambling control groups (SCGs).  

Unsolicited Provisioning 
When a configuration change is entered into the PCG manager on the DNCS/ISDS, 
unsolicited provisioning is "pushed" to the PCG. 
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Delivering ECMs 

Introduction 
The system elements descriptions in the PowerKEY Conditional Access System 
Overview (on page 3) sectopm and the following ECM delivery process describe 
how the PowerKEY ECMs arrive at the set-top.  

The process begins with system initialization and proceeds to the DNCS/ISDS and 
SCS/Scrambler interactions outlined below: 

 The PCG is fully configured and provisioned 

 The DNCS/ISDS creates sessions on the PCG 

 The SCS establishes a TCP connection, channel, and valid streams on the PCG 

 The PCG responds with ECM streams for existing sessions/services setup by the 
DNCS/ISDS on the PCG 

 

Delivering ECMs 
Note: This process assumes that the PCG has been set up. If you need to set up the 
PCG, see Install the PCG Software (on page 15). 

1 When the PCG powers up, it can be configured manually or using BOOTP. Then 
the eth0 gets its network address and the PCG application is launched. 

2 The PCG sends a provision request to the DNCS/ISDS. When the DNCS/ISDS 
receives the request, it sends the PCG a provision response.  The response 
contains data that sets the eth1 network address for communication with the 
scrambler device(s).   

Optional: The response may inform the PCG about how many such devices can 
communicate with the PCG, provide their IP addresses, and indicate how many 
programs can be serviced on each device. 

Note: The PCG can support a maximum of 1000 sessions.  

3 Create a session from the DNCS/ISDS. This provides the access criteria for the 
PCG to service.  

Note: If you are using ROSA for access criteria management then configure the 
EIS/Access Criteria Manager Component (ACMC) through the ROSA element 
manager. Ensure the access criteria specified here match the access criteria 
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explicitly administered on the DNCS/ISDS source definition GUI for the 
associated service or program. Access criteria can be configured through the 
ACMC; to set up the ACMC/Scrambling control task and the SCS Configurator, 
see Continuum DVP - D9600 DVB Scrambling User's Guide (part number 4009598). 

4 A single channel over a TCP connection serves multiple programs.  When a 
program is scheduled for scrambling, the SCS sets up a stream for the program. 
The scrambler issues access criteria and control words to the PCG for the session, 
and the PCG responds with the ECMs.  

5 The SCS then sends the ECMs and the scrambled program (with the 
corresponding control word) to the built-in modulator. From there it goes to the 
RF and then to the set-top. 

Note:  If the PCG communicates with an SCS device that does not have a built-in 
modulator then a separate modulator will be needed to provide RF modulation. 
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D Appx auto letter 
Appendix D 
Post Installation Checks 

Introduction 
Perform the system checks in this appendix whenever you install, 
upgrade, or replace a PCG server. 
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PCG System Checks 

Verifying ECMs to Ensure PCGs are Incrementing 
Complete the following steps to verify ECMs if sessions have already been built on 
the system. 

1 From an xterm window on the ISDS, log into the PCG using root username: 

ssh root@[pcg name] 

Note: Replace [pcg name] with the name of the PCG. 

2 Type cd /opt/pcg/cons* and press Enter. 

3 Type ./cons and press Enter to invoke the console software. The following 
response appears: 
Console S W Version: I . 0,d 
shmid console 622593 
~ ubimr of pcg+ c o spr ocesses currently urtached = 1 
shtnstats.shr~l_nattch= 1 
console shmuddr Oxh 7Jba000 
Number ofpcg+console processes currently attached = 2 
Number ofpcg+console processes currently attached = 2 
Pcgprocid = 29122 
Console procid = 1 1 652 

4 Type ecms and press Enter. 

5 Record the ECM count for the sessions: ___________ . 

6 Wait five seconds; then type ecms and press Enter.  

7 Verify that the ECM count for the sessions are incrementing. 

8 Type exit and press Enter to exit from the PCG console. The PCG command line 
returns. 

9 Type exit and press Enter to log out of the PCG. The ISDS command line returns. 
 

Reboot Set-Top 
Complete the following steps to verify that video can be seen if sources have been 
configured for encrypted or clear services. 

1 Reboot a set-top provisioned on your network. 
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2 Verify that the set-top reboots and is able to display video. 

3 Repeat steps 1 and 2 for each VHO. 
Note: We recommend that the set-top verification includes a sample of the 
different types set-tops in your network. 
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E Appx auto letter 
Appendix E 
Manually Configure the PCG  

Introduction 
Systems that do not allow BOOTP/TFTP between the DNCS/ISDS 
and PCG must manually configure the PCG so that it does not issue 
BOOTP/TFTP requests. 

Note: If your system does not allow BOOTP/TFTP between the  
DNCS/ISDS and PCG, perform these steps immediately after 
installing the PCG software. 

Important: Perform the procedures in this section only after you have 
completed a software installation or upgrade. 
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Manually Configure the PCG 

Introduction 
In this section you will be asked to retrieve and manually enter the values that you 
previously entered in the appropriate PCG tab of the DNCS/ISDS GUI in the 
Configure the PCG on the DNCS or ISDS (on page 21) chapter.  

Example GUI: 

 
 



 

 
 Manually Configure the PCG 

 

78-4017672-01 Rev E 97 

 

Copy Files to PCG 
1 From the DNCS/ISDS, open an xterm window.  

2 Type $>/usr/sbin/ping -a dncsatm and press Enter. 

Example response: dncsatm (10.250.0.1) is alive.  

Note: If an error message is obtained, consult the network administrator 

3 Record the IP address returned in step 2: ____________________. 
Note: This IP address is the value of the RPCServerIPAddress and the 
AlarmServerIPAddr used later in these procedures. 

4 Log in to the DNCS/ISDS as root. 

5 Perform following steps to securely copy the pcg.cfg and pcg application files. 

a Type cd /tftpboot and press Enter to change directories to the tftpboot 
directory. 

b Type the following command and press Enter to securely copy the pcg and 
pcg.cfg files to the PCG: 

scp pcg root@[pcg name or PCGIPAddr]:/opt/pcg/pcg_app/app/ 

scp pcg.cfg root@[pcg name or PCGIPAddr]:/opt/pcg/pcg_app/app/ 

Note: Insert the name of the PCG or the IP address where noted above. 

6 Type ssh root@[PCG IP address] and press Enter to start an SSH session with 
the PCG. 

7 Type the following chmod 755 /opt/pcg/pcg_app/app/pcg and press Enter. 
 

Configure the /opt/pcg/mon_app/mon.cfg File 
From the PCG, open the /opt/pcg/mon_app/mon.cfg  and set the value for skip-
bootp  to yes.  
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Configure the /opt/pcg/pcg_app/app/pcg.cfg File 
1 From the PCG, open the /opt/pcg/pcg_app/app/pcg.cfg file. 

2 Set the value for RpcServerIPAddr  to match the IP address you recorded in step 
3 of Copy Files to PCG (on page 83). 

3 Set the value for AlarmServerIPAddr it match the IP address you recorded in 
step 3 of Copy Files to PCG (on page 83).  

4 Set the value for ForceDownload to no. 

5 Add the line PcgScsInterface = eth1 to the end of the file. 

6 Add  the line PCGtoDncsIfIpAddr=[PCG IP address] to the end of the file.  

Note: Replace PCG IP address with the value used in the DNCS/ISDS GUI for 
PCG IP Address.  

Example: If the value of PCG IP Address is 172.18.0.1 add the line 
PcgtoDncsIfIpAddr = 172.18.0.1 to the end of the file. 

 

Configure the /etc/sysconfig/network-scripts/ifcfg-eth0 File 
1 From the PCG, open the file /etc/sysconfig/network-scripts/ifcfg-eth0. 

2 Set the value for BOOTPROTO to static. 

3 Set the value for IPADDR to match the value of PCG IP Address used in the 
DNCS/ISDS GUI. 

Example:  If the value of PCG IP Address is 172.18.0.1, the parameter setting will 
be IPADDR=172.18.0.1. 

4 Set the value for NETMASK to match the value of PCG IP Subnet Mask used in 
the DNCS/ISDS GUI. 

Example:  If the value of PCG IP Subnet Mask is 255.255.255.0, the parameter 
setting will be NETMASK=255.255.255.0 

5 Set the value for ONBOOT to yes. 
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Configure the /etc/sysconfig/network-scripts/ifcfg-eth1 File 
1 From the PCG, open the file /etc/sysconfig/network-scripts/ifcfg-eth1. 

2 Set the value of BOOTPROTO to static. 

3 Set the value of the IPADDR to match the value of SCS Interface IP Address 
used in the DNCS/ISDS GUI. 

Example:  If the value of SCS Interface IP Address is 172.140.10.1, the parameter 
setting will be IPADDR=172.140.10.1. 

4 Set the value of NETMASK to match the value of SCS Interface  Subnet Mask 
used in the DNCS/ISDS GUI. 

Example:  If the value of SCS Interface  Subnet Mask is 255.255.255.0, the 
parameter setting will be NETMASK=255.255.255.0. 

5 Set the value of ONBOOT to yes. 
 

Configure the /etc/sysconfig/network-scripts/route-eth0 File 
1 From the PCG, open the /etc/sysconfig/network-scripts/route-eth0 file in an 

editor.  

2 Add the following lines: 

GATEWAY0=[PCG IP Default Gateway] 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 

 

GATEWAY1=[PCG IP Default Gateway] 

NETMASK1=255.255.255.255 

ADDRESS1=[RPCServerIPAddress from Step 5] 

 

Example:  If the value of PCG IP Default Gateway from the DNCS/ISDS GUI is 
172.18.0.254 and the value of RPCServerIPAddress you you recorded in step 3 of 
Copy Files to PCG (on page 96) is 10.250.0.1, you will add the following lines: 

GATEWAY0=172.18.0.254 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 
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GATEWAY1=172.18.0.254 

NETMASK1=255.255.255.255 

ADDRESS1=10.250.0.1 
 

Configure the /etc/sysconfig/network-scripts/route-eth1 File 
1 From the PCG, open the /etc/sysconfig/network-scripts/route-eth1 file in an 

editor.  

2 Add the following lines: 

GATEWAY0=[SCS Interface Default Gateway] 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 

 

Example:  If the value of SCS Interface Default Gateway used in the DNCS/ISDS 
the GUI (above) is 172.140.10.254, you will add the following lines: 

GATEWAY0=172.140.10.254 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 

 

Note: If this interface needs to access additional networks, such as a subnet to 
which the PCG is not directly connected, configure additional routes within the 
appropriate route-eth0 or route-eth1 file.  

Important: ALL routes must be included in the route-eth0 and route-eth1 files. A 
sample of how to add additional entries is shown below. 

 

GATEWAY0=172.18.0.254 

NETMASK0=0.0.0.0 

ADDRESS0=0.0.0.0 

  

GATEWAY1=172.18.0.254 

NETMASK1=255.255.255.255 

ADDRESS1=10.250.0.1 
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GATEWAY2=172.18.0.254 

NETMASK2=255.255.255.0 

ADDRESS2=172.35.35.35 

  

GATEWAY3=172.18.0.254 

NETMASK3=255.255.255.0 

ADDRESS3=10.90.176.0 
 

Reboot the PCG 
Type shutdown -y -g0 -i6 and press Enter to reboot the PCG. The settings will take 
effect and the PCG software will start automatically. 
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What's Next? 
Continue by performing the procedures in the section Post Installation Checks (on 
page 91) to ensure that the installation is successful. 
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