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Cisco Desktop Virtualization Solution for EMC
VSPEX with Citrix XenDesktop 7.5 for 1000
Seas

Overview

This document provides a Reference Architecture for a -B#@Q@ Virtual Desktop Infrastructure using Citrix
XenDesktop 7.5 built on Cisco UCS B2MB blades with an EMC VNX5400 and the VMware vSphere ESXi 5.5
hypervisor platform.

The landscape of desktop virtualization is changing constantly. New, high performance Cisco UCS Blade Servers
and Cisco UCS unified fabric combined part of the EMC VSPEX Provémfrastructurewith the latest generation
EMC VNX arrays result in a more compact, more powerful, more reliable and more efficient platform.

In addition, the advances in the Citrix XenDesktop 7.5 system, which now incorporates both traditional hosted
virtual Windows 7 or Windows 8 desktops, hosted applications and hosted shared Server 2008 R2 or Server 2012
R2 server desktops (formerly delivered by Citrix XenApp,) provide unparalleled scale and management simplicity
while extending the Citrix HDX FlexCartodels to additional mobile devices

This document provides the architecture and design of a virtual desktop infrastructure for 1000 miask use
users. The infrastructure is 100% virtualized on VMware ESXi 5.5 with-g@reeration Cisco UCS-Bervices

B200 M3 blade servers booting via iSCSI from an EMC VNX5400 storage array. The virtual desktops are powered
using Citrix Provisioning Server 7.1 and Citrix XenDesktop 7.5, with a mix of hosted shared desktops (70%) and
pooled hosted virtual Windows 7 desb$o(30%) to support the user population. Where applicable, the document
provides best practice recommendations and sizing guidelines for customer deployments of XenDesktop 7.5 on the
Cisco Unified Computing System.

Solution Component Benefits

Each of the components of the overall solution materially contributes to the value of functional design contained in
this document.

Benefits of CiscoUnified Computing System

Cisco Unified Computing SystemE i s conbmes industgtandacdo nver ge
x86-architecture servers with networking and storage access into a single converged system. The system is entirely
programmable using unified, modehsed management to simplify and speed deployment of entesiasse

applicatons and services running in baretal, virtualized, and cloud computing environments.

Benefits of theCiscoUnified Computing System include:
Architectural flexibility

1 CiscoB-Series blade servers for infrastructure and virtual workload hosting

1 CiscoC-Series rackmount servers for infrastructure and virtual workload Hosting

1 Cisco 6200 Series second generation fabric interconnects provide unified blade, network and storage
connectivity

1 Cisco5108 Blade Chassis provide the perfect environment for 1sedter type, multipurpose workloads
in a single containment

Infrastructure Simplicity

1 Converged, simplified architecture drives increased IT productivity



1 Cisco UCS management results in flexible, agile, high performance;inseirating information
technology with faster ROI

Fabric Extender technology reduces the number of system components to purchase, configure and maintain
Standardsased, high bandwidth, low latency virtualizataware unified fabric delivers high density,
excellent virtual deskp userexperience

=a =4

Business Agility

1 Modetbased management means faster deployment of new capacity for rapid and accurate scalability
1 Scale up to 20 Chassis and up to 160 blades in a €igfeUCS management domain

1 Scale to multipleCiscoUCS Domains \with Cisco UCS Central within and across data centers globally

1 LeverageCiscoUCS Management Packs for VMware vCenter 5.1 for integrated management

Benefits ofCiscoNexus Physical Switching

The Cisco Nexus product family includes lines of physical unified layer 2, 10 GB switches, fabric extenders,

and virtual distributed switching technologies. In our study, we utilized Cisco Nexus 5548UP physical switches,
Cisco Nexus 1000V distributed virtual switches and Cisco-MBXK technology to deliver amazing ceruser
experience

Cisco Nexus 5548UP Unified Port Layer 2 Switches

The Cisco Nexus 5548UP Switch delivers innovative architectural flexibility, infrastructure simplicity, and business
agility, with support for networking standards. For traditional, viited, unified, and higiperformance computing
(HPC) environments, it offers a long list of IT and business advantages, including:

Architectural Flexibility

1 Unified ports that support traditional Ethernet, Fiber Channel (FC), and Fiber Channel overtEtherne
(Iscsl)

1 Synchronizes system clocks with accuracy of less than one microsecond, based on IEEE 1588

1 Offers converged Fabric extensibility, based on emerging standard IEEE 802.1BR, with Fabric Extender
(FEX) Technology portfolio, including the Nexus 1000Vtual Distributed Switch

Infrastructure Simplicity

1 Common highdensity, highperformance, dataeenterclass, fixegform-factor platform

1 Consolidates LAN and storage

1 Supports any transport over an Ethefim&$ed fabric, including Layer 2 and Layer 3 icaff
1  Supports storage traffic, including iSCSI, NAS, FC, RoE, and IBoE

1 Reduces management points with FEX Technology

Business Agility

1 Meets diverse data center deployments on one platform
1 Provides rapid migration and transition for traditional and evohdogriologies
9 Offers performance and scalability to meet growing business needs

SpecificationsAt-a-Glance

1 A 1-rackunit, 1/10 Gigabit Ethernet switch

1 32 fixed Unified Ports on base chassis and one expansion slot totaling 48 ports

1 The slot can support amf the three modules: Unified Ports, 1/2/4/8 native Fiber Channel, and Ethernet or
ISCSI

1  Throughput of up to 960 Gbps.

Cisco Nexus 1000V Distributed Virtual Switch

Get highly secure, multitenant services by adding virtualization intelligence to youresaéa network with the
Cisco Nexus 1000V Switch for VMware vSphere. This switch:



Extends the network edge to the hypervisor and virtual machines

Is built to scale for cloud networks

Forms the foundation afirtual networkoverlays for theCisco Open Network Environentand Software
Defined Networking (SDN)
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Important differentiators for the Cisco Nexus 1000V for VMware vSphere include:

Extensive virtual network services built on Cisco advanced service insertion and routing technology
Support for vCloud Director andSphere hypervisor

Feature and management consistency for easy integration with the physical infrastructure

Exceptional policy and control features for comprehensive networking functionality

Policy management and control by the networking team instead of the server virtualization team
(separation of duties)

1 Use Virtual Networking Services
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The Cisco Nexus 1000V Switch optimizes the use of Layer dirtual networking services in virtual maoh and
cloud environments throudBisco vPattarchitecture services.

Cisco vPath 2.0 supports service chaining so you can use lmuitijpal network services as part of a single traffic
flow. For example, you can simply specify the network policy, and vPath 2.0 can direct traffic:

1 First, through th&€€isco ASA1000VCloud Firewallfor tenant edge security
1 Then, through th€isco Virtual Security Gateway for Nexus 1000V Swificha zoning firewall

In addition, Cisco vPath works oiXLAN to support movement between servers in different Layer 2 domains.
Together, these features promote highly secure policy, application, and sefixieey in the cloud.

Cisco Virtual Machine Fabric Extender (VM-FEX)

Cisco Virtual Machine Fabric Extender (VMWEX) collapses virtual and physical networking into a single
infrastructure. Data center administrators can now provision, configure, managiormand diagnose virtual
machine network traffic and bare metal network traffic within a unified infrastructure.

The VM-FEX software extends Cisco fabric extender technology to the virtual machine with the following
capabilities:

1 Each virtual machinencludes a dedicated interface on the parent switch
1 Allvirtual machine traffic is sent directly to the dedicated interface on the switch
1 The softwarebased switch in the hypervisor is eliminated

Benefits of EMC VSPEX Proven Infrastructure

VSPEX Proventfrasture accelerates deployment of provate cloud. Built withdfdsteed virtualization, server,
network, storage and backup, VSPEX enables faster deployment, more simplicity, greater choice, higher efficiency,
and lower risk. Validation by EMC ensurpeedictable performance and enables customers to select product that
leverages their existing IT infrastructure while eliminating planning, sizing, and configuration burdens. VSPEX
provides a virtual infrastructure for customers looking to gain simplibi#y is characteristic of truly converged
infrastructures while at the same time gaining more choice in individual stack components.

As part of the EMC VSPEX End User Computing solutitie, EMC VNX flashoptimized unified storage platform
deliversinnovation and enterprise capabilities for file, block, and object storage in a single, scalable, 4odisasy

solution. Ideal for mixed workloads in physical or virtual environments, VNX combines powerful and flexible
hardware with advanced efficenapa nage ment , and protection software to
virtualized application environments.

VNX storage includes the following components:

1 Host adapter ports (for blogk)Provide host connectivity through fabric into the array.
1 Data Movers (for filep Frontend appliances that provide file services to hosts (optional if providing
CIFS/SMB or NFS services).


http://blogs.cisco.com/datacenter/nexus-1000v-and-virtual-network-overlays-play-pivotal-role-in-software-defined-networks/
http://www.cisco.com/web/solutions/trends/open_network_environment/index.html
http://blogs.cisco.com/datacenter/vpath-the-secret-sauce-to-enabling-virtual-network-services/
http://www.cisco.com/en/US/products/ps12233/index.html
http://www.cisco.com/en/US/products/ps13095/index.html
http://blogs.cisco.com/datacenter/vxlan-gaining-more-traction-for-scalable-cloud-networks/

1 Storage processors (S8s)yhe compute component of the storage array. SPs handle all aspects of data
moving into, out of, and betweeanrays.

91 Disk drive®d Disk spindles and solid state drives (SSDs) that contain the host/application data and their
enclosures.

The term Data Mover refers to a VNX hardware component, which has a CPU, memory, and
input/output (I/0) ports. It enables the CIFS (SMB) and NFS protocols on the VNX array.

EMC VSPEX End User Computing with the Next-Generation
VNX Series

Nextgener ati on VNX includes many features and enhanceme
success. These features and enhancenretiisie:

1 More capacity with multicore optimization with multicore cache, multicore RAID, and multicore FAST
Cache (MCxE)

Greater efficiency with a flasbptimized hybrid array

Better protection by increasing application availability with active/active

Easier administration and deployment with the new Unisfhdenagement Suite

VSPEX is built with nexigeneration VNX to deliver even greater efficiency, performance, and scale than
ever before.
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Flash-Optimized Hybrid Array

VNX is a flashoptimized hybridarray that provides automated tiering to deliver the best performance to your
critical data, while intelligently moving less frequently accessed data to-tmsedisks.

In this hybrid approach, a small percentage of flash drives in the overall systgmovide a high percentage of the
overall IOPS. Flasloptimized VNX takes full advantage of the low latency of flash to deliver-sashg
optimization and high performance scalability. EMC Fully Automated Storage Tiering Suite (FAST Cache and
FAST VP)tiers both block and file data across heterogeneous drives and boosts the most active data to the flash
drives, ensuring that customers never have to make concessions for cost or performance.

Data generally is accessed most frequently at the timeri¢dder; therefore, new data is first stored on flash drives

to provide the best performance. As the data ages and becomes less active over time, FAST VP tiers the data from
high-performance to higleapacity drives automatically, based on custededined plicies. This functionality has

been enhanced with four times better granularity and with new FAST VPssale disks (SSDs) based on
enterprise multilevel cell (eMLC) technology to lower the cost per gigabyte.

FAST Cache uses flash drives as an expadedehe layer for the array to dynamically absorb unpredicted spikes in
system workloads. Frequently accessed data is copied to the FAST Cache in 64 KB increments. Subsequent reads
and/or writes to the data chunk are serviced by FAST Cache. This enatnlediaie promotion of very active data

to flash drives. This dramatically improves the response times for the active data and reduces data hot spots that can
occur within the LUN.

All VSPEX use cases benefit from the increased efficiency provided by th& BABe. Furthermore, VNX
provides ouof-band, blockbased deduplication that can dramatically lower the costs of the flash tier.

VNX Intel MCx Code Path Optimization

The advent of flash technology has been a catalyst in making significant changeseuitements of midrange
storage systems. EMC redesigned the midrange storage platform to efficiently optimize multicore CPUs to provide
the highest performing storage system at the lowest cost in the market.

MCx distributes all VNX data services acradkcores (up to 32), as shownhigure 1. Fgure 1: The VNX series
with MCx has dramatically improved the file performance for transactional applicationsaliabades or virtual
machines over networéttached storage (NAS).



Figure 1: Next-generation VNX with multicore optimization
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Multicore Cache
The cache is the most valuable asset in the storage subsystem; its efficient use is the key to the overall efficiency of
the platform in handling variable and changing workloads. The cache engine has been modularized to take

advantage of all the cores available in the system.

Multicore RAID

Another important improvement to the MCx design is how it handles I/O to the pernhaicéeind storagé hard

disk drives (HDDs) and SSDs. The modularization of the Jssxck data management processing, which enables
MCx to seamlessly scale across all processors, greatly increases the performance of the VNX system.

Performance Enhancements
VNX storage, enabled with the MCx architecture, is optimized for FLASH 1st and provides unprecedented overall
performance; it optimizes transaction performance (cost per IOPS), bandwidth performance (cost per GB/s) with

low latency, and capacity efficien¢gost per GB).
VNX provides the following performance improvements:

1 Up to four times more file transactions when compared with dual controller arrays

1 Increased file performance for transactional applications (for example, Microsoft Exchange on VMware
over NFS) by up to three times, with a 60 percent better response time

1 Up to four times more Oracle and Microsoft SQL Server OLTP transactions

1 Up to six times more virtual machines

Active/Active Array Storage Processors
The new VNX architecture provides active/active array storage processors, as skagumdr?: , which eliminate
application timeouts during path failover because both paths are actively serving 1/O.



Figure 2: Active/active processors increase performance, resiliency, and efficiency
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Load balancing is also improved, providing up to double the perfornfanaeplications. Active/active for block is
ideal for applications that require the highest levels of availability and performance, but do not require tiering or
efficiency services like compression, deduplication, or snapshot.

I Note: The active/active paessors are available only for RAID LUNs, not for pool LUNSs.

Benefits of VMware vSphere ESXi 5.5

VMware vSpher8 5.5 is the latest release of the flagship virtualization platform from VMware. VMware vSphere,
known in many circles as "ESXi", for the namettod underlying hypervisor architecture, is a bawetal hypervisor

that installs directly on top of your physical server and partitions it into multiple virtual machines. Each virtual
machine shares the same physical resources as the other virtual syactdnibey can all run at the same time.
Unlike other hypervisors, all management functionality of vSphere is possible through remote management tools.
There is no underlying operating system, reducing the install footprint to less than 150MB.

Here are sme key features included with vSphere 5.5:

Improved Security

Extensive Logging and Auditing

Enhanced vMotion

New Virtual Hardware

Active Directory Integration

Centralized Management

Stateless Firewall

Centralized Management of Host Image and Configurai@miuto Deploy.
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For more information on the vSphere ESXi hypervigorto:

http://www.vmware.com/products/esandesx/overview.html

Benefits of Citrix XenDesktop 7.5

Enterprise T organizations are tasked with the challenge of provisioning Microsoft Windows apps and desktops

while managing cost, centralizing control, and enforcing corporate security policy. Deploying Windows apps to

users in any location, regardless of the detype and available network bandwidth, enables a mobile workforce

t hat can i mprove productivity. Wit h Citrix XenDeskto
provisioning while securing data assets and lowering capital and operating expenses.

TheXenDesktopE 7.5 release offers these benefits:

1 Comprehensive virtual desktop delivery for any use cas@he XenDesktop 7.5 release incorporates the
full power of XenApp, delivering full desktops or just applications to users. Administrators can deploy both


http://www.vmware.com/products/esxi-and-esx/overview.html

XenApp published applications and desktops (to maximize IT control at low cost) or personalized VDI
desktops (with simplified image management) from the same management console. Citrix XenDesktop 7.5
leverages common policies and cohesive tools to govern both infrastructure resources and user access.

1 Simplified support and choice of BYO (Bring Your Own) devices XenDesktop 7.5 brings thousands of
corporate Microsoft Windowbased applications to mobile devices with a natibteeh experience and
optimized performance. HDX technologies create a #f
intensivedesign and engineering applications.

1 Lower cost and complexity of applicationand desktop management. XenDesktop 7.5 helps IT
organizations take advantage of agile and -effsctive cloud offerings, allowing the virtualized
infrastructure to flex and meseasonal demands or the need for sudden capacity changes. IT organizations
can deploy XenDesktop application and desktop workloads to private or public clouds, including Amazon
AWS, Citrix Cloud Platform, and (in the near future) Microsoft Azure.

1 Protedion of sensitive information through centralization. XenDesktop decreases the risk of corporate
data loss, enabling access while securing intellectual property and centralizing applications since assets
reside in the datacenter.

Audience

This document desibes the architecture and deployment procedures of an infrastructure comprised of Cisco, EMC,
and VMware hypervisor and Citrix desktop virtualization products. The intended audience of this document
includes, but is not limited to, sales engineers, fiebmsultants, professional services, IT managers, partner
engineering, and customers who want to deploy the solution described in this document.

Summary of Main Findings

The combination of technologies from Cisco Systems, Inc., Citrix Systems, Inc., EEl®&Mware Inc. produced
a highly efficient, robust and affordable desktop virtualization solution for a hosted virtual desktop and hosted
shared desktop mixed deployment supporting different use cases. Key components of the solution included:

1 Thissolutoni's Ci scodés Desktop Virtualization Converged |
with a turnkey physical and virtual infrastructure specifically designed to support 1000 desktop users in a
highly available proven design. This architecture is weltesuifor large departmental and enterprise
deployments of virtual desktop infrastructure.

1 More power, same size. Cisco UCS B200 M3 -atfth blade with dual 1@ore 2.8 GHz Intel Xeon Ivy
Bridge (E52680v2) processors and 384GB of memory for XenDesktotethagrtual desktop hosts and
256GB of memory for XenDesktop hosted shared desktop hosts supports ~25% more virtual desktop
workloads than the previously released Sandy Bridge processors on the same hardware. The Intel Xeon E5
2680 v2 106core processors ed in this study provided a balance between increaseolgs capacity and
cost.

1 Faulttolerance with high availability built into the design. The 108@r design is based on using two
Unified Computing System chassis with eight B200 M3 blades foralizeed desktop workloads and two
B200 M3 blades for virtualized infrastructure workloads. The design provides N+1 Server fault tolerance
for hosted virtual desktops, hosted shared desktops and infrastructure services.

1 Stresstested to the limits during aggssive boot scenario. The 100€er mixed hosted virtual desktop and
hosted shared desktop environment booted and registered with the XenDesktop 7.5 Delivery Controllers in
under 15 minutes, providing our customers with an extremely fast, reliablstadidesktop virtualization
system.

9 Stresstested to the limits during simulated login storms. All 1000 simulated users logged in and started
running workloads up to steady state inrBihutes without overwhelming the processors, exhausting
memory or exhaumg the storage subsystems, providing customers with a desktop virtualization system
that can easily handle the most demanding login and startup storms.

1 Ultra-condensed computing for the datacenter. The rack space required to support theet G§8tenis
less than a single rack, 34 rack units, conserving valuable data center floor space.



1 Pure Virtualization: This CVD presents a validated design that is 100% virtualized on VMware ESXi 5.5.

All of the virtual desktops, user data, profiles, and suppoitifigstructure components, including Active
Directory, Provisioning Servers, SQL Servers, XenDesktop Delivery Controllers, and XenDesktop RDS
(XenApp) servers were hosted as virtual machines. This provides customers with complete flexibility for
maintenane and capacity additions because the entire system runs on the VSPEX converged infrastructure
with stateless Cisco UCS Blade servers, and EMC unified storage.

1 Cisco maintains industry leadership with the new Cisco UCS ManaggrdR software that simpliés
scaling, guarantees consistency, and easeCiscomai nt en
UCS Manager,Cisco UCS Central, andCisco UCS Director insure that customer environments are
consistent locally, across UCS Domains and across theeglour software suite offers increasingly
simplified operational and deploymentanagementind it continues to widen the span of confiai
customeomr gani zati ons6 subject matter experts in comput

1 Our 10G unified fabric story getadditional validation on second generation 6200 Series Fabric
Interconnects as Cisco runs more challenging workload testing, while maintaining unsurpassed user
response times.

1 EMC VNX and the FAST suitprovide industryleading storage solutions that eféintly handle the most
demanding IO bursts (e.g. login storms), profile management, and user data management, provide VM
backup and restores, deliver simple and flexible business continuance, and help reduce storage cost per
desktop.

1 EMC VNX provides conmprehensivestorage architecture for hosting all user data components (VMs,
profiles, user datasDisks and PXE boot imagesn the same storage array.

1 EMC VNX system enables seamlessly add, upgrade or remove storage infrastructure to meet the needs of
thevirtual desktops.

1 EMC Virtual Storagelntegrator (VS) plugin for VMware has deep integration with VMware vSphere
provides easy button automation for key storage tasks like datastore provisioning, storage resize, data
deduplication, etc. directly from vhiin vCenter server.

1 EMC PowerPath/VE combines multiple path 1/0O capabilities, automatic load balancing, and path failover
functions into one integrated package

T Latest and greatest virtual desktop andewapifled i cat i ol
product architecture that supports both hosteared desktops and applications (RDS) and complete virtual
desktops (VDI). This new XenDesktop release simplifies tasks associated withsdatgeVDI
management. This modular solution suppori@gess delivery of Windows apps and desktops as the
number of users increase. In addition, HDX enhancements help to optimize performance and improve the
user experience across a variety of endpoint device types, from workstations to mobile deviceg includin
laptops, tablets, and smartphones.

1 Optimized to achieve the best possible performance and scale. For hosted shared desktop sessions, the best
performance was achieved when the number of vCPUs assigned to the XenDesktop 7.5 RDS virtual
machines did not eeed the number of hypéireaded cores available on the server. In other words,
maximum performance is obtained when not overcommitting the CPU resources for the virtual machines

running RDS.
1 Provisioning desktop machines made easy. Citrix Provisioningc®s 7.1 created hosted virtual desktops
as wel |l as hosted shared desktops for this solutio

Setup Wizardo.

Architecture

Hardware Deployed

The architecture deployed is highly modul ar . Whil e e
configuration, once the reference architecture contained in this document is built, it can easily be scaled as
requirements and demands change. Thisuded scaling both up (adding additional resources witliiseo UCS

Domain) and out (adding addition@lscoUCS Domains and EMC VNX Storage arrays).



The 1006user XenDesktop 7.5 solution includes Cisco networking, Cisco UCS and EMC VNX storage, which fit
into a single data center rack, including the access layer network switches.

This validated design document details the deployment of the-ds¥IOconfiguration for a mixed XenDesktop
workload featuring the following software:

Citrix XenDesktop 7.5 Poel Hosted Virtual Desktops with PVS write cache on NFS storage
Citrix XenDesktop 7.5 Shared Hosted Virtual Desktops with PVS write cache on NFS storage
Citrix Provisioning Server 7.1

Citrix User Profile Manager

Citrix StoreFront 2.1

Cisco Nexus 1000V Digtyuted Virtual Switch

Cisco Virtual Machine Fabric Extender (VWEX)

VMware vSphere ESXi 5.5 Hypervisor

Microsoft Windows Server 2012 R2 and Windows 7b&virtual machine Operating Systems
Microsoft SQL Server 2012 SP1
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Figure 3: Workload Architecture
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The workoad contains the following hardware as showRigure 3:

Two Cisco Nexus 5548UP Layer 2 Access Switches

Two Cisco UCS 6248UP Series Fabric Interconnects

Two Cisco UCS 5108 Blade Server Chassis with two 2204XP IO Modules per chassis

Three Cisco UCS B200 M3 Blade servers with Intel2680v2 processors, 384GB RAM, and VIC1240
mezzanine cards for the 300 hosted Windows 7 virtual desktop workloads with N+1 sdttelei@nce.

Five Cisco UCS B200 M3 Blade servers with IntetZBO0v2 processors, 256 GB RAM, and VIC1240
mezzanine cards for the 700 hosted shared Windows Server 2012 server desktop workloads with N+1

Two Cisco UCS B200 M3 Bladservers with Intel E2650 processors, 128 GB RAM, and VIC1240
mezzanine cards for the infrastructure virtualized workloads
EMC VNX5400 dual controller storage system, 4 disk shelves, 10GE ports for iSCSI and NFS/CIFS

1
1
1
1
1
server fault tolerance.
1
1
connectivity respectively.
1

(Not Shown)One Cisco UCS 5108 Blade Server Chassis with 3 UCS B200 M3 Blade servers with Intel
E5-2650 processors, 128 GB RAM, and VIC1240 mezzanine cards for the Login VSI launcher
infrastructure

The EMC VNX5400 disk shelf configurations are detailedantionEMC VNX Seriedater in this document.



Logical Architecture
The logical architecture of the validated is designed to support 1000 users within two chassis andflaatse
which provides physical redundancy for the chassis and blade servers for each workload.

Figure 4. outlines the logical architecture of the test envinent.

Figure 4: Logical Architecture Overview
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Table 1. outlines all the servers in the configurations

Table 1. Infrastructure Architecture
Server Name Location Purpose
vSpherel Physicali Chassis 1 Windows 2012 Datacenter VMs ESXi 5.5 hc
(Infrastructure Guests)
vSphere4,5 Physicali Chassis 1 XenDesktop 7.5 RDS ESXi 5.5 Hosts
vSphere 2,3 Physicali Chassis 1 XenDesktop 7.5 HVD ESXi 5.5 Host
vSphere 9 Physicali Chassis 2 Windows 2012 Datacenter VMs ESXi 5.1 hc

(Infrastructure Guests)

vSphere 1112,13  Physicali Chassis 2 XenDesktop 7.5 RDS ESXi 5.5 Hosts

vSphere 10 Physicali Chassis 2 XenDesktop 7.5 HVD ESXi 5.5 Hosts
AD Virtual i vspherel Active Directory DomairController
XDC1 Virtual i vspherel XenDesktop 7.5 controller

PVS1 Virtual i vspherel Provisioning Services 7.1 streaming server



VCENTER Virtual i vspherel vCenter 5.5 Server

StoreFrontl Virtual i vspherel StoreFront Services server

SQL Virtual i vspherel SQL Server (clustered)
XenVSM_Primary Virtual i vspherel Nexus 1008V VSM HA node

LIC Virtual i vspherel XenDesktop 7.5 License server
N1KV-VSM-1 Virtual 1 vspherel Nexus 1008V VSM HA primary node
AD1 Virtual i vsphere9 Active DirectoryDomain Controller
XDC2 Virtual T vsphere9 XenDesktop 7.5 controller

PVS2 Virtual i vsphere9 Provisioning Services 7.1 streaming server
StoreFront2 Virtual T vsphere9 StoreFront Services server

SQL2 Virtual i vsphere9 SQL Server (clustered)
N1KV-VSM-1 Virtual T vsphere9 Nexus 1008V VSM HA backup node

Software Revisions
This section includes the software versions of the primary products installed in the environment.

Table 2. Software Revisions
Vendor Product Version
Cisco UCS Component Firmware 2.2(1d)
Cisco UCS Manager 2.2(1d)
Cisco Nexus 1000V fovSphere 4.2.1SV2.2.
Citrix XenDesktop 7.5.04531
Citrix Provisioning Services 7.1.0.4022
Citrix StoreFront Services 25.0.29
VMware vCenter 5.5.0 Build 1476327
VMware vSphere ESXi 5.5 5.5.0 Build1331820
EMC VAAI Plugin 1.011
EMC Power Path for VMware 5.9 SP1 Build 011
EMC VNX Block Operating System 05.33.000.5.051
EMC VNX File Operating System 8.1.251

Configuration Guidelines

The 1000 User Citrix XenDesktop 7.5 solution described in this document provides details for configuring a fully
redundant, highhavailable configuration. Configuration guidelines are provided that refer to which redundant
component is being configuredtivieach step, whether that be A or B. For example Nexus A and Nexus B identify
the pair of Cisco Nexus switches that are configured. The Cisco UCS Fabric Interconnects are configured similarly.



This document is intended to allow the reader to configueeQitrix XenDesktop 7.5 customer environment as
standalone solution.

VLAN
The VLAN configuration recommended for the environment includes a total of seven VLANs as outlined in the
table below.

Table 3. VLAN Configuration

T VLAN Name 1 VLANID 1 Use

1 Default 1T 1 1 NativeVLAN

T VM-Network T 272 9 Virtual Machine NetworkNFS, CIFS
T MGMT -OB T 517 I Out of Band Management Network
T MGMT-IB 1 516 1 In Band Management Network

I IiSCSl-a T 275 1 IP Storage VLAN for Boot

1 iSCSIl-b 1 276 1 IP Storage VLAN for Boot

1 VvMOTION 1 273 1 vMotion

VMware Clusters
We utilized four VMware Clusters in two data centers to support the solution and testing environment:

CVSPEXDT  Citrix VSPEX Desktop Data Center

1 XenDesktop RDS Clusters (Windows Server 2012 R2 hosted shared desktops)
1 XenDesktop Hosted Virtual Desktop Clusf@findows 7 SP1 3bit pooled virtual desktops)

CVSPEXINF  Citrix VSPEX Infrastructure and Launcher Data Center

1 Infrastructure Cluster (vCenter, Active Directory, DNS, DHCP, SQL Clusters, XenDesktop Controllers,
Provisioning Servers, and Nexus 1000V ViftBaitch Manager appliances, etc.)

1 Launcher Cluster (The Login Consultants Login VSI launcher infrastructure was hosted on ti@Eissame
UCS Domain sharing switching, but running on separate storage.)

Figure 5: vCenter Dad Centers and Clusters Deployed
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Infrastru cture Components

This section describes the infrastructure components used indkiersoutlined in this study.

Cisco Unified Computing System (UCS)

Cisco Unified Computing Systenis a set of préntegrated data center components that comprises biaders,

adapters, fabric interconnects, and extenders that are integrated under a common embedded management system.
This approach results in far fewer system components and much better manageability, operational efficiencies, and

flexibility than comparale data center platforms.

Cisco Unified Computing System Components
Cisco UCS components are showrrigure 6: .

Figure 6: Cisco Unified Computing System Components
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The Cisco UCS is designed from the ground up to

stack, ranging from server firmware and settings to network profiles, is configured through-baset|

be

management. With Cisco virtual interbacards, even the number and type of I/O interfaces is programmed

dynamically, making every server ready to power any workload at any time.
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With modetbased management, administrators manipulate a model of a desired system configuration, associate a
modebs service profile with hardware resources and t he
automation speeds provisioning and workload migration with accurate and rapid scalability. The result is increased

IT staff productivity, improved compliae, and reduced risk of failures due to inconsistent configurations.

Cisco Fabric Extender technology reduces the number of system components to purchase, configure, manage, and
maintain by condensing three network layers into one. It eliminates bothdelad® and hypervisdrased switches

by connecting fabric interconnect ports directly to individual blade servers and virtual machines. Virtual networks
are now managed exactly as physical networks are, but with massive scalability. This represertal a radi
simplification over traditional systems, reducing capital and operating costs while increasing business agility,
simplifying and speeding deployment, and improving performance.

Fabric Interconnect

Cisco UCS Fabric Interconnects create a unified nétviadsric throughout the Cisco UCS. They provide uniform
access to both networks and storage, eliminating the barriers to deploying a fully virtualized environment based on a
flexible, programmable pool of resources.

Cisco Fabric Interconnects compriseaanfly of linerate, lowlatency, lossless 1GE, Cisco Data Center Ethernet,

and FCoE interconnect switches. Based on the same switching technology as the Cisco Nexus 5000 Series, Cisco
UCS 6000 Series Fabric Interconnects provide the additional feahdesanagement capabilities that make them

the central nervous system of Cisco UCS.

The Cisco UCS Manager software runs inside the Cisco UCS Fabric Interconnects. The Cisco UCS 6000 Series
Fabric Interconnects expand the UCS networking portfolio and loiffiiger capacity, higher port density, and lower
power consumption. These interconnects provide the management and communication backbo@éstmr theS

B-Series BladeandCisco UCS Blade Server Chassis

All chassis and all blades that are attached to the Fabric Interconnects are part of a single, highly available
management domain. By supportingified fabric the Cisco UCS 6200 Series provides the flexibility to support

LAN and SAN connectivity for all blades within its domain right at configuration time. Typically deployed in
redundant pairs, ¢ Cisco UCS Fabric Interconnect provides uniform access to both networks and storage,
facilitating a fully virtualized environment.

The Cisco UCS Fabric Interconnect family is currently comprised of the Cisco 6100 Series and Cisco 6200 Series of
Fabriclnterconnects.

Cisco UCS 6248UP 4®ort Fabric Interconnect

The Cisco UCS 6248UP 48ort Fabric Interconnect is a 1 RU,-BE, Cisco Data Center Ethernet, FCoE
interconnect providing more than 1Tbps throughput with low latency. It has 32 fixed portseoChRémnnel, 1GE,
Cisco Data Center Ethernet, and FCoE SFP+ ports.

One expansion module slot can be up to sixteen additional ports of Fibre Chan@G&, Oisco Data Center
Ethernet, and FCoE SFP+.

Note: Cisco UCS 6248UP 4Bort Fabric Interconnects weused in this study.

Cisco UCS 2200 Series 10 Module

The Cisco UCS 2100/2200 Series FEX multiplexes and forwards all traffic from blade servers in a chassis to a
parent Cisco UCS Fabric Interconnect over fromGhps unified fabric links. All traffic, ewe traffic between

blades on the same chassis, or VMs on the same blade, is forwarded to the parent interconnect, where network
profiles are managed efficiently and effectively by the Fabric Interconnect. At the core of the Cisco UCS Fabric
Extender are A%l processors developed by Cisco that multiplex all traffic.

Note:Up to two fabric extenders can be placed in a blade chassis.

Cisco UCS 2104 has eight 10GBASER connections to the blade chassis 4plane, with one connection per

fabric extender foreaohf t he chassi sé& ei ght-sldillddd sergel axdess to eacaftsvo gi v e s
10-Gbps unified fabridoased networks via SFP+ sockets for both throughput and redundancy. It has 4 ports
connecting up the fabric interconnect.


http://www.cisco.com/en/US/products/ps10280/index.html
http://www.cisco.com/en/US/products/ps10280/index.html
http://www.cisco.com/en/US/products/ps10279/index.html
http://www.cisco.com/en/US/netsol/ns945/index.html

CiscoUCS 2208 ks thirtytwo 10GBASEKR connections to the blade chassis midplane, with one connection per
fabric extender for each of t he-slothladesservesatcess togdathoftva | f s |
4x10-Gbps unified fabricbased networks vi&FP+ sockets for both throughput and redundancy. It has 8 ports
connecting up the fabric interconnect.

Note: Cisco UCS 2208 fabric extenders were utilized in this study.

Cisco UCS Chassis

The Cisco UCS 5108 Series Blade Server Chassis is a 6 RU bladis thassvill accept up to eight haklfidth

Cisco UCS BSeries Blade Servers or up to four fwildth Cisco UCS BSeries Blade Servers, or a combination of

the two. TheCiscoUCS 5108 Series Blade Server Chassis can accept four redundant power suppéiasowigtic
load-sharing and failover and two Cisco UCS (either 2100 or 2200 series ) Fabric Extenders. The chassis is managed
by Cisco UCS Chassis Management Controllers, which are mounted in the Cisco UCS Fabric Extenders and work in
conjunction withthe Cisco UCS Manager to control the chassis and its components.

A singleCiscoUCS managed domain can theoretically scale to up to 40 individual chassis and 320 blade servers. At
this time Cisco supports up to 20 individual chassis and 160 blade servers.

Basing the 1/O infrastructure on a-Bbps unified network fabric allows the Cisco UCS to have a streamlined
chassis with a simple yet comprehensive set of 1/0O options. The result is a chassis that has only five basic
components:

1 The physical chassis wiftassive midplane and active environmental monitoring circuitry

1 Four power supply bays with power entry in the rear, anesWappable power supply units accessible
from the front panel

1 Eight hotswappable fan trays, each with two fans

1 Two fabric extenderlsts accessible from the back panel

1 Eight blade server slots accessible from the front panel

Cisco UCS B200 M3 Blade Server

Cisco UCS B200 M3 is a third generation kslift, twosocket Blade Server. The Cisco UCS B200 M3 harnesses
the power of the latestel® Xeor® processor E2600 v2 product family, with up to 768 GB of RAM (using 32GB
DIMMSs), two optional SAS/SATA/SSD disk drives, and up to dual 4x 10 Gigabit Ethernet throughput, utilizing our
VIC 1240 LAN on motherboard (LOM) design. The Cisco UCD®BR13 further extends the capabilities of Cisco
UCS by delivering new levels of manageability, performance, energy efficiency, reliability, security, and 1/O
bandwidth for enterpriselass virtualization and other mainstream data center workloads.

In addtion, customers who initially purchased Cisco UCS B20® blade servers with Intel EB600 series
processors, can field upgrade their blades to the second generatRBOEProcessors, providing increased
processor capacity and providing investment ptiec



Figure 7: Cisco UCS B200 M3 Server

CiscoUCS VIC1240 Converged NetworkAdapter

A Ciscd” innovation, the Cisco UCS Virtual Interface Card (VIC) 1240 (Figure 1) ipar410 Gigabit Ethernet,
Fibre Channel over Ethernet (FCeggpable modular LAN on motherboard (mLOM) designed exclusively for the
M3 generation of Cisco UCS-Beries Blade Seers. When used in combination with an optional Port Expander,
the Cisco UCS VIC 1240 capabilities can be expanded to eight ports of 10 Gigabit Ethernet.

The Cisco UCS VIC 1240 enables a politysed, stateless, agile server infrastructure that can prgse¢nt256

PCle standardsompliant interfaces to the host that can be dynamically configured as either network interface cards
(NICs) or host bus adapters (HBAs). In addition, the Cisco UCS VIC 1240 supports Cisco Data Center Virtual
Machine Fabric Exterat (VM-FEX) technology, which extends the Cisco UCS fabric interconnect ports to virtual
machines, simplifying server virtualization deployment.

Figure 8: Cisco UCS VIC 1240 Converged Network Adapter
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Figure 9: The Cisco UCS VIC1240 virtual interface cards deployed irCikeo UCSB-Series B200 M3 blade servers
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Citrix XenDesktop 7.5

Enhancements in XenDesktop .

Citrix XenDesktop 7.5 includes significant enhancements to help customers deliver Windows apps and desktops as
mobile services while addressing management oexitpl and associated costs. Enhancements in this release
include:

1 Unified product architecture for XenApp and XenDesktdpe FlexCast Management Architecture
(FMA). This release supplies a single set of administrative interfaces to deliver both-dtresteld
applications (RDS) and complete virtual desktops (VDI). Unlike earlier releases that separately provisioned
Citrix XenApp and XenDesktop farms, the XenDesktop 7.5 release allows administrators to deploy a single
infrastructure and use a consistent $ebols to manage mixed application and desktop workloads.

1 Support for extending deployments to the cloud. This release provides the ability for hybrid cloud
provisioning from Amazon Web Services (AWS) or any Cloud Platipowered public or private alml.

Cloud deployments are configured, managed, and monitored through the same administrative consoles as
deployments on traditional guremises infrastructure.

1 Enhanced HDX technologies. Since mobile technologies and devices are increasingly prevalehgsCit
engineered new and improved HDX technologies to improve the user experience for hosted Windows apps
and desktops.

1 A new version of StoreFronfThe StoreFront 2.5 releagmovides a single, simple, and consistent
aggregation point for all user services. Administrators can publish apps, desktops, and data services to
StoreFront, from which users can search and subscribe to services.

1 Remote power control for physical PCsnket e PC access supports fAWake on
to power on physical PCs remotely. This allows users to keep PCs powered off when not in use to conserve
energy and reduce costs.

1 Full AppDNA support. AppDNA provides automated analysis of agfibtns for Windows platforms and
suitability for application virtualization through App, XenApp, or XenDesktop. Full AppDNA
functionality is available in some editions.

91 Additional virtualization resource support. As in this Cisco Validated Desigrinadrators can configure
connections to VMware vSphere 5.5 hypervisors.



FlexCast Management Architecture

In Citrix XenDesktop 7.5, FlexCast Management Architecture (FMA) technology is responsible for delivering and
managing hosteghared RDS apps and cplete VDI desktops. By using Citrix Receiver with XenDesktop 7.5,
users have access to a deviedive experience on a variety of endpoints, including Windows, Mac, Linux, iOS,
Android, ChromeOS, and Blackberry devices.

Figure 10: Key Components in a typical deplogmt
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Director 0 Director is a wekbased tool that enables IT support and help desk teams to monitor an
environment, troubleshoot issues before they become sysitteal, and perform support tasks for end
users.

Receiverd Installedon user devices, Citrix Receiver provides users with quick, secursgseilfe access

to documents, applications, and desktops. Receiver providdemand access to Windows, Web, and
Software as a Service (SaaS) applications.

StoreFront & StoreFront athenticates users to sites hosting resources and manages stores of desktops and
applications that users can access.

Studio 0 Studio is the management console to set up the environment, create workloads to host
applications and desktops, and assign agitins and desktops to users.

License serverd At least one license server is needed to store and manage license files.

Delivery Controller & Installed on servers in the data center, the Delivery Controller consists of services
that communicate with theypervisor to distribute applications and desktops, authenticate and manage user
access, and broker connections between users and their virtual desktops and applications. The Controller
manages the desktop state, starting and stopping them based on dedhadchmistrative configuration.

Each XenDesktop site has one or more Delivery Controllers.

Hypervisor & Hypervisor technology is used to provide an entergiass virtual machine infrastructure

that is the foundation for delivering virtual applicaticarsd desktops. Citrix XenDesktop is hypervisor
agnostic and can be deployed with Citrix XenServer, Microsoft Hyper VMware vSphere. For this

CVD, the hypervisor used was VMware ESXi 5.5.

Virtual Delivery Agent (VDA) & Installed on server or workstati operating systems, the VDA enables
connections for desktops and apps. For Remote PC Access, install the VDA on the office PC.



1 Machine Creation Services (MCSP A collection of services that work together to create virtual servers
and desktops from a rei@r image on demand, optimizing storage utilization and providing a pristine
virtual machine to users every time they log on. Machine Creation Services is fully integrated and
administrated in Citrix Studio.

1 Windows Server OS machinesd These are VMs ophysical machines based on Windows Server
operating system used for delivering applications or hosted shared desktops to users.

1 Desktop OS machines These are VMs or physical machines based on Windows Desktop operating
system used for delivering persamatl desktops to users, or applications from desktop operating systems.

1 Remote PC Acces® User devices that are included on a whitelist, enabling users to access resources on
their office PCs remotely, from any device running Citrix Receiver.

In addition, Citrix Provisioning Services (PVS) technology is responsible for streaming a shared virtual disk (vDisk)
image to the configured Server OS or Desktop OS machines. This streaming capability allows VMs to be
provisioned and rprovisioned in reatime from a single image, eliminating the need to patch individual systems
and conserving storage. All patching is done in one place and then streamed-wgh. 6 supports image
management for both RDS and \\Bdsed machines, including support for image srapsnd rollbacks.

High-Definition User Experience (HDX) Technology
High-Definition User Experience (HDX) technology in this release is optimized to improve the user experience for
hosted Windows apps on mobile devices. Specific enhancements include:

f HDXMobil eE technology, designed to cope with the va
networks. HDX technology supports deep compression and redirection, taking advantage of advanced
codec acceleration and an indudegding H.264based compssion algorithm. The technology enables
dramatic improvements in frame rates while requiring significantly less bandwidthtilReahultimedia
transcoding improves the delivery of Windows Media content (even in extreme network conditions). HDX
technoloy offers a rich multimedia experience and optimized performance for voice and video
collaborations.

1 HDX Touch technology enables mobile navigation capabilities similar to native apps, without rewrites or
porting of existing Windows applications. Optimipets support native menu controls, mudiuch
gestures, and intelligent sensing of textry fields, providing a native application look and feel.

1 HDX 3D Pro uses advanced sersiie GPU resources for compression and rendering of the latest
OpenGL and ectX professional graphics apps. GPU support includes both dedicated user and shared
user workloads. In this release, HDX 3D Pro has been upgraded to support Windows 8.

Citrix XenDesktop 7.5 Desktop and Application Services

IT departments strive to dedv application services to a broad range of enterprise users that have varying
performance, personalization, and mobility requirements. Citrix XenDesktop 7.5 allows IT to configure and deliver
any type of virtual desktop or app, hosted or local, and optiihélivery to meet individual user requirements, while
simplifying operations, securing data, and reducing costs.



Figure 11:  XenDesktop Single Infrastructure
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As illustratedin Figure 11:, the XenDesktop 7.5 release allows administrators to create a single infrastructure that
supports multiple modes of service delivery, including:

1 Application Virtualization and Hostingti{rough XenApp). Applications are installed on or streamed to
Wi ndows servers in the data center and remotely di s

1 Hosted Shared Desktops (RDS). Multiple user sessions share a singlerdoekedVindows Server
environment running in the datacenter and accessing a core set of apps. This model of service delivery is
ideal for task workers using low intensity applicaipand enables more desktops per host compared to
VDI.

1 Pooled VDI Desktops. This approach leverages a single desktop OS image to create multiple thinly
provisioned or streamed desktops. Optionally, desktops can be configured with a Personal vDisk to
maintin user application, profile and data differences that are not part of the base image. This approach
replaces the need for dedicated desktops, and is generally deployed to address the desktop needs of
knowledge workers that run more intensive applicatvorkloads.

1 VM Hosted Apps (16 bit, 32 bit, or 64 bit Windows apps). Applications are hosted on virtual desktops
running Wi ndows 7, XP, or Vista and then remotely
devices.

This CVD focuses on delivering mixed workload consisting of hosted shared desktops (HSD based on RDS) and
hosted virtual desktops (VDI).

Citrix Provisioning Services 7.1

A significant advantage to service delivatyough RDS and VDI is how these technologies simplify desktop
adminigration and management. Citrix Provisioning Services (PVS) takes the approach of streaming a single shared
virtual disk (vDisk) image rather than provisioning and distributing multiple OS image copies across multiple virtual
machines. One advantage of thigporoach is that it constrains the number of disk images that must be managed,
even as the number of desktops grows, ensuring image consistency. At the same time, using a single shared image
(rather than hundreds or thousands of desktop images) sigthficaduces the required storage footprint and
dramatically simplifies image management.

Since there is a single master image, patch management is simple and reliable. All patching is done on the master
image, which is then streamed as needed. When atagbianage is ready for production, the administrator simply
reboots to deploy the new image. Rolling back to a previous image is done in the same manner. Local hard disk
drives in user systems can be used for runtime data caching or, in some scenawigs] emtirely, lowering power

usage, system failure rates, and security risks.

After installing and configuring PVS components, a vDi
of the OS and application image, and then storing that irmaagevDisk file on the network. vDisks can exist on a



Provisioning Server, file share, or in larger deployments (as in this CVD), on a storage system with which the
Provisioning Server can communicate (via iSCSI, SAN, NAS, and CIFS). vDisks can bedssigrengle target
device in Private Image Mode, or to multiple target devices in Standard Image Mode.

When a user device boots, the appropriate vDisk is located based on the boot configuration and mounted on the
Provisioning Server. The software on thiBlisk is then streamed to the target device and appears like a regular hard
drive to the system. Instead of pulling all the vDisk contents down to the target device (as is done with some
imaging deployment solutions), the data is brought across the kdatwaal time, as needed. This greatly improves

the overall user experience since it minimizes desktop startup time.

This release of PVS extends bdiitadministrator roles to support delegated administration based on groups that
already exist within thenetwork (Windows or Active Directory Groups). All group members share the same
administrative privileges within a XenDesktop site. An administrator may have multiple roles if they belong to more
than one group.

EMC VNX Series

The desktop solutiondescriledin this documenare based othe EMC VNX5400 storage array. The EMC VNX
series supports a wide range of busirgass featurethatideal for theenduser computingnvironment, including:

EMC Fully Automated Storage Tiering for Virtual Pools (FAST®P
EMCFASTE Cache

File-level cata deduplicatiomandcompression

Block deduplication

Thin provisioning

Replication

Snapshots and checkpoints

File-level retention

Quota management
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EMC VNX5400 Used in Testing

The EMC VNX family delivers industreading inmovation and enterprise capabilities for file, block, and object

storage in a scalable, eamyuse solution. This nexgeneration storage platform combines powerful and flexible

hardware with advanced efficiency, management, and protection softwarettomedn e demandi ng needs
enterprises.

This solution was validated using a VNX5400 that is versatile in its storage protocol support. It provides iSCSI
storage for hypervisor SAN boot, NFS storage to be used as VMware datastores, CIFS shaneprfifiles, home
directories, and vDisk store, and TFTP services to allow-Ba&&d desktops to PXE boot.

Unisphere Management Suite

EMC Uni sphere Managementeasgtarusd, sterface toeintldde VNXrMorstgrihgeande 6 s
Reporting for validating performance and anticipating capacity requirements. As shown in figure below, the suite
also includes Unisphere Remote for centrally managing up to thousands of VNX and VNetassysth new
support for XtremSW Cache.



Figure 12:  Unisphere Management Suite
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EMC Virtual Storage Integrator for VMware vCenter

Virtual Storage Integrator (VSI) is a 1olarge VMware vCenter pltig available to all VMware users with EMC
storage. VSPEX custongecan use VSI to simplify management of virtualized storage. VMware administrators can
gain visibility into their VNX storage using the same familiar vCenter interface to which they are accustomed.

With VSI, IT administrators can do more work in less tivi8l offers unmatched access control that enables you to
efficiently manage and delegate storage tasks with confidence. Perform daily management tasks with up 90 percent
fewer clicks and up to 10 times higher productivity.

VMware vStorage APls for Array In tegration

VMware vStorage APIs for Array Integration (VAAI) offloads VMware storagated functions from the server to

the VNX storage system, enabling more efficient use of server and network resources for increased performance and
consolidation.

VMwar e vStorage APIs for Storage Awareness

VMware vStorage APIs for Storage Awareness (VASA) is a VMvaafined API that displays storage information
through vCenter. Integration between VASA technology and VNX makes storage management in a virtualized
environment a seamless experience.

PowerPath Virtual Edition

PowerPath is a hostased software that provides automated data path management ahdléwaihg capabilities

for heterogeneous server, network, and storage deployed in physical and virtualneentsorPowerPath uses
multiple I/O data paths to share the workload, and automated load balancing to ensure the efficient use of data paths.

The PowerPath/VE plump is installed using the vSphere Update ManagewerPath/VE for VMware vSphere
Installation and Administration Guid#gescribethe process to distribute the pligand applyhe required licenses.

VMware ESXi 5.5
VMware vSphere® 5.5 introduces many new features and enhancements to further exterel chpadmlities of

the vSphere platform. These features and capabilities
Availability (vSphere HA), virtual machines, VMware vC
Extensions.

Key Features and Enhancements:
1 vSphere ESXi Hypervisor Enhancements

T Hot-Pluggable SSD PCI Express (PCle) Devices
T Support for Reliable Memory TechnologgEnhancements for CPU-States


https://support.emc.com/
https://support.emc.com/

1 Virtual Machine Enhancements

T Virtual Machine Compatibility with VMware ESXi E 5
T Expanded Virtual Graphics SuppadGraphic Acceleration for Linux Guests
1 VMware vCenter Server Enhancements

T VMwareE vCente®OE Single Sign

T VMware vSphere Web Client

T VMware vCenter Server AppliancekE
T vSphere App HA

T vSphere HA and VMware vSphere Distributed Reso!
Machiné Virtual Machine Affinity Rules EnhancemertgvSphere Big Data Extensions

1 vSphere Storage Enhancements

T Supportfor 62TB VMDK

T MSCS Updates

T vSphere 5.1 Feature Updates

T 16GB E2E support

I PDL AutoRemove

T vSphere Replication Interoperability

T vSphere Replication MuHPointin-Time Snapshot RetentiaqgvSphere Flash Read Cache
1 vSphere Networking Enhancements

T Link Aggregation Control Protocol Enhancements
T Traffic Filtering
T Quality of Service Tagging
T SRIOV Enhancements
T Enhanced HostevelPacket Capture
T 40GB NIC support
Learn more about vSphere 5.5 at the following website:

http://www.vmware.com/products/vsphere/resources.html

Modular Virtual Desktop Infrastructure Technical Overview

Modular Architecture

Todayobs I T depart me retolving avoriplacé anviiommgnt. ahe warkorcel begoming
increasingly diverse and geographically distributed and includes offshore contractors, distributed call center
operations, knowledge and task workers, partners, consultants, and executives connecting from locations around the
globe at all times.

An increasingly mobile workforce wants to use a growing array of client computing and mobile devices that they
can choose based on personal preference. These trends are increasing pressure on IT to ensure protection of
corporate data and to prevent datakbge or loss through any combination of user, endpoint device, and desktop
access scenarios (Figure 10). These challenges are compounded by desktop refresh cycles to accommodate aging
PCs and bounded local storage and migration to new operating syspecifically Microsoft Windows 7 and

Windows 8.


http://www.vmware.com/products/vsphere/resources.html

Figure 13:  The Evolving Workplace Landscape
Trends and Expectations
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Some of the key drivers for desktop virtualization are increased data security and reduced TCO through increased
control and reduced management costs.

Cisco Data Centerinfrastructure for Desktop Virtualization

Cisco focuses on three key elements to deliver the best desktop virtualization data center infrastructure:
simplification, security, and scalability. The software combined with platform modularity provides afistnpl
secure, and scalable desktop virtualization platfdfigute 14:).

Figure 14:  Citrix XenDesktop on Cisco UCS

Citrix XenDesktop on Cisco UCS: {g\,.,x o—
Modular Design Enables Best Scalability gy | o™
=il==l Modular
f T —{— T 1 Software

XeyDaaktop
§

Modular
== | === Infrastructure
.ucllus-él(;. t:’ == == | Eg =Ej []
S
EA T s eal ety




Simplified

Cisco UCS provides a radical new approscindustry standard computing and provides the heart of the data center
infrastructure for desktop virtualization and user mobility. Among the many features and benefits of Cisco UCS are
the drastic reductions in the number of servers needed and numbales per server and the ability to very
quickly deploy or reprovision servers through Cisco UCS Service Profiles. With fewer servers and cables to
manage and with streamlined server and virtual desktop provisioning, operations are significantfiecimpli
Thousands of desktops can be provisioned in minutes
storagebased cloning. This speeds time to productivity for end users, improves business agility, and allows IT
resources to be allocated tiher tasks.

IT tasks are further simplified through reduced management complexity, provided by the highly integrated Cisco
UCS Manager, along with fewer servers, interfaces, and cables to manage and maintain. This is possible due to the
industryleading, lighest virtual desktop density per blade of Cisco UCS along with the reduced cabling and port
count due to the unified fabric and unified ports of Cisco UCS and desktop virtualization data center infrastructure.

Simplification also leads to improved and ma@apid success of a desktop virtualization impletegon. Cisco and
its partnergCitrix (XenDesktop andProvisioning Server) andEMCihave developed integrated, validated
architectures, including available paefined, validated infrastructure packages, known as FlexPod.

Secure

While virtual desktops are inherently more secure than their physical world predecessors, they introduce new
security considerations. Desktop virtualization significantly increases the need for virtual rlavkin@vareness

of policy and security, especially given the dynamic and fluid nature of virtual machine mobility across an extended
computing infrastructi. The ease with which new virtual desktops can proliferate magnifies the importance of a
virtualizationaware network and security infrastructure. Cisco UCS and Nexus data center infrastructure for
desktop virtualization provides stronger data centemvaort and desktop security with comprehensive security
from the desktop to the hypervisor. Security is enhanced with segmentation of virtual desktops, virtual machine
aware policies and administration, and network security across the LAN and WAN irmfastru

Scalable

Growth of a desktop virtualization solution is all but inevitable and it is critical to have a solution that can scale
predictably with that growth. The Cisco solution supports more virtual desktops per server and additional servers
scale vith near linear performance. Cisco data center infrastructure provides a flexible platform for growth and
improves business agility. Cisco UCS Service Profiles allow fedeamand desktop provisioning, making it easy to
deploy dozens or thousands of amtatial desktops.

Each additional Cisco UCS server provides near I inear
unified fabric to avoid desktop virtualization bottlenecks. The high performance, low latency network supports high
volumes of wtual desktop traffic, including high resolution video and communications.

The Cisco UCS and Nexus data center infrastructure is an ideal platform for growth, with transparent scaling of
server, network, and storage resources to support desktop vitiaeliz

Savings and Success

As demonstrated above, the simplified, secure, scalable Cisco data center infrastructure solution for desktop
virtualization wil!/ save time and cost. There wild/l be
highest virtual desktop density per server, meaning there will be fewer servers needed, reducing both capital
expenditures (CapEx) and operating expenditures (OpEx). There will also be much lower network infrastructure
costs, with fewer cables per server &mder ports requiredhroughthe Cisco UCS architecture and unified fabric.

The simplified deployment of Cisco UCS for desktop virtualization speeds up time to productivity and enhances
business agility. IT staff and end users are more productive macklygand the business can react to new
opportunities by simply deploying virtual desktops whenever and wherever they are needed. The high performance
Cisco systems and network deliver a neafive eneuser experience, allowing users to be productiveimeyt
anywhere.



Cisco Services

Cisco offers assistance for customers in the analysis, planning, implementation, and support phases of the VDI
lifecycle. These services are provided by the Cisco Advanced Services group. Some examples of Cisco services
include:

9 Cisco VXI Unified Solution Support
1 Cisco VXI Desktop Virtualization Strategy Service
9 Cisco VXI Desktop Virtualization Planning and Design Service

The Solution: A Unified, Prd ested and Validated Infrastructure

To meet the challenges of designing and implementing a modular desktop infrastructure, Cisco, CiztMCand
have collaborated to create the data center solution for virtual desktops outlined in this document.

Key elements of the solution include:

1 A shaed infrastructure that can scale easily
1 A shared infrastructure that can accommodate a variety of virtual desktop workloads

Cisco Networking Infrastructure
This section describes the Cisco networking infrastructure components used in the configuration.

Cisco Nexus 5548 Switch

The Cisco Nexus 5548 Switch is a 1RU, 10 Gigabit Ethernet, FCoE dagesswitch built to provide more than

500 Gbhps throughput with very low latency. It has 20 fixed 10 Gigabit Ethernet and FCothabatsceptodules

and cabds meeting the Small ForFactor Pluggable Plus (SFP+) form factor. One expansion module slot can be
configured to support up to six additional 10 Gigabit Ethernet andFCoE ports, up to eight FC ports, or a combination
of both. The switch has a single is¢rconsole port and a single eaftband 10/100/1008Mbps Ethernet
management port. Two N+1 redundant,-plotggable power supplies and five N+1 redundantphaggablefan
modulesprovide highly reliable frorto-back cooling.

Figure 15:  Cisco Nexus 5548UP Unifidéort Switch

Cisco Nexus 5500 Series Feature Highlights

The switch family's rich feature set makes the series ideal forleaek accestayer applications. It protects
investments in data center racks with standaated Ethernet and FCoE faa&ts that allow IT departments to
consolidate networks based on their own requirements and timing.

1 The combination of high port density, wispeed performance, and extremely low latency makes the
switch an ideal product to meet the growing demand faGitfabit Ethernet at the rack level. The switch
family has sufficient port density to support single or multiple racks fully populated with blade and rack
mount servers.

f Built for todayos data centers, t lugportsRuitstandlpener ar e
connections are at the rear, closer to server ports, helping keep cable lengths as short andagfficient
possible Hot-swappable power and cooling modules can be accessed from the front panel, where status
lights offer an at-glance view of switch operation. Fretd-back cooling is consistent with server designs,



supporting efficient data center kaisle and coldhisle designs. Serviceability is enhanced with all
customer replaceablanits accessible from the front panel. The w$eSFP+ ports offers increased
flexibility to use a range of interconnect solutions, including copper for short runs and fibre for long runs.

1 FCoE and IEEE data center bridging features support I/O consolidation, ease management of multiple
traffic flows, and optimize performance. Although implementing SAN consolidation requires only the
lossless fabric provided by the Ethernet pause mechanism, the Cisco Nexus 5500 Series switches provide
additional features that create an even more easily manageghyenfghmance, unified network fabric.

Features and Benefits
This section details thescific features and benefits provided by the Cisco Nexus 5500 Series.

10GB Ethernet, FCoE, and Unified Fabric Features

The Cisco Nexus 5500 Series is first and foremdatraly of outstanding access switches &ir0 Gigabit Ethernet
connectivity. Most of the features on the switches are designed for high performance with 10 Gigabit Ethernet. The
Cisco Nexus 5500 Series also supports FCoE on each 10 Gigabit Etherrtbaposn be used to implement a
unified data center fabric, consolidating LAN, SAN, and server clustering traffic.

Low Latency

The cutthrough switching technology used in the Cisco Nexus 5500 Series ASICs enables the product to offer a low
latency of 3.2microseconds, which remains constant regardless of the size of the packet being switched. This
latency was measured on fully configured interfaces, with access control lists (ACLs), QoS, and all other data path
features turned on. The low latency on thed@GiNexus 5500 Series enables applicatieapplication latency on

the order of 10 microseconds (depending on the NIC). These numbers, together with the congestion management
features described in the next section, make the Cisco Nexus 5500 Serie$ ehgiaa for latencysensitive
environments.

Other featureiclude: Nonblocking LineRate Performance, Sing&tage Fabric, Congestion Management, Virtual
Output QueuesLossless Ethernet (Priority Flow Control), Delayed Drop FC over Ethernet, Hartenxek /O
Consolidation, and ErBort Virtualization.

Architecture and Design of XenDesktop 7.5 on Cisco Unified
Computing System and EMC VNX StorageDesign
Fundamentals

There are many reasons to consider a virtual desktop solution such as an ever growing and diverse base of user
devices, complexity in management of traditional desktops, security, and even Bring Your Own Computer (BYOC)

to work programs. The first step diesigning a virtual desktop solution is to understand the user community and the
type of tasks that are required to successfully execute their role. The following user classifications are provided:

1 Knowledge Workers today do not just work in their officesl dayi they attend meetings, visit branch
offices, work from home, and even coffee shops. These anywhere workers expect access to all of their
same applications and data wherever they are.

1 External Contractors are increasingly part of your everyday imess. They need access to certain
portions of your applications and data, yet administrators still have little control over the devices they use
and the locations they work from. Consequently, IT is stuck making-tfiésl®n the cost of providing
these wrkers a device vs. the security risk of allowing them access from their own devices.

1 Task Workers perform a set of wellefined tasks. These workers access a small set of applications and
have limited requirements from their PCs. However, since theskewgomlare interacting with your
customers, partners, and employees, they have access to your most critical data.

1 Mobile Workers need access to their virtual desktop from everywhere, regardless of their ability to
connect to a network. In addition, theserkass expect the ability to personalize their PCs, by installing
their own applications and storing their own data, such as photos and music, on these devices.

1 Shared Workstation users are often found in statéthe-art university and business computebsa
conference rooms or training centers. Shared workstation environments have the constant requirement to


http://www.cisco.com/en/US/products/ps9670/prod_white_papers_list.html

re-provision desktops with the latest operating systems and applications as the needs of the organization
change, tops the list.

After the user cladfications have been identified and the business requirements for each user classification have
been defined, it becomes essential to evaluate the types of virtual desktops that are needed based on user
requirements. There are essentially five potengaktbps environments for each user:

I Traditional PC: A traditional PC is what "typicallyd&é consti
with a locally installed operating system.

1 Hosted Shared DesktopA hosted, servebased desktop is a desktop wééne user interacts through a
delivery protocol. With hosted, servieased desktops, a single installed instance of a server operating
system, such as Microsoft Windows Server 2012, is shared by multiple users simultaneously. Each user
receives a desktofsession" and works in an isolated memory space. Changes made by one user could
impact the other users.

1 Hosted Virtual Desktop: A hosted virtual desktop is a virtual desktop running either on virtualization
layer (ESX) or on bare metal hardware. Ther uk®es not work with and sit in front of the desktop, but
instead the user interacts through a delivery protocol.

1 Published Applications: Published applications run entirely on the XenApp RDS server and the user
interacts through a delivery protocol. Wittublished applications, a single installed instance of an
application, such as Microsoft Office 2012, is shared by multiple users simultaneously. Each user receives
an application "session" and works in an isolated memory space.

1 Streamed Applications:Str eamed desktops and applications run en
and are sent from a server on demand. The user interacts with the application or desktop directly but the
resources may only available while they are connected to the network.

1 Local Virtual Desktop: A | ocal virtual desktop is a desktop runi
continues to operate when disconnected from the ne
type 1 hypervisor and is synced with theta center when the device is connected to the network.

For the purposes of the validation represented in this document both XenDesktop 7.1 hosted virtual desktops and
hosted shared server desktops were validated. Each of the sections provides somentahdasign decisions for
this environment.

Understanding Applications and Data

Whenthe desktop user groups and gibups have been identified, the next task is to catalog group application and

data requirements. This can be one of the most-¢mnsuning processes in the VDI planning exercise, but is
essenti al for the VDI projectos succ e slscated] performanee appl i ¢
will be negatively affected.

The process of analyzing the variety of application and dairs for an organization will likely be complicated by

the inclusion cloud applications, like SalesForce.com. This application and data analysis is beyond the scope of this
Cisco Validated Design, but should not be omitted from the planning process.areea variety of third party tools
available to assist organizations with this crucial exercise.

Project Planning and Solution Sizing Sample Questions
Now that user groups, their applications and their data requirements are understood, some keyngreghation
sizing questions may be considered.

General project questions should be addressed at the outset, including:

1 Has a VDI pilot plan been created based on the business analysis of the desktop groups, applications and
data?

Is there infrastructurand budget in place to run the pilot program?

Are the required skill sets to execute the VDI project available? Can we hire or contract for them?

Do we have end user experience performance metrics identified for each deskjopugib

How will we measursuccess or failure?

What is the future implication of success or failure?

=A =4 =4 -8 -9



Provided below is a short, na@xhaustive list of sizing questions that should be addressed for each ugesigub

What is the desktop OS planned? Windows 7 or Windows 8?

32 bit or 64 bit desktop OS?

How many virtual desktops will be deployed in the pilot? In production? All Windows 7/8?
How much memory per target desktop group desktop?

Are there any rich media, Flash, or graphiidensive workloads?

What is the end pot graphics processing capability?

Will XenDesktop RDS be used for Hosted Shared Server Desktops or exclusively XenDesktop HVD?
Are there XenDesktop hosted applications planned? Are they packaged or installed?

Will Provisioning Server or Machine Creati@ervices be used for virtual desktop deployment?
What is the hypervisor for the solution?

What is the storage configuration in the existing environment?

Are there sufficient IOPS available for the wiitgéensive VDI workload?

Will there be storage dezhted and tuned for VDI service?

Is there a voice component to the desktop?

Is antivirus a part of the image?

Is user profile management (e.g., roaming profile based) part of the solution?

What is the fault tolerance, failover, disaster recoveanpl

Are there additional desktop sgboup specific questions?

B R I I R ]

Hypervisor Selection
Citrix XenDesktop is hypervisemgnostic, so any of the following three hypervisors can be used to hostaRB®S
VDI-based desktops:

1 VMware vSphere: VMware vSphere compssthe management infrastructure or virtual center server
software and the hypervisor software that virtualizes the hardware resources on the servers. It offers
features like Distributed Resource Scheduler, vMotion, high availability, Storage vMotion, \Gi&3,
multipathing storage layer. More information on vSphere can be obtained at the VMware web site:
http://www.vmware.com/products/datacentatualization/\sphere/overview.html

1 HyperV: Microsoft Windows Server with HypeY is available in a Standard, Server Core and free Hyper
V Server versions. More information on Hypércan be obtained at the Microsoft web site:
http://www.microsoft.com/etus/serveicloud/windowsserver/default.aspx

1 XenServer: Citrix® XenServer® is a complete, managed server virtualization platform built on the
powerful Xen® hypervisor. Xen technologg widely acknowledged as the fastest and most secure
virtualization software in the industry. XenServer is designed for efficient management of Windows and
Linux virtual servers and delivers ceasffective server consolidation and business continuityreMo
information on XenServer can be obtained at the web site:
http://www.citrix.com/products/xenserver/overview.html

I Note:For this CVD, the hypervisor used was VMware ESXi 5.5.

Desktop Virtualization Design Fundamentals

An ever growing and diverse base of user devices, complexity in management of traditional desktops, security, and
even Bring Your Own (BYO) device to work programs are prime reasons for moving to a virtual desktop solution.
When evaluating a Desktop Virtiiation deployment, consider the following:

Citrix Design Fundamentals

Citrix XenDesktop 7.5 integrates Hosted Shared and VDI desktop virtualization technologies into a unified
architecture that enables a scalable, simple, efficient, and manageattm doludelivering Windows applications

and desktops as a service.
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http://www.citrix.com/products/xenserver/overview.html

Users can select applications froman dasy s e fAstored that is accessible fron

and thin clients. XenDesktop delivers a native teaptimized experiencwith HDX high-definition performance,
even over mobile networks.

Machine Catalogs

Collections of identical Virtual Machines (VMs) or physical computers are managed as a single entity called a
Machine Catalog. In this CVD, VM provisioning relies on CitRxovisioning Services to make sure that the
machines in the catalog are consistent. In this CVD, machines in the Machine Catalog are configured to run either a
Windows Server OS (for RDS hosted shared desktops) or a Windows Desktop OS (for hosted pdoled VD
desktops).

Delivery Groups

To deliver desktops and applications to users, you create a Machine Catalog and then allocate machines from the
catalog to users by creating Delivery Groups. Delivery Groups provide desktops, applications, or a combination of
desktops and applications to users. Creating a Delivery Group is a flexible way of allocating machines and
applications to users. In a Delivery Group, you can:

1 Use machines from multiple catalogs
1 Allocate a user to multiple machines
1 Allocate multiple sers to one machine

As part of the creation process, you specify the following Delivery Group properties:

1 Users, groups, and applications allocated to Delivery Groups
1 Desktop settings to match users' needs
1 Desktop power management options

The graphicbelow illustrateshow users access desktops and applications through machine catalogs and delivery
groups. (Note that only Server OS and Desktop OS Machines are configured in this CVD configuration to support
hosted shared and pooled virtual desktops.)
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Citrix Provisioning Services
Citrix XenDesktop 7.5 can be deployed with or without Citrix Provisioning Services (PVS). The advantage of using
Citrix PVS is that it allows virtual machines to be provisioned argfogisioned in reatime from a single shad



disk image. In this way administrators can completely eliminate the need to manage and patch individual systems
and reduce the number of disk images that they manage, even as the number of machines continues to grow,
simultaneously providing the effigieies of a centralized management with the benefits of distributed processing.

The Provisioning Services s ol tstreamingdeshnologyf Aftex mdtatlingandur e i s
configuring Provisioning Services components, a singledhard i sk i mage (v Di sk) is creat
drive by taking a snapshot of the OS and application image, and then storing that image as a vDisk file on the
network. A device that is used during the vDisk creation process is the Master target Devices or virtual

machines that use the created vDisks are called target devices.

When a target device is turned on, it is set to boot from the network and to communicate with a Provisioning Server.
Unlike thin-client technology, processing takes plaoethe target device (Step 1).

The target device downloads the boot file from a Provisioning Server (Step 2) and boots. Based on the boot
configuration settings, the appropriate vDisk is mounted on the Provisioning Server (Step 3). The vDisk software is
then streamed to the target device as needed, appearing as a regular hard drive to the system.

Instead of immediately pulling all the vDisk contents down to the target device (as with traditional imaging
solutions), the data is brought across the networkeattime as needed. This approach allows a target device to get

a completely new operating system and set of software in the time it takes to reboot. This approach dramatically
decreases the amount of network bandwidth required and making it posssbigptmt a larger number of target
devices on a network without impacting performance

Citrix PVS can create desktops as Pooled or Private:

1 Pooled Desktop: A pooled virtual desktop uses Citrix PVS to stream a standard desktop image to multiple
desktop instaces upon boot.
1 Private Desktop: A private desktop is a single desktop assigned to one distinct user.

The alternative to Citrix Provisioning Services for pooled desktop deployments is Citrix Machine Creation Services
(MCS), which is integrated with théenDesktop Studio console.

Locating the PVS Write Cache

When considering a PVS deployment, there are some design decisions that need to be made regarding the write
cache for the target devices that leverage provisioning services. The write cache isad alclata that the target

device has written. If data is written to the PVS vDisk in a caching mode, the data is not written back to the base
vDisk. Instead it is written to a write cache file in one of the following locations:

1 Cache on device hard devWrite cache exists as a file in NTFS format, located on thetdrget i ce 6s har d
drive. This option frees up the Provisioning Server since it does not have to process write requests and does
not have the finite limitation of RAM.

1 Cache on device hardidv e per si sted. (Experiment al Phase) This
driveo, except that the cache persists. At this ti
supported for NT6.1 or later (Windows 7 and Windows 2008 R2 ard.ldthis method also requires a
different bootstrap.

T Cache in device RAM. Write cache can exist as a tel
the fastest method of disk access since memory access is always faster than disk access.



1 Cache indevice RAM with overflow on hard disk. This method uses VHDX differencing format and is
only available for Windows 7 and Server 2008 R2 and later. When RAM is zero, the target device write
cache is only written to the local disk. When RAM is not zerotdhget device write cache is written to
RAM first. When RAM is full, the least recently used block of data is written to the local differencing disk
to accommodate newer data on RAM. The amount of RAM specified is thpag®d kernel memory that
the targt device will consume.

1 Cache on a server. Write cache can exist as a temporary file on a Provisioning Server. In this configuration,
all writes are handled by the Provisioning Server, which can increase disk 1/0 and network traffic. For
additional secuty, the Provisioning Server can be configured to encrypt write cache files. Since the write
cache file persists on the hard drive between reboots, encrypted data provides data protection in the event a
hard drive is stolen.

1 Cache on server persisted. Thische option allows for the saved changes between reboots. Using this
option, a rebooted target device is able to retrieve changes made from previous sessions that differ from the
read only vDisk image. If a vDisk is set to this method of caching, eagét tdevice that accesses the
vDisk automatically has a devigpecific, writable disk file created. Any changes made to the vDisk image
are written to that file, which is not automatically deleted upon shutdown.

In this CVD, PVS 7.1 was used to managelBPd@®esktops with cache on device storage for each virtual machine.
This design enables good scalability to many thousands of desktops. Provisioning Server 7.1 was used for Active
Directory machine account creation and management as well as for strebmisigated disk to the hypervisor

hosts.

Example XenDesktop Deployments
Two examples of typical XenDesktop deployments are the following:

1 Adistributed components configuration
1 A multiple site configuration

Since XenDesktop 7.5 is based on a unified isecture, both configurations can deliver a combination of Hosted
Shared Desktops (HSDs, using a Server OS machine) and Hosted Virtual Desktops (HVDs, using a Desktop OS).

Distributed Components Configuration

You can distribute the components of your dgpient among a greater number of servers, or provide greater
scalability and failover by increasing the number of controllers in your site. You can install management consoles on
separate computers to manage the deployment remotely. A distributed depl@synemessary for an infrastructure
based on remote access through NetScaler Gateway (formerly called Access Gateway).

The diagram below shows an example of a distributed components configuration. A simplified version of this
configuration is often depjed for an initial proobf-concept (POC) deployment. The CVD described in this
document deploys Citrix XenDesktop in a configuration that resembles this distributed components configuration
shown.
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Multiple site configuration
If you have multiple reginal sites, you can use Citrix NetScaler to direct user connections to the most appropriate

site and StoreFront to deliver desktops and applications to users.

In the diagram below depicting multiple sites, a site was created in two data centers. Havsitpdvglobally,
rather than just one, minimizes the amount of unnecessary WAN traffic. Two Cisco blade servers host the required
infrastructure services (AD, DNS, DHCP, Profile, SQL, Citrix XenDesktop management, and web servers).
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You can use StoreFnbto aggregate resources from multiple sites to provide users with a single point of access with
NetScaler. A separate Studio console is required to manage each site; sites cannot be managed as a single entity.
You can use Director to support users acsitss.

Citrix NetScaler accelerates applicatiparformancejoad balances servers, increases security, and optimizes the
user experience. In this example, two NetScalers are used to provide a high availability configuration. The
NetScalers are configutefor Global Server Load Balancing and positioned in the DMZ to provide a-sitelti
fault-tolerant solution.

Designing a XenDesktop Environment for a Mixed Workload

With Citrix XenDesktop 7.5, the method you choose to provide applications or desktogarsodepends on the

types of applications and desktops you are hosting and available system resources, as well as the types of users and
user experience you want to provide.

Server Of< You want: Inexpensive serverased delivery to minimize thaost of delivering applications tc
machines large number of users, while providing a secure,-diginition user experience.

Your users. Perform weldefined tasks and do not require personalization or offline acc
applications. Users may include task wendsuch as call center operators and retail worke
users that share workstations.

Application types: Any application.
Desktop OS You want: A client-based application delivery solution that is secure, provides centt

machines management, angupports a large number of users per host server (or hypervisor),
providing users with applications that display seamlessly in-dégimition.

Your users Are internal, external contractors, thipdrty collaborators, and other provisio
team merbers. Users do not require giffie access to hosted applications.

Application types: Applications that might not work well with other applications or m
interact with the operating system, such as .NET framework. These types of applications
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for hosting on virtual machines.

Applications running on older operating systems such as Windows XP or Windows Vis
older architectures, such as-Bi2 or 16bit. By isolating each application on its own virt
machine, if one machine fails, it dorot impact other users.

You want: Employees with secure remote access to a physical computer without using
For example, the user may be accessing their physical desktop PC from home or througt
WIFI hotspot. Depending upon the location, you may want to restrict the abilitsirtt or copy
and paste outside of the desktop. This method enables BYO device support without n
desktop images into the datacenter.

Your users: Employees or contractors that have the option to work from home, but need
to specific softwag or data on their corporate desktops to perform their jobs remotely.

Host: The same as Desktop OS machines.

Application types: Applications that are delivered from an office computer and di
seamlessly in high definition on the remote user's device.

For the Cisco Validated Design described in this document, a mix of Hosted Shared Desktops (HSDs) using Server
OS machines and Hosted Virtual Desktops (HVDs) using Desktop OS machines were configured and tested. The

mix consisted of 70% HSDs to 30% HVDBhe following sections discuss design decisions relative to the Citrix

XenDesktop deployment, including the CVD test environment.

Citrix Unified Design Fundamentals

Citrix XenDesktop 7.5 integrates Hosted Shared and VDI desktop virtualization techsolotgiea unified

architecture that enables a scalable, simple, efficient, and manageable solution for delivering Windows applications
and desktops as a service.

Users can select applications fromaneasy s e fstoreo that i s riphooes,ePE€F Mded, e
and thin clients. XenDesktop delivers a native teaptimized experience with HDX higllefinition performance,

even over mobile networks.

Machine Catalogs
Collections of identical Virtual Machines (VMs) or physical computers are managed as a single entity called a

Machine Catalog. In this CVD, VM provisioning relies on Citrix Provisioning Services to make sure that the
machines in the catalog are consistémthis CVD, machines in the Machine Catalog are configured to run either a

fron

Windows Server OS (for RDS hosted shared desktops) or a Windows Desktop OS (for hosted pooled VDI

desktops).

Delivery Groups

To deliver desktops and applications to users, yeate a Machine Catalog and then allocate machines from the

catalog to users by creating Delivery Groups. Delivery Groups provide desktops, applications, or a combination of

desktops and applications to users. Creating a Delivery Group is a flexible walloadting machines and

applications to users. In a Delivery Group, you can:

1 Use machines from multiple catalogs

1 Allocate
1 Allocate

a user to multiple machines
multiple users to one machine

As part of the creation process, you specify the followingvest Group properties:

1 Users, groups, and applications allocated to Delivery Groups
1 Desktop settings to match users' needs
1 Desktop power management options



The graphic below shows how users access desktops and applications through machine catalelyseignd
groups. (Note that both Server OS and Desktop OS Machines are configured in this CVD to support a combination
of hosted shared and pooled virtual desktops.)
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Storage Architecture Design

The EMC VNXE family i s op délivering ieddstrfeading innovationuaad entergisel i c at i
capabilities for file, block, and object storage in a scalable,-teasse solution. This nexgeneration storage

platform combines powerful and flexible hardware with advanced efficiency, managamempi;otection software

to meet the demanding needs of todayds enterprises.

EMC VNX5400 used in this solution provides comprehensive storage architecture for hosting all virtual desktop
components listed below on a unified storage platform.

1 ESXi OS is staed on an iSCSI LUN from which each vSphere host is booted. The boot from SAN design
allows UCS service profiles to be portable from one blade to another when the blades do not use local
disks.

1 PVS vDisk is hosted on a VNX CIFS share to provide centralagement of vDisk by eliminating

duplicated copies of the same vDisk image.

PVS write cache hosted on NFS datastores simplifies VM storage provisioning.

PXE boot image for PV ®ased desktop is serviced by the TFTP server hosted on the VNX5400.

User profilesdefined by Citrix User Profile Management (UPM) and user home directories both reside on

VNX CIFS shares that can leverage VNX deduplication, compression, and data protection.

=a =4 =4

Solution Validation

This section details the configuration and tuning that pexformed on the individual components to produce a
complete, validated solution



Configuration Topology for a Scalable XenDesktop 7.5 Mixed
Workload Desktop Virtualization Solution

Figure 16:  Cisco Solutions for EMC VSPEX XenDesktop 7.5 1000 Seat Architecture Block

EMC VNX5400

.......................................

i —— 10GB Converged |

\ i === 140GB Uplink/
L Management*

Access Layer Switch

UCS 6200 Series
Fabric Interconnect

UCS 5108 Blade Chassis
UCS 2204 IOMs (2 per)

UCS B200 M3 Blade Servers

*10 GbE End to end
switching recommended
for LAN uplink

Figure 16: captures the architectural diagram for the purpose of this study. The architecture is divided into four
distinct layers:

1 Cisco UCS Compute Platform

i The Virtual Desktop Infrastructure and Virtual Desktops that ru€isnoUCS blade hypervisor hosts
1 Network Access layer and LAN

1 Storage Access via iISCSI on EMC VNX5400 deployment

Figure 17: details the physical configuration of tB@00 seaCitrix XenDesktop 7.nvironment.



Figure 17:  Detailed Architecture of thEMC VSPEX XenDesktop 7.5 1000 Seat Mixed Workload
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Cisco Unified Computing System Configuration

This setion talks about the UCS configuration that was done as part of the infrastructure build out. The racking,
power and installation of the chassis are described in the install guidewseeisco.com/c/en/us/support/servers
unified-computing/ucananager/productmstallatiorrguideslist.html) and it is beyond the scope of this document.
More details on each step can be foundhfollowing documents:

f Cisco UCS Manager Configuration Guides GUI and Command Line Interface (CLI)
CiscoUCSManager- Configuration Guides Cisco

BaseCiscoUCS System Configuration

To configure the Cisco Unified Computing System, perform the following steps:

1 Bring up the Fabric Interconnect (FI) and from a serial console connection set the IP address, gateway
hostname of the primary fabric interconnect. Now bring up the second fabric interconnect after connecting
cables between them. The seddabric interconnect automatically recognizes the primary and ask if you wan
part of the cluster, answer yes and set the IP address, gateway and the hostname. Once this is done all a


http://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-manager/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/servers-unified-computing/ucs-manager/products-installation-guides-list.html
http://tools.cisco.com/search/results/display?url=http%3a%2f%2fwww.cisco.com%2fc%2fen%2fus%2fsupport%2fservers-unified-computing%2fucs-manager%2fproducts-installation-and-configuration-guides-list.html&pos=2&query=UCS+Manager
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FI can be done remotely. You will also configure ttigual IP address to connect to the Fl, you need a toti
three IP address to bring it online. You can also wire up the chassis to the Fl, using either 1, 2, 4 or 8 lin}
Module, depending on your application bandwidth requirement. We conrieatdihks to each module.

Now connect using your favorite browser to the Virtual IP and launch theN&2@&ger. The Java based UCS
will let you do everything that you could do from the CLI. We will highlight the GUI methodology here.

First check the firmware on the system and see if it is current. Vidiwnload Software foi
CiscoUCSI|nfrastructure antlCSManagerSoftwareto download the most curre@iscoUCS Infrastructure ant
Cisco UCS Manager software. Use the UCS Manager Equipment tab in the left pane, then the F
Managementdab in the right pane and Packages-t&ibto view the packages on the system. Use the Dowr
Tasks tab to download needed software to the FI. The firmware release used in this paper is 2.2(1d).
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If the firmware is not current, follow the installation and upgrade guide to upgrade the UCS Manager firmw
will use UCS Policy in Service Profiles later in this document to update all UCS components in the solution.

Note: The Bios and Board Contitel version numbers do not track the IO Module, Adapter, nor C|
controller version numbers in the packages.

Configure and enable the server ports on the FI. These are the ports that will connect the chassis to the Fls

Configure and enable upkrEthernet ports:
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On the LAN tab in the Navigator pane, configure the required Port Channels and Uplinicéstenfaboth Fabric
Interconnectsysingthe ethernet uplink port channels using the ethernet Network ports configurefl above

- -

Eaupent | Servers (U] san [ | Litbis | Lipinok £xh Inkerfaces | Port Chanrels | Everts

|

== [T &«
£ LN Cloud
{5 @ Port Channels
| = O Port-Charnel 11 (PAB-A-19-20)
| I~ Ut Interface 119
-~ Ut Inverfacs 3j20

LA 50 Groutn

On the Equipment tab, expand the Chassis node in the left pane, the click on each chassis in the left pane
Acknowledge Chassis in the right pane to bring the chassis online and enable blade discovery.
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Use the Admin tab in the left pane, wonfigure logging, users and authentication, key manager
communications, statistics, time zone and NTP services, and Licensing. Configuring your Management
(which provides IP based access to the KVM of each UCS Blade Server,) Time zone rivmta@ecluding NTP
time source(s)) and uploading your license files are critical steps in the process.

QO Swmc w4 O A @ea

Create all the pools: MAC pool, UUID poolQN suffix pool, iSCSI Initiator IP Address Pool, Exterr
Management IP Address Pauold Server posl

From the LAN tab in the navigator, under the Pools node, we created a MAC address pool of sufficient siz
environment. In this project, we created a single pool with two address ranges for expant
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Equipment | Servers |
Wb (=) | & Fileer | = Export | g Print
W]
MAC POOL DC-MAC-Poal 200
153 MaC POCL default 0

= |
== Lan

B¢ ) LaN Cloud
- Fabric &
+|-EE Fabric B
L ﬁ Qo5 System Class
=] LAN Pin Groups
- <& Threshold Policies
- =] vLans
[]--O Appliances
[ =] Internal LAN
B S Policies
i ) mppliances
= C} LAN Cloud
- & Threshold Policies
= ,!:i,, raak

ES Drynamic »MIC Connection Policies
E0 Flow Control Policies
E5 Metwark, Contral Policies
& Qo3 Policies
‘E Threshold Palicies
. wMNIC Templates
‘- £ SUb-Organizations
=8 @ Pools
[ &%, root

E IP Paool (iscsi-initiakor-pool)
% = P
] MAC POOL DC-MAC-Pool

[DD:25:B5:41:00:00 - 00:25:B5:A1:01:8F]
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. I8 MaC POOL default
fi:ll Sub-Crganizations
[]--_ Traffic Monitoring Sessions

From the LAN tabunder the Pools node, we createw iSCSI Initiatoraddress poslto service the fault tolerar
pair i SCSI virtual NI Cs that wi || be created
172.16.96.1/19 and poblison network 172.16281/19
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From the LAN under the Pools node, we created an External Management IP address pool for use by the (
KVM connections to the blade servers in the study.
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The next pool we created is the Server UUID pool. On the Servers tab in the Navigator page under the P
we created a single UUID Pool for the test environment. EdstoUCS Blade Server requires a unique UUID

be assigned by its Service prefil

| Gasprar. [SERER] ov | s | 4 [ e

®
&

i

We createdhreeServer Pools for use in our Service Profile Templates as selection criteria for automated

association. Server Pools were created on the Servers tab in the navigation page under the Pools node. Ol
name was creatl, no servers were added:

B e e L




I Note:We created two iSCSI initiator ip address pools

8.6 We created one IQN suffix pools for the iISCSI environment. From the S&ANS£N node, Pools, root, riglatick
the IQN Poolshode and click Create IQN Suffix Pool.

A Create IQN Suffix Pool 2 S

Unified Computing System Manage

Define Name and Description °

Create IQN Suffix Pool

1. vDefine Name
and Description
2. L1Add ION Blocks

Create IQN Su

1. vDefin

Descrig
2. vAdd |

Qe Mew - | [ Cptions | @ 0 | A\ Pending Activities | [@] Exit
=» =] san @ Poals &8, root * ﬂ IQN Paols

Adrnin -
-nll — = - & = |Q Filter | = Export | i Print
Tame: Poaol Name IOM Prefix
L} | =l || 0o -1} 0 iqn. 1992-05, com. emc
EE= B bz00:1 - b2 1 64
F-¢) 5AM Cloud E Pool default default
C} Storage Cloud
- S Policies
E}@ Paols
El,f:!, root

E--E Poal ELIC-TQN-Pool

- M b200:1 - bzo0:e4
: ﬂ Pool default
-6 WAWNIN Pools
- 683 WWPH Pools
@ Wi Pools

- g% Sub-Organizations
[]--’ Traffic Monitoring Sessions

(E L+




8.7

8.8

We created three Server Pool Policy Qualifications to identify the blade server model, its processor and th
of RAM onboard for placement into the correct Server Pool using the Service Profile Temmplitecase we use
processors to select the Infrastructure blades running6B6 processors and memory to select HVD (384
RAM) or HSD (256GB RAM.) (We could have used a combination of chassis, slot, server model,
combination of those things tnake the selection.)

w Lisco Unibied Computing System Manager - rtpsol-ucsS
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1 : £-3 0 1 H>> wwServers ¢ i rokcies * Ja rook ¢ 5 Server Poal Policy Quaifications
upneck: (Severs | Lo | san | v | Admn | ORI I N
3 Ea — . " o AFM = Export o Prick
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=] hoLL 1L .T
%4 WIC ethd ; j}.ﬁ
3~ VOC ethl A i
= =i vNIC ethC )
=M Dynaric WNICs
= =] AN
i Netwmork 5051
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5 XDE0ore
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o'l_ oot
5 Adapter Policies
2 BI05 el s
% B105 Poloes
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I 1PML Access Profiles
3 Local Disk Corfig Polcies
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T Managesmant Femmare Packages
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Poser Cordrol Polces
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The next step in automating the server selection process is to create corresponding Server Pool Policie

Cisco UCS Blade Serveconfiguration utilizing the Server Pool and Server Pool Policy Qualifications cre
eatfier.
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To create the policy, rightlick the Server Pool Policy node, select Create Server Pool Policy, provide a
description (optional,) select the Target Pool from the dropdown, the Qualification from the dropdown at
OK. Repeat for each poy to be created.

On the LAN tab in the navigator pane, configure the VLANS for the environment:

e L Sersam e et Derergs - Tevts
Sl

{Q © Pum: Dot | U 0 Airocicon  @ea

In this project we utilizedix VLANs to accommodate our fodraffic types and @&eparatenative VLAN for all
traffic that was not tagged on thetwork. The Storage iISCSI VLANs provided boot communications and ca
NFS and CIFS storage traffic.

On the LAN tab in the navigator pane, under the policies node configure the vNIC templates that will be us
Service Profiles. Inhis project, wautilize fourvirtual NICs per hostwo to each Fabric Interconndor resiliency.
Two of the four vNIC templates, eth2 and eth3 are utilized exclusively for iISCSI boot and file protocol traffi
is handled by Cisco Nexus 1000V or Bysco VM-FEX for the VM-Network, so no QoS policy is set on tl
templates. Both Hband and oubf-band management VLANS are trunked to the ethO and ethl vNIC template
Default VLAN is not used, but is marked as the only Native VLAN in the environment



a Cisco Unified Computing System Manager - rtpsol-ucs5
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B By Palicies

- =) Default vMIC Behavior

[+ =) Dynamic vMIC Connection Policies
[+ 5=} Flow Control Policies

- =5 LAM Connectivity Policies

[+ =) Link Protocal Policy

[ =) Mulkicask Palicies

(- ) Metwork Control Policies
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(AR vMIC Template ethi
AR vMIC Template ethz
Q| wMIC Template eths

To create vNIC templates for ethO and ethl on both fabrics, select the Fabric ID, select all VLANS excefit i
iISCSIB and Defaultset the MTU size to 9000, select the MAC Pool, then click OK.

For eth2 and eth3elect the Fabric ID, select VLAN iSG&8lfor eth2 or VLAN iSCSb for eth3, set the MTU siz
to 9000, select the MAC Pool, select Native, then click OK
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12 We utilized the included Defautisco UCSB200 M3 BIOS policy for the XenDesktop 7.5 HVD virtual machin
To support VMFEX for the XenDesktop RDS/HSD VMs, weeata aperformance BIO®olicy. The policy will
be applied to alCiscoUCS B200M3 blade servers hosting XenDesktap RDSand Infrastructure.

12a

Prepare the Pefisco BIOS Policy. From th&ervertab, Policies, Root node, righlick the BIOS Policies
container and click Create BIOS Policy. Provide the policy nhame and step through the wizard making the
indicated on th screen shots below:




The Advanced Tab Settings

e . B Mew -

B3 e DErVErS ¢ 5 Policies * ‘I:!. root * B} BIOS Policies * &5 WMwarePassThru

Back Options | Server Managemer | Events |
Processar | | RAS Mernory [ Serial Port [ USE | PCI Configuration

[ options | @ O | A\ Pending Activities | [@] Exit

F-=il] wNIC etho
=l wMIC ethi
=il wNIC ethz
-l Dynamic vMICs
il vLans

- =il NI eth3

- =5 YSPEX-XENDESKTOP3
- =5 YSPEX-XENDESKTOP4
-5 YSPEX-REMDESKTOPS

S
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13 The remaining Advanced tab settings are at platform default or not configured. Similarly, the Boot Optic
Server Managemelit a bettifgsare at defaultsMany of the settings in this policy are tBéscoUCS B200 M3
BIOS default settings. We created this policy to illustrate the combined effect of the Platform Default and



settings for this use case.

Note: Be sure to Save Changes at the bottothefpage to preserve this setting. Be sure tolidgblicy
to your blade service profile template.

14  New in UCS Managesince versior2.1(1a) is a way Host Firmware Package polices can be set by package
across the UCS domain rather than byveemodel: (Note: You can still create specific packages for diffe
models or for specific purposen)our study, we did create a Host Firmware Package for the UCS B200 M3 |
which were all assigned the UCS Firmware versid{12). Rightclick the Host Firmware Packages contain
click Create Host Firmware Package, provide a Name, Description (optional) and then click the Ac
configuration radio button.

Note: The Simple configuration option allows you to create the package based orcalgratdCS Blade
and/or Rack Server package that is uploaded on the Fls. We used the iikaed CSB200 M3 host
firmware package. The following screen shots illustrate how to create a custom package, select
those packages that apply to theveeias configured.

# Create Host Firmware Package N

Create Host Firmware Package

Mame: |CY¥D-B200M3

Description: {Host Firmware 2.2{1d)
How would you like to configure the Host Firmware Package?  Simple |+ Advanced

Adapter | cmC | 8105 | Board Controller | FC Adspters | HE Option ROM | Storage Controller | Local Disk |

& Filer | = Export t_:,, Print
Select Yendar Model PID Presence Yetsion fﬁl
Il Cisco Systems Inc Cisco LCS MS1KR-B [M20-/B000Z i <nok set> o ;I
- Cisco Systems Inc Cisco UCS ME1KR. MZ20-/C0002 WIES <not set> -
- Cisco Systermns Inc Cisco UCS M7 1KR-E MNZ0-AE000Z A <nok sekx -
| Cisco Systems Inc Cisco LCS M72KR-E M20-AE010Z2 i <nok set> -
Il Cisco Systems Inc Cisco LCS ME1KR-T M20-A10102 Tja <nok set> -
- Cisca Systems Inc (Cisco UCS M7 1ER-C MNED-AQ000Z WhEY =nok sekx -
- Cisco Systemns Inc Cisco UCS M7ZKR-0Q MN20-A00102 LA <nok sekx -
- Broadcom Corp. Broadcom 10GHE Adapter M2xX-ABPCIDZ i <not set> -
- Cisco Systems Inc Cisco UCS PS1E M2RE-ACPCIOT i <nok set> -
r Ermulex Corp. Ernule: OCel0102-F MZxX-AEPCIOL I <not set> -
Il Inkel Corp, Intel 10GbE Adapter M2xx-AIPCIOL Tja <not set> -
I~ Clogic Corp, OLogic QLEB1SZ M2xk-A0PCIOL Ija <nok set> -
| v Cisco Systems Inc Cisco UCS YIC 1280 UCS-YIC-MB82-8P N/A 2.201d) - |
I Cisco Syskermns Inc Cisco UCS ME1KR-B UC%-MEZ-BRC-DZ 15 <nok sek> -
Il Cisco Systems Inc Cisco LCS M73KR-E LICSB-MEZ-ELX-03 Tja <nok set> -
Il Cisco Systems Inc Cisco UCS M73kKR-O LICSE-MEZ-OLG-03 TS <not set> -
| 4 Cisco Systems Inc Cisco UCS ¥IC 1240 UCSB-MLOM-40G-01 N/B z.2(1d) - |
- Eroadcom Corp. Eroadcom MetXtreme IT BCMS. .. (UCSC-PCIE-BSFP A <nat set> -

Continue through the CIMC, BIOS, Board Controller and Storage Controller tabs as follows:



» Create Host Firmware Package

Create Host Firmware Package

MName: |{CYD-B200M3

Description:

Host Firmware 2.2(1d)|
1)

the Host

How would you like to confi

Adapter ons | Board Controller | FC Adapters | HBA Option ROM | Storage Controller | Local Disk |

& Filter | = Export | o Print

Package? ( Simple (+ Advanced

a Create Host Firmware Package =

Create Host Firmware Package

hame: |CYD-B200M3

Description: [Host Firmware 2.2{1d)

How would you like to configure the Host Firmware Package? ( Simple * Advanced

Adapterl CIMC Einard Cnntrnllerl FC Adapters | HE& Option ROM I Starage Contraoller I Lacal Disk1

&), Filter | = Export | i Prink

Select [ Vendor | Model [ PID | Presence [ Version @
- |Cisco Systems Inc |Cisco UCS B230 M2 B230-BASE-M2 NjA | <not set> =
| |Cisco Systems Inc Cisco UCS B440 M2 B440-BASE-M2 NiA | <not set>
m |Cisco Systems Inc Cisco UCS C260 M2 C260-BASE-2646 NjA <not set>
I :Cisco Systems Inc J‘Cisco UCS B200 M1 ES | <not set>
] (Cisco Systems Inc {Cisco UCS 8250 M1 NjA | <not set>
(i [CiscoSystemsInc  [CiscoUCS B200M2 N ~ |<notsets
il |Cisco Systems Inc Cisco UCS B2S0 M2 NjA <not set>
I (Cisco Systems Inc j.Cisco UCS B230 M1 NfA | <not set>
r (Cisco Systems Inc Cisco UCS B440 M1 NjA | <not set>
I ;Cisco Systems Inc |Cisco UCS C200 M1 NfA | <not set>
o AAl—_ “-»C-isucos_ystems Inc " |Cisco UCS C200 M2 NIA | <not set>
r fCisco Systems Inc [Cisco UCS €210 M1 R210-2121605 NjA | <not set>
=) |Cisca Systems Inc Cisco UCS C210 M2 R210-2121605W NjA <not set>
& [Cisco Systems Inc [Cisco UCS C250 M1 R250-2480805 NjA | <not set>
I |Cisco Systems Inc Cisco UCS C250 M2 R250-2480805W NfA | <not set>
l v [Cisco Systems Inc |Cisco UCS B200 M3 UCSB-B200-M3 N/A 12.2{1d) ]
O Cisco Systems Inc |Cisco UCS B22 M3 UCS8-B22-M3 NiA <not set>

Select Yendar IModzl PID Presence Version 2=
- Cisco Syskems, Inc, Cisoo UCS B230 M2 B230-BASE-M2 WY =nik seki= L=
r Cisco Systems, Inc, Cisco UCS B440 M2 B440-BASE-MZ LT <not sek
- Cisco Syskems, Inc, Cisoo UCS C260 M2 C260-BASE-2646 WY =niok sek =
n Cisco Systems, Inc, Cisco UCS B200 M1 MZ0-BG620-1 i <nok sek=
r Inkel Corp. Cisoo UCS B200 M1 MZ20-BE620-1 TS <niok sek>
I Cisco Systems, Inc, Cisco UCS B250 M1 MZ20-BE620-2 I8 <nok sek=
r Inkel Corp. Cisco UCS B250 M1 M20-BE620-2 A <niok sek
- Cisco Systems, Inc, Cisco LICS B200 M2 MZ0-BE6Z5-1 s <nat seks
- Cisco Systems, Inc. Cisco UCS B250 M2 MN20-BAAZ5-2 LTS <not sek
- (Cisco Systems, Inc, Cisca UCS BZ30 M1 MZ0-B6730-1 8 =not set>
- Cisco Systems, Inc. Cisco UCS B440 M1 M20-BA740-2 LTS <not sekx
- Cisco Syskems, Inc, Cisoo UCS C200 M1 R200-1120402 TS =niok seki=
r Cisco Systems, Inc, Cisco UCS C200 M2 R200-1120402% i <nok sek=
- Cisco Syskems, Inc, Cisoo UCS C210 M1 R210-2121605 Y =niok seki=
[ Cisco Systems, Inc, Cisco UCS C210 M2 R210-2121605% i <nok sek=
- Cisco Syskems, Inc, Cisoo UCS C250 M1 R250-2480805 A <nik sek
— Cisco Systems, Inc. Cisco UCS C250 M2 F.250-2430505MW W <nok sek=

I I Cisco Systems, Inc. Cisco UCS B200 M3 UCSB-B200-M3 N/ B200M3.2.2.1a.0.11122. .,
Cisco Systems, Inc. Cisco LICS B22 M3 CSE-B22-M3 Tja <nak set




Create Host Firmware Package

Mame: {CYD-B200M3

Description: |Host Firmware 2.2(1d)

H Id you like to confi the Host Firmware Package? { Simple (* Advanced

Adapter | CIMC| B105 |Board Controller § Fc Adaptersl HB& Option ROM | Storage Controller | Local Disk |

& Filter | = Export | o Print

Select Vendor Model PID I Presence ] Yersion @]
] Cisco Systems Inc Cisco UCS B230 M2 B230-BASE-M2 WY <not set> v _:_j
| Cisco Systems Inc Cisco UCS B440 M2 B440-BASE-M2 MfA <not set> -
| Cisco Systems Inc Cisco UCS B250 M1 |N20-B6620-2 [NfA <not set> -
I Cisco Systems Inc Cisco UCS B250 M2 IN20-B6625-2 rjA <not set> -
0 Cisco Systems Inc Cisco UCS B230 M1 MN20-B6730-1 NiA <not set> v
~ Cisco Systems Inc Cisco UCS B440 M1 N20-B6740-2 e Znot set> =

1 v Cisco Systems Inc Cisco UCS B200 M3 UCSB-B200-M3 N/& 11.0 -]

[ Cisco Systems Inc Cisco UCS B22 M3 UCSB-B22-M3 s <not set> -

Create Host Firmware Package

Mame: |C¥D-B200M3

Description: [Host Firmware 2.2{1d)

How would you like to configure the Host Firmware Package? ( Simple (+ Advanced

adapter | CIMC | BIOS | Board Controller | FC Adapters | HBA Cption ROM Lacal Disk |

Q Filter | = Export | 5= Print
Seleck ‘endar Madel FID Presence ‘ersion [
[ LST Corp. LST 1064E LST 1064E [ “nat set v 4]
- L5I Corp. 151 1068E LST 1068E hiA <not set> -
r LSI Corp. L3I 63 MegaRAID 9Z20-4i LSI 6 MegaRAID 9220-4i MiA =nok set= -
r LSI Corp. LSI 65 MegaRAID 9220-8i LEI &G MegaRAID 9220-8i UTE:S =nok seb= =
- LSI Corp. L5 66 MegaR AID 9240-8i L5I 6G MegaRAID 9240-61  |NjA <not set> -
r LSI Corp, L3I 65 MegaRAID 9240-Gi L3I 65 MegaRAID 9240-6i C... [M/A =nok set= -
r LSI Corp. LSI 65 MegaRAID 9260-4i LEI &G MegaRAID 9260-4 M <nok set= -
- LSI Corp. L5 66 MegaR AID 9260-8i L5I 6G MegaRAID 9260-61  |NjA <not set> -
r L3I Corp. L3I 65 MegaRAID 9261-5i LSI &G MegaRAID 9261-6i MIA <nok set= -
r LSI Corp. LSl 65 MegaRAID 9265-8i LEI &G MegaRAID 9265-8i MiA <nok sek= -
[ni LSI Corp. L5 66 MegaR AID SAS 9266-8i L5I 6 MegaRAID SAS 9266-8i |N/A <not set>
r L=I Corp, L3I 63 MegaRAID SA5S 9270-8i L5l 6z MegaRAID SAS 9270-81 N4 <nok set=
r LSI Corp. L5I 65 MegaRAID 545 9271-8i L5I 6 MegaRAID SAS 9271-8i N4 <nok sek=
r LSI Corp. L5I 65 MegaRAID SAS 9280-4ide L3I 6 MegaRAID SAS 9280-... [M/4A <nok sek
r LSILogic Symbios Logic LSI MegaRAID 545 2002 ROMB LSI MegaRAID 545 2002 ROMB NiA <nak set
~ LSI Logic  Symbios Logic LSI MegaRAID SA5 2004 ROME LSI MegaRAID SAS 2004 ROME M4 <nok sek=
1 [ L5I Logic Symbios Logic  |LSI MegaRAID SAS 2208 ROMB  LSI MegaRAID 5AS 2208 ... N/A 23.12.0-0022|5.42.00|NA i
r LSI Corp. L5I MegaRAID 545 8703EM2 L5I MegaRAID 545 8708EM2  [NjA <not set>
Note:We did not use legacy nor third pafZ AdaptersoHB A& s s there was

on those tabs.

The result is a customized Host Firmware Package faCismUCS B200 M3 blade servers.

15a For the RDS template that will leverage Cisco ¥A#X, from the LAN tab, Policies, Root, rightick Dynamic
VNIC ConnectionPolicies and click Create Dynamic vNIC Connection Policy. Provide a Nalumber of

DynamicvNICs, the Adapter Policy and Protection preference as shown below, then click OK



15b In theServerstab, expand th@olicies> root nodes, then seleétdapter Policies Rightclick and choos€reate
iISCSI Adapter Policy from the context menu.

Al -

@ | =

[l e Servers
3 Service Profiles

. Service Profile Templates
E}g Paolicies

=g, roat

£ 'olicies

- &) BIOS Defaults Adapter Policies
(- &) BIOS Policies
£

b

i = Boot Policies Create Ethernet Adapter Policy

- ) Host Firmware F Create Fibre Channel Adapter Policy
- 5 IPMI Access Pro
[ & Local Disk Canfil I Create iSCSI Adapter Policy I

[]--g Maintenance Palicies

O e |
Ei' ;‘ Create iSCSI Adapter Policy @
i

Schedules

15c In the Serverstab, expandPolicies > root nodes. Select thBoot Policiesnode. Rightclick and choose€reate
Boot Policyfrom the context menu.



In the Create Boot Policy dialog complete the following:
Expand Local Devices

Select Add CBROM

Expand iSCSI vNICs

SelectAdd iSCSI Boot (iISCSI0) as Primary
SelectAdd iSCSI Boot (iISCSH) as Secondary

Adjust bt order so it is CEROM, iSCSIQ iSC31.

Click SaveChanges.
pre— T

B e e
L O L

Locd 0L

P e

Create a service profile template using the pools, templates, and policies configured above. We created

three Service Profile Templates, one for each workload type, XenDesktop HVD and XenDesktop Hostec
Desktop(RDS) and Infrastructure Hosts (Infra)as follows:



16a

To create a Service Profile Template, rightk the Service Profile Templates node on the Servers tab and
Create Service Profile Template. The Create Service Profile template wizard will open.

Follow through each section, utilizing the policies and objects you created earlier, then click Finish.

1 On the Operational Policies screen, select the appropriate performance BIOS policy you created
insure maximum LV DIMM performance.

1 For automatideployment of service profiles from your template(s), you must associate a server pt
contains blades with the template.

On the Create Service Profile Template wizard, we entered a unique name, selected the type as upd
selected th& SPEX-UUIDs Suffix Pool created earlier, then clicked Next.

> Nervice Prof e

Unified Computing System Manager

Creste Servicn Profie Tengiatn Identify Service Profile Template o
b You must enter a name for the service profle template and specky the template 1ype. You can also specify how 3 LAUID wil be
ldeniiy Scooke: assignad to 1his template and enter @ desaription.
z Smm

ol

16b We selected the Expert configuration opt@nthe Networking pagand clicked Add in the adapters window:



Sedect a Policy to wse {no Uymamic vNIC Pobcy by defa. = [+

+

W A B oy

16c In the Create vNIC window, we entered a unique Name, checked the Use LAN Connectivity Template ct
selected the vNIC Template from ttimp-down and the Adapter Policy the same way.



Create ¥NIC

Create vNIC

For the HSD template, we specified the VMware Passthru PolicyDgndmic Connection Policy for ethO ar
ethl

Modify ¥NIC

Modify vNIC




16d We repeated the process for the remaining vike€ulting in the following:

ce Profde Templats

Unified Computing System Manager

2 Jgoe Dymamic HIC P —— R

7'_) Convied Ry? ( Segle - Epert [ Mvh ~ 1

1SCSI wNICs

Click Next to continue.

16e On the storage pagelick Next.



F le

Unified Computing System Manager

ptionaty spacily disk policies snd SAN configuration nformation.

Sebect {pocd def wk used by defad) v

(3]

16f  On the Zoning pagelick Nextto continue



rvice Prolile Templal

Unlfled Computlng System Manager

Wieis EIads: Wy

<oy | [Cri

On the vNIC/VHBA Placement paggick Next to continue:



Un|f|ed Computmg System Manager

D WO Re W

aNels wisielionn fodde  (lievde Ry

16g On the Server Boot Order pagelectthe iISCSI Boopolicy iISCSIBoot,createdearlierfrom the dropdown, then
click Next toproceed:



toe Profile Templste

Unified Computing System Manager

3 Yamem - e .
3 Ve o . ORI -

U SSiAic f TS s i R seetrys

16h Highlight Primary iSCSI vNIC iSCSIO, then click Modify iSCSI vNIC. Select the following values frordribye
downmenus:
1 Overlay vNIC: eth2 for iISCSIO; eth3 for iSCSI1

1 iSCSI Adapter Policy: iSCSI for both
1 VLAN: iSCSI-A for iSCSIO; iSCSIB for iSCSI1

Click OK



16i Repeat the process for the Secondary iSCSI adapter, iSCSI1, using eth3, the i&@st Rdlicy, and VLAN
iSCSEB. Highlight the Primary iSCSI adapter, iSCSIO, then click Set iSCSI Boot Param



™ T
1

16i Complete the following fields by selecting the IQN Initiator Name Pool and iSCSI Initiator IP address pool
| earlier



16k Next,select he i SCSI Static Target Interface radio bu
it and enter the EMC VNX5400 IQN target interface names, iSCSI IPV address and LUN Id as 0. Repes
second target interface as shown above.

Repeat the process for the Secondary iSCSI adapter, using the same Initiator Name Assignmigiitiaiscgpook
b and the appropriate EMC VNX5400 target interface nai8&SI IPV address and LUN Id as 0.



16l

Set iSCSI Book Parameters

Set iISCSI Boot Parameters

UC-IQN-Pool(32/64) v

iscsi-initiator-poal-b{0/16)

iqn. 1992-04, com.emc:cx. Frm00 130702652, a4

172.16,128.14

ign. 1992-04, com.emc:cx, frm00 130702652, be

172.16,128.15

We did not create a MainteraPolicy for the priect. Click Next to continue:




mmmmm-nmu watwark nteengiliens, and femwies upgrasae shoudd be spglid 16 the sare
- wesocisted with $9is ssnice profie.

::‘ v ﬂuﬁ.ﬁ“m‘cuamm

o v

3 Create Msremosccs Foby

i CzEe] [ieer | (o] [omes ||

16  On the Server Assignment pagegke the following selectionsom the drop-downs and click the expand arrow ¢
m the Firmware Management box as shown

Create Service Profile Template

Unified Computing System Manager

Create Service Profile Template Server Assignment
1 o Optionally specify a server pool for this service profile template,

: Vstvorioa e I R 1

W OoONTTO a2 WN
<
5

Firmware Management (BIOS, Disk Controller, Adapter)

ryws*aamﬁmp*yfuwmm Huwoﬂswltpdhbothoﬂnmmmdn
wmnsasmmm
Fir already installed on the assacisted server.

Host Firmmware: | Select (Defsult policy used by defa. ..

For the other two Service Profile Templates that were created for the project, we choose HostedV



16n

160

17

Infrastructure for Pool Assignments and HVD or Infra for the Server Pool Qualification.

In all three cases, we utilized the Default Host Firmwaemagement policy for the Cisco UCS B200 M3 blades

On the Operational Policies page, we expanded the BIOS Configurdtigmdown and selected th
VMwarePassthru policjor Hosted Shared desktops that utilize VMFENXated earlierClick Finish to complete
the Service Profile Template:

- Lre T plate

Umfled Computing System Manager

Craate Servics Frohi Tuegiste Operational Policies
Optionally specey information that aftacts how the system cporates.

PP AN A
. “
.

For the Hosted Virtual desktop and Infrastructure Service Profile Templates, we used the Default BIOS g
choosing <not set> in the BIOS Configuration section of the Opeghtfmiicies node of the Wizard.

Repeat the Create Service Profile Template for the two remaining templates.

The result is a Service Profile Tempkt®r each use case in the study and an Infrastructure template as
below:

Now that we had created the Service Profile Templates for each UCS Blade Server model used in the pi
used them to create the appropriate number of Service Profiles. To do so, in the Servers tab in the navige
in the Service Profile Temales node, we expanded the root and selected Service Te@plafmteFabricA,



then clicked on Create Service Profiles from Template in the right pane, Actions area:

|/ Eosmere. J5808] Lo | s | 1 | kv Geneial | Stovage | Network. | ISCSI VNS | Book Ovcer | Fokass | Everks | FSM

Fiker: A . | Actions Praperties
| & = fame: Comgute Fabiric-A
|
| 51 g Servers 1
4 T8 Sarvin Profdes —t mmm-d(mm
Il 5o0vxe Frofle Termplates ‘— T Dears=wte Tanghae Powet Zate: § Down

Type: Updating Template
Associated Serves Pool

1 oot

o Asmontbe e Server Fool

521 s masstensice Pokey

i [l Senvce Tenplste ROS-Fabric-A Maintenance Polcy

o [l Service Tewglate ROG Fabric 8 ﬂmum
v [ Servicw Turplatn VW2pmt-rfra-Pabes-A Mursagerent 11 Adiress
+ [ Servics Terplste 'Wii0zt-Infra-Paber-0 Hm Mutagmrerd U} Addrom
), Sub-Organaations T
i 8 p,a.‘:" s 201 e Pl Usage
A Poois

We provided the naming prefistarting numbeand the number of Service Profiles to create and clicked OK

A Create Service Profiles Fram Template @l

Create Service Profiles From Template ?

Maming Prefix: XEnDesktopH\\'D—D|
0
Mame Suffix Starting Mumber: 1
0

Mumber of Instances: 2
0

)

We created the following number of Service Profiles from the respective Service Profile Templates:

ComputeFabricA XenDesktopHVDBO 1 2
ComputeFabricB XenDesktopHVDBO 3 1
RDSFabricA XenDesktopRDS) 1 2
RDSFabricB XenDesktopRDS) 3 3
VM -HostInfra-Fabric | VM-HostInfra-0 1 1
A

VM -HostInfra-Fabric | VM-HostInfra-0 2 1
B

CiscoUCS Manager created the requisite number of profiles and because of the Associated Server Pool a
Pool Qualification policy, th€isco UCSB200 M3 blades in the test environment began automatically assoc
with the proper Service Profile.



i T WHost-Infra-02 -~ Managesment IF Address

i+ Bl Service Terpiaste VW-Host I hraFatic-a
(o [ Serexe Terrglate W HoR Jelra Fabeic

L et - .

I Note: The LoginVSI profiles were created to support the End User Experience testing manually
20  We verified that each server had a profile and that it received the correct fponfilthe Equipment tab

At this point, theCiscoUCS Blade Servers are redfy hypervisor installation.

QoS and CoS in Cisco Unified Computing System
Cisco Unified Computing System provides different system class of service to implement quality of service
including:

1 System classes that specify the global configuration for nextpés of traffic across the entire system
1 QoS policies that assign system classes for individual vNICs
1 Flow control policies that determine how uplink Ethernet ports handle pause frames.

Applications like the Cisco Unified Computing System and other Sewsitive applications have to adhere to a
strict QOS for optimal performance.

System Class Configuration
Systems Class is the global operation where entire system interfaces are with defined QoS rules.

1 By default system has Best Effort Class &@bEClass.
T Best effort is equivalent in MQC terminology as i me

T FCoEis special Class define f6iCoEt r af fi ¢c. I n MQC terminology fAmatc
1 System class allowed with 4 more users define class with following configurable rules.

T CoSto Class Map

T Weight: Bandwidth

T Perclass MTU

T Property of Class (Drop v/s no drop)
1  Max MTU per Class allowed is 9217.



Through Cisco Unified Computing Systeme can map one CoS value to particular class.

Apart from FcoEclass there can be only one more class can be configureedasmproperty.

Weight can be configured based on 0 to 10 numbers. Internally system will calculate the bandwidth based
on following equation (there will be rounding off the number).

=a =4 =4

(Weight of the given priority * 100)

U % b/w shared of giveClass =

Sum of weights of all priority

Cisco UCS System Class Configation

CiscoUCS defines user class names as follows.

T Platinum
1 Gold

1 Silver

i Bronze

Table 4. Name Table Map between Cisco Unified Computing System and the NXOS

Cisco UCSNames NXOS Names
Best effort Classdefault
FCoE Classfc
Platinum ClassPlatinum
Gold ClassGold
Silver ClassSilver
Bronze ClassBronze

Table 5. Class to CoS Map by default in Cisco Unified Computing System

Cisco UCS Class Names Cisco UCS Default Class Value
Best effort Match any

Fc 3

Platinum 5

Gold 4

Silver 2

Bronze 1

Table 6. Default Weight inCisco Unified Computing System

Cisco UCS Class Names Weight
Best effort 5
Fc S

The Steps toEnable QOS on theCisco Unified Computing System

For this study, we utilized four UCS QoS System Classes to priorities four types of traffiérifrabucture:



Table 7.

QoS Priority to vNIC and VLAN Mapping

Cisco UCSQos Priority VNIC Assignment VLAN Supported
Platinum ethO, ethl

VM -Network
Gold ethO, ethl Not Assigned
Silver ethO, ethl VLAN516 (Management)
Bronze ethO, ethl vMotion

In this studyall VLANs were trunked to ethO and ethl and both use Best Effort QoS. Detailed QoS was handled by
the Cisco Nexus 1000V or Cisco VWEX and Nexus 5548 switches, but it is important that the UCS QoS System
Classes match what the switches are using.

Configure Platinum, Gold, Silver and Bronze policies by checking the enabled box. For the Platinum Policy, used
for NFS and CIFSstorageBronze for vMotion and Best Effosere configured for Jumbo Frames in the MTU
column. Notice the option to set no packet dpoficy during this configuratiorClick Save Changes at the bottom

right corner prior to leaving this node.

Figure 18:  CiscoUCS QoS System Class Configuration

Eounent | Servers TUE] san vt | Advin Geneeal | £ty | FS !
Filter: & v Priority Enabled CoS [ Drop  Weight Weight (%) MU Madbicast ¢
= 2 Gold 1 A 9 - 20 oy -
::r.::d Sliver 2 ! & v 18 e .
7 Fabric 8 Proaze 1 ~ 15 5000 -
RS Sv Choes | ‘—
=4 LN b Groups Best tfart ey T acod -]
S0 Threshold Poloes Fitwe Channel o E o o i
= WAN o
o =f wanis

This is a unique value proposition f@isco Unified Computing Systemith respect to entb-end QOS. Fo
example, we have a VLAN for théetApp storage, configukPlatinum policy with Jumbo frames and get an-end
to-end QOS and performance guarantees from the Blade Sewmimgthe Nexus 1000V virtual distributed
switchesor Cisco VMFEX through theCism Nexus 5548UP access layer switches.

LAN Configuration

The access layer LAN configuration consists of a pair of Cisco Nexus 5548s (N5Ks,) a family member of our low
latency, linerate, 10 Gigabit Ethernet af@CoEswitches for our VDI deployment.

CiscoUCS and EMC VNX Ethernet Connectivity

Two 10 Gigabit Ethernet uplink ports are configured on each of the Cisco UCS 6248 fabric interconnects, and they
are connected to the Cisco Nexus 5548 pair in a bow tie manner as shown below in a port channel.

The 6248 Fabric Interconnect is in End host mode, as we are doingi®Gthl as well as Ethernet (NAS) data
access as per the recommended best practice of the Cisco Unified Computing System. We built this out for scale and
have provisione@0 GB per Fabridnter@mnnectfor etherneind NAS(Figure 19:).

The EMC VNX5400 is also equipped withtwo dualport SLICs which are connected to the pair of N5Ks
downstreamBoth patls are activgroviding failover capability. This allows erid-end 10G access for fileased
storage traffic. We have implemented jumbo frames on the ports and have priority flow control on, with Platinum
CoS and QoS assigned to the vNICs carrying thagéodata access on the Fabric Interconnects.



The upstream configuration is beyond the scope of this document; there are some good reference document [4] that
talks about best practices of using the Cisco Nexus 5000 and 7000 Series Switches. NewGigito Mexus 5500
series is an available Layer 3 module that was not used in these tests and that will not be covered in this document.

Figure 19:  Ethernet Network Configuration with Upstream Cisco Nexus 5500 Series from the Cisco Unified Computing
System 6200 Seridzsabric InterconnecandEMC VNX5400
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CiscoNexus 1000V Configuration in L3M ode
1. To download the Nexus1000 V 4.2(1) SV1 {|5dick the link below:
http://www.cisco.com/cisco/software/release.html?mdfid=282646785&flowide&66ftwareid=2820881
29&release=4.2(BV1(5.2)&relind=AVAILABLE&rellifecycle=&reltype=latest

Extract the downloaded N1000V .zip file on the Windows host.

3. To start the N1000OV installation, run the command below from the command prompt. (Make sure the
Windowshost has the latest Java version installed)


http://www.cisco.com/cisco/software/release.html?mdfid=282646785&flowid=3090&softwareid=282088129&release=4.2(1)SV1(5.2)&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/cisco/software/release.html?mdfid=282646785&flowid=3090&softwareid=282088129&release=4.2(1)SV1(5.2)&relind=AVAILABLE&rellifecycle=&reltype=latest

Administrator: Command Prompt

C:\Users\Administrator>

C:\Users\Administrator>

C:\Users\Administrator>

C:\Users\Administrator>java —jar D:\ISO\ESX5\Nexusl1688v.4.2.1.8U1.5.1\Nexus16688v
.4.2.1.8U1.5.1N\USM\Installer_App \Nexus1BBBU—-install.jar USM_

4. After running the installation command, vyou
B Nesus 1000V Installation Management Center M E3
' Steps Enter vCenter Credentials
1. Enter vCenter Credentials vCentee IP ;m T
2. Select the Y30Ts host
3. Seloct OVA File to oreate Y5 Pott (hitps ondy) [443
4. Configure Netwotldng vCenter Lsar ID ;.\dmi,‘-c.,‘,. or
S. Configure vaMm wCaner P&;sh(nd]ox»cxucr
6. Revisw Configur ation

Configure Migration
8. DVS Maraton

Tnlir
CISCO

Nexus 1000V

IIW it I Cancel J

5. Type the vCenter IP and the logon credentials.



MNexus 1000¥ Installation Management Center (- [T =]

* Steps Enter ¥Center Credentials
1. Enter vCenter Credentials
2, Select the ¥SM's host veenterIP IID'ZQ' 165.41
3, Select OVA File to create YSM Fort (https only)  [443
4, Configure Nebwaorking wCenter User ID Iadministrator
5. Configure Y¥5H wiZenter Password I********
6, Review Configuration
7. Configure Migration
5. DVYS Migration

NI
CISCO.

Nexus 1000V

= Prey. | Mexk = I Finiisti Cancel

6. Select the ESX host on which to install N1KV Virtualigh Manager.

uNexus 1000¥ Installation Management Center [_ 0] =]
| Steps Select the ¥5M's host

1. Enter vCanter Cradentials

2. Select the ¥5M's host

3, Selwck OVA File bo craabe YSM
4, Configure Networking

5, Conligure YaM

|l vCahtat Inventary
=1 [l WO I-VIEW
=i vol
=l rl\l:‘i Haosta/FoldaraiClustars
=1l ¥SI-Launcher

&, Revimw Configuration 1029164 121
7., Conligure Migration 1029164122
8, OVS Migration [ 1020164423

|# 1020164126

|#10.20.1684.127
|# 10.29.164.128
g VIEWDesktops-Fool2
|# 10.29.164 99
|# 10.29.164.100
o l I Il I I 1029164101
|' 1029164 1027
clsco |'1||'/!|"|H4"|||H
[ 10.29164.104
Nexus 1000V iy Irllfrul’f-lusler
" .
@ 10.29.164.124

=5y VIEWDesktops-Pool
|# 10.28.164.82

< Prav | Mexk = I [Firiish Carnical




7. Select the OVA file from the extracted N1KV location to create the VSM.

o esites 100V Lrstallaf ion *Manasgermeid Center [ 2] o [ ||
Steps Suloct OVA File Lo create ¥5M
1. Enter vCanter Crecientinly
OVA Image
2. Select the VSM's hast | Browe OVA ]
3, Select OVA File to create Y5M System Redundancy [y, =l
4. Corfigure Networking Vatual Machine Marme |
&, Corfigure YSi
. Review Configuraticn VM Oatatore [lrheswu- 3
7. Condigure Mg ation
8. DV
P
ook i I Instad 3 T =M

Lot
e 1000 4.2.1.5V1 5.0 101 0.ove

' ' l ' N ' ' ' ' Ratent l.um- nexus-1000v.4.2.1.5V1 5.1 50
| oo 10005215V 8.1 ovs |

CISCO L4

Nexus 1000V

Flename:  [nexs1000v.4.2.1.5V1.5.Lova

[_oeen |
Ptmftwc[ ;J le
| _concet |

2o QU Fls swbected,

=

8. Select the System Redunancy type as fAHAO and type t
choose the Datastore for the VSM.

I Herus 1000Y Installation Management Center
© Steps Select OVA Pile to create ¥5M
1, Enter vCanter Cradantiale
VA Imags -
2. Select the YSM's host ) |‘1.5.1'!.V5M'I.Inste|||'l.nuxus 1000y, 4,2, 1,591, 5,1, ova Browse O A |

3. Select OVA File bo create WSM Syatam Redundancy |Hn Ll
4, Configure Metworking
5, Configurs YSM

WSM Datast -
6, Review Configuration atastare - |
¥, Configure Migration
8, LYS Migration

Virkual Machire MNars IUDI-Nik{‘u‘

N IIr
CISCO.

Nexus 1000V

= Py | Mzt = I Fimisli | Cancal |

9. ToconfigurelL3mde of installation

, choose the AL3 : Conf i



a. Create Porgroup as Control and specify the VLAN ID and select the corresponding vSwitch.

Select the existing port group AVM Networ koe for N1}
SVS connection between vCenter and VSM.

c. Inthe option for L3 mgmtO interface peptofile enter the vlan that was pdefined for ESXi mgmt and
accordingly it will create a pedroup which will have L3 capability. In this case it is ndl& portgroup
as shown in the screenshot below.

UDI-N1RU-DUS# sh run port-profile nlkuv-L3

tCommand: show running-config port-profile nlkuv-L3
tTime: Fri Oct 26 16:53:34 2812

version 4.2(1)5VU1(5.2)
port-profile type vethernet nlikv-L3
capability 13control
vMware port-group
switchport mMode access
switchport access vlan 164
no shutdown
system vlian 164
state enabled

BB Nexas 1000V Installation Managensent Center MiE 3
Steps Configure Networking

1. Erger vConter Credentisls

2. Sefect the ¥YSM's host Ploace (hoose & Confipur ation ophion:

), Select OVA Pie to creats YSM ™ L2 Conligure port growes fore L2

4, Configure Networking

0+ L3: Condigure Dot gronps for 19
5. Cordipare VSM

6. Rerdow Condwur 3000

7. Confpue My ston

VS Migrabion Cortrod Port Geoupe T Choose Exnting (¢ Croate New
- R et
Pt Geou [ | Port Group Name JControl
VAN ID: fie7
vawkch: e
= g Viwitch {vSechD, PNICs: v -]
Macagnmont Port Grougi: 15 Choose Basting  © Create Now
AAAERE AL
Prort Group: [..-5 Natwork, VLAN: 165 :_] Port Group Name: ‘
CISCO o [
vawich: VSwchO, PMICE: wrekc() 5 I—_:_’
Nexus 1000V YPRE
Choose an rtecface for LS Conomcintty: (= 0 I controld
Erter L3 mome0 Interf ace Port Profie YLAN l
< Frev l Neot > I J Cancel J

10. To Configure VSM, Type the Switch Name and Enter the admin password for the VSM. Type the IP
addresssubnet maskGateway, DomaitD (if there are multiple instance of N1KV VSM need to be
install, make sure they each configured with different Domairatid) select the SVS datacenter Name and
Type the vSwitchO Native vlan ID. (Make sure the Native VLAN ID specified should match tive Na
VLAN ID of Cisco Unified Computing Systeand theCisco Nexus 5000



B9 Nescus 1000V Installatson Management Center

Steps Configure VS
1. Enter vCanker Credartisls Swiech Name
2. Select the YSM's host [vor-niky
3. Sefect OVA Fle to craste ¥SM Adyn Usar Nene [adiven
4. Conhgra Netvwrkrg Enter Admin Pasaword [.».uu
5. Configure ¥SM Cordres Admin Password [sesesees
&, Roview Corfiguration
7. Confiyare Mgration Mot [P Address [i029.1e5.97
0. TV3 Migration Subnak: Mask | ]
Gataway 1P Ackdress [102a.165.1
Doman 1D [re=
SNS Datacerter Name [vor |
wamgth Nabive YLAN 1D |1e4
l"lllll. 17 Ermble 55 (R34 2040 bes) 7 Eribie Tuine
Nexus 1000V
<FPrev ||/m1> ] Fiah | Cancel I

11. Review the configuration and Click Next to proceed with the installation.

BB s 1000V Installation Managensent Cesder
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12. wait for the Completion of Nexus 1000V VSM installation




B ~erus 1000V Enstalation Management Center MIE E3

| Steps Review Configur stson
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13. Click Finish to complete the VSM installation.

B roescus 1000V Lnst allatsan Management Center

Steps Summary

1. Erter vCerkey Crederbials -
nitial VEM [nstalstion Complated & 550

2. Sebbct the VSN's host e Aaccessoly
3, Selact O¥A Fis to create VIN Joonnechion vosnter
4, Corfigare Netvarkirg © address: 10.29.365.42
5. Configure VM m;(oteuo'xt: ] Wi

p R POOLOCEE: wirmde Wi
n‘:-‘vew'vfontm ficate: cefauk
7. Corfigure Nigrabn datacenter name: YOEVIEW/VDE
8. DVS Migration S wadi co 03 28 50 14 73 5 abrad 8l o8 28 OF Be 90 &7
9. Summary config Status: Enabled

operabong status: Connected
sync hatus: Covglete
version: VWware vCenter Secver 5, 1,0 budd- 767268

iretiad VSM [natallabon has completed,

TINIT
You can nstal YEM oftmars on this host usng VEM nstaller

C l s C o Syrbac : e -jar Nezus 1000 -t o, e VEM

Nexus 1000V

S e

14. Logon (ssh or telnet) to the N1KV VSM with the IP address and configure VLAN for ESX Mgmt, Control,
N1K Mgmt and also for Storage and vMotion purposes as mentioned below (VLAN ID differs based on
your Network). First, create ip access lists for each QoS policy:




15.

16.

17.

xenvsm# conf t

Enter the following configuration commands, one per line.

CNTL/Z.
ip access - list mark_Bronze
10 permit ip any 172.20.75.0/24
20 permit ip 172.20.75.0/24 any
ip acc ess - list mark_Gold
10 permit ip any 172.20.48.0/20
20 permit ip 172.20.48.0/20 any
ip access - list mark_Platinum
10 permit ip any 172.20.74.0/24
20 permit ip 172.20.74.0/24 any
ip access - list mark_Silver
10 permit ip any 172.20.73.0/24
20 permit ip 172.20.73.0/24 any
Create class maps for QoS policy
class - map type gos match - all Gold_Traffic
match access - group name mark_Gold
class - map type gos match - all Bronze_Traffic
match access - group name mark_Bronze
class - map type gos match - all Silve r_Traffic
match access - group name mark_Silver
class - map type gos match - all Platinum_Traffic
match access - group name mark_Platinum
Create policy maps for QoS and set class of service
T policy-map type gos FlexPod
T class Platinum_Traffic
T setcosb
T class Gold_Traffic
T setcos4
T class Silver_Traffic
T setcos?2
T class Bronze_Traffic

T setcosl
Set vlans for QoS

vlan 1, , 517, 272- 276
vlan 1
name Native - VLAN

End with



vlan 272

name VM- Network

vlan 517
name IB - MGMTVLAN
vlan 276

name vMotion - VLAN
18. Create port prile for system uplinks and vethernet port groups.
There are existing port profiles created during the install. Do not modify or delete these port profiles.

port - profile type ethernet system - uplink

vmware port - group

switchport mode trunk

switchport trunk native vlan 6

switchport trunk allowed vlan 517, 272- 276

system mtu 9000

channel - group auto mode on mac - pinning

no shutdown

system vlan 517, 272- 276

state enabled

port - profile type vethernet IB - MGMTVLAN

vmware port - group

switchport mode access

switchport access vian 517

service - policy type qos input VSPEX

no shutdown

system vlan 517

max- ports 254

state enabled

port - profile type vethernet vMotion - VLAN
vmware port - group
switchport mode access
switchport access vian 276
service - policy type qos input VSPEX
no shutdown
system vlan 276
state enabled

port - profile type vethernet VM - Network



vmware port

- group
port - binding static auto expand

switchport mode access

switchport access vlan

- policy ty

service
no shutdown
system vlan

state enabled

port - profile type vethernet nlk

capability I3control

vmware port

switchport mode access

switchport access vian

service
no shutdown
system vlan

state enabled

interface port
inherit port
vem 3
mtu 9000
interface port
inherit port
vem 5
mtu 9000
interf  ace port
inherit port
vem 6
mtu 9000
interface port
inherit port
vem 4
mtu 9000
interface port
inherit port

vem 7

272
pe qos input
272
- group
517

- policy type qos input

517

- channell

- profile system

- channel2

- profile system

- channel3

- profile system

- channel4

- profile system

- channel5

- profile system

VSPEX

-L3

VSPEX

19. Set the MTU size to 9000 on the Virtual Ethernet Modules

- uplink

- uplink

- uplink

- uplink

- uplink



mtu 9000

interface port - channel6

inherit port - profile system - uplink
vem 8
mtu 9000

interface port - channel7
inherit port - profile system - uplink
vem 9
mtu 9000

interface port - channel8
inherit port - profile system - uplink
vem 10
mtu 9000

interface port - channel9
inherit port - profile system - uplink
vem 12
mtu 9000

20. After creating port profiles, make sure vCenter shows all the port profiles and port groups under the
respective N1KV VSM. Then, Add the ESXi host to the VSM.

T Go to Inventoryd networkingA select DVSfor N1KV A click on tab for hosts.

I WINTTR. Covpertpladironccom - viphers (Rerk

B v
B Lrused Or_Quawtre Lok
‘ Nty

£ Uroed_Or_Quawire_ Vo
Z catnert

21. Right-click and select add host to vSphere Distributed Switch.
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This brings up ESXi hosts which are not part of existing configuration.

22. Select the ESX host to add, choose the vNICs to be assigneds el an Uplink PoiGroupand select
systermuplink for both vmnicO and vmnicl.

@ Add Host to wSphere Distributed Switch EI@

Select Hosts and Physical Adapters
Select hosts and physical adapters to add to this wSphere distributed switch.

Select Host and Physical Adapters Settings...  Wiew Incompatible Hosts. ..
Mekwork Connectivity stiPhysical adapters In use by switch | Settings | Uplink port group | -
Wirtual Machine Metworking | [H  cor-jump-ess.cor.rtpane. . Wigw Details. ..

Ready to Complete Select physical adapters

g [ vmnicd wSwitchi Yigw Details. ..
E@ vmnicl wSwitchi Yiew Details, .
O wmnicz - Yigw Details. ..
WINNic3 -- Yiew Ditails. .

— = — ——

[ Adl Mt 1o wSpdvere Coaltrdmgt ool St

Select Hosts and Moyskc sl Adapters
St o s e vl adagm £ B0 a8 12 Ui vighees S tased st
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23. After selecting appropriate uplinks click Next.
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24. Network Connectivity tab select Destination port group for vmkO, then click Next
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25. On the tab for virtual machine networkirgglect VMs and assign them to a destination-gartip if there
is any. Otherwise click Next to Ready to complete.



@ Add Host to wSphere Distributed Switch

¥irtual Machine Networking

Select wirkual machines or network adapters to migrate to the wSphere distributed switch,

Mebwork Connectiviy

Select Host and Phsical F\daDtEh—kp Migrate virkual machine networking
@ Assign ¥Ms or netwark adapters to & destination pork group ba rigrate theen, Crrlkclick ko molki-select,

¥irtual Machine Networking
Ready to Complete

Hast MYirkual machineMetwaork adapter MIC count | Source pork group

= E CCr-jump-esx. cor rkpanetap..,

& [ #endump

Network adapter details

Destination pork group

| - |

Assign port group...

ZenJump
Hast:

Network adapter 1
MAC address:

Adapter tvpe:

cor-jump-esxi.ccr.rkp. netapp. com

00:50:56:95:77:2F
WMSMET 3

¥

-

Help |

26. Verify the Settings andlick Finish to add the ESXi host part of N1KV DVS.

< Back,

| Mext = I

Cancel
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Note: This will invoke VMware update manger (VUM) to automatically push the VEM installéiothe
selected ESXi hosts. After successful stagingtall and remediation processow the ESXi host will be
added to N1KV VSM. From the vCenter task mgera quickly check the process of VEM installation.

el

S G W I
¥

27. In the absence of Update manager:

T Upload vib filecross_ciscevemv162-4.2.1.2.2.1a.68.1.1.vibfor VEM installation to local or remote
datastore which can be obtained by browsinthemanagemen IP addess for N1KV VSM.

— o) G-
G| @ hipvan2anzaass p-Be x”g]eoogle s Cisco UCS Man.. ‘ecsco Nexus .. | ‘ 1ok 3
Cisco Nexus 1000V i
cisco

Following files are available for download :

« Cisco Nexus 1000V Installer Application
o Launch Installer Application (deprecated)
« Cisco Nexus 1000V Extension
o cisco_nexus_1000v_extension.xml
+ VEM Software
5 Descripiion ‘ File
ESXi 5.5 or later (Cisco-vem-v162-4.2.1.2.2.1a.0-3.2.1.zip
[ESXi 5.1 or later [Cisco-vem-v162-4.2.1.2.2.1a.0-3.1.1.zip
[ESXi 5.0 or later (cisco-vem-v162-4.2.1.2.2.1a.0-3.0.1.zip
[ESXi 5.5 or later (cross_cisco-vem-v162-4.2.1.2.2.1a.0-3.2.1.vib
ESXi 5.1 or later cross_cisco-vem-v162-4.2.1.2.2.1a.0-3.1.1.vib
ESXi 5.0 or later cross_cisco-vem-v162-4.2.1.2.2.1a.0-3.0.1.vib

28. Login toeachESXi host using ESXi shell or SSH session.

29. Run following command:



esxcli software vib install Tv /vmfs/volumes/ datastore/ Cross_cisco
vem-v162-4.2.1.2.2.1a.0 -3.1.1.vib
30. Verify the successful installation of ESXi VEM atik status of ESXi host.
= weryCoocr rbpnetapp, com
Bl [f FlexPod_DC_1
=] l'ﬁ; WM-FE% Hosts 1k
g n:':-I;FEX Mame or State contains: - Clear
=] HENWSM Mame State YD5 Status Status %
& system-uplink B vm-host-infra-01.corrtp.netapp.com Connected & Up A wWar 21
& Unused_Or_Quarantine_Uplink E vm-host-infra-02.corrtponetapp.com Connected & U A War 0
% IBTGMT_VLAN B loginwsi-02.cor.rkp.netapp.com Connected & Up & Mor 0
% ;tlor-l‘;Ze—ULAN B =endesktophyd-0Z.corrtp.netappe..  Connecked & Up My War 0
t@:’ Unused_Or_Cuarantine_Yeth Q wendesktophywd-03.cor rbp.netappc.,,  Connected @& Up M War i}
% WM-Mebwark B =endesktophvd-04.corrbp.netappe..  Connecked & Up S War ]
% wMaotion-YLAMN B xendesktophvd-06.cor.rtp.netappc.,  Maintenance Mo... @& Up My War ]
B IB-MGMT Hetwork B xendeskropheed-0S.cortponetappc,,  Maintenance Mo, @ Up Ay War ]
5 OOB-MGMT Metwork B =endesktophvd-01.corrbp.netappe.,  Connecked & Up M War i}
B loginvsi-05.cor.rkp.netapp.com Connected & Up & Mor i}
B loginwsi-04.cor.rtp.netapp.com Connected & Up & Mor, 0

31. Verify putty into N1KV VSM. Run sh module command which will show all the ESXi hosts attached to
that VSM.

xenvsm(config)# sh module

oo

sktophwd

N ]

~-01.ccor

N ]

loginwsi-0Z.coE.rLp.

sktophwvd-0

wsi-04.ccE.rcp.

loginwsi-05.coE.rop.

Configuring Cisco UCS VM-FEX
1. Click the download link given below fastall latest VEM software installer.
http://software.cisco.com/download/release.html?mdfid=283853163&flowid=25821&softwareid=2838531
58&release=2.0%285hb%29&relind=AVAILABLE&rellifecycle=&reltype=latest

2. From the retrieved ISO file unzip it and browsauocsbxxx-drivers.22.1d\VMware\VM -
FEX\CiscAMLOM\ESXi_55\ ciscavem v161-5.5-1.2.7.1vib



Select your Network Interface card and ESXi hypervisor version. Current Supported NICs are 1280, M81KR,
MLOM and ESX/ESXi 4.1 U2, ESX/ESXi4.1 U3, ESXi 5.0 U1, E®S.

Installing Cisco VEM Software Bundle Using SSHr ESXi Shell cmdline
1. Upload VEM installer vib file to datastore on ESXi host. Preferably on the shared storage
2. Login into ESXi host using ssh or ESXi sh&un the command shown below:

# esxcli sof tware vib install T v /vmfs/volumes/xxxxx/cisco -vem v161 -
55-1.27.1 .vib

3. To further verify run following command:
vmkload _mod il| grep pts

You can also install using the VMware Update Manager.

Please refer tthelink given below for different method of installation or updragdifEM software on ESX/ESXi
host:

http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/vm_fex/vmware/qui/config_guide/GUI_VMware VM
-FEX_UCSM_Configuration_Guide_chapter3.html

Configuring VM -FEX on Cisco UCS Manager and Integration with vCenter
1. Add Cisco UCSM extension for VIWEX on vCenter.

2. Export vCenter Extension.

3. On the Cisco UCS Manager go to VM tab. Click VMware and click Export vCenter Extension. Save the
extension file and click OK.

4. Login to vCenter Client. Select Phigs and selectlBg-in Manager.

Equipment | Servers | LAN | SAN Admin
=
EOA

88 Clusters
default

e e e e

% Virtual Machines
=+=§ Port Profiles
=] Port Profie NFS-A
Port Profie NFS-B
B
% \irtual Machines

Export vCenter Extension

5

5. Rightclick in the empty pane for Pleig Manager and select New Phug


http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/vm_fex/vmware/gui/config_guide/GUI_VMware_VM-FEX_UCSM_Configuration_Guide_chapter3.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/vm_fex/vmware/gui/config_guide/GUI_VMware_VM-FEX_UCSM_Configuration_Guide_chapter3.html

% DE-VC-0Lmiganet - vSphere Client
Fle Edk View Inventory Administration Plug-ns Help

£ |& roae b g3 tventory b Bl Hosts end Clusters

]W»;w h Inventory

& &
= () DCYCOLmigd.net .168.1.76 YMware ESXi, 5.1.0, 838463
= B M3 . .
] m DC-INF Getting Started BTN Vitud Machines . Performance - Configurabion | Tasks B Events  Alarms - Permissions  Maps  Storage Views | Hardware Status
sgem e s |
[ fflj OC-¥DA3
g e | =oix|
B 192.168.1.77 (maint = = =
B 192.160.1.78 (maint C | Plug-n Name | vendor | Version | Status | Destription | Progress | Errors |
@ 192,168,179 (maint P | Installed Plug-ins
' 192,168.1.80 (maint & EMC Virtual Storage Integrat... EMC Corporabion  5.3.0.1  Enabled The EMC VYirtual Storage
B 192.160.1,81 (maint | | M Integrator (VSI) framework plug-
? S100.4.62 (ot = in for the WMware vSphere dient.
192,168.1.83 (maint & Mware vCenter Storage Men... YMwars Inc, 51 Enabled Storage Monkoring and
@ 192.168.1.84 (maint | | © 8
B 192,168.1.85 (maint | | Lo _epomm
B 192 5 thots H & vCenter Hardware Status VMware, Inc, 5.1 Enabled Displays the hardware status of
dcxa-0001 hosts (CIM monitaring)
@ dexa-0002 N é vCenter Service Status VMware, Inc. 5.1 Enabled Displays the heakh status of
@ s
% doao00 ¥ | avaitable Plug-ns e 0
v val x
(3 dexa-0005 w | @ Cstolexus 1000V 174041, CiscoSystemsl., 1.0.0  Nochent sided..
(3 dexe-0006 & Csco_Nexus_1000V_188102... CiscoSystemsL.. 1.0.0  Noclient sided...
G dexa-0007 y
(P dexa-0008 1
(3 dexs-0009 H
(0 dexa-0010
{5 tenp &
# (Jl Launchers H
Ir
P
Help Close.
o] =
6. Click Browse and select saved vCenter Extension file.
Xl
Currert vCenter Server:  [DC-/C-01,mig3.net >l
Provide an iInput plug-n xml Fle which needs to be registered with vCenter Server.
View sk (cead-only)
7. Click Ignore.
Certificate Warnings
An untrusted certficate is provided as part of plug-in reg xml, Post-feqh this
ceetificate will be used by vCenter Server to authenticate the plug-in. Depending on your securky
policy, this issue might not represent a security concern.
-0
(Cick Ignore to continue using the certficate,
e | oo |
NS
8. Verify that Plugin registered and shows in Available Ring.
Available Plug-ins
& Osco_Nexus_L000Y_174041.,, CiscoSystems 1., 1.0,0  Noclent sided..,
& Cisco_Nexus_1000v_188102.., Cisco Systems1.., 1.0.0 No client side d...
8, Csco-UCSM-83F97502-64FF-1...  Cisco Systems, L., 1.0.0  Noclient side d..,



9. Configure VMwae Integration.
10. From the Cisco UCS Manger, go to VM tab, click VMware and on the right side pane click Configure

VMware Integration.
11. Login to vCenter Client, go to networking and create a Folder to use witkEXAdistributed virtual

switch.
[ Ecuipment | Servers | Lani| s (W8] acmin | et | ucerters | certicates | Deletion Tasks | Fauks [ vents | P [

=i
BEA
El~achsws
- default

2 virtual Machines
(=1 =] Port Profiles
=] Port Profie NFS-A

Port Profie NFS-8
=
*Z Virtual Machines

12. Install Hug-in on vCenter Server; which was completed in steps above section x.1.

13. Click Next.

Configure YMware Integration

Unified Computing System Manager
Install Plug-in on vCenter Server 2

Configure YMware Integration
1. Y Install Plug-in on

2 s Dafine Vitwere
Distributed Vitual

3.§mﬂg§wm;m it

1 Profles : nsion ] o o e
Server

14. Fill out the section for Define VMware Distributed Virtual Switch.
15. Click Enable in the DVS section. Click Next.



Configure YMware Integration

Unified Computing System Manager

Corfigure VMware Irkegration

1 ¥ Install Phogrin on vCeoker
server

2. Xpefine yMware
Distributed Virtual

3 S Define Port Profile

b ‘J:mpny Pret Profies to
Yirtual Machines in vCenter
Server

16. Define Port Profile.
17. Select a name for peprofile, QoS Policy, Max Ports, VLANS.
18. Select Datacenter, Folder, Distributed Virtual Switch.

19. Click Next.
U J ) U E o A E
Coefigure VMware Inteqration Define Palt Pmﬁle o

1. ¥ Install Poein on vecter
server
2. ¥ pefine WMware Distributed
o VJMaIM DVS: C_ML_VDA
4 agoly poct profiesto Sod 108 b
Virtual Machines in vCenter. <not set>
Server s
<not set> v

4

et | Nam

|

ML-DC-INF
ML-DC-STRG

MT
ML-DC-YMMOTION
ML-NIKY_CTR

b | o e e e
o] @ folfe)lelke e lle] i




20. Apply Port Profile to Virtual Machines in vCenter Server.
21. Click Finish.
22. Click Ok.

Unified Computing System Manager
Apply Port Profiles to Virtual Machines in vCenter Server

23. Above completed configuration is@lun in the screenshot below.
24. Under VMware node vCentdy DatacenteA FolderA VM-FEX switchA  portprofile.
*Ecuipment | Servers | La | san (W8] acrin || Getal | coreors [ corticates | oot Tasks | Fauks | vents [ e [

=14 vCerter DCAC-01

- =gl Datacenter MLQ3
| [ Folder VM-FEX

| & BHoc_voas_wrex
i 4 Profie DC_ML_VDA
.‘ ‘ i Proie deleted-pa-DC_YDAI_VMFEX
| =il Profile uplink-ng-DC_YDAS_VMFEX
U . Foldees

- Virtual Mackines




[ DC-VC-01.mig3.net

= [ mas
= [} DCvsM-01
+ g DC-VSM-02 close tab [X]
=]
ga - What is a folder?
= wink-pg-DC_VDA3 | A foider Is a container used to group objects and organize
ﬁwfoc oo them into hierarchies. Folders provide a natural structure
P upon which to apply permissions.
£ ML_DCYMMGH The folder structure you See In the Inventory varies
B ML_NIK_MEMT depending on the inventory view.
& Mk e
& ML_NIKY_CTRL
8 MUKy Mt
@ ML_NIKy K Basic Tasks
9 MDA
@ nik-ctrl & Add a vNetwork Distributed Switch
8 nike-mgmt
8. VM Network
* @ dvslaunchers
o g Test

25. Select porprofile created and set the Host Network IO performance to High Performance.

ecupment | Servers | Lan | saw [ acmin [ G

=]
S
= Chusters
P default
% Virtual Machines
1= =] Port Profiles
=] Port Profie DC_ML_YDA
=] Port Profie NFS-A
=] Port Profie NFS-8
2] @ YHware
=1-(W¥ vCenter DC-VC-01
=l Datacerter MLQ3
| B g Folder YM-FEX
{ = B# DC_YDAI_VMFEX
-

~if Prcfile deleted-po-DC_YDA3_YMFEX
=4l Profile uplink-pg-DC_VDA3_WMFEX
" g Foiders
% virtual Machines

i

. On vCenter console, go to networking tab. Select Distributed virtual switch foF &
. Click Hosts tab.

. Right-click in the empty field and select Add host to vSphere Distributed Switch.

. Check the box next to the ESXi host and vmnic needed to be add dfEX vDS.

o o s vt ichines [ evenes [



Vo o=
e [ nddrios o vsphereitrbuea s ————
= B M Select Hosts and Physical Adapters
O] O DC-¥5M-01 Select hosts and physical adapters to add to this vSphere distributed switch,
@ ) oc-vsm-o2
B @7 vMFEX
© em(DC.IDAWIFEX | || (Nems Select Host and Physical Ad, Settingsi1 View Incompatibie-Host
B uplink-po-DC_VC Network Conpactivit HostPhysical adsgters [T use by switch T Uplink port groce f
3;;&1\;;_\ Om vmnict DC-¥SM-02 uplink-pg-DC_YDA3_YMFEX
£ M DCIN O vmnic2 DC-YSM-02 uplrk-pg-DC_YDA3_VYMFEX
ML_DC-VM-MGM Om vmnics OC-YSM-02 uplrk-pg-DC_YDA3_VMFEX
. M Ntk _mGMT Om vmnict DC-YSM-02 uplirk-pg-DC_YDA3_VMFEX
B MO NIK K D @ vmnicS DC-¥SM-02 uplnk-pg-DC_YDA3_VYMFEX
B M NIKY_CTRL Om vmnicse DC-YSM-02 uplrk-pg-DC_YDA3_VMFEX
£ ML_NIKY_MGMT Om vmnic? DC-YSM-02 uplnk:pg-DC_YDA3_VMFEX
£ MNP S @0 1921615
% MDA
B ntkv-atrl Select physical adapters
B ntkv-mgnt D BB vmnicO vSwitch0 uplirk-pg-DC_YDA3_VMFEX
B VM Network Om vmnict VSwt(hDO o) uplrk-pg-DC_YDA3_YMFEX
[+ @ dvslaunchers Om vmnic2 wSwitchl uplnk-pg-DC_YDA3_VMFEX
[¥ @ Test D BB vmnic3 vSwikchi uplink-pg-DC_YDAI_YMFEX
2w [vones
Em vmnics - uplrk-pg-DC_YDA3_VMFEX
Om vmnice v5witchd uplink-pg-DC_YDA3_YMFEX
Oe® vmnic? vSwikch3 uplnk-pg-DC_YDA3_YMFEX
=0 192.163.1.77
Select physical adapters
Om vmnio vSwitch0 uplnk-pg-DC_YDA3_YMFEX
Om vmnict vSwitchs uplik-pg-DC_YDA3_VMFEX
D 3 vmnic2 vSwikch1 uplink-pg-DC_YDA3_VMFEX
Om vmnic3 wawibchi uplrk-pg-DC_YDA3_YMFEX
Om venict vSwikch2 uplink-pg-DC_YDAI_VMFEX
_’] ‘I Mem i R cmbels mm VT URAD UMCCY
Ems Help I <EBath I Next ]: I Carcel

N

30. Click Next.

(=) Add Host to vSphere Distributed Switch s

Network Connectivity

Select port group to pravide network cornectivity for the adapters on the vSphere distributed switch,

Select Host and Physical Adapters

Network Connectivity
Virtual Machine Networlang
Ready to C oo

€ Assign adapters £o a destination port group to migrate them, Ctridlick to mukl-select.

=laix|

Host/Nirtual adapter | Switch | Source part group | Destination port group
B 192.168.1.7%

B vmkd vSwitch0 Management: Netwark Do not migrate

BB vmkl vSwitch3 ML_DC-YMOTION Do not migrate

m vmk2 vSwitchl ML_DC-STRG Do not migrate

31. On the tab for the Virtual machine networking, click the check box.

32. Migrate the destination pegroup for all the desired VMs to pegtoup created for the VM networking.

33. Click Next.



%) Add Host to vSphere Distributed Switch =lalx|

virtual Machine Networking
Select virbual machines or network adapkers to migrate to the vSphere distributed switch,

Select Host and Physical Adapters v Migrake virtual machine networking
daduork Coonedily @ Assign Y™Ms or network adapters to a destination port group to migrate them, Cirb+click to mutiselect.
Host/Virtual machine/Netwerk adapter | NIC count | Source pert group | Destination port group
] 192.168.1.76
® § dcxa-0001 1 DC_ML_YDA
# & dcxa-0002 1 DC_ML_YDA
® (§) dcxa-0003 1 DC_ML_VDA
E ) doxa-0004 1 DC_M._YDA
# @ dexe-0005 1 DC_ML_VDA
® (§ dcxa-0006 1 DC_ML_YDA
® @ dcxa-0007 1 DC_ML_VDA
® G dexa-0008 1 DC_ML_YDA
® (§1 dexa-0009 O i0 DC_ML_YDA
# § doxa-0010 1 DC_ML_YDA
® @ [ 0 ocivee ————__}
Network adapter details Assign port group...
temp ‘
Host 192.168.1.76
Network adapter 1
MAC address: 00:50:55:68:3e:40
Adagter type: YMANET 3 ;|
: V4

34. 34. Click Finish.
=lalx|

Ready to Complete
Verify the settings For the new vSphere distributed switch.

Select: I'.{oft and Physical Adapters DC_VDA3_VMFEX -
bigtwiork Conneativity T )
Vrtud Machine Natworkang
Ready to Complete % DC_MLVDA Suplink-pg-DC_VDA3_VMFEX
= Yirtusl Machines (11) 1= 8 UpUrkD0 (1 NIC Adapter)
dcxa-0001 - vrnnicd 192.168.1.76
dexa-0002 (=198 UpLnkO! (1 NIC Adapter)
dex2-0003 _ NiCS 192,168.1.76 |
dexa-0004 =16 UpLink02 {0 NIC Adapters)
dexa-0005 o 5.1.7
dex-0006 T UpLinkD3 (0 NIC Adapters) k
ST Newi Part 152.168.1.76
gexa 0008 5 (=¥ UpLrk0# (0 NIC Adapters)
R e - New Port 152,168,176
=14 UpLinkDS {0 NIC Adapters)
e  NewPart 192,166,176
%) delotedpg-DC_VDA3 ... PLOIDI(O NIC Adegiers)
S —— New: Port 192.168.1.76
1= W UpLink07 (0 NIC Adapters)
Mew Port 192.168.1.76
(=168 UpLink0 (0 NIC Adapters)
New Port 152.168,1.76
=1 8 UpLinkD9 (0 NIC Adapters)
 New Port 192.168.1.76
(=] %) UpUnk10 (0 NIC Adapters)

New Port 192.168.1.76
(=958 | Ind ink1 1 {0 NIC Acdantersh

o | <ok [ eesh | coel

N




[ DC-VC-01.mig3.net
= B M
® [ ocysmol
# () ocysmaz
B [ vM-FEX
= &= DC_YDA3_VMFEX | Name | state | VD5 Status | Stabus | % CPU |
B upliokpg-DCVC| 8 192,168.1,7% Connected @ W @& Normal a
2, DC_ML_\DA
2, deleted-pe-DC !

DC_VDA3_VYMFEX

O 1 [E

B M NI P

B M_NIKY_CTRL

B ML_NERY_MGMT

8 M NI K

9 M _voA

8 ntkv=ctrl

8 nikv-momt

5. M Netwerk o 0
1+ dvslaunchers
[ &= Test

35. Select the virtual machines that are part of the-MBX configuration.
36. Right-click and select edit settings.

37. Click the Resources tab and select Memory.

38. Check the box to reserve all guest memory.

39. Select the ESXi host that is part of the VMEX vDS confguration.

Gethrg Started . Summary | Networks ' Ports | Configuration " Wirtuai Machines . RBETEN Tasks & Events | Alsems . - Permissions

% Memory |

40. Select the appropriate uplink pgmtofile as per the vmnic assignment and associated VLAN.

7 dexa-0001 - Virtual Machine Properties 1 ;JE]!J

Hardwarq| Options  Resources | profies | vservices |
Settings | Summary |
CPU 0MHz

Memory oMe

Disk Rormal

Advarced CPU HT Sharing: Any
Advanced Memory NUMA Nodes: 2

Vi;tud Machine Version; &

—Resource All

¥ Reserve all guest memory (All locked)

Shares: 'Nul*r-:d _’_I I 1226880 =
— o= me
a

Reservation:

Limik: = |

W Urite

ALhtbmd%pag resource pool or currenk host

41. Verify the label for the network adapter is connected to the desirednoop on VMFEX vDS.
42. Power on the virtual machine.

Name o State contars: ~ |

CPU Calint | NIC Count | L
2 g 2



¥ dexa-0001 - Yirtual Machine Properties i

Hardware IOpb'onisomcos| Profies | vServices |

=1oix]

Virtual Machine Version: 8

—Device Status
™ show Al Devices Add... Remove I e
Rt Sy T IV Connect at power on
2
: r:l:‘:mry :2.88!’8 = Type
CPUs
[;] Video card Video card R0 i 13 ‘
groe -
[~ roder O0QCSAD e e AR
o Harddisk 1 Virtusal Disk S AT
| B Network adapter 1 DC M VOA(DC VDA.. | & Automabe € Marwal
-~ DirectPath 1JO
Status; Tnactive & ‘
—Nebwork Connection
NetwolD=s=()
|DC_ML_VDA (DC_VDAZ_WMFEX) =l
Port: O
Switch to advanced settings

43. Go to the Cisco UCS khager, VM tab and under the Virtual Machines node expand the Host Blade. It will
show the Host Blade Chassis/Blade. Expand the virtual machines node and verify the virtual machines are
part of the VMFEX vDS configuration on that blade with its associatedN.

Equ’pment" Servers | LAN | San [YM I Adrmin |
Filter: ...

Gereral Wm| Fauks[ Events |
b |= |, Fiter = Export | (i Prink

-

* = I

Name

MAC |

(=] - vNIC 0
EgA
=} ¥ Clusters
Eﬂ: default
= Virtual Machines
=+ =] Port Profies
=] Port Profie DC_ML_\DA
=] Port Profie NFS-4
=] Port Profle NFS-8
=] ‘@_ YMware
=1- ¥ vCenter DC-VC-01
= ﬁ Datacenker MLQ3
= [ Folder YM-FEX
= B8 DC_VDA3_VMFEX
~ Profile DC_ML_VDA
-l Profile deleted-pg-DC_YDA3_YMFEX
<8 Profile uplink-pg-DC_VDA3_VMFEX
dl Foiders
= 7% Virtual Machines
=% Host Blade 4/7
® Hypervisor WNICs
= (] virtual Machines
SR vt Machine doxa-0001

~@l WNICO

44.
adapter.

45,

00:50:55:88:08: 1€

Orine

Edit the setting for the powered on virtual machine that was added tBB#WDS. Select Network

Check the status for DirectPath 1/O: it shows as Active.



(% dexa-0001 - Virtual Machine Properties - =10 x]

Hardiare IOonns | Resources | Profies | vServices | Vrhual Machine Version: 8
— Device Status
I™ Show Al Devices Add... Remove I eonneri
Hardware Summary T IV Connect at power on
2288 I
g r?:;‘my i"% ol Adapter Type
CPUs
adapker; MXNET
(9 video card Video card Sian acetu i ‘
& YMCI device Rastricted
© sCsl controler 1 LSI Logic 5AS
& Harddisk 1 Virtual Disk.
BB Network adapter 1 DC_M._YDA(DC_YDA... |
DirectPath I/O
Status Active &
—Network Connection S
NetwolBasa()
{pC_1L_va (DC_yDA3_wFEX) |

Port: O

Swiltch to advanced settings

Follow this procedure to add the remalB§Xi hosts and virtual machines as part of the-MEX configuration.

SAN Configuration

The pair of Nexus 5548UP switches was used in the configuration to connect between the 10 Ghps iSCSI ports on
the EMC VNX5400 and the 10 GE ports of the UCS 6248 Fattecconnects.

Boot from SAN Benefits

Booting from SAN is another key feature which helps in moving towards stateless computing in which there is no
static binding between a physical server and the OS/applications it is tasked to run. The OS isonssaN

LUN and boot from SAN policy is applied to the service profile template or the service profile. If the service profile
were to be moved to another server, the pwwn of the HBAs and the Boot from SAN (BFS) policy also moves along
with it. The new serer now takes the same exact character of the old server, providing the true unique stateless
nature of the UCS Blade Server.

The key benefits of booting from the network:

1 Reduce Server Footprints: Boot from SAN alleviates the necessity for each sdragetils own direet
attached disk, eliminating internal disks as a potential point of failure. Thin diskless servers also take up
less facility space, require less power, and are generally less expensive because they have fewer hardware
components.

91 Disaster and Server Failure Recovery: All the boot information and production data stored on a local SAN
can be replicated to a SAN at a remote disaster recovery site. If a disaster destroys functionality of the
servers at the primary site, the remote sitetalte over with minimal downtime.

1 Recovery from server failures is simplified in a SAN environment. With the help of snapshots, mirrors of a
failed server can be recovered quickly by booting from the original copy of its image. As a result, boot
from SAN can greatly reduce the time required for server recovery.

1 High Availability: A typical data center is highly redundant in naturedundant paths, redundant disks
and redundant storage controllers. When operating system images are stored on diskSANt it
supports high availability and eliminates the potential for mechanical failure of a local disk.

1 Rapid Redeployment: Businesses that experience temporary high production workloads can take advantage
of SAN technologies to clone the boot imagel alistribute the image to multiple servers for rapid
deployment. Such servers may only need to be in production for hours or days and can be readily removed
when the production need has been met. Highly efficient deployment of boot images makes temporary
server usage a cost effective endeavor.

1 Centralized Image Management: When operating system images are stored on networked disks, all
upgrades and fixes can be managed at a centralized location. Changes made to disks in a storage array are
readily accessib by each server.



With Boot from SAN, the image resides on a SAN LUN and the seoremunicates with the SAN through a host
bus adapter (HBA). The HBAs BIOS contain the instructions that enable the server to find the boot disk. All FCoE
capable Convergelletwork Adapter (CNA) cards supported on Cisco UGSeBes blade servers support Boot
from SAN.

After power on seltest (POST), the server hardware component fetches the boot device that is designated as the
boot device in the hardware BOIS settingsc®the hardware detects the boot device, it follows the regular boot
process.

Configuring Boot from SAN Overview
There are three distinct phases during the configuration of Boot from SAN. The high level procedures are:

1. SAN configuration on the Nexus 55488JP
2. Storage array host initiator configuration
3. Cisco UCS configuration of Boot from SAN policy in the service profile

In each of the following sections, each high level phase will be discussed.

SAN Configuration on CiscoNexus 5548UP

ISCSI boot from SAN igonfigured on the Cisco Nexus 5548UP switches simply by provisioning the required ports
and VLAN(s) to support this boot protocol.

Make sure you have0 GB SFP+ modules connected to the Nexus 5548UP ports. The port mode is set to AUTO as
wellasthespeeds set to AUTO. Rate mode is fidedicated

The steps to prepare the Nexus 5548UPs for boot from SAN follow. We show only the configuration on Fabric A.
The same commands are used to configure the Nexus 5548UP for Fabric B, but are not shown here. Thde comple
configuration for both Cisco Nexus 5548UP switchemistained in the appendix to this document.

1. Enter configuration mode on each switch:
config t

2. Start by adding the npiv feature to both Nexus 5548UP switches:
feature npiv

3. Verify that the feature isnabled on both switches

show feature | grep npiv
npiv 1 enabled
4. Configure the iISCSI VLANSs on both switches (275 for Fabric A and 276 for Fabric B)
vlan 275
name iSCSI _Fabric A (N5K-A)
vlan 276

name iSCSI _Fabric_ B (N5K - B)
5. Configure required port channels on both Nexus 5548UPs.
interface port - channell
description VPC - Peerlink
switchport mode trunk
spanning - tree port type network
speed 10000

vpc peer - link



interface port - channell3

description to Fl -5A
switchport m  ode trunk
vpc 13

interface port - channell4
description to Fl -5B
switchport mode trunk
vpc 14

interface port - channel25
description to DM2 -0

switchport mode trunk

untagged cos 5

switchport trunk allowed vlan 275 - 276
vpc 25

interface port - channel26
description to DM3 -0
switchport mode trunk
untagged cos 5
switchport trunk allowed vlan 275 - 276
vpc 26
Configure Etherneniterfaces on both Nexus 5548Ups:

interface Ethernetl/1
description uplink to rtpsol -ucs5 - Al4
switch port mode trunk

channel - group 13 mode active

interface Ethernetl1/2
description uplink to rtpsol - ucs5 - B14
switchport mode trunk

channel - group 14 mode active

interface Ethernetl/5



description to rtpsol44 -dm20
switchport mode trunk

switchport trunk allowed vlan 275 - 276
spanning - tree port type edge trunk

channel - group 25 mode active

interface Ethernet1/6
description to rtpsol44 -dm3 0
switchport mode trunk
switchport trunk allowed vlan 27 5-276
spanning -t ree port type edge trunk

channel - group 26 mode active

interface Ethernetl/ 17 (N5K - A)
description iISCSI link SPA -1 Boot
untagged cos 5
switchport mode trunk
switchport trunk allowed vlan 1,275

spanning - tree port type edge trunk

interface Eth ernetl/ 18 (N5K - A)
description iISCSI link SPB - 1 Boot
untagged cos 5
switchport mode trunk
switchport trunk native vlan 1
switchport trunk allowed vlan 1,276

spanning - tree port type edge trunk

interface Ethernetl/ 17 (N5K - B)
description iISCSI link SPA -2 Boot
untagged cos 5
switchport mode trunk
switchport trunk allowed vlan 1,275

spanning - tree port type edge trunk

interface Ethernetl/ 18 (N5K - B)
description iISCSI link SPB - 2 Boot



untagged cos 5

switchport mode trunk

switchport tr unk native vlan 1
switchport trunk allowed vlan 1,276
spanning - tree port type edge trunk

The iSCSI connection was used for configuring bomtifiSAN for all of server blades.

Figure 20: EMC VNX5400Target Ports
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For detailed Nexus 5500 series switch configuration, refer to Cisco Nexus 5500 Sex@S SAN Switching
Configuration Guide. (See tiieferencesectionof this doeiment for a link.)

Configuring Boot from iSCSI SAN onEMC VNX5400
The steps required to configure boot from SAN LUNs on EMC VNX are as follows:

1. Create a storage pool from which LUNs will be provisioned. RAID type, drive number and type are
specified in tle dialogue box below. Five 600GB SAS drives are used in this example to create a RAID 5

pool . Unchec-Ki B86cthgdute Austable automatic tieri

ng.



P ¥Nx5400 - Create Storage Pool

I[=] 3

General | advanced

-Storage Pool Parameters
Storage Pool Type: ! Pool RAID Group
| | Scheduled Auto-Tiering
Storage Pool ID: nall
Storage Pool Name: iSCSIBoot|
Extreme Performance
RAID Configuration Nurnber of Flash Disks )
RAIDS (4+1) v |0 v
Performance
RAID Configuration Nurnber of SAS Disks @
| RAIDS (4+1) ¥ | |5 (Recommended) bl
Capacity
RAID Configuration Nurnber of NL SAS Disks
| RAIDE (6+2) v |0
Distribution
Performance | 2684038 GB (100.00%)
Disks
(®) autornatic
() Manual t Total Raw Capacity: 2684.038...
Disk Capacity Drive Type Model State
0 Bus 0 Enclosure 1 Disk 11 536,808 GB SAS STEGO00S CL... Unbound
0 Bus 0 Enclosure 1 Disk 10  536.808 GB SAS STE6000S CL... Unbound
o Bus 0 Enclosure 1 Disk 9 536,808 GB SAS STE6O00S CL... Unbound
o Bus 0 Enclosure 1 Disk & 536,808 GB SAS STEAO0OS CL... Unbound
o Bus 0 Enclosure 1 Disk 7 536,808 GB SAS STE6O000S CL... Unbound
[v] Perfarm a backaround verify on the new storage
QK Apply || Cancel Help

2. Provision LUNs from the storage pool created in step 1. Each LUN is 50GB in size to std8Xthe E

hypervisor OS.

Uncheck

AThi

n o

t o

create

t hi

ck

LUNs



P vnx5400 - Create LUN =]

General | advanced

rStorage Pool Properties

Storage Pool Type: @Eaal OEF\ID Group

RAID Type: |RF\.ID5: Distributed Parity {High Throughput) |+ ‘
Storage Pool for new LUN: |iSCSIB|:u:ut v ‘ | MNew... ‘
Capacity

Available Capacity: 1299.533 GB Consurmned Capacity: 846.901 GB

rLUN Properties

[] Thin

User Capacity: ||5IZ| | hd |||GB | “ ‘
LUM ID: Murmber of LUMs to create: | 10 w

LUN Mame

ID Name | |

strtngo| | 1

(#) autornatically assign LUM IDs as LUM Mames

‘ Apply H Cancel || Help

3. Create a storage group, the container used for host to LUN mapping, for each of the ESXi hosts.

: ¥NX 5400 - Create Sktorage Group

Storage System: WHX5400

Storage Group Name: |vspex-v5pherel |

9] || apply || Cancel || Help |

4. Register host initiators with the storage array to associate a set of initiators with a giverhkost.
registered host will be mapped to a specific boot LUN in the following step.



r"l:reate Initiator Record

rInitiator Information

WWN/IQN: |ign, 1992-05.com.eme:b200:1 |

SP - port: | A-5v0 (iSCSD) v |

Initiator Type: ||CLARiiON,-‘\.-'N>< | “ ‘ Failover Mode: ".fe-.ﬂ.ctive modefaLUa)-failovermode 4| w ‘

rHost Agent Information
(®) Mew Host () Existing Host

Haost Mare: |wspherel.cvspex.rtp.lab.emc.com Browse Hast... |
IP Address: (172.16.64.21

Adwvanced Options

| ok H Cancel || Help |

5. Assign each registered host to a separate storage group as shown below.

r"\fN:ICS-iDD - ¥spex-¥spherel: Storage Group Properties

General | LUMs | | Hosts

Show Hosts: | Mot connected hd

rSelect Hosts

Filter For: | |

Available Hosts Hosts to be Connected

MName IP Address Q5 Type Mame IP Address 05
B vspherel.... 172.16.64.21 WMware .,

It}

F g ¥ 4 i ¥

e sl sl

6. Assign a boot LUN to each of the storage groups. A host LUN ID is chosen to make visibledstthé h
does not need to match the array LUN ID. All boot LUNSs created for the testing are assigned host LUN ID

0. After the LUN assignment is complete, the boot LUN should be visible to the ESXi host during
hypervisor installation.




r"'lul'NXS:tl]l] - vspex-vspherel: Storage Group Properties !E E
General | [LUMs | Haosts

Show LUMs: |Nnt in other Storage Groups |

rAvailable LUNSs

| Marne £ (8] Capacity Drive Type
§ T‘—@ MetalUNs

I [ =P a

|- =P B

|1 .
| #—E4 Thin LUMs

Add

rSelected LUNSs

| Mame s} Capacity Drive Type Host LM ID
VSPEX-XENDESKTOP_1

Remove |

v arning: HLU numbers higher than 255 may result in application outages if not supported by the
bt failowver software,

e sl i

ISCSI SAN Configuration on Cisco UCS Manager

Refer to gction Cisco Unified Computing System Configuratifor instructions on configuring iSCSI SAN boot
detailed instructions.

EMC VNX5400 Storage Configuration

The figure below shows the physical storage layout of the disks in the referencectundit




Bus 1
Enclosure 1

Bus 0
Enclosure 1

Bus 1
Enclosure 0

Bus 0
Enclosure 0

The above storage layout is used for the following configurations:

1  Four SAS disks (0_0 0to 0_0_3) are used for the VNX OE.

1 The VNX series does not require a dedicated hot spare drive. Disks 0.0 4 and 1. 0 2 to 1_0_4 are
unbound disks that cdme used as hot spares when needed. These disks are marked as hot spares in the
diagram.

f Two 100GB Flash drives are used for EMC VNX FAST C
section below to follow the FAST Cache configuration best practices.

1 Five SAS disks (1_0 5to 1 0 9) on the RAID 5 storage pool 1 are used to store the iISCSI boot LUNSs for
vSphere hosts.

1 Five SAS disks (1 0 10to1_0_14) on the RAID 5 storage pool 2 are used to store the infrastructure virtual

machines.

Five SAS disks (0_1_0 @ 1 4) on the RAID 5 storage pool 3 are used to store the PVS vDisks and TFTP

images.

Sixteen SAS disks (0_1_ 5to 0_1 _14and1_1 0to1_1 5) on the RAID 10 storage pool 4 are used to store

PVS write cache allocated for the virtual desktops.

1 Twenty fourNL-SAS disks (1_1 6to1 1 14and 0 _2 0to 0_2_ 14) on the RAID 6 storage pool 5 are used
to store the user profiles and home directories.

1 FAST Cache is enabled on all storage pools.

i Disks 0_0 5to 0_0_24 are unbound. They are not used for testisglthien.

1 All SAS disks used for this solution are 600GB.

== =N

Example EMC Volume Configuration for PVS Write Cache

The figure below shows the layout of the NFS file systems used to store the PVS write cache for both HVD and
HSD based virtual desktops:



Desktop (HVD) Desktop (HVD) Desktop (HSD) Desktop (HSD)

Hosted Virtual | | Hosted Virtual ~, | Hosted Shared -, | Hosted Shared -
File system 1 T—Fiesvstemz I»Filesystemi r File system 2

NAS Pool

Ten LUNSs of 417GB each are carved out of a RAID 10 storage pool configured with 16 SAS drives. The LUNs are
presented to VNX File as dvols that belong to a system defined NAS pool. Four 1TB file systems are then carved
out of the NAS pool and are presedito the ESXi servers as four NFS datastores, which are provisioned seamlessly
using EMC Virtual Storage Integrator (VSI) ptirgfor vSphere.

EMC Storage Configuration for PVS vDisks

Similar to the PVS write cache storage, ten LUNs of 208GB each aredcant of the RAID 5 storage pool

configured with 5 SAS drives to support a 250GB NFS file system that is designated to store PVS vDisks for the
desktops.

EMC Storage Configuration for VMWare ESXi 5.5 Infrastructure and VDA

Clusters

One LUN of 1TB is cane out of a RAID 5 storage pool configured with 5 SAS drives. The LUN is used to store
infrastructure virtual machines such as domain controllers, SQL servers, vCenter server, XenDesktop controllers,
PVS servers, and Nexus 1000V VSMs.

Example EMC Boot LUN Configuration

Each vSphere host requires an iSCSI boot LUN from SAN for the hypervisor OS. A total of 10 LUNs are carved
out of a 5disk RAID 5 pool. Each LUN is 50GB in size.



EMC FAST Cache in Practice

FAST Cache is best for small random I/O where tiatmaskew. The higher the locality, the betiter benefits wil
be fromFAST Cache.

General Considerations
EMC recommends first utilizing available flash drives for FAST Cache, which can globally benefit all LUNs in the
storage system. Then supplemenfgaenance as needed with additional flash drives in storage pool tiers.

1 Match the FAST Cache size to the size of active data set.

T For existing EMC VNX/CX4 customers, EMC P8&ales have tools that can help determine active data
set size.

1 If active dataset se is unknown, size FAST Cache to be 5 percent of your capacity, or make up any
shortfall with a flash tier within storage pools.

1 Consider the ratio of FAST Cache drives to working drives. Although a small FAST Cache can satisfy a
high IOPS requirementatge storage pool configurations will distribute 1/0O across all pool resources. A
large pool of HDDs might be able to provide better performance than a few drives of FAST Cache.

Preferred application workloads for FAST Cache:

1 Smaltblock random 1/O applations with high locality
1 High frequency of access to the same data
1 Systems where current performance is limited by HDD capability, not SP capability

Avoid enabling FAST Cache for LUNSs that are not expected to benefit, such as when:

1 The primary workload isequential.
1 The primary workload is largklock 1/O.

Avoid enabling FAST Cache for LUNs where the workload is simaltk sequential, including:

1 Database logs
1 Circular logs
1 VNX OE for File SavVol (snapshot storage)

Enabling FAST Cache on aRunning System
When adding FAST Cache to a running system, it is recommended to enable FAST Cache on a few LUNs at a time,
and then wait until those LUNs have equalized in FAST Cache before adding more LUNSs.

FAST Cache can improve overall system performance if the ¢upmtieneck is driveelated, but boosting the

IOPS will result in greater CPU utilization on the SPs. Systems should be sized so that the maximum sustained
utilization is 70 percent. On an existing system, check the SP CPU utilization of the systeheraproceed as
follows:

1 Less than 60 percent SP CPU utilizatioanable groups of LUNs or one pool at a time; let them equalize
in the cache, and ensure that SP CPU utilization is still acceptable before turning on FAST Cache for more
LUNs/pools.

1 60-80percent SP CPU utilizatioh scale in carefully; enable FAST Cache on one or two LUNs at a time,
and verify that SP CPU utilization does not go above 80 percent.

1 CPUgreaterthan80 percéenDONO T acti vate FAST Cache.

Avoid enabling FAST Cache for a gnowf LUNs where the aggregate LUN capacity exceeds 20 times the total
FAST Cache capacity.

1 Enable FAST Cache on a subset of the LUNs first and allow them to equalize before adding the other
LUNSs.

FAST Cache is enabled as an amage feature in the systeproperties of the array in EMC Unisphere. Click the
FAST Cachetab, then clickCreate and select the Flash drives to create the FAST Cache. RAID 1 is the only RAID



type allowed. There are no usmnfigurable parameters for FAST Cache. In this solutisa,100GB SSD drives
were used for FAST Cach®shows the FAST Cache settings for VNIX® array used in this solution

Figure 21:  VNX5400i FAST Cachedb

B ¥NX5400 - Storage 5ystem Properties !EI
General | SP Cache | FAST Cache || Software | Environment
FAST Cache
State: Enabled
Size: 91 GB R&ID Type: 1
Disks
Diisk Capacity Maodel State

@‘ Bus 1 Enclosure 0 Dis... 91.727 GB 55160510 CLA... Enabled
@‘ Bus 1 Enclosure 0 Dis... 91.727 GB 55160510 CLA... Enabled

Statistics
Properties SP A SPB
Percent Dirty Pages( %) 0 0
Refresh W=t Destray

Ok apply Cancel Help

To enable FAST Cache for a particular pool, navigate to the Storage Pool Properties page in Unisphere, and then
click the Advanced tab. Select Enabled to enable FAST Cache as sh@wn in



Figure 22:  VNX5400i Enable FAST Cachier a storage pool

‘E" ¥NX5400 - DesktopR 10Pool16Disks : Storage Pool Properties

General | Disks |fdvanced | Tiering

:..Storage PODI Alerts ..............................................................................................................................................................................................................................
Fercent Full Threshold: |70 | T

FnST Cal:he ................................................................................................................................................................................................................................................ 1
| | Enabled

oK Cancel Help

EMC Additional Configuration Information
The following tuning configurations optimize NFS/CIFS performance on the VNX5400 Data Movers:

NFS active threads per Data Mover

The default nmber of threads dedicated to serve NFS/CIFS requests is 384 per Data Mover on VNX5400. Some
use cases such as the scanning of desktops might require more number of NFS active threads. It is recommended to
increase the number of active NFS and CIFS thréad024 on the active Data Mover to support up to 1000
desktops. Thethreads parameters can be set by using the following commands:

# server_param server_2 1 facility nfs T modify nthreads T value 1024
# server_param server_2 1 facility cifs T modify nthreads T value 1024

Reboot the Data Mover for the change to take effect.

Type the following command to confirm the value of the parameter:

# server_param server_2 - facility nfs - info nthreads
server_2:

name = nthreads

facility_name =nfs

default_value =384

current_value = 1024

configured_value = 1024

user_action =none

change_effective = immediate

range = (32,2048)

description = Number of threads dedicated to serve nfs requests,

and memory dependent.



The values of NFS and CIFS active threads can also be configured by editing the propertieshoéaldls Data
Mover parameter irSettingg Data Mover Parameters menu in Unisphere, as shown kigure 23: . Type
nthreadsin the filter field, highlight thenthreads value you want to edit and selétioperties to open the nthreads
properties window. Updatime Value field with the new value and clicdRK as shown irFigure 23: . Perform this
procedure for each of thehreads Data Mover parameters listed menu. Relthe Data Movers for the change to
take effect.

Figure 23:  VNX5400i nThreads properties

l < l > i N lew| Dashboard System a Storage

MMXS400 > Seftings > Data Mover Parameters

Data Mover Parameters
['7 . Nthreads ‘ Show Server Parameters for:f_ﬁserver:z l‘ :lf\ll Faciliti
Name ~ Facility Yalue Data Mover
=
‘ ) ¥NX5400 - nthreads - Server Parameter P... [H[=] B3 I
‘& nthreads cifs ‘ @ https:/{10.6.127,119}action/paramDisplay
B nthreads lockd Name: Othresds it
& xlateMinThreads ufs Data Mover: | .. or 2
Facility: nfs
Value: L 1024
Default
value: 384

Description: |Number of threads dedicated to
serve nfs requests, and memaory

dependent,
Detailed This param represents number of
Description: |threads dedicated to serve nfs
requests.

The param is memory
dependent, make sure system
memory can support your
configuration.

The update of nfs thread count
needs several minutes to take
effect, and nfs.nthreads value LI

Installing and Configuring ESXi 5.5

Log in to Cisco UCS 6200 Fabric Interconnect
Cisco UCS Manager

The IP KVM enables the administrator to begin the installation of the opgpmatitem (OS) through remote media.
It is necessary to log in to the UCS environment to run the IP KVM.

To log in to the Cisco UCS environment, complete the following steps:

1. Open a Web browser and enter the IP address for the Cisco UCS cluster addsedspTaunches the Cisco
UCS Manager application.

Log in to Cisco UCS Manager by using the admin user name and password.
From the main menu, click the Servers tab.

Select Servers > Service Profiles > rod{M-HostInfra-01.

Right-click VM-HostInfra-01 and select KVM Console.

Select Servers > Service Profiles > rootM-HostInfra-02.

Right-click VM-HostInfra-02 and select KVM Console Actions > KVM Console.
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Set Up VMware ESXi Installation

ESXi Hosts VM-Host-Infra -01 and VM-Host-Infra -02
To prepare theerver for the OS installation, complete the following steps on each ESXi host:

1. Inthe KVM window, click the Virtual Media tab.

2. Click Add Image.

3. Browse to the ESXi installer ISO image file and click Open.

4. Select the Mapped checkbox to map the newly addade.

5. Click the KVM tab to monitor the server boot.

6. Boot theserver by selecting Boot Server and clicking OK. Then click OK again.

Install ESXi

To install VMware ESXi to the SANootable LUN of the hosts, complete the following steps on each host:

1. Onreboot, the machine detects the presence of the ESXi installation media. Select the ESXi installer from the
menu that is displayed.

2. After the installer is finished loading, press Enter to continue with the installation.
Read and accept the ender licensagreement (EULA). Press F11 to accept and continue.
Select theEMC LUN that was previously set up as the installation disk for ESXi and press Enter to continue
with the installation.

5. Select the appropriate keyboard layout and press Enter.

6. Enter and confin the root password and press Enter.

7. The installer issues a warning that existing partitions will be removed from the volume. Press F11 to continue
with the installation.

8. After the installation is complete, clear the Mapped checkbox (located in the Wiedé tab of the KVM
console) to unmap the ESXi installation image.
The ESXi installation image must be unmapped to make sure that the server reboots into ESXi and
not into the installer.

9. The Virtual Media window might issue a warning stating that it is preferable to eject the media from the guest.

Because the media cannot be ejected and it isaelgd simply click Yes to unmap the image.

10. From the KVM tab, press Enter to reboot the server

Set Up Management Networking for ESXi Hosts
Adding a management network for each VMware host is necessary for managing the host. To add a management
network for the VMware hosts, complete the following steps on each ESXi host:

To configure the ESXi hostith access to the management network, complete the following steps:
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After the server has finished rebooting, press F2 to customize the system.

Log in asroot and enter the corresponding password.

Select the Configure the Management Network option and neter.

Select the VLAN (Optional) option and press Enter.

Enter the<<var_ibmgmt_vlan_id>>and press Enter.

From the Configure Management Network menu, select IP Configuration and press Enter.

Select the Set Static IP Address and Network Configurafpitioroby using the space bar.



8. Enter the IP address for managing the first ESXi hostar_vm_host_infra_01_ip>>
9. Enter the subnet mask for the first ESXi host.
10. Enter the default gateway for the first ESXi host.
11. Press Enter to accept the changes to tloaifiguration.
12. Select the IPv6 Configuration option and press Enter.
13. Using the spacebar, unselect Enable IPv6 (restart required) and press Enter.
14. Select the DNS Configuration option and press Enter.
Note: Because the IP address is assigned manually, tigibfdrmation must also be entered manually.
15. Enter the IP address of the primary DNS server.
16. Optional: Enter the IP address of the secondary DNS server.
17. Enter the fully qualified domain name (FQDN) for the first ESXi host.
18. Press Enteto accept the changésthe DNS configuration.
19. Press Esc to exit the Configure Management Network submenu.
20. Press Y to confirm the changes and return to the main menu.
21. The ESXi host reboots. After reboot, press F2 and log back in as root.
22. Select Test Management Network to fiethat the management network is set up correctly and press Enter.
23. Press Enter to run the test.
24. Press Enter to exit the window.

25. Press Esc to log out of the VMware console.

Download VMware vSphere Client and vSphere Remote CLI
To download the VMware vSpheClient and install Remote CLI, complete the following steps:

1. Open a Web browser on the management workstation and navigaté/td-thestinfra-01 management IP
address.

2. Download and install both the vSphere Client and the Windows version of vSphepéeR&mmmand Line.

Note: These applications are downloaded from the VMware Web site and Internet access is required on the
management workstation.

Log in to VMware ESXi Hosts by Using VMware vSphere Client
To log in to the ESXi host by using the VMware v8mhClient, complete the following steps:

1. Open the recently downloaded VMware vSphere Client and enter the IP address as the host you are trying to
connect to <<var_vm_host_infra_01_ip>>

2. Enterroot for the user name.
Enter the root password.

4. Click Loginto connect.

Download Updated Cisco VIC enic and fnic Drivers
To download the Cisco virtual interface card (VIC) enic and fnic drivers, complete the following steps:

Note: The enic version used in this configuration is 2.1.2.42, and the fnic version0i$1.6

1. Open a Web browser on the management workstation and navigate to
http://software.ciscoam/download/release.html?mdfid=283853163&softwareid=283853158&release=2.0(5)&


http://software.cisco.com/download/release.html?mdfid=283853163&softwareid=283853158&release=2.0(5)&relind=AVAILABLE&rellifecycle=&reltype=latest

relind=AVAILABLE&rellifecycle=&reltype=latest Login and select the driver ISO for version 2.2(1d).
Download the ISO file. Once the I1SO file is downloaded, either burn the I8@Bor map the ISO to a drive
letter. Extract the following files from within the VMware directory for ESXi 5.5:

1 Networki enic2.1.2.42550-bundle.zip
1 Storagéd fnic-1.6.0.5550-bundle.zp

2. Document the saved location.

Download EMC PowerPath/VE Driver and VAAI plug -in for File
To download EMC PowerPath/VE driver and VAAI plugfor File, complete the following steps:

Note: The PowerPath/VE version used in this configuration is 5.9 SP1 build 11, and the VAAhplug
version is 1.0.11.

1. Open a Web browsendhe management workstation and navigatet{us://support.emc.conhogin and
download/extract the following files:

1 PowerPath/VE EMCPower.VMWARE.5.9.SP1.b011.zip
1 VAAI plug-ini EMCNasPlugirl.0-11.zip

2. Document tle saved location.

Load Updated Cisco VIC enic and fnic Driversand EMC Bundles

To load the updated versions of the enic and fnic drivers for the Cisco VIC, complete the following steps for the
hosts on each vSphere Client:

1. From each vSphere Client, seléot host in the inventory.

2. Click the Summary tab to view the environment summary.

3. From Resources > Storage, rigiick datastoreland select Browse Datastore.
4. Click the fourth button and select Upload File.
5

Navigate to the saved location for the downla@hdric driver version and selaatt-enic2.1.2.42
10EM.550.0.0.472560.x86_64.zip

Click Open to open the file.
Click Yes to upload thezipfile to datastorel
Click the fourth button and select Upload File.
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Navigate to the saved location for the downkxéhic driver version and selestsifnic-1.6.0.5
10EM.550.0.0.472560.x86_64.zip

10. Click Open to open the file.
11. Click Yes to upload thezipfile to datastorel
12. Click the fourth button and select Upload File.

13. Navigate to the saved location for the dowdleé PowerPath/VE driver version and select
EMCPower.VMWARE.5.9.SP1.b011.zip

14. Click Open to open the file.

15. Click Yes to upload thezipfile to datastorel

16. Click the fourth button and select Upload File.

17. Navigate to the saved location for the downloaded VAAI ptugersion and sele@MCNasPlugifh.0-11.zip
18. Click Open to open the file.


http://software.cisco.com/download/release.html?mdfid=283853163&softwareid=283853158&release=2.0(5)&relind=AVAILABLE&rellifecycle=&reltype=latest
https://support.emc.com/

19. Click Yes to upload thezipfile to datastorel

20. From the management workstation, open the VMware vSphere Remote Olvbthpreviously installed.
21. At the command prompt, run the following commands to account for each host (enic):

esxcli  is <<var_vm_host_infra_01_ip>> -uroot Tp <<var_password>> software vib install 1-no-sig -
check 1 d/vmfs/volumes/datastorel/net -enic -2.1.2. 42-10EM.550.0.0.472560.x86_64.zip

esxcli s <<var_vm_host_infra_02_ip>> -uroot ip <<var_password>> software vib install i -no-sig -
check i d/vmfs/volumes/datastorel/net -enic -2.1.2. 42-10EM.550.0.0.472560.x86_64.zip

22. At the command prompt, run the followisgmmands to account for each host (fnic):

esxcli  is <<var_vm_host_infra_01_ip>> -uroot Tp <<var_password>> software vib install T-no-sig -
check i d/vmfs/volumes/datastorel/scsi -fnic -1.6.0. 5-10EM.550.0.0.472560.x86_64.zip

esxcli s <<var_vm_host_infra_02_ip >> -uroot Tp <<var_password>> software vib install T-no-sig -
check i d /vmfs/volumes/datastorel/scsi -fnic -1.6.0. 5- 10EM.550.0.0.472560.x86_64.zip

23. At the command prompt, run the following commands to account for each host (PowerPath/VE):

esxcli  is <<var_vm_ho st_infra_01_ip>> -uroot ip <<var_password>> software vib install i -no-sig -
check i d/vmfs/volumes/datastorel/ EMCPower.VMWARE.5.9.SP1.b011.zip

esxcli s <<var_vm_host_infra_02_ip>> -uroot Tp <<var_password>> software vib install T-no-sig -
check i d/vmfs/vol umes/datastorel/ EMCPower.VMWARE.5.9.SP1.b011.zip

24. At the command prompt, run the following commands to account for each host (VAAhplug

esxcli s <<var_vm_host_infra_01_ip>> -uroot ip <<var_password>> software vib install i -no-sig -
check id/vmfs/volum es/datastorel/ EMCNasPlugin - 1.0 - 11.zip

esxcli  is <<var_vm_host_infra_02_ip>> -uroot Tp <<var_password>> software vib install i-no-sig -
check i d/vmfs/volumes/datastorel/ EMCNasPlugin - 1.0 - 11.zip

25. From the vSphere Client, rigltick each host in the inventoand select Reboot.

26.
27.
28.

SelectYes to continue.
Enter a reason for the reboot and click OK.

After the reboot is complete, log back in to both hosts using the vSphere Client.

Set Up VMKkernel Ports and Virtual Switch
To set up the VMkernel ports and the virtuaitshes on th&/M-HostInfra-01 ESXi host, complete the following
steps:
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From each vSphere Client, select the host in the inventory.

Click the Configuration tab.

Click Networking in the Hardware pane.

Click Properties on the right side @bwitch0

Selectthe vSwitch configuration and click Edit.

From the General tab, change the MT19600

Click OK to close the properties feBwitchO

Select the Management Network configuration and ¢lidit.

Change the network label YtMkernetMGMTand select the Magament Traffic checkbox.

. Click OK to finalize the edits for Management Network.
. Select the VM Network configuration and click Edit.
. Change the network label B-MGMTNetworkand entek<var_ibmgmt_vlan_id>>n the VLAN ID

(Optional) field.

. Click OK to finalize the edits for VM Network.



14.
15.
16.
17.
18.

19.
20.
21.
22.
23.
24,
25.
26.

27.
28.
29.

30.
31.
32.
33.
34.
35.

Click Add to add a network element.

Select VMKernel and click Next.

Change the network label YiMkernetNFSand entek<var_nfs_vlan_id>m the VLAN ID (Optional) field.
Click Next to continue with the NFS VMkernel crieat

Enter the IP addressvar_nfs_vlan_id_ip_ho#tl>>and the subnet masivar_nfs_vlan_id_mask_host01>>
for the NFS VLAN interface fow¥M-HostInfra-01.

Click Next to continue with the NFS VMkernel creation.

Click Finish to finalize the creation oféfiNFS VMkernel interface.
Select the VMkerneNFS configuration and click Edit.

Change the MTU t8000Q

Click OK to finalize the edits for the VMkern&lFS network.

Click Add to add a network element.

Select VMkKernel and click Next.

Change the network lab® VMkernelvMotion and entex<var_vmotion_vlan_id># the VLAN ID
(Optional) field.

Select the Use This Port Group for vMotion checkbox.
Click Next to continue with the vMotion VMkernel creation.

Enter the IP addressvar_vmotion_vlan_id_ip_ho#t1>>and the subnet mask
<<var_vmotion_vlan_id_mask_he@1>>for the vMotion VLAN interface foM-HostInfra-01.

Click Next to continue with the vMotion VMkernel creation.

Click Finish to finalize the creation of the vMotion VMkernel interface.
Select the/MkernelvMotion configuration and click Edit.

Change the MTU t8000Q

Click OK to finalize the edits for the VMkerneMotion network.

Close the dialog box to finalize the ESXi host networking setup. The networking for the ESXi host should be

similar to te following example:



172.16.64.29 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E.j Q 1@ Home b &5] Inventory b ] Inventory

+
& €
= [: 172,16.64.29 vsphere9.cvspex.rip.lab.emc.com YMware ESXi, 5.5.0, 1331820

Hardware | view: [¥5phere Standard Switch
Health Status Networking Refresh  Add Networking
Processors
Memory Standard Switch: vSwitch0 Remove,,, Properties..,
Storage Virtual Machine Port Group = - Physical Adapters
» Networking . o B vmnicl 10000 Ful ©2

Storage Adapters I—.- ymnicO 10000 Ful £2

Network Adapters Vatual Machine Port Group
Advanced Settings 3 vikernel-NFS g.«
Power Management VLAN ID: 272
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Time Configuration Vivikemel Poit
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Authentication Services vmk0 : 172.16.64.29 | VLAN ID: 517 ||
Virtual Machine StartupfShutdown
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System Resource Allocation vkl : 172.16.96.9
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128.9

vrk2 : 172,16

To set up the VMkernel ports and the virtual switches orVitleHostInfra-02 ESXi host, complete the following
steps:

36. From each vSphere Client, select the host in the inventory.
37. Click the Configuration tab.

38. Click Networking in theHardware pane.

39. Click Properties on the right side w&witchO

40. Select the vSwitch configuration and click Edit.

41. From the General tab, change the MTL9000

42. Click OK to close the properties faBwitch0

43. Select the Management Network configuration anck dtdit.
44. Change the network label YtMkernetMGMTand select the Management Traffic checkbox.
45, Click OK to finalize the edits for the Management Network.
46. Select the VM Network configuration and click Edit.

47. Change the network label B-MGMT Networkand eater<<var_ibmgmt_vlan_id>>n the VLAN ID
(Optional) field.

48. Click OK to finalize the edits for the VM Network.
49. Click Add to add a network element.



50.
51.
52.
53.

54.
55.
56.
57.
58.
59.
60.
61.

62.
63.
64.

65.
66.
67.
68.
69.
70.

Select VMkernel and click Next.
Change the network label YdVikernetNFSand entex<var_nfs_vlan_id>m the VLAN ID (Optional) field.
Click Next to continue with the NFS VMkernel creation.

Enter the IP addressvar_nfs_vlan_id_ip_ho$2>>and the subnet masikvar_nfs_vlan_id_mask_he@2>>
for the NFS VLAN interface fo¥M-HostInfra-02.

Click Next to catinue with the NFS VMkernel creation.

Click Finish to finalize the creation of the NFS VMkernel interface.
Select the VMkerneNFS configuration and click Edit.

Change the MTU t@00Q

Click OK to finalize the edits for the VMkern&lFS network.

Click Addto add a network element.

Select VMkKernel and click Next.

Change the network label YiMkernelvMotion and entex<var_vmotion_vlan_id># the VLAN ID
(Optional) field.

Select the Use This Port Group for vMotion checkbox.
Click Next to continue with theMotion VMkernel creation.

Enter the IP addressvar_vmotion_vlan_id_ip_hof2>>and the subnet mask
<<var_vmotion_vlan_id_mask_he@2>>for the vMotion VLAN interface foM-HostInfra-02.

Click Next to continue with the vMotion VMkernel creation.

Click Finish to finalize the creation of the vMotion VMkernel interface.
Select the VMkernevMotion configuration and click Edit.

Change the MTU t@000Q

Click OK to finalize the edits for the VMkerngMotion network.

Close the dialog box to finalize the EiShost networking setup. The networking for the ESXi host should be
similar to the following example:
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File Edit View Inventory Administration Plug-ins Help

E.j Q 1@ Home b &5] Inventory b ] Inventory

& @

@ [ 172.16.64.29

Mount Required Datastores

vsphere9.cvspex.rip.lab.emc.com YMware ESXi, 5.5.0, 1331820
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» Networking . o B vmnicl 10000 Ful ©2
Storage Adapters I—.- ymnicO 10000 Ful £2
Netwark Adapters Vitual Machine Port Group
Advanced Settings 3 vikernel-NFS g.«
Power Management VLAN ID: 272
Vidkemal Port
Software 03 yrkernel-viMotion Q_4L
Licensed Features vmk3 : 172.16.160.29 | VLANID: 273
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Vivkeme! Port Physical Adapters
O iScsiBootPG2 (o B vmnic3 10000 Ful 3

To mount the required datastores, complete the following steps on each ESXi host:

1. From each vSphere Client, select the lroghe inventory.

2. Click the Configuration tab to enable configurations.

3. Click Storage in the Hardware pane.

4. From the Datastore area, click Add Storage to open the Add Storage wizard.

5. Select Network File System and click Next.

6. The wizard prompts for the location of the NFS export. Extear_nfs_lif02_ip>as the IP address for
nfs_lif02

7. Enter/infra_datastore_1las the path for the NFS export.

8. Make sure that the Mount NFS read only checkbox is NOT selected.

9. Enterinfra_datastage_1as the datastore name.

10. Click Next to continue with the NFS datastore creation.

11. Click Finish to finalize the creation of the NFS datastore.

12. From the Datastore area, click Add Storage to open the Add Storage wizard.

13. Select Network File System and cliblext.



14.

15.
16.
17.
18.
19.

The wizard prompts for the location of the NFS export. Exterar_nfs_lif01_ip>as the IP address for
nfs_lif01

Enter/infra_swapas the path for the NFS export.

Make sure that the Mount NFS read only checkbox is NOT selected.
Enterinfra_swapasthe datastore name.

Click Next to continue with the NFS datastore creation.

Click Finish to finalize the creation of the NFS datastore.

Configure NTP on ESXi Hosts
To configure Network Time Protocol (NTP) on the ESXi hosts, complete the following stepstohost:

2 T o

From each vSphere Client, select the host in the inventory.

Click the Configuration tab to enable configurations.

Click Time Configuration in the Software pane.

Click Properties at the upper right side of the window.

At the bottom of the Time Gdiguration dialog box, click Options.

In the NTP Daemon Options dialog box, complete the following steps:
a. Click General in the left pane and select Start and stop with host.
b. Click NTP Settings in the left pane and click Add.

In the Add NTP Server dialogl, enterx<var_global_ntp_server_ipas the IP address of the NTP server and
click OK.

In the NTP Daemon Options dialog box, select the Restart NTP Service to Apply Changes checkbox and click
OK.

In the Time Configuration dialog box, complete fokowing steps:
a. Select the NTP Client Enabled checkbox and click OK.
b. Verify that the clock is now set to approximately the correct time.

Note: The NTP server time may vary slightly from the host time.

Move VM Swap File Location
To move the VM swap filéocation, complete the following steps on each ESXi host:

1.
2.

N o o kM w

From each vSphere Client, select the host in the inventory.

Click the Configuration tab to enable configurations.

Click Virtual Machine Swapfile Location in the Software pane.
Click Edit at the upperight side of the window.

Select Store the swapfile in a swapfile datastore selected below.
Selectinfra_swapas the datastore in which to house the swap files.

Click OK to finalize moving the swap file location.

Install and Configure vCenter and Clustels

The procedures in the following subsections provide detailed instructions for installing VMware vCenter 5.5 in a
VSPEX environment. After the procedures are completed, a VMware vCenter Server will be configured along with



a Microsoft SQL Server database provide database support to vCenter. These deployment procedures are
customized to include the environment variables.

Note: This procedure focuses on the installation and configuration of an external Microsoft SQL Server
2012 database, but other typdsegternal databases are also supported by vCenter. To use an alternative
database, refer to théMware vSphere 5.%locumentation for information about how to confeguhe
database and integrate it into vCenter.

To install VMware vCenter 5.5, an accessible Windows Active Diret@kp) Domain is necessary. If an existing
AD Domain is not available, an AD virtual machine, or AD pair, can be set up in this VSPEX emsfirion

Build Microsoft SQL Server VM
To build a SQL Server virtual machine (VM) for ti&-HostInfra-01 ESXi host, complete the following steps:

© N o g A~ w NP

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.

26.

Log in to the host by using the VMware vSphere Client.
In the vSphere Client, select the host in the inverpane.
Right-click the host and select New Virtual Machine.
Select Custom and click Next.

Enter a name for the VM. Click Next.
Selectinfra_datastore_1Click Next.

Select Virtual Machine Version: 8. Click Next.

Verify that the Windows option and the Microsoft WindoBesrver 2012 RB4-bit) version are selected. Click
Next.

Select two virtual sockets and one core per virtual socket. Click Next.

Select 4GB of memory. Click Next.

Select one network interface card Q).

For NIC 1, select thlBMGMT Networloption and th&/MXNET adapter. Click Next.
Keep the LSI Logic SAS option for the SCSI controller selected. Click Next.
Keep the Create a New Virtual Disk option selected. Click Next.

Make the disk size at leaBDGB. Click Next.

Click Next.

Select the checkbox for Edit the Virtual Machine Settings Before Completion. Click Continue.
Click the Options tab.

Select Boot Options.

Select the Force BIOS Setup checkbox.

Click Finish.

From the left pane, expand the haetd by clicking the plus sign (+).

Right-click the newly created SQL Server VM and click Open Console.

Click the third button (green right arrow) to power on the VM.

Click the ninth button (CD with a wrench) to map the Wind&esver 2012 R2SO, and theselectConnect to
ISO Image on Local Disk.

Navigate to the WindowServer 2012 R2P1 ISO, select it, aralick Open


http://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-pubs.html

27.

28.

29.
30.
31.
32.

33.

34.

35.

36.

37.
38.
39.
40.
41.
42.
43.

44,

45,
46.

Click in the BIOS Setup Utility window and use thight arrowkey to navigate to thBoot menu. Use the
down arrow key to select GROM Drive. Press the plus (+) key twice to move-BDM Drive to the top of
the list. Press F10 and Enter to save the selection and exit the BIOS Setup Utility.

The Windows Installer boots. Select the appropriate language, time and currency format, and .k&jiblard
Next.

Click Install Now.
Make sure that the Windows Ser2812R2 Standard (Full Installation) option is selected. Click Next.
Read and accept the license terms and click Next.

Select Custom (Advanced). Make sure that Disk 0 Unallocated Spsaledsed. Click Next to allow the
Windows installation to complete.

After the Windows installation is complete and the VM has rebooted,@kcto set the Administrator
password

Enter and confirm the Administrator password and click the blue arrow tn.l@ick OK to confirm the
password change.

After logging in to the VM desktop, from the VM console window, select the VM menu. Under Guest, select
Install/Upgrade VMware Tools. Click OK.

If prompted to eject the Windows installation media before runthiegetup for the VMware tools, click OK,
then click OK.

In the dialog box, select Rugetup64.exe

In the VMware Tools installer window, click Next.
Make sure that Typical is selected and click Next.
Click Install.

Click Finish.

Click Yes to restart thgM.

After the reboot is complete, select the VM menu. Under Guest, select Send Ctrl+Alt+Del and then enter the
password to log in to the VM.

Set the time zone for the VM, IP address, gateway, and host name. Add the VM to the Windows AD domain.
I Note: A reboot is required.

If necessary, activate Windows.

Log back in to the VM and download and install all required Windows updates.

I Note: This process requires several reboots.

Install Microsoft SQL Server 2012 for vCenter

To install SQL Server on the vCenter SQérver VM, complete the following steps:

1.

o > 0N

Connect to an AD Domain Controller in the Windows Domain and add an admin user using the Active
Directory Users and Computers tool. This user should be a member of the Domain Administrators security

group.
Log in to the vCenter SQL Server VM as thémin user. Pen Server Managand select Local Server
Click Add Roles and~eatures.

Select Rolebased or featurbased installation and click Next.

Select the current server as the destination server and click Next.



6.
7.

Click Next
Expand .NET Framework 3.5 Features and select only .NET Framework 3.5.

Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features Description
e = NET Framework 3.5 combines the
|4 ¥
Ser e g , EEADEROTE J.x bR power of the .NET Framework 2.0
= = vl .NET Framework 3.5 (includes .NET 2.0 and 3.0) APjs with new technologies for
] HTTP Activation - building applications that offer
Confirmation [ Non-HTTP Activation appealing user interfaces, protect

your customers' personal identity
information, enable seamless and
[[] Background Intelligent Transfer Service (BITS) secure communication, and provide
the ability to model a range of
business processes

[®] .NET Framework 4.5 Features (2 of 7 installed)

[ BitLocker Drive Encryption
[[] BitLocker Network Unlock
[] 8ranchCache
[C] Client for NFS
[[] Data Center Bridging
[] Direct Play

% [[] Enhanced Storage

[ Failover Clustering

10.
11.
12.

13.
14.
15.
16.
17.
18.
19.

20.
21.
22.
23.
24,
25.

< " >
[<Brevious | [ Next>
Click Next.
Select Specify an alternate source path if necessary.
Click Install.
Click Close.

Open Windows Firewall with Advanced Security by navigating to Stadministrative Tools > Windows
Firewall with Advanced Security.

Select Inbound Rules and click New Rule.

Select Port and click Next.

Select TCP and enter the specific local da33 . Click Next.
Select Allow the Connection. Click Next, and then click Nsgain.
Name the rul&SQL Server and click Finish.

Close Windows Firewall with Advanced Security.

In the vCenter SQL Server VMware console, click the ninth button (CD with a wrench) to map the Microsoft
SQL Server 202 with SP1ISO. Select Connect to IS@nage on Local Disk.

Navigate to the SQL Server 2DWvith SP11SO, select it, andlick Open.

In the dialog boxclick Run setup.exe

In the SQL Server Installation Center window, click Installation on the left.

Select NewSQL Server standlonelnstallaton oradd features to aexisting installation
Click OK.

Select Enter the Product Key. Enter a product key and click Next.



26.
27.
28.

Click Install to install the setupupport files.

The Windows firewall issue was addressed in Step 15.

29.
30.
31.

Feature Selection

Setup Support Rules

Product Key

License Terms

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Select the Enterprise features to install,

Select SQL Server Feature Installation and click Next.

Under Instance Features, select only Database Engine Service

Read and accept the license terms and choose whether to select the second checkbox. Click Next.

Address any warnings except for the Windows firewall warning. Click Next.

Under Shared Features, select Management T@&adsic and Management Toel€omplete. Click Next.

Features: Feature description:
Instance Features A || The configuration and operation of each A

[v] Database Engine Services
[] SQL Server Replication
[ ] Full-Text and Semantic Extractions for Search
[] Data Quality Services
[T Analysis Services
["] Reporting Services - Native
Shared Features
[] Reporting Services - SharePaint
["] Reporting Services Add-in for SharePoint Products
[} Data Quality Client
[]SQL Server Data Tools
[7] Client Tools Connectivity
["] Integration Services
[ Client Tools Backwards Compatibility —
[] Client Tools SDK
["] Documentation Components
vl Management Tools - Basic
[V Management Tools - Complete v

instance feature of a SQL Server instance is
isolated from other SQL Server instances,
SQL Server instances can operate side-by-
side on the same computer,

Prerequisites for selected features:

Already installed:
Microsoft NET Framework 4.0
Windows PowerShell 2.0
Microsoft NET Framework 3.5
To be installed from media:
Microsoft Visual Studio 2010 Shell

Select All | | Unselect All

Shared feature directory:

|C:\ongram Files\Microsoft SQL Server\,

I[-]

Shared feature directory (x86): |C:\Pragram Files (xB6)\Microsoft SOL Server\

]

oo |

Next > H Cancel H Help

I

32. Click Next.

33. Keep Default Instance selected. Click Next.



Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance 1D becomes part of the installation path.

Setup Support Rules ® Default instance

Brodust Key, O Namedinstance: | MSSQLSERVER

License Terms

Setup Role

Feature Selection Instance ID: [MSSQLSEWER I
Installation Rules - -

Instance Configuration Instance root directory: IC:\ngnm Files\Microsoft SQL Server\ | E

Disk Space Requirements
SetverConfiguiation SQL Server directory:  C:\Program Files\Microsoft SQL Server\MSSQL11.MSSQLSERVER
Database Engine Configuration

Error Reporting Installed instances:

Installation Configuration Rules [J,",‘,‘.,“,“?',N”"", _Instance ID  Features Edition_ Version
Ready to Install

Installation Progress

Complete

[ <Back |[ Net> |[ cancel |[ Hep |

4

34. Click Next for Disk Space Requirements.

35. For the SQL Server Agent service, click in the fosli in the Account Name column and then click
<<Browseé>>.

36. Enter the local machine administrator name (for exansgktemname \ Administrator) , click Check
Names, and click OK.

37. Enter the administrator password in the first cell under Password.
38. Change thetartup type for SQL Server Agent to Automatic.

39. For the SQL Server Database Engine service, select Administrator in the Account Name column and enter the
administrator password again. Click Next.



Server Configuration

Specify the service accounts and collation configuration.

Service Accounts | Collation

Setup Support Rules
Product Key
Licerse Teimis Microsoft recommends that you use a separate account for each SQL Server service,
Setup Role Service _ Account Name _ Password Startup Type
Feature Selection | SQL Server Agent v
Installation Rules SQL Server Database Engine | Administrator esesence Automatic v
Ifstarice Carfiguration SOL ServerBrowser | NTAUTHORMALOCALS... Dissbled  |v
Disk Space Requirements !
Server Configuration
Database Engine Configuration
Error Reporting
Installation Configuration Rules
Ready to Install
Installation Progress
Complete
| < Back l l Next > I l Cancel I | Help I

40. Select Mixed Mode (SQL Server Authentication and WindowthAuatication). Enter and confirm the password
for the SQL Server system administrator (sa) account, click Add Current User, and Click Next.

Specify Database Engine authentication security mode, adi

Database Engine Configuration

and data di

Setup Support Rules

Product Key

License Terms

Setup Role

Feature Selection

Installation Rules

Instance Configuration

Disk Space Requirements
Server Configuration

Database Engine Configuration
Error Reporting

Installation Configuration Rules
Ready to Install

Installation Progress

Complete

Server Configuration | Data Directories | FILESTREAM

Specify the authentication mode and administrators for the Database Engine,

Auth

Mode
O Windows authentication mode

® Mixed Mode (SQL Server autt and Wind thentication)

Specify the password for the SQL Server system administrator (sa) account.

Enter password: |'-"n“

Confirm password: I"Ooun

Specify SQL Server admini

QAadministrator (Administrator)

SQL Server administrators
have unrestricted access to
the Database Engine,

EMd Current User !| I Add... ] I Remove ]

| < Back ] I Next > I | Cancel I I Help

41. Choose whether to send error reports to Microsoft. Click Next.

42. Click Next.
43. Click Install.



44,
45.
46.
47.
48.

49.
50.

After the installations complete, click Close to clofige SQL Server installer

Close the SQL Server Installation Center.

Install all available Microsoft Windows updates by navigating to St&wmitrol Panek Windows Update.
Open the SQL Server Management Studio by sele8tiag > SQL Server Management Studio.

Under Server Name, select the local machine name. Under Authentication, select SQL Server Authentication.
Entersa in the Login field and enter ttea password. Click Connect.

Click New Query.

Run the following scriptsubstituting thepxuser password foxkPassword> :

use [master]

go

CREATE DATABASE [VCDB] ON PRIMARY
(NAME = N'vcdb', FIL ENAME = N'C: \ VCDB.mdf', SIZE =3 000KB, FILEGROWTH =10% )

LOG ON

(NAME = N'vcdb_log', FILENAME = N'C: \ VCDB.Idf', SIZE = 1000KB, FILEGROWTH = 10%)
COLLATE SQL_Latinl_General_CP1_CI_AS

go

use VCDB

go
sp_addlogin @loginame=[vpxuser], @passwd=N'<Password>', @defdb="VCDB",
@deflanguage='us_english'

go
ALTER LOGIN [vpxuser] WITH CHECK_POLICY = OFF

go

CREATE USER [vpxuser] for LOGIN [vpxu ser]

go

use MSDB

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

use VCDB

go

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser'

go

use MSDB

go

sp_addrolemember @rolename = ‘db_owner', @membername = 'vpxuser'

go

This example illustrates the script.



A SQLQuery1.sql - MSSQL.master (sa (113))* - Microsoft SQL Server Management Studio
File Edit View Query Project Debug Tools Window Help

Pl TS | NewQuey (PG| # @9 - -S05 | b ]
P8 fag | master -] ¥ Execute B Debug ® o 30 = 374y 3§ =2 \
Obiectbpon -ox COWeEvSmessmoe |

Connect~ % ¥ m T 2] .5 use [master)

B MSSQL (5L Server 11.03000- g0
5 [ M3SQLISAL Sefver 11,0300 55) ~|CREATE DATABASE [VCDB] ON PRIMARY
3 [ Databases NAME = N'vcdb', FILENAME = N'C:\VCDB.mdf', SIZE = 380@KB, FILEGROWTH = 10% )
+ [ Security
# [ Server Objects = N'vcdb_log', FILENAME = N'C:\VCDB.1df', SIZE = 1800KB, FILEGROWTH = 10%)

# (4 Replication COLLATE SQL_Latinl_General CP1_CI_AS
+ [ AlwaysOn High Availability go

+ [ Management use V(DB

+ [ Integration Services Catalogs g -
# b SQL Server Agent T %p_addlogln €

@deflanguage="us_e

go

ALTER LOGIN [vpxuser] WITH CHECK_POLICY = OFF

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

use MSDB

go

CREATE USER [vpxuser] for LOGIN [vpxuser]

go

use VCDB

go

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser
go

use MSDB

go

sp_addrolemember @rolename = 'db_owner', @membername = 'vpxuser’
go

, Bpasswd=N"<Password>’, @defdb="VCDB',

51. Click Execute and verify that the quexyecutes successfully.
52. Close Microsoft SQL Server Management Studio.
53. Disconnect the Microsoft SQL ServerIZZ0SO from the SQL Server VM.

Build and Set Up VMware vCenter VM

Build VMware vCenter VM
To buildthe VMware vCenter VM, complete the following steps:

1. Using the instructions for bui | drherpwcedureSifthe fdBawing e r
subsections provide detailed instructions for installing VMware vCenter 5.5 in a VSPEX environment. After the
procedures are completed, a VMware vCenter Server will be configured along with a Microsoft SQL Server
databas¢o provide database support to vCenter. These deployment procedures are customized to include the

environment variables.

Note: This procedure focuses on the installation and configuration of an external Microsoft SQL Server
2012 database, but other typdsesternal databases are also supported by vCenter. To use an alternative
database, refer to théMware vSphere 5.%locumentation for information about how to configuhe

database and integrate it into vCenter.

To install VMware vCenter 5.5, an accessible Windows Active DireRt@kp) Domain is necessary. If an existing
AD Domain is not available, an AD virtual machine, or AD pair, can be set up in this VSPEX emsirion

2. Build Microsoft SQL Server VM6 build a VMware vCenter
<<var_ib -mgmt vlan_id>> VLAN:

1 4GB RAM
T Two CPUs
M One virtual network interface

3. Start the VM, install VMware Tools, and assign an IP address and host name to it in the Active Directory

domain.

VM

he



Set Up VMware vCenter VM
To set up the newly built VMware vCenter VM, complete the following steps:

1. Log intothe vCenter VM as the admin usédpen Server Manager and select Local Server.
2. Click Add Roles andreatures.

3. Select Rolébased or featurbased installation and click Next.

4. Select the current server as the destination server and click Next.

5. Click Next.

6. Expand .NET Framework 3.5 Features antkct only .NET Framework 3.5
7. Click Next.

8. Select Specify an alternate source path if necessary.

9. Click Install.

10. Click Close to close the Add Features wizard.

11. Close Server Manager.

12. Download and install the client components of Mhierosoft SQL Server 212 Native Clienfrom the
Microsoft Download Center

13. Create the vCenter database data source name (DSN)ODyBD Data Sourcessé-bit) by selecting Start >
Administrative Tools ODBC Data Sourcessé-bit).

14. Click the System DSN tab.

15. Click Add.

16. Select SQL Server Native Client.D andclick Finish.

17. Name the data sourd#CDB In the Server field, enter the IP address of the vCenter SQL server. Click Next.

Create a New Data Source to SQL Server -

This wizard will help you create an DDBC data source that you can use to connect to
S SOL Server.

SOL Server 1z

What name do you want to use to refer to the data source?

Name: IVCD B| |

How do you want to describe the data source?

Description: I 1

‘Which SOL Server do you want to connect ta?

Server. 1MSSQL vl

[ Finish ” Next > Il Cancel i I Help ’

18. Select With SQL Server authentication using a login ID and password entered by the usepXastar as
the login ID and thepxuser password. Click Next.


http://go.microsoft.com/fwlink/?LinkID=239648&clcid=0x409
http://www.microsoft.com/en-us/download/details.aspx?id=29065

How should SOL Server verify the authenticity of the login ID?

>

&
S$OL Serverzoiz

O With Integrated Windows authentication.

SPN (Optionall:|

® With SOL Server authentication using a login ID and password entered by the
user.

Login 1D: lvpxusel

Password: [ooooooo.

[ <Back | News | [ Concel | [ Hep |

19. Select Change the Default Database To and select VCDB from the list. Click Next.

[W] Change the default database to:

) |VCDB

ﬁServermu Mirror server:

SPN for mirror server (Optional):

[] sttach database filename:

[W] Use ANSI quoted identifiers.

[W] Use ANSI nulls, paddings and warnings.
Application intent:

| READWRITE
[] Multi-subnet failover.

<Back | New> I | Cancel | |

20. Click Finish.

21. Click Test Data Source. Verify that the test completes successfully.



SQOL Server ODBC Data Source Test -

Test Results

Microsoft SAL Server Mative Clent Yersion 11.00.3000
Running connectivity tests.

Altempting connectian

Connection established

Yerifying option sethings

Digconnecting from server

TESTS COMPLETED SUCCESSFULLY!

22. Click OK and then click OK again.
23. Click OK to close th©DBC Data Source Administrator window.
24. Install all available Microsoft Windows updates by navigating to St@ontrol Panet Windows Update.

A restart might be required.

Install VMware vCenter Server
To install vCenter Server on the vCenter Server Vdmglete the following steps:

1. Inthe vCenter Server VMware console, click the ninth button (CD with a wrench) to map the VMware vCenter
ISO and select Connect to ISO Image on Local Disk.

2. Navigate to the VMware vCent&r5 (VIMSetup) I1SO, select it, and ckdOpen.
In the dialog box, click Ruautorun.exe

4. In the VMware vCenter Installer window, make sure that VMware vCenter Simple Install is selected and click
Install.



—
'
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vmware vSphere® 5.5

VMware vCenter Server Simple Install

Simple Install Simple Install installs vCenter Single Sign-On, vSphere Web Client, vCenter Inventory

Semvice, and vCenter Server on the same host or virtual machine.
Custom Install

vCenter Single Sign-On Alternatively, to customize the location and set up of each component, use the Custom
Install method to install the components separately. Install components in this order:

vSphere Web Client

vCenter Inventory Service . vCenter Single Sign-On

vSphere Web Client

. vCenter Inventory Service

VMware vCenter Desktop Client . vCenter Server

VMware vSphere Client

vCenter Server

For a list of information you need to install these components, see the installation checklist:
VMware vCenter Support Tools hitp:iwww.vmware.comfinfo?id=1266

vSphere Update Manager Prerequi St
vSphere ESXi Dump Collector None

vSphere Syslog Collector

vSphere Auto Deploy

vSphere Authentication Proxy

Host Agent Pre-Upgrade Checker

vCenter Certificate Automation Tool

Explore Media Exit

5. Click Next to install vCenter Single Sign On.

6. Accept the terms of the license agreement and click Next.

7. Click Next for Simple Install Prerequisites Check.

8. Enter and confirnk<var_password>> for Administrator@vsphere.localClick Next.
9. Enter a site name and click Next.

10. Click Next to select the defaliTTPS port for vCenter Single Sigbn.

11. Click Next to select the default destination folder.

12. Click Install to begin the Simple Install

13. Click Yes to accept the certificate for vSphere Web Client.



A6:41:B2:76:FD:C9:FB:A7:AB:A9:13:B6:5F:E2:8B:BD: C4:F9:CD:3B

This is the SSL SHAT1 fingerprint of the SSO Lookup Service leaf certificate. To
accept and continue, click Yes. Otherwise, click No.

ws

14. Enter the vCenter 5.5 license key and click Next.

License Key
Enter the license key.

License key:
i

If you do not enter a license key, vCenter Server will be installed in evaluation
mode.

Instalishield

15. Select e an Existing Supported Database. Select VCDB from the Data Source Name list and click Next.



Database Options
Select an ODBC data source for vCenter Server,

vCenter Server requires a database.

O Install a Microsoft SQL Server 2008 Express instance
This option only suports deployments with up to 5 hosts or 50 virtual machines

(®) Use an existing supported database

Data Source Name (DSN): | vCDB|

NOTE: There is no DSN that can be used. VMware vCenter Server requires a 64-bit
system DSN with supported types of databases and versions of drivers.

InstaliShield

16. Enter thevpxuser password and click Next.

Database Options
Enter database server credentials.

VCDB

SQL Server Native Client 11.0

Database user name: vaxuser

Database password: || sssssase

InstaliShield

<Back ||

17. Click Next to use the SYSTEM Account.



18.
19.
20.
21.

22.
23.
24,
25.
26.

Click Next to accept the default ports.
Select the appropriateventor size. Click Next.
Click Install.

Click Yes to accept the certificate for vCenter Server.

Click Finish.

Click OK to confirm the installation.

Click Exit in the VMware vCenter Installer window.

Disconnect the VMware vCenter ISO from the vCenter VM.

Install all available Microsoft Windows updates by navigating to St@ontrol Paneb Windows Updates.

A restart might be required.

Set UpESXi 5.5 Cluster Configuration

To set up ESX 5.5 cluster configuration the vCenter Server VM, complete theduling steps:

1.

2
3
4,
5

Using the vSphere Client, log in to the newly created vCenter Server as the admin user.
Click Create a data center.

EnterVSPEX DC_1as the data center name.

Right-click the newly created SPEX DC_1 data center and select New Cluster.

Name the cluste?¥SPEX Management and select the checkboxes for Turn On vSphere HA and Turn on
vSphere DRS. Click Next.






























































































































































































































































































































































































































