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1 Overview

Industry trends indicate a vast data center transformation toward shared infrastructuréstpEise customers are
moving away from silos of information and toward shared infrastructures, to virtualized environments, and
eventually to the cloud to increase agility and reduce costs.

This document reports the results of a study evaluating theabdély of a mixed workload environment including
Citrix XenDesktop 5.6 Hosted Virtual Desktops with PVS-gadee on SSDs on the blades, XenDesktop 5.6 Hosted
Virtual Desktop 5.6 with Personal vDisk, and XenApp 6.5 Hosted Shared Desktop environrzng @itrix
Provisioning Server 6.1, on Cisco U&&eies B200 M3 Blade Servers running VMware ESXi 5. 1 hypervisor software
connected to an EMC VNX 7500 Storage Array. We utilize second and third generation Unified Computing Syst
hardware and softwee. We provide best practice recommendations and sizing guidelines for large scale custome
deployments of the mixed workload on the Cisco Unified Computing System.

1.1 Solution Component Benefits

Each of the components of the overall solution materially dbotes to the value of functional design contained in
this document.

1.1.1 Benefits of Cisco Unified Computing System

]« } hv](] Ju% US]vP ~ACe3 uj ]J* 3Z (]E+S }VA EP § v Ssta@nhdéido x8q } (E u
architecture servers wit networking and storage access into a single converged system. The system is entirel
programmable using unified, modbhsed management to simplify and speed deployment of entermrliass
applications and services running in bametal, virtualized, andloud computing environments.

Benefits of theCiscaUnified Computing System include the following
Architectural Fexibility

x Cisco UCB-Series blade servers for infrastructure and virtual workload hosting
x Cisco UCG Series racknount servers for infrasucture and virtual workload Hosting
x Cisco UC8200 Series second generation fabric interconnects provide unified blade, network and storage
connectivity
x Cisco UCS$108 Blade Chassis provide the perfect environment for mseltver type, multpurpose
workloads in a single containment
Infrastructure Simplicity

x Converged, simplified architecture drives increased IT productivity
x CiscoUCS management results in flexible, agile, high performanceinsagfrating information technology
with faster ROI
x Fabric Ktender technology reduces the number of system components to purchase, configure andimainta
x Standardsbased, high bandwidth, low latency virtualizatiaware unified fabric delivers high density,
excellent virtual desktop usexxperience
Business Agiljt

X Model-based management means faster deployment of new capacity for rapid and accurate scalability
x Scale up t@0 Chassis and up tb60blades in a singl€iscdJCS management domain
x Tight integration with VMware vCenter f@isco Unified Computing System



1.1.2 Benefits of Nexus 5548UP

The Cisco Nexus 5548UP Switch delivers innovative architectural flexibility, infrastructure simplicity, and busine
agility, with support for networking standards. For traditional, virtualized, unified, andgeglormane computing
(HPC) environments, it offers a long list of Il Bosiness advantages, which includes the following

Architectural Flexibility

X
X
X

X X X

X

Unified ports that support traditional Ethernet, Fibre Channel (FC),and Fibre Channel over Ethernet (FCoE)
Synchroizes system clocks with accuracy of less than one microsecond, based on IEEE 1588

Offers converged Fabric extensibility, based on emerging standard IEEE 802.1BR, with Fabric Extender (F
Technology portfolio, including:

Nexus 1000V Virtual Distributed ot

Cisco Nexus 2000 FEX

Adapter FEX

VM-FEX

Infrastructure Simplicity

X X X X

X

Common higkdensity, highperformance, datecenter-class, fixedform-factor platform
Consolidates LAN and storage

Supports any transport over an Etherdgdsed fabric, including Lay2 and Layer 3 traffic
Supports storage traffic, including iSCSI, NAS, FC, RoE, and IBoE

Reduces management points with FEX Technology

Business Agility

X
X
X

Meets diverse data center deployments on one platform
Provides rapid migration and transition faatlitional and evolving technologies
Offers performance and scalability to meet growing business needs

Specifications aa Glance

X
X
X

A 1-rackunit, 1/10 Gigabit Ethernet switch

32 fixed Unified Ports on base chassis and one expansion slot totaling 48 ports

The slot can support any of the three modules: Unified Ports, 1/2/4/8 native Fibre Channel, and Ethernet o
FCoE

Throughput of up to 960 Gbps



1.1.3 Benefits of EMC VNXFamily of Storage Controllers
TheEMC VNX Family

The EMC VNX Family delivers indukgading innovation and enterprise capabilities for file, block, and object storage
in a scalable, eadp-use solution. This nexgeneration storage platform combines powerful and flexible hardware
with advanced efficiency, management, and protection softl® §} u § §Z uvi]vP v o }(
enterprises.

All of this is available in a choice of systems ranging from affordable-keney solutions to high performance,
petabyte-capacity configurations servicing the most demanding application requiresnditte VNX family includes

the VNXe Series, purposeiilt for the IT generalist in smaller environments , and the VNX Series , designed to meet
the highperformance, high scalability, requirements of midsize and large enterprises.

VNXe Serieg Simple, Efitient, Affordable

The VNXe Series was designed with the IT generalist in mind and provides an integrated storage systertder small
medium businesses as well as remote offices, and departments in larger enterprise busirgiaseng at less than
$8K,the VNXe series provides true storage consolidation with a unique appli¢dtivan approach that eliminates

the boundaries between applications and their storage.

This simple applicaticdriven approach to managing shared storage makes the VNXe seriab fale IT
generalists/managers and application administrators who may have limited storage expertise. EMC Unisphere for tf
VNXe series enables easy, wizhesged provisioning of storage for Microsoft, Exchange, file shares, iSCSI volumes
VMware, and HypeV. VNXe supports tight integration with VMware to further facilitate efficient management of
virtualized environments. Complemented by Unisphere Remote, the VNXe is also ideal for remotéraffate
office (ROBO) deployments. Btiiit efficiency capabties, such as file dduplication with compression and thin
provisioning result in streamlined operations and can save up to 50 percent in upfront storage costs. Software pac
aimed at facilitating backup, remote data protection, and disaster recownetyde features such as eawyconfigure
application snapshots.

The VNXe series supports high availability by using redundant componeaser supplies, fans, and storage
processorst as well as dynamic failover and failback. Additionally, the VNXesssupports the ability to upgrade
system software or hardware while the VNXe system is running. It also delivers single click access to a world
resources such as comprehensive online documentation, training, anddowleos to expand your knowledg@&d
answer questions.

VNXSeries’Simple, Efficient, Powerful

A robustplatform for consolidation of legacy block storage,-filrvers, and direeattached application storage, the
VNX series enables organizations to dynamically grow, share, andffaxtively manage multprotocol file systems

and multiprotocol block storage access. The VNX Operating environment enables Microsoft Windows an
Linux/UNIX clients to share files in mydtotocol (NFS and CIFS) environments. At the same time it suppo8k iSC
Fiber Channel, and FCoE access for high bandwidth and letensifive block applications. The combination of EMC
Atmos Virtual Edition software and VNX storage supports olijased storage and enables customers to manage
web applications from EMC igphere. The VNX series next generation storage platform is powered by Intel quad
core Xeon 5600 series with atGb/s SAS drive baekd and delivers demonstrable performance improvements over
the previous generation mitler storageas follows

X Run Micrgoft SQL and Oracle 3x to 10x faster
X Enable 2x system performance in less than 2 mindies-disruptively
X Provide up to 10 GB/s bandwidth for data warehouse applications

1.1.4 Benefits of VMware ESXi 5.1



As virtualization is now a critical component to averall IT strategy, it is important to choose the right vendor.
VMware is the leading business virtualization infrastructure provider, offering the most trusted and reliable platform
for building private clouds and federating to public clouds.

Find outhow only VMware delivers on the core requirements for a business virtualization infrastructure solution.

Built on a robust, reliable foundation

Delivers a complete virtualization platform from desktop through the datacenter out to the public cloud

Provides the most comprehensive virtualization and cloud management

Integrates wih your overall IT infrastructure

o > w e

Provenwith over 350,000 customers

And best of all, VMware delivers while providing

6. Low totalcostof-ownership (TCO)

1.1.5 Benefits of Citrix Desktop Virtualization
Citrix offers three key technologies that enable high definition end user desktops:

Citrix XenDesktp

XenDesktop is a comprehensive desktop virtualization solution that includes all the capabilities required to delive
desktops, applications and data securely to every user in an enterprise. Trusted by the world's largest organizatior
XenDesktop has wo numerous awards for its leadiragige technology and strategic approach to
desktopvirtualization.

XenDesktop helps businessath the following

x Enable virtualvork stylesto increase workforce productivity from anywhere

x Leverage the latest mobile deeg to drive innovation throughout the business

x Rapidly adapt to change with fast, flexible desktop and app delivery for offshoring, M&A, branch expansiot
and other initiatives

x Transform desktop computing with centralized delivery, management and security

A complete line of XenDesktop editions lets you choose the ideal solution for your business needs and IT strateg
XenDesktop VDI edition, a scalable solution for deliverrigal desktopsin a VDI scenario, includ&strix HDX
technology Provisioning Services, and Profile Management. XenDesktop Enterprise edition is an ent&psise
desktop virtualization solution witlrlexCast delivery technologfyat delivers the right type of virtual desktop with
on-demand applications to any user, anywhere. The comprehensive Platinum edition includes advance
management, monitoring and securitgpabilities.

Citrix XenApp

Citrix XenApp empowers users with-damand seHservice to enterprise hosted shared desktops and applications.
Used by more than 100 million people worldwide, XenApp is an application deBe&riion that enables any
Windows® application to be virtualized, centralized and managed in the datacenter and instantly delivered as
service to users anywhere on any devig@tual applicatiordelivery with XenApp enables organizations to improve
application managemertty:
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http://www.citrix.com/products/xenapp/how-it-helps.html

x Centralizing hosted shared desktop and applications in the datacenter to reduce complexity and lower the
cost ofdesktop managemertty up to 50 percent

x Controlling and encrypting access to datalapplications to improve security

x Delivering applications instantly to users anywhere on any device

x Simplifying and automating the process of delivering or updating applications, enabling IT to focus or
strategic initiatives

XenApp reduces the cost désktop managemenip to 50 percent by simplifying the management and delivery of all
Windows applications. Centralizing hosted shared desktops and applications in the datacenter reduces costs at
increases efficiency by enabling IT to manage a single instance of each application in an application hub, rather th
using manual processes to instapplications on every PC.

Citrix Provisioning Server

Citrix Provisioning Server provides the capability to create, maintain and start hundreds of virtual desktop and virtus
servers from a single virtual disk image respectively. The benefits are gredtlged disk storage requirements
compared to other provisioning techniques and the ability to maintain all of gekihps or servers bghanging their
respective single virtual disk image.

Citrix Provisioning Server 6.1 was used to create and maintaibeéktop 5.6 virtual desktops and XenApp 6.5
virtual servers for hosted shared desktops.

1.2 Audience

This document describes the architecture and deployment procedures of an infrastructure comprised of Cisco, EM
VMware and Citrix virtualization. The @émded audience of this document includes, but is not limited to, sales
engineers, field consultants, professional services, IT managers, partner engineering, and customers who want
deploy the solution described in this document.

2 Summary of Main Findin gs

The combination of technologies from Cisco Systems, Inc, Citrix Systems, Inc, VMware and EMC produced a hi
efficient, robust and scalable 4000 seat mixed Desktop Virtualization Infrastructure delivering outstandingeend
experience with the follewing concurrently running workloads:

X 2000 Citrix XenApp 6.5 Hosted Shared Desktop sessions
X 1000 Citrix XenDesktop 5.6 Pooled Hosted Virtual Desktops with PVS Write Cache on Tier O Storage
X 1000 Citrix XenDesktop 5.6 Hosted Virtual Desktops with Persorsil vDi

The combined power of th€isco UnifiedComputing System, Nexus switching and EMC storage hardware, VMware
ESXi 5.1, Citrix Provisioning Server 6.1, Citrix XenApp 6.5 and Citrix XgmBdskbftware produces a higlensity
per blade and per chassisxad workload Virtual Desktop delivery systerith the following:

x Cisco UCB200 M3 halwidth blade with dual &ore processors, 256GB of 1600 MHz memory and two 300GB
SSDs for PVS write cache supports 40.9% more pooled hosted virtual desktop workéadsetipreviously
studied full width blade using a new Login VSI medium workload with flash.

x Cisco UC8200 M3 hahwidth blade with dual &ore processors and 256GB of 1600 MHz memory supports
31.8% more hosted virtual desktop with Personal vDisk worlddhén the previously studied full width blade
using a new Login VSI medium workload with flash.

x Cisco UC8200 M3 haHwidth blade with dual &ore processors and 256GB of 1600 MHz memory supports

11.1% more hosted shared desktop sessions than the preliaiudied full width blade using a new Login VSI
medium workload with flash.


http://www.citrix.com/products/xendesktop/overview.html
http://www.citrix.com/products/xendesktop/overview.html

The study design based on ZiscaUnified Computing System B200 M3 desktop virtualization blades, each with
dual 8core processors, 256GB of memory an@iscoUCS VIC1240 ceerged network adapter supports 4000
virtual desktop workloads running the new medium workload with flash, more than 3 times the density of
previously studied chassis with full width blades.
The 4000 seat system booted to a login prompt in less than 30tesrwithout exhausting server CPU, memory,
network or storage subsystems.
We were able to rampip (log in and start workloads) to steady state (with all 4000 users logged in and working)
in 30 minutes without pegging the processor, exhausting memoryasagé subsystems.
Compared to previous studies with full width blades, the rack space required to support 5000 users was reduce
from 72 Rack Units to 30 Rack units.
Pure Virtualization: We continue to present a validated design that is 100% virtualizE&Xin5. 1. All of the
Windows 7 SP1 virtual desktops and supporting infrastructure components, including Active Directory, Profil
Servers, Provisioning Servers, SQL Servers, XenDesktop delivery controllers and XenApp servers were hoste
virtual serves.
We maintain our industry leadership with our new Cisco UCS Manager 2.1(1a) software that makes scalir
simple, consistency guaranteed and maintenance simple. Combined with UCS CentralisooUCS
management scope extends to over 100,000 virtual cmyst
Our 10G unified fabric story gets additional validation on secgeaderation Cisco UC&00 Series Fabric
Interconnects and second generation Nexus 5500 Series access switches as we run more challenging workl
testing, maintaining unsurpassed usesponse times.
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resources were provided by a single system.
EMC's Fast Cache technology delivers predictable performance and continuous availabilggd user
computing environment ensuring a rich end user experience while enforcing compliance, data security, high
availability, andncreasing IT productivity.
EMC delivers simplified management to an End User Computing infrastructure through Uaismhease of
configuration and management, plag technologies for simplified desktop provisioning, and integrations that
deliver rich metrics for monitoring your VNX storage platform.
Citrix HDX technology, extended in XenDesktop 5.6 Feature Padlkvarsofprovides excellent performance with
hostrendered flash video and other demanding applications.
Citrix XenApp 6.5 extends the flexibility of the solution design by adding hosted shared server desktops ar
published applications to the solution array
Citrix FlexCast technology provides the right desktop resources to the right device and insures a consistent us
experience based on the device being used.



3 Architecture

3.1 Hardware Deployed

The architecture deployed is highly modular. While each3us [+ VA]JE}vu vS u]PzZs A EC
configuration, when the reference architecture contained in this document is built, it can easily be scaled as
requirements and demands change. This includes scaling both up (adding additional resources @itfuolULS
Domain) and out (adding addition@iscdJCS Domains and VNX Storage arrays).

The 4000 User XenDesktop 5.6 and XenApp 6.5 solution includes Cisco networking, Cisco UCS and EMC storage
the computing and storage that fit in two data centecka, including the access layer network switches inGlseo
UCS rack.

This document details the deployment of a 4000 seat mixed workload desktop virtualization solution featuring:

Citrix XenDesktop 5.6 Pooled Hosted Virtual Desktops with PVS Writed@atleeO Storage
Citrix XenDesktop 5.6 Hosted Virtual Desktops with Personal vDisks

Citrix XenApp 6.5 Hosted Shared Desktops

Citrix Provisioning Server 6.1

Citrix User Profile Manager

Citrix StoreFront

Citrix NetScaler VPX

Cisco Nexus 1000V Distributenitifal Switch

Cisco Virtual Machine Fabric Extender (FEX)

VMware ESXi 5.1 Hypervisor

X X X X X X X X X X



Figure 1.  Citrix Mixed Workload User s 4000 User Hardware Components

The reference configuration includes:

X X X X

X

Two Cisco Nexus 5548UP switches witludi&ersal port Expansion Matks

Two Cisco UCS 6248 Series Fabric Interconnects with UCS &tiGet6al port Expansion Modules

Four Cisco UCS 5108 Blade Server Chassis with two 2204XP |10 Modules per chassis

Five Cisco UCS B200 M3 Blade servers with I'H26%5 processors, 96 GBAM, and VIC1240 mezzanine
cards for infrastructure services

Twentyfive Cisco UCS B200 M3 Blade servers with Int&6B6 processors, 256 GB RAM, and VIC1240
mezzanine cards for the mixed desktop virtualization workloads

One EMC VNX7500 dual controllesrage system for HA, 4 Datamovers, 600GB SAS Drives and 200GB SS
Fast Cache Drives

The EMC VNX7500 disk shelf, disk and Fast Cache configurations are detailed in Section 5.4 Storage Architec
Design later in this document.



3.2 Software Revisions
Table 1. Software Used in this Deployment

Compute Cisco ucs Fabric | 2.1 (1a) Embedded Management
Interconnects
Cisco UCS B200 M3 2.1 (1a) Hardware BIOS
Network Nexus 5548UP Switch 5.2(1)N1(1) Operating System
Version
Storage EMC VNX7500 ONTAP 8.1.0 RC2 Operating System
Version
Software Cisco UCS Blade Hosts B200: VMware ESXi | Operating System
5.1 Version
B230: VMware ESXi
5.1
Cisco Nexus 1000V 4.2(1)SV1(5.2) Virtual Switch appliance
version

3.3 Configuation Guidelines

The 4000 User Mixed Workload Desktop Virtualization solution described in this document provides details fo
configuring a fully redundant, highbvailable configurationConfiguration guidelines are providasd refer to which
redundant component is being configured with each step. Redundant components are designated as A or B. F
example, SPA and SPB are used to identify the two EMC VNX storage controllers that are provisioned with t
document while Nexus A and Nexus B identify thé@ pf Cisco Nexus switches that are configured. The Cisco UCS
Fabric Interconnects are configured similarly.

This document is intended to allow the reader to configure the Mixed Workload Desktop Virtualization customer
environment as stanglone solutia.

3.3.1 VLANs
For the 4000 User Mixed Workload Desktop Virtualization solution, we utilized VLANs to isolate and apply acce
strategies to various types of network traffic. Table 2 details the VLANSs used in this study

Table 2. VLANs

VLAN Name VLAN ID Purpose Native
ML-VDA 800 Virtual Desktops No
ML_DGVM-MGMT 801 ESXi, N1IKV Manageme Yes
ML_DGVMMOTION 802 vMotion No
ML_DGINF 803 Infrastructure VMs No
ML_DGSTRG 804 NFS Storage No
ML_Launchetnf 851 Login VSI Launchers No
ML-N1KV_CTRL 900 N1KV Control No
ML-N1KV_PKT 901 N1KV Packet No




3.3.2 VMware Clusters
We utilized five VMware Clusters to support the solution and testing environment:

x Infrastructure (Active Directory, DNS, DHCP, SQL Clusters, Citrix User Profile Manager clusterdelvshares,
6.1 virtual machines, XenDesktop controllers, Nexus 1000V Virtual Switch Manager appliances, etc.)

X VDA Clusters (3) (One XenDesktop 5.6 with PVS write cache on local SSDs and Nexus 1000V, One XenDe
5.6 with Personal vDisk and Nexus 1000V, andX&m&pp 6.5 Hosted Shared Desktop with-WEX.)

x Launcher Cluster (The Login Consultants Login VSI launcher infrastructure was hosted on a complete
separateCiscoUCS Domain using dedicated switching and storage. It was connected to the s@liston
UCDomain via the Nexus000 switches in each domain

4 Infrastructure Components
This section describes the infrastructure components used in the solution outlined in this study.

4.1 Cisco Unified Computing System (UCS)

The Cisco Unified Computing Systei@isco UC$is a nexigeneration data center platform that unites computing,
networking, storage access, and virtualization resources into a cohesive system designed to reduce total cost
ownership (TCO) and increase business agility. The systemaieg lowlatency, lossless 10 Gigabit Ethernet
unified network fabric with enterpriselass, x8&rchitecture servers. The system is an integrated, scalable,-multi
chassis platform in which all resources participate in a unified management domain.



4.1.1 Cisco Unified Computing System Components
Cisco UCS components are shown in Figure

Figure 2.  Cisco Unified Computing System Components

The Cisco UCS is designed from the ground up to be programmabgeiimdegratingX e EA E[* VS]E 2
stack, raaging from server firmware and settings to network profiles, is configured through nriadeld
management. With Cisco virtual interface cards, even the number and type of I/O interfaces is programme
dynamically, making every server ready to power any Veaidk at any time

With modelbased management, administrators manipulate a model of a desired system configuration, associate
u} ofs « EA] % E}(Jo AlJ3Z Z EAE E *}uE U v 3Z <Ce5u }v(]P
automation speeds mvisioning and workload migration with accurate and rapid scalability. The result is increased IT
staff productivity, improved compliance, and reduced risk of failures due to inconsistent configurations.

Cisco Fabric Extender technology reduces the nunoberystem components to purchase, configure, manage, and
maintain by condensing three network layers into one. It eliminates both blade server and hyp&assal switches

by connecting fabric interconnect ports directly to individual blade servers atudvimachines. Virtual networks are
now managed exactly as physical networks are, but with massive scalability. This represents a radical simplificati



over traditional systems, reducing capital and operating costs while increasing business agilityfyisgnand
speeding deployment, and improving performance.

4.1.2 Fabric Interconnect

The Cisco UCS 6200 Series Fabric Interconnects are a core part of the Cisco Unified Computingd&ydiegioth
network connectivity and management capabilities the system(Figure 2). The Cisco UCS 63@bies offers line
rate, lowlatency, lossless 10 Gigabit Ethernet, Fibre Channel over Ethernet (FCoE), and Fibre

Channel functions.

The Cisco UCS 6200 Series provides the management and communication backbmm€isco UCSEeries

Blade Servers antthe Cisco UCS100 Series Blade Server Chassis. All chassis, and theréfoladal, attached to
the CiscoUCS 6200 Series Fabric Interconnects become part of a single, highly avadablgement domain. In
addition, by supporting unified fabric, the Cisco UCS 6200 Series provides both the L&XMmbnnectivity for all
bladeswithin its domain.

From a networking perspective, the Cisco UCS 6200 Series usetheoagh architecture, supportingeterministic
low-latency, linerate 10 Gigabit Ethernet on all ports, switchirapacity of 2 terabits (Th), argP0-Gbps bandwidth
per chassis, independent of packet size and enabled sarvihe product family suppor@sco® lovatency, lossless
10 Gigabit Etheretl unified network fabric capabilitiesyhich increase the reliabilityefficiency, and scalability of
Ethernet networks. The fabric interconnect suppantsitiple traffic classes over lassless Ethernet fabric from the
blade through the interconnect.ighificant TCO sawgs come from arFCoEoptimized server design in which
network interface cards (NICs), hostisbadapters (HBAS), cables, asditches can be consolidated. Cisco UCS
6248UP 48&ort Fabric Interconnect

The Cisco UCS 6248URPRi8t Fabricriterconnect is a 1 RU, 4BE, Cisco Data Center Ethernet, FCoE interconnect
providing more than 1Tbps throughput with low latency. It has 32 fixed ports of Fibre ChanteE, IDisco Data
Center Ethernet, and FCoE SFP+ ports.

One expansion module slotredoe up to sixteen additional ports of Fibre ChannetGH) Cisco Data Center Ethernet,
and FCoE SFP+.

4.1.3 Cisco UCS Manager

The Cisco UCS 6200 Series hosts and runs Cisco UCS Manager in a highly available configuration, enabling the
interconnect to fully manage all Cisco UCS elements. Connectivity to the Cisco UCS 5100 Series blade chass
maintained through the Cisco UCS 2100 or 2200 Series Fabric Extenders in each blade chassis. The Cisco UCS
Series interconnects support ocof-band management through a dedicated 10/100/1008bps ethernet
management port as well as-bband management. Cisco UCS Manager typically is deployed in a clustered active
passive configuration on redundant fabric interconnects connected through dual 10/1006t6@énet clustering

ports.

4.1.4 Cisco UCS 2200 Series IO Module

The Cisco UCR00 Serie$O Modulemultiplexes and forwards all traffic from blade servers in a chassis to a parent
Cisco UCS Fabric Interconnect over fromGhps unified fabric links. Allaffic, even traffic between blades on the
same chassis, or VMs on the same blade, is forwarded to the parent interconnect, where network profiles art
managed efficiently and effectively by the Fabric Interconnect. At the core of the Cisco UCS Faluter BxéeASIC
processors developed by Cisco that multiplex all traffic.

Up to two fabric extenders can be placed in a blade chassis.



CiscdJCS 2208 has thiyvo 10GBASKER connections to the blade chassis midplane, with one connection per fabric
extender (} E Z }( sz Z ee]e[ ]PZ3% Z o( «oXkbtKladzdervér]decess to2azh of(two 4x10
Gbps unified fabribased networks via SFP+ sockets for both throughput and redundancy. It has 8 ports icgnnect
up the fabric interconnect.

4.1.5 Cisco UCS Chassis

The Cisco UCS 5108 Series Blade Server Chassis is a 6 RU blade chassis that will accept up-eidiigi@ibedf

UCS BSeries Blade Servers or up to four-fuitith Cisco UCS &eries Blade Servers, or a combination of the two. The
UCS 5108 Series Blade Server Chassis can accept four redundant power supplies with autorrsitarit@pdind
failover and two Cisco UCS (either 2100 or 2200 series ) Fabric Extenders. The chassis is managed by Cisco
Chassis Management Controllers, whare mounted in the Cisco UCS Fabric Extenders and work in conjunction with
the Cisco UCS Manager to control the chassis and its components.

A singleCiscdJCS managed domain can theoretically scale to up to 40 individual chassis and 320 blade servers. At
this time Cisco supports up to 20 individual chassis and 160 blade servers.

Basing the I/O infrastructure on a f&bps unified network fabric allows the Cisco UCS to have a streamlined chassis
with a simple yet comprehensive set of I/0O options. The rasutchassis that has only five basic components:

f The physical chassis with passive midplane and active environmental monitoring circuitry

f Four power supply bays with power entry in the rear, and-$fwappable power supply units accessible from
the front panel

f Eight hotswappable fan trays, each with two fans
f  Two fabric extender slots accessible from the back panel

f Eight blade server slots accessible from the front panel
4.1.6 Cisco UCS B200 M3 Blade Server

Cisco UCS B200 M3 is a third generation-$iatf two-socket Blade Servethe Cisco UCS B200 M3 harnesses the
power of the latest IntélXeorf processor ER600 product family, with up to 384 GB of RAM (usingsB6DIMMS),

two optional SAS/SATA/SSD disk drives, and up to dual 4x 10 Gigabit Etheyaghphut, utilizing our VIC 1240 LAN

on motherboard (LOM) design. The Cisco UCS B200 M3 further extends the capabilities of Cisco UCS by delive
new levels of manageability, performance, energy efficiency, reliability, security, and /O bandwidth dopriset

class virtualization and other mainstream data center workloads.

4.1.7 CiscoUCS VIC1240 Converged Network adapter

A Cisco innovation, the Cisco UCS Virtuarfiace Card (VIC) 1249a 4port 10 Gigabit Ethernet, Fibre Channel over
Ethernet (FCB)capable modular LAN on motherboard (mLOM) designed exclusively for the M3 generation of Cisc
UCS BSeries Blade Servers. When used in combination with an optional Port Expander, the Cisco UCS VIC 1
capabilities can be expanded to eight ports of 1@aBit Ethernet.

The Cisco UCS VIC 1240 enables a gmdi®gd, stateless, agile server infrastructure that can present up to 256 PCle
standardscompliant interfaces to the host that can be dynamically configured as either network interface cards
(NICs) ohost bus adapters (HBAS). In addition, the Cisco UCS VIC 1240 supports Cisco Data Center Virtual Mac
Fabric Extender (VMIEX) technology, which extends the Cisco UCS fabric interconnect ports to virtual machines
simplifying server virtualization depiment



Figure 3. The Cisco UCS VIC 1240 Converged Network Adapter

Figure 4. The Cisco UCS VIC 1240 Logical Diagram

TheCiscdJCS VIC1240 virtual interface cards are deployed i€ibenUCS ESeries B200 M3 blade servers.
4.2 Citrix Desktop Virtualization

4.2.1 Citrix XenDesktop

Citrix XenDeshkop isadeskibp virtualizaion solution that deliversWindows deskops as an on-demandsenice to
any user, anywhere. With HexCas  delivery technology, XenDestop can quickly and seairely deliver individual
applications or complete deskibpsto the entire enterprise, whether users are task workers, knowledge workers
or mobile workers. Users now have the flexibility to access their deskop on any device, anytime, with a high
definition user experience. With XenDeskop, IT can manag singk instances of each OS application and user
profile and dynamnicaly assembé them to increa® business agiity and greatly simplify desktop management
The CitrixXenDeskop open architecture enabks custoners to easly adopt deskop virtualization using any
hypervisor, storage, or management infrastructure.



4.2.1.1 Enhancements in Citrix XenDesktop 5.6 Feature Pack 1

XenDesktop 5.6 Feature Pack 1, builden thethemes of the last releasehichare about reducing cost and making
it easier to dodesktop virtualization. Below, is an overviewf newor updated technologies and capabilities
contained in Feature Pack 1:

x Remote PCt Extends the FlexCast physical delivery model to include secure remote connections to
office-based PCs with a higtefinition user experience leveraging Receiver and HDX technologies. Simple
auto-assignmensetup is included so Remote PC can be easily provisioned to thousands of users. Witt
this new FlexCast delivery feature, Citrix is simplifying desktop transformaticreatingan easy on
rampfor desktop virtualizationView the Remote PC video

x Universal Print Servert Combined with the previously available Universal Pbniver, administrators
may now install a single driver in the virtual desktop image or application server to permit local or
network printing from any device, including thin clients and tablets.

x Optimized Unified Communicationst A newconnector from Citix enables Microsoft Lync 20t0ents
to create peer-to-peer connections for the ultimate user experience, while taking the load off datacenter
processing and bandwidth resourc@he Cisco Virtualization Experience Client (VXC), announced
October 2011lwas the first in the industry to provide pe&r-peer connection capability to
deliveruncompromised user experience benefits to Citrix custom&swnload Cisco VXCWebcam
Video Compression adds support for WebEXx (in addition to Office Communicator, GoToMeeting HDFace
Skype and Adobe Connect).

x Mobility Pack for VDIt With the new Mobility PackXenDesktop dynamically transforms the user
interfaces of Windows desktops and applications to look and feel like the native user interface of
smartphones and tablets. Now, your existing Windows applications adapt to the way users interact with
applicationson smaller devices without any source code changes. Previously, this technology was
available only for XenApp.

x HDX 3D Pra This HDX update provides breakthrough visual performance ofdmigrgraphics intensive
applications obtained by producing much txsframe rates using NVIDIAs latest AP| daderaging a
new, ultraefficient, deep compression codec.

x XenClient Enterpriset XenClient 4.1 now supports 9x more PCs, has wider graphics suppoNWIDHA
graphics & has broader server hypervisor supplist backend management can now run #enServer,
vSphere & HypeY. The release brings robust policy controls to the platform & role based administration.
XenClient 4.1 delivers enterprise level scalability with support of up to 10,000 endpoints.

x Simpk License ServicdThis new license service automatically allocates and installs your XenDesktop
and/or XenApp licenses directly from your license server, eliminating the need to go to My Citrix to fully
allocate your licensesFor more details, referemcCitrix edocsVersion 11.6.1 or higher of the License
Server is required.

4.2.2 Citrix FlexCast Technology

Citrix XenDeskbp with FlexCas is an intelligent delivery technology that recognizes the user, device, and
network, and deliversthe corred virtual desktg and applications specifically tailored to meet the performance
secuity, and flexibility requirements of the user scenario FlexCas technology delivers any type of virtual
desktop to any device and can charge this mix at any time. FlexCas also includes on-demard applications to
deliver any type of virtual applicationsto any deskop, physica or virtual.

The HexCas delivery technologies can be broken down into the following categories:


http://www.citrix.com/tv/#videos/5975
http://www.cisco.com/cisco/software/navigator.html?mdfid=283996708&i=rm
http://support.citrix.com/proddocs/topic/technologies/lic-library-node-wrapper.html

{ Hosted Shared Desktops provide alocked down, streamlined and standardizd environmert with acore set of
applications, idealy suted for task workers running a few lowedintensity applications with light
personalization requirements

x Hosted VM Desktops offer a persmalized Windows desktop experience, typically needed by
knowledgeworkerswith higher application performance needs and high personalization requirements

x StreamedVirtual HardDisk (VHD)Desktopsusethe localprocessingpower of rich clientswhile providing
centralized single image managemat of the desktop. Thesetypes of desktopsare often used in
compuer labsandtraining faciities and when users require local processig for certain appliationsor
peripherals.

x LocalVM Desktopsutilize XerQient to extend the benefits of centralized, single-instancemanagemen
to mobile workersthat need to use their laptops offline. When they are able to connect to a suitade
network, changego the OS, applications,and user data are automaticaly synchronized with the data
center.

X Physical Desktops utilize the Remote PC feature in XenDesktop to create secure remote connections
physical PCs on a LAN without having to build out a large scale XenDegldstructure in the data
center.

X On-demand Applications allows any Windows®application to be cerntralized and managedin the data
center, hosted either on multi-user terminal servers or VMs and instantly delivered as a service to
physicaland virtual desktops. Optimized for eachuser device, network, and location, applicaions are
delivered through a high eed protocol foruse while mnnectedor streamedthrough Cirix application
virtualizaton or Microsoft App-V directly to the endpoint for use whenoffline.

4.2.3 High-Definition User Experience Technology

Citrix High-Definition Use Experiene (HDX techndogy is a set of capabilities that delivers a high definition
desktop virtualization user experiene to end usersfor any application, device, or network. Theg user experien@
enhan@ments balance performance with low bandwidth, whether it be plugging in a USB device, printing from a
network printer or rendering real time video and audi@trix HDX technolog provides network and application
performance optimizaiove (}E& “0]l 0o} o W _ /E% E]v }A E > E+« v lowvA EC
bandwidth and high latency WAN connections.

4.2.4 Citrix XenDesktop Hosted VM Overview

Hostad VM uses a hypervisa to hog all the desktops in the data center. Hoded VM desktogs can either be
pooled or assgned. Pooled virtual desktops use Gitrix Provisioning Servicesto stream a standard deskop image
to each deskop instance upon boot-up. Therebre, the deskop is always returned to its clean original state.
Citrix Provisoning Sewices enables the streaming of a single desktop image to create multiple virtual deskops
on one or more hypervisas in a data center. This feature greatly reduces the amount of storage required
compared to other methods of creating virtual desktops. The high-level componens of a Citrix XenDeskop
architecture utilizing the Hosted VM modd for deskop delivery are shown in Figure 5



Figure 5.  Citrix XenDesktop and XenApp on VMware vSphere

Componensof a Citrix XenDesktap architecture using Hosted VM include:

x Virtual Desktg Agert: The Virtual Deskbp Agent(VDA) is installedon the virtual destopsand enatbes
direct Indeperdent Camputing Architecture (ICA)comedions between the virtual deskop and user
deviceswith the Citrix online plug-in.

x Desktop Delivery Controller: The XnDeskop controllers are responsible for mantaining the proper
level of idle desktops to allow for instantaneous connedions, monitoring the state of online and
connectedvirtual deskops and shutting down virtual deskops as needed The primary XD controller is
configured as the farm master server. The farm maste is able to focus on itsrole of managngthe farm
when an additional XenDeskbp Controlle acts as a dedicated XML server. The ML server is
responsible for user authentication, resource enumeration, and desktop launching process.A failure in
the XML broker service will resut in users being unable to start their deskbps. This is why multiple
cortrollersper farm are recommerded.

x Citrix Receiver: Installed on use devices Citrix Receiver enabks direct HDX connections fom user
devicesto virtual deskops. Reciwer is a mobile workspaceavaibble on a rangeof platforms so wsers
canconnect to their Windowsapplications and desktopsom devices of their choice. Receiver for Web is
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client engine and other technologiegeeded to communicate directly with backend resources, such as
StoreFront.



x  Citrix XenApp Gtrix XenApp is an on-demard application delivery solutionthat enabks any Windows
applicationto be virtualized, centralized, managed in the data center, and instantly delivered as a
senice to users aywhere on any device. XenAppcan be used to deliver both \irtualized applications
and virtualized desktops.In the Hosted VM madel, XenAp is typically used for on-demand access to
streamedand hosted appliations.

X Provisioning Sevices. PVS creigs and povisions virtual deskbps from a single deskbp image (vDik)
on demand,optimizing sbrage utilization and providing apristine virtual deskbp to eachuser every
time they log on. Deskop provisioning also simplifies deskbp images, providesthe best 1exibility, and
offers fewer points of deskop management for both applications and deskbps. The Trivial Fle Transfer
Protocd (TFTP and Pre-boot eXecution Ewironmernt (PXE) servies are required for the virtual
desktop to boot off the network and cdownloadthe bootstrap file whichinstructsthe virtual desktg to
connectto the PVSsever for registration and vDik acessinstructions.

x Personal vDiskPersonal vDisk technology is a powerful new tool that provitiespersistence and
customization users want with the management flexibility IT needs in pooled VDI deployiRergsnal
vDisk technology gives these users the ability to have a personalized experience of their virtual desktof
Personal apps, data and siags are easily accessible each time they log on. This enables broader
enterprisewide deployments of pooled virtual desktops by storing a single copy of Windows centrally,
and combining it with a personal vDisk for each employee, enhancing user pezatinaliand reducing
storage costs.

X Hypervisor: XerDesktop has an open architecture that supports the use of XenServer, Microsoft
HyperV, or VMware vSphere. For the purposes of the testing documerted in this pape, VMware
vSpherewasthe hypervisorof chace.

x Storefront Storefront is the nextieneration of Web Interface aqmtovidesthe userinterface to the XerDeskop
environment. Storefront brokers user authenttation, enumeratesthe available deskops and, upon
launch, delivers an .icafile to Cirix Recaver onthe user'slocal ceviceto initiate a connection.Because
StoreFronis a critical compment, redundant seversmust be avalable to provide fault tolerance.

x Liense Seaver: The Citrix License Sewer is responsitle for managing the licenses for all of the
components of XenDeskbp. XenDestop has a 90 day grace period which allows the sydem to
function normally for 90 days ifthe licerse sewver becomesunavailabe. This gace period offsetshe
complexity involved with building redundarncyinto the licens sewver.

x Data Sore: Each XenDes#ip farm requiresa database cdled the data store. Cirix XenDestops wse the
data storeto centralizeconfiguraion information for a farm inone location. Thedata store maintains all
the static information about the XerDesktopenvironment.

x Domain Controller: The Domah Cortroller hosts Active Directory, Dynanic Host Configuration Piotocol
(DHCP) and Domain Name System(DNS).Active Directory provides a common namespace and sece
method of communication between all the sewers and desktops in the environment. DNS provides IP
Hod name resolution for the core XenDesktp infrastrucdure components. DHCPis used by the virtual
desktop to request and oldain an IP addressfrom the DHCP service. DHCP uses Option 66 and 67 to
specify the bootstrap file location and file name to a virtual desktop. The DH@® senivce recdves
requesson UDP port 67 and sendsdata to UDP port 68 on a virtual destop. Thevirtual desktops then
have the operating systemstreamedover the network utilizing Cirix Provisoning Services(PVS).

All of the aforementiored components interad to provide a virtual deskiop to an end use baseal on the
HexCas$ Hoded VM deskt@ delivery mode leveragng the Provisioning Senices feature of XenDesktop. This
architecture provides the end user with a pristine deskt at ead logon based on a centrdized deskop image
that isowned and managel by IT.



4.2.5 Citrix Xen App Hosted Shared Desktop Overview

In a typical large enterprise environment, IT will ieplent a mixture of Flexcast technologies to meet various
workstyle needs. Like the test in this document, hosted shared desktops can be deployed alongside hosted
VM desktops.

Host shared desktops has been a proven Citrix offering over many years andageatem some of the largest
enterprises today due to its ease of deployment, reliability and scalability. Hosted shared desktops are
appropriate for environments that have a standardized set of applications that do not deviate from one user
to another. Al users share the same desktop interface hosted on a Windows server in the backend
datacenter. Hence, the level of desktop customization is limited compared to a Hosted VM desktop model.

If VM isolation is required and the ability to allocate resourcesohe user over another is important, the
Hosted VM desktop should be the model of choice.

4.2.6 Citrix Provisioning Services

Citrix Provisioning Sewer provides images to physica and virtual desktops Desktoys utilize network booting to
obtain the image and only portions of the desktop images are streamed across the network as needed
Provisioning Sewer does require additional server resources but these can be either phystal or virtual servers
depending on the capacity requirements and hardware configuration. Also, Provisioning Sewer does not require
the desktop to be virtualized as Provisioning Serer can deliver desktgp imagesto physica deskops.

4.3 EMC VNX Series

The VNX series delivers uncompromising scalability and flexibility for théiemigthile providing marketeading
simplicity and efficiency to minimize total cost of ownership. Customers can benefit from VNX features such as:
X Nextgeneration unified storage, optimized for virtualized applications.

x Extended cache by using Flash driveth Wwiully Automated Storage Tiering for Virtual Pools (FAST VP) and
FAST Cache that can be optimized for the highest system performance and lowest storage cos
simultaneously on both block and file.

X Multiprotocol supports for file, block, and object with ob § ee SZE}uPZ D Sulei s]E:
(Atmos VE).
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replication needs.

x Up to three times improvement in performance with the latest Intel Xeon mukigmocessor technology,
optimized for Flash.

X 6 Gb/s SAS back end with the latest drive technologies supported:

X IXA_ fit " v Tii" &o «ZU iXA_ 7ii " U v oii ' idl }& iil % u ~ "U v
rpm NL-SAS

X TXA_ i1l ' v TJiish, @GB, 600 GB and 900 GB 10k rpm SAS

X  FfE% Vv D ho3SE &o /£ MMKbre}@hanri] AAG)CInternet Small Computer System Interface

(iISCSI), Common Internet File System (CIFS), network file system (NFS) including parallel NFS (pNFS), |
Path File System (MPFS), and Fibre Channel over Ethernet (FCoE) connectivity for converged networking o
Ethernet.

The VNX series includes five software suites and three software packs that make it easier and simpler to attain tl
maximum overall benefits.



Available Softwareustes

x VNX FAST SuieéAutomatically optimizes for the highest system performance and the lowest storage cost
simultaneously (FAST VP is not part of the FAST Suite for VNX5100

X VNX Local Protection Suitd’ractices safe data protecticand repurposing.

X VNX Remote Protection Suidrotects data against localized failures, outages, and disasters.

X VNX Application Protection Suiedutomates application copies and proves compliance.

X VNX Security and Compliance Switéeeps data safe fronhanges, deletions, and malicious activity.
AvailableSoftware Rcks

X VNX Total Efficiency Paekcludes all five software suites (not available for VNX5100).
X VNX Total Protection Pagkncludes local, remote, and application protection suites.

X VNX Total Vak Pacl Includes all three protection software suites and the Security and Compliance Suite
(VNX5100 exclusively supports this package).

4.3.1 EMC on VNX 7500 Wed in Testing
EMC VNX 7500 unified storage platform is at the top of the line of the VNX. sériegpowered by Intel quadore
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scalability for enterprises, enabling them to dramatically grow, share, andeffesitively manage muklprotocol file

and block systems. It supports up to 1000 drives and eigBtaes (also known as Data Movers) for file protocol
support. This solution was validated using NFS for data storage of virtual desktops, and Fibre Channel for hypervi
SAN bot SQL database, and infrastructure virtual machines such as Citrix XenDesktop controllers, VMware vCen
Servers, and other supporting services.

4.4 VMware ESXi.b

VMware, Inc.% E}A] <« AJESH o]l §]}v «}(53A E X sDA E [+ ov8seRsm/Mvasd ESK, E
Vmware ESXi, and VSpherare baremetal embedded hypervisors that run directly on server hardware without
requiring an additionaunderlying operating system.

4.4.1 VMware on ESXi 5.1 Hypervisor

ESXi 5.1 is a "baraetal" hypervisor so it installs directly on top of the physical server and partitions it into multiple
virtual machines that can run simultaneously, sharing the physical resources of the underlying server. VMwar
introduced ESXi in 2007 to deliver indusiegding perfomance and scalability while setting a new bar for reliability,
security and hypervisor management efficiency.

Due to its ultrathin architecture with less than 100MB of cotlase disk footprint, ESXi delivers indudegding
performance and scalabilitylys:

X Improved Reliability and Securitw with fewer lines of code and independence from general purpose OS,
ESXi drastically reduces the risk of bugs or security vulnerabilities and makes it easier to secure yo
hypervisor layer.

x Streamlined Deployment ad Configuration v  ESXi has far fewer configuration items than ESX, greatly
simplifying deployment and configuration and making it easier to maintain consistency.



X Higher Management Efficiencyw The ARbased, partner integration model of ESXi eliminates tieed to
install and manage third party management agents. You can automate routine tasks by leveraging remot
command line scripting environments such as vCLI or PowerCLI.

X Simplified Hypervisor Patching and Updating Due to its smaller size and fewernaponents, ESXi requires
far fewer patches than ESX, shortening service windows and reducing security vulnerabilities

4.5 ModularDesktop VirtualizationTechnical Overview

4.5.1 Modular Architecture

d} C[e/d % ESu vSe (& -eyolvingRvorklacésehviodpment. The workforce is becoming increasingly
diverse and geographically distributed and includes offshore contractors, distributed call center operations
knowledge and task workers, partners, consultants, and executives connecting froronscatound the globe at all
times.

An increasingly mobile workforce wants to use a growing array of client computing and mobile devices that they ca
choose based on personal preference. These trends are increasing pressure on IT to ensure protectfmraiéco
data and to prevent data leakage or loss through any combination of user, endpoint deviceesktdpdaccess
scenarios These challenges are compounded by desktop refresh cycles to accommodate aging PCs and bounded Ic
storage and migration toew operating systems, specifically Microsoft Windows 7.

Figure 6. The Evolving Workplace Landscape

Some of the key drivers for desktop virtualization are increased data security and reduced TCO through increas
control and reduced management costs.

4.5.1.1 CiscoData Center Infrastructure for Desktop Virtualization

Cisco focuses on three key elements to deliver the best desktop virtualization data center infrastructure:
simplification, security, and scalability. The software combined with platform modularityidge® a simplified,
secure, and scalable desktop virtualizatioatfadrm.



Figure 7.  Citirx XenDesktop on Cisco UCS

4.5.1.2 Simplified

Cisco UCS provides a radical new approach to industry standard computing and provides the heart of the data cen
infrastructure for desktop virtualization and the Cisco Virtualization Experience (VXI). Among the many features an
benefits of Cisco UCS are the drastic reductions in the number of servers needed and number of cables per ser
and the ability to very quickly deplay re-provision servers through Cisco UCS Service Profiles. With fewer servers
and cables to manage and with streamlined server and virtual desktop provisioning, operations are significantl
simplified. Thousands of desktops can be provisioned in minwiés Cisco Service Profiles and Cisco storage
% ESv E-bastl@oring. This speeds time to productivity for end users, improves business agility, and allow
IT resources to be allocated to other tasks.

IT tasks are further simplified through redutemanagement complexity, provided by the highly integrated Cisco UCS
Manager, along with fewer servers, interfaces, and cables to manage and maintain. This is possible due to tt
industry-leading, highest virtual desktop density per blade of Cisco UC§ alth the reduced cabling and port
count due to the unified fabric and unified ports of Cisco UCS and desktop virtualization data center infrastructure.

Simplification also leads to improved and more rapid success of a desktop virtualization implenmer@éam and its
partners tCitrix (XenDesktop and Provisioning Server) and NetAppave developed integrated, validated
architectures, including available pdefined, validated infrastructure packages, known as FlexPod.



4.5.1.3 Secure

While virtual destops are inherently more secure than their physical world predecessors, they introduce new
security considerations. Desktop virtualization significantly increases the need for virtual mbmlghawareness of
policy and security, especially given the dgric and fluid nature of virtual machine mobility across an extended
computing infrastructure. The ease with which new virtual desktops can proliferate magnifies the importance of ¢
virtualizationaware network and security infrastructure. Cisco UCS andidNdata center infrastructure for desktop
virtualization provides stronger data center, network, and desktop security with comprehensive security from the
desktop to the hypervisor. Security is enhanced with segmentation of virtual desktops, virtuaineaastare
policies and administration, and network security across the LAN and WAN infrasttucture

4.5.1.4 Scalable

Growth of a desktop virtualization solution is all but inevitable and it is critical to have a solution that can scale
predictably with thatgrowth. The Cisco solution supports more virtual desktops per server and additional servers
scale with near linear performance. Cisco data center infrastructure provides a flexible platform for growth anc
improves business agility. Cisco UCS ServicdeBraflow for ordemand desktop provisioning, making it easy to
deploy dozens or thousands of additional desktops.
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unified fabric to avoid des&p virtualization bottlenecks. The high performance, low latency network supports high
volumes of virtual desktop traffic, including high resolution video and communications.

Cisco UCS and Nexus data center infrastructure is an ideal platform for geitvthtransparent scaling of server,
network, and storage resources to support desktop virtualization.

4.,5.1.5 Savings and Success

As demonstrated above, the simplified, secure, scalable Cisco data center infrastructure solution for deskto
virtualization AJoo « A 3Ju v }e8X dZ & A]Joo (*8 E % C IU 88 GE ZK/U
highest virtual desktop density per server, meaning there will be fewer servers needed, reducing both capite
expenditures (CapEXx) and operating expendisufOpEX). There will also be much lower network infrastructure costs,
with fewer cables per server and fewer ports required, via the Cisco UCS architecture and unified fabric.

The simplified deployment of Cisco UCS for desktop virtualization speedsnaptdi productivity and enhances
business agility. IT staff and end users are more productive more quickly and the business can react to ne
opportunities by simply deploying virtual desktops whenever and wherever they are needed. The high performanc
Ciscosystems and network deliver a neaative enduser experience, allowing users to be productive anytime,
anywhere.

4.5.2 Understanding Desktop User Groups
There must be a considerable effort within the enterprise to identify desktop user groups and theibenships.

The most broadly recognized, high level user groups are:

X Task Workersx' E}u%oe }( pe e+ A}YEI]VP ]Jv Z]PZoC *% ] o]l VA]JE}vu v3
performed by each worker is essentially identical. These users are typically locatecbgioaate facility
(e.g., call center employees).

X Knowledge/Office Workers<' E} %o }( pe Ee AZ} pe E o 3]A oC JA E- -3 }(
based and installed and whose data is regularly accessed. They typically have several applicatings ru
simultaneously throughout their workday and a requirement to utilize Flash video for business purposes. Thi



is not a singular group within an organization. These workers are typically located at a corporate office (e.g
workersin accounting groups

X Power Usersx' E}u%oe }( pe Ee A zZhddEnemoR] Prdcessor, disk 10, and/or graghtensive
applications, often simultaneously. These users have high requirements for reliability, speed, atmtheeal
data access (e.g., design engineers).

X Mobile Workersx ' E } 1$%§ users who may share common traits with Knowledge/Office Workers, with the
Ju%o A£]SC }( v ]JvP 8§} oo %% 0] S]}ve Vv § (E}u Az E A (
corporate facility, customer location, at the airport, at a coffee shoEo § Z}u x oo ]Jv §Z =« u C
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X Remote Workers<' E}u%os }( pue E+ AZ} }uo (oo Jvd} 8Z d ¢l t}EI E }E <v}
but whose experience is from a remote site that is not corporate owned, most of@}u SZ pe E[* Z
This scenario introduces several challenges in terms of type, available bandwidth, and latency and reliabili
}( 8Z pe E[+ }vv S]A]SC &} §Z  -Fom-hoseGccouPpayhble AepEsentative).

X Guest/Contract Wokersx' E}u%oe }( pe Ee AZ} v oo 5} oJu]s viu E }(
enterprise applications and data and resources for short periods of time. These workers may need acce:
from the corporate LAN or remote access (e.g., a medical data transcigtfion

There is good reason to search for and identify multiple-grudups of the major groups listed above in the
enterprise. Typically, each sgjpoup has different application and data requirements.

4.5.3 Understanding Applications and Data

Whenthe deskop user groups and sufroups have been identified, the next task is to catalog group application and

data requirements. This can be one of the most tioomsuming processes in the VDI planning exercise, but is
ee v3] 0 (}& SZ s | %o Ethe apphcatipns andXddth are not identified andlooated, performance will

be negatively affected

The process of analyzing the variety of application and data pairs for an organization will likely be complicated by tt
inclusion cloud applications, #kSalesForce.com. This application and data analysis is beyond the scope of this Cist
Validated Design, but should not be omitted from the planning process. There are a variety of third party tools
available to assist organizations with this crucial eiserc

4.5.4 Project Planning and Solution Sizing Sample Questions
Now that user groups, their applications and their data requirements are understood, some key project and solutiol
sizing questions may be considered

General project questions should be addsed at the outset, including:

X Has a VDI pilot plan been created based on the business analysis of the desktop groups, applications a
data?
Is there infrastructure and budget in place to run the pilot program?
Are the required skill sets to execute t®I project available? Can we hire or contract for them?
Do we have end user experience performance metrics identified for each desktapcut?
How will we measure success or failure?
X What is the future implication of success or failure?
Provided belows a short, norexhaustive list of sizing questions that should be addressed for each usgrauh

X X X X



What is the desktop OS planned? Windows 7 or Windows XP?

32 bit or 64 bit desktop OS?

How many virtual desktops will be deployed in the pilot? In paddn? All Windows 77?
How much memory per target desktop group desktop?

Are there any rich media, Flash, or graphidensive workloads?

What is the end point graphics processing capability?

Will XenApp be used for Hosted Shared Server Desktops asiety XenDesktop?
Are there XenApp hosted applications planned? Are they packaged or installed?
Will Provisioning Server or Machine Creation Services be used for virtual desktop deployment?
What is the hypervisor for the solution?

What is the storageonfiguration in the existing environment?

Are there sufficient IOPS available for the wiiteensive VDI workload?

Will there be storage dedicated and tuned for VDI service?

Is there a voice component to the desktop?

Is antivirus a part of the image?

Is user profile management (e.g., rovaming profile based) part of the solution?
What is the fault tolerance, failover, disaster recovery plan?

Are there additional desktop suiroup specific questions?

X X X X X X X X X X X X X X X X X X

4.5.5 Cisco Services

Cisco offers assistance foustomers in the analysis, planning, implementation, and support phases of the Desktop
Virtualization lifecycle. These services are provided by the Cisco Advanced Services group. Some examples of C
services include

x Cisco VXI Unified Solution Support
x dsco VXI Desktop Virtualization Strategy Service
x Cisco VXI Desktop Virtualization Planning and Design Service

4.5.6 The Solution: A Unified, Pre -Tested and Validated Infrastructure
To meet the challenges of designing and implementing a modular deskt@stinfcture, Cisco, CitrbEMCand

VMwarehave collaborated to create the data center solution for virtual desktops outlined in this document.

Key elements of the solution include:

X A shared infrastructure that can scale easily
X A shared infrastructure it can accommodate a variety of desktop virtualization workloads

4.6 Cisco Networking Infrastructure
This section describes the Cisco networking infrastructure components used in the configuration.

4.6.1 Cisco Nexus 5548 Switch
The Cisco Nexus 5548 Switsta 1RU, 10 Gigabit Ethernet, FCoE adegss switch built to provide more than 500

Gbps throughput with very low latency. It has 20 fixed 10 Gigabit Ethernet and FColhabesceptmodules and
cables meeting the Small FoiRactor Pluggable PlusHS+) form factor. One expansion module slot can be
configured to support up to six additional 10 Gigabit Ethernet andFCoE ports, up to eight FC ports, or a combinati



of both. The switch has a single serial console port and a singl®fdaind 10/100/D00-Mbps Ethernet
management port. Two N+1 redundant, Raotiggable power supplies and five N+1 redundant,-piaggablefan
modulesprovide highly reliable fronto-back cooling.

4.6.1.1 Cisco Nexus 5500 Series Feature Highlights
The switch family's ricHeature set makes the series ideal for rdekel, accestayer applications. It protects
investments in data center racks with standatmssed Ethernet and FCoE features that allow IT departments to

consolidate networks based on their own requirementsl aming.

X The combination of high port density, wispeed performance, and extremely low latency makes
the switch an ideal product to meet the growing demand for 10 Gigabit Ethernet at the rack level.
The switch family has sufficient port density to sugpgingle or multiple racks fully populated with
blade and racknount servers.
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power connections are at the rear, closer to server ports, helping kedte legths as short and
efficient aspossible. Hoswappable power and cooling modules can be accessed from the front
panel, where status lights offer an-atglance view of switch operation. Fretd-back cooling is
consistent with server designs, supfing efficient data center hetisle and coléisle designs.
Serviceability is enhanced with all customer replaceable units accessible from the front panel. Th
use of SFP+ ports offers increased flexibility to use a range of interconnect solutiondjnicl
copper for short runs and fibre for long runs.

x FCoE and IEEE data center bridging features support 1/O consolidation, ease management
multiple traffic flows, and optimize performance. Although implementing SAN consolidation
requires only the lodess fabric provided by the Ethernet pause mechanism, the Cisco Nexus 550(
Series switches provide additional features that create an even more easily managed, high
performance, unified network fabric

4.6.1.2 Features and Benefits
Specific features anddnefits provided by the Cisco Nexus 5500 Series follow.

10GB Ethernet, FCoE, and Unified Fabric Features

The Cisco Nexus 5500 Series is first and foremost a family of outstanding access switches for 10 Gig:
Ethernet connectivity. Most of the features dhe switches are designed for high performance with 10
Gigabit Ethernet. The Cisco Nexus 5500 Series also supports FCoE on each 10 Gigabit Ethernet port that
be used to implement a unified data center fabric, consolidating LAN, SAN, and serverngusaéfic.

Low Latency
The cutthrough switching technology used in the Cisco Nexus 5500 Series ASICs enables the product

offer a low latency of 3.2 microseconds, which remains constant regardless of the size of the packet beir
switched. This latencwas measured on fully configured interfaces, with access control lists (ACLS), QoS
and all other data path features turned on. The low latency on the Cisco Nexus 5500 Series enabl
applicationto-application latency on the order of 10 microseconds (depeg on the NIC). These



numbers, together with the congestion management features described in the next section, make the Cisc
Nexus 5500 Series a great choice for lates@ysitive environments.

Other features:
Nonblocking LindRate Performance, Singitage Fabric, Congestion Management, Virtual Output Queues,

Lossless Ethernet (Priority Flow Control), Delayed Drop FC over Ethernet, Hakedwalr&O Consolidation,
and EndPort Virtualization.

4.6.2 Cisco Nexus 1000V

Cisco Nexus 1000V Series Switches are virtual machine access switches that are an intelligent software swi
implementation based on IEEE 802.1Q standard for VMware vSphere environments runningch® 8>X0S
Software operating system. Operating inside the VMware ESX hypervisor, the Cisco Nexus 1000V Series supp
Cisco VMNLink server virtualization technology to provide:

x Policybased virtual machine connectivity
X Mobile virtual machine securitgnd network policy
X Nondisruptive operational model for server virtualization and networking teams

With the Cisco Nexus 1000V Series, you can have a consistent networking feature set and provisioning process all
way from the virtual machine access/ér to the core of the data center network infrastructure. Virtual servers can
now use the same network configuration, security policy, diagnostic tools, and operational models as their physici
server counterparts attached to dedicated physical netwodktq Virtualization administrators can access -pre
defined network policy that follows mobile virtual machines to help ensure proper connectivity, saving valuable time
for virtual machine administration.

Developed in close collaboration with VMware, tHed® Nexus 1000V Series is certified by VMware to be compatible
with VMware vSphere, vCenter, ESX, and ESXi, and with many other vSphere features. You can use the Cisco N
1000V Series to manage your virtual machine connectivity with confidence intdgrity of the server virtualization
infrastructure.

The Cisco Nexus 1000V Release 2.1 software is being offered in two editions:

x Cisco Nexus 1000V Essential Edition: This is available at no cost and provides most of the comprehens
Layer 2 networkingeatures of the Cisco Nexus 1000V Series, including VXLAN, Cisco vPath for servit
insertion and chaining, and VMware vCloud Director integration.

x Cisco Nexus 1000V Advanced Edition: This version offersaddigeel security features such as Domain Host
Gontrol Protocol (DHCP) snooping, IP source guard, Dynamic Address Resolution Protocol (ARP) Inspection
and Cisco TrustSec® Secure Group Access (SGA) support (a new feature in Release 2.1). The Cisco VSG :
based virtual firewall is also included in thdvanced Edition

4.6.2.1 Nexus 1000V Product Architecture

Cisco Nexus 1000V Series Switches have two major components: the Virtual Ethernet Module (VEM), which ru
inside the hypervisor, and the external Virtual Supervisor Module (VSM), which mahagéBNs.

Virtual Ethernet Module (VEM)

The Cisco Nexus 1000V Series VEM runs as part of the VMware ESX or ESXi kernel and replaces the VMware virtt
switch (vSwitch). This level of integration helps ensure that the Cisco Nexus 1000V Series is fully alivserver
virtualization events, such as VMware vMotion and Distributed Resource Scheduler (DRS). The VEM takes


http://www.cisco.com/en/US/products/ps9670/prod_white_papers_list.html

configuration information from the VSM and provides advanced networking functions: quality of service (QoS),
security features, and monitorg features.

Virtual Supervisor Module (VM

The Cisco Nexus 1000V Series VSM controls multiple VEMs as one logical modular switch. Configuration is perfort
through the VSM and is automatically propagated to the VEMs. Instead of configuring softeswiiside the
hypervisor on a hosby-host basis administrators can define configurations for immediate use on all VEMs being
managed by the VSM from a single interface.

4.6.2.2 Nexus 1000V Features and Benefits

The Cisco Nexus 1000V Series provides ammnmanagement model for both physical and virtual network
infrastructures through Cisco Mhink technology, which includes poliogised virtual machine connectivity, mobility
of virtual machine security and network properties, and a-d@ruptive operatnal model.

PolicyBased Virtual Machine Connectivity

To facilitate easy creation and provisioning of virtual machines, the Cisco Nexus 1000V Series includes port profiles
Port profiles enable you to define virtual machine network policies for diffegrgs or classes of virtual machines

and then apply the profiles through the VMware vCenter. Port profiles are a scalable mechanism for configuring
networks with large numbers of virtual machines. When the Port Profiles include QoS and security gudigies,
formulate a complete servie@ A o0 PE u v3 ~~> « (}E& $Z A]JESp o u Z]v [+ SE ((] X

Mobility of Virtual Machine Security and Network Properties

Network and security policies defined in the port profile follow the virtual machine throughoutetydife, whether

it is being migrated from one server to another, suspended, hibernated, or restarted. In addition to migrating the
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in traffic-monitoring activities can continue these activities uninterrupted by VMware vMotion operations. When a
specific port profile is updated, the Cisco Nexus 1000V Series automatically provides live updates to all the virtual
ports using that same port profil@he capability to migrate network and security policies through VMware vMotion
makes regulatory compliance much easier to enforce with the Cisco Nexus 1000V Series because the security polic
defined in the same way as for physical servers and igaothg enforced by the switch.

Besides traditional switching capability, the Cisco Nexus 1000V Series offers the Cisco vPath architecture to suppor
virtualized network services with:

x Intelligent Traffic Steering: This feature redirects packets in aodtiWow to a virtual service virtual machine
called a Virtual Service Node (VSN), which can be on a different server. Thus, a VSN is not required on ever
server, providing flexible and consolidated deployment.

x Performance Acceleration: VEM caches thee\[$ ]J*1}v (JE& (0}AU Ju%o u vie 3Z < (E,
subsequent packets of the flow, and accelerates virtualized network service in the hypervisor kernel.

Cisco Virtual Service Gateway (VSG) is the first VSN to leverage the Cisco vPath architeqitoeidesd multi
tenant, scalable, security services for virtual machines on the Cisco Nexus 1000V Series Switches.

Non-disruptive Operational Model

Because of its close integration with VMware vCenter, the Cisco Nexus 1000V Series allows virtualizatic
administrators to continue using VMware tools to provision virtual machines. At the same time, network
administrators can provision and operate the virtual machine network the same way they do the physical network
While both teams work independently, thes€o Nexus 1000V Series enforces consistent configuration and policy
throughout the server virtualization environment. This level of integration lowers the cost of ownership while
supporting organizational boundaries among server, network, security, anagetéeams.



Inside VMware vCenter, virtual machines are configured as before. For network configuration, port profiles define
on the Cisco Nexus 1000V Series VSM are displayed by VMware vCenter as port groups. Virtualization administra;
can take advatage of preconfigured port groups and focus on virtual machine management, and network
administrators can use port profiles to apply policy for a large number of ports at the same time. Together, bott
teams can deploy server virtualization more efficierathd with lower operating costs.



Enhanced Deployment Scenarios

X Optimized server bandwidth for I/tensive applications: Today, network interfaces are often dedicated to
a particular type of traffic, such as VMware Console or vMotion. With the CiscasN&O0V Series, all
network interface cards (NICs) can be treated as a single logical channel with QoS attached to each type
traffic. Consequently, the bandwidth to the server can be more efficiently utilizétth, network-intensive
applicdions virtudized.

X Easier security audits with consistent security policy: Security audits on virtual machines are usually mor
difficult to perform because virtual machines are secured differently than physical servers. As the Cisco Nexl
1000V Series provides pesnt security policy to mobile virtual machines, security audits are similar to
those for physical servers.

x Virtual machine as basic building block of data center: With the Cisco Nexus 1000V Series, virtual machin
are treated the same way as physicahers in security policy, monitoring and troubleshooting, and the
operational model between network and server administrators, enabling virtual machines to be true basic
building blocks of the data center. These operational efficiencies lead to greaddingsoof server
virtualization deployments with lower operating expenses.

VMware Product Compatibility

The Cisco Nexus 1000V Series is compatible with VMware vSphere as a VMware vNetwork Distributed Switch (v
with support for VMware ESX and ESXi Inyisers and integration with VMware vCenter Server. Cisco Nexus 1000V
Series Switches are compatible with the various VMware vSphere features.

5 Architecture and Design of Citrix Desktop Virtualization on Cisco Unified
Computing System and EMC VNX Storage

5.1 Design Fundamentals

There are many reasons to consider desktop virtualization solutions such as an ever growing and diverse base of u
devices, complexity in management of traditional desktops, security, and even Bring Your Own Computer (BYC
programs. The first step in designing a desktop virtualizatoin solution is to understand the user community and the
type of tasks that are required to successfully execute their role. The followinglassifications arprovided:

x Knowledge Workergoday do na just work in their offices all day they attend meetings, visit
branch offices, work from home, and even coffee shops. These anywhere workers expect access
all of their same applications and data wherever they are.

x External Contractorsare increasigly part of your everyday business. They need access to certain
portions of your applications and data, yet administrators still have little control over the devices
they use and the locations they work from. Consequently, IT is stuck makingadifsdenthe cost
of providing these workers a device vs. the security risk of allowing them access from their owr
devices.

x Task Workergerform a set of weltlefined tasks. These workers access a small set of applications
and have limited requirements from theRCs. However, since these workers are interacting with
your customers, partners, and employees, they have access to your most critical data.



X

Mobile Workersneed access to their virtual desktop from everywhere, regardless of their ability to

connect to a etwork. In addition, these workers expect the ability to personalize their PCs, by
installing their own applications and storing their own data, such as photos and music, on these
devices.

Shared Workstatiorusers are often found in statef-the-art univesity and business computer labs,
conference rooms or training centers. Shared workstation environments have the constant
requirement to reprovision desktops with the latest operating systems and applications as the
needs of the organization change, topetlist.

After the user classifications have been identified and the business requirements for each user classificatic
have been defined, it becomes essential to evaluate the types of virtual desktops that are needed based c
user requirements. There aessentially five potential desktops environments for each user:

X
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device with a locally installed operating system.

Hosted Shared DesktopA hosted, servebased desktop is a desktop where the user interacts
through a delivery protocol. Wh hosted, servebased desktops, a single installed instance of a
server operating system, such as Microsoft Windows Server 2008 R2, is shared by multiple use
simultaneously. Each user receives a desktop "session" and works in an isolated memery spac
Changes made by one user could impact the other users.

Hosted Virtual DesktopA hosted virtual desktop is a virtual desktop running either on virtualization
layer (XenServer, Hyp&t or ESX) or on bare metal hardware. The user does not work witkitand
front of the desktop, but instead the user interacts through a delivery protocol.

Streamed Applications*SE u *|S}%° VvV  %0%0] S]}ve Epv VvS]E oC
device and are sent from a server on demand. The user interadtstiagt application or desktop
directly but the resources may only available while they are connected to the network.
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is used as a type 1 hypervisor and is synced with the data center when the device is connected
the network.

For the purposes of the validation represented in this document only hostedalidesktops were
validated. Each of the sections provides some fundamental design decisions for this environment.

5.2 Hosted Virtual Desktop Design Fundamentals

Citrix XenDesktop 5.6 can be used to deliver a variety of virtual desktop configurafioméollowing sections
describe the deployment considerations.

5.2.1 Hypervisor Selection
Citrix XenDesktop and Citrix XenApp are hypervisor agnostic, so any of the following three hypervisors can be us
for the desktop virtualization solutions:



X HyperV: Miaosoft Windows Server 2008 R2 Hypébuilds on the architecture and functions of Windows
Server 2008 Hypev by adding multiple new features that enhance product flexibility. Hxper available in
a Standard, Server Core and free HygeBerver 2008 R2ersions. More information on Hypé&f can be
obtained at the company web site.

X vSphere: VMware vSphere consists of the management infrastructure or virtual center server software an
the hypervisor software that virtualizes the hardware resources on theess. It offers features like
Distributed resource scheduler, vMotion, HA, Storage vMotion, VMFS, and a mutlipathing storage layer
More information on vSphere can be obtained at the company website.

X XenServer: Citrix® XenServer® is a complete, marsayeer virtualizatiorplatform built on the powerful
Xen® hypervisor. Xen technology is widely acknowledged as the fastest and most secure virtualizatic
software in the industry. XenSaar is designed for efficient management of Windows® and Limuik@l
serversand delivers cosgffective server consolidation and business continuity. More information on Hyper
V canbe obtained at the company website.

For this study, we utilized VMware ESXi 5.1 and vCenter 5.1.
5.2.2 Provisioning Services

XenDesktop Hosted Virtual Desktops and XenApp virtual servers for Hosted Shared Desktops can be deployed v
and without Citrix Rovisioning Services, but Citrix Provisioning Services enables you to stream a single desktop ima
to create multiple virtual desktops or XenApp servers on one or more hosts in the data center quickly and efficiently
This facility greatly reduces the aomtt of storage required compared to other methods of creating virtual desktops
and virtual servers.

For XenDesktop Hosted Virtual Desktops, Citrix Provisioning Services created desktops can be deployed as Poole
Dedicated using the following types aftual disks (vDisRs

x PVS Private Mode vDislA dedicateddesktop is a desktop assigned to one distinct user. It uses a PVS vDisk

that is set to private mode, enabling all changes to be captured when the virtual machine is restarted.
2.

x PVS Standard Mode vEk: A pooled virtual desktop uses Citrix Provisioning Services to stream a standard
or shared desktop image to multiple desktop instances on fugotChanges made to this type of PVS virtual
disk are not preserved when the virtual desktop is restarted.

When considering a Provisioning Services deployment, there are some design decisions that need to be ma
regarding the writecache for the virtual desktop or virtual server device leveraging provisioning. Thecacie is a
cache of all data that the taeg device has written. If data is written to the Provisioning Server vDisk in a caching
mode, the data is not written back to the base vDisk. Instead it is written to a-eaithe file in one of the locations
specified below. The following options exist the Provisioning Services write cache:

x Cache on device HI@ache on local HD is stored in a file on a secondary local hard drive of the device. It get
created as an invisible file in the root folder of the local HD. The Cache file size grows as betdeder
gets larger than the original vDisk, and frequently not larger than the free space on the original vDisk.

x Cache in device RAMCache is stored in client RAM (Memory), The Cache maximum size is fixed by a settin
in vDisk properties. All writtedata can be read from local RAM instead of going back to server.RAM Cache i
faster than server cache and works in a high availability environment.
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X Cache on servefServer Cache is stored in a file on the server, or on a share, SAN, or other. The difevgs
as needed, but never gets larger than the original vDisk, and frequently not larger than the free space on th
original vDisk. It is slower than RAM cache because all reads/writes have to go to the server and be read fro
a file. Cache gets dekdl when the device reboots, in other words, on every boot the device reverts to the
base image. Changes remain only during a single boot session.

X Cache on device hard drive persisteExperimental Phase) The same as Cache on device hard drive, excep
cadte persists. At this time, this write cache method is an experimental feature only, and is only supported
for NT6.1 or later (Windows 7 and Windows 2008 R2 and later). This method also requires a differen
bootstrap.

x Cache on server persistedhis cache mtion allows for the saving of changes between reboots. Using this
option, after rebooting, a target device is able to retrieve changes made from previous sessions that diffel
from the read only vDisk image. If a vDisk is set to Cache on server persestehtfarget device that
accesses the vDisk automatically has a desjmxific, writable disk file created. Any changes made to the
vDisk image are written to that file, which is not automatically deleted upon shutdown

The alternative to PVS Standard ModDisk for pooled desktop deployments is Citrix Machine Creation Services,
which is integrated directly with the XenDesktop Studio console.

Hosted Shared Desktops provided by Citrix XenApp can be deployed on bare metal hardware or as virtual machin
PVSis extremely useful for creating multiple XenApp virtual machines to support Hosted Shared Desktops. A sing
vDisk image supports all of the XenApp virtual machines in the deployment. Citrix XenApp servers were deployed
virtual machines in this exess.

In this study, we used Provisioning Server 6.1 for the creation and management of Pooled Desktops with PVS Wi
Cache on device HD of each virtual machine. Provisioning Server 6.1 was used for Active Directory machine accc
creation and managemeras well as for streaming the shardisk to the hypervisor hosts.

Similarly, we used Provisioning Server 6.1 for deployment and management of XenApp virtual servers with PVS wri
cache on device HD of each virtual machine.

5.2.3 Citrix XenDesktop Broker
XenDesktop Controllers (XDCs) or brokers are one of the cornerstones of any XenDesktop deployment. They provi

authentication for users coming into the XD farm; they enumerate resources available for all of those users, and the
also direct launch requestfrom the users to the appropriate VDIs. In addition to providing user services, they also
maintain desktop startups and shutdowns. The broker systems communicate constantly with the SQL databas
ensuring that a single broker can fail without issue.

General best practice for XenDesktop Controllers is to have at least two per XenDesktop Site for redundancy. |
additional users or resources come online, it may be necessary to either scale to larger XDCs or scale to a lar
number of XDCs (scaling up aut, as the case may be). Additional XDCs can be deployed based upon geographi
layout or other factors that may come up including division of users or division of organizations. Additional
information on best practices for XenDesktop Controllers @folind on the Citrix website at the following link:

http://support.citrix.com/article/CTX132799

In this particular environment, we deployed two XenDesktop Controllers, as that was the best méonkibe
number of users that we deployed.
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5.2.4 Citrix XenDesktop with Personal vDisk
In every environment, there exists a subset of users that wants complete personalization control over their desktor

In prior releases of XenDesktop, this was accahpli through the use of Dedicated Desktops. While providing
some of the benefits of the VDI environment, this brought about additional complexities, such as the requirement tc
manage all of these additional images, at one image per user instead of @ isiagle per a group of users. There is
also a significant storage consumption amd, as each of these images now consumes enteruisgs storage
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With XenDesktop 5.6, Citrix introduced the concept of the &wakvDisk, or PvD. PvD allows consumers of the
normal pooled random image to extensively personalize their desktop, eliminating the requirement for Dedicatec
Desktop images, while still allowing the IT group to only manage that smaller number of poalpesi

One important note when considering the use of PvD in an environment is that deployment of PvD creates
connection between a user and a particular virtual desktop. If that virtual desktop is unavailable for any reason, th
user cannot log on.

Additional information about planning a Personal vDisk environment can be found in the PvD Planning Guide
available on the Citrix website at the following link:

http://support.citrix.com/article/CTA33227

The environment described in this document deployed half of the Hosted Virtual desktops with Personal vDis
technology.

5.2.5 Citrix XenApp
Citrix XenApp 6.%rovides the capability of efficiently sharing Server 2008 R2 server desktops. Adbjifional

applications can be delivered on the shared server desktops by installing them in XenApp 6.5 virtual disk (vDisk) or
hosting the applications on separate XenApp 6.5 virtual servers.

User sessions provide d by XenApp 6.5 virtual servers are reteresdHosted Virtual Desktops (HVDs.)

In this environment, HVDs were deployed for task worker workloads, with the required applications installed on the
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5.3 Designing Mixed CitrixXenDesktop 5.@nd XenApp 6.eployment

The dasign of this environment presented a combined use cas¥enApp Hosted Shared Desktops (HSDs),
XenDesktop Pooled Random Desktops and XenDesktop Pooled Random witinew@er to more closely simulate
a customer environment with several different typafsusers.

5.3.1 Hosted Virtual Desktops
To implement our pooled desktop delivery model for this study, known as Hosted VDI Pooled Desktops, we followe
the Citrix Reference Architecture for local desktop delivery.
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Figure 8. Citrix Pooled Desktop Infrastructure

We elected to use Provisioning Services 6.1 in place of Machine Creation Services for this study so that our des
would scale to many thousands of desktops.

5.3.2 Hosted Shared Desktops
To implement our shared server desktop delivery model for thislystkknown as Hosted Shared Desktops, we
followed the Citrix Reference Architecture for highly available desktop virtualization



Figure 9. Citrix Hosted Shared Desktop Infrastructure

Note: The infrastructure servers show in Figure X and Figure Y above weréoudexth XenDesktop and XenApp.
There is no requirement to maintain separate infrastructures for the delivery methods.

d} & }us JSCE]JA[s y v I18}% Z (Raéoled DesEops]@ ocaluaid Remote) use the following
link:

http://support.citrix.com/article/CTX131049

Learn more about XenDesktop 5.6 Planning and Design at the following location:

http://support.citrix.com/product/xd/v5.5/consulting/
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5.4 Storage Architecture Design
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agility when the write ache area resides in the EMC VNX unified storage sydtem.virtualized environment, this
cache area resides in the virtual hard disks that are attached to the virtual machines, and it accounts for the majorit
of IOPS requirements as the PVS servespidibmost of the read IOPS for the virtual desktops while all writes are
redirected to the write cache areaSince the write cache area is write intensive by nature, it is recommended to
designate RAID 10 storage pools on the VNX for PVS write cacheindzaiRAID penalty that are likely incurred by
RAID 5 or similar RAID typeBecause EMC VNX supports RAID 10 pools with multiples of eight drives, it is
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recommended to use that drive count unit as the building block while the number of deployed deskiupsues to
scale. In this solution, the storage pools used to store PVS write cache are made up of 16 or 48 SAS drives

6 Solution Validation
This section details the configuration and tuning that was performed on the individual components to produce &
complete, validated solution.

6.1 Configuration Topology for Scalable Citrix Mixed Workload Desktop Virtualization
Infrastructure on Cisco Unified Computing System and EMC Storage

Figure 10. Architecture Block Diagram

Figure 1(above captures the architecturalatjram for the purpose of this study. The architecture is divided into four
distinct layers:

x Cisco UCS Compute Platform

x The Virtual Desktop Infrastructure that runs on UCS blade hypervisor hosts

X Network Access layer and LAN

X Storage Access Network (SAN) &MC VNX Storage array

The following figure details the physical configuration of the 5000 seat XenDesktop 5.6 environment.



Figure 11. Detailed Configuration Architecture

6.2 Cisco Unified Computing System Configuration

This section talks about the UCS configiorathat was done as part of the infrastructure build out. The racking,
power and installaton of the chassis are described in the install guide (see
http://www.cisco.com/en/US/docs/unified _computing/ucs/hw/chassis/install/ucs5108 install.lhtamd it is beyond

the scope of this document. More details on each step can be found in the following documents:

» CiscdJCS CLI Configuration guide
http://www.cisco.com/en/US/docs/unified computing/ucs/swi/cli/config/quide/2.1/b UCSM CLI Configuratio

n Guide 2 1.pdf
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» CiscdJCSM GUI Cofiguration guide
http://www.cisco.com/en/US/partner/docs/unified computing/ucs/sw/gui/config/quide/2.1/b UCSM G
Ul Configuration Guide 2 1.html

6.2.1 BaseCiscoUCS System Configuration
To configure the Cisco Unified Computing &ystperform the following steps:

1 Bring up the Fabric interconnect and from a Serial Console connection set the IP address, gateway, and
the hostname of the primary fabric interconnect. Now bring up the second fabric interconnect after
connecting the dual cables between them. The second fabric interconnect automatically recognizes the
primary and ask if you want to be part of the cluster, answer yes and set the IP address, gateway and the
hostname. Once this is done all access to the FI can be done remotely. You will also configure the virtual
IP address to connect to the FI, you need a total of three IP address to bring it online. You can also wire
up the chassis to the FI, using either 1, 2 or 4 links per 10 Module, depending on your application
bandwidth requirement. We connected all the four links to each module.

2 Now connect using your favorite browser to the Virtual IP and launch the Cisco UCS-Manager. The Java
based Cisco UCS Manager will let you do everything that you could do from the CLI. We will highlight the
GUI methodology here.

3 First check the firmware on the system and see if it is current. Visit
http://software.cisco.com/download/release.html?mdfid=283612660&softwareid=283655658&rele
=2.0(4d)&relind=AVAILABLEG®&ifecycle=&reltype=latestto download the most current Cisco UCS
Infrastructure and Cisco UCS Manager software. Use the UCS Manager Equipment tab in the left pane,
then the Firmware Management tab in the right pane and Packages sub-tab to view the packages on the
system. Use the Download Tasks tab to download needed software to the Fl. The firmware release used
in this paper is 2.1(1a).

If the firmware is not current, follow the installation and upgrade guide to upgrade the Cisco UCS
Manager firmware. We will use Cisco UCS Policy in Service Profiles later in this document to update all
UCS components in the solution.

Note: The Bios and Board Controller version numbers do not track the 10 Module, Adapter, nor CIMC
controller version numbers in the packages.

4 Configure and enable the server ports on the Fl. These are the ports that will connect the chassis to the
Fls.


http://www.cisco.com/en/US/partner/docs/unified_computing/ucs/sw/gui/config/guide/2.1/b_UCSM_GUI_Configuration_Guide_2_1.html
http://www.cisco.com/en/US/partner/docs/unified_computing/ucs/sw/gui/config/guide/2.1/b_UCSM_GUI_Configuration_Guide_2_1.html
http://software.cisco.com/download/release.html?mdfid=283612660&softwareid=283655658&release=2.0(4d)&relind=AVAILABLE&rellifecycle=&reltype=latest
http://software.cisco.com/download/release.html?mdfid=283612660&softwareid=283655658&release=2.0(4d)&relind=AVAILABLE&rellifecycle=&reltype=latest

5 Configure and enable uplink Ethernet ports:



5a

and FC uplink ports:

Use the Configure Unified Ports, Configure Expansion Module Ports to configure FC uplinks. Note: In this
example, we configured six FC ports, two of which are in use.

On the LAN tab in the Navigator pane, configure the required Port Channels and Uplink Interfe
both Fabric Interconnects:



6 Expand the Chassis node in the left pane, the click on each chassis in the left pane, then click
Acknowledge Chassis in the right pane to bring the chassis online and enable blade discovery.

7 Use the Admin tab in the left pane, to configure logging, users attieatication, key management
communications, statistics, time zone and NTP services, and Licensing. Configuring your Mani
IP Pool (which provides IP based access to the KVM of each UCS Blade Server,) Time zone Me
(including NTP time sours®j and uploading your license files are critical steps in the process.



8 Create all the pools: MAC pool, WWPN pool, WWNN pool, UUID pool, Server pool.

8.1 From the LAN tab in the navigator, under the Pools node, we created a MAC address pooliensi
size for the environment. In this project, we created a single pool with two address range
expandability.

8.2 For Fiber Channel connectivity, WWNN and WWPN pools must be created from the SAN tat
navigator pane, in the Pools node:



8.3  For this project, we used a single VSAN, the default VSAN with ID 1:

8.4 The next pool we created is the Server UUID pool. On the Servers tab in the Navigator page ul
Pools node we created a single UUID Pool for the test environment. Eachddié S8rver requires .
unique UUID to be assigned by its Service profile.



8.5 We created two Server Pools for use in our Service Profile Templates as selection criteria for aut
profile association. Server Pools were created on the Servers thb imavigation page under the Poc
node. Only the pool name was created, no servers were added:

8.6 We created two Server Pool Policy Qualifications to identify the blade server model for placement into the
correct pool using the Service Profile Template. In this case we used Chassis ids to select the servers.
(We could have used slots or server models to make the selection.)



8.7 The next step in automating the server selection process is to create corresponding Server Pool
for eachCiscoUCS Blade Server model, utilizing the Server Pool and Server Pool Policy Qualif
created earlier.

9 Virtual Host Bus Adapter templates were created for FC SAN connectivity from the SAN tab ur
Polices node, one template for each fabric:



Create at least one HBA template for each Fabric Interconnect if block storage will be used. We used the
WWPN pool created earlier and the QoS Policy created in section 5.2.4 below.

10  Onthe LAN tab in the navigator pane, configure the VLANSs for theoament:

In this project we utilized seven VLANs to accommodate our four ethernet system classes, a s
VLAN for infrastructure services, and two VLANs for Nexus 1000V packet and control functions
management and VMware Management shared VBAN

11 Onthe LAN tab in the navigator pane, under the policies node configure the vNIC templates that
used in the Service Profiles. In this project, we utilize eight virtual NICs per host, four pairs, wit
pair connected to both Fabric Imeonnects for resiliency.



1lla Create vNIC templates for both fabrics, check Enable Failover, select VLANs supported on adapter
(optional,) set the MTU size, select the MAC Pool and QoS Policy, click OK.

12  Create boot from SAN policy that was used for both B230 M2 and B200 M3 blades, using the WWNs
from the VNX7500 storage system as SAN targets.



13  Create performance BIOS Policies for each blade type to insure optimal performance. The following
screen captures show the settings for the Cisco UCS B230 M2 blades used in this study:



The remaining Advanced tab settings are at platform default or not configured. Similarly, the
Opions and Server Management tabttings are at defaults.

Note: Be sure to Save Changes at the bottom of the page to preserve this setting. Be sure to add this
policy to your blade service profile template.

13a The following screen captures show the settings for the Cisco UCS B200 M3 blades used in this study:






The remaining Advanced tab settings are at plaif default or not configured. Similarly, the Bo
Options and Server Management tabttings are at defaults.

13b. Following BIOS Policy for B200 M3 used witH¥#M configuration:

Main; Check box for Reboot on BIOS Settings change, Disable QuietIB&dtleRt.

Processaor Enable Virtualization Technology (VT). Click Next.



Intel Directed IQ enable VT for Directed |10, Interrupt Remap, Coherency Support, ATS Suppo!
Through DMA Support. Click Next.

RAS MemoryMemory RAS Config selenaximumperformance
LV DDR Mode: enable performant@de. Click Next.
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