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1. Overview

1.1. About this Document

This documentescribes the reference architecture for a 588at and 100-seat virtual desktop
infrastructureusing Citrix XenDesktop 7 built on Cisco UCS B2B®lade Servensith EMCVNXe3300
and Microsoft Hypel 2012

Industry trends indicate a vadata center transformation toward shared infrastructures. Enterprise
customers are moving away from silos of information and toward shared infrastructures, to virtualized
environments, and eventually to the cloud to increase agility and reduce costs.

This documentprovides the architecture and designa¥irtual desktop infrastructure that can grow
from 500users to1000users. The infrastructure is 100% virtualized on Microsoft Hyp8erve012
with third-generation Cisco UCSRriesB200 M3BladeServersSCSI booting from an ENGIXe3300
storage array.

The virtual desktops are powered using Citrix Provisioning Seéued Citrix XenDesktop 7, with a mix
of hosted shared desktops (70%) and pooled desktops (30%) to support the user populahiere W

applicable, the documenprovides best practice recommendations and sizing guidelines for customer
deployments of XenDesktapon the Cisco Unified Computing System.

2.  Solution Component Benefits
Each of the components of the overall solution materiadptributes to the value of functional design
contained in this document.

2.1. Benefits of CiscdUnified Computing System
1 } hv](] JU% US]VP ACe3 uj ] 3Z (]JE*3 }VA EP S v8 E %0 S(}C
standard, x8€rchitecture servers wh networking and storage access into a single converged system.
The system is entirely programmable using unified, mbdeled management to simplify and speed
deployment of enterpriseclass applications and services running in baegal, virtualized, ad cloud
computing environments.

Benefits of the Unified Computing System include:

Architectural flexibility

Cisco UCB-Series blade servers for infrastructure and virtual workload hosting

Cisco UCESeries racknount servers for infrastructure and virtuevorkload Hosting

Cisco UCB200 Series second generation fabric interconnects provide unified blade, network
and storage connectivity

x Cisco UC5108 Blade Chassis provide the perfect environment for rsaltver type, multi
purpose workloads in a singt®ntainment



Infrastructure Simplicity

Converged, simplified architecture drives increased IT productivity
CiscoUCS management results in flexible, agile, high performancenssdirating information
technology with faster ROI

x Fabric Extender technologgduces the number of system components to purchase, configure
and maintan

x Standardshased, high bandwidth, low latency virtualizatiaware unified fabric delivers high
density, excellent virtual desktop usekperience

Business Agility

X Modeklbased mangement means faster deployment of new capacity for rapid and accurate
scalability
Scale up to 16hassisand up to 128 blades in a singléscoUCS management domain
LeverageCiscoUCS Management Packs for System Center 2012 for integrated management

2.1.1. Benefits ofCiscoNexus 5548UP
The Cisco Nexus 5548UP Switch delivers innovative architectural flexibility, infrastructure simplicity, and
business agility, with support for networking standards. For traditional, virtualized, unified, and high
performancecomputing (HPC) environments, it offers a long list of IT and business advantages,
including:

Architectural Flexibility

x Unified ports that support traditional Ethernet, Fib€hannel (FCand Fibe Channel over
Ethernet (FCoE)

X Synchronizes system clockiwaccuracy of less than one microsecond, based on IEEE 1588

x Offers converged Fabric extensibility, based on emerging standard IEEE 802.1BR, with Fabric
Extender (FEX) Technology portfolio, inclgdine Nexus 1000V Virtual Distributed Switch

Infrastructure Simplicity

Common higkdensity, highperformance, datecenterclass, fixedorm-factor platform
Consolidates LAN and storage

Supports any transport over an Etherdgdsed fabric, including Layer 2 and Layer 3 traffic
Supports storage traffic, includin§CSI, NAS, FC, RoE, and IBoE

Reduces management points with FEX Technology

X X X X X

Business Agility

X Meets diverse data center deployments on one platform
x Provides rapid migration and transition for traditional and evolving technologies
x Offers performance and stzbility to meet growing business needs
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Specification®t-a-Glance

X A 1-rackunit, 1/10 Gigabit Ethernet switch
x 32 fixed Unified Ports on base chassis and one expansion slot totaling 48 ports

X The slot can support any of the three modules: Unified Por/418 native FiberChannel, and
Ethernet or FCoE
X Throughput of up to 960 Gbps

2.2. Benefits of EMC VNXamily of Storage Controllers

2.2.1. The EMCVNX Family
The EMC VNX Family delivers industry leading innovation and enterprise capabilities for file, block, and
object storage in a scalable, easyuse solution. This nexgeneration storage platform combines

powerful and flexible hardware with advanced efficiency, management, and protection software to
u § 8z uvi]vP v ¢« }( 8} C[* vS E%E]* X

All of thisis available in a choice of systems ranging from affordable éewsf solutions to high
performance, petabyteapacity configurations servicing the most demanding application requirements.
The VNX family includes the VNXe Series, purpodiefor the ITgeneralist in smaller environments ,

and the VNX Series , designed to meet theuighiormance, high scalability, requirements of midsize
and large enterprises.

Figure1 VNX Family

2.2.2. VNXe Series Simple, Efficient, Affordable
The VNXe Series was designed with the IT generalist in mind and providéferalable, integrated
storage system for smatib-medium businesses as well as remote offices, and departments in larger
enterprise businesse3he VNXe series provides true storagasolidation with a unique applicatidn
driven approach that eliminates the boundaries between applications and their storage.

This simple applicatiedriven approach to managing shared storage makes the VNXe series ideal for IT
generalists/managers angglication administrators who may have limited storage expertise. EMC

11



Unisphere for the VNXe series enables easy, wibasgd provisioning of storage for Microsoft,

Exchange, file shares, iSCSI volumes, VMware, and-Myp&iXe supports tight integratiovith

VMwatre to further facilitate efficient management of virtualized environments. Complemented by
Unisphere Remote, the VNXe is also ideal for remote dffie@ch office (ROBO) deployments. Bunilt
efficiency capabilities, such as file-deplicationwith compression and thin provisioning result in
streamlined operations and can save up to 50 percent in upfront storage costs. Software packs aimed at
facilitating backup, remote data protection, and disaster recovery include features such aseasy
configure application snapshots.

The VNXe series supports high availability by using redundant componemtger supplies, fans, and
storage processors as well as dynamic failover and failback. Additionally, the VNXe series supports the
ability to upgrade ygstem software or hardware while the VNXe system is running. It also delivers single
click access to a world of resources such as comprehensive online documentation, training, &ond how
videos to expand your knowledge and answer questions.

2.2.3. VNXSeries- Smple, Efficient, Powerful
The EMC VNX flagiptimized unified storage platform delivers innovation and enterprise capabilities
for file, block, and object storage in a single, scalable, andteasse solution. Ideal for mixed
workloads in physical or wural environments, VNX combines powerful and flexible hardware with
A v ((]1TvCUUVPUVSU Vv %E}S S]}v «} (A E 3} u § §Z u v ]
virtualized application environments.

VNX includes many features and enhancements designed au] 08 p%o}v S$Z (]J]E+S P v E S]}v][-
These features and enhancements include:

More capacity with multicore optimization with Multicore Cache, Multicore RAID, and Multicore
& ~d Z ~D KEj-

Greater efficiency with a flasbptimized hybrid array

Beter protection by increasing application availability with active/active

Easier administration and deployment by increasing productivity with new Unisphere
Management Suite

x

NextGeneration VNX is built to deliver even greater efficiency, performanceseale than ever
before.

2.3. Benefits of MicrosoftWindows Server2012 with Hyper-V
Microsoft Windows Server 2012 with Hypébuilds on the architecture and functionality of Microsoft
HyperV 2008 R2 allowing you to run the largest workloads in your viedkenvironment. Windows
Server 2012 with HypeY offers support for up to 64 virtual processors, 1 terabyte of memory per guest
VM, and 4,000 virtual machines on aGdde cluster. With HypeY, you can support Offloaded Data
Transfer and improved Qualiof Service to enforce minimum bandwidth requirements (even for
network storage). Higlavailability options include incremental backup support, enhancements in
clustered environments to support virtuiber Channel adapters within the virtual machine ganbox

12



NIC Teaming. Windows Server 2012 Hyypean also use server message block file shares for virtual
storage. This new option is simple to provision and offers performance capabilities and features that
rival those available witkiberChannel storagarea networks. The Hyp&f Extensible Switch within
Windows Server 2012 with Hyp¥rgives you an open, extensible switch to help support security and
management needs. You can build your own extensions, or use partner extensions to support these
needs.HyperV works with Microsoft System Center 2012 SP1 management tools to handle your multi
server virtualization environment. With new management support for Hyeyou can fully automate
management tasks and help reduce the administrative overhead obgtzur environment.

HyperV provides a dynamic, reliable, and scalable virtualization platform combined with a single set of
integrated management tools to manage both physical and virtual resources, enabling creation of an
agile and dynamic data center.

2.4. Benefits of Citrix XenDesktop7
There are many reasons to consider a virtual desktop solution. An ever growing and diverse base of
users, an expanding number of traditional desktops, an increase in security mandates and government
regulations, and the introduction of Bring Your Own DeyY OD) initiatives are factors that add to the
cost and complexity of delivering and managing desktop and application services.

JISE]JLE y v *18}%i 0 SE ve(}EuUe §Z 0]A EC }( D] E}akesure]v }Aes %o%oe
centrally managedervicethat users can access on any device, anywhere. The release focuses on
delivering these benefits:

X MobilizingMicrosoft Windowsapplication delivery, bringing thousands of corporate
applications to mobile devices with a natit@ich experience and high perimance
x Reducing costwith simplified and centralized management and automated operations

Securing data by centralizing information and effectively controlling access
Citrix XenDesktop 7 promotes mobiligllowingusers to searcfor and subscribe to pulished
resources enabling a service delivery model that is cloaddy.

The release follows a new unified FlexCast 2.0 architecture for provisioning all Windows apps and
desktopseither onhostedshared RDServers oiVDlbased virtual machined he newarchitecture
combines simplified and integrated provisioning with personalization td@lsether a customer is
creating a system to deliver just apps or complete desktQitsix XenDesktop 7 leverages common
policies and cohesive tools to govern infrastiure resources and access.

2.5. Audience
This document describes the architecture and deployment procedures of an infrastructure comprised of
Cisco, EMC, Microsoft and Citrix virtualization. The intended audience of this document includes, but is

not limitedto, sales engineers, field consultants, professional services, IT managers, partner
engineering, and customers who want to deploy the solution described in this document.
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3.

Summary of Main Findings

The combination of technologies from Cisco Systems, Img Sitstems, IncMicrosoft and EMC
produced a highly efficient, robust and affordable Virtual Desktop Infrastructure (VDI) for a hosted
virtual desktop deployment. Key components of the solution included:
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converged at the Cisco UCS Fabric Interconnect. In this desiglisttat)CS Fabric
Interconnects are uplinked directly to the Layer 3 network, reducing the solution footprint and
cost. This design is well suiteat Emaller deployments of virtual desktop infrastructure.

>} 0 *3}E P Jv 3Z (}JEuU }( 3A} 811" VvE E%E]e " [+ % E}A]
Provisioning Services wrigache drives and significantly reduces the impact on the primary
EMC WXe3300 storage array.

Cisco UCB200 M3 haHwvidth blade with dual 2-core2.7 GHz Intel Ivy BriddE52697v2)
processors an884GB of memory support®85%more virtual desktop workloads thane¢h
previouslyreleased Sandy Bridge processonsthe same hardware.

The500-userdesign is based on using one Unified Computing System chatssttiree Cisco
UCSB200M3 blades for virtualized desktop workloads and Giseo UCB200 M3 blade for
virtualized infrastructure workloads

Thel000userdesign is based on usitgyo CiscaUnified Computing System chassis Wit
Cisco UCB200 M3 blades for virtualized desktop workloads and Giseo UCB200 M3 blade
for virtualized infrastructure workloads.

All'log in and start workloads up to steadgite were completed ir30-minuteswithout pegging
the processor, exhausting memory or storage subsystems.

The rack space required to support th@0users was a single rack of approxima@®yrack
units. The space required to suppoftO0Ousers in a fully redundant configuration was o
RUs, which translates to an additiozisco UC5108 chassis.

Pure VirtualizationT hisCisco Validated Desigmnesents a &lidated design that is 100%
virtualized on Microsoft Hypey 2012. All of th&indows 7 SP1 virtual desktops and supporting
infrastructure components, including Active Directory, Provisioning Servers, SQL Servers, and
XenDesktop delivery controllersere hosted as virtual servers.

Ciscomaintairsour industry leadership with ouraw Cisco UCS Manager 3(8) software that
simplifiesscalingguaranteesonsistencyandeasesmaintenance.

Our 10G unified fabric story gets additional validation on second genei@ison UC&200
Series Fabric Interconnects@scorunsmore challenging workload testingghile maintaining
unsurpassed user response times.

D [W¥NXe3308ystem provides storage consolidation and outstanding effigiémicup to
1000 users.

]SE]A y v oo arew unified product architecturedahsupportsboth hosted
shareddesktops andpplicationdRDS) andompletevirtual desktops (VDIT.his new
XenDesktop release simplifies tasks associated with iscgke VDI management. This modular
solution supports seamless delivery of Windows appsdasktops as the number of users
increase In addition, HD Xrdhancementselp to optimize performance and improve the user
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experience across a variety of endpoint device types, from workstations to mobile devices
including laptops, tablets, arginartphones.

x For hosted shared desktop sessiorise best performance was achieved when the number of
vCPUs assigned to tinDesktop 7 RD@tual machines did not exceed the number of hyper
threaded cores available on the server. In other words, maximum performaonbéained
when not overcommitting the CPU resourdes hosted shared desktops.

4. Architecture

4.1. Hardware Deployed
The architectur % 0}C ] Z]PZoC u} po EX tZ]o Z pe3}lu E[+ VA]E}vu Vi
configurationwhen the reference architecture contained in this document is built, it can easily be

scaled as requirements and demands change. This includes scalingp@dding additional resources
within aCisco UCBomain) and out (adding addition@lsco UCBomains and VNX Storage arrays).

The500 and1000user XenDesktop 7 solution includes Cisco networking, Oisified Computing
Systemand EMC VNXe storagehich fitsinto a single data center rack, including the access layer
network switches.

ThisCisco Validated Desiglocument details the deployment of tH#00- and 1000user configurations
for a mixed XenDesktop workload featuring the following software:
x Citrix XenDesktop 7 Pooled Hosted Virtual Desktops with PVS write cache on TierO storage
x Citrix XenDesktop 7 Shared Hosted Virtual Desktops with PVS write cache on TierQ storage
x  Citrix Provisioning Server 7
x Citrix User Profile Manager
x  Citrix StoreFront 2
x Cisco Nexus 1000V Distributed Virtual Switch
X Microsoft Windows Hype¥ 2012 Hypervisor
X Microsoft System Center 2012 Virtual Machine Manager SP1
X Microsoft SQL Server 2012 SP1

15



Figure2: Workload Architecture

The workload contains the following hardware as showRigure2: Workload Architecture

X Two Cisco UCS 624BSeries Fabric Interconnects

X Two Cisco UCS 5108 Bladev&eChassis (1 for ea&@0-users of capacity) with two 2204XP 1O
Modules per chassis

x FiveCisco UCS B200 M3 Bl&igverswith Intel E526942 processors384GB RAM, and
VIC1240 mezzanine cards fbe mixeddesktopvirtualization workloads

x Two Cisco UEB200 M3 Bladeerverswith Intel E52650processors128 GB RAM, and VIC1240
mezzanine cards for thefrastructurevirtualization workloads

x One EMG/NXe330@lual controller storage system for H/& SAS disks acro8shelves, 10GE
ports for networkconnectivity.

The EMG/NXe330disk shelf configurations are detailed in Section 5.4 Storage Architecture Design
later in this document

4.2. Logical Architecture
The logical architecture of the validated design is very similar betweebdfeser andLO0Cuse
configuration.The design was architected to supp&@0users within a single chassis andr blades.
Thel00CGusers configuration would requirgevenblades across two chassis, which would also add
physical redundancy for the chassis. If full reduredeis required within th&00-user configurationa

second infrastructure host (INFRAcanbe added or the virtual machines hosted on INERAuld be
placed on VDI-&. The table below outlines all thgerversn the two configurations
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Table 1: Infrastructure Architecture

This section includes the software versions of the primary products installed in the environment.

4.3.

ServeName Location Purpose

INFRAL Physicalt Chassis 1  Clustered Windows 2012 Datacenter serve
for infrastructure guests

VDI12 Physicalt Chassis 1 ~ Mixed workload HypeW 2012 server

VDIL3 Physicalt Chassis 1  Mixed workload Hypel 2012 server

VDI14 Physicalt Chassis 1 ~ Mixed workload HypeW 2012 servert (N+1)
spare capacity

INFRA2 Physicalt Chassis 2  Clustered Windows 2012 Datacenter serve
for infrastructure guestsliOOOQuser
configuratior)

VDI21 Physicalt Chassis 2  Mixed workload Hypel 2012 serverl(000 t
user configuratioi

VDI22 Physicalt Chassis 2  Mixed workload HypeW 2012 serverl000
userconfiguratior)

AD-DC1 Virtual t INFRAL Active Directory Domain Controller

EXC1 Virtual t INFRAL XenDesktop 7 controller

PVS1 Virtual t INFRAL Provisioning Services streaming server

SCVMM1 Virtual t INFRAL System Center 2012 Virtual Machine

SCVMM2 Manager Server

SFS1 Virtual t INFRAL StoreFront Services server

SQL1 Virtual t INFRAL SQL Server (primary) for AlwaysOn groups

Nexus1000V 1 Virtual tINFRAL Nexus 1008/ VSM HA node

Nexus1000V 3 Virtual t INFRAL Nexus 1008/ VSM HA node

HSDGold Virtual t INFRAL Used to manage the PVS golden image for
the Hosted Shared Desktop serverage

XDGold Virtual t INFRAL Used to managed the PVS golden image fo
the Windows 7 XenDesktop VDI image

AD-DC2 Virtual tINFRA2 Active Directory Domain Controller

EXC2 Virtual t INFRA2 XenDesktop 7 controller

PVS2 Virtual t INFRA2 ProvisioningServices streaming server

SQL2 Virtual t INFRA2 SQL Server (secondary) for AlwaysOn grou

Nexus1000V 2 Virtual tINFRA2 Nexus 1008/ VSM HA node

Nexus1000V 4 Virtual tINFRA2 Nexus 1008/ VSM HA node

Software Revisions

Table2: Software Revisions
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Vendor Product Version

Cisco UCS Firmware 2.1(R)

Cisco UCS Manager 2.1(3a)

Cisco Nexus 1000V foHyperV 5.2(1) SM1 (5.1)
Citrix XenDesktop 7.0.0.3018
Citrix Provisioning Services 7.0.0.46




Citrix
Microsoft
Microsoft

Microsoft
Microsoft

StoreFront Services 2.0.0.90
System Center 2012 Virtual Machine 3.1.6027.0

ManagerSP1

Windows Server 2012 DataCenter  6.2.920@uild 9200
HyperV Server 2012 6.2.9200 Build 9200
SQL Server 205P1 11.0.30000.0 (x64)

4.4. Configuration Guidelines
This section provideguidelinesfor situations where additional guidance may be necessary.

44.1. VLAN

The VLAN configuration recommended for the environment includes a total of eight VLAiMErees!

in the table below.

Table3: VLAN Configuration

VLAN Name

VLAN ID

Use

MGMT

INFRA

PVSVDI

CSv

LMIGR

STORAGE

STORAGE

STORAGE
NULL

60

61

62

63

64

65

66

99

Management Used for the HypeY hosts and physical
hardware. Should always be assigned to the first vNI(
any host and never connected to a Hypéwirtual
switch.

Infrastructure. Used for all the virtualized infrastructur
hosts, such as the XenDesktop Controllers, Provisioni
Servers, SQL sers, etc.

Provisioning Services and VDbed as the only network
available for the provisioned hosted shared and virtua
desktops.

Clustered Shared Volumes and Cluster heartbdgaed
only on the infrastructure cluster hosts foluster
communication and data volume traffic.

LiveMigration for Infrastructure Clustetsed only on
the infrastructure cluster hosts for live migration of
guests between the two hosts.

ISCSI traffic on Fabric Wsed only for iSC&affic on
channel A.

iISCSI traffic on Fabric Bsed only for iSCSI traffic on
channel B.

Null Storage VLAN. Used temporarily during the
Windows 2012 install to prevent the install from
detecting multiple storage paths to the iSCSI volume.

As described isection4.2Logical Architectursection, the only clustering in the design is between

INFRAL and INFRR when100Qusers are involved or full redundancyéjuired for the infrastructure
hosts. If INFRA is not included in the design, then the clustering VLANs 63 and 64 can be omitted.
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4.4.2. Hyper-V Clustering
This section describes the quidelines about configuring Microsoft Hyg&ustering.

4.4.2.1. Network Configura tion Guidelines
Microsoft recommends having minimum of two networks for your failover cluster: a public network
that allows clients to connect to the cluster and a separate network that is used only for communication
between the clustered server¥.oucan configure additional networks for specific storage options or for
redundancyas needed

When you use identical network adapters for a network, also use identical communication settings on
those adapters (for example, Speed, Duplex Mode, Flow ControMadd Type). Also, compare the

settings between the network adapter and the switch it connects to and make sure that no settings are
in conflict.

If you have private networks that are not routed to the rest of your network infrastrucimake sure

that each of these private networks uses a unigue subnet. This is nhecessary even if you give each
network adapter a unique IP address. For example, if you have a cluster node in a central office that
uses one physical network, and another node in a branch dffiatuses a separate physical network,
do not specify 10.0.0.0/24 for both networks, even if you give each adapter a unique IP address.

4.4.2.2. Prestage Cluster Computer Objects in Active Directory

When you create a failover cluster by using the Create Cl\gieard or by using Windows PowerShell,

you must specify a name for the cluster. If you have sufficient permissions when you create the cluster,
the cluster creation process automatically creates a computer object in AD DS that matches the cluster
name. Ths object is called the cluster name object or CNO. Through the CNO, virtual computer objects
(VCOs) are automatically created when you configure clustered roles that use client access points. For
example, if you create a highly available file server withient access point that is named FileServerl,

the CNO will create a corresponding VCO in AD DS.

To create the CNO automatically, the user who creates the failover cluster must have the Create
Computer objects permission to the organizational unit (OUhercontainer where the servers that will
form the cluster reside. To enable a user or group to create a cluster without having this permission, a
user with appropriate permissions in AD DS (typically a domain administrator) can prestage the CNO in
AD DSThis also provides the domain administrator more control over the naming convention that is
used for the cluster, and control over which OU the cluster objects are created in.

Instructionsabout how to prestage the Cluster Name Object can be found here:
http://technet.microsoft.com/enus/library/dn466519.aspx

4.4.2.3. Quorum Configuration Guidelines
The cluster software automatically configures the quorum for a new cluster, based on theenomb
nodes configured and the availability of shared storage. This is usually the most appropriate quorum
configuration for that cluster. However, it is a good idea to review the quorum configuration after the
cluster is created, before placing the clusteto production. To view the detailed cluster quorum
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configuration, you can you use the Validate a Configuration Wizard, or theClteser Windows
PowerShell cmdlet, to run the Validate Quorum Configuration test. In Failover Cluster Manager, the
basicquorum configuration is displayed in the summary information for the selected cluster, or you can
review the information about quorum resources that returns when you run the GesterQuorum
Windows PowerShell cmdlet.

At any time, you can run the ValidaQuorum Configuration test to validate that the quorum
configuration is optimal for your cluster. The test output indicates if a change to the quorum

configuration is recommended and the settings that are optimal. Ifa change is recommended, you can
use the Configure Cluster Quorum Wizard to apply the recommended settings.

After the cluster is in production, do not change the quorum configuration unless you have determined
that the change is appropriate for your cluster.

4.4.2.4. Cluster Validation Tests
Before yowcreate the failover cluster, we strongly recommend that you validate the configuration to
make sure that the hardware and hardware settings are compatible with failover clustering. Microsoft
supports a cluster solution only if the complete configuratiasges all validation tests and if all
hardware is certified for the version of Windows Server that the cluster nodes are running.

Note: You must have at least two nodes to run all tests. If you have only one node, many of the critical
storage tests do natun.

The cluster validation tool can be launchédoughthe Failover Cluster Manager, under Management,
click Validate Configuration.

S. Infrastructure Components
This section describes the infrastructure components used in this Cisco Validated Design.

5.1. CiscoUnified Computer System (UCS)
dz ]} hv](] Ju%opuS]vP ~"CeS uj ~ -§ienprdtiofh patd center plagorm that
unites computing, networking, storage access, and virtualization resources into a cohesive system
designed to reduce total cosf ownership (TCO) and increase business agility. The system integrates a
low-latency, lossless 10 Gigabit Ethernet unified network fabric with enterptisss, x8@&rchitecture

servers. The system is an integrated, scalable, rob#ssis platform in whircall resources participate in
a unified management domain.

5.1.1. Cisco Unified Computing Components
The Cisco UCS components are shown in the diagram below.
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Figure3: CiscdJCS Components

The CiscdJnified Computing Systeim designed from the ground up to be programmable and self
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profiles, is configured through modbased management. With Cisco virtual interface cards, éven

number and type of I/O interfaces is programmed dynamically, making every server ready to power any
workload at any time.

With modetbased management, administrators manipulate a model of a desired system configuration
SZ v ¢} ] 8§ u} e profile@ith hardware resources. Once associated the system
configures itself to match the model. This automation speeds provisioning and workload migration with
accurate and rapid scalability. The result is increased IT staff productivity, improvediaswapand

reduced risk of failures due to inconsistent configurations.

Cisco Fabric Extender technology reduces the number of system components to purchase, configure,
manage, and maintain by condensing three network layers into one. It eliminates laata erver and
hypervisorbased switches by connecting fabric interconnect ports directly to individual blade servers
and virtual machines. Virtual networks are now managed exactly as physical networks are, but with
massive scalability. This representsdical simplification over traditional systems, reducing capital and
operating costs while increasing business agility, simplifying and speeding deployment, and improving
performance.

21



5.1.2. Cisco Fabric Interconnects
The Cisco UCS 6200 Series Famrgzconnects are a core part of the Cisco Unified Computing System,
providing both network connectivity and management capabilities for the system (Figure 2). The Cisco

UCS 6200 Series offers lirse, low-latency, lossless 10 Gigabit Ethernet, Fibem@bhover Ethernet
(FCoE), and Fiber Channel functions.

The Cisco UCS 6200 Series provides the management and communication backbone for the Cisco UCS B
Series Blade Servers and 5100 Series Blade Server Chassis. All chassis, and therefore all bletes, attac
to the Cisco UCS 6200 Series Fabric Interconnects become part of a single, highly available management
domain. In addition, by supporting unified fabric, the Cisco UCS 6200 Series provides both the LAN and
SAN connectivity for all blades within its daim.

From a networking perspective, the Cisco UCS 6200 Series usetheoagh architecture, supporting
deterministic, lowlatency, linerate 10 Gigabit Ethernet on all ports, switching capacity of 2 terabits

(Tb), and 32@5bps bandwidth per chassis, emkendent of packet size and enabled services. The

product family supports Cisco® Katency, lossless 10 Gigabit Ethernet unified network fabric
capabilities, which increase the reliability, efficiency, and scalability of Ethernet networks. The fabric
interconnect supports multiple traffic classes over a lossless Ethernet fabric from the blade through the
Interconnect. Significant TCO savings come from an-fdokized server design in which network
interface cards (NICs), host bus adapters (HBAS), canidswitches can be consolidated.

The Cisco UCS 6248UP is -@a8 Fabric Interconnect which provides ldatency throughput in excess

of 1Tbps in asingle rack unit (1 RU) fdawtor. The Interconnect itself has 32 fixed ports of Fiber

Channel, 18 gabit Ethernet, Cisco Data Center Ethernet, and FCoE SFP+ ports. One expansion module
slot can provide an additional sixteen ports of Fiber ChanneGEQCisco Data Center Ethernet, and

FCoE SFP+.

5.1.3. Cisco 10 Modules (Fabric Extenders)
The Cisco UCS 2200i8g FEX is responsible for multiplexing and forwarding all traffic from blade
servers in a chassis to a parent Cisco UCS Fabric Interconnect oveiGbeslOnified fabric links. All
traffic, even traffic between blades on the same chassis, or VMs ossatime blade, is forwarded to the
parent interconnect, where network profiles are managed efficiently and effectively by the Fabric

Interconnect. At the core of the Cisco UCS Fabric Extenders are ASIC processors developed by Cisco to
multiplex all traffic.

Note: Up to two fabric extenders can be placed in a blade chassis.

Cisco UCS 2204 used in this architecture has eight 10G8A&khnections to the blade chassis-mid

%0 v U A1S8Z }v }vv 8]}v % & ( E] A3 v E (}E Thisgigs&ath Z o]
half-slot blade server access to each of twe@Bps unified fabribased networkshroughSFP+ sockets

for both throughput and redundancy. It has 4 ports connecting up the fabric interconnect.
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5.1.4. Cisco UCS Chassis
The Cisco UCS 5108 SeriegiBServer Chassis is a 6 RU blade chassis that will accept up to eight half
width Cisco UCS-8eries Blade Servers or up to four-fuidith Cisco UCS-8eries Blade Servers, or a
combination of the two. Th€iscoUCS 5108 Series Blade Server Chassisccaptdour redundant
power supplies with automatic loasharing and failover and two Cisco UCS (either 2100 or 2200 series )
Fabric Extenders. The chassis is managed by Cisco UCS Chassis Management Controllers, which are
mounted in the Cisco UCS FabriceBgers and work in conjunction with the Cisco UCS Manager to
control the chassis and its components.

A singleCiscoUCS managed domain can theoretically scale to up to 40 individual chassis and 320 blade
servers. At this time Cisco supports up to 20 indiai chassis and 160 blade servers.

Basing the 1/O infrastructure on a 4&bps unified network fabric allows the Ciddnified Computing

Systento have a streamlined chassis with a simple yet comprehensive set of 1/0 options. The result is a
chassis that&s only five basic components:

X The physical chassis with passive midplane and active environmental monitoring circuitry

x Four power supply bays with power entry in the rear, and$wappable power supply units
accessible from the front panel

x Eight hotswappable fan trays, each with two fans
x Two fabric extender slots accessible from the back panel

x Eight blade server slots accessible from the front panel

5.1.5. Cisco UCS Manager
The Cisco UCS 6200 Series Fabric Interconnect hosts and runs Cisco UCS Manallgravailalge
configuration, enabling the fabric interconnects to fully manage all Cisco UCS elements. Connectivity to
the Cisco UCS 5100 Series blade chassis is maintained through the Cisco UCS 2100 or 2200 Series Fabric
Extenders in each blade chassise Tisco UCS 6200 Series interconnects supporbfeadnd
management through a dedicated 10/100/108bps BEhernet management port as well asliand
management. Cisco UCS Manager typically is deployed in a clusteredpactbinee configuration on
redundant fabric interconnects connected through dual 10/100/1@Bernet clustering ports.

5.1.6. CiscoUCSB200 M3Blade Servers
Cisco UCS B200 M3 is a third generationsialf two-socket blade server. The Cisco UCS B200 M3
harnesses the power of the latest InteX®on® processor %00 product family, with up to 384 GB of
RAM (using 1&B DIMMSs), two optional SAS/SATA/SSD disk drives, and up to dual 4x 10 Gigabit
Ethernet throughput, utilizing our VIC 1240 LAN on motherboard (LOM) design. The Cisco UCS B200 M3
further extends the capabilities of Cistififed Computing Sytetoy delivering new levels of

manageability, performance, energy efficiency, reliability, security, and 1/0O bandwidth for enterprise
class virtualization and other mainstream data center wakl®
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5.1.7. Cisco Virtual Interface Card (VIC) Converged Network Adapter
A Cisco innovation, the Cisco UCS Virtual Interface Card (VIC) 1240 (Figurepdrisla Gigabit
Ethernet, Fiber Channel over Ethernet (FGmpable modular LAN on motherboard (mLOM3idned
exclusively for the&€Cisco UCBI3 generation of Cisco UCSSBries Blade Servers. When used in

combination with an optional Port Expander, the Cisco UCS VIC 1240 capabilities can be expanded to
eight ports of 10 Gigabit Ethernet.

The Cisco UCS VIZI0 enables a polidyased, stateless, agile server infrastructure that can present up
to 256 PCle standard@®mpliant interfaces to the host that can be dynamically configured as either
network interface cards (NICs) or host bus adapters (HBAS).

Figure4: VIC 1240

Figure5: VIC 1240 Architecture
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5.2. EMC VNXe3300
The EMC VNXe series redefines networked storage for the small business to small enterprise user,
delivering an unequaled combination of featurssnplicity, and efficiency. These unified storage
systems provide true storage consolidation capability with seamless management and a unique
applicationrdriven approach that eliminates the boundaries between applications and their storage.

With scalabiliy from six up to 150 disk drives and 450 terabytes of capacity, the VNXe series is ready to
meet the needs of growing organizations with increasingly complex storage requirements. The
VNXe3150"is an ideal platform for businesses with physical serveagfuctures, as well as those

making the move to server virtualization to drive consolidation and greater efficiency. The VNX&3300
includes all of the ease of use and applicatiiniven management features of the VNXe3150, along with
increased performace, scalability, and 1/0 expandability. Both systems share a comprehensive set of
features including exceptional capacity utilization, data protection and availability solutions, and
advanced support capabilities.

5.2.1. Advantages and Value Proposition
The EMG/NX family is optimized for virtual applications delivering indusegding innovation and
enterprise capabilities for file, block, and object storage in a scalabletease solution. This next
generation storage platform combines powerful and fléxibardware with advanced efficiency,
UuvPuvdU v %E}S 3]}v «}(3A E S} u § §Z uvi]JvP v « }( S8}

The VNXe series is powered by Intel Xeon processor, for intelligent storage that automatically and
efficiently scales in perforrmee, while ensuring data integrity and security.

The VNXe series is purpdseilt for the IT manager in smaller environments and the VNX series is
designed to meet the higherformance, higfscalability requirements of midsize and large enterprises.

The fable belowlists the VNXe customer benefits.

Table4: VNXe Benefits

Feature

Next-generation unified storage, optimized for 9
virtualized applications

Capacity optimization features including compression, 9
deduplication, thin  provisioning, and application  -centric
copies

High availability, designed to deliver five 9s availability 9
Multiprotocol support for file and block 9

6LPSOLILHG PDQDJHPHQW ZLWK (0& 8 9
single management interface for all NAS, SAN, and
replication needs
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5.2.2. Software suites available
X Remote Protection Suite Protects data against localized failures, outages, and disasters.

X Application Protection Suite Automates application copies and proves compliance.

x Security and Compliance Suit&eepdata safe from changes, deletions, and malicious activity.

5.2.3. Software pacls available

X Total Value Packincludes all three protection software suites and the Security and Compliance
Suite

5.3. Microsoft Technologies

5.3.1. Windows Server 2012
With Windows Server 201Rjicrosoft delivers a server platform built on our experiencéuwafding and
operating many of the world's largest clobdsed services and datacenter. Whether you are setting
a single server for your small business or architecting a major new dataesmnteonment, Windows
Server 2012 will help you clowgbtimize your IT so you can fully meet your organization's unique needs.

5.3.1.1. Beyond Virtualization

Offers a dynamic, multitenant infrastructure to help you scale and secure workloads and build a private
cloud. Windows Server 2012 can help you provide:

x  Complete Virtualization Platform A fullyisolated, multitenant environment with tools
that can help guarantee service level agreements, enable usaged chargeback, and
support selfservice delivery.

x  Improved Scalability and Performancé highdensity, scalable environment that you
can modify to perform at an optimum level based on your needs.

X  Connecting to Cloud Serviced common identity and management framework to
enable highly secure and reliableosspremises connectivity.

5.3.1.2. The Power of Many Servers, the Simplicity of One

Windows Server 2012etivers a highly available and easy to manage ctjpianized platform.
Windows Server 2012 can help you provide:

X  Flexible StorageDiverse storage choicekat can help you achieve high performance,
availability, and storage resource efficiency through virtualization and storage
conservation

x  Continuous Availability New and improved features that provide ceffective, highly
available services with prottion against a wide range of failure scenarios.

X Management Efficiency Automation of a broad set of management tasks and
simplified deployment of workloads as you move toward full, lightsautomation
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5.3.1.3. Every App, Any Cloud
Microsoft Windows Server 20X#fersa cloudoptimized server platform that gives you the flexibility to
build and deploy applications and websitesgmemises, in the cloud, or across both. Windows Server
2012 can help you deliver:

X Flexibility to Build OnPremises and in the CloudA consistent set of tools and
frameworks that enables developers to build symmetrical or hybrid applications across
the datacenter and the cloud.

X A Scalable and Elastic InfrastructuirBew featuresto help you increase website
density and efficiency, ptuframeworks, services, and tools to increase the scalability
and elasticity of modern applications.

x  An Open Web and App Development EnvironmeAn open platform that enables

missioncritical applications and provides enhanced support for open standepesy
source applications, and various development languages

5.3.2. Failover Clustering
Failover clusters provide high availability and scalability to many server workloads. These include server
applications such as Microsoft Exchange Server, Hypbfticrosoft SQL Server, and file servers. The
server applications can run on physical serwergirtual machines. In a failover cluster, if one or more of
the clustered servers (nodes) fails, other nodes begin to provide service (a process known as failover). In
addition, the clustered roles are proactively monitored to verify that they are wgrgioperly. If they
are not working, they restart or move to another node. Failover clusters also provide Cluster Shared
Volume (CSV) functionality that provides a consistent, distributed namespace that clustered roles can
use to access shared storage frathnodes.

5.3.3. Clustered Shared Volumes
Cluster Shared Volumes (CSVs) in a Windows Server 2012 failover cluster allow multiple nodes in the
cluster to simultaneously have readite access to the same LUN (disk) that is provisioned as an NTFS
volume. With C8s, clustered roles can fail over quickly from one node to another node without
requiring a change in drive ownership, or dismounting and remounting a volume. CSVs also help simplify
managing a potentially large number of LUNs in a failover cluster.

CSVsvide a generapurpose, clustered file system in Windows Server 2012, which is layered above

NTFS. They are not restricted to specific clustered workloads. (In Windows Server 2008 R2, CSVs only
supported the Hypel workload.) CSV applications include:

X Qustered virtual hard disk (VHD) files for clustered Hypetirtual machines
x Scaleout file shares to store application data for the Se@lat File Server role

5.3.4. Networking Support
Windows Server 2012 makes it as straightforward to manage an entire netsalsingle server, giving
you the reliability and scalability of multiple servers at a lower cost. Automatic rerouting around storage,
server, and network failures enables file services to remain online with minimal noticeable downtime.
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Plus Windows Serve012 ttogether with System Center 2012 SPfirovides an endo-end Software
Defined Networking solution across public, private, and hybrid cloud implementations.
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changing business landscape.

5.3.5. Hyper-V

Windows Server 2012 with Hyp¥fris a virtualization platform that has helped organizations of all sizes
realize considerable cost savings and operational efficiencies. With industry leading size and scale,
HyperV is the platform of choice for you to run your mission critical workloads.

HyperV in Windows Server 2012 greatly expands support for host processonm@mory. It now
includes support for up to 64 processors and 1 terabyte of memory for Hypgrests, a new VHDX
virtual hard disk format with larger disk capacity of up to 64 terabytes, and additional resilience.

Using Windows Server 2012 with Hypéryou can take advantage of new hardware technology, while
still utilizing the servers you already have. This way you can virtualize today, and be ready for the future.

Whether you are looking to help increase VM mobility, help increase VM availdialitgle mult

tenant environments, gain bigger scale, or gain more flexibility, Windows Server 2012 with\Hyper
gives you the platform and tools you need to increase business flexibility with confidence. And you get
the portability you need to virtualizemopremises or extend your datacenter out to a hosting providing,
helping you transform your datacenter into a cloud computing environment.

5.3.6. Hyper-V Server 2012

Microsoft HypetV Server 2012 is a hypervidmised server virtualization product that enablesijto
consolidate workloads, helping organizationsimprove server utilization and reduce costs.

HyperV Server is a dedicated staatbne product that contains the hypervisor, Windows Server driver
model, virtualization capabilities, and supporting comeots such as failover clustering, but does not
contain the robust set of features and roles as the Windows Server operating system. As a result Hyper
V Server produces a small footprint and and requires minimal overhead. Organizations consolidating
serverswhere no new Windows Server licenses are required or where the servers being consolidated
are running an alternative OS may want to consider Hyp&erver.

One of the most common uses for HypéiServer is in Virtual Desktop Infrastructure (VDI)
environments. VDI allows a Windows client operating system to run on sésased virtual machines in

the datacenter, which the user can access from a PC, thin client, or other client device. A full client
environment is virtualized within a servbased hypervisGE U VEE 0]I]VP pe E[ 158}%0 X

5.3.7. SQL Server 2012
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business, and data warehousing solutions. SQL Server 2012, the latest version, adds new high availability
and disater recovery solutions through AlwaysOn clusters and availability groups, xVeletigyiory
storage for extremely fast query performance, rapid data exploration and scalable business intelligence
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through Power View and tabular modeling in Analysis Sesy@nd new data management capability
with Data Quality Services.

5.3.7.1. AlwaysOn Application Groups
The AlwaysOn Availability Groups feature is a-aigdilability and disasterecovery solution that
provides an enterpriséevel alternative to database mirromgn Introduced in SQL Server 2012, AlwaysOn
Availability Groups maximizes the availability of a set of user databases for an enterprsailability
groupsupports a failover environment for a discrete set of user databases, knoawadability
databases that fail over together. An availability group supports a set of reaite primary databases
and one to four sets of corresponding secondary databases. Optionally, secondary databases can be
made available for readnly access and/or some backup opBons.

5.3.8. System Center Virtual Machine Manager 2012 SP1
Microsoft System Center 2012 provides a common management toolset to help you configure,
provision, monitor, and operate your IT infrastructure. If your infrastructure is like that of most
organizatiors, you have physical and virtual resources running heterogeneous operating systems. The
integrated physical, virtual, private, and public cloud management capabilities in System Center 2012
can help ensure efficient IT management and optimized ROI of tlesseirces.

Virtual Machine Manager (VMM) is a management solution for the virtualized datacenter, enabling you
to configure and manage your virtualization host, networking, and storage resources in order to create
and deploy virtual machines and servitegrivate clouds that you have created.

Virtual Machine Manager uses a single pane of glass to managehyp#tivisor virtualized
environments such as Windows Server HygeCitrix XenServer, and VMware vSphere. This enables
you to extend existing invements while you build your private cloud.

5.4. Citrix XenDesktop7

5.4.1. Enhancements inThis Release
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customers deliver Windows apps and desktops as mobile sewitiés addressing management
complexity and associated costs. Enhancements in this release include:

X A new unified product architecturethe FlexCast 2.0 architectureand administrative
interfacesdesigned to deliver both hosteshared applications (RDS) aswimplete virtual
desktops (VDI). Unlike previous software releases that required separate Citrix XenApp farms
and XenDesktop infrastructures, this new release allows administrators to deploy a single
infrastructure and employ a consistent set of manageieals for mixeddesktop and app
workloads.

x New and improved management interfaces. XenDesktop 7 includes two new ptbpitise
management consolesone for automating workload provisioning and app publishing and the
second for reatime monitoring of theinfrastructure.
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x Enhanced HDX technologies. Since mobile technologies and devices are increasingly pervasive,
Citrix has engineered new and improved HDX technologies to improve the user experience for
hosted Windows apps and desktops delivered on lapttadsiets, and smartphones.

x Unified App Store. The release includes asaitice Windows app store, implementddough
dtrix StoreFront services, that provides a single, simple, and consistent aggregation point for all
user services. IT can publish apgesktops, and data services to the StoreFront, from which
users can search and subscribe to services.

5.4.2. FlexCast Technology
In Citrix XenDesktop 7, FlexCast 2.0 technology is responsible for delivering and managinghaosidd
RDS apps and complete VDI desktops. By using Citrix Receiver with XenDesktop 7, users have a device
native experience oendpointsincluding Windows, Mc,Linux iOS, Ancbid, ChromeOS, and
Blackberry.

The diagram belowhows an overview of the unified FlexCast 2.0 architecture and underlying
components, which aralsodescribed below:

x Citrix Receiver. Running on user endpoints, Receiver provideswitieselfservice access to
resources published on XenDesktop servers. Receiver combines ease of deployment and use,
supplying fast, secure access to hosted applications, desktops, and data. Receiver also provides
on-demand access to Windows, Web, and Bafte-asa-Service (SaaS) applications.

x Citrix StoreFront. StoreFront authenticates users and manages catalogs of desktops and
applications. Users can search StoreFront catalogs and subscribe to published semiggs
Citrix Receiver.
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Figure6: XenDesktop 7 Architecture

x Citrix Studio. Using the new and improved Studio interface, administrators can easily configure
and manage XenDesktop deployments. Studio provides wizards to guide the process of setting
up an environmentcreating desktops, and assigning desktops to users, automating provisioning
and application publishing. It also allows administration tasks to be customized and delegatedto
match site operational requirements.

x Delivery Controller. The Delivery Controlisresponsible for distributing applications and
desktops, managing user access, and optimizing connections to applications. Each site has one
or more delivery controllers.

x Server OS Machines. These are virtual or physical machines (based on a Wind@wrs Ser
operating system) that deliver RDS applications or hosted shared desktops to users.

x Desktop OS Machines. These are virtual or physical machines (based on a Windows Desktop
operating system) that deliver personalized VDI desktops or applicationsuatra desktop
operating system.

x Remote PCXenDesktop with Remote PC allows IT to centrally deploy secure remote access to
all Windows PCs on the corporate network. It is a comprehensive solution that delivers fast,
secure remote access to all the corporate apps and data on an office PC fromvargy de

x Virtual Delivery Agent. A Virtual Delivery Agent is installed on each virtual or physical machine
(within the server or desktop OS) and manages each user connection for application and
desktop services. The agent allows OS machines to registetheitbelivery Controllers and
governs the HDX connection between these machines and Citrix Receiver.
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x Citrix Director. Citrix Director is a powerful administrative tool that helps administrators quickly
troubleshoot and resolve issues. It supports e assessment, site health and performance
metrics, and end user experience monitoring. Citrix EdgeSight® reports are available from within
the Director console and provide historical trending and correlation for capacity planning and
service level assurance

x Citrix Provisioning Services 7. This new release of Citrix Provisioning Services (PVS) technology is
responsible for streaming a shared virtual disk (vDisk) image to the configured Server OS or
Desktop OS machines. This streaming capability allows & bks provisioned and re
provisioned in reatime from a single image, eliminating the need to patch individual systems
and conserving storage. All patching is done in one place and then streamed athdgitrix
PVS 7 supports image management for boliSRind VBbased machines, including support for
image snapshots and rollbacks.

5.4.3. High-Definition User Experience(HDX) Technology

HighDefinition User Experience (HDX) technology in this release is optimized to improve the user
experience for hosted Windosvapps on mobile devices. Specific enhancements include:
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advantage of advama codec acceleration and an industeading H.264ased compression
algorithm. The technology enables dramatic improvements in frame rates while requiring
significantly less bandwidth. HDX technology offers users a rich multimedia experience and
optimized performance for voice and video collaboration.

x HDX Touch technology enables mobile navigation capabilities similar to native apps, without
rewrites or porting of existing Windows applications. Optimizations support native menu
controls, multitouch gestues, and intelligent sensing of tegntry fields, providing a native
application look and feel.

x HDX3D Pro uses advanced sesside GPU resources for compression and renderirigeof
latest OpenGL and DirectX professional graphics apps. GPU suppaiésnichih dedicated
user and shared user workloads.

5.4.4. Citrix XenDesktop 7 Desktop and Application Services
IT departments strive to deliver application services to a broad range of enterprise users that have
varying performance, personalization, and mobitigguirements. Citrix XenDesktop 7 allows IT to
configure and deliver any type of virtual desktop or app, hosted or local, and optimize delivery to meet
individual user requirements, while simplifying operations, securing data, and reducing costs.
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Figure7: XenDesktop Controller

With previous product releases, administrators had to deploy separate XenApp farms and XenDesktop
sites to support both hosteghared RDS and VDI desktofisshown above, te newXenDesktoy

release dbws administrators to create a single infrastructure that supports multiple modes of service
delivery, including:

x Application Virtualization and Hosting (RDS). Applications are installed on or streamed to .
Windows servers in the data centerand remotely#ho C S} pe Ee| *|§}%e VvV A] -

X Hosted Shared Desktops (RDS). Multiple user sessions share a singledévekadfindows
Server environment running in the datacenter and accessing a core set of apps. This model of
service delivery is ideal for tiagvorkers using low intensity applications, and enables more
desktops per host compared to VDI.

x Pooled VDI Desktops. This approach leverages a single desktop OS image to create multiple
thinly provisioned or streamed desktops. Optionally, desktops casobégured with a Personall
vDisk to maintain user application, profile and data differences that are not part of the base
image. This approach replaces the need for dedicated desktops, and is generally deployed to
address the desktop needs of knowledge tems that run more intensive application
workloads.

X VM Hosted Apps (16 bit, 32 bit, or 64 bit Windows apps). Applications are hosted on virtual
*18}% ¢ EpuvV]VP t]lv }Ae 60U yWU }E s]*8 Vv SZ v E u}s oC ]*%o0 ¢
virtual desktops andevices.

ThisCisco Validated Desidocuses on delivering a mixed workload consisting of hosted shared desktops
(RDS) and pooled VDI desktops.

5.4.5. Provisioning Services7
One significant advantage to service delivimpughRDS and VDI is how these technologies simplify
desktop administration and management. Citrix Provisioning Services (PVS) takes the approach of
streaming a single shared virtual disk (vDisk) image rather than provisioning and distributing multiple OS
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imagecopiesacross multiple virtual machine®ne advantage of this approach is that it constrains the
number of disk images that must be managed, eastihe number of desktops growprovidingimage
consistency. At the same time, using a single shared irfragjeer than hundreds or thousands of
desktop images) significantly reduces the required storage footpmat dramatically simplifies image
management

Since there is a single master image, patch management is simple and reliable. All patching is done on
the master image, which is then streamed as needed. When an updated image is ready for production,
the administrator simply reboots to deploy the new image. Rolling back to a previous image is done in
the same manner. Local hard disk drives in user systesm be used for runtime data caching or, in

some scenarios, removed entirely, lowering power usage, system failure rates, and security risk
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snap$ot of the OS and application image, and then storing that image as a vDisk file on the network.
vDisks can exist on a Provisioning Server, file share, or in larger deployments (aSistthigalidated
Desigh, on a storage system with which the Prauigng Server can communicatdoughiSCSI, SAN,
NAS, and CIFS). vDisks can be assigned to a single targeirdeviate Image Mode, or to multiple
targetdevicedn Standard Image Mode.

When a user device boots, the appropriate vDisk is locateddasehe boot configuration and

mounted on the Provisioning Server. The software on that vDisk is then streamed to the target device
and appears like a regular hard drive to the system. Instead of pulling all the vDisk contents down to the
target device (a is done with some imaging deployment solutions), the data is brought across the
network in real time, as neededhis greatly improves the overall user experience since it minimizes
desktop startup time.

This release of PVS extends builadministratorroles to support delegated administration based on
groups that already exist within the network (Windows or Active Directory Groups). All group members
share the same administrative privileges within a farm. An administrator may have multiple roleg if the
belong to more than one group.

6.  Solution Architecture

An ever growing and diverse base of user devices, complexity in management of traditional desktops,
security, and even Bring Your Own Computer (BYOC) to work programs are prime reasons for moving to
avirtual desktop solution. The first step in designing a virtual desktop solution is to understand the user
community and the type of tasks that are required to successfully execute their role. Users generally fall
into one of the following classifications:

x Knowledge Workersoday do not just work in their offices all dayhey attend meetings, visit
branch offices, work from home, and eveonnect fromcoffee shops. These anywhere workers
expect access to all of their applications and data wherever they ar

x External Contractorsre increasingly part of everyday business. They need access to only
certain portions of applications and data, yet administrators still have little control over the
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devices they use and the locatiofiem whichthey work. Consequdly, the IT staff must
choose between the cost of providing these workers a device or assuming the inherent security
risk ofallowing access tcompany data from unmanaged devices.

x Task Workerperform a set of weltlefined repetitivetasks. These workerun a limitedset of
applicationghat are less resourcmtensive than applications run by knowledge workers.
However, sincéaskworkers are interacting with customers, partners, and employees, #fexy
have access to critical business data.

X Mobile Workersneed accessto their virtual desktop from everywhere, regardless of their ability
to connect to a network. In addition, these workers expect the ability to personalize their PCs,
by installing their own applications and storing their own datahsas photos and music, on
these devices.

x Shared Workstatiorusers are often found in statef-the-art university and business computer
labs, conference rooms or training centers. Shared workstation environments must constantly
be updated with the latest ggrating systems and applications as the needs of the organization
change.

After classifying the user population and evaluating the business requirements, the next step is to
review and select the appropriate type of virtual desktop for each user classification. The five potential
desktopenvironments are as follows:

x TraditonalPCW SE ]3]}v o thaditipmallyZonstiftesa desktop environmenia
physical device with a locally installed operating system.

x Hosted Shared Desktop\ hosted, servebased desktop is a desktop where the user interacts
through a delivery primcol. With hosted, servebased desktopsnultiple users simultaneously
sharea single installed instance of a server operating system, such as Microsoft Windows Server
2012. Each user receives a desktop "session” and works in an isolated memory spagesCh
made by one user could impact the other users.

X Hosted Virtual DesktopA hosted virtual desktop is a virtual desktop running eitheaon
virtualization layer (such as Microsoft Hypéy or on bare metal hardware. The user does not
work with and sitin front of the desktop, but instead the user interacts through a delivery
protocol.

x Streamed Application®v *"SE u *18}%0e Vv  %o%0] S]}ve Euv VS]E oC }v
client device and are sent from a server on demand. The user interacts with the application or
desktop directly but the resources may olhlg available while they are connected to the
network.

x LocalVirtual Deskto. 0} o0 AJESH 0 <I18}% ]e *1§}% Epvv]vP VvS]E o
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local device is used as atype 1 hypervisor and is symitedhe data center when the device is
connected to the network.

For the purposes of the validation represented in this documenly hosted shared desktops and

hosted virtual desktops were validated. Each of the sections provides some fundamental design
decisions for this environment.
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6.1. Citrix DesignFundamentals
With Citrix XenDesktop 7, the method you choose to provide applications or desktops to users depends
on the types of applications and desktops you are hosting and available system resourcdbaadivee
types of users and user experience you want to provide.

Table5: Citrix Design Decisions

Server OS You want : Inexpensive server -based delivery to minimize the cost of delivering
machines applications to a large number of users, while providing a secure, high -definition
user experience.

Yourusers : Performwell -definedtasks and do not require personalization or
offline access to applications. Users may include task workers such as call center
operators and retail workers, or users that share workstations.

Application types : Any application.

Desktop OS You want : Aclient -based application delivery solution that is secure, provides

machines centralized management, and supports a large number of users per host server (or
hypervisor), while providing users with applications that display seamlessly in high -
definition.

Yourus ers : Areinternal, external contractors, third -party collaborators, and other
provisional team members. Users do not require off  -line access to hosted
applications.

Application types . Applications that might not work well with other applications or
might interact with the operati ng system, suchas .NET framework. These types of
applications are ideal for hosting on virtual machines.

Applications running on older operating systems such as Windows XP or Windows
Vista, and older architectures, such as 32 -bit or 16 -bit. By isolating each application
on its own virtual machine, if one machine fails, it does not impact other users.

Remote PC You want:  Employees with secure remote access to a physical computer without
Access using a VPN. For example, the user may be accessing their physical desktop PC
from home or through a public WIFI hotspot. Depending upon the location, you
may want to restrict the ability t o print or copy and paste outside of the desktop.
This method enables BYOD support without migrating desktop images into the
datacenter.
Your users:  Employees or contractors that have the option to work from home,
but need access to specific software or data on their corporate desktops to perform
their jobs remotely.
Host : The same as Desktop OS machines.

Application  types: Applicationsthat are deli veredfrom an office computer and
display seamlessly in high definition on the remote user's device.

For theCisco Validated Design described in this document, Hosted Shared (using Server OS machines)
and Hosted Virtual Desktops (using Desktop OS mashinere configured and tested. The following
sections discuss fundamental design decisions relative to this environment.
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6.1.1. Citrix Hosted Shared Desktop Design Fundamentals
Citrix XenDesktop 7 integrates Hosted Shared and VDI desktop virtualization teddmahbg a unified
architecture that enables a scalable, simple, efficient, and manageable solution for delivering Windows
applications and desktops aservice.

Users can select applications from an etsyle "3} E _ $Z § e oo] mar(pliohas,S 0 SeU

PCs, Macs, and thin clients. XenDesktop delivers a native-tpirhized experience with HDX high
definition performanceevenover mobile networks.

6.1.1.1. Machine Catalogs
Collections of identical Virtual Machines (VMs) or physical computers are managed as a single entity
called a Machine Catalog. In tkissco Validated DesigiM provisioning relies on Citrix Provisioning
Services to make sure that the machines in the lmatare consistent. In thiSisco Validated Design

machines in the Machine Catalog are configured to run either a Windows Server OS (for RDS hosted
shared desktops) or a Windows Desktop OS (for hosted pooled VDI desktops).

6.1.1.2. Delivery Groups
To deliver desktops and applications to users, you create a Machine Catalog and then allocate machines
from the catalog to users by creating Delivery Groups. Delivery Groups provide desktops, applications,
or a combination of desktops and applications &ers. Creating a Delivery Group is a flexible way of
allocating machines and applications to users. In a Delivery Group, you can:

x Use machines from multiple catalogs
x Allocate a user to multiple machines

x Allocate multiple users to one machine
As part ofthe creation process, you specify the following Delivery Group properties:

x Users, groups, and applications allocated to Delivery Groups
x Desktop settings to match users' needs
x Desktop power management options

The graphic belovghows how users accesssttéops and applications through machine catalogs and
delivery groups. (Note that only Server OS and Desktop OS Machines are configure@igtohis
Validated Design solutioio support hosted shared and pooled virtual desktops.)
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Figure8: User Accessin XenDesktop 7

6.1.1.3. Hypervisor Selection
Citrix XenDesktop is hypervisagnostic, so any of the following three hypervisors can be used to host
RDSand VDibased desktops:

x HyperV: Microsoft Windows Server 2012 with Hypéis avadble in a Standard, Server Core
and free Hypeiv Server 2008 R2 versions. More information on Hypean be obtained at the
Microsoft web sitehttp://www.microsoft.com/en-us/servercloud/windows
server/default.aspx

x VMware vSphere: VMware vSphere comprises the management infrastructure or virtual center
server software and the hypervisor software that virtualizes the hardware resources on the
servers. It offers featus like Distributed Resource Scheduler, vMotion, high availability, Storage
vMotion, VMFS, and a multipathing storage layer. More information on vSphere can be obtained
at the VMware web sitehttp://www.vmware.com/products/datacenter
virtualization/vsphere/overview. html

x XenServer: Citrix® XenServer® is a complete, managed server virtualization platform built on the
powerful Xen® hypervisor. Xen technology iselyidicknowledged as the fastest and most
secure virtualization software in the industry. XenServer is designed for efficient management of
Windows and Linux virtual servers and delivers -effgctive server consolidation and business
continuity. More infemation on XenServer can be obtained at the web site:
http://www. citrix.com/products/xenserver/overview. htmi

For thisCisco Validated Desigtine hypervisor used was Microsoft Windowan&r 2012 with HypeV.
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6.1.1.4. Provisioning Services
Citrix XenDesktop 7 can be deployed with or without Citrix Provisioning Services (PVS). The advantage of
using Citrix PVS is that it allows computers to be provisioned aprbrésioned in reatime from a
single sharedlisk image. Inthis way Citrix PVS greatly reduces the amount of storage required in
comparison to other methods of provisioning virtual desktops.

Citrix PVS can create desktops as Pooled or Private:

x Private Desktop: A private desktop is agindesktop assigned to one distinct user.

x Pooled Desktop: A pooled virtual desktop uses Citrix PVS to stream a standard desktop image to
multiple desktop instances upon boot.

When considering a PVS deployment, there are some design decisions that resechéale regarding

the write cache for the virtual desktop devices that leverage provisioning services. The write cacheis a
cache of all data that the target device has written. If data is written to the PVS vDisk in a caching mode,
the data is not writterback to the base vDisk. Instead it is written to a write cache file in one of the
following locations:

x Cache on device HD: Cache on local HD is stored in a file on a secondary local hard drive of the
device. It gets created as an invisible file in the fo@er of the local HD. The cache file size
grows as needed, but it never gets larger than the original vDisk and frequently not larger than
the free space on the original vDisk.

X Cache in device RAM: Cache is stored in client RAM (memory), The cachemaide is fixed
by a parameter in vDisk properties. All written data can be read from local RAM instead of going
back to the server. RAM cache is faster than server cache and works in a high availability
environment.

X Cache on server: Server cache isetian a file on the server, or on a share, SAN, or other
network storage resource. The file size grows as needed, but never gets larger than the original
vDisk and frequently not larger than the free space on the original vDisk. Itis slower than RAM
cachebecause all reads/writes have to go to the server and be read from a file. Cache gets
deleted when the device reboots; in other words, on every boot the device revertsto the base
image. Changes remain only during a single boot session.

x Cache on device Ind drive persisted: (Experimental Pha3déjs is thesame as'Cache on device
hard drive , exceptthat the cache persists. At this time, this write cache method is an
experimental feature only, and is only supported for NT6.1 or later (Windows 7 and Wéndow
2008 R2 and later). This method also requires a different bootstrap.

x Cache on server persisted: This cache option allows for the saving of changes between reboots.
Using this option, after rebooting, a target device is able to retrieve changes made from
previous sessions that differ from the read only vDisk image. If a vDisk is set to Cache on server
persistent, eachtarget device that accesses the vDisk automatically has a-slesbific,
writable disk file created. Any changes made to the vDisk imagedtten to that file, which is
not automatically deleted upon shutdown.

The alternative to Citrix Provisioning Services for pooled desktop deployments is Citrix Machine Creation
Services (MCS), which is integrated directly with the XenDesktop Studiol&on
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For this study, we used PVS 7 for managing Pooled Desktops with cache on device HD of each virtual
machine so that the design would scaleto many thousands of desktops. Provisioning Server 7 was
used for Active Directory machine account creatioi ananagement as well as for streaming the

shared disk to the hypervisor hosts.

6.1.1.5. System Center 2012 Virtual Machine Manager
Microsoft System Center Virtual Machine Manager (SCVMM) 2012 is a management solution for the
virtualized datacenter, enabling you tonfigure and manage your virtualization host, networking, and
storage resources in order to create and deploy virtual machines and services to private clouds that you
have created. Microsoft System Center 2012 cloud and datacenter management solutioma@nyou
with a common management toolset for your private and public cloud applications and services.
SCVMM is an integral part of the System Center 2012 Application Management component.

6.1.1.6. Example Deployments
The following are tw@xamples of typical XenDesktop deployments:

{ A distributed components configuration
{ A multiple site configuration

6.1.1.7. Distributed Components Configuration
You can distribute the components of your deployment among a greater number of servers, or provide
greater scalability and failover by increasing the number of controllers in your site. You can install
management consoles on separate computers to manage the deployment remotely. A distributed
deployment is necessary for an infrastructure based on remotesscthrough NetScaler Gateway
(formerly called Access Gateway).

The diagram belowhows an example of a distributed components configuration. A simplified version of
this configuration is often deployed for an initial premffconcept (POC) deployment. 8@isco

Validated Desigdescribed in this document deploys Citrix XenDesktop in a configuration that
resembles this distributed components configuration shown.
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Figure9: Distributed components in XenDesktop 7

6.1.1.8. Multiple Site Corfiguration
If you have multiple regional sites, you can use Citrix NetScaler to direct user connections to the most
appropriate site and StoreFront to deliver desktops and applications to users.

Inthe diagram below depicting multiple sitesach site isplit into two data centers, with the database
mirrored or clustered between the data centers to provide a high availability configuration. Having two
sites globally, rather than just one, minimizes the amount of unnecessary WAN traffic. A separate Studio
console is required to manage each site; sites cannot be managed as a single entity. You can use
Director to support users across sites.

Citrix NetScaler accelerates applicatpgrformanceJoad balances servers, increases security, and
optimizes the user experience. In this example, two NetScalers are used to provide a high availability
configuration. The NetScalers are configured for Global Server Load Balancing and positioned in the
DMZ b provide a multsite, faulttolerant solution. Two Cisco blade servers host infrastructure services
(AD, DNS, DHCP, Profile, SQL, Citrix XenDesktop management, and web servers).
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Figure10: XenDesktop 7 MultSite Architecture

6.2. EMC Storage Architecture Design

This section contains guidance on t&ICstorage architecture design for high availability and data
protection.

6.2.1. High Availability
The VNXe series of storage systems offer severalibuiighavailability features. This diin availability
is provided through redundant components. If one component fails, the other one is available to back it
up. The redundant components include Storage Processors (SPs), cooling fans, AC power cords, power

supplies, 1/0 modules, and Link Caflier Cards (LCCs). Network high availability is provided through
link aggregation.

For network higkavailability featuresto work, the cable on each SP needs to have the same

connectivity. If Port 0 on SPA is plugged in to subnet X, Port 0 on SPB mi plisgged in to subnet

X. This is necessary for both server and network failover. If a VNXe server is configured to use a port that
is not connected on the peer SP, an alertis generated. Unisphere does not verify if they are pluggedin
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to the same subet, but they should be, for proper failover. If you configure a server on a port that has
no cable or connectivity, the traffic is routed over an SP interconnect path to the same port on the peer
SP (just a single network connection for the entire systemot recommended).

For additional information about high availability in VNXe storage systems, refer EMReVNXe High
Availabilitywhite paper on EMC online suppotit{ps://support.emc.com VNXe Product Page.

6.2.2. Data Protection
eu 00 3} u Jpu }JEP v]l 8]}v[e & Je}v }(]3c u}e3 A op 0 e ZeX dZ C
highest priorities must include safeguarding the data. EMC VNXe series provides integrated features that
Uu S§ HeS}tu E&-<[ P} o- }Htinyity]ancdatatprotection. Data protection for VNXe systems is
summarized in three categories: snapshots, replication, and backup. For additional information about

these features, refer to the EMC VNXe Data Protection white paper on EMC online support
(https://support.emc.com VNXe Product Page.

6.3. Solution Validation

This section details the configuration and tuning that was performed on the individual components to
produce a complete, validated solution.

6.3.1. Configuration Topology for Scalable Citrix XenDesktop 7 Hybrid Virtual
Desktop Infrastructure on Cisco Unified Computing System and EMC
Storage
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Figure11: Architecture Block Diagram

Figurellcaptures the architectural diagram for the mase of this study. The architecture is divided
into four distinct layers:

Cisco UCS Compute Platform

The Virtual Desktop Infrastructure that runs GiscoUCS blade hypervisor hosts

Network Access layer and LAN

Storage Access Network (SAN) and EM@\#&Kage array

X X X

Figurel2details the physical configurations of tB80-seat andL000seat XenDesktop 7 environments
built for this validation.
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Figure12: Detailed Architecture of Configurations

6.4. Configuration Topology for Citrix XenDesktop ©n Cisco Unified
Computing Systemwith VNXe Storage

dZ ] PE u o0}A % E}A]
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Figure13: Logical Architecture
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6.5.

Cisco UCS Configurattn
This section talks about theiscoUCS configuration that was done as part of the infrastructure
build out. The racking, power and installation of the chassis are described imstalt guide
(see
http://www.cisco.com/en/US/docs/unified computing/ucs/hw/chassis/install/ucs5108 install.
html) and it is beyond the scope of shilocument. More details on each step can be found in
the following documents:

0 CiscoUCS CLI Configurati@uide

0 http:// www.cisco.com/en/US/docs/unified computing/ucs/swi/cli/config/quide/2.0/b_
UCSM CLI Configuration Guide 2 0.html

o CiscoUCaM GUI ConfiguratioGuide

http://www.cisco.com/en/US/partner/docs/unified computing/ucs/sw/gui/config/quid
e/2.1/b UCSM GUI Configuration Guide 2 1.html



http://www.cisco.com/en/US/docs/unified_computing/ucs/hw/chassis/install/ucs5108_install.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/hw/chassis/install/ucs5108_install.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/cli/config/guide/2.0/b_UCSM_CLI_Configuration_Guide_2_0.html
http://www.cisco.com/en/US/docs/unified_computing/ucs/sw/cli/config/guide/2.0/b_UCSM_CLI_Configuration_Guide_2_0.html
http://www.cisco.com/en/US/partner/docs/unified_computing/ucs/sw/gui/config/guide/2.1/b_UCSM_GUI_Configuration_Guide_2_1.html
http://www.cisco.com/en/US/partner/docs/unified_computing/ucs/sw/gui/config/guide/2.1/b_UCSM_GUI_Configuration_Guide_2_1.html

6.6. BaseCiscoUCS Configuration
To configure the Cisco Unified Computing System, perfornfollmving steps:

x Before beginning th€iscoUCS configuration the Fabric Interconnect must be installed and
configured for remote accesbrougha browser. To do this, bring up the Fabric interconnect
and from a Serial Console connection set the IP addgeggway, and the hostname of the
primary fabric interconnect. Now bring up the second fabric interconnect after connecting the
dual cables between them. The second fabric interconnect automatically recognizes the primary
and ask if you want to be part tie cluster, answer yes and set the IP address, gateway and the
hostname.

X Whenthis iscompleted,access to the FI can be done remotely. You will also configure the
virtual IP address to connect to the Fl, you need a total of three IP address to lwitiget You
can also wire up the chassis to the Fl, using either 1, 2 or 4 links per IO Module, depending on
your application bandwidth requirement.

x (nnect using your favorite browser to the Virtual IP and launch the UCS Manager (UCSM). The
Java basetdCSM will let you do everything that you could do from the CLI. We will highlight the
GUI methodology here.

X Before continuing, you shouldse the Admin tabin the left pane, to configure logging, users and
authentication, key management, communicationsitstics, time zone and NTP services, and
Licensing. Time zone Management (including NTP time source(s)) and uploading your license
files are critical steps in thprocess.

All steps outlined below in the configuration are completed from @igcoUCS Maager user interface
unless otherwise stated.

6.6.1. Firmware Update

Instructions Visual

First check the firmware on the system and s
if it is current.Visitthe Cisco Software
Downloadsite to download the most current
CiscoUCS Infrastructure ar@scoUCS
Manager software.

In the Equipmenttab, select theeEquipment
node then theFirmware Managemerab and
the Packagesubtab to view the packages on
the system. Use the Download Tasks tab to
download needed software to the FI. The
firmwarerelease used in this paper2.1(3a).

If the firmware is not current, follow the
installation and upgrade guide to upgrade the
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http://software.cisco.com/download/release.html?mdfid=283612660&softwareid=283655658&release=2.1(3a)&relind=AVAILABLE&rellifecycle=&reltype=latest
http://software.cisco.com/download/release.html?mdfid=283612660&softwareid=283655658&release=2.1(3a)&relind=AVAILABLE&rellifecycle=&reltype=latest

Cisco UCBlanagerfirmware.We will use UCS
Policy in Service Profiles later in this docume
to update allCisco UC&mponents in the
solution.

Note: The BIO&nd Board Controller version
numbers do not track the IO Module, Adapter
nor CIMC controller version numbers in the
packages.

6.6.2. Acknowledge the Chassis

Instructions

Visual

In the Equipment tab, expand the Chassis
node. Then for both Chassis 1 and Chassis 2,
select the General tab and click on the
Acknowledge Chassis link to enable blade
discovery and complete the firmware update.

48




6.6.3. Server Port Configuration

Instructions Visual

In the Equipment tab, select Fabric
Interconnects . For both Fabric Interconnect A
and Fabric Interconnect B , right-click on the
ports for connected to the 10 Modules and
configure them as Server Ports .

For this validation Ports 1-8 on each Fabric
Interconnect were connected to the four ports
from each of the IO Modules in the two chassis.
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6.6.4. Uplink Port Configuration

Instructions Visual

In the Equipment tab, select Fabric
Interconnects . For both Fabric Interconnect A
and Fabric Interconnect B , right-click on the
ports connected to the core infrastructure
switches and configure them as Uplink Ports.

For this validation ports 25-26 on both Fabric
Interconnects were the uplink ports to the core
switch.
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Instructions

Visual

In the LANtab, expand thee.AN>LAN GQlud>
andFabric Aor Fabric B nodes. Select thBort

Channelsode. Righiclick and choos€reate
Port Channeto configure the port channel.

For this validation, Por€hannel 25 (Fabric A)
was configured for all Ethernet Uplink Ports
1/25 t1/28.

Fa this validation, PorChannel 28 (Fabric B)
was configured for all Ethernet Uplink Ports
1/25 t1/28.
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Instructions

Visual

In the LANtab, expand thee.AN>LAN Cloud
andFabric Aor Fabric B nodes. Select the
Uplink Eth Interfacesiode. Verify the uplink
ports areavailable.
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6.6.5. VNXe Appliance Port Configuration

Instructions Visual

In the Equipment tab, select Fabric
Interconnects . For both Fabric Interconnect A
and Fabric Interconnect B , right-click on the
ports connected to the VNXe storage and
configure them as Appliance Ports.

For this validation ports 17 and 18 on both
Fabric Interconnects were the uplink ports to the
core switch.
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Instructions

Visual

Set Priority to Platinum
Verify the Port Mode is setto Trunk

Enable iISCSI-A and iSCSI-B vLANs

6.6.6. KVM IP Address Pool

Instructions

Visual

In the LAN tab, expand the Pools > root nodes.
Right-click on the IP Pool node and select
Create IP Poaol from the context menu.

Provide a block of IP addresses to be used for
KVM access to the blades and CIMC hosts in
the environment.

This validation used the IP address range of
10.60.0.16 +10.60.0.47 with a 255.255.255.0
subnet mask and a gateway of 10.60.0.1.
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6.6.7. MACAddress Pool

Instructions

Visual

In the LAN tab, expand the Pools > root nodes.
Right-click on the MAC Pool s node and select
Create MAC Pool from the context menu.

Provide a block of MAC addresses to be used
by WICs on the hosts. Keep the default prefix
and create a MAC address pool with 256
addresses in it.

This validation created a MAC address pool
named HV-Mgmt which had the MAC address
range of 00:25:b5:00:a0:00:00 +
00:25:b5:a0:00:1f.

Note: Cisco recommends creating a new pool
and not modifying the default pool.

6.6.8. UUID Suffix Pool

Instructions

Visual

In the Servers tab, expand the Pools > root
nodes. Select the UUID Suffix Pools node and
right-click to choose the Create UUID Suffix
Pool context menu item.

Create a range of UUID suffixes to be used for
the environment.

JRU WKLYV YDOLGDWLRQ D SRH

generated using the default prefix.
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6.6.9. IQON Pool

Instructions Visual

In the SAN tab, expand the Pools > root nodes.
Select the IQN Pools node and right-click to
choose the Create IQN Suffix Pool context
menu item.

Create a range of 32 IQN suffixes to be used for
the environment.

For the validation, the prefix for this validation
was iqn.1992 -05.com.cisco and the suffix used
was cvd: with a pool size was 32.

Note: These IQN values will be used by the
VNXe to setup target LUNs. They will also need
to be statically assigned to the hosts later.

6.6.10. Server Pool and Related Policies (Optional)

Instructions Visual

In the Servers tab, expand Pools > root . Select
Server Pools and right-click to choose Create
Server Pool .

If using a qualification policy do not add any
seners to the pool at this time. If manually
adding servers, skip the Qualification policy step
next.

For this validation, two senver pools were
created. One for the Infrastructure hosts and
one for the Desktop hosts.
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Instructions

Visual

In the Servers tab, expand Policies > root.
Select the Server Pool Policy Qualifications
node and right-click to choose Create Server
Pool Policy Qualificatio n from the context
menu.

For this validation, two qualification pools were
created. One for the Infrastructure hosts and
one for the Desktop hosts. The qualification
pools were based upon blade location, with the
Infrastructure blades in slot 8 on both chassis
and the remaining slots were considered
Desktops hosts. However, any selection criteria
may be used to distinguish between the blades
for selection
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Instructions

Visual

In the Servers tab, expand Policies > root.
Select the Server Pool Polic ies node and right-
click to choose Create Server Pool Policy from
the context menu.

Use the Server Pool Policy to associate the
Server Pool (Target Pool) created earlier with
the Server Qualification Policy (Qualification)
created earlier.

In this validation, two Server Pool policies were
created to associate the Infrastructure and
Desktop Pools with their related qualification
policies.

6.6.11. Local Disk Configur

ation

Instructions

Visual

In the Servers tab, expand the Policies > root
nodes, then select Local Disk Config Policies
Right-click and choose Create Local Disk
Configuration Policy from the context menu.

Create a RAIDO policy for the SSD drives in the
desktop hosts and a RAID1 policy for the drives
in the infrastructure hosts.
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6.6.12. BIOSPolicy

Instructions

Visual

In the Servers tab, expand the Policies > root
nodes, then select BIOS Polices . Right-click
and choose Create BIOS Policy from the
context menu.
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Verify the following are set in the BIOS policy or
in the BIOS Defaults:

Processor

Turbo Boost: Enabled

Enhanced Intel Speed Step: Enabled
Hyper Threading: Enabled

Execute Bit Disabled: Enabled
Virtualization Technology (VT): Enabled
Direct Cache Access: Enabled
Processor C1E: Disabled

CPU Performance: High-throughput

Intel Directed 1/O

VT For Directed I/O: Enabled

RAS Memory

Memory RAS Config: Maximum-performance
NUMA: Enabled

LV DDR Mode: performance-mode

6.6.13. Power Control Policy

Instructions

Visual

In the Servers tab, expand the Policies > root
nodes, then select Power Control Policies .
Right-click and choose Create Power Control
Policy from the context menu.
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Select the No Cap radio button for the policy to
prevent power restrictions from limiting the

performance.

6.6.14. Scrub Pdicy

Instructions

Visual

In the Servers tab, expand the Policies > root
nodes, then select Scrub Policies . Right-click
and choose Create Scrub Policy from the
context menu.

62




6.6.15. Host Firmware Package

Instructions

Visual

In the Servers tab, expand the Policies > root
nodes, then select Host Firmware Packages .
Right-click and choose Create Host Firmware

Package from the context menu.

Choose Advanced radio button
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For the Adapter tab

- select the Cisco UCS VIC 1240 card
(UCSB-MLOM-40G-01)
- set the firmware version to 2.1(3a)

For the CIMC tab

- select the UCSB-B200-M3
- set the firmware version to 2.1(3a)

For the BIOS tab

- select the UCSB-200-M3
- set the firmware version to
B200M3.2.1.3a.0.082320131800

6.6.16. QOS Policies

Cisco Unified Computing System provides diffesytstem class of service to implement quality of

service including:

X System classes that specify the global configuration for certain types of traffic across the entire

system

X QoS policies that assign system classes for individual vNICs

x Flow control policieshat determine how uplink Ethernet ports handle pause frames.

Applications like the Cisco Unified Computing System and other time sensitive applications have to
adhere to astrict QOS for optimal performance.
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6.6.16.1. System Class Configuration
Systems Class ike global operation where entire system interfaces are with defined QoS rules.

x By default system has Best Effort Class and FCoE Class.

X eS

(0]

((}ES ]« <p]A o v3 Jv DY 8§ Eu]v}o}PC « "~u § Z vC_
FCoE is special Class define for FCoE traffic. In MQC teriyffh@ ~u S Z }e i_

x System class allowed with 4 more users define class with following configurable rules.

(0]

(0]

(0]

(0]

CoS to Class Map

Weight: Bandwidth

Per class MTU

Property of Class (Drop v/s no drop)

X MaxMTU per Class allowed is 9216.

x ViaCisco UCBe can map one CoS value to particular class.

x Apart from FcoE class there can be only one more class can be configuredrap pooperty.

X Weight canbe configured based on 0 to 10 numbers. Internally system will calculate the
bandwidth based on followin equation (there will be rounding off the number).

% % b/wshared of given Class =

(Weight of the given priority * 100)

Sum of weights of all priority

6.6.16.2. Cisco UCS System Class Configuration
Cisco Uniéd Computing Systemefines user class names as follows.

X Platinum

x Gold

X Silver

X Bronze

Table6: Name Table Map between Cistinified Computing Systemand the NXOS

Cisco UCS Names NXOS Names
Best effort Classdefault
Platinum ClassPlatinum
Gold ClassGold
Silver ClassSilver
Bronze ClassBronze

Table7: Class to CoS Map by default in Cisgdmified Computing System
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Cisco UCS Class Names Cisco UCS Default Class Value
Best effort Match any
Platinum 5




Gold 4

Silver 2
Bronze 1
6.6.17. Steps toEnable QOS on theCisco Unified Computing System

In this validation, we utilized four ~ Cisco UCS QoS System Classes to priorities four types of traffic in
the infrastructure:

Table8: QoS Priaty to vNIC and VLAN Mapping

Cisco UCS Qos Priority vNIC Assignment MTU Size VLAN Supported

Platinum eth6, eth7 9000 65,66 (iISCS, iSCSB)

Gold eth3 9000 62 (PVSVDI)

Silver eth0, eth1 Normal 60, 61 (Management, Infrastructure
Bronze eth4, ethb 9000 63,64 (CSV, Live Migration)

ConfigurePatinum, Gold, Silver and Bronpelicesby checking thenabledbox For the Platinum,
Gold, and Bronze Palicies, configure Jumbo Frames iMihdcolumn To configure the QoS policies
follow these steps:
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Instructions

Visual

In the LAN tab, expand the Policies > root
nodes, then select QoS Policies . Right-click
and choose Create QoS Policy from the
context menu.

Create four QoS policies with their
corresponding priorities: Bronze, Silver, Gold,
Platinum. The different QoS priorities will be
used for the following VLANS:

Bronze: CSV, LMIGR
Silver: INFRA, MGMT
Gold: PVS-VDI

Platinum: iISCSI-A, iSCSI-B

In the LAN tab, expand LAN Cloud

Select the QoS System Class node.

Select the Enabled check box for any QoS
levels not already enabled.

Set the MTU value for the Bronze, Gold, and
Platinum QoS lewvels to 9000.

Click Save Changes to sawe the changes.
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Instructions Visual

6.6.18. ISCSI Adapter Policy

Instructions Visual

In the Servers tab, expand the Policies > root
nodes, then select Adapter Policies . Right-click
and choose Create iSCSI Adapter Policy from
the context menu.
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6.6.19. VLANs and vNIC Templates
In addition, to control network traffic in the infrastructure and assure priority to high value traffic,
virtual LANs (VLANS) were created on the Nexus 5548s, d@idgte UCBlanager (Fabric
Interconnects,) and on the Nexus 1000V Virtual Switch Moduléeeion the VDI Hostg he virtual
machines in the environment used the VLANSs depgnoin their role in the system.

Note: A total of seven Virtual LANs were utilized for the progstefinedabovein sectiord.4.1VLAN

VLANS are configured Gisco UCBlanager on the LAN tab, LAWLANSs node in thieft pane ofCisco
UCSManager

Instructions Visual

In the LAN tab, expand LAN Cloud , and select
the VLANSs node. Right-click and choose Create
VLANS.

Repeat for each of the VLANSs required for the
environment.

For this validation, the following VLANs were
created:

VLAN NAME: VLAN ID *Purpose
MGMT: 60 tManagement

INFRA: 61 *Primary Infrastructure
PVS-VDI: 62 tVirtual Desktops
CSV: 63 *Cluster Shared Volumes
LMIGR: 64 tLive Migration
iISCSI-A:65 +iSCSI Fabric A
iISCSI-B:66 +iSCSI Fabric B

iISCSI-Null: 999 +Windows Installation*
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Instructions Visual

Fabric is set to Commor/Global

Sharing Type is set to None

*SCSI-Null is a special VLAN used temporarily
to work around a known issue with Microsoft
Windows Senver 2012 install when multiple
iISCSI paths exist but no multi-path software is
running.

In the LAN tab, expand the Policies > root
nodes. Select the vNIC Templates node. Right-
click and select the Create vNIC Template
context menu item.

One of theunigue value proposition$or Cisco UnifiedComputing Systerwith respect to eneto-end
QoSis the ability to tag the traffic at the edgEor examplededicate a VLAKbr the EMCstorage,
configure Platinum policwith Jumbo frames and get an etd-end @S and performance guarantee
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from the bladeserversto the CiscoNexus 1000V virtual distributed switches running on Hyper
through the higher layer access switches

TheCiscoE A pe iiiis AJoo }voC Me }v 8Z s | Z}+eSe ~ v Vv}S §Z /v(E *SCE
best practice guideline®f this release oCiscaNexus 1000V for Hypaf. The VDI hosts will then be

able to offload the tagging to the Nexus 1000V and will be able to combine the Infrastructure[RVS

CSV, and Live Migration networks into a single pair of vNICs, refermethie design as the Uplink

VNICs.

When creating the vNIC templates, you can link the QoS policy to the vNIC template along with the
VLAN. Use the following table when creating the vNIC templates:

Table9: vNIC Template Settings

Fabric Enable

VLAN ID Failover Native MTU EnabledVLANs  Qos Policy
MGMT A Yes No 1500 Mgmt Silver
INFRA B Yes No 1500 Infra Silver
PVSVDI A Yes No 9000 PVSVDI Gold
CSVv A Yes No 9000 CSsv Bronze
LMIGR B Yes No 9000 LMigr Bronze
UPLINK1 A Yes No 9000 Mgmt,Infra, Silver
PVSVDI, LMigr
UPLINK2 B Yes No 9000 Mgmt,Infra, Silver
PVSVDI, LMigr
ISCSA A No No 9000 iISCSA Platinum
ISCSB B No No 9000 iISCSB Platinum
ISCSNull B No Yes 9000 iISCSNull Platinum
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Instructions

Visual

Create WICs for all the VLANS in the
environment.

Complete the WIC Template, distributing the
VLANS across the two fabrics and enabling
failover for all but the iISCSIVLANS. Use an
updating template so changes later propagate
back to the server profiles.

Set the MAC Pool to the pool created earlier.

Set the QoS Policy based onthe VLAN
purpose.

Click OK to sawe the changes.

Repeat for all the WICs as identified in Tableo:
VNIC Template Settingbove.

For the Uplink ports, enable checkboxes for the
applicable VLANs and do not enable any Native
VLAN radio buttons.
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6.6.20. ISCSI Boot Policy

Instructions

Visual

In the Servers tab, expand Policies > root
nodes. Select the Boot Policies node. Right-
click and choose Create Boot Palicy from the
context menu.
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In the Create Boot Policy dialog complete the
following:

Expand Local Devices
Select Add Local Disk

Select Add CD -ROM

Expand iSCSIWICs

Select Add iSCSI Boot (iISCSI-A)

Select Add iSCSI Boot (iISCSI-B)

Adjust boot order so it is CD-ROM, iSCSI-A,
iSCSI-B, Local Disk.

Click OK to sawve changes.

6.6.21. Service Profile Tem

plate

Instructions

Visual

In the Servers tab, select Service Profile
Templates . Right-click and select Create
Service Profile Template .

Start by creating a template for the
Infrastructure hosts. Afterwards, repeat the
process for the Desktops hosts.
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Provide a Name and Description for the
template.

Select Initial Template (because later it is
unassociated for the iISCSI boot parameters)

Select the UUID pool created earlier. For this
validation the pool is called HyperV-UUID.

Click Next.

NETWORKING

Select the Expert radio button

Click the Add button

Add the following WNICs using the WNIC
Templates as specified in the next steps.

WICs

- Mgmt

- Infra

- PVS-VDI
- Csv

- LMigr

- ISCSI-A
- iSCsSI-B

iISCSIWICs

- iSCSI-A
- iSCSI-B

Click Next
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Creating a WIC

Provide a Name
Enable the vNIC Template

Select the associated vNIC Template created
earlier

Select the Windows Adapter Performance
Policy

Click OK

Repeat for the remaining WICs.

Creating iISCSI WIC

Provide a Name (iISCSI-A or iSCSI-B)

Select the associated Overlay vNIC (iISCSI-A or
iISCSI-B)

Select the iISCSI Adapter Policy created earlier
(iISCSI-Boot)

Select the associated VLAN (iISCSI-A, iSCSI-B)

Do Not select a MAC Address Assignment
leave it as None used by default.

Click OK

STORAGE

Select the RAID1 Mirrored for the Local
Storage .

Select the No vHBASs radio button

Click Next
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Skip the Zoning page by clicking Next.

WIC/VHBA PLACEMENT
The suggested order for the WICs is shown.

Click Next.

SERVER BOOT ORDER
Select iISCSI-Boot Boot Palicy created earlier

Click Next.
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MAINTENANCE POLICY

Click Next

SERVER ASSIGNMENT

Set Pool Assignment to the one created
earlier. (Infrastructure)

Select the Down the radio button for desired
power state. (Still need to setthe iISCSI IQN
information)

Set Server Pool Qualification  to the one
created earlier (Infrastructure)

Set Firmware Management to the one created
earlier. (B200M3)

Click Next

OPERATIONAL POLICIES

Set the Management IP Address Policy tothe
policy created earlier (KVMIPPool)

Set the Scrub Policy to the policy created
earlier (HyperVScrub)

Click Finish
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Repeat for the Desktop Hosts using the values
specified on the right in place of the earlier
ones. Values not specified should be the same
as the Infrastructure template.

Name: Desktop

Server UUID Assignment: HyperV-UUID
NETWORKING

WICs

- Mgmt

- Uplink1

- Uplink2

- ISCSI-A
- iSCSI-B

iISCSIWICs

- iSCSI-A
- iSCSI-B

STORAGE: RAIDO Striping
SERVER ASSIGNMENT:
Pool Assignment: Desktop

Server Pool Qualification: Desktop
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6.6.22. Create Service Profiles

Instructions

Visual

In the Servers tab, expand Service Profile
Templates > root. Select the Infrastructure
senvce profile created earlier. Right-click and
choose Create Service Profiles From
Template from the context menu.

Provide a Naming Prefix for the Infrastructure
senvers: INFRA-.

Provide the Number of senver profiles to create
for Infrastructure: 2

Click OK to complete the creation of the profiles.

Repeat for the Desktop servers in the solution
with a Naming prefix of VDI-

Number of Desktop senver profiles to create:
500-user configuration: 3
1000-user configuration: 5
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6.6.23. Configure iISCSI Boot LUNS f@&achService Profile

The new created senice profiles will have to be unbound from the template and updated with iISCSI
target information which is unique for each sener.

Instructions Visual

In the Servers tab, expand Service profiles >
root . Select the first senice profile. Right-click
and choose Unbind from the Template from
the context menu.
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Instructions

Visual

Select a Senvice Profile
Select the Boot Order tab.
Select the first iISCSI boot NIC (iISCSI-A)

Click the SetiSCSI Boot Parameters button

The EMC VNXe uses a different IP address and
iSCSI Target Name for each of the individual
iISCSI boot LUNs. As such, the boot parameters
must be configured separately for each senice
profile.

Set Initiator Name Assignment  to Manual

Set Initiator Name tothe unigue name from the
pool

Set the Initiator IP Address Policy  to Static

Set the IPv4 Address to a unique IP address
for this host

Set the Subnet Mask to the correct subnet
mask for the iISCSI VLAN

Select the iISCSI Static Target Interface  radio
button
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Instructions Visual

The unique name and IP address will need to be
configured in the VNXe side.

To add the VNXe Target information, click the +
button.

Provide the iISCSI Target Name of the VNXe

Provide the IPv4 Address and LUN ID for this
LUN on the VNXe

Click OK to sawe the iSCSI Static Target
information.

Click OK to save the iISCSI Boot Parameters
Repeat the process for the iISCSI-B boot NIC

Repeat these steps for each service profile

Includethe corresponding QoS Polityo each WIC template singthe QoS policglrop down, using the
QoS Priority to vNIC and VLAN Mapping table above.

Figure14: Utilize QoS Policy in vNIC Templates
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6.7. LAN Configuration

The access lay&rAN configuration consists of a pair of Cisco Nexus 5548s (N5Ks,) a family member of
our lowlatency, linerate, 10 Gigabit Ethernet and FCoE switches for our VDI deployment.

Four 10 Gigabit Ethernet uplink ports are configured on each of the Ciscac2d&fabric interconnects

Note: The upstream configuration is beyond the scope of this document; there are some good reference
documens in theAppendixthat discussabout best practices of using the Cisco %000 and 7000

Series Switched-or informational purposes, the upstream switch for f@isco Validated Desigras a
CiscaNexus 5500 serieghich included thd_ayer 3 module

6.8. SAN Configuration

6.8.1. Bootfrom SAN benefits
Booting from SAN is another key feature which helps in moving towards stateless computing in which
there is no static binding between a physical server and the OS / applicatiotesskad to run. The OS
is installed on a SANUNand boot from SAN polidg applied to the service profile template or the
service profile. If the service profile were to be moved to another servernS88I boot LU the
Boot from SANBF$ policy also moves along with it. The new server now takes the same aharetcter
of the old serverprovidingthe true unique stateless nature of th€isco UCBladeServer.

The key benefits of booting from the network:

x Reduce Server Footprints: Boot from SAN alleviates the necessity for each server to have its own
direct-attached dig, eliminating internal disks as a potential point of failure. Thin diskless
servers also take up less facility space, require less power, and are generally less expensive
because they have fewer hardware components.

x Disaster and Server Failure Recovery: All the boot information and production data stored on a
local SAN can be replicated to a SAN at a remote disaster recovery site. If a disaster destroys
functionality of the servers at the primary site, the remote siten take over with minimal
downtime.

X Recovery from server failures is simplified in a SAN environment. With the help of snapshots,
mirrors of a failed server can be recovered quickly by booting from the original copy of its
image. As a result, boot fro®AN can greatly reduce the time required for server recovery.

x High Availability: A typical data center is highly redundant in nattedundant paths,
redundant disks and redundant storage controllers. When operating system images are stored
on disksn the SAN, it supports high availability and eliminates the potential for mechanical
failure of alocal disk.

X Rapid Redeployment: Businesses that experience temporary high production workloads can take
advantage of SAN technologies to clone the boot imagkdistribute the image to multiple
servers for rapid deployment. Such servers may only need to be in production for hours or days
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and can be readily removed when the production need has been met. Highly efficient
deployment of boot images makes tempoyaserver usage a cost effective endeavor.

x Centralized Image Management: When operating system images are stored on networked disks,
all upgrades and fixes can be managed at a centralized location. Changes made to disks in a
storage array are readily aca#ge by each server.
With Boot from SAN, the image resides on a SAN LUN and the semmstunicates with the SAN
through an iISCSI boot vNIThevNIC boot codeontairsthe instructions that enable the server to find
the boot disk. AlCisco VIC 124@LOMcardson Cisco UCSdgries blade servers support Boot from
SAN

After power on selfest (POST), the server hardware component fetches the boot device that is

designated as the boot device in the hardware BOIS settilbenthe hardware detects the boot
device, it follows the regular boot process.

In this study we deployed boot from SAN over iSCSI protocol.

6.9. EMC VNXe Storage Configuration
The figure below shows the physical storage layout of the disks in the reference architecture. This
configuration acommodates PVS vDisks, user homes and profiles for Lp@0virtual desktops,
hypervisor boot LUNs, SQL databases, SCVMM library, cluster quorum disk, and cluster shared volume
(CsV).
Figure15: EMC VNXe Storage Configuration

The above storage layout is used for the following configurations. Note that VNXe provisioning wizards
perform disk allocation and do not allow user selection.

X Seven SAS disks are allocated in a 6+1-BAtDI that contains boot LUNS for the hypervisor
CsS.
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X Seven SAS disks are allocated in a 6+1-RAtDI that contains SQL databases, SCVMM library,
cluster quorum disk, and CSV.

x Twenty eight SAS disks are allocated in a 6+1 B AtDI that contains PVS vDisks, user home
directories and profiles.

x Two SASisks are used as hot spares and are contained in the VNXe hot spare pool.

If more capacity is required, larger drives may be substituted. To satisfy the load recommendations, the
drives will all need to be 15k rpm and the same size. If differing sieegilzed, storage layout
algorithms may give suptimal results.

Tablel0shows the LUN#hat need to be created, the size, the assigned host, the assigned stpoalje
and the names used for thiSisco Validated Design

Table10: Storage LUN Mapping

HostName LUN Size Assigned Pool Storage Type

(GB)
Infra-1 Infra-1 50 Boot LUN GenericiSCSI Storagt
Infra-1 SQLDB1LUN 50 InfrastructurePool Generic iSCSI Storage
Infra-1 SQLLog1LUN 50 InfrastructurePool Generic iISCSI Storage
Infra-2 Infra-2 50 Boot LUN Generic iISCStorage
Infra-2 SQLDB2LUN 50 InfrastructurePool Generic iSCSI Storage
Infra-2 SQLLog2LUN 50 InfrastructurePool Generic iISCSI Storage
Infra-1/Infra-2  InfraCSVLUN 750 InfrastructurePool Generic iISCSI Storage
Infra-1/Infra-2  InfraQuorumLUN 2 InfrastructurePool Generic iISCSI Storage
Infra-1/Infra-2 ~ SCVMMLibraryLUI 200 InfrastructurePool GenericiSCSI Storag¢
UseaProfile2 CIFSServerl 200 CIFSPool Shared Folders
UserProfile CIFSServer2 200 CIFSPool Shared Folders
vDisk CIFSServer2 500 CIFSPool Shared Folders
VDI12 VDI12 50 Boot LUN GenericiSCSI Storagt
VDIL3 VDIZ%3 50 Boot LUN GenericiSCSI Storage
VDI}4 VDIX4 50 Boot LUN GenericiSCSI Storagt
VDI21 VDI21 50 Boot LUN GenericiSCSI Storage
VDI22 VDI22 50 Boot LUN GeneridSCSI Storage

The rest of theis section covers creating the hosts, storage pools, and LUNS required for the
environment. Single examples are provided, but the process should be repeated for each of the hosts,
pools, and LUNSs required for the environnhe

6.9.1. ISCSIHostConfiguration

Complete the following steps in Unisphere to configure iSCSI hosts or83%00¢er each of the hosts in
the environment.
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Instructions

Visual

From the Hosts ->Hosts area in Unisphere
select Create Host .

Specify a name and description (optional) for
the iISCSI host.

Specify Microsoft Hyper -V as the host
operating system.
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Instructions

Visual

Specify an IP Address that will be used as an
iSCSl initiator for the host.

In this Cisco Validated Design, the IP address is
the statically assigned IP address on the iSCSI-
A VLAN.

Specify all IQN addresses that will be used on
the iSCSI host.

The IQN addresses can be found in the
corresponding senice profile in Cisco UCS
Manager. Generally, these IQNs are unique and
created by the storage administrator. The typical
format would be ign.1992-
05.<topdomain>.<domain>:<systemid>:<numbe
r>

Optionally, fill out the CHAP Secret fields if
CHAP security needs to be enforced.

Review the host configuration on the Summary
page and select Finish to create the host entry.
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Instructions Visual

Select the newly created host and Details to
modify its properties.

To the right of the Data Storage Address field,
select Add to add the secondary IP address of
the host.

Enter the secondary IP addressin the IP
Address field. Select OK and click the Apply
Changes button to save the changes.

The secondary IP address would be the
statically assigned alternate IP address for the
host on the iISCSI-B VLAN.

6.9.2. ISCSI Server Configuration
Complete the following steps in Unisphere to configure iSCSI servers on VNXe.
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Instructions

Visual

Prior to provisioning iISCSI storage, an iSCSI
sernver must be created.

From the Settings ->iSCSI Server Settings
area in Unisphere , select Add iISCSI Server .

Fill out the iISCSI senver network information as
shown in the screenshot. Select Finish to
create the iSCSI sener.

The Advanced settings will change for each of
the iSCSI servers and should alternate Storage
Processors (SPA/SPB) and Ethernet Ports
(eth10/eth11) to load-balance across the
resources.

The VLAN ID will need to match the IP address
specified for the iISCSI server and the Ethernet
Port. For instance, in this Cisco Validated
Design, eth10 maps to VLANG5 and eth11 maps
to VLANG6.
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Instructions

Visual

Select the newly created iISCSI server and
select Details.

From the iSCSI Server Details screen, select
Add Network Interface to add a second
interface to provide network redundancy for the
iISCSI senver.

Fill out the network information of the second
interface as shown in the screenshot. Select
Add to create the second interface for the iSCSI
senver to provide HA across the resources.

The VLAN ID will map to the Ethernet Port as
mentioned earlier. For this Cisco Validated
Design, eth10 maps to VLANG5 and eth11 to
VLANG6.
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6.9.3. ISCSI Storage Creation
Complete the following steps in Unisphere to configgibCSI LUNs on VNXe.

Instructions Visual

Prior to provisioning iSCSI storage, create a
storage pool with the appropriate number of
disks that will contain the iISCSI LUNs.

From the System ->Storage Pools areain
Unisphere , select Configure Disks .

Select Manually create a new pool by Disk
Type.

Specify a pool name of your choice.
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Instructions

Visual

Select SAS and Balanced Perf/Capacity when
prompted for disk type and storage profile.

Specify the desired number of disks to be
included in this storage pool.

Review the pool configuration in the Summary
page and select Finish to create the storage
pool.
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Instructions

Visual

After the storage pool is created, navigate to
Storage ->Generic iSCSI| Storage in
Unisphere . Select Create to provision iSCSI
storage.

Specify a name and description (optional) for
the storage resource.

Specify a storage server (iISCSI server defined
in the previous steps), a storage pool with
enough space available, and the size ofthe
iSCSILUN to be created.

The assigned storage processor (SPA/SPB) will
be dependent on the iISCSI server selected.
Load-balancing across the storage processors
is done manually when creating the iISCSI
seners as discussed abowe.
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Instructions

Visual

Choose the protection policy for replication and
snapshots that fits your requirements.

Select Virtual Disk inthe Access column for
the host to which iSCSI LUN access is tobe
granted.

Review the iSCSI storage configuration in the
Summary page and select Finish to provision
the iISCSI LUN and grant access to the
designated host(s).

The Summary page shows that the host has
both IP addresses (and subsequently the
matching IQNs though not shown) assigned to

the host on the iISCSI-A and iSCSI-B networks.
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6.9.4. CIFS 8rver Creation

Instructions

Visual

Prior to provisioning storage for CIFS share, a
shared folder server must be created.

From the Settings ->Shared Folder Server
Settings areain Unisphere , select Add Shared
Folder Server .

Fill out the CIFS senver network information as
shown in the screenshot.

Repeat for the CIFS share on the other Storage
Processor (SPB) if building the 1000-user
configuration.

96




Instructions Visual

Deselect Linux/Unix shares (NFS) if NFS is not
required.

Select Windows shares (CIFS) and Join to the
Active Directory . Specify a Windows domain,
'16 VHUYHU DQG DQ DGPLQLYV
used to join the CIFS server to the designated
domain.

97




Instructions Visual

Review the shared folder server configuration in
the Summary page and select Finish to create
the shared folder server.

6.9.5. CIFSShare Slorage Oreation Profile Share

Instructions Visual

Prior to provisioning CIFS storage, create a
storage pool with the appropriate number of
disks that will contain the CIFS shares.

From the System ->Storage Pools areain
Unisphere , select Configure Disks .
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Instructions

Visual

Select Manually create a new pool by Disk
Type.

Specify a pool name of your choice.

Select SAS and Balanced Perf/Capacity when
prompted for disk type and storage profile.
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Instructions

Visual

Specify the desired number of disks to be
included in this storage pool.

Review the pool configuration in the Summary
page and select Finish to create the storage
pool.

After the storage pool is created, navigate to
Storage ->Shared Folders in Unisphere . Select
Create to provision CIFS storage.
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Instructions

Visual

Specify a name and description (optional) for
the shared folder.

Specify a storage server (CIFS sener defined in
the previous steps), a storage pool with enough
space available, and the size of the CIFS share

to be created.

Choose the protection policy for replication and
snapshots that fits your requirements.
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Instructions

Visual

Select Windows shares (CIFS) as the share
type.

Select Create a Windows share and specify a
share name of your choice.
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Instructions Visual

Review the shared folder configuration in the
Summary page and select Finish to provision
the CIFS share.

6.9.6. CIFS Share Storage CreationvDisk Share

Instructions Visual

Navigate to Storage ->Shared Folders in
Unisphere . Select Create to provision CIFS
storage.
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Instructions

Visual

Specify a name and description (optional) for
the shared folder.

Specify a storage server (CIFS sener defined in
the previous steps), a storage pool with enough
space available, and the size of the CIFS share
to be created.

Choose the protection policy for replication and
snapshots that fits your requirements.
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Instructions

Visual

Select Windows shares (CIFS) as the share
type.

Select Create a Windows share and specify a
share name of your choice.
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Instructions Visual

Review the shared folder configuration in the
Summary page and select Finish to provision
the CIFS share.

6.10. Installing and Configuring Microsoft Server 2012
Two types of service profiles were requiredsigpport two different blade server types

Table11: Role/Server/OS Deployment

Role Blade Server Used Operating System Deployed
Infrastructure UCS B200 ME52650) Microsoft Windows Server 2012 Datacenter
VDI Hosts UCS B200 MES5269A/2) Microsoft Windows Server Hyp&f 2012

To support those different hardware platforms, service profile templates were created, utilizing various
policies created earlier as documented.

The service profile templates were then used to quickly alggervice profiles for each blade server in
the CiscoUnified Computing Systenwhen each blade server booted for the first time, the service
profile was deployed automatically, providing the perfect configuration for Microsoft Windows
installation.

6.10.1. Infrastructure Servers
For thisCisco Validated Desigi®CSI storageas usedo boot the hosts from LUNs on théNXe3300

storage system. Prior to installing the operating system, storage groups were created, assigning to
specific boot LUNSs to individuabsts. (See Sectidh9 EMC VNXe Storage Configurationdetails.)
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The ble belowprovidesthe steps to install Windows Server 2012 on @iscoUCS hosts

Instructions Visual

Open a browser and enter the address of the
Cisco UCS Fabric Interconnect:
https: //XX. XX. XX. XX

Click on Continue to thiswebsite (not
recommended) .

Click Launch Cisco UCS Manager .
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https://xx.xx.xx.xx/

Instructions Visual

Enter the User Name :admin

Enter thePasswordspecified during the initial
setup of theCisco UCSystem

ClickLogin

In the Servers tab, expand Service Profiles >
root. Select the sener you wish to install the
operating system on. Right-click and choose
KVM Console from the context menu.

If you get a certificate warning, just click the
Alwaystrustthis certificate ©~ FKHFNER]|
then click Run.

Click the Virtual Media tab of the KVM Console.
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Instructions

Visual

Clickthe $G G , P D Ditton.

Add the image for the Windows Server 2012
ISO image by browsing to the ISO and clicking
Open.

Repeat the process for the ucs-bxxxx-drivers
2.1.31SO image.

Click the Mapped checkbox for the Windows
Server 2012 ISO image.

NOTE: Due to a small bug in the Windows
Installation when using iISCSI boot LUNSs, you
will need to ensure there is only one path to the
iISCSI volume. If there are two paths the install
will fail until you first write something to the disk.

To disable one of the paths, just assign the eth7
WIC temporarily to the iISCSI-Null VLAN
created earlier.

Reboot the Cisco UCS senver and erify the
iSCSI boot driver loads and connects to the
EMC VNXe3300 LUN.
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Instructions

Visual

Select Language to install .

Select Time and currency format

Select Keyboard or input method

Click Next.

Click Install now.
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Instructions

Visual

Provide the Windows Server 2012 license key.

Click Next.

Select Windows Server 2012 Datacenter
(Serverwitha GUI).

Click Next.
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Instructions

Visual

Review the License terms, and if agreeable,
enable the checkbox labeled | accept the
license terms .

You must accept the license terms to continue.

Click Next.

Click Custom: Install Windows only
(advanced) .
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Instructions

Visual

The local disk will be visible, but the iISCSI
wolume needs the Cisco UCS disk driver loaded.

Click Load driver .

Before loading the driver, you will need to insert
the Cisco B-Series 2.1(3a) device driver CD.

Select the Virtual Media tab.

Uncheck the Mapped box for the Windows
Sernver ISO (and confirm the unmap warning
dialog).

Check the Mapped box for the Cisco UCS driver
CD.

Return to the KVM tab.

Click Browse to locate the driver install.
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Instructions

Visual

Navigate to the MLOM Windows Server 2012
x64 driver found at:

A\Windows\Network\Cisco\MLOM\W2K12\x64

Click OK.

When the driver is located, click Next.
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Instructions

Visual

Before returning to the install, be sure to reinsert
the Windows Server 2012 ISO.

Select the Virtual Media tab.

Uncheck the Mapped box for the Cisco UCS
driver CD.

Check the Mapped box for the Windows Server
ISO

Return to the KVM tab.

Select the iISCSI LUN.

Click Next.
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Instructions Visual

Complete the Windows installation.

(QWHU WKH LQLWLDO $GPLQL

Re-HQWHU WKH $GPLQLVWUDW
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Instructions

Visual

Login to the sener.

Launch the Computer Management tool from
Sener Manager.

Server Manager >>Tools >> Computer
Management .

Select Device Manager from the left-hand pane.

From the right-hand pane, locate the Cisco VIC
Ethernet Interface cards that are showing a
warning symbol.

The Cisco VIC Ethernet Interfaces without the
warning symbol are the two iSCSl interfaces.
The remaining ones will need to be uninstalled.

WARNING: Uninstalling one of the Cisco VIC
Ethernet Interfaces that is being used will blue

screen the box and require a complete reinstall.

Right-click the Cisco VIC Ethernet Interface.

Select Uninstall from the context menu.

117




Instructions

Visual

If prompted, click OK on the Confirm Device
Unistall dialog.

Repeat for all Cisco VIC Ethernet Interfaces
which are having problems.

To reinstall the drivers correctly, complete the
following:

Select the computer name.

Right-click and choose Scan for hardware
chan ges from the context menu.

When finished, all Cisco VIC Ethernet Interfaces
should be functioning correctly.
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Instructions Visual

Note: To re-enable one of the paths, just assign
the eth7 vNIC back to the iISCSI-B VLAN
created earlier. ldeally, this step should be
completed prior to enabling the MultipathlO
software.

Install Multipathing software by executing the
following CaSe-SeNsltivE command-line:

Dism /online /Enable -Feature:Multipathio
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Instructions Visual

Enable Multipathing software from the MPIO
control panel.

From the command-line execute Mpiocpl .

Enable the Add support for iISCSI devices
checkbox.

Click Add .

&OLYeN 3 RQ WKH 5HERRW 5HTX

Repeat steps for the other Infrastructure sener.

6.10.2. VDI Hosts
WindowsHyperV 2012 does not include the full GUI, the steps previously identified to force the Cisco
VIC Ethernet Interface drivers needs to be accomplished using PowerShell instead. Microsoft has a
Device Management PowerShell cmdlet which is able to perfoeMIlC Ethernet Interface update

properly.
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Instructions

Visual

Download the Device Management PowerShell
Cmdlets from:
http://gallery.technet.microsoft.com/scriptcen

er/DeviceManagement7fad2388

When downloaded, they will need to be copied
to the Hyper-V 2012 sener. Since only the
iSCSlinterfaces are available, they can be
copied through the iISCSI-A network or the can
be burned to an ISO format and mounted
through the Virtual Media tab.

Copy the PowerShell Cmdlets to:

C:\Windows \System32 \WindowsPowerShell \
v1.0\Modules \devmgmt

Import the PowerShell Cmdlets from the devmgt
folder with this command:

import -module .\DeviceManagement.psd1
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Instructions

Visual

Before loading the driver, you will need to insert
the Cisco B-Series 2.1(3a) device driver CD.

Select the Virtual Media tab.

Check the Mapped box for the Cisco UCS driver
CD.

Return to the KVM tab.

Execute the Install-DeviceDriver cmdlet with
this command:

Install -DeviceDriver #nfFilePath
E:\Windows \Network \Cisco \MLOM\W2K12\x6
4\enicbx64.inf

Where E: is the drive letter for the mapped
Cisco UCS ISO.
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Instructions

Visual

After the driver is installed correctly, all the
Cisco VIC Ethernet Interface adapters will be

visible from

SCONFIG option 8.

6.10.3. Local Configuration TasksAfter Install
When completed the standard configuration tasks can now be compiete each server, such as
naming the server, joining the domain, etc. For this validation, the following configuration tasks were
completedafter the OS installation was finished:

1.

© © N o gk~ w DN

[
= O

6.11.

Name the interfaces to match theisco UCS®irtual Ethernet Interfaces

a. NOTEThe order that the vNICs are loaded by Windows isdeierministic. The

best way to identify the interfaces is to match them based on the MAC addresses
assigned irCisco Unified Computing System

Configure static IP address for management eficistructure networks
Configure DNS servers

Name the server

Join the domain

Disable the Firewall

Enable Remote Desktop

Enable Remote Management

Install EMC PowerPath software

. Windows Update
. Share the local SSD drive dot XenDesktop write&ache drivesgranting everyone access

to the drive.

Installing and Configuring SQL Server 2012 3P

This section provides the instructions for installing and configuring Microsoft SQL Serv&P2BarR
the System Center Virtual Machine Manager database.
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6.11.1. PassThrough StorageConfiguration
HyperV allows virtual machines to access storage mapped directly to the Nyperver without
requiring the volume to be configured. When storage is mapped to the Rygerver, it will appear as
a raw volume in an offline state@sk manager on the Hyp&f serverBring the disk online, initialize
the disk, and then place the disk in an offline state. To ensure that the Virtual Machine will have
exclusive access to the storage, the disk should be left in an offline state. poihtisadd the disk as
passthrough storage to the SQL VMs using Windows Hypktanager.

Prior to configuring the storage as pdahsough LUNs to SQL VMs SQL 1 and SQL2, you will need to:

1. Make surethat the LUNSs to be used for DB and Log files have pessented to the Hyper

V servers (INFRRAand INFRR).

Instructions

Visual

Perform the following steps on both INFRA-1 and
INFRA-2.

Open the Computer Management Toadl

Select Disk Management in the left pane .
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Instructions

Visual

Right-click the disk and select Online .

When Online, the disk will show as being Not
Initialized .

Right-click the disk and select Initialize Disk .
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Instructions

Visual

Select either the MBR partition or GPT partition
radio button type depending on the size of your
wolume. Volumes over 2TB need to be GPT.
When finished, click OK.

When a disk is initialized, it can once again be
placed in an Offline state. If the disk is not in an
Offline state, it will not be available for selection
when configuring the Guest's storage.

Right-click on the disk and select Offline .

Add the pass-through disk to the virtual machines
SQL1 and SQL2.

Perform the following steps on both INFRA-1 and
INFRA-2:
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Instructions

Visual

Open Windows Hyper-V Manager . Right click
onthe SQL1 or SQL2 VM and choose Settings .

Click SCSI Controller in theletft.
Click Hard Drive .

Click Add .

Select Physical Hard Disk .

In the drop down list, choose the disk to be used
for the SQLDB (50GB).

Click Apply .
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Instructions

Visual

Click SCSI Controller inthe left pane.
Click Hard Drive .

Click Add .

Select Physical Hard Disk .

In the drop down list, choose the disk to be used
for the SQLLOGSs (10GB).

Click Apply .
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Instructions Visual

Verify that the pass-through disk has been
successfully added to the virtual machines SQL1
and SQL2.

Perform the following steps on both SQL-1 and
SQL-2..

Open the Computer Management tool

Click Disk Management in the left pane.

Verify that the DB and LOG wolumes are shown.
Right click on the DB wlume and select Online
Right click on the LOG wolume and select Online
Create a new volume and call it SQLDB

Create a new volume and call it SQLLogs

6.11.2. SQL Server 2012 Installation Pre-requisites
Prior toinstalling SQL Server 2012 SP1, you will need to do the following on SQL1 and SQL2:

1. Make surethat .NET 3.5 SP1 has been installed on the guest operating system on both SQL1 and
SQL2 (it is no longer installed by SQL server setup). For more informatse pEavlicrosoft
.NET Framework 3.5 Deployment Considerations

6.11.3. SQL Server 2012 Installation
The table below provides the installation steps for SQL Server 2012.
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http://msdn.microsoft.com/library/windows/hardware/hh975396
http://msdn.microsoft.com/library/windows/hardware/hh975396

Instructions Visual

Perform the following steps on both SQL1 and
SQL2.

Launch the installation setup by double clicking
Ne SH% X A _X

In the left side of the screen clithstallation.

In the pane on the right click ohE A ~Y > 2
stand v alone installationor add featuresto an
E]*S]vP Jves 00 S]}v_X
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Instructions

Visual

Review the installation advisor report.

Click OK.

Provide a validProduct Key

Click Next.
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Instructions Visual

Mark the checkbox" / %S SZ 0] ve

Click Next.

Click Next.

132



http://blogs.microsoft.co.il/blogs/yuval14/image_5E234D57.png
http://blogs.microsoft.co.il/blogs/yuval14/image_34C7F15A.png

Instructions

Visual

Note: To complete this stepuccessfully, the
server need to be connect to the internet.

Click Next.
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Instructions Visual

Click Next.

Mark the relevant SQL roles.

For our SCVMM install we installed the following

-Database Engine Services (with all subs)
-Reporting ServicesNative

-DataQuality Client

-SQL Server Data Tools

-Client Tools Backwards Compatibility
-Management ToolsComplete

Click Next.
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Instructions

Visual

Click Next.

Click Next.
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Instructions Visual

Click Next.

A ESOLSRV « « EA] uvs (}1d
engine.

Click Next.
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Instructions

Visual

Add the local Administrators group & the domair
Administrator to the SQL Administrator groapd
ANY>NZs e EA] uvs X

Click Next.

Click Next.
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Instructions

Visual

Click Next.

Click Next.
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Instructions Visual

Click Next.

Review the installation summary.

Click Close .

6.11.4. AlwaysOn Application Group
This section provides the instructions for configuring an Always On Availability Group for System
Center Virtual Machine Manager database.

6.11.4.1. Installation Pre -requisites
Prior to creating the Always On Availability Group, young#ld to do the following:

1. Make surethat the Recovery Model for the VirtualManagerDB database is set to Full

2. Perform a full backup of the VirtualManagerDB database
3. Create a shared network location accessible by both servers (SQL1 and SQL2)
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Instructions

Visual

Perform the following steps on SQL1 only.

Open the SQL Server Management Studio  (with
elevated privileges).

Expand the databases in the left pane.

Right-click the database called VirtualManagerDB and
select Properties.

In the Database Properties window, select Options from
the left pane.

Set the Recovery Model to FULL.

Click OK.

Right-click the database called VirtualManagerDB and
select Tasks andthen %D FN 8S «
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Instructions

Visual

Set the Backup Type to FUL.L
Select the desired destination of the backup.

Click OK.

Click OK.

Create a share that is accessible by both SQL1 and
SQL2 that will be used in a later step when the Always
On Availability Group is created.

On INFRA-1 or INFRA-2, open File Explorer.
Navigate to c:\clusterstorage \infracsv .
Create a new folder called AlwaysOn .

This folder will be available through a cluster shared
volume.

The full path will be \\clusterfs\infracs\AlwaysOn .
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6.11.4.2. Creating the AlwaysOn Availability Group
Before creating the Always On Availability Group the following prerequisite steps should be
completed as per the instructions in the previous section.

1. Make surethat the Recovery Model for the VirtualManagerDB database igsetill
2. Perform a full backup of the VirtualManagerDB database
3. Create a shared network location accessible by both servers (SQL1 and SQL2)

Instructions

Visual

Perform the following steps on SQL1.

Open the SQL Server Management Studio  (with
elevated privileges).

Expand AlwaysOn High Availability  in the left.

Right-click Availability Groups and select New
Availability Group Wizard  «
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Instructions

Visual

Click Next.

Specify the name you want to use for the Availability
Group.

In this example, we used SCVMM.

Click Next.
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Instructions

Visual

Select the databases that you want to be managed by
the availability group.

In this example we used VirtualManagerDB .

Click Next.

By default, the primary replica will be located on the

SQL server where the database was originally created.
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Instructions

Visual

Click Add Replica .

Enter the name of the server instance where you would
like the secondary replica to be created.

In this example we used SQL2.

Enable Automatic Failover and Synchronous Commit
for both the primary and secondary replicas.

Click Next.

Set your data synchronization preference to FULL

Specify a network share accessible by all replicas. In
WKLV H[DPSOH ZHJOO XVH WKH VK
prerequisites section preceding this section.

\\clusterfs\infracs\\alwaysonshare

Click Next.
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Instructions

Visual

Setup will perform a validation check prior to creating
the availability group.

In some cases, the listener configuration will not pass
the validation check. This is fine as we will create a new
availability group listener in a later step.

Click Next.

Verify that the choices you made in previous steps are
correct.

Click Finish .
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Instructions Visual

In this step we configure the Availability Group
Listener .

Expand Availability Groups .
Expand SCVYMM.

Right click on Availability Group Listener and select Add
Listener «

Enter VMMDB as the Listener DNS Name

Enter 1433 as the Port

Enter DHCP as Network Mode

Enter 10.61.0.0/24 as the Subnet

Click OK.

6.11.5. Log File Management
The log files foXenDesktop and System Center Virtual Machine Manager are prone to large
amounts of activity. Since a Full recovery model is necessary for AlwaysOn groups, the following
actions are recommended:
1. Verify that the Log file drives have sufficient space to hioddlog files. For this
environment, 50GB is the minimum recommended size.
2. Configure the maximum size of the log file for each database in SQL Management Studio so
that the SQL LUN is not unexpectedly overrun. The PVS log file maximum is recommended
to be 10GB, with 20GB used for the maximum size of VMM and XD.
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3. Configure SQL Agent to automatically backup and truncate the log files for the XenDesktop,
Provisioning Services, and Virtual Machine Manager databases on a frémpsstor set
the backup job to ocur when the log file size reaches 90% of capacity.

6.12. Installing and Configuring System Center 2012 Virtual Machine Manager
This section provides the instructions for installing and configuring System Center 2012 Virtual
Machine Manager. Before starting the installation the following steps should be completed.

1. Install SQL server

2. Create a SQL instance calM8SQLSERVER
3. Create a SQL database called VirtualManagerDB

Instructions Visual

Perform the following steps on VMML1.

Browse to the VMM 2012 SP1 installation files and
run setup.exe.

Select both the VMM Management Sener and VMM
Console.

Click Next.
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Instructions Visual

Enter the product registration information.

Click Next.

Read the license agreement and if you agree with the
terms of the agreement select the appropriate check
box.

Click Next.
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Instructions

Visual

Select whether you would like to join the Customer
Experience Improvement Program.

Click Next.

Select the installation location. The default is fine for
most installations.

Click Next.

150




Instructions

Visual

Click Next.

Enter the name of the SQL server that contains the
SQL instance that you configured in a previous step.
In this example the server name is SQL1.

Enter the port used to connectto the SQL instance.

Enter the credentials used to connect to the SQL
instance.

Enter the name of the SQL instance. In this example
we used MSSQLSERVER.

Enter the name of the SQL database that was
created in a previous step. In this example we used
VirtualManagerDB.

Click Next.
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Instructions

Visual

Select the account to be used by the VMM seniice.
In this example we used svc_ SCVMM.

Select whether to store encryption keys in Active
Directory instead of on the local machine and provide
the desired path in AD.

Click Next.

Choose to create a new library share, provide the
share location and a description of the share. In this
example we used the following:

Share name: MSSCVMMLibrary

Share loc D W L R\@irtuaé) Machine Manager Library
JLOHV’

Share description: VMM Library Share.

Click Next.
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Instructions

Visual

Review the installation summary to ensure that all of
the desired configuration information is correct.

Click Install .

7KH LQVWDOODWLRQ EHJLQV«
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Instructions Visual

If the setup completed successfully you will see the
following screen.

Click Close .

6.13. Installing and Configuring CiscoNexus 1000V Virtual Switch Manager and

Virtual Ethernet Modules

This section provides the instructions for installing and configutilegdisco Nexus 1000V for Hypér
virtual switch. Before starting the installation the following steps should be completed

1. System Center Virtual Machine Manager installation
2. Download the latest Nexus 1000V installatemftwarefrom Cisco

3. Copy the Nexus 100V for HyperV installation software package to the SCVMM server and
extract itto a local directory

The following table provides a list of parameters used during the installatimress of the Nexus 1000V

Table12: Nexus 1000V Parameter Table

Parameter 500user ValugScreen Shots) 1000user ValugNot shown)
SCVMM Server Name SCVMML1.hv.pod.local SCVMML1.hv.pod.local

Virtual Machine Name Nexus 1000V 1Nexus 1000V 2 Nexus 1000V 3/ Nexus 1000V 4
Admin Password P@sswOrd P@sswOrd

Domain ID 100 200

SwitchName nexus100@ nexus10003

MgmtO IP Address 10.61.0.10 10.61.0.13

MgmtO Subnet Mask 255.255.255.0 255.255.255.0

MgmtO Gateway IP 10.61.0.1 10.61.0.1

Network_Name VDINetwork, ClusterNetwork  VDINetwork2, ClusterNetwork2
VDI_Pool_Name VDHPool VDHPooF2

Cluster_Pool_Name ClusterPool1 ClusterPool2

Network_Name VDINetwork, ClusterNetwork  VDINetwork2, ClusterNetwork2
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VLAN_Pool_Name
Start_IP

End_IP

Network_ID

Network _Mask
Router_Address
VLAN_ID

VLAN_##
vEthernet_Port_profile
Uplink_port_profile
Uplink_profile_name

AdminRunAsAccount
VDIPortClassName

VLANG61-Pool, VLAM2-Pool,
VLANG63-Pool, VLAMA4-Pool
10.61.0.11, 10.62.0.100,
10.63.0.100, 10.64.0.100
10.61.0.11, 10.62.Q50,
10.63.0.150, 10.64.0.150
10.61.0.0, 10.62.0.0, 10.63.0.0
10.64.0.0

255.255.255.0, 255.255.240.0,
255.255.255.0, 255.255.255.0
10.61.0.1, 10.62.0.1, 10.63.0.1
10.64.0.1

VLANG1, VLANG2, VLANGS,
VLAN64

61, 62, 63, 64

VDHPort-profile

Uplinkprofile

nexus1000wplink

Nexus1000V Admin

VDI Port Class

VLANG61-Pool2, VLANG2-Pool2,
VLANG3-Pool2, VLAN64-Pool2
10.61.0.13,10.62.0.151,
10.63.0.151, 10.64.0.151
10.61.0.13, 10.62.0.200,
10.63.0.200, 10.64.0.200
10.61.0.0, 10.62.0.0, 10.63.0.0,
10.64.0.0

255.255.255.0, 255.255.240.0,
255.255.255.0, 255.255.255.0
10.61.0.1, 10.62.0.1, 10.63.0.1,
10.64.0.1

VLANG1-2, VLANG2-2, VLANG3-2,
VLANG4-2

61,62, 63, 64

VDHPort-profile2

Uplinkprofile2
nexus1000wplink2
Nexus1000V Admin

VDI Port Class

6.13.1.

Installing CiscoNexus 1000V Virtual Switch

Instructions

Visual

Login to the System Center Virtual Machine
Manager sener as an Administrator.

From the SCVMM senver, run the \VMM\Nexus -
1000-VSEMProvider -5.2.1.SM1.5.1.0.MSI

package
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Instructions

Visual

Click Run if prompted.

Review the Cisco 1000V VSEM Provider
License Agreement and if acceptable, enable
the checkbox next to ¥ accept the termsin the
License Agreement

Click Install to begin the installation.
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Instructions

Visual

The install begins immediately.

If prompted by User Account Control, click Yes.

When complete, the wizard will show the
completed install.

Click Finish .
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Instructions

Visual

When complete, copy the \VEM\Nexus1000V -
VEM-5.2.1.SM1.5.1.0.MSI MSI package to the
c:\ProgramData\SwitchExensionDrivers folder

Launch System Center Virtual Machine
Manager console as an administrator.

Start Windows PowerShell as an Administrator.

Run the \VMM\VSM_Template \Register -
Nexusl000VVSMTemplate.psl script.

Navigate to the Library >>Templates section
in the Virtual Machine Manager Console and
verify the Nexus 1000V-VSM template was
imported successfully and the status is OK.

158




Instructions Visual

Copy the ISO from the installation media at
\VSM\Install \nexus -1000v.5.2.1.SM1.5.1.iso

From the SCVMM console, select Library >>
Library Servers >>[SCVMM Server Name | >>
MSSCVMMLIib node and right-click. From the

context menu select Explore .

Paste the copied ISO into the MSSCVMM
Library root folder MSCVMMLIib)

6.13.2. Installing and Configuring the Virtual Supervisor Modules (VSM)
If building to support thés00-user configuration, you will only need on HA pair of VSMs for the

environment. However, if building to support ti®00user configuration, you will need two pairs of
VSMs and the second pair will need a differ®amain IDandIP Addressssigned to them

Instructions Visual
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Instructions

Visual

In the SCVMM Console, navigate to the VMs
and Services tab.

Right-click on the Infrastructure server and
select Create Virtual Machine from the context
menu.

The Create Virtual Machine Wizard starts.

Click the Browse button and select the recently
imported Nexus 1000V -VSM-Template .

Click Next.
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Instructions

Visual

Provide a [Virtual Machine Name] for the
Virtual Machine.

Click Next.

On the Configure Hardware tab, select the
Virtual DVD drive and mount the nexus -
1000v.5.2.1.SM1.5.1.iso0 added to the SCVMM
library earlier.

Click Next.
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Instructions

Visual

On the Select Destination tab, selecta
Destination of All Hosts .

Click Next.

On the Select Host tab, select the infrastructure
host.

Click Next.
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Instructions

Visual

On the Configure Settings tab, acceptthe
defaults.

Click Next

On the Select Networks tab, leave the defaults
for now.

Click Next.
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Instructions

Visual

On the Add Properties tab, keep the defaults.

Click Next.

On the Summary tab, review the settings and if
acceptable, click Create.

Note : Do not auto-start the virtual machine
because the networks still need to be setup.
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Instructions

Visual

Select the Logical Networks node from the
Fabric tab.

Double-click the Infrastructure network to
modify the properties.

On the Name tab, enable the Network sites
within thislogical network are not connected
checkbox.

165




Instructions

Visual

In the Properties dialog, select the Network Site
tab.

Click Add .

Enable the All Hosts checkbox.

Click Insert row.

Set the VLAN to 61 and the IP subnet to
10.61.0.0/24

Click OK.

Locate the newly created VM on the VMs and
Senices tab.

Right-click and select Properties from the
context menu.
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Instructions

Visual

In the Hardware Configuration tab, select each
of the three network adapters in turn and
complete the following steps on each network
adapte:r

1. Enable theConnected to a VM network
radio button.

2. Select thdnfrastructureVM network.
3. Enable theEnable VLANheckbox.

4. Select the VLAN &1,

Click OK.

After it finishes updating, right-click Cisco Nexus
1000V virtual machine.

Select Power On from the context menu to start
the virtual switch.

Right-click Cisco Nexus 1000V virtual machine
again.

Select Connect or View , followed by Connect
via Console to start a console session.
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Instructions

Visual

Provide a password for the admin account.

Confirm the password for the admin account.

Note : At this point the password must conform
to composition checks, so select one that will
meet those requirements, such as P@sswOrd.

When both Nexus 1000V virtual supervisor
modules are setup, the admin password can be
changed from the primary node. To change the
admin password, run the following commands,
where <newpass> is the new admin password.

#config terminal
(config)#no password strength -check

(config)#username admin password
<newpass>

(config)#copy run start

(config)#exit
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Instructions

Visual

Enter the HA Role: Primary (for first N1OOOV).

Provide the Domain ID. [Domain ID ]

Note : The Domain ID must be the same on both
the primary and secondary N1000V virtual
supenisor modules. Furthermore, Domain IDs
must be unique for each pair of N1000V virtual
supenisor modules.
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Instructions

Visual

Would you like to enter the basic configuration
dialog: Yes

Create another login account: No

Enter the switch name: [SwitchName ]

Continue with Out-of-band (mgmt0)
management configuration: Yes

MgmtO IPv4 address: [MgmtO IP Address ]

MgmtO IPv4 netmask: [MgmtO Subnet Mask ]

Configure the default gateway: Yes

IPV4 address of the default gateway: [MgmtO
Gateway IP]

Configure advanced options: No
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Instructions

Visual

Do you want to reconfigure the VEM feature
level: No

Confirm the displayed configuration is correct.

Would you like to edit the configuration: No

Use this configuration and sawe it: Yes

The configuration is saved and the switch
returns to a login prompt.

Provide the username and password
combination created earlier during setup.

Verify network connectivity by pinging the
gateway address.
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Instructions

Visual

Repeat the all the steps in this section for the
second Cisco Nexus 1000V virtual supenisor
module VM.

Provide the admin password, which must be the
same admin password used for the primary
Cisco Nexus 1000V.

Enter HA role: secondary

System Reboot: yes

Domain ID: [Domain ID ]

Note : The DomainIDmust PDWFK WKH
Domain ID.

Verify the two VSMs are functioning by running
show module from the primary.

Note : If building for 1000-users, repeat the
section again to create another pair of VSMs
with a different Domain ID .
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6.13.3. CiscoNexus 1000V for HyperV Configuration
If building theb00user environment, complete this section only once. However, if building 1608
user envirmment, two VSMs will be neede@nd the section should be completed once for each pair of
VSMs.

Instructions Visual

Use PUTTY or a similar SSH clientto connectto
the MgmtO interface on the primary VSM.

Enter configuration mode:

Config t erminal

Create the logical networks for VDI and Cluster
traffic:

(config)#nsmlogical network
[Network_Namg
(config)#exit

Create the network segment pools for the VDI
and the Cluster networks and bind them to the
logical network:

(config)#nsm network segment pool
[VDI Pool_Namé

(confignet-segpool)# memberof logical
network [Network_Namg
(confignet-segpool)# exit
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Instructions

Visual

Create the IP Pool templates and setthe DHCP
range for Infrastructure (VLAN 61), PVS (VLAN
62), Cluster (VLAN 63), and LiveMigration
(VLAN 64) networks

(config)#nsm ip pool template

[VLAN Pool Namg|
(configip-pooktemplate)#ip addresq Start_IA
[End IR

(configip-pooktemplate)#network
[Network_ID] [Network _Mask]
(configip-pookttemplate)#default-router
[Router Addres$
(configip-pooktemplate)#exit

Create Network Segments and import the VLAN
pool into the segment for the Infrastructure,
PVS, Cluster, and LiveMigration VLANs. The
VDI Pool will manage VLANs 61-62. The Cluster
Pool will manage VLANs 63-64.

(config)#nsmnetwork segment MVLAN ID]
(confignet-seg)#switchport mode access
(confignet-seg)#switchport access vian
[VLAN ##

(confignet-seg)¥member-of network segment
pool[VDI_Pool_Namé¢

(confignet-seg)#p poolimport template
[VLAN_Pob Namqg

(confignet-seg)#publish network segment
(confignet-seg)#exit
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Instructions

Visual

Create VEthernet and Ethernet Port Profiles

(config)#port-profile type vEthernet
[VEthernet_Port_profilg

(configport-prof) #no shutdown
(configport-prof) #state enabled
(configport-prof) #maxports 1024
(configport-prof) # port-binding static auto
expand

(configport-prof) #publish port-profile
(config-port-prof) #exit

(config) #port-profile type Ethernet
[Uplink_Port_profile]

(configport-prof) #no shutdown
(configport-prof) #state enabled
(configport-prof) #channelgroup auto mode
on

(configport-prof) #channelgroupauto mode
on macpinning

(config-port-prof) #exit

(config) #nsm network uplink
[Uplink_profile_namé

(configuplink-net) #all network ssgment pool
[VDI_Pool_Nampg

(configuplink-net) #allow network segment
pool[Cluster_Pool_Name

(configuplinknet) #import port-profile
[Uplink_Port_profile]

(configuplink-net) #publish network uplink
(configuplink-net) #exit

(config)#copy run stat
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Instructions

Visual

Return to the SCVYMM Console and select the
Fabric tab.

Under Networking >> Switch Extension
Manager.

Right-click and choose Add Virtual Switch
Extension Manager from the context menu.

In the Add Virtual Switch Extension Manager
Wizard, set the connection string to the
http:// <MgmtOIP Address

Set the RunAs account to the Admin account on
the VSM (see next step) by clicking the Browse
button.

Click Next when completed.
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Instructions

Visual

To add a RunAs Account for the VSM complete
the following:

Provide a Name: [AdminRunAsAccount ]

Username: admin

Password: [Admin Password ]

Confirm Password: [Admin Password ]

Validate domain credentials: Disabled

Click OK.

Returning to the Add Virtual Switch Extension
Manager Wizard.

On the Hosts Groups tab, enable the All Hosts
checkbox.

Click Next.
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Instructions

Visual

On the Summary tab, click Finish .

Verify the switch was created successfully.

Onthe Fabric tab, navigate to Networking >>
Logical Switches

Right-click Logical Switches and choose

Create Logical Switch from the context menu.
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Instructions Visual

From the Getting Started tab, click Next.

From the General tab, provide a Name for the
logical switch.

Click Next.
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Instructions

Visual

From the Extensions tab, disable the Microsoft
Windows Filtering checkbox and enable the
Cisco Nexusl1000v checkbox.

Click Next.

From the Uplink tab, set the Uplink modeto
Team.

Click Add .

Select the Uplink port profile
[Uplink_profile_name ] created earlier

Click Next.
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Instructions

Visual

From the Virtual Port tab, click Add to add a port
class which has not yet been defined. (see next
three steps.)

When the port classification has been created,
click Next.

From the Add Virtual Port Dialog, click Browse
to add a new Port classification profile (see next
two steps)

When the port classification has been added,
enable the checkbox next to nexus1000v
hostname and select the
[VEthernet_Port_profile ] from the drop-down
box.

Click OK
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Instructions Visual

In the Select a Port-Profile Classification dialog,
click the Create Port Classification button. (See
the next step to complete the addition of a port

profile classification.)

When added, click OK.

In the Create Port Classification Wizard, provide
a[VDIPortClassName ] for the port
classification.

Click OK.
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Instructions

Visual

In the Summary tab, review the settings and
click Finish to complete the wizard.

Right-click Hyper-V host and select Properties
from the context menu.
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Instructions

Visual

Select the Virtual Switches tab.

Click New Virtual Switch .

Select the New Logical Switch choice. (See
next steps for adding a logical switch)

Click OK when complete.

Select the Cisco Nexus 1000V logical switch if
more than one exists.

Under the Physical Adapters , selectthe Cisco
VIC Ethernet adapter that is connected to the
Uplink1 WIC template.

Note : The Cisco VIC Ethernet adapter number
assigned to the Uplink1 WIC template is
random on each Hyper-V host, so verify the
correct one by matching MAC address on the
Hyper-V host with the MAC address assigned in
the server profile.

Click Add to add the Uplink2 WIC adapter

Click OK.
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Instructions

Visual

If prompted, click OK to continue with the
changes.

From the VMs and Services tab, right-click on
VM Networks and then select Create VM
Network from the context menu.
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Instructions Visual

The Create VM Network Wizard starts.

Provide a name.

Select the Logical Network.

From WKH ,VRODW L R Q Sjkbifit anv H
externally suppliedVMnetwork =~ UDGLR

Select the VLAN that matches withthe VM
network name.

Click Next.
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Instructions Visual

Review the Summary page before clicking
Finish .

Repeat for the remaining VLANs. When
completed, all four should be configured.

Name Logical Network

VLAN-61 VDINetwork / VDINetwork?2
VLAN-62 VDINetwork / VDINetwork?2
VLAN-63 ClusterNetwork / ClusterNetwork?2

VLAN-64 ClusterNetwork / ClusterNetwork?2

When creating a new virtual machine or
template, to use the Nexus 1000V virtual switch,
specify both the VM Network and the
associated Port Profile inthe VM properties.

6.14. Installing and Configuring Citrix XenDesktop
This section lists supported configurations for the Delivery Controller, Citrix Studio, Citrix Director, and
Virtual Delivery Agents (VDAS) at the time oéeede. System requirements for other features and

components (such as StoreFront, host systems, He&eiversaand plugins, Desktop Lock, and
Provisioning Services) are described in their respective documentation.
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Unless otherwise noted, the installer pleys component prerequisites automatically. This includes .NET
3.5 SP1, which is required when installing components on Windows 7 or Windows Server 2008 R2

systems. The installation media contains several thaicty components. Before using the Citrix
sdtware, check for security updates from the third party, and install them.

If you install all the core components (Controller, Studio, Director, StoreFront, and Licensing) on a single
server, you need a minimum of 3 GB of RAM; more is recommeRggtbrmance will vary depending
on your exact configuration, including the number of users, applications, desktops, and other factors.

Delivery Controller

Supported operating systems:

X Windows Server 2012.

X Windows Server 2008 R2, Standard and Enterpd#@Es.
Requirements:

x Disk space: 100 MB.
X Microsoft .NET Framework 3.5 SP1 (required on Windows Server 2008 R2 only).
X Microsoft .NET 4.0.

x  Windows PowerShell 2.0 (included with Windows Server 2008 R2) or 3.0 (included with
Windows Server 2012).

X Visud C++ 2005, 2008 SP1, and 2010 Redistributable packages. The installer deploys these
automatically. They are also available on the Citrix installation media in the Support folder.

Database

Supported Microsoft SQL Server versions for the Site Configuiaatabase (which initially includes the
Configuration Logging Database and the Monitoring Database):

X SQL Server 2012 SFExpress, Standard, and Enterprise Editions. By default, the Express edition
is installed when installing the Controller.
X SQL Servet008 R2 SP2Express, Standard, Enterprise, and Datacenter Editions.

The following database features are supported (except on SQL Server Express Edition, which supports
only standalone mode):

X SQL Server Clustered Instances

X SQL Server Mirroring

X SQL Swer Replication

X SQL Server 2012 AlwaysOn Availability Groups

Note; Windows authentication is required for connections between the Controller and the SQL Server
database.

188



Studio
Supported operating systems:

X Windows 8 Professional and Enterprise Edgion
X Windows 7 Professional and Enterprise Editions.
X Windows Server 2012 Essentials, Standard, and Enterprise Editions.

X Windows Server 2008 R2 SP1 Foundation, Standard, Enterprise, and Datacenter Editions.
Requirements:

x Disk space: 75 MB.
X Microsoft .NET Framework 3.5 SP1(required on Windows Server 2008 R2 only).
X Microsoft Management Console 3.0 (included with all supported operating systems).

X Windows PowerShell 2.0 (included with Windows 7 and Windows Server 2008 R2) or 3.0
(included withwindows 8 and Windows Server 2012).

Director

Supported operating systems: Windows Server 2012, Standard Edition or Windows Server 2008 R2 SP1,
Standard and Enterprise Editions

Requirements:

x Disk space: 50 MB.

x Microsoft .NET Framework 4.0. The instatleploys this automatically. It is also available on the
Citrix installation media in the SuppbitotNet4 folder.

X Microsoft Internet Information Services (11S) 7.0 and ASP.NET 2.0. If these are not already
installed, you are prompted for the Windows Semrinstallation media, then they are installed
for you.

X Supported browsers for viewing Director: Internet Explorer 9 and 10, Firefox, Chrome
Virtual Delivery Agent (VDA) for Windows Desktop OS

Supported operating systems:

X Windows 8.
X Windows 7 SP1, Enterprise and Professional Editions.

The installer automatically deploys requirements such as the Microsoft .NET Framework and the Visual
C++ Runtime Library. These components are also available on the Citrix installation media inohie Supp
folders.

Remote PC Access uses this VDA, which you install on physical office PCs.
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Several multimedia acceleration features (such as HDX MediaStream Windows Media Redirection)
require that Microsoft Media Foundation be installed on the machine wiyexeinstall the VDA. Ifthe
machine does not have Media Foundation installed, the multimedia acceleration features will not be
installed and will not work. Do not remove Media Foundation from the machine after installing the Citrix
software; otherwise, use will not be able to log on to the machine. On most Windows 7 and Windows

8 editions, the Media Foundation support is already installed and cannot be removed. However, N
editions do not include certain medi@lated technologies; you can obtain that sefire from Microsoft

or a third party.

You cannot install a VDA supplied with this release on a machine running Windows XP or Windows Vista;
however, you can install an earlier Virtual Desktop Agent version on those operating systems, if needed.

For more mformation, see Install an earlier Virtual Desktop Agent on Windows XP or Windows Vista.
Remote PC Access is not supported on Windows Vista operating systems.

Virtual Delivery Agent (VDA) for Windows Server OS

Supported operating systems:

X Windows ServeP012.
X Windows Server 2008 R2 SP1; Datacenter, Enterprise, and Standard Editions.

The installer automatically deploys requirements such as the Microsoft .NET Framework and the Visual

C++ Runtime Library. These components are also available on thenGiailation media in the Support
folders.

The installer automatically enables the Remote Desktop Services role.

Several multimedia acceleration features (such as HDX MediaStream Windows Media Redirection)
require that the Microsoft Media Foundation liestalled on the machine where you install the VDA. If

the machine does not have Media Foundation installed, the multimedia acceleration features will not be
installed and will not work. Do not remove Media Foundation from the machine after installingititive
software; otherwise, users will not be able to log on to the machine. On most Windows Server 2008 R2
and Windows Server 2012 editions, the Media Foundation feature is installed through the Server
Manager (for Windows Server 2012: ServerMediaFoundafor Windows Server 20082:
DesktopExperience). However, N editions do not include certain nrettited technologies; you can

obtain that software from Microsoft or a third party.

The Print Spooler Service is enabled by default on the Windows sHryeu. disable this service, you
cannot successfully install a VDA for Windows Server OS. Theraftte,surehat this service is
enabled before installing a VDA.

Host

Supported hypervisors are XenServer, VMware vSphere, and Microsoft-Hyper thiisco Validated
Design, we used Microsoft Windows Server 2012 SP1 with Nyasithe hypervisor.

190



Other
StoreFront requires 2 GB of disk space. See the StoreFront documentation for full system requirements.

Citrix License Server requires 40 MB of dskcs. See the licensing documentation for full system
requirements.

Universal Print ServerSupported operating systems (the Controller includes the Universal Print Server
functionality; you need only install the Universal Print Server on your prinesstv

X Windows Server 2008 R2 SP1
X Windows Server 2008 34t

The Microsoft Group Policy Management Console (GPMC) is required if you store Citrix policy
information in Active Directory rather than the Site Configuration Database. For more informat&on, se
the Microsoft documentation.

You can install the Receiver for Windows when installing a VDA provided on the XenDesktop installation
media. For system requirements information on other platforms, see the Receiver for Windows
documentation.

The Receivdor Linux and the Receiver for Mac are provided on the XenDesktop installation media. See
their documentation for system requirements.

6.14.1. Installing Provisioning Services
In most implementations, there is a single vDisk providing the standard image for lmtidtig et
devices. Thousands of target devices can use a single vDisk shared across multiple Provisioning Services
(PVS) servers in the same farm, simplifying virtual desktop management. This section describes the
installation and configuration tasks reqed to create a PVS implementation.

The PVS server can have many stored vDisks, and eachvDisk can be several gigabytesin size. Your
streaming performance can be improved using a RAID array, SAN, or NAS. PVS software and hardware
requirements are availablathttp://support.citrix.com.

Microsoft System Center 2012 Virtual Machine Manager must be instiilieel XenDesktofsetup
Wizard will be usedor creating the virtual machineg\fter inserting the System Cemt¥irtual Machine
Manager ISO, you should get a welcome screen.
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Instructions

Visual

Select thdnstalllink.

The installer will copy some files over tothe
host then present the feature screen.

Select the/yMM Consoldor install.

ClickNext.

192




Instructions

Visual

Read the notice.

/ %S o U v o §zZ Z Il }4
agree with the terms of this noticexX _

ClickNext.

On the Customer Experience Improvement
Program screen, clidkext.
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Instructions

Visual

On the Microsoft Update screen enable tGa
(recommended)adio button.

ClickNext.

Accept the default installation location.

ClickNext.
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Instructions

Visual

Accept the default communication port.

ClickNext.

Review the installation summary.

Clicklnstall.
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Instructions Visual

When installation is finished, disable the
checkbox labele®pen the VMM console
when this wizard closes

ClickClose

Reboot the server before starting the
XenDesktop configuration or the SCVMM
configuration will fail.

Only one MS SQlatabases associated with a farm. You can choose to install the Provisidgamgices
database software oan existing SQL database, if that machine can communicate with all Provisioning
Servers within the fargor witha new SQL Express database machine, createg tiee SQL Express
software whichs free from Microsoft

The following MS SQL 2008, MS SQL 2008 R2, &rt 2012 Server (32 oridditions) databases
can be used for the Provisioning Services datalia@é&: Server Express EditiSQL Server Workgrpu
Edition SQL Server Standard Editi@QL Server Enterprise Editidihe SQL database for thisco
Validated Desigwas created during the Site configuration process described previously.
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Instructions

Visual

Insert the Provisioning Services 1S@ &t
AutoRun launch the installer.

ClickServernstallation

ClicklnstallServer

The installation wizard will check to resolve
dependencies and then begin the PVS servel
installation process. It is recommended that
you disable antvirus software prior to the
installation.
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