&LVPRLILH
&RPPXQLFDWI
033 JHGHUDW

'"HSOR\PHXQ W H

&LV BRG6; RODWHU
,ODQBUHVHEHWHYLFHRODWHU

'"HFHPEHU



&RQWHQWYV

QWU R G X EW. L R Qi

'"HFLGEQWZEHOBR6RUODQBUHYV HEHWHY LREBB33 )HGHUDW.LRQ.................
+R2VERV AV KIHE O R\ PHKQ W H .
SHODWHABP HOQW D W, L R Q.

(( WHUDPBO)HGHUDWKBREINPRG. ... ...

BUHUHT X LN LW H Y, e
7DV)ORIRD33 )HGHUDMKILRRUMB B 6.
6 H U YBHHW W L5 HA DXWBHH PREIOA VEHR® P X QL FDW.LRQV. oo
&RQILIJXRERQRPDLORW33)HGHURGIRBRE6&ERQWURO. ...
&RQILIRUNVNGRE([SUHVVIRID33)HGHUDW.LRQ oo
&RQILIXRIZO3I3 6HUY HR)MGH U DRPHGE Q Q&K DIVR GHO L DV BWRFDWHG. ...
&RQILJIXUEH OIRQ'GIQV LV WRYH G H U DRPHE Q Q&K DIVR G$HOLDV.HY. ...
'16 6595 HFRUBM 33 )HGHUDW.LRQ oo
SRBWDIRW33 JHGHUDMW.LRQ - oo
&KHFEN;I0@3 )HGH U DBWYIDRMIX.V. - oo
7URXEOHVHRRMWR®D)HGHUDW.LRQ oo

;033)HGHUDWKBRXUXKQGUHVHQRUYYLEH. ... ...

7DV RIRWD33)HGHUDWKIRREDIQBUHV HEHFHY LEH.
&RQILIXUDRQBUHV HEHWHY LREW33 )HGHUDW.LRQ oo
'16 &RQILIXUBRMIRBI GHUDW.LRQ oo
3RO BFHW WERQWL I X URDMYAR)BIGHUDW.LRQ oo
&RQILIXKHHVBEBDSVBHEN SISO L DRAB B3 )HGHUDW.LRQ .o
7XUWRDO033)HGHUDBW UR QF H. oo
6 HF X &HUW L &IRFD WIHK URMYER)BI GHUDW.LRQ oo
(PDI$S@ G UHRMA G H U RVRIQOR QI X UDMW. L RQ oo
BHUY LFHOEQOLN UM GROQ DW.LRQ oo
YHGHUDQ@WRIQWBIW L REDW.LRQ oo
7URXEOHVE®RVE)AOGHUDWWRIQUDWLRQ oo
+LIKYDLODRIBIBWAN GHUDW.LRQ oo

"REXPHOMY LVER QW R U\




' QWURGXFWLRQ

7 KLG/H S O R\ PXLA@BMY B W DLLQOVHNGU XRFEAR.@RIQ Y K UW @ 0B B OH G H U DWNRIDRRXQ
SUHP LO/DHQ&U H V HEHUHY & I H YWHKUU RRAIMKB R 6R WD O W H U Q\DMDLDYGEEN\H V HEHWHY L F H

'HF LG LEHW Z RH ¥ PR.6RU0ODQGUHVHORHYLRH
'033)HGHUDWLRQ

7KHROORXDR&MW A HQMAMMKEINNHX SSREW HGB R 6D Q® D Q&U HV HEHUHY IBFVHH
W KW Y0 BMGRH OFSXV R H F IRGM KPHR WWK L W DB HHGHUGWE R Q\REWYWR HR XQHHG YV

YHDWXUH &LV PR 6 ,ODQBUHVHQFH
6HUYLFH

(PDIDGGUWUDQVODWLRQ 1R <HV

OXOWESRWWHUV 1R VL QFOHN \ROQHU <HV

6 W DSARDEW H V <HV 1R

,QWHILHEHUDWLRQ 1R <HV

([WH UIQIB® U DWHLLRPQ. QUDRAPH G< H V 1R

'0=

'XD{HGHUDMARIPUE]WHUQRO <HVH[WHUQDO

IHGHUMWRMR Q
W H U P L QUDRARHG

&DXWL RRXGHSGIRW HUOBBOHGH U DM URSILMNBE R 6 G R RIWF W LYOBWIHGHUBWLRQ
,0DQ®BUH V HEHWHY LEMH Z LVRIR SMRW3 3 |HG H U WK UR@ DIQEU H V HEHFUHY IGFRBIR W
DFWLB®HGHURELR® R 6

+RZWBVHNKIH/SOR\PHRMWG H

)R G HW CLLQOHGU YRREWR.QRIQ Y X0BL3Q 3 G H U BWARQEU H V HEHUHY Y EVB KRH. V B B 6
VROXWHRQ HUQB®D)HGHUDWKIRRNMERG6>S @

)RIG HW DLLQOHAGU XRFEAVRLQRIQ ¥ XABL3Q B G H U I WL REDD QBU H V HEHFUHY R B W VRIGD 3 3
YHGHUDWKURRBDIOBUHV HHFWHY - EH @

SHODWHEPHQWDWLRQ

<RPD\WUHTXLQUIRUPPRQR QIYYKREO O RZR.XP MORH¥E R X8)Q L | RBREPXQLFDWLRQV
HQYLURQPHQW

&LVFROH3UHYIHIXRIPPXQLFONDMNRRP LOLVAWUGMW RU

, OWHUGRIFEHUD RWRQBEUHV HEHWHYRBH VBRLIKRREGP XOLFDWQR QWU
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((WHUQBO)HGHUDWKBRXUIK PR 6

(IWHUQB®DIHGHUBWDREQWMUMNILYV WRUWBR L | &G0 D Q&BU H V HEHFUHY WARH
FRPPXQLFIIWWBRG([SUHVVZDWKHUMPGLIIHWBGWHSOR\PHQW

7KHR O O RZILODJNWBR AR Z033 PHV V D DRWR X WHER XRIGUHPLYVBQBUHVHQFH
6HUY YRWIRH VBR6&ERQWOBOVBRG6([SUHVVZRD O D E R U DWRLGXW EBR@H
IHGHUDWBGHUY, WO V R R 2WKSHR UDNNGR Q Q H FW KIRW¥Y HDOW Kkl HV VD WHUD Y HUV H
'0O=ILUHZDOOV

Cisco VCS Control CiscoVCS Expressway Federated XMPP server

Zuc=wpg ephemeral 5269

ephemeral ‘. 7400 P E. >
-

ephemeral

\:'.' ephemeral
M & Presenc;\

.D// bob@federated.com
alice@example.com

=

-

5269

3OHDRWHROORZLQJ
= 6,3DQ®33IHGHUDMAMRIGY DME R RVP S DREGVD FRW K)HRWA [ D P S DIMS R V V MEFO H
GHSBRIHGHUBRYLRQEU HV HEHWHY DRIG[W HIOBBOHGHURRILR@ R 6

s ,\RXGHSGIRW HUOBBOHGHUBWKURSLMBE R6 G R RDWF W LW B M E&R3 ;03 3
IHGHURWQR @& W DRQHD WWXHIHYR GHD QBU H V HEHFUHY L F H

7LS)RBRUHD I RUPDBRHFAY HUOBBOHG H U WK URSILMB R 6 VHW KH. VFROH3UHVHQF H
9&6$GPLQLVAWUGM RU

6XSSRUWWWHPV

m &LVBRG6([SUHVVYRSSROUOMVHGHUBWWRQ
e« &LVBREG; RODWHU
e &LVBRLIKREPXQLFDWQRQNDQBUHV HEHUWHYLFHRODWHU
e &LVFREEHWRODWHU
e &LVFRREHRRQQBHRWHDYH
e« 2WKHGE3VWDQGERPGOYLBQYWHUYV

SUHUHTXLVLWHYV

%HIFRQILIXRXADIVBR6V\VWIHRM[WHWPBBAHGHUDWLRQ

(QV XWHK\IRWD UX Q QI KB O O RZRIQUZTHILY/ LRQV
. &LVBR6: RODWHU
« 8QLIRIWGODQBUHYV HEHWHY LFHRODWHU

1RWB33 IHGHUPMRQRE} XSSRRPWICQIQOMBR6FOXVWHU
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(QV XWH,IQMW HUGRBB &G HUDMEHRHIYL V D EROBIEL | &GO D QU H V HEHFWHY L F H
*RW&RLVBRLIL&G0DQGUHVHARHY BBH L Q LV WIUDWHMVRH® FHIWRB DL Q
YHGHUDWDR®)HG HUDMWLHRQW D QIBQ V X\WKMW3 ) HG H U D WR.GREIV D W'Y VWR
Off

&LVBRG6([SUHVVEGRHMRWKSSRBBWDGCGUWVYDQVEBEWDLIREGGUHVRWDWPSOH

([WHWQ D @ HPXWIW G H Z WMK< B E E HYW KDWRD WWREGIL | RBGOD QBUHVHQFH

6HUY KREFDRDNWRKH HBQL 1 &HGO0 D @EHV HEHFWHY LFEHEHUHV HRVERGH HU V

HPDRLOGGUNRYVKWWHGHUBSMHBEOBSSUR[LHPODBRIBGUHMMHBHUIEWLRQ

D 6HWWUSRQLIKROGLIKW Z'HUHPM/RAUHNYVRW RFBRBOD W W UREKMUIWVRHV K H
XVHUSVSFFRXQWI1IDPH

E 6HWWUIEQLIKOGO D@®HV HEQHWHY 8§ BH V HLRFA-DWRMW KD PBIW KHP DERP DL Q

F 6 HW WRXQWUP DD G G UHRWKIDIMWW RHD PBIW DPDFFRXQWQDPH#SUHVHQFHGRPDLQ

6LPXOW DLQMNRKNGBOPWQR@EANGQLI KGO DQBUH V HEHUHY DRIB[ W H LHGHUDW LR Q

PDQDJEH&LVBRE6LYR¥IKSSRUWEG@GOWHHGBOD W H RQMWKHEDP X VW H

LQWHUGRBGHU®E QR Q&I GOD QBUH V HEHWHY ZKIDYDLOBEBHDBWSRA\PHQW

FRQILJXREDBW LLRQWV

« ((WHUGDEUBRWYORIQDHE&ELVBRG

« , QW HIBEGHY BY ORI D FH&LVBR LI BI®GO D QBU H V HEHUHY L F H

. ,QWHLQE[® HUHOHOU PWQR@EN\GLVBRLI KBGO D QBUH V HEHUHY ERKBMH TXLUHV
FRQILJXRNXQUHMROQARERRKRGQHFWLRQV

JRERUMD IRUP MW HRQH U GREHUIRQD R Q&U HV HEHFUHY LES. VBRLILHG

&RPPXQLFDWQRQNU

,\RX. Q WWRGER WD Q V/HRHAMA F X ULM D QBU RK B DWIKBH. V B R 6& R Q WDIQEBQ V F R
9&6([SUHVVYZBUFHUW L IRX\DWY A 8O KB LRINKX E MHFWH Q R P AMMEH DMVR G H
$0OLDWHKDUFHR Q| L IRQWK®ID QBUHV HEHUWHY L AH Y BIVUM L WW K BI33$ G G UR U6

| R U P DIVR WAHK\D Y8H. V B B 6& R Q VDXRWR P D WQ F O BVGHHK/IVIR GHD L DVHFW UW LI L F DW H
VLIQUBTXHY®BEWSURY LLGUWDE@IL V F R YON BIRME D QBU H V HEHFUHY Y AH Y HUHQ
JHQHUBWE\DRW KH. VB R6([SUHV VZIBUHF RP PW QR R SS D VW KFHK TR G H
DOLDVRWKH XLY DO® QW BSS D JRIQV KH. V B R 6& R Q WBLHRIOH U YRHU W L I LF DW H
S5HTXLUHPREDLVEREPXOLF>WIRPRUHIRUPDWLRQ
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7DVNORIRUO33)HGHUDWKHEHRX I K PR 6

7TKIEHOWD RAMW ON MHDAMNKQ@MHNVEIRHF RP S O MR KIEBF HV GIK®SARA3 IHGHURWLRQ

&LVBRG6

7DVN

6HH

9DOLGIPWBIGGUHMMHEGHUDWLRQ

7DV)ORIR1033)H G H U DMK IRREXLIKF R
986>S @

(QVX IO QBUHVHEHBY L RIS H U D WLGREDDAD3 3

IH G H U DWXIUFEH G

7D V)0 RIR D33 )H G H U DMK IRREXLIKF R
986>S @

& R P S OHHNUHEHHIU W L SIHFIDW HHPHQ WV

6 H U YRHHUU W L 5IHFTDA\W H H PRIEIOALVL H G
&RPPXQLFDWLRQV

&R QIL MW KHR FDROP D LR 33 | H G H U IRVBLIRVF R

9&6&RQWURO

&RQILIXBEQ®PDLQRAD33
YH G H UDRNE RVDB R 6& R Q WISR 0@

&RQILIXIMBRGE([SUHVVIROWD33 IHGHUDWLR@ROILJXULIMPBRG6([SUHVVIODS3S3

J)HGHUDVELR@

&RQILIKKRIAO33VHUYIHRUIWGHUDBWHADBID@WBKDWE&ROQILIXXRZADB3I6HUYHUMGHUDWHG
QRAOOLDIVUHIR FDXWH & I WKIBWRRNRBWDWLRPDLOQ&KDIVR GHOLDVHMEDWH G

URXWHYV

>S @

&RQILIXKIHD OORZGH QD\L VRAM G HUBWPRBD@\G &R QL JXUKSDDRE G O VLV VR

FKOVVR@OHOLDVHV

JHGHUDRWVRDEL. QQ &KDIMR GHOLDVHYV
>S @

3XEOMWK659UHFRIRGN33 IHGHUDMPIRRADL QJ

VW DU/RLXFW H V

'16 6595 HFRUBM33)HGHUDVWLR@

& K H FARKW ¥R U U HB WS RQWURIS HQ

SRBWDJIRW33 )HGHUDW L R®

& KH FPAWNKWVDRIXE3 IHGHUDWLRQ

& KHFENILIO@3 )HGHUDOWIRAX YV @

7RWUR X E OWRKERRWHFWLRQ

7TURXEOHVKRRHWIOBEO)HGHUDWLRQ
>S @




6HUY&AHUUWL IZHDXMH H PIR@Q VILERP P XQLFDWLRQWV

7K LVBR6&HUWLGLE QBEGHT X H& 85 W RIRULR P SRDDIGQ F R U S RAKDRVCHIXY OENH F W
DOWHQRPMSH HQW DIHB\S UR S BWDSKH. | KRG P X Q L F D MDL\K PAKIWNHX SSREQ H G
W KOW B R 6

TKHROORZDE®RZ\KL RK 5D 0 W H URDPMOHH HDGBWRKLBIQLIKREPXQLFDWLRQV
IHDWXUHV

&656$1HOHPHQW ORELDEGBHPRWI -DEEHU :033
DFFHVV *XHVW IHGHUDWLRQ
8QLIKHG®HILVWGRWDRQV N
&LVERE([SUHVVZD\
RQO\
1033 1HGHUBRPOQQV ; ; N
&LVERG
([SUHVVZD\
RQO\
,ODQBUHVHOHFBYERBMR @OLDVHV ; ; N
IH G H UDWARHRE D W
8QLIBHGKRYHFXBUWRQDRH V N
&LVER6& R Q WRURD
1RWH

s <RRLIKWHVMGRSO PREZLVBRG6&ERQWUHRW LIRWERA/ MBR6&RQWBRIMRGH
DOLDDMBWG GROBHQDPRG[DPSDKHRQOD QBUHYV HEHWHYQRIENM GGRBHQDPHG
RUQHZ/6SKRYHFXBUWNDOBMEGHG

m <RXLQPBHGRSOMNDEAZLVBRG6([SUHVVEBUW LUQHIEW EMR @H L DDUBDG GW® KH
VIVWRRWKRHLIKORYUIZIIHGHUBRERRUWHRGLILHG

m <RRXVUWHV WEBHW BR6IRDQQ®HZXS O R D/GHIF HU W LWWFIDNHH F W

ORUGIHWDERWWH) G L YIH®OXNIPUTHX L U HAHEQ WE/R 6& RQW&IRVOBR6([SUHVVIEZDM
GHVFUEEOBGRZ

&LVPR6&RQWAHRWY&ARUWL IIHDXNR HPHQWYV

7KLV BR6&RQWUHR®HUW LQHFAHIBIRD F OXERIO O RZQ PR H@WDOXR/MX EM HF W
DOW HQ QPN

» S8QLIL&RPPXQLFDWMLEDISIKR QHHF X WBLURIDORHVKIQDP HM4'l IRUPRINO O
R W KBHK R Q8HH F X ULW\R | LIOGHL | 19 &/ KIDUKHR Q | L JDRMHGE U\ SY8B QB UKV HR U
GHYLBHVYXWHRFWHAHYKLVQV XWHKS®W. | &8EDBRP P X Q LFID&KY B R 6
&RQWURU6FRQQHREWHERMYRUZ D UPGLVQAID JIHREH Y L WHBDVHR Q | L JXILWE RV H

VHFXBUWNOHYV




IRWHKIBDERYHWWQQS% S OIKINM. QRE LIDQSH P RY/H-HVOVBG $ | RUR LB @'GL GHIRO O V
JRB RUH | RUP YWWRABbile and Remote Access via Cisco VCS Deployment Guide DY DL (MDE O H
KWWS Z72ZZ FLVFR FRP F HQ RFPXQIFDWWN. KOV MIHBBIRB B MY HOFW L RQ
VHUYHY SURIGXVFWDIOQBRQIRQX UDMEBRY W KW PO

= ,0DQGUHVH®RHYLFHFKEMD LD VHEHUDWRDEK D WK & K DMR G$/O L DWH V
FKDWURRP H[DRMKXDWHRROR L JIRQWKBID QBU HV HEHWHY Y AH Y AKNW\DHIBHH TXLUH G
RQORBQLIKREPXQLFDMWIBRAEHUBW SR Q\ PHIKIDEW WRGS SRUWRAR B IRW H U
7/6ZLWHGHUPRQMEDFW V
7KK LVBR6&RQVWXRR P DWQ F O BVGHIK/IMR ®H L DMK 5 SUR'Y LLGWDYJ
GLVF R YDVBIRWD D QEUHV HEHWHYYAHY HUV
"HUHFRPPWRMRW VH 6 | RURBW KH TVR ®H L DAKHMH Q H U BWKBEEBRI< R R X V W
L Q F OX ISHD PHK DWVR ®HD L DV@AKRH. VB R 6([SUHV VZBU FHU W L | D P BWHHQEDRHLVY H

(QWHWOEMBEGWHU QD WH RN H F X LBLU/R\I LIDHE/K DNR GOHO L DR @WK&L V FORE. 6
&RQWWRB JHQHUDWRU

Alternative name
Additional alternative names (comma separated) i
IM and Presence chat node aliases (federated group chat) chatnode!.xmpp.example.com,c hatnede2 xmpp.example.c om Format | DNS v |
Unified CM phone security profile names D80T LSprofile. example.com i
Alternative name as it will appear DNS:vest .example.com
DN S:chatnods! xmpp.example.com

DN S:chatnode2 xmpp.example.com

DN S:DX80TLSprofile. example.com

&LVPR6([SUHVVABBIWU YHRIUWL BHFDXNR HPHQW YV

7K LVBR6([SUHVVZBYUFHUW LQHFHIBARD F OX RO O RZQ PR H@WOWR/NMKX E M H F W
DO W HQ QP RAH

» 8QLIL&RPPXQLFDORERRIMINILYVW UBRPIRRERMW IGRP D ZBY PKFRQILIRQHG
WIH. VB R 6& RQWRERIDL | RBG HJILV W 7 B WILIRKHIN X LRNSHGF XA RPPXQLFDWLRQV
EHWZHBQSBHYWBBZLVBR6([SUHVVZD\
<R R XVW\HOWRONS | R U FDOMED Q X D/GSOIFW IKHH T X J U H 8 V H'S D UPW RIBP VR X
Q H HPX O WA.FSPMHLE\BRVName | R U PFDDAQ REM/ X S S R B WRDEK R V&R
<R R X VD 8 B HHID[FZKL WK lab-edge. V HHH[ D P SLODR O O RZALWHHQV KR W

IRWHKIBDERYHWWRQQS$ S OIKINM. QRE LIDQESH P RYAH-HVOVW $ | RUR LB @'GL GHIRO O V
JRB RUH | RUP YWWRAMbile and Remote Access via Cisco VCS Deployment Guide DY DL (®ME O H
KWWS ZZZ FLVFR FRP F H@EF RFPWQSFRDWN. XK@V MIHBBIRB B MY HOFW L RQ
VHUYHY SURGXFEFWDO QBRQIRQX UPMEBRY W KW PO

s ;033IHGHUDGR AR DMERPDXYWEBIRLWRRLOBS IHGHUDWHMMBMHRQILIXUHG
RAWKBDQ&BUHYV HEHUHYY AH YIHQWK RXOME FFRQILIRQH&L VB R6& RQVWWR O
GRPDLRW33IHGHUDWLRQ
"HUHFRPPWRRW HOWRNS | RUMPIMED QX D/CGBOIFWIKIHT X LUHE VHSDUBPWHG
FRPPRLVRXQHHXO WABRMHLIKWMPPAddress | R U PRDDNVQ RBW/ XSSREWRDPBK RV HQ
&$

= ODQGUHVHQ@HRHY EKBQRGMHO LD VHGEHU DWRIEK D WK N D PHHRAR K DMR G H
$OLDUMMWHRUIWMIKBH VBER6&RQWBROW L FIKHDWRHQ OHT X LRWRELBESUHV HQFH



http://www.cisco.com/c/en/us/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html
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GHSOR\FPZHKQWEK QXS SRURK B IRW H 16 Z L WHKG HUBDRQMED F W V
'HUHFRPPWRBRW HOWRNS | R U FDIMED Q X D/GOIFW KHH T X)L UHE VHSDUBDW HG
FRP P RLVRXQHHX O WA BSPMLIQKMPPAddress | R U PIDDAQ REM/ X S SREWRDEK RV HQ
&$

1 R VWAHK\D WCH.R/WMH T X DIOH. GRCHRAY L H Z ID@FER SS DV W H BW KT X L Y D 1D ® 19 WR B\AH
SDJRIQVKH. VBR6&RQWURO

(QWHUWDEMBEWHUQDWHY H

Alternative name

Additional aternative names (comma separated) i

Unified CM registrations domains example.com Format | ColiabEdgeDNS ¥ | (i
XMPP federation domains xmpp.example.com Format | DNS Y|l
IM and Presence chat node aliases (federated group chat) chatnode1.xmpp.example.c om,chatnode2 xmpp.example.c om Format | DNS Al
Alternative name as it will appear DNSvese.example.com

DNS:collab-edge.example.com
DNSxmpp.example.com
DMS:chatnode1. xmpp.example.com

DMNS:chatnode? xmpp.example. com

6HK HUW LD &OHL WL VERE HSOR\PHQ W RIX OQI R U P DRRBEREVRUHD W H
DQXS O RDKEH VBR6TVHUFEHUW LD QIGREVERS O D GRMVU X VW BI\E LD IXFVDKRKI LW L H V



http://www.cisco.com/c/en/us/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html

&RQILIXIRFIJRPDLONRYU033)HGHUDRIEREYFR
9&6& RQWURO

<R®XVAR QI LIYRXMR FEIR® DQMP HRIK L KRX D QWRUR Y;I0G B | HGHUDMUNGL F HV

2Q4LVBR6&ERQWIRREARQILIXUDWPRQQV

& OLIFHNZ REO IS9AM Z (GWWIHH T X GRHPED-QU HO GV W V
(QWHRKXQORFRPPDLQDPWRHHGHUDWHG

6HW33 I IHGHUDNBR R Q

& O LGANY H
5HSHRWQRW IOHRFER® D UGV XUHGRIUDWLRQ

SOHDMRHWHROORZLQJ

" $VLQEQMBRG6FOX\FURNSSRIGMW, DOQBU HV HEHUHY E B B V YAHWKAD P H
SUHVHZRFADLQ

= ;033IHGHURWKR®,DSQBU HV HEHUHY E B N V IMHRIK/O WELLS\CBHR 6F O X V MW@BIRIW
VXSSRUWHG

» (DFKODQ®BUH YV HEHFWHY E BN \QMHWRIG LV F R YEN&LNGE R 6& RQW UR O




&RQILIXEBLYPRG6([SUHVVZRWVW3I3)HGHUDWLRQ

‘HUHFRPPWRBmM¥P DN;H33IHGHUBRQRQYXBRWQERU DYWL RIE DX KHXV HUWVO O
QREM.PSDFWQDEQDR3IHGHUZWRBWWEKEBURXR@EBQVBR6([SUHVVZD\

V\V W R W W IO X VSQRH] L V W R@ IDOHGH P FOW A H,\00 Q&U H V HEHFUHY E D HHIQW LRQ V
ZLB QW H U UKSMQHER @/IHK P ERIFO L HIQX\® @ LBIDMR Q Q R B WYLDRMH Y HRUBQOX W H V
6HHP SDRWRO|LJIXERWQRMO LYW WIRRRUHIRUPDWLRQ

2Q&LVBRG6([SUHVVZIRWKRQILIXUDQIRQHAEPPXQLFDWLRQV

6HY0 33 I HG H U DWXLSFSGWIRV
"KHQR 0 S SW KAK/D QURP D\Q H WAGRH V W B EB& 5 R X WRHW K BID QBU H V HEHFUHY LF H
V H U WHAK IR W R/HHW WRLGY KRV IZHL Q RWH T XQUHY W D U W

&RQILIXHHHPDLQHIEROORZV

8VH WD W,IGFG L F 2 VHHW BFHRJQ W UR BV EWRLXAY HXV HVGE R F BAKH G H U POB Bl G
URXWHY GRPD D@Q\GKIMR @DHOLDVEWWKDI® ORRNEBMROILIXRADBI6HUYHUV
IRJHGHUDRWBIDE. QQ&KDIVRGSHOLDVYHMFDWISG @

"LDOEDFNQWB®L D O ¥B FNWRV HR UG H QWAL L ZD WHK® U POV B \GH U Y HWRWK D Y H
VHFUHW PXOW&ISVOBR 6([SUHV VY DAWHRVKHD PEH S O R\ RVKAW VIWEGF R Q ILIJXUH G
ZLWWMDPELDOEBFNHW

JRPRUIHQ IRUPDWRRKU GH.D O BIHANA/ WS [PSS RUJ H[WHGWRDV [HS

6HFXULWQGLFDIWHW QVERHMHFXULMFRQQHRMNRHRQGUDOEB GHUYIHWNTXLUHG
PRGH SUHIHEQHRGHTXLUHG

TLS required W KR V WHPD U D QDVHIHFFX B9 F U\ SARID® H ZW IMROR UHGRP DL Q

TLS optional WKWV WBWW HWRWW D B@AL6FR Q Q H ZW IMROR U H G R D LIQW
IDL\VWRV WD DO AL6FIR Q Q H FMAHRY GWRE 3

No TLS W KW V WEHIPQ BHW W D B LEFR Q Q H ZW WRDR U H GRP D LWV HDQ R Q
HQFU\SWRGQHRRIBE UDWHIRUHGRPDLQ

,QD @O VHAHUGHD O EXFKMEBRH UWKH H QRWLKMR U H Y HQ YHKWR UH Y BQ Y H U
PXVENMFRQILJWRNEH U GH D O ELIRFWHK ®9/8 / ([ W H UIQ@DRIW X SSRUWH G
FRQILJX ROWKORGVHW YYRU H IVHU YRD\EHFRQILIWRNE$6/ E X6AB 6/
H[FKDQZH®BEM/ XSS R BWHKGR RIHQ Y H U

TKIEHIDRQWHFRPPHY 8 WA, VIS Fequired

SHTXLUH&RQWDRIOWWKRH U W LS IURHDAM ) WHIE{ W H & Q D BXDRW L DLIHDGE WWWK U UH Q W
FOLNQ®H&LVBR6W U X \&\M M & L $XFDRARRY $ @/AD/QVG O R D GMIKEHH Y R F MW ¥ R/Q

VHEXULWAK |wH W@ RGVRDAS SI0B\H F X UR.RVG HNo TLS

FHUWLILEDWHYV
IRWHKWKWHGHUDWRDQQRQPBIQDB QKK MR @HO L DRV YVEANHS U H VIH@ WH

FHUWLIYREWHFWHQO B WHJID U RAMAHMWWWLQJ
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BULYDF\ &aRQWIURIOWHYHYWU DFRNHER QWRE&HRMH G HU BW A G IDAE\EK VR G H
PRGH DOLDVHV

Off 1IRUHVWUDRMHERBQYHG

Allow list )H G H U DIMDLAR@MRRE @1 @ L WWKKGHR P D ID@N\EK BVR GDHO L DWSHHVF LLL KPAHIGH
D O RV W

Deny list YH G H U DLWDLARMRZIMMBIQ G R P DR @ K DMVR CDHD LH ¥ HISRMW K RWSH FLILH G
LQVKGH @LVW

IRWHKD®E R P D IRGAK OMR CDHD L DW KIVWHR Q 1L J R WHAGDU/RIXFY HIMQ FO X G H G
D XWR P D W@QFADHDO ORLY W

7K K5 H | DRXXDoN list

6HHRQILJXWHIDDRZGEHQVLVWIHGHUDRVAIDA. QQ&KDIVRGSOLDVHV
>SS @

XMPP federation

XMPP federation support On v | 1

Use static routes off *| | i %ﬁ]r;gntégemsgﬁ}‘isc routes for federated

Dialback secret ST i
Security mode TLS required v | 1

Require client-side security certificates Cn v i1

B Allow List *| i Configure federation allow list

& O LGANY H
<RXAKDQDUMHSSOUHGWRJIJOBBIHGHUDWKISSERBWYW LB HT X MIRR® | MAKFD W
\RX DQWRHV WHEHEB URXRVAHIKBH VBER6&ERQWURO

<RR®D\DO QR HGRH V WBSHRAL | &1 GO D Q&U H V HEHFUHY L&F3HJ R X WHHUWY MFKEIWW\H
FROQHWWHKE/VRFIEODWBHBERBG6&ERQWURO

/RIR QVIRDFRD QBUH V HEHWHY Y AH WHRK H FRIQR W L | L ADOVERAR 8 WBERH V W B W
-&3 URXWIHRIE R) H H\ERH V W B U W
D ,&LVBRLILEIGQGUHVHARHYLFHDERMRRWRD ¥R Q WSHR@W HWW ZR U N
BHUYLFHYV
E 6FUBRGDQWKH DQJHVHOHRHYLFHFWLREHOBMEWR3 5RXWHU
F &OLFHWWDUW
7KLADXVBMVRDO&3VHUYLFHV
7KN HUYUWH R DWAD N HY HRLDOXW H V
G 5HSHRWDFRDQBUHV HEHFWHYYAHY HU
<R¥ RXXO\GW Ktils service FRP P DQGQ®W HWIQRBW IDFFF H VWIMIGEH. V F R
SQLIKRE®PXQLFDWQRQKDQFBUH V HEHUHY 25 H U D B\ VQUHNVPRH V W BB Y L F H V
LQVWHDG




&RQILIXKR@0336HUYHRWHGHUDWRMIEL D\ G
&KDMRGHOLDDHWRFDWHG

<RX¥DRVHRPDLU@PPB\VWHEG6 ORRNMEBRFVWBI3 3V HU YIRRUNVG H UG RAMHIEDQ\G
FKOQR®HOLDRUREDBRQILWKOHB GUHRN BMF LA B &V H U YUYW DWRIXFV H V

7TRXVHLG6 ORRNXSV

2Q&LVBRG6([SUHVVIZABNKRQILIXUDBQRIGRFPPXQLFDWLRQV
6 H8W H/ W DWROEW/ERY
& O LGANY H

1RW$Q 033 | HG H U S IMH/ERMIK E OLLQLIE W KOHG G U HR WHKHLB VHU YDNBW V FULEHG
LOL6 6595HFRUBM33)HGHUDSLR®@

7RXVNWDWRXWHYV

& RQ WD KN U WOIHIK/R PR UH G H U DARLEO LR/MVK AKOMR GO LDV HV
2QLVBRG6([SUHVVIABRNKRQILIXUDSQRIQGRFPPXQLFDWLRQV

6 H8W H/ W DWROFWVERY D QB0 L6FDNY H
&OLEFRNQILIXWBDWRIIXFWRIMHGHUDWRBGRPDLQV
2QWHKHGHUDMDG\ROFVS BYR O LIFH\Y

(QWW K-+ W R MWAHV DU/RIXAV H

'"'RPDLQ7TKHHGHUDOWBGRPDRBKIVR@OHOLDYV

$GGUHVNH3DGGURYVOORDOLIRPBLIPPH)4'l RDQO33VHUYRWKIHNGHUDWHG
GRPDRBKDVR IO LDV

& O LGANY H

$GOWDQDGGLWIVRMREAWWHTXLUHG
<RX¥XDQSHFLGG L WIRYDED W H UI)®GUBENRHWD PER P DRE)K MR @O LD W O
URXWBIYHHHTXOOLRUL W\

IRWMHKDW
s IW KDWY W DUWRIXAE HM QRDEH G H U G R/AHERLEK MR BHD L\ WH V W HIPODHL 6
LQVWHDG

s VW DWVRXAY BGIH | L ORWEK H G H UG RRHER-E)K VR DHD LXMW KUHH P RWWHW HPQ ERIW
F R Q W RIWWHIGRI/RHX VWHWH V W HIPQ R\Y B DPW'R. 6

= ,I3ULYPRGHY HWow list D Q&V I/ W DWRFW & D QG R P D LRBK M)VR &HD L DW KD W
D UFHR Q | L JDX W MVEDU/RIXAY BIMQ F O PG W@ P D WQ/AKIMO QIR 2/ W




SRQILIXWKPOIOORD GHQVLVWR/YHGHUDRMIEL QV
DQ&KDMRGHOLDVHV

7K 1D O ORFEGH @\ L DWWV H/ERR Q W H R & U WRRNRHRRYI W G H U 6 RIAHMIEDQ@YEK DR G H
DO LDMHYL Y PRGHV HWMow list RDeny list \ R ¥ X VD\G\S KGR P D DQ¥EK MR ®HD LDV H V
ZLWKLRKERX D QWRO CRRZH QHGHUPRHBHFWLRQV

7KUY QF W DR® JHWV W U DRINKER B Y E® VR &H DAY, QG L Y X& KEDO/ 8 G L Y ID\F \
F R QW LERKDIDFRG L HHQWEV H U

7K D O CORB/WGH @\ LR/RAG HDWRHX W X B DFADVX LG R P D L QF D Q (RO O RIY(GH Q DM\G
WKRHDPWLPH

"KHQHGH U DWLLR/QWD E @ HGY PRG HY HWRow list E\G H | D X@ W HW W& X/ \WN\KRVH V W H P
L@ ORFN R \R X L Q REMD O O REZRFEQ QHIFWWRNH G H UG RAMHIBR@WK R ®HD LDV HV
X Q WRDB L WIKGM K FPR KDHD OCRLA RVQ | L Y XWUIM/RIXFR WK D QW HBHU L Y PRRGWHW W L QJ

2Q&LVBR6([SUHVVIBN&RQILIXUDSQIRQHEP PXQLFDWLRQV

6HBWLYPRGEWDSSURSULDWH

« Off 1RUHV W UDRBBISRMIVH G

« Allow list )H G H U DWW IORORZIZEL WKGR P D DQYEK D)VR GHD L DWSHVF LU @HGD aCRA/ W

« Denylist )HG H U D\WDIORORZLNEER G R P DRIEDK VR GOHD LH ¥ HISRAY K RWSH F LU @HGH
GH@LVW

& O LGANY H

7 RP D Q DWHGR P D DQYEK VR (HD L DLV@M MHD CRRIZH QD L VAVO\HLNW)KHBUH U DIVQ. B R Z
OLRYHGHUDBMEQLVYWSSURSULDWH

,QV KHHV X SR ¥ DRG B R G LR\G H O W WMV HIP®Y KD-D O R Z GALMAYD G F RWGM H[H V
D UGIRIND O RZWM KHD P HIVVX VEAVD @1 [ D P\D'W F K

$ 3R P D DQ¥EK VR ®HD L DWV KIMVFHR Q | L JDX W MVAU/R XY BIMQ F O BE W®R P D WR/HHIHO OR Z
OLVW




'16 6595 HFRUKRWO3I3)HGHUDWLRQ

,(MTHGHUBWU WMUBHRXAW LQW DIRXAYW RV F HV WG HUDW B GHU Y VPHW'RE®GH9
UHF RROGWBNVWE XEOLVKHG

BIPSSVHUYHFRUGYV

<R R XV3X E OD.Qkltpp-server '16 6 59UHF R QIS5 | RWR XQR FEIR® DLRY KIDMWP R W H
HOQWHUBDDRDYAWMRKIHHGHUDWBGHUY DR DPSOH

'RPDLQ 6HUYLFH SURWRF 3ULRUL :HLJKW 3RUW 7D UJKRW W

HIDPSOH FRHPSSYHUYHUWFS YFVH H[DPSOH FRP

6LPLOWROORBHUBHUMIGHWY FDSBUW L §XDIBIG H UG RAIELWY K B UGIRW L Q J
V W DURIXFMWHNH G H U B @\M B IPSA/BX B OD. Qkitpp-server '16 659U HF R Q@ X E OLL6F
VHUYYRWBI[DPSOH

'RPDLQ 6HUYLFH 3URWRF3ULRU :HLJKV 3RUV 7D U JKRW W

IHGHUDWHG[PBRB/HUYHWFS [PSSVHUYHU IHGHUDWHG FRP

$CHDRWHUBXVMWHEOK WKHU YR@GRUW 7KISXEOLMKHGP XVIWO¥FRUHV ROIYQ@BO H
WRQ3DGGUHVYV

*URX&KDW

,(NRXRQILYWKIHR XK OWD WR@HQLI KB GOD QBUHYV HEHWHYVYAHY BQ033
IHGHUGWERQR\RRIRWVIXKEOLGK59UHFRIRBMMHGHUBDKMRME®HO LDV HV

TRDOQREZQBUHV HEHFHYWEBHVFRSBUWLEXDIBEHUDKMRVE®D LWHHGHUDWHG
HQ W H UWPSXUY/BAX H Ol Qkifpp-server '16 659UHF R Q@YX E OLLGFV HU Y6H B L O DOIDM\G
SUHVHEHWHYRPRHMIXEOMLWKOPH 6 659UHFRQLE | RWWGRPDIRMBI [DPSOH

'RPDLQ 6HUYLFH 3URWRI3ULRU :HLJK\ 3RU\ 7D U JKIRW W

FKDWURRP H[DPSOHWFHEPMHUYHWFS YFVH H[DPSOH FRP

%RWRWHUB XVMWHBEON WKHUYR@GRUW 7KISXEOLMKHBXVDWVOERJHVROWRROH
, 3D G G UIHM b

$OWHUQIRVHUHROR B MW L DR/AHG HUD WIHYGRMW D DR Q | L ¥YXWIVRIXAR @WMRH. V F R
9&6([SUHVVZRWQILIXUDB®QRIQHIFP P XQLFDW)LHR®NU VWHEBRXWRMD FKD W
QR®HOLDV

IRWMHKDW

s 7K KI)WR®OLDDUFRQILIR@HGBRLIL&G 0DQGUHVHARHY BB LQLVWUDWLRQ
OHVVDJL®UR X&K DBM U YHUL DDSSLQJ

=, QW HX)\OHIBIR) RWH HAGRV HL 6 WRL V F FRXHEMR G MWK BIN W KFHK VR RPH W DULRYWWVK H L U
ORFODQBUHV HEHFWHYVHHYHUV




IRWHRX UKV LDURKEMRWHILG HQV XWKIDYEH VB R6&RQVWQREQV BRG6([SUHVV Z D\
VHUF¥FHUW L ILGPOLEK B LRINX E MDHFWHQ Q B MK LIQLUW; KB 8$ G G U R UI\6
| RU P ID/RDV K&K DMR G $1O L D WHKIDUFHR Q | L IRQMWK®BID QBUHV HEHWHY VY AKH Y HUV

6 H Bhat Configuration on IM and Presence Service | RRFRUH) I RUPDBRRSFRQ BR LLLOW WD QW
PHVVDILQURKEDW



http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/deployment/9_1_1/CUP0_BK_D5B4C107_00_deployment-guide-for-imp-91/CUP0_BK_D5B4C107_00_deployment-guide-for-imp-91_chapter_01001.html

SRBWDJHRU033 )HGHUDWLRAQ

7 K LWH F WLXP@ D U IV KU H 3 R OWKOMHVERIR SHQR® 33 IHGHUDWLRQ
2XWERXQRSRLVPR.6&RQWISROYD\EHV PR 6([SUHVVZDE

3XUSRVH BURWRFRC &LVPR6&RQWURO &LVPR6([SUHVVZD\
VRXUFH OLVWHQLQJ

;033 7&3 (SKHPHIROW

2XWERXOQRRLVPR6([SUHVVZDE WBXEQIFPNHUQHW

SURWRFRC &LVBPBR6([SUHVVZI )HGHUDW3BG/HUYHU

3XUSRVH
VRXUFH OLVWHQLQJ

;033 7&3 (SKHPHIROW

,QERXIQ®R B X E QLLGPW HW & HWRR. 6([SUHV V Z'D

SURWRFRC )HGHUDW3BG/HUY!} &LVBPRG6([SUHVVZD\
VRXUFH OLVWHQLQJ

3XUSRVH

;033 7&3 (SKHPHEBOW

JURRLVPR6ERQWWRIM®MQGBGUHVH@RHYHU

BURWRFR &LVPR6&RQWU ,0DQBUHVHEORHYHU
VRXUFH OLVWHQLQJ

3XUSRVH

;033 7&3 (SKHPHEBOW




&KHFNL@Q3I3 ) HGHUDMLBYW XV

'0331HGHUMWDRQXR UPDWMRIQRIFEIOH R6([SUHV VEQD\

<RXDORWKRWDWE QL IL&EP P XQLFDWRRMNSHLPDWDRMEB33IHGHUDWLRQ
VHUYLRHPD®GS )HG H U DWKREMG! Ve

, IW K HDWBHU R E CZH.RWKVHH U Y VY R HIKWF R Q Q H FMVIVW)XZHIWWKEH. V B R 6& R Q WWJ IRKV D W X'V
Z LOIORZYhactive , QV KENVHR X KRXOMARY WHRBH) L | KHRE P X Q L F VYWVIDBIQXIRIQV K H
DVVRFIEOWHEG6&RQWRBROWEK L G DIWHERK DIWF D XVIWGSHUREOHP

9LHZLYQHIGHUDMRHQ® HFWLRQV
7RY LHZ KFEK U UHG WU B RQH@H FEVH LB D JHE KRH.VBR6([SUHV V Z D\

2QWKRH VBR6([SUHVVZARNRWDW B QLI LRGPP XQLFDWLRQV

&OLFINMHHGHUBWEGHF W RREQF Y D Q WD WQNR U P DAMIERVL R Q
7 K LWK R D\OVOERK U UAHRID/D H F SULRQINEU RXK&RIVWY BR 6([SUHV V Z D\
\BLVSOIXBES GG UHHRWKH L BQW KHU HF Wric&nng ROutgoing RW KKHRPPXQLFDWLRQ
& RQ QH F VUARORADHE HRIL Q X RIHYDF W LY L W\

1 R WAHKIDG\WO XV WHVUW E P VvV

s $QQIIUHIBPWHIGQREMG LY SORQHER Q Q H FWRLRWY M G RAXKFKK U USHHWWGIL Y SOD\H G

= ,QVZRD\FRQQHF WRRENVKIDWERREQBXW EFRPEXQLFZWRRQQYDIHGLIIHUHQW
SHHUV




7URXEOHVKRWWU@BO)HGHUDWLRQ

7 K LWH F WELHRWGEF UK E AR U R X E ORXIRRMOBBOHGHUBWS RQ\P EGQMN F UWKHV
LPSDERMD N LFRQILIXBRMQRMO LYW W HP

s &KHFNW®&BDVAWDWMXMAVWHB @

= *HOQHBRQILIJXGBWERQ V\®

= 'LVFRYBBROQQHFWDBLWHZBORHY @

= SHUWLIDDBMAXWE& RQQHF W3 R@V

&KHFNWEHHQRP®>S @
'LVDEQQ@WHUGRBBLEGHURBDROKHWGOD QBUHV HEHFUHY L EH @

= ,PSDRWRQILIXGRWQMRIW/LYHAVWHB @

= &SOLBHOMRQQHAVWHRIWRVRBHUY:EH @

EKHFNMWXWDVEWDWARXB\VWHP

,\NRH QF R XIQUWHZH WK BI3 3 | HG H U I W DRVEXW/Y LAE¥ K R X DG MINGHV D W X V
| 8QLILGHRP PXQLFDBMDLINERWHEH VB R6& RQWIURIDIRH. VBR6([SUHVV ZD\

7 K LAL BIOJ K COLQEDWER Q Q H RW RROL J X 5 D RE.GQPSU R YLLGBIR U P D QELIR@NRH O S
FRUUMISNVREOHP

*HOHWRMILIXURBRWHRKROLVW
(QV XWHW WR O O RZLVEIR 6F RQ I L J X U\WWPRYEGH HMBHF LRRHGHF W O\

s 3RUW LRSH@RWKUHFBHW DWHED W HDUQEHWB R6([SUHV VEZ@K 6=
= '16 VHWWHKROWWPEBRPDQMPBQGHIDAGWHUYYBHVUWHP 16
s SQODFFHVMIZBOHUYSHWUWHP/LPH

s $QDFWRQH ERE P XQLF MWWIDRGRQRIU KH. V B R 6& R Q VDIQRMWY V RF I8OW AR
9&6([SUHVVBDADWXRQHV

m 8QLIL&AREP P X QL FDWR G BWY HMPBbbIle and remote access R & RWHEH. V B R 6& R Q VDIQRSO
&LVBRG6([SUHVVZRQILIXUDSQIRQHEP PXQLFDW&RQM JXUDWLRQ

m ;033IHGHUDWKISSSROMWRQWKH VBR6([SUHVVZRQILIXUDQLIROQHG
&RPPXQLFDW&RQMJIJXUDWLRQ

s, IVW DUWRIXAY BHHQ D E 61 B 8 X\WKY Vo5 S U R SURDDWRK H G HU DWW BIGR P D KQVYEH H Q
DGGW® IKRH. VBR6([SUHVVZR\QILJIXUDSQIRQHRP P X Q L F D W)LHREHW DAWHDGV L F
URXWHV

s $VOHRQBRPDOLWORQILIROHEGLVBR6&RQVURG33 | HG H U DWHIMRD
&RQILJIXUDVRIPROQ Q V

=  ODQBUHVHEHWHYVHAH YHIYAH HGLVFRWRHW KA VB R 6& RQ VDRSO YIHD FW LY H
VWDWRYILIXUDSQIRQHRGP P XQLFDW I (F@QWBUHVHQHUHY VHUY HUV

'LVFRYHIRQQHFWLY BMUAH ZIVYAX HV

s IXVLQAPF ORRNXE MWNKE)WS S/ HU ¥ K B OLL6FU H F RIU[G VRAW KGR P D DQYBK MR G H
D O L DRHADG H U B IMIHVELGHY KW WKV BR U W




& KHPFWKSRW W LR SHAGER\EKUHFEHVR DWHED W HUELWB R 6([SUHV VZ@\K H

I0:

,IWKH VBR6&RQVWDRTERWY QWRVBRW RH. VBRG([SUHVVEZBP RWRM W

« &KHPFWKW WHU H K D @ READ R F SIRIGW

e« ,IWKHVBR6([SUHVVEZWYXQ QG XRE W ZLRIUWMH U HIFVHAUKAY YWWHU D Y HFRUQRIU K H
&LVBR6&RQWY¥RQQHWWKEWHURBIOQIWHEBEWRH.VBR6([SUHVV ZD\

% HD Z D WHKIDQ\E R B QB X W E FRQ@® H FMCLERQ R X W K G ROUIKH B/ 6 QS H U V

, IW KOHG G URID §0 D QU H V HEHFUHY Q RIKHD W K D Q JRIEBQ H B H KD E H HIQG G WRQO

DQBUHVHEHWHYEON VIRNSR QILIXUDSNQLIRQEHREP P X QL FD W, IOR@MUHVHQFH
6 HUY IQORHG B QIO I5AHN U HE/HKU Y HURWR X VWK M Q YWHKKIE GDWRH®GI LI XUDWLRQ

EHUWLILFQ@HPXBH &RQQHFWLRQV
,(NRXDYARQILIXHHRWH Q VIEPRHAMA F X ULM FRQQHFWQ R WD W

9 D OWLKBU FHU W L IR BLEQNV MABMK@MIGIG D W EGRWWH Y RN H G

% R W KUHH P FD/QIB R F/IHQ ¥ H U W L IRF\TFWR B VWD DQBLRP DLW k6K E M$IGW H U QDR\H Y H
6$1 7KLD/SSOHHNG HT X LAUUH. NQ@®HH F X (FILWW L ILIBBRWBEOH G

JSHT X LAOH. NQ@HH F X (FLHAUW L | L MW E '@ B 8 XAUKD WHH U F HU W LU VA D QBHGSE. $
DQIGOY RMRFVQDQHG

&HUW L$XFDURE®IS MH UW L I BLERN MAD O O H G

VRO UHV LOURKBIRW H B HQV XKD VEH. VB R 6& R Q WDIQRBQV BR6([SUHV V Z D\

VHUF¥FHUW L ILGPOLVEAK B LRINX E MMHFWHQ Q BMXY LIQLUW; KB 8$ G G U R UI\6
| RU P DD/RAOV KK DMR G $10 L D WHKIDUHHR Q | L IRQVWK®ID QBUHV HEHWHYYHH Y HU V

(QVXWHKMPBRWP SDWHEXN HWWT/@UW T X IREV/GL REDOH[ L R YR XNV WBIEW K H
UHPRWGHUDWMG P

6HKHUYSHHUW LS HEXWMHH PREDVVEREG P XOLFDW IRRRUHIRUPDWLRQ

& KHF N MK HQWRJ
& KHPFWKMHQRIR QVIRH. VB R6([SUHV VIO 33 HYHQW YV

(Y HQUWHO WG | HG HU DWW R QH Mbule="XMPPFederation" 7 KHDH®RO 33
UHO DWW RV IKH VBRE6&RQWURO

3HUIRUPLRJQRVWLFLQJ

"KHG@HUIR UPLLIILQ PRW.LIFQL QW HQ DIQFHQ R VWLV Q R \OARLIF L § BW/K H
GHYHORS [FS INXISSBRBRIQWHQDOFHORVWEEYDQFHBESSRRBW
FRQILIXUWBHERHYHO




'LVDEO,JQQNHUGR®DPL PHGHUDRMBR QI L& O0DQGBUHVHQFH
6HUYLFH

<R® X VAK R RAZ/KHWWRQDEQWHUGRBB)EGHUBR®LRBRLIKWGODQBUHVHQFH
6HUYRBIELVBR6([SUHVVZD\

7RG L V D, DOWH U G)RIBHUIRGLAR.Q K19 GO D Q&BU H V HEHFUHY ISFHHU | RVUFR O O RZSHQUDW LR QV
L® [DF W& GHIR Z Q

'"LVDE QW H U G)RIFBEIHLUIRAY REBD Q&BU HV HEHWHY Y AH Y HU V

D *RW&LVBRLIL&IG 0DQGUHVHARHY BBH L QL VWUDWHVRI® FHWRE DL Q
YHGHUDMWDR®)HGHUDMAEHROQW L QJV

E 6HY033)HGH U DWRLGEN D WERY

SHIUNMWKHHRAGLV FRY BIDQGUH YV HEHFWHYV AKH YRIGYVBR6&RQWURO

SHVWIDBRM KH L | kKBGO D Q&BU HV HEHUWHY L&FFHH RXWHWU Y MFKIDWVHHR Q Q HWWIK G W
&LVBRE6&RQWURO

,PSDRWRQILIXURWDRORYW/LYB\VWHP

,QHQHZBWHFRPPW&BW3 IHGHUBRQRQ XBERWLEBIHMD G HRRK R X UNK LWHF W L R Q
G HV F UW EHM\S DIF KIDR\Q | L J X B R IVQ R-DRDYRHF X U WKW ®B 3 |HGH U DWBA Y
-DEEF@L KKYWRR E LDOHGH P OIFA H V V

&L VPR 6&RQWERDILIXUDKMDLRRIHV
'RPDLQV

$Q\GRPDARXQ I LJXBRWMQLRDDOVIXQO@ X W R PDHWVIAF/KE 3 URXR@ERE KV B R 6
&RQVWQBOVBRG([SUHVVZD\

TKHQKEVHE SDFAWHP S RUPRYHGHUDWBRD EEHOL KYWRRE IDBHGHP DWIEFRH V V
ZLBWHPSRGLDYVEBQ QHEMCHGZQWXW RPDWHF B QINMENK RSHVW L R G

8QLIL&EHRPPXQLFDOWR BRIV

6 HW WLEQ L | LRGP P X Q L F D WR 8 WE R WURbber Guest services Z L DD WBMK B3 URXW H U
RERWKVBR6&RQVWQEBOVBR6([SUHVVZD\

s 7KIZMLOOPRWKH VBR6([SUHVVAOBBIHGHURWGRRPGQVFRY,BDEABUHVHQFH
6HUYVYAHY S QRW L | LZFIDMSRAQW K BID QBUH V HEHFWHY DER L Q L V MQUDMALIRG H
UHV WEE®&URXRE DO HFWBQSUHV HEHWHY QRIGH V

s 7KHQBVHE SDIAWKDG®D D GG HV HEHFUHY L AM V IZR@W LV F RQ QW FINGHEBEH V HQ F H
6HUYVY AN V LRRYGRR E LDOHEH P ROV A HA/LMDIG L V F R Q QBIGBHY/G/ LA QNAHKER\PORED
W KB D@E HVHEHUHY QRIZH DG UR S SKIGQV K B 3 UR X MWUHHV W B GVDRBD Q G
3UHV HEHUWHY QRIBHOO3 | X Q F W L RQUDIRMEH BB LV UXSWHG

'LVFRYHUPD® GUHVHQ@HRUYIBHRW YHUV

$G G LRIGH O HWQO@RBU H V HEHFUHY § K B O LALKHAT XQUHY R VKB 3 UR X RIGI D F, K
D QBU H V HEHUHY Q RN V R F LZ0 WAHKDXAE O L1\ 8313J) H G H U DMML.@IE O H G
s 7KH&35RXVRIGLVERG6&RQWURBYWDUW

s 7KHQBV HP SDFRREGRL QL F7IXGIX L BI& Q D B\ORH QR H F H,I0DIQEU H V HEHUHY L F H
XSGDWRBMAZ HFRQGYV




&LVPRG6([SUHVVZRQILIXUDKNDLRIHV
8QLIL&HRPPXQLFDORRIDV

6 HW WLKEQ L | L&FGP P X Q L F D WR 8 W R WUBbber Guest services Z L DD WBMK B3 URXW H U
RERWKVBR6&RQVWQEBOVBRG([SUHVVZRN DPWLW X2 IMLBQURWH V H WK HQ J
PR GWRQ

m 7KRLVBRG([SUHVVOBBIHGHURWER®WHPRYUHRPGQVFRYBHIDOABUHVHQFH
6HUYVYAHYHQRW L | LZALID/MSRAQW K BID QBUH V HRHWHY DER L Q L V MQVDMAIREG H
UHV WEEB®URXR@E DO HF VW BQBUHV HEHFUHY QRIG HV

s 7TKHQBVHP S DAWKDEED Q&U HV HEHUHY Y AM V IZR®WS LV F R Q QFINGEEH YV HQF H
6HUYVY AN V LRRYQRR E LDIHBH P RV A HY/LMVDIG L V F R Q QBIGBHY/G/ LARLQNHKER\PORE)
W KB D@E HV HEHUWHY QRIZH BB UR S SKIGQV K B 3 UR X MWMHHV W R GWWRBD Q G
3 UHV HEHFUHY QRIBHOS3 | X QF W L R QUDKIRRWEH BIG LV UXSWHG

;033 ) HGHUDBKNIIRUW
&KDQJIJWEHBI33 IHGHU DWKLSFSE BIWW WLV WEBHW BR6([SUHV VZARBWURXWHU

m 7KIKLVBRG6([SUHVVAOBBY IHGHURWZR®®MGGCWRUHPRYURPGQVFRY BIDAG
3UHVHEHWHYYAMY $IQRW L | LALID/S RRDW K BID QBU HV HEHFUHYDERLQLVWUDWLRQ
L QW H WIEHRHW B 8 \3/U R X V@ ®OI HF Vo B Q&U HV HEHUHY QRIS H V

m 7KHQBVHE SDIAWKDY®D D GG HV HEHFUHY Y AM V IZR@W LV FRQ Q,FINGEEH V HQ F H
6HUYYAM V LRRYQR® E LDOCHEH P FOWF A HYLM\VDIG L V F R Q QBIGBHYG/ LARQMKER\PORGD
W KB D@® HV HEHUWHY QRIZH BB UR S SKIGQV K B 3 UR X MWMHHV W B GWRBD Q G
3 UHV HEHFUHY QRIBHOS3 | X Q F W L R QVKIRRWEH BB LV UXSWHG

2WKHUWB3 ) HGHUDHWWLQJIV

&KDQJIDQR W KRHW KB13B3 | HG H U I W WR\GLXQRIKW W DURIXFV MV X D QEU L YDIFW WRQ J V
W KOHD O R Z LN/ B 1DV IXQUWWH V \R IVU\BI3 3 ) H G H U VR IQRXH FOW QR QHHU YR GWHEH. V F R
9&6([SUHVVZD\

(QXVHRDN\QRWDRW HP S RV X\& RHLGRHY IDQP RE LDOHEH P RVER HWW QBUHV HQF H
6HUYYAMV IZR@WP FIRRQHFWHG

&OLKBOWRQQHFWERIWHWWRIEHUYLFH

7KM LD N RDF O LW@MF R QWWKW3 3 V H U YG&IF $IH @ QWKHD R JLIQPV. BM/F LU @HGH
&L VR UYFHFR Y 9D Q D JHHU YSIFBD P HYGKM KD QBU H V HEHFUHY Y AH Y HU

3 O H DIMH\MW Kifgh Availability Client Login Profiles V H F WVRIMRIQBID Q&U H V HEHUHY ¥ A VWIRXQ
D UBHX Q LW W S ZZ7Z FLVFR FRP F HGQFRFPXOILFDWN FKRP PEOOELER®/ LRQV
PDODHDOOPDODJHU GBWWW C R RDWRQ IR QX UBDMEERY W KW P O
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,033) HGHUDWKBR)XIXKQBGUHVHQFH
6HUYLFH

7KILMQWHIHRWE®BQEHU HV HEHUHY X ¥ HUR QHQ W H UGSRALMHR[ F KD GUHH V H Q F H
LQIRUPDQ®RYOHYWDJIL.QILWKHUM[WHGBEPDLQV

6XSSRUWWWHPV

,ODQBUHV HEHFWHY SHOHDVHRODWNKSSRUMVMHGHUZWWMRKRRO O RFQWHUSULVHV

s &LVEWRE([OHVVHGHWHDYH

= ,%BDPHWEREHDVDBIQG

» &LVBRLIBHEVHOFGHDYH

= ,0DQBUHVHEFUHYEABHDYRIODWHU

n $QRW KHHW WHKWDWI 33 VW D Q GFIRPGWD LD QW

I1RWHDQ&BUHYV HEHUWHY GRHOWRRWK S SRBBWIHGHU BEWWR @HD@BU HV HEHUWHY L FH
5HOHDYHQWH WSSV N BRLIBHE YV HEHMAHHD YHOQWHUSULVH

1IRWHRX LWKRQDE®38 IHGHUZWWRHIW HGQ P DHQ V X\ WH W H G Q B DAV
QRSWHYLRRQONIXWH @ HGHUGRRAIR@LVBRLIBHEVHQFH
([DPSO$&LVBRLIBHEYVHRHSOR\PHE KD P SO HZPRFL V W R B RRD IDJDNDH G

EDV HEG H U DWKRIP S O HKIDRIFR D G G HIG 3 VXS S RBAWKOHR P L Q L L\Q U DEM R/ G H V
WIRQ D B@HK 33 E DV HEG H U DR @ QREZIAKCHR ISP L Q L \PW VINGRID H VDR S O HDRVR P
D6,3lHGHUGRAIR@LVBRLIBHEVHQFH

"KHQODQ®BU H V HEHUHY L FHHG H U Z WWHRE ([ (QW H U S MMD\RBARR V V LIEIHE ([&E RQQHF W
F O LX\QNWIRQ Y OB BEU H V HEHWHY X ¥ HWWR H P S RRIDHIV V L ¥ MR RPK LLVG X W R
GHVIERRVWRW K@E([&RQQABWHQW

7 RD O ORRKBID Q&U H V HEHUHY WIRHIG H LRDYW®3 3 \ R P X VW) D BQKER Q | L JX3JH
IHGHU BRWQLRQEU HV HEHWHY LR B O RZ ISR F H GGHMPAWUIL@ HBMWM. G H

,NRY D YPHX O W, D SQEBU H V HEHUHY E B M V WRID X VIO D PQBR QI LJX3IH HGHUBWLRQ
D W H RQ® R GHHRJO X VAKIIO3 3 | HG H U B W Q RLQ X B B VEMREH Q WE B BRODWK V W KK V
'LDJQRVWULRXEOHVRRRSDMMB33 I HGHUBWQRQ XD B WEREV\UEBNSRUWV
WKBI33 IHGHUPRQRQ X UWDRVERHD WE B BOWK VW HUV

,(NRGHS@GRVERBDSWHFN SSWOLDRMEHHBEROORYRWHROORZLQJ

s 6HAMVRSURY WRE® HIB D WIRWYBRRRWYL GH R M XRQRIDIS KE O3DFG G U H D\WRIGV
WIKHUWL I BRRBMWRRIQ W\

m 6HM KMDWRRQILIWWEHVBRDSVEHYFN$IS\SO L DRUFHRUPR@ R R QL J YWKLHD J
SUH U H TIXQ MRLUPKD XAKRQKHR VW QWP AH]RQRB RGR Q

QWHUFORBWE WL OHRSSHR\PHQW YV

1RWS$QWF RQILJXBE D RAHREHOHWRE & H U FEODXQEN HV HEHWHY GFIS O R\ FFHD@W ¥ R
DSSONRGOWLQRGEUHV HEHWHYGFHISOR\PHQW V




YRODV L QFOK VR MRD QHHVERQ D EM3B | HG H U RVRIQRI® G I/ KEHD X VSAWHLIQ J106H6 5 9
UHFRWG&E O LMMHED W H UM KSNKHE OLL6F 7KLY 6 659UHF RDSWW KBDQBUHVHQFH
6 HUYQRIBWHKIDKWQ D EIGRHEG 3 | HG H U BAWILORKR PUKYTX H U RE W H G @ B D DQWR X WIRG
W KGR @WK QQDB3 I HGH U ED V@V KSHKE O L&KM FR Q®/ HUQDQBUH V HEHWHY LF H
U H U R WAUHHVT X HAVARVKEHR U UHRFGARW KXHY HAK HO D Q&BU H V HEHFUHY DPM R X W AREW JRL Q J
UHT X HVRM\RKKIR GHKK Q QD@3 IHGHUDWLRQ

<R¥DROB$REORNEKW LS GHIUHF RURB DP SIRYF DU SRR HWR X D YAHX O W, DS O H

D QBU H V HEHUHY E B M V VAR Y X VIO D E@38 | H G H U DWW HRRQWSHHRIO X VaADHDUB NH
IHGHUDWAR® G H U BW KFRWWH T XaMULHD $@ HRMQ WRINW D Q&U HV HEHFWHY HEM HUS ULV H
GRPD$DUH V XODEU H V HEHUHY E B B R X\VOHF R PLLKYTX HAVBIDR QRIW KSSKEO LG RE BV

W K\IRWH QD ERW 33 IHGHUDWLRQ

, @ Q QW HU PQER YWH LFICRG/HVHLEU H V HEHUHY G FIS O R\ Z K@Y [ W H 10BB O

| HGH UG RAEE@L. WR@KEHHN VLBEBUIRDEE 6590 R R MXESH W H ZAKLHMMMRR XWK-H
UHTXHIVRVS X EORX/KW L8 BHOUHF R WEH6 ORRN XSV RYQWLB\DXHO WQEUHVHQFH
6HUYEBBRXWKH T XWRQR W KH U YW K'EW SXEO L VEWW UQDQBUHV HEHUHY L F H
U H U R YAWUHHVT X HAVARMEEER U UHREGARWY KXHY H,10 D QBU H V HEHFUHY U R M W KW J RIHG X HVRV V
DQRW KIRGHUXQQDB3 IHGHUZWWWREDO XVWHU

,\RY D YAHX O WA@Y Q QD33 | HG HU D RERQWLKCRRWHX E ORYB QAR G1V K H

S X E OLL6F : L WW KRR/Q | L J X U DIVAERI! V HEHFUHY U R M\ @ @ F R PULKYTIX HAVRMNRAXK B W

V L Q QRIBWD WK KD @ B B O D QF KLEF R PLKYTX DWW RWVKIR GHXQ QD@3 IHGHUDWLRQ ,0
D QU H V HEHUHY O RHE G O D RKAWI RIHG X HDQABH Q B XYW J R IHJT X HAVBIDR W KGR G H V
UXQQD®3 IHGHUZWWWRE®D XVWH U

([DPSCQRH; 033 )HGH U DIWMWE FEHNW Z HHIDQ G
3UHVHOHRHY DRH® 0BDPHWLPH

7KHROORZ 1RBIUHR Y IDEHD P SFOHQ03 3 | HG H UQ MW ERUMZ HHD@BU H V HEHUHY L F H
HQW HUSHEWR\B EQ®% 6 DP HWH B W H UGSHEWR\ F HQ QY VG RGWIF X UL L V

RSW LIRRQISA |[HGHUDM/VBG DS VB HFN $IS\S O L 6B/HB F\WQ O\DI L UHEZRWO D3
IHGHUDWWRRBRIW R YL/GSUR[XQFWLRGBRGB\VEU AV D QV ODI LR 3 3
IHGHUDWLRQ
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7KHDHWZRPDU@PB\VWHRG VHUYHUNWIKE W HUDOQEU HV HEHFUWHY HBMW HUS ULV H
GHSOR\RB@WS VHUXRVYWRKBIDQFBUH V HEHUHY & B HYIDGAGHU AN R W KHBJVHUY HU
KRVWHKBIDQBUHV HEHUHY § REO GRS UBIQ'® 6 659UHF RIR&V3I HGHUDBVLRQ

VLSIHGH U DQIERIBWHG/H U DEVPLSFBOH U YZH WD QBU H V HEHFUHY ZKIH1 6 V H U WHWD W
KRVWHRKBIDQBUHV HEHUHY § R BO GS UIHW R F DVMPHGR F DO

7DVNORIRUO33)HGHUDWKBRXUKQGUHVHQFH
6HUYLFH

7TKEHOWD RA M ON MHDAMNRDXWBNVF RP SO MWRKIEGF HV \GIK®@R33 |HGHUWWURXRIK
,ODQBUHV HEHWY LFH

7DVN 6HH
&RQILJIRDB&UHVHEHUY LR 33 &RQILIXODQ&BUHYVH®HWBY LA 33
IHGHUDWLRQ )HGHUDVBLR@

&RQILIGHAXURWB3IHGHUDWLRQ 6 HF X &IHUWLRFDIWHXURWBBRMHGHUDWLRQ
>S @

2SWL RROQAO L MKKHHP DILIROH G H U DMVIL\WR R URHD 1$@ G U HRJW G H U DARLARIQJ X BBW L@ Q

7TXURQO33IHGHUNVNWURQFH 7TXURQO33)HGHUDBWIUR'G@EH @

&RQILINKM VBER DSVEHFX BISBOLDRFEHR O I L IMKH. VER DS VEHFX $IS\SO L DR H
;033IHGHUDWLRQ ;033)HGHUDVELR@




7TURXEOHVKRBRW L®HUDMWKIURRDIQG 7URXEOHVRRBIBHEGE HUD®WRHQ USSWLEQ
SUHVH@HWBIYLFH




:033)HGH U DWMKLRRE DIQ&U H V HEHWHY L F H

&SRQILIXWNWMPIGUHVHHHYILRH0O33 )HGHUDWLRQ

s &RQILINQHEBW WMRAY3)HGHURQPORQBUHV HEHFWHY2EH @
« ;033)HGHUDPWHR®+SZ @
« ,PSRUWRWBWRXMV W D&MUYQLIRKN 3 )HGHU DS L R@
« 7XWRDN033)HGHURMIRGHS @
« &RQIL BHFX 6HM\WIRRD3/3 )HGH U D\8 L R@
= '16 &RQILIXUPWIRM GHUDBLR@
e« '16 6595HFRURBM33)HGHUDW L RQ
e« '16 6595HFRURB&KDWD WDRIBI33)HGHU DS L RQ
e &ROILIJX®BH595HFRIRE 33 )HGHURVDRRGHS @

= 3ROBFW WERQJW JX URWIR)® GHUDELR@
e« 3RO(UFHSWIR@ LIXBBW@RQ
e« &RQILBROHRAD33)HGHUD L REQ

&ROILIKKHIVBERDSVEH¥F N $ISWO L DRAB B3 )HGHU DWW L R@
m 7XWRPO33I)HGHUBWURBEH @

&RQILJXHWGHWBMWWLRYB3)HGHUDRQBRRQGUHVHQFH
6HUYLFH

= ;033)HGHUDPWHRG®*SZ @

= ,PSRUWRWHERXNV W D&MULYQIRKN 3)HGHUDE L R@
s 7XWRO033)HGHURMIRGHS @

s &ROILBHFX 6 EHWWIRQDI/3 )HGHU DS L R@

;033 ) HGHUDEWHRWY LHZ
,0D QBU HV HEHUHY 5D HD VBIQGDWHN S SRUMNBM HG H U 2 WW/RI@ O O REQWBHUSULVHV

» &LVERE([OHVVHGHWHDY H

" ,%®BDPHWERBHDVBIQG

" &LVBRLIBHE YV HRHFGHDY H

» ,0DQBUHVHEFHYEABHDYRIODWHU

IRWHBDQ&UHYV HEHUWHY GRHOMWK S SFRBWIHGHUBWWR QHD@BU HV HEHWHY L F H
5HOHDYHQWH WDV N BRLIBHE V HEHBHD YHQWHUSULVH

1RWHKISUH I HRIWWBRGH S O RH L@ Bl J0BB PH G H U DLWLKRURXK KSUHV VEZ D Q G
([SUHVVZ&ROODEREDMRERQNLRQ

"KHQODQ&UHV HEHUWHY LFHHGH U BWWHRBE ([ ( QW HU SMWO\WRBRRV V LEGIHE ([E RQQHF W
F O LX\QRW RRQ Y LOW Q&U HV HEHUHY X ¥F HWWR H P S RRI®RV V L F MVIMY RP7\K LLVG X W IR

GHV ERRVWP KOIE([ERQQABWHQW

7RDOQREQBU HV HEHFUHY WIRHG H IRW®3 3 X V W KSHU R F H GO@UKINMAL @MRQ D BQIG
FRQILJXIHHGHURWLRQBUH V HEHWY LFH

&LVBRLIKHRE® P XQLFDWBBRYMG HU DAMVIGRR\ PHXQ & H 3DJH RI



,(ANRXDYAXOWDSQBUHY HEHWHYESONK YV WRNRXVIWQ D PQBRQILJXIBHHGHUBWLRQ
DYWHROQER GHIRJO X VKO3 3 IHGHU B RQ RQ@ XB RVBHRGH Q WE B BFOVX V WK V
'LDIQRVWURXEOHVKRRSDHWWKB3I3IHGHUBRQRQ@XDPBDWHEWRWZ V\DAQOBNSRUWYV
WKB33 ITHGHUBPWQRQ@ XU RVWEARHD WEB BFOVKV WHUYV

,(NRGHS@GRVERDSWHFN SSSWOLDRMEEHHBEROORYRWHROORZLQJ

s 6HM/RSURY DWMRE® HJBDWIROBBRARWL G H B W XRQNDIS KE O30FG G U H D\RKEV
WIKHUWL I BRRBMWRRIQ W\

m 6HM KMDWRRQILIWWEHYVBRBDSVEBHYFN SISO L DRUFHRUPRWR R QL J YWKLHD J
S U H U H TIXQ MRUAPHD XWADKRADKHR VW QWP AH]RQRBRGR Q

, PSRUWMBRWBERXWVWD WBWUQLFRNMW33)HGHUDWLRQ

,\NR>P DNBF KD QW¥RQRMW KBI33 | HGHUDWWRQRIXVWH V W BHW E&R3 5 R X VDG

W KeH. V E&R3: 033 ) H G H U VR IQRO FOWW R QHRW H V W BN Y LRIV K B D Q G
3UHVH@RHYLFHDXVHQWHUIDFH

s &LVE&R35RXWHKRRVAR 0¥ R Q WEHRO@W HHWW Z BUIN Y L FHV

m &LVE&R3:033)HGHURRQRG W DRQFKRRVAR O ¥ R Q WHR@W BMWDWEHHYLFHV

"KHQRXYJHV WBHW F&3 5 R XWHW Y WKHID Q&U H V HEHWHY URNM WODBMOWE/3VHUY LFHYV

,\RMX QDR@H VDBOHI HGH U BRMORGHR P X VIWH V W BEHW E&K3 5 R X VRIUQ® G H V
Z L WBREQX VO\RNNXR @Y KR ZHKH U0B 3 THG HU BWE RIHQQ D ERG GV D DB B@G® K H U
‘033 HGHUVWWRQELIWER3 5 R X WL WR Q OWH T X RGM IGHR GAHRK L FAKK/HH W WAL Q J
EHLPKDQJHG

7TXURQO33)HGHUDRWM@MRRARGH
7KLWHW WWQUR@BGHIDXOW
3URFHGXUH

JRIL QW K8H. VFBR) L | L&H0G, 0 DQBUHVH®E A L Q L VWYXNDHAQ\R B &I ORERIYWBH V H Q F H
,QWRBPDLHGHUDWIORB®)HGHUDWLHRQWL QJV

L QVKBI33)HGHUDWGRY DWW RBR ZQLVMRR Y@

& O LEINY H

1RWHR ¥ DQ WRWIVU\BI 3 :033 ) HG H U RVRIQRM FOW DR QHUU YR@®H BID QBUHV HQF H
6HUYQRIB¥Q O NN XRI@033 | HGHUBWWLKR G H

&RQILIJIBEHAXUGAANWWILRPOE3 )HGHUDWLRQ
%HIRWRKXEHJILQ
= '"HWHURKQNWHKHWHGQBDARRW UM GHUZWW&S$ S RUWW Y V/ORHAM F X UL W\

7/I6FRQQHFWLRQV

m 7KH/6DQGLP S KHQWLFEHE XRIQWA\B $6/V HW WIUBHW R Q | L J XI R E/AHO H F W
W K6HH F X8JRIF N HDM M B 6/ PRGH /62SW LRRQDBGB5SHTXLUHG

s ,\RXUHRQILJIKHGBUBEWWREH®EBUHV HEHFUHY DB XV LT/B \RP XV W
FRQILWXGH/PRGH/65HTXL UHAR P X VIWQ DB 6/




3URFHGXUH

/RL QW KRH VR LIL&G 0DQGUHVHARHY BBHP L Q LV WXADHAQ W B &IIDFERIV H
3UHVHQFMWREDLXHGHUDWDRB®)HGHUDWLHRQWL QJV

& KRRMDHHF X BRWINU RW KGHU BR ZQL V W

D 1R7/6 ,0DQ&UHY HEHUHY G RHOARHW W D PO/I6¥ RQ QHEZWWREHWHGRB DT IQH
VAVWXPHDQRRQFU\FREQH WRLEYIZDLWHHWHGRP DD QXY HWKHHUY HU
GLDOEBBFKDQWYRRUWIRHK H QRW KeHW K/HHW Y H U

E 7/62SWLRQODQ&UHV HEHUWHY D WHV HW IRWW D BD/I6¥ RQ Q H ZW\WMREHWHU QDO
GRPDUQ®@ D Q&UHV HEHUHY LOFINDIRY W D BPO/I6¥ R Q Q H FAMWHRN QADRHW G H D O BORF N
Y HUWIKRLHS H QRAWL MRHW K/HHW Y HU

F 7/65HTXLUK&\VWHODOUDMVHAXHFU\FWRPQHEZWMREHWHGRBDLQ

& K H FANKSHH T X LALOH. M Q @HH F X UFLHWW L | EKBIVER Y R )2 D QWRQ | R ¥ VHY IDFOX. GROIW L R Q
FHUW L IIUFRBPWHIYG Q@ B DLHQU YIHIDL Q@ W'V W D REDIFGE U W L TIKFBMAK W X QRIDE \
GHIDKYRW HOHEWKBYSW L R@DEB HT X LUHBX ¥ HWW L Q JV

IRWHRXDUHRQILJIXOBBQAHGHUBZWWHRE)X [ G R RAKHFMNGHH T X LRCHL NQ@WHH F X UL W\
FHUWLIERBIER Y

&KHPWKBDE®$H6/(;7(51$/ RIDAQFRPERDHQHFWKRERWRQ V XKD Wi
DQ&BUHV HEHWHYDBEN HUWXYSRENG6 /(;7(51%$/RQ QF RPARQIQ HBWIVWRHP G @/ V
LPSOHPGHSBW V7 (51$/YDOLGDWLRQ

&KHRMWKBDEOB®EH/RRXWERKRGQHFWKRERWIRQV XWKHDWQBUHVHQFH
6HUYVYFABG656/DXW&WKHWHGRPOWQKHWHYBDOHU X W/ 7 (51 $/
(QW\M KEH. D O E BlF R HRAZ D QWIRY HL 6 WRH UWIRLHE H QRADLGW[\W H Y 8 D @HKIDW

DW W H PBRRLADQW FOD QBU H V HEHFUHY L EBIQBU H V HEHFUHY G R HQRDWF F HDSQIY
SDFNHWRWKHWHYBDRBWRIPAD LIPPIB\VWHRG6 Y DO L GADRMHVORWLMHW HUQD O
VHUYHU

& O LGANY H

7L 9 R UX UW.IQH R U P R @ LKRIDF X U HW WAL W WRHD O @I S

7LSIWIKFR G DBWQ QW H U BOI$O\W HRHCHRDP X VAR Q | L BOWHO X \ZW WD P H
V HF X ¥ HW\WEDQUWKE VW R R X E O H V WIRR W MUKIRMAUR Q | L J X U'W RIQ R QR D ID@W
QRGHV




'16 SRQILIXUDRMLRY)HGHUDWLRQ

m '16 6595 HFRUBW33)HGHUDSLR@
m '16 6595 HFRUBW33)HGHURKDMP WX8H @
s SROILIXUB595HFRIRGD 33 )HGHU RVKDRRGHS @

'16 6595 HFRUIRWO33 )HGHUDWLRQ

7TRDOQREZQBUHYV HEHWHY WBH VFRPRSBUWLEXDIHGEHUG WAHIBWAHGHUPDYQWBUSULVH
PXVIWEOWKWMKPSS/HUYRRDLU@PIBHUYHWB 659UHFRQBBXEOCLUFVHUYHBLODUO\
,ODQBUHV HEHWHYERMIKEOLWKOP'H6 659UHF R HG6 | RUVG\RP DWL®& W K
HQWHUBNVSMBOWKWKKRUW 7KISXEOLMKCHIBDO LRAEA@PH)4'1l PXVDWO ¥R

UHV ROWRE®MHSG G UIHWM 8

$'16 659UHF RKE EGSEXE O L MHHDEKR P DLLE K BID Q&BU HV HEHFUHY GFHIS O R\RR@ W
FDRVWIKRH VR LIL&G 0D QGUHVHOE AL Q LV WXADHAQ R B WIRLAHED LR/DVOVK H
GRPDL*@WW KH HVHGRADL QY QGWRL HIO LR/DVG® P D L @QMAH V W HPL @/ KL VFR
8QLIL&GODQGUHVHOEHRLQLVW\DHIQ W B D IFKHR RMHIVHQRPDLQV

<R¥DROXRWKRDLRPDLOQRIHGHUDW QRB®RL HZ KHR/DVWBI® DG RP D L @WK H
V\V WIHR KHP DI G G UIHRWN G H U DRDLVROQUGID E ORUGQVW KH. V FBR) L | L&H0G, 0 D Q G
3UHVH®GRLQLVW\DHIQW B &IDFERYBIH V H Q FIW IR D L)XH G H U DMWIPRQ O
)HGH U DR/MIBL Q V

7TKWHTXLUHGHFRYG
BPSSYHUYWBSBGRPDLQ

TKHROORZIRUKR DYV DPSQB FRQILIX URDWBHRQS/HU YIHBU6 5 9UH F RRMEK H
G R P Ddx@mple.com




JLIXUHLG6 659IRBIPSS/HUYHU

_xmpp-server Properties ' ﬂil

Service Location [SEY] | SEcurit}'i

Domain: example. com
Service: I_:-:mpp-sewer _:I
Fratocal; I_tu:p _ﬂ

Frigrity: i':'
weight: iU
Fuort aumber: IEEEE‘

Huoszt affering thiz service:

hoztname. example.com

k. I Cancel Aol i

7ZR16 UHFRW@GWWHHGRBD AKHU Y @MUK X VRVQHJ6 UHFRRIBYD QW KWMHHFR Q6
UHFRRBY ,QGLADWUHHF RWE BYRU3YY HUVAORKE KHR VW QCORODWM KHHR V W
RITHUWXXYHMUYLRHORSH [DPSOH

277985

= hostname-v4.example.com LQGL  PRKMMIHVH6 UHFRWIBYYHUVLRQ
m hostname-vé6.example.com LQGL PO KMHVH6 UHFRWXBYYHUVLRQ

,\R D YUH P RVRIR /F HW B D Q&U H V HEHFUHY L R W D Q %:@lookup WRH W H ULALIQHH
IHGHUGWREEN®LVFRYHUDEOH

TLSVAVKLNTXHRFRPPDQREHUIRUPLHS590RRNXS

nslookup

set type=srv _

xmpp-server._tcp.domain

domain LWKGRPODRMKHGHUBDQWBUSULVH

7KLARPPDQIBW BIRXW S XMW VOWKHNM PSDKIHUMH[DP SOH LRRGRPDRMKHGHUDWHG
VHUYHU

_xmpp-server._ tcp.example.com service = 0 0 526 hostname.example.com.

YRDV L QEFOK VR MRD QHHERQ D EM3B | HG H U RVRIQRI® G K/ KHD X VANREBX E ORI
"16 659U HF RRMBKHD W H U SAJKSKKHE OLL6F , 0 D Q&BU HV HEHFUHY URM W E @ F R PULKDTIX HV W V
| URHP[W HG®Q P DMWRHGIR WK Q QHGH U D WWRIQ QDOQBUH V HEHUWHY UAK RYWW H V




UH T X HVARMER U UHREGARWY KXY H, 0 D Q&U H V HEHFUHY DDA R X\ @B W J R HJ X FAWRVOH
QRGHKQQDBIIHGHUDWLRQ

<R¥DRO$REOANXNKW LS BEHOUHF R UM DP SCRYF DO S R\RHIYR XX D YAHX O W,0S O H
D QBU H V HEHUHY E B M V V@R Y X VIMQ D E@38 | H G H U DWW HRRQWSHHRJO X V8ADHOUB NH
IHGHUDWARE@ G H U BW KFRWWH T XaVULHD $@ HRMQ WRINQO0 D QBU H V HEHFUHY L F H

HQW H WESRALDAYDU H V XEDBU H V HEHFUHY E B B R XWQH R PUHYTIX MWVBOR QRIW K H
SXEOLYREBBW KH X WWKMRWH Q DERW 33 IHGHUDWLRQ

, @ Q@ QW HU QBN X\(CHWV LFCRGHMHLEU H V HEHUHY GHIS O R\ ZIKE@IRYG! [ W H LOQFBB O
IHGHUGWRIE@. WDONEHNVVLBRRUIRDERY 6590 RRMEH W H IZRKIHMARR XWWKH

UHTXHVW

,\R>S X EORLXMXW L8 @HIUHF RWE&EH6 ORRNKSVRXQWLH\DHD WQEU HV HEHUHY L F H
FDQRXWKHH TXWRQR W KH U YW KEW SXEO L VEWW U QDQBUH V HEHUWHY URH R XW HV
W KUHH T X HAVARMKEHR U UHRFGARWY KXY H,10 D QBU H V HEHFUHY U R M W KW J R HG@ X HAVIRDR W K H
QRGHXQQD®3IIHGHUDWLRQ

,\RXX D YAHX O WQB@®BYQQD®3 | HG H U D RER Q@ WALKRRW SIX EORYB QA R G 1V K H
SXE OLL6F : L WW KRER/Q I L JX U DIVQERIG V HEHUHY UR N W @ @ F R PLLKYTIX FAARMADIVG J O H
QR GUHD WK KD Q& E G O D QF KF R PULHYDX DWW RVKZR GHXQQDBR3 IHGHUDWL.R®
3 UH V HEHUHY O RHIE G O D RIKAWI RIHJ X HDVQAEM Q B X' W J RIHT X H VU RIRQR W KGR G H V
UXQQDB®3IIHGHUDWLRQ

1 RWHO RDUWIKHE 659U HF RW RERWS XEOLRR X VWO DBRW KKHRU U HV S'HR® G ID@IG
$$SSUHFRUGYV

,QV KR O O RZD@PBOHNV HUGREBUGWS R Q\ MVHZRD QU H V HEHFUHY QRIG BIV H
HQDEIGRHEE 3 | HG H U BWILARES 9U H F R M BBV X E O L MRHHHDGGR P DV RIDWAR V W, &MGK Bl

DQBUHV HEHFUWHYGFHISOR\FKBRO ORE 1 QUKR DRI [DP SV HUGRBBUQWLRQ
GHSOR\P H/M WDHRHGIR® D LR X VIX E OD. @R S S/ HU YIHBUG 5 9U H F RRIMED F&KR P D L Q




YJLIXUBXOWRPOHM Q033 %DV HEGHUDPWIBU GRBDIRAPHQW

Synergy Corporation :

:" IM and Prezence Service 1: . |
{ SYNErgy.com | '
synergy.co.uk !
synergy.online.com ;

: ﬂa‘mi : : ey i
- impnode1.synergy.org !;’.ﬁ:ﬁq', l--|i= |--|i=
111,222,333, 44 mufy e I - —
r :—ﬂﬁfl ! I P B e e e
- : I T [ Tk
d= | T T T
> ' : :
impnode2.synergy.org ; . 5
1 111.222.333.585 | : ;
Internal Metwork OMZ %
'R

(DFKL6 659UHF RYSWHY ROW KK E PA'E R E R WD QBU H V HEHWHY Q RIG W\KDWH
GHVLIJQBWASIHGHUWWBIBQW KK' 1V P X VUHV ROW KH W H 3DIEE U HR WHB
DQ®BUH V HEHWHY QRIG H V

JLIXUHO33'16 6595 HVROWRRHQLAVRIODQBUHY HEHFWHYLRBHYV

_ampp-sarvar ONS SAV Records

E'HE'FI'IEI:]IF|:::|E;::'EEBEE Public FODM= of Nodes 4( SRY: _xmpp-server. tiop synergy.com

L IP: 111 222 333 444 J4—£ impnoda .synergy.nrg:EEE'QJq_.
4—[ SRV _xmpp-sarvericpeynergy.co.uk ]
e
[ IP: 111 222 333.555 J(—E impnu:deE.synargv.nrg:EEEﬂJ

"

—( SRV _xmpp-server.tcp.synergy-online.com ]

51505

I1RWHHL UHZW RIWEIH S O R\IH/GW/ K@= FDW UD QW ®& BMGH UHWWHWO W HB QDO
DGGURIMVWIRGHKH4'L RWIKFRGPAXVENMS XEOUR®ROWBEXEHDIDFGGUHV YV

'16 6595 HFRUIRWO33 ) HGHUDWKRW DW XUH

,NR>P RQ I L YWe&HI DWD WR® 80D QBU H V HEHUWHY QR Q033 IHGHUBWSRA\PHQW
\R P X VX E OW K¥FKK VR GOHD LIV 6

7KKRVW QWRKL KK H6 659U HF RRMEKH B)VR GUHH V R QUYHHNAR @RS X E OADFG GUH V V
"HSHQGR@RX®HSOR\RR)PW\K D YOV L Q $G H OADFG G URIFYX E OIDFG G UIHREND FRK D W
QR @H WWRD@HW ZRUN

7TDEORKKDIMHTXHIWRXKWLQJ




'"HSOR\PHQW & KDSM T XHSRXKWLQJ

6L QJNE OIDFG G UR X @ W L7RO R XDNGHE DUW T X WWRMA 3 3 1 H G H U MW IGRHIQ & K IR QVW K H
QRGHEWHUQDOO\ FKOVR G H
&RQILIMKHE 6591 RWKH DQVR GHO VDR LSRR U W

&RQILIXUSHFRPPDORQILIJRELW BB DS VBH¥H UL W\
$SSOLMRYEBHZD OHULBKBMWS S XEOLF,3$G G UMR/V
:033)HGHUDWLRQ1IRGH3ULYDWH,3$GGUHVYV

OXOWERDEADFGGUHVVHYNRXD YRRXOWSSPEEIDFG G UH VYR IEY K R RWB R XAKHD W
PXOWQRGHYWHUQDOOUHTX HBMWWWW KINS S U R SRK.IMWR 8 H
&RQILIMIKHG 6591 RW KHK MR OHO VDR L\ Q8RR U W

&RQILIXIBHFRPPDR@LVBRBDSVEHFX $ISBO L RQFH
ILUHZD OB KBMWSWH[W&KDWBEHUYHU3XEOWMWMR3I$GGUHVV
WH[W&KDW6HUYHU3ULYDWH,3$GGUHVYV

1 RWHRD O OVRKAHK D)VR GMR D Q G. QM R PIHGBIH U BANMBVET X HRW V
P X VWX R QVKSH. V ER3 3 ) H G H U DAARLGRAH FOMD IQRDQIIRIQW KAHK D W
QRGH

JRUQIRUPR@R R QL JWURHD WD WRQDHD Q&U H V HEHUHY IVAHHEH R Q | L J 0I0LE) J
$GPLQLVWILIDQEREV HERHFUHYRBH VBRLIKREP XQLF DWQRQNU

&RQILIXIBHE595HFRURBYO33 )HGHUD WK BMR G H
BURFHGXUH

7 RUHW WAL KK BQR ®HO LD V
D /RLQWKH VBRLIL&G O0DQGUHVHREHAL QL V WILDWH RIRERVHHV VD JILQJ
*URX&SKDOM U YHILO LDYSSLQJ
E &OLRENWERLV SIDDRMK MR OO LDV HV
F & KRRWHH DWVR ®H IWDKIIRWZ D QVWRX EOLLQL 6 | RM[DP SPRIQIHUHQFH
BWDQG$ORQH&OXVWHU H[DPSOH FRP

, QV KSHK E OLLEFV H U YRMY kample .com G R P DE QH BWIBHV D Q G $ O R QGIRFODAVQN H U
, QN K6V D Q G $ O R Q H & O ¥ W\ BMMBIRP I HLLQERPHD L Q
, QN KFHR Q | H U HE&FFRMDE QH WKW FBSR P D L Q

, QV KB FBSR P DE QH DWE@H Z1 6 659U HF RIRGWP S S/ H U YRHUFR B Y D QBQ R VRKHHRI U
,3Y 6HMVKROORZIRQURNDP S@6 FRQILJIXUBRRRV

1 RWHW KMHE WQ | HUHIDFBIB WL DASnference-2-StandAloneCluster.example.com WKHQ
WIGRPDULGWHEV¥RQIHUHRQW¥BQGSORQHEHRAFRWNWEBHS BFWHIF UHDWE F S
GRPDAL@QGHRIQIHUHBWFBQGSORQH&OXVWHU



http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/10_5_1/CUP0_BK_CE43108E_00_config-admin-guide-imp-105.html
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/10_5_1/CUP0_BK_CE43108E_00_config-admin-guide-imp-105.html

JLIXUH3Y'16 6595HFRIRBIPSS/HU YRRIKDWD W XUH

_umpp-server Properties ﬂ |

Service Location [SEY] | SEcurit}II

Domain: Icunference-E-Stand.ﬂ.lcunelilusteral:u[lljd_e zample.com

Service; I_Hmpp-server - I

Pratacal; I_tu:p _ﬂ
Friority: |2—
WWieight: IU—
Fort number: IEEEE—

Huost offering thiz sermvice;

cup-dod&?-wd.example.com.

] I Cancel Spplp Help

371256




JLIXUH3Y'16 6595HFRIRBIPSS/HU YRRIKDWD W XUH

_xmpp-server Properties ﬂ |

Service Location [SRWY) | SEcurit_l,II

Domair: In::n:nnferenn::e-E-Stanu:l.-'-‘-.IaneEIusterahﬂﬂd_Example.n:u:um
Service: I_Hmpp-server j
Protocal: I_tu:p j

Friarity: !D
WWeight: IEI
Part rumber; |5:ZEEI

Hast aoffering thiz semvice:

cup-dod&7-vE.example .com.

k. I Cancel | Bpply Help E
=
JLIXUHL6 &RQILJIXURMKIDRAD W XUH
File Action Miew Help
1l & @&
Name [ Tvpe [ pata [ Timestamp
e =] _fabber Service Lacation (SRY) [93][0][5268] cup-dod67-vé. & xample com satic
5| cites =] jabber Service Location (SRY) [1][0][5269] cup-dode7-v4, e xample com static

:
=]

| conference-2-Stani
| tep

371255




SROLGAFHWWERRIMLIXULRMLRY)HGHUDWLRQ

» 3RO(UFFHSWIRMLIXYBWIARQ
» &ROILBROHRMW33)HGHUDWLR®@

SROLEFHSWERQILIXUDWLRQ

<RXDBRQILHEEHS WI\R &N | DXFOMLAEW 33 [HGH U D WALHRHF HS WR P VWS HF L 1\
W KHWHG&PDURKLKFRX D QWRS SWKH F HSWICRIG L U H W CARMKH FHS WK RQ
\R>¥ RQILVWKGRP DQMPIHRDSROHFRHSVDIRRMPHROORZLQJ

= L IWKH,RY,' RW KH/ Hi¥ser@example.com FRQIL VW HG QB DRMPIHY KH
H[FHS\UEfafgple.com.

s  IWHHWHHQW® KSSAHWRMWQDPH LGRBB |RY, RWKHWHRKH[DPSOH

user@hostname.example.com FRQILVWHHHWHGRDP DQLMPIHYW KHFHSWOVRQ
hostname.example.com

m <R¥XDRVBZLOGFDBWHKHHWHGRBDQLPHYW KHFHSWRBQDP SWHKYHD O XH
* example.com DS S OA KBNR OR Bkample.com D QBQV XE G R RDdx@mple.com |RU
H[ D P S€odhkewhere .example.com

<R®XVD\WOVERBHFWHKH UHRMKIDRMEGUHV HEHWHYDBEEOL KBNROHFRHS WKRIQ H
GLUHRWWRBUMY DLODEOH

= $OIGIGHUBWAGHWP WIRHERGRPDLQ KBNQ®&UHV HEHWHY DB R BW Q DH\O
W U DIRLRYRQBRP LIQRW KIS HF LGRIPG® L Q

s 2Q0MQFRPLOPCGHU BWHSHWWWKBHERYGRPDLQ KROOBRE QU HV HEHUHY WHRH
UHFHLYHREQBDGHDRWRMS HF LG RIPG E QWK BID Q&U H V HEHUWHY G RHVRWH Q G
UHVSRQVHYV

s 2Q0RXWJRIHBHU BWHGBMVMRVKIHE R YG-RPDL Q KROWREZ Q&U HV HEHUHY WRRIH Q G
RXWEREX@OG GCRMDNVRHYHF LG RIPGE QWK BID QBUH V HEHUWHY GRHOMRWHFHLY H
UHVSRQVHYV

&RQILIJZERABLRWO3I3)HGHUDWLRQ

&DXWLRRPDNBFKDQVRQRWKBI33 ITHGHUNMWWRRRORIXVWH V WEBUWHU Y LRH V
WKHVBRLILBGQGUHVH@RUY L FHDEBLIHIQWH &IIDWHR3 5 R X WHKUR RARHR O V

& R Q WJHRO@W HHW ZRBUWIN Y L RHW F&3 ;033 )HGH U RVRIQR)XH PW DRQHK R RARHR O V

&RQWIIHRO@WHDWREHHYLEKHQRXIHYV WBHW F&K3I5RXWHWUW Y [ FOHBEUHVHQFH
6HUYURM WDIMWB/SVHUYLFHYV

SURFHGXUH

JRIL QW K8H. VR L | L&I0G, 0 DQGUHVH®E A L Q L V WXNDHAQ\R B &I ORERIYWBH V H Q F H
,QWREDLHGHUDWIDR®)HGHUDMWIR®ML F\

& KRRWIKSHR OV AW W U RWVCHJ RBR Z@QL V W

« $OORPDQBUHV HEHUWHYSAHPROMGHUWWBIORM33 IHGHUGRMIEHIFHSW
W K R&/RP D MQKMRWH [ S O LE HIRQV KSSROHFR HS\W LR @

« '"HQ\,0DQBUHV HEHUHY G F 9 DG HUNWBIBRM 33 IHGHUG RAEHI ¥ HS W
W K R&/RP D MQVMRWH [ S O LE H WIRIGWISHR O H ER H S WALIRQWV




TRFRQILDEBRIFRDR@ KSHROHFRHSWLR QY

D &OLFAAHZ
E 6SHFIMKR P DQIPRIW KHR \OW PRIW KHW HY B8 DD H U
F 6SHFMKH UHRBRSBOSHROHFRHSWLRQ

G &OLFINYRQ ISROHFRHSWLAGRZ

&OLFINYRIQVKSHROZEQGRZ

TLSHAMRYOHGIKWMWRIHGHUDWERRBPHQGDWLRQYV




&RQILJWHKEHL V BRS D S WBLHAHX USN\B\O L DI@ BIB43 3
JHGHUDWLRQ

YRUO33 IHGHUDWRRQBERDSVBHFN SISO L DOWADI L UHRRQGAR R X VRS HSR UW
| RERW® F R PL@3XW JRAIBIHGHUDWWBRAWRH. VERDSVBHFN $ISWOLDQFH

7 KH\DRMHD P SIDAHF HY VWWRB HSRUW RQVIRHLVBERDSVEHF X SISO L BEIPOHDV H
$OOWDDIURPQD GGUNWRED GG URIGRUW

access-list ALLOW-ALL extended permit tcp any any eq 5269

Allow traffic from any address to any single node on port 5269:

access-list ALLOW-ALL extended permit tcp any host private imp ip address eq
5269

,(NRGRRAMR QI L YWKKOHH F HY MYBR YOHQ\ R S XEODLVBLWOARDIBIGHUDRDWRGR@ 6 \RX
P XVAR Q| L DX B HWRD FRMW K HYRIG HRKH[DP SO H

object network obj host private imp ip address
#host private imp ip address

object network obj host private impZ2 ip address
#hostprivate imp2 ip address

object networkobj host public_imp_ip_address

#host public_imp _ip_address
&RQILIWIWMKROORIBL/GRPPDQGYV

nat (inside,outside) source static obj host private impl ip obj host public
imp ip service

obj_udp_source_eq_5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj host private impl ip obj host public
imp ip service

obj _tcp_source _eq 5269 obj tcp source eq 5269
,\NR>S XEODWLKQ $AHQIDFG GUIHAMY DQXVHUELWRDWRQILWKHROORZLQJ
7KIHNDP SIOMRW ZIRGGLWOARDIDIGHURWGRY

nat (inside,outside) source staticobj host private imp2 ip obj host public
imp ip service

obj_udp _source eq 5269 obj udp source eq 25269

nat (inside,outside) source static obj host private impZ2 ip obj host public
imp ip service

obj_tcp_source_eq 5269 obj tcp source_eq 25269

nat (inside,outside) source static obj host private imp3 ip obj host public
imp ip service

obj_udp_source_eq_5269 obj_udp_source_eq_35269




nat (inside,outside) source static obj host private imp3 ip obj host public
imp ip service

obj _tcp_source_eq 5269 obj tcp source eq 35269
, NR>S X E ORLXYAEXWILSEHDFGGUHVIBW X LR UW FRQILWHROORZLQJ
7KIHN DP SIOMRW ZIRGGLWORDIDIGHURWGR Y

nat (inside,outside) source static obj host private imp2 ip obj host public
imp2 ip service

obj_udp_source eq 5269 obj udp_source _eq 5269

nat (inside,outside) source static obj host private imp2 ip obj host public_
imp2 ip service

obj _tcp_source_eq 5269 obj tcp source_eq 5269

nat (inside,outside) source static obj host private imp3 ip obj host public
imp3 ip service

obj_udp_source_eq 5269 obj_udp_source_eq_5269

nat (inside,outside) source static obj host private imp3 ip obj host public
imp ip service

obj tcp_source eq 5269 obj tcp source eq 5269




7TXURQO033)HGHUDMNWLWRYL FH

<R X HH\BR XRI@/ KKH. V F&3 ;033 ) H G H U BVRIQRX} FOW QR QHHU YRGB FRD QBUHV HQF H
6HUYQRIBHKDX\O¥33 IHGHUDWLRQ

2QFHR XV XRI@/ KH G H U RWRIQRYMH FOW QR QHUU YIIURM KGHHU Y FW L Y DMWQ.RRID Q G
SUHVHEHUWHY DKW R P D W WHREGHEH U Y LHDE R) RWH HAGRD Q X D/ONCYWBIRH U Y1 IURMY K H
& RQ WUHRO@QWMHDW RXHHYLEHQYGRZ

%HIRWRKXEHJILQ

7XWRN033)HGHUDRM RFIRGHRPLVBRLIRREGPXQLFDWQRQEDQBUHVHQFH
6HUYSEGRALQLVWUBWEBRIQGC HUDVKIFIBDIQEU HV HEHHY 5 H @

BURFHGXUH

IRLQWKH VBRLILIGQGUHVHHRUY L FH XVHIQWH RIDFERVRIROGHUYLFH
$FWLYDWLRQ

)URW K6HH U YGHIURBSR Z@QL V WO WRMH U Y HU
& O I'iRN

, QVK BID Q&U HV HEHUHY LOFUHRDO LV REEK W QVHR[AWR K'H. VE R 3 ;033 )HGHUDWLRQ
&RQQHFWLRMIHWUYLFH

& O LG-INY H




6HFXU&LMMUWLIEROWHAXUDRYLRY)HGHUDWLRQ

m 6HF X @HUW L&IRRD WH URWIR)P GHU DS L R@
= /REFDROPDLO®O L GIRMLIBQHGHUD\S L R@

s 0XOBMIUYBHUWL2YFWHS Z @

" 8VIDEHGBLIQ&BUWLIRDBWE I GHUDLR®

m SVIRD&$6LIQEBUWLIREBWIHGHUDE L R@
e« *"HOHUDMWHRI W LGILBEDWEHIT XHRMW33)HGHUDS L R@
e 8SORRRGGELIQMEBUWLIREDBWHHGHUD\E L R@

s ,PSRDARRVS&HUWLIREBWIHGHUDWLR®@

BHFXU&MUWLI&RDQWH XUDRMDBRR)HGHUDWLRQ
TREFRQILYXFXURMWI3IIHGHUDRPRGAR P S OMMRD O RALRFHG XUHV

9 H U W KD@Y®R FSIR® D DQMU H DIVHBR Q | L IR QVKBY V WBI@ GQ H F H V \PID\X IFQUGI'D W H
DQRLVVDRISRP DEGVRBRHNHQH WDREKEP SS/ WHUWLILFDWH

& U H DWKHH U W LR OFEWWLRQRIW KRO O REASRIFHUWLILFDWHYV
¢« BHOLIAHHUWLIRBBYWIHGHUDWLRQ
e &$SVLIQGHIIWLIRB®BYIHGHUDWLRQ

,PSRWMWHHRRBFHUWLILFDWH

<R®PXVWHS MKEVRFHBXHWYL PRIXHGHZDWHHAQW H ZKURNS\ RXGRORDM UHD G\
WUXNVNHZARN KRXRCGWRAWVWRFHGIMXKHH A QW HXKSAHM KB L J QFHHGEJ W L | Z K Bl WHK W
VHOLIQAHHU W L IR BB IRVLQNWGRHDIGHR BRYF HUWLILFDWH

/IRFDRPDLODOLGDWURIG )HGHUDWLRQ

$ O0OR FEIR® D PQVEM. Q F O X @HKH Q H UD WERG S/ WF H U W L 04 LRV B H Q H UNDRAEKIS
[PSS/ \FHUW L MIFO@WSHIMB®R FSIRP D DOMR Q | L IXQBSS HIMKRPDLQVQGRZ
0D Q X DDOGIBQE R P D MCKDWEHO D QIGRHE W KG®RQ HI'S S H.IMUKOH.R/VR FER® D )@V
H[DP SDGIR P DA RERHIRAX U U KK@WIEDX V HDVV L JQRIGP B @& EQRME S H.OMKCH.R/IW
GRPDLQV

JRIL QW KRH. VR L I1L&0G, 0 DQGUHVH®EH L Q LV WXADHAQ W B WFIKOFERBAHH V H Q F H
'RPDLQV

$ | WAHRUK D YYD O L GADREMER P D DQRHU H DIV@IHKBH V W HRPXX D QU R F WIRRG H DWHEHK 6P S S
V VW HUW LR QFEBWALID U WBRHHID L J QFHHGU W LRIDR.B3 WIH) QFHHBU W LIIRBBYWIHGHUDW LR Q
HPDDOGGUHRIWGHUDWQRQOB® DERPDPRVDMVO ¥R QFOX@HBHUWLILFDWH

,\R>XD G &S G DRVWG-H O Bl @R FSIR® D DQWGH JHQ MUEHER S/ VFHUW L | RFEFDWMH V W D UW
W KeH. V E&R3 ;033 ) HG H U VR IQROM FOW DR QHUU Y T RUIHH V W BMIAU Y O REW W IKRH. VV F R
SQLILBGQGUHVHAFHY L FH XVIHIQWH D QIEKHR RVRAR O ¥ R Q WEJHR@W HLD W X U H
6HUYLFHV

OXOWMWHLUY&AHUWLIZFBWYLHZ

,O0DQBUHYV HEHWHY VY RBE S PUKMIWHIU B HIUED V A B U W L [RRDKAAHHUAY LS X B3 RRAH V
WRPHDABP S QEBXEPSS/ VKRXDQHOHHRW ZBWIQQ YHH RBX OWMHIU GHY W U MWERXW LR Q




JHQ H WDRNEIS U R SSUH.IDWVLHE LB Q W/BHT X HEZ B\5 7 K W H V X @ WILGBHGOWHIU ¥ H U W LD QRSD W H
LVDV VRF IFIKBRIBLIQEBUW L ILL\G DW RIRD B L ¥ IVQ O EXKRAM IGHHW YLHYY KEHO X \RWQH U

X S O RIMGKPEK OWHLU ¥ H U W LWIBRIRWWHLHD G L Y\L 16 X PLER KEHO X VR BR UHD IRUPR @/ L R Q

P X OWHIU FHUW L | V FIBWMHHAZD Q&K D Q JH® W ¥ KHD\S R K5HH O H DR W IFR&LV BRLILHG
&RPPXQLFDWQRQMJOHDV H

S8VHD6H®ILIQKGEG UWLILFIWMWH)HGHUDWLRQ

7 KLWHF WELHRVGEF UKEHARY BVHO LI QHGBU W LIRBBYWIHGHUDWL Q (R U P D RO Q J
D&$VLIQHHUW L MHBDMRHDE $6 LI Q& BUW LIREBW HH GHU DS L R@

3URFHGXUH
JRLQWKH VBRI LILIBGQGUHVHQFHUDWL\QN G P LQLVWDHQWRBUIDF H
& KR R&HHF X UILSAH U W L ILFQBVIH P HQ W
& O L'FHNQ H U BMMMIL JQH G
) UR RV I&HH U W L B XFUS\WEHHESR Z@L F MR RMg+xmpp-s2s D QB0 HIQHU D W H

5HVWDRNWYV F&K3 ;033 )HGH U RWRIQRM W DRQHU Y IFRHQY/WR KH. VR L LB G
DQGUHVH@WRHUY L FH DENIHIQ WHN &I KOFRVRIR © ¥ R Q WUHROW HHWW Z BBIN Y LW IRV
UHVWBNMMUY LFH

'RZ QO PM®&H QMK-HH U W LWMIBRERWMHCHAUH W/ KWVWD BHD G GBIBW U X W WBHW LRIOF DW H
WKHI3B VHUYHKUIVDRH,0DQ&BUHYV HEHUWHY QRIERHDQRWEHIUIV HUY HU

S8VHRID&$S6LIQKREG UWLILFIWMWH)HGHUDWLRQ

7 KLWH F WBLHR(F UKEENARY B& $V LI QHGJW L) RIWRU PD BV QDVHOLIQHG
FHUWLMHSDMOMHGLIQ&BUWLIREDBWIHGHUD\S L RIRXVE& $SVLIQAHHIUWLILFDWH
FRPSOMMRDORZLQJ

s *"HOQHUDRMHR W LGILB QB/@HT XHRMW 33 )HGHUDWLRQ

s SSORIRG6LIQEBUWLIRDBBWIHGHUDWLRQ

*HQHUDRMR W LO6LBQWBW@HT XHRMW3I3)HGHUDWLRQ

TKISWURFHGHVHUKEHNRH QH WDBWHW LOLBOBE@GHT XHE S IRDOLFURZ RUWLILFDWH
6HUY L&FH V

1RWHKLOHKIVRFHGWERHQH WDRWH RYL JQD@LIF UR& RUW L 6 HFRDWEFHW KMV H/E R
JHQHUWDRHS VWHSMDSSODKHIQH T X H DWH. QW LIU RIPDQRH U W L$ XFMDKWRK L W\

&RQILIXHHRPDR® KBI33 FHUW LMHHEWEOP D 9 O L GERULIBQHGHU D\S L R@
SURFHGXUH

IRLWRKH VBRLILBGQGUHVHQAFHUDWLVQU RS PLQLYVWA\DHIQWRUIDFH
& KRR¥MF X ULSNHUWL IAFQWIHHP HQW

7RIHQHUWDR6S SHU I RMKEIMMAH S V

D &OL*HNQ HU & BVSH

E JURW KHUW L3 XRBWEWHSR ZQL ¥ MR RSP S SV M RW KFHH U W LQIDFPIHW H
F &OLI'"HNQHUDWH

G &OLENRDHQGHWXW @D LFHUWLALRDGWHA
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7RGRZQORKEr | L KR XQR PDEKLQH

D &OL'RN QO R®ED

E JURPRZQORMBE®WL6LB QWBWEHT X H\LWY G R K R RW Kddup-xmpp-s2s.csr ILOH
F &0LRN QO ROEBWERR Z Q O/RKIIBAVNR XQR PO KLQH

8VLQOWHHWEL W HQKEEp-xmpp-s2s.csr ILOH

& RSWKHRQWR Y\WM6 51 LOH

IRWHR R XVAR SDQQIRUPDVRIPRBQFOXGBQI&(57,),&$B(48(6 7TWRQG
LQFOXGL&(57,),&$B(48(67

2 Q\ R XIWQ W HHURH\WEHIIR ZW R X&J$VHU Y RM[ D P SK:tp://<name of your Issuing
CA Server>/certsrv

&OLBNTXHDAMAUWLILFDWH
& O LFANY D Q FFHH® W L WLHF DXAHH W

&OLPNEP DWHUWL WLHFDXBEWVXW L @PEDVHHQFR&GHG&RB. &6 ILORWV XERLW

UHQHUBDXEWWLRQEDVHHQFRGH®E ILOH
SDVWHKHRQWR RQ/\KN 51 L OMMKBRW RSULHGNVN HEQW RHD Y G T X H VY MO G
&OLBXEPLW

2 Q\ R XIWQ W HELU@REZWUHHWAX\ @815 / http://<name of your Issuing CA
Server>/certsrv

&OLHFNHWKWWVD WIS HQG IFRILU W L ILHFDX\HV W

& O LFFQV KFHH U W LU HA DXCW YR V V X H)GKSHU H Y IVRDEW L R Q
&OLBPNVHHQFRGHG

&OLRMNQORMBHUWLILFDWH

6 D YW KHH U W LWIFR RWRHPID® K L Q H
D 6SHFDF\HUW LIILLG B Rédp-xmpp-s2s . pem
E 6D YW KH UW LD MF DSWH X US MU W L IL FDWH

7TURXEOHYV KRR KEHAR/NMNX S SR G RMBR@Y D Q&BU HV HEHUHY E K B Q J\W W W/ @Elp-
xmpp-s2s FHUW LR XMBWYHJIH Q HWBWIKDGHM 5 R P DAIQV W

8SORD&$6LIQEE UWLIRRDYWH)HGHUDWLRQ
% HIRWRKEHJILQ
&RP S OWM WHA H.SW O H UMK W LGB D WEHT X HRW 33 )H G HU DG L R@

SURFHGXUH

/JRLQWKH. VBRLILIGQGUHVHOEHU DWW L\QW RSP L QL VWIDHAQWBUIDFH

& KRR&HHF X UIL&AHU W L ILFQBVIHH P HQ W
&OLFNORB®BUWLILFDWH F&HDUWWLILFDWH

& K R Ratipt-xmpp-s2s | R&H UW L1 DPHW H

, QV K6HR R&H U W L I L FHIEVGH FW KJ-D PRIW KR RMUW L I L F D W H
&OLBSORP®H




% URZ2ZWWR KOHR F DRW RREP V L J QRHH3U W LWLKRIRWY Bl Y WER XQR PIE KL QH
&OLFNORPD® H

5HVWDKAVV FRR3 3 ) H G H U BRVRIQR)XH W DRQHWU Y IFFHQ/R IKH. VEBRLILIBG QG
SUHVH@IRHUY L FHXVHIQWH &IOFRVRR O ¥ R Q WWJHRO@WHHMW Z BUIN Y LWIRMV WD UW
WKLNMUYLFH

IRWHRXSO PP &OWMAHIU ¥ HU W L\IR P XWWH V W E®B3/5RXWHWUW YR@YOD QBUHVHQFH
6HUYQRIBHW KKHD XVW HU

,(NR>PLIJUDWRNPHOLJQM&SSV LI QHEU W L | WREWLHIV § © DJ QRHH3J W L 1S HF D \WMBV\KH
VHUYW BMWRWHK BID Q&BU HV HEHUHY QRIG/H DY MOKRHU LIV QD DI QRHHU W L L@V KXW H V
V HU YW B M WWR WDHRWQ V VEHF D XOWAHH U Y3 UFHHY MQWHPR Z H Y HUHH GHRGEDQHOHW H
WKHVUBUYXWWBHWLILFDWHYV

6HM KHFWHREMIB LI QHEXZMUW L ILEDWMWKDSWH B HF X BRI LJIX RQWLRQ
D Q®BUH V HEHUHY ILRHKD-S S U R SUH.MRIROW KIHR O | L J X DDWERIOO LV W LIDQER &V HQF H
BHUYRBH VBRLIBRE®PXQLF DWQRQNU

,PSROSWRR&S &EHUWLILFIDWH)HGHUDWLRQ

1 R WHK LWH F WGLHRGF UK EBNRD Q X DX O \R\Dirp-xmpp-s2s W U K WM WW L IW RDQIGV
3UHV HEHUHY KR DROXRW KH UW L | P 5 RAURAIBRX W RPDWE 6 BEOXGR S S/ W U XV W
FHUW L | Z RIDFRAFHW &HH UW L | P 5 RARRORLIYW KH. V FBR) L | L&H05, 0 DQ GUHVHQFH
BHUYBBH L Q LV WXN\HAQ W B &IIDRERIV\W W H 5 H F X UIL&H U W L |, IPFIRURVR DQGH H

W KK O @I RIUQ V W U XRFMRIR BRYW KW R R O

,1,0D QBU H V HEHUHY LHFGIH U D MYBIRA Q W H USQEFARP P R QUA\X & W H W L $ XFDIURBIS W \
V L J QAKEHH U W LR MFOBWY H U\RUR. X/ VS O R\DKGR R MU W LI RVB MHEIW RQO D Q G
3UHV HEHWHY QRIG H

,1,0D Q&U H V HEHUWHY LHGIH U D MUWBIA Q W H WS KXDWHBY H @ IL J OFHHAU W LU DMBMVIKIB Q
FHUWLVYLBOBABF RP PR @QX W HGEFDRSORDKAHO L I OHGJ W IXVERWEYRFHG XUH

% HIRWRKEHJILQ
'RZQO RDKGR R $F HU W LD QFEDW.NVRR XQR PDE KLQH
URFHGXUH

/IRLRKH VBRLILIGQGUHVHQRHYREHUDWLVQNHREPLQLYVWWHWL R Q
LQWH RIOFRMHFXULSAUWL IQFQ@QBWIH PRIQOND QBUHV HEHUWHY L F H
&OLFNORRBUWLILFDWHFRKHDUWLILFDWH

& KR Raapt-xmpp-trust | R&HUW L1IDRPIHW H

1 R WHH D WHIGHR RIVID P HL HEOAED Q N

&OLBNRZVIPBURZWW KOR F DRW RER R $F H U W LWLKNIRMW BIH Y L BRVZ QO RD®GH G
VDY WERXO RPDEKLQH

& O L&FS\O R PLGMRS O RDKEHH U W LWIWFKDBIDID &U H V HEHUHY Q RIG H
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I1RWHRR XVWHS MKEWVRFHBXHW L PRIXHGH ZDWHAHHAHQW H ZKWRN\HS\ RXG R RW
DOUHDGBGXVNWHZARN KRARCWRAVRFHGIMKMHHAQWH KSAHWRLIQHH3JWLILFDWHYV
ZKHWHWHH O L J QFHHU W L I BHEs/0 R @ GRHDIGHR RS FHUWLILFDWH

7URXEOHVKRRMRQW UKW WW LU WHIEM HQHRGE D Q Q\IRAR@/ K6HH T X LRCH. N Q @&/H
FHUWL IEPDWAM®/ B33 IHGHUNMWE RQHWWILQIR Z




(PDIIGGUHRYHGHUDMRRIQIJXUDWLRQ

= (PDURHGHUOWDRQHPHEQV®
s (PDISGGUHRMYGHURRORVQGHUBWIL@RQV
« (PDISGGUHMHWGHUBWERRODWO WRPDHOSY @
« (PDLRPDIARQILIXUPWURKH Z @
« ,QIRUPDWRURPW®RHSIE PLQLVROUZWRUBPDIX® @
« ,QIRUPDWRURDLODHEUHV HRHFHY BV HUS @
« (PDLRPDLO®QDJHP,@YPMA U DIFQBHR/QWU LFSV L BQ V
= (PDI$S@G G UHRIY GHURRIORDI X DREPLIR'@P D LO® Q DJH PH W@
« 7XWRQPPDURYIHGHUDWLR®@
« 9LH®PDLRPDLOY @
« $GEGUSGDWHLRPDLX® @
« '"HOHWGPDLRPDIX® @

(PDLRYHGHUDWUREDHPHQW

"KHQRXW XR@/ KH DD G G UIHRWN G H U DRMDLVRQWDHY &U H V HEHWHY ER B Q YHIKVH R W K H
O R XV KH DD GG URIMVWHR QW D F W

,\R D YOHR Q W H U BGIS D\ HRRN@ WVWXRIQ! KHHP DI G G UIHRWN G H U BYDIORIQNV HUF O XV W H U
QRGHRR X®&H SO R\ RR@W VWK H BV WEBHW F&K3 5 R X WHW YILIMHHP DIIRRHGHUDW LR Q
IHDWDW KUR® G

,@QRO33IHGHUGWSER K\ HEHDD GG UIHRIN G H U DRDLVRGRIHVMRAAX U U VXS &R U W
WHPSRR®HUVYV LV WBRRE QPP XOW LF 0XYBUHY HEHWHYGHISOR\PHQW

,QV KG-H SO R\'? FIQQVIZ ¥ HRVHK HDUWRHX O W, D S QBU H V HEHFUHY E B M V MM KIMR FBIR®P D L Q

W KOHR XIV®! D PW-X DD \E B/ H QWIR K H G H U D WHAK IR Q OF S DWW WR/KEHK VR RIPW K\ WH

QD PW KOMY S VIR N H G H U B WHHYS KXY HLI® W KOHR IXIVOLLY V WRHDIEHP DL G G URIN/K H

O R KIVOIUR® KM RKQF W L RS B O DWXHRW PTKAR/Q @ F F XV H P S RRIBHWUVV LVWHQW
F KDV R 2 Y WHKG H U D WHHGY

(PDLSGGUHRYHGHUD®RAQLGHUDWLRQV

'KHQR» RQILJXDOIBU HV HEHUHY WERN W KHP DR GG UIHRVW/3 3 | HG H U D WDLR® , 0
3 UHV HEHUHY L E B SWK BID G G URIM/WOHR IKIVEH RW KX H H PDR GG UHY® B PP XQLFDWLRQV
ZL\DKH G HUPRQMED F W

%HIRBW XR@PDDOGG UHRWQWHUGRBEBUQQRUVRIOROORZLQJ
s  \RXDYQRWWWWHPRIWGEISZDLWHKHHWHGRP DD QR X L WKW XR@ P DILRQJ

IHGHUDWMU RBR P PW Q\IRWV XRI@/ K\L N W WH IFRIMHENJ IMRGCGGBOQANH G HUBRMED F W V

s, \RXVXR@ P DROG UHMNG H U ID/QBR Q KR HORKAD YCHP! P DL G G UFHR/ Q| L JIX@F\G L Y H
"LUHF WRDQSU HV HEHUHY K F HVK H R W KV HRIIHGHUDWLRQ

= $SUHUH TPRMWVKIABHWOW KD YEH VBRLI KRG P XQLF DWQR @A, Ol RHD PR HU
PXVRDWWK K E RDD GG UHRWKH H UV KO L Ol L HER®W KW HWP SWEB RHRAMRQWDLQ
DIX@aPDLhGG U HOWMDQEU HV HEHUHY G HHD X\ORW VDD QBU HV HEHUWHY LFRW K HU
IRRHGHUDWLRQ

s, \RXVXR@ P DROG UHMNG H U IDQBRG H UPRHVEIVAWKH RDQODQBUHVHQFH




6HUYXV D WKKBQL®YKH DD GG U HWVDQEU HV HEHUWHY G B RS W HWHHT X HM WH/Q
YD HP®DLGGUHWRQ I L JDRWHEY HU

s ,0DQ&BUHYV HEHUWHY GRHOMMWK S SRRMD O L DRWWH° DD G G UIHRWN G H U DA\DLVR QU H

(PDISGGUHRMHYGHUBWERRODWO W RPODH QV

7KKP D I$@ G U HRMY G H U D WD AU PPV WA BRPIHLTKMR O ORZ I RQUIKR DVH[DPSOH
RPXOWLBRERP D WKDVEH LRVHBIHGHUWWBIGLF

)LIXUHP D 1$@G G U HRAWA G H U DAX SIS IERIXX O WGE_FSPDIL Q V
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3TTET

[ IWKHIHREODQ&UHV HEHUWHYGHISOR\PPRW®D IR RO WHRSIHERP D L@ W X VAKX E ON K K
UHTXLLUHEDS 9U HF RIREAY FKKR HPOGRPDL Q

JRUOS3IHGHUDWEREPSS WHFXBHWW LR XMOODWEHO®R F OQIEP DERPDLQV
LQF O PGBEKE M$IGIWD P H V

(PDLRPDIARQILIXIDWURIQHZ

ODQXDZBDEPBGLWPQERPDLRW HLWK(RDISGGUHRWMGHUDWDLDWGGRIFWLRQDO
VLQPD QBUHYV HEHUWHYDKW RPDWHBPDB®Q L TGRP D LRWD FRW KW HUPDL O
DGGUHDN @BWHNKIDQ R U P RWIKHAD $G GUHRVWYWGHUDWLW@UH

, \R D YGR P D MGKOIWX HDK/B UGIRW WR Q | L IDRUBIIBQSBU H V HEHFUHY E RO VR
FRQI L YWXURMH WAK HROF D B D Q X [DAEGH K RG/RP D MGRYD Q&U H V HEHFUHY X ¥ HW K H
&LVPBRLIL&G 0DQGUHVHOEHL QL VWI\DHIQ W B $I®R MDA RERHORAX U U HKOW B \
DQXV HDVV L JIQHREWK W R P D W L ¥ IDXBIGR FHPDE R P DLLEP K QW HU I DF H

8 V HWR P D MWCKDW¥V H @ (P D 1$@ G U HRAW G H U IW®IR YW\ W RIP Q D JGIRSP D RQV K H
(PDL®PDLOLQGR@W KH. VR L I L& 0 DQGUHVH®EG A L Q L V WXADHAQ W B 7 IKDHAHH
D UGIRAAR Q | L J XZUDNEI®H HIQ W HU I DF H

,QIRUP DWRURQW®HSHE PL QL VRADULEIWRU QP DL Q

%HIRBN XRI@ P DD GG UIHRWN G H U D ROPRNO MUW V WBIEGP L Q L \RWMKEHWRHIU Q D O
GRPDAWHKROORZLQJ

s <ROUXVLRABDDLGG UHWGH U D/QMR® WH HU/ KHW HGR B DROQVWWEHFILGWP DL O
D G G UAHK/MWMDG G DOHG H U B RVBDAE KA R Q@ WODLRAW




,\R>0 UMO UHBIGH U Z WW/&EH W HG & P DD Q\&R XZ L WKW XRI@ P DILRRH G H U DWW HRIQY
W KH W H G @ B DRDQVWH P RW KH L V WH. @K U PRQMED@/W F R Q WOLRMWYGGWE K H V H
IHGHUPRQMED FIMAS HF L ID PIDRGG UHV V

,QIRUPDWRUR @ LO®OHBUHV HEHWHY BV¥HU V

"KHQRXV XR@ P DR GG UIHRWNG HU D RPRYOMR WOLQED Q&BU HV HEHUWHY KF HRW K H
IROORZLQJ

JHGHUPWQWORWYHPDROGGUHYV VWM KIYGH HIUB# GRPDEQRUHV VHV

"KH@GGIQHE RQWIRWYR Q WOOLAWAG H U B RQMEP K VAWR X V W KHP DI G G UIHRVWY
DQ&BUHYV HEHWHY X¥FHUD WKKIBYEH HUB# GRPDLQ

([LVW,I0QDEUHV HEHFUHY ERB W IRRWWK/H G H U D BWH ISKAHRUQ VIODL RINDIWLIHG G B IGW K
X'V HIUBY G R PIX\ENW H P R YIHIESG GBI ED K @ L W ¥HP DR O G UIHRWWK BID QBUHV HQF H
6HUYXFHU

$QPHVVDNKDWQEUHV HEHUHY URAH LY RIFM G H UDRQMVBDY R HUB¥ GRP DL Q
D G G UBINGBIU R S SHIED HWIVS S MJRFIV KHD P BIWW KHP DL G G UFHR/@| L JIX@F\E LLYUHH F W R U\
D QW KHG G UFR/Y L JIXQ@VHE/ HW YD RQBD QBU H V HEHUHY L F H

,1,0DQ®BUH V HEHWHY X ¥ HD®@ U HODGAH G H U P RIQMER BWK\A R Q WO RAMMHWY K HAMH U V
VL 1@VWR KHO LBIZDAMOK H G H UPRQMPIRMWBS RX F R QW DW GHRRD GG UH V V

IRWHKHQRXV XR@ P DL GG UIHRW G H U IDMIDRIEU HV HEHUHY K ¥ KFBUR H\2 7 Q H HAGR

FKDQDE\W RIQY BFHO LAWY K AR Q QW VD QBU H V HEHFUHY IQFRBJRV K HOQ W HDUD F W
GLIIHUHQMKDQBU H V HEHUHY QRIG H

(PDL®PDL@DQDJHP HRDMHUD PWIBRIGWULFWLRQV

<RXDRGRGHOR®GP L QL \WDQDIHREP D MKDWBV V R F [ZD WAHGR FIDX V W H U
<R ¥ D Q GIRSW W WRIPQ D JGRP DL QV

<RXDQ GIRKSWW WPRIPQDJRMHBG PLQLWWQDWHHRREP D WDV V R F LZDWRHGK H U
FOXVWHUV

, WS RV YV MWERDHIHG R P DALRXQ | L IRQVWHZER0 X V \B KMV R QR Q @NKSHH HFIO X VAKHIMS SHD U V
D\DV\VWPFPQ D JGREP DRR@QY KOR FIDX VEKEW GHQ WM HHQIV R R Q ®AKSHH HFO XV W HU

YRUO33 IHGHUBRWIEBQ R X VWH JH Q MUKIAE HH UW LR XEPS\SA \LD G G RQJ
UHPR YOL@OD G GUGRRDLQ

(PDLSGGUHRYHGHUD®RBQ IJXUDQWGRIMLBPDLQ
ODQDJHPHQW

7XURQPDL@YHGHUDWLRQ

1 R W,H\ R K D YOHR Q W H U BGI8\D\R HRURN® WWW/XRI@/ KHP DI G G UIHRIN G H U RIQR Q
LQWHURRGCHBRNEHSOR\PHQW

URFHGXUH

JRL QW IKRH VR LIL&G 0DQGUHVHOEHAL QL VWXDHAR W B &IORRIEH HVHQ FH
BHWWLQJIV

&KHPRWKB DE®WRI(PDLEG G UHKWHQHG H U DRHBR |
5HDW KZHD U QR BV V DD BEO L2F N




& O LG-INY H

$ 1 WAHRRXV XRI@ P DILRRH G H U DWAIVRIBEHW F&R3I5 RXWRUIL QYR KH. VBRI LILIHBG QG
SUHVHQ@RUJY L FHXEHQWH &IDFERVRIR O ¥ R Q WJHROWHHW ZRBUWN YLFHV

9LHZPDL'®PDLQYV

6\VW IRP QD JGIRP D DQG R FEIR® D MKDWING P L Q L VPVD QIDVIBREHL VV S OPQHKEH Q BQ G
/ILVWDL®PDLQUQGRZLWIRH VBR L IL&G 0DQGEUHVHOEHRL QL VWDHULR Q
LQWHUKIBRHQGR@V R HF L4 KHWHKBIRIKG P L Q L VAVD QIIGREP DAV R Q | L JR QUHKGH
O R FFIDOX VIAHHIUD X VRVBHRUN K

3URFHGXUH

JRL QW KH. VR L 1 L&10G, 0 DQBGUHVH®EG AL Q LV WX\DHAQ W B W&IORRIYU HV HQ F H
,QWRB DLYHGHUDWIPPQ)® GHUDRMBLQAMKHLQBQE. VWDLB®PDLILQGRZ
DSSHDUYV

$GRBSGDWHLAPDLQ

<RXDRDQXMI@ DG GUGNKND MWW XOUR FIDX \DW KBS G DHWLHY WALG G UGB R W D MWD W
D URQR XQR FFIDX KW H KRH. VBR L I LHIG 0 DQGUHVHA®EHL QL VWIDHNQWRUIDFH

<R¥DBQVDBRBPDQMPRIXSVBPD[LPXH FKDUDMB\QBDKXRP DFRLQ/BMK QL DFHIRV V
W KFHD X VSDHDLR ZYDE@BIRBHQX S SR O R ZAFHDMHH WDV 88 DQOXPEHU WKHNSKHQRU

W KGR W7 K 6 RWH U YDHDG R P DA IPE/HHG D U TRWP R L0D E PHOYQ\RWW P UMYK\ S K /K D DV W
ODEMRBUDP S CFHR P X VA\RWW P UMFR X P EBBF RPD @i [ D P SROHQ Q Y BRIP® L Q

6\VW RP QD JGIRP D DQG R FEIR® D MKDWING P L Q L VPVD QIDVBREHL V S OPGHKEH Q BQ G
/LV\RPDL @QLQGRELALQGRA@VBHF LA KHWHDBIRIKG P L Q L \PVD QD\IGREP D70V
FRQILJRQHGR FFIDOXX VSHHAUD X VRVEHRUIV K

6\VWIRP QD JGIRSP D EQD ERNG L W HIFED XWKE UHI V 1$ V\V WRPQ D JGIRP DL Q
DXWRPDWMHFRPIFGPLQL VWD QDUEREP DLYOK HDUWHHRD R QXM HR@V KH V WHIPW/KK D W
,0DGGUGIRRDLRW[DPSGKWRV EHOHWRKQBGR@H OB ®RL Q L \PDQDWHRE
GRPDLQV

3URFHGXUH

JRIL QW K&L VBRLIL&G 0DQGUHVHOEGHL QL VWX\DHAQ W B W&IORRIY BIHVHQ F H
,QWRPB DLYHGHUDWIPPQ)® GHUDRMBLOANKHLQBQGLVWDLRPDLQ@YQGRZ
DSSHBUVSODD@RL QL \P/DQDVBRESE\ VW PP QD HREDERPDLQV

3HUIRURWKROORYAWURQV
. &OLFONAHZWRGDBQHBRPDLOHPDL@®PDLOLQGRIESHDUV
« &KRRWHKIR P DURGILWRW KHR/IGR P D LZKWP DL'@ P DLDL QGRESHD UV

(QWW KHH B R P DQIPIHY KR P DLDD P ML H D QW K A Q L6FONY H
(QWDBKXIQ L TORP DRIPXSVBP D[LP XA F KD UD F/OIDRZDEQBWBHOXSSRORZ HU

FOVOHWOY M3 DQOXPEHU WKHSKHOQRW KERW'RP D LAD E PIOYVQRWW B UWY K
K\SKHRWY KDV WEHRB D P S GFHR P X VARWWW P UWR X PEH U

7LSSZDUQRRVVISSHDURDUXNVLD/F;033 I HGHUDRK¥ KR >SWR F WHRGQH WD W H
QHZ/6FHUWLILFDWH




'"HOHMEHP DL ®PDLQ

<R¥DQHOB®RL QL \PVDQDVHEDDL GG UG R F'D MQUDWIHY KOHR FFIDOX \KW HWY J&H. V F R
8QLIL&G ODQGUHVHOEHRLQLVWX\DHQWEUIDFH

6\VWIRP QD JGIREP D EQQ ERG\HO HEWIH B XWKHHB UIHI VIS VA\VWPIPQD JGRSP DL Q
DXWRPDWHFREINGPLQLWDQDWHREP DLVOK HDWEHR R QIM HR @V WH V WHIPWKK D W
HPDGERPDLRW[DPSOKXWRVIGHOHWRRQRGRWHOB®RL QL WD QDWHEP DL QV

1RWHRXGHOB@WEPLQL VWD QDWHREP DA RIDWR Q | L JX @ RED R IEH HF O X V WK BV
GRP DLHP DL QVOHG P L Q L VAVD QGREP D I0Q W R/Z H YW KB RWP DD UNDABR Q | L JRQ H G
W KSHH HFID X \RWDITURF R P S O HWM Fl RW KHHQ WL R WP X VGAH O W WEHR P D IURPE O X V RV@ KIVF K
LWEFRQILIXUHG

BURFHGXUH

JRL QW KRH VR L IL&0G 0DQGUHVH®ERL QL VWX\DHNQ \R & &I ORERIYWBH V HQ F H
L QWREDLYHGHUDWIPRQ® GHUDRMBLJMHLQBQE VWWDLB®PDLIYQGRZ
DSSHBUVSODDM@RL QL \VADQDVBRES\ VW P Q D JHREDR GG UBR DL QV

& KRRWHIHG P L Q L VA/D QIDVIGREP D MGRH O KWLHR QRIW KR O O RIZH\Q B P@W KAQL F N
'"HOHMHD HFWHG

e &KHPWKHKHER [ HBH V IVGHER P D MGRH O HW H

« &O LEFHNO HFOVDRH O B @& P D L QMCHR/DG P L Q L \PVD QDVGREP DL Q V

& O LE.NWRR Q | MKEHH O HRABLARIGFINQ F H O

7LRXOLEFONHPOORO HDMIBIOHFWLRQV




GHUYLFHEBRERQ@QLWXUCRYHBEQG UDWLRQ

= /RFDWR/RQLORW33)HGHUDLR®@
s 7XWROPRIILRIHGHUDELR@

s + RAWRHV WDIKBAVY ER35 RXWRBU @
e &LVERISRXWIBU @
e« SHVWDWWH QYFRKRIS5RXWIEBU @

/IRFDWRRRJ)LORWYO33)HGHUDWLRAQ
7TKHROORZRDOBSONRB3IHGHUDWLRQ

xmpp-cm-4_0000000X.1log located in /var/log/active/epas/trace/xcp/log
<RXDDRDO¥RSWORIEF WKEH. VBRLIBHG/A PHRQLW RRR®I0 7

7XURQRJIJLQRYHGHUDWLRQ

S3URFHGXUH
/IRRQVRKH VBRLILBGQGUHVH@HUY L FH XEHIQWH & HORERIYUWHD FH
&RQILIXUDWLRQ
JUR® K6HH U YGHURSR Z@L M MR WHS BID Q &U H V HEHFUHY Y A K YDHQUSO L*RN
JURW KGHH U Y LFRDCEBRVF KRRV QGUHVHQHHUY L BIOHBO L*IRN
SHUIRLMIWHKROORZ2NAIV
D )RB,3IHGHUDPKRR® KH.V F&K3 6, 3) HG H U VR IQRXMH FOW DB QHLUU Y IURMY K H

6HUYGPRBR ZOQL B Q0 RN

E J)RUO33IHGHUIPMRR® KH. V F&3 ;033 )HGH U RBVRIQRYXH W QB QHHU Y IURHP
WIKHIUY GEBR ZQL ¥ B0 RN

&OLFUNDRKB

& KRRWIHHE X3 U D FHY H @/ KH D JFLHO BHHAUW LICRIYZ D QWRQ D EKDEHX O H RO KMU D F H V
FKRRWIEXUR'WEXIUDFHY HO

+RZWBHVWWKMALVER3ISRXWHU

&LVER3S5RXWHU

,(NRPDNBIQFRQILIXBRWQFWM, 3RUO33IHGHUPWQRQ@XUVRX XRUWH V WEHW F R
;&35 RXVRIQOD QBUHV HEHUHY LEFRXUHV WEBHW F&35RXWEDQBUHYV HEHUWHY LFH
DXWRPDWHV MDDBWWILIW HUY LFHV

1 R WAHK\IRWP X VIWH V W/ BRHW F&R3 5 R X WHRWXRIQ QW XRI@/ KeH. V E&R3 5 R X W, W B XV X U Q
RIW KRH. V E&R3 5 R X WUHILWWK K DB V W/ BN MU Y L DH $0 H V HEHFUHY V. AVHROSROV K & 8
VHUY LEXEW H T X B QM YV K WQRI@/ K B 3 UR X \WOHDWQ BU H V HEHFUHY G RHDR W

D XW R P D W XRIPOKW K&V H U Y LIRBQYH HERD Q X DIDXR@/ KW K& BV HUY LF HV




SHVWD UVWKEQRVYERI3SRXWHU
BURFHGXUH

/IRLWRKH VBRLILIGQGUHVHHRUY L FH XVHIQWH RIDFERVRROYRQWURO
EHQWHHWZRRBINYLFHV

)URW KHH U YGHURBR ZQLV MR RW RHHU Y HU

& O I'iRN

, QVK BID Q&U H V HEHUHY LOFUHRDO LW RUHD GELRV QVHR/AWR KBH. V F&R3 5 RXWHWY LFH
&OLFHNVWDUW

&OLFENZ KHOQP HV V OLXHG L A I W P DWMLONHK L O H




JHGHUDWMRHJI UDMULIRQFDWLRQ

9HULD33)HGHUD®RAQJIJXUDWLROQ

7KLSURF HG MV A ULERNRH UWIKHR Q | L J X LRDIM_GRIHU Q MW ER-UMZ B B@D Q G
3UHV HEHFUWHY A8 HD VHQ W H USSHA. VR PDIQGWWIX HE ([ DQ% 6B DP HW RROHQ RW & H U
DQBUH V HEHWHYEH B HD VHQW H UIBSHEWR\P HQ W

TKISURFHEXOBRAYV F UWEHWMR F HIRDUWE D QBUHV HEHUWHY EHB HD VIQ: HE ([
GHSOR\BN@WKIVRF HGWUXL &MFRHUWIKRW KHGRYVO33IHGHUDWLRQV

3URFHGXUH
/RIR QU KH. V FIRE EFQLRI® WHK 5DG W3 3 F O LHRQWQHWWKED QBUHVHQF H
6HUYERBHDVWHUYHU
/RIRQVW ZIRI GHUDHEK@ RQQABWHQW V

SHUIRVUWRO O RZ2W ERW HHUWW([&ERQQRABWHQW
D $G@W KBDQ&BUHYV HEHWHY KF DUDFRQWDFW
E $SREPHVVDIH SEVLRIYWBD QBUHV HEHWHY K¥ WKH T X H WD FFHSW

EORRNJQRWKEHUHV QA F U LISRWLKRHE ([&8 RQQ MNP WHF FHEWHKEVFULSWLRQ

F &KH WK\ WBID Q&BU H V HEHFUHY X ¥ DWW K HE ([& R Q Q X ¥ WWHE OMRHH D F K
RWKBYDLODELOLW\

3HU | RWKHR O O RIZW EBRSW KEHD LIRIYWBID Q&BU H V HEHFUHY X ¥ H U

D $GH KMHHFROAG([&RQQNFWIWFRQWDFW

E $SREVKRXOSGHIW KHE([&RQQABDWHDRMHEWHKEVFULSWLRQ
F &KHRKK\IRWE DQHW K DL O RELIOHE(]& RQ Q M ¥ WU

7RJJDHW Z WHIBY D L O I EMCORKEAR WHEHD LRINY W/ BID Q&U H V HEHFUHY X ¥ I K H
"HE ([&RQ QAP WK & WRWK\D YZHY DL O Y LIDW BQ J RW KKHR QW R @D WKO L HQ W

, QL WOLQ@OWWRW KEHO LIRINYWBID QBU H V HEHFUHY X ¥ MU HE ([& RQQARQWW DF W

&KHRWKWWBIZLQGREZVSB®RHE ([& RQ QAP WHIOMWK B URWKBDQBUHVHQFH
6HUYXWHU

&ORWKBZLQGRERWRLHQWYV
,QLWILQ@ONVWRW KHE ([& RQQ MV WILR K BID QBU HV HEHUHY KF H U

& KHAWKD@O Z L Q GREZV S ® QVWHD LRIVWBID QU H V HEHFUHY X ¥ HW WK Bl U RW K H
'HE ([& RQ QN ¥ WU

2 QW KFHD LIRIY W/ BID QU H V HEHFUHY X ¥ HSH U | RAMFR O O R B S V

D %ORFQRIHE([&RQQNFWUV

IRWH RXORRRPVKEDGW33 FOLMRRQEBD RENKYV HENQWH[GER&DQJH

DYDLO MBLIDARND RFHU YHGHD QY DL O DEKEY HMR\Q | LI WKHUYUYDHRWWLQJIV

I[URWKBDQ&BUHV HEHWHYEFYHLRVWLRQW HWRIDAMN B LYBRQILIXEQWLRQ
&LVFREEHU

E &KH WK\ WIHE ([& RQ QMW ¥R ¥ H HWVK\D YIHY D L O RE\LKBLDAVQEU H V HEHFUHY L F H
XVHIDURIIOZRNHFROIE ([& RQQNFWIKRXWEH DPAWRHBY DL O M M OIMRW\K H
,0DQBUH V HEHWHY X W HU

F 2 QW KHD LRIYWBID Q&BU H V HEHFUHY X ¥ HW KEHD R FNHHEG[& R Q Q M ¥ WK R WQWGL O O
DSSHDRQO KRHE H R D Q WR\DG0 WW KHO R FNHEG[& RQ Q K ¥ WU




% ORFKBDQ&BUHY HEHWHY XFHURWKHE ([&RQQHBWHQW

9HUM KW WH DL O BEVLIOHE[& RQ Q X7 WD O R QDM D L GRIWE &FHD LRIYWBID Q G
3UHVHEHWHYEAHYXFHU




7TURXEOHVKRGWBQBHGHUDVWMRHIUDWLRQ

SKHFNVWHR RXEOHVKRRWHU

,NRXGHS®ROW,DSQBU H V HEHUHY E BNV IG@W RQ I L JX3IBH HGHUDRPRYWX U Q
RQ033 I HGHURDMRIRQE R GHIFJIO X VW H U

<RPXVAMRQILWUEPH 33 IHGHUNVWWRQQERORBD KO XV,WBQ&UHV HEHUHY L F H
GRHORWHSOMFHBBBI IHGHUBWQ RQ@ XD P WHERWZVWHU

7KIB\VWRBRXE O H WHIBSRW®MAB | HG H U D W WRQIFQRAOK V BVUGIRWY Q F KUR QK HH G
6\VWRBRXE O H\BKRRRIWHUR O O RIZKLHFIN V

URFHGXUH

9HUMIMROORZLQJ

D ;033 IHGHUDWQREPRIGV LV IVFHLRAMDNV HU BB XYW H U

E 7KIBHF XGRFNHMMKMB6/0RGH¥FRQILIJXKREO'GL V IVAHLRMINV HUBSE XVUW H U

F 7KH5HTXLOCHIELGLWQ®H UW L | L FRW HVIKR G 'GL V BVFHRAMIDV H U BEIKUW H U

G 7KIBLP SE¥W KHQWLFEHF XRQWA\B $6/VHW WIUGHRY | L IKRGGL V BVFHRV @ \
LOQWHUBBKVWHU

H 7KISLDOEBFMWWRQILJIJXROGLV I/FHLRAMDNV HU BB XYW H U

| 7KIGHIDX®PBQRO LRAD3 3 )HG HU DLW RROL JKREGGL V D/FHORMIF B X \6\W H U V

J 7KBROKRVIWAHR QI L IKRIG'GL V IVFHORMINN B Y \BW H U V

JRL QW KH. VBR L 1L&10G, 0 DQGUHVHQIFH Y $BH L Q L V WYXI\DHNQ R B W& ORERIV H

'LDJQRVWAE\WWHR RXEOHVKRRWHU

(QVXWHK HWHIHARHPDUEWV MBHROORZLQJ

« 9HUMKBI33)HGH UDMMR@DWR® QQWHUF GXWWWUHG

« 9HUM KOS /V HW WKIDQYEH HFQR U U FFIRWY OL\JDRDMA W H U BE KU W H U

« SHUMIKDW3 KDEHH®LIRGROD RBIQ® ER@®® HIRQ@R G D AKEO XVWHUV

« 9HUM KW Y&H | DX®PAB@R O LR QV L DWHRMM W H U BE XVUW H U

e« OHUMKWWHRVAROLFARQVLDWHRMWMWHUBSE XYW H U

TKB\WWHR RXEOHV8BRWUHHHFRPPHDRDBEW GRYMSROSWREDHBRORW KHV H
FKHFNYV

1 RW HD QVOH LW W HRJ R X E O H V R RRDWH/IH@SU R E (ZH.RWKF K D Q JLMQEBY DLODELOL W\
V WSLHOLOVFE K/RMVE W K9 D E ® VIR I( P D L$0G G U HE\K\H H G H U DWH\V@ W \QGH H V HEOHFWW L Q J V
SDJHFRQILJIJKXRG'GL V D/FHLRMIV HUBSE KVW H U




+LJEYDLODERW®BWYHGHUDWLRQ

+LJEYDLODEWGEW\GHUDBWIU RORW KH. JXY DL O P RIGHIRRW KBHIVQBUHVHQFH
6 HUY LHMHW EUH D X W) RWLWW® KHZRR G/EKE O X\PWR BY O

7 RS UR YKIGIKY D L O DREIDGE 8 WHAG H U D WP R @HQ D BMZFRE R U, I8 D Q&U H V HEHFWHY L F H
QR GHER XRJO X I RAB 83 | HG H U DKD IY RRXID WQ RS GHHY D EIGRHES 3 | H G H U QWRRVR@G G V
V F DEYMIVO 8 B R Y IUGHHB\K Q GLOPOHERY HW WDGW RGHEL OV

+LIJRYDLODERBXWER®G X HS/RAKWLQJ

,0DQ®BU HV HEHUWHY HF H @®\B B O D RIXNWE RMHQ & H U RIRY HIIVW W KO \DW H EDOO
WKB33 I HGHUDBWDEQRIGHW KHO X V,\WDH)® R G BIL OO\D Q&U H V HE}HFUHY GE®IDPLF DO O\
V'S UHD/GRK W E RKODB FLUARWRAH P D LRQE W@ R B B VW W IKEBO X VW H U

+LJKRYDLODERQDQER XRHKT XHSRAKWLQJ

$ QD G G L WIVRKDEDHDT X MSHI®R YKLIGIEKY D L O DREWGDE RE\E GX IR YWWIRQ @ CORE[W HU QD O
GRPDARL YV F RWKEHR F ODQEU H V HEHUWHY GFIIS O R\ PHIGV6 5 9UHF RUGEME XEO LR @ H G
DS X E OLL6FV H U YHKWWH F R BI® R OBRQU3 3 IHGHUBWDEQRIGH H[WHG&BDULRHQ
FRQQHWVRKUHVROBBGHV V

7TRSUR YHIGIKY DL O D RMLKBRIRME HPX O W IL 8 B HI9U H F RROGWANE X E O LNRHGR FE ODQ G
BUHVHEHWHY GHIS O R\ R B RRW K HVHF RUISWRORGRIW KBI33 IHGHUBIWWDEQRIGH V
ZLWWIKRR FODQBUH YV HEHWHYGHSOR\PHQW

7 KHWHH F RUWGR/YDRLFKHR IFFH 6 6 59U HF RIRGMORFEIHEOR\RPIBQW33 IHGHUDWLRQ
HQODEQRGHL WWH W H Y QDKPR W IREBW U R QFK L MKRR Q QWRWIRFE ODQBUHVHQFH
6HUYGHBOR\PHQW

1IRWHBFBXEOLMKHG 9UHF RROGHND YWHKHD PSIU L RDIQBW\L J K MLD/O O RZ S'U HRD G
ORDEURGREOLVKFREDGEO DR O RAZ¥ W H Y QDN RR U U WHWKF R QWRERMW K H
RW IQHRG BIVW'KL 6 659U HF R @GHY HRBYDL O X UH

'16 659UHF RRID\E S X E O L MRHDHEEWN XDWK EVRHW3 3 IHGHU B WDEQRIGHKXKHAUHDWHU
W KHX P ERIUH F REMGEO L VWKKHHEH DWVHAHH G X Q QLMK V WIHRRJQ ER M B GXKIV@MG O L QJ

,NR¥ RQILYXEKDWD W@ B0 D@EHVHEQHFHY QREM Q033 IHGHUBWSERQ\PHQW
\R > D §XE ORLX/XW IL 6 @ B9U H F RIREK VR GHD L CD/AHWK LD/O O RN W H ¥ QDO R

I L DG R W IQHER X R BMRHK\DS\H F E KLIBWR GAHK U FDQIRW 343Ul H G H U QR GRRIQR YOG

033 1HGHU BIWDEQRGH L1GR WNHK\D WL Y RAL XY D L O DREW &RHVIIW D WLV VIV

H[W HQRWR®33 | HGHUBWIKY QL O DHD ®IRWE E R XA GX HDVG/GEW HWRKBWR G H
DOLDVHV




'REFXPHQMYLVERWYOWRU\

7TDEOBLVBRLIKIR®PXQLFDWWBRPNGHUDWYRWLRQV

‘DWH '"HVFULSWLRQ

'"HFHPEHU J)LUVMO HDWRIFXPHQW
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&LVDPRWKH VFRIRUMUDGHRBWUNBR/W HPQYMD QG LRDVI L O L BW¥BHE D QRBW K H U
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WUDGHPHOQM\LRQMISHUR S RUWKH HY S HRWQ M BR/K V R W KHR USD U VERHJRVP S O\
DSDUW QHHQRPMSERIQAZELEBDPRBQR W KIRP SDQ\ 5
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