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System Management Overview
This chapter presents the different system types that can be managed, explains the different ways they can be 
managed, and how Cisco TMS communicates with systems inside and outside the organization's network.
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Supported Systems

System Types Supported by Cisco TMS
All systems in your telepresence deployment can be added to Cisco TMS:

 ■ telepresence endpoints
 ■ Cisco VCS and legacy gatekeepers
 ■ MCUs and TelePresence Server
 ■ manager systems such as Unified CM and Cisco TelePresence Supervisor MSE 8050
 ■ Cisco TelePresence Conductor
 ■ gateways
 ■ content and recording servers

Endpoints or bridges not directly supported by Cisco TMS or Cisco TMSPE can be added as Unmanaged Endpoints or 
Unmanaged Bridges, where Cisco TMS does not have any control over the system, but makes it available for booking.

System Locations
All systems  that you add to Cisco TMS are given a system connectivity status based on their network location. These 
classifications determine the Cisco TMS functionality available to them.

 ■ Systems on the organization's network have the most extensive management support. Infrastructure systems 
must be on the organization's network. The connectivity for these systems will be reported as Reachable on 
LAN.

 ■ Endpoints in public behave similarly to endpoints on the organization's network.This system connectivity is 
described as  Reachable on Public Internet.

 ■ Endpoints behind a firewall/NAT are supported for booking,  software upgrades,  phone books, and reporting. 
System connectivity for these systems is reported as Behind Firewall.

 ■ A system not reachable by Cisco TMS can be supported for booking. The system connectivity status for such 
systems is Inaccessible.

 How Endpoints are Managed by Cisco TMS
How an endpoint is managed by Cisco TMS and which functionality is available for it depends on how it is added:
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Manual Addition
If automatic system discovery is disabled, or does not work for the type of system you are adding, you can add 
systems for Cisco TMS control by manually entering IP addresses or an IP range, or DNS names. A persistent 
configuration template may be applied during this process.

Unmanaged bridges and unmanaged endpoints must also be manually added to Cisco TMS. Configurations for these 
systems must be manually set for each unit, as automatic configuration is not possible for unsupported systems.

For instructions, see:

 ■  Adding by IP addresses or DNS Names, page 56
 ■ Adding an Unmanaged Bridge, page 61
 ■ Adding Unmanaged Endpoints, page 62

Through Unified CM
When a Unified CM is added to Cisco TMS, a list of telepresence endpoints registered to Unified CM is made 
available.

Administrators can use this list to add the endpoints to Cisco TMS for limited management. 

For instructions, see Adding Unified CM and Registered Endpoints, page 59.

Provisioning
Provisioning using Cisco TelePresence Management Suite Provisioning Extension (Cisco TMSPE) is recommended as 
the most flexible and scalable way of registering and configuring large quantities of endpoints.

Note that this provisioning model does not actually add the endpoints themselves to Cisco TMS; the provisioning is 
user-based, not device-based. This also means that the configuration received by the endpoint will depend on the 
user signed in to the endpoint. 

For more information on how provisioning works, see Cisco TelePresence Management Suite Provisioning Extension 
Deployment Guide.

Pre-registration
Pre-registering endpoints in Cisco TMS is a legacy and smaller-scale alternative to provisioning. Up to 10 endpoints 
can be pre-registered at a time to any folder.

Pre-registration uses IP address, MAC address or, for legacy systems, serial number, to let the endpoint be 
recognized instantly when it comes online, added as a Cisco TMS-controlled system, and configured as specified 
during pre-registration.

Note that infrastructure systems may not be pre-registered.

See Pre-registering Endpoints, page 58 for instructions.

How Cisco TMS Communicates with Managed Systems
Cisco TMS uses HTTP/HTTPS when communicating with managed endpoints and infrastructure products. In addition, 
SNMP is used for communicating with some older endpoints, such as the Cisco TelePresence System MXP series.

Managed systems also initiate connections to Cisco TMS. Examples of such connections include phonebook 
requests, boot and registration events, and heartbeats from systems behind a firewall. Each Cisco TMS-managed 
system must therefore be configured with an External Manager Address, which is used for contacting Cisco TMS.
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Endpoint Support in Various Communication Modes

Endpoint Name Functionality Communication Security Mode

 Cisco CTS All functionalities of CTS are 
supported only with HTTP in TMS.

Medium

None of the functionalities of CTS are 
supported in TMS.

Medium-High or High

Cisco E20 All functionalities of E20 are 
supported with both HTTP and 
HTTPS.

Medium

None of the functionalities of E20 are 
supported in TMS.  It will be available 
for Booking. However Automatic 
connect, OBTP will not work. 

Medium-High or High

Cisco TX9000 All functionalities of TX9000 are 
supported only with HTTP.

Medium

None of the functionalities of TX9000 
are supported in TMS.

Medium-High or High

Cisco IX5000 All functionalities of IX5000 are 
supported only with HTTP.

Medium

All functionalities of IX5000 are 
supported  with HTTPS.

Medium-High 

Cisco Telepresence DX 80 All functionalities of DX 80 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of DX 80 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence SX 80 All functionalities of SX 80 are 
supported only with HTTPS.

Medium-High or High

All functionalities of SX 80 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence C 90 All functionalities of C 90 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of C 90 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence SX 10 All functionalities of SX 10 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of SX 10 are 
supported with both HTTP and 
HTTPS.

Medium
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Endpoint Name Functionality Communication Security Mode

Cisco Telepresence C 20 All functionalities of C 20 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of C 20 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence Mx300G2 All functionalities of Mx300G2 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of Mx300G2 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence Mx200G2 All functionalities of Mx200G2 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of Mx200G2 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence SX 20 All functionalities of SX 20 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of SX 20 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence C 60 All functionalities of C 60 are 
supported only with  HTTPS..

Medium-High or High

All functionalities of C 60 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence EX 60 All functionalities of EX 60 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of EX 60 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Telepresence DX70 All functionalities of DX 70 are 
supported only with  HTTPS.

Medium-High or High

All functionalities of DX 70 are 
supported with both HTTP and 
HTTPS.

Medium

Cisco Webex Room Kit All functionalities of Cisco Webex 
Room Kit  are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Room Kit  are supported with both 
HTTP and HTTPS.

Medium

64

Cisco TelePresence Management Suite Administrator Guide

Adding and Managing Systems



Endpoint Name Functionality Communication Security Mode

Cisco Webex Room Kit Plus All functionalities of Cisco Webex 
Room Kit Plus are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Room Kit Plus are supported with 
both HTTP and HTTPS.

Medium

Cisco Webex Codec Plus All functionalities of Cisco Webex 
Codec Plus are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Codec Plus are supported with both 
HTTP and HTTPS.

Medium

Cisco Webex Room 55 All functionalities of Cisco  Webex 
Room 55 are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco  Webex 
Room 55  are supported with both 
HTTP and HTTPS.

Medium

Cisco Webex Room 55 Dual All functionalities of Cisco  Webex 
Room 55 Dual are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco  Webex 
Room 55  Dual are supported with 
both HTTP and HTTPS.

Medium

Cisco Webex Room 70 Single All functionalities of Cisco Webex 
Room 70 Single are supported only 
with  HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Room 70 Single are supported with 
both HTTP and HTTPS.

Medium

Cisco Webex Room 70 Dual All functionalities of Cisco Webex 
Room 70 Dual are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Room 70 Dual  are supported with 
both HTTP and HTTPS.

Medium

Cisco Webex Codec Pro
(For VCS managed endpoint)

Cisco Webex Room Kit Pro

(For CUCM managed endpoint)

All functionalities of Cisco Webex 
Codec Pro are supported only with  
HTTPS.

Medium-High or High

All functionalities of Cisco Webex 
Codec Pro are supported with both 
HTTP and HTTPS.

Medium
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Creating a Participant Template
Note that the available settings change as you make selections, and that not all visible settings apply to all systems.
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 ■ Booking Event
 ■ Booking Failure

Booking Invite Legacy and Booking Cancel Legacy are legacy templates. These legacy templates remain supported 
for customers who are already using them, but for new users, we strongly recommend using the above templates 
exclusively.

Booking Invite

 <VAL:TMS_ICONS_BASE_URL> // Applies the "Base URL for Icons" setting.
 <ADD:ICALENDAR_ATTACHMENT> // Adds an .ical invitation to the email notification.
 
 <FOREACH:API_ERROR> // Repeated for each error from Cisco TMSBA (Booking API).
  <VAL:API_ERROR> // The error message.
 
 <SECTION:MEETING_PARTIAL_FAILURE> // Used if a series has defective occurrences.
  <VAL:MEETING_PARTIAL_FAILURE_DESCRIPTION>
   
  <SECTION:MEETING_PARTIAL_FAILURE_FEW> // Used if there are less than 4 defective occurrences.
   <VAL:MEETING_DEFECTIVE_DATES> // Dates of the occurrences, with suggested actions.
  <SECTION:MEETING_PARTIAL_FAILURE_MANY> // Used if there are more than 3 defective occurrences.
 
 <SECTION:MEETING_WEBCONF_ERROR> // Used if the WebEx part of a booking failed.
  <VAL:MEETING_WEBCONF_ERROR> // The WebEx error text.
 
 <SECTION:MEETING_WEBCONF_WARNING> // Any warnings regarding WebEx booking.
  <VAL:MEETING_WEBCONF_WARNING> // The WebEx-related warning text.
 
 <FOREACH:API_WARNING> // Repeated for each warning from Cisco TMSBA (Booking API).
  <VAL:API_WARNING> // The warning text.
 
 <SECTION:MAIL_HEADING_MCU_FAILOVER> // Used in the case of an MCU failover.
 
 <SECTION:MUST_BE_APPROVED> // Used if the booking is pending approval.
 
 
 <SECTION:NO_SETUP_BUFFER_WARNING> // Used if Early Join is disabled and {NO_SETUP_BUFFER_MESSAGE} is not 
empty in phrase file
  <SECTION:NO_SETUP_BUFFER_WARNING_TEXT> // The relevant text from the phrase file, if available.
 
 <FOREACH:API_INFO> // Informational messages from Cisco TMSBA (Booking API).
  <VAL:API_INFO>
 
 <SECTION:RESERVATION_ONLY> // Used if the conference is of type Reservation.
 
 <SECTION:BOOKEDBYOWNER> // Used if the conference was booked by the conference owner.
  <VAL:OWNER> // The owner.
 
 <SECTION:BOOKEDONBEHALF> // Used if the conference was booked on behalf of the conference owner.
  <VAL:BOOKED_BY> // The person who performed the booking.
  <VAL:OWNER> // The owner.
 
 <SECTION:MEETING_TITLE> // Used for the conference title, if available.
  <VAL:MEETING_TITLE> // The conference title.
 
 <SECTION:RECURRENCE_ICON> // Includes an icon if conference is recurrent.
 <SECTION:RECURRENCE_INFO> // Used if conference is recurrent.
  <VAL:RECURRENCE_INFO> // The recurrence pattern information.
 
 <VAL:MEETING_DATE_TIME> // The conference date and time.
 <VAL:MEETING_TIME_ZONE> // The conference time zone.
 <VAL:OWNEREMAILADDRESS> // Use meeting owner email address 
 <VAL:OWNERPHONENUMBER> //  Use meeting owner phone number
 

245

Cisco TelePresence Management Suite Administrator Guide

Administrative Tools



 <SECTION:MEETING_MESSAGE> // Displays the text from the Meeting Message field, if available.
  <VAL:MEETING_MESSAGE> // The meeting message (agenda).
 <SECTION:NO_MEETING_MESSAGE> // Used if no meeting message (agenda) is available.
 
 <SECTION:MEETING_WEBCONF_DETAILS> // Used if conference includes WebEx.
  <VAL:ATTENDANT_URL> // The attendant URL
  <SECTION:WEBCONF_PASSWORD> // The WebEx password if not hidden.
   <VAL:WEBCONF_PASSWORD>
  <SECTION:WEBCONF_HIDDEN_PASSWORD> // Used if the WebEx password is hidden.
  <VAL:WEBCONF_ID>
 
 <SECTION:TELEPRESENCE> // Used if the conference has a telepresence component.
  <SECTION:TP_ONLY_TITLE> // Used for telepresence-only conferences.
  <SECTION:TP_COMBINED_TITLE> // Used for CMR Hybrid conferences.
  <SECTION:JOIN_FROM_LINKS> // Used if protocol handlers or a web client URL have been defined.
   <SECTION:JOIN_WITH_APPS> // Used if protocol handlers are defined.
    <SECTION:SIP_HANDLER1> // LPrimary protocol handler, if defined.
     <VAL:SIP_HANDLER1_URI>
     <VAL:SIP_HANDLER1_LABEL>
    <SECTION:SIP_HANDLER2> // Secondary protocol handler, if defined.
     <VAL:SIP_HANDLER2_URI>
     <VAL:SIP_HANDLER2_LABEL>
    <SECTION:WEB_CLIENT1> // Web client, if defined.
                                 <VAL:WEB_CLIENT1_URL>
     <VAL:WEB_CLIENT1_LABEL>
         <SECTION:VIDEO_ADDRESS> // Used if there is at least one video address.
   <SECTION:VIDEO_ADDRESS_TITLE> // Used if there is only one protocol.
   <FOREACH:VIDEO_ADDRESS_PROTOCOL> // Repeated for each protocol available.
    <SECTION:PROTOCOL> // Used if there is more than one protocol.
     <VAL:PROTOCOL>
    <FOREACH:ZONE> // Repeated for every TMS zone used in a video address.
     <SECTION:ZONE> // Used if there is more than one zone.
      <VAL:ZONE>
     <FOREACH:VIDEO_ADDRESS> // Repeated for every video address.
      <VAL:VIDEO_ADDRESS>
  <SECTION:CMS_WEBBRIDGE_ADDRESS; // The conference is hosted on CMS and webbridge URI is configured.
            <VAL:CMS_WEBBRIDGE_ADDRESS>  
  <SECTION:MEETING_CONFERENCEME> // The conference is on a ConferenceMe-enabled TelePresence MCU.
   <VAL:CONFERENCEME_URL> // The ConferenceMe URL.
  <SECTION:MEETING_CONFERENCESTREAMING> // Used if conference is on a streaming-enabled TelePresence MCU.
   <VAL:CONFERENCESTREAMING_URL> // The streaming URL.
  <SECTION:MEETING_PASSWORD> // Used if conference has a PIN code.
   <VAL:MEETING_PASSWORD> // The conference PIN.
  <SECTION:LOCATIONS> // Used if telepresence endpoints are scheduled.
   <FOREACH:LOCATION> // Repeated for each scheduled telepresence endpoint.
    <VAL:LOCATION> // The endpoint name.
 
 <SECTION:WEBEX_AUDIO> // Used if conference includes WebEx.
  <SECTION:WEBCONF_LOCAL_CALL_IN_TOLL_NUMBER> // Used if the country has a local call-in toll number.
   <VAL:WEBCONF_LOCAL_CALL_IN_TOLL_NUMBER> // The call-in toll number.
  <SECTION:WEBCONF_LOCAL_CALL_IN_TOLL_FREE_NUMBER> // Used if the country has a local call-in toll-free 
number
   <VAL:WEBCONF_LOCAL_CALL_IN_TOLL_FREE_NUMBER> // The call-in toll-free number.
         <VAL:WEBCONF_ACCESS_CODE> // The access code for the WebEx conference.
  <SECTION:WEBCONF_GLOBAL_CALL_IN_NUMBER_URL> // Used if the WebEx conference has a global call-in URL.
   <VAL:WEBCONF_GLOBAL_CALL_IN_NUMBER_URL> // The global call-in URL.
  <SECTION:WEBCONF_TOLL_FREE_RESTRICTIONS_LINK> // A link to the restrictions on toll-free calls.
 
 <SECTION_WEBEX_HELP> // Used if conference includes WebEx.
  <VAL:PRESENTER_URL> // The presenter URL.
 
 <SECTION:TMS_CONFERENCE_URL> // Used if a Cisco TMS conference URL is configured.
  <VAL:TMS_CONFERENCE_URL> // The Cisco TMS conference URL URL.
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 <SECTION:MEETING_RECORDING_FOOTER> // Used if recording is set up for the meeting.
  <VAL:RECORDING_URL> // The recording URL.
 
 <SECTION:WEBEX_NOTICE> // Used if the meeting includes WebEx. 

Legacy sections and values

 <SECTION:MEETING_RECORDING> // Used if recording is set up for the conference.
  <VAL:RECORDING_URL> // The recording URL.

Option Value

<VAL:NUMERIC_ID> // To be used if the meeting includes a numeric   dial number and can be used only inside 
<FOREACH:VIDEO_ADDRESS> section of the Booking invite.

Booking  Cancel

Used when a conference is cancelled.

 <SECTION:MEETING_TITLE> // Used if conference has a title.
  <VAL:MEETING_TITLE> // The conference title.
 <SECTION:RECURRENCE_INFO> // Used if conference is recurrent.
  <VAL:RECURRENCE_INFO> // The recurrence pattern information.
 <VAL:MEETING_DATE_TIME> // The conference date and time.
 <VAL:MEETING_TIME_ZONE> // The conference time zone.
 <VAL:OWNEREMAILADDRESS>  // The conference owner email address
 <VAL:OWNERPHONENUMBER>  //  The conference owner phone number
 
 <VAL:OWNER> // The conference owner.
 <VAL:DELETED_BY_EMAILADDRESS>  // Email address of the user who deleted the conference
 <VAL:DELETED_BY_PHONENUMBER>  //  Phone number of the user who deleted the conference

Booking Event

 <SECTION:ERROR> // Used if event is an error.
  <VAL:MESSAGE> 
 
 <SECTION:WARNING> // Used if event is a warning.
  <VAL:MESSAGE>
 
 <SECTION:INFO> // Used if event is informational.
  <VAL:MESSAGE>
 
 <VAL:PROPOSED_ACTION> // Proposed action for the user.
 <VAL:FAILURE_DESCRIPTION> // A description of the problem.
 
 <VAL:MEETING_TITLE> // The meeting title.
 <SECTION:RECURRENCE_INFO> // Used if conference is recurrent.
  <VAL:RECURRENCE_INFO> // The recurrence pattern information.
 <VAL:MEETING_DATE_TIME> // The conference date and time.
 <VAL:MEETING_TIME_ZONE> // The conference time zone.
 
 <SECTION:HOST> // Used if the conference has a host.
         <VAL:HOST> // The host.
 
 <SECTION:ADMINISTRATOR> // Used if an administrator is defined with contact information in Cisco TMS.
  <VAL:ADMINISTRATOR> // The administrator's name.
  <VAL:EMAIL> // The administrator's email adress.

Booking Failure

Used when booking fails.
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Unsupported Cisco TMS version or Components not installed
 ■ If tool is opened on a server which does not have any of Cisco TMS or TMSXE or TMSPE installed or on a 

server where Cisco TMS version less than 15.0, TMSXE 5.0 and TMSPE 1.5 is installed, then the following 
screenshot is displayed.
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Troubleshooting
When you open this tool, TMS Log Collector.txt will be generated in the path where it is installed.  This log file is used 
to troubleshoot the issue with the TMS Log Collector tool.
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Cisco Legal Information
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO 
CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE 
BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. 
USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE 
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS 
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR 
CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of 
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved. 
Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE 
SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL 
WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, 
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, 
USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR 
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA 
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual 
addresses and phone numbers. Any examples, command display output, network topology diagrams, and other 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone 
numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version 
should be referred to for latest version.

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco 
website at www.cisco.com/go/offices.

© 2019 Cisco Systems, Inc. All rights reserved.

Cisco Trademark
Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other 
countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks 
mentioned are the property of their respective owners. The use of the word partner does not imply a partnership 
relationship between Cisco and any other company. (1110R)
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