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Introduction

This deployment guide provides instructions on how to create X.509 cryptographic certificates for use with
the Cisco TelePresence Conductor (TelePresence Conductor), and how to load them into TelePresence
Conductor.

PKI introduction

Public Key Infrastructure (PKI) provides the mechanisms through which communications can be secured
(encrypted and integrity protected) and identities can be verified. Underlying PKl is:

= A public/private key pair: a public key is used to encrypt data sent to a server, but only the private key
(kept secret by the server) can be used to decrypt it.

= Signatures of data: data can be “signed” by a server, by using a combination of a cryptographic hash of
the data and the server’s private key. A client can verify the signature by using the server's public key and
verifying the same hash. This ensures the data has been sent from the expected server, and has not been
tampered with.

» Certificates: a certificate is a wrapper around a public key, and provides information about the owner of the
key. This metadata is provided in X.509 format, and typically includes the server name and contact details
for the owner.

= A certificate chain: a certificate can be signed by a Certificate Authority (CA) using its own private key.
In turn, therefore, a certificate can be verified as being signed by a CA by checking the signature against
the CA’s certificate (public key). Web browsers and other clients have alist of CA certificates that they
trust, and can thus verify the certificates of individual servers.

Transport Layer Security (TLS) is the standard mechanism for securing a TCP connection between hosts on
a TCP/IP network. For example, secure HTTP (HTTPS) uses TLS to encrypt and verify traffic. To establish
a TLS connection:

1. Aninitial TCP connection is made, and the client sends its capabilities (including cipher suites) and a
random number.
2. The severresponds with its choice of those capabilities, another random number, and its certificate.

3. Theclient verifies that the server certificate was issued (signed) by a CA that it trusts, and has not been
revoked.

4. The client sends a “pre-master secret”, encrypted with the server’s public key.

5. This pre-master secret, combined with the exchanged random numbers (to prevent replay attacks), is
used to generate a “master secret”, with which the remaining communications of this TLS session are
encrypted between the client and server.

The following sections describe how these PKI components can be used with the TelePresence Conductor.

Overview of certificate use on the TelePresence Conductor

TelePresence Conductor needs certificates for:

n Secure HTTP with TLS (HTTPS) connectivity
= TLS connectivity for SIP signaling

= Connections to other systems such as Cisco TMS, Cisco VCS, Unified CM, TelePresence Server,
TelePresence MCU, LDAP servers and syslog servers




It uses its list of trusted Certificate Authority (CA) certificates and associated certificate revocation lists
(CRLs) to validate other devices connecting to it.

It uses the Server Certificate and the Private key to provide a signed certificate to provide evidence that the
TelePresence Conductor is the device it says it is. This can be used with connected systems, as well as
administrators using the web interface.

A certificate identifies the TelePresence Conductor. It contains names by which it is known and to which
traffic is routed. If the TelePresence Conductor is known by multiple names for these purposes, such as if it
is part of a cluster, this must be represented in the X.509 subject data, according to the guidance of
RFC5922. The certificate must contain the FQDN of both the TelePresence Conductor itself and of the
cluster. If a certificate is shared across cluster peers, it must list all possible peer FQDNs. The following lists
show what must be included in the X.509 subject, depending on the deployment model chosen.

If the TelePresence Conductor is not clustered:

= Subject Common Name = FQDN of TelePresence Conductor

= Subject Alternate Names = leave blank

If the TelePresence Conductor is clustered, with individual certificates per TelePresence Conductor:
= Subject Common Name = FQDN of TelePresence Conductor

= Subject Alternate Names = FQDN of TelePresence Conductor, FQDN of cluster

Wildcard certificates manage multiple subdomains and the services names they support, they can be less
secure than SAN (Subject Alternate Name) certificates. TelePresence Conductor does not support wildcard
certificates.

Certificate generation overview

X.509 certificates may be supplied from a third party, or may be generated by a certificate generator such as
OpenSSL or a tool available in applications such as Microsoft Certification Authority. Third-party certificates
supplied by recognized certificate authorities are recommended, although TelePresence Conductor
deployments in controlled or test environments can use internally generated certificates.

Certificate generation is usually a 3-stage process:

= Stage 1: generate a private key
= Stage 2: create a certificate request
= Stage 3: authorize and create the certificate

This document presents alternative methods of generating the root certificate, client/server certificate for the
TelePresence Conductor, and private key:

= Generating a certificate signing request (CSR) [p.5] describes how to use the TelePresence Conductor
itself to generate the private key and certificate request.

» Appendix 2: Certificate generation using OpenSSL only [p.11] documents the OpenSSL-only process,
which could be used with a third party or internally managed CA.

For mutual TLS authentication the TelePresence Conductor Server certificate must be capable of being used
as a Client certificate as well, thus allowing the TelePresence Conductor to authenticate as a client device
to a neighboring server (see Appendix 5: Configuring Windows Server Manager with a "client and server”
certificate template [p.19]).




Generating a certificate signing request (CSR)

A CSR contains the identity information about the owner of a private key. It can be passed to a third-party or
internal certification authority for generating a signed certificate, or it can be used in conjunction with an
application such as Microsoft Certification Authority or OpenSSL.

Creating a CSR using TelePresence Conductor

The TelePresence Conductor can generate server certificate signing requests. This removes the need to use
an external mechanism to generate and obtain certificate requests.

To generate a CSR:

. Goto Maintenance > Security certificates > Server certificate.
2. Click Generate CSR to go to the Generate CSR page.

3. Enter the required properties for the certificate.
e See Server certificates and clustered systems [p.5] if your TelePresence Conductor is part of a cluster.
o The certificate request includes automatically the public key that will be used in the certificate, and the
client and server authentication Enhanced Key Usage (EKU) extension.

4. Click Generate CSR. The system will produce a signing request and an associated private key.
Note that the private key is stored securely on the TelePresence Conductor and cannot be viewed or
downloaded. You must never disclose your private key, not even to the certificate authority.

5. You are retumned to the Server certificate page. From here you can:
o Download the request to your local file system so that it can be sent to a certificate authority. You are
prompted to save the file (the exact wording depends on your browser).
¢ View the current request.

Note that only one signing request can be in progress at any one time. This is because the TelePresence
Conductor has to keep track of the private key file associated with the current request. To discard the current
request and start a new request, click Discard CSR.

You must now authorize the request and generate a signed PEM certificate file. You can pass it to a third-
party or internal certification authority, or use it in conjunction with an application such as Microsoft
Certification Authority (see Authorizing a request and generating a certificate using Microsoft Certification
Authority [p.6]) or OpenSSL (see Operating as a Certificate Authority using OpenSSL [p.12]).

When the signed server certificate is received back from the certificate authority, it must be uploaded to the
TelePresence Conductor as described in Loading certificates and keys onto TelePresence Conductor [p.8].

Server certificates and clustered systems
When a CSR is generated, a single request and private key combination is generated for that peer only.

If you have a cluster of TelePresence Conductors, you must generate a separate signing request on each
peer. Those requests must then be sent to the certificate authority and the returned server certificates
uploaded to each relevant peer.

You must ensure that the correct server certificate is uploaded to the appropriate peer, otherwise the stored
private key on each peer will not correspond to the uploaded certificate.




Authorizing a request and generating a certificate
using Microsoft Certification Authority

This section describes how to authorize a certificate request and generate a PEM certificate file using
Microsoft Certification Authority.

1.

5.

Copy the certificate request file (for example, certcsr.der if generated via OpenSSL) to a location, such as
the desktop, on the server where the Microsoft Certification Authority application is installed.

Submit the certificate request from a command prompt:

o To generate a certificate with Server Authentication and Client Authentication type:
certreq -submit -attrib “CertificateTemplate:Webclientandserver”
C:\Users\<user>\Desktop\certcsr.der
See Appendix 5: Configuring Windows Server Manager with a "client and server” certificate template
[p.19] for details about how to set up the Webclientandserver certificate template.

o To generate a certificate with Server Authentication only, type:
certreq -submit -attrib “CertificateTemplate:WebServer”
C:\Users\<user>\Desktop\certcsr.der

This triggers the Certification Authority window to open:

Certification Authority List [ 7|

Select Certification Authority
A | Computer
.@rusc-serl-c.ﬁ. (Kerberos) serl.cisco,com
4| | i

Note that the command must be run as the administrator user.
Select the Certification Authority to use (typically only one is offered) and click OK.

When requested, save the certificate (browse to the required folder if the default Libraries > Documents
folder is not to be used) calling it server.cer for example.

Rename server.cer to server.pem for use with the TelePresence Conductor.

Get the Microsoft CA certificate

1.

2.

In your web browser, go to <IP or URL of the Microsoft Certificate Server>/certsrv and log in.

Ui this Wb 501 50 request & Comiioate for yOur Wil BIOWSE!, 8-mail Chant, oF OIed program. By using & comiicase, you CAN verily your igentty to
poopk you CommunIcate with over the Wb, sign and encrypt messages, and, depending upon the type of certficale you reguest, perom other
Ladufity lasks.

You can akeo use ths Web ste 1o downlosd & cemficale !W’:\'I¢;JLUI|'| cate, cemificate cham, or cemificate revocabon kst (CRL), of 1o vew the
staiys of a peraiing meguesi

Fiost #o e i0ormmaion Al At DISCIon Comhate Serioes, See Act DHieclony Comiboate Senn i Dot

Select a task:

Select Download a CA certificate, certificate chain or CRL.




Microsoft Active Directory Certificate Senices — group1-DC-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerfification authority, install this CA certificate
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [group1-DC-

Encodingmethod:
2 DER
©@ Base 64

Install CA certificate

Download CA certificate

Download CA certificate chain

Download latest base CRL

Download latest delta CRL

3. Select Base 64.

4. Select Download CA certificate.
( Opening certnew.cer M1

You have chosen to open

5] certnew.cer

which is a: cerFile (1.2 kB)
from: http://10.50.157.100

What should Firefox do with this file?

@i Save File

[ Do this automatically for files like this from now on.

[ ok | [ concel

A ]
5. Choose Save File and click OK.
6. Rename certnew.cer to certhew.pem.

Files server.pem and certnew.pem are now available.

Go to the Loading certificates and keys onto TelePresence Conductor [p.8] section in this document and
upload server.pem and certnew.pem to TelePresence Conductor.




Loading certificates and keys onto TelePresence
Conductor

The TelePresence Conductor uses standard X.509 certificates. The certificate information must be supplied
to the TelePresence Conductor in PEM format. Typically 3 elements are loaded:

= The server certificate (which is generated by the certificate authority, identifying the ID of the certificate
holder, and should be able to act as both a client and server certificate).

= The private key (used to sign data sent to the client, and decrypt data sent from the client, encrypted with
the public key in the server certificate). This must only be kept on the TelePresence Conductor and backed
up in a safe place — security of the TLS communications relies upon this being kept secret.

= Alist of certificates of trusted certificate authorities.

Note: New installations of TelePresence Conductor software (from XC2.3 onwards) ship with a temporary
trusted CA, and a server certificate issued by that temporary CA. We strongly recommend that you replace
the server certificate with one generated by a trusted certificate authority, and that you install CA certificates
for the authorities that you trust.

Loading a server certificate and private key onto
TelePresence Conductor

The TelePresence Conductor’s server certificate is used to identify the TelePresence Conductor when it
communicates with client systems using TLS encryption, and with web browsers over HTTPS.

To upload a server certificate:

1. GotoMaintenance > Security certificates > Server certificate.

2. Use the Browse button in the Upload new certificate section to select and upload the server certificate
PEM file.

3. If you used an external system to generate the certificate signing request (CSR) you must also upload the
server private key PEM file that was used to encrypt the server certificate. (The private key file will have
been automatically generated and stored earlier if the TelePresence Conductor was used to produce the
signing request for this server certificate.)

e The server private key must not be password protected.
¢ You cannot upload a server private key if a certificate signing request is in progress.

4. Click Upload server certificate data.




Server certificate ‘rou are here: Mairtenance » Security cedificates » Server certificate

Server certificate data

Semver cerificate FEM File Show server cerdificate

Currently loaded certificate expires an Aug 28 2029

Resetto default server cerdificate

Certificate signing request (CSR}

Cerlificate request PEMFile view | Download

Generated on May 23 2012
Discard CSR

Upload new certificate

Selactthe server private key Tile System will use the private key file generated at the same time as the CSR.

Selectthe server certificate file i
Upload server cedificate data

Managing the trusted CA certificate list

The Trusted CA certificate page (Maintenance > Security certificates > Trusted CA certificate) allows
you to manage the list of certificates for the Certificate Authorities (CAs) trusted by this TelePresence
Conductor. Certificates presented to the TelePresence Conductor must be signed by a trusted CA on this list
and there must be a full chain of trust (intermediate CAs) to the root CA.

= Toupload a new file of CA certificates, Browse to the required PEM file and click Append CA
certificate. This will append any new certificates to the existing list of CA certificates. Note that if you are
replacing existing certificates for a particular issuer and subject, you have to manually delete the previous
certificates.

= Toreplace all of the currently uploaded CA certificates with the system's original list of trusted CA
certificates, click Reset to default CA certificate.

= Toview the entire list of currently uploaded trusted CA certificates, click Show all (decoded) to view itin a
human-readable form, or click Show all (PEM file) to view the file in its raw format.

= Toview an individual trusted CA certificate, click on View (decoded) in the row for the specific CA
certificate.

= Todelete one or more CA certificates, tick the box(es) next to the relevant CA certificate(s) and click
Delete.

Trusted CA certificate You are here: Maintenance » Security certificates » Trusted CA certificate
-
= Cerificate  O=CISCO, OU=0A, CN=CUCM124 rd_rusclabs_cisco.com Matches Issuer Feb 20 2018 Valid View (decoded)
= Cerificate  0=Cisco, OU=CIBU, CN=cup187.rd.rusclabs.cisco.com Matches |ssuer Jul 24 2018 Valid View (decoded)
Show all (decoded) | Show all (PEM file) | | Selectall
Upload

Select the file containing trusted CA certificates No file selected. i

Append CA certificate Reset to default CA certificate |




Appendix 1: Troubleshooting

Certificates with key length of 8192 bits

Problems have been seen with some 3rd Party web browsers when using 8192 bit keys. We recommend
using certificates with a key length of 4096 bits.




Appendix 2: Certificate generation using
OpenSSL only

This section describes the process for generating a private key and certificate request for the TelePresence
Conductor using OpenSSL. This is a generic process that relies only on the free OpenSSL package and not
on any other software. It is appropriate when certificates are required for interfacing with neighboring devices
for test purposes, and for providing output to interact with Certificate Authorities.

The output for the certificate request generation process can be given to a Certificate Authority which may be
internal or external to the organization, and which can be used to produce the X.509 certificates required by
the TelePresence Conductor to authenticate itself with neighboring devices.

This section also briefly describes how OpenSSL could be used to manage a private Certificate Authority,
but does not intend to be comprehensive. Various components of these processes can be used when
interfacing with third party CAs.

OpenSSL and Mac OS X or Linux

OpenSSL is already installed on Mac OS X, and is usually installed on Linux.

OpenSSL and Windows

If you do not have OpenSSL already installed, this is available as a free download from
http://www.openssl.org/related/binaries.html.

Choose the relevant 32 bit or 64 bit OpenSSL - the ‘Light’ version is all that is needed.

If you receive a warning while installing OpenSSL that C++ files cannot be found, load the “Visual C++
Redistributables” also available on this site and then re-load the OpenSSL software.

Creating a certificate request using OpenSSL

This process creates a private key and certificate request for the server that can then be validated by a CA.
This could be a CA that has been created and managed locally, or a third-party CA.

From a command prompt:

1. For Windows: change to the directory where OpenSSL is installed (typically a ‘bin’ directory).
For Mac OS X: stay in the root of the user’s directory.

2. Personalize the openssl.cfg file:

a. ForWindows: copy openssl.cfg to openssl_request.cfg
For Mac OS X: copy /System/Library/OpenSSL/openssl.cnf to the root of the user’s directory as
openssl_request.cfg

b. Use atext editor to edit the openssl|_request.cfg file that was created by the above copy command,
and ensure that the line “req_extensions = v3_req # The extensions to add to a
certificate request” does not have a# at the beginning of the line. Delete the #if it is there.

c. Scrolldowntothe“[ v3_req ]”sectionand below this section title add:
extendedKeyUsage=serverAuth, clientAuth

d. Savethefile.



http://www.openssl.org/related/binaries.html

3. If the certificate is for a cluster of TelePresence Conductors:
a. Underthesame“[ v3_req ]”sectionadd:
subjectAltName="DNS:<FQDN of TelePresence Conductor cluster>,6DNS:<FQDN
of peer 1>,DNS:<FQDN of peer 2>,DNS:<FQDN of peer n>"
as the bottom line of this section (before “[ v3_ca]”), filling in the details for the TelePresence
Conductor deployment as appropriate (cluster FQDN and FQDNs of all peers).
b. Savethefile.

4. Generate a private key by running the following command:
openssl genrsa -out privatekey.pem 2048
The privatekey.pem file will be used to create the certificate request and will also be required for loading
into the TelePresence Conductor. The file is created in the directory that the openssl command is run
from.

5. Generate a certificate request (suitable for use with Microsoft Certification Authority) by running the
following command:
openssl req -new -key privatekey.pem -config openssl_request.cfg -out
certcsr.der -outform DER -shal

6. Enterthe data requested, including:

e Country

e State or province

e Locality name

¢ Organization name

¢ Organizational unit

¢ Common name - this is the TelePresence Conductor cluster FQDN if the certificate is for a cluster of
TelePresence Conductors orit is the FQDN of the TelePresence Conductor if the certificate is for a
single TelePresence Conductor

o Email address - optional, can leave blank

¢ A challenge password - optional, can leave blank

¢ An optional company name - optional, can leave blank

After entering the requested data, the certificate request file certcsr.der is now available.

To validate that DNS entries have been entered correctly into the request, the certcsr.der file can be
decoded using the command:

openssl req -text -noout -in certcsr.der -inform DER

This certificate request file can be passed to an internal or third-party Certificate Authority for generating the
X.509 certificate. OpenSSL can be used to operate a private CA, as described below.

Operating as a Certificate Authority using OpenSSL

A major deployment is likely to make use of a third-party certificate authority, or already have one internal to
an organization’s IT department. However, you can use OpenSSL to manage certificates in a private
certificate authority as outlined below.

If you have already configured OpenSSL to act as a CA, go to section Creating a signed certificate using
OpenSSL [p.14].

Configuring OpenSSL to act as a CA

OpenSSL is powerful software, and when operating as a CA, requires a number of directories and databases
to be configured for tracking issued certificates.




The list of directories and files can be found in the openssl configuration file under the section [ CA_
default ]. By default, the files/directories required to be created are:

= A demoCA directory in the current directory, with 3 subdirectories certs, newcerts and private.
= An empty file called index.txt in the demoCA directory.
= Afile called serial in the demoCA directory, storing a 2-digit number, such as “10”.

For example, use the commands:

mkdir demoCA

cd demoCA

mkdir certs
mkdir newcerts
mkdir private
touch index.txt
echo 10 > serial

Creating a Certificate Authority using OpenSSL

This process creates a private key and certificate of a Certificate Authority (CA), which can then be used to
validate other certificates. Note that this will not be trusted by devices outside of those on whichiitis
explicitly installed.

From a command prompt:

Ensure that you are in the demoCA directory.

2. For Windows: copy openssl.cfg from the directory where OpenSSL is installed to the demoCA directory
and rename it as openssl_local.cfg.
For Mac OS X: copy /System/Library/OpenSSL/openssl.cnf to the demoCA directory and rename it as
openssl_local.cfg.

3. Use atext editor to edit the openssl_local.cfg file that was created by the above copy command. Make
the following modifications to the [CA_default] section:
a. Ensurethattheline copy_extensions = copy does not have a# at the beginning of the line.
Delete the #if it is there. If the line remains commented out, it will strip attributes in the CSR and the
SSL Server and SSL Client attributes will not appear in the certificate.
b. Change policy = policy match to policy = policy_anything
Change dir = ./demoCA to dir = .
d. Optionally, change default days = 365 (1year validity of the generated certificate)
to default_days = 3650 (10 years, or choose another suitable value).
e. Savethefile.

o

4. Generate a private key for the CA by running the following command:
openssl genrsa -aes256 -out private/cakey.pem 4096
This will prompt for a password with which to encrypt the private key: choose a strong password and
record it in a safe place. The cakey.pem file will be used to create the CA certificate and to sign other
certificates and must also be kept secure.

5. Generate the CA certificate by running the following command.
For Windows: openssl req -new -x509 -days 3650 -key private/cakey.pem -config
openssl local.cfg -shal -extensions v3_ca -out cacert.pem
For OS X: openssl req -new -x509 -days 3650 -key private/cakey.pem -config
openssl local.cfg -shal -extensions v3 ca -out cacert.pem

6. Enter a passphrase for the key, and then enter the data requested, including:




e Country

e State or province

e Locality name

¢ Organization name

¢ Organizational unit

e Common name — this is typically the name of a contact person for this CA
e Email address — optional, can leave blank

After entering the requested data, the operation completes and the certificate authority certificate cacert.pem
is now available.

Creating a signed certificate using OpenSSL

This process signs the server certificate with the generated CA key, using the previously generated
certificate request.

From a command prompt:

Ensure that you are in the demoCA directory.

2. Ensure that the certificate request file (certcsr.pem) is available:

o If the certificate request was created using the TelePresence Conductor (recommended process):
Copy the file downloaded from the TelePresence Conductor into the demoCA directory and rename it
as certcsr.pem.

o If the certificate request was created using OpenSSL:

Copy the previously generated certificate request into the demoCA directory and then covert it to PEM
format by running the following command:
openssl req -in certcsr.der -inform DER -out certcsr.pem -outform PEM

3. Generate a signed server certificate by running the following command:
openssl ca -config openssl local.cfg -cert cacert.pem -keyfile
private/cakey.pem -in certcsr.pem -out certs/server.pem -md shal
If you receive a "failed to update database TXT_DB error number 2" error message, you can remove the
contents of the index.txt file and then rerun the command.

4. You will be prompted to enter the password for the CA'’s private key.

The signed certificate for the server is now available as demoCA/certs/server.pem.

Creating self-signed certificates using OpenSSL

We do not recommend creating self-signed certificates. They will not work in Unified Communications
deployments.

Instead you should create a Certificate Authority using OpenSSL as described above.




Appendix 3: Converting a DER certificate file to
PEM format

A private key, root (CA) certificate and the server/ client certificate can be generated using third-party tools
(or purchased from a certificate authority), and may be generated as PEM (required format, extension .pem)
or DER (extension .cer) format files.

Certificates must be in PEM format for use on the TelePresence Conductor. Conversion from DER to PEM
format can be done in one of two ways, either using OpenSSL or Windows, as documented in the following
sections.

Converting a DER certificate file to a PEM file using OpenSSL

To convert from DER to PEM format, on a system running openssl, execute the command:

openssl x509 -in <filename>.cer -inform DER -out <filename>.pem -outform PEM
Converting a DER certificate file to a PEM file using Microsoft Windows

To convert from DER to PEM format using Microsoft Windows:

1. Double click on the DER file to convert (this will likely have a ‘.cer’ extension).

e R =

aeneral | Detals | Certification Path |

1R Certificate Information

Windows does not have enough information to verify
this certificate.

Issued bo:  tsbu-ruscOl-glpha-chister0l cisco.com

Issued by: rusc-hme-LYNCL-CA

l Yalid from 05 OFf 2011 to 04 OF] 2013

R

Instal Certificate...| | Issuer Stakement

Learn more abaut Certificates

2. Select the Details tab.




Appendix 3: Converting a DER certificate file to PEM format

[ General| Detais | Certification Path |

Show: [-:M:- 'I
Field Walue &
[ Jwersion ¥3 -
| | serial number 1e d2 43 73 00 00 00 00 00 08
- | signature agorithmn shalRSA
[ |=sgnature Rash slgorithen shal
Tssuer rusc=lync-LYNC1-CA, nusc-lync...
[ |watid From 05 Juby 2011 17:02:07
[ vaidto 04 Juby 2003 17:02:07
| [ & et Pt - el -alnbka-clickasn ) e

Edit Properties, .., Copy ko File,..

Learn mare aboit certificate details

3. Click Copy to File...

4. Onthe Welcome page, click Next.

5. Select Base-64 encoded X.509 (.CER) and click Next.
r&rﬁmu Export Wizard i ' - l

Export Fike Fommat
Certificabes can be exported in o variety of fils formats,

Sedact the Format you want bo use:
) DER encoded binary X509 (.CER)

7 Sryptographic Message Synbax Standard - PKCS #7 Certificabes { P78) |
Trschude sl certifcates in the cortfcabion path F poschils

Personal Information Exchange - FXCS #12 (PFE)
Trchpde: ol certificates in the certification path F possble
Dresdebe the private key i the export is successful
Export gl extendsd proparties

Microsolft Serisloed Certificate Store (.55T)

| Loarn more sbout ceriicate fls fremats

l [ <mack ][ Met> | [ cancel |

6. Click Browse and select required destination for file (e.g. server.pem) and then click Next.
7. Click Finish.
8. Change the filename from server.pem.cer to server.pem.
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Appendix 3: Converting a DER certificate file to PEM format

9. This will be used in the Loading certificates and keys onto TelePresence Conductor [p.8] section of this
document.
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Appendix 4: Decoding certificates

This section describes some methods for decoding and viewing the content of certificates.
OpenSSL

A PEM file (e.g. cert.pem) can be decoded by the following command:

openssl x509 -text -in cert.pem

A DER file (e.g. cert.cer) can be decoded by the following command:

openssl x509 -text —-inform DER -in cert.cer

Firefox

The certificate in use for a website being visited can be viewed in Firefox by clicking on the security
information button on the address bar, and then clicking More Information followed by View Certificate.

Internet Explorer

The certificate in use for a website being visited can be viewed in Internet Explorer by clicking the lock icon to
the right of the address bar. A Website Identification dialog will appear. Click the View Certificates link at
the bottom.




Appendix 5: Configuring Windows Server
Manager with a "client and server" certificate

template

The default "Web Server" certificate template used by the Microsoft Certification Authority application will
only create a certificate for Server Authentication. The server certificate for the TelePresence Conductor also

needs Client Authentication.

To set up a certificate template with Server and Client Authentication:

1. InWindows, launch Server Manager (Start > Administrative Tools > Server Manager).

(Server Manager is a feature included with server editions of Windows.)

2. Expand the Server Manager navigation tree to Roles > Active Directory Certificate Services >
Certificate Templates (<domain>).

3. Right-click on Web Server and select Duplicate Template.
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4. Select Windows Server 2003 Enterprise and click OK.

5. Onthe General tab, enter the Template display name and Template name, forexample Web client
and server and Webclientandserver.
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6. Onthe Extensions tab, select Application Policies and click Edit.

Properties of New Template
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7. Add Client Authentication to the set of application policies:

a. Click Add.
b. Select Client Authentication and click OK.
c. Click OK.

Edit Application Policies Extension

An application policy defines how a certificate can be
uzed.

od. | Edt. | Remove |

[ Make this extension critical

k. I Cancel |

8. Click OK to complete the addition of the new template.

9. Addthe new template to the Certificate Authority:
a. GotoRoles > Active Directory Certificate Services > <your certificate authority>.
b. Right-click on Certificate Templates and select New > Certificate Template to Issue.
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c. Select your new Web client and server template and click OK.

| Enable Certificate Templates [ %]
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The new Web client and server template can now be used when submitting a certificate request to that
Microsoft Certification Authority.
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