Cisco ME3600X/ME3600-24CX/ME3800X
Design Guide

Last UpdatedSeptembe2013

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: OL-30517-01


http://www.cisco.com/

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANBETHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANT®
OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPEL
WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED
WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of CalifdiNid® H\ 8&% DV SDUW RI 8&
version of the UNIX operating system. Aihts reserved. Copyright © 1981, Regents of the University of California.

127:,7+67$1",1* $1< 27+(5 :$55%$17< +(5(,1 $// '2&80(17 ),/(6 $1' 62)7:$5( 2) 7+(6( 6833/,(56 $5( 3529,'(" 3¢
FAULTS. CISCO AND THE ABOVENAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED ORVIPLIED, INCLUDING, WITHOUT LIMITATION, THOSE

OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADI
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LBLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IFSCIO OR
ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSBLITY OF SUCH DAMAGES.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other couningef £igsto's trademarks can be found at
www.cisco.com/go/trademarks. Third party trademarks mentioneti@property of their respective owners. The use of the word partner does not imply a partnership relatio
between Cisco and any other company.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended toaoieliestsas and phone numbers. Any examples, command dis
output, network topology diagrams, and other figures included in the document are shown for illustrative purposes osly.ofagtual IP addresses or phone numbers
illustrative content is untentional and coincidental.

Cisco ME3600XME360024CX/ME3800X Design Guide

© 2013 Cisco Systems, Inc. All rights reserved.



CONTENTS

(O10] 010 0 £ 7P UPRP i
L (=] 7= Lo =T PP P PP UPRRPPPR iv.
11 oo 18 et 1o o PO OO PP PP OPPPRPTRTPPN iv
F U o 1= ot = OSSP PP iv
THE SOIULION. ...ttt eere e ek e et e e s s emmrne e st et e s s e e ne e e s memmn e e e ssne e e annn e e e s s mnnnn e iv
Chapter 1Layer 2based DeSIign.........cooevivuiiiiiicceeme e e 5
Design Example GAVC+MST+HLACP+HQOSHOAM. ...ttt mmren ettt e e e e meeean e e e e 6.
Design ExampletBEP+Etherchannel + VPLS+ IGMP SNQQPING.........cc.vceeeeeeeeeeiieiiiineeeesmmmmeanirneneeeeeas 42
Design EXamplef3.8032+0OAM........ccccuuueieeeescmmeetetieeereeteeeesssameeeeessaaaesessaaassstssamaansssassstssresseeesesannnnnes 52
Chapter 2Layer dbased SOlUtioN..........cceuveiiiiiiiceece e, 63.
Design Examplef@SPF+BFD+ Remote LFA+L3VPN+MPLS.QAM.......ooiiiieeeeeiiieeec e 64
Design Example(E13IS+BFD+Remote LFA+EOMALBHEIAPLS OAM......vvviiiiieee i iieeeeee e 78
Design Example(BE).1731LPM+HEOMPLS........ooiiiie i eeceee et memme st e e e e e e e mmnnnnseeeeeeeaeeeenenas 94.
Design Example (FYPLS (ManUal)FFRR.........uuiiiiiiiieee i ceeeee e eeee e e s s srre e s e ssnntneeeeee e s mmmmn e seeeeees 104
Design Example (FR)PLS (BGP Auto DiSCOBER SigNIaiNg).........ocvveeeiiiieeecmiiiiee et sieecmeieeeee e 116
Chapter 3Cisco ME3®X24CXTDM/Clocking Solutian................ 121
1588 OrdiNArY ClIOCKING. .. .cceiititiiii i ceeeaiee ettt e eeeeam e e s s et b et e e s s mmaaam bbbt e e e e anbbbe e e s s amanm sebbeeeeeanenee 122
1588 Boundary CIOCKING (1588.BC).....ccuuuiiiiiiieeaa ittt ettt s eeeee sttt e e s sttt e s memeam s asbee e e e e annneeee s meenans 126
e S O] 01 1o U] = 11T ] o PO PP PP PUPRPP 133
ST ISR o] g A @] a1 T[] =i a) o PSP PPPPP 135
o N (O = ] PP PUPPPPPRPR 136

Cisco ME3600ME360@4CX/ME380Mésign Guide

OL-305101



o Preface

Preface

Introduction

This document provides design guidanbest practice procedures, and detailed configurations for deployment of
ME3600X/ME3800X product in a Service Provider Carrier Ethernet network. The contained information is expected to
help explain the ME3600X/ME3800X series product design in thexbat a Service Provider environment and
SURYLGH JXLGDQFH RQ GHSOR\PHQW LQ D 6HUYLFH 3URYLGHUTV DFFHVYV

Audience

This document is intended for all technical person who are involved in the design/deployment of ME3600X/ME3800X
Carrier Ethernet piuct.

The Solution

The solution is a Layer-Based desigrthe benefit of layer 2 solution is simple network topology, easy for operation,
fast convergenc@vith the help of REP/G.8032 feature).

p CiscoME3600:24TS/ME36@BICX/ME3800X Design Guide




Chapter 1
Layer Zoased Design

In the layer 2 based solution design sectiba,following features will be covered:

Ethernet Virtual ConnectiofEVC)
Multiple Spanning TreéMST)
Link Aggregation Control Protoc§LACP)
Operations, Administration, and Maintenarf©AM)
Quality of Sewice (QoS)
G.8032(Ethernet Ring Protection Switching)
X Resilient Ethernet Protoc@REP)
The following topology will be used for the layer 2 solution design:

X X X X X X

R1,R2,R3,andR4 are the access dewce¢hesare theCiscoME3600X/ME3800X series product.
R5andR6 are theCiscoME3600X%-24CX devices
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DesignExamplg(A) 2 EVC+MST+LACP+Qos+OAM

Ethernet Virtual Connection (EVC)

Ethernet Virtual Connection (EVC) is defined by the Mdithernet Forum (MEF), An EVC is a conceptual service
pipe within the servie provider network.EVC feature provides the vlan translation in a very flexible way.

EVC Technology

In this example, there are three streatds B, andC that comdrom R5, across the access ring.

The vlan tag of streamf/1an300) will be kept unclanged.
The vlan tag of stream@/lan51) will be changed to vlan61.
The vlan tag of stream(lan50) will be added one more outer t&@inQ).
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EVC Sample configuration on R1:
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EVC Sample configuration on R3:
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Configuration on R5:
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Configuration on R6:
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Multiple Spanning Tr@dS’)

MSTs (IEEE 802.1s) combine the best aspects from both the PVST+ and the Bb2.ithpa is that several VLANS
can be mapped to a reduced number of spanning tree instances

Seethe followingtable for the MST design example:

MST Design example MST Instance 1 MST Instance 2 MST Design example
Vlan range Vlan1-200 Vlan 20:4000 Vlan range

Block port R2 gigabitEthernet0/1 R4:portchannel(0/11,0/9) | Block port

Root Bridge R1 R3 Root Bridge

MST Sample Topology
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MST Sample Configuration at R1
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MST Sample Configuration at R2
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MST Sample Configuration at R3
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MST Sample Configuration at R4
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MST Status Verification
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Link Aggregate Control Proto@oACB

Link Aggregation Catrol Protocol (LACP) is part of an IEEE specification (802.3ad) that allows you to bundle several
physical ports together to form a single logical channel.

In this example,two links between R3 and R4 will be combined together, LACP fast rate and LAERUtelwill be
enabled.

LACP Configuration on R3
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LACP Configuration on R4
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Verify the LACP Status
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Quality of Servic€oS

All QoS configuration on the ME 3800X and 3600X switches is Modular QoS CLI (MQC)l@omhQuality of service
(QoS) on the ME 3800X and ME 3600X switches includes :

Traffic classification
Marking
Policing

X X X X

Queuing, and Scheduling

For Ingress Service Policies, below items can be configured:
x Traffic Classification
X Marking
x Policing

For egess service policy, below items can be configured:
x  Traffic Classification

Marking

Policing on the PQ

Queuing

X X X X

Scheduling

Service policies can be attached to Routed ports,Regular Ethernet Flow Points (EFPs), Switchport Trunk mode ,
Switchport Access mode. RWH 6 HUY L F Hbe&t&rhddb\S\H Dt€face.
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In the Qos design example below, The Qos design example will focus on the Gi0/1 of R1. Meanwhile, Qos marking
examples will be configured on R5(gi0/2) and R3 (gi0/16).

Traffic from R5 to R1 wilinclude three streams , they are voice/video/data. Below table lists the COS value and vlan
Tag for each steams.

streams Vlan Tag COS value
Voice stream Vlan 50 5
Video stream Vlan 51 4
Data stream Vlan 300 1

To make the traffic from R5 includeseticorrect COS value, below Configuration are applied on R5 for the COS
marking:
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For the traffic stream from R6 to R3, similar configuration can be applied on R6 in order to make Si@Stialue is
set. Or another alternative way is to set the COS value on R3 gi0/16 for the incoming traffic. Below is the example for
set the COS value on R3:
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For the R1 Giga 0/1 Qos egress design,

Egress Queuing
Voice stream 25Mbps(priority Queue)
Video Stream 30Mbps
Data stream 25Mbps
Class Default 20Mbps

For ingress poliog,

Ingress policing
Voice stream 25Mbps
Video Stream 100Mbps
Data stream 100Mbps

Qos design examplenfiguration on R1:
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Verification of QoS classification on R1:

Cisco ME3600ME360Q4CX/ME380M¢sign Guidep

OL-3051701 -



E-OAM (Operations Administration Maintenance)

Ethernet Operations, Administration, and Maintenance (OAM) is a protocol for installing, monitoring, and
troubleshooting Ethernet networks to increase management capability thightontext of the overall Ethernet
infrastructure. The Cisco ME 3800X and ME 3600X switch supports

x |EEE 802.1ag Connectivity Fault Management (CFM),
X Ethernet Local Management Interfacel(Hl),
x |EEE 802.3ah Ethernet(link OAM)

In this example, Link OM and CFM will be covered.EMI will be covered in other example.
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Link OAM will be configured between R5 and R1; R3 and R6
CFM will be configured between R1 and R3.
Below is the topology for Link OAM and CFM.

Configuration on R5:

Configuraton on R1:
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Configuration on R3:
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Configuration on R6:

Verify Link OAM on R1:
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Verify CFM on R1:
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Verify CFM on R3:
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Verify CFM on R6:
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Shutdown the interface on R6 , Verify the CFM status on R1
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Verify the Remote Loopback function:
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Design Example(BREP+Etherchannel + VPLS+ IGMP
Snooping

In this example R1, R2, R3, AND R4ill be in one REP ring. Below is the topology.

Resilient Ethernet ProtocBIEP)

The Resilient Etheret Protocol (REP) is a Cisco proprietary protocol that provides an alternative to the Spanning Tree
Protocol (STP). REP provides a way to control network loops, handle link faitum@smprove convergence time.

R1,R2,R3,andR4 will be a closed REring, seg¢he followingtablefor the REP design requirement

| REP | Routers |
Cisco ME3600ME360Q4CX/ME380M¢sign Guidep
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REP Primary Edge port R1 gi0/7

REP Secondary Edge port R1 Ten 0/2
REP Preferred Alternate Port R2 Gi 0/1
REP Vlan load balance Vlan 1-200 blocked at Alt port

vlan 20124094 bocked at primary Edge port

R1 configuration :

Important You cannot configure REP on interfacest i@ configured with EVC service instances.

R2 configuration :

R3 configuration :
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R

4 configuration :

V

erify REP topology status:
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EtherChanndEthernet Channel)

EtherChannels have automatic configuratiothwither Port Aggregation Protocol (PAgP) or Link Aggregation Control
Protocol (LACP). PAgP is a Cisquoprietary protocol that you can only run on Cisco switches and on those switches
that licensed vendors license to support PAgP. IEEE 802.3ad defA@. ILACP allows Cisco switches to manage
Ethernet channels between switches that conform to the 802.3ad protocol.

,Q WKLV H[DPSOH 7KH (WKHU&KDQQHO *RQ" PRGH ZLOO EH XVHG

EtherChannel on mode can be used to manually configure an EtherChannel. The &oreesdeport to join an
EtherChannel without negotiations

Configurationexample on R3 and R4:
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Virtual Private LAN Servid®@4PLS

Virtual Private LAN Servies (VPLS) is a class of VPN that supports the connection of multiple sites in a single bridged
domain over a managed IP/MPLS network. In this exanpid,S will be enabled on SVI interface of R1 and R3,
VPLS will be setup between R1 and R3. R5 can pingiRéhe VPLSnetwork R1, R2, R3, and R4

Configuration R1:
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Configuration R3:
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Configuration on R5 ang&6
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IGMPSnooping

CiscoME3600X can use IGMP snooping to constrain the flooding of multicast traffic by dynamically configuring
Layer2 interfaces so that multicast traffic marded to only those interfaces associated with IP multicast devices

Configuration on R1:
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DesignExample(C3 G.8032+OAM

G.803ZEthernet Ring Protection Switching)

The ITUT G.8032 Ethernet Ring Protection Switching feature implements protection switching mechanisms for
Ethernet layer ring topologies. This feature uses the G.80&2rethRing Protection (ERP) protocol, defined in {TU
G.8032, to provide protection for Ethernet traffic in a ring topology, while ensuring that no loops are within the ring at
the Ethernet layer.

G.8032 provide fast convergence.

In this exampleR1, R2,R3, AND R4will be in a G.8032 closed ring. R1 g0/7 will be the Ring protection Link port.
The GO/7 of R3 will be the RPL neighbor port.

Vlan 11 will be used for the APS signaling
90DQ LV WKH FXVWRPHUfVY GDWD YODQ

Configuration on R1:
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Configuration on R2:
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Configuration on R3:
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Configuration on R4:
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Verifying the G.8032 Ring status:
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The clishow vlan counterddisplaysthe Traffic Stats for SVI as below:
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Chapter 2
Layer3-basedSolution

In the layer 3 based solution design section, The following features will be covered:

Layer 3 Virtual Private Netword_3VPN)

Virtual Private LAN Servic€VPLS)

Bidirectional Forwarding DetectiofBFD)

Ethernet Operation Administration MaintenaifEeOAM)
Qudity of Service(QoS

Remote loop free Alternai®&emoteLFA)

Y.1731 Performance Monitoringy.1731PM

MPLS Operation Administration Maintenan@é¢PLS OAM)

X X X X X X X X

Layer 3 based Solution Design Topology:

R1, R2, R3, AND R4 are the PE device.
R5,R6 are th€E device.
In the ring of R1, R2, R&ANdR4, MPLS is enabled.
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DesignExample(Dj OSPF+BFD+ Remote LFA+L3VPN+MPLS
OAM

OSPF and BFD

OSPF(Open Shortest Path first) is a istlte routing protocol.BFD(Bidirectional Forwarding Detection) is a detection
protacol which is designed to provide fast forwarding path failure detection time.

In this example, BFD support for OSPF is configured.

R1,R2,R3,andR4 is in a OSPF ring , BFD for OSPF is enabled on each router.
Configuration aR1:
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Configuration aR2:
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Configuration aR3:
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Configuration aR4:
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Remote LFA (Loop free alternative)

IP-FRR/LFA and Remote IP LFA feature is supported on ME3600X/ME380026@&EX-24CX since 15.3(2)S
release. This feature helps to archive the fast convergence of the network.

In this example,Remote LFA is configured on bBth R2, R3and R4.

Configuration &R1:

Configuration aR2:

Configuration aR3:
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Configuration aR4:

Verification on Remote FLA
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Layer 3 Virtual Private Netw@&\YPN)

MPLS Layer 3 VPNs usefaeerto-peer model that uses Border Gateway Protocol (BGP) to distributer®lBted
information.

In this example, see the topology below:

R5,R6 will be CE device
R1,R4 will be the PE device.
BGP will be enabled on R1 and R4.

Configurationat R5:
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C

onfiguraton at R1
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Configurationat R3
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Configurationat R6
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MPLS OAM

MPLS OAM helps service providers monitor laisglitched paths (LSPs) and quickly igel&PLS forwarding
problems to assist with fault detection and troubleshooting in an MPLS network.
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DesignExample(E1 1SIS+BFD+Remote LFA+EOMPLS+E
LMI+MPLS OAM

ISIS+BFD

The Intermediate Systetn-Intermediate System (1E5) routing protocol is an Interior Gateway Protocol (IGP)
standardized by the Internet Engenieg Task Force (IETF) and commonly used in large Service Provider networks.

Bi-directional Forwarding Detection (BFD) provides rapid failure detection times between forwarding engines.

BFD for ISIS configuration example is listed below.

Configurationat R1
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Configurationat R2
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ConfigurationAt R3

Configurationat R4
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Remote LFA

Configurationat R1

Configurationat R2
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C

onfiguationat R3

C

onfiguationat R4
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Ethernet over MPLS (EOMPLS

Ethernet over MPLS (EoMPLS) is part of Giés Any Transport over MPLS to provide L2 connectivity (psewie)
over MPLS cloud.

In this example, see the topology below,

R5 is the CE1,

R6 is the CEZ2;

R1 and R3 are the PE device.

R1, R2, R3, AND R4 are in the MPLS cloud. EOMPLS is configure®d and R3 port.
Configurationat R1
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Configurationat R3

Cisco ME3600ME360Q4CX/ME380M¢sign Guidep

OL-3051701 -



Configurationat R5

Cisco ME3600ME360@4CX/ME380M¢sign Guidep

OL-3051701 -



Configurationa R6

Ethernet Local Management InterfRe E.M)

E-LMI(Ethernet Local Management Interfaagfines the protocol and procedures that convey the information that
allows auteconfiguration of the CE device by the service provider's-fzssng provider edge (\PE) device. The £

LMI protocol also provides thmeans for notification of the status of an EVC.
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In the example,

CE1 and PEL1 are thelBMI interface.
CE2 and PE2 are thelBMI interface.
PE1 and PE2 will have the CFM
Configurationat R5

Configurationat R1
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Configuraitonat R3
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Configurationat R6
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MPLS OAM
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DesignExample(E2®Y.1731PMEOMPLS

Y.1731 Performance Monitoring

Y.1731 Performance Monitoring (PM) provides a standard ethernet PM function that includes measurement of ethernet
frame delay, frame delay variation, frame loss, and frame throughput measurements specified by thiell131
standard and interpreted by the Metro Ethernet Forum (MEF) standards group.

Configurationat R1
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Corfigurationat R3
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R1 Y.173PM Verification
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DesignExampldF1)® VPLSmanual)+TERR

Virtual Private LAN Service (VPLS

Virtual Private LAN Services (VP8) is a class of VPN that supports the connection of multiple sites in a single bridged
domain over a managed IP/MPLS network.

In this example, Multipoint manual configuration mode will be used for VPLS.

A sample dpologyis as shown below

Configuraton at R1
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Configurationat R2
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Configurationat R3
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Configurationat R4
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Configurationat R5

Configurationat R6
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MPLS TraffiEngineering an&astReroute(TEFRR

Below is the Topology for MPLSE FRR.
The Link protection will be configured.

Configuationat R1
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Configuationat R2
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Configruationat R3
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Configurationat R4

Verificationon R1
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DesignExampleg(F2)® VPLSBGP Auto DiscoveBGP
Signlaing)

VPLS8BGP Auto Discovery BGP Singaling

Configuration at R1
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Configurationat R2
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Configurationat R5
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Configurationat R6
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Chapter 3
CiscoMB360X-24CXxTDM/Clocking Solution

Importartt 1588 is only supported dBiscoME3600X-24CX. It is not supported cBiscoME3600X%-
24TS/24FS/ME380X.
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1588 Ordinary Clocking

Topology:

Important 7KH 73 . GLGQTW FRQQHFW WR WKH *36 7KLV H[DPSOH MXVW V
ME3600%-24CX.

TP5K Configuration:
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CiscoME3600X%-24CX-R6 Configuration:
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1588oundary Clockin@d 58380

Important 1588 BC feature need the 1588 BC license

Instaling the 1588 BC license:

Topology:

Configuration on R1:
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Configurationon R2
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1PPS Configuration

Topology:

Output 1pps signal on the R2, see the green line, connect the 1pps signal to the Testing Gaipmen
ParagonX),compare the 1pps signal with the stardarnd 1pps signal.

Configuratbn at R2
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Testing Result on the Calnex:
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BITSPort Configuration

Configuiing the BITS port :

Verifying the BITS port selgtion
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SYNCE ESMC

Toplogy

R1,R2,R3 are the ME3600X4CX
R4 is the ME3800X.

Configuration at R1
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Configuration aR2
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Configuration aR3
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Configurationat R4
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