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A P P E N D I X A
Transport Gateway Communication over 
HTTPs

Devices in order to communicate with TG via HTTPS, SSL certificates need to be installed on devices. 
In addition to the TG SSL Certificate option there is also a provision for Self-signed certificates.

The Transport Gateway is shipped with Self-signed certificates that works for IOS devices. The below 
use case explains the process to setup Self-signed SSL certificates to enable HTTPS communication 
between devices and TG. 

Usecase

Customer Using Self-signed certificates shipped with TG

TG is shipped with self-signed certificate and configured by default. Customer needs to import the 
certificate in device following the standard instructions on device. A section (Using HTTPS for device 
to TG communication) in the TG user guide document entails this information. 

Reference: Using HTTPS for device to TG communication

Customer installs own certificate on TG

We shall consider below scenario in this use case:

 • Creating and Installing Self-signed certificates with Subject Alternative Name (SAN) (mandatory 
for IOS-XR devices).

Creating and Installing Self-signed certificates with Subject Alternative Name
(mandatory for IOS-XR devices)

Note • Ensure JDK 1.7 or higher is installed on the system where the below commands are executed.

 • If you are trying to install the certificates, using Cisco Smart Software Manager Satellite, contact 
Cisco Support team for support.

http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf#page=17
http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf#page=17
http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf#page=22
http://www.cisco.com/c/dam/en/us/td/docs/switches/lan/smart_call_home/user_guides/SCH_Ch4.pdf#page=22
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  Usecase

This will generate the java keystore (tgservernew.jks) and the certificate (tgservernew.pem) file. 

Follow the below steps to add the keystore to TG and install the certificate onto the device:

Reference: Using HTTPS for device to TG communication
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