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INECTTACE 1P . . o ottt e e 570
Ip helper-address . . ... .ooo o 571
show ip helper-address . ...... ... i 572
show ip dhep client interface . ...... ... .. . 573
27 1P Routing Protocol-Independent Commands ...........ccceeeeviieeiiiieiiiiiieeiiee e 575
directed-broadcast . .. ... .. e e 575
IP POLICY TOULE-INAP . . o . oottt e e e e e e e e e e e e e 575
IPTEAITECES . . . oottt e e e e e e e 577
130 (0 578
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IPTOULING . . . oo e e 580

SHOW IP TOULE . . o . et et e e e 581
ShOW 1P TOULE SUMMATY . . . . o\ttt ettt et e ettt e et e e ettt e et 587
28 1P System Management Commands ...........c.ceercuieeriiiiieeiiiieeeniieeeeieeeesieeeeeseneeeeneneeens 589
DI ottt e 589
SO 592
17521 T 594
TTACETOULE . . . o . ottt ettt et e e e e e e e e e e e 598
29  IPv4 IPM Router COmMMANAS ........cceviiiiieiiiiieeciiie ettt eere e e tre e e e ere e e s areeeeenaee e 601
Ip MUltiCast-TOULING . . . . ..ottt e e e e 601
ip multicast ttl-threshold ... ... ... .. . 602
SHOW ID ITOULE . . . o .ot e e e e et e e e e 603
ShOW Ip MUILICASt ... .. o 605
30 TPVO COMMEANGS ....ooiiiiiiiiiiiiiie ettt ettt ettt e sttt e s beeesbeeens 608
clear ipvh NeighbOrs . .. .. .. 608
IPVO address . . .ot e 608
IPVO address anyCast . ... ...ttt e 610
ipv6 address autocontfig .. ... ... 611
Ipv6 address GUI-04 . . .. .. .. 612
ipv6 address link-local . ... ... ... e 614
IpVO default-gateway . . . .. ..o 615
IPVO BNable . ..o 616
IPVO hop-Timit .. ... 617
IpV6 icmp error-interval .. ... ... 618
ipv6 link-local default zone . . . ... ... . . 619
ipv6 nd advertisement-interval ... ... ... 620
ipvo nd dad attempts . .. .. ... e 621
ipvo nd hop-limit . . ... 623
ipv6 nd managed-config-flag . ....... ... .. ... .. 624
Ipvo nd ns-interval . ... 625
ipv6 nd other-config-flag ... ... ... ... 626
IPVO A PrefiX . ..ot e 627
ipvondrainterval ... ... ... 630
ipvondralifetime . ... ... .. . 632
IPVO N T SUPPIESS .+ & o v et ettt et ettt e e et e e e e e e e e e 633
ipv6 nd reachable-time .. ... ... .. .. . e 634
ipv6 nd router-preference . ... ... ... ... 635
IPVO NEIGIDOT . . . o 636
IPVO POLICY TOULE-INAD . . o o ottt ettt et ettt e et e e e et e et e ettt 638
IPVO TEAITECES . . o v ottt et e e e e e 640
IPVO TOULE . . ottt ettt et e e e e e e e 641
IPVO UNICASE-TOULING . . . o oot ettt e et et et e e e e e e e e e e 643
ipvounreachables . ... ... ... .. 644
Show IpVvO INterface . ... ..o . 645
show ipv6 link-local default zone . ........ ... . ... . . i 654
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show ipvO nd prefix . . .. ..o 655
show ipvO neighbors . . ... . 656
SHOW IPVO TOULE . . . oottt ittt et et e et e e e e e e e e e 658
ShOW 1PVO TOULE SUMIMATY . . .. o\ttt ettt et e ettt e e e e e e et e et 661
SHOW IPVO SEALIC . . . o\ttt ettt e e e e 662
31 IPVO FIrst HOP SECUITLY ..cuvviiiieiiiie ettt ettt ettt e et e e et e e earaee e ennneee e 665
address-Contig . .. ..o 666
address-prefix-validation . ... ...... ... . 667
clear ipv6 first hop Security COUNtErS . ... ... ... ...ttt 668
clear ipv6 first hop security error COUNETS . .. .. ... vttt ittt e 669
clear ipv6 neighbor binding prefix table .. ......... ... .. .. . . . 669
clear ipv6 neighbor binding table ... ........ .. .. .. . . . 670
device-role (IPVO DHCP Guard) . ....... ..ot e e 671
device-role (Neighbor Binding) . ........ ... . 673
device-role (ND Inspection Policy) ............ . i 674
device-role (RA Guard Policy) . ... ... i 675
AIOP-UNSECUIC . . . ottt ettt et et e et e e e e e e e e et e e ettt 676
MOP-IimMit . . 677
IPVO dhep GUard . .. ..o e 679
ipv6 dhep guard attach-policy (portmode) . .. ... .o 680
ipv6 dhep guard attach-policy (VLAN mode) . ...... ... i 682
ipvo dhep guard policy . .. ..o 683
ipv6 dhep guard preference . ... ... e 686
IPVO fIrst NOP SECULILY . . ..ottt e e e e e e e 687
ipv6 first hop security attach-policy (portmode) . ........... it 688
ipv6 first hop security attach-policy (VLANmode) .......... ... .. 690
ipv6 first hop security logging packet drop ......... ... .. .. 691
ipv6 first hop security POliCY ... ...ttt e 692
IPVO NA INSPECHION . o . ottt ettt ettt e e e e et e e e et 694
ipv6 nd inspection attach-policy (port mode) . ............ . it 695
ipv6 nd inspection attach-policy (VLANmMode) . ...t 698
ipv6 nd INSPEction drOP-UNSECUTIE . . . .. o\ttt ettt e e et e e e e e et 699
1pv6 nd INSPECtiON POLICY . . o .ottt et e 700
ipv6 nd inspection sec-level minimum . ......... ... e 702
ipv6 nd inspection validate SOUrCE-MAC . ... ... vttt ettt e e 703
IPVO A raguard . ... ... 703
ipv6 nd raguard attach-policy (port mode) . ...........o it 705
ipv6 nd raguard attach-policy (VLAN mode) . ... e 707
ipv6 nd raguard hop-limit . ... ... .. .. 708
ipv6 nd raguard managed-config-flag . . . ... .. .. 709
ipv6 nd raguard other-config-flag .. ... .. ... . . . 710
ipvo nd raguard poliCy ... ... . e 711
ipv6 nd raguard router-preference . . ... ... . 713
ipvb neighbor binding . ... ... ... 715
ipv6 neighbor binding address-config . . .. ... ... .. 716
ipv6 neighbor binding address-prefix . ....... ... .. e 718
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ipv6 neighbor binding address-prefix-validation ............... ... .. .. ... .. ... . ..., 720
ipv6 neighbor binding attach-policy (portmode) .......... ... .. . i 721
ipv6 neighbor binding attach-policy (VLANmMode) . . ... 723
ipv6 neighbor binding lifetime . ........ ... .. .. .. . . . 724
ipv6 neighbor binding logging . ... ... .. 725
ipv6 neighbor binding max-entries . . ... ... ...t e 726
ipv6 neighbor binding policy ... ... ... . i 727
ipv6 neighbor binding Static .. ....... . ...t e 729
IPVO SOUICE GUATA . . .ottt ettt e e e e e e et e e 730
ipv6 source guard attach-policy (port mode) .......... ...t 731
Ipv6 source guard POLICY . . ..ottt 732
logging binding . . ... ..ot 734
logging packet drop . . ... ..ottt 735
managed-config-flag . . ... ... 736
match ra address . .. ... .ot 737
match ra PrefiXes . .. ..o 738
MatCh 1ePlY . ..o 739
match server address . ... ... .. 741
MAX-COLIICS .« o . ot ottt ettt et e e e e e e e e e e e 742
other-config-flag . . ... ... 744
PIEICICNCE . . . ot 745
TOULET-PIEfereNCe . . . . . ot 746
sec-level MINIMUM . .. ... ottt et e e 748
show ipvo dhep guard . ... ... 749
show ipv6 dhep guard poliCy .. ... .o 749
Show ipvO first hop SECUTILY .. ... ottt e e e e 751
show ipvo6 first hop security active policies . ........... ..ottt 752
show ipvo6 first hop security attached policies ........... ... .. ... ... 754
show ipv6 first hop security COUNtErs ... ... ...ttt ettt et 755
show ipvo6 first hop security error COUNers . .. . ... ...ttt 757
show ipvo6 first hop security policy . . ... ..o 758
Show IpvO Nd INSPECLION . . . ..ottt 760
show ipv6 nd insSpection POlICY . . . . ..ottt 760
show ipvo nd raguard . ... ... .. .. .. 762
show ipv6 nd raguard POLICY . . .. ..ottt 763
show ipv6 neighbor binding ... ... ... .. 765
show ipv6 neighbor binding policy . . .. ... ... 766
show ipv6 neighbor binding prefix table ........... .. .. . .. . . 767
show ipv6 neighbor binding table ... ... ... .. .. .. . 768
ShOW IPVO SOUICE UATd . . . . ..ottt et e e e 770
show ipv6 source guard POLICY . ... ...ttt e e e 771
trusted-port (IPv6 Source Guard) . ....... ... . 772
validate SOUICE-MAC . . . .. . ..ttt ettt e e e e e 773
32 IPv6 IPM Router Commands ...........cooecuuiiiiieeiiiiiiieeeeeciiieeeeeecinreeeeeeevreeeeeeeenraeeeeeeennens 775
IPVO MUItiCaSt-TOULING . . . . . ..ottt ettt e e e e 775
ipv6 multicast hop-threshold . . . ... ... . . 776
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ShOW IPVO MIOULE . . . .. oottt et e e e e e e 777
Show IpvO MUILICASt . . ... oot e 779
33 IPv6 Prefix List COmMMANAS .........eeeeiiiiiieiiieeeiiie ettt 782
clear ipvo prefix-liSt . ... ... 782
IPVO PrefiX-list . . . o 783
ShOW IpVO Prefix-list . ... .o e 787
34 iSCSI QOS COMMANGS ....ccouvriiieeiiieeeciiee ettt e e siieeeeieeeestreeessbeeeessseeeesseeesasseeeenssseeens 790
ISCST @NADIE . . o .o 790
ISCST TlOW . o oo 791
ISCST OS & vt ettt et e e e e e e e 792
SHOW 1SCST . . ottt 793
35  IPv6 Tunnel Commands ...........ccoeiiiiuiiioiiiiiie ettt e e e e are e e eanaee e 796
interface tunnel . .. ... .. .. 796
tunnel destination ... .. .. ... ... ... . 797
tunnel isatap solicitation-interval .. .......... ... ... ... 798
tunnel iSatap TODUSINESS . . ..o\ v ittt ettt e e e e e e 799
TUNNE] ISATAP TOULET . . . o\ttt et e ettt e e e et e e e et e e et e e 799
tunnel Mode IPVOIP . . . oot teee 800
tUNNEL SOUICE . . . . oottt e e e e e e 804
show ipvO tuNnel . . . ... o 805
36 Line COMMANAS .....oooeiiiiiiiiiiie ettt ettt e e et e e et e e e sateeeesntteeesnnaeeeenneeeennneeeens 809
AUEODAUA . . .. 809
EXEC-EIIMEOUL . . ..ttt e ettt et et e e e e e e e e 810
LI . .t 810
SPECA .« i 811
ShOW 1Ine . . .o 812
37  Link Aggregation Control Protocol (LACP) Commands ...........cccccuveeeevvieeeeiieeeeenieeens 814
lacp POTt-priority . . .. ..ot 814
1acp SYSteM-PriOTItY . . . . oottt e 815
Jacp tIMEOUL . . . . .o e 815
SHOW 10D . . .o 816
show lacp port-channel . .. ....... ... ... . . . 818
38  Link Layer Discovery Protocol (LLDP) Commands ..........ccceecvveeeriiiirieiiiieeeieeeeiiee e 820
clear 1Idp StatiStiCs . . . . v vttt ettt e e 820
clear lldp table ... ... e 821
Idp chassis-id . ... ... 821
Ildp hold-multiplier . . ... ... ... 822
Hdp Hdpdu .. 823
Ildp management-address . . ... ...ttt 824
Hdp med . . ..o e 825
1ldp med notifications topology-change .............. ... i, 826
lldp med fast-start repeat-Count . . . .. ... . 827
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Idp med location . . . . ... ..t 828

1ldp med network-policy (global) . ... ... .. 829
1ldp med network-policy (interface) . ......... ...ttt 831
1ldp med network-policy VOICE aUtO . .. ...\ vt ittt e 832
Idp NOtfICALIONS . . ..o\ttt et e e 833
lldp notifications interval ... ... ... ... ... 833
Idp optional-tly . . . ... 834
Ildp optional-tlv 802.1 . . ... 835
I TUN Lo 836
IIAP TECRIVE . ottt ettt et e e e e et e e e e e 837
HAp reINIt . .o 838
Hdp tIMeT . . . oo 838
Idp tranSmit . .. ..ot 839
Hdp tx-delay .. ... 840
show lldp configuration .. ......... ... . .. . 841
show 1ldp local .. ... o i 843
show lldp local tlvs-overloading . . ... ... i i 846
show lldp med configuration . . .. ... .. 847
show 1ldp neighbors ... ... .. 848
Show 11dp StatiStiCs . .. ... oot 854
39  Loopback Detection COmMMANAS ........eeeeeriiiiiiiiiieeiiie et eieee et e e e 858
loopback-detection enable (Global) .. ....... ... . i 858
loopback-detection enable (Interface) .. ............ . i 859
loopback-detection interval . .. ... ... . e 859
show loopback-detection . .. ... ... i 860
40 MaAaCTO COMMEANGS ...eeeiieiiieeiiiieeeiiee e et ee e ettt e e eeteeeestaeeesaaeeeesssseeeessseeeessssaeeasssaeeenssseeens 862
TNACTO NAITIC .« . vt vttt et ettt et e et e e e e e e e e e e e e e e 862
00 F2 107 (o R 865
MACTO dESCTIPHION . . . o\ttt ittt et et e e e e e e e e e 867
mMacro global .. ... 869
macro global desCription . ... ... ... it e 871
SNOW PAISET MACIO . . o\t ittt ettt e e e e ettt e e e e ettt 871
41  Management ACL Commands...........ccceiereiiieiiiiireeiiiee e esivee e ereeeestveeessevaeeesereee s 875
deny (Management) ... .. ...ttt e 875
permit (Management) . ... .. ...ttt ettt et e e 876
management access-liSt . . . ... ... 877
management acCesS-Class . .. ... ... .. .t 879
show management access-list . . ... ... 879
show management acCesS-Class ... ....... ...ttt 880
42 MLD COMMANGS .....cciiiiiiieeiiiieeeiiie e e e eeieeeeeeteeeesteeeeseaeeesssseeesessseesassseeessssseesessseeens 882
clear ipvo mId COUNTETS . . . .. .ot 882
ipv6 mld last-member-qUuery-CoUNt . . . .. ... v et e 882
ipv6 mld last-member-query-interval .. .......... ... . 883
ipvo mld query-interval . . .. ... 884
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ipv6 mld qUery-max-reSPONSE-tilme . . ... ... ....uuttntn ettt 885
IpvO MId TODUSINESS . . . . oottt e e 886
IPVO MIA VEISION . . .ottt e e e e e 887
Show IpvO MId COUNLEIS . . ... ottt et e e e e ettt et et 888
ShOW IpVO MId GrOUPS . . . oottt e 889
show ipv6 mld groups SUMMATIY . . .. ..ottt ettt et e e et 891
show ipvo mld interface . ... ... ... ... 892
43 MLD Proxy COommAandS ..........ccoeiuiiiiniiieeiiiieeeeiiee et eeeeete e e sitee e eitt e e st eeeesntaeeeenreeens 894
IPVO MIA-PrOXY . . oottt 894
ipv6 mld-proxy downstream protected ... ....... ... 895
ipv6 mld-proxy downstream protected interface ............. .. ... ... i 896
IPVO MIA-PrOXY SSIN . ..ottt et e e e e e e e e e 897
show ipv6 mld-proxy interface ... ....... ...ttt 898
44 MLD Snooping COMMANAS ........ccueeeeeeuiireiiiireeiiieeeesieeeesreeeessreeesereeeesseeeesssseeeesssseeens 901
ipv6 mld snooping (Global) .. ....... ... 901
ipvo mld snooping vian . . ... ... 901
ipv6 mld SNOOPING QUETIET . . . ..ottt et e e e e e 902
ipv6 mld Snooping vIan qQUETIET . ... ... ...ttt e 903
ipv6 mld snooping vlan querier election .. ............ ... 904
ipv6 mld snooping vlan qUErier VEISION . ... ... .....ouutuer ettt 905
ipv6 mld snooping vlan Mrouter ... ......... ... 906
ipv6 mld snooping vlan mrouter interface . .......... ... 907
ipv6 mld snooping vlan forbidden mrouter . . ......... ... ... 908
ipv6 mld Snooping vIan static ... ...« ...t 908
ipv6 mld snooping vlan immediate-leave . ... ......... . ... 909
show ipv6 mld SNOOPING GIOUPS . . . . vt v ettt ettt e e e e e ettt 910
show ipv6 mld snooping interface . .............. ...t 912
show ipv6 mld SNOOPING MIOULET . . ... ... ..ttt et e et 913
45  Network Management Protocol (SNMP) Commands............ccccuveeeeeiiieeniiieeeeiiiee e 914
SNMP-SEIVET COMMUNILY .« . o\t ettt ettt ettt e e e et e e e e e e e e et e 914
SNMP-SEIVer COMMUNIEY-ZIOUD .« . o\ ettt it et ettt et e e e e e e et e e et e e e 916
SIIMP-SEIVET SETVET .« . . v vt vttt et et e et e et e e e e e e e e e e e e e e et e e 917
SNMP-SETVETr SOUTCE-TNIETTACE . ... oottt ettt e e e e 918
SNMP-SETVer SOUTCe-INtErface-IPVO . .. ...ttt et e et 919
SIIMP-SCIVET VIEW . o\ ottt et ettt et e ettt e et e e e e e e e ettt et 920
SIMP-SEIVEL GIOUD .+« « t ettt et et ettt e e e e e e e e e e e e e e e e e e 921
SHOW SIMP VIBWS . . . oottt et e et e et e e e e e e e e 923
ShOW SIIMP GIOUPS . . . . oottt e e e e e e 924
SIMP-SEIVET USET .« . v ottt et et et et et e e et e e et e e e e e e et e et e e 925
SHOW STIMP USEIS . . o\ttt ittt ettt e e e e e e e e e e e e et 928
SIMP-SEIVer fIlter . ... 930
show snmp fIlters . ... ... 931
SIMP-SEIVEr NOSt . . . o 932
snmp-server enginelD local . ...... .. .. 934
snmp-server enginelD remote . ... .. ... 935
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show snmp enginelD . . . ... ... 936

SNMP-SETVEr €NADIC ITAPS . . o ¢ . v ettt ettt e et e e 937
snmp-server trap authentication . ... ......... ...ttt 937
SIMP-SEIVET COMTACT . o v ottt ettt ettt e e e e et e e e et e e e et ettt eeas 938
SNMP-SEIVEr LIOCATION . . .. oottt et e et e e e e e e 939
SIIMP-SEIVEL SCT . . . o\ vttt ettt et et et e e e e e e e e e e 940
snmp trap HnK-status . .. ... ..o 941
SHOW SIIMIP . < .o e e 941
PHY Diagnostics COmMMAaNdS.............oeeeeiiiiiiiiiiiiiiiiiiee e e e e e e eanneee s 944
test cable-diagnostics tdr . . .. ... .. 944
show cable-diagnostics tdr .. ......... ... . 945
show cable-diagnostics cable-length . .. ....... ... .. .. . . . . . . 946
show fiber-ports optical-tranSCeivVer . .. ... ...ttt ittt 947
PnP Agent CommandS .........coocviiieiiiiiiiiiie et e enes 949
PP AEVICE . vttt ettt e e e e e e 949
PP diSCOVEry tIMEOUL . . . . ..ottt et e e et e e e e 950
PRP eNable . . ..o 951
pnp reconnect INEIVal . ... ..ot e 952
POP TESUIMIC . . vttt t ittt e e e et et e e e e e et e e e e et e e e e e e e 952
PP trANSPOTT .« o ottt ottt ettt e e e e e e e e e 953
pnp watchdog tIMEOUL . . . . ..ottt e e e e e e 954
SMOW PIIP . oo 955
Power over Ethernet (POE) Commands ............ccoocviiiiiiiiiiiiiiiicee e 961
POWEI INIING . . . o .ot e 961
power inline inrush test disable . . . . ... .. ... 962
power inline legacy supportdisable ........... ... 962
power inline class-error-detection . . .. ... ...ttt e 963
power inline powered-deVICE . .. ... ...ttt e 964
POWET INLINEG PLIOTILY . . o\ttt ettt et e e e e e et ettt e 965
power inline usage-threshold . ....... ... .. .. .. . e 966
power inline traps enable . ... .. ... ... 966
power inline lIMit ... ... ... .. e 967
power inline IMit-mode ... ... ... .. e 968
power inline four-pair forced . ....... ... .. ... .. 969
ShOW POWET INIINE . . ...ttt e e e e e 970
show power inline SAVINES . .. .. ...ttt e 975
clear power Inline COUNTETS . . . .. ..ottt ettt et et e e e e e e et 976
clear power inline monitor CONSUMPION . ... ...ttt ittt ettt e e 977
show power inline MoONitor CONSUMPLION . . ...\ v 'ttt ittt ettt e et ie et ee e 978
Port Channel Commands...........oocueiiiiiiiiiiiiiie ettt 981
Channel-Group . ... ..o 981
port-channel load-balance ... ... ... ... .. . . 982
show interfaces port-channel . ........... ... .. . . . . . . 983
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50  Quality of Service (Q0S) Commands...........ccceuviiiiiieriiiiiiee et 984
0 1 984
qos advanced-mode trUSE . . . . ... ottt e 985
SHOW OS .« ottt 986
ClaSS-IMAD . . ot e e 987
SHOW ClasS-Map . .. ... 988
AT . L L 989
POLICY-MAD . . oot e 990
ClaSS . .o 991
ShOW POLICY-MAP . . ..ot 992
BTUSE .« ottt e 993
T P 995
TEAITECT . o .ottt e 996
00Y 10 () G 997
POLICE . oot 998
SCIVICE-POLICY .« vttt et 1000
gOS AZEIegate-POLICET . . ..o\ttt 1002
ShOW QOS agEregate-POLICET . . . o .o\ttt et e e e e 1004
POlice ag@regate . ... . ... . 1005
WIT-QUEUC COS-IMAP .+ & ottt ettt e e et e e e e e et e e e e e e e e e 1006
wrr-queue bandwidth ... ... 1008
priority-queue out NUM-Of-QUEUES . .. ...\ttt ettt et et et 1009
traffic-shape ... ... . 1010
traffic-shape queue . ... ... 1011
qOS WIT-QUEUE WITA . . . .ot e 1012
show qos Wrr-queue Wrtd . ... .. ... 1013
ShOW OS INEETTACE . . . . ..t 1013
qos Map policed-dSCP . ... ..ot 1018
OS MAP ASCP-QUEUE . . . vt ettt ettt e ettt e e e e e e e 1019
qos trust (Global) ... ... 1020
qos trust (Interface) . . .. ... ot 1021
OS COS  « vttt e e e e e e e e e e e e e e e 1022
QOS dSCP-TNULALION . . . o\ttt ettt et e et e e e e e 1023
qOS MAP dSCP-MULALION . . . ..ottt ettt et et e e et 1024
SHOW QOS MAP . . oottt ettt e e e 1025
clear gOS StAtISTICS . .. vttt e e 1026
qOS StatiStiCS POLICET . . . ..ottt e 1027
qos statistics aggregate-PoliCer . . .. .. ...ttt e 1028
clear qUEUE STAtISTICS . . .. v vttt ettt e e 1029
SHOW QUEUE STALISTICS . . . o v ot ettt et e ettt e e e e e e e e e e e 1029
SHOW QOS STALISTICS . . . o v ot ottt ettt et e e e e e e e 1030

51  RADIUS COMMANAS.....ccciiiiiiiiiiieeiiiieeeiiieeeeiteeeereeeeetteeeeetaeeesareeessaseeessssseeesssseaeenns 1033
radius-server hoSt . . ... ... 1033
TAdIUS-SCTVET KOY . . ottt e e 1035
TadiUuS-SETVET TEIraNSIMIL . . . . .o\ttt et e e e e e ettt e e 1036
radius-server host SOurce-interface .. ............o ittt 1036
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radius-server host source-interface-ipv6o .. .......... .. . 1037

radius-Server tIMEOUL . . . . ... ottt e e e e 1038
radius-server deadtime .. ... .. ... ... 1039
SHOW TAdIUS-SEIVETS . . . o\ ittt et et e e e e e e e e 1040
ShOW radius-SeIVers Key . . ... ...ttt e e e e e 1041
52 Radius Server COMMANGS ..........uvuveiiiieiiiiieeeeeeeeeeceee e e e eeeee e eeeeeeeeeeeeeeenns 1042
AlloWed-timMe-TaNGE . . .. .. ..ttt e e e e 1042
clear radius SErVer aCCOUNTING . . . . . oottt ettt ettt e e e e e e 1043
clear radius server rejected USEIS . .. ... ...ttt 1043
clear radius SErver StatiStiCS . . . . . ...ttt e e 1044
clear radius Server UNKNOWN NAS . . .. ..ottt ittt et e e et e e 1045
privilege-level .. ... . 1045
radius Server aCCOUNTING-POIT . . . .o\ttt ettt et e e ettt et et et 1046
radius server authentication-port . . . .. ... ... e 1047
radius Server enable . . ... ... .. e 1048
TAIUS SETVET ZIOUD . .« ettt ettt ettt e e et e e e e e e e e e e e e e 1049
TadiUS SEIVET NAS SECTEL . . . o\ ittt ettt ettt e e e et e e 1050
radius Server traps ACCOUNTING . . . . oo\ vttt et et et ettt e e et ettt ettt 1052
radius server traps authentication failure .............. .. ... ... ... .. . 1052
radius server traps authentication SUCCESS . . . . . .t o vttt ettt e e e e 1053
TAIUS SEIVET USET . . . ottt et et e e e e e e e et e e e e e e e e e 1054
show radius Server aCCOUNTING . .. ... oo\ttt ettt e e e e e 1055
show radius server configuration . ... .............i.tii it 1057
ShOW 1adius SEIVET SIOUD . .o\ vttt et ettt ettt e e e e e e e e e et 1058
Show radius Server rejected USEIS . ...\ v vttt et e e ettt e 1059
Show radius SEIrvVer Nas SECTET . . ... ... ...ttt ittt e e e e e 1061
show radius Server StatiStiCs . .. ... ... ... .ttt 1063
show radius Server UNKNOWN NAS .. ... . ... ...\ttt ittt e e e 1065
ShOW TadIUS SEIVET USET . . . . o\ it ittt et et ettt e e et e e e e ettt et e 1066
272§ T 1067
53  Rate Limit and Storm Control Commands................ouueveiiieiimeimmiieeieeeeeee e 1069
clear Storm-CoNtrol COUNTETS . . . ..o\ttt ettt ettt e e et e e e et 1069
rate-limit (Ethernet) . ... .. ... 1070
rate-limit VIAn . ... .. e 1071
StOrM-CONIOL . . . . ..o 1072
show rate-limit interface ... ... ... ... . ... . . . . . . . 1074
show rate-limit VIan .. ... ... ... .. e 1075
show storm-control interface . .......... .. ... . i 1076
54  Remote Network Monitoring (RMON) Commands ..........ccccccvveeereuieeeeniiieeenieee e 1079
TMON AlaIM . . .. 1079
show rmon alarm-table ... ...... .. ... . . . 1081
show rmon alarm . . ... ... . 1081
9 00 10) 0 A3 1 | A 1083
SHOW IMON EVENLS . . . .. o e e 1084
ShOW IMON L0g . . . .o e 1085
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MON table-SIZE . . . .. .o 1086
ShOW IMON STAtISTICS . . . .ottt et e e e e e e e 1087
mon colleCtion StatS ... ... ... e 1089
Show rmon COlleCtioN StALS . .. ... oo\ttt ettt e 1090
ShOW IMON MiStOrY . ... e e e 1091
55  Router Resources Commands ..........cceeeeecuieeiiiiiieeiiiieeesiieeeeiee e ee e esevae e e seaee e eneee e 1095
SYSEEITI TESOUICES .+« v e v et et e e e ettt et e et e e e e e e e et e e et et e ettt 1095
set router hardware-routing active ... ....... ...ttt e 1097
show router hardware-routing Status . . . .. ... ..ttt e 1099
SHOW SYSTEIMN TESOUICES . . . o e vttt ettt et e e e e ettt e e e e e e e e e e 1100
56 Route Map Commands...........ccueeeiruiiiiiiiiieeiieeeeiie et e eeeee e ereee s eetee e sreeeesaneeeenens 1102
match ip address (Policy Routing) . .......... . i 1102
match ipv6 address (Policy Routing) . ........... ... .. 1103
route-map (Policy Routing) ............ . i e 1104
SCt AP MEXE- 0D .« . oot 1107
SELIPVO NEXE-NOP . . o .o 1108
ShOW TOULE-MAD . . . .. oot 1109
57  RSA and Certificate Commands .............eeeeiiiiiiiiiiiiiiiiiiee e eeerreee e e e e e 1111
crypto key generate dsa . . ... ... 1112
CIYPLo KeY SENETate ISA . . . ..ottt ettt ettt e e e e 1113
Crypto Key IMPOTt . ..ot 1114
SHOW CIYPtO KeY . oo 1116
Crypto certificate @Eenerate . ... ...ttt 1117
crypto certificate TeqUESE . . . . . ..ot 1119
crypto certificate IMpPOrt . ... ... ... 1121
show Crypto certificate . ... ... ... ... .ttt e 1127
58  Smartport COMMANGS..........ueiiiiiiieeeiiieeeeiee ettt e et e e etee e et eeeseteeeeenaeeesnseeeeas 1129
macro auto (Global) .. ... ... 1129
macro auto built-in parameters . ... ... ..ttt 1130
MACTO AULO PEISISEENT . . o ottt et e ettt e e ettt e e et e e et 1131
MACTO aUtO ProCeSSING CAP . .o\ v ittt ettt e e e 1132
macro auto processing lldp .. ... .. 1133
MACTO AULO PIOCESSING LYPE - - v e e ettt e e et et e e e e e e e e e e et e e et 1134
MACTO AULO TESUITIE .« + . v vt et et e et e et e et e et e e et e et e et e e e e e et e e 1135
macro auto smartport (Interface) . . ....... .. ... 1136
MACTO AULO SMATTPOTE LY P .« + v v ot et et ettt e e et e e e e ettt 1137
macro auto trunk refresh . ... ... 1138
macro auto uSer SMArtPOrt MACTO . . . .ottt ettt et ettt e e et e e e e e e 1140
ShOW MACTO AULO POITS . . . .ottt ettt e e e e e e e e e e 1141
ShOW MACTO QUL PIOCESSINE . .« ¢ . vt vttt ettt e e ettt e e e e e e e 1143
ShOW Macro auto SMATT-TNACIOS . . . . ¢\ vttt ettt ettt e ettt e e e e e e e 1144
sSmMartport StOrm-CoONtrol . . . . .. ..t e 1146
59  SFIOW COMMANGS .....c.uviiiiiiiieeeiiie e eetee et e ettt e e et ee e eeaeeesnteeeeessaeeesssseeeensneenas 1148
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STIOW TECEIVET . .ttt 1148

sflow flow-sampling . . ... ... e 1149
sflow counters-sampling . . . ... ... ... .ttt 1150
clear SfIOW SEAtISEICS . . ..ottt ettt e e e e 1150
show sflow configuration . .............. ... ittt e 1151
ShOW STIOW STAtIStICS . . . ...ttt 1152
sflow receiver source-interface ... .. ... ... 1153
sflow receiver source-interface-ipvo . . ... ..ottt e 1154
60  SPAN and RSPAN COmMMANdS........ccceeeeruiiriiiiiiieiiieeeriiee et eeeeeesstaee e iveeeenneee e 1156
MONItor Session destination . . ... ... ... ...ttt 1156
MONIOT SESSION SOUICE .« .+ ¢t vttt et ettt et e et e et e e e e e e e e e e e e e e e e e 1159
<0010 1 7S] T2 o O 1162
SHOW MONILOT SESSION . . . . ottt ettt ettt e e ettt e e e e e e e e e e 1164
ShOW VIan remote-Span . ... ... ...t 1167
61  Spanning-Tree ComMMANAS...........eieeiiiieiiiiiee et e e e sree e e e aaeeeeeareeeeas 1168
SPANMINGZ-TICE .« . o . vt ettt et et e e et e e e e e e e e e e e 1168
SPaNNING-tre€ MOAE . . . . ..ottt e e e e 1168
spanning-tree forward-time . . . ... ... .. e 1170
spanning-tree hello-time .. ... ... ... 1170
SPANNING-LIEE MAX-AZE « « . o ¢ vt vttt ettt e e e et et e e e et e e e e e e 1171
SPANNING-LIEE PIIOTILY . . ittt et ettt e e e e e e e e e e e 1172
spanning-tree disable . . . .. ... 1173
SPANMING-TIEE COSE .« . v v ottt et e e et e e e e e e e e e e e e e e e 1174
SPANNING-tree POTt-PriOTILY . .. oottt ittt et ettt e e e e e e e 1175
spanning-tree Portfast . ... ... ... 1176
spanning-tree HNK-type . ... ..ot 1177
spanning-tree pathcost method . ......... ... .. . 1177
spanning-tree bpdu (Global) . .. ... .. 1178
spanning-tree bpdu (Interface) . ......... . ... . e 1179
Spanning-tree gUuard TOOT . . . .. ..ottt ettt e e e e e 1180
spanning-tree bpduguard . . ... ... 1181
clear SpannNING-tree COUNLEIS . . ..o\ v vttt ittt ettt e ettt e et e et e s 1182
clear spanning-tree detected-protocols ... ......... .. 1183
SPaNNINE-tree MSt PIIOTIEY . . . . o oottt e et e e e e e e e e e e e e e 1183
spanning-tree mst max-hops . . ... ... .. 1184
Spanning-tree Mst POIt-Priority . .. . ... oottt ettt e e e et e e e e e e 1185
SPANNING-TrEE MSE COSE .+ . o vt ettt et ettt et e e e e e e e e e e e e e 1186
spanning-tree mst configuration . ... .......... ...t 1187
nstance (MS T ) ... 1188
NamMe (M) .o 1189
TeVISION (M) .o e e 1189
ShOW (M ST ) oo 1190
EXIt (M) . ot 1191
AbOTt (MST ) . et 1192
ShOW SPANMING-TICC . . ..ottt ettt et ettt e e e e e ettt e et e 1192
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show spanning-tree bpdu . . ... ... . 1209
spanning-tree loopback-guard . . ... ... ... 1210
spanning-tree vlian forward-time ... ...... ... ... 1211
spanning-tree vlan hello-time . .......... . ... . . . 1212
SPaNNINE-tree VIan MaX-agZC .. .. ...ttt et e e et e 1213
spanning-tree vIan Priority . . ... ... ..ottt e 1214
spanning-tree vVIan COSt . .. ... .. ..t 1215
spanning-tree vlan port-priority ... ... ... ...ttt e 1216
62  SSH Client Commands...........coocueeiiuiieriiiiieeniie ettt ettt siee e s 1218
ip ssh-client authentication ... ....... ... .. i 1218
ip ssh-client change server password .. .......... ... .ttt 1219
ipssh-client Key .. ... .. 1220
ip ssh-client password . .. ... .. 1223
ip ssh-client server authentication . .. ......... ... ... i 1224
ip ssh-client server fingerprint .. ... ... .. .. 1225
ip ssh-client source-interface . ... ... ... ... .. i 1226
ipv6 ssh-client source-interface .. ......... ... . . 1227
ip sSh-Client USErName . . .. ... ...ttt e ettt 1228
ShOW 1p SSh-CLIENt . .. .. o e e 1229
Show ip sSh-CLIENt SEIVET . . . .. .. e e e e 1232
63  SSD COMMANGS ....eeoiviiieiiiiiie ettt e ettt et eeeie e e e et e e e sbeeeeetbaeeesssseeeessseeeeessseeeesseaeanns 1235
SSA COMEIg . .o e 1235
PASSPRIASE . . . oot 1235
SSA TUlE . .. 1237
SHOW SO D o 1239
SSA SESSION TEAA . . . o . ottt 1241
ShOW SSA SESSION . . . .ottt e e 1242
ssd file passphrase control . . ... ... ... 1243
ssd file integrity control .. .. ... ... ... 1244
(O7 N ¥ 1o Q00711101 F: 1 L6 KPP PPPP 1246
setstack mode . ... ... 1246
SEt STACK UNIE-LYPE . o .ottt e 1247
SEACK UNIE . . oo e 1249
stack CoNfiguIation ... ... ... .. . it 1250
show stack configuration . ........... ... ... it 1251
ShOW Stack . ... 1252
show stack linKs . .. ... .. 1253
65  SYSLOG COMMEANGS ....uviiiiiiiiiiiiieieeiiiiee e et ee e e eette e e e e e eareeeeeeesaraeaeeeeenaseeeeeeennnnns 1255
220 LOgEINg . ... 1255
Clear log@ing . ... ..ot 1256
clear logging file .. ... ... 1256
file-SysStem LOg@ING . . .. ..ot 1257
logging buffered ... ... .. 1258
log@ing CoNSOLe . . . ...t 1259
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logging file . ... ... 1260
logging hoSt . ..o 1261
LOGEING ON . . ottt et et e e e e e 1262
logging SOUICE-INtEIfACE . .. .. ..ottt e e e 1263
logging Source-interface-IPvel . . ... ..ottt 1264
logging aggregation ON . .. ... .. ...ttt et e e 1265
logging aggregation aging-time . . ... ... .. ...t ueut it et 1265
logging origin-id . ... .. ...t 1266
logging cbd module . . . ... ... o 1267
logging cbd level . .. ... .. 1268
ShOW 10 gIng . . .o 1269
show logging file . . ... ... o 1270
ShOW SYSIO@-SEIVEIS . . ..ottt 1271
66  System Management COmMMANAS .........ccooiuiiieiiiiiiiiiiiie ettt 1273
disable ports leds . . .. ... 1273
ROSINAME . . . . .o 1274
Teload . . .o 1274
reload factory-default .. ... ... . ... . . 1276
TESUIMIC . o\ttt ettt e e e e e e e e e e e e e e e e e e e 1278
service cpu-utilization . .. .. ... .. .. 1278
ShOW CPId VEISION . . .. .ot 1279
ShOW CPUINPUL TALE . . . o .ottt et ettt e e e e e e 1280
ShOw cpu UtIliZation .. ... ... .. i 1281
ShOW ENVIFONMENE . . . . o .ottt et e e e e e e e e e e e 1282
SHOW INVENTOTY . ..ottt e e e e 1284
show reload . .. ... . 1286
SHOW SESSIONS . . o .ottt ettt e e e e 1287
ShOW SOftWare VEISIONS . .. . ... ...ttt e e e et e e e 1288
SHOW SYSTCIM . . .ottt ittt e e 1290
ShOW SYStem 1an@uUages . . . ... oottt et e 1293
show system tcam Utilization . ... ........ ...ttt e 1294
ShOW SEIVICES tCP-UAD . . . . ot e 1294
ShOW teCh-SUPPOIt . . . . o 1295
Show SyStem fans . .. ... ... e 1297
SNOW SYSTEIM SEIISOTS . . . o v o vt ettt ettt et et et e e e e e e e et 1299
ShOW SYStemM 1 . . ..ot e 1301
show ports leds configuration . ... ......... . ... it 1301
SHOW LSS . . o oot 1302
show hardware Version . . ... .. ... .. ... 1303
show hardware COMPONENtS .. ... ... ...ttt e e e e 1304
SYStem Light . ... e 1306
SYSLRITL TECOVETY .« & v v et et et e e e et et e e et e e e e e e e et e e e e e e e 1307
67  TACACSH COMMANGS......uviiieiiiiieeiiiieeeiiieeeriteeeesteeeestaeeeeaeeesssaeeeesssaeeeessseessssseeeas 1309
taCACS-SEIVET NOSt . . . oot 1309
tacacs-server host source-interface . ............. ... .. 1310
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tacacs-server host source-interface-ipv6 .. .......... .. 1311
TACACS-SEIVET KCY . . . ottt 1312
£ACACS-SEIVET LIIMEOUL . « . o ¢\ v ettt e et et e e e e e e e e e e e e e e e e e e 1313
SHOW taCACS . . .ot 1314
SHOW 1aCACS KOY . . ottt 1315
68  Telnet, Secure Shell (SSH) and Secure Login (Slogin) Commands............c.cccceeuveeene. 1316
IPEEINC SEIVET . . .ottt 1316
1P SSh SBIVeT . o .o 1317
1P SSh POTt o 1317
ip ssh password-auth . . ... ... ... 1318
ipsshpubkey-auth .. ... . 1319
crypto key pubkey-chain ssh .. ... ... . 1320
USCT-KOY .« o\ttt ettt e e 1321
KeY-SHINE . . ot 1322
SHOW 1P SSh . oo 1324
show crypto key pubkey-chainssh ....... ... .. . 1325
69  UDLD COMMANGS.......otiiiiiiiiiiiiiieeeiiieeeeiiee et ee e st e e esateeeeaeeesssaeeessnsaeeessseesennseeeeas 1327
Show udld . ..o 1327
Udld . 1331
Udld MESSAZE LIME . . . .ottt et e e e e 1332
UALd POTt o 1333
70 User Interface CommandS .........cc.ueeeeiuiieiiiiiieeiieeeesieeeeeiieeeeeaeeeeeveeeesesaeeeesraeeesasaeeeas 1335
DANNET €XEC . . .. vttt et e et e e e e e e e e e e 1335
banner 1ogin . . .. ... 1336
CONTIGUIE . . . ottt e e e e e e e e 1338
disable . ... 1339
O o 1339
BNADIE . . 1340
BN . 1341
exit (Configuration) . . .. ... ... . 1342
eXIt (EXEC) . oot 1343
1 15] P 1343
185170 /2 1344
RISEOTY S1Z€ . .ottt ettt e e e e e 1345
oI oo 1346
terminal datadump . . . ... .. 1347
terminal history . ... ... .. 1348
terminal history S1Z€ . .. ... ... e 1349
terminal PromMPt . . . ..ot 1350
terminal Width . .. ... 1351
ShOW banner . ... ... 1351
ShOW MiStOTY . . .o 1352
ShOW Privilege . . . . ..o 1353
71  Virtual Local Area Network (VLAN) Commands..........ccceeveiieiiniiiieniiieeeeieeeeieeenn 1355
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vian database . . ... ... 1355

721 1356
SHOW VIan . o 1357
Interface VIan . . ... ... 1358
interface range vIan .. ... 1358
0 F21 0 1359
switchport protected-port . .. ... ... .. 1360
show interfaces protected-ports .. ... ... ... 1361
SWIECPOTt . . o 1362
SWItChPOIrt MOAe . . ..o 1363
SWItChport access VIan .. ... ... e 1366
switchport trunk allowed vlan . ... ... .. . 1367
switchport trunk native vlan . ... ... ... . 1369
switchport general allowed vlan . ... .. 1370
switchport general pvid . ... ... .. 1371
switchport general ingress-filtering disable ............ ... .. .. ... .. .. . i 1372
switchport general acceptable-frame-type . ......... ... ..t 1373
switchport general forbidden vlan . ...... . .. .. . . 1373
switchport customer vian ... .. ... ... . 1374
1411 0T 1375
switchport nni ethtype . ... ..o 1376
switchport vlan-mapping tunnel .. ......... ... .. . e 1378
switchport vlan-mapping tunnel 12protocol vlan ........... .. .. ... .. .. .. .. .. ... .. ..., 1380
switchport vlan-mapping tunnel 12protocol cos . .......... ... . i 1381
switchport vlan-mapping tunnel 12protocol cos interface . .. ......... ... ... ... .. ... ..... 1382
switchport vlan-mapping tunnel 12protocol drop-threshold ........ ... ... ... ... ... ... .... 1383
switchport vlan-mapping tunnel 12protocol forward .......... ... ... ... .. . i 1384
switchport vlan-mapping One-to-0Ne . . ... .........uuiretn et 1386
map protocol ProtoCoIS-roUP . . ... ..ottt e 1388
switchport general map protocols-group vlan . ... ... .. . 1389
Show vlan protocolS-groups . . ... ... ...ttt e 1390
MAap MAC MACS-BTOUD . . . e ettt e et ettt et et e e et et e e e et e e et 1391
switchport general map macs-group vlan . ............. ... 1392
ShOW V1AN MACS-GIOUDPS . . . o\ ettt et et e e e e e e e e e e e e 1394
map SUbNEt SUDNELS-GTOUP . . . .\ vt ettt ettt e e e et et e e 1394
switchport general map subnets-group vlan ........ ... L 1395
ShOow v1an SubNets-groups . . .. ... ..ot 1397
show interfaces SWitChport . ... ... ... .. 1397
PriVAte-VIAN . .. . 1400
Private-vlan assoCiation . . . ... ...ttt 1401
switchport private-vlan mapping .. ... ...ttt 1402
switchport private-vlan host-association .. ......... ... .. 1403
show vlan private-vian ... ... ... ... 1404
switchport access multicast-tv vlan . .. ... . 1405
switchport customer multicast-tv vlan ............ . ... . . . . 1406
show vian multicast-tv . .. ... .. e 1407
vlan prohibit-internal-usage .. ............ . 1408

25

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



show vlan internal Usage .. ... ... ... ...t 1410
72 Vo1& VLAN COMMANGAS ..uuvuriiiiiiieeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e 1411
ShOW VOICE VIAN . . . ... . 1411
show voice vlian local . ... ... . ... . . . . . 1415
VOICE VIAN STATE . . o oottt it e e e e e 1417
voice vian refresh . ... ... 1419
voiCe VIAN Id . ... . 1421
VOICE VIaN VPt . oo 1422
VOICE VIAN dSCP .+ . o .ottt 1423
voice vlan oui-table . . ... ... 1424
VOICE VIAN COS MOAE . . ..ottt 1425
VOICE VAN COS . .t i ittt e 1426
voice VIan aging-timeout . . . ... ..ottt 1427
voice vlian enable . ... ... 1427
73 Web Server COmMMANGS..........oooiiiiiiiiiiiiiiieeeeeeeeee e e e e et reeeeeeee s 1429
ip https certificate ... ... ... . 1429
1D R POTt - .o 1430
IP HEEP SEIVET . oo 1430
IP REEP SECUIC-SEIVET . . . o\ttt ittt ettt e e ettt e e e e e ettt 1431
ip http tIMeoUt-POLICY . . ..o 1432
SHOW 1P D . . 1433
ShOW 1P ttPS . oo 1433
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Introduction

This section describes how to use the Command Line Interface (CLI). It contains the following
topics:

e Product Notes

*  Overview

»  User (Privilege) Levels

* CLI Command Modes

* Accessing the CLI

e CLI Command Conventions

« Editing Features

* Interface Naming Conventions
* [Pv6z Address Conventions

* Loopback Interface

* Remote IP Address and OutOfBand Port
* PHY Diagnostics

e CLI Output Modifiers

Product Notes

This CLI guide provides CLI commands and guidelines for both the SG350XG/SX350X
product line and the SG350X product line. Besides a few CLI commands, which will be
mentioned below, the CLI commands included in this document can be applied to both product
lines. Following are the notes and differences in CLI command support in regards to these
product lines:

* Ports types—

- The SG350XG/SX350X product line support ports with TengigabitEthernet (XG)
speed.
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- The SG350X SKUs can support different network ports type of: Gigabitethernet
(GE), 2.5 Gigabit Ethernet (TW) and 5 Gigabit Ethernet (FI); and 4 XG uplink
ports.

CLI examples in this document use the XG port type in examples, but the same
commands can be applied to FE, GE, TW or FI port types, unless there is a difference
in feature implementation between port types.

* Speed and negotiation settings—Each port type supports the negotiation and speed
setting relevant to the port type. For example a GE interface does not support speed or
negotiation of 10G interface.

* OOB interface—The SG350XG/SX350X supports an OOB interface, while the
SG350X does not. Therefore, OOB as a configurable interface is relevant only to the
SG350XG/SX350X product line.

*  Power Over Ethernet—PoE is supported on some of the SG350X SKUs and not on the
SG350XG/SX350X, therefore POE commands are relevant only to the SG350X SKUs.

»  Stacking—On the SG350XG/SX350X, any interface can be defined as a stacking
interface. On the SG350X, only the 4 XG uplink interfaces can be defined as stacking
interfaces.

»  Short reach and energy detect—Short Reach is always enabled on XG. TW and FI
ports (all SKUs); Energy Detect is always enabled on XG ports of the
SG350XG/SX350X SKUs; For all other interface types- both of these features can be
enabled or disabled (default is disabled).

*  MAC address aging time—The maximum value for SG350XG/SX350X is 630
seconds, while the maximum value for SG350X and Hybrid mode stack is 400
seconds. The default value for both product lines is the same — 300 seconds.

* [Pv6 tunnels—IPv6 Manual, 6to4 and ISATAP routing tunnels are supported on the
SG350XG/SX350X, and are not supported on SG350X. Therefore commands relevant
for these tunnel types are supported only for the SG350XG/SX350X and not on the
SG350X.

* System Router Resources—The default values stated in command are for the
SG350X/SX350X. The SG350X supports the following default values:

- policy-ip-entries—12
- policy-ipv6-entries—12

- VLAN mapping entries —0
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1 Introduction

Overview

The CLI is divided into various command modes. Each mode includes a group of commands.
These modes are described in CLI Command Modes.

Users are assigned privilege levels. Each user privilege level can access specific CLI modes.
User levels are described in the section below.

User (Privilege) Levels

Users can be created with one of the following user levels:

* Level 1—Users with this level can only run User EXEC mode commands. Users at this
level cannot access the web GUI or commands in the Privileged EXEC mode.

* Level 7—Users with this level can run commands in the User EXEC mode and a
subset of commands in the Privileged EXEC mode. Users at this level cannot access
the web GUI.

* Level 15—Users with this level can run all commands. Only users at this level can
access the web GUI.

A system administrator (user with level 15) can create passwords that allow a lower level user
to temporarily become a higher level user. For example, the user may go from level 1 to level
7, level 1to 15, or level 7 to level 15.

The passwords for each level are set (by an administrator) using the following command:

enable password [level privilege-level] {password | encrypted encrypted-password }

Using these passwords, you can raise your user level by entering the command: enable and the
password for level 7 or 15. You can go from level 1 to level 7 or directly to level 15. The
higher level holds only for the current session.

The disable command returns the user to a lower level.

To create a user and assign it a user level, use the username command. Only users with
command level 15, can create users at this level.
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Example—Create passwords for level 7 and 15 (by the administrator):

switchxxxxxxffconfigure
switchxxxxxx<conf># enable password level 7 level7@aBc
switchxxxxxx<conf># enable password level 15 levell5Q@aBc

switchxxxxxx<conf>#

Create a user with user level 1:

switchxxxxxxffconfigure
switchxxxxxx<conf> username john password Johnl234 privilege 1

switchxxxxxx<conf>

Example 2— Switch between Level 1 to Level 15. The user must know the password:

switchxxxxxx#
switchxxxxxx# enable

Enter Password: ****** (this is the password for level 15
- levell5QRaBc)

switchxxxxxx#

NOTE If authentication of passwords is performed on RADIUS or TACACS+ servers, the passwords
assigned to user level 7 and user level 15 must be configured on the external server and
associated with the $enable7$ and $enable15$ user names, respectively. See the
Authentication, Authorization and Accounting (AAA) Commands chapter for details.

CLI Command Modes

The CLI is divided into four command modes. The command modes are (in the order in which
they are accessed):

*  User EXEC mode
* Privileged EXEC mode
* Global Configuration mode

* Interface Configuration mode
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* Interfaces for debug access

Each command mode has its own unique console prompt and set of CLI commands. Entering
a question mark at the console prompt displays a list of available commands for the current
mode and for the level of the user. Specific commands are used to switch from one mode to
another.

Users are assigned privilege levels that determine the modes and commands available to them.
User levels are described in User (Privilege) Levels.

User EXEC Mode

Users with level 1 initially log into User EXEC mode. User EXEC mode is used for tasks that
do not change the configuration, such as performing basic tests and listing system information.

The user-level prompt consists of the switch host name followed by a #. The default host name
is switchxxxxxx where xxxxxx is the last six digits of the device’s MAC address, as shown
below

switchxxxxxx#

The default host name can be changed via the hostname command in Global Configuration
mode.

Privileged EXEC Mode

A user with level 7 or 15 automatically logs into Privileged EXEC mode.

Users with level 1 can enter Privileged Exec mode by entering the enable command, and when
prompted, the password for level 15.

To return from the Privileged EXEC mode to the User EXEC mode, use the disable command.

Global Configuration Mode

The Global Configuration mode is used to run commands that configure features at the system
level, as opposed to the interface level.

Only users with command level of 7 or 15 can access this mode.

To access Global Configuration mode from Privileged EXEC mode, enter the configure
command at the Privileged EXEC mode prompt and press Enter. The Global Configuration
mode prompt, consisting of the device host name followed by (config)#, is displayed:

switchxxxxxx (config) #
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Use any of the following commands to return from Global Configuration mode to the
Privileged EXEC mode:

e exit
 end
e Ctrl+Z

The following example shows how to access Global Configuration mode and return to
Privileged EXEC mode:

switchxxxxxx#
switchxxxxxx# configure
switchxxxxxx (config) # exit

switchxxxxxx#

Interface or Line Configuration Modes

Various submodes may be entered from Global Configuration mode. These submodes enable
performing commands on a group of interfaces or lines.

For instance to perform several operations on a specific port or range of ports, you can enter
the Interface Configuration mode for that interface.

The following example enters Interface Configuration mode for vlanl and then sets their
speed:

The exit command returns to Global Configuration mode.

switchxxxxxx#

switchxxxxxx# configure

switchxxxxxx (config)# interface range vlanl
switchxxxxxx (config-if) #speed 10
switchxxxxxx (config-if) #exit

switchxxxxxx (configqg) #

The following is a sample of some of the available submodes:
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Interface—Contains commands that configure a specific interface (port, VLAN, port
channel, or tunnel) or range of interfaces. The Global Configuration mode command
interface is used to enter the Interface Configuration mode. The interface Global
Configuration command is used to enter this mode.

Line Interface—Contains commands used to configure the management connections
for the console, Telnet and SSH. These include commands such as line timeout settings,
etc. The line Global Configuration command is used to enter the Line Configuration
command mode.

VLAN Database—Contains commands used to configure a VLAN as a whole. The
vlan database Global Configuration mode command is used to enter the VLAN
Database Interface Configuration mode.

Management Access List—Contains commands used to define management
access-lists. The management access-list Global Configuration mode command is
used to enter the Management Access List Configuration mode.

MAC Access-List, IPv6 Access List, IP Access List—Configures conditions required
to allow traffic based on MAC addresses, [Pv6 address and IPv4 address, respectively.
The mac access-list, ipv6 access-list and ip access-list Global Configuration mode
commands are used to enter the these configuration mode.

To return from any Interface Configuration mode to the Global Configuration mode, use the
exit command.

Interfaces for Debug Access

NT note - I made this section a Level 1 heading (not under " ") - Please
make sure it is reflected in TOC

In addition to the standard CLI interface modes detailed above, the device supports additional
interfaces for device debug access. These interlaces are intended to be used by a Cisco Support
Team personnel, in cases where it is required to debug device’s behavior. These interfaces are
password protected. The passwords are held by the Cisco support team.

The device supports the following debug interfaces:

U-BOOT access during boot sequence (access is possible only via serial console
terminal)

Linux Kernel access during boot sequence (access is possible only via serial console
terminal)
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*  Run time debug modes - allows Cisco Support Team personnel to view device settings,
and to apply protocol and layer 1 debug commands and settings (access is possible via
serial, telnet or SSH console terminal)

Accessing the CLI

The CLI can be accessed from a terminal or computer by performing one of the following
tasks:

» Running a terminal application, such as HyperTerminal, on a computer’s com port that
is directly connected to the switch’s console port,

* Running a Telnet session from a command prompt on a computer with a network
connection to the switch.

» Using SSH from an application that supports SSH client running on a computer with a
network connection to the switch.

NOTE Telnet and SSH are disabled by default on the switch.

If access is via a Telnet or SSH connection, ensure that the following conditions are met before
using CLI commands:

» The switch has a defined IP address.
* Corresponding management access is enabled.

* There is an IP path such that the computer and the switch can reach each other.

Using HyperTerminal over the Console Interface

The switch’s management interface is an RJ45 port. It provides a direct connection to a
computer’s serial port using a standard DB-9 null-modem or crossover cable. After the
computer and switch are connected, run a terminal application to access the CLI.

The terminal emulator must be configured to databits=8 and parity=none.

Click Enter twice, so that the device sets the serial port speed to match the PC's serial port
speed.

When the CLI appears, enter cisco at the User Name prompt and then enter cisco for the
Password prompt.
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STEP 1

STEP 2

STEP 3

STEP 4

Note: If this is the first time that you have logged on with the default username and password,
the device will display a prompt to change username and Password. The new password needs
to comply to password complexity rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of
this reference guide.

Using Telnet over an Ethernet Interface

Telnet provides a method of connecting to the CLI over an IP network.
To establish a telnet session from the command prompt, perform the following steps:

Click Start, then select All Programs > Accessories > Command Prompt to open a
command prompt.

Figure 1  Start > All Programs > Accessories > Command Prompt

All Programs ."

232743

. Command Prompt

At the prompt, enter telnet 1<IP address of switch>, then press Enter.

Figure 2 Command Prompt

Command Prompt

Microsoft Windows BP [Uersion 5.1.268081
CC>» Copuyright 1985-2881 Microsoft Corp.

C:%Documents and Settings“rrohm>telnet 192_168.1_254

232738

CLI will be displayed.

When the CLI appears, enter the defined username at the User Name prompt and then enter
the defined password at the Password prompt.
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Note: If this is the first time that you have logged on with the default username and password,
the device will display a prompt to change username and Password. The new password needs
to comply to password complexity rules.

The switchxxxxxx# prompt is displayed. You can now enter CLI commands to manage
the switch. For detailed information on CLI commands, refer to the appropriate chapter(s) of

this reference guide.

CLI Command Conventions

When entering commands there are certain command entry standards that apply to all
commands. The following table describes the command conventions.

Convention Description

[ ] In a command line, square brackets indicate an optional entry.

{1} In a command line, curly brackets indicate a selection of compulsory
parameters separated the | character. One option must be selected. For
example, flowcontrol {auto|on|off} means that for the flowcontrol
command, either auto, on, or off must be selected.

"" (inverted commas) | When the input string contains space and/or reserved words (i.e. VLAN), put
the string in inverted commas.

parameter Italic text indicates a parameter.

press key Names of keys to be pressed are shown in bold.

Ctrl+F4 Keys separated by the + character are to be pressed simultaneously on the

keyboard

Screen Display

Fixed-width font indicates CLI prompts, CLI commands entered by the user,
and system messages displayed on the console.

all

When a parameter is required to define a range of ports or parameters and all
is an option, the default for the command is all when no parameters are
defined. For example, the command interface range port-channel has the
option of either entering a range of channels, or selecting all. When the
command is entered without a parameter, it automatically defaults to all.

text

When free text can be entered as a parameter for a command (for example in
command: snmp-server contact) if the text consists of multiple words
separated by blanks, the entire string must appear in double quotes. For
example: snmp-server contact "QA on floor 8"
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Editing Features

Entering Commands

A CLI command is a series of keywords and arguments. Keywords identify a command, and
arguments specify configuration parameters. For example, in the command show interfaces
status Gigabitethernet 1, show, interfaces and status are keywords, Gigabitethernet is an
argument that specifies the interface type, and/ specifies the port.

To enter commands that require parameters, enter the required parameters after the command
keyword. For example, to set a password for the administrator, enter:

switchxxxxxx (config)# username admin password aLansmithl

When working with the CLI, the command options are not displayed. The standard command
to request help is ?.

There are two instances where help information can be displayed:

» Keyword lookup—The character ? is entered in place of a command. A list of all valid
commands and corresponding help messages are is displayed.

+ Partial keyword lookup—If a command is incomplete and or the character ? is entered
in place of a parameter, the matched keyword or parameters for this command are
displayed.

To assist in using the CLI, there is an assortment of editing features. The following features are
described:

* Terminal Command Buffer
¢ Command Completion
» Interface Naming Conventions

» Keyboard Shortcuts

Terminal Command Buffer

Every time a command is entered in the CLI, it is recorded on an internally managed
Command History buffer. Commands stored in the buffer are maintained on a First In First
Out (FIFO) basis. These commands can be recalled, reviewed, modified, and reissued. This
buffer is not preserved across device resets.
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Keyword Description

Up-Arrow key Recalls commands in the history buffer,
beginning with the most recent command.

Ctrl+P Repeat the key sequence to recall successively
older commands.

Down-Arrow key Returns to more recent commands in the history

buffer after recalling commands with the
up-arrow key. Repeating the key sequence will
recall successively more recent commands.

By default, the history buffer system is enabled, but it can be disabled at any time. For more
information on enabling or disabling the history buffer, refer to the history command.

There is a standard default number of commands that are stored in the buffer. The standard
number of 10 commands can be increased to 216. By configuring 0, the effect is the same as
disabling the history buffer system. For more information on configuring the command history
buffer, refer to the history size command.

To display the history buffer, refer to the show history command.

Negating the Effect of Commands

For many configuration commands, the prefix keyword no can be entered to cancel the effect
of a command or reset the configuration to the default value. This Reference Guide provides a
description of the negation effect for each CLI command.

Command Completion

If the command entered is incomplete, invalid or has missing or invalid parameters, then the
appropriate error message is displayed. This assists in entering the correct command. By
pressing Tab after an incomplete command is entered, the system will attempt to identify and
complete the command. If the characters already entered are not enough for the system to
identify a single matching command, press ? to display the available commands matching the
characters already entered.
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NOTE

Keyboard Shortcuts

The CLI has a range of keyboard shortcuts to assist in editing the CLI commands. The
following table describes the CLI shortcuts.

Keyboard Key

Description

Up-arrow

Recalls commands from the history buffer, beginning
with the most recent command. Repeat the key sequence
to recall successively older commands.

Down-arrow

Returns the most recent commands from the history
buffer after recalling commands with the up arrow key.
Repeating the key sequence will recall successively more
recent commands.

Ctrl+A Moves the cursor to the beginning of the command line.

Ctrl+E Moves the cursor to the end of the command line.

Ctrl+Z / End Returns back to the Privileged EXEC mode from any
configuration mode.

Backspace Deletes one character left to the cursor position.

Copying and Pasting Text

Up to 1000 lines of text (or commands) can be copied and pasted into the device.

It is the user’s responsibility to ensure that the text copied into the device consists of legal

commands only.

When copying and pasting commands from a configuration file, make sure that the following

conditions exist:

* A device Configuration mode has been accessed.

The commands contain no encrypted data, like encrypted passwords or keys. Encrypted data
cannot be copied and pasted into the device except for encrypted passwords where the
keyword encrypted is used before the encrypted data (for instance in the enable password

command).
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Interface Naming Conventions

Interfaces on the device can be one of the following types:

Fast Ethernet (10/100 kbits) ports—This can be written as FastEthernet, fa or fe.

Gigabit Ethernet (10/100/1000 kbits) ports—These can be written as either
GigabitEthernet or gi or GE.

2.5 Gigabit Ethernet (10/100/1000/25000 kbits) ports—These can be written as either
TwoPointFiveGigabitEthernet or tw.

5 Gigabit Ethernet (10/100/1000/25000/50000 kbits) ports—These can be written as
either FiveGigabitEthernet or fi.

Ten Gigabit Ethernet (10,000 kbits) ports—This can be written as either
TenGigabitEthernet or te or XG.

LAG (Port Channel)—Written as either Port-Channel or po.
VLAN—Written as VLAN
Tunnel—Written as tunnel or tu

OOB—Written as OutOfBand or oob

Within the CLI, interfaces are denoted by concatenating the following elements:

Type of Interface—As described above

Unit Number—Unit in stack.

Slot Number—The slot number is always 0.

The syntax for interface names in stacking mode is:

{<port-type>[ ][<unit-number>/]<slot-number>/<port-number>} | {port-channel | po |
}[ ]<port-channel-number> |
{tunnel | tu}[ J<tunnel-number> | vlan[ ]<vlan-id>

Interface Number—Port, LAG, tunnel or VLAN numbers
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Samples of these various options are shown in the example below:

switchxxxxxx (config)#interface GigabitEthernet 1
switchxxxxxx (config) #interface GE 1
switchxxxxxx (config) #interface FastEthernet
switchxxxxxx (config) #interface TwoPointFiveGigabitEthernet
switchxxxxxx ((config) #interface fel
switchxxxxxx ( (config) #interface tel/0/1

switchxxxxxx (config)#interface pol

switchxxxxxx (config)# interface vlan 1

NOTE See Loopback Interface for a description of the loopback interface.

Interface Range

Interfaces may be described on an individual basis or within a range. The interface range
command has the following syntax:

<interface-range> ::=

{<port-type>|[
] [<unit-number>/]<slot-number>/<first-port-number>[ -
<last-port-number]} |

port-channel|[ ]<first-port-channel-number>[ -
<last-port-channel-number>] |

tunnel|[ ]<first-tunnel-number>[ - <last-tunnel-number>] |

vlan[ ]<first-vlan-id>[ - <last-vlan-id>]

A sample of this command is shown in the example below:

switchxxxxxx#configure
switchxxxxxx (config-if) #interface range gil-5g

switchxxxxxx (config-if)#interface range tel/0/1-5
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NOTE

List of Multiple Interface Types

A combination of interface types can be specified in the interface range command in the
following format:

<range-list> ::= <interface-range> | <range-list>, <

interface-range>

Up to five ranges can be included.

Range lists can contain either ports and port-channels or VLANs. Combinations of
port/port-channels and VLANS are not allowed

The space after the comma is optional.

When a range list is defined, a space after the first entry and before the comma (,) must be
entered.

A sample of this command is shown in the example below:

switchxxxxxx#configure
switchxxxxxx (config) #interface range gil-5, vlan 1-2

switchxxxxxx (config) #interface range tel/0/1-5, vlan 1-2

IPv6z Address Conventions

The following describes how to write an [Pv6z address, which is a link-local [Pv6 address.
The format is: <ipvé6-link-local-address>%<egress-interface>
where:

egress-interface (also known as zone) = vlan<vlan-id> | po<number> | tunnel<number> |
port<number> | 0

If the egress interface is not specified, the default interface is selected. Specifying egress
interface = 0 is equal to not defining an egress interface.

The following combinations are possible:

* ipv6_address%egress-interface—Refers to the IPv6 address on the interface
specified.

* ipv6_address%0—Refers to the IPv6 address on the single interface on which an
IPv6 address is defined.
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* ipv6_address—Refers to the IPv6 address on the single interface on which an IPv6
address is defined.

Loopback Interface

When an IP application on a router wants to communicate with a remote IP application, it must
select the local IP address to be used as its [P address. It can use any IP address defined on the
router, but if this link goes down, the communication is aborted, even though there might well
be another IP route between these IP applications.

The loopback interface is a virtual interface whose operational state is always up. If the IP
address that is configured on this virtual interface is used as the local address when
communicating with remote IP applications, the communication will not be aborted even if the
actual route to the remote application was changed.

The name of the loopback interface is loopbackl.

A loopback interface does not support bridging; it cannot be a member of any VLAN, and no
layer 2 protocol can be enabled on it.

Layer 3 Specification

[P Interface
[Pv4 and IPv6 addresses can be assigned to a loopback interface.

The IPv6 link-local interface identifier is 1.

Routing Protocols

A routing protocol running on the switch supports the advertising of the IP prefixes defined on
the loopback interfaces via the routing protocol redistribution mechanism.
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Configuration Examples

Static Routing

The following example shows you how to configure IP on a switch with static routing:

Switch# configure terminal

Switch(config)# interface vlan 1

Switch(config-if)# ip address 10.10.10.2 /24

Switch (config-if)# ipv6é address 2001:DB8:2222:7270::2312/64
Switch(config-if)# exit

Switch (config)# interface vlan 2

Switch(config-if)# ip address 10.11.11.2 /24

Switch (config-if)# ipv6 address 2001:DB8:3333:7271::2312/64
Switch (config-if)# exit

Switch (config)# interface loopback 1

Switch(config-if)# ip address 172.25.13.2 /32

Switch (config-if)# ipv6 address 2001:DB8:2222:7272::72/128
Switch(config-if)# exit

Switch(config)# ip route 0.0.0.0/0 10.10.11.1
Switch(config)# ip route 10.11.0.0 /16 10.11.11.1

Switch (config)# ipv6é route 0::/0 2001:DB8:2222:7270::1

Switch(config)# ipv6é route 2001:DB8:3333::/48
2001:DB8:3333:7271::1

The neighbor router 10.10.11.1 should be configured with the following static route: ip route
172.25.13.2/3210.10.10.2.

The neighbor router 10.11.11.1 should be configured with the following static route: ip route
172.25.13.2/32 10.11.11.2.

The neighbor router 2001:DB8:2222:7270::1 connected to VLAN 1 should be configured with
the following static route:

ipv6é route 2001:DB8:2222:7272::72/128 2001:DB8:2222:7270::2312
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The neighbor router 2001:DB8:3333:7271::1 connected to VLAN 1 should be configured with
the static route defined immediately below.

IPv6 Route 2001:DB8:2222:7272::72/128 2001:DB8:3333:7271::2312

Remote IP Address and OutOfBand Port

The switch supports an IP stack on the OutOfBand (OOB) port. This IP stack is separate from
the IP stack running on the ASIC ports, and it requires specific route table configuration

If the switch supports more than one IP interface, when you specify a remote IP address or a
DNS name, you must also specify the IP stack that is being referred to.

PHY Diagnostics

The following exceptions exist:
*  Copper Ports—PHY diagnostics are only supported on copper ports.

* 10G ports—TDR test is supported when the operational port speed is 10G. Cable
length resolution is 20 meters.

CLI Output Modifiers

To all show and more commands (except show technical support) an output modifier may be
added as follows:

<show/more command> | <output-modifier> <regular-expression-pattern>
The output modifiers are:

* begin: Start output from the first line that has a sequence of characters matching the
given regular expression pattern

* include: Includes only lines that have a sequence of characters matching the given
regular expression pattern.

* exclude: Excludes all lines that have a sequence of characters matching the given
regular expression pattern.
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« count: Counts all lines that have a sequence of characters matching the given regular
expression pattern and displays the result (no other output is displayed).

NOTE Only 1 output modifier can be used in each command. The remainder of the text typed in is part

of the regular expression pattern.

A regular expression is a pattern (a phrase, number, or more complex pattern). The CLI String
Search feature matches regular expressions to the show or more command output. Regular
expressions are case-sensitive and allow for complex matching requirements.

A regular expression can be a single-character pattern or a multiple-character pattern. That is,
a regular expression can be a single character that matches the same single character in the
command output or multiple characters that match the same multiple characters in the
command output. The pattern in the command output is referred to as a string. This section
describes creating both single-character patterns and multiple-character patterns. It also
discusses creating more complex regular expressions, using multipliers, alternation,
anchoring, and parentheses.

Single-Character Patterns

The simplest regular expression is a single character that matches the same single character in
the command output. You can use any letter (A-Z, a-z) or digit (0-9) as a single-character
pattern. You can also use other keyboard characters (such as ! or ~) as single-character
patterns, but certain keyboard characters have special meaning when used in regular
expressions. The following table lists the keyboard characters that have special meanings.

Character Meaning
Matches any single character, including white space.
* Matches 0 or more sequences of the pattern.
+ Matches 1 or more sequences of the pattern.
? Matches 0 or 1 occurrences of the pattern.
" Matches the beginning of the string.
$ Matches the end of the string.

To use these special characters as single-character patterns, remove the special meaning by
preceding each character with a backslash ().

The following examples are single-character patterns matching a dollar sign, an underscore,
and a plus sign, respectively.

S\ \+
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You can specify a range of single-character patterns to match against command output. For
example, you can create a regular expression that matches a string containing one of the
following letters: a, e, 1, 0, or u. Only one of these characters must exist in the string for pattern
matching to succeed. To specify a range of single-character patterns, enclose the
single-character patterns in square brackets ([ ]). For example, [aciou] matches any one of the
five vowels of the lowercase alphabet, while [abcdABCD] matches any one of the first four
letters of the lower- or uppercase alphabet.

You can simplify ranges by entering only the endpoints of the range separated by a dash (-).
Simplify the previous range as follows:

[a-dA-D]

To add a dash as a single-character pattern in your range, include another dash and precede it
with a backslash:

[a-dA-D\-]

You can also include a right square bracket (]) as a single-character pattern in your range, as
shown here:

[a-dA-D\-\1]

The previous example matches any one of the first four letters of the lower- or uppercase
alphabet, a dash, or a right square bracket.

You can reverse the matching of the range by including a caret (*) at the start of the range. The
following example matches any letter except the ones listed:

[*a-dgsvV]
The following example matches anything except a right square bracket (]) or the letter d:

[(*\1d]

Multiple-Character Patterns

When creating regular expressions, you can also specify a pattern containing multiple
characters. You create multiple-character regular expressions by joining letters, digits, or
keyboard characters that do not have special meaning. For example, a4% is a
multiple-character regular expression.

With multiple-character patterns, order is important. The regular expression a4% matches the
character a followed by a 4 followed by a % sign. If the string does not have a4%, in that
order, pattern matching fails. The multiple-character regular expression a. uses the special
meaning of the period character to match the letter a followed by any single character. With
this example, the strings ab, a!, or a2 are all valid matches for the regular expression.
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You can remove the special meaning of the period character by inserting a backslash before it.
For example, when the expression a\. is used in the command syntax, only the string a. will be
matched.

You can create a multiple-character regular expression containing all letters, all digits, all
keyboard characters, or a combination of letters, digits, and other keyboard characters. For
example, telebit 3107 v32bis is a valid regular expression.

Multipliers

You can create more complex regular expressions that instruct the system to match multiple
occurrences of a specified regular expression. To do so, use some special characters with your
single-character and multiple-character patterns. Table 1 lists the special characters that
specify multiples of a regular expression.

Table 1:  Special Characters Used as Multipliers

Character Description

* Matches 0 or more single-character or multiple-character
patterns.

+ Matches 1 or more single-character or multiple-character
patterns.

? Matches 0 or 1 occurrences of a single-character or
multiple-character pattern.

The following example matches any number of occurrences of the letter a, including none:

a*

The following pattern requires that at least one letter a be in the string to be matched:

at

The following pattern matches the string bb or bab:
ba?b
The following string matches any number of asterisks (*):

\**

To use multipliers with multiple-character patterns, enclose the pattern in parentheses. In the
following example, the pattern matches any number of the multiple-character string ab:

(ab) *

The following pattern matches one or more instances of alphanumeric pairs, but not none (that
is, an empty string is not a match):
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([A-Za-z][0-9])+

The order for matches using multipliers (*, +, or ?) is to put the longest construct first. Nested
constructs are matched from outside to inside. Concatenated constructs are matched beginning
at the left side of the construct. Thus, the regular expression above matches A9b3, but not
9AD3 because the letters are specified before the numbers.

Alternation

Alternation allows you to specify alternative patterns to match against a string. You separate
the alternative patterns with a vertical bar (]). Only one of the alternatives can match the string.
For example, the regular expression codex|telebit either matches the string codex or the string
telebit, but not both codex and telebit.

Anchoring

You can instruct the system to match a regular expression pattern against the beginning or the
end of the string. You anchor these regular expressions to a portion of the string using the
special characters shown in Table 2..

Table 2: Special Characters Used for Anchoring

Character Description
A Matches the beginning of the string.
$ Matches the end of the string.

For example, the regular expression *con matches any string that starts with con, and $sole
matches any string that ends with sole.

In addition to indicating the beginning of a string, the * symbol can be used to indicate the
logical function not when used in a bracketed range. For example, the expression [*abecd]
indicates a range that matches any single letter, as long as it is not the letters a, b, ¢, or d.

49

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



802.1X Commands

2.1 aaa authentication dotlx

To specify which servers are used for authentication when 802.1X authentication is enabled,
use the aaa authentication dotlx command in Global Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
aaa authentication dotlx default {radius | none | {radius none}}

no aaa authentication dotlx default

Parameters
* radius - Uses the list of all RADIUS servers for authentication

* none - Uses no authentication

Default Configuration

RADIUS server.

Command Mode

Global Configuration mode

User Guidelines

You can select either authentication by a RADIUS server, no authentication (none), or both
methods.

If you require that authentication succeeds even if no RADIUS server response was received,
specify none as the final method in the command line.
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Example

The following example sets the 802.1X authentication mode to RADIUS server
authentication. Even if no response was received, authentication succeeds.

switchxxxxxx (config)# aaa authentication dotlx default radius none

2.2 authentication open

To enable open access (monitoring mode) on this port, use the authentication open command
in Interface Configuration mode. To disable open access on this port, use the no form of this
command.

Syntax
authentication open

no authentication open

Parameters

This command has no arguments or keywords.

Default Configuration

Disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Open Access or Monitoring mode allows clients or devices to gain network access before
authentication is performed. In the mode the switch performs failure replies received from a
Radius server as success.

Example

The following example enables open mode on interface tel/0/1:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # authentication open
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2.3 clear dotlx statistics

To clear 802.1X statistics, use the clear dotlx statistics command in Privileged EXEC mode.

Syntax

clear dotlx statistics [interface-id]

Parameters

® interface-id—Specify an Ethernet port ID.

Default Configuration

Statistics on all ports are cleared.

Command Mode

Privileged EXEC mode

User Guidelines

This command clears all the counters displayed in the show dot1x and show dot1x statistics
command.

Example

switchxxxxxx# clear dotlx statistics

2.4 data

To specify web-based page customizing, the data command is used in Web-Based Page
Customization Configuration mode.

Syntax

data value

Parameters

® value—String of hexadecimal digit characters up to 320 characters.
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Default Configuration

No user customization.

Command Mode

Web-Based Page Customization Configuration mode

User Guidelines

The command should not be entered or edited manually (unless using copy-paste). It is a part
of the configuration file produced by the switch.

A user can only customize the web-based authentication pages by using the WEB interface.

Examples

Example 1—The following example shows a partial web-based page customization
configuration:

switchxxxxxx (config) # dotlx page customization
switchxxxxxx (config-web-page) # data lfeabcde
switchxxxxxx (config-web-page) # data 17645874

switchxxxxxx (config-web-page) # exit

Example 2—The following example shows how Web-Based Page customization is displayed when running the
show running-config command:

switchxxxxxx# show running-config

dotlx page customization

data **kkkkk*

exit
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2.5 description

To specify a description for an 802.1X credential structure, use the description command in
Dotlx credentials configuration mode. To remove the description, use the no form of this
command.

Syntax
description fext

no description

Parameters

* text—Text description. The description can be up to 80 characters.

Default Configuration

A description is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring the switch as a supplicant
(client). This credentials structure must contain a username and password and may contain a
description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A
switchxxxxxx (config-dotlx-cred) # username inner-switch
switchxxxxxx (config-dotlx-cred) # password 6£3c576n8

switchxxxxxx (config-dotlx-cred) # description This credentials profile should

be used to connected to site-A
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2.6 dotlx auth-not-req

To enable unauthorized devices access to a VLAN, use the dotlx auth-not-req command in
Interface (VLAN) Configuration mode. To disable access to a VLAN, use the no form of this
command.

Syntax
dotlx auth-not-req

no dotlx auth-not-req

Parameters

N/A

Default Configuration

Access is enabled.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

The guest VLAN cannot be configured as unauthorized VLAN.

Example

The following example enables unauthorized devices access to VLAN 5.

switchxxxxxx (config) # interface vlan 5

switchxxxxxx (config-if) # dotlx auth-not-req

2.7 dotlx authentication

To enable authentication methods on a port, use the dotlx authentication command in
Interface Configuration mode. To restore the default configuration, use the no form of this
command.
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Syntax
dotlx authentication [802.1x] [mac] [web]

no dotlx authentication

Parameters
° 802.1x—Enables authentication based on 802.1X (802.1X-based authentication).

° mac—FEnables authentication based on the station's MAC address (MAC-Based
authentication).

* web—Enables WEB-Based authentication.

Default Configuration

802.1X-Based authentication is enabled.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Static MAC addresses cannot be authorized by the MAC-based method.

It is not recommended to change a dynamic MAC address to a static one or delete it if the
MAC address was authorized by the MAC-based authentication:

a. If a dynamic MAC address authenticated by MAC-based authentication is changed to a
static one, it will not be manually re-authenticated.

b. Removing a dynamic MAC address authenticated by the MAC-based authentication
causes its re-authentication.

In accordance with the 802.1x standard, the 802.1x protocol runs per each Ethernet port
associated to the port channel by the channel-group command. The “authorized” and
unauthorized states are applied rather to ports associated with a port channel rather to the port
channel itself. Only authorized Ethernet ports can be active in port channel.

802.1x enabled on a port associated with a port channel has the following limitations:
®  Only the 802.1X-based authentication is supported.

®  Only the multi-host (legacy 802.1x mode) mode is supported.
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Example

The following example enables authentication based on 802.1x and the station’s MAC address
on port tel/0/1:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx authentication 802.1x mac

2.8 dotlx credentials

To define the name of an 802.1X credential structure and enter the Dotlx credentials
configuration mode, use the dotlx credentials command in Global Configuration mode. To
remove the credential structure, use the no form of this command.

Syntax
dotlx credentials name

no dotlx credentials name

Parameters

* name—The credential structure name up to 32 characters.

Default Configuration

A credentials structure is not specified

Command Mode

Global Configuration mode

User Guidelines

Use the dotlx credentials command to start configuration of credential structure. The
credential structure contains the parameters of supplicant (client) and it is used during the
802.1X supplicant enabling on interface. To enable the 802.1X supplicant on an interface, use
the dotlx supplicant command.

The following CLI commands can be configured in Dot1x credentials configuration mode:
® description

* password

57

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



802.1X Commands

° username (dotlx credentials)

Each of these command can be configured a few times and each next configuration overrides
the previous one.

The credential configuration takes a place only after exit from the credential context.
Changing configuration of used credential causes supplicant logoff and logon.
The switch supports up to 24 credentials.

Use the no dotlx credentials command, to delete a credential. A used credential cannot be
deleted.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A
switchxxxxxx (config-dotlx-cred) # username inner-switch
switchxxxxxx (config-dotlx-cred) # password agrcx5642

switchxxxxxx (config-dotlx-cred) # description This credentials profile should

be used to connected to site-A

2.9 dotlx eap-max-retrans

To set the EAP maximum number retransmissions, use the dotlx eap-max-retrans command
in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx eap-max-retrans count

no dotlx eap-max-retrans

Parameters

* count—Specifies the maximum number of times that the EAP Server (EAP
Authenticator) retransmits an EAP request when no response from a EAP client (EAP
Peer) was received. (Range: 1-10).
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Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The parameter is used by the 802.1x Supplicant.

Example

The following example sets the EAP maximum number retransmissions to 6:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx eap-max-retrans 6

2.10  dotlx guest-vlan

To define a guest VLAN, use the dotlx guest-vlan mode command in Interface (VLAN)
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx guest-vlan

no dotlx guest-vlan

Parameters

N/A

Default Configuration

No VLAN is defined as a guest VLAN.
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Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the dot1x guest-vlan enable command to enable unauthorized users on an interface to
access the guest VLAN.

A device can have only one global guest VLAN.
The guest VLAN must be a static VLAN and it cannot be removed.

An unauthorized VLAN cannot be configured as guest VLAN.

Example

The following example defines VLAN 2 as a guest VLAN.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# dotlx guest-vlan

2.11  dotlx guest-vlan enable

To enable unauthorized users on the access interface to the guest VLAN, use the dot1x
guest-vlan enable command in Interface Configuration mode. To disable access, use the no
form of this command.

Syntax
dotlx guest-vlan enable

no dotlx guest-vlan enable

Parameters

N/A

Default Configuration

The default configuration is disabled.

Command Mode

Interface (Ethernet) Configuration mode
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User Guidelines

The guest VLAN and the WEB-Based authentication cannot be configured on a port at the
same time.

This command cannot be configured if the monitoring VLAN is enabled on the interface.

If the port does not belong to the guest VLAN it is added to the guest VLAN as an egress
untagged port.

If the authentication mode is single-host or multi-host, the value of PVID is set to the guest
VLAN _ID.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged
traffic and tagged traffic not belonging to the unauthenticated VLANSs from unauthorized hosts
are mapped to the guest VLAN.

If 802.1X is disabled, the port static configuration is reset.

See the User Guidelines of the dotlx host-mode command for more information.

Example

The following example enables unauthorized users on te1/0/1 to access the guest VLAN.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx guest-vlan enable

2.12  dotlx guest-vlan timeout

To set the time delay between enabling 802.1X (or port up) and adding a port to the guest
VLAN, use the dotlx guest-vlan timeout command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
dotlx guest-vlan timeout timeout

no dotlx guest-vlan timeout

Parameters

* timeout—Specifies the time delay in seconds between enabling 802.1X (or port up)
and adding the port to the guest VLAN. (Range: 30—180).
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Default Configuration

The guest VLAN is applied immediately.

Command Mode

Global Configuration mode

User Guidelines

This command is relevant if the guest VLAN is enabled on the port. Configuring the timeout
adds a delay from enabling 802.1X (or port up) to the time the device adds the port to the guest
VLAN.

Example

The following example sets the delay between enabling 802.1X and adding a port to a guest
VLAN to 60 seconds.

switchxxxxxx (config) # dotlx guest-vlan timeout 60

2.13  dotlx host-mode

To allow a single host (client) or multiple hosts on an IEEE 802.1X-authorized port, use the
dotlx host-mode command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax

dotlx host-mode {multi-host | single-host | multi-sessions}

Parameters
° multi-host—Enable multiple-hosts mode.
* single-host—Enable single-hosts mode.

° multi-sessions—Enable multiple-sessions mode.

Default Configuration

Default mode is multi-host.
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Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
Single-Host Mode

The single-host mode manages the authentication status of the port: the port is authorized if
there is an authorized host. In this mode, only a single host can be authorized on the port.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to
the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the
unauthenticated VLANS. If guest VLAN is not enabled on the port, only tagged traffic
belonging to the unauthenticated VLANS is bridged.

When a port is authorized, untagged and tagged traffic from the authorized host is bridged
based on the static vlan membership configured at the port. Traffic from other hosts is
dropped.

A user can specify that untagged traffic from the authorized host will be remapped to a VLAN
that is assigned by a RADIUS server during the authentication process. In this case, tagged
traffic is dropped unless the VLAN tag is the RADIUS-assigned VLAN or the unauthenticated
VLAN:S. See the dotlx radius-attributes vlan command to enable RADIUS VLAN
assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its authentication
status is changed from authorized to unauthorized.

Multi-Host Mode

The multi-host mode manages the authentication status of the port: the port is authorized after
at least one host is authorized.

When a port is unauthorized and the guest VLAN is enabled, untagged traffic is remapped to
the guest VLAN. Tagged traffic is dropped unless the VLAN tag is the guest VLAN or the
unauthenticated VLANS. If guest VLAN is not enabled on the port, only tagged traffic
belonging to the unauthenticated VLANS is bridged.

When a port is authorized, untagged and tagged traffic from all hosts connected to the port is
bridged based on the static vlan membership configured at the port.

A user can specify that untagged traffic from the authorized port will be remapped to a VLAN
that is assigned by a RADIUS server during the authentication process. In this case, tagged
traffic is dropped unless the VLAN tag is the RADIUS assigned VLAN or the unauthenticated
VLANS. See the dotlx radius-attributes vlan command to enable RADIUS VLAN
assignment at a port.

The switch removes from FDB all MAC addresses learned on a port when its authentication
status is changed from authorized to unauthorized.
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Multi-Sessions Mode

Unlike the single-host and multi-host modes (port-based modes) the multi-sessions mode
manages the authentication status for each host connected to the port (session-based mode). If
the multi-sessions mode is configured on a port the port does have any authentication status.
Any number of hosts can be authorized on the port. The dotlx max-hosts command can limit
the maximum number of authorized hosts allowed on the port.

Each authorized client requires a TCAM rule. If there is no available space in the TCAM, the
authentication is rejected.

When using the dotlx host-mode command to change the port mode to single-host or
multi-host when authentication is enabled, the port state is set to unauthorized.

If the dotlx host-mode command changes the port mode to multi-session when
authentication is enabled, the state of all attached hosts is set to unauthorized.

To change the port mode to single-host or multi-host, set the port (dotlx port-control) to
force-unauthorized, change the port mode to single-host or multi-host, and set the port to
authorization auto.

multi-sessions mode cannot be configured on the same interface together with Policy Based
VLANSs configured by the following commands:

- switchport general map protocol-group vlans
- switchport general map macs-group vlans

Tagged traffic belonging to the unauthenticated VLANS is always bridged regardless if a host
is authorized or not.

When the guest VLAN is enabled, untagged and tagged traffic from unauthorized hosts not
belonging to the unauthenticated VLANSs is bridged via the guest VLAN.

Traffic from an authorized hosts is bridged in accordance with the port static configuration. A
user can specify that untagged and tagged traffic from the authorized host not belonging to the
unauthenticated VLANSs will be remapped to a VLAN that is assigned by a RADIUS server
during the authentication process. See the dotlx radius-attributes vlan command to enable
RADIUS VLAN assignment at a port.

The switch does not remove from FDB the host MAC address learned on the port when its
authentication status is changed from authorized to unauthorized. The MAC address will be
removed after the aging timeout expires.

In accordance with the 802.1x standard, the 802.1x protocol runs per each Ethernet port
associated to the port channel by the channel-group command. The “authorized” and
unauthorized states are applied rather to ports associated with a port channel rather to the port
channel itself. Only authorized Ethernet ports can be active in port channel.

802.1x enabled on a port associated with a port channel has the following limitations:
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®  Only the 802.1X-based authentication is supported.

®  Only the multi-host (legacy 802.1x mode) mode is supported.

Example

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx host-mode multi-host

2.14  dotlx mac-auth

To specify a type (EAP or Radius), and MAC based username format, that MAC-Based
authentication will use, use the dot1x mac-auth command in Global Configuration mode. To
reset the default configuration, use the no form of the command.

Syntax

dotlx mac-auth {eap | radius} [username groupsize {1/2|4/12} separator {-|:|.}
[lowercase | uppercase]]

no dotlx mac-auth

Parameters
° eap—Specifies that the EAP MD5-Challenge authentication is used.

* radius—Specifies that only Radius (without EAP) authentication with the
Service-Type attribute equals to Call-Check(10) is used.

° username—Specifies the format of the username. If the keyword is not configured the
format without separator with the lower case is applied.

username groupsize 12 separator - lowercase
* groupsize—Specifies the numbers of ASCII characters between delimiters.
° separator—Specifies the delimiter.

° lowercase—Specifies that the username is coded in the lower case. The argument is
applied if the case argument is not configured.

° uppercase—Specifies that the username is coded in the upper case.
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Default Configuration

EAP MDS5-Challenge Authentication

Command Mode

Global Configuration mode

User Guidelines

The switch supports the following two types of MAC-Based authentication with the host
MAC address as user name and password defined by the dot1x mac-auth password
command:

* EAP MDS5-Challenge authentication.

° Pure Radius authentication with the Service-Type attribute equals to Call-Check(10)
and with username and password in the ASCII format.

Use the eap keyword, to specify the EAP MD5-Challenge authentication type.

Use the radius keyword, to specify the pure Radius authentication type. The pure Radius
authentication uses the following Radius attributes:

® User-Name: Host MAC address

* Password

* Service-Type: Call-Check(10)

*  Frame-MTU

® Called-Station-1d: MAC address of the switch

° Calling-Station-I1d: MAC address of the host

® Message-Authentication

° NAS-Port-Type: Ethernet(15)

* NAS-Port: ifIndex of the port where the host is connected to

° NAS-Port-Id: full CLI name of the port where the host is connected to (for example:
GigabitEthernet2/0/2)

®*  NAS-IP-Address: IP address of the switch
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Use the username keyword, to specify the format of the Username attributes. The following
table gives examples of the Username coding for MAC address 08002b8619de:

Table 3: Examples of Username coding

1 - 0-8-0-0-2-b-8-6-1-9-d-e
2 : 08:00:2b:86:19:de

4 . 0800.2b86.19de

12 N/A 08002b8619de

Changing of the username format or the authentication type (EAP or Radius) causes
reauthentication.

Examples

Example 1. The following example specifies that MAC-Based authentication will use the pure
Radius authentication and specifies the attributes to use in username based on the station’s
MAC address:

switchxxxxxx (config)# dotlx mac-auth radius username groupsize 2 separator :
uppercase

Example 2. The following example specifies that MAC-Based authentication will use the EAP
MDS5-Challenge authentication. The username format will be set to format without separator
,with lower case:

switchxxxxxx (config) # dotlx mac-auth eap

2.15  dotlx mac-auth password

To specify a global password for MAC-Based authentication, use the dotlx mac-auth
password command in Global Configuration mode. To remove the password, use the no form
of this command.

Syntax

encrypted dotlx mac-auth password encrypted-password
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dotlx mac-auth password password

no dotlx mac-auth password

Parameters
® encrypted-password—The password in encrypted format.

* password—The password up to 32 characters.

Default Configuration

Username.

Command Mode

Global Configuration mode

User Guidelines

Use the command, to specify a password that will be used for MAC-Based authentication
instead of the host MAC address.

Changing of the password or its format causes reauthentication.

Example

The following example configures a global password for MAC-Based authentication:

switchxxxxxx (config)# dotlx mac-auth password 87b$#9hv5*

2.16  dotlx max-hosts

To configure the maximum number of authorized hosts allowed on the interface, use the dot1x
max-hosts command in Interface Configuration mode. To restore the default configuration,
use the no form of this command.

Syntax
dotlx max-hosts count

no dotlx max-hosts
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Parameters
*  count—Specifies the maximum number of authorized hosts allowed on the interface.
May be any 32 bits positive number.
Default Configuration

No limitation.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the number of authorized hosts allowed on an interface is not limited. To limit the
number of authorized hosts allowed on an interface, use the dotlx max-hosts command.

This command is relevant only for multi-session mode.

Example

The following example limits the maximum number of authorized hosts on Ethernet port
tel/0/1 to 6:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx max-hosts 6

2.17  dotlx max-login-attempts

To set the maximum number of allowed login attempts, use the dot1x max-login-attempts
command in Interface Configuration mode. To restore the default configuration, use the no
form of this command.

Syntax
dotlx max-login-attempts count

no dotlx max-login-attempts

Parameters

*  count—Specifies the maximum number of allowed login attempts. A value of 0 means
an infinite numbers of attempts. The valid range is 3-10.
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Default Configuration

Unlimited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

By default, the switch does not limit the number of failed login attempts. To specify the
number of allowed fail login attempts, use this command. After this number of failed login
attempts, the switch does not allow the host to be authenticated for a period defined by the
dotlx timeout quiet-period command.

The command is applied only to the Web-based authentication.

Example

The following example sets maximum number of allowed login attempts to 5:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx max-login-attempts 5

2.18  dotlx max-req

To set the maximum number of times that the device sends an Extensible Authentication
Protocol (EAP) request/identity frame (assuming that no response is received) to the client
before restarting the authentication process, use the dot1x max-req command in Interface

Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx max-req count

no dotlx max-req

Parameters

® count—Specifies the maximum number of times that the device sends an EAP
request/identity frame before restarting the authentication process. (Range: 1-10).
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Default Configuration

The default maximum number of attempts is 2.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

Example

The following example sets the maximum number of times that the device sends an EAP
request/identity frame to 6.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx max-req 6

2.19  dotlx page customization

To enter Web-Based Page Customization Configuration mode, use the dotlx page
customization command in Global Configuration mode.

Syntax

dotlx page customization

Parameters

N/A

Default Configuration

No user customization.

Command Mode

Global Configuration mode

71

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



802.1X Commands 2

User Guidelines

The command should not be entered or edited manually (unless when using copy-paste). Itis a
part of the configuration file produced by the switch.

A user must customize the web-based authentication pages by using the browser Interface.

Example

The following example shows part of a web-based page customization configuration:

switchxxxxxx (config)# dotlx page customization
switchxxxxxx (config-web-page) # data lfeabcde
switchxxxxxx (config-web-page) # data 17645874

switchxxxxxx (config-web-page) # exit

2.20  dotlx port-control

To enable manual control of the port authorization state, use the dotlx port-control command
in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax

dotlx port-control {auto | force-authorized | force-unauthorized} [time-range
time-range-name)

no dotlx port-control

Parameters

° auto—Enables 802.1X authentication on the port and causes it to transition to the
authorized or unauthorized state, based on the 802.1X authentication exchange
between the device and the client.

* force-authorized—Disables 802.1X authentication on the interface and causes the
port to transition to the authorized state without any authentication exchange required.
The port sends and receives traffic without 802.1X-based client authentication.

* force-unauthorized—Denies all access through this port by forcing it to transition to
the unauthorized state and ignoring all attempts by the client to authenticate. The
device cannot provide authentication services to the client through this port.
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° time-range time-range-name—Specifies a time range. When the Time Range is not in
effect, the port state is Unauthorized. (Range: 1-32 characters).
Default Configuration

The port is in the force-authorized state.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

802.1X authentication cannot be enabled on an interface if port security feature is

already enabled on the same interface.

The switch removes all MAC addresses learned on a port when its authorization control is
changed from force-authorized to another.

Note. It is recommended to disable spanning tree or to enable spanning-tree PortFast mode on
802.1X edge ports in auto state that are connected to end stations, in order to proceed to the
forwarding state immediately after successful authentication.

Example

The following example sets 802.1X authentication on te1/0/1 to auto mode.

switchxxxxxx (config) # interface tel/0/1

switchxxxxxx (config-if)# dotlx port-control auto

2.21 dotlx radius-attributes vlan

To enable RADIUS-based VLLAN assignment, use the dotlx radius-attributes vlan
command in Interface Configuration mode. To disable RADIUS-based VLAN assignment, use
the no form of this command.

Syntax
dotlx radius-attributes vlan [reject | static]

no dotlx radius-attributes vlan
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Parameters

* reject—If the RADIUS server authorized the supplicant, but did not provide a
supplicant VLAN the supplicant is rejected. If the parameter is omitted, this option is
applied by default.

e static—If the RADIUS server authorized the supplicant, but did not provide a
supplicant VLAN, the supplicant is accepted.
Default Configuration

reject

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
If RADIUS provides invalid VLAN information, the authentication is rejected.

If a RADIUS server assigns a client with a non-existing VLAN, the switch creates the VLAN.
The VLAN is removed when it is no longer being used.

If RADIUS provides valid VLAN information and the port does not belong to the VLAN
received from RADIUS, it is added to the VLAN as an egress untagged port. When the last
authorized client assigned to the VLAN becomes unauthorized or 802.1x is disabled on the
port, the port is excluded from the VLAN.

If the authentication mode is single-host or multi-host, the value of PVID is set to the
VLAN _ID.

If an authorized port in the single-host or multi-host mode changes its status to unauthorized,
the port static configuration is reset.

If the authentication mode is multi-sessions mode, the PVID is not changed and all untagged
traffic and tagged traffic not belonging to the unauthenticated VLLANs are mapped to the
VLAN using TCAM.

If the last authorized host assigned to a VLAN received from RADIUS connected to a port in
the multi-sessions mode changes its status to unauthorized, the port is removed from the
VLAN if it is not in the static configuration.

See the User Guidelines of the dot1x host-mode command for more information.
I£ 802.1X is disabled the port static configuration is reset.

If the reject keyword is configured and the RADIUS server authorizes the host but the
RADIUS accept message does not assign a VLAN to the supplicant, authentication is rejected.
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If the static keyword is configured and the RADIUS server authorizes the host then even
though the RADIUS accept message does not assign a VLAN to the supplicant, authentication
is accepted and the traffic from the host is bridged in accordance with port static configuration.

If this command is used when there are authorized ports/hosts, it takes effect at subsequent
authentications. To manually re-authenticate, use the dotlx re-authenticate command.

The command cannot be configured on a port associated to a port channel by the
channel-group command.

The command cannot be configured on the OOB port.
The command cannot be configured on a port if it together with

°* WEB-Based authentication
e Q-in-Q
Examples

Example 1. This example enables user-based VLAN assignment. If the RADIUS server
authorized the supplicant, but did not provide a supplicant VLAN, the supplicant is rejected.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx radius-attributes vlan

switchxxxxxx (config-if)# exit

Example 2. This example enables user-based VLAN assignment. If the RADIUS server
authorized the supplicant but did not provide a supplicant VLAN, the supplicant is accepted
and the static VLAN configurations is used.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx radius-attributes static

switchxxxxxx (config-if)# exit

2.22  dotlx re-authenticate

To initiate manually re-authentication of all 802.1X-enabled ports or the specified
802.1X-enabled port, use the dotlx re-authenticate command in Privileged EXEC mode.

75

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



802.1X Commands

Syntax

dotlx re-authenticate [interface-id]

Parameters

® interface-id—Specifies an Ethernet port or OOB port.

Default Configuration

If no port is specified, command is applied to all ports.

Command Mode

Privileged EXEC mode

Example

The following command manually initiates re-authentication of 802.1X-enabled te1/0/1:

switchxxxxxx# dotlx re-authenticate tel/0/1

2.23 dotlx reauthentication

To enable periodic re-authentication of the client, use the dotlx reauthentication command in

Interface Configuration mode. To restore the default configuration, use the no form of this

command.

Syntax
dotlx reauthentication

no dotlx reauthentication

Parameters

N/A

Default Configuration

Periodic re-authentication is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode
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Example

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx reauthentication

2.24  dotlx supplicant

To enable the dotlx supplicant role for a given interface, use the dotlx supplicant command
in Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx supplicant name

no dotlx supplicant

Parameters

* name—The name of the credential structure applied on the interface.

Default Configuration

The supplicant role is disabled.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

Use the dotlx supplicant command to enable the dot1x supplicant on a given interface. When
the supplicant is enabled on an interface the interface becomes an unauthorized. When the
802.1X authentication successes the interface state is changed to authorized.

If the name argument specifies an undefined or not fully defined (password or username is not
configured) 802.1X credential structure, the command is rejected.

Authenticator and Supplicant cannot be enabled together on the same interface.

The command cannot be configured a few times on the same port. To replace the configured
credential, use the no form of the command before configuration a new credential.

Unlike unauthorized authenticator interface an unauthorized supplicant interface does not
limit any traffic passed through.
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In accordance with the 802.1x standard, the 802.1x protocol runs per each Ethernet port
associated to the port channel by the channel-group command. The authorized and
unauthorized states are applied rather to ports associated with a port channel rather to the port
channel itself.

The following events start the 802.1X supplicant authentication on a port:
* The dotlx supplicant command enables the supplicant on the port in the UP status.
® The status of the port is changed to UP and the supplicant is enabled on the port.

* The EAP Identifier Request message is received on the port and the supplicant is
enabled on the port.

If the supplicant does not receive a response from the Radius server (SUCCESS or FAIL) in
time period specified by the dotlx guest-vlan command, it restarts authentication up to times
specified by the dotlx eap-max-retrans command. After the maximum number of attempts
the supplicant stops authentication and waits for the EAP Identity Request from the
Authenticator that will restart authentication.

If the supplicant receives the FAIL response from the Radius server, it waits for time period
specified by the dotlx timeout supplicant-held-period command before restarting
authentication again.

Supplicant will repeat authentication again in the time specified by the dotlx timeout
supplicant-held-period command.

Example

The following example configures an 802.1X supplicant on port te1/0/1:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx supplicant upstream-port

2.25  dotlx supplicant traps authentication failure

To enable sending traps when an 802.1X supplicant authentication fails, use the dot1x
supplicant traps authentication failure command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
dotlx supplicant traps authentication failure

no dotlx supplicant traps authentication failure

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0 78



802.1X Commands

Parameters

N/A

Default Configuration

Traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when an 802.1X supplicant authentication failed:

switchxxxxxx (config) # dotlx supplicant traps authentication failure

2.26  dotlx supplicant traps authentication success

To enable sending traps when an 802.1X supplicant authentication is succeeded, use the dotlx
supplicant traps authentication success command in Global Configuration mode. To restore
the default configuration, use the no form of this command.

Syntax
dotlx supplicant traps authentication success

no dotlx supplicant traps authentication success

Parameters

N/A

Default Configuration

Traps are disabled.

Command Mode

Global Configuration mode
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User Guidelines

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when an 802.1X supplicant authentication is
succeeded:

switchxxxxxx (config)# dotlx supplicant traps authentication success

2.27  dotlx system-auth-control

To enable 802.1X globally, use the dotlx system-auth-control command in Global
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx system-auth-control

no dotlx system-auth-control

Parameters

N/A

Default Configuration

Disabled.

Command Mode

Global Configuration mode

Example

The following example enables 802.1X globally.

switchxxxxxx (config) # dotlx system-auth-control
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2.28  dotlx timeout eap-timeout

To set the EAP timeout, use the dotlx timeout eap-timeout command in Interface
Configuration mode. To restore the default configuration, use the no form of this command.

Syntax
dotlx timeout eap-timeout seconds

no dotlx timeout eap-timeout

Parameters

* seconds—Specifies the time interval in seconds during which the EAP Server (EAP
Authenticator) waits for a response from the EAP client (EAP Peer) before the request
retransmission. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The parameter is used by the 802.1x Supplicant.

Example

The following example sets the EAP timeout to 45 seconds.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx timeout eap-timeout 45
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2.29  dotlx timeout quiet-period

To set the time interval that the device remains in a quiet state following a failed authentication
exchange, use the dotlx timeout quiet-period command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout quiet-period seconds

no dotlx timeout quiet-period

Parameters
° seconds—Specifies the time interval in seconds that the device remains in a quiet state
following a failed authentication exchange with a client. (Range: 10-65535 seconds).
Default Configuration

The default quiet period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines
During the quiet period, the device does not accept or initiate authentication requests.

The default value of this command should only be changed to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

To provide faster response time to the user, a smaller number than the default value should be
entered.

For 802.1x and MAC-based authentication, the number of failed logins is 1.

For WEB-based authentication, the quiet period is applied after a number of failed attempts.
This number is configured by the dotlx max-login-attempts command.

For 802.1x-based and MAC-based authentication methods, the quiet period is applied after
each failed attempt.
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Example

The following example sets the time interval that the device remains in the quiet state
following a failed authentication exchange to 120 seconds.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx timeout quiet-period 120

2.30  dotlx timeout reauth-period

To set the number of seconds between re-authentication attempts, use the dotlx timeout
reauth-period command in Interface Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dotlx timeout reauth-period seconds

no dotlx timeout reauth-period

Parameters

° reauth-period seconds—Number of seconds between re-authentication attempts.
(Range: 300-4294967295).

Default Configuration

3600

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The command is only applied to the 802.1x authentication method.

Example

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx timeout reauth-period 5000
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2.31 dotlx timeout server-timeout

To set the time interval during which the device waits for a response from the authentication
server, use the dotlx timeout server-timeout command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout server-timeout seconds

no dotlx timeout server-timeout

Parameters
° server-timeout seconds—Specifies the time interval in seconds during which the
device waits for a response from the authentication server. (Range: 1-65535 seconds).
Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The actual timeout period can be determined by comparing the value specified by this
command to the result of multiplying the number of retries specified by the radius-server
retransmit command by the timeout period specified by the radius-server retransmit
command, and selecting the lower of the two values.

Example

The following example sets the time interval between retransmission of packets to the
authentication server to 3600 seconds.

switchxxxxxx (config) # interface tel/0/1

switchxxxxxx (config-if)# dotlx timeout server-timeout 3600
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2.32  dotlx timeout silence-period

To set the authentication silence time, use the dotlx timeout silence-period command in
Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx timeout silence-period seconds

no dotlx timeout silence-period

Parameters

* seconds—Specifies the silence interval in seconds. The valid range is 60 - 65535.

Default Configuration

The silence period is not limited.

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines

The silence time is the number of seconds that if an authorized client does not send traffic
during this period, the client is changed to unauthorized.

If an authorized client does not send traffic during the silence period specified by the
command, the state of the client is changed to unauthorized.

The command is only applied to WEB-based authentication.

Example

The following example sets the authentication silence time to 100 seconds:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx timeout silence-period 100
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2.33  dotlx timeout supp-timeout

To set the time interval during which the device waits for a response to an Extensible
Authentication Protocol (EAP) request frame from the client before resending the request, use
the dotlx timeout supp-timeout command in Interface Configuration mode. To restore the
default configuration, use the no form of this command.

Syntax
dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

Parameters

° supp-timeout seconds—Specifies the time interval in seconds during which the device
waits for a response to an EAP request frame from the client before resending the
request. (Range: 1-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The command is only applied to the 802.1x authentication method.

Example

The following example sets the time interval during which the device waits for a response to
an EAP request frame from the client before resending the request to 3600 seconds.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx timeout supp-timeout 3600
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2.34  dotlx timeout supplicant-held-period

To set the time period during which the supplicant waits before restarting authentication after
receiving the FAIL response from the Radius server, use the dot1x timeout
supplicant-held-period command in Interface Configuration mode. To restore the default
configuration, use the no form of this command

Syntax
dotlx timeout supplicant-held-period seconds

no dotlx timeout supplicant-held-period

Parameters

*  seconds—Specifies the time period during which the supplicant waits before restarting
authentication after receiving the FAIL response from the Radius server. (Range:
1-65535 seconds).

Default Configuration

The default timeout period is 60 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

Example

The following example sets the time period during which the supplicant waits before restarting
authentication after receiving the FAIL response from the Radius server to 70 seconds.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # dotlx timeout supplicant-held-period 70
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2.35  dotlx timeout tx-period

To set the time interval during which the device waits for a response to an Extensible
Authentication Protocol (EAP) request/identity frame from the client before resending the
request, use the dotlx timeout tx-period command in Interface Configuration mode. To
restore the default configuration, use the no form of this command.

Syntax
dotlx timeout tx-period seconds

no dotlx timeout tx-period

Parameters

* seconds—Specifies the time interval in seconds during which the device waits for a
response to an EAP-request/identity frame from the client before resending the request.
(Range: 30-65535 seconds).

Default Configuration

The default timeout period is 30 seconds.

Command Mode

Interface (Ethernet, OOB) Configuration mode

User Guidelines

The default value of this command should be changed only to adjust to unusual circumstances,
such as unreliable links or specific behavioral problems with certain clients and authentication
servers.

The command is only applied to the 802.1x authentication method.

Example

The following command sets the time interval during which the device waits for a response to
an EAP request/identity frame to 60 seconds.

switchxxxxxx (config)# interface tel/0/1:

switchxxxxxx (config-if)# dotlx timeout tx-period 60
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2.36  dotlx traps authentication failure

To enable sending traps when an 802.1X authentication method failed, use the dotlx traps
authentication failure command in Global Configuration mode. To restore the default
configuration, use the no form of this command.

Syntax
dotlx traps authentication failure {[802.1x] [mac] [web]}

no dotlx traps authentication failure

Parameters
* 802.1x—Enables traps for 802.1X-based authentication.
° mac—Enables traps for MAC-based authentication.

* web—Enables traps for WEB-based authentication.

Default Configuration

All traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address fails to be authorized by the
802.1X mac-authentication access control.

switchxxxxxx (config)# dotlx traps authentication failure 802.1x
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2.37  dotlx traps authentication quiet

To enable sending traps when a host state is set to the quiet state after failing the maximum
sequential attempts of login, use the dotlx traps authentication quiet command in Global
Configuration mode. To disable the traps, use the no form of this command.

Syntax
dotlx traps authentication quiet

no dotlx traps authentication quiet

Parameters

N/A

Default Configuration

Quiet traps are disabled.

Command Mode

Global Configuration mode

User Guidelines

The traps are sent after the client is set to the quiet state after the maximum sequential attempts
of login.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a host is set in the quiet state:

switchxxxxxx (config)# dotlx traps authentication quiet

2.38  dotlx traps authentication success

To enable sending traps when a host is successfully authorized by an 802.1X authentication
method, use the dotlx traps authentication success command in Global Configuration mode.
To disable the traps, use the no form of this command.
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Syntax
dotlx traps authentication success {[802.1x] [mac] [web]}

no dotlx traps authentication success

Parameters
* 802.1x—Enables traps for 802.1X-based authentication.
° mac—Enables traps for MAC-based authentication.

* web—Enables traps for WEB-based authentication.

Default Configuration

Success traps are disabled.

Command Mode

Global Configuration mode

User Guidelines
Any combination of the keywords are allowed. At least one keyword must be configured.

A rate limit is applied to the traps: not more than one trap of this type can be sent in 10 seconds.

Example

The following example enables sending traps when a MAC address is successfully authorized by
the 802.1X MAC-authentication access control.

switchxxxxxx (config) # dotlx traps authentication success mac

2.39  dotlx unlock client

To unlock a locked (in the quiet period) client, use the dot1x unlock client command in
Privileged EXEC mode.

Syntax

dotlx unlock client interface-id mac-address
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Parameters
® interface-id—Interface ID where the client is connected to.

*  mac-address—Client MAC address.

Default Configuration

The client is locked until the silence interval is over.

Command Mode

Privileged EXEC mode

User Guidelines

Use this command to unlock a client that was locked after the maximum allowed
authentication failed attempts and to end the quiet period. If the client is not in the quiet
period, the command has no affect.

Example

switchxxxxxx# dotlx unlock client tel/0/1 00:01:12:af:00:56

2.40  dotlx violation-mode

To configure the action to be taken when an unauthorized host on authorized port in
single-host mode attempts to access the interface, use the dotlx violation-mode command in
Interface Configuration mode. To restore the default configuration, use the no form of this
command.

Syntax
dotlx violation-mode {restrict | protect | shutdown} [trap seconds]

no dotlx violation-mode

Parameters

° restrict—Generates a trap when a station, whose MAC address is not the supplicant
MAC address, attempts to access the interface. The minimum time between the traps is
1 second. Those frames are forwarded but their source addresses are not learned.

* protect—Discard frames with source addresses that are not the supplicant address.
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* shutdown—Discard frames with source addresses that are not the supplicant address
and shutdown the port.

® trap seconds - Send SNMP traps, and specifies the minimum time between
consecutive traps. If seconds = 0 traps are disabled. If the parameter is not specified, it
defaults to 1 second for the restrict mode and 0 for the other modes.

Default Configuration

Protect

Command Mode

Interface (Ethernet) Configuration mode

User Guidelines
The command is relevant only for single-host mode.

For BPDU messages whose MAC addresses are not the supplicant MAC address are not
discarded in Protect mode.

BPDU message whose MAC addresses are not the supplicant MAC address cause a shutdown
in Shutdown mode.

Example

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# dotlx wviolation-mode protect

2.41  password

To specify a password for an 802.1X credential structure, use the password command in
Dotlx credentials configuration mode. To remove the password, use the no form of this
command.

Syntax
encrypted password encrypted-password
password password

no password
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Parameters
* encrypted-password—The password in encrypted format.

*  password—The password up to 64 characters.

Default Configuration

A password is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring a supplicant (client). This
credentials structure must contain a username and password and might contain a description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A
switchxxxxxx (config-dotlx-cred) # username inner-switch
switchxxxxxx (config-dotlx-cred)# password 87bS$#9hv5*

switchxxxxxx (config-dotlx-cred) # description This credentials profile should

be used to connect to site-A.

2.42  show dotlx

To display the 802.1X interfaces or specified interface status, use the show dotlx command in
Privileged EXEC mode.

Syntax

show dotlx [interface interface-id | detailed]

Parameters
® interface-id—Specifies an Ethernet port or OOB port.

® detailed—Displays information for non-present ports in addition to present ports.
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Default Configuration
Display for all ports. If detailed is not used, only present ports are displayed.

If a MAC-Based password is configured using the dotlx mac-auth password command, its
MD5 checksum is displayed, else the username word is displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays authentication information for all interfaces on which 802.1x
is enabled:

switchxxxxxx# show dotlx
Authentication is enabled
Authenticator Global Configuration:
Authenticating Servers: Radius, None
MAC-Based Authentication:

Type: Radius

Username Groupsize: 2

Username Separator: -

Username case: Lowercase

Password: MD5 checksum 1238af77aacal7568£12988601fcabed
Unathenticated VLANs: 100, 1000, 1021
Guest VLAN: VLAN 11, timeout 30 sec
Authentication failure traps are enabled for 802.lx+mac
Authentication success traps are enabled for 802.1x
Authentication quiet traps are enabled for 802.1x
Supplicant Global Configuration:
Supplicant Authentication failure traps are enabled
Supplicant Authentication success traps are enabled
tel/0/1

Authenticator is enabled
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Supplicant is disabled
Authenticator Configuration:
Host mode: multi-sessions
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Guest VLAN: enabled
VLAN Radius Attribute: enabled, static
Open access: disabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Maximum Hosts: unlimited
Maximum Login Attempts: 3
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 9
Authentication fails: 1
Number of Authorized Hosts: 10
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
tel/0/2

Authenticator is enabled
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Supplicant is disabled
Authenticator Configuration:
Host mode: single-host
Authentication methods: 802.1x+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: enabled
Open access: enabled
Time range name: work hours (Active now)
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 9
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters
EAP Timeout: 30 sec
EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec

max-req: 2
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Authentication success: 2
Authentication fails: 0
tel/0/3
Authenticator is enabled
Supplicant is disabled
Authenticator Configuration:
Host mode: multi-host
Authentication methods: 802.1lx+mac
Port Adminstrated status: auto
Port Operational status: authorized
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled
Trap Min Interval: 20 sec
Violations were detected: 0
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters

EAP Timeout: 30 sec
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EAP Max-Retrans: 2
Tx period: 30 sec
Supplicant timeout: 30 sec
max-req: 2
Authentication success: 20
Authentication fails: 0
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
tel/0/4
Authenticator is disabled
Supplicant is enabled
Authenticator Configuration:
Host mode: multi-host
Authentication methods: 802.1x+mac
Port Adminstrated status: force-auto
Guest VLAN: disabled
VLAN Radius Attribute: disabled
Time range name: work hours (Active now)
Open access: disabled
Server-timeout: 30 sec
Aplied Authenticating Server: Radius
Applied Authentication method: 802.1x
Session Time (HH:MM:SS): 00:25:22
MAC Address: 00:08:78:32:98:66
Username: Bob
Violation:
Mode: restrict
Trap: enabled

Trap Min Interval: 20 sec
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Violations were detected: O
Reauthentication is enabled
Reauthentication period: 3600 sec
Silence period: 1800 sec
Quiet Period: 60 sec
Interfaces 802.1X-Based Parameters

EAP Timeout: 30 sec

EAP Max-Retrans: 2

Tx period: 30 sec

Supplicant timeout: 30 sec

max-req: 2
Authentication success: 0
Authentication fails: 0
Supplicant Configuration:
retry-max: 2
EAP time period: 15 sec
Supplicant Held Period: 30 sec
Credentials Name: Basic-User

Supplicant Operational status: authorized
The following describes the significant fields shown in the display:
®  Port—The port interface-id.

® Host mode—The port authentication configured mode. Possible values: single-host,
multi-host, multi-sessions.

°single-host
°multi-host
°*multi-sessions

Authentication methods—Authentication methods configured on port. Possible values are
combinations of the following methods:

*802.1x

°mac
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°*wba

Port Administrated status—The port administration (configured) mode. Possible values: force-auth,

force-unauth, auto.
Port Operational status—The port operational (actual) mode. Possible values: authorized or unauthorized.

Username—Username representing the supplicant identity. This field shows the username if the port control is
auto. If the port is Authorized, it displays the username of the current user. If the port is Unauthorized, it displays

the last user authorized successfully.

Quiet period—Number of seconds that the device remains in the quiet state following a failed authentication

exchange (for example, the client provided an invalid password).

Silence period—Number of seconds that If an authorized client does not send traffic during the silence period

specified by the command, the state of the client is changed to unauthorized.

EAP timeout—Time interval in seconds during which the EAP Server (EAPAuthenticator) waits for a response

from the EAP client (EAP Peer) before the requestretransmission

®  EAP Max Retrans—Maximum number of times that the EAP Server (EAPAuthenticator) retransmits an EAP

request when no response from a EAP client (EAPPeer) was received.

Tx period—Number of seconds that the device waits for a response to an Extensible Authentication Protocol

(EAP) request/identity frame from the client before resending the request.

Max req—Maximum number of times that the device sends an EAP request frame (assuming that no response

is received) to the client before restarting the authentication process.

Server timeout—Number of seconds that the device waits for a response from the authentication server before

resending the request.
®  Session Time—Amount of time (HH:MM:SS) that the user is logged in.
®  MAC address—Supplicant MAC address.

Authentication success—Number of times the state machine received a Success message from the

Authentication Server.

Authentication fails—Number of times the state machine received a Failure message from the Authentication

Server.

2.43  show dotlx credentials

To display 802.1X credentials, use the show dotlx credentials mode command in Privileged
EXEC mode.
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Syntax

show dotlx credentials

Parameters

N/A

Command Mode

Privileged EXEC mode

Examples

The following example displays dotlx credentials:

switchxxxxxx# show dotlx credentials
downstream-interface

description: should be used for downstream ports
username: downstream

password’s MD5: 1238af77aacal7568£12988601fcabed
upstream-interface

description: should be used for connection to ISP
username: up2isp

password’s MD5: 1238bbff75431230965394466ac76549

2.44  show dotlx locked clients

To display all clients who are locked and in the quiet period, use the show dotlx locked
clients command in Privileged EXEC mode.

Syntax

show dotlx locked clients

Parameters

N/A
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Command Mode

Privileged EXEC mode

User Guidelines

Use the show dot1x locked clients command to display all locked (in the quiet period) clients.

Examples

The following example displays locked clients:

Example 1

switchxxxxxx# show dotlx locked clients

Port MAC Address Remaining Time

tel/0/1 0008.3b79.8787 20
tel/0/1 0008.3b89.3128 40
tel/0/2 0008.3b89.3129 10

2.45  show dotlx statistics

To display 802.1X statistics for the specified port, use the show dotlx statistics command in
Privileged EXEC mode.

Syntax

show dotlx statistics interface interface-id

Parameters

® interface-id—Specifies an Ethernet port or OOB port.

Default Configuration

N/A
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Command Mode

Privileged EXEC mode

Example

The following example displays 802.1X statistics for te1/0/1.

switchxxxxxx# show dotlx statistics interface tel/0/1
EapolEapFramesRx: 10

EapolStartFramesRx: 0
EapolLogoffFramesRx: 1
EapolAnnouncementFramesRx: 0
EapolAnnouncementRegFramesRx: 0
EapolInvalidFramesRx: O
EapolEaplengthErrorFramesRx: 0
EapolMkNoCknFramesRx: 0
EapolMkInvalidFramesRx: 0
EapolLastRxFrameVersion: 3
EapolLastRxFrameSource: 00:08:78:32:98:78
EapolSuppEapFramesTx: 0
FEapolStartFramesTx: 1
EapolLogoffFramesTx: 0
EapolAnnouncementFramesTx: 0
EapolAnnouncementRegFramesTx: 0
EapolAuthEapFramesTx: 9

EapolMkaFramesTx: 0
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The following table describes the significant fields shown in the display:

Field Description

EapolInvalidFramesRx The number of invalid EAPOL frames of any type that have been
received by this PAE.

EapolEapLengthErrorFramesRx The number of EAPOL frames that the Packet Body Length does
not match a Packet Body that is contained within the octets of the
received EAPOL MPDU in this PAE.

EapolAnnouncementFramesRx The number of EAPOL-Announcement frames that have been
received by this PAE.

EapolAnnouncementReqFramesRx  The number of EAPOL-Announcement-Req frames that have been
received by this PAE.

EapolStartFramesRx The number of EAPOL-Start frames that have been received by this
PAE.

EapolEapFramesRx The number of EAPOL-EAP frames that have been received by this
PAE.

EapolLogoffFramesRx The number of EAPOL-Logoff frames that have been received by
this PAE.

EapolMkNoCknFramesRx The number of MKPDUs received with MKA not enabled or CKN
not recognized in this PAE.

EapolMkInvalidFramesRx The number of MKPDU s failing in message authentication on
receipt process in this PAE.

EapolLastRxFrameVersion The version of last received EAPOL frame by this PAE.

EapolLastRxFrameSource The source MAC address of last received EAPOL frame by this
PAE.

EapolSuppEapFramesTx The number of EAPOL-EAP frames that have been transmitted by
the supplicant of this PAE.

EapolLogoffFramesTx The number of EAPOL-Logoff frames that have been transmitted
by this PAE.

EapolAnnouncementFramesTx The number of EAPOL-Announcement frames that have been
transmitted by this PAE.

EapolAnnouncementReqFramesTx The number of EAPOL-Announcement-Req frames that have been
transmitted by this PAE.

EapolStartFramesTx The number of EAPOL-Start frames that have been received by this
PAE.

EapolAuthEapFramesTx The number of EAPOL-EAP frames that have been transmitted by

the authenticator of this PAE.

EapolMkaFramesTx The number of EAPOL-MKA frames with no CKN information
that have been transmitted by this PAE.
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2.46  show dotlx users

To display active 802.1X authorized users for the device, use the show dot1x users command in

Privileged EXEC mode.

Syntax

show dotlx users [username username]

Parameters

° username username—Specifies the supplicant username (Length: 1-160 characters).

Default Configuration

Display all users.

Command Mode

Privileged EXEC mode

Examples

Example 1. The following commands displays all 802.1x users:

show dotlx users

Port Username MAC Address Auth Auth Session VLAN
Method Server Time

tel/0/1 Bob 0008.3b71.1111 802.1x Remote 09:01:00 1020

tel/0/2 00083b798787 0008.3b79.8787 MAC Remote 00:11:12

tel/0/2 John 0008.3baa.0022 WBA Remote 00:27:16

Example 2. The following example displays 802.1X user with supplicant username Bob:

switchxxxxxx# show dotlx users username Bob
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Port Username MAC Address Auth Auth Session VLAN

Method Server Time

tel/0/1 Bob 0008.3b71.1111 802.1x Remote 09:01:00 1020

2.47  username (dotlx credentials)

To specify a username for an 802.1X credential structure, use the username command in
Dotlx credentials configuration mode. To remove the username, use the no form of this
command.

Syntax
username username

no username

Parameters

* username—The user name up to 32 characters.

Default Configuration

A username is not specified.

Command Mode

Dotlx credentials configuration mode

User Guidelines

An 802.1X credential structure is necessary when configuring a supplicant (client). This
credentials structure may contain a username, password, and description.

Example

The following example configures an 802.1X credential structure:

switchxxxxxx (config)# dotlx credentials site-A

switchxxxxxx (config-dotlx-cred) # username inner-switch
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switchxxxxxx (config-dotlx-cred)# password 87%$#bgd98”

switchxxxxxx (config-dotlx-cred) # description This credentials profile should

be used to connected to site-A
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3.1 ip access-list (IP extended)

Use the ip access-list extended Global Configuration mode command to name an IPv4 access
list (ACL) and to place the device in IPv4 Access List Configuration mode. All commands
after this command refer to this ACL. The rules (ACEs) for this ACL are defined in the permit
(IP) and deny ( IP ) commands. The service-acl input command is used to attach this ACL to
an interface.

Use the no form of this command to remove the access list.

Syntax
ip access-list extended ac/-name

no ip access-list extended acl-name

Parameters

° acl-name—Name of the IPv4 access list. (Range 1-32 characters)

Default Configuration

No IPv4 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

An IPv4 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name.

Example

switchxxxxxx (config)# ip access-list extended server

switchxxxxxx(config-ip-al }#
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3.2 permit ( IP)

Use the permit [P Access-list Configuration mode command to set permit conditions for an
IPv4 access list (ACL). Permit conditions are also known as access control entries (ACEs).
Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any | source source-wildcard} {any | destination destination-wildcard}
[ace-priority priority] [dscp number | precedence number] [time-range time-range-name]
[log-input]

permit icmp {any | source source-wildcard} {any | destination destination-wildcard} [any
icmp-type] [any | icmp-code]| [ace-priority priority] [dscp number | precedence number)
[time-range time-range-name] [log-input]

permit igmp {any | source source-wildcard} {any | destination

destination-wildcard} [igmp-type] [ace-priority priority] [dscp number | precedence number|

[time-range time-range-name] [log-input]

permit tep {any | source source-wildcard} {any|source-port/port-range} {any | destination

destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp
number | precedence number] [match-all list-of-flags] [time-range time-range-name]
[log-input]

permit udp {any | source source-wildcard} {any|source-port/port-range} {any | destination

destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp
number | precedence number] [time-range time-range-name] [log-input]

no permit protocol {any | source source-wildcard} {any | destination destination-wildcard}

[dscp number | precedence number] [time-range time-range-name] [log-input]

no permit icmp {any | source source-wildcard} {any | destination destination-wildcard}
[any | icmp-type] [any | icmp-code]] [dscp number | precedence number] [time-range
time-range-name] [log-input]

no permit igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type] [dscp number | precedence number] [time-range
time-range-name] [log-input]

no permit tcp {any | source source-wildcard} {any|source-port/port-range}{any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number] [match-all list-of-flags] [time-range time-range-name] [log-input]

no permit udp {any | source source-wildcard} {any|source-port/port-range} {any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number] [time-range time-range-name] [log-input]
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Parameters

protocol—The name or the number of an IP protocol. Available protocol names are:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipvo:rout, ipv6:frag, idrp, rsvp,
gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis. To match any protocol, use
the ip keyword.(Range: 0-255)

source—Source 1P address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use ones in the
bit position that you want to be ignored.

destination—Destination [P address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use
ones in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering [CMP packets. Enter a
number or one of the following values: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request, router-advertisement,
router-solicitation, time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range:
0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or
one of the following values: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of
ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following
values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949),
echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp (25),
sunrpe (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp
(117), whois (43), www (80). For UDP enter a number or one of the following values:
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3

biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog (514),
tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmep (177).(Range:
0-65535).

*  source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0—65535)

° match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be set, it is
prefixed by “+”. If a flag should be unset, it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

If a range of ports is used for source port in an ACE, it is not counted again, if it is also used
for a source port in another ACE. If a range of ports is used for the destination port in an ACE,
it is not counted again if it is also used for destination port in another ACE.

If a range of ports is used for source port it is counted again if it is also used for destination
port.

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx (config)# ip access-list extended server
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switchxxxxxx (config-ip-al) # permit ip 176.212.0.0 0.0.255.255 any

33 deny(IP)

Use the deny IP Access-list Configuration mode command to set deny conditions for [Pv4
access list. Deny conditions are also known as access control entries (ACEs). Use the no form
of the command to remove the access control entry.

Syntax

deny protocol {any | source source-wildcard} {any | destination destination-wildcard}
[ace-priority priority] [dscp number | precedence number] [time-range time-range-name]
[disable-port|log-input ]

deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]|[ace-priority priority] [dscp number | precedence
number][time-range time-range-name) [disable-port |log-input ]

deny igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type][ace-priority priority] [dscp number | precedence
number][time-range time-range-name) [disable-port |log-input ]

deny tep {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp
number | precedence number|[match-all list-of-flags][time-range time-range-name)
[disable-port |log-input ]

deny udp {any | source source-wildcard} {any|source-port/port-range} {any | destination
destination-wildcard} {any|destination-port/port-range} [ace-priority priority] [dscp
number | precedence number][time-range time-range-name] [disable-port |log-input /

no deny protocol {any | source source-wildcard} {any | destination destination-wildcard}
[dscp number | precedence number][time-range time-range-name] [disable-port |log-input

]

no deny icmp {any | source source-wildcard} {any | destination destination-wildcard} [any |
icmp-type] [any | icmp-code]] [dscp number | precedence number][time-range
time-range-name) [disable-port |log-input ]

no deny igmp {any | source source-wildcard} {any | destination
destination-wildcard} [igmp-type] [dscp number | precedence number][time-range
time-range-name) [disable-port |log-input /

no deny tcp {any | source source-wildcard} {any|source-port/port-range}{any | destination
destination-wildcard} {any|destination-port/port-range} [dscp number | precedence
number]|[match-all list-of-flags] [time-range time-range-name] [disable-port |log-input ]
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no deny udp {any | source source-wildcard} {any|source-port/port-range} {any |
destination destination-wildcard} {any|destination-port/port-range} [dscp number |
precedence number][time-range time-range-name) [disable-port |log-input ]

Parameters

protocol—The name or the number of an IP protocol. Available protocol names: icmp,
igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout, ipv6:frag, idrp, rsvp, gre,
esp, ah, ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis. To match any protocol, use the Ip
keyword. (Range: 0-255)

source—Source [P address of the packet.

source-wildcard—Wildcard bits to be applied to the source IP address. Use 1s in the
bit position that you want to be ignored.

destination—Destination IP address of the packet.

destination-wildcard—Wildcard bits to be applied to the destination IP address. Use 1s
in the bit position that you want to be ignored.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value.
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request, router-advertisement,
router-solicitation, time-exceeded, parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris. (Range: 0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range:
0-255)

igmp-type—IGMP packets can be filtered by IGMP message type. Enter a number or
one of the following values: host-query, host-report, dvmrp, pim, cisco-trace,
host-report-v2, host-leave-v2, host-report-v3. (Range: 0-255)

destination-port—Specifies the UDP/TCP destination port. You can enter range of
ports by using hyphen. E.g. 20 - 21. For TCP enter a number or one of the following
values: bgp (179), chargen (19), daytime (13), discard (9), domain (53), drip (3949),
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echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3 (110), smtp (25),
sunrpe (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time (37), uucp
(117), whois (43), www (80). For UDP enter a number or one of the following values:
biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain (53), echo (7),
mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp 161), snmptrap (162), sunrpe (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

*  source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

° match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

° disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No IPv4 access list is defined.

Command Mode

IP Access-list Configuration mode

User Guidelines

The number of TCP/UDP ranges that can be defined in ACLs is limited. If a range of ports is

used for a source port in ACE it is not counted again if it is also used for source port in another
ACE. If a range of ports is used for destination port in ACE it is not counted again if it is also
used for destination port in another ACE.

If a range of ports is used for source port, it is counted again if it is also used for destination
port.
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If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx(config)# ip access-list extended server

switchxxxxxx(config-ip-al}# deny ip 176.212.0.0 0.0.255.255 any

3.4 1pv6 access-list (IPv6 extended)

Use the ipv6 access-list Global Configuration mode command to define an IPv6 access list
(ACL) and to place the device in Ipv6 Access-list Configuration mode. All commands after
this command refer to this ACL. The rules (ACEs) for this ACL are defined in the permit (
IPv6 ) and deny ( IPv6 ) commands. The service-acl input command is used to attach this ACL
to an interface.

Use the no form of this command to remove the access list.

Syntax
ipv6 access-list [ac/-name]

no ipvé6 access-list [acl-name]

Parameters

acl-name—Name of the IPv6 access list. Range 1-32 characters.

Default Configuration

No IPv6 access list is defined.

Command Mode

Global Configuration mode

User Guidelines

IPv6 ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name.

Every IPv6 ACL has an implicit permit icmp any any nd-ns any, permit icmp any any
nd-na any, and deny ipv6 any any statements as its last match conditions. (The former two
match conditions allow for ICMPv6 neighbor discovery.)
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The IPv6 neighbor discovery process uses the IPv6 network layer service, therefore, by
default, IPv6 ACLs implicitly allow IPv6 neighbor discovery packets to be sent and received
on an interface. In IPv4, the Address Resolution Protocol (ARP), which is equivalent to the
IPv6 neighbor discovery process, uses a separate data link layer protocol; therefore, by default,
IPv4 ACLs implicitly allow ARP packets to be sent and received on an interface.

Example

switchxxxxxx(config)# ipvé access-list acll

switchxxxxxx(config-ip-al)# permit tcp 2001:0DB8:0300:0201::/64 any any 80

3.5 permit ( [Pv6 )

Use the permit command in [pv6 Access-list Configuration mode to set permit conditions
(ACEs) for IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax

permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [ace-priority
priority]|[dscp number | precedence number]| [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{any|icmp-code} [ace-priority priority][dscp number | precedence number] [time-range
time-range-name] [log-input] [flow-label flow-label-value]

permit tep {any | {source-prefix/length} {any | source-port}}{any |
destination-prefix/length} {any | destination-port} [ace-priority priority][dscp number |
precedence number| [match-all list-of-flags| [time-range time-range-name] [log-input]
[flow-label flow-label-value]

permit udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any | destination-port} [ace-priority priority][dscp number |
precedence number][time-range time-range-name] [log-input| [flow-label flow-label-value]

no permit protocol {any |{source-prefix/length} {any | destination-prefix/length} [dscp
number | precedence number] [time-range time-range-name] [log-input| [flow-label
flow-label-value]

no permit icmp {any | {source-prefix/length} {any | destination-prefix/length}
{anylicmp-type} {anylicmp-code} [dscp number | precedence number] [time-range
time-range-name] [log-input] [flow-label flow-label-value]
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no permit tcp {any | {source-prefix/length} {any | source-port}} {any | destination-
prefix/length} {any| destination-port} [dscp number | precedence number] [match-all
list-of-flags] [time-range time-range-name] [log-input] [flow-label flow-label-value)

no permit udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[time-range time-range-name] [log-input] [flow-label flow-label-value)

Parameters

protocol—The name or the number of an IP protocol. Available protocol names are:
icmp (58), tep (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range:
0-255)

source-prefix/length—The source IPv6 network or class of networks about which to
set permit conditions. This argument must be in the form documented in RFC 3513
where the address is specified in hexadecimal using 16-bit values between colons.

destination-prefix/length—The destination IPv6 network or class of networks about
which to set permit conditions. This argument must be in the form documented in RFC
3513 where the address is specified in hexadecimal using 16-bit values between
colons.

priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

dscp number—Specifies the DSCP value. (Range: 0-63)
precedence number—Specifies the IP precedence value.

icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: destination-unreachable (1), packet-too-big (2),
time-exceeded (3), parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range:
0-255)

destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9), domain
(53), drip (3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23),
time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
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following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain
(53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcp (177).
(Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flag—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these
arguments must be in range 0—-1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Flow label and port range cannot be configured together.

Flow label cannot be configured into an output ACL.
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Examples

Example 1. This example defines an ACL by the name of server and enters a rule (ACE) for
tep packets.

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# permit tcp 3001::2/64 any any 80

Example 2. This example defines an ACL with the flow-label keyword:

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# permit ipv6é any any flow-label 5

3.6 deny ( IPv6)

Use the deny command in Ipv6 Access-list Configuration mode to set deny conditions (ACEs)
for IPv6 ACLs. Use the no form of the command to remove the access control entry.

Syntax

deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [ace-priority
priority/[dscp number | precedence number] [time-range time-range-name] [disable-port
[log-input] [flow-label flow-label-value]

deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {anylicmp-type}
{any|icmp-code} |ace-priority priority][dscp number | precedence number] [time-range
time-range-name] [disable-port |log-input] [flow-label flow-label-value]

deny tep {any | {source-prefix/length} {any | source-port}}{any | destination-prefix/length}
{any| destination-port} [ace-priority priority][dscp number | precedence number)
[match-all list-of-flags] [time-range time-range-name] [disable-port [log-input] [flow-label
flow-label-value]

deny udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [ace-priority priority][dscp number |
precedence number] [time-range time-range-name] [disable-port |log-input] [flow-label
flow-label-value]

no deny protocol {any | {source-prefix/length} {any | destination-prefix/length} [dscp number
| precedence number] [time-range time-range-name] [disable-port |[log-input] [flow-label
Sflow-label-value]
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no deny icmp {any | {source-prefix/length} {any | destination-prefix/length} {any|icmp-type}
{anylicmp-code} [dscp number | precedence number] [time-range time-range-name]
[disable-port [log-input] [flow-label flow-label-value]

no deny tcp {any | {source-prefix/length} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[match-all /ist-of-flags] [time-range time-range-name] [disable-port |log-input] [flow-label
Sflow-label-value]

no deny udp {any | {source-prefix/length}} {any | source-port}}{any |
destination-prefix/length} {any| destination-port} [dscp number | precedence number]
[time-range time-range-name] [disable-port |log-input] [flow-label flow-label-value]

Parameters

® protocol—The name or the number of an IP protocol. Available protocol names are:
icmp (58), tep (6) and udp (17). To match any protocol, use the ipv6 keyword. (Range:
0-255)

*  source-prefix/length—The source IPv6 network or class of networks about which to
set permit conditions. This argument must be in the format documented in RFC 3513
where the address is specified in hexadecimal using 16-bit values between colons.

* destination-prefix/length—The destination IPv6 network or class of networks about
which to set permit conditions. This argument must be in the format documented in
RFC 3513 where the address is specified in hexadecimal using 16-bit values between
colons.

° priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

® dscp number—Specifies the DSCP value. (Range: 0—63)
* precedence number—Specifies the IP precedence value.

* icmp-type—Specifies an ICMP message type for filtering ICMP packets. Enter a
number or one of the following values: destination-unreachable (1), packet-too-big (2),
time-exceeded (3), parameter-problem (4), echo-request (128), echo-reply (129),
mld-query (130), mld-report (131), mldv2-report (143), mld-done (132),
router-solicitation (133), router-advertisement (134), nd-ns (135), nd-na (136). (Range:
0-255)

* icmp-code—Specifies an ICMP message code for filtering ICMP packets. (Range:
0-255)

® destination-port—Specifies the UDP/TCP destination port. For TCP enter a number or
one of the following values: bgp (179), chargen (19), daytime (13), discard (9), domain
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(53), drip (3949), echo (7), finger (79), ftp (21), ftp-data 20), gopher (70), hostname
(42), irc (194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk (517), telnet (23),
time (37), uucp (117), whois (43), www (80). For UDP enter a number or one of the
following values: biff (512), bootpc (68), bootps (67), discard (9), dnsix (90), domain
(53), echo (7), mobile-ip (434), nameserver (42), netbios-dgm (138), netbios-ns (137),
non500-isakmp (4500), ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs (49), talk (517), tftp (69), time (37), who (513), xdmcep (177).
(Range: 0-65535)

source-port—Specifies the UDP/TCP source port. Predefined port names are defined
in the destination-port parameter. (Range: 0-65535)

match-all /ist-of-flags—List of TCP flags that should occur. If a flag should be set it is
prefixed by “+”.If a flag should be unset it is prefixed by “-”. Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and -fin. The flags are
concatenated to a one string. For example: +fin-ack.

time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

disable-port—The Ethernet interface is disabled if the condition is matched.

log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

flow-label flow-label-value—Specifies the IPv6 Flow Label value. A value of these
arguments must be in range 0—1048575.

Default Configuration

No IPv6 access list is defined.

Command Mode

Ipv6 Access-list Configuration mode

User Guidelines

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Flow label and port range cannot be configured together.
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Flow label cannot be configured into an output ACL.

Example

switchxxxxxx(config)# ipvé access-list server

switchxxxxxx(config-ipv6-al)# deny tcp 3001::2/64 any any 80

3.7 mac access-list

Use the mac access-list Global Configuration mode command to define a Layer 2 access list
(ACL) based on source MAC address filtering and to place the device in MAC Access-list
Configuration mode. All commands after this command refer to this ACL. The rules (ACEs)
for this ACL are defined in the permit ( MAC ) and deny (MAC) commands. The service-acl
input command is used to attach this ACL to an interface.

Use the no form of this command to remove the access list.

Syntax
mac access-list extended ac/-name

no mac access-list extended ac/-name

Parameters

acl-name—Specifies the name of the MAC ACL (Range: 1-32 characters).

Default Configuration

No MAC access list is defined.

Command Mode

Global Configuration mode

User Guidelines

A MAC ACL is defined by a unique name. [IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.
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Example

switchxxxxxx (config)# mac access-list extended serverl

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:£ff any

3.8 permit ( MAC)

Use the permit command in MAC Access-list Configuration mode to set permit conditions
(ACEs) for a MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

permit {any | source source-wildcard} {any | destination destination-wildcard)
[ace-priority priority][eth-type 0 | aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm
| etype-6000] [vlan vian-id] [cos cos cos-wildcard] [time-range time-range-name]

[log-input]

no permit {any | source source-wildcard} {any | destination destination-wildcard} [eth-type
0 | aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vian vian-id]
[cos cos cos-wildcard] [time-range time-range-name]

[log-input]
Parameters

* source—Source MAC address of the packet.

*  source-wildcard—Wildcard bits to be applied to the source MAC address. Use 1s in
the bit position that you want to be ignored.

* destination—Destination MAC address of the packet.

* destination-wildcard—Wildcard bits to be applied to the destination MAC address.
Use 1s in the bit position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

* eth-type—The Ethernet type in hexadecimal format of the packet.
® vlan-id—The VLAN ID of the packet. (Range: 1-4094)

* cos—The Class of Service of the packet. (Range: 0-7)
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®  cos-wildcard—Wildcard bits to be applied to the CoS.

* time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

* log-input—Specifies sending an informational SYSLOG message about the packet
that matches the entry. Because forwarding/dropping is done in hardware and logging
is done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode

Example

switchxxxxxx (config) # mac access-list extended serverl

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:£ff any

3.9 deny (MAC)

Use the deny command in MAC Access-list Configuration mode to set deny conditions
(ACEs) for a MAC ACL. Use the no form of the command to remove the access control entry.

Syntax

deny {any | source source-wildcard} {any | destination destination-wildcard} [ace-priority
priority] [{eth-type 0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm |
etype-6000] [vian vian-id] [cos cos cos-wildcard] [time-range time-range-name]
[disable-port |log-input |
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no deny {any | source source-wildcard} {any | destination destination-wildcard} [{eth-type
0}| aarp | amber | dec-spanning | decnet-iv | diagnostic | dsm | etype-6000] [vlan vian-id]
[cos cos cos-wildcard] [time-range time-range-name] [disable-port |log-input |

Parameters
*  source—Source MAC address of the packet.

*  source-wildcard—Wildcard bits to be applied to the source MAC address. Use ones in
the bit position that you want to be ignored.

® destination—Destination MAC address of the packet.

* destination-wildcard—Wildcard bits to be applied to the destination MAC address.
Use 1s in the bit position that you want to be ignored.

* priority - Specify the priority of the access control entry (ACE) in the access control
list (ACL). "1" value represents the highest priority and "2147483647" number
represents the lowest priority.(Range: 1-2147483647)

® eth-type—The Ethernet type in hexadecimal format of the packet.
® vlan-id—The VLAN ID of the packet. (Range: 1-4094).

* cos—The Class of Service of the packet.(Range: 0-7).

®  cos-wildcard—Wildcard bits to be applied to the CoS.

° time-range-name—Name of the time range that applies to this permit statement.
(Range: 1-32)

° disable-port—The Ethernet interface is disabled if the condition is matched.

* log-input—Specifies sending an informational syslog message about the packet that
matches the entry. Because forwarding/dropping is done in hardware and logging is
done in software, if a large number of packets match an ACE containing a log-input
keyword, the software might not be able to match the hardware processing rate, and
not all packets will be logged.

Default Configuration

No MAC access list is defined.

Command Mode

MAC Access-list Configuration mode
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User Guidelines

A MAC ACL is defined by a unique name. IPv4 ACL, IPv6 ACL, MAC ACL or policy maps
cannot have the same name

If ace-priority is omitted, the system sets the rule's priority to the current highest priority ACE
(in the current ACL) + 20. The ACE-priority must be unique per ACL.If the user types already
existed priority, then the command is rejected.

Example

switchxxxxxx (config) # mac access-list extended serverl

switchxxxxxx (config-mac-al)# deny 00:00:00:00:00:01 00:00:00:00:00:ff any

3.10  service-acl input

Use the service-acl input command in Interface Configuration mode to bind an access list(s)
(ACL) to an interface.

Use the no form of this command to remove all ACLs from the interface.

Syntax
service-acl input acl-namel [acl-name?] [default-action {deny-any | permit-any} |

no service-acl input

Parameters

* acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range:
1-32 characters).

* deny-any—Deny all packets (that were ingress at the port) that do not meet the rules in
this ACL.

° permit-any—Forward all packets (that were ingress at the port) that do not meet the
rules in this ACL.

Default Configuration

No ACL is assigned. Default action for ACL is deny-any.

Command Mode

Interface Configuration mode (Ethernet, Port-Channel,, VLAN )
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User Guidelines
The following rules govern when ACLs can be bound or unbound from an interface:
* [IPv4 ACLs and IPv6 ACLs can be bound together to an interface.

°* A MAC ACL cannot be bound on an interface which already has an IPv4 ACL or [Pv6
ACL bound to it.

* Two ACLs of the same type cannot be bound to a port.

* An ACL cannot be bound to a port that is already bound to an ACL, without first
removing the current ACL. Both ACLs must be mentioned at the same time in this
command.

°* MAC ACLs that include a VLAN as match criteria cannot be bound to a VLAN.
* ACLs with time-based configuration on one of its ACEs cannot be bound to a VLAN.
*  ACLs with the action Shutdown cannot be bound to a VLAN.

*  When the user binds ACL to an interface, TCAM resources will be consumed. One
TCAM rule for each MAC or IP ACE and two TCAM rules for each IPv6 ACE.The
TCAM consumption is always even number, so in case of odd number of rules the
consumption will be increased by 1.

* An ACL cannot be bound as input if it has been bound as output.

Example

switchxxxxxx(config)# mac access-list extended server-acl
switchxxxxxx(config-mac-al}# permit 00:00:00:00:00:01 00:00:00:00:00:ff any
switchxxxxxx(config-mac-al}# exit

switchxxxxxx(config)# interface tel/0/1

switchxxxxxx(config-if}j# service-acl input server-acl default-action deny-any

3.11  service-acl output

Use the service-acl output command in Interface Configuration mode to control access to an
interface on the egress (transmit path).

Use the no form of this command to remove the access control.
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Syntax
service-acl output acl-namel [acl-name?2] [default-action {deny-any | permit-any} |

no service-acl output

Parameters

* acl-name—Specifies an ACL to apply to the interface. See the user guidelines. (Range:
1-32 characters).

* deny-any—Deny all packets (on the output of port) that do not meet the rules in this

ACL.
° permit-any—Forward all packets (on the output of port) that do not meet the rules in
this ACL.
Default

No ACL is assigned. Default action is deny-any

Command Mode

Interface Configuration mode(Ethernet, Port-Channel).

User Guidelines

The rule actions: log-input is not supported. Trying to use it will result in an error.

The deny rule action disable-port is not supported. Trying to use it will result in an error.
IPv4 and IPv6 ACLs can be bound together on an interface.

A MAC ACL cannot be bound on an interface together with an IPv4 ACL or IPv6 ACL.
Two ACLs of the same type cannot be added to a port.

An ACL cannot be added to a port that is already bounded to an ACL, without first removing
the current ACL and binding the two ACLs together.

An ACL cannot be bound as output if it has been bound as input.

Example

This example binds an egress ACL to a port:

switchxxxxxx (config)# mac access-list extended server

switchxxxxxx (config-mac-al)# permit 00:00:00:00:00:01 00:00:00:00:00:£ff any
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switchxxxxxx (config-mac-al) # exit
switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # service-acl output server

3.12  time-range

Use the time-range Global Configuration mode command to define time ranges for different
functions. In addition, this command enters the Time-range Configuration mode. All
commands after this one refer to the time-range being defined.

This command sets a time-range name. Use the absolute and periodic commands to actually
configure the time-range.

Use the no form of this command to remove the time range from the device.

Syntax
time-range time-range-name

no time-range time-range-name

Parameters

time-range-name—Specifies the name for the time range. (Range: 1-32 characters)

Default Configuration

No time range is defined

Command Mode

Global Configuration mode

User Guidelines

After adding the name of a time range with this command, use the absolute and periodic
commands to actually configure the time-range. Multiple periodic commands are allowed in a
time range. Only one absolute command is allowed.

If a time-range command has both absolute and periodic values specified, then the periodic
items are evaluated only after the absolute start time is reached, and are not evaluated again
after the absolute end time is reached.

All time specifications are interpreted as local time.
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To ensure that the time range entries take effect at the desired times, the software clock should
be set by the user or by SNTP. If the software clock is not set by the user or by SNTP, the time
range ACEs are not activated.

The user cannot delete a time-range that is bound to any features.
When a time range is defined, it can be used in the following commands:
® dotlx port-control
® power inline
® operation time
* permit (IP)
® deny (IP)
° permit (IPv6)
* deny (IPv6)
* permit (MAC)

* deny (MAC)

Example

switchxxxxxx (config) # time-range http-allowed

console (config-time-range) #periodic mon 12:00 to wed 12:00

3.13 absolute

Use the absolute Time-range Configuration mode command to specify an absolute time when
a time range is in effect. Use the no form of this command to remove the time limitation.

Syntax

absolute start hh:mm day month year
no absolute start

absolute end hh:mm day month year

no absolute end
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Parameters

° start—Absolute time and date that the permit or deny statement of the associated
function going into effect. If no start time and date are specified, the function is in
effect immediately.

° end—Absolute time and date that the permit or deny statement of the associated
function is no longer in effect. If no end time and date are specified, the function is in
effect indefinitely.

* hh:mm—Time in hours (military format) and minutes (Range: 0-23, mm: 0-5)
* day—Day (by date) in the month. (Range: 1-31)
°  month—Month (first three letters by name). (Range: Jan...Dec)

° year—Year (no abbreviation) (Range: 2000-2097)

Default Configuration

There is no absolute time when the time range is in effect.

Command Mode

Time-range Configuration mode

Example

switchxxxxxx (config)# time-range http-allowed
switchxxxxxx (config-time-range)# absolute start 12:00 1 jan 2005

switchxxxxxx (config-time-range)# absolute end 12:00 31 dec 2005

3.14  periodic

Use the periodic Time-range Configuration mode command to specify a recurring (weekly)
time range for functions that support the time-range feature. Use the no form of this command
to remove the time limitation.

Syntax
periodic day-of-the-week hh:mm to day-of-the-week hh:mm
no periodic day-of-the-week hh:mm to day-of-the-week hh:mm

periodic list 21i:mm to hh:mm day-of-the-weekl [day-of-the-week? ... day-of-the-week7]
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no periodic list 1i:mm to hh:mm day-of-the-weekl [day-of-the-week?2... day-of-the-week7]
periodic list 2ii:mm to hh:mm all

no periodic list 21h:mm to hh:mm all

Parameters

* day-of-the-week—The starting day that the associated time range is in effect. The
second occurrence is the ending day the associated statement is in effect. The second
occurrence can be the following week (see description in the User Guidelines).
Possible values are: mon, tue, wed, thu, fri, sat, and sun.

* hh:mm—The first occurrence of this argument is the starting hours:minutes (military
format) that the associated time range is in effect. The second occurrence is the ending
hours:minutes (military format) the associated statement is in effect. The second
occurrence can be at the following day (see description in the User Guidelines).
(Range: 0-23, mm: 0-59)

* list day-of-the-weekl—Specifies a list of days that the time range is in effect.

Default Configuration

There is no periodic time when the time range is in effect.

Command Mode

Time-range Configuration mode

User Guidelines

The second occurrence of the day can be at the following week, e.g. Thursday—Monday means
that the time range is effective on Thursday, Friday, Saturday, Sunday, and Monday.

The second occurrence of the time can be on the following day, e.g. “22:00-2:00".

Example

switchxxxxxx (config)# time-range http-allowed

switchxxxxxx (config-time-range) # periodic mon 12:00 to wed 12:00
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3.15  show time-range

Use the show time-range User EXEC mode command to display the time range
configuration.

Syntax

show time-range time-range-name

Parameters

time-range-name—Specifies the name of an existing time range.

Command Mode

User EXEC mode

Example

switchxxxxxx> show time-range

http-allowed

absolute start 12:00 1 Jan 2005 end 12:00 31 Dec 2005

periodic Monday 12:00 to Wednesday 12:00

3.16 show access-lists

Use the show access-lists Privileged EXEC mode command to display access control lists
(ACLs) configured on the switch.

Syntax
show access-lists [name]

show access-lists time-range-active [name]

Parameters
* name—Specifies the name of the ACL.(Range: 1-160 characters).

° time-range-active—Shows only the Access Control Entries (ACEs) whose time-range
is currently active (including those that are not associated with time-range).
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Command Mode

Privileged EXEC mode

Example

switchxxxxxx# show access-lists

Standard IP access list 1

Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays

permit 234 172.30.23.8 0.0.0.255 any priority 40 time-range weekdays

switchxxxxxx# show access-lists time-range-active
Extended IP access list ACLl

permit 234 172.30.40.1 0.0.0.0 any priority 20
permit 234 172.30.8.8 0.0.0.0 any priority 40
Extended IP access list ACL2

permit 234 172.30.19.1 0.0.0.255 any priority 20 time-range weekdays

switchxxxxxx# show access-lists ACL1
Extended IP access list ACLL
permit 234 172.30.40.1 0.0.0.0 any priority 20

permit 234 172.30.8.8 0.0.0.0 any priority 40

3.17 show interfaces access-lists

Use the show interfaces access-lists Privileged EXEC mode command to display access lists
(ACLs) applied on interfaces.

Syntax

show interfaces access-lists [interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port, port-channel or VLAN.
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Command Mode

Privileged EXEC mode

Example

Interface ACLs

tel/0/2 Ingress: serverl

Egress : ip

3.18 clear access-lists counters

Use the clear access-lists counters Privileged EXEC mode command to clear access-lists
(ACLs) counters.

Syntax

clear access-lists counters /interface-id]

Parameters

interface-id—Specifies an interface ID. The interface ID can be one of the following types:
Ethernet port or port-channel.

Command Mode

Privileged EXEC mode

Example

switchxxxxxx# clear access-lists counters tel/0/1

3.19  show interfaces access-lists trapped packets

Use the show interfaces access-lists trapped packets Privileged EXEC mode command to
display Access List (ACLs) trapped packets.
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Syntax

show interfaces access-lists trapped packets /interface-id | port-channel-number | VLAN]

Parameters

° interface-id—Specifies an interface ID, the interface ID is an Ethernet port
port-channel.

° port-channel—Specifies a port-channel.

®*  VLAN—Specifies a VLAN

Command Mode

Privileged EXEC mode

User Guidelines

This command shows whether packets were trapped from ACE hits with logging enable on an
interface.

Examples

Example 1:

switchxxxxxx# show interfaces access-lists trapped packets
Ports/LAGs: tel/0/1-tel/0/3, chl-ch3, ch4
VLANs: VLAN1, VLAN12-VLAN15

Packets were trapped globally due to lack of resources

Example 2:

switchxxxxxx# show interfaces access-lists trapped packets tel/0/1

Packets were trapped on interface tel/0/1

3.20  1p access-list (IP standard)

Use the ip access-list Global Configuration mode command to define an IP standard list. The
no format of the command removes the list.
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Syntax
ip access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ip access-list access-list-name

Parameters

* access-list-name—The name of the Standard IP access list. The name may contain
maximum 32 characters.

* deny/permit—Denies/permits access if the conditions are matched.

- src-addr[/src-len] | any— IP prefix defined as an IP address and length or any. The
any value matches all IP addresses. If src-len is not defined, a value of 32 is
applied. A value of src-len must be in the interval 1-32.

Default Configuration

No access list is defined.

Command Mode

Global Configuration mode

User Guidelines

Use the ip access-list command to configure IP address filtering. Access lists are configured
with permit or deny keywords to either permit or deny an IP address based on a matching
condition. An implicit deny is applied to address that does not match any access-list entry.

An access-list entry consists of an IP address and a bit mask. The bit mask is a number from 1
to 32.

Evaluation of an IP address by an access list starts with the first entry of the list and continues
down the list until a match is found. When the IP address match is found, the permit or deny
statement is applied to that address and the remainder of the list is not evaluated.

Use the no ip access-list command to delete the access list.

The IPv4 standard access list is used to filter received and sent [Pv4 routing information.

Examples

Example 1 - The following example of a standard access list allows only the three specified
networks. Any [P address that does not match the access list statements will be rejected.

switchxxxxxx (config)# ip access-list 1 permit 192.168.34.0/24

switchxxxxxx (config)# ip access-list 1 permit 10.88.0.0/16
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switchxxxxxx (config)# ip access-list 1 permit 10.0.0.0/8

Note: all other access is implicitly denied.

Example 2 - The following example of a standard access list allows access for IP addresses in
the range from 10.29.2.64 to 10.29.2.127. All IP addresses not in this range will be rejected.

switchxxxxxx (config)# ip access-list apo permit 10.29.2.64/26

Note: all other access is implicitly denied.

Example 3 - To specify a large number of individual addresses more easily, you can omit the
mask length if it is 32. Thus, the following two configuration commands are identical in effect:

switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3

switchxxxxxx (config)# ip access-list 2aa permit 10.48.0.3/32

3.21  1ipv6 access-list (IP standard)

The ipv6 access-list Global Configuration mode command defines an [Pv6 standard list. The
no format of the command removes the list.

Syntax
ipv6 access-list access-list-name {deny|permit} {src-addr[/src-len] | any}

no ipvé access-list access-list-name

Parameters

° access-list-name—The name of the Standard IPv6 access list. The name may contain
maximum 32 characters.

* deny—Denies access if the conditions are matched.
° permit—Permits access if the conditions are matched.

® src-addr[/src-len] | any— IPv6 prefix defined as an IPv6 address and length or any.
The any value matches to all IPv6 addresses. If the src-len is not defined a value of 128
is applied. A value of src-len must be in interval 1-128.

Default Configuration

no access list
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Command Mode

Global Configuration mode

User Guidelines

Use the ipv6 access-list command to configure IPv6 address filtering. Access lists are
configured with permit or deny keywords to either permit or deny an [Pv6 address based on a
matching condition. An implicit deny is applied to address that does not match any access-list
entry.

An access-list entry consists of an IP address and a bit mask. The bit mask is a number from 1
to 128.

Evaluation of an IPv6 address by an access list starts with the first entry of the list and
continues down the list until a match is found. When the IPv6 address match is found, the
permit or deny statement is applied to that address and the remainder of the list is not
evaluated.

Use the no ipv6 access-list command to delete the access list.

The IPv6 standard access list is used to filter received and sent IPv6 routing information.

Example

The following example of an access list allows only the one specified prefix: Any IPv6
address that does not match the access list statements will be rejected.

switchxxxxxx(config)# ipv6 access-list 1 permit 3001::2/64

Note: all other access implicitly denied.
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4.1 bridge multicast filtering

To enable the filtering of Multicast addresses, use the bridge multicast filtering Global
Configuration mode command. To disable Multicast address filtering, use the no form of this
command.

Syntax
bridge multicast filtering

no bridge multicast filtering

Parameters

This command has no arguments or keywords.

Default Configuration

Multicast address filtering is disabled. All Multicast addresses are flooded to all ports.

Command Mode

Global Configuration mode

User Guidelines

When this feature is enabled, unregistered Multicast traffic (as opposed to registered) will still
be flooded.

All registered Multicast addresses will be forwarded to the Multicast groups. There are two
ways to manage Multicast groups, one is the IGMP Snooping feature, and the other is the
bridge multicast forward-all command.

Example

The following example enables bridge Multicast filtering.
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switchxxxxxx (config) # bridge multicast filtering

4.2 bridge multicast mode

To configure the Multicast bridging mode, use the bridge multicast mode Interface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax
bridge multicast mode {mac-group | ipv4-group | ipv4-sre-group;

no bridge multicast mode

Parameters

° mac-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address.

° ipv4-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address for non-IPv4 packets, and on the packet's VLAN and IPv4 destination
address for IPv4 packets.

° ipv4-sre-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC address for non-IPv4 packets, and on the packet's VLAN, IPv4 destination
address and IPv4 source address for IPv4 packets.

Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group option when using a network management system that uses a MIB based
on the Multicast MAC address. Otherwise, it is recommended to use the ipv4 mode, because
there is no overlapping of IPv4 Multicast addresses in these modes.
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For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static
entries in the FDB, as described in the following table:

FDB Mode CLI Commands

mac-group bridge multicast bridge multicast forbidden
address address

ipv4-group bridge multicast bridge multicast forbidden
ip-address ip-addresss

ipv4-src-group bridge multicast source  bridge multicast forbidden
group source group

The following table describes the actual data that is written to the Forwarding Data Base
(FDB) as a function of the IGMP version that is used in the network:

FDB mode IGMP version 2 IGMP version 3

mac-group MAC group address ~ MAC group address
ipv4-group IP group address IP group address
ipv4-sre-group *) IP source and group addresses

(*) Note that (*,G) cannot be written to the FDB if the mode is ipv4-src-group. In that case,
no new FDB entry is created, but the port is added to the static (S,G) entries (if they exist) that
belong to the requested group. It is recommended to set the FDB mode to ipv4-group or
mac-group for IGMP version 2.

If an application on the device requests (*,G), the operating FDB mode is changed to

ipv4-group.

Example

The following example configures the Multicast bridging mode as an mac-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast mode mac-group

4.3 bridge multicast address

To register a MAC-layer Multicast address in the bridge table and statically add or remove
ports to or from the group, use the bridge multicast address Interface (VLAN) Configuration
mode command. To unregister the MAC address, use the no form of this command.
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Syntax

bridge multicast address {mac-multicast-address | ipv4-multicast-address} [ {add | remove}
{ethernet interface-list | port-channel port-channel-list}]

no bridge multicast address mac-multicast-address

Parameters

° mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast
address.

* add—(Optional) Adds ports to the group.
* remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

° port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

If ethernet interface-list or port-channel port-channel-list is specified without specifying
add or remove, the default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the mac-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.

You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the MAC address to the bridge table:
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switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast address 01:00:5e:02:02:03

Example 2 - The following example registers the MAC address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast address 01:00:5e:02:02:03 add
tel/0/1-2

4.4 bridge multicast forbidden address

To forbid adding or removing a specific Multicast address to or from specific ports, use the
bridge multicast forbidden address IInterface (VLAN) Configuration mode command. To
restore the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden address {mac-multicast-address | ipv4-multicast-address} {add
| remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden address mac-multicast-address

Parameters

° mac-multicast-address | ipv4-multicast-address—Specifies the group Multicast
address.

* add—Forbids adding ports to the group.
® remove—Forbids removing ports from the group.

° ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.
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Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Before defining forbidden ports, the Multicast group should be registered, using bridge
multicast address.

You can execute the command before the VLAN is created.

Example

The following example forbids MAC address 0100.5¢02.0203 on port te1/0/4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast address 0100.5e02.0203

switchxxxxxx (config-if)# bridge multicast forbidden address 0100.5e02.0203
add tel/0/4

4.5 bridge multicast ip-address

To register [P-layer Multicast addresses to the bridge table, and statically add or remove ports
to or from the group, use the bridge multicast ip-address IInterface (VLAN) Configuration
mode command. To unregister the IP address, use the no form of this command.

Syntax

bridge multicast ip-address ip-multicast-address [[add | remove] {interface-list |
port-channel port-channel-list} |

no bridge multicast ip-address ip-multicast-address

Parameters
° ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Adds ports to the group.

° remove—(Optional) Removes ports from the group.
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® interface-list—(Optional) Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

Default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the ip-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.

You can execute the command before the VLAN is created.

Example

The following example registers the specified IP address to the bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ip-address 239.2.2.2

The following example registers the IP address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if) # bridge multicast ip-address 239.2.2.2 add tel/0/4
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4.6 bridge multicast forbidden ip-address

To forbid adding or removing a specific [P Multicast address to or from specific ports, use the
bridge multicast forbidden ip-address Interface (VLAN) Configuration mode command. To
restore the default configuration, use the no form of this command.

Syntax

bridge multicast forbidden ip-address {ip-multicast-address! {add | remove} {ethernet
interface-list | port-channel port-channel-list}

no bridge multicast forbidden ip-address ip-multicast-address

Parameters
° ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Forbids adding ports to the group.
° remove—(Optional) Forbids removing ports from the group.

° ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.
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Example

The following example registers IP address 239.2.2.2, and forbids the IP address on port
te1/0/4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if) # bridge multicast ip-address 239.2.2.2

switchxxxxxx (config-if) # bridge multicast forbidden ip-address 239.2.2.2 add
tel/0/4

4.7 bridge multicast source group

To register a source IP address - Multicast IP address pair to the bridge table, and statically add
or remove ports to or from the source-group, use the bridge multicast source group Interface
(VLAN) Configuration mode command. To unregister the source-group-pair, use the no form
of this command.

Syntax

bridge multicast source ip-address group ip-multicast-address [[add | remove] {ethernet
interface-list | port-channel port-channel-list} ]

no bridge multicast source ip-address group ip-multicast-address

Parameters
° ip-address—Specifies the source IP address.
° ip-multicast-address—Specifies the group IP Multicast address.
* add—(Optional) Adds ports to the group for the specific source IP address.
° remove—(Optional) Removes ports from the group for the specific source IP address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

° port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
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Default Configuration
No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge
table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 13.16.1.1 group 239.2.2.2

4.8 bridge multicast forbidden source group

To forbid adding or removing a specific IP source address - Multicast address pair to or from
specific ports, use the bridge multicast forbidden source group IInterface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax

bridge multicast forbidden source ip-address group ip-multicast-address {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast forbidden source ip-address group ip-multicast-address

Parameters
* ip-address—Specifies the source IP address.
° ip-multicast-address—Specifies the group IP Multicast address.

* add—(Optional) Forbids adding ports to the group for the specific source IP address.
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* remove—(Optional) Forbids removing ports from the group for the specific source IP
address.

° ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IP address - Multicast IP address pair to the bridge
table, and forbids adding the pair to port te1/0/4 on VLAN 8:

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if) # bridge multicast source 13.16.1.1 group 239.2.2.2

switchxxxxxx (config-if)# bridge multicast forbidden source 13.16.1.1 group

239.2.2.2 add tel/0/4

4.9 bridge multicast ipv6 mode

To configure the Multicast bridging mode for IPv6 Multicast packets, use the bridge
multicast ipv6 mode Interface (VLAN) Configuration mode command. To return to the
default configuration, use the no form of this command.
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Syntax
bridge multicast ipv6 mode {mac-group | ip-group | ip-src-group}

no bridge multicast ipv6 mode

Parameters

° mac-group—Specifies that Multicast bridging is based on the packet's VLAN and
MAC destination address.

® ip-group—Specifies that Multicast bridging is based on the packet's VLAN and IPv6
destination address for [Pv6 packets.

° ip-sre-group—Specifies that Multicast bridging is based on the packet's VLAN, IPv6
destination address and IPv6 source address for IPv6 packets.
Default Configuration

The default mode is mac-group.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use the mac-group mode when using a network management system that uses a MIB based
on the Multicast MAC address.

For each Forwarding Data Base (FDB) mode, use different CLI commands to configure static
entries for [Pv6 Multicast addresses in the FDB, as described in the following table::

FDB Mode CLI Commands
bridge multicast address bridge multicast forbidden
mac-group
address
ipv6-group bridge multicast ipv6 ip-address  bridge multicast ipv6 forbidden
ip-address
ipv6-src-group  bridge multicast ipv6 source bridge multicast ipv6 forbidden
group source group
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The following table describes the actual data that is written to the Forwarding Data Base
(FDB) as a function of the MLD version that is used in the network:

FDB mode MLD version 1 MLD version 2

mac-group MAC group address ~ MAC group address
ipv6-group IPv6 group address IPv6 group address
ipv6-sre-group *) IPv6 source and group addresses

(*) In ip-src-group mode a match is performed on 4 bytes of the multicast address and 4 bytes
of the source address. In the group address the last 4 bytes of the address are checked for
match. In the source address the last 3 bytes and 5th from last bytes of the interface ID are
examined.

(*) Note that (*,G) cannot be written to the FDB if the mode is ip-src-group. In that case, no
new FDB entry is created, but the port is added to the (S,G) entries (if they exist) that belong to
the requested group.

If an application on the device requests (*,G), the operating FDB mode is changed to
ip-group.
You can execute the command before the VLAN is created.

Example

The following example configures the Multicast bridging mode as an ip-group on VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast ipv6 mode

ip-group

4.10  bridge multicast ipv6 ip-address

To register an [IPv6 Multicast address to the bridge table, and statically add or remove ports to
or from the group, use the bridge multicast ipv6 ip-address Interface (VLAN) Configuration
mode command. To unregister the [Pv6 address, use the no form of this command.

Syntax

bridge multicast ipv6 ip-address ipv6-multicast-address [[add | remove] {ethernet
interface-list | port-channel port-channel-list} ]
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no bridge multicast ipv6 ip-address ip-multicast-address

Parameters
° ipv6-multicast-address—Specifies the group IPv6 multicast address.
* add—(Optional) Adds ports to the group.
*  remove—(Optional) Removes ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces; use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

To register the group in the bridge database without adding or removing ports or port channels,
specify the ipvo-multicast-address parameter only.

Static Multicast addresses can be defined on static VLANs only.

You can execute the command before the VLAN is created.

Examples

Example 1 - The following example registers the [Pv6 address to the bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ipv6é ip-address FF00:0:0:0:4:4:4:1
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Example 2 - The following example registers the IPv6 address and adds ports statically.

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast ipv6 ip-address FF00:0:0:0:4:4:4:1
add tel/0/1-2

4.11  bridge multicast ipv6 forbidden ip-address

To forbid adding or removing a specific IPv6 Multicast address to or from specific ports, use
the bridge multicast ipv6 forbidden ip-address Interface (VLAN) Configuration mode
command. To restore the default configuration, use the no form of this command.

Syntax

bridge multicast ipv6 forbidden ip-address {ipv6-multicast-address} {add | remove}
{ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden ip-address ipv6-multicast-address

Parameters
° ipv6-multicast-address—Specifies the group IPv6 Multicast address.
* add—(Optional) Forbids adding ports to the group.
*  remove—(Optional) Forbids removing ports from the group.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.

* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No forbidden addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode
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User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VL AN is created.

Example

The following example registers an IPv6 Multicast address, and forbids the [Pv6 address on
port te1/0/4 within VLAN 8.

switchxxxxxx (config)# interface vlan 8
switchxxxxxx (config-if)# bridge multicast ipv6 ip-address FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if) # bridge multicast ipv6é forbidden ip-address

FF00:0:0:0:4:4:4:1 add tel/0/4

4.12  bridge multicast 1pv6 source group

To register a source IPv6 address - Multicast IPv6 address pair to the bridge table, and
statically add or remove ports to or from the source-group, use the bridge multicast ipvé
source group Interface (VLAN) Configuration mode command. To unregister the
source-group-pair, use the no form of this command.

Syntax

bridge multicast ipv6 source ipv6-source-address group ipv6-multicast-address [[add |
remove]| {ethernet interface-list | port-channel port-channel-list}]

no bridge multicast ipv6 source ipv6-address group ipv6-multicast-address

Parameters
° ipv6-source-address—Specifies the source [Pv6 address.
° ipv6o-multicast-address—Specifies the group [Pv6 Multicast address.
* add—(Optional) Adds ports to the group for the specific source IPv6 address.

* remove—(Optional) Removes ports from the group for the specific source IPv6
address.

* ethernet interface-list—(Optional) Specifies a list of Ethernet ports. Separate
nonconsecutive Ethernet ports with a comma and no spaces. Use a hyphen to designate
a range of ports.
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* port-channel port-channel-list—(Optional) Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.
Default Configuration

No Multicast addresses are defined.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the
bridge table:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group
FF00:0:0:0:4:4:4:1

4.13  bridge multicast ipv6 forbidden source group

To forbid adding or removing a specific [Pv6 source address - Multicast address pair to or
from specific ports, use the bridge multicast ipvé6 forbidden source group Interface (VLAN)
Configuration mode command. To return to the default configuration, use the no form of this
command.

Syntax

bridge multicast ipv6 forbidden source ipv6-source-address group ipv6-multicast-address
{add | remove} {ethernet interface-list | port-channel port-channel-list}

no bridge multicast ipv6 forbidden source ipv6-address group ipv6-multicast-address

Parameters
° ipv6-source-address—Specifies the source [Pv6 address.
° ipv6o-multicast-address—Specifies the group [Pv6 Multicast address.

* add—Forbids adding ports to the group for the specific source IPv6 address.
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* remove—Forbids removing ports from the group for the specific source IPv6 address.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.

Default Configuration

No forbidden addresses are defined.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines
Before defining forbidden ports, the Multicast group should be registered.

You can execute the command before the VLAN is created.

Example

The following example registers a source IPv6 address - Multicast IPv6 address pair to the
bridge table, and forbids adding the pair to te1/0/4 on VLAN 8:

switchxxxxxx (config)# interface vlan 8

switchxxxxxx (config-if)# bridge multicast source 2001:0:0:0:4:4:4 group

FF00:0:0:0:4:4:4:1

switchxxxxxx (config-if)# bridge multicast forbidden source

2001:0:0:0:4:4:4:1 group FF00:0:0:0:4:4:4:1 add tel/0/4

4.14  bridge multicast unregistered

To configure forwarding unregistered Multicast addresses, use the bridge multicast
unregistered Interface (Ethernet, Port Channel) Configuration mode command. To restore the
default configuration, use the no form of this command.

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0 158



Address Table Commands

Syntax
bridge multicast unregistered {forwarding | filtering}

no bridge multicast unregistered

Parameters
* forwarding—Forwards unregistered Multicast packets.

* filtering—Filters unregistered Multicast packets.

Default Configuration

Unregistered Multicast addresses are forwarded.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

Do not enable unregistered Multicast filtering on ports that are connected to routers, because
the 224.0.0.x address range should not be filtered. Note that routers do not necessarily send
IGMP reports for the 224.0.0.x range.

You can execute the command before the VLAN is created.

Example

The following example specifies that unregistered Multicast packets are filtered on te1/0/1:

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# bridge multicast unregistered filtering

4.15  bridge multicast forward-all

To enable forwarding all multicast packets for a range of ports or port channels, use the bridge
multicast forward-all Interface (VLAN) Configuration mode command. To restore the
default configuration, use the no form of this command.
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Syntax

bridge multicast forward-all {add | remove} {ethernet interface-list | port-channel
port-channel-list}

no bridge multicast forward-all

Parameters
* add—Forces forwarding of all Multicast packets.
*  remove—Does not force forwarding of all Multicast packets.

* ethernet interface-list—Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

° port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces. Use a hyphen to designate
a range of port channels.

Default Configuration

Forwarding of all Multicast packets is disabled.

Command Mode

Interface (VLAN) Configuration mode

Example

The following example enables all Multicast packets on port te1/0/4 to be forwarded.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if)# bridge multicast forward-all add tel/0/4

4.16  bridge multicast forbidden forward-all

To forbid a port to dynamically join Multicast groups, use the bridge multicast forbidden
forward-all Interface (VLAN) Configuration mode command. To restore the default
configuration, use the no form of this command.
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Syntax

bridge multicast forbidden forward-all {add | remove} {ethernet interface-list |
port-channel port-channel-list}

no bridge multicast forbidden forward-all

Parameters
* add—Forbids forwarding of all Multicast packets.
* remove—Does not forbid forwarding of all Multicast packets.

* ethernet interface-list —Specifies a list of Ethernet ports. Separate nonconsecutive
Ethernet ports with a comma and no spaces. Use a hyphen to designate a range of
ports.

* port-channel port-channel-list—Specifies a list of port channels. Separate
nonconsecutive port-channels with a comma and no spaces; use a hyphen to designate
a range of port channels.
Default Configuration

Ports are not forbidden to dynamically join Multicast groups.

The default option is add.

Command Mode

Interface (VLAN) Configuration mode

User Guidelines

Use this command to forbid a port to dynamically join (by IGMP, for example) a Multicast
group.

The port can still be a Multicast router port.

Example

The following example forbids forwarding of all Multicast packets to te1/0/1 within VLAN 2.

switchxxxxxx (config)# interface vlan 2

switchxxxxxx (config-if) # bridge multicast forbidden forward-all add ethernet

tel/0/1
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4.17  bridge unicast unknown

To enable egress filtering of Unicast packets where the destination MAC address is unknown
to the device, use the bridge unicast unknown Interface (Ethernet, Port Channel)
Configuration mode command. To restore the default configuration, use the no form of this
command.

Syntax
bridge unicast unknown {filtering | forwarding}

no bridge unicast unknown

Parameters
° filtering—Filter unregistered Unicast packets.

* forwarding—Forward unregistered Unicast packets.

Default Configuration

Forwarding.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode.

Example

The following example drops Unicast packets on te1/0/1 when the destination is unknown.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if) # bridge unicast unknown filtering

4.18  show bridge unicast unknown

To display the unknown Unicast filtering configuration, use the show bridge unicast
unknown Privileged EXEC mode command.

Syntax

show bridge unicast unknown [inferface-id]
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Parameters

interface-id—(Optional) Specify an interface ID. The interface ID can be one of the following
types: Ethernet port or port-channel

Command Mode

Privileged EXEC mode

Example

Console # show bridge unicast unknown

Port Unregistered
tel/0/1 Forward
tel/0/2 Filter
tel/0/3 Filter

4.19 mac address-table static

To add a MAC-layer station source address to the MAC address table, use the mac
address-table static Global Configuration mode command. To delete the MAC address, use
the no form of this command.

Syntax

mac address-table static mac-address vlan vian-id interface interface-id [permanent |
delete-on-reset | delete-on-timeout | secure]|

no mac address-table static [mac-address] vlan vian-id

Parameters
*  mac-address—MAC address (Range: Valid MAC address)
*  vilan-id— Specify the VLAN

® interface-id—Specify an interface ID. The interface ID can be one of the following
types: Ethernet port or port-channel (Range: valid ethernet port, valid port-channel)

* permanent—(Optional) The permanent static MAC address. The keyword is applied
by the default.
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® delete-on-reset—(Optional)The delete-on-reset static MAC address.
* delete-on-timeout—(Optional)The delete-on-timeout static MAC address.

* secure—(Optional)The secure MAC address. May be used only in a secure mode.

Default Configuration

No static addresses are defined. The default mode for an added address is permanent.

Command Mode

Global Configuration mode

User Guidelines

Use the command to add a static MAC address with given time-to-live in any mode or to add a
secure MAC address in a secure mode.

Each MAC address in the MAC address table is assigned two attributes: type and time-to-live.
The following value of time-of-live is supported:

° permanent—MAC address is saved until it is removed manually.

* delete-on-reset—MAC address is saved until the next reboot.

° delete-on-timeout—MAC address that may be removed by the aging timer.
The following types are supported:

* static— MAC address manually added by the command with the following keywords
specifying its time-of-live:

- permanent

- delete-on-reset

- delete-on-timeout

A static MAC address may be added in any port mode.

* secure— A MAC address added manually or learned in a secure mode. Use the mac
address-table static command with the secure keyword to add a secure MAC address.
The MAC address cannot be relearned.

A secure MAC address may be added only in a secure port mode.

* dynamic— a MAC address learned by the switch in non-secure mode. A value of its
time-to-live attribute is delete-on-timeout.
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Examples

Example 1 - The following example adds two permanent static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:bl vlan 1
interface tel/0/1

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1

interface tel/0/1 permanent

Example 2 - The following example adds a deleted-on-reset static MAC address:

switchxxxxxx (config)# mac address-table static 00:3f:bd:45:5a:b2 vlan 1

interface tel/0/1 delete-on-reset

Example 3 - The following example adds a deleted-on-timeout static MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1

interface tel/0/1 delete-on-timeout

Example 4 - The following example adds a secure MAC address:

switchxxxxxx (config) # mac address-table static 00:3f:bd:45:5a:b2 vlan 1

interface tel/0/1 secure

4.20 clear mac address-table

To remove learned or secure entries from the forwarding database (FDB), use the clear mac
address-table Privileged EXEC mode command.

Syntax
clear mac address-table dynamic [interface interface-id]

clear mac address-table secure interface interface-id
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Parameters

* dynamic [interface inferface-id|—Delete all dynamic (learned) addresses on the

specified interface. The interface ID can be one of the following types: Ethernet port or

port-channel. If interface ID is not supplied, all dynamic addresses are deleted.

° secure interface interface-id—Delete all the secure addresses learned on the specific
interface. A secure address on a MAC address learned on ports on which port security

is defined.

Default Configuration

For dynamic addresses, if interface-id is not supplied, all dynamic entries are deleted.

Command Mode

Privileged EXEC mode

Examples

Example 1 - Delete all dynamic entries from the FDB.

switchxxxxxx# clear mac address-table dynamic

Example 2 - Delete all secure entries from the FDB learned on secure port te1/0/1.

switchxxxxxx# clear mac address-table secure interface tel/0/1

4.21  mac address-table aging-time

To set the aging time of the address table, use the mac address-table aging-time Global
configuration command. To restore the default, use the no form of this command.

Syntax
mac address-table aging-time seconds

no mac address-table aging-time

Parameters

seconds—Time is number of seconds. (Range:10-630)
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Default Configuration

300

Command Mode

Global Configuration mode

Example

switchxxxxxx (config) # mac address-table aging-time 600

4.22  port security

To enable port security learning mode on an interface, use the port security Interface
(Ethernet, Port Channel) Configuration mode command. To disable port security learning
mode on an interface, use the no form of this command.

Syntax
port security [forward | discard | discard-shutdown] [trap seconds]

no port security

Parameters

* forward—(Optional) Forwards packets with unlearned source addresses, but does not
learn the address.

® discard—(Optional) Discards packets with unlearned source addresses.

* discard-shutdown—(Optional) Discards packets with unlearned source addresses and
shuts down the port.

® trap seconds—(Optional) Sends SNMP traps and specifies the minimum time interval
in seconds between consecutive traps. (Range: 1-1000000)
Default Configuration
The feature is disabled by default.
The default mode is discard.

The default number of seconds is zero, but if traps is entered, a number of seconds must also
be entered.

167

Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



Address Table Commands

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.

Port Security cannot be enabled on an interface if 802.1X authentication is already active on
the interface.

See the mac address-table static command for information about MAC address attributes (type
and time-to-live) definitions.

When the port security command enables the lock mode on a port all dynamic addresses
learned on the port are changed to permanent secure addresses.

When the port security command enables a mode on a port differing from the lock mode all
dynamic addresses learned on the port are deleted.

When the no port security command cancels a secure mode on a port all secure addresses
defined on the port are changed to dynamic addresses.

Additionally to set a mode, use the port security command to set an action that the switch
should perform on a frame which source MAC address cannot be learned.

Example

The following example forwards all packets to port te1/0/1 without learning addresses of
packets from unknown sources and sends traps every 100 seconds, if a packet with an
unknown source address is received.

switchxxxxxx (config)# interface tel/0/4
switchxxxxxx (config-if) # port security mode lock
switchxxxxxx (config-if)# port security forward trap 100

switchxxxxxx (config-if)# exit

4.23  port security mode

To configure the port security learning mode, use the port security mode Interface (Ethernet,
Port Channel) Configuration mode command. To restore the default configuration, use the no
form of this command.
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Syntax
port security mode {max-addresses |lock | secure permanent | secure delete-on-reset}

no port security mode

Parameters

° max-addresses— Non-secure mode with limited learning dynamic MAC addresses.
The static MAC addresses may be added on the port manually by the mac
address-table static command.

® lock— Secure mode without MAC learning. The static and secure MAC addresses
may be added on the port manually by the mac address-table static command.

° secure permanent—Secure mode with limited learning permanent secure MAC
addresses with the permanent time-of-live. The static and secure MAC addresses may
be added on the port manually by the mac address-table static command.

* secure delete-on-reset—Secure mode with limited learning secure MAC addresses
with the delete-on-reset time-of-live. The static and secure MAC addresses may be
added on the port manually by the mac address-table static command.

Default Configuration

The default port security mode is

lock.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The default port mode is called regular. In this mode, the port allows unlimited learning of
dynamic addresses.

The static MAC addresses may be added on the port manually by the mac address-table static
command.

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.

Use the port security mode command to change the default mode before the port security
command.
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Example
The following example sets the port security mode to

Lock for tel1/0/4.

switchxxxxxx (config)# interface tel/0/4

switchxxxxxx (config-if) # port security mode
lock
switchxxxxxx (config-if) # port security

switchxxxxxx (config-if) # exit

4.24  port security max

To configure the maximum number of addresses that can be learned on the port while the port
is in port, max-addresses or secure mode, use the port security max Interface (Ethernet, Port
Channel) Configuration mode command. To restore the default configuration, use the no form
of this command.

Syntax
port security max max-addr

no port security max

Parameters

max-addr—Specifies the maximum number of addresses that can be learned on the port.
(Range: 0-256)

Default Configuration

This default maximum number of addresses is 1.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode

User Guidelines

The command may be used only when the interface in the regular (non-secure with unlimited
MAC learning) mode.
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Use this command to change the default value before the port security command.

Example

The following example sets the port to limited learning mode:

switchxxxxxx (config) # interface tel/0/4
switchxxxxxx (config-if) # port security mode max
switchxxxxxx (config-if) # port security max 20
switchxxxxxx (config-if) # port security

switchxxxxxx (config-if)# exit

4.25  port security routed secure-address

To add a MAC-layer secure address to a routed port. (port that has an IP address defined on it),
use the port security routed secure-address Interface (Ethernet, Port Channel) Configuration
mode command. To delete a MAC address from a routed port, use the no form of this
command.

Syntax
port security routed secure-address mac-address

no port security routed secure-address mac-address

Parameters

mac-address—Specifies the MAC address.

Default Configuration

No addresses are defined.

Command Mode

Interface (Ethernet, Port Channel) Configuration mode. It cannot be configured for a range of
interfaces (range context).
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User Guidelines

This command enables adding secure MAC addresses to a routed port in port security mode.
The command is available when the port is a routed port and in port security mode. The
address is deleted if the port exits the security mode or is not a routed port.

Example

The following example adds the MAC-layer address 00:66:66:66:66:66 to tel/0/1.

switchxxxxxx (config)# interface tel/0/1

switchxxxxxx (config-if)# port security routed secure-address
00:66:66:66:66:66

4.26 show mac address-table

To display entries in the MAC address table, use the show mac address-table Privileged
EXEC mode command.

Syntax

show mac address-table [dynamic | static | secure] [vlan vian] [interface interface-id]
[address mac-address]

Parameters
* dynamic—(Optional) Displays only dynamic MAC address table entries.
° static—(Optional) Displays only static MAC address table entries.
* secure—(Optional) Displays only secure MAC address table entries.
* vlan—(Optional) Displays entries for a specific VLAN.

° interface interface-id—(Optional) Displays entries for a specific interface ID. The
interface ID can be one of the following types: Ethernet port or port-channel.

° address mac-address—(Optional) Displays entries for a specific MAC address.

Default Configuration

If no parameters are entered, the entire table is displayed.
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Command Mode
Privileged EXEC mode

User Guidelines

Internal usage VLANs (VLANSs that are automatically allocated on routed ports) are presented
in the VLAN column by a port number and not by a VLAN ID.

Examples

Example 1 - Displays entire address table.

switchxxxxxx# show mac address-table

Aging time is 300 sec

VLAN MAC Address Port Type

1 00:00:26:08:13:23 0 self

1 00:3f:bd:45:5a:bl tel/0/1 static

1 00:a1:b0:69:63:£3 tel/0/2 dynamic
00:a1:b0:69:63:£3 tel/0/3 dynamic

tel/0/4 00:a1:b0:69:61:12 tel/0/4 dynamic

Example 2 - Displays address table entries containing the specified MAC address.
switchxxxxxx# show mac address-table address 00:3f:bd:45:5a:bl
Aging time is 300 sec

VLAN MAC Address Port Type

1 00:3f:bd:45:5a:bl static tel/0/4

4.27  show mac address-table count

To display the number of addresses present in the Forwarding Database, use the show mac
address-table count Privileged EXEC mode command.
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Syntax

show mac address-table count [vlan vian | interface interface-id]

Parameters
* vlan vian—(Optional) Specifies VLAN.
* interface-id interface-id—(Optional) Specifies an interface ID. The interface ID can
be one of the following types: Ethernet port or port-channel.
Command Mode

Privileged EXEC mode

User Guidelines

Use the show mac address-table count command to display the Forwarding Database
capacity (total number of entries), free entries (the number of entries that can still be used) and
the consumed entries breakdown by type of entry. The following entry types are displayed:

® Used Unicast - Occupied Forwarding Database entries which are layer 2 MAC unicast
addresses.

® Used Multicast - Occupied Forwarding Database entries which are layer 2 MAC
Multicast addresses.

® IPv4 hosts - Occupied Forwarding Database entries which are IPv4 Layer 3 host
entries.

® IPv6 hosts - Occupied Forwarding Database entries which are IPv6 Layer 3 host
entries.

® Secure - The amount of the secure unicast entries.

*  Dynamic Unicast- The amount of the dynamic unicast entries.

® Static Unicast - The amount of the static (configured by user) unicast entries.

° Internal - The amount of the internal entries. For example device own MAC address.

The Secure, Dynamic Unicast, Static Unicast and Internal entry types present further
breakdown of the Used Unicast entries.

The total number of consumed entries is the aggregate value of the following entry types:
Used Unicast; Used Multicast ;IPv4 hosts ;IPv6 hosts .

If the Interface parameter is used the command will display only the following entry types:
Used Unicast, secure, Dynamic Unicast, Static Unicast and Internal.
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Examples

Example 1 - The following example displays the number of entries present in forwarding
table for the entire device:

switchxxxxxx#

show mac address-table count

This may take some time.

Capacity

Free

Used unicast
Used multicast
Used IPv4 hosts
Used IPv6 hosts
Secure

Dynamic unicast
Static unicast
Internal

console#

16384

16378

1 (each IPv6 host consumes 2 entires in MAC address table)

Example 2 - The following example displays the number of entries present in forwarding
table for a specific device interface.

switchxxxxxx#

show mac address-table count interface tel/0/1

This may take some time.

Capacity

Free

Used unicast
Secure

Dynamic unicast
Static unicast
Internal

console#

16384

16378
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4.28  show bridge multicast mode

To display the Multicast bridging mode for all VLANS or for a specific VLAN, use the show
bridge multicast mode Privileged EXEC mode command.

Syntax

show bridge multicast mode [vlan vian-id|

Parameters

vlan vian-id—(Optional) Specifies the VLAN ID.

Command Mode

Privileged EXEC mode

Example

The following example displays the Multicast bridging mode for all VLANs

switchxxxxxx# show bridge multicast mode

VLAN IPv4 Multicast Mode IPv6 Multicast Mode
Admin Oper Admin Oper

1 MAC-GROUP MAC-GROUP MAC-GROUP MAC-GROUP

11 IPv4-GROUP IPv4-GROUP IPv6-GROUP IPv6-GROUP

12 IPv4-SRC- IPv4-SRC- IPv6-SRC- IPv6-SRC-
GROUP GROUP GROUP GROUP

4.29  show bridge multicast address-table

To display Multicast MAC addresses or IP Multicast address table information, use the show
bridge multicast address-table Privileged EXEC mode command.
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Syntax
show bridge multicast address-table [vlan vian-id]

show bridge multicast address-table [vlan vian-id] [address mac-multicast-address)
[format {ip | mac} |

show bridge multicast address-table [vlan vian-id] [address ipv4-multicast-address]
[source ipv4-source-address]

show bridge multicast address-table [vlan vian-id] [address ipv6-multicast-address]
[source ipv6-source-address|

Parameters
°  vlan-id vlan-id—(Optional) Display entries for specified VLAN ID.

* address—(Optional) Display entries for specified Multicast address. The possible
values are:

- mac-multicast-address—(Optional) Specifies the MAC Multicast address.
- ipv4-multicast-address—(Optional) Specifies the IPv4 Multicast address.
- ipv6o-multicast-address—(Optional) Specifies the IPv6 Multicast address.

* format—(Optional) Applies if mac-multicast-address was selected. In this case either
MAC or IP format can be displayed. Display entries for specified Multicast address
format. The possible values are:

- ip—Specifies that the Multicast address is an IP address.
- mac—Specifies that the Multicast address is a MAC address.

* source —(Optional) Specifies the source address. The possible values are:
- ipv4-address—(Optional) Specifies the source [IPv4 address.

- ipv6-address—(Optional) Specifies the source IPv6 address.

Default Configuration
If the format is not specified, it defaults to mac (only if mac-multicast-address was entered).
If VLAN ID is not entered, entries for all VLANSs are displayed.

If MAC or IP address is not supplied, entries for all addresses are displayed.

Command Mode

Privileged EXEC mode
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User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000
through 0100.5¢7f.ftff.

Multicast router ports (defined statically or discovered dynamically) are members in all MAC
groups.

Ports that were defined via the bridge multicast forbidden forward-all command are displayed
in all forbidden MAC entries.

Changing the Multicast mode can move static Multicast addresses that are written in the
device FDB to a shadow configuration because of FDB hash collisions.

Example

The following example displays bridge Multicast address information.

switchxxxxxx# show bridge multicast address-table
Multicast address table for VLANs in MAC-GROUP bridging mode:
Vlan MAC Address Type Ports

8 01:00:5e:02:02:03 Static 1-2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports

8 01:00:5e:02:02:03 tel/0/4

Multicast address table for VLANSs in [Pv4-GROUP bridging mode:

Vlan MAC Address Type Ports

1 224.0.0.251 Dynamic tel/0/2

Forbidden ports for Multicast addresses:

Vlan MAC Address Ports
1 232.5.6.5
1 233.22.2.6
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Multicast address table for VLANs in IPv4-SRC-GROUP bridging mode:
Vlan Group Address Source address Type Ports

1 224.2.2.251 11.2.2.3 Dynamic tel/0/1
Forbidden ports for Multicast addresses:

Vlan Group Address Source Address Ports

8 239.2.2.2 * tel/0/4

8 239.2.2.2 1.1.1.11 tel/0/4

Multicast address table for VLANs in IPv6-GROUP bridging mode:
VLAN IP/MAC Address Type Ports

8 ££f02::4:4:4 Static tel/0/1-2, tel/0/3, Pol
Forbidden ports for Multicast addresses:

VLAN IP/MAC Address Ports

8 £ff02::4:4:4 tel/0/4

Multicast address table for VLANs in IPv6-SRC-GROUP bridging mode:

Vlan Group Address Source address Type Ports
8 £f02::4:4:4 * Static tel/0/1-2,tel/0/3,Pol
8 ff02::4:4:4 fe80::200:7ff: Static

fe00:200

Forbidden ports for Multicast addresses:

Vlan Group Address Source address Ports

8 £f£f02::4:4:4 * tel/0/4

8 £f£f02::4:4:4 fe80::200:7ff:f tel/0/4
e00:200

179 Cisco Sx350X Product lines - Ph. 2.5.10 Command Line Interface Reference Guide, v1.0



Address Table Commands 4

4.30  show bridge multicast address-table static

To display the statically-configured Multicast addresses, use the show bridge multicast
address-table static Privileged EXEC mode command.

Syntax
show bridge multicast address-table static [vlan vian-id] [all]

show bridge multicast address-table static [vlan vian-id] [address mac-multicast-address)
[mac]| ip]

show bridge multicast address-table static [vlan vian-id] [address ipv4-multicast-address]
[source ipv4-source-address)

show bridge multicast address-table static [vlan vian-id] [address ipv6-multicast-address]
[source ipv6-source-address|

Parameters

® vlan vian-id—(Optional) Specifies the VLAN ID.

* address—(Optional) Specifies the Multicast address. The possible values are:
- mac-multicast-address—(Optional) Specifies the MAC Multicast address.
- ipv4-multicast-address—(Optional) Specifies the [Pv4 Multicast address.
- ipv6-multicast-address—(Optional) Specifies the [Pv6 Multicast address.

* source—(Optional) Specifies the source address. The possible values are:
- ipv4-address—(Optional) Specifies the source IPv4 address.

- ipv6-address—(Optional) Specifies the source [Pv6 address.

Default Configuration

When all/mac/ip is not specified, all entries (MAC and IP) will be displayed.

Command Mode

Privileged EXEC mode

User Guidelines

A MAC address can be displayed in IP format only if it is within the range 0100.5¢00.0000—
0100.5e7f.fttf.
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Example

The following example displays the statically-configured Multicast addresses.

switchxxxxxx#

MAC-GROUP table

Vlan

1

Forbidden ports for multicast

Vlan

MAC Address

0100.9923.8787

MAC Address

IPv4-GROUP Table

Vlan

19

Forbidden ports for multicast

Vlan

1

19

IP Address

231.2.2.3

231.2.2.8

IP Address

231.2.2.3

231.2.2.8

IPv4-SRC-GROUP Table:

Vlan

Forbidden ports for multicast

Vlan

Group Address

Group Address

IPv6-GROUP Table

Vlan

191

IP Address

FF12::8

tel/0/1, tel/0/2

addresses:

Ports

tel/0/1, tel/0/2

tel/0/2-3

addresses:

Ports

tel/0/4

tel/0/3

Source address

addresses:

Source address

tel/0/1-4

Forbidden ports for multicast addresses:

show bridge multicast address-table static
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Vlan IP Address Ports
11 FF12::3 tel/0/4
191 FF12::8 tel/0/4

IPv6-SRC-GROUP Table:

Vlan Group Address Source address Ports
192 FF12::8 FE80::201:COA9:FE40: tel/0/1-4
8988

Forbidden ports for multicast addresses:

Vlan Group Address Source address Ports
192 FF12::3 FE80::201:C9A9:FE40 tel/0/4
: 8988

4.31  show bridge multicast filtering

To display the Multicast filtering configuration, use the show bridge multicast filtering
Privileged EXEC mode command.

Syntax

show bridge multicast filtering vian-id

Parameters

vlan-id—Specifies the VLAN ID. (Range: Valid VLAN)

Default Configuration

None

Command Mode

Privileged EXEC mode
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Example

The following example displays the Multicast configuration for VLAN 1.

switchxxxxxx# show bridge multicast filtering 1
Filtering: Enabled
VLAN: 1

Forward-All

Port Static Status
tel/0/1 Forbidden Filter
tel/0/2 Forward Forward(s)
tel/0/3 - Forward (d)

4.32  show bridge multicast unregistered

To display the unregistered Multicast filtering configuration, use the show bridge multicast
unregistered Privileged EXEC mode command.

Syntax

show bridge multicast unregistered [interface-id|

Parameters

interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or Port-channel.

Default Configuration

Display for all interfaces.

Command Mode

Privileged EXEC mode
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Example

The following example displays the unregistered Multicast configuration.

switchxxxxxx# show bridge multicast unregistered

Port Unregistered
tel/0/1 Forward
tel/0/2 Filter
tel/0/3 Filter

4.33  show ports security

To display the port-lock status, use the show ports security Privileged EXEC mode
command.

Syntax

show ports security [inferface-id | detailed]

Parameters

* interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

* detailed—(Optional) Displays information for non-present ports in addition to present
ports.

Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays the port-lock status of all ports.

switchxxxxxx# show ports security
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Port Status Learning Action Maximum Trap Frequency

tel/0/1 Enabled Max- Discard 3 Enabled 100
Addresses

tel/0/2 Disabled Max- - 28 - -
Addresses

tel/0/3 Enabled Lock Discard 8 Disabled -

The following table describes the fields shown above.

Field Description

Port The port number.

Status The port security status. The possible values are: Enabled or
Disabled.

Action The action taken on violation.

Maximum The maximum number of addresses that can be associated on

this port in the Max-Addresses mode.

Trap The status of SNMP traps. The possible values are: Enable or
Disable.

Frequency The minimum time interval between consecutive traps.

4.34  show ports security addresses

To display the current dynamic addresses in locked ports, use the show ports security
addresses Privileged EXEC mode command.

Syntax

show ports security addresses [interface-id | detailed]

Parameters

* interface-id—(Optional) Specifies an interface ID. The interface ID can be one of the
following types: Ethernet port or port-channel.

® detailed—(Optional) Displays information for non-present ports in addition to present
ports.
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Default Configuration

Display for all interfaces. If detailed is not used, only present ports are displayed.

Command Mode

Privileged EXEC mode

Example

The following example displays dynamic addresses in all currently locked port:

Port Status Learning Current Maximum
tel/0/1 Disabled Lock 0 10

Disabled Lock 0 1
tel/0/2

Disabled  Lock 0 1
tel/0/3

Disabled Lock 0 1
tel/0/4

4.35  bridge multicast reserved-address

To define the action on Multicast reserved-address packets, use the bridge multicast
reserved-address Global Configuration mode command. To revert to default, use the no form
of this command.

Syntax

bridge multicast reserved-address mac-multicast-address [ethernet-v2 ethtype | llc sap |
llc-snap pid] {discard | bridge}

no bridge multicast reserved-address mac-multicast-address [ethernet-v2 ethtype | llc sap |
llc-snap pid]
Parameters

*  mac-multicast-address—MAC Multicast address in the reserved MAC addresses
range. (Range: 01-80-C2-00-00-00, 01-80-C2-00-00-02—-01-80-C2-00-00-2F)
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ethernet-v2 ethtype—(Optional) Specifies that the packet type is Ethernet v2 and the
Ethernet type field (16 bits in hexadecimal format). (Range: 0x0600—0xFFFF)

llc sap—(Optional) Specifies that the packet type is LLC and the DSAP-SSAP field
(16 bits in hexadecimal format). (Range: OXFFFF)

lle-snap pid—(Optional) Specifies that the packet type is LLC-SNAP and the PID
field (40 bits in hexadecimal format). (Range: 0x0000000000 - OxFFFFFFFFFF)

discard—Specifies discarding the packets.

bridge—Specifies bridging (forwarding) the packets

Default Configuration

If the user-supplied MAC Multicast address, ethertype and encapsulation (LLC)
specifies a protocol supported on the device (called Peer), the default action (discard or
bridge) is determined by the protocol.

If not, the default action is as follows:

- For MAC addresses in the range 01-80-C2-00-00-00, 01-80-C2-00-00-02—
01-80-C2-00-00-0F, the default is discard.

- For MAC addresses in the range 00-80-C2-00-00-10- 01-80-C2-00-00-2F, the
default is bridge.

Command Mode

Global Configuration mode

User Guidelines

If the packet/service type (ethertype/encapsulation) is not specified, the configuration is
relevant to all the packets with the configured MAC address.

Specific configurations (that contain service type) have precedence over less specific
configurations (contain only MAC address).

The packets that are bridged are subject to security ACLs.

The actions define by this command has precedence over forwarding rules defined by
applications/protocols (STP, LLDP etc.) supported on the device.

Example

switchxxxxxx (config) # bridge multicast reserved-address 00:3f:bd:45:5a:bl
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4.36  show bridge multicast reserved-addresses

To display the Multicast reserved-address rules, use the show bridge multicast
reserved-addresses Privileged EXEC mode command.

Syntax

show bridge multicast reserved-addresses

Command Mode

Privileged EXEC mode

Example

switchxxxxxx # show bridge multicast reserved-addresses

MAC Address Frame Type Protocol Action

01-80-C2-00-00-00 LLC-SNAP 00-00-0C-01-29 Bridge
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Authorization and Accounting
(AAA) Commands

5.1

aaa authentication login

Use the aaa authentication login Global Configuration mode command to set one or more
authentication methods to be applied during login. Use the no form of this command to restore
the default authentication method.

Syntax

aaa authentication login [authorization] {default | /ist-name} methodl [method?...]

no aaa authentication login {default | /ist-name}

Parameters

authorization—Specifies that authentication and authorization are applied to the
given list. If the keyword is not configured, then only authentication is applied to the
given list.

default—Uses the authentication methods that follow this argument as the default
method list when a user logs in (this list is unnamed).

list-name—Specifies a name of a list of authentication methods activated when a user
logs in. (Length: 1-12 characters)

methodl [method?2...]—Specifies a list of methods that the authentication algorithm
tries (in the given sequence). Each additional authentication method is used only if the
previous method returns an error, not if it fails. To ensure that the authentication
succeeds even if all methods return an error, specify none as the final method in the
command line. Select one or more methods from the following list::

Keyword  Description

enable Uses the enable password for authentication.

line

Uses the line password for authentication.

local

Uses the locally-defined usernames for authentication.
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Keyword  Description

none Uses no authentication.
radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

If no methods are specified, the default are the locally-defined users and passwords. This is the
same as entering the command aaa authentication login local.

Command Mode

Global Configuration mode

User Guidelines

Create a list of authentication methods by entering this command with the /ist-name parameter
where list-name is any character string. The method arguments identifies the list of methods
that the authentication algorithm tries, in the given sequence.

The default and list names created with this command are used with the login authentication
command.

Note. If authorization is enabled for login and the switch receives from a TACACS+ server
user level 15, then the enable command is not required and if received level 1 the enable
command is required.

The no aaa authentication login /ist-name command deletes a list-name only if it has not
been referenced by another command.

Example

The following example sets the authentication login methods for the console.

switchxxxxxx (config)# aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console

switchxxxxxx (config-line)# login authentication authen-list
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5.2

aaa authentication enable

The aaa authentication enable Global Configuration mode command sets one or more
authentication methods for accessing higher privilege levels. To restore the default
authentication method, use the no form of this command.

Syntax

aaa authentication enable [authorization] {default | /ist-name} method [method?...]}

no aaa

authentication enable {default | /ist-name}

Parameters

authorization—Specifies that authentication and authorization are applied to the
given list. If the keyword is not configured, then only authentication is applied to the
given list.

default—Uses the listed authentication methods that follow this argument as the
default method list, when accessing higher privilege levels.

list-name —Specifies a name for the list of authentication methods activated when a
user accesses higher privilege levels. (Length: 1-12 characters)

method [method?...]—Specifies a list of methods that the authentication algorithm
tries, in the given sequence. The additional authentication methods are used only if the
previous method returns an error, not if it fails. Specify none as the final method in the
command line to ensure that the authentication succeeds, even if all methods return an
error. Select one or more methods from the following list:

Keyword Description

enable Uses the enable password for authentication.

line

Uses the line password for authentication.

none Uses no authentication.
radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

No Aut

hentication lists exist by default.

Command Mode

Global

Configuration mode
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User Guidelines

Create a list by entering the aaa authentication enable /ist-name methodl [method?2...]
command where [list-name is any character string used to name this list. The method argument
identifies the list of methods that the authentication algorithm tries, in the given sequence.

The default and list names created by this command are used with the enable authentication
command.

All aaa authentication enable requests sent by the device to a RADIUS server include the
username $enabx$., where x is the requested privilege level.

All aaa authentication enable requests sent by the device to a TACACS+ server include the
username that is entered for login authentication.

The additional methods of authentication are used only if the previous method returns an error,
not if it fails. Specify none as the final method in the command line to ensure that the
authentication succeeds even if all methods return an error.

no aaa authentication enable /ist-name deletes list-name if it has not been referenced.

Example

The following example sets the enable password for authentication for accessing higher
privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console

switchxxxxxx (config-line) # enable authentication enable-list

5.3 login authentication

The login authentication Line Configuration mode command specifies the login
authentication method list for a remote Telnet or console session. Use the no form of this
command to restore the default authentication method.

Syntax
login authentication {default | /ist-name}

no login authentication

Parameters

® default—Uses the default list created with the aaa authentication login command.
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e list-name—Uses the specified list created with the aaa authentication login
command.
Default Configuration

default

Command Mode

Line Configuration Mode

Examples

Example 1 - The following example specifies the login authentication method as the default
method for a console session.

switchxxxxxx (config)# line console

switchxxxxxx (config-line)# login authentication default

......

Example 2 - The following example sets the authentication login methods for the console as a
list of methods.

switchxxxxxx (config) # aaa authentication login authen-list radius local none
switchxxxxxx (config)# line console

switchxxxxxx (config-line)# login authentication authen-list

54 enable authentication

The enable authentication Line Configuration mode command specifies the authentication
method for accessing a higher privilege level from a remote Telnet or console. Use the no form
of this command to restore the default authentication method.

Syntax
enable authentication {default | /ist-name}

no enable authentication
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Parameters
* default—Uses the default list created with the aaa authentication enable command.
* [list-name—Uses the specified list created with the aaa authentication enable
command.
Default Configuration

default.

Command Mode

Line Configuration Mode

Examples

Example 1 - The following example specifies the authentication method as the default method
when accessing a higher privilege level from a console.

switchxxxxxx (config) # line console

switchxxxxxx (config-line)# enable authentication default

Example 2 - The following example sets a list of authentication methods for accessing higher
privilege levels.

switchxxxxxx (config) # aaa authentication enable enable-list radius none
switchxxxxxx (config)# line console

switchxxxxxx (config-line) # enable authentication enable-list

5.5 ip http authentication

The ip http authentication Global Configuration mode command specifies authentication
methods for HTTP server access. Use the no form of this command to restore the default
authentication method.

Syntax
ip http authentication aaa login-authentication [login-authorization] methodl [method?...]

no ip http authentication aaa login-authentication
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Parameters

° login-authorization—Specifies that authentication and authorization are applied. If
the keyword is not configured, then only authentication is applied.

*  method [method?2...]—Specifies a list of methods that the authentication algorithm
tries, in the given sequence. The additional authentication methods are used only if the
previous method returns an error, not if it fails. Specify none as the final method in the
command line to ensure that the authentication succeeds, even if all methods return an
error. Select one or more methods from the following list:

Keyword  Description

local Uses the local username database for authentication.
none Uses no authentication.

radius Uses the list of all RADIUS servers for authentication.
tacacs Uses the list of all TACACS+ servers for authentication.

Default Configuration

The local user database is the default authentication login method. This is the same as entering
the ip http authentication local command.

Command Mode

Global Configuration mode

User Guidelines

The command is relevant for HTTP and HTTPS server users.

Example

The following example specifies the HTTP access authentication methods.

switchxxxxxx (config) # ip http authentication aaa login-authentication radius

local none

5.6 show authentication methods

The show authentication methods Privileged EXEC mode command displays information
about the authentication methods.
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