
Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706 
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883

Supervisor Engine 2T Software Configuration Guide, 
Release 15.4SY
Cisco IOS Release 15.4SY 

Text Part Number: 



THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL 
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT 
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT 
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE 
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public 
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California. 

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH 
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT 
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF 
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, 
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO 
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this 
URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (1721R)

Supervisor Engine 2T Software Configuration Guide, Release 15.4SY
© October 22, 2025, Cisco Systems, Inc. All rights reserved.



i
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

C O N T E N T S

Preface i

Audience i

Related Documentation i

Conventions i

Obtaining Documentation, Obtaining Support, and Security Guidelines ii

Product Overview 2-1

Supervisor Engine 2T-10GE Flash Memory Devices 2-2

Supervisor Engine 2T-10GE Ports 2-2

Supervisor Engine 2T-10GE Connectivity Management Processor (CMP) 2-3

Determining System Hardware Capacity 2-3

Module Status Monitoring 2-6

Enabling Visual Identification of Modules or Ports 2-6

User Interfaces 2-7

Software Features Supported in Hardware by the PFC and DFC 2-7

Command-Line Interfaces 3-1

Accessing the CLI 3-1

Accessing the CLI through the EIA/TIA-232 Console Interface 3-2

Accessing the CLI through Telnet 3-2

Performing Command Line Processing 3-3

Performing History Substitution 3-4

Cisco IOS Command Modes 3-4

Displaying a List of Cisco IOS Commands and Syntax 3-6

Securing the CLI 3-7

ROM-Monitor Command-Line Interface 3-7

Smart Port Macros 4-1

Prerequisites for Smart Port Macros 4-1

Restrictions for Smart Port Macros 4-2

Information About Smart Port Macros 4-3

Information about Cisco-Provided Smart Port Macros 4-3

Information about User-Created Smart Port Macros 4-4

Default Settings for Smart Port Macros 4-4



Contents

ii
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

How to Configure Smart Port Macros 4-4

Using the Cisco-Provided Smart Port Macros 4-4

Creating Smart Port Macros 4-13

Verifying the Smart Port Macro Configuration 4-15

Virtual Switching Systems 5-1

Prerequisites for VSS 5-1

Restrictions for VSS 5-2

General VSS Restrictions 5-2

VSL Restrictions 5-2

Multichassis EtherChannel (MEC) Restrictions 5-2

Dual-Active Detection Restrictions 5-3

VSS Mode Service Module Restrictions 5-4

Information About Virtual Switching Systems 5-4

VSS Overview 5-4

VSS Redundancy 5-12

Multichassis EtherChannels 5-15

Packet Handling 5-18

System Monitoring 5-22

Dual-Active Detection 5-24

VSS Initialization 5-25

Default Settings for VSS 5-27

How to Configure a VSS 5-28

Configuring Easy VSS 5-28

Converting to a VSS 5-30

Displaying VSS Information 5-37

Converting a VSS to Standalone Chassis 5-37

Configuring VSS Parameters 5-39

Configuring Multichassis EtherChannels 5-47

Configuring Port Load Share Deferral on the Peer Switch 5-48

Configuring Dual-Active Detection 5-48

Configuring Service Modules in a VSS 5-52

Viewing Chassis Status and Module Information in a VSS 5-55

How to Upgrade a VSS 5-55

Performing a Fast Software Upgrade of a VSS 5-55

Performing an Enhanced Fast Software Upgrade of a VSS 5-56

Enhanced Fast Software Upgrade 6-1

Prerequisites for eFSU 6-2

Restrictions for eFSU 6-2



Contents

iii
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Information About eFSU 6-3

eFSU Operation 6-3

Outage Time and Support Considerations 6-4

Reserving Module Memory 6-4

Error Handling for eFSU Preload 6-5

Default Settings for eFSU 6-5

How to Perform an eFSU 6-5

eFSU Summarized Procedure 6-6

Preparing for the Upgrade 6-6

Copying the New Software Image 6-8

Loading the New Software onto the Standby Supervisor Engine 6-8

Displaying the Maximum Outage Time for Installed Modules (Optional) 6-10

Forcing a Switchover from Active to Standby 6-10

Accepting the New Software Version and Stopping the Rollback Process (Optional) 6-12

Committing the New Software to the Standby 6-12

Verifying the Software Installation 6-12

Aborting the Upgrade Process 6-13

How to Upgrade a Non-eFSU Image to an eFSU Image 6-14

Fast Software Upgrade 7-1

Stateful Switchover (SSO) 8-1

Prerequisites for SSO 8-1

Restrictions for SSO 8-2

General Restrictions 8-2

Configuration Mode Restrictions 8-2

Switchover Process Restrictions 8-2

Information About SSO 8-3

SSO Overview 8-3

SSO Operation 8-5

Route Processor Synchronization 8-6

SSO Operation 8-8

SSO-Aware Features 8-10

Default Settings for SSO 8-10

How to Configure SSO 8-10

Troubleshooting SSO 8-11

Possible SSO Problem Situations 8-11

SSO Troubleshooting 8-12

Verifying the SSO Configuration 8-12



Contents

iv
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Verifying that SSO Is Configured 8-12

Verifying that SSO Is Operating on the Device 8-13

Verifying SSO Features 8-13

Configuration Examples for SSO 8-16

Nonstop Forwarding (NSF) 9-1

Prerequisites for NSF 9-1

Restrictions for NSF 9-2

General Restrictions 9-2

Restrictions for BGP NSF 9-2

Restrictions for EIGRP NSF 9-2

Restrictions for OSPF NSF 9-2

Restrictions for IS-IS NSF 9-2

Restrictions for IPv6 NSF 9-3

Information About NSF 9-3

NSF Overview 9-3

Feature Interaction with NSF 9-4

Default Settings for NSF 9-9

How to Configure NSF 9-9

Configuring and Verifying BGP for NSF 9-9

Configuring and Verifying EIGRP NSF 9-10

Configuring and Verifying OSPF NSF 9-12

Configuring and Verifying IS-IS NSF 9-13

Troubleshooting Cisco Nonstop Forwarding 9-14

Configuration Examples for NSF 9-15

Example: Configuring BGP NSF 9-15

Example: Configuring BGP NSF Neighbor Device 9-15

Example: Verifying BGP NSF 9-16

Example: Configuring EIGRP NSF Converge Timer 9-16

Example: EIGRP Graceful-Restart Purge-Time Timer Configuration 9-16

Example: Configuring EIGRP NSF Route-Hold Timer 9-17

Example: Configuring EIGRP NSF Signal Timer 9-17

Example: Verifying EIGRP NSF 9-17

Example: Disabling EIGRP NSF Support 9-18

Example: Configuring OSPF NSF 9-18

Example: Verifying OSPF NSF 9-18

Example: Configuring IS-IS NSF 9-19

Example: Verifying IS-IS NSF 9-19



Contents

v
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Route Processor Redundancy (RPR) 10-1

Prerequisites for RPR 10-1

Restrictions for RPR 10-1

General RPR Restrictions 10-2

Hardware Restrictions for RPR 10-2

Information About RPR 10-2

Supervisor Engine Redundancy Overview 10-3

RPR Operation 10-3

Supervisor Engine Configuration Synchronization 10-4

Default Settings for RPR 10-4

How to Configure RPR 10-4

Configuring RPR Mode 10-4

Synchronizing the Supervisor Engine Configurations 10-5

Displaying the Redundancy States 10-5

Copying Files to the RP 10-6

Interface Configuration 11-1

Information About Interface Configuration 11-2

How to Configure a Range of Interfaces 11-2

How to Define and Use Interface-Range Macros 11-2

How to Configure Optional Interface Features 11-3

Configuring Ethernet Interface Speed and Duplex Mode 11-3

Configuring Jumbo Frame Support 11-6

Configuring IEEE 802.3x Flow Control 11-9

Configuring the Port Debounce Timer 11-10

Information About Online Insertion and Removal 11-11

How to Monitor and Maintain Interfaces 11-12

Monitoring Interface Status 11-12

Clearing Counters on an Interface 11-12

Resetting an Interface 11-13

Shutting Down and Restarting an Interface 11-13

How to Check Cable Status with the TDR 11-14

UniDirectional Link Detection ( UDLD) 12-1

Prerequisites for UDLD 12-1

Restrictions for UDLD 12-1

Information About UDLD 12-2

UDLD Overview 12-2

UDLD Aggressive Mode 12-3



Contents

vi
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Fast UDLD 12-4

Default Settings for UDLD 12-4

How to Configure UDLD 12-4

Enabling UDLD Globally 12-5

Enabling UDLD on LAN Interfaces 12-5

Disabling UDLD on Nonfiber-Optic LAN Interfaces 12-5

Disabling UDLD on Fiber-Optic LAN Interfaces 12-6

Configuring the UDLD Probe Message Interval 12-6

Configuring Fast UDLD 12-6

Resetting Disabled LAN Interfaces 12-7

Instant Access (IA) 13-1

Prerequisites for Instant Access 13-1

Restrictions for Instant Access 13-2

Information About Instant Access 13-6

Default Settings for Instant Access 13-6

How to Configure Instant Access 13-6

Configure Instant Access Staggered Initialization Mode 13-7

Enable FEX Auto-Config 13-7

Enable IA Client Preprovisioning 13-7

Configure Instant Access Port-Channel Interfaces 13-8

Configure Instant Access Channel Groups 13-8

Identify Connected IA Client Stack Modules 13-9

Renumbering FEX Switch-ID 13-11

Configure IA Clients 13-13

Display or Clear SDP and SRP Traffic 13-14

Upgrade FEX using In-Service Software Upgrade (ISSU) Process 13-14

Configure Optional Parameters for an IA Client 13-14

Configuring EnergyWise 14-1

Power Management 15-1

Power Management Overview 15-1

How to Enable or Disable Power Redundancy 15-2

How to Power Modules Off and On 15-3

How to Display System Power Status 15-3

How to Power Cycle Modules 15-4

Environmental Monitoring 16-1

Environmental Monitoring Overview 16-1



Contents

vii
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

How to Determine Sensor Temperature Thresholds 16-2

How to Monitor the System Environmental Status 16-3

Information About LED Environmental Indications 16-4

Online Diagnostics 17-1

Prerequisites for Online Diagnostics 17-1

Restrictions for Online Diagnostics 17-1

Information About Online Diagnostics 17-2

Default Settings for Online Diagnostics 17-2

How to Configure Online Diagnostics 17-2

Setting Bootup Online Diagnostics Level 17-2

Configuring On-Demand Online Diagnostics 17-3

Scheduling Online Diagnostics 17-5

Configuring Health-Monitoring Diagnostics 17-5

How to Run Online Diagnostic Tests 17-6

Overview of Diagnostic Test Operation 17-6

Starting and Stopping Online Diagnostic Tests 17-6

Running All Online Diagnostic Tests 17-7

Displaying Online Diagnostic Tests and Test Results 17-8

How to Perform Memory Tests 17-24

How to Perform a Diagnostic Sanity Check 17-24

Onboard Failure Logging (OBFL) 18-1

Prerequisites for OBFL 18-1

Restrictions for OBFL 18-2

Information About OBFL 18-2

Overview of OBFL 18-2

Information about Data Collected by OBFL 18-2

Default Settings for OBFL 18-8

Enabling OBFL 18-9

Configuration Examples for OBFL 18-10

Enabling OBFL Message Logging: Example 18-10

OBFL Message Log: Example 18-10

OBFL Component Uptime Report: Example 18-10

OBFL Report for a Specific Time: Example 18-11

Switch Fabric Functionality 19-1

Prerequisites for Switch Fabric Functionality 19-1

Restrictions for Switch Fabric Functionality 19-1





















































55-25
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 55      Call Home
How to Configure Call Home

This example shows how to configure Call Home to use a VRF interface: 
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# call-home 
Router(cfg-call-home)# vrf call_home_vrf 
Router(cfg-call-home)# exit 
Router(config)# 

Configuring the Mail Server

To use the email message transport, perform this task: 

The following example shows the configuration of a primary mail server (named “smtp.example.com”) 
and secondary mail server at IP address 192.168.0.1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# call-home 
Router(cfg-call-home)# mail-server smtp.example.com priority 1 
Router(cfg-call-home)# mail-server 192.168.0.1 priority 2 
Router(cfg-call-home)# exit 
Router(config)#

Configuring a Destination Profile for Email

To configure a destination profile for email transport, complete this task:

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
Step 3 Router(cfg-call-home)# mail-server 

{ipv4-address | ipv6-address | name} 
priority number 

Specifies an email server and its relative priority among 
configured email servers, where:

• ipv4-address—Specifies an IPv4 address for the mail 
server. 

• ipv6-address—Specifies an IPv6 address for the mail 
server. 

• name—Specifies the mail server’s fully qualified 
domain name (FQDN) of 64 characters or less. 

• number—Assigns a number between 1 (highest 
priority) and 100 (lowest priority). Higher priority 
(lower priority numbers) are tried first.

• Repeat to define backup email servers (maximum four 
backup email servers, for a total of five email servers. 

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
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Configuring an Anonymous Mode Profile 
To configure an anonymous mode profile, perform this task:

Step 3 Router(cfg-call-home)# sender from 
email-address 

(Optional) Assigns the email address that will appear in the 
from field in Call Home email messages. If no address is 
specified, the contact email address is used. 

Step 4 Router(cfg-call-home)# sender reply-to 
email-address 

(Optional) Assigns the email address that will appear in the 
reply-to field in Call Home email messages. 

Step 5 Router(cfg-call-home)# source-ip-address 
ip_address 

(Optional) Assigns a source IPv4 or IPv6 address that will 
be used for Call Home email messages. 

Step 6 Router(cfg-call-home)# source-interface 
interface-name 

(Optional) Specifies the source interface name to send Call 
Home e-mail messages. If no source interface name or 
source ip address is specified, an interface in the routing 
table is used. 

Step 7 Router(config-call-home)# profile name Enters call home destination profile configuration mode for 
the specified destination profile name. If the specified 
destination profile does not exist, it is created.

Step 8 Router(cfg-call-home-profile)# destination 
transport-method email 

Configures the message transport method for email. (This is 
the default.) 

Step 9 Router(cfg-call-home-profile)# destination 
address email email_address 

Configures the destination email address to which Call 
Home messages are sent. 

Step 10 Router(cfg-call-home-profile)# destination 
preferred-msg-format 
{long-text | short-text | xml}

(Optional) Configures a preferred message format. The 
default is XML.

Step 11 Router(cfg-call-home-profile)# destination 
message-size bytes 

(Optional) Configures a maximum destination message size 
(from 50 to 3145728 bytes) for the destination profile. The 
default is 3145728 bytes.

Step 12 Router(cfg-call-home-profile)# active (Optional) Enables the destination profile. By default, a 
user-defined profile is enabled when it is created.

Step 13 Router(cfg-call-home-profile)# exit Exits call home destination profile configuration mode and 
returns to call home configuration mode.

Step 14 Router(cfg-call-home)# end Returns to privileged EXEC mode.

Command or Action Purpose

Command or Action Purpose
Step 1 configure terminal 

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home 

Example:
Router(config)# call-home

Enters the Call Home configuration submode.
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Configuring an HTTP Proxy Server 
To specify an HTTP proxy server for Call Home HTTP(S) messages, perform this task:

Configuring a Destination Profile to Send HTTP Messages
• Configuring the HTTP Source Interface, page 55-27 

• Configuring a Destination Profile for HTTP, page 55-28 

Configuring the HTTP Source Interface

To configure an HTTP client source interface, perform this task: 

Step 3 profile name 

Example:
Router(cfg-call-home) profile CiscoTAC-1

Selects the TAC profile and enters profile configuration 
mode. 

Step 4 anonymous-reporting-only 

Example:
Router(cfg-call-home-profile)# 
anonymous-reporting-only

Enables anonymous mode for TAC profile.

Note By default, CiscoTAC-1 profile sends a full report 
of all types of events subscribed in the profile. 
When anonymous-reporting-only is set, only 
crash, inventory, and test messages will be sent.

Command or Action Purpose

Command or Action Purpose
Step 1 configure terminal

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home

Example:
Router(config)# call-home

Enters Call Home configuration submode.

Step 3 http-proxy {ipv4-address | ipv6-address | name} port 
port-number

Example:
Router(cfg-call-home)# http-proxy 1.1.1.1 port 1

Specifies the proxy server for the HTTP request.

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip http client source-interface 

type number 
Configures the source interface for the HTTP client. If the 
interface is associated with a VRF instance, the HTTP 
messages use the VRF instance. 
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Configuring a Destination Profile for HTTP

To configure a destination profile for HTTP transport, perform this task: 

This example shows how to configure a destination profile for HTTP transport: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# destination transport-method http 
Router(cfg-call-home-profile)# destination address http https://example.url.com 
Router(cfg-call-home-profile)# destination preferred-msg-format xml 
Router(cfg-call-home-profile)# destination message-size 3,145,728 
Router(cfg-call-home-profile)# active 
Router(cfg-call-home-profile)# exit 
Router(cfg-call-home)# end 

Destination Profile Management 
• Activating and Deactivating a Destination Profile, page 55-29

• Copying a Destination Profile, page 55-29

• Renaming a Destination Profile, page 55-30

• Using the Predefined CiscoTAC-1 Destination Profile, page 55-30

• Verifying the Call Home Profile Configuration, page 55-30

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
Step 3 Router(config-call-home)# profile name Enters call home destination profile configuration mode for 

the specified destination profile. If the specified destination 
profile does not exist, it is created.

Step 4 Router(cfg-call-home-profile)# 
destination transport-method http 

Enables the HTTP message transport method. 

Step 5 Router(cfg-call-home-profile)# destination 
address http url 

Configures the destination URL to which Call Home 
messages are sent. 

Note When entering a destination URL, include either 
http:// or https://, depending on whether the server 
is a secure server. If the destination is a secure 
server, you must also configure a trustpoint CA.

Step 6 Router(cfg-call-home-profile)# 
destination preferred-msg-format 
{long-text | short-text | xml} 

(Optional) Configures a preferred message format. The 
default is XML.

Step 7 Router(cfg-call-home-profile)# 
destination message-size bytes 

(Optional) Configures a maximum destination message size 
for the destination profile. 

Step 8 Router(cfg-call-home-profile)# active Enables the destination profile. By default, a profile is 
enabled when it is created.

Step 9 Router(cfg-call-home-profile)# exit Exits call home destination profile configuration mode and 
returns to call home configuration mode.

Step 10 Router(cfg-call-home)# end Returns to privileged EXEC mode.
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Activating and Deactivating a Destination Profile

Except for the predefined CiscoTAC-1 profile, all Call Home destination profiles are automatically 
activated when you create them. If you do not want to use a profile right way, you can deactivate the 
profile. The CiscoTAC-1 profile is inactive by default and must be activated to be used.

To activate or deactivate a destination profile, perform this task:

This example shows how to activate a destination profile: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# active 
Router(cfg-call-home)# end 

This example shows how to deactivate a destination profile: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# no active 
Router(cfg-call-home)# end 

Copying a Destination Profile

To create a new destination profile by copying an existing profile, perform this task:  

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
Step 3 Router(config-call-home)# profile name Enters call home destination profile configuration mode for 

the specified destination profile. If the specified destination 
profile does not exist, it is created.

Step 4 Router(cfg-call-home-profile)# active Enables the destination profile. By default, a new profile is 
enabled when it is created.

Step 5 Router(cfg-call-home-profile)# no active Disables the destination profile.
Step 6 Router(cfg-call-home)# end Exits call home destination profile configuration mode and 

returns to privileged EXEC mode.

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
Step 3 Router(cfg-call-home)# copy profile 

source_profile target_profile 
Creates a new destination profile with the same 
configuration settings as the existing destination profile, 
where:

• source_profile—Specifies the existing name of the 
profile. 

• target_profile—Specifies a name for the new copy of 
the profile. 
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This example shows how to activate a destination profile: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# copy profile profile1 profile2 

Renaming a Destination Profile

To change the name of an existing profile, perform this task: 

This example shows how to activate a destination profile: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# rename profile profile1 profile2 

Using the Predefined CiscoTAC-1 Destination Profile

The CiscoTAC-1 profile is automatically configured in the Call Home feature for your use with the Cisco 
Smart Call Home service. This profile includes certain information, such as the destination email address 
and HTTPS URL, and default alert groups for communication with the Smart Call Home service. Some 
of these attributes, such as the destination email address, HTTPS URL, and message format cannot be 
modified.

You can use either email or http transport to communicate with the Smart Call Home service backend 
server. By default, the CiscoTAC-1 profile is inactive and uses email as the default transport method. To 
use email transport, you only need to enable the profile. However, to use this profile with the Cisco 
Smart Call Home service secure server (via HTTPS), you not only must enable the profile, but you must 
also change the transport method to HTTP as shown in the following example:
Router# configure terminal
Router(config)# call-home
Router(config-call-home)# profile CiscoTAC-1
Router(cfg-call-home-profile)# destination transport-method http
Router(cfg-call-home-profile)# active

For more information about additional requirements for Configuring the Smart Call Home service, see 
the “Smart Call Home Overview” section on page 55-42.

Verifying the Call Home Profile Configuration 

To verify the profile configuration for Call Home, use the show call-home profile command. See the 
“Verifying the Call Home Configuration” section on page 55-45 for more information and examples.

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# call-home Enters call home configuration mode.
Step 3 Router(cfg-call-home)# rename profile 

source_profile target_profile 
Renames an existing source file, where:

• source_profile—Specifies the existing name of the 
profile.

• target_profile—Specifies a new name for the existing 
profile.
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Subscribing to Alert Groups
• Overview of Alert Group Subscription, page 55-31

• Configuring Alert Group Subscription, page 55-31

• Periodic Notification, page 55-33

• Message Severity Thresholds, page 55-33

• Configuring the Snapshot Command List, page 55-35

• Enabling AAA Authorization to Run IOS Commands for Call Home Messages, page 55-35

• Configuring Syslog Pattern Matching, page 55-36

Overview of Alert Group Subscription
An alert group is a predefined subset of Call Home alerts supported in all switches. Different types of 
Call Home alerts are grouped into different alert groups depending on their type. These alert groups are 
available:

• Crash

• Configuration

• Diagnostic

• Environment

• Inventory

• Snapshot

• Syslog

The triggering events for each alert group are listed in the “Alert Group Trigger Events and Commands” 
section on page 55-5, and the contents of the alert group messages are listed in the “Message Contents” 
section on page 55-13. 

You can select one or more alert groups to be received by a destination profile. 

Note A Call Home alert is only sent to destination profiles that have subscribed to the alert group containing 
that Call Home alert. In addition, the alert group must be enabled.

Configuring Alert Group Subscription
To subscribe a destination profile to an alert group, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters configuration mode.
Step 2 Router(config)# call-home Enters Call Home configuration submode.
Step 3 Router(cfg-call-home)# alert-group {all | 

configuration | crash | diagnostic | environment 
| inventory | snapshot | syslog} 

Enables the specified alert group. Use the keyword all to 
enable all alert groups. By default, all alert groups are 
enabled.
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Step 4 Router(cfg-call-home)# profile name Enters the Call Home destination profile configuration 
submode for the specified destination profile.

Step 5 Router(cfg-call-home-profile)# 
subscribe-to-alert-group all 

Subscribes this destination profile to all available alert 
groups using the lowest severity. 

Note
• This command subscribes to the syslog debug default 

severity. This causes a large number of syslog 
messages to generate. You should subscribe to alert 
groups individually, using appropriate severity levels 
and patterns when possible.

• As an alternative, you can subscribe to alert groups 
individually by specific type, as described in the 
following steps. 

Step 6 Router(cfg-call-home-profile)# 
subscribe-to-alert-group configuration 
[periodic {daily hh:mm | monthly date hh:mm | 
weekly day hh:mm}]

Subscribes this destination profile to the Configuration 
alert group. The Configuration alert group can be 
configured for periodic notification, as described in the 
“Periodic Notification” section on page 55-33.

Step 7 subscribe-to-alert-group crash

Example:
Router(cfg-call-home-profile)# 
subscribe-to-alert-group crash 

Subscribes to the Crash alert group in user profile. By 
default, TAC profile subscribes to the Crash alert group 
and cannot be unsubscribed.

Step 8 Router(cfg-call-home-profile)# 
subscribe-to-alert-group diagnostic [severity 
{catastrophic | critical | debugging | disaster | 
fatal | major | minor | normal | notification | 
warning}] 

Subscribes this destination profile to the Diagnostic alert 
group. The Diagnostic alert group can be configured to 
filter messages based on severity, as described in the 
“Message Severity Thresholds” section on page 55-33.

Step 9 Router(cfg-call-home-profile)# 
subscribe-to-alert-group environment [severity 
{catastrophic | critical | debugging | disaster | 
fatal | major | minor | normal | notification | 
warning}] 

Subscribes this destination profile to the Environment 
alert group. The Environment alert group can be 
configured to filter messages based on severity, as 
described in the “Message Severity Thresholds” section 
on page 55-33.

Step 10 Router(cfg-call-home-profile)# 
subscribe-to-alert-group inventory [periodic 
{daily hh:mm | monthly date hh:mm | weekly day 
hh:mm}] 

Subscribes this destination profile to the Inventory alert 
group. The Inventory alert group can be configured for 
periodic notification, as described in the “Periodic 
Notification” section on page 55-33.

Step 11 subscribe-to-alert-group snapshot [periodic 
{daily hh:mm | hourly mm | interval mm | monthly 
date hh:mm | weekly day hh:mm}]

Example:
Router(cfg-call-home-profile)# 
subscribe-to-alert-group snapshot periodic daily 
12:00

Subscribes this destination profile to the Snapshot alert 
group. The Snapshot alert group can be configured for 
periodic notification, as described in the “Periodic 
Notification” section on page 55-33.

By default, the Snapshot alert group has no command to 
run. To have the output of commands appear in the 
snapshot message, add the commands into the alert group, 
as described in the “Configuring the Snapshot Command 
List” section on page 55-35. 

Command Purpose
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Periodic Notification 
When you subscribe a destination profile to either the configuration, snapshot, or inventory alert group 
(see the “Configuring Alert Group Subscription” section on page 55-31), you can choose to receive the 
alert group messages asynchronously or periodically at a specified time. The sending period can be one 
of the following:

• Daily—Specify the time of day to send, using an hour:minute format hh:mm, with a 24-hour clock 
(for example, 14:30).

• Weekly—Specify the day of the week and time of day in the format day hh:mm, where the day of 
the week is spelled out (for example, monday).

• Monthly—Specify the numeric date, from 1 to 31, and the time of day, in the format date hh:mm.

The Snapshot alert group supports these options: 

• Interval—Specifies the interval at which the periodic message is sent, from 1 to 60 minutes.

• Hourly—Specifies the minute of the hour at which the periodic message is sent, from 0 to 59 
minutes.

Message Severity Thresholds
When you subscribe a destination profile to the Diagnostic, Environment, or Syslog alert group (see the 
“Configuring Alert Group Subscription” section on page 55-31), you can set a threshold for the sending 
of alert group messages based on the message’s level of severity. Any message with a value lower than 
the destination profile’s specified threshold is not sent to the destination. 

The severity threshold is configured using the keywords in Table 55-13, and ranges from catastrophic 
(level 9, highest level of urgency) to debugging (level 0, lowest level of urgency). If no severity 
threshold is configured, the default is debugging (level 0).

Note Call Home severity levels are not the same as system message logging severity levels.

Step 12 Router(cfg-call-home-profile)# 
subscribe-to-alert-group syslog [severity 
{catastrophic | disaster | fatal | critical | 
major | minor | warning | notification | normal | 
debugging} [pattern string]] 

Subscribes this destination profile to the Syslog alert 
group. The Syslog alert group can be configured to filter 
messages based on severity, as described in the “Message 
Severity Thresholds” section on page 55-33. You can 
specify a pattern to be matched in the syslog message, as 
described in the “Configuring Syslog Pattern Matching” 
section on page 55-36. If the pattern contains spaces, you 
must enclose it in quotes (“”).

Step 13 Router(cfg-call-home-profile)# exit Exits the Call Home destination profile configuration 
submode.

Command Purpose

Table 55-13 Severity and Syslog Level Mapping

Level Keyword Syslog Level Description
9 catastrophic N/A Network-wide catastrophic failure.
8 disaster N/A Significant network impact.
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7 fatal Emergency (0) System is unusable.
6 critical Alert (1) Critical conditions, immediate attention needed.
5 major Critical (2) Major conditions.
4 minor Error (3) Minor conditions.
3 warning Warning (4) Warning conditions.
2 notification Notice (5) Basic notification and informational messages. 

Possibly independently insignificant.
1 normal Information (6) Normal event signifying return to normal state.
0 debugging Debug (7) Debugging messages.

Table 55-13 Severity and Syslog Level Mapping (continued)

Level Keyword Syslog Level Description
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Configuring the Snapshot Command List
To configure the snapshot command list, perform this task: 

Enabling AAA Authorization to Run IOS Commands for Call Home Messages 
To enable AAA authorization to run IOS commands that enable the collection of output for a Call Home 
message, perform this task: 

Command or Action Purpose
Step 1 configure terminal

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home

Example:
Router(config)# call-home

Enters Call Home configuration submode.

Step 3 alert-group-config snapshot

Example:
Router(cfg-call-home)# alert-group-config snapshot

Enters snapshot configuration mode.

The no or default command will remove all 
snapshot command.

Step 4 add-command command string

Example:
Router(cfg-call-home-snapshot)# add-command “show version” 

Adds the command to the Snapshot alert 
group. The no or default command will 
remove the corresponding command. 

• command string—IOS command. 
Maximum length is 128.

Step 5 exit

Example:
Router(cfg-call-home-snapshot)# exit 

Exits and saves the configuration.

Command or Action Purpose
Step 1 configure terminal

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home

Example:
Router(config)# call-home

Enters Call Home configuration submode.
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Configuring Syslog Pattern Matching
When you subscribe a destination profile to the Syslog alert group (see the “Configuring Alert Group 
Subscription” section on page 55-31), you can optionally specify a text pattern to be matched within 
each syslog message. If you configure a pattern, a Syslog alert group message will be sent only if it 
contains the specified pattern and meets the severity threshold. If the pattern contains spaces, you must 
enclose it in quotes (“”) when configuring it. You can specify up to five patterns for each destination 
profile.

Step 3 aaa-authorization

Example:
Router(cfg-call-home)# aaa-authorization

Enables AAA authorization.

Note By default, AAA authorization is 
disabled for Call Home.

Step 4 aaa-authorization [username username]

Example:
Router(cfg-call-home)# aaa-authorization 
username user

Specifies the username for authorization.

• username username—Default username is 
callhome. Maximum length is 64.

Command or Action Purpose
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Configuring Call Home Data Privacy 
The call home data privacy feature scrubs data that is potentially sensitive (for example, IP addresses) 
from running configuration files to protect customer privacy. 

The following example shows the command output sent in XML message format to the Cisco TAC 
backend server, with the SR number specified: 
Router# call-home send “show version; show run” http tac-service-request 123456 

The following example shows the command output sent to the Cisco TAC backend server through the 
HTTP protocol and forwarded to a user-specified email address: 
Router# call-home send “show version; show run” http destination-email-address 
user@company.com 

Enabling Call Home 
To enable the Call Home feature, perform this task:

Command or Action Purpose
Step 1 configure terminal

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home

Example:
Router(config)# call-home

Enters the Call Home configuration submode.

Step 3 data-privacy {level {normal | high} | hostname}

Example:
Router(cfg-call-home)# data-privacy level high

Scrubs data from running configuration file to protect 
customer privacy.

Note Enabling the data-privacy command can affect CPU 
utilization when scrubbing a large amount of data.

• normal (default)—Scrubs all normal-level commands.

• high—Scrubs all normal-level commands plus the IP 
domain name and IP address commands.

• hostname—Scrubs all high-level commands plus the 
hostname command.

Note In VSS mode, scrubbing the hostname from 
configuration messages can cause smart call home 
processing failure on the Cisco TAC backend 
server. 

Command Purpose
Step 1 Router# configure terminal Enters configuration mode.
Step 2 Router(config)# service call-home Enables the Call Home feature.
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Configuring Call Home Traffic Rate Limiting 
To configure Call Home traffic rate limiting, perform this task: 

This example shows how to configure Call Home traffic rate limiting: 
Router# configure terminal 
Router(config)# call-home 
Router(config-call-home)# profile test 
Router(cfg-call-home-profile)# rate-limit 20 

Configuring Syslog Throttling 
To enable call-home syslog message throttling, which avoids sending repetitive call-home syslog 
messages, perform this task: 

Testing Call Home Communications
• Sending a Call Home Test Message Manually, page 55-39

• Sending a Call Home Alert Group Message Manually, page 55-39

• Sending a Request for an Analysis and Report, page 55-40

• Sending the Output of a Command, page 55-41

Command Purpose
Step 1 Router# configure terminal Enters configuration mode.
Step 2 Router(config)# call-home Enters Call Home configuration submode.
Step 3 Router(cfg-call-home)# rate-limit number (Optional) Specifies a limit on the number of messages 

sent per minute, from 1 to 60. The default is 20.

Command or Action Purpose
Step 1 configure terminal

Example:
Router# configure terminal

Enters configuration mode.

Step 2 call-home

Example:
Router(config)# call-home

Enters Call Home configuration submode.

Step 3 syslog-throttling

Example:
Router(cfg-call-home)# syslog-throttling

Enables call-home syslog message throttling, 
which avoids sending repetitive call-home 
syslog messages. By default, syslog message 
throttling is enabled.
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Sending a Call Home Test Message Manually
To manually send a Call Home test message, perform this task:

Sending a Call Home Alert Group Message Manually
To manually trigger a Call Home alert group message, perform this task:

• Only the configuration, diagnostic, and inventory alert groups can be sent manually. 

• When you manually trigger a configuration, diagnostic, or inventory alert group message and you 
specify a destination profile name, a message is sent to the destination profile regardless of the 
profile’s active status, subscription status, or severity setting.

• When you manually trigger a configuration or inventory alert group message and do not specify a 
destination profile name, a message is sent to all active profiles that have either a normal or periodic 
subscription to the specified alert group.

• When you manually trigger a diagnostic alert group message and do not specify a destination profile 
name, the command will cause the following actions:

– For any active profile that subscribes to diagnostic events with a severity level of less than 
minor, a message is sent regardless of whether the module or interface has observed a diagnostic 
event.

– For any active profile that subscribes to diagnostic events with a severity level of minor or 
higher, a message is sent only if the specified module or interface has observed a diagnostic 
event of at least the subscribed severity level; otherwise, no diagnostic message is sent to the 
destination profile.

Command Purpose
Router# call-home test ["test-message"] profile name Sends a test message to the specified destination profile. The 

user-defined test message text is optional, but must be 
enclosed in quotes (“”) if it contains spaces. If no user-defined 
message is configured, a default message will be sent.

Command Purpose
Step 1 Router# call-home send alert-group configuration 

[profile name]
Sends a configuration alert group message to one 
destination profile if specified, or to all subscribed 
destination profiles.

Step 2 Router# call-home send alert-group 
{crash | diagnostic | snapshot} {module number | 
slot/subslot | slot/bay_number | switch x module 
number} [profile name]

Sends a diagnostic alert group message to the configured 
destination profile if specified, or to all subscribed 
destination profiles. You must specify the module or port 
whose diagnostic information should be sent. If a virtual 
switching system (VSS) is used, you must specify the 
switch and module.

Step 3 Router# call-home send alert-group inventory 
[profile name]

Sends an inventory alert group message to one destination 
profile if specified, or to all subscribed destination 
profiles.
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Sending a Request for an Analysis and Report
To submit a request for report and analysis information from the Cisco Output Interpreter tool, perform 
this task:

• If a profile name is specified, the request will be sent to the profile. If no profile is specified, the 
request will be sent to the Cisco TAC profile. The recipient profile does not need to be enabled for 
the call-home request. The profile should specify the email address where the transport gateway is 
configured so that the request message can be forwarded to the Cisco TAC and the user can receive 
the reply from the Smart Call Home service.

• The ccoid user-id is the registered identifier of the Smart Call Home user. If the user-id is specified, 
the response will be sent to the email address of the registered user. If no user-id is specified, the 
response will be sent to the contact email address of the device. 

• Based on the keyword specifying the type of report requested, the following information will be 
returned:

– config-sanity—Information on best practices as related to the current running configuration.

– bugs-list—Known bugs in the running version and in the currently applied features.

– command-reference—Reference links to all commands in the running configuration. 

– product-advisory—Product Security Incident Response Team (PSIRT) notices, End of Life 
(EOL) or End of Sales (EOS) notices, or field notices (FN) that may affect devices in your 
network. 

This example shows a request for analysis of a user-specified show command:
Router# call-home request output-analysis "show diagnostic result module all" profile TG

Command Purpose
Step 1 Router# call-home request output-analysis 

"show-command" [profile name] [ccoid user-id] 
Sends the output of the specified show command for 
analysis. The show command must be contained in quotes 
(“”).

Step 2 Router# call-home request {config-sanity | 
bugs-list | command-reference | product-advisory}
[profile name] [ccoid user-id]

Sends the output of a predetermined set of commands such 
as the show running-config all, show version, and show 
module (standalone) or show module switch all (VS 
system) commands, for analysis. Specifies the type of 
report requested.
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Sending the Output of a Command
To execute one or more CLI commands and send the command output through HTTP or e-mail, perform 
this task: 

The following example shows how to send the output of a command to a user-specified e-mail address:
Router# call-home send “show diag” email support@example.com

The following example shows the command output sent in long-text format to attach@cisco.com, with 
the SR number specified:
Router# call-home send “show version; show run” tac-service-request 123456

The following example shows the command output sent in XML message format to callhome@cisco.com: 
Router# call-home send “show version; show run” email callhome@cisco.com msg-format xml 

The following example shows the command output sent in XML message format to the Cisco TAC 
backend server, with the SR number specified: 
Router# call-home send "show version; show run" http tac-service-request 123456 

The following example shows the command output sent to the Cisco TAC backend server through the 
HTTP protocol and forwarded to a user-specified email address: 
Router# call-home send "show version; show run" http destination-email-address 
user@company.com 

Command Purpose
Router# call-home send {cli command | cli list} 
[email email msg-format {long-text | xml} | http 
{destination-email-address email}] 
[tac-service-request SR#] 

Executes the CLI or CLI list and sends output via e-mail or 
HTTP.

• {cli command | cli command list}—Specifies the IOS 
command or list of IOS commands (separated by ‘;’). It 
can be any run command, including commands for all 
modules. The commands must be contained in quotes 
(“”).

• Without the email or http keywords, the output is sent in 
long-text format with the specified service request 
number to the Cisco TAC (attach@cisco.com). 

• email email msg-format {long-text | xml}—The email 
keyword and an e-mail address sends the command 
output that address. 

• http {destination-email-address email}—The http 
keyword sends the command output the to Smart Call 
Home backend server (URL specified in TAC profile) in 
XML format. To have the backend server forward the 
message to an e-mail address, specify 
destination-email-address email . The e-mail address, 
the service request number, or both must be specified.

• tac-service-request SR#—Specifies the service request 
number. The service request number is required if the 
e-mail address is not specified or if a Cisco TAC email 
address is specified.
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Configuring the Smart Call Home Service
• Smart Call Home Overview, page 55-42 

• Smart Call Home Service Prerequisites, page 55-42 

• Configuring Smart Call Home with a Single Command, page 55-43 

• Enabling the Smart Call Home Service, page 55-44 

• Start Smart Call Home Registration, page 55-45 

Note Configuring Smart Call Home with a Single Command is an alternative to Enabling the Smart Call Home 
Service and Start Smart Call Home Registration. 

Smart Call Home Overview 
For application and configuration information of the Cisco Smart Call Home service, see the “Quick 
Start for Smart Call Home” section of the Smart Call Home User Guide:

http://www.cisco.com/en/US/docs/switches/lan/smart_call_home/SCH31_Ch1.html#Quick_Start_for_Smar
t_Call_Home 

The user guide includes configuration examples for sending Smart Call Home messages directly from 
your device or through a transport gateway (TG) aggregation point. You can use a TG aggregation point 
in cases requiring support for multiple devices or in cases where security requirements mandate that your 
devices may not be connected directly to the Internet.

Because the Smart Call Home service uses HTTPS as the transport method, you must also configure its 
CA as a trustpoint, as described in the Smart Call Home User Guide.

Tip From the Smart Call Home website, you can download a basic configuration script to assist you in the 
configuration of the Call Home feature for use with Smart Call Home service and the Cisco TAC. The 
script also assists in configuring the trustpoint CA for secure communications with the Smart Call Home 
service. The script, provided on an as-is basis, can be downloaded from a link under the “Smart Call 
Home Resources” heading at: 
https://supportforums.cisco.com/community/netpro/solutions/smart_services/smartcallhome 

Smart Call Home Service Prerequisites
• Verify that you have an active Cisco Systems service contract for the device being configured.

• Verify that you have IP connectivity to the Cisco HTTPS server.

• Obtain the latest Cisco Systems server security certificate. 
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    SysLog      0                    0                    0                    
    Test        0                    0                    0                    
    Request     0                    0                    0                    
    Send-CLI    1                    1                    0                    

Total In-Queue  0                    0                    0                    
    Config      0                    0                    0                    
    Crash       0                    0                    0                    
    Diagnostic  0                    0                    0                    
    Environment 0                    0                    0                    
    Inventory   0                    0                    0                    
    Snapshot    0                    0                    0                    
    SysLog      0                    0                    0                    
    Test        0                    0                    0                    
    Request     0                    0                    0                    
    Send-CLI    0                    0                    0                    

Total Failed    0                    0                    0                    
    Config      0                    0                    0                    
    Crash       0                    0                    0                    
    Diagnostic  0                    0                    0                    
    Environment 0                    0                    0                    
    Inventory   0                    0                    0                    
    Snapshot    0                    0                    0                    
    SysLog      0                    0                    0                    
    Test        0                    0                    0                    
    Request     0                    0                    0                    
    Send-CLI    0                    0                    0                    

Total Ratelimit
      -dropped  0                    0                    0                    
    Config      0                    0                    0                    
    Crash       0                    0                    0                    
    Diagnostic  0                    0                    0                    
    Environment 0                    0                    0                    
    Inventory   0                    0                    0                    
    Snapshot    0                    0                    0                    
    SysLog      0                    0                    0                    
    Test        0                    0                    0                    
    Request     0                    0                    0                    
    Send-CLI    0                    0                    0                    

Last call-home message sent time: 2012-10-22 21:35:48 GMT+08:00

Example 55-8 Call Home Statistics Detail 

Router# show call-home statistics detail 
Type/Subtype           Total                Email                HTTP
-------------------   -------------------- -------------------- ------------------
Total Success         1                    1                    0                    
 Config/delta         0                    0                    0                    
 Config/full          0                    0                    0                    
 Crash/module crash   0                    0                    0                    
 Crash/system crash   0                    0                    0                    
 Crash/traceback      0                    0                    0                    
 Diagnostic           0                    0                    0                    
 Environment          0                    0                    0                    
 Inventory/delta      0                    0                    0                    
 Inventory/full       0                    0                    0                    
 Snapshot             0                    0                    0                    
 SysLog               0                    0                    0                    
 Test                 0                    0                    0                    
 Request              0                    0                    0                    
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 Send-CLI             1                    1                    0                    

Total In-Queue        0                    0                    0                    
 Config/delta         0                    0                    0                    
 Config/full          0                    0                    0                    
 Crash/module crash   0                    0                    0                    
 Crash/system crash   0                    0                    0                    
 Crash/traceback      0                    0                    0                    
 Diagnostic           0                    0                    0                    
 Environment          0                    0                    0                    
 Inventory/delta      0                    0                    0                    
 Inventory/full       0                    0                    0                    
 Snapshot             0                    0                    0                    
 SysLog               0                    0                    0                    
 Test                 0                    0                    0                    
 Request              0                    0                    0                    
 Send-CLI             0                    0                    0                    

Total Failed          0                    0                    0                    
 Config/delta         0                    0                    0                    
 Config/full          0                    0                    0                    
 Crash/module crash   0                    0                    0                    
 Crash/system crash   0                    0                    0                    
 Crash/traceback      0                    0                    0                    
 Diagnostic           0                    0                    0                    
 Environment          0                    0                    0                    
 Inventory/delta      0                    0                    0                    
 Inventory/full       0                    0                    0                    
 Snapshot             0                    0                    0                    
 SysLog               0                    0                    0                    
 Test                 0                    0                    0                    
 Request              0                    0                    0                    
 Send-CLI             0                    0                    0                    

Total Ratelimit
      -dropped        0                    0                    0                    
 Config/delta         0                    0                    0                    
 Config/full          0                    0                    0                    
 Crash/module crash   0                    0                    0                    
 Crash/system crash   0                    0                    0                    
 Crash/traceback      0                    0                    0                    
 Diagnostic           0                    0                    0                    
 Environment          0                    0                    0                    
 Inventory/delta      0                    0                    0                    
 Inventory/full       0                    0                    0                    
 Snapshot             0                    0                    0                    
 SysLog               0                    0                    0                    
 Test                 0                    0                    0                    
 Request              0                    0                    0                    
 Send-CLI             0                    0                    0                    

Last call-home message sent time: 2012-10-22 21:35:48 GMT+08:00

Router#

Example 55-9 Call Home Statistics profile campus-noc 

Router#show call-home statistics profile campus-noc 
                                                     Rate-limit   Last msg sent
Type/Subtype       Subscribe Success Inqueue Failed  Drop          (GMT+08:00)
------------------ -------------------------------------------------------------
Config/delta       normal    0       0       0       0                n/a
Config/full        bootup    0       0       0       0                n/a
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Config/full        ondemand  0       0       0       0                n/a
Config/full        periodic  0       0       0       0                n/a
Crash/module crash normal    0       0       0       0                n/a
Crash/system crash normal    0       0       0       0                n/a
Crash/system crash ondemand  0       0       0       0                n/a
Crash/traceback    normal    0       0       0       0                n/a
Diagnostic         normal    0       0       0       0                n/a
Diagnostic         ondemand  0       0       0       0                n/a
Environment        normal    0       0       0       0                n/a
Inventory/delta    normal    0       0       0       0                n/a
Inventory/full     bootup    0       0       0       0                n/a
Inventory/full     ondemand  0       0       0       0                n/a
Inventory/full     periodic  0       0       0       0                n/a
Snapshot           normal    0       0       0       0                n/a
Snapshot           ondemand  0       0       0       0                n/a
SysLog             normal    0       0       0       0                n/a
Test               normal    0       0       0       0                n/a
Request            normal    0       0       0       0                n/a

Router# 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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System Event Archive (SEA) 

• Information About the System Event Archive, page 56-1

• How to Display the SEA Logging System, page 56-2

• How to Copy the SEA To Another Device, page 56-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Information About the System Event Archive
The primary method of discovering the cause of system failure is system messages. When system 
messages do not provide the information needed to determine the cause of a failure, you can enable 
debug traces and attempt to recreate the failure. However, there are several situations in which neither 
of the above methods provides an optimum solution:

• Reviewing a large number of system messages can be an inefficient method of determing the cause 
of a failure.

• Debug trace is usually not configured by default.

• You cannot recreate the failure while using debug trace.

• Using debug trace is not an option if the switch on which the failure has occurred is part of your 
critical network.

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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The SEA enables each of the CPUs on a switch to report events to the management processor using an 
out-of-band interface. Each event is logged in nonvolatile memory with a time stamp. You can retrieve 
the event log by accessing the bootflash on the device, or you can copy the log to another location such 
as a removable storage device.

The SEA maintains two files in the bootdisk, using up to 32 MB. These files contain the most recent 
messages recorded to the log:

• sea_log.dat—Applications store the most recent system events in this file.

• sea_console.dat—The most recent console messages are stored in this file.

These files are for system use and should not be removed.

How to Display the SEA Logging System
To display the SEA logging system, perform this task:

The following example shows how to display the SEA:
Router# show logging system
SEQ: MM/DD/YY HH:MM:SS MOD/SUB: SEV, COMP,    MESSAGE
===================================================== 
 
1: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, syndiagSyncPinnacle failed in slot 6
 
2: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1
 
3: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1
 
4: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1
 
5: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1
 
6: 01/24/07 15:38:40   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1
 
7: 01/24/07 15:38:39   6/-1 : MAJ, GOLD, queryHyperionSynched[6]: Hyperion out of sync in sw_mode 1

The following example shows how to display the SEA logging system disk:
Router# show logging system disk
SEA log disk: bootdisk:

The following example shows how to display the current size of the SEA:
Router# show logging system size
SEA log size: 33554432 bytes

Command Purpose
Router# show logging system [disk | size] Displays the contents of the SEA. 

(Optional) Use the keyword disk to display the 
location where the SEA is stored. Use the keyword size 
to display the current size of the SEA.

Router# clear logging system Removes the event records stored in the SEA.
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The following example shows how to clear the SEA:
Router# clear logging system
Clear logging system operation will take a while.
Do you want to continue? [no]: yes
Router#

How to Copy the SEA To Another Device
To copy the SEA to another device, such as a removeable memory device, perform this task: 

The valid values for file_system are:

• bootflash: 

• disk0: 

• disk1: 

• ftp: 

• http: 

• https: 

• rcp: 

• slavebootflash: 

• slavedisk0: 

• slavedisk1: 

• slavebootdisk: 

• slavebootflash: 

• bootdisk: 

• bootflash: 

• tftp: 

The following example shows how to copy the SEA to the disk0 file system:
Router# copy logging system disk0:
Destination filename [sea_log.dat]? 
Copy in 
progress...CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC
33554432 bytes copied in 112.540 secs (298156 bytes/sec)

Command Purpose
Router# copy logging system file_system Copies the contents of the SEA to the specified destination file system or 

process.
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The following example shows how to copy the SEA using the remote file copy function (rcp):
Router# copy logging system rcp:
Address or name of remote host []? 192.0.2.1
Destination username [Router]? username1
Destination filename [sea_log.dat]? /auto/tftpboot-users/username1/sea_log.dat
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
33554432 bytes copied in 48.172 secs (696555 bytes/sec)

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Backplane Traffic Monitoring, page 57-1

• Restrictions for Backplane Traffic Monitoring, page 57-2

• Information About Traffic Monitoring, page 57-2

• Default Settings for Backplane Traffic Monitoring, page 57-2

• How to Configure Backplane Traffic Monitoring, page 57-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Backplane Traffic Monitoring 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for Backplane Traffic Monitoring 
The syslog message buffer is limited in size. To reduce false alarms and the number of syslog messages, 
use the following guidelines:

• Traffic can occur in bursts. If a small number of bursts occur in a monitoring interval, it does not 
represent a capacity overload issue for the system; the hardware buffers are able to absorb the effects 
and not cause packet drops. For an example, if you set a monitoring interval to 10 seconds and the 
threshold to 80 percent, there are a total of 10 traffic utilization readings. Assume only 2 of the 
readings reached 90 percent and the other 8 readings are 20 percent. If the peak threshold of 
90 percent is used to compare with the threshold, an unwanted warning syslog message is generated. 
It is better to use the average 34 percent of the 10 readings to compare with the threshold and not 
generate warning messages in this case. If the peak value comparison is really needed, you can set 
the interval to 1 second. Setting the interval to 1 second compares the reading directly with the 
threshold.

• The number of syslog messages that generate syslog messages are from below the threshold and 
above the threshold. 

Information About Traffic Monitoring
Backplane Traffic Monitoring can monitor the backplane and fabric-channel traffic utilization at a 
configured interval and threshold.

Traffic monitoring allows the switch to monitor the backplane and fabric channel traffic utilization at a 
configured interval and threshold. Syslog messages are generated when the traffic utilization is above or 
below the configured threshold. The following examples show several types of syslog messages:

• 00:08:03: %TRAFFIC_UTIL-SP-4-MONITOR_BACKPLANE_REACH_THR: Backplane traffic 
utilization is 26%, reached threshold(20%) within 10 second interval

• 00:08:13: %TRAFFIC_UTIL-SP-4-MONITOR_BACKPLANE_BELOW_THR: Backplane traffic 
utilization is 18%, below threshold(20%) within 10 second interval

• 00:08:44: %TRAFFIC_UTIL-SP-4-MONITOR_FABRIC_IG_REACH_THR: Module 1, Channel 0 
ingress traffic utilization is 5%, reached threshold(3%) within 30 second interval

• 00:08:44: %TRAFFIC_UTIL-SP-4-MONITOR_FABRIC_EG_REACH_THR: Module 1, Channel 
0 egress traffic utilization is 5%, reached threshold(3%) within 30 second interval

• 00:09:14: %TRAFFIC_UTIL-SP-4-MONITOR_FABRIC_IG_BELOW_THR: Module 1, Channel 0 
ingress traffic utilization is 1%, below threshold(3%) within 30 second interval

• 00:09:14: %TRAFFIC_UTIL-SP-4-MONITOR_FABRIC_EG_BELOW_THR: Module 1, Channel 
0 egress traffic utilization is 1%, below threshold(3%) within 30 second interval

Default Settings for Backplane Traffic Monitoring 
• The default threshold is 80 percent.

• Traffic monitor is off by default.
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How to Configure Backplane Traffic Monitoring
To configure the Backplane Traffic Monitoring feature, perform one or more of the following tasks:

When configuring a range of interfaces, you can enter the mod-num as a list or a range. Separate each 
entry with a comma and each range with a hyphen (-). For example, 1,3,5-9,12. 

The following example shows how to enable backplane traffic utilization monitoring:
Router(config)# monitor traffic-util backplane logging interval 50 threshold 100

The following example shows how to disable backplane traffic utilization monitoring:
Router(config)# no monitor traffic-util backplane

The following example shows how to specify the fabric channel traffic utilization monitor interval and 
threshold for a fabric channel on a specific module:
Router(config)# monitor traffic-util fabric module 8 channel both direction both interval 
50 threshold 60

The following example shows how to specify the fabric channel traffic utilization monitor threshold for 
a specific fabric channel and for egress traffic only:
Router(config)# monitor traffic-util fabric module 6 channel 0 direction egress interval 
100 threshold 90

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Router(config)# monitor traffic-util backplane 
interval interval threshold percentage

Configures the backplane utilization traffic monitoring.

Router(config)# monitor traffic-util fabric module 
{mod-num | all} {channel {0|1|both}} {direction 
{egress | ingress | both}} [interval interval 
threshold percentage]

Configures the fabric channel utilization traffic monitoring.

Router(config)# monitor traffic-util fabric logging 
interval second 

Configures the fabric channel utilization traffic monitor 
SYSLOG interval when the traffic utilization is in the crossed 
state.

Router(config)# monitor traffic-util backplane 
logging interval second 

Configures the traffic monitor backplane SYSLOG interval 
when the traffic utilization is in the crossed state.

Router# show catalyst6000 traffic-meter Displays the percentage of the backplane (shared bus) 
utilization and traffic monitor status information. 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Local SPAN, RSPAN, and ERSPAN, page 58-1

• Restrictions for Local SPAN, RSPAN, and ERSPAN, page 58-2

• Information About Local SPAN, RSPAN, and ERSPAN, page 58-7

• Default Settings for Local SPAN, RSPAN, and ERSPAN, page 58-12

• How to Configure Local SPAN, RSPAN, and ERSPAN, page 58-12

• Verifying the SPAN Configuration, page 58-31

• Configuration Examples for SPAN, page 58-31

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Local SPAN, RSPAN, and ERSPAN 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for Local SPAN, RSPAN, and ERSPAN 
• Feature Incompatibilities, page 58-2

• Local SPAN, RSPAN, and ERSPAN Session Limits, page 58-3

• Local SPAN, RSPAN, and ERSPAN Interface Limits, page 58-3

• General Restrictions for Local SPAN, RSPAN, and ERSPAN, page 58-3

• Restrictions for VSPAN, page 58-5

• Restrictions for RSPAN, page 58-5

• Restrictions for ERSPAN, page 58-6

• Restrictions for Distributed Egress SPAN Mode, page 58-7

Feature Incompatibilities
• Egress SPAN is not supported in egress multicast mode. (CSCsa95965)

• Unknown unicast flood blocking (UUFB) ports cannot be RSPAN or local SPAN egress-only 
destinations. (CSCsj27695)

• A port-channel interface (an EtherChannel) can be a SPAN source, but you cannot configure active 
member ports of an EtherChannel as SPAN source ports. Inactive member ports of an EtherChannel 
can be configured as SPAN sources but they are put into the suspended state and carry no traffic.

• These features are incompatible with SPAN destinations:

– Private VLANs

– IEEE 802.1X port-based authentication

– Port security

– Spanning Tree Protocol (STP) and related features (PortFast, PortFast BPDU filtering, BPDU 
Guard, UplinkFast, BackboneFast, EtherChannel Guard, Root Guard, Loop Guard)

– VLAN trunk protocol (VTP)

– Dynamic trunking protocol (DTP)

– IEEE 802.1Q tunneling

• The dot1ad uni command (see Chapter 42, “Ethernet Virtual Connections (EVCs)”) imposes these 
SPAN restrictions:

– The dot1ad uni command does not restrict egress SPAN configuration.

– The dot1ad uni command does not restrict RSPAN ingress SPAN source port configuration, but 
source VLAN filtering does not get applied to traffic from RSPAN ingress SPAN source ports 
that are configured with the dot1ad uni command.

– Ports that are configured with the dot1ad uni command cannot be used as local SPAN or 
ERSPAN ingress SPAN source ports.
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Note • SPAN destinations can participate in IEEE 802.3Z flow control.

• IP multicast switching using egress packet replication is not compatible with SPAN. In some cases, 
egress replication can result in multicast packets not being sent to the SPAN destination port. If you 
are using SPAN and your switching modules are capable of egress replication, enter the platform 
ip multicast replication-mode ingress command to force ingress replication.

Local SPAN, RSPAN, and ERSPAN Session Limits

Local SPAN, RSPAN, and ERSPAN Interface Limits

General Restrictions for Local SPAN, RSPAN, and ERSPAN 
• A SPAN destination that is copying traffic from a single egress SPAN source port sends only egress 

traffic to the network analyzer. If you configure more than one egress SPAN source port, the traffic 
that is sent to the network analyzer also includes these types of ingress traffic that were received 
from the egress SPAN source ports:

– Any unicast traffic that is flooded on the VLAN

– Broadcast and multicast traffic

This situation occurs because an egress SPAN source port receives these types of traffic from the 
VLAN but then recognizes itself as the source of the traffic and drops it instead of sending it back 
to the source from which it was received. Before the traffic is dropped, SPAN copies the traffic and 
sends it to the SPAN destination. (CSCds22021)

Total Sessions 

Local and Source Sessions Destination Sessions
Local SPAN,
RSPAN Source,
ERSPAN Source 
Ingress or Egress or Both Local SPAN Egress-Only RSPAN ERSPAN 

80 2 14 64 23

In Each Local 
SPAN Session

In Each RSPAN 
Source Session

In Each 
ERSPAN 
Source Session

In Each RSPAN 
Destination 
Session

In Each 
ERSPAN 
Destination 
Session

Egress or “both” sources 128 128 128 — —
Ingress sources 128 128 128 — —
RSPAN and ERSPAN 
destination session sources

— — — 1 RSPAN VLAN 1 IP address

Destinations per session 64 1 RSPAN VLAN 1 IP address 64 64
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• Entering additional monitor session commands does not clear previously configured SPAN 
parameters. You must enter the no monitor session command to clear configured SPAN parameters. 

• Connect a network analyzer to the SPAN destinations.

• Within a SPAN session, all of the SPAN destinations receive all of the traffic from all of the SPAN 
sources, except when source-VLAN filtering is configured on the SPAN source.

• You can configure destination trunk VLAN filtering to select which traffic is transmitted from the 
SPAN destination.

• You can configure both Layer 2 LAN ports (LAN ports configured with the switchport command) 
and Layer 3 LAN ports (LAN ports not configured with the switchport command) as sources or 
destinations.

• You cannot mix individual source ports and source VLANs within a single session.

• If you specify multiple ingress source ports, the ports can belong to different VLANs.

• Within a session, you cannot configure both VLANs as SPAN sources and do source VLAN 
filtering. You can configure VLANs as SPAN sources or you can do source VLAN filtering of traffic 
from source ports and EtherChannels, but not both in the same session.

• You cannot configure source VLAN filtering for internal VLANs.

• When enabled, local SPAN, RSPAN, and ERSPAN use any previously entered configuration. 

• When you specify sources and do not specify a traffic direction (ingress, egress, or both), “both” is 
used by default.

• SPAN copies Layer 2 Ethernet frames, but SPAN does not copy source trunk port 802.1Q tags. You 
can configure destinations as trunks to send locally tagged traffic to the traffic analyzer. 

Note A destination configured as a trunk tags traffic from a Layer 3 LAN source with the internal 
VLAN used by the Layer 3 LAN source.

• Local SPAN sessions, RSPAN source sessions, and ERSPAN source sessions do not copy locally 
sourced RSPAN VLAN traffic from source trunk ports that carry RSPAN VLANs.

• Local SPAN sessions, RSPAN source sessions, and ERSPAN source sessions do not copy locally 
sourced ERSPAN GRE-encapsulated traffic from source ports.

• A port or EtherChannel can be a SPAN destination for only one SPAN session. SPAN sessions 
cannot share destinations.

• SPAN destinations cannot be SPAN sources. 

• Destinations never participate in any spanning tree instance. Local SPAN includes BPDUs in the 
monitored traffic, so any BPDUs seen on the destination are from the source. RSPAN does not 
support BPDU monitoring.

• All packets forwarded through the switch for transmission from a port that is configured as an egress 
SPAN source are copied to the SPAN destination, including packets that do not exit the switch 
through the egress port because STP has put the egress port into the blocking state, or on an egress 
trunk port because STP has put the VLAN into the blocking state on the trunk port.

• Local-Tx span with fex host port as span destination will not work due to hardware limitation.
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Restrictions for VSPAN 

Note Local SPAN, RSPAN, and ERSPAN all support VSPAN.

• VSPAN sessions do not support source VLAN filtering.

• For VSPAN sessions with both ingress and egress configured, two packets are forwarded from the 
destination to the analyzer if the packets get switched on the same VLAN (one as ingress traffic from 
the ingress port and one as egress traffic from the egress port).

• VSPAN only monitors traffic that leaves or enters Layer 2 ports in the VLAN. 

– If you configure a VLAN as an ingress source and traffic gets routed into the monitored VLAN, 
the routed traffic is not monitored because it never appears as ingress traffic entering a Layer 2 
port in the VLAN.

– If you configure a VLAN as an egress source and traffic gets routed out of the monitored VLAN, 
the routed traffic is not monitored because it never appears as egress traffic leaving a Layer 2 
port in the VLAN.

Restrictions for RSPAN 
• All participating switches must be connected by Layer 2 trunks.

• Any network device that supports RSPAN VLANs can be an RSPAN intermediate device.

• Networks impose no limit on the number of RSPAN VLANs that the networks carry.

• Intermediate network devices might impose limits on the number of RSPAN VLANs that they can 
support.

• You must configure the RSPAN VLANs in all source, intermediate, and destination network 
devices. If enabled, the VLAN Trunking Protocol (VTP) can propagate configuration of VLANs 
numbered 1 through 1024 as RSPAN VLANs. You must manually configure VLANs numbered 
higher than 1024 as RSPAN VLANs on all source, intermediate, and destination network devices.

• If you enable VTP and VTP pruning, RSPAN traffic is pruned in the trunks to prevent the unwanted 
flooding of RSPAN traffic across the network.

• RSPAN VLANs can be used only for RSPAN traffic.

• Do not configure a VLAN used to carry management traffic as an RSPAN VLAN.

• Do not assign access ports to RSPAN VLANs. RSPAN puts access ports in an RSPAN VLAN into 
the suspended state.

• Do not configure any ports in an RSPAN VLAN except trunk ports selected to carry RSPAN traffic.

• MAC address learning is disabled in the RSPAN VLAN.

• You can use output access control lists (ACLs) on the RSPAN VLAN in the RSPAN source switch 
to filter the traffic sent to an RSPAN destination.

• RSPAN does not support BPDU monitoring.

• Do not configure RSPAN VLANs as sources in VSPAN sessions.

• You can configure any VLAN as an RSPAN VLAN as long as all participating network devices 
support configuration of RSPAN VLANs and you use the same RSPAN VLAN for each RSPAN 
session in all participating network devices.
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Restrictions for ERSPAN 
• For ERSPAN packets, the “protocol type” field value in the GRE header is 0x88BE. 

• The payload of a Layer 3 ERSPAN packet is a copied Layer 2 Ethernet frame, excluding any 802.1Q 
tags.

• ERSPAN adds a 50-byte header to each copied Layer 2 Ethernet frame and replaces the 4-byte cyclic 
redundancy check (CRC) trailer.

• ERSPAN supports jumbo frames that contain Layer 3 packets of up to 9,202 bytes. If the length of 
the copied Layer 2 Ethernet frame is greater than 9,170 (9,152-byte Layer 3 packet), ERSPAN 
truncates the copied Layer 2 Ethernet frame to create a 9,202-byte ERSPAN Layer 3 packet.

Note The Layer 3 IP header in truncated packets retains the nontruncated Layer 3 packet size. The 
length consistency check between the Layer 2 frame and the Layer 3 packet on ERSPAN 
destinations that are switches drops truncated ERSPAN packets unless you configure the no 
platform verify ip length consistent global configuration command on the ERSPAN 
destination switch. 

• Regardless of any configured MTU size, ERSPAN creates Layer 3 packets that can be as long as 
9,202 bytes. ERSPAN traffic might be dropped by any interface in the network that enforces an 
MTU size smaller than 9,202 bytes.

• With the default MTU size (1,500 bytes), if the length of the copied Layer 2 Ethernet frame is 
greater than 1,468 bytes (1,450-byte Layer 3 packet), the ERSPAN traffic is dropped by any 
interface in the network that enforces the 1,500-byte MTU size. 

Note The mtu interface command and the system jumbomtu command (see the “Configuring 
Jumbo Frame Support” section on page 11-6) set the maximum Layer 3 packet size (default 
is 1,500 bytes, maximum is 9,216 bytes). 

• All participating switches must be connected at Layer 3 and the network path must support the size 
of the ERSPAN traffic. 

• ERSPAN does not support packet fragmentation. The “do not fragment” bit is set in the IP header 
of ERSPAN packets. ERSPAN destination sessions cannot reassemble fragmented ERSPAN 
packets.

• ERSPAN traffic is subject to the traffic load conditions of the network. You can set the ERSPAN 
packet IP precedence or DSCP value to prioritize ERSPAN traffic for QoS.

• The only supported destination for ERSPAN traffic is an ERSPAN destination session.

• All ERSPAN source sessions on a switch must use the same origin IP address, configured with the 
origin ip address command (see the “Configuring ERSPAN Source Sessions” section on 
page 58-26).

• All ERSPAN destination sessions on a switch must use the same IP address on the same destination 
interface. You enter the destination interface IP address with the ip address command (see the 
“Configuring ERSPAN Destination Sessions” section on page 58-28).

• The ERSPAN source session’s destination IP address, which must be configured on an interface on 
the destination switch, is the source of traffic that an ERSPAN destination session sends to the 
destinations. You configure the same address in both the source and destination sessions with the ip 
address command. 
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• The ERSPAN ID differentiates the ERSPAN traffic arriving at the same destination IP address from 
various different ERSPAN source sessions. 

Restrictions for Distributed Egress SPAN Mode 
Some switching modules have ASICs that do not support distributed egress SPAN mode for ERSPAN 
sources.

Enter the show monitor session egress replication-mode | include 
Distributed.*Distributed.*Centralized command to display the slot number of any switching modules 
that do not support distributed egress SPAN mode for ERSPAN sources.

Enter the show asic-version slot slot_number command to display the versions of the ASICs on the 
switching module in the slot where distributed egress SPAN mode is not supported for ERSPAN sources.

Hyperion ASIC revision levels 5.0 and higher and all versions of the Metropolis ASIC support 
distributed egress SPAN mode for ERSPAN sources. Switching modules with Hyperion ASIC revision 
levels lower than 5.0 do not support distributed egress SPAN mode for ERSPAN sources.

Information About Local SPAN, RSPAN, and ERSPAN
• Local SPAN, RSPAN, and ERSPAN Overview, page 58-7

• Local SPAN, RSPAN, and ERSPAN Sources, page 58-11

• Local SPAN, RSPAN, and ERSPAN Destinations, page 58-12

Local SPAN, RSPAN, and ERSPAN Overview
• SPAN Operation, page 58-7

• Local SPAN Overview, page 58-8

• RSPAN Overview, page 58-8

• ERSPAN Overview, page 58-9

• Traffic Monitored at SPAN Sources, page 58-10

SPAN Operation 
SPAN copies traffic from one or more ports, one or more EtherChannels, or one or more VLANs, and 
sends the copied traffic to one or more destinations for analysis by a network analyzer such as a 
SwitchProbe device or other Remote Monitoring (RMON) probe. Traffic can also be sent to the 
processor for packet capture by the Mini Protocol Analyzer, as described in Chapter 62, “Mini Protocol 
Analyzer.” 

SPAN does not affect the switching of traffic on sources. You must dedicate the destination for SPAN 
use. The SPAN-generated copies of traffic compete with user traffic for switch resources.
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Local SPAN Overview
A local SPAN session is an association of source ports and source VLANs with one or more destinations. 
You configure a local SPAN session on a single switch. Local SPAN does not have separate source and 
destination sessions.

Local SPAN sessions do not copy locally sourced RSPAN VLAN traffic from source trunk ports that 
carry RSPAN VLANs. Local SPAN sessions do not copy locally sourced RSPAN GRE-encapsulated 
traffic from source ports.

Each local SPAN session can have either ports or VLANs as sources, but not both.

Local SPAN copies traffic from one or more source ports in any VLAN or from one or more VLANs to 
a destination for analysis (see Figure 58-1). For example, as shown in Figure 58-1, all traffic on Ethernet 
port 5 (the source port) is copied to Ethernet port 10. A network analyzer on Ethernet port 10 receives 
all traffic from Ethernet port 5 without being physically attached to Ethernet port 5.

Figure 58-1 Example SPAN Configuration

RSPAN Overview
RSPAN supports source ports, source VLANs, and destinations on different switches, which provides 
remote monitoring of multiple switches across your network (see Figure 58-2). RSPAN uses a Layer 2 
VLAN to carry SPAN traffic between switches.

RSPAN consists of an RSPAN source session, an RSPAN VLAN, and an RSPAN destination session. 
You separately configure RSPAN source sessions and destination sessions on different switches. To 
configure an RSPAN source session on one switch, you associate a set of source ports or VLANs with 
an RSPAN VLAN. To configure an RSPAN destination session on another switch, you associate the 
destinations with the RSPAN VLAN.

The traffic for each RSPAN session is carried as Layer 2 nonroutable traffic over a user-specified 
RSPAN VLAN that is dedicated for that RSPAN session in all participating switches. All participating 
switches must be trunk-connected at Layer 2.

RSPAN source sessions do not copy locally sourced RSPAN VLAN traffic from source trunk ports that 
carry RSPAN VLANs. RSPAN source sessions do not copy locally sourced RSPAN GRE-encapsulated 
traffic from source ports.

Each RSPAN source session can have either ports or VLANs as sources, but not both.
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The RSPAN source session copies traffic from the source ports or source VLANs and switches the traffic 
over the RSPAN VLAN to the RSPAN destination session. The RSPAN destination session switches the 
traffic to the destinations.

Figure 58-2 RSPAN Configuration

ERSPAN Overview
ERSPAN supports source ports, source VLANs, and destinations on different switches, which provides 
remote monitoring of multiple switches across your network (see Figure 58-3). ERSPAN uses a GRE 
tunnel to carry traffic between switches.

ERSPAN consists of an ERSPAN source session, routable ERSPAN GRE-encapsulated traffic, and an 
ERSPAN destination session. You separately configure ERSPAN source sessions and destination 
sessions on different switches. 

To configure an ERSPAN source session on one switch, you associate a set of source ports or VLANs 
with a destination IP address, ERSPAN ID number, and optionally with a VRF name. To configure an 
ERSPAN destination session on another switch, you associate the destinations with the source IP 
address, ERSPAN ID number, and optionally with a VRF name.

ERSPAN source sessions do not copy locally sourced RSPAN VLAN traffic from source trunk ports that 
carry RSPAN VLANs. ERSPAN source sessions do not copy locally sourced ERSPAN 
GRE-encapsulated traffic from source ports.

Each ERSPAN source session can have either ports or VLANs as sources, but not both.

The ERSPAN source session copies traffic from the source ports or source VLANs and forwards the 
traffic using routable GRE-encapsulated packets to the ERSPAN destination session. The ERSPAN 
destination session switches the traffic to the destinations. 
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Figure 58-3 ERSPAN Configuration

Traffic Monitored at SPAN Sources
• Monitored Traffic Direction, page 58-10

• Monitored Traffic Type, page 58-11

• Duplicate Traffic, page 58-11

Monitored Traffic Direction

You can configure local SPAN sessions, RSPAN source sessions, and ERSPAN source sessions to 
monitor the following traffic:

• Ingress traffic

– Called ingress SPAN.

– Copies traffic received by the sources (ingress traffic).

– Ingress traffic is sent to the supervisor engine SPAN ASIC to be copied. 

• Egress traffic

– Called egress SPAN.

– Copies traffic transmitted from the sources (egress traffic).

– Distributed egress SPAN mode—On some fabric-enabled switching modules, egress traffic can 
be copied locally by the switching module SPAN ASIC and then sent to the SPAN destinations. 
See the “Restrictions for Distributed Egress SPAN Mode” section on page 58-7 for information 
about switching modules that support distributed egress SPAN mode.

– Centralized egress SPAN mode—On all other switching modules, egress traffic is sent to the 
supervisor engine SPAN ASIC to be copied and is then sent to the SPAN destinations.

• Both

– Copies both the received traffic and the transmitted traffic (ingress and egress traffic).

– Both ingress traffic and egress traffic is sent to the supervisor engine SPAN ASIC to be copied. 
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Monitored Traffic Type

By default, local SPAN and ERSPAN monitor all traffic, including multicast and bridge protocol data 
unit (BPDU) frames. RSPAN does not support BPDU monitoring.

Duplicate Traffic

In some configurations, SPAN sends multiple copies of the same source traffic to the destination. For 
example, in a configuration with a bidirectional SPAN session (both ingress and egress) for two SPAN 
sources, called s1 and s2, to a SPAN destination, called d1, if a packet enters the switch through s1 and 
is sent for egress from the switch to s2, ingress SPAN at s1 sends a copy of the packet to SPAN 
destination d1 and egress SPAN at s2 sends a copy of the packet to SPAN destination d1. If the packet 
was Layer 2 switched from s1 to s2, both SPAN packets would be the same. If the packet was Layer 3 
switched from s1 to s2, the Layer 3 rewrite would alter the source and destination Layer 2 addresses, in 
which case the SPAN packets would be different. 

Local SPAN, RSPAN, and ERSPAN Sources
• Source Ports and EtherChannels, page 58-11

• Source VLANs, page 58-11

Source Ports and EtherChannels
A source port or EtherChannel is a port or EtherChannel monitored for traffic analysis. You can 
configure both Layer 2 and Layer 3 ports and EtherChannels as SPAN sources. SPAN can monitor one 
or more source ports or EtherChannels in a single SPAN session. You can configure ports or 
EtherChannels in any VLAN as SPAN sources. Trunk ports or EtherChannels can be configured as 
sources and mixed with nontrunk sources. 

Note SPAN does not copy the encapsulation from trunk sources. You can configure SPAN destinations as 
trunks to tag the monitored traffic before it is transmitted for analysis.

Source VLANs 
A source VLAN is a VLAN monitored for traffic analysis. VLAN-based SPAN (VSPAN) uses a VLAN 
as the SPAN source. All the ports and EtherChannels in the source VLANs become sources of SPAN 
traffic. 

Note Layer 3 VLAN interfaces on source VLANs are not sources of SPAN traffic. Traffic that enters a VLAN 
through a Layer 3 VLAN interface is monitored when it is transmitted from the switch through an egress 
port or EtherChannel that is in the source VLAN.
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Local SPAN, RSPAN, and ERSPAN Destinations
A SPAN destination is a Layer 2 port, Layer 3 port, or an EtherChannel, to which local SPAN, RSPAN, 
or ERSPAN sends traffic for analysis. When you configure a port or EtherChannel as a SPAN 
destination, it is dedicated for use only by the SPAN feature.

Destination EtherChannels do not support the Port Aggregation Control Protocol (PAgP) or Link 
Aggregation Control Protocol (LACP) EtherChannel protocols; only the on mode is supported, with all 
EtherChannel protocol support disabled.

There is no requirement that the member links of a destination EtherChannel be connected to a device 
that supports EtherChannels. For example, you can connect the member links to separate network 
analyzers. See Chapter 24, “EtherChannels,” for more information about EtherChannel.

Destinations, by default, cannot receive any traffic. You can configure Layer 2 destinations to receive 
traffic from any attached devices.

Destinations, by default, do not transmit anything except SPAN traffic. Layer 2 destinations that you 
have configured to receive traffic can be configured to learn the Layer 2 address of any devices attached 
to the destination and transmit traffic that is addressed to the devices. 

You can configure trunks as destinations, which allows trunk destinations to transmit encapsulated 
traffic. You can use allowed VLAN lists to configure destination trunk VLAN filtering.

Default Settings for Local SPAN, RSPAN, and ERSPAN 
• Local SPAN: disabled

• RSPAN: disabled

• ERSPAN: disabled

• Default operating mode for egress SPAN sessions: centralized

How to Configure Local SPAN, RSPAN, and ERSPAN
• Configuring a Destination as an Unconditional Trunk (Optional), page 58-13

• Configuring Destination Trunk VLAN Filtering (Optional), page 58-13

• Configuring Destination Port Permit Lists (Optional), page 58-15

• Configuring the Egress SPAN Mode (Optional), page 58-15

• Configuring Local SPAN, page 58-16

• Configuring RSPAN, page 58-20

• Configuring ERSPAN, page 58-26

• Configuring Source VLAN Filtering in Global Configuration Mode, page 58-30
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Configuring a Destination as an Unconditional Trunk (Optional)
To configure the destination as a trunk so that the monitored traffic is tagged as it leaves the destination, 
perform this task: 

This example shows how to configure a port as an unconditional IEEE 802.1Q trunk:
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# switchport 
Router(config-if)# switchport trunk encapsulation dot1q 
Router(config-if)# switchport mode trunk 

Configuring Destination Trunk VLAN Filtering (Optional)

Note • In addition to filtering VLANs on a trunk, you can also apply the allowed VLAN list to access ports.

• Destination trunk VLAN filtering is applied at the destination. Destination trunk VLAN filtering 
does not reduce the amount of traffic being sent from the SPAN sources to the SPAN destinations.

When a destination is a trunk, you can use the list of VLANs allowed on the trunk to filter the traffic 
transmitted from the destination. (CSCeb01318)

Destination trunk VLAN filtering removes the restriction that, within a SPAN session, all destinations 
receive all the traffic from all the sources. Destination trunk VLAN filtering allows you to select, on a 
per-VLAN basis, the traffic that is transmitted from each destination trunk to the network analyzer.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface {type slot/port | 

port-channel number}
Selects the interface to configure.

Step 3 Router(config-if)# switchport Configures the interface for Layer 2 switching (required 
only if the interface is not already configured for Layer 2 
switching). 

Step 4 Router(config-if)# switchport trunk encapsulation 
dot1q 

Configures the encapsulation, which configures the 
interface as an 802.1Q trunk.

Step 5 Router(config-if)# switchport mode trunk Configures the interface to trunk unconditionally. 
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To configure destination trunk VLAN filtering on a destination trunk, perform this task:

• The vlan parameter is either a single VLAN number from 1 through 4094, or a range of VLANs 
described by two VLAN numbers, the lesser one first, separated by a dash. Do not enter any spaces 
between comma-separated vlan parameters or in dash-specified ranges.

• All VLANs are allowed by default.

• To remove all VLANs from the allowed list, enter the switchport trunk allowed vlan none 
command.

• To add VLANs to the allowed list, enter the switchport trunk allowed vlan add command.

• You can modify the allowed VLAN list without removing the SPAN configuration.

This example shows the configuration of a local SPAN session that has several VLANs as sources and 
several trunk ports as destinations, with destination trunk VLAN filtering that filters the SPAN traffic so 
that each destination trunk port transmits the traffic from one VLAN:
interface GigabitEthernet1/1
description SPAN destination interface for VLAN 10
no ip address
switchport
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 10
switchport mode trunk
switchport nonegotiate
!
interface GigabitEthernet1/2
description SPAN destination interface for VLAN 11
no ip address
switchport
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 11
switchport mode trunk
switchport nonegotiate
!
interface GigabitEthernet1/3
description SPAN destination interface for VLAN 12
no ip address
switchport
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 12
switchport mode trunk
switchport nonegotiate
!
interface GigabitEthernet1/4
description SPAN destination interface for VLAN 13
no ip address
switchport
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 13
switchport mode trunk
switchport nonegotiate

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface type slot/port Selects the destination trunk port to configure.
Step 3 Router(config-if)# switchport trunk allowed vlan 

{add | except | none | remove} 
vlan [,vlan[,vlan[,...]] 

Configures the list of VLANs allowed on the trunk.
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!
monitor session 1 source vlan 10 - 13
monitor session 1 destination interface Gi1/1 – 4

Configuring Destination Port Permit Lists (Optional)
To prevent accidental configuration of ports as destinations, you can create a permit list of the ports that 
are valid for use as destinations. With a destination port permit list configured, you can only configure 
the ports in the permit list as destinations. 

To configure a destination port permit list, perform this task:

This example shows how to configure a destination port permit list that includes Gigabit Ethernet ports 
5/1 through 5/4 and 6/1:
Router# configure terminal 
Router(config)# monitor permit-list 
Router(config)# monitor permit-list destination interface gigabitethernet 5/1-4, 
gigabitethernet 6/1 

This example shows how to verify the configuration:
Router(config)# do show monitor permit-list 
 SPAN Permit-list      :Admin Enabled
 Permit-list ports     :Gi5/1-4,Gi6/1

Configuring the Egress SPAN Mode (Optional)
Centralized egress SPAN mode is the default. See the “Restrictions for Distributed Egress SPAN Mode” 
section on page 58-7 for information about switching modules that support distributed egress SPAN 
mode.

To configure the egress SPAN mode, perform this task:

This example shows how to enable distributed egress SPAN mode:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor permit-list Enables use of the destination port permit list.
Step 3 Router(config)# monitor permit-list destination interface 

type slot/port[-port] [, type slot/port - port]
Configures a destination port permit list or adds 
to an existing destination port permit list.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session egress 

replication-mode distributed 
Enables distributed egress SPAN mode.

Note Enter the no monitor session egress 
replication-mode distributed command to 
enable centralized egress SPAN mode.

Step 3 Router(config)# end Exits configuration mode.
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Router# configure terminal 
Router(config)# monitor session egress replication-mode distributed 
Router(config)# end 

This example shows how to disable distributed egress SPAN mode:
Router# configure terminal 
Router(config)# monitor session egress replication-mode centralized 
Router(config)# end 

This example shows how to display the configured egress SPAN mode:
Router# show monitor session egress replication-mode | include Configured 
Configured mode  : Centralized

Configuring Local SPAN
• Configuring Local SPAN (SPAN Configuration Mode), page 58-16

• Configuring Local SPAN (Global Configuration Mode), page 58-18

Configuring Local SPAN (SPAN Configuration Mode)

Note To tag the monitored traffic as it leaves a destination, you must configure the destination to trunk 
unconditionally before you configure it as a destination (see the “Configuring a Destination as an 
Unconditional Trunk (Optional)” section on page 58-13).

To configure a local SPAN session in SPAN configuration mode, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

local_SPAN_session_number type [local | local-tx]
Configures a local SPAN session number and enters 
local SPAN session configuration mode.

Note

• Enter the local keyword to configure ingress or 
egress or both SPAN sessions. 

• Enter the local-tx keyword to configure 
egress-only SPAN sessions.

Step 3 Router(config-mon-local)# description 
session_description 

(Optional) Describes the local SPAN session.
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• session_description can be up to 240 characters and cannot contain special characters. The 
description can contain spaces.

Note You can enter 240 characters after the description command.

• local_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Destination port channel interfaces must be configured with the channel-group 
group_num mode on command and the no channel-protocol command. See the “How 
to Configure EtherChannels” section on page 24-7.

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

Step 4 Router(config-mon-local)# source {single_interface | 
interface_list | interface_range | 
mixed_interface_list | single_vlan | vlan_list | 
vlan_range | mixed_vlan_list} [rx | tx | both] 

Associates the local SPAN session number with the 
source ports or VLANs, and selects the traffic 
direction to be monitored.

Note

• When you enter the local-tx keyword, the rx and 
both keywords are not available and the tx 
keyword is required.

• To make best use of the available SPAN sessions, 
it is always preferable to configure local-tx 
sessions instead of local sessions with the tx 
keyword.

Step 5 Router(config-mon-local)# filter single_vlan | 
vlan_list | vlan_range | mixed_vlan_list 

(Optional) Configures source VLAN filtering when 
the local SPAN source is a trunk port. 

Step 6 Router(config-mon-local)# destination 
{single_interface | interface_list | interface_range 
| mixed_interface_list} [ingress [learning]]

Associates the local SPAN session number with the 
destinations.

Step 7 Router(config-mon-local)# no shutdown Activates the local SPAN session.

Note The no shutdown command and shutdown 
commands are not supported for local-tx 
egress-only SPAN sessions.

Step 8 Router(config-mon-local)# end Exits configuration mode.

Command Purpose
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• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

• Enter the ingress keyword to configure destinations to receive traffic from attached devices. 

• Enter the learning keyword to enable MAC address learning from the destinations, which allows 
the switch to transmit traffic that is addressed to devices attached to the destinations. 

When configuring destinations with the ingress and learning keywords, note the following:

– Configure the destinations for Layer 2 switching. See the “How to Configure LAN Interfaces 
for Layer 2 Switching” section on page 22-5. 

– If the destination is a trunk and the attached device transmits untagged traffic back to the switch, 
use 802.1Q trunking with the native VLAN configured to accept the traffic from the attached 
device. 

– Do not configure the destinations with Layer 3 addresses. Use a VLAN interface to route traffic 
to and from devices attached to destinations.

– Destinations are held in the down state. To route the traffic to and from attached devices, 
configure an additional active Layer 2 port in the VLAN to keep the VLAN interface up.

This example shows how to configure session 1 to monitor ingress traffic from Gigabit Ethernet port 1/1 
and configure Gigabit Ethernet port 1/2 as the destination:
Router(config)# monitor session 1 type local 
Router(config-mon-local)# source interface gigabitethernet 1/1 rx 
Router(config-mon-local)# destination interface gigabitethernet 1/2 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring Local SPAN (Global Configuration Mode)

Note • To tag the monitored traffic as it leaves a destination, you must configure the destination to trunk 
unconditionally before you configure it as a destination (see the “Configuring a Destination as an 
Unconditional Trunk (Optional)” section on page 58-13).

• You can configure up to two local SPAN sessions in global configuration mode.

• You can use SPAN configuration mode for all SPAN configuration tasks. 

• You must use SPAN configuration mode to configure the supported maximum number of SPAN 
sessions. 
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Local SPAN does not use separate source and destination sessions. To configure a local SPAN session, 
configure local SPAN sources and destinations with the same session number. To configure a local SPAN 
session, perform this task:

• local_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Destination port channel interfaces must be configured with the channel-group 
group_num mode on command and the no channel-protocol command. See the “How 
to Configure EtherChannels” section on page 24-7.

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

• Enter the ingress keyword to configure destinations to receive traffic from attached devices. 

• Enter the learning keyword to enable MAC address learning from the destinations, which allows 
the switch to transmit traffic that is addressed to devices attached to the destinations. 

When configuring destinations with the ingress and learning keywords, note the following:

– Configure the destinations for Layer 2 switching. See the “How to Configure LAN Interfaces 
for Layer 2 Switching” section on page 22-5. 

– If the destination is a trunk and the attached device transmits untagged traffic back to the switch, 
use 802.1Q trunking with the native VLAN configured to accept the traffic from the attached 
device. 

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

local_span_session_number source {single_interface | 
interface_list | interface_range | mixed_interface_list 
| single_vlan | vlan_list | vlan_range | 
mixed_vlan_list} [rx | tx | both] 

Associates the local SPAN source session number 
with the source ports or VLANs and selects the 
traffic direction to be monitored.

Step 3 Router(config)# monitor session 
local_span_session_number destination {single_interface 
| interface_list | interface_range | 
mixed_interface_list} [ingress [learning]]

Associates the local SPAN session number and 
the destinations.
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– Do not configure the destinations with Layer 3 addresses. Use a VLAN interface to route traffic 
to and from devices attached to destinations.

– Destinations are held in the down state. To route the traffic to and from attached devices, 
configure an additional active Layer 2 port in the VLAN to keep the VLAN interface up.

This example shows how to configure Gigabit Ethernet port 5/1 as a bidirectional source for session 1:
Router(config)# monitor session 1 source interface gigabitethernet 5/1 

This example shows how to configure Gigabit Ethernet port 5/48 as the destination for SPAN session 1:
Router(config)# monitor session 1 destination interface gigabitethernet 5/48 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring RSPAN 
• Configuring RSPAN VLANs, page 58-20

• Configuring RSPAN Sessions (SPAN Configuration Mode), page 58-20

• Configuring RSPAN Sessions (Global Configuration Mode), page 58-23

Configuring RSPAN VLANs
To configure a VLAN as an RSPAN VLAN, perform this task:

Configuring RSPAN Sessions (SPAN Configuration Mode)
• Configuring RSPAN Source Sessions in SPAN Configuration Mode, page 58-21

• Configuring RSPAN Destination Sessions in SPAN Configuration Mode, page 58-22

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# vlan vlan_ID[{-|,}vlan_ID] Creates or modifies an Ethernet VLAN, a range of 

Ethernet VLANs, or several Ethernet VLANs specified 
in a comma-separated list (do not enter space 
characters). 

Step 3 Router(config-vlan)# remote-span Configures the VLAN as an RSPAN VLAN.
Step 4 Router(config-vlan)# end Updates the VLAN database and returns to privileged 

EXEC mode.
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Configuring RSPAN Source Sessions in SPAN Configuration Mode

To configure an RSPAN source session in SPAN configuration mode, perform this task:

• session_description can be up to 240 characters and cannot contain special characters. The 
description can contain spaces.

Note You can enter 240 characters after the description command.

• RSPAN_source_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

RSPAN_source_session_number type rspan-source 
Configures an RSPAN source session number and enters 
RSPAN source session configuration mode for the 
session.

Step 3 Router(config-mon-rspan-src)# 
description session_description 

(Optional) Describes the RSPAN source session.

Step 4 Router(config-mon-rspan-src)# source 
{single_interface | interface_list | 
interface_range | mixed_interface_list | 
single_vlan | vlan_list | vlan_range | 
mixed_vlan_list} [rx | tx | both] 

Associates the RSPAN source session number with the 
source ports or VLANs, and selects the traffic direction 
to be monitored.

Step 5 Router(config-mon-rspan-src)# filter single_vlan 
| vlan_list | vlan_range | mixed_vlan_list 

(Optional) Configures source VLAN filtering when the 
RSPAN source is a trunk port. 

Step 6 Router(config-mon-rspan-src)# destination 
remote vlan rspan_vlan_ID 

Associates the RSPAN source session number session 
number with the RSPAN VLAN. 

Step 7 Router(config-mon-rspan-src)# no shutdown Activates the RSPAN source session.
Step 8 Router(config-mon-rspan-src)# end Exits configuration mode.
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• See the “Configuring RSPAN VLANs” section on page 58-20 for information about the RSPAN 
VLAN ID.

This example shows how to configure session 1 to monitor bidirectional traffic from Gigabit Ethernet 
port 1/1:
Router(config)# monitor session 1 type rspan-source 
Router(config-mon-rspan-src)# source interface gigabitethernet 1/1 
Router(config-mon-rspan-src)# destination remote vlan 2 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring RSPAN Destination Sessions in SPAN Configuration Mode

Note • To tag the monitored traffic, you must configure the port to trunk unconditionally before you 
configure it as a destination (see the “Configuring a Destination as an Unconditional Trunk 
(Optional)” section on page 58-13).

• You can configure an RSPAN destination session on the RSPAN source session switch to monitor 
RSPAN traffic locally.

To configure an RSPAN destination session, perform this task:

• RSPAN_destination_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Destination port channel interfaces must be configured with the channel-group 
group_num mode on command and the no channel-protocol command. See the “How 
to Configure EtherChannels” section on page 24-7.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

RSPAN_destination_session_number type 
rspan-destination 

Configures an RSPAN destination session number and 
enters RSPAN destination session configuration mode 
for the session.

Step 3 Router(config-mon-rspan-dst)# description 
session_description 

(Optional) Describes the RSPAN destination session.

Step 4 Router(config-mon-rspan-dst)# source remote vlan 
rspan_vlan_ID 

Associates the RSPAN destination session number with 
the RSPAN VLAN.

Step 5 Router(config-mon-rspan-dst)# destination 
{single_interface | interface_list | 
interface_range | mixed_interface_list} 
[ingress [learning]]

Associates the RSPAN destination session number with 
the destinations.

Step 6 Router(config-mon-rspan-dst)# end Exits configuration mode.
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• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• Enter the ingress keyword to configure destinations to receive traffic from attached devices. 

• Enter the learning keyword to enable MAC address learning from the destinations, which allows 
the switch to transmit traffic that is addressed to devices attached to the destinations. 

When configuring destinations with the ingress and learning keywords, note the following:

– Configure the destinations for Layer 2 switching. See the “How to Configure LAN Interfaces 
for Layer 2 Switching” section on page 22-5. 

– If the destination is a trunk and the attached device transmits untagged traffic back to the switch, 
use 802.1Q trunking with the native VLAN configured to accept the traffic from the attached 
device. 

– Do not configure the destinations with Layer 3 addresses. Use a VLAN interface to route traffic 
to and from devices attached to destinations.

– Destinations are held in the down state. To route the traffic to and from attached devices, 
configure an additional active Layer 2 port in the VLAN to keep the VLAN interface up.

• The no shutdown command and shutdown commands are not supported for RSPAN destination 
sessions.

This example shows how to configure RSPAN VLAN 2 as the source for session 1 and Gigabit Ethernet 
port 1/2 as the destination:
Router(config)# monitor session 1 type rspan-destination 
Router(config-rspan-dst)# source remote vlan 2 
Router(config-rspan-dst)# destination interface gigabitethernet 1/2 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring RSPAN Sessions (Global Configuration Mode)
• Configuring RSPAN Source Sessions in Global Configuration Mode, page 58-24

• Configuring RSPAN Destination Sessions in Global Configuration Mode, page 58-25
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Configuring RSPAN Source Sessions in Global Configuration Mode

To configure an RSPAN source session in global configuration mode, perform this task:

• To configure RSPAN VLANs, see the “Configuring RSPAN VLANs” section on page 58-20.

• RSPAN_source_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

• See the “Configuring RSPAN VLANs” section on page 58-20 for information about the RSPAN 
VLAN ID.

This example shows how to configure Gigabit Ethernet port 5/2 as the source for session 2:
Router(config)# monitor session 2 source interface gigabitethernet 5/2 

This example shows how to configure RSPAN VLAN 200 as the destination for session 2:
Router(config)# monitor session 2 destination remote vlan 200 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

RSPAN_source_session_number source 
{single_interface | interface_list | 
interface_range | mixed_interface_list | 
single_vlan | vlan_list | vlan_range | 
mixed_vlan_list} [rx | tx | both] 

Associates the RSPAN source session number with the 
source ports or VLANs, and selects the traffic direction 
to be monitored.

Step 3 Router(config)# monitor session 
RSPAN_source_session_number destination 
remote vlan rspan_vlan_ID 

Associates the RSPAN source session number session 
number with the RSPAN VLAN.
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Configuring RSPAN Destination Sessions in Global Configuration Mode

Note • To tag the monitored traffic, you must configure the port to trunk unconditionally before you 
configure it as a destination (see the “Configuring a Destination as an Unconditional Trunk 
(Optional)” section on page 58-13).

• You can configure an RSPAN destination session on the RSPAN source session switch to monitor 
RSPAN traffic locally.

To configure an RSPAN destination session in global configuration mode, perform this task:

• RSPAN_destination_span_session_number can range from 1 to 80.

• See the “Configuring RSPAN VLANs” section on page 58-20 for information about the RSPAN 
VLAN ID.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Destination port channel interfaces must be configured with the channel-group 
group_num mode on command and the no channel-protocol command. See the “How 
to Configure EtherChannels” section on page 24-7.

• interface_list is single_interface , single_interface , single_interface ...

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• Enter the ingress keyword to configure destinations to receive traffic from attached devices. 

• Enter the learning keyword to enable MAC address learning from the destinations, which allows 
the switch to transmit traffic that is addressed to devices attached to the destinations. 

When configuring destinations with the ingress and learning keywords, note the following:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

RSPAN_destination_session_number source remote 
vlan rspan_vlan_ID 

Associates the RSPAN destination session number with 
the RSPAN VLAN.

Step 3 Router(config)# monitor session 
RSPAN_destination_session_number destination 
{single_interface | interface_list | 
interface_range | mixed_interface_list} 
[ingress [learning]]

Associates the RSPAN destination session number with 
the destinations.
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– Configure the destinations for Layer 2 switching. See the “How to Configure LAN Interfaces 
for Layer 2 Switching” section on page 22-5. 

– If the destination is a trunk and the attached device transmits untagged traffic back to the switch, 
use 802.1Q trunking with the native VLAN configured to accept the traffic from the attached 
device. 

– Do not configure the destinations with Layer 3 addresses. Use a VLAN interface to route traffic 
to and from devices attached to destinations.

– Destinations are held in the down state. To route the traffic to and from attached devices, 
configure an additional active Layer 2 port in the VLAN to keep the VLAN interface up.

This example shows how to configure RSPAN VLAN 200 as the source for session 3:
Router(config)# monitor session 3 source remote vlan 200 

This example shows how to configure Gigabit Ethernet port 5/47 as the destination for session 3:
Router(config)# monitor session 3 destination interface gigabitethernet 5/47 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring ERSPAN 
• Configuring ERSPAN Source Sessions, page 58-26

• Configuring ERSPAN Destination Sessions, page 58-28

Configuring ERSPAN Source Sessions
To configure an ERSPAN source session, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

ERSPAN_source_session_number type erspan-source 
Configures an ERSPAN source session number and 
enters ERSPAN source session configuration mode 
for the session.

Step 3 Router(config-mon-erspan-src)# description 
session_description 

(Optional) Describes the ERSPAN source session.

Step 4 Router(config-mon-erspan-src)# source 
{single_interface | interface_list | interface_range 
| mixed_interface_list | single_vlan | vlan_list | 
vlan_range | mixed_vlan_list} [rx | tx | both]} 

Associates the ERSPAN source session number with 
the source ports or VLANs, and selects the traffic 
direction to be monitored.

Step 5 Router(config-mon-erspan-src)# filter single_vlan | 
vlan_list | vlan_range | mixed_vlan_list 

(Optional) Configures source VLAN filtering when 
the ERSPAN source is a trunk port. 

Step 6 Router(config-mon-erspan-src)# destination Enters ERSPAN source session destination 
configuration mode.
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• session_description can be up to 240 characters and cannot contain special characters. The 
description can contain spaces.

Note You can enter 240 characters after the description command.

• ERSPAN_source_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Port channel interfaces must be configured with the channel-group group_num mode 
on command and the no channel-protocol command. See the “How to Configure 
EtherChannels” section on page 24-7.

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

Step 7 Router(config-mon-erspan-src-dst)# ip address 
ip_address 

Configures the ERSPAN flow destination IP address, 
which must also be configured on an interface on the 
destination switch and be entered in the ERSPAN 
destination session configuration (see the 
“Configuring ERSPAN Destination Sessions” section 
on page 58-28, Step 6).

Step 8 Router(config-mon-erspan-src-dst)# erspan-id 
ERSPAN_flow_id 

Configures the ID number used by the source and 
destination sessions to identify the ERSPAN traffic, 
which must also be entered in the ERSPAN 
destination session configuration (see the 
“Configuring ERSPAN Destination Sessions” section 
on page 58-28, Step 7). 

Step 9 Router(config-mon-erspan-src-dst)# origin ip address 
ip_address [force]

Configures the IP address used as the source of the 
ERSPAN traffic.

Step 10 Router(config-mon-erspan-src-dst)# ip ttl ttl_value (Optional) Configures the IP time-to-live (TTL) 
value of the packets in the ERSPAN traffic.

Step 11 Router(config-mon-erspan-src-dst)# ip prec ipp_value (Optional) Configures the IP precedence value of the 
packets in the ERSPAN traffic.

Step 12 Router(config-mon-erspan-src-dst)# ip dscp 
dscp_value 

(Optional) Configures the IP DSCP value of the 
packets in the ERSPAN traffic.

Step 13 Router(config-mon-erspan-src-dst)# vrf vrf_name (Optional) Configures the VRF name to use instead 
of the global routing table.

Step 14 Router(config-mon-erspan-src)# no shutdown Activates the ERSPAN source session.
Step 15 Router(config-mon-erspan-src-dst)# end Exits configuration mode.

Command Purpose
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• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

• ERSPAN_flow_id can range from 1 to 1023.

• All ERSPAN source sessions on a switch must use the same source IP address. Enter the origin ip 
address ip_address force command to change the origin IP address configured in all ERSPAN 
source sessions on the switch. 

• ttl_value can range from 1 to 255.

• ipp_value can range from 0 to 7.

• dscp_value can range from 0 to 63.

This example shows how to configure session 3 to monitor bidirectional traffic from Gigabit Ethernet 
port 4/1:
Router(config)# monitor session 3 type erspan-source 
Router(config-mon-erspan-src)# source interface gigabitethernet 4/1 
Router(config-mon-erspan-src)# destination 
Router(config-mon-erspan-src-dst)# ip address 10.1.1.1 
Router(config-mon-erspan-src-dst)# origin ip address 20.1.1.1 
Router(config-mon-erspan-src-dst)# erspan-id 101 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring ERSPAN Destination Sessions 

Note You cannot monitor ERSPAN traffic locally.

To configure an ERSPAN destination session, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session 

ERSPAN_destination_session_number type 
erspan-destination 

Configures an ERSPAN destination session number and 
enters ERSPAN destination session configuration mode 
for the session.

Step 3 Router(config-mon-erspan-dst)# description 
session_description 

(Optional) Describes the ERSPAN destination session.

Step 4 Router(config-mon-erspan-dst)# destination 
{single_interface | interface_list | 
interface_range | mixed_interface_list} 
[ingress [learning]]

Associates the ERSPAN destination session number with 
the destinations.

Step 5 Router(config-mon-erspan-dst)# source Enters ERSPAN destination session source configuration 
mode.



58-29
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 58      Local SPAN, RSPAN, and ERSPAN
How to Configure Local SPAN, RSPAN, and ERSPAN

• ERSPAN_destination_span_session_number can range from 1 to 80.

• single_interface is as follows:

– interface type slot/port; type is fastethernet, gigabitethernet, or tengigabitethernet.

– interface port-channel number 

Note Destination port channel interfaces must be configured with the channel-group 
group_num mode on command and the no channel-protocol command. See the “How 
to Configure EtherChannels” section on page 24-7.

• interface_list is single_interface , single_interface , single_interface ... 

Note In lists, you must enter a space before and after the comma. In ranges, you must enter a space 
before and after the dash.

• interface_range is interface type slot/first_port - last_port. 

• mixed_interface_list is, in any order, single_interface , interface_range , ...

• All ERSPAN destination sessions on a switch must use the same IP address on the same destination 
interface. Enter the ip address ip_address force command to change the IP address configured in 
all ERSPAN destination sessions on the switch. 

Note You must also change all ERSPAN source session destination IP addresses (see the 
“Configuring ERSPAN Source Sessions” section on page 58-26, Step 7).

• ERSPAN_flow_id can range from 1 to 1023.

• Enter the ingress keyword to configure destinations to receive traffic from attached devices. 

Step 6 Router(config-mon-erspan-dst-src)# ip address 
ip_address [force]

Configures the ERSPAN flow destination IP address. 
This must be an address on a local interface and match 
the address that you entered in the “Configuring 
ERSPAN Source Sessions” section on page 58-26, 
Step 7. 

Step 7 Router(config-mon-erspan-dst-src)# erspan-id 
ERSPAN_flow_id 

Configures the ID number used by the destination and 
destination sessions to identify the ERSPAN traffic. This 
must match the ID that you entered in the “Configuring 
ERSPAN Source Sessions” section on page 58-26, 
Step 8. 

Step 8 Router(config-mon-erspan-dst-src)# vrf vrf_name (Optional) Configures the VRF name used instead of the 
global routing table.

Step 9 Router(config-mon-erspan-dst)# no shutdown Activates the ERSPAN destination session.
Step 10 Router(config-mon-erspan-dst-src)# end Exits configuration mode.

Command Purpose
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• Enter the learning keyword to enable MAC address learning from the destinations, which allows 
the switch to transmit traffic that is addressed to devices attached to the destinations. 

When configuring destinations with the ingress and learning keywords, note the following:

– Configure the destinations for Layer 2 switching. See the “How to Configure LAN Interfaces 
for Layer 2 Switching” section on page 22-5. 

– If the destination is a trunk and the attached device transmits untagged traffic back to the switch, 
use 802.1Q trunking with the native VLAN configured to accept the traffic from the attached 
device. 

– Do not configure the destinations with Layer 3 addresses. Use a VLAN interface to route traffic 
to and from devices attached to destinations.

– Destinations are held in the down state. To route the traffic to and from attached devices, 
configure an additional active Layer 2 port in the VLAN to keep the VLAN interface up.

This example shows how to configure an ERSPAN destination session to send ERSPAN ID 101 traffic 
arriving at IP address 10.1.1.1 to Gigabit Ethernet port 2/1:
Router(config)# monitor session 3 type erspan-destination 
Router(config-erspan-dst)# destination interface gigabitethernet 2/1 
Router(config-erspan-dst)# source 
Router(config-erspan-dst-src)# ip address 10.1.1.1 
Router(config-erspan-dst-src)# erspan-id 101 

For additional examples, see the “Configuration Examples for SPAN” section on page 58-31.

Configuring Source VLAN Filtering in Global Configuration Mode

Note • To configure source VLAN filtering in SPAN configuration mode, see these sections:

– Configuring Local SPAN (SPAN Configuration Mode), page 58-16

– Configuring RSPAN Source Sessions in SPAN Configuration Mode, page 58-21

– Configuring ERSPAN, page 58-26

• Source VLAN filtering reduces the amount of traffic that is sent from SPAN sources to SPAN 
destinations.

Source VLAN filtering monitors specific VLANs when the source is a trunk port.

To configure source VLAN filtering when the local SPAN or RSPAN source is a trunk port, perform this 
task:

• single_vlan is the ID number of a single VLAN.

• vlan_list is single_vlan , single_vlan , single_vlan ...

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# monitor session session_number 

filter single_vlan | vlan_list | vlan_range | 
mixed_vlan_list 

Configures source VLAN filtering when the local SPAN 
or RSPAN source is a trunk port. 
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• vlan_range is first_vlan_ID - last_vlan_ID. 

• mixed_vlan_list is, in any order, single_vlan , vlan_range , ...

This example shows how to monitor VLANs 1 through 5 and VLAN 9 when the source is a trunk port:
Router(config)# monitor session 2 filter vlan 1 - 5 , 9 

Verifying the SPAN Configuration
To verify the configuration, enter the show monitor session command.

This example shows how to verify the configuration of session 2:
Router# show monitor session 2
Session 2
------------
Type : Remote Source Session

Source Ports:
    RX Only:       Gi3/1
Dest RSPAN VLAN:   901
Router#

This example shows how to display the full details of session 2:
Router# show monitor session 2 detail 
Session 2
------------
Type : Remote Source Session

Source Ports:
    RX Only:       Gi1/1-3
    TX Only:       None
    Both:          None
Source VLANs:
    RX Only:       None
    TX Only:       None
    Both:          None
Source RSPAN VLAN: None
Destination Ports: None
Filter VLANs:      None
Dest RSPAN VLAN:   901

Configuration Examples for SPAN 
This example shows the configuration of RSPAN source session 2:
Router(config)# monitor session 2 source interface gigabitethernet1/1 - 3 rx 
Router(config)# monitor session 2 destination remote vlan 901 

This example shows how to clear the configuration for sessions 1 and 2:
Router(config)# no monitor session range 1-2 

This example shows the configuration of an RSPAN source session with multiple sources:
Router(config)# monitor session 2 source interface gigabitethernet 5/15 , 7/3 rx 
Router(config)# monitor session 2 source interface gigabitethernet 1/2 tx 
Router(config)# monitor session 2 source interface port-channel 102 
Router(config)# monitor session 2 source filter vlan 2 - 3 
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Router(config)# monitor session 2 destination remote vlan 901 

This example shows how to remove sources for a session:
Router(config)# no monitor session 2 source interface gigabitethernet 5/15 , 7/3 

This example shows how to remove options for sources for a session:
Router(config)# no monitor session 2 source interface gigabitethernet 1/2 
Router(config)# no monitor session 2 source interface port-channel 102 tx 

This example shows how to remove source VLAN filtering for a session:
Router(config)# no monitor session 2 filter vlan 3 

This example shows the configuration of RSPAN destination session 8:
Router(config)# monitor session 8 source remote vlan 901 
Router(config)# monitor session 8 destination interface gigabitethernet 1/2 , 2/3 

This example shows the configuration of ERSPAN source session 12:
monitor session 12 type erspan-source
 description SOURCE_SESSION_FOR_VRF_GRAY
 source interface Gi8/48 rx
 destination
  erspan-id 120
  ip address 10.8.1.2
  origin ip address 32.1.1.1
  vrf gray

This example shows the configuration of ERSPAN destination session 12:
monitor session 12 type erspan-destination
 description DEST_SESSION_FOR_VRF_GRAY
 destination interface Gi4/48
 source
  erspan-id 120
  ip address 10.8.1.2
  vrf gray

This example shows the configuration of ERSPAN source session 13:
monitor session 13 type erspan-source
 source interface Gi6/1 tx
 destination
  erspan-id 130
  ip address 10.11.1.1
  origin ip address 32.1.1.1

This example shows the configuration of ERSPAN destination session 13:
monitor session 13 type erspan-destination
 destination interface Gi6/1
 source
  erspan-id 130
  ip address 10.11.1.1

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for SNMP IfIndex Persistence, page 59-1

• Restrictions for SNMP IfIndex Persistence, page 59-1

• Information About SNMP IfIndex Persistence, page 59-2

• Default Settings for SNMP IfIndex Persistence, page 59-2

• How to Configure SNMP IfIndex Persistence, page 59-2

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for SNMP IfIndex Persistence 
None. 

Restrictions for SNMP IfIndex Persistence 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Information About SNMP IfIndex Persistence 
The SNMP ifIndex persistence feature provides an interface index (ifIndex) value that is retained and 
used when the switch reboots. The ifIndex value is a unique identifying number associated with a 
physical or logical interface. 

There is no requirement in the relevant RFCs that the correspondence between particular ifIndex values 
and their interfaces be maintained when the switch reboots, but many applications (for example, device 
inventory, billing, and fault detection) require maintenance of this correspondence.

You can poll the switch at regular intervals to correlate the interfaces to the ifIndexes, but it is not 
practical to poll constantly. The SNMP ifIndex persistence feature provides permanent ifIndex values, 
which eliminates the need to poll interfaces.

The following definitions are based on RFC 2233, “The Interfaces Group MIB using SMIv2.” The 
following terms are values in the Interfaces MIB (IF-MIB):

• ifIndex —A unique number (greater than zero) that identifies each interface for SNMP 
identification of that interface.

• ifName—The text-based name of the interface, for example, “ethernet 3/1.”

• ifDescr—A description of the interface. Recommended information for this description includes the 
name of the manufacturer, the product name, and the version of the interface hardware and software.

Default Settings for SNMP IfIndex Persistence
SNMP ifIndex persistence is disabled by default. 

How to Configure SNMP IfIndex Persistence
• Enabling SNMP IfIndex Persistence Globally, page 59-2 

• Enabling and Disabling SNMP IfIndex Persistence on Specific Interfaces, page 59-3 

Enabling SNMP IfIndex Persistence Globally
To globally enableSNMP ifIndex persistence, perform this task:

In the following example, SNMP ifIndex persistence is enabled for all interfaces:
router(config)# snmp-server ifindex persist

Command Purpose
Router(config)# snmp-server ifindex persist Globally enables SNMP ifIndex persistence.
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Disabling SNMP IfIndex Persistence Globally
To globally disable SNMP ifIndex persistence after enabling it, perform this task:

In the following example, SNMP ifIndex persistence is disabled for all interfaces:
router(config)# no snmp-server ifindex persist

Enabling and Disabling SNMP IfIndex Persistence on Specific Interfaces
To enable SNMP ifIndex persistence only on a specific interface, perform this task:

Note The [no] snmp ifindex persistence interface command cannot be used on subinterfaces. A command 
applied to an interface is automatically applied to all the subinterfaces associated with that interface.

In the following example, SNMP ifIndex persistence is enabled for Ethernet interface 3/1 only:
router(config)# interface ethernet 3/1
router(config-if)# snmp ifindex persist
router(config-if)# exit

In the following example, SNMP ifIndex persistence is disabled for Ethernet interface 3/1 only:
router(config)# interface ethernet 3/1
router(config-if)# no snmp ifindex persist
router(config-if)# exit

Command Purpose
Router(config)# no snmp-server ifindex persist Globally disables SNMP ifIndex persistence.

Command Purpose
Step 1 Router(config)# interface {vlan vlan_ID} | 

{type slot/port} | {port-channel port_channel_number}
Selects an interface to configure. 

Step 2 Router(config-if)# snmp ifindex persist Enables SNMP ifIndex persistence on the specified 
interface.

Step 3 Router(config-if)# exit Exits interface configuration mode.
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Clearing SNMP IfIndex Persistence Configuration from a Specific 
Interface

To clear the interface-specific SNMP ifIndex persistence setting and configure the interface to use the 
global configuration setting, perform this task:

In the following example, any previous setting for SNMP ifIndex persistence on Ethernet interface 3/1 
is removed from the configuration. If SNMP ifIndex persistence is globally enabled, SNMP ifIndex 
persistence will be enabled for Ethernet interface 3/1. If SNMP ifIndex persistence is globally disabled, 
SNMP ifIndex persistence will be disabled for Ethernet interface 3/1.
router(config)# interface ethernet 3/1
router(config-if)# snmp ifindex clear
router(config-if)# exit

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Step 1 Router(config)# interface type slot/port Enters interface configuration mode for the specified 

interface. Note that the syntax of the interface command 
will vary depending on the platform you are using.

Step 2 Router(config-if)# snmp ifindex clear Clears any interface-specific SNMP ifIndex persistence 
configuration for the specified interface and returns to the 
global configuration setting.

Step 3 Router(config-if)# exit Exits interface configuration mode.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Top-N Reports, page 60-1

• Restrictions for Top-N Reports, page 60-1

• Information About Top-N Reports, page 60-2

• Default Settings for Top-N Reports, page 60-3

• How to Use Top-N Reports, page 60-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Top-N Reports 
None. 

Restrictions for Top-N Reports 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Information About 

Top-N Reports 
• Top-N Reports Overview, page 60-2

• Top-N Reports Operation, page 60-2

Top-N Reports Overview
Top-N reports allows you to collect and analyze data for each physical port on a switch. When Top-N 
reports start, they obtain statistics from the appropriate hardware counters and then go into sleep mode 
for a user-specified interval. When the interval ends, the reports obtain the current statistics from the 
same hardware counters, compare the current statistics from the earlier statistics, and store the 
difference. The statistics for each port are sorted by one of the statistic types that are listed in Table 60-1.

Note When calculating the port utilization, Top-N reports bundles the Tx and Rx lines into the same counter 
and also looks at the full-duplex bandwidth when calculating the percentage of utilization. For example, 
a Gigabit Ethernet port would be 2000-Mbps full duplex.

Top-N Reports Operation
When you enter the collect top command, processing begins and the system prompt reappears 
immediately. When processing completes, the reports are not displayed immediately on the screen; the 
reports are saved for later viewing. The Top-N reports notify you when the reports are complete by 
sending a syslog message to the screen. 

Table 60-1 Valid Top-N Statistic Types 

Statistic Type Definition
broadcast Number of input/output broadcast packets
bytes Number of input/output bytes
errors Number of input errors
multicast Number of input/output multicast packets
overflow Number of buffer overflows
packets Number of input/output packets
utilization Utilization
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To view the completed reports, enter the show top counters interface report command. Only completed 
reports are displayed. For reports that are not completed, there is a short description of the process 
information.

To terminate a Top-N reports process, enter the clear top counters interface report command. Pressing 
Ctrl-C does not terminate Top-N reports processes. The completed reports remain available for viewing 
until you remove them by entering the clear top counters interface report {all | report_num} 
command.

Default Settings for Top-N Reports 
None. 

How to Use Top-N Reports 
• Enabling Top-N Reports Creation, page 60-3

• Displaying Top-N Reports, page 60-4

• Clearing Top-N Reports, page 60-5

Enabling Top-N Reports Creation
To enable Top-N reports creation, perform this task:

When enabling Top-N reports creation, note the following information: 

• You can specify the number of busiest ports for which to create reports (the default is 20).

• You can specify the statistic type by which ports are determined to be the busiest (the default 
is utilization). The supported values for statistic_type are broadcast, bytes, errors, multicast, 
overflow, packets, and utilization. 

• You can specify the interval over which statistics are collected (range: 0 through 999; the default 
is 30 seconds).

• Except for a utilization report (configured with the sort-by utilization keywords), you can specify 
an interval of zero to create a report that displays the current counter values instead of a report that 
displays the difference between the start-of-interval counter values and the end-of-interval counter 
values.

This example shows how to enable Top-N reports creation for an interval of 76 seconds for the four ports 
with the highest utilization:
Router# collect top 4 counters interface all sort-by utilization interval 76 
TopN collection started.

Command Purpose
Router# collect top [number_of_ports] counters 
interface {type | all | layer-2 | layer-3} [sort-by 
statistic_type] [interval seconds] 

Enables Top-N reports creation. 
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Displaying Top-N Reports
To display Top-N reports, perform this task:

Top-N reports statistics are not displayed in these situations:

• If a port is not present during the first poll.

• If a port is not present during the second poll.

• If a port’s speed or duplex changes during the polling interval.

• If a port’s type changes from Layer 2 to Layer 3 during the polling interval.

• If a port’s type changes from Layer 3 to Layer 2 during the polling interval.

This example shows how to display information about all the Top-N reports:
Router# show top counters interface report 
Id Start Time                   Int N   Sort-By   Status  Owner
-- ---------------------------- --- --- --------- ------- ----------------------
1  08:18:25 UTC Tue Nov 23 2004 76  20  util      done    console
2  08:19:54 UTC Tue Nov 23 2004 76  20  util      done    console
3  08:21:34 UTC Tue Nov 23 2004 76  20  util      done    console
4  08:26:50 UTC Tue Nov 23 2004 90  20  util      done    console

Note Reports for which statistics are still being obtained are shown with a status of pending.

This example shows how to display a specific Top-N report:
Router# show top counters interface report 1 
Started By        : console
Start Time        : 08:18:25 UTC Tue Nov 23 2004
End Time          : 08:19:42 UTC Tue Nov 23 2004
Port Type         : All
Sort By           : util
Interval          : 76 seconds
Port    Band  Util Bytes       Packets     Broadcast  Multicast  In-  Buf-
        width      (Tx + Rx)   (Tx + Rx)   (Tx + Rx)  (Tx + Rx)  err  ovflw
------- ----- ---- ----------- ----------- ---------- ---------- ---- -----

Gi2/5   100   50   726047564   11344488    11344487   1          0    0   
Gi2/48  100   35   508018905   7937789     0          43         0    0   
Gi2/46  100   25   362860697   5669693     0          43         0    0   
Gi2/47  100   22   323852889   4762539     4762495    43         0    0 

Command Purpose
Router# show top counters interface report [report_num] Displays Top-N reports.

Note To display information about all the reports, do not 
enter a report_num value.
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Clearing Top-N Reports
To clear Top-N reports, perform one of these tasks:

This example shows how to remove all reports that have a status of done:
Router# clear top counters interface report 
04:00:06: %TOPN_COUNTERS-5-DELETED: TopN report 1 deleted by the console
04:00:06: %TOPN_COUNTERS-5-DELETED: TopN report 2 deleted by the console
04:00:06: %TOPN_COUNTERS-5-DELETED: TopN report 3 deleted by the console
04:00:06: %TOPN_COUNTERS-5-DELETED: TopN report 4 deleted by the console

This example shows how to remove a report number 4:
Router# clear top counters interface report 4 
04:52:12: %TOPN_COUNTERS-5-KILLED: TopN report 4 killed by the console

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Router# clear top counters interface report Clears all the Top-N reports that have a status of done.
Router# clear top counters interface report [report_num] Clears Top-N report number report_num regardless 

of status.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Layer 2 Traceroute Utility 

• Prerequisites for the Layer 2 Traceroute Utility, page 61-1

• Restrictions for the Layer 2 Traceroute Utility, page 61-1

• Information About the Layer 2 Traceroute Utility, page 61-2

• How to Use the Layer 2 Traceroute Utility, page 61-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for the Layer 2 Traceroute Utility 
None. 

Restrictions for the Layer 2 Traceroute Utility 
• Cisco Discovery Protocol (CDP) must be enabled on all the devices in the network. For the Layer 2 

traceroute utility to function properly, do not disable CDP. If any devices in the Layer 2 path are 
transparent to CDP, the Layer 2 traceroute utility cannot identify these devices on the path. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• A switch is defined as reachable from another switch when you can test connectivity by using the 
ping privileged EXEC command. All devices in the Layer 2 path must be mutually reachable. To 
verify the ping connectivity you need to use the IP address that the CDP advertises on its Layer 2 
interfaces.

• The maximum number of hops identified in the path is ten.

• You can enter the traceroute mac or the traceroute mac ip privileged EXEC command on a switch 
that is not in the Layer 2 path from the source device to the destination device. All devices in the 
path must be reachable from this switch.

• The traceroute mac command output shows the Layer 2 path only when the specified source and 
destination MAC addresses belong to the same VLAN. If you specify source and destination MAC 
addresses that belong to different VLANs, the Layer 2 path is not identified, and an error message 
appears.

• If you specify a multicast source or destination MAC address, the path is not identified, and an error 
message appears.

• If the source or destination MAC address belongs to multiple VLANs, you must specify the VLAN 
to which both the source and destination MAC addresses belong. If the VLAN is not specified, the 
path is not identified, and an error message appears.

•  The traceroute mac ip command output shows the Layer 2 path when the specified source and 
destination IP addresses belong to the same subnet. When you specify the IP addresses, the Layer 2 
traceroute utility uses the Address Resolution Protocol (ARP) to associate the IP addresses with the 
corresponding MAC addresses and the VLAN IDs. 

– If an ARP entry exists for the specified IP address, the Layer 2 traceroute utility uses the 
associated MAC address and identifies the Layer 2 path. 

– If an ARP entry does not exist, the Layer 2 traceroute utility sends an ARP query and tries to 
resolve the IP address. If the IP address is not resolved, the path is not identified, and an error 
message appears.

• When multiple devices are attached to one port through hubs (for example, multiple CDP neighbors 
are detected on a port), the Layer 2 traceroute utility terminates at that hop and displays an error 
message. 

• The Layer 2 traceroute utility is not supported in Token Ring VLANs. 

• Layer 2 traceroute opens a listening socket on the User Datagram Protocol (UDP) port 2228 that can 
be accessed remotely with any IPv4 address, and does not require any authentication. This UDP 
socket allows to read VLAN information, links, presence of particular MAC addresses, and CDP 
neighbor information, from the device. This information can be used to eventually build a complete 
picture of the Layer 2 network topology.

• Layer 2 traceroute is enabled by default and can be disabled by running the no l2 traceroute 
command in global configuration mode. To re-enable Layer 2 traceroute, use the l2 traceroute 
command in global configuration mode.

Information About the Layer 2 Traceroute Utility
The Layer 2 traceroute utility identifies the Layer 2 path that a packet takes from a source device to a 
destination device. Layer 2 traceroute supports only unicast source and destination MAC addresses. The 
utility determines the path by using the MAC address tables of the switches in the path. When the Layer 
2 traceroute utility detects a device in the path that does not support Layer 2 traceroute, it continues to 
send Layer 2 trace queries and allows them to time out.
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The Layer 2 traceroute utility can only identify the path from the source device to the destination device. 
The utility cannot identify the path that a packet takes from the source host to the source device or from 
the destination device to the destination host.

How to Use the Layer 2 Traceroute Utility
To display the Layer 2 path that a packet takes from a source device to a destination device, perform one 
of these tasks in privileged EXEC mode:

These examples show how to use the traceroute mac and traceroute mac ip commands to display the 
physical path a packet takes through the network to reach its destination:
Router# traceroute mac 0000.0201.0601 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 (2.2.6.6) :Fa0/1 => Fa0/3
con5                 (2.2.5.5        )  :    Fa0/3 => Gi0/1
con1                 (2.2.1.1        )  :    Gi0/1 => Gi0/2
con2                 (2.2.2.2        )  :    Gi0/2 => Fa0/1
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed
Router# 
Router# traceroute mac 0001.0000.0204 0001.0000.0304 detail 
Source 0001.0000.0204 found on VAYU[WS-C6509] (2.1.1.10)
1 VAYU / WS-C6509 / 2.1.1.10 :
                Gi6/1 [full, 1000M] => Po100 [auto, auto]
2 PANI / WS-C6509 / 2.1.1.12 :
                Po100 [auto, auto] => Po110 [auto, auto]
3 BUMI / WS-C6509 / 2.1.1.13 :
                Po110 [auto, auto] => Po120 [auto, auto]
4 AGNI / WS-C6509 / 2.1.1.11 :
                Po120 [auto, auto] => Gi8/12 [full, 1000M] Destination 0001.0000.0304 
found on AGNI[WS-C6509] (2.1.1.11) Layer 2 trace completed.
Router# 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Router# traceroute mac 
[interface type interface_number] source_mac_address 
[interface type interface_number] 
destination_mac_address [vlan vlan_id] [detail] 

Uses MAC addresses to trace the path that packets take 
through the network.

Router# traceroute mac ip {source_ip_address | 
source_hostname} {destination_ip_address | 
destination_hostname} [detail] 

Uses IP addresses to trace the path that packets take through 
the network.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Mini Protocol Analyzer 

• Prerequisites for the Mini Protocol Analyzer, page 62-1

• Restrictions for the Mini Protocol Analyzer, page 62-1

• Information About the Mini Protocol Analyzer, page 62-2

• How to Configure the Mini Protocol Analyzer, page 62-2

• Configuration Examples for the Mini Protocol Analyzer, page 62-7

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for the Mini Protocol Analyzer 
None. 

Restrictions for the Mini Protocol Analyzer 
The PFC and any DFCs provide hardware support for analysis of IPv4 traffic. Analysis of low volume 
IPv6 traffic is supported in software. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Information About the Mini Protocol Analyzer 
The Mini Protocol Analyzer captures network traffic from a SPAN session and stores the captured 
packets in a local memory buffer. Using the provided filtering options, you can limit the captured packets 
to:

• Packets from selected VLANs, ACLs, or MAC addresses. 

• Packets of a specific EtherType. 

• Packets of a specified packet size. 

You can start and stop the capture using immediate commands, or you can schedule the capture to begin 
at a specified date and time.

The captured data can be displayed on the console, stored to a local file system, or exported to an 
external server using normal file transfer protocols. The format of the captured file is libpcap, which is 
supported by many packet analysis and sniffer programs. Details of this format can be found at the 
following URL:

http://www.tcpdump.org/ 

By default, only the first 68 bytes of each packet are captured. 

How to Configure the Mini Protocol Analyzer
• Configuring a Capture Session, page 62-2

• Filtering the Packets to be Captured, page 62-4

• Starting and Stopping a Capture, page 62-5

• Displaying and Exporting the Capture Buffer, page 62-7

Configuring a Capture Session
To configure a capture session using the Mini Protocol Analyzer, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# [no] monitor session number type capture Configures a SPAN session number with packets 

directed to the processor for capture. Enters 
capture session configuration mode. The session 
number range is 1 to 80.

The no prefix removes the session.
Step 3 Router(config-mon-capture)# buffer-size buf_size (Optional) Sets the size in KB of the capture 

buffer. The range is 32-65535 KB; the default is 
2048 KB.

http://www.tcpdump.org/
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• Only one capture session is supported; multiple simultaneous capture sessions cannot be configured.

• The source interface command argument is either a single interface, or a range of interfaces 
described by two interface numbers (the lesser one first, separated by a dash), or a comma-separated 
list of interfaces and ranges. 

Note When configuring a source interface list, you must enter a space before and after the comma. 
When configuring a source interface range, you must enter a space before and after the dash.

• The source vlan command argument is either a single VLAN number from 1 through 4094 (except 
reserved VLANs), or a range of VLANs described by two VLAN numbers (the lesser one first, 
separated by a dash), or a list of VLANs and ranges. 

Note When configuring a source VLAN list, do not enter a space before or after the comma. When 
configuring a source VLAN range, do not enter a space before or after the dash. Note that 
this requirement differs from the requirement for source interface lists and ranges.

• Data capture does not begin when the capture session is configured. The capture is started by the 
monitor capture start or monitor capture schedule command described in the “Starting and 
Stopping a Capture” section on page 62-5.

• Although the capture buffer is linear by default, it can be made circular as a run-time option in the 
monitor capture start or monitor capture schedule command.

• When no hardware rate limit registers are available, the capture session is disabled.

• The source VLAN cannot be changed if a VLAN filter is configured. Remove any VLAN filters 
before changing the source VLAN.

Step 4 Router(config-mon-capture)# description 
session_description 

(Optional) Describes the capture session. The 
description can be up to 240 characters and 
cannot contain special characters. If the 
description contains spaces, it must be enclosed 
in quotation marks(“”).

Step 5 Router(config-mon-capture)# rate-limit pps (Optional) Sets a limit on the number of packets 
per second (pps) that can be captured. The range 
is 10-100000 packets per seconds; the default is 
10000 packets per second.

Step 6 Router(config-mon-capture)# source {{interface 
{single_interface | interface_list | interface_range | 
mixed_interface_list} | port-channel channel_id}} | 
{vlan {vlan_ID | vlan_list | vlan_range | 
mixed_vlan_list}}[rx | tx | both]

Associates the capture session with source ports 
or VLANs, and selects the traffic direction to be 
monitored. The default traffic direction is both.

Step 7 Router(config-mon-capture)# exit Exits the capture session configuration mode.

Command Purpose
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Filtering the Packets to be Captured
To filter the packets to be captured by the Mini Protocol Analyzer, perform this task in capture session 
configuration mode:

• Several options are provided for filtering the packets to be captured. Filtering by ACL and VLAN 
is performed in hardware before any rate-limiting is applied; all other filters are executed in 
software. Software filtering can decrease the capture rate. 

• The filter vlan argument is either a single VLAN number from 1 through 4094 (except reserved 
VLANs), or a range of VLANs described by two VLAN numbers (the lesser one first, separated by 
a dash), or a list of VLANs and ranges. 

Note When configuring a filter VLAN list, you must enter a space before and after the comma. 
When configuring a filter VLAN range, you must enter a space before and after the dash. 
Note that this requirement differs from the requirement for source VLAN lists and ranges 
described in the preceding section.

• To enter an EtherType as a decimal number, enter the number (1 to 65535) with no leading zero. To 
enter a hexadecimal number, precede four hexadecimal characters with the prefix 0x. To enter an 
octal number, enter numeric digits (0 to 7) with a leading zero. For example, the 802.1Q EtherType 
can be entered in decimal notation as 33024, in hexadecimal as 0x8100, or in octal as 0100400.

Command Purpose
Step 1 Router(config-mon-capture)# filter access-group 

{acl_number | acl_name}
(Optional) Captures only packets from the specified 
ACL.

Step 2 Router(config-mon-capture)# filter vlan {vlan_ID 
| vlan_list | vlan_range | mixed_vlan_list}

(Optional) Captures only packets from the specified source 
VLAN or VLANs.

Step 3 Router(config-mon-capture)# filter ethertype type (Optional) Captures only packets of the specified 
EtherType. The type can be specified in decimal, hex, or 
octal.

Note Configure type as 0x86dd to filter IPv6 traffic. 
Analysis of low volume IPv6 traffic is supported 
in software.

Step 4 Router(config-mon-capture)# filter length min_len 
[max_len]

(Optional) Captures only packets whose size is between 
min_len and max_len, inclusive. If max_len is not 
specified, only packets of exactly size min_len will be 
captured. The range for min_len is 0 to 9216 bytes and the 
range for max_len is 1 to 9216 bytes.

Step 5 Router(config-mon-capture)# filter mac-address 
mac_addr

(Optional) Captures only packets from the specified 
MAC address.

Step 6 Router(config-mon-capture)# end Exits the configuration mode.
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• Enter a MAC address as three 2-byte values in dotted hexadecimal format. An example is 
0123.4567.89ab.

• The no keyword removes the filter.

Note After removing a VLAN filter using the no keyword, you must exit configuration mode, 
reenter the capture configuration mode, and issue the source vlan command before making 
other capture configuration changes.

• When you configure a VLAN filter, the capture source or destination must be a VLAN. When you 
configure a port filter, the capture source or destination must be a port.

Starting and Stopping a Capture
The commands to start and stop a capture are not stored as configuration settings. These commands are 
executed from the console in EXEC mode. You can start a capture immediately or you can set a future 
date and time for the capture to start. The capture ends when one of the following conditions occurs:

• A stop or clear command is entered from the console.

• The capture buffer becomes full, unless it is configured as a circular buffer.

• The optionally specified number of seconds has elapsed.

• The optionally specified number of packets has been captured.

When the capture stops, the SPAN session is ended and no further capture session packets are forwarded 
to the processor. 

When starting a packet capture, you have the option to override some configured settings.
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To start, stop, or cancel a capture, perform this task:

When using these commands, note the following information:

• The format for time and date is hh:mm:ss dd mmm yyyy. The hour is specified in 24-hour notation, 
and the month is specified by a three-letter abbreviation. For example, to set a capture starting time 
of 7:30 pm on October 31, 2006, use the notation 19:30:00 31 oct 2006. The time zone is GMT.

• When you specify a capture filter ACL in the start command, the new ACL will not override any 
configured ACLs. The new ACL will execute in software.

Command Purpose
Step 1 Router# monitor capture [buffer size buf_size][length 

cap_len][linear | circular][filter acl_number | 
acl_name] {start [for count (packets | seconds}] | 
schedule at time date}

Starts a capture with optional run-time 
configuration changes. The capture can start 
immediately or it can start at a specified time and 
date.

• The buffer size option overrides the 
configured or default capture buffer size.

• The length option determines the number of 
bytes that will be captured from each packet. 
The range for cap_len is 0 to 9216 bytes; the 
default is 68 bytes. A value of 0 causes the 
entire packet to be captured.

• The circular option specifies that the capture 
buffer will overwrite earlier entries once it 
fills. The linear option specifies that the 
capture will stop when the buffer fills. The 
default is linear.

• The filter option applies the specified ACL.

• The for option specifies that the capture will 
end after the specified number of seconds has 
elapsed or the specified number of packets 
has been captured.

Step 2 Router# monitor capture stop Stops the capture.
Step 3 Router# monitor capture clear [filter] Clears any run-time configuration settings, clears 

any pending scheduled capture, and clears the 
capture buffer. The filter option clears only the 
run-time filter settings.
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Displaying and Exporting the Capture Buffer
To display the captured packets or information about the capture session, or to export the captured 
packets for analysis, perform this task:

Configuration Examples for the Mini Protocol Analyzer 
• General Configuration Examples, page 62-8

• Filtering Configuration Examples, page 62-9

• Operation Examples, page 62-10

• Display Examples, page 62-10

Command Purpose
Step 1 Router# show monitor capture Displays the capture session configuration.
Step 2 Router# show monitor capture status Displays the capture session state, mode, and 

packet statistics.
Step 3 Router# show monitor capture buffer [start [end]]

[detail][dump [nowrap [dump_length]]
[acl acl_number | acl_name]]

Displays the capture buffer contents.

• The start and end parameters specify packet 
number indices in the capture buffer. When a 
start index is specified with no end index, 
only the single packet at the start index is 
displayed. When both the start and end 
indices are specified, all packets between 
these indices are displayed. The range is 1 to 
4294967295.

• The detail option adds expanded and 
formatted protocol and envelope information 
for each packet, including the packet arrival 
time.

• The dump option displays the hexadecimal 
contents of the packet. If nowrap is specified 
with dump_length, one line of hexadecimal 
packet content of dump_length characters 
will be displayed for each packet. If 
dump_length is not specified, a line of 72 
characters will be displayed. The range of 
dump_length is 14 to 256.

• The acl option causes the display of only 
those packets that match the specified ACL. 

Step 4 Router# show monitor capture buffer [start [end]] brief 
[acl acl_number | acl_name]

Displays only packet header information.

Step 5 Router# monitor capture export buffer url Copies the contents of the capture buffer to the 
specified file system or file transfer mechanism.
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General Configuration Examples
This example shows how to minimally configure the Mini Protocol Analyzer:
Router#
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# monitor session 1 type capture
Router(config-mon-capture)# end

Router# show mon cap
Capture instance [1] :
======================
Capture Session ID : 1
Session status     : up
rate-limit value   : 10000
redirect index     : 0x807
buffer-size        : 2097152
capture state      : OFF
capture mode       : Linear
capture length     : 68

Router#

This example shows how to configure the buffer size, session description, and rate limit:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# monitor session 1 type capture
Router(config-mon-capture)# buffer-size 4096
Router(config-mon-capture)# description “Capture from ports, no filtering.”
Router(config-mon-capture)# rate-limit 20000
Router(config-mon-capture)# end
Router# 
Router# show monitor capture
Capture instance [1] :
======================
Capture Session ID : 1
Session status     : up
rate-limit value   : 20000
redirect index     : 0x807
buffer-size        : 4194304
capture state      : OFF
capture mode       : Linear
capture length     : 68

Router# 

This example shows how to configure the source as a mixed list of ports:
Router(config-mon-capture)# source interface gig 3/1 - 3 , gig 3/5

This example shows how to configure the source as a mixed list of VLANs:
Router(config-mon-capture)# source vlan 123,234-245 
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Filtering Configuration Examples
This example shows how to configure for capturing packets with the following attributes:

• The packets belong to VLANs 123 or 234 through 245

• The packets are of 802.1Q EtherType (hexadecimal 0x8100, decimal 33024)

• The packet size is exactly 8192 bytes

• The source MAC address is 01:23:45:67:89:ab

• The packets conform to ACL number 99
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# monitor session 1 type capture
Router(config-mon-capture)# source vlan 123,234-245
Router(config-mon-capture)# filter ethertype 0x8100
Router(config-mon-capture)# filter length 8192
Router(config-mon-capture)# filter mac-address 0123.4567.89ab
Router(config-mon-capture)# filter access-group 99
Router(config-mon-capture)# end

Router# show monitor capture
Capture instance [1] :
======================
Capture Session ID : 1
Session status     : up
rate-limit value   : 20000
redirect index     : 0x7E07
Capture vlan       : 1019
buffer-size        : 4194304
capture state      : OFF
capture mode       : Linear
capture length     : 68
Sw Filters          :
     ethertype   : 33024
     src mac     : 0123.4567.89ab
  Hw  acl          : 99

Router# show monitor session 1
Session 1
---------
Type                   : Capture Session
Description            : capture from ports
Source VLANs           :
    Both               : 123,234-245
Capture buffer size    : 4096 KB
Capture rate-limit
             value     : 20000
Capture filters        : 
     ethertype         : 33024
     src mac           : 0123.4567.89ab
     acl               : 99

Egress SPAN Replication State:
Operational mode       : Centralized
Configured mode        : Distributed (default)

Router#
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This example shows how to capture packets whose size is less than 128 bytes:
Router(config-mon-capture)# filter length 0 128

This example shows how to capture packets whose size is more than 256 bytes:
Router(config-mon-capture)# filter length 256 9216

Operation Examples
This example shows how to start and stop a capture:
Router# monitor capture start
Router# monitor capture stop
Router#

This example shows how to start a capture to end after 60 seconds:
Router# monitor capture start for 60 seconds
Router#

This example shows how to start a capture at a future date and time:
Router# monitor capture schedule at 11:22:33 30 jun 2008
capture will start at : <11:22:33 UTC Mon Jun 30 2008>  after 32465825 secs
Router#

This example shows how to start a capture with options to override the buffer size and to change to a 
circular buffer:
Router# monitor capture buffer size 65535 circular start
Router#

This example shows how to export the capture buffer to an external server and a local disk:
Router# monitor capture export buffer tftp://server/user/capture_file.cap
Router# monitor capture export buffer disk1:capture_file.cap

Display Examples
• Displaying the Configuration, page 62-10

• Displaying the Capture Session Status, page 62-11

• Displaying the Capture Buffer Contents, page 62-12

Displaying the Configuration
To display the capture session configuration, enter the show monitor capture command.
Router# show monitor capture
Capture instance [1] :
======================
Capture Session ID : 1
Session status     : up
rate-limit value   : 10000
redirect index     : 0x807
buffer-size        : 2097152
capture state      : OFF
capture mode       : Linear
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capture length     : 68

This example shows how to display more details using the show monitor session n command:
Router# show monitor session 1
Session 1
---------
Type                   : Capture Session
Source Ports           : 
    Both               : Gi3/1-3,Gi3/5
Capture buffer size    : 32 KB
Capture filters        : None

Egress SPAN Replication State:
Operational mode       : Centralized
Configured mode        : Distributed (default)

This example shows how to display the full details using the show monitor session n detail command:
Router# show monitor session 1 detail
Session 1
---------
Type                   : Capture Session
Description            : -
Source Ports           : 
    RX Only            : None
    TX Only            : None
    Both               : Gi3/1-3,Gi3/5
Source VLANs           :
    RX Only            : None
    TX Only            : None
    Both               : None
Source RSPAN VLAN      : None
Destination Ports      : None
Filter VLANs           : None
Dest RSPAN VLAN        : None
Source IP Address      : None
Source IP VRF          : None
Source ERSPAN ID       : None
Destination IP Address : None
Destination IP VRF     : None
Destination ERSPAN ID  : None
Origin IP Address      : None
IP QOS PREC            : 0
IP TTL                 : 255
Capture dst_cpu_id     : 1
Capture vlan           : 0
Capture buffer size    : 32 KB
Capture rate-limit
             value     : 10000
Capture filters        : None

Egress SPAN Replication State:
Operational mode       : Centralized
Configured mode        : Distributed (default)

Displaying the Capture Session Status
To display the capture session status, enter the show monitor capture status command.
Router# show monitor capture status
capture state      : ON
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capture mode       : Linear
Number  of packets
          received : 253
           dropped : 0
          captured : 90

Displaying the Capture Buffer Contents
To display the capture session contents, enter the show monitor capture buffer command. These 
examples show the resulting display using several options of this command:
Router# show monitor capture buffer 
 1     IP: s=10.12.0.5 , d=224.0.0.10, len 60
 2     346   0180.c200.000e  0012.44d8.5000  88CC 020707526F7
 3     60    0180.c200.0000  0004.c099.06c5  0026 42420300000
 4     60    ffff.ffff.ffff  0012.44d8.5000  0806 00010800060
 5     IP: s=7.0.84.23 , d=224.0.0.5, len 116
 6     IP: s=10.12.0.1 , d=224.0.0.10, len 60

Router# show monitor capture buffer detail      
 1      Arrival time : 09:44:30 UTC Fri Nov 17 2006
        Packet Length : 74 , Capture Length : 68
        Ethernet II :  0100.5e00.000a  0008.a4c8.c038  0800 
        IP: s=10.12.0.5 , d=224.0.0.10, len 60, proto=88
 2      Arrival time : 09:44:31 UTC Fri Nov 17 2006
        Packet Length : 346 , Capture Length : 68
346   0180.c200.000e  0012.44d8.5000  88CC 020707526F757463031

Router# show monitor capture buffer dump 
 1     IP: s=10.12.0.5 , d=224.0.0.10, len 60
08063810:                       0100 5E00000A            ..^...
08063820: 0008A4C8 C0380800 45C0003C 00000000  ..$H@8..E@.<....
08063830: 0258CD8F 0A0C0005 E000000A 0205EE6A  .XM.....`.....nj
08063840: 00000000 00000000 00000000 00000064  ...............d
08063850: 0001000C 01000100 0000000F 0004      ..............  
 2     346   0180.c200.000e  0012.44d8.5000  88CC 020707526F757465720415
 3     60    0180.c200.0000  0004.c099.06c5  0026 4242030000000000800000
 4     60    ffff.ffff.ffff  0012.44d8.5000  0806 0001080006040001001244
 5     IP: s=7.0.84.23 , d=224.0.0.5, len 116
0806FCB0:                       0100 5E000005            ..^...
0806FCC0: 0015C7D7 AC000800 45C00074 00000000  ..GW,...E@.t....
0806FCD0: 01597D55 07005417 E0000005 0201002C  .Y}U..T.`......,
0806FCE0: 04040404 00000000 00000002 00000010  ................
0806FCF0: 455D8A10 FFFF0000 000A1201 0000      E]............  

Router# show monitor capture buffer dump nowrap
 1     74    0100.5e00.000a  0008.a4c8.c038  0800 45C0003C000000
 2     346   0180.c200.000e  0012.44d8.5000  88CC 020707526F7574
 3     60    0180.c200.0000  0004.c099.06c5  0026 42420300000000
 4     60    ffff.ffff.ffff  0012.44d8.5000  0806 00010800060400
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Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• General Guidelines, page 63-2

• PFC and DFC Guidelines, page 63-4

• Class Map Command Restrictions, page 63-5

• Policy Map Class Command Restrictions, page 63-5

• Supported Granularity for CIR and PIR Rate Values, page 63-5

• Supported Granularity for CIR and PIR Token Bucket Sizes, page 63-6

• IP Precedence and DSCP Values, page 63-7

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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General Guidelines
• With Release 15.0(1)SY1 and later releases, you can increase the supported number of 

QoS TCAM entries: 

Changes to the supported number of QoS TCAM entries take effect after a reload. Enter the 
show platform hardware acl global-config command to display the QoS TCAM entry 
configuration:
Router# show platform hardware acl global-config | include [Bb]anks 
Reserved QoS Banks:
 Current 1 banks
 Latest set 1 banks
 After next reload 1 banks
Router#

Enter the show platform hardware pfc mode command to display the PFC mode. 

• PFC QoS supports IGMP, MLD, and PIM traffic. 

• The match ip precedence and match ip dscp commands filter only IPv4 traffic.

• The match precedence and match dscp commands filter IPv4 and IPv6 traffic.

• The set ip dscp and set ip precedence commands are saved in the configuration file as set dscp and 
set precedence commands.

• PFC QoS supports the set dscp and set precedence policy map class commands for IPv4 and IPv6 
traffic.

• The flowmask requirements of QoS, NetFlow, and NetFlow data export (NDE) might conflict, 
especially if you configure microflow policing.

• With egress ACL support for remarked DSCP and VACL capture both configured on an interface, 
VACL capture might capture two copies of each packet, and the second copy might be corrupt.

• You cannot configure egress ACL support for remarked DSCP on tunnel interfaces.

• Egress ACL support for remarked DSCP supports IP unicast traffic.

TCAM 
Banks

QoS TCAM Entries
PFC4 
Mode

PFC4XL 
Mode

Release 15.0(1)SY

• Not configurable in Release 15.0(1)SY.

• Default for 15.0(1)SY1 and later releases.

• Command in Release 15.0(1)SY1 
and later releases:
platform hardware acl reserve qos-banks 1

1 16K 64K

Release 15.0(1)SY1 and later releases. Command:
platform hardware acl reserve qos-banks 2

2 32K 128K
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• Egress ACL support for remarked DSCP is not relevant to multicast traffic. PFC QoS applies ingress 
QoS changes to multicast traffic before applying egress QoS.

• NetFlow and NetFlow data export (NDE) do not support interfaces where egress ACL support for 
remarked DSCP is configured.

• When egress ACL support for remarked DSCP is configured on any interface, you must configure 
an interface-specific flowmask to enable NetFlow and NDE support on interfaces where egress ACL 
support for remarked DSCP is not configured. Enter either the platform flow ip 
interface-destination-source or the platform flow ip interface-full global configuration mode 
command.

• Interface counters are not accurate on interfaces where egress ACL support for remarked DSCP is 
configured.

• You cannot apply microflow policing to traffic that has been permitted by egress ACL support for 
remarked DSCP.

• Traffic that has been permitted by egress ACL support for remarked DSCP cannot be tagged as 
MPLS traffic. (The traffic can be tagged as MPLS traffic on another network device.)

• When you apply both ingress policing and egress policing to the same traffic, both the input policy 
and the output policy must either mark down traffic or drop traffic. PFC QoS does not support 
ingress markdown with egress drop or ingress drop with egress markdown. (CSCea23571)

• If traffic is both aggregate and microflow policed, then the aggregate and microflow policers must 
both be in the same policy-map class and each must use the same conform-action and 
exceed-action keyword option: drop, set-dscp-transmit, set-prec-transmit, or transmit.

• You cannot configure PFC QoS features on tunnel interfaces.

• PFC QoS does not rewrite the payload ToS byte in tunnel traffic.

• PFC QoS filters only by ACLs, dscp values, or IP precedence values.

• For these commands, PFC QoS applies identical configuration to all LAN ports controlled by the 
same application-specific integrated circuit (ASIC): 

– rcv-queue cos-map 

– wrr-queue cos-map 

• Except for WS-X6904-40G-2T, WS-X6908-10GE, WS-X6816-10T-2T, WS-X6716-10T, 
WS-X6816-10G-2T, WS-X6716-10GE, WS-X6704-10GE, WS-X6848-SFP-2T, WS-X6748-SFP, 
WS-X6824-SFP-2T, WS-X6724-SFP, WS-X6848-TX-2T, WS-X6748-GE-TX modules, PFC QoS 
applies identical configuration to all LAN ports controlled by the same application-specific 
integrated circuit (ASIC) for these commands: 

– rcv-queue random-detect 

– rcv-queue queue-limit 

– wrr-queue queue-limit 

– wrr-queue bandwidth 

– priority-queue cos-map 

– wrr-queue threshold 

– rcv-queue threshold 

– wrr-queue random-detect 

– wrr-queue random-detect min-threshold 

– wrr-queue random-detect max-threshold 



63-4
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 63      Restrictions for PFC QoS
PFC and DFC Guidelines

• Configure these commands only on physical ports. Do not configure these commands on logical 
interfaces:

– priority-queue cos-map 

– wrr-queue cos-map 

– wrr-queue random-detect 

– wrr-queue random-detect max-threshold 

– wrr-queue random-detect min-threshold 

– wrr-queue threshold 

– wrr-queue queue-limit 

– wrr-queue bandwidth 

– rcv-queue cos-map 

– rcv-queue bandwidth 

– rcv-queue random-detect 

– rcv-queue random-detect max-threshold 

– rcv-queue random-detect min-threshold 

– rcv-queue queue-limit 

– rcv-queue cos-map 

– rcv-queue threshold 

Note IP multicast switching using egress packet replication is not compatible with QoS. In some cases, egress 
replication can result in the incorrect COS or DSCP marking of packets. If you are using QoS and your 
switching modules are capable of egress replication, enter the platform ip multicast replication-mode 
ingress command to force ingress replication.

PFC and DFC Guidelines
• The PFC and DFCs support QoS for IPv6 unicast and multicast traffic.

• To display information about IPv6 PFC QoS, enter the show platform qos ipv6 command.

• The QoS features implemented in the port ASICs (queue architecture and dequeuing algorithms) 
support IPv4 and IPv6 traffic.

• The PFC and DFCs support IPv6 named extended ACLs and named standard ACLs.

• The PFC and DFCs support the match protocol ipv6 command.

• With egress ACL support for remarked DSCP configured, the PFC and DFCs do not provide 
hardware-assistance for these features:
– Cisco IOS reflexive ACLs
– Network Address Translation (NAT)

• You cannot apply microflow policing to ARP traffic.
• The PFC and DFCs do not apply egress policing to traffic that is being bridged to the RP. 
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• The PFC and DFCs do not apply egress policing or egress DSCP mutation to multicast traffic from 
the RP. 

• PFC QoS does not rewrite the ToS byte in bridged multicast traffic.
• The PFC and DFCs support up to 1022 aggregate policers, but some PFC QoS commands other than 

the police command will be included in this count. By default, any policy using a set or trust 
command will be included in the aggregate policer count. You can disable the addition of the set or 
trust commands to the aggregate policer count by entering the no platform qos marking statistics 
command, but you will then be unable to collect statistics for the classmaps associated with these 
commands. You can view the aggregate policer count in the QoS Policer Resources section of the 
output of the show platform hardware capacity qos command.

Class Map Command Restrictions
• PFC QoS supports a single match command in class-map match-all class maps, except that the 

match protocol command can be configured in a class map with the match dscp or match 
precedence command. 

• PFC QoS supports multiple match commands in class-map match-any class maps. 

Note PFC QoS supports a maximum of 9 commands that match DSCP or IP precedence values in 
class maps and ACLs. 

• PFC QoS does not support these class map commands:

– match classmap 
– match destination-address 
– match input-interface 
– match source-address 

Policy Map Class Command Restrictions
PFC QoS does not support these policy map class commands:

• set qos-group 

• service-policy 

Supported Granularity for CIR and PIR Rate Values

CIR and PIR Rate Value Range Granularity
32768 to 2097152 (2 Mbs) 32768 (32 Kb)
2097153 to 4194304 (4 Mbs) 65536 (64 Kb)
4194305 to 8388608 (8 Mbs) 131072 (128 Kb)
8388609 to 16777216 (16 Mbs) 262144 (256 Kb)
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Within each range, PFC QoS programs the PFC with rate values that are multiples of the granularity 
values. 

Supported Granularity for CIR and PIR Token Bucket Sizes

Within each range, PFC QoS programs the PFC with token bucket sizes that are multiples of the 
granularity values. 

16777217 to 33554432 (32 Mbs) 524288 (512 Kb)
33554433 to 67108864 (64 Mbs) 1048576 (1 Mb)
67108865 to 134217728 (128 Mbs) 2097152 (2 Mb)
134217729 to 268435456 (256 Mbs) 4194304 (4 Mb)
268435457 to 536870912 (512 Mbs) 8388608 (8 Mb)
536870913 to 1073741824 (1 Gbs) 16777216 (16 Mb)
1073741825 to 2147483648 (2 Gbs) 33554432 (32 Mb)
2147483649 to 4294967296 (4 Gbs) 67108864 (64 Mb)
4294967296 to 8589934592 (8 Gbs) 134217728 (128 Mb)
8589934593 to 17179869184 (16 Gbs) 268435456 (256 Mb)
17179869185 to 34359738368 (32 Gbs) 536870912 (512 Mb)
34359738369 to 68719476736 (64 Gbs) 1073741824 (1024 Mb)

CIR and PIR Rate Value Range Granularity

CIR and PIR Token Bucket Size 
Range Granularity
1 to 32768 (32 KB) 1024 (1 KB)
32769 to 65536 (64 KB) 2048 (2 KB)
65537 to 131072 (128 KB) 4096 (4 KB)
131073 to 262144 (256 KB) 8196 (8 KB)
262145 to 524288 (512 KB) 16392 (16 KB)
524289 to 1048576 (1 MB) 32768 (32 KB)
1048577 to 2097152 (2 MB) 65536 (64 KB)
2097153 to 4194304 (4 MB) 131072 (128 KB)
4194305 to 8388608 (8 MB) 262144 (256 KB)
8388609 to 16777216 (16 MB) 524288 (512 KB)
16777217 to 33554432 (32 MB) 1048576 (1 MB)
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IP Precedence and DSCP Values

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 
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PFC QoS Overview

This chapter provides an overview of quality of service (QoS) as implemented on the Policy Feature 
Card (PFC) and Distributed Forwarding Cards (DFCs) in Cisco IOS Release 15.4SY. The term 
“PFC QoS” refers to hardware accelerated QoS. PFC QoS is implemented on various switch components 
in addition to the PFC and any DFCs. 

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• For information about AutoQoS, see Chapter 68, “AutoQoS.”

• For information about QoS and MPLS, see Chapter 69, “MPLS QoS.”

• QoS in Cisco IOS Release 15.4SY (PFC QoS) uses some Cisco IOS modular QoS CLI (MQC). 
Because PFC QoS is implemented in hardware, it supports only a subset of the MQC syntax.

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

QoS makes network performance more predictable and bandwidth utilization more effective. Without 
QoS, networks operate on a best-effort delivery basis, which means that all traffic has equal priority and 
an equal chance of being delivered in a timely manner. When congestion occurs, all traffic has an equal 
chance of being dropped. QoS minimizes the chance that priority traffic would be dropped. 

PFC QoS has these capabilities:

• Classification 

• Marking 

• Policing 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Congestion avoidance 

• Mutation 

You can configure two types of policies: 

• Policies that define any combination of egress DSCP mutation, egress EXP mutation, classification, 
marking, and policing. 

• Policies that define queueing. 

Queuing configuration and classification, marking, and policing configuration are all optional. 

Queuing configuration and classification, marking, and policing configuration have no common 
parameters or commands. 

You configure QoS policies with the following commands: 

• class-map—Defines a traffic class based on packet-matching criteria. Class maps are referenced in 
policy maps. 

• table-map—Defines mapping from one set of traffic field values to another set of traffic fields 
values. Table maps are referenced in policy maps. Not used in queueing policies.

• policy-map—Defines or uses any combination of the following:

– Class maps for classification 

– Table maps for marking and mutation 

– Policy trust mode 

– Policing 

– Queueing (cannot be combined with classification,marking, trust mode, or policing) 

• service-policy—Applies policies to interfaces. 

These chapters describe QoS:

• Restrictions for PFC QoS, page 63-1 
• Classification, Marking, and Policing, page 65-1 
• Policy-Based Queueing, page 66-1 
• QoS Global and Interface Options, page 67-1 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


C H A P T E R

65-1
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

65
Classification, Marking, and Policing 

• Information About Classification, Marking, and Policing Policies, page 65-1

• How to Configure Classification, Marking, and Policing Policies, page 65-7

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Information About Classification, Marking, and Policing 
Policies 

• Classification, Marking, and Policing Policy Overview, page 65-1

• Traffic Classification, page 65-2

• Traffic Marking, page 65-3

• Information about Policing, page 65-4

Classification, Marking, and Policing Policy Overview
The classification, marking, and policing configuration is defined by the policies attached to an 
interface. Classification, marking, and policing are unaffected by any QoS commands configured on 
ingress interfaces or by queueing policies. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


65-2
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 65      Classification, Marking, and Policing
Information About Classification, Marking, and Policing Policies

Traffic Classification 
Traffic classification allows the network to recognize traffic as it falls into classes that you have 
configured. Network traffic must be classified to apply specific QoS to it. 

Classification can be inclusive (for example, all of the traffic in a Layer 2 VLAN or all of the traffic 
passing through an interface) or classification can be very specific (for example, you can use a class map 
with match commands that recognize specific aspects of the traffic). 

You can classify and apply QoS (for example, marking) and then, on another interface or network device, 
classify again based on the marked value and apply other QoS. 

The PFC and any DFCs supports a single match command in class-map match-all class maps, except 
that the match protocol command can be configured in a class map with the match dscp or match 
precedence command. 

The PFC and any DFCs supports multiple match commands in class-map match-any class maps. 

Note PFC QoS supports a maximum of 9 commands that match DSCP or IP precedence values in class maps 
and ACLs. 

Class maps can use the match commands listed in Table 65-1 to configure a traffic class that is based 
on the match criteria. 

Table 65-1 Traffic Classification Class Map match Commands and Match Criteria

match Commands 
Directio
n Match Criteria

match access-group {access_list_number | name access_list_name} Both Access control list (ACL). 

Note Use ACLs to match the following: 
—CoS value 
—VLAN ID 
—Packet length 

match any Both Any match criteria.
match cos Ingress CoS value.
match discard-class Both Discard class value.
match dscp 

Note The match protocol command can be configured in a class 
map with the match dscp command. 

Both DSCP value.

match l2 miss Ingress Layer 2 traffic flooded in a VLAN because 
it is addressed to a currently unlearned 
MAC-Layer destination address. 

match mpls experimental topmost Both MPLS EXP value in the topmost label.
match precedence 

Note The match protocol command can be configured in a class 
map with the match precedence command. 

Both IP precedence values. 

http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_access-group
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_any
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_cos
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_discard-class
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_dscp
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_mpls_experimental_topmost
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_precedence
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The PFC and any DFCs supports these ACL types for use with the match access group command:

Traffic Marking 

Note Policing can also mark traffic.

Marking network traffic allows you to set or modify the attributes for a specific class of traffic, which 
allows class-based QoS features to recognize traffic classes based on the marking. There are two traffic 
marking methods:

• You can apply a configured value with a policy-map set command. Table 65-2 lists the available 
policy-map set commands and the corresponding attribute. 

match protocol {arp | ip | ipv6} 

Note The match protocol command can be configured in a class 
map with the match dscp or match precedence command. 

Both Protocol. 

match qos-group Both QoS group ID. 

Table 65-1 Traffic Classification Class Map match Commands and Match Criteria (continued)

match Commands 
Directio
n Match Criteria

Protocol Numbered ACLs Extended ACLs Named ACLs
IPv4 Yes:

1 to 99
1300 to 1999

Yes:
100 to 199
2000 to 2699

Yes

IPv6 Not applicable Yes (named) Yes
MAC Layer Not applicable Not applicable Yes 
ARP Not applicable Not applicable Yes

Table 65-2 Configured-Value Policy-Map Commands

set Commands Traffic Attribute
Ingress
?

Egress
?

set cos cos_value Layer 2 CoS value Y Y
set dscp dscp_value Layer 3 DSCP value Y Y
set precedence precedence_value Layer 3 IP precedence value Y Y
set dscp tunnel dscp_value Layer 3 DSCP value in the tunnel header of a Generic 

Routing Encapsulation (GRE) tunneled packet 
Y Y

set discard-class discard_value Discard-class value Y Y
set qos-group group_id QoS group ID Y Y

http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_cos
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_dscp
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_precedence
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_ip_dscp_tunnel
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_discard-class
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_s1.html#set_qos-group
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_protocol
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_qos-group
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• You can apply a map to received values with a policy-map set command. Table 65-3 lists the 
available policy-map set commands and the corresponding attribute. 

Information about Policing 
• Overview of Policing, page 65-4

• Per-Interface Policers, page 65-5

• Aggregate Policers, page 65-5

• Microflow Policers, page 65-6

Overview of Policing 
You can configure policers to do the following:

• Mark traffic

• Limit bandwidth utilization and mark traffic

Policers can be applied to ingress and egress interfaces. Ingress policing is applied first, followed by 
egress policing. 

Policing can rate limit incoming and outgoing traffic so that it adheres to the traffic forwarding rules 
defined by the QoS configuration. Sometimes these configured rules for how traffic should be forwarded 
through the system are referred to as a contract. If the traffic does not adhere to this contract, it is marked 
down to a lower DSCP value or dropped. 

Policing does not buffer out-of-profile packets. As a result, policing does not affect transmission delay. 
In contrast, traffic shaping works by buffering out-of-profile traffic, which moderates traffic bursts. 
(PFC QoS does not support shaping.)

The PFC and DFCs support ingress and egress PFC QoS, which includes ingress and egress policing. 
Policers act on ingress traffic per-port or per-VLAN. For egress traffic, the policers act per-VLAN only.

Policing uses the Layer 2 frame size. You specify the bandwidth utilization limit as a committed 
information rate (CIR). You can also specify a higher peak information rate (PIR). Packets that exceed 
a rate are “out of profile” or “nonconforming.”

set mpls experimental imposition exp_value MPLS experimental (EXP) field on all imposed label 
entries 

Y Y

set mpls experimental topmost exp_value MPLS experimental (EXP) field on all topmost label 
entries 

Y Y

Table 65-2 Configured-Value Policy-Map Commands (continued)

set Commands Traffic Attribute
Ingress
?

Egress
?

Table 65-3 Mapped-Value Policy-Map Commands

set Commands Map Name Traffic Attribute Ingress? Egress?
set dscp cos dscp-cos-map Layer 3 DSCP value Y N
set dscp precedence dscp-precedence-map Layer 3 DSCP value Y N

http://www.cisco.com/en/US/docs/ios/mpls/command/reference/mp_s1.html#set_mpls_experimental_imposition
http://www.cisco.com/en/US/docs/ios/mpls/command/reference/mp_s1.html#set_mpls_experimental_imposition
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In each policer, you specify if out-of-profile packets are to be dropped or to have a new DSCP value 
applied to them (applying a new DSCP value is called “markdown”). Because out-of-profile packets do 
not retain their original priority, they are not counted as part of the bandwidth consumed by in-profile 
packets.

If you configure a PIR, the PIR out-of-profile action cannot be less severe than the CIR out-of-profile 
action. For example, if the CIR out-of-profile action is to mark down the traffic, then the PIR 
out-of-profile action cannot be to transmit the traffic. 

For all policers, PFC QoS uses a configurable global table that maps the internal DSCP value to a 
marked-down DSCP value. When markdown occurs, PFC QoS gets the marked-down DSCP value from 
the table. You cannot specify marked-down DSCP values in individual policers.

Note • By default, the markdown table is configured so that no markdown occurs: the marked-down DSCP 
values are equal to the original DSCP values. To enable markdown, configure the table appropriately 
for your network.

• When you apply both ingress policing and egress policing to the same traffic, both the input policy 
and the output policy must either mark down traffic or drop traffic. PFC QoS does not support 
ingress markdown with egress drop or ingress drop with egress markdown. 

Per-Interface Policers
PFC QoS applies the bandwidth limits specified in a per-interface policer to matched traffic. For 
example, if you configure a per-interface policer to allow 1 Mbps for all matched TFTP traffic, it limits 
the TFTP traffic to 1 Mbps.

You define per-interface policers in a policy map class with the police command. If you attach 
per-interface policers to multiple ingress ports, each one polices the matched traffic on each ingress port 
separately.

Aggregate Policers
• Aggregate Policer Overview, page 65-5

• Distributed Aggregate Policers, page 65-5

• Nondistributed Aggregate Policers, page 65-6

Aggregate Policer Overview 

PFC QoS applies the bandwidth limits specified in an aggregate policer cumulatively to all flows in 
matched traffic. For example, if you configure an aggregate policer to allow 1 Mbps for all TFTP traffic 
flows on VLAN 1 and VLAN 3, it limits the TFTP traffic for all flows combined on VLAN 1 and 
VLAN 3 to 1 Mbps. 

You create named aggregate policers with the platform qos aggregate-policer command. If you attach 
a named aggregate policer to multiple ingress ports, it polices the matched traffic from all the ingress 
ports to which it is attached. 

You can configure up to 1,023 aggregate policers; the configured aggregate policers can be applied to 
interfaces to configure up to 16,384 policer instances. 
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Distributed Aggregate Policers 

When distributed aggregate policing is enabled, aggregate policers synchronize policing on interfaces 
supported by different DFC-equipped switching modules or the PFC. Distributed aggregate policing 
applies to the first 4,096 aggregate policer instances of these types: 

• Aggregate policers applied to VLAN, tunnel, or port channel interfaces. 

• Shared aggregate policers. 

• Aggregate policers in egress policies. 

With distributed aggregate policing enabled, aggregate policers in excess of the hardware-supported 
capacity function as nondistributed aggregate policers. 

Nondistributed Aggregate Policers

Nondistributed aggregate policing works independently on each DFC-equipped switching module and 
independently on the PFC, which supports any non-DFC-equipped switching modules. Aggregate 
policing does not combine flow statistics from different DFC-equipped switching modules. You can 
display aggregate policing statistics for each DFC-equipped switching module and for the PFC and any 
non-DFC-equipped switching modules supported by the PFC.

Each PFC or DFC polices independently, which might affect QoS features being applied to traffic that 
is distributed across the PFC and any DFCs. Examples of these QoS feature are:

• Policers applied to a port channel interface.

• Policers applied to a switched virtual interface.

• Egress policers applied to either a Layer 3 interface or an SVI. 

Policers affected by this restriction deliver an aggregate rate that is the sum of all the independent 
policing rates.

Microflow Policers 
PFC QoS applies the bandwidth limit specified in a microflow policer separately to each flow in matched 
traffic. For example, if you configure a microflow policer to limit the TFTP traffic to 1 Mbps on VLAN 1 
and VLAN 3, then 1 Mbps is allowed for each flow in VLAN 1 and 1 Mbps for each flow in VLAN 3. 
In other words, if there are three flows in VLAN 1 and four flows in VLAN 3, the microflow policer 
allows each of these flows 1 Mbps. 

You can configure PFC QoS to apply the bandwidth limits in a microflow policer as follows:

• You can create microflow policers with up to 127 different rate and burst parameter combinations.

• You create microflow policers in a policy map class with the police flow command.

• You can configure a microflow policer to use only source addresses, which applies the microflow 
policer to all traffic from a source address regardless of the destination addresses.

• You can configure a microflow policer to use only destination addresses, which applies the 
microflow policer to all traffic to a destination address regardless of the source addresses.
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• For MAC-Layer microflow policing, PFC QoS considers MAC-Layer traffic with the same protocol 
and the same source and destination MAC-Layer addresses to be part of the same flow, including 
traffic with different EtherTypes. You can configure MAC ACLs to filter IPX traffic.

• You cannot apply microflow policing to ARP traffic.

• Release 15.1(1)SY1 and later releases support Egress Microflow Destination-Only Policing. Egress 
policing is per-VLAN, applied on either a Layer 3 interface or an SVI. With releases earlier than 
Release 15.1(1)SY1, policies attached with the output keyword do not support microflow policing. 

You can include both an aggregate policer and a microflow policer in each policy map class to police a 
flow based on both its own bandwidth utilization and on its bandwidth utilization combined with that of 
other flows.

Note If traffic is both aggregate and microflow policed, then the aggregate and microflow policers must both 
be in the same policy-map class and each must use the same conform-action and exceed-action 
keyword option: drop, set-dscp-transmit, set-prec-transmit, or transmit.

For example, you could create a microflow policer with a bandwidth limit suitable for individuals in a 
group, and you could create a named aggregate policer with bandwidth limits suitable for the group as 
a whole. You could include both policers in policy map classes that match the group’s traffic. The 
combination would affect individual flows separately and the group aggregately.

For policy map classes that include both an aggregate and a microflow policer, PFC QoS responds to an 
out-of-profile status from either policer and, as specified by the policer, applies a new DSCP value or 
drops the packet. If both policers return an out-of-profile status, then if either policer specifies that the 
packet is to be dropped, it is dropped; otherwise, PFC QoS applies a marked-down DSCP value.

How to Configure Classification, Marking, and Policing 
Policies 

• Enabling Distributed Aggregate Policing, page 65-7 

• Configuring a Class Map, page 65-8 

• Configuring a Policy Map, page 65-9 

• Attaching a Policy Map to an Interface, page 65-17 

• Configuring Dynamic Per-Session Attachment of a Policy Map, page 65-19 
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Enabling Distributed Aggregate Policing 
To enable distributed aggregate policing, perform this task: 

This example shows how to enable strict distributed aggregate policing globally:
Router(config)# platform qos police distributed strict 
Router(config)#

This example shows how to disable distributed aggregate policing globally:
Router(config)# no platform qos police distributed 
Router(config)#

Configuring a Class Map 
• Creating a Class Map, page 65-8

• Configuring Filtering in a Class Map, page 65-8

• Verifying Class Map Configuration, page 65-8

Creating a Class Map
To create a class map, perform this task: 

Command Purpose
Router(config)# platform qos police distributed {strict | loose} Enables distributed aggregate policing.

• The strict keyword prevents application of 
aggregate policers to interfaces that would 
exceed available hardware acceleration 
resources. 

• The loose keyword allows application of 
aggregate policers as nondistributed to 
interfaces that would exceed available 
hardware acceleration resources. 

Command Purpose
Router(config)# class-map [match-all | match-any] class_name Creates a class map. 

Note If you do not enter a match keyword, the 
default is match-all. 
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Configuring Filtering in a Class Map
To configure filtering in a class map, enter match commands as described in Table 65-1, “Traffic 
Classification Class Map match Commands and Match Criteria”. 

Verifying Class Map Configuration
To verify class map configuration, perform this task: 

This example shows how to create a class map named ipp5 and how to configure filtering to match traffic 
with IP precedence 5:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# class-map ipp5 
Router(config-cmap)# match ip precedence 5 
Router(config-cmap)# end 

This example shows how to verify the configuration:
Router# show class-map ipp5 
 Class Map match-all ipp5 (id 1)
   Match ip precedence 5

Configuring a Policy Map
• Policy Map Overview, page 65-9

• Creating a Policy Map, page 65-9

• Policy Map Class Configuration Guidelines and Restrictions, page 65-9

• Creating a Policy Map Class and Configuring Filtering, page 65-9

• Configuring Policy Map Class Actions, page 65-10

• Verifying Policy Map Configuration, page 65-16

Policy Map Overview 
Policy maps can contain one or more policy map classes, each with different policy map commands.

Configure a separate policy map class in the policy map for each type of traffic that an interface receives. 
Put all commands for each type of traffic in the same policy map class. PFC QoS does not attempt to 
apply commands from more than one policy map class to matched traffic.

Command Purpose
Step 1 Router (config-cmap)# end Exits configuration mode.
Step 2 Router# show class-map class_name Verifies the configuration.
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Creating a Policy Map
To create a policy map, perform this task: 

Policy Map Class Configuration Guidelines and Restrictions
• PFC QoS does not support the class class_name destination-address, class class_name 

input-interface, class class_name qos-group, and class class_name source-address policy map 
commands. 

• PFC QoS supports the class default policy map command. 

• PFC QoS does not detect the use of unsupported commands until you attach a policy map to an 
interface.

• PFC QoS does not support multiple ACL matches per class. 

Creating a Policy Map Class and Configuring Filtering
To create a policy map class and configure it to filter with a class map, perform this task: 

Configuring Policy Map Class Actions
• Policy Map Class Action Restrictions, page 65-10

• Configuring Policy Map Class Marking, page 65-11

• Configuring the Policy Map Class Trust State, page 65-11

• Configuring Policy Map Class Policing, page 65-11

Policy Map Class Action Restrictions 

• Policy maps can contain one or more policy map classes. 

• Put all commands for each type of traffic in the same policy map class. 

• PFC QoS only applies commands from one policy map class to traffic. After traffic has matched the 
filtering in one policy map class, QoS does not apply the filtering configured in other policy map 
classes.

• For hardware-switched traffic, PFC QoS does not support the bandwidth, priority, queue-limit, or 
random-detect policy map class commands. You can configure these commands because they can 
be used for software-switched traffic. 

Command Purpose
Router(config)# policy-map policy_name Creates a policy map. 

Command Purpose
Router(config-pmap)# class class_name Creates a policy map class and configures it to filter with a 

class map. 

Note PFC QoS supports class maps that contain a single 
match command. 



65-11
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 65      Classification, Marking, and Policing
How to Configure Classification, Marking, and Policing Policies

• PFC QoS does not support the set qos-group policy map class commands. 

• PFC QoS supports the set ip dscp and set ip precedence policy map class commands for IPv4 
traffic.

– You can use the set ip dscp and set ip precedence commands on non-IP traffic to mark the 
internal DSCP value, which is the basis of the egress Layer 2 CoS value.

– The set ip dscp and set ip precedence commands are saved in the configuration file as set dscp 
and set precedence commands.

• PFC QoS supports the set dscp and set precedence policy map class commands for IPv4 and IPv6 
traffic.

• You cannot do all three of the following in a policy map class:

– Mark traffic with the set commands 

– Configure the trust state 

– Configure policing 

In a policy map class, you can either mark traffic with the set commands or do one or both of the 
following:

– Configure the trust state

– Configure policing

Note When configure policing, you can mark traffic with policing keywords.

• Layer 2 network control protocols - such as STP, LLDP, CDP, LACP cannot be remarked with a 
policy map. These protocols are automatically treated with priority in hardware and cannot be 
overwritten.

Configuring Policy Map Class Marking

PFC QoS supports policy map class marking for all traffic with set policy map class commands. To 
configure policy map class marking, perform this task: 

Command Purpose
Router(config-pmap-c)# set {dscp dscp_value | 
precedence ip_precedence_value}

Configures the policy map class to mark matched traffic with 
the configured DSCP or IP precedence value.
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Configuring the Policy Map Class Trust State

Note You cannot attach a policy map that configures a trust state with the service-policy output command.

To configure the policy map class trust state, perform this task: 

When configuring the policy map class trust state, note the following information:

• Enter the no trust command to use the trust state configured on the ingress port (this is the default).

• With the cos keyword, PFC QoS sets the internal DSCP value from received or ingress port CoS.

• With the dscp keyword, PFC QoS uses received DSCP.

• With the ip-precedence keyword, PFC QoS sets DSCP from received IP precedence.

Configuring Policy Map Class Policing

• Policy Map Class Policing Restrictions, page 65-12

• Using a Named Aggregate Policer, page 65-12

• Configuring a Per-Interface Policer, page 65-13

• Configuring a Per-Interface Microflow Policer, page 65-14

Policy Map Class Policing Restrictions 
• PFC QoS does not support the set-qos-transmit policer keyword.

• PFC QoS does not support the set-dscp-transmit or set-prec-transmit keywords as arguments to 
the exceed-action keyword. 

• PFC QoS does not detect the use of unsupported keywords until you attach a policy map to an 
interface.

• Policing with the conform-action transmit keywords sets the port trust state of matched traffic to 
trust DSCP or to the trust state configured by a trust command in the policy map class. 

Using a Named Aggregate Policer
To use a named aggregate policer, perform this task: 

Command Purpose
Router(config-pmap-c)# trust {cos | dscp | 
ip-precedence} 

Configures the policy map class trust state, which selects the 
value that PFC QoS uses as the source of the initial internal 
DSCP value.

Command Purpose
Router(config-pmap-c)# police aggregate aggregate_name Configures the policy map class to use a previously defined 

named aggregate policer. 
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• When distributed aggregate policing is enabled, note the following information: 

– Distributed aggregate policers synchronize policing on interfaces supported by different 
DFC-equipped switching modules or the PFC. Distributed aggregate policing applies to the first 
4,096 aggregate policers of these types: 

—Aggregate policers applied to VLAN, tunnel, or port channel interfaces. 

—Shared aggregate policers. 

—Aggregate policers in egress policies. 

– Distributed aggregate policers in excess of the hardware-supported capacity function as 
nondistributed aggregate policers. 

• When distributed aggregate policing is not enabled, note the following information: 

– Aggregate policing works independently on each DFC-equipped switching module and 
independently on the PFC, which supports any non-DFC-equipped switching modules. 
Aggregate policing does not combine flow statistics from different DFC-equipped switching 
modules. You can display aggregate policing statistics for each DFC-equipped switching 
module and for the PFC and any non-DFC-equipped switching modules supported by the PFC.

– Each PFC or DFC polices independently, which might affect QoS features being applied to 
traffic that is distributed across the PFC and any DFCs.  Examples of these QoS feature are:

—Policers applied to a port channel interface.

—Policers applied to a switched virtual interface.

—Egress policers applied to either a Layer 3 interface or an SVI. 

– Policers affected by this restriction deliver an aggregate rate that is the sum of all the 
independent policing rates.

Configuring a Per-Interface Policer
To configure a per-interface policer, perform this task: 

• When you apply both ingress policing and egress policing to the same traffic, both the input policy 
and the output policy must either mark down traffic or drop traffic. PFC QoS does not support 
ingress markdown with egress drop or ingress drop with egress markdown.

• Policing uses the Layer 2 frame size.

• See the “Restrictions for PFC QoS” section on page 63-1 for information about rate and burst size 
granularity.

• The valid range of values for the CIR bits_per_second parameter is as follows:

– Minimum—32 kilobits per second, entered as 32000

– Maximum—256 gigabits per second, entered as 256000000000

• The normal_burst_bytes parameter sets the CIR token bucket size. 

• The maximum_burst_bytes parameter sets the PIR token bucket size. 

Command Purpose
Router(config-pmap-c)# police bits_per_second normal_burst_bytes 
[maximum_burst_bytes] [pir peak_rate_bps] [[[conform-action {drop | 
set-dscp-transmit dscp_value | set-prec-transmit 
ip_precedence_value | transmit}] exceed-action {drop | policed-dscp 
| transmit}] violate-action {drop | policed-dscp | transmit}]

Creates a per-interface policer and 
configures the policy-map class to use it.
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• When configuring the size of a token bucket, note the following information:

– Because the token bucket must be large enough to hold at least one frame, configure the token 
bucket size to be larger than the maximum size of the traffic being policed.

– For TCP traffic, configure the token bucket size as a multiple of the TCP window size, with a 
minimum value at least twice as large as the maximum size of the traffic being policed.

– The maximum_burst_bytes parameter must be set larger than the normal_burst_bytes 
parameter.

– To sustain a specific rate, set the token bucket size to be at least the rate value divided by 2000.

– The minimum token bucket size is 1 byte, entered as 1.

– The maximum token bucket size is 512 megabytes, entered as 512000000. 

• The valid range of values for the pir bits_per_second parameter is as follows:

– Minimum—32 kilobits per second, entered as 32000 (the value cannot be smaller than the CIR 
bits_per_second parameters)

– Maximum—256 gigabits per second, entered as 256000000000

• (Optional) You can specify a conform action for matched in-profile traffic as follows:

– The default conform action is transmit, which sets the policy map class trust state to trust 
DSCP unless the policy map class contains a trust command. 

– To set PFC QoS labels in untrusted traffic, you can enter the set-dscp-transmit keyword to 
mark matched untrusted traffic with a new DSCP value or enter the set-prec-transmit keyword 
to mark matched untrusted traffic with a new IP precedence value. The set-dscp-transmit and 
set-prec-transmit keywords are only supported for IP traffic. PFC QoS sets egress ToS and 
CoS from the configured value. 

– You can enter the drop keyword to drop all matched traffic.

– Ensure that aggregate and microflow policers that are applied to the same traffic each specify 
the same conform-action behavior.

• (Optional) For traffic that exceeds the CIR, you can specify an exceed action as follows:

– For marking without policing, you can enter the transmit keyword to transmit all matched 
out-of-profile traffic.

– The default exceed action is drop, except with a maximum_burst_bytes parameter (drop is not 
supported with a maximum_burst_bytes parameter). 

Note When the exceed action is drop, PFC QoS ignores any configured violate action.

– You can enter the policed-dscp-transmit keyword to cause all matched out-of-profile traffic to 
be marked down as specified in the markdown map. 

Note When you create a policer that does not use the pir keyword and the 
maximum_burst_bytes parameter is equal to the normal_burst_bytes parameter (which 
is the case if you do not enter the maximum_burst_bytes parameter), the exceed-action 
policed-dscp-transmit keywords cause PFC QoS to mark traffic down as defined by 
the policed-dscp max-burst markdown map.
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• (Optional) for traffic that exceeds the PIR, you can specify a violate action as follows:

– For marking without policing, you can enter the transmit keyword to transmit all matched 
out-of-profile traffic.

– The default violate action is equal to the exceed action. 

– You can enter the policed-dscp-transmit keyword to cause all matched out-of-profile traffic to 
be marked down as specified in the markdown map. 

This example shows how to create a policy map named max-pol-ipp5 that uses the class-map named 
ipp5, which is configured to trust received IP precedence values and is configured with a 
maximum-capacity aggregate policer and with a microflow policer:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# policy-map max-pol-ipp5 
Router(config-pmap)# class ipp5 
Router(config-pmap-c)# trust ip-precedence 
Router(config-pmap-c)# police 2000000000 2000000 conform-action set-prec-transmit 6 
exceed-action policed-dscp-transmit 
Router(config-pmap-c)# police flow 10000000 10000 conform-action set-prec-transmit 6 
exceed-action policed-dscp-transmit 
Router(config-pmap-c)# end 

Configuring a Per-Interface Microflow Policer
To configure a per-interface microflow policer, perform this task: 

• When you apply both ingress policing and egress policing to the same traffic, both the input policy 
and the output policy must either mark down traffic or drop traffic. PFC QoS does not support 
ingress markdown with egress drop or ingress drop with egress markdown.

• Policing uses the Layer 2 frame size.

• See the “Restrictions for PFC QoS” section on page 63-1 for information about rate and burst size 
granularity.

• You can enter the mask src-only keywords to base flow identification only on source addresses, 
which applies the microflow policer to all traffic from each source address. PFC QoS supports the 
mask src-only keywords for both IP traffic and MAC traffic. 

• You can enter the mask dest-only keywords to base flow identification only on destination 
addresses, which applies the microflow policer to all traffic to each source address. PFC QoS 
supports the mask dest-only keywords for both IP traffic and MAC traffic. Release 15.1(1)SY1 and 
later releases support Egress Microflow Destination-Only Policing. Egress policing is per-VLAN, 
applied on either a Layer 3 interface or an SVI. 

• By default and with the mask full-flow keywords, PFC QoS bases IP flow identification on source 
IP address, destination IP address, the Layer 3 protocol, and Layer 4 port numbers.

• PFC QoS considers MAC-Layer traffic with the same protocol and the same source and destination 
MAC-Layer addresses to be part of the same flow, including traffic with different EtherTypes.

Command Purpose
Router(config-pmap-c)# police flow [mask {src-only | dest-only | full-flow}] 
bits_per_second normal_burst_bytes [[[conform-action {drop | 
set-dscp-transmit dscp_value | set-prec-transmit ip_precedence_value 
| transmit}] exceed-action {drop | policed-dscp | transmit}] 
violate-action {drop | policed-dscp | transmit}] 

Creates a per-interface microflow 
policer and configures the 
policy-map class to use it.
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• Microflow policers do not support the maximum_burst_bytes parameter, the pir bits_per_second 
keyword and parameter, or the violate-action keyword.

Note The flowmask requirements of microflow policing, NetFlow, and NetFlow data export 
(NDE) might conflict.

• The valid range of values for the CIR bits_per_second parameter is as follows:

– Minimum—32 kilobits per second, entered as 32000

– Maximum—256 gigabits per second, entered as 256000000000

• The normal_burst_bytes parameter sets the CIR token bucket size. 

• When configuring the size of a token bucket, note the following information:

– Because the token bucket must be large enough to hold at least one frame, configure the token 
bucket size to be larger than the maximum size of the traffic being policed.

– For TCP traffic, configure the token bucket size as a multiple of the TCP window size, with a 
minimum value at least twice as large as the maximum size of the traffic being policed.

– The maximum_burst_bytes parameter must be set larger than the normal_burst_bytes 
parameter.

– To sustain a specific rate, set the token bucket size to be at least the rate value divided by 2000.

– The minimum token bucket size is 1 byte, entered as 1.

– The maximum token bucket size is 512 megabytes, entered as 512000000. 

• (Optional) You can specify a conform action for matched in-profile traffic as follows:

– The default conform action is transmit, which sets the policy map class trust state to trust 
DSCP unless the policy map class contains a trust command. 

– To set PFC QoS labels in untrusted traffic, you can enter the set-dscp-transmit keyword to 
mark matched untrusted traffic with a new DSCP value or enter the set-prec-transmit keyword 
to mark matched untrusted traffic with a new IP precedence value. The set-dscp-transmit and 
set-prec-transmit keywords are only supported for IP traffic. PFC QoS sets egress ToS and 
CoS from the configured value. 

– You can enter the drop keyword to drop all matched traffic.

– Ensure that aggregate and microflow policers that are applied to the same traffic each specify 
the same conform-action behavior.

• (Optional) For traffic that exceeds the CIR, you can specify an exceed action as follows:

– For marking without policing, you can enter the transmit keyword to transmit all matched 
out-of-profile traffic.

– The default exceed action is drop, except with a maximum_burst_bytes parameter (drop is not 
supported with a maximum_burst_bytes parameter). 

Note When the exceed action is drop, PFC QoS ignores any configured violate action.

– You can enter the policed-dscp-transmit keyword to cause all matched out-of-profile traffic to 
be marked down as specified in the markdown map. 
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Note When you create a policer that does not use the pir keyword and the 
maximum_burst_bytes parameter is equal to the normal_burst_bytes parameter (which 
is the case if you do not enter the maximum_burst_bytes parameter), the exceed-action 
policed-dscp-transmit keywords cause PFC QoS to mark traffic down as defined by 
the policed-dscp max-burst markdown map.

Verifying Policy Map Configuration
To verify policy map configuration, perform this task: 

This example shows how to verify the configuration:
Router# show policy-map max-pol-ipp5 
 Policy Map max-pol-ipp5
  class  ipp5

  class ipp5
    police flow 10000000 10000 conform-action set-prec-transmit 6 exceed-action 
policed-dscp-transmit
    trust precedence
    police 2000000000 2000000 2000000 conform-action set-prec-transmit 6 exceed-action 
policed-dscp-transmit

Router# 

Attaching a Policy Map to an Interface
To attach a policy map to an interface, perform this task: 

• Do not attach a service policy to a port that is a member of an EtherChannel.

• PFC QoS supports the output keyword only on Layer 3 interfaces (either LAN ports configured as 
Layer 3 interfaces or VLAN interfaces).You can attach both an input and an output policy map to a 
Layer 3 interface.

Command Purpose
Step 1 Router(config-pmap-c)# end Exits policy map class configuration mode.

Note Enter additional class commands to create 
additional classes in the policy map.

Step 2 Router# show policy-map policy_name Verifies the configuration.

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port[.subinterface]} | 
{port-channel number[.subinterface]}}

Selects the interface to configure.

Step 2 Router(config-if)# service-policy [input | output] policy_map_name Attaches a policy map to the interface.
Step 3 Router(config-if)# end Exits configuration mode.
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• VLAN-based or port-based PFC QoS on Layer 2 ports is not relevant to policies attached to Layer 3 
interfaces with the output keyword.

• Release 15.1(1)SY1 and later releases support Egress Microflow Destination-Only Policing. Egress 
policing is per-VLAN, applied on either a Layer 3 interface or an SVI. With releases earlier than 
Release 15.1(1)SY1, policies attached with the output keyword do not support microflow policing. 

• You cannot attach a policy map that configures a trust state with the service-policy output 
command.

• Filtering based on IP precedence or DSCP in policies attached with the output keyword uses the 
received IP precedence or DSCP values. Filtering based on IP precedence or DSCP in policies 
attached with the output keyword is not based on any IP precedence or DSCP changes made by 
ingress QoS.

• A shared aggregate policer cannot be applied in both ingress and egress directions. 

• When distributed aggregate policing is enabled, aggregate policers synchronize policing on 
interfaces supported by different DFC-equipped switching modules or the PFC. Distributed 
aggregate policing applies to the first 4,096 aggregate policer instances of these types: 

– Aggregate policers applied to VLAN, tunnel, or port channel interfaces. 

– Shared aggregate policers. 

– Aggregate policers in egress policies. 

With distributed aggregate policing enabled, aggregate policers in excess of the hardware-supported 
capacity function as nondistributed aggregate policers.

• Nondistributed aggregate policing works independently on each DFC-equipped switching module 
and independently on the PFC, which supports any non-DFC-equipped switching modules. 
Aggregate policing does not combine flow statistics from different DFC-equipped switching 
modules. You can display aggregate policing statistics for each DFC-equipped switching module 
and for the PFC and any non-DFC-equipped switching modules supported by the PFC. 

Each PFC or DFC polices independently, which might affect QoS features being applied to traffic 
that is distributed across the PFC and any DFCs. Examples of these QoS feature are: 

– Policers applied to a port channel interface. 

– Policers applied to a switched virtual interface. 

– Egress policers applied to either a Layer 3 interface or an SVI. 

Policers affected by this restriction deliver an aggregate rate that is the sum of all the independent 
policing rates. 

• For nonaggregate policers, each PFC or DFC polices independently, which might affect QoS 
features being applied to traffic that is distributed across the PFC and any DFCs. Examples of these 
QoS feature are:

– Policers applied to a port channel interface.

– Policers applied to a switched virtual interface.

– Egress policers applied to either a Layer 3 interface or an SVI. 

Policers affected by this restriction deliver an aggregate rate that is the sum of all the independent 
policing rates.

• When you apply both ingress policing and egress policing to the same traffic, both the input policy 
and the output policy must either mark down traffic or drop traffic. PFC QoS does not support 
ingress markdown with egress drop or ingress drop with egress markdown.



65-19
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 65      Classification, Marking, and Policing
How to Configure Classification, Marking, and Policing Policies

This example shows how to attach the policy map named pmap1 to gigabit Ethernet port 5/36:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/36 
Router(config-if)# service-policy input pmap1 
Router(config-if)# end 

This example shows how to verify the configuration:
Router# show policy-map interface gigabitethernet 5/36 
 gigabitethernet5/36 
  service-policy input: pmap1
    class-map: cmap1 (match-all)
      0 packets, 0 bytes
      5 minute rate 0 bps
      match: ip precedence 5
  class cmap1
    police 8000 8000 conform-action transmit exceed-action drop
    class-map: cmap2 (match-any)
      0 packets, 0 bytes
      5 minute rate 0 bps
      match: ip precedence 2
        0 packets, 0 bytes
        5 minute rate 0 bps
  class cmap2
    police 8000 10000 conform-action transmit exceed-action drop
Router#

Configuring Dynamic Per-Session Attachment of a Policy Map 
• Policy Map Dynamic Per-Session Attachment Prerequisites, page 65-19

• Defining and Associating Policy Maps, page 65-19

Policy Map Dynamic Per-Session Attachment Prerequisites
• Define the ingress and egress QoS policy maps to be assigned when users are authenticated.

• Configure identity policies to specify the policy maps to be assigned.

• In the user profiles on the RADIUS server, configure the Cisco vendor-specific attributes (VSAs) to 
specify which ingress and egress QoS policy maps will be assigned to each user.

Defining and Associating Policy Maps 
To define the policy maps and associate them with an identity policy, follow these steps:

Command Purpose
Step 1 Router(config)# policy-map in_policy_name Configures an ingress QoS policy map. 
Step 2 Router(config-pmap)# class class_map_name

...
Configures policy map class. 

Step 3 Router(config-pmap-c)# exit Exits policy map class configuration submode.
Step 4 Router(config)# policy-map out_policy_name Configures an egress QoS policy map.
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To remove the identity policy, use the no identity policy policy_name command.

After the policy maps have been defined, configure the Cisco AV pair attributes in each user profile on 
the RADIUS server using the policy map names:

• cisco-avpair = “ip:sub-policy-In=in_policy_name”

• cisco-avpair = “ip:sub-policy-Out=out_policy_name”

To set the Cisco AV pair attributes on the RADIUS server, perform the following task:

This example shows the configuration in the user file on the RADIUS server:
userid Password ="cisco"

Service-Type = Framed,
Framed-Protocol = PPP,
cisco-avpair = "sub-policy-In=example_in_qos",
cisco-avpair = "sub-policy-Out=example_out_qos"

This example shows the output of the show epm session summary command when a session is active:
Router# show epm session summary

EPM Session Information
-----------------------
Total sessions seen so far : 5
Total active sessions      : 1
Session IP Address         : 192.0.2.1
-------------------

Step 5 Router(config-pmap)# class class_map_name
...

Configures policy map class. 

Step 6 Router(config-pmap-c)# exit Exits policy map class configuration submode.
Step 7 Router(config)# identity policy policy1 Creates an identity policy, and enters identity policy 

configuration submode.
Step 8 Router(config-identity-policy)# service-policy 

type qos input in_policy_name
Associates the ingress QoS policy map with this identity.

Step 9 Router(config-identity-policy)# service-policy 
type qos output out_policy_name

Associates the egress QoS policy map with this identity.

Step 10 Router(config-identity-policy)# end Exits identity policy configuration submode and returns 
to privileged EXEC mode.

Command Purpose

Command or Action Purpose
sub-policy-In=in_policy_name 
sub-policy-Out=out_policy_name 

Enters the two Cisco AV pairs for service policy on the RADIUS server in the user file. 
When the switch requests the policy name, this information in the user file is supplied.

A RADIUS user file contains an entry for each user that the RADIUS server will 
authenticate. Each entry, which is also referred to as a user profile, establishes an 
attribute the user can access. 

In this example, you have configured a service policy that attaches a QoS policy map to 
the interface and specifies the direction (inbound for data packets traveling into the 
interface or outbound for data packets leaving the interface).

The policy map applied in the inbound direction is example_in_qos and the outbound 
policy map is example_out_qos.
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This example shows the output of the show epm session ip ip_addr command when a session is active 
on the interface with IP address 192.0.2.1:
Router# show epm session ip 192.0.2.1

Admission feature       : AUTHPROXY
AAA Policies            :
Input Service Policy    : in_policy_name
Output Service Policy   : out_policy_name

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Policy-Based Queueing, page 66-1

• Restrictions for Policy-Based Queueing, page 66-2

• Information About Policy-Based Queueing, page 66-4

• How to Configure Policy-Based Queueing, page 66-10

• Configuration Examples for Policy-Based Queueing, page 66-18

• Queuing on FEX, page 66-45

Note • Queueing is optional. Use the commands described in this section to configure queueing on ports 
that serve congested links.

• For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Policy-Based Queueing 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for Policy-Based Queueing 
• Ports on the WS-X6904-40G-2T switching modules can be configured with two priority queues 

(2p6q4t). Priority queue 1 has higher priority than priority queue 2. 

• The WS-X6904-40G-2T egress queues support QoS shaping. 

– Shaping buffers traffic that exceeds the total egress port bandwidth. You can configure shaping 
on the egress queues and for egress traffic on the port. 

– You configure shaping as a percentage of the total egress port bandwidth. 

– Shaping can be configured only on the egress queues of WS-X6904-40G-2T ports. You cannot 
configure shaping on a port-channel interface. 

– Ports with shaping configured can be members of an EtherChannel, but shaping can cause the 
egress traffic rate to vary significantly and cause significant differences between the member 
ports. 

– You configure shaping with the shape average percent command. The 
show running-configuration command displays the shape average percent command, but the 
show policy-map type lan-queuing command displays the shaping configuration with the 
cir percentage command under the heading “Average Rate Traffic Shaping” heading. 

See the “Configuring Policy-Based Queueing on WS-X6904-40G-2T Ports” section on page 66-12. 

• DSCP-based queueing is supported on 8q4t, 1p7q2t, 2p6q4t, and 1p7q4t ports. The 
Supervisor Engine 2T-10GE ports are 8q4t/1p7q4t with the platform qos 10g-only global 
configuration command configured, which disables the Gigabit Ethernet ports on the 
supervisor engine.

• The presence of a match dscp command or a match precedence command in a class map that is 
used in a queueing policy attached to a port enables DSCP-based queueing on the port in the 
direction that the queueing policy is attached. 

• CoS-based queueing is always used for non-IP traffic, IP multicast traffic, and IP unknown unicast 
flood traffic. 

• Class maps that are used in queueing policies can contain any combination and number of 
match dscp, match precedence, or match cos commands. 

• You can attach one input and one output queueing policy to an interface, in addition to policies that 
configure marking or policing. To support per-queue shaping on WS-X6904-40G-2T egress 
nonprioritynonpriority queues, the output queueing policy on WS-X6904-40G-2T port egress 
queues supports child policies.  

• To support migration from Cisco IOS Release 12.2SX configurations, Cisco IOS Release 15.4SY 
supports global configuration mode and interface configuration mode queueing commands. 

– When you attach an ingress or egress queueing policy to a port, all interface configuration mode 
queueing commands on the port are deleted. 

– An attached ingress or egress queueing policy supercedes the effect of any configured global 
configuration mode queueing commands. 

– If you attach a queueing policy in only one direction, the queueing configuration of the other 
direction is either the defaults or is defined by any configured global configuration mode 
queueing commands. 

– You cannot configure any interface configuration mode queueing commands on a port that has 
a queueing policy attached.
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• Policy-based queueing is supported on all modules that Cisco IOS Release 15.4SY supports with 
the Supervisor Engine 2T-10GE. 

• Queueing policies are specific to particular port types because a queueing policy cannot contain any 
commands that are not supported by the port to which it will be attached (see the “Configuration 
Examples for Policy-Based Queueing” section on page 66-18). Commands not supported on a port are 
not ignored. You cannot successfully apply a policy with unsupported commands to a port. 

• For clarity, configure queueing policy names that correspond to the port type it supports; for 
example 1q2t_1q8t_ingress.

• Queueing policies can contain multiple class maps; each class map configures a queue. 

• A policy-map class defined by a class command that uses a class map and that contains the 
policy-map class priority command configures the priority queue. (The priority queue is the 
highest-numbered queue.) The class-map filters the QoS values (CoS or DSCP) it is configured with 
to the priority queue.

• Enabling SRR on a port disables the priority queue.

• A policy-map class defined by a class command that uses a class map and that does not contain the 
policy-map class priority command configures the highest-numbered nonpriority queue. (If the port 
has a priority queue, the highest-numbered nonpriority queue is numbered one less than the priority 
queue. If the port does not have a priority queue, the highest-numbered queue is a nonpriority 
queue.) Subsequent such commands define the configuration of the remaining nonpriority queues in 
reverse numerical order. You cannot skip a queue, but configuration of all queues is not required. 
The class-map filters the QoS values it is configured with to the nonpriority queue being configured. 

• A class command that uses the class-default keywords configures queue 1. The class-default 
keywords filter all remaining QoS values to queue 1. 

• For each nonpriority queue, policy-map class queue-buffers or random-detect commands assign 
QoS values (CoS or DSCP) to thresholds within a queue. Thresholds are configured in numerical 
order. You cannot skip a threshold, but configuration of all threshold is not required. QoS values that 
are to be applied to the thresholds must be from the group of values that the class-map filters to the 
queue.

– The first queue-buffers or random-detect command assigns QoS values to the first threshold, 
and configures the percentage value applied to it.

– Subsequent queue-buffers or random-detect commands that are configured with the same 
percentage value assign additional QoS values to the first threshold.

– The next queue-buffers or random-detect command that is configured with a different 
percentage value assigns QoS values to the numerically next threshold, and configures the 
percentage value applied to it.

– Subsequent queue-buffers or random-detect commands that are configured with the same 
percentage value assign additional QoS values to the numerically next threshold.

– Each queue-buffers or random-detect command with a different percentage defines the next 
unconfigured threshold and any subsequent commands that repeat a percentage value assign 
additional QoS values to a configured threshold.

– All unconfigured thresholds are at 100%.

– All unassigned QoS labels are assigned to the highest-numbered threshold.
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Information About Policy-Based Queueing 
• Port-Based Queue Types, page 66-4 

• Queueing Policies, page 66-8 

Port-Based Queue Types
• Ingress and Egress Buffers and Queues, page 66-4

• Ingress Queue Types, page 66-5

• Egress Queue Types, page 66-6

• Module to Queue Type Mappings, page 66-7

Ingress and Egress Buffers and Queues 

Note The WS-X6904-40G-2T egress queues support QoS shaping. 

The Ethernet port ASICs have buffers that are divided into a fixed number of queues. When congestion 
avoidance is enabled, PFC QoS uses the traffic’s Layer 2 CoS value or, on some port types, the Layer 3 
DSCP values, to assign traffic to the queues. The buffers and queues store frames temporarily as they 
transit the switch. PFC QoS allocates the port ASIC memory as buffers for each queue on each port. 

The Ethernet ports support the following types of queues:

• Nonpriority queues

• Priority queues

The Ethernet ports support the following types of scheduling algorithms between queues:

• Shaped round robin (SRR)—SRR allows a queue to use only the allocated bandwidth. 

• Deficit weighted round robin (DWRR)—DWRR keeps track of any lower-priority queue 
under-transmission caused by traffic in a higher-priority queue and compensates in the next round.

• Weighted Round Robin (WRR)—WRR does not explicitly reserve bandwidth for the queues. 
Instead, the amount of bandwidth assigned to each queue is user configurable. The percentage or 
weight allocated to a queue defines the amount of bandwidth allocated to the queue. 

• Priority queueing—Strict priority queueing allows delay-sensitive data such as voice to be dequeued 
and sent before packets in other queues are dequeued, giving delay-sensitive data preferential 
treatment over other traffic. The switch services traffic in the strict-priority transmit queue before 
servicing the nonpriority queues. After transmitting a packet from a nonpriority queue, the switch 
checks for traffic in the strict-priority queue. If the switch detects traffic in the strict-priority queue, 
it suspends its service of the nonpriority queue and completes service of all traffic in the 
strict-priority queue before returning to the nonpriority queue.

The Ethernet ports provide congestion avoidance with these types of thresholds within a queue:

• Weighted Random Early Detection (WRED)—On ports with WRED drop thresholds, frames with a 
given QoS label are admitted to the queue based on a random probability designed to avoid buffer 
congestion. The probability of a frame with a given QoS label being admitted to the queue or 
discarded depends on the weight and threshold assigned to that QoS label. 
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For example, if CoS 2 is assigned to queue 1, threshold 2, and the threshold 2 levels are 40 percent 
(low) and 80 percent (high), then frames with CoS 2 will not be dropped until queue 1 is at least 
40 percent full. As the queue depth approaches 80 percent, frames with CoS 2 have an increasingly 
higher probability of being discarded rather than being admitted to the queue. Once the queue is over 
80 percent full, all CoS 2 frames are dropped until the queue is less than 80 percent full. The frames 
the switch discards when the queue level is between the low and high thresholds are picked out at 
random, rather than on a per-flow basis or in a FIFO manner. This method works well with protocols 
such as TCP that can adjust to periodic packet drops by backing off and adjusting their transmission 
window size.

• Tail-drop thresholds—On ports with tail-drop thresholds, frames with a given QoS label are 
admitted to the queue until the drop threshold associated with that QoS label is exceeded; 
subsequent frames of that QoS label are discarded until the threshold is no longer exceeded. For 
example, if CoS 1 is assigned to queue 1, threshold 2, and the threshold 2 watermark is 60 percent, 
then frames with CoS 1 will not be dropped until queue 1 is 60 percent full. All subsequent CoS 1 
frames will be dropped until the queue is less than 60 percent full. With some port types, you can 
configure the nonpriority receive queue to use both a tail-drop and a WRED-drop threshold by 
mapping a CoS value to the queue or to the queue and a threshold. The switch uses the tail-drop 
threshold for traffic carrying CoS values mapped only to the queue. The switch uses WRED-drop 
thresholds for traffic carrying CoS values mapped to the queue and a threshold. All LAN ports of 
the same type use the same drop-threshold configuration.

Note • You can enable DSCP-based queues and thresholds on 8q4t, 1p7q2t, and 1p7q4t ports (see the 
“Module to Queue Type Mappings” section on page 66-7), either in a queueing policy or with legacy 
interface commands (see the “Legacy Configuration Procedures for DSCP-Based Queue Mapping” 
section on page 36-14). 

• DSCP-based queueing is supported on 8q4t, 1p7q2t, and 1p7q4t ports. The Supervisor Engine 
2T-10GE ports are 8q4t/1p7q4t with the platform qos 10g-only global configuration command 
configured. To configure DSCP-based queue mapping on Supervisor Engine 2T ports, you must 
enter shutdown interface configuration mode commands for the Supervisor Engine 2T Gigabit 
Ethernet ports, and then enter the platform qos 10g-only global configuration command, which 
disables the Gigabit Ethernet ports on the Supervisor Engine 2T.

The switch provides congestion avoidance with the combination of multiple queues and the scheduling 
algorithms associated with each queue. 

Ingress Queue Types
To see the queue structure of a LAN port, enter the show queueing interface type slot/port | include 
type command. The command displays one of the following architectures:

• 1q2t indicates one nonpriority queue with one configurable tail-drop threshold and one 
nonconfigurable tail-drop threshold.

• 2q4t indicates two nonpriority queues, each with four configurable tail-drop thresholds. 

• 2q8t indicates two nonpriority queues, each with eight configurable tail-drop thresholds. 

• 8q4t indicates eight nonpriority queues, each with four thresholds, each configurable as either 
WRED-drop or tail-drop, with support for DSCP-based queueing.

• 8q8t indicates eight nonpriority queues, each with eight thresholds, each configurable as either 
WRED-drop or tail-drop. 
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• 1p1q4t indicates:

– One strict-priority queue

– One nonpriority queue with four configurable tail-drop thresholds.

• 1p7q2t indicates the following:

– One strict-priority queue
– Seven nonpriority queues, each with two thresholds, each threshold configurable as either 

WRED-drop or tail-drop

– Supports DSCP-based queueing

• 2p6q4t indicates the following:

– Two strict-priority queues
– Six nonpriority queues, each with four thresholds, each threshold configurable as either 

WRED-drop or tail-drop

– Supports DSCP-based queueing

• 1p7q4t indicates the following:

– One strict-priority queue
– Seven nonpriority queues, each with four thresholds, each threshold configurable as either 

WRED-drop or tail-drop

– Supports DSCP-based queueing

Egress Queue Types
To see the queue structure of an egress LAN port, enter the show queueing interface type slot/port | 
include type command. The command displays one of the following architectures:

• 1p3q8t indicates the following:

– One strict-priority queue

– Three nonpriority queues, each with eight thresholds, each threshold configurable as either 
WRED-drop or tail-drop

• 2p6q4t indicates the following:

– Two strict-priority queues
– Six nonpriority queues, each with four thresholds, each threshold configurable as either 

WRED-drop or tail-drop

– Supports DSCP-based queueing

– Supports per-queue shaping and per-port shaping 

• 1p7q4t indicates the following:

– One strict-priority queue

– Seven nonpriority queues, each with four thresholds, each threshold configurable as either 
WRED-drop or tail-drop

– Supports DSCP-based queueing 

– On WS-X6904-40G-2T, supports per-queue shaping and per-port shaping 
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• 1p7q8t indicates the following:

– One strict-priority queue

– Seven nonpriority queues, each with eight thresholds, each threshold configurable as either 
WRED-drop or tail-drop

Module to Queue Type Mappings
• Table 66-1—Supervisor Engine Module QoS Queue Structures

• Table 66-2—40-Gigabit Ethernet Modules

• Table 66-3—10-Gigabit Ethernet Modules

• Table 66-4—Gigabit and 10/100/1000 Ethernet Modules

Table 66-1 Supervisor Engine Module QoS Queue Structures

Supervisor Engines

Ingress
Queue 
and
Drop
Threshold
s

Ingress
Queue
Schedule
r

Egress
Queue 
and
Drop
Threshold
s

Egress
Queue
Scheduler

Total
Buffe
r
Size

Ingress
Buffer
Size 

Egress
Buffer
Size

VS-S2T-10G-XL, VS-S2T-10G 
With Gigabit Ethernet ports enabled 2q4t WRR 1p3q4t DWRR or SRR 128 MB 112 MB

Does not support DSCP-based queueing. 
With Gigabit Ethernet ports disabled 8q4t WRR 1p7q4t DWRR or SRR

• Supports DSCP-based queueing. 

Table 66-2 40-Gigabit Ethernet Modules

Modules

Ingress
Queue and
Drop
Threshold
s

Ingress
Queue
Scheduler

Egress
Queue and
Drop
Threshold
s

Egress
Queue
Scheduler

Total
Buffer
Size

Ingress
Buffer
Size 

Egress
Buffer
Size

WS-X6904-40G-2TXL, WS-X6904-40G-2T
(supports DSCP-based queueing; 
supports egress queue shaping) 

1p7q4t or 
2p6q4t 

DWRR 1p7q4t or 
2p6q4t 

DWRR See the Catalyst 6900 
Series data sheet. 

Note On WS-X6904-40G-2T ports, the bandwidth command must be 
configured if you configure any nondefault values for any other 
queueing commands on the port. (CSCtz05347)

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/data_sheet_c78-696623.html
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/data_sheet_c78-696623.html
http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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Table 66-3 10-Gigabit Ethernet Modules

Modules

Ingress
Queue and
Drop
Threshold
s

Ingress
Queue
Scheduler

Egress
Queue and
Drop
Threshold
s

Egress
Queue
Scheduler

Total
Buffer Siz
e

Ingress
Buffer Size 

Egress
Buffer Siz
e

WS-X6908-10GE
(supports DSCP-based queueing)

8q4t DWRR 1p7q4t DWRR
SRR

200 MB 108 MB 90 MB

WS-X6816-10T-2T, WS-X6716-10T, WS-X6816-10G-2T, WS-X6716-10GE (supports DSCP-based queueing)
Performance mode 8q4t DWRR 1p7q4t DWRR

SRR
198 MB 108 MB per 

port
90 MB per 
port

Oversubscription mode 1p7q2t DWRR 1p7q4t DWRR
SRR

91 MB 90 MB 
per port 

1 MB per 
port group

WS-X6704-10GE 8q8t WRR 1p7q8t DWRR 16 MB 2 MB 14 MB 

Table 66-4 Gigabit and 10/100/1000 Ethernet Modules 

Modules

Ingress 
Queue and 
Drop 
Thresholds

Ingress 
Queue 
Scheduler

Egress 
Queue and 
Drop 
Thresholds

Egress 
Queue 
Scheduler

Total 
Buffer Size

Ingress 
Buffer Size 

Egress 
Buffer Size

WS-X6848-TX-2T , WS-X6748-GE-TX , WS-X6848-SFP-2T, WS-X6748-SFP, WS-X6824-SFP-2T, WS-X6724-SFP
2q8t WRR 1p3q8t DWRR 1.3 MB 166 KB 1.2 MB
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Queueing Policies 
Queueing policies use class-maps with match commands (see Table 66-5) and policy maps with 
scheduling and congestion management commands (see Table 66-6). 

Table 66-5 Queueing Policy Class Map match Commands and Match Criteria

match Commands Match Criteria
match cos cos_list CoS values.
match dscp dscp_list DSCP values.
match precedence precedence_list Precedence values.
Note

• The presence of a match dscp command or a match precedence command in a class map that is 
used in a queueing policy attached to a port configures DSCP-based queueing in the direction of 
the policy (ingress or egress) on that port. 

• CoS-based queueing is always used for non-IP traffic, IP multicast traffic, and IP unknown unicast 
flood traffic. 

• Class maps that are used in queueing policies can contain both match dscp commands and 
match cos commands. 

http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_cos
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_dscp
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_dscp
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Table 66-6 Queueing Policy-Map Class Commands

Queueing Commands Description 
bandwidth [remaining] percent percentage Allocates bandwidth between nonpriority queues. The 

remaining keyword is required on ports that have a priority 
queue.

shape average percent percentage On WS-X6904-40G-2T ports, configures shaping on egress 
priority queues.

Enables SRR on other ports, which allocates limited 
bandwidth between nonpriority egress queues (see “SRR” in 
the “Module to Queue Type Mappings” section on page 66-7). 

priority Applies a policy-map class to a priority queue. 
priority level {1|2} [percent percentage] (Required to configure multiple priority queues or shaping.) 

On WS-X6904-40G-2T ports, applies a policy-map class to 
one of the priority queues. Priority queue 1 has higher priority 
than priority queue 2. 

The optional percent percentage keyword and argument 
configure shaping on egress priority queues. 

queue-buffers ratio weight Sets the queue size. 
queue-limit multiple-type-based Enables application of CoS, precedence, and DSCP values to 

a tail-drop threshold. 
queue-limit cos cos_value percent percent_of_qsize Applies one CoS value to a tail-drop threshold and configures 

the threshold percentage. 
queue-limit dscp dscp_value percent percent_of_qsize Applies one DSCP value to a tail-drop threshold and 

configures the threshold percentage. 
queue-limit precedence precedence_value 
percent percent_of_qsize 

Applies one precedence value to a tail-drop threshold and 
configures the threshold percentage. 

queue-limit cos values cos_list 
percent percent_of_qsize 

Applies multiple CoS values to a tail-drop threshold and 
configures the threshold percentage. 

queue-limit dscp values dscp_list 
percent percent_of_qsize 

Applies multiple DSCP values to a tail-drop threshold and 
configures the threshold percentage. 

queue-limit precedence values precedence_list 
percent percent_of_qsize 

Applies multiple precedence values to a tail-drop threshold 
and configures the threshold percentage. 
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How to Configure Policy-Based Queueing 
• Configuring a Queueing Policy Class Map, page 66-11 

• Verifying a Queueing Policy Class Map, page 66-11 

• Configuring Queueing Policy Maps, page 66-11 

• Verifying a Queueing Policy Map, page 66-17 

• Attaching a Queueing Policy Map to an Interface, page 66-17 

Note See the “Configuration Examples for Policy-Based Queueing” section on page 66-18 for detailed 
information about which queueing commands are supported by each queue type. 

random-detect cos-based [aggregate] Enables application of CoS values to a WRED-drop 
threshold. The aggregate keyword enables use of the values 
keyword. 

random-detect dscp-based [aggregate] Enables application of DSCP values to a WRED-drop 
threshold. The aggregate keyword enables use of the values 
keyword. 

random-detect precedence-based [aggregate] Enables application of precedence values to a WRED-drop 
threshold. The aggregate keyword enables use of the values 
keyword. 

random-detect multiple-type-based [aggregate] Enables application of CoS, precedence, and DSCP values to 
a WRED-drop threshold. The aggregate keyword enables use 
of the values keyword. 

random-detect cos cos_value 
percent min_percent max_percent 

Applies one CoS value to a WRED-drop threshold and 
configures the threshold percentages. 

random-detect dscp dscp_value 
percent min_percent max_percent 

Applies one DSCP value to a WRED-drop threshold and 
configures the threshold percentages. 

random-detect precedence precedence_value 
percent min_percent max_percent 

Applies one DSCP value to a WRED-drop threshold and 
configures the threshold percentages. 

random-detect cos values cos_list 
percent min_percent max_percent 

Applies multiple CoS values to a WRED-drop threshold and 
configures the threshold percentages; requires the aggregate 
keyword.

random-detect dscp values dscp_list 
percent min_percent max_percent 

Applies multiple DSCP values to a WRED-drop threshold 
and configures the threshold percentages; requires the 
aggregate keyword. 

random-detect precedence values precedence_list 
percent min_percent max_percent 

Applies multiple precedence values to a WRED-drop 
threshold and configures the threshold percentages. 

Table 66-6 Queueing Policy-Map Class Commands (continued)

Queueing Commands Description 
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Configuring a Queueing Policy Class Map
To configure a queueing policy class map, perform this task: 

This example shows how to create a class map named cos5 and how to configure filtering to match traffic 
with CoS 5:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# class-map cos5 
Router(config-cmap)# match cos 5 
Router(config-cmap)# end 

Verifying a Queueing Policy Class Map 
To verify the queueing policy class map, perform this task: 

Configuring Queueing Policy Maps
• Configuring Policy-Based Queueing on WS-X6904-40G-2T Ports, page 66-12

• Creating a Queueing Policy, page 66-13

• Configuring a Priority Queue, page 66-14

Command Purpose
Step 1 Router(config)# class-map type lan-queuing 

match-any class_name 
Creates a class map. Create a class map for the thresholds 
on each type of queue that you are configuring. Give the 
class map a name that allows you to easily associate it 
with the queue type and threshold for which you 
configure it. 

Step 2 Router (config-cmap)# match cos cos_value1 
[cos_value2 ... [cos_valueN]] 

(Optional) Configures the queueing policy class map to 
filter based on CoS values. You can enter multiple 
commands. 

Step 3 Router (config-cmap)# match dscp dscp_value1 
[dscp_value2 ... [dscp_valueN]] 

(Optional) Configures the queueing policy class map to 
filter based on DSCP values and enables DSCP-based 
queueing on the port in the direction that the queueing 
policy is attached. You can enter multiple commands. 

Step 4 Router (config-cmap)# match precedence 
precedence_value1 [precedence_value2 ... 
[precedence_valueN]] 

(Optional) Configures the queueing policy class map to 
filter based on precedence values and enables 
DSCP-based queueing on the port in the direction that the 
queueing policy is attached. You can enter multiple 
commands. 

Step 5 Router (config-cmap)# end Exits configuration mode.

Command Purpose
Router# show class-map class_name Verifies the configuration.
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• Configuring Nonpriority Queues, page 66-14

• Configuring Thresholds, page 66-15

Note • You can attach one input queueing policy map and one output queueing policy map to an interface.

• Queueing policy maps contain one policy-map class for each queue. 

• Each policy-map class configures a queue. 

Configuring Policy-Based Queueing on WS-X6904-40G-2T Ports

• Configuring WS-X6904-40G-2T Nonpriority Egress Queue Shaping (Except class-default), page 66-12

• Configuring WS-X6904-40G-2T Multiple Priority Queues or Egress Priority-Queue Shaping, 
page 66-13

• Configuring WS-X6904-40G-2T Class-Default Egress Shaping, page 66-13

Note Use the procedures in these sections to configure the WS-X6904-40G-2T nonpriority ingress queues and 
single priority queues (ingress or egress) without shaping: 

• Creating a Queueing Policy, page 66-13 

• Configuring a Priority Queue, page 66-14 

• Configuring Nonpriority Queues, page 66-14 

Configure thresholds as described in the “Configuring Thresholds” section on page 66-15. 

Configuring WS-X6904-40G-2T Nonpriority Egress Queue Shaping (Except class-default)
The first class class_map_name command that you enter configures the highest numbered nonpriority 
queue. Subsequent class class_map_name commands configure the remaining nonpriority queues in 
reverse numerical order (highest-numbered to queue #2). To configure shaping on a nonpriority egress 
queue, perform this task: 

Command Purpose
Step 1 Router(config)# policy-map type lan-queuing child_policy_name Creates a child policy map for the 

nonpriority queues. 
Step 2 Router(config-pmap)# class class_map_name Creates a policy map class for a nonpriority 

egress queue numbered greater than one. 
Step 3 Router(config-pmap-c)# bandwidth remaining percent percentage Allocates DWRR bandwidth. 
Step 4 Router(config-pmap-c)# shape average percent percentage Configures shaping. 
Step 5 Router(config-pmap-c)# queue-buffers ratio weight (Optional) Sets queue buffer size. 
Step 6 Router(config-pmap-c)# end (Optional) Exits policy map class 

configuration mode.
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Configuring WS-X6904-40G-2T Multiple Priority Queues or Egress Priority-Queue Shaping 
To enable the WS-X6904-40G-2T 2p6q4t port architecture (two priority queues) or to configure egress 
priority-queue shaping, perform this task: 

Configuring WS-X6904-40G-2T Class-Default Egress Shaping 
The class class-default command configures queue #1. To configure class-default egress shaping, 
perform this task: 

Creating a Queueing Policy 

To create a queueing policy, perform this task: 

Command Purpose
Step 1 Router(config-pmap)# class class_map_name Creates a policy map class. 
Step 2 Router(config-pmap-c)# priority level {1|2} 

[percent percentage] 
Applies the class map to one of the priority queues. 
Priority queue 1 has higher priority than priority queue 2.

Optionally, for egress queues, configures shaping. 
Step 3 Router(config-pmap-c)# queue-buffers ratio weight (Optional) Sets queue buffer size. 
Step 4 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.

Command Purpose
Step 1 Router(config)# policy-map type lan-queuing 

parent_policy_name 
Creates the parent policy map for the port. 

Step 2 Router(config-pmap)# class class-default Configures the class-default policy map class. 
Step 3 Router(config-pmap-c)# bandwidth remaining 

percent percentage 
Allocates DWRR bandwidth. 

Step 4 Router(config-pmap-c)# shape average 
percent percentage 

Configures shaping. 

Step 5 Router(config-pmap-c)# queue-buffers ratio weight (Optional) Sets queue buffer size. 
Step 6 Router(config-pmap-c)# service-policy 

child_service_policy 
Required to support shaping on WS-X6904-40G-2T 
nonpriority egress queues numbered greater than one. 
(Not supported with class-default.) 

Step 7 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.

Command Purpose
Step 1 Router(config)# policy-map type lan-queuing 

policy_name 
Creates a policy map. 

Step 2 Router(config-pmap)# end (Optional) Exits policy map class configuration mode.
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Configuring a Priority Queue

1p1q4t,1p1q8t,1p7q2t,1p3q8t, 1p7q8t, and 1p7q4t ports have priority queues. To configure the priority 
queue, perform this task: 

Configuring Nonpriority Queues 

The first class class_map_name command that you enter that is not followed by the priority keyword 
configures the highest numbered nonpriority queue. Subsequent class class_map_name commands 
configure the remaining nonpriority queues in reverse numerical order (highest-numbered to queue #2). 
The class class-default command configures queue #1. To configure a nonpriority queue, perform this 
task: 

Command Purpose
Step 1 Router(config-pmap)# class class_map_name Creates a policy map class. 
Step 2 Router(config-pmap-c)# priority Applies the class map to the priority queue.

Note The priority queue is not supported if SRR is 
enabled. 

Step 3 Router(config-pmap-c)# queue-buffers ratio weight (Optional) Sets queue buffer size. 
Step 4 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.

Command Purpose
Step 1 Router(config-pmap)# class {class_map_name | 

class-default}
Creates a policy map class. 

Note

• Enter a class map name to configure nonpriority 
queues numbered greater than one. 

• Enter the class-default keyword to configure 
queue #1.

Step 2 Router(config-pmap-c)# bandwidth [remaining] 
percent percentage 

Allocates WRR or DWRR bandwidth. 

Note

• On WS-X6904-40G-2T ports, the bandwidth 
command must be configured if you configure any 
nondefault values for any other queueing commands 
on the port. (CSCtz05347)

• Not required on ports that have one queue. 

• The remaining keyword is required on ports that 
have a priority queue. 

Step 3 Router(config-pmap-c)# shape average 
percent percentage 

(Egress queues only) Enables SRR (not supported on 
WS-X6904-40G-2T ports), which allocates limited 
bandwidth between nonpriority egress queues.

• See “SRR” in the “Module to Queue Type Mappings” 
section on page 66-7). 

• Configuring SRR disables the priority queue. 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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Configuring Thresholds 

• Threshold Configuration Guidelines and Restrictions, page 66-15

• Configuring a Threshold as Tail-Drop with CoS-Based Queueing, page 66-15

• Configuring a Threshold as WRED-Drop with CoS-Based Queueing, page 66-16

• Configuring a Threshold as Tail-Drop with DSCP-Based Queueing, page 66-16

• Configuring a Threshold as WRED-Drop with DSCP-Based Queueing, page 66-17

Threshold Configuration Guidelines and Restrictions
• To configure tail drop thresholds, enter queue-limit commands.

• For ports that support configuration as either tail-drop or WRED drop:

– Enter queue-limit commands to configure a threshold as tail drop.

– Enter random-detect commands to configure a threshold as WRED drop.

• The first queue-limit cos, queue-limit dscp, random-detect cos, or random-detect dscp 
command that you enter configures threshold #1. 

• Subsequent commands with different threshold percentage values configure the remaining 
thresholds in numerical order (from threshold #2 to the highest-numbered threshold).

• Subsequent commands with an already configured threshold percentage value apply addition QoS 
values to the threshold indicated by the percentage value. 

• Ports configured for DSCP-based queueing use CoS-based queueing for non-IP traffic, IP multicast 
traffic, and IP unknown unicast flood traffic. In queueing policies that configure DSCP-based 
queueing, configure CoS-based queueing to provide specific QoS for non-IP traffic, IP multicast 
traffic, and IP unknown unicast flood traffic.

Configuring a Threshold as Tail-Drop with CoS-Based Queueing
To configure a threshold as tail-drop with CoS-based queueing, perform this task: 

Step 4 Router(config-pmap-c)# queue-buffers ratio weight (Optional) Sets queue buffer size. 

Note Not required on ports that have one queue.
Step 5 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.

Command Purpose

Command Purpose
Step 1 Router(config-pmap-c)# queue-limit cos {one_value 

| values value_list} percent percentage 
Applies CoS to a tail-drop threshold and configures the 
threshold percentage. 

Step 2 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.
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Configuring a Threshold as WRED-Drop with CoS-Based Queueing
To configure a threshold as WRED-drop with CoS-based queueing, perform this task: 

Configuring a Threshold as Tail-Drop with DSCP-Based Queueing
To configure a threshold as tail-drop with DSCP-based queueing, perform this task: 

Command Purpose
Step 1 Router(config-pmap-c)# random-detect cos-based 

[aggregate] 
Enables application of CoS values to a WRED-drop 
threshold. Enter the aggregate keyword to configure 
multiple CoS values on the threshold with the 
values keyword. 

Step 2 Router(config-pmap-c)# random-detect cos 
{one_value | values value_list} percent min_% 
max_% 

Applies CoS to a WRED-drop threshold and configures 
the threshold percentage. 

Step 3 Router(config-pmap-c)# end (Optional) Exits policy map class configuration mode.

Command Purpose
Step 1 Router(config-pmap-c)# queue-limit multiple-type-based (Optional) Enables application of CoS, DSCP, or 

precedence values to a tail-drop threshold. 
Step 2 Router(config-pmap-c)# queue-limit 

{cos | dscp | precedence} 
{one_value | values value_list} percent percentage 

Applies QoS values to a tail-drop threshold and 
configures the threshold percentage. 

Step 3 Router(config-pmap-c)# end (Optional) Exits policy map class configuration 
mode.



66-18
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 66      Policy-Based Queueing
How to Configure Policy-Based Queueing

Configuring a Threshold as WRED-Drop with DSCP-Based Queueing
To configure a threshold as WRED-drop with DSCP-based queueing, perform this task: 

Verifying a Queueing Policy Map 
Use the show policy-map policy_name to verify the configuration.

Attaching a Queueing Policy Map to an Interface
To attach a queueing policy to an interface, perform this task: 

Use the show policy-map interface command to verify the configuration. 

Command Purpose
Step 1 Router(config-pmap-c)# random-detect 

{dscp-based | precedence-based | multiple-type-based} 
[aggregate] 

Enables application of QoS values to a WRED-drop 
threshold. 

Note

• Enter the dscp-based keyword to enable 
application of DSCP values to a WRED-drop 
threshold. 

• Enter the precedence-based keyword to enable 
application of precedence values to a 
WRED-drop threshold. 

• Enter the multiple-type-based keyword to 
enable application of both CoS, DSCP, or 
precedence values to a WRED-drop threshold. 

• Enter the aggregate keyword to configure 
multiple QoS values on the threshold with the 
values keyword. 

Step 2 Router(config-pmap-c)# random-detect 
{cos | dscp | precedence} 
{one_value | values value_list} percent min_% max_% 

Applies QoS values to a WRED-drop threshold and 
configures the threshold percentage. 

Step 3 Router(config-pmap-c)# end (Optional) Exits policy map class configuration 
mode.

Command Purpose
Step 1 Router(config)# interface type slot/port Selects the interface to configure.
Step 2 Router(config-if)# service-policy type lan-queuing 

[input | output] policy_map_name 
Attaches a queueing policy to the interface.

Step 3 Router(config-if)# end Exits configuration mode.
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Configuration Examples for Policy-Based Queueing 
• Queueing Policy Sample Configuration, page 66-18

• Queueing Policy Commands Supported by Each Queue Type, page 66-19

• Queueing Policy Commands Sample Configurations for Each Queue Type, page 66-33

Queueing Policy Sample Configuration 
Without comments:
policy-map type lan-queuing p1 
  class cos5 
    priority 
  class cos123 
    bandwidth remaining percent 25 
    queue-limit cos 2 percent 20 
    queue-limit cos 3 percent 30 
  class class-default 
    queue-limit cos 6 percent 60 

With comments: 
policy-map type lan-queuing p1 ! For 1p3q8t 
  class cos5 ! Configured to filter CoS 5 
!The filtering configured in the class map selects the values that go to the queue 
!
    priority ! Applies the class map to the priority queue (#4)
!
!
!First non-priority class applies to highest-numbered non-priority queue (#3)
  class cos123 ! Configured to filter CoS 1, 2, and 3 
!The filtering configured in the class map selects the values that go to the queue 
!
!
!'remaining' keyword required on ports that have a priority queue 
    bandwidth remaining percent 25
!
!
!First queue-limit command assigns CoS 2 to threshold #1 and configures it at 20% 
    queue-limit cos 2 percent 20
!Any other queue-limit command with the same percentage 
!applies additional configuration to this threshold
!
!Next queue-limit command with different percentage value configures the next threshold 
!Assigns CoS 3 to threshold #2 and configures it at 30% 
    queue-limit cos 3 percent 30
!Any other queue-limit command with the same percentage 
!applies additional configuration to this threshold
!
!Thresholds 3-8 are unconfigured
!All unconfigured thresholds are at 100%
!No explicit configuration provided for CoS 1: defaults to last threshold 
!
!End of queue 3 configuration
!
!Queue 2 is unconfigured
!
  class class-default ! applies to queue #1
!'class-default' gets all remaining CoS values:
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!0, 4, 6, and 7
!
!
!Threshold 1 is explicitly configured: 
    queue-limit cos 6 percent 50 
!
!Remaining thresholds (2-8) are not configured by the queueing policy
!and cannot be configured by anything else
!No explicit configuration provided for CoS 0, 4, and 7:
!CoS values not explicitly configured default to the last threshold

Queueing Policy Commands Supported by Each Queue Type
• 1q2t, 1q8t Ingress Queue Supported Commands, page 66-20

• 2q8t Ingress Queue Supported Commands, page 66-21

• 8q4t Ingress Queue Supported Commands, page 66-22

• 8q8t Ingress Queue Supported Commands, page 66-23

• 1p1q4t Ingress Queue Supported Commands, page 66-24

• 1p1q8t Ingress Queue Supported Commands, page 66-25

• 1p7q2t Ingress Queue Supported Commands, page 66-26

• 1p3q8t Egress Queue Supported Commands, page 66-27

• 1p7q8t Egress Queue Supported Commands, page 66-28

• 1p7q4t, 2p6q4t Ingress or Egress Queue Supported Commands, page 66-29

• WS-X6904-40G-2T 1p7q4t, 2p6q4t Egress Queue Supported Commands, page 66-31
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1q2t, 1q8t Ingress Queue Supported Commands 

Note • Supports CoS-based queueing with tail-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1q2t, 1q8t 

• Nonpriority queue 1 policy commands: 
class class-default ! Receives all CoS values.

! bandwidth percent percentage ! WRR or DWRR bandwidth allocation.
! queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration (repeat to configure sequential thresholds):
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values
! to a tail-drop threshold. 

queue-limit cos {one_value | values value_list} percent percentage 

! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage

! random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 

! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

! random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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2q8t Ingress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 2q8t, 8q8t

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name ! Receives CoS values filtered by class_map_name.

• Class command for queue #1: 
class class-default ! Receives all remaining CoS values.

• Nonpriority queue configuration commands:
bandwidth percent percentage ! WRR or DWRR bandwidth allocation.

queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds in each 
queue:

! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 

queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage

! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage

! random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 

! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

! random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 

! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

! random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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8q4t Ingress Queue Supported Commands 

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. 

• Unsupported commands are included in this section as comments. 

policy-map type lan-queuing policy_map_name ! For 8q4t 

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name.

• Class command for queue #1: 
class class-default ! Receives all remaining QoS values (CoS, DSCP, precedence).

• Nonpriority queue configuration commands:
bandwidth percent percentage ! WRR or DWRR bandwidth allocation.

queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds in each 
queue:

queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 

queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage

queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage

random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 

random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 

random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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8q8t Ingress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop or WRED-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p1q8t 

• Priority queue:
class class_map_name ! Receives CoS values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Nonpriority queue policy commands: 
class class-default ! Receives all remaining CoS values.

! bandwidth remaining percent percentage ! WRR or DWRR bandwidth allocation.
! queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds:
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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1p1q4t Ingress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p1q4t 

• Priority queue:
class class_map_name ! Receives CoS values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Nonpriority queue policy commands: 
class class-default ! Receives all remaining CoS values.

! bandwidth remaining percent percentage ! WRR or DWRR bandwidth allocation.
! queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds:
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values
! to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
! random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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1p1q8t Ingress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop or WRED-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p1q8t 

• Priority queue:
class class_map_name ! Receives CoS values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Nonpriority queue policy commands: 
class class-default ! Receives all remaining CoS values.

! bandwidth remaining percent percentage ! WRR or DWRR bandwidth allocation.
! queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds:
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
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1p7q2t Ingress Queue Supported Commands 

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p7q2t 

• Priority queue:
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name.

• Class command for queue #1: 
class class-default ! Receives all remaining QoS values (CoS, DSCP, precedence).

• Nonpriority queue configuration commands:
bandwidth percent percentage ! WRR or DWRR bandwidth allocation. 
!
queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds in each 
queue:

queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
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! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect {precedence one_value | values precedence value_list} percent min_% 
max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

1p3q8t Egress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop and WRED-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p3q8t 

• Priority queue:
class class_map_name ! Receives CoS values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name ! Receives CoS values filtered by class_map_name.

• Class command for queue #1: 
class class-default ! Receives all remaining CoS values.

• Nonpriority queue configuration commands:
bandwidth percent percentage ! WRR or DWRR bandwidth allocation.
!
! shape average percent percentage ! SRR bandwidth allocation.
!
queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds:
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
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! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect {precedence one_value | values precedence value_list} 
percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

1p7q8t Egress Queue Supported Commands

Note • Supports CoS-based queueing with tail-drop and WRED-drop thresholds. 

• Unsupported commands are included in this section as comments.

policy-map type lan-queuing policy_map_name ! For 1p7q8t 

• Priority queue:
class class_map_name ! Receives CoS values filtered by class_map_name. 

priority ! Applies the class map to the priority queue

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name ! Receives CoS values filtered by class_map_name.

• Class command for queue #1: 
class class-default ! Receives all remaining CoS values.

• Nonpriority queue configuration commands:
bandwidth percent percentage ! WRR or DWRR bandwidth allocation.
!
! shape average percent percentage ! SRR bandwidth allocation.
!
queue-buffers ratio weight ! Queue buffer size.

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds:
! queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
! queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
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!
! random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
! random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values
! to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
! random-detect {precedence one_value | values precedence value_list} 
percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

1p7q4t, 2p6q4t Ingress or Egress Queue Supported Commands 

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. Supports SRR (except WS-X6904-40G-2T) or DWRR dequeueing. 

• WS-X6904-40G-2T supports shaping. See the “WS-X6904-40G-2T 1p7q4t, 2p6q4t Egress Queue 
Supported Commands” section on page 66-31. 

• Unsupported commands are included in this section as comments. 

• Priority queue except WS-X6904-40G-2T with multiple priority queues: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority ! Applies the class map to the priority queue
! Not supported if SRR mode is enabled. 
!
queue-buffers ratio weight ! Queue buffer size.
!

• WS-X6904-40G-2T priority queues: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority [level { 1 | 2}] 
! Applies the class map to one of the priority queues 
!
queue-buffers ratio weight ! Queue buffer size.
!

• Class commands for nonpriority queues numbered higher than 1—Configures queues in reverse 
numerical order; repeat to configure the next queue: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name.
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• Class command for queue #1: 
class class-default ! Receives all remaining QoS values (CoS, DSCP, precedence).

• Nonpriority queue configuration commands:
shape average percent percentage 
! Enables SRR on nonpriority egress queues. 

bandwidth remaining percent percentage 
! DWRR bandwidth allocation.

Note On WS-X6904-40G-2T ports, the bandwidth command must be configured if you 
configure any nondefault values for any other queueing commands on the port. 
(CSCtz05347) 

!
queue-buffers ratio weight ! Queue buffer size.
!

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds in each 
queue:

queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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WS-X6904-40G-2T 1p7q4t, 2p6q4t Egress Queue Supported Commands 

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. Supports DWRR dequeueing. 

• Unsupported commands are included in this section as comments. 

• You configure shaping with a child policy map for the nonpriority queues that you apply to a 
class-default parent policy map. 

• Without shaping, you configure all policy-map class commands in one policy map.

• (For shaping) Child policy map command for nonpriority queues numbered higher than 1: 
policy-map type lan-queuing child_policy_name 

• Policy map class commands for nonpriority queues numbered higher than 1—Configures 
nonpriority queues in reverse numerical order; repeat to configure the next queue: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name.

• Configuration commands for nonpriority queues numbered higher than 1: 
shape average percent percentage 
! Configures shaping on egress nonpriority queues. 

bandwidth remaining percent percentage 
! DWRR bandwidth allocation.

Note On WS-X6904-40G-2T ports, the bandwidth command must be configured if you 
configure any nondefault values for any other queueing commands on the port. 
(CSCtz05347) 

!
queue-buffers ratio weight ! Queue buffer size.
!

• Nonpriority queue threshold configuration—Repeat to configure sequential thresholds in each 
queue:

queue-limit multiple-type-based 
! Enables application of CoS, precedence, and DSCP values to a tail-drop threshold. 
!
queue-limit cos {one_value | values value_list} percent percentage 
! Applies CoS to a tail-drop threshold and configures the threshold percentage
!
queue-limit dscp {one_value | values value_list} percent percentage 
! Applies one DSCP value to a tail-drop threshold
! and configures the threshold percentage
!
random-detect cos-based [aggregate] 
! Enables application of CoS values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect dscp-based [aggregate] 
! Enables application of DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect precedence-based [aggregate] 
! Enables application of precedence values to a WRED-drop threshold. 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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! The 'aggregate' keyword allows use of the 'values' keyword 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect multiple-type-based [aggregate] 
! Enables application of CoS, precedence, and DSCP values to a WRED-drop threshold. 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos {one_value | values value_list} percent min_% max_% 
! Applies CoS to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect dscp {one_value | values value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 
!
random-detect {precedence one_value | values precedence value_list} percent min_% max_% 
! Applies DSCP to a WRED-drop threshold and configures the threshold percentages. 

• Single priority queue without shaping: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority ! Applies the class map to the priority queue
!
queue-buffers ratio weight ! Queue buffer size.
!

• Multiple priority queues without shaping:
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority level { 1 | 2} 
! Applies the class map to one of the priority queues 
!
queue-buffers ratio weight ! Queue buffer size.
!

• Egress priority queues (single or multiple) with shaping: 
class class_map_name 
! Receives QoS values (CoS, DSCP, precedence) values filtered by class_map_name. 

priority level { 1 | 2} percent percentage 
! Applies the class map to one of the priority queues 
! Configures shaping on the queue 
!
queue-buffers ratio weight ! Queue buffer size.
!

• (For shaping) Parent policy map command for queue #1 (class-default): 
policy-map type lan-queuing parent_policy_name 

• Class command for queue #1 (class-default): 
class class-default ! Receives all remaining QoS values (CoS, DSCP, precedence).

shape average percent percentage 
! Configures shaping on egress nonpriority queues. 

bandwidth remaining percent percentage 
! DWRR bandwidth allocation.

Note On WS-X6904-40G-2T ports, the bandwidth command must be configured if you 
configure any nondefault values for any other queueing commands on the port. 
(CSCtz05347) 

!

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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queue-buffers ratio weight ! Queue buffer size.
!
service-policy child_service_policy 
! If shaping is configured on the other nonpriority queues 

To configure class-default thresholds, see the “Nonpriority queue threshold configuration” 
information.

Queueing Policy Commands Sample Configurations for Each Queue Type
• 1q2t Ingress Queue Sample Configuration, page 66-33

• 1q8t Ingress Queue Sample Configuration, page 66-33

• 2q8t Ingress Queue Sample Configuration, page 66-34

• 8q4t, 8q8t Ingress Queue Sample Configuration (CoS-Based Queueing), page 66-35

• 8q4t Ingress Queue Sample Configuration (DSCP-Based Queueing), page 66-35

• 1p1q4t Ingress Queue Sample Configuration, page 66-38

• 1p1q8t Ingress Queue Sample Configuration, page 66-38

• 1p3q8t Egress Queue Sample Configuration, page 66-39

• 1p7q8t Egress Queue Sample Configuration, page 66-40

• 1p7q4t Ingress or Egress Queue Sample Configuration (CoS-Based Queueing), page 66-41

• 1p7q4t Ingress or Egress Queue Sample Configuration (DSCP-Based Queueing), page 66-42

Note These sample configurations approximate the default queueing enabled by the auto qos default and 
platform qos queueing-only global configuration commands.

1q2t Ingress Queue Sample Configuration 

Note Supports CoS-based queueing with tail-drop thresholds. 

policy-map type lan-queuing p_map_1q2t 
class class-default ! Receives all CoS values.

!
! Configures threshold #1: 
queue-limit cos values 0 1 3 4 percent 80 
! Applies CoS values to threshold 1 and configures the threshold percentage
!
! Other thresholds unconfigured; default to 100% 
! Remaining CoS values are not explicitly configured:
! default to threshold 8 at 100%

1q8t Ingress Queue Sample Configuration 

Note Supports CoS-based queueing with tail-drop thresholds. 
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policy-map type lan-queuing p_map_1q8t 
class class-default ! Receives all CoS values.

!
! Configures threshold #1: 
queue-limit cos 0 percent 50 
! Applies CoS 0 to threshold 1 and configures the threshold percentage
!
! Configures threshold #2: 
queue-limit cos values 1 2 3 4 percent 60 
! Applies CoS 1, 2, 3, 4 to threshold 2 and configures the threshold percentage
!
! Configures threshold #3: 
queue-limit cos values 6 7 percent 80 
! Applies CoS 6 and 7 to threshold 3 and configures the threshold percentage
!
! Other thresholds unconfigured; default to 100% 
! CoS 5 is not explicitly configured: defaults to threshold 8 at 100%

2q8t Ingress Queue Sample Configuration

Note Supports CoS-based queueing with tail-drop thresholds. 

class-map type lan-queuing match-any c_map_cos_5 
match cos 5 

!
policy-map type lan-queuing p_map_2q8t ! For 2q8t
!

! Configures queue #2:
class c_map_cos_5 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_cos_5.
!

bandwidth percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
queue-limit cos 5 percent 100 
! Applies CoS 5 to threshold 1 and configures the threshold percentage

!
! Configures queue #1:
class class-default ! Receives all remaining CoS values.
!

bandwidth percent 90 ! WRR bandwidth allocation.
!
queue-buffers ratio 20 ! Queue buffer size.
!
! Configures threshold #1: 
queue-limit cos values 0 1 percent 70 
! Applies CoS 0 1 to threshold 1 and configures the threshold percentage
!
! Configures threshold #2: 
queue-limit cos values 2 3 percent 80 
! Applies CoS 2 3 to threshold 2 and configures the threshold percentage
!
! Configures threshold #3: 
queue-limit cos 4 percent 90 
! Applies CoS 4 to threshold 3 and configures the threshold percentage
!
! CoS 6 and 7 default to threshold 4 at 100%
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8q4t, 8q8t Ingress Queue Sample Configuration (CoS-Based Queueing)

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. This sample configures CoS-based queueing.

class-map type lan-queuing match-any c_map_cos_5 
match cos 5 

!
policy-map type lan-queuing p_map_8q4t_cos_8q8t ! For 8q4t CoS-based queueing and 8q8t

! Configures queue #8: 
class c_map_cos_5 ! Receives CoS values values filtered by c_map_cos_5.
!

bandwidth percent 90 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
! CoS 5 defaults to threshold 4 at 100% 

!
! Configures queue #1: 
class class-default
! Receives all remaining CoS values. 
!

bandwidth percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 80 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 0 1 percent 40 70 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 2 3 percent 40 80 
!
! Configures threshold #3: 
random-detect cos-based 
!
random-detect cos value 4 percent 50 90 
!
! Configures threshold #4: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 6 7 percent 50 100 

8q4t Ingress Queue Sample Configuration (DSCP-Based Queueing)

Note • Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. This sample configures DSCP-based queueing.
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class-map type lan-queuing match-any c_map_cos_5_dscp_40_46 
match cos 5 
!
match dscp 40 46 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_48-63 

match dscp 48 49 50 51 52 53 54 55 
match dscp 56 57 58 59 60 61 62 63 

! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.
!
class-map type lan-queuing match-any c_map_dscp_32_34-38 

match dscp 32 34 35 36 37 38 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

! 
class-map type lan-queuing match-any c_map_dscp_24_26_28_30 

match dscp 24 26 28 30 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_18_20_22 

match dscp 18 20 22 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_10_12_14 

match dscp 10 12 14 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.
!

policy-map type lan-queuing p_map_8q4t_dscp ! For 8q4t DSCP-based queueing

! Configures queue #8: 
class c_map_cos_5_dscp_40_46 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_cos_5.
!

bandwidth percent 90 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
! CoS 5 and DSCP 40, 46 default to threshold 4 at 100% 

!
! Configures queue #7:
class c_map_dscp_48-63 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_48-63.

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! DSCP 48-63 default to threshold 4 at 100% 
!

! Configures queue #6:
class c_map_dscp_32_34-38 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_32_34-38.

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! DSCP 32, 34-38 default to threshold 4 at 100% 
!

! Configures queue #5:
class c_map_dscp_24_26_28_30 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_24_26_28_30. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
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!
! DSCP 24, 26, 28, 30 default to threshold 4 at 100% 
!

! Configures queue #4:
class c_map_dscp_18_20_22 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_18_20_22. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect dscp-based 
random-detect dscp 20 percent 70 100 
random-detect dscp 22 percent 70 100 
random-detect dscp 18 percent 70 100 
!

! Configures queue #3:
class c_map_dscp_10_12_14 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_10_12_14. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect dscp-based 
random-detect dscp 14 percent 70 100 
random-detect dscp 12 percent 70 100 
random-detect dscp 10 percent 70 100 
!

! Configures queue #1: 
class class-default
! Receives all remaining QoS values (CoS, DSCP, precedence). 
!

bandwidth percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 80 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
random-detect cos values 0 1 percent 40 70 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
random-detect cos values 2 3 percent 40 80 
!
! Configures threshold #3: 
random-detect cos-based 
random-detect cos value 4 percent 50 90 
!
! Configures threshold #4:
random-detect cos-based aggregate 
random-detect cos values 6 7 percent 50 100 
! DSCP values default to this threshold
! 0-9, 11, 13, 15-17, 19, 21, 23, 25, 27, 29, 31, 33, 39, 41-45, 47



66-39
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 66      Policy-Based Queueing
Configuration Examples for Policy-Based Queueing

1p1q4t Ingress Queue Sample Configuration

Note Supports CoS-based queueing with tail-drop thresholds. 

class-map type lan-queuing match-any c_map_cos_5 
match cos 5 

!
policy-map type lan-queuing p_map_1p1q4t ! For 1p1q4t
!

! Configures the priority queue:
class c_map_cos_5 ! Receives CoS values filtered by c_map_cos_5.

priority ! Applies the class map to the priority queue
!
! Configures queue #1:
class class-default ! Receives all remaining CoS values.
!

! Configures threshold #1
queue-limit cos values 0 1 percent 70 
! Applies CoS 0 1 to threshold 1 and configures the threshold percentage
!
! Configures threshold #2
queue-limit cos values 2 3 percent 80 
! Applies CoS 2 3 to threshold 2 and configures the threshold percentage
!
! Configures threshold #3
queue-limit cos 4 percent 90 
! Applies CoS 4 to threshold 3 and configures the threshold percentage
!
! CoS 6 and 7 default to threshold 4 at 100%

1p1q8t Ingress Queue Sample Configuration

Note Supports CoS-based queueing with tail-drop or WRED-drop thresholds. 

class-map type lan-queuing match-any c_map_cos_5 
match cos 5 

!
policy-map type lan-queuing p_map_1p1q8t ! For 1p1q8t
!

! Configures the priority queue:
class c_map_cos_5 ! Receives CoS values filtered by c_map_cos_5.

priority ! Applies the class map to the priority queue
!
class class-default ! Receives all remaining CoS values.

!
random-detect cos-based 
! Enables application of CoS values to a WRED-drop threshold. 
!
! Configures threshold #1
random-detect cos 0 percent 40 70 
! Applies CoS to WRED-drop threshold 1 and configures the threshold percentages. 
!
! Configures threshold #2
random-detect cos 1 percent 40 70 
! Applies CoS to WRED-drop threshold 2 and configures the threshold percentages. 
!
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! Configures threshold #3
random-detect cos 2 percent 50 80 
! Applies CoS to WRED-drop threshold 3 and configures the threshold percentages. 
!
! Configures threshold #4
random-detect cos 3 percent 50 80 
! Applies CoS to WRED-drop threshold 4 and configures the threshold percentages. 
!
! Configures threshold #5
random-detect cos 4 percent 60 90 
! Applies CoS to WRED-drop threshold 5 and configures the threshold percentages. 
!
! Configures threshold #6
random-detect cos 6 percent 60 90 
! Applies CoS to WRED-drop threshold 6 and configures the threshold percentages. 
!
! Configures threshold #7
random-detect cos 7 percent 70 100 
! Applies CoS to WRED-drop threshold 7 and configures the threshold percentages. 

1p3q8t Egress Queue Sample Configuration 

Note Supports CoS-based queueing with tail-drop and WRED-drop thresholds. 

class-map type lan-queuing match-any c_map_cos_2_3_4 
match cos 2 3 4

!
class-map type lan-queuing match-any c_map_cos_5 

match cos 5 
!
class-map type lan-queuing match-any c_map_cos_6_7 

match cos 6 7
!
policy-map type lan-queuing p_map_1p3q8t 
!

! Configures the priority queue:
class c_map_cos_5 ! Receives CoS values filtered by c_map_cos_5.

priority ! Applies the class map to the priority queue
!
! Configures queue #3 for 1p3q8t: 
class c_map_cos_6_7 
! Receives CoS values values filtered by c_map_cos_6_7.
!

bandwidth remaining percent 40 ! WRR bandwidth allocation.
queue-buffers ratio 15 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 6 7 percent 70 100

!
! Configures queue #2 for 1p3q8t: 
class c_map_cos_2_3_4 
! Receives CoS values values filtered by c_map_cos_2_3_4.
!

bandwidth remaining percent 30 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
! Configures threshold #1: 
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random-detect cos-based 
!
random-detect cos 2 percent 40 70
! Applies CoS to WRED-drop threshold 1 and configures the threshold percentages. 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 3 4 percent 70 100 
! Applies CoS to WRED-drop threshold 2 and configures the threshold percentages. 

!
! Configures queue #1: 
class class-default
! Receives all remaining CoS values. 
!

bandwidth remaining percent 25 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based 
!
random-detect cos 0 percent 40 70 
! Applies CoS to WRED-drop threshold 1 and configures the threshold percentages. 
!
! Configures threshold #2: 
random-detect cos-based 
!
random-detect cos 1 percent 70 100
! Applies CoS to WRED-drop threshold 2 and configures the threshold percentages. 

1p7q8t Egress Queue Sample Configuration 

Note Supports CoS-based queueing with tail-drop and WRED-drop thresholds. 

class-map type lan-queuing match-any c_map_cos_2_3_4 
match cos 2 3 4

!
class-map type lan-queuing match-any c_map_cos_5 

match cos 5 
!
class-map type lan-queuing match-any c_map_cos_6_7 

match cos 6 7
!
policy-map type lan-queuing p_map_1p7q8t 
!

! Configures the priority queue:
class c_map_cos_5 ! Receives CoS values filtered by c_map_cos_5.

priority ! Applies the class map to the priority queue
!
! Configures queue #7: 
class c_map_cos_6_7 
! Receives CoS values values filtered by c_map_cos_6_7.
!

bandwidth remaining percent 40 ! WRR bandwidth allocation.
queue-buffers ratio 15 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
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!
random-detect cos values 6 7 percent 70 100

!
! Configures queue #6 for 1p7q8t: 
class c_map_cos_2_3_4 
! Receives CoS values values filtered by c_map_cos_2_3_4.
!

bandwidth remaining percent 30 ! WRR bandwidth allocation.
queue-buffers ratio 20 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based 
!
random-detect cos 2 percent 40 70
! Applies CoS to WRED-drop threshold 1 and configures the threshold percentages. 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 3 4 percent 70 100 
! Applies CoS to WRED-drop threshold 2 and configures the threshold percentages. 

!
! Configures queue #1: 
class class-default
! Receives all remaining CoS values. 
!

bandwidth remaining percent 25 ! WRR bandwidth allocation.
queue-buffers ratio 50 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based 
!
random-detect cos 0 percent 40 70 
! Applies CoS to WRED-drop threshold 1 and configures the threshold percentages. 
!
! Configures threshold #2: 
random-detect cos-based 
!
random-detect cos 1 percent 70 100
! Applies CoS to WRED-drop threshold 2 and configures the threshold percentages. 

1p7q4t Ingress or Egress Queue Sample Configuration (CoS-Based Queueing)

Note Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. Supports SRR (except WS-X6904-40G-2T) or DWRR dequeueing. This sample configures 
CoS-based queueing. 

class-map type lan-queuing match-any c_map_cos_5 
match cos 5 

!
policy-map type lan-queuing p_map_1p7q4t_cos

! Configures the priority queue:
class c_map_cos_5 ! Receives CoS values filtered by c_map_cos_5.

priority ! Applies the class map to the priority queue
!
! Configures queue #1: 
class class-default
! Receives all remaining CoS values. 
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!
bandwidth remaining percent 85 ! WRR bandwidth allocation.

Note On WS-X6904-40G-2T ports, the bandwidth command must be configured if you 
configure any nondefault values for any other queueing commands on the port. 
(CSCtz05347) 

queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 0 1 percent 40 70 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 2 3 percent 40 80 
!
! Configures threshold #3: 
random-detect cos-based 
!
random-detect cos value 4 percent 50 90 
!
! Configures threshold #4: 
random-detect cos-based aggregate 
! The 'aggregate' keyword allows use of the 'values' keyword 
!
random-detect cos values 6 7 percent 50 100 

1p7q4t Ingress or Egress Queue Sample Configuration (DSCP-Based Queueing)

Note Supports CoS-based, DSCP-based, and precedence-based queueing with tail-drop and WRED-drop 
thresholds. Supports SRR (except WS-X6904-40G-2T) or DWRR dequeueing. This sample configures 
DSCP-based queueing.

class-map type lan-queuing match-any c_map_cos_5_dscp_40_46 
match cos 5 
!
match dscp 40 46 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_48-63 

match dscp 48 49 50 51 52 53 54 55 
match dscp 56 57 58 59 60 61 62 63 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_32_34-38 

match dscp 32 34 35 36 37 38 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

! 
class-map type lan-queuing match-any c_map_dscp_24_26_28_30 

match dscp 24 26 28 30 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_18_20_22 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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match dscp 18 20 22 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.

!
class-map type lan-queuing match-any c_map_dscp_10_12_14 

match dscp 10 12 14 
! NOTE: Enables DSCP-based queueing on the port in the direction of the queueing policy.
!

policy-map type lan-queuing p_map_1p7q4t_dscp 

! Configures the priority queue:
class c_map_cos_5_dscp_40_46 ! Receives CoS values filtered by c_map_cos_5_dscp_40_46.

priority ! Applies the class map to the priority queue
!

! Configures queue #7:
class c_map_dscp_48-63 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_48-63.

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.

Note On WS-X6904-40G-2T ports, the bandwidth command must be configured if you 
configure any nondefault values for any other queueing commands on the port. 
(CSCtz05347) 

queue-buffers ratio 10 ! Queue buffer size.
!
! DSCP 48-63 default to threshold 4 at 100% 
!

! Configures queue #6:
class c_map_dscp_32_34-38 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_32_34-38.

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! DSCP 32, 34-38 default to threshold 4 at 100% 
!

! Configures queue #5:
class c_map_dscp_24_26_28_30 
! Receives QoS values (CoS, DSCP, precedence) values 
! filtered by c_map_dscp_24_26_28_30. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1
queue-limit dscp values 24 30 percent 100 
!
! Configures threshold #2
queue-limit dscp 28 percent 100 
!
! Configures threshold #3
queue-limit dscp 26 percent 100 
!

! Configures queue #4:
class c_map_dscp_18_20_22 
! Receives QoS values (CoS, DSCP, precedence) values filtered by c_map_dscp_18_20_22. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect dscp-based 

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCtz05347
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random-detect dscp 20 percent 70 100 
!
! Configures threshold #2: 
random-detect dscp-based 
random-detect dscp 22 percent 70 100 
!
! Configures threshold #3: 
random-detect dscp-based 
random-detect dscp 18 percent 70 100 
!

! Configures queue #3:
class c_map_dscp_10_12_14 
! Receives QoS values (CoS, DSCP, precedence) values filtered by ! c_map_dscp_10_12_14. 

!
bandwidth remaining percent 10 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect dscp-based 
random-detect dscp 14 percent 70 100 
random-detect dscp 12 percent 70 100 
random-detect dscp 10 percent 70 100 
!

! Configures queue #1: 
class class-default
! Receives all remaining QoS values (CoS, DSCP, precedence). 
!

bandwidth remaining percent 25 ! WRR bandwidth allocation.
queue-buffers ratio 10 ! Queue buffer size.
!
! Configures threshold #1: 
random-detect cos-based aggregate 
random-detect cos values 0 1 percent 40 70 
!
! Configures threshold #2: 
random-detect cos-based aggregate 
random-detect cos values 2 3 percent 40 80 
!
! Configures threshold #3: 
random-detect cos-based 
random-detect cos value 4 percent 50 90 
!
! Configures threshold #4:
! Remaining DSCP values default to this threshold
! 0-9, 11, 13, 15-17, 19, 21, 23, 25, 27, 29, 31, 33, 39, 41-45, 47
!
random-detect cos-based aggregate 
random-detect cos values 6 7 percent 50 100 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


66-46
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 66      Policy-Based Queueing
Queuing on FEX

Queuing on FEX
QoS on FEX host ports is enabled by default with default queuing configuration. Queuing on FEX 
provides the facility to configure your own queuing model on FEX ports. Queuing is supported in the 
egress direction only. The queueing features are configurable through the lan-queueing policies and do 
not support any legacy queuing commands. Priority queue configuration is optional. Queueing on FEX 
is supported in DSCP mode is only. When applied to an interface the configuration will be propagated 
to all the interfaces of a member FEX, in case of a stack.

DoD certification mandates the queuing configuration for supported features. These features are as 
follows:

• Priority queuing

• Queue bandwidth

• DSCP to queue map

• Queue buffer

Priority Queuing
This example shows how to configure priority queuing:
Router# show policy-map type lan-queuing ltest
  Policy Map type lan-queuing ltest
    Class ltest
      bandwidth remaining 10 (%)
    Class ltest1
      priority
    Class class-default

Queue Bandwidth
This example shows how to configure queue bandwidth percentage:
Router# show policy-map type lan-queuing ltest
  Policy Map type lan-queuing ltest
    Class ltest
      bandwidth remaining 10 (%)
      Average Rate Traffic Shaping
      cir 30%
    Class ltest1
      priority
    Class class-default
*Dec 15 08:39:42.535: 020: 00 00 00 64 00 04 01 64 00 00 00 64 00 05 01 64 
...d...d...d...d
*Dec 15 08:39:42.535: 030: 00 00 00 64 

DSCP to Queue Map
The ability to map a DSCP to a particular queue is provided.

Queue Buffer
This example shows how to configure buffer per queue:
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Router# show policy-map type lan-queuing ltest
  Policy Map type lan-queuing ltest
    Class ltest
      bandwidth remaining 10 (%)
      queue-buffers ratio 30
    Class ltest1
      priority
      queue-buffers ratio 40
    Class class-default
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• How to Configure the Ingress LAN Port CoS Value, page 67-2 

• How to Configure Egress DSCP Mutation, page 67-3 

• How to Configure Ingress CoS Mutation on IEEE 802.1Q Tunnel Ports, page 67-4 

• How to Configure DSCP Value Maps, page 67-7 

• How to Configure Trusted Boundary with Cisco Device Verification, page 67-10 

• Legacy Configuration Procedures for Queueing-Only Mode, page 67-11 

• Legacy Configuration Procedures for VLAN-Based PFC QoS on Layer 2 LAN Ports, page 67-12 

• Legacy Configuration Procedures for Port Trust State, page 67-13 

• Legacy Configuration Procedures for DSCP-Based Queue Mapping, page 67-14 

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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How to Configure the Ingress LAN Port CoS Value 

Note A service policy applied to a port overrides any commands configured on the port. 

Whether or not PFC QoS uses the CoS value applied with the platform qos cos command depends on 
the trust state of the port and the trust state of the traffic received through the port. The platform qos 
cos command does not configure the trust state of the port or the trust state of the traffic received through 
the port.

To use the CoS value applied with the platform qos cos command as the basis of internal DSCP: 

• On a port that receives only untagged ingress traffic, configure the ingress port as trusted or 
configure a trust CoS policy map that matches the ingress traffic.

• On a port that receives tagged ingress traffic, configure a trust CoS policy map that matches the 
ingress traffic. 

• The original ingress CoS value remains known.

– By default, for IPv4 and IPv6 traffic, the ingress CoS value is overwritten by the DSCP value. 

– By default, for other traffic that is not tagged, the ingress CoS value is used, rather than the 
configured port CoS value.

– Use the platform qos cos override interface command to use the value configured with the 
platform qos cos interface command instead of the original ingress CoS value. 

You can configure the CoS value that PFC QoS assigns to untagged frames from ingress LAN ports 
configured as trusted and to all frames from ingress LAN ports configured as untrusted.

To configure the CoS value for an ingress LAN port, perform this task: 

This example shows how to configure the CoS value 5 on Fast Ethernet port 5/24 and verify the 
configuration:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface fastethernet 5/24 
Router(config-if)# platform qos cos 5 
Router(config-if)# end 
Router# show queueing interface fastethernet 5/24 | include Default COS 
  Default COS is 5
Router# 

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}} 
Selects the interface to configure.

Step 2 Router(config-if)# platform qos cos port_cos Configures the ingress LAN port CoS value. 
Step 3 Router(config-if)# end Exits configuration mode.
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How to Configure Egress DSCP Mutation 
• Configuring Named DSCP Mutation Maps, page 67-3

• Attaching an Egress DSCP Mutation Map to an Interface, page 67-4

Configuring Named DSCP Mutation Maps
To configure a named DSCP mutation map, perform this task: 

• You can enter up to 8 DSCP values that map to a mutated DSCP value.

• You can enter multiple commands to map additional DSCP values to a mutated DSCP value.

• You can enter a separate command for each mutated DSCP value.

This example shows how to map DSCP 30 to mutated DSCP value 8:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# platform qos map dscp-mutation mutmap1 30 to 8 
Router(config)# end 
Router# 

This example shows how to verify the configuration:
Router# show platform qos maps dscp-mutation 
DSCP mutation map mutmap1:                  (dscp= d1d2)
     d1 :  d2 0  1  2  3  4  5  6  7  8  9 
     -------------------------------------
      0 :    00 01 02 03 04 05 06 07 08 09 
      1 :    10 11 12 13 14 15 16 17 18 19 
      2 :    20 21 22 23 24 25 26 27 28 29 
      3 :    08 31 32 33 34 35 36 37 38 39 
      4 :    40 41 42 43 44 45 46 47 48 49 
      5 :    50 51 52 53 54 55 56 57 58 59 
      6 :    60 61 62 63 
<...Output Truncated...>
Router#

Note In the DSCP mutation map displays, the marked-down DSCP values are shown in the body of the matrix; 
the first digit of the original DSCP value is in the column labeled d1 and the second digit is in the top 
row. In the example shown, DSCP 30 maps to DSCP 08.

Command Purpose
Step 1 Router(config)# platform qos map dscp-mutation 

map_name dscp1 [dscp2 [dscp3 [dscp4 [dscp5 [dscp6 
[dscp7 [dscp8]]]]]]] to mutated_dscp 

Configures a named DSCP mutation map. 

Step 2 Router(config)# end Exits configuration mode.
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Attaching an Egress DSCP Mutation Map to an Interface
To attach an egress DSCP mutation map to an interface, perform this task: 

This example shows how to attach the egress DSCP mutation map named mutmap1 to Fast Ethernet 
port 5/36:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/36 
Router(config-if)# platform qos dscp-mutation mutmap1 
Router(config-if)# end 

How to Configure Ingress CoS Mutation on IEEE 802.1Q 
Tunnel Ports

• Ingress CoS Mutation Configuration Guidelines and Restrictions, page 67-4

• Configuring Ingress CoS Mutation Maps, page 67-6

• Applying Ingress CoS Mutation Maps to IEEE 802.1Q Tunnel Ports, page 67-6

Note • IEEE 802.1Q tunnel ports configured to trust received CoS support ingress CoS mutation (see the 
“Applying Ingress CoS Mutation Maps to IEEE 802.1Q Tunnel Ports” section on page 67-6 for the list 
of supported modules). 

When you configure ingress CoS mutation on an IEEE 802.1Q tunnel port that you have configured to 
trust received CoS, PFC QoS uses the mutated CoS value instead of the received CoS value in the ingress 
drop thresholds and for any trust CoS marking and policing.

Ingress CoS Mutation Configuration Guidelines and Restrictions
• Ports that are not configured as IEEE 802.1Q tunnel ports do not support ingress CoS mutation. 

• Ports that are not configured to trust received CoS do not support ingress CoS mutation.

• Ingress CoS mutation does not change the CoS value carried by the customer frames. When the 
customer traffic exits the 802.1Q tunnel, the original CoS is intact.

• These switching modules support ingress CoS mutation: 

– WS-X6704-10GE 

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port[.subinterface]} | 
{port-channel number[.subinterface]}}

Selects the interface to configure.

Step 2 Router(config-if)# platform qos dscp-mutation 
mutation_map_name 

Attaches an egress DSCP mutation map to the interface.

Step 3 Router(config-if)# end Exits configuration mode.
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– WS-X6848-SFP-2T, WS-X6748-SFP 

– WS-X6824-SFP-2T, WS-X6724-SFP 

– WS-X6848-TX-2T, WS-X6748-GE-TX 

• Ingress CoS mutation configuration applies to all ports in a port group. The port groups are:

– WS-X6704-10GE:
4 ports, 4 port groups, 1 port in each group

– WS-X6848-SFP-2T, WS-X6748-SFP:
48 ports, 4 port groups: ports 1–12, 13–24, 25–36, and 37–48

– WS-X6824-SFP-2T, WS-X6724-SFP:
24 ports, 2 port groups: ports 1–12 and 13–24

– WS-X6848-TX-2T, WS-X6748-GE-TX:
48 ports, 4 port groups: ports 1–12, 13–24, 25–36, and 37–48

• To avoid ingress CoS mutation configuration failures, only create EtherChannels where all member 
ports support ingress CoS mutation or where no member ports support ingress CoS mutation. Do not 
create EtherChannels with mixed support for ingress CoS mutation.

• If you configure ingress CoS mutation on a port that is a member of an EtherChannel, the ingress 
CoS mutation is applied to the port-channel interface.

• You can configure ingress CoS mutation on port-channel interfaces.

• With ingress CoS mutation configured on a port-channel interface, the following occurs:

– The ingress CoS mutation configuration is applied to the port groups of all member ports of the 
EtherChannel. If any member port cannot support ingress CoS mutation, the configuration fails.

– If a port in the port group is a member of a second EtherChannel, the ingress CoS mutation 
configuration is applied to the second port-channel interface and to the port groups of all 
member ports of the second EtherChannel. If any member port of the second EtherChannel 
cannot support ingress CoS mutation, the configuration fails on the first EtherChannel. If the 
configuration originated on a nonmember port in a port group that has a member port of the first 
EtherChannel, the configuration fails on the nonmember port.

– The ingress CoS mutation configuration propagates without limit through port groups, member 
ports, and port-channel interfaces, regardless of whether or not the ports are configured to trust 
CoS or are configured as IEEE 802.1Q tunnel ports.

• An EtherChannel where you want to configure ingress CoS mutation must not have member ports 
that are in port groups containing member ports of other EtherChannels that have member ports that 
do not support ingress CoS mutation. (This restriction extends without limit through all 
port-group-linked member ports and port-channel-interface-linked ports.)

• A port where you want to configure ingress CoS mutation must not be in a port group that has a 
member port of an EtherChannel that has members that do not support ingress CoS mutation. (This 
restriction extends without limit through all port-group-linked member ports and 
port-channel-interface-linked ports.)

• There can be only be one ingress CoS mutation configuration applied to all port-group-linked 
member ports and port-channel-interface-linked ports.
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Configuring Ingress CoS Mutation Maps
To configure an ingress CoS mutation map, perform this task: 

This example shows how to configure a CoS mutation map named testmap:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# platform qos map cos-mutation testmap 4 5 6 7 0 1 2 3 
Router(config)# end 
Router# 

This example shows how to verify the map configuration:
Router(config)# show platform qos maps cos-mutation 
COS mutation map testmap 
cos-in  :   0  1  2  3  4  5  6  7
------------------------------------
cos-out :   4  5  6  7  0  1  2  3
Router#

Applying Ingress CoS Mutation Maps to IEEE 802.1Q Tunnel Ports
To attach an ingress CoS mutation map to an IEEE 802.1Q tunnel port, perform this task: 

This example shows how to attach the ingress CoS mutation map named testmap to Gigabit Ethernet 
port 1/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# platform qos cos-mutation testmap 
Router(config-if)# end 
Router# show platform qos maps cos-mutation 
COS mutation map testmap 
cos-in  :   0  1  2  3  4  5  6  7
------------------------------------
cos-out :   4  5  6  7  0  1  2  3

testmap is attached on the following interfaces
Gi1/1 
Router#

Command Purpose
Step 1 Router(config)# platform qos map cos-mutation 

mutation_map_name mutated_cos1 mutated_cos2 
mutated_cos3 mutated_cos4 mutated_cos5 
mutated_cos6 mutated_cos7 mutated_cos8 

Configures an ingress CoS mutation map. You must enter 
8 mutated CoS values to which PFC QoS maps ingress 
CoS values 0 through 7.

Step 2 Router(config)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}}
Selects the interface to configure.

Step 2 Router(config-if)# platform qos cos-mutation 
mutation_map_name 

Attaches an ingress CoS mutation map to the interface.

Step 3 Router(config-if)# end Exits configuration mode.
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How to Configure DSCP Value Maps
• Mapping Received CoS Values to Internal DSCP Values, page 67-7

• Mapping Received IP Precedence Values to Internal DSCP Values, page 67-7

• Configuring DSCP Markdown Values, page 67-8

• Mapping Internal DSCP Values to Egress CoS Values, page 67-9

Mapping Received CoS Values to Internal DSCP Values 
To configure the mapping of received CoS values to the DSCP value that PFC QoS uses internally on 
the PFC, perform this task: 

This example shows how to configure the received CoS to internal DSCP map:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# table-map cos-discard-class-map 0 1 2 3 4 5 6 7 
Router(config)# end 
Router# 

This example shows how to verify the configuration:
Router# show platform qos maps cos-discard-class 
Router#

Mapping Received IP Precedence Values to Internal DSCP Values
To configure the mapping of received IP precedence values to the DSCP value that PFC QoS uses 
internally on the PFC, perform this task: 

This example shows how to configure the received IP precedence to internal DSCP map:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# table-map precedence-discard-class-map 0 1 2 3 4 5 6 7 
Router(config)# end 

Command Purpose
Step 1 Router(config)# table-map cos-discard-class-map 

dscp1 dscp2 dscp3 dscp4 dscp5 dscp6 dscp7 dscp8 
Configures the received CoS to internal DSCP map. You 
must enter 8 DSCP values to which PFC QoS maps CoS 
values 0 through 7.

Step 2 Router(config)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# table-map 

precedence-discard-class-map dscp1 dscp2 dscp3 
dscp4 dscp5 dscp6 dscp7 dscp8 

Configures the received IP precedence to internal DSCP 
map. You must enter 8 internal DSCP values to which 
PFC QoS maps received IP precedence values 0 
through 7.

Step 2 Router(config)# end Exits configuration mode.
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This example shows how to verify the configuration:
Router# show platform qos maps precedence-discard-class 
Router#

Configuring DSCP Markdown Values 
To configure the mapping of DSCP markdown values used by policers, perform this task: 

When configuring a DSCP markdown map, note the following information:

• You can enter the normal-burst keyword to configure the markdown map used by the 
exceed-action policed-dscp-transmit keywords.

• You can enter the max-burst keyword to configure the markdown map used by the violate-action 
policed-dscp-transmit keywords.

Note When you create a policer that does not use the pir keyword, and the maximum_burst_bytes 
parameter is equal to the normal_burst_bytes parameter (which occurs if you do not enter 
the maximum_burst_bytes parameter), the exceed-action policed-dscp-transmit keywords 
cause PFC QoS to mark traffic down as defined by the policed-dscp max-burst markdown 
map.

• To avoid out-of-sequence packets, configure the markdown maps so that conforming and 
nonconforming traffic uses the same queue.

• You can enter up to 8 DSCP values that map to a marked-down DSCP value.

• You can enter multiple commands to map additional DSCP values to a marked-down DSCP value.

• You can enter a separate command for each marked-down DSCP value.

Note Configure marked-down DSCP values that map to CoS values consistent with the markdown penalty.

This example shows how to map DSCP 1 to marked-down DSCP value 0:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# table-map policed-discard-class normal-burst 1 to 0 
Router(config)# end 
Router# 

This example shows how to verify the configuration:
Router# show table-map policed-discard-class-normal-burst-map 
   Normal Burst Policed-dscp map:                                  (dscp= d1d2)
     d1 :  d2 0  1  2  3  4  5  6  7  8  9 

Command Purpose
Step 1 Router(config)# table-map policed-discard-class 

{normal-burst | max-burst} dscp1 [dscp2 [dscp3 
[dscp4 [dscp5 [dscp6 [dscp7 [dscp8]]]]]]] to 
markdown_dscp 

Configures a DSCP markdown map. 

Step 2 Router(config)# end Exits configuration mode.
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     -------------------------------------
      0 :    00 01 02 03 04 05 06 07 08 09 
      1 :    10 11 12 13 14 15 16 17 18 19 
      2 :    20 21 22 23 24 25 26 27 28 29 
      3 :    30 31 32 33 34 35 36 37 38 39 
      4 :    40 41 42 43 44 45 46 47 48 49 
      5 :    50 51 52 53 54 55 56 57 58 59 
      6 :    60 61 62 63 
Router#

Note In the Policed-dscp displays, the marked-down DSCP values are shown in the body of the matrix; the 
first digit of the original DSCP value is in the column labeled d1 and the second digit is in the top row. 
In the example shown, DSCP 41 maps to DSCP 41.

Mapping Internal DSCP Values to Egress CoS Values
To configure the mapping of the DSCP value that PFC QoS uses internally on the PFC to the CoS value 
used for egress LAN port scheduling and congestion avoidance, perform this task: 

• You can enter up to 8 DSCP values that PFC QoS maps to a CoS value.

• You can enter multiple commands to map additional DSCP values to a CoS value.

• You can enter a separate command for each CoS value.

This example shows how to configure internal DSCP values 0, 8, 16, 24, 32, 40, 48, and 54 to be mapped 
to egress CoS value 0:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# table-map discard-class-cos-map 0 8 16 24 32 40 48 54 to 0 
Router(config)# end 
Router# 

This example shows how to verify the configuration:
Router# show table-map discard-class-cos-map 
   Dscp-cos map:                                  (dscp= d1d2)
     d1 :  d2 0  1  2  3  4  5  6  7  8  9 
     -------------------------------------
      0 :    00 00 00 00 00 00 00 00 00 01 
      1 :    01 01 01 01 01 01 00 02 02 02 
      2 :    02 02 02 02 00 03 03 03 03 03 
      3 :    03 03 00 04 04 04 04 04 04 04 
      4 :    00 05 05 05 05 05 05 05 00 06 
      5 :    06 06 06 06 00 06 07 07 07 07 
      6 :    07 07 07 07
Router#

Command Purpose
Step 1 Router(config)# table-map discard-class-cos-map 

dscp1 [dscp2 [dscp3 [dscp4 [dscp5 [dscp6 [dscp7 
[dscp8]]]]]]] to cos_value 

Configures the internal DSCP to egress CoS map. 

Step 2 Router(config)# end Exits configuration mode.
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Note In the Dscp-cos map display, the CoS values are shown in the body of the matrix; the first digit of the 
DSCP value is in the column labeled d1 and the second digit is in the top row. In the example shown, 
DSCP values 41 through 47 all map to CoS 05.

How to Configure Trusted Boundary with Cisco Device 
Verification

The trusted boundary with Cisco device verification feature configures Ethernet LAN ports to use CDP 
to detect whether or not a Cisco IP phone is attached to the port.

• If CDP detects a Cisco IP phone, QoS applies a configured mls qos trust dscp, mls qos trust 
ip-precedence, or mls qos trust cos interface command. 

• If CDP does not detect a Cisco IP phone, QoS ignores any configured nondefault trust state.

To configure trusted boundary with Cisco device verification, perform this task: 

When configuring trusted boundary with Cisco device verification, CDP must be enabled on the port to 
use trusted boundary with Cisco device verification.

This example shows how to configure trusted boundary with Cisco device verification on Gigabit 
Ethernet port 1/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# mls qos trust device cisco-phone 
Router(config-if)# end 
Router# 

This example shows how to verify the configuration on a port configured to trust CoS, but that does not 
have a Cisco IP phone attached:
Router# show queueing interface gigabitethernet 1/1 | include [Tt]rust 
Trust boundary enabled
  Port is untrusted
  Extend trust state: not trusted [COS = 0]
Router# 

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}}
Selects the interface to configure.

Step 2 Router(config-if)# platform qos trust device 
cisco-phone 

Configures trusted boundary with Cisco device 
verification. 

Step 3 Router(config-if)# end Exits configuration mode.
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Legacy Configuration Procedures for Queueing-Only Mode

Note You can configure the queueing-only functionality with service policies. 

To enable queueing-only mode on the switch, perform this task:

When you enable queueing-only mode, the following actions occur: 

• Except on ports configured with service policies, disables policing and marking (preserves all 
ingress QoS labels). 

• Configures ingress queueing on ports to which an ingress queueing policy is not attached. 
Configures egress queueing on ports to which an egress queueing policy is not attached. 

• Configures all ports to trust Layer 2 CoS. 

Note The switch applies the port CoS value to untagged ingress traffic and to traffic that is 
received through ports that cannot be configured to trust CoS.

This example shows how to enable queueing-only mode:
Router# configure terminal 
Router(config)# platform qos queueing-only 
Router(config)# end 
Router#

Command Purpose
Step 1 Router(config)# platform qos queueing-only Enables queueing-only mode on the switch. 
Step 2 Router(config)# end Exits configuration mode.
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Legacy Configuration Procedures for VLAN-Based 
PFC QoS on Layer 2 LAN Ports

Note • You can attach policy maps to Layer 3 interfaces for application of PFC QoS to egress traffic. 
VLAN-based or port-based PFC QoS on Layer 2 ports is not relevant to application of PFC QoS to 
egress traffic on Layer 3 interfaces.

• By default, PFC QoS uses policy maps attached to LAN ports. For ports configured as Layer 2 LAN 
ports with the switchport keyword, you can configure PFC QoS to use policy maps attached to a 
VLAN. Ports not configured with the switchport keyword are not associated with a VLAN.

To enable VLAN-based PFC QoS on a Layer 2 LAN port, perform this task: 

• The configured port trust state does not affect marking when the platform qos vlan-based interface 
command is configured. 

• A service policy attached to the Layer 3 VLAN interface defines QoS for ports where the platform 
qos vlan-based interface command is configured. 

• Service policies attached to ports configured with the platform qos vlan-based interface command 
are ignored. 

• Configuring a Layer 2 LAN port for VLAN-based PFC QoS preserves the policy map port 
configuration. The no platform qos vlan-based port command reenables any previously configured 
port commands. 

This example shows how to enable VLAN-based PFC QoS on Fast Ethernet port 5/42:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/42 
Router(config-if)# platform qos vlan-based 
Router(config-if)# end 

This example shows how to verify the configuration:
Router# show platform qos | begin QoS is vlan-based 
  QoS is vlan-based on the following interfaces:
    Fa5/42
<...Output Truncated...>

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}} 
Selects the interface to configure.

Step 2 Router(config-if)# platform qos vlan-based Enables VLAN-based PFC QoS on a Layer 2 LAN port or 
a Layer 2 EtherChannel. 

Step 3 Router(config-if)# end Exits configuration mode.
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Legacy Configuration Procedures for Port Trust State 
To configure a port to which a service policy is not attached as untrusted, perform this task: 

To configure a port to which a service policy is not attached to trust CoS or IP precedence, perform this 
task: 

Note The trust state of a port is unrelated to enables ingress queueing. To avoid dropping traffic because of 
inconsistent CoS values, configure ports to trust CoS only when the received traffic carries CoS values 
that you know to be consistent with network policy. 

This example shows how to configure Gigabit Ethernet port 1/1 with the trust cos keywords:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# platform qos trust cos 
Router(config-if)# end 
Router# 

This example shows how to verify the configuration:
Router# show queueing interface gigabitethernet 1/1 | include trust 
  Trust state: trust COS
Router# 

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}} 
Selects the interface to configure.

Step 2 Router(config-if)# platform qos trust none remark Configures the port as untrusted and marks all non-MPLS 
traffic. 

Step 3 Router(config-if)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}}
Selects the interface to configure.

Step 2 Router(config-if)# platform qos trust 
[precedence | cos] 

Configures the trust state of the port. 

Note DSCP is trusted by default. 
Step 3 Router(config-if)# end Exits configuration mode.
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Legacy Configuration Procedures for DSCP-Based Queue 
Mapping 

• Configuring Ingress DSCP-Based Queue Mapping, page 67-15

• Mapping DSCP Values to Standard Transmit-Queue Thresholds, page 67-16

• Mapping DSCP Values to the Transmit Strict-Priority Queue, page 67-18

Note • Do not use the procedures in this section if you have policy-based queueing configured. 

• You can enable DSCP-based queues and thresholds on 8q4t, 1p7q2t, and 1p7q4t ports (see the 
“Module to Queue Type Mappings” section on page 35-7)

• DSCP-based queueing is supported on 8q4t, 1p7q2t, and 1p7q4t ports. The Supervisor Engine 
2T-10GE ports are 8q4t/1p7q4t with the platform qos 10g-only global configuration command 
configured. To configure DSCP-based queue mapping on Supervisor Engine 2T ports, you must 
enter shutdown interface configuration mode commands for the Supervisor Engine 2T Gigabit 
Ethernet ports, and then enter the platform qos 10g-only global configuration command, which 
disables the Gigabit Ethernet ports on the Supervisor Engine 2T.

• In releases where CSCts82932 is not resolved, do not use the default DSCP-based queue mapping 
for 8q4t ingress queues unless you configure supporting bandwidth and queue limits. 

Enabling DSCP-Based Queue Mapping
To enable DSCP-based queue mapping, perform this task:

This example shows how to enable DSCP-based queue mapping on 10-Gigabit Ethernet port 6/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface tengigabitethernet 6/1 
Router(config-if)# platform qos queue-mode mode-dscp 
Router(config-if)# end 

This example shows how to verify the configuration:
Router# show queueing interface tengigabitethernet 6/1 | include Queueing Mode 

Queueing Mode In Tx direction: mode-dscp
Queueing Mode In Rx direction: mode-dscp

Command Purpose
Step 1 Router(config)# interface tengigabitethernet slot/port Selects the interface to configure.
Step 2 Router(config-if)# platform qos queue-mode mode-dscp Enables DSCP-based queue mapping. 
Step 3 Router(config-if)# end Exits configuration mode.

http://tools.cisco.com/Support/BugToolKit/search/getBugDetails.do?method=fetchBugDetails&bugId=CSCts82932
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Configuring Ingress DSCP-Based Queue Mapping
• Enabling DSCP-Based Queue Mapping, page 67-14

• Mapping DSCP Values to Standard Receive-Queue Thresholds, page 67-15

Note Ingress DSCP-to-queue mapping is supported only on ports configured to trust DSCP. 

Mapping DSCP Values to Standard Receive-Queue Thresholds
To map DSCP values to the standard receive-queue thresholds, perform this task: 

When mapping DSCP values, note the following information:

• You can enter up to 8 DSCP values that map to a queue and threshold.

• You can enter multiple commands to map additional DSCP values to the queue and threshold.

• You must enter a separate command for each queue and threshold.

This example shows how to map the DSCP values 0 and 1 to threshold 1 in the standard receive queue 
for 10-Gigabit Ethernet port 6/1 port 6/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface tengigabitethernet 6/1 
Router(config-if)# rcv-queue dscp-map 1 1 0 1 
Router(config-if)# end 
Router# 

Command Purpose
Step 1 Router(config)# interface tengigabitethernet 

slot/port 
Selects the interface to configure.

Step 2 Router(config-if)# rcv-queue dscp-map queue_# 
threshold_# dscp1 [dscp2 [dscp3 [dscp4 [dscp5 
[dscp6 [dscp7 [dscp8]]]]]]] 

Maps DSCP values to the standard receive queue 
thresholds. 

Step 3 Router(config-if)# end Exits configuration mode.
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Note The receive queue mapping is shown in the second queue thresh dscp-map displayed by the show 
queueing interface command.

This example shows how to verify the configuration:
Router# show queueing interface tengigabitethernet 1/1 | begin queue thresh dscp-map 
<...Output Truncated...>
queue thresh dscp-map
---------------------------------------
1     1      0 1 2 3 4 5 6 7 8 9 11 13 15 16 17 19 21 23 25 27 29 31 33 39 41 42 43 44 45 
47 
1     2      
1     3      
1     4      
2     1      14 
2     2      12 
2     3      10 
2     4      
3     1      22 
3     2      20 
3     3      18 
3     4      
4     1      24 30 
4     2      28 
4     3      26 
4     4      
5     1      32 34 35 36 37 38 
5     2      
5     3      
5     4      
6     1      48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 
6     2      
6     3      
6     4      
7     1      
7     2      
7     3      
7     4      
8     1      40 46 
8     2      
8     3      
8     4      
<...Output Truncated...>
Router# 

Mapping DSCP Values to Standard Transmit-Queue Thresholds
To map DSCP values to standard transmit-queue thresholds, perform this task: 

Command Purpose
Step 1 Router(config)# interface tengigabitethernet 

slot/port 
Selects the interface to configure.

Step 2 Router(config-if)# wrr-queue dscp-map 
transmit_queue_# threshold_# dscp1 [dscp2 [dscp3 
[dscp4 [dscp5 [dscp6 [dscp7 [dscp8]]]]]]] 

Maps DSCP values to a standard transmit-queue 
threshold. 

Step 3 Router(config-if)# end Exits configuration mode.
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• You can enter up to 8 DSCP values that map to a queue and threshold.

• You can enter multiple commands to map additional DSCP values to the queue and threshold.

• You must enter a separate command for each queue and threshold.

This example shows how to map the DSCP values 0 and 1 to standard transmit queue 1/threshold 1 for 
10-Gigabit Ethernet port 6/1 port 6/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface tengigabitethernet 6/1 
Router(config-if)# wrr-queue dscp-map 1 1 0 1 
Router(config-if)# end 
Router# 

Note The eighth queue is the strict priority queue in the output of the show queueing interface command.

This example shows how to verify the configuration:
Router# show queueing interface tengigabitethernet 6/1 | begin queue thresh dscp-map 
queue thresh dscp-map
---------------------------------------
1     1      0 1 2 3 4 5 6 7 8 9 11 13 15 16 17 19 21 23 25 27 29 31 33 39 41 42 43 44 45 
47 
1     2      
1     3      
1     4      
2     1      14 
2     2      12 
2     3      10 
2     4      
3     1      22 
3     2      20 
3     3      18 
3     4      
4     1      24 30 
4     2      28 
4     3      26 
4     4      
5     1      32 34 35 36 37 38 
5     2      
5     3      
5     4      
6     1      48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 
6     2      
6     3      
6     4      
7     1      
7     2      
7     3      
7     4      
8     1      40 46 
<...Output Truncated...>
Router# 
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Mapping DSCP Values to the Transmit Strict-Priority Queue
To map DSCP values to the transmit strict-priority queue, perform this task: 

• The queue number is always 1.

• You can enter up to 8 DSCP values to map to the queue.

• You can enter multiple commands to map additional DSCP values to the queue.

This example shows how to map DSCP value 7 to the strict-priority queue on 10 Gigabit Ethernet 
port 6/1:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface tengigabitethernet 6/1 
Router(config-if)# priority-queue dscp-map 1 7 
Router(config-if)# end 
Router# 

Note The strict priority queue is queue 8 in the output of the show queueing interface command.

This example shows how to verify the configuration:
 Router# show queueing interface tengigabitethernet 6/1 | begin queue thresh dscp-map 
    queue thresh dscp-map
    ---------------------------------------
<...Output Truncated...>
    8     1      7 40 46 
<...Output Truncated...>
Router# 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Step 1 Router(config)# interface tengigabitethernet 

slot/port 
Selects the interface to configure.

Step 2 Router(config-if)# priority-queue dscp-map 
queue_# dscp1 [dscp2 [dscp3 [dscp4 [dscp5 [dscp6 
[dscp7 [dscp8]]]]]]] 

Maps DSCP values to the transmit strict-priority queue. 
You can enter multiple priority-queue dscp-map 
commands to map more than 8 DSCP values to the 
strict-priority queue.

Step 3 Router(config-if)# end Exits configuration mode.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for AutoQoS, page 68-1

• Restrictions for AutoQoS, page 68-2

• Information About AutoQoS, page 68-2

• Default Settings for AutoQoS, page 68-4

• How to Configure AutoQoS, page 68-4

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for AutoQoS 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for AutoQoS 
• AutoQoS generates commands for the port and adds the generated commands to the running 

configuration. 

• The generated QoS commands are applied as if you were entering them from the CLI. An existing 
configuration might cause the application of the generated commands to fail or an existing 
configuration might be overridden by the generated commands. These actions occur without 
warning. If the generated commands are successfully applied, any configuration that was not 
overridden remains in the running configuration. Any commands that were overridden might still 
exist in the startup-config file. 

• Some of the generated commands are the type of PFC QoS commands that are applied to all ports 
controlled by a port ASIC. When one of these commands is applied, PFC QoS displays the messages 
caused by application of the command to all the ports controlled by the port ASIC. Depending on 
the module, these commands are applied to as many as 48 ports. See the “Number of port groups” 
and “Port ranges per port group” listed for each module in the Release Notes for Cisco IOS Release 
15.2SY.

• You might not be able to configure support for Cisco IP phones and the other autoQoS options on 
ports that are controlled by the same port ASIC because of conflicting port trust state requirements.

• If application of the generated commands fails, the previous running configuration is restored.

• Enable autoQoS before you configure other QoS commands. If necessary, you can modify the QoS 
configuration after the autoQoS configuration completes.

• AutoQoS cannot attach a policy map to an interface if there is already a policy map attached.

• Do not modify a policy map or class map that includes AUTOQOS in its name.

• You cannot configure autoQoS on the following:

– Port-channel interfaces 

– VLAN interfaces (also known as switch virtual interfaces or SVIs) 

– Tunnel interfaces 

– Loopback interfaces 

– Subinterfaces on any type of interface

Information About AutoQoS 
• AutoQoS Support for a Cisco IP Phone, page 68-3

• AutoQoS Support for Cisco IP Communicator, page 68-3

• AutoQoS Support for Marked Traffic, page 68-4

Note AutoQoS is a macro that applies the recommended Architecture for Voice, Video, and Integrated Data 
(AVVID) QoS settings to a port. 
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AutoQoS Support for a Cisco IP Phone 
Cisco IP phones are usually connected directly to ports. Optionally, you can attach a PC to the phone 
and use the phone as a hop to the switch.

The traffic that comes from the phone can be marked with an 802.1Q or 802.1p tag. The tag contains a 
VLAN ID and CoS value. When you configure the port to trust the CoS value that comes from the phone, 
the switch uses the CoS value to prioritize the phone traffic. 

There is a three-port switch built into Cisco IP phones that forwards the traffic that comes from the PC, 
the phone, and the switch port. Cisco IP phones have trust and classification capabilities that you need 
to configure (see the “How to Configure Cisco IP Phone Support” section on page 20-5).

AutoQoS supports Cisco IP phones with the auto qos voip cisco-phone interface configuration 
command. When you enter the auto qos voip cisco-phone interface configuration command on a port 
that is configured to support an IP phone and to which an IP phone is connected, the autoQoS feature 
does the following:

• If QoS was not already enabled, enables QoS globally.

• If VLAN-based QoS was configured for the port, reverts to the default port-based QoS (done for all 
ports on switching modules with 1p1q0t/1p3q1t ports).

• Sets the port trust state to trust CoS. 

• Creates and applies a trust-CoS QoS policy to ports on switching modules with non-Gigabit Ethernet 
1q4t/2q2t ports, which do not support port trust.

AutoQoS Support for Cisco IP Communicator 
The Cisco IP Communicator program runs on a PC and emulates a Cisco IP phone. The 
Cisco IP Communicator marks its voice traffic with a DSCP value instead of a CoS value. When you 
configure the port to trust the DSCP value that comes from the Cisco IP Communicator, the switch uses 
the DSCP value to prioritize the Cisco IP Communicator traffic. 

AutoQoS supports the Cisco IP Communicator program with the auto qos voip cisco-softphone 
interface configuration command. When you enter the auto qos voip cisco-softphone interface 
configuration command on a port that is connected to a device running the Cisco IP Communicator 
program, the autoQoS feature does the following:

• If QoS was not already enabled, enables QoS globally.

• If VLAN-based QoS was configured for the port, reverts to the default port-based QoS (done for all 
ports on switching modules with 1p1q0t/1p3q1t ports).

• If a trust state was configured for the port, reverts to the default untrusted state. 

• Creates and applies ingress policers to trust DSCP 46 and remark DSCP 26 packets to DSCP 24. 
Packets with other DSCP values or out-of-profile packets are remarked with DSCP 0.
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AutoQoS Support for Marked Traffic
Ports that connect to the interior of your network might receive traffic that has already been marked with 
QoS labels that are consistent with your network QoS policies, and which do not need to be changed. 
You can use the QoS trust feature to process the marked traffic using the received QoS values.

AutoQoS supports marked traffic with the auto qos voip trust interface configuration command. When 
you enter the auto qos voip trust interface configuration command, the autoQoS feature does the 
following:

• If QoS was not already enabled, enables QoS globally.

• If VLAN-based QoS was configured for the port, reverts to the default port-based QoS (done for all 
ports on switching modules with 1p1q0t/1p3q1t ports).

• If the port is configured with the switchport command, sets the port trust state to trust CoS. 

• If the port is not configured with the switchport command, sets the port trust state to trust DSCP. 

• Creates and applies a trust-CoS or trust-DSCP QoS policy to ports on switching modules with 
non-Gigabit Ethernet 1q4t/2q2t ports, which do not support port trust.

Default Settings for AutoQoS
None. 

How to Configure AutoQoS 
• Configuring AutoQoS Support for a Cisco IP Phone, page 68-5

• Configuring AutoQoS Support for Cisco IP Communicator, page 68-6

• Configuring AutoQoS Support for Marked Traffic, page 68-7
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Note AutoQoS generates commands that are appropriate for the QoS port architecture of the port on which 
you enter an auto qos voip command. For each of the different auto qos voip commands, autoQoS 
generates different QoS commands for each of these QoS port architectures:

• 1p1q0t/1p3q1t

• 1p1q4t/1p2q2t

• 1p1q4t/1p3q8t

• 1p1q8t/1p2q1t

• 1q2t/1p2q2t

• 1q2t/1p3q8t

• 1q4t/2q2t

• 1q8t/1p3q8t

• 1q8t/1p7q8t

• 2q8t/1p3q8t

• 8q4t/1p7q4t

• 8q8t/1p7q8t

The procedures in the following sections include the commands that you need to enter to display the 
generated commands, but the specific commands that autoQoS generates are not listed in this document.

Configuring AutoQoS Support for a Cisco IP Phone

Note Complete the configuration procedures in the “How to Configure Cisco IP Phone Support” section on 
page 20-5 before you configure autoQoS for a Cisco IP phone.

To configure autoQoS for a Cisco IP phone, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface type slot/port Selects the interface to configure.
Step 3 Router(config-if)# auto qos voip cisco-phone Configures autoQoS for a Cisco IP phone.
Step 4 Router(config-if)# end Returns to privileged EXEC mode.
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When configuring autoQoS for a Cisco IP phone, note the following information:

• To disable autoQoS on an interface, use the no auto qos voip interface configuration command. 

Note The no auto qos voip interface configuration command does not delete the received CoS to 
internal DSCP map created by autoQoS.

• You might see messages that instruct you to configure other ports to trust CoS. You must do so to 
enable the autoQoS generated commands.

This example shows how to enable autoQoS on Gigabit Ethernet interface 1/1:
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# auto qos voip cisco-phone 

Displays the generated received CoS to internal DSCP map.
Router# show running-config | include qos map cos-dscp 

Configuring AutoQoS Support for Cisco IP Communicator
To configure autoQoS for Cisco IP Communicator, perform this task:

• To disable autoQoS on an interface, use the no auto qos voip interface configuration command. 

Note The no auto qos voip interface configuration command does not delete the policy, class, and 
DSCP markdown maps created by autoQoS.

• You cannot configure support for Cisco IP Communicator on ports that are configured with the 
switchport keyword.

• PFC QoS supports 1023 aggregate policers and each use of the auto qos voip cisco-softphone 
command on a port uses two aggregate policers. 

This example shows how to enable autoQoS on Gigabit Ethernet interface 1/1:
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# auto qos voip cisco-softphone 

Displays the configured autoQoS commands.
Router# show auto qos interface type slot/port 

Displays the policy map and policers created by autoQoS.
Router# show policy-map AUTOQOS-CISCO-SOFT-PHONE 

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface type slot/port Selects the interface to configure.
Step 3 Router(config-if)# auto qos voip cisco-softphone Configures autoQoS for Cisco IP Communicator.
Step 4 Router(config-if)# end Returns to privileged EXEC mode.
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Displays the class maps created by autoQoS.
Router# show class-map AUTOQOS-CISCO-SOFTPHONE-SIGNAL 
Router# show class-map AUTOQOS-CISCO-SOFTPHONE-DATA 

Displays the DSCP markdown maps created by autoQoS.
Router# show running-config | include qos map policed-dscp 

Configuring AutoQoS Support for Marked Traffic
To configure autoQoS for marked traffic, perform this task:

When configuring autoQoS to trust marked traffic, note the following information:

• To disable autoQoS on an interface, use the no auto qos voip interface configuration command. 

Note The no auto qos voip interface configuration command does not delete the received CoS to 
internal DSCP map created by autoQoS.

• For ports configured with the switchport command, you might see messages that instruct you to 
configure other ports to trust CoS. You must do so to enable the autoQoS generated commands.

This example shows how to enable autoQoS on Gigabit Ethernet interface 1/1:
Router(config)# interface gigabitethernet 1/1 
Router(config-if)# auto qos voip trust 

Displays the configured autoQoS commands.
Router# show auto qos interface type slot/port 

For ports configured with the switchport command, displays the generated received CoS to internal 
DSCP map.
Router# show running-config | include qos map cos-dscp 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface type slot/port Selects the interface to configure.
Step 3 Router(config-if)# auto qos voip trust Configures autoQoS for marked traffic.
Step 4 Router(config-if)# end Returns to privileged EXEC mode.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Terminology, page 69-2

• MPLS QoS Features, page 69-2

• MPLS QoS Overview, page 69-4

• MPLS QoS, page 69-5

• MPLS QoS Default Configuration, page 69-13

• MPLS QoS Commands, page 69-15

• MPLS QoS Restrictions, page 69-15

• How to Configure MPLS QoS, page 69-16

• MPLS DiffServ Tunneling Modes, page 69-26

• How to Configure Short Pipe Mode, page 69-30

• How to Configure Uniform Mode, page 69-34

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• MPLS QoS extends to MPLS traffic the PFC QoS features described in Chapter 64, “PFC QoS 
Overview.” 

• This chapter provides supplemental information on MPLS QoS features. Be sure that you 
understand the PFC QoS features before you read this chapter. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Terminology
• Class of Service (CoS) refers to three bits in an 802.1Q header that are used to indicate the priority 

of the Ethernet frame as it passes through a switched network. The CoS bits in the 802.1Q header 
are commonly referred to as the 802.1p bits. To maintain QoS when a packet traverses both Layer 
2 and Layer 3 domains, the type of service (ToS) and CoS values can be mapped to each other.

• Classification is the process used for selecting traffic to be marked for QoS.

• Differentiated Services Code Point (DSCP) is the first six bits of the ToS byte in the IP header. DSCP 
is only present in an IP packet.

• E-LSP is a label switched path (LSP) on which nodes infer the QoS treatment for MPLS packets 
exclusively from the experimental (EXP) bits in the MPLS header. Because the QoS treatment is 
inferred from the EXP (both class and drop precedence), several classes of traffic can be multiplexed 
onto a single LSP (use the same label). A single LSP can support up to eight classes of traffic 
because the EXP field is a 3-bit field. The maximum number of classes would be less after reserving 
some values for control plane traffic or if some of the classes have a drop precedence associated with 
them. 

• EXP bits define the QoS treatment (per-hop behavior) that a node should give to a packet. It is the 
equivalent of the DiffServ Code Point (DSCP) in the IP network. A DSCP defines a class and drop 
precedence. The EXP bits are generally used to carry all the information encoded in the IP DSCP. 
In some cases, however, the EXP bits are used exclusively to encode the dropping precedence.

• Frames carry traffic at Layer 2. Layer 2 frames carry Layer 3 packets.

• IP precedence is the three most significant bits of the ToS byte in the IP header.

• QoS tags are prioritization values carried in Layer 3 packets and Layer 2 frames. A Layer 2 CoS 
label can have a value ranging between zero for low priority and seven for high priority. A Layer 3 
IP precedence label can have a value ranging between zero for low priority and seven for high 
priority. IP precedence values are defined by the three most significant bits of the 1-byte ToS byte. 
A Layer 3 DSCP label can have a value between 0 and 63. DSCP values are defined by the six most 
significant bits of the 1-byte IP ToS field.

• LERs (label edge routers) are devices that impose and dispose of labels upon packets; also referred 
to as Provider Edge (PE) routers.

• LSRs (label switching routers) are devices that forward traffic based upon labels present in a packet; 
also referred to as Provider (P) routers.

• Marking is the process of setting a Layer 3 DSCP value in a packet. Marking is also the process of 
choosing different values for the MPLS EXP field to mark packets so that they have the priority that 
they require during periods of congestion.

• Packets carry traffic at Layer 3.

• Policing is limiting bandwidth used by a flow of traffic. Policing can mark or drop traffic.

MPLS QoS Features 
• MPLS Experimental Field, page 69-3

• Trust, page 69-3

• Classification, page 69-3

• Policing and Marking, page 69-3
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• Preserving IP ToS, page 69-4

• EXP Mutation, page 69-4

• MPLS DiffServ Tunneling Modes, page 69-4

MPLS Experimental Field
Setting the MPLS experimental (EXP) field value satisfies the requirement of service providers who do 
not want the value of the IP precedence field modified within IP packets transported through their 
networks.

By choosing different values for the MPLS EXP field, you can mark packets so that packets have the 
priority that they require during periods of congestion.

By default, the IP precedence value is copied into the MPLS EXP field during imposition.You can mark 
the MPLS EXP bits with an MPLS QoS policy. 

Trust
For received Layer 3 MPLS packets, the PFC usually trusts the EXP value in the received topmost label. 
None of the following have any effect on MPLS packets:

• Interface trust state

• Port CoS value

• Policy-map trust command

For received Layer 2 MPLS packets, the PFC can either trust the EXP value in the received topmost label 
or apply port trust or policy trust to the MPLS packets for CoS and egress queueing purposes. 

Classification
Classification is the process that selects the traffic to be marked. Classification accomplishes this by 
partitioning traffic into multiple priority levels, or classes of service. Traffic classification is the primary 
component of class-based QoS provisioning. The PFC makes classification decisions based on the EXP 
bits in the received topmost label of received MPLS packets (after a policy is installed). See the 
“Configuring a Class Map to Classify MPLS Packets” section on page 69-17 for information.

Policing and Marking
Policing causes traffic that exceeds the configured rate to be discarded or marked down to a higher drop 
precedence. Marking is a way to identify packet flows to differentiate them. Packet marking allows you 
to partition your network into multiple priority levels or classes of service.

The MPLS QoS policing and marking features that you can implement depend on the received traffic 
type and the forwarding operation applied to the traffic. See “Configuring a Policy Map” section on 
page 69-20 for information. 
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Preserving IP ToS
The PFC automatically preserves the IP ToS during all MPLS operations including imposition, 
swapping, and disposition.You do not need to enter a command to save the IP ToS. 

EXP Mutation
You can configure up to eight egress EXP mutation maps to mutate the internal EXP value before it is 
written as the egress EXP value. You can attach egress EXP mutation maps to these interface types:

• LAN port subinterfaces 

• Layer 3 VLAN interfaces 

• Layer 3 LAN ports

You cannot attach EXP mutation maps to Layer 2 LAN ports (ports configured with the switchport 
command). 

For configuration information, see the“Configuring MPLS QoS Egress EXP Mutation” section on 
page 69-24.

MPLS DiffServ Tunneling Modes
The PFC uses MPLS DiffServ tunneling modes. Tunneling provides QoS transparency from one edge of 
a network to the other edge of the network. See the “MPLS DiffServ Tunneling Modes” section on 
page 69-26 for information.

MPLS QoS Overview
MPLS QoS enables network administrators to provide differentiated types of service across an MPLS 
network. Differentiated service satisfies a range of requirements by supplying for each transmitted 
packet the service specified for that packet by its QoS. Service can be specified in different ways, for 
example, using the IP precedence bit settings in IP packets.

Specifying the QoS in the IP Precedence Field
When you send IP packets from one site to another, the IP precedence field (the first three bits of the 
DSCP field in the header of an IP packet) specifies the QoS. Based on the IP precedence marking, the 
packet is given the treatment configured for that quality of service. If the service provider network is an 
MPLS network, then the IP precedence bits are copied into the MPLS EXP field at the edge of the 
network. However, the service provider might want to set QoS for an MPLS packet to a different value 
determined by the service offering.

In that case, the service provider can set the MPLS EXP field. The IP header remains available for the 
customer’s use; the QoS of an IP packet is not changed as the packet travels through the MPLS network.

For more information, see the “MPLS DiffServ Tunneling Modes” section on page 69-26.
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MPLS QoS
• MPLS Topology Overview, page 69-5

• LERs at the Input Edge of an MPLS Network, page 69-6

• LSRs in the Core of an MPLS Network, page 69-6

• LERs at the Output Edge of an MPLS Network, page 69-7

• LERs at the EoMPLS Edge, page 69-7

• LERs at the IP Edge (MPLS, MPLS VPN), page 69-8

• LSRs at the MPLS Core, page 69-11

MPLS Topology Overview

Figure 69-1 MPLS Network Connecting Two Sites of a Customer’s IP Network

• Networks are bidirectional, but for the purpose of this overview, the packets move left to right.

• CE1—Customer equipment 1 

• PE1—Service provider ingress label edge router (LER) 

• P1—Label switch router (LSR) within the core of the network of the service provider 

• P2—LSR within the core of the network of the service provider 

• PE2—service provider egress LER 

• CE2—Customer equipment 2 

• PE1 and PE2 are at the boundaries between the MPLS network and the IP network.

MPLS QoS supports IP QoS. For MPLS packets, the EXP value is mapped into an internal DSCP so that 
the PFC can apply non-MPLS QoS marking and policing.

For both the ingress and egress policies, MPLS QoS marking and policing decisions are made on a 
per-interface basis at an ingress PFC. The ingress interfaces are physical ports, subinterfaces, or VLANs. 

The QoS policy ACLs are programmed in QoS TCAM separately for ingress and egress lookup. The 
ternary content addressable memory (TCAM) egress lookup takes place after the IP forwarding table 
(FIB) and NetFlow lookups are completed.
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The results of each QoS TCAM lookup yield an index into RAM that contains policer configuration and 
policing counters. Additional RAM contains the microflow policer configuration; the microflow 
policing counters are maintained in the respective NetFlow entries that match the QoS ACL.

The results of ingress and egress aggregate and microflow policing are combined into a final policing 
decision. The out-of-profile packets can be either dropped or marked down in the DSCP.

LERs at the Input Edge of an MPLS Network

Note Incoming labels are aggregate or nonaggregate. The aggregate label indicates that the arriving MPLS or 
MPLS VPN packet must be switched through an IP lookup to find the next hop and the outgoing 
interface. The nonaggregate label indicates that the packet contains the IP next hop information.

This section describes how edge LERs can operate at either the ingress or the egress side of an MPLS 
network. 

At the ingress side of an MPLS network, LERs process packets as follows:

1. Layer 2 or Layer 3 traffic enters the edge of the MPLS network at the edge LER (PE1).

2. The PFC receives the traffic from the input interface and uses the 802.1p bits or the IP ToS bits to 
determine the EXP bits and to perform any classification, marking, and policing. For classification 
of incoming IP packets, the input service policy can also use access control lists (ACLs). 

3. For each incoming packet, the PFC performs a lookup on the IP address to determine the next-hop 
router.

4. The appropriate label is pushed (imposition) into the packet, and the EXP value resulting from the 
QoS decision is copied into the MPLS EXP field in the label header.

5. The PFC forwards the labeled packets to the appropriate output interface for processing. 

6. The PFC also forwards the 802.1p bits or the IP ToS bits to the output interface.

7. At the output interface, the labeled packets are differentiated by class for marking or policing. For 
LAN interfaces, egress classification is still based on IP, not on MPLS.

8. The labeled packets (marked by EXP) are sent to the core MPLS network.

LSRs in the Core of an MPLS Network
This section describes how LSRs used at the core of an MPLS network process packets:

1. Incoming MPLS-labeled packets (and 802.1p bits or IP ToS bits) from an edge LER (or other core 
device) arrive at the core LSR. 

2. The PFC receives the traffic from the input interface and uses the EXP bits to perform classification, 
marking, and policing.

3. The PFC or DFCs perform a table lookup to determine the next-hop LSR.

4. An appropriate label is placed (swapped) into the packet and the MPLS EXP bits are copied into the 
label header.

5. The PFC forwards the labeled packets to the appropriate output interface for processing. 

6. The PFC also forwards the 802.1p bits or the IP ToS bits to the output interface.

7. The outbound packet is differentiated by the MPLS EXP field for marking or policing. 
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8. The labeled packets (marked with EXP) are sent to another LSR in the core MPLS network or to an 
LER at the output edge.

Note Within the service provider network, there is no IP precedence field for the queueing algorithm to use 
because the packets are MPLS packets. The packets remain MPLS packets until they arrive at PE2, the 
provider edge router.

LERs at the Output Edge of an MPLS Network
At the egress side of an MPLS network, LERs process packets as follows:

1. MPLS-labeled packets (and 802.1p bits or IP ToS bits) from a core LSR arrive at the egress LER 
(PE2) from the MPLS network backbone.

2. The PFC pops the MPLS labels (disposition) from the packets. Aggregate labels are classified using 
the original 802.1p bits or the IP ToS bits. Nonaggregate labels are classified with the EXP value by 
default.

3. For aggregate labels, the PFC performs a lookup on the IP address to determine the packet’s 
destination; the PFC then forwards the packet to the appropriate output interface for processing. For 
non-aggregate labels, forwarding is based on the label. By default, non-aggregate labels are popped 
at the penultimate-hop router (next to last), not the egress PE router. 

4. The PFC also forwards the 802.1p bits or the IP ToS bits to the output interface. 

5. The packets are differentiated according to the 802.1p bits or the IP ToS bits and treated accordingly. 

Note The MPLS EXP bits allow you to specify the QoS for an MPLS packet. The IP precedence and DSCP 
bits allow you to specify the QoS for an IP packet. 

LERs at the EoMPLS Edge
This section summarizes the Ethernet over MPLS (EoMPLS) QoS features that function on the LERs. 
EoMPLS QoS support is similar to IP-to-MPLS QoS:

• For EoMPLS, if the port is untrusted, the CoS trust state is automatically configured for VC type 4 
(VLAN mode), not for VC type 5 (port mode). 802.1q CoS preservation across the tunnel is similar. 

• Packets received on tunnel ingress are treated as untrusted for EoMPLS interfaces, except for VC 
Type 4 where trust CoS is automatically configured on the ingress port and policy marking is not 
applied.

• If the ingress port is configured as trusted, packets received on an EoMPLS interface are never 
marked by QoS policy in the original IP packet header (marking by IP policy works on untrusted 
ports).

• 802.1p CoS is preserved from entrance to exit, if available through the 802.1q header.

• After exiting the tunnel egress, queueing is based on preserved 802.1p CoS if 1p tag has been 
tunnelled in the EoMPLS header (VC type 4); otherwise, queuing is based on the CoS derived from 
the QoS decision.
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LERs at the IP Edge (MPLS, MPLS VPN)
This section provides information about QoS features for LERs at the ingress (CE-to-PE) and egress 
(PE-to-CE) edges for MPLS and MPLS VPN networks. Both MPLS and MPLS VPN support general 
MPLS QoS features. See the “MPLS VPN” section on page 69-11 for additional MPLS VPN-specific 
QoS information.

IP to MPLS 
• IP to MPLS Overview, page 69-8

• Classification for IP-to-MPLS, page 69-8

• Classification for IP-to-MPLS Mode MPLS QoS, page 69-9

• Classification at IP-to-MPLS Ingress Port, page 69-9

• Classification at IP-to-MPLS Egress Port, page 69-9

IP to MPLS Overview 

The PFC provides the following MPLS QoS capabilities at the IP-to-MPLS edge:

• Assigning an EXP value based on the platform qos trust or policy-map command

• Marking an EXP value using a policy

• Policing traffic using a policy

This section provides information about the MPLS QoS classification that the PFC supports at the 
IP-to-MPLS edge. Additionally, this section provides information about the capabilities provided by the 
ingress and egress interface modules. For Ethernet to MPLS, the ingress interface, MPLS QoS, and 
egress interface features are similar to corresponding features for IP to MPLS.

Classification for IP-to-MPLS

The PFC ingress and egress policies for IP traffic classify traffic on the original received IP using match 
commands for IP precedence, IP DSCP, and IP ACLs. Egress policies do not classify traffic on the 
imposed EXP value nor on a marking done by an ingress policy. 

After the PFC applies the port trust and QoS policies, it assigns the internal DSCP. The PFC then assigns 
the EXP value based on the internal DSCP-to-EXP global map for the labels that it imposes. If more than 
one label is imposed, the EXP value is the same in each label. The PFC preserves the original IP ToS 
when the MPLS labels are imposed. 

The PFC assigns the egress CoS based on the internal DSCP-to-CoS global map. If the default internal 
DSCP-to-EXP and the internal DSCP-to-CoS maps are consistent, then the egress CoS has the same 
value as the imposed EXP.
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If the ingress port receives both IP-to-IP and IP-to-MPLS traffic, classification should be used to 
separate the two types of traffic. For example, if the IP-to-IP and IP-to-MPLS traffic have different 
destination address ranges, you can classify traffic on the destination address, and then apply IP ToS 
policies to the IP-to-IP traffic and apply a policy (that marks or sets the EXP value in the imposed MPLS 
header) to the IP-to-MPLS traffic. See the following two examples:

• A PFC policy to mark IP ToS sets the internal DSCP—If it is applied to all traffic, then for IP-to-IP 
traffic, the egress port will rewrite the CoS (derived from the internal DSCP) to the IP ToS byte in 
the egress packet. For IP-to-MPLS traffic, the PFC will map the internal DSCP to the imposed EXP 
value.

• A PFC policy to mark MPLS EXP sets the internal DSCP—If it is applied to all traffic, then for 
IP-to-IP traffic, the egress port rewrites the IP ToS according to the ingress IP policy (or trust). The 
CoS is mapped from the ToS. For IP-to-MPLS traffic, the PFC will map the internal DSCP to the 
imposed EXP value.

Classification for IP-to-MPLS Mode MPLS QoS

MPLS QoS at the ingress to PE1supports:

• Matching on IP precedence or DSCP values or filtering with an access group

• The set mpls experimental imposition and police commands

MPLS QoS at the egress of PE1 supports the mpls experimental topmost command.

Classification at IP-to-MPLS Ingress Port 

Classification for IP-to-MPLS is the same as for IP-to-IP. LAN port classification is based on the 
received Layer 2 802.1Q CoS value. 

Classification at IP-to-MPLS Egress Port 

LAN port classification is based on the received EXP value and the egress CoS values is mapped from 
that value.

If the egress port is a trunk, the LAN ports copy the egress CoS into the egress 802.1Q field.

MPLS to IP
• MPLS to IP Overview, page 69-9

• Classification for MPLS-to-IP, page 69-10

• Classification for MPLS-to-IP MPLS QoS, page 69-10

• Classification at MPLS-to-IP Ingress Port, page 69-10

• Classification at MPLS-to-IP Egress Port, page 69-11

MPLS to IP Overview 

MPLS QoS supports these capabilities at the MPLS-to-IP edge:

• Option to propagate EXP value into IP DSCP on exit from an MPLS domain per egress interface 

• Option to use IP service policy on the MPLS-to-IP egress interface

This section provides information about the MPLS-to-IP MPLS QoS classification. Additionally, this 
section provides information about the capabilities provided by the ingress and egress modules.
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For MPLS to Ethernet, the ingress interface, MPLS QoS, and egress interface features are similar to 
corresponding features for MPLS to IP except for the case of EoMPLS decapsulation where egress IP 
policy cannot be applied (packets can be classified as MPLS only).

Classification for MPLS-to-IP

The PFC assigns the internal DSCP (internal priority that the PFC assigns to each frame) based on the 
QoS result. The QoS result is affected by the following:

• Default trust EXP value

• Label type (per-prefix or aggregate)

• Number of VPNs

• Explicit NULL use

• QoS policy

There are three different classification modes:

• Regular MPLS classification—For nonaggregate labels, in the absence of MPLS recirculation, the 
PFC classifies the packet based on MPLS EXP ingress or egress policy. The PFC queues the packet 
based on COS derived from EXP-to-DSCP-to-CoS mapping. The underlying IP DSCP is either 
preserved after egress decapsulation, or overwritten from the EXP (through the EXP-to-DSCP map).

• IP classification for aggregate label hits in VPN CAM—The PFC does one of the following:

– Preserves the underlying IP ToS

– Rewrites the IP ToS by a value derived from the EXP-to-DSCP global map

– Changes the IP ToS to any value derived from the egress IP policy 

In all cases, egress queueing is based on the final IP ToS from the DSCP-to-CoS map.

• IP classification with aggregate labels not in VPN CAM—After recirculation, the PFC differentiates 
the MPLS-to-IP packets from the regular IP-to-IP packets based on the ingress reserved VLAN specified 
in the MPLS decapsulation adjacency. The reserved VLAN is allocated per VRF both for VPN and 
non-VPN cases. The ingress ToS after recirculation can be either the original IP ToS value, or derived 
from the original EXP value. The egress IP policy can overwrite this ingress ToS to an arbitrary value. 

Note For information about recirculation, see the “Recirculation” section on page 38-5.

For incoming MPLS packets on the PE-to-CE ingress, the PFC supports MPLS classification only. 
Ingress IP policies are not supported. PE-to-CE traffic from the MPLS core is classified or policed on 
egress as IP.

Classification for MPLS-to-IP MPLS QoS 

MPLS QoS at the ingress to PE2 supports matching on the EXP value and the police command.

MPLS QoS at the egress of PE2 supports matching on IP precedence or DSCP values or filtering with 
an access group and the police command.

Classification at MPLS-to-IP Ingress Port

LAN port classification is based on the EXP value. The match mpls experimental command matches 
on the EXP value in the received topmost label.
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Classification at MPLS-to-IP Egress Port 

Classification for MPLS-to-IP is the same as it is for IP-to-IP. 

The LAN interface classification is based on the egress CoS. 

If the egress port is a trunk, the LAN ports copy the egress CoS into the egress 802.1Q field.

Note For MPLS to IP, egress IP ACL or QoS is not effective on the egress interface if the egress interface has 
MPLS IP (or tag IP) enabled. The exception is a VPN CAM hit, in which case the packet is classified on 
egress as IP.

MPLS VPN
The following PE MPLS QoS features are supported for MPLS VPN:

• Classification, policing, or marking of CE-to-PE IP traffic through the VPN subinterface

• Per-VPN QoS (per-port, per-VLAN, or per-subinterface)

For customer edge (CE)-to-PE traffic, or for CE-to-PE-to-CE traffic, the subinterface support allows you 
to apply IP QoS ingress or egress policies to subinterfaces and to physical interfaces. Per-VPN policing 
is also provided for a specific interface or subinterface associated with a given VPN on the CE side.

In situations when there are multiple interfaces belonging to the same VPN, you can perform per-VPN 
policing aggregation using the same shared policer in the ingress or egress service policies for all similar 
interfaces associated with the same PFC.

For aggregate VPN labels, the EXP propagation in recirculation case may not be supported because 
MPLS adjacency does not know which egress interface the final packet will use.

Note For information on recirculation, see the “Recirculation” section on page 38-5.

The PFC propagates the EXP value if all interfaces in the VPN have EXP propagation enabled.

The following PE MPLS QoS features are supported:

• General MPLS QoS features for IP packets

• Classification, policing, or marking of CE-to-PE IP traffic through the VPN subinterface

• Per-VPN QoS (per-port, per-VLAN, or per-subinterface)

LSRs at the MPLS Core
This section provides information about MPLS QoS features for LSRs at the core (MPLS-to-MPLS) for 
MPLS and MPLS VPN networks. Ingress features, egress interface, and PFC features for Carrier 
Supporting Carrier (CsC) QoS features are similar to those used with MPLS to MPLS described in the 
next section. A difference between CsC and MPLS to MPLS is that with CsC labels can be imposed 
inside the MPLS domain.

MPLS to MPLS
• Classification for MPLS-to-MPLS, page 69-12

• Classification for MPLS-to-MPLS MPLS QoS, page 69-13
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• Classification at MPLS-to-MPLS Ingress Port, page 69-13

• Classification at MPLS-to-MPLS Egress Port, page 69-13

MPLS to MPLS Overview 

MPLS QoS at the MPLS core supports the following:

• Per-EXP policing based on a service policy

• Copying the input topmost EXP value into the newly imposed EXP value

• Optional EXP mutation (changing of EXP values on an interface edge between two neighboring 
MPLS domains) on the egress boundary between MPLS domains

• Microflow policing based on individual label flows for a particular EXP value 

• Optional propagation of topmost EXP value into the underlying EXP value when popping the 
topmost label from a multi-label stack.

The following section provides information about MPLS-to-MPLS MPLS QoS classification. 
Additionally, the section provides information about the capabilities provided by the ingress and egress 
modules.

Classification for MPLS-to-MPLS 

For received MPLS packets, the PFC ignores the port trust state, the ingress CoS, and any policy-map 
trust commands. Instead, the PFC trusts the EXP value in the topmost label. 

Note The MPLS QoS ingress and egress policies for MPLS traffic classify traffic on the EXP value in the 
received topmost label when you enter the match mpls experimental command.

MPLS QoS maps the EXP value to the internal DSCP using the EXP-to-DSCP global map.   What the 
PFC does next depends on whether it is swapping labels, imposing a new label, or popping a label:

• Swapping labels—When swapping labels, the PFC preserves the EXP value in the received topmost 
label and copies it to the EXP value in the outgoing topmost label. The PFC assigns the egress CoS 
using the internal DSCP-to-CoS global map. If the DSCP global maps are consistent, then the egress 
CoS is based on the EXP in the outgoing topmost label. 

The PFC can mark down out-of-profile traffic using the police command’s exceed and violate 
actions. It does not mark in-profile traffic, so the conform action must be transmitted and the set 
command cannot be used. If the PFC is performing a markdown, it uses the internal DSCP as an 
index into the internal DSCP markdown map. The PFC maps the result of the internal DSCP 
markdown to an EXP value using the internal DSCP-to-EXP global map. The PFC rewrites the new 
EXP value to the topmost outgoing label and does not copy the new EXP value to the other labels 
in the stack. The PFC assigns the egress CoS using the internal DSCP-to-CoS global map. If the 
DSCP maps are consistent, then the egress CoS is based on the EXP value in the topmost outgoing 
label.

• Imposing an additional label—When imposing a new label onto an existing label stack, the PFC 
maps the internal DSCP to the EXP value in the imposed label using the internal DSCP-to-EXP map. 
It then copies the EXP value in the imposed label to the underlying swapped label. The PFC assigns 
the egress CoS using the internal DSCP-to-CoS global map. If the DSCP maps are consistent, the 
egress CoS is based on the EXP value in the imposed label.
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The PFC can mark in-profile and mark down out-of-profile traffic. After it marks the internal DSCP, 
the PFC uses the internal DSCP-to-EXP global map to map the internal DSCP to the EXP value in 
the newly imposed label. The PFC then copies the EXP in the imposed label to the underlying 
swapped label. The PFC assigns the egress CoS using the internal DSCP-to-CoS global map. 
Therefore, the egress CoS is based on the EXP in the imposed label.

• Popping a label—When popping a label from a multi-label stack, the PFC preserves the EXP value 
in the exposed label. The PFC assigns the egress CoS using the internal DSCP-to-CoS global map. 
If the DSCP maps are consistent, then the egress CoS is based on the EXP value in the popped label.

• If EXP propagation is configured for the egress interface, the PFC maps the internal DSCP to the 
EXP value in the exposed label using the DSCP-to-EXP global map. The PFC assigns the egress 
CoS using the internal DSCP-to-CoS global map. If the DSCP maps are consistent, the egress CoS 
is based on the EXP value in the exposed label.

Classification for MPLS-to-MPLS MPLS QoS 

MPLS QoS at the ingress to P1 or P2 supports the following:

• Matching with the mpls experimental topmost command 

• The set mpls experimental imposition, police, and police with set imposition commands

MPLS QoS at the egress of P1 or P2 supports matching with the mpls experimental topmost command.

Classification at MPLS-to-MPLS Ingress Port 

LAN port classification is based on the egress CoS from the PFC. The match mpls experimental 
command matches on the EXP value in the received topmost label.

Classification at MPLS-to-MPLS Egress Port

LAN port classification is based on the egress CoS value from the PFC. The match mpls experimental 
command matches on the egress CoS; it does not match on the EXP in the topmost label. If the egress 
port is a trunk, the LAN ports copy the egress CoS into the egress 802.1Q field.

MPLS QoS Default Configuration 

Feature Default Value 
PFC QoS global enable state With all other PFC QoS parameters at default values, default 

EXP is mapped from IP precedence.

With PFC QoS enabled and all other PFC QoS parameters at 
default values, PFC QoS sets Layer 3 DSCP to zero 
(untrusted ports only), Layer 2 CoS to zero, the imposed 
EXP to zero in all traffic transmitted from LAN ports (default 
is untrusted). For trust CoS, the default EXP value is mapped 
from COS; for trust DSCP, the default EXP value is mapped 
from IP precedence. 

PFC QoS port enable state Enabled when PFC QoS is globally enabled
Port CoS value 0
Microflow policing Enabled
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IntraVLAN microflow policing Disabled
Port-based or VLAN-based PFC QoS Port-based
EXP to DSCP map
(DSCP set from EXP values)

EXP 0 = DSCP 0
EXP 1 = DSCP 8
EXP 2 = DSCP 16
EXP 3 = DSCP 24
EXP 4 = DSCP 32
EXP 5 = DSCP 40
EXP 6 = DSCP 48
EXP 7 = DSCP 56

IP precedence to DSCP map
(DSCP set from IP precedence values)

IP precedence 0 = DSCP 0
IP precedence 1 = DSCP 8
IP precedence 2 = DSCP 16
IP precedence 3 = DSCP 24
IP precedence 4 = DSCP 32
IP precedence 5 = DSCP 40
IP precedence 6 = DSCP 48
IP precedence 7 = DSCP 56

DSCP to EXP map
(EXP set from DSCP values)

DSCP 0–7  = EXP 0
DSCP 8–15 = EXP 1
DSCP 16–23 = EXP 2
DSCP 24–31 = EXP 3
DSCP 32–39 = EXP 4
DSCP 40–47 = EXP 5
DSCP 48–55 = EXP 6
DSCP 56–63 = EXP 7

Marked-down DSCP from DSCP map Marked-down DSCP value equals original DSCP value 
(no mark down)

EXP mutation map No mutation map by default
Policers None
Policy maps None
MPLS flow mask in NetFlow table Label + EXP value

Feature Default Value 
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MPLS QoS Commands
MPLS QoS supports the following MPLS QoS commands:

• match mpls experimental topmost 

• set mpls experimental imposition 

• police 

• platform qos map exp-dscp 

• platform qos map dscp-exp 

• platform qos map exp-mutation 

• platform qos exp-mutation 

• show platform qos mpls 

• no platform qos mpls trust exp 

Note For information about supported non-MPLS QoS commands, see Chapter 64, “PFC QoS Overview.” 

The following commands are not supported:

• set qos-group 

• set discard-class 

MPLS QoS Restrictions 
When configuring MPLS QoS, follow these guidelines and restrictions:

• For IP-to-MPLS or EoMPLS imposition when the received packet is an IP packet:

MPLS core QoS There are four possibilities at the MPLS core QoS:

• Swapping—Incoming EXP field is copied to outgoing 
EXP field. 

• Swapping + imposition—Incoming EXP field is copied 
to both the swapped EXP field and the imposed EXP 
field. 

Note If there is a service policy with a set for EXP field, its 
EXP field will be placed into the imposed label and 
also into the swapped label.

• Disposition of topmost label—Exposed EXP field is 
preserved.

• Disposition of only label—Exposed IP DSCP is 
preserved.

MPLS to IP edge QoS Preserve the exposed IP DSCP

Feature Default Value 
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– When QoS is disabled, the EXP value is based on the received IP ToS. 

– When QoS is queuing only, the EXP value is based on the received IP ToS.

• For EoMPLS imposition when the received packet is a non-IP packet: 

– When QoS is disabled, the EXP value is based on the ingress CoS. 

– When QoS is queuing only, the EXP value is based on the received IP ToS. 

• For MPLS-to-MPLS operations:

– Swapping when QoS is disabled, the EXP value is based on the original EXP value (in the 
absence of EXP mutation).

– Swapping when QoS is queuing only, the EXP value is based on the original EXP value (in the 
absence of EXP mutation).

– Imposing additional label when QoS is disabled, the EXP value is based on the original EXP 
value (in the absence of EXP mutation).

– Imposing an additional label when QoS is queuing only, the EXP value is based on the original 
EXP value (in the absence of EXP mutation).

– Popping one label when QoS is disabled, the EXP value is based on the underlying EXP value.

– Popping one label when QoS is queuing only, the EXP value is based on the underlying EXP 
value.

• EXP value is irrelevant to MPLS-to-IP disposition.

• The no platform qos rewrite ip dscp command is incompatible with MPLS. The default platform 
qos rewrite ip dscp command must remain enabled in order for the PFC to assign the correct EXP 
value for the labels that it imposes. 

• The no platform qos mpls trust exp command allows you to treat MPLS packets simiarly to Layer 
2 packets for CoS and egress queueing purposes by applying port trust or policy trust instead of the 
default EXP value. 

How to Configure MPLS QoS
• Enabling Queueing-Only Mode, page 69-17

• Configuring a Class Map to Classify MPLS Packets, page 69-17

• Configuring a Policy Map, page 69-20

• Displaying a Policy Map, page 69-24

• Configuring MPLS QoS Egress EXP Mutation, page 69-24

• Configuring EXP Value Maps, page 69-25
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Enabling Queueing-Only Mode
To enable queueing-only mode, perform this task:

When you enable queueing-only mode, the router does the following:

• Disables marking and policing globally

• Configures all ports to trust Layer 2 CoS

Note The switch applies the port CoS value to untagged ingress traffic and to traffic that is 
received through ports that cannot be configured to trust CoS.

This example shows how to enable queueing-only mode:
Router# configure terminal 
Router(config)# platform qos queueing-only 
Router(config)# end 
Router#

Restrictions and Usage Guidelines
If QoS is disabled (no platform qos) for the PFC, the EXP value is determined as follows:

• For IP-to-MPLS or EoMPLS imposition when the received packet is an IP packet when QoS is 
queuing only (platform qos queueing-only), the EXP value is based on the received IP ToS. 

• For EoMPLS imposition when the received packet is a non-IP packet when QoS is queuing only, the 
EXP value is based on the received IP ToS. 

• For MPLS-to-MPLS operations:

– Swapping when QoS is queuing only, the EXP value is based on the original EXP value (in the 
absence of EXP mutation). 

– Imposing additional label when QoS is queuing only, the EXP value is based on the original 
EXP value (in the absence of EXP mutation).

– Popping one label when QoS is queuing only, the EXP value is based on the underlying EXP 
value.

• The EXP value is irrelevant to MPLS-to-IP disposition.

Configuring a Class Map to Classify MPLS Packets
You can use the match mpls experimental topmost command to define traffic classes inside the MPLS 
domain by packet EXP values. This allows you to define service policies to police the EXP traffic on a 
per-interface basis by using the police command.

To configure a class map, perform this task beginning in global configuration mode:

Command Purpose
Step 1 Router(config)# platform qos queueing-only Enables queueing-only mode. 
Step 2 Router(config)# end Exits configuration mode.
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This example shows that all packets that contain MPLS experimental value 3 are matched by the traffic 
class named exp3:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# class-map exp3 
Router(config-cmap)# match mpls experimental topmost 3 
Router(config-cmap)# exit 
Router(config)# policy-map exp3 
Router(config-pmap)# class exp3 
Router(config-pmap-c)# police 1000000 8000000 conform-action transmit exceed-action drop 
Router(config-pmap-c)# exit 
Router(config-pmap)# end 
Router# show class exp3 
 Class Map match-all exp3 (id 61)
   Match mpls experimental topmost 3
Router# show policy-map exp3 
  Policy Map exp3
    Class exp3
     police cir 1000000 bc 8000000 be 8000000 conform-action transmit exceed-action drop
Router# show running-config interface gigabitethernet 3/27 
Building configuration...

Current configuration : 173 bytes
!
interface GigabitEthernet3/27
  ip address 47.0.0.1 255.0.0.0
  tag-switching ip
 end

Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 3/27 
Router(config-if)# service-policy input exp3 
Router(config-if)#
Router#
Enter configuration commands, one per line.  End with CNTL/Z.
Router# show running-config interface gigabitethernet 3/27 
Building configuration...

Current configuration : 173 bytes
!
interface GigabitEthernet3/27
  ip address 47.0.0.1 255.0.0.0
  tag-switching ip
  service-policy input exp3
 end

Router#
1w4d: %SYS-5-CONFIG_I: Configured from console by console
Router# show platform qos mpls 
 QoS Summary [MPLS]:      (* - shared aggregates, Mod - switch module)

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be 

matched. 
Step 2 Router(config-cmap)# match mpls experimental topmost 

value 
Specifies the packet characteristics that will be 
matched to the class.

Step 3 Router(config-cmap)# exit Exits class-map configuration mode.
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      Int Mod Dir  Class-map DSCP  Agg  Trust Fl   AgForward-By   AgPoliced-By
                                   Id         Id
-------------------------------------------------------------------------------
    Gi3/27  5  In       exp3    0    2   dscp  0              0              0

       All  5   -    Default    0    0*    No  0     3466140423              0
Router# show policy-map interface gigabitethernet 3/27 
 GigabitEthernet3/27

  Service-policy input: exp3

    class-map: exp3 (match-all)
      Match: mpls experimental topmost 3
      police :
        1000000 bps 8000000 limit 8000000 extended limit
      Earl in slot 5 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes action: transmit
        exceeded 0 bytes action: drop
        aggregate-forward 0 bps exceed 0 bps

    Class-map: class-default (match-any)
      0 packets, 0 bytes
      5 minute offered rate 0 bps, drop rate 0 bps
      Match: any

Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 3/27 
Router(config-if)# service-policy output ip2tag 
Router(config-if)# end 
Router# show platform qos ip 
 QoS Summary [IPv4]:      (* - shared aggregates, Mod - switch module)

      Int Mod Dir  Class-map DSCP  Agg  Trust Fl   AgForward-By   AgPoliced-By
                                   Id         Id
-------------------------------------------------------------------------------
     Vl300  5  In          x   44    1     No  0              0              0
    Gi3/27  5 Out      iptcp   24    2     --  0              0              0

       All  5   -    Default    0    0*    No  0     3466610741              0

Restrictions and Usage Guidelines
• The match mpls experimental command specifies the name of an EXP field value to be used as the 

match criterion against which packets are checked to determine if they belong to the class specified 
by the class map.

• To use the match mpls experimental command, you must first enter the class-map command to 
specify the name of the class whose match criteria you want to establish. After you identify the class, 
you can use the match mpls experimental command to configure its match criteria.

• If you specify more than one command in a class map, only the last command entered applies. The 
last command overrides the previously entered commands.
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Configuring a Policy Map
You can attach only one policy map to an interface. Policy maps can contain one or more policy map 
classes, each with different policy map commands.

Configure a separate policy map class in the policy map for each type of traffic that an interface receives. 
Put all commands for each type of traffic in the same policy map class. MPLS QoS does not attempt to 
apply commands from more than one policy map class to matched traffic.

Configuring a Policy Map to Set the EXP Value on All Imposed Labels
To set the value of the MPLS EXP field on all imposed label entries, use the set mpls experimental 
imposition command in QoS policy-map class configuration mode. To disable the setting, use the no 
form of this command. 

Note The set mpls experimental imposition command replaces the set mpls experimental command.

The following example sets the MPLS EXP imposition value according to the DSCP value defined in 
the MPLS EXP value 3:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# access-l 101 p tcp any any
Router(config)# class-map iptcp
Router(config-cmap)# match acc 101
Router(config-cmap)# exit
Router(config)#
Router(config-cmap)# policy-map ip2tag
Router(config-pmap)# class iptcp
Router(config-pmap-c)# set mpls exp imposition 3
Router(config-pmap-c)# exit
Router(config-pmap)# exit
Router(config)#
Router#
1w4d: %SYS-5-CONFIG_I: Configured from console by console
Router#
Router# show policy-map ip2tag
  Policy Map ip2tag
    Class iptcp
      set mpls experimental imposition 3
Router# show class iptcp
 Class Map match-all iptcp (id 62)
   Match access-group101

Command Purpose
Step 1 Router(config)# policy-map policy_name Creates a policy map. 
Step 2 Router(config-pmap)# class-map name [match-all | 

match-any] 
Accesses the QoS class-map configuration mode 
to configure QoS class maps.

Step 3 Router(config-pmap-c)# set mpls experimental 
imposition {mpls-exp-value | from-field [table 
table-map-name]} 

Sets the value of the MPLS experimental (EXP) 
field on all imposed label entries.

Step 4 Router(config-pmap-c)# exit Exits class-map configuration mode.
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Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 3/27
Router(config-if)# ser in ip2tag
Router(config-if)#
Routers
1w4d: %SYS-5-CONFIG_I: Configured from console by console
Router# show pol ip2tag
  Policy Map ip2tag
    Class iptcp
      set mpls experimental imposition 3
Router# show class-map iptcp
 Class Map match-all iptcp (id 62)
   Match access-group  101

Router# show access-l 101
Extended IP access list 101
    10 permit tcp any any
Router# show policy-map interface gigabitethernet 3/27
 GigabitEthernet3/27

  Service-policy input: ip2tag

    class-map: iptcp (match-all)
      Match: access-group 101
      set mpls experimental 3:
      Earl in slot 5 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes

    class-map: class-default (match-any)
      Match: any

    Class-map: class-default (match-any)
      0 packets, 0 bytes
      5 minute offered rate 0 bps, drop rate 0 bps
      Match: any

This example shows how to verify the configuration:
Router# show policy map ip2tag
  Policy Map ip2tag
    Class iptcp
      set mpls experimental imposition 3

EXP Value Imposition Guidelines and Restrictions

When setting the EXP value on all imposed labels, follow these guidelines and restrictions:

• Use the set mpls experimental imposition command during label imposition. This command sets 
the MPLS EXP field on all imposed label entries.

• The set mpls experimental imposition command is supported only on input interfaces 
(imposition).

• The set mpls experimental imposition command does not mark the EXP value directly; instead, it 
marks the internal DSCP that is mapped to EXP through the internal DSCP-to-EXP global map. 

• It is important to note that classification (based on the original received IP header) and marking 
(done to the internal DSCP) do not distinguish between IP-to-IP traffic and IP-to-MPLS traffic. The 
commands that you use to mark IP ToS and mark EXP have the same result as when you mark the 
internal DSCP. 
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• To set the pushed label entry value to a value different from the default value during label 
imposition, use the set mpls experimental imposition command. 

• You optionally can use the set mpls experimental imposition command with the IP precedence, 
DSCP field, or QoS IP ACL to set the value of the MPLS EXP field on all imposed label entries.

• When imposing labels onto the received IP traffic with the PFC, you can mark the EXP field using 
the set mpls experimental imposition command.

Configuring a Policy Map Using the Police Command
Policing is a function in the PFC hardware that provides the ability to rate limit a particular traffic class 
to a specific rate. The PFC supports aggregate policing and microflow policing. 

Aggregate policing meters all traffic that ingresses into a port, regardless of different source, destination, 
protocol, source port, or destination port. Microflow policing meters all traffic that ingresses into a port, 
on a per flow (per source, destination, protocol, source port, and destination port). For additional 
information on aggregate and microflow policing, see Chapter 65, “Classification, Marking, and 
Policing.”

This is an example of creating a policy map with a policer:
Router(config)# policy-map ip2tag
Router(config-pmap)# class iptcp
Router(config-pmap-c)# no set mpls exp topmost 3
Router(config-pmap-c)# police 1000000 1000000 c set-mpls-exp?
set-mpls-exp-imposition-transmit

Router(config-pmap-c)# police 1000000 1000000 c set-mpls-exp-imposit 3 e d
Router(config-pmap-c)# exit
Router(config-pmap)# exit
Router(config)# interface gigabitethernet 3/27
Router(config-if)# ser in ip2tag
Router(config-if)#

This is an example of verifying the configuration:
Router# show pol ip2tag
  Policy Map ip2tag
    Class iptcp
     police cir 1000000 bc 1000000 be 1000000 conform-action 
set-mpls-exp-imposition-transmit 3 exceed-action drop
Router# show running-config interface gigabitethernet 3/27

Command Purpose
Step 1 Router(config)# policy-map policy_name Creates a policy map. 
Step 2 Router(config-pmap)# class-map name [match-all | 

match-any] 
Accesses the QoS class map configuration mode to 
configure QoS class maps.

Step 3 Router(config-pmap-c)# police {aggregate name} Adds the class to a shared aggregate policer.
Step 4 Router(config-pmap-c)# police bps burst_normal 

burst_max conform-action action exceed-action 
action violate-action action 

Creates a per-class-per-interface policer. 

Step 5 Router(config-pmap-c)# police flow {bps 
[burst_normal] | [conform-action action] 
[exceed-action action]

Creates an ingress flow policer. (Not supported in egress 
policy.)

Step 6 Router(config-pmap-c)# exit Exits class-map configuration mode.
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Building configuration...

Current configuration : 202 bytes
!
interface GigabitEthernet3/27
  logging event link-status
  service-policy input ip2tag
end

Router# show policy interface gigabitethernet 3/27
 GigabitEthernet3/27

  Service-policy input: ip2tag

    class-map: iptcp (match-all)
      Match: access-group 101
      police :
        1000000 bps 1000000 limit 1000000 extended limit
      Earl in slot 5 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes action: set-mpls-exp-imposition-transmit
        exceeded 0 bytes action: drop
        aggregate-forward 0 bps exceed 0 bps

    class-map: class-default (match-any)
      Match: any

    Class-map: class-default (match-any)
      0 packets, 0 bytes
      5 minute offered rate 0 bps, drop rate 0 bps
      Match: any

Restrictions and Usage Guidelines

The following restrictions and guidelines apply when using the police command to configure a policy 
map:

• With MPLS, the exceed-action action command and the violate-action action command work 
similarly to IP usage. The packet may get dropped or the EXP value is marked down. 

• With MPLS, the set-dscp transmit action command and the set-prec-transmit action command set 
the internal DSCP that is mapped into the CoS bits, which affects queueing, however, they do not 
change the EXP value, except for imposition.

• When swapping labels for received MPLS traffic with the PFC, you can mark down out-of-profile 
traffic using the police command exceed-action policed-dscp-transmit and violate-action 
policed-dscp-transmit keywords. The PFC does not mark in-profile traffic; when marking down 
out-of-profile traffic, the PFC marks the outgoing topmost label. The PFC does not propagate the 
marking down through the label stack.

• With MPLS, the flow key is based on the label and EXP value; there is no flowmask option. 
Otherwise, flow key operation is similar to IP-to-IP. 

• You can use the police command to set the pushed label entry value to a value different from the 
default value during label imposition.

• When imposing labels onto the received IP traffic with the PFC, you can mark the EXP field using 
the conform-action set-mpls-exp-imposition-transmit keywords.

• During IP-to-MPLS imposition, IP ToS marking is not supported. If you configure a policy to mark 
IP ToS, the PFC marks the EXP value.
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Displaying a Policy Map
You can display a policy map with an interface summary for MPLS QoS classes or with the configuration 
of all classes configured for all service policies on the specified interface.

Displaying the Configuration of All Classes
To display the configuration of all classes configured for all service policies on the specified interface, 
perform this task:

This example shows the configurations for all classes on Gigabit Ethernet interface 3/27:
Router# show policy interface gigabitethernet 3/27
 GigabitEthernet3/27

  Service-policy input: ip2tag

    class-map: iptcp (match-all)
      Match: access-group 101
      police :
        1000000 bps 1000000 limit 1000000 extended limit
      Earl in slot 5 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes action: set-mpls-exp-imposition-transmit
        exceeded 0 bytes action: drop
        aggregate-forward 0 bps exceed 0 bps

    class-map: class-default (match-any)
      Match: any

    Class-map: class-default (match-any)
      0 packets, 0 bytes
      5 minute offered rate 0 bps, drop rate 0 bps
      Match: any

Configuring MPLS QoS Egress EXP Mutation
• Configuring Named EXP Mutation Maps, page 69-25

• Attaching an Egress EXP Mutation Map to an Interface, page 69-25

Command Purpose
Router# show policy interface interface_type 
interface_number 

Displays the configuration of all classes configured for all 
policy maps on the specified interface.
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Configuring Named EXP Mutation Maps
To configure a named EXP mutation map, perform this task: 

When configuring a named EXP mutation map, note the following information:

• You can enter up to eight input EXP values that map to a mutated EXP value.

• You can enter multiple commands to map additional EXP values to a mutated EXP value.

• You can enter a separate command for each mutated EXP value.

• You can configure 15 ingress EXP mutation maps to mutate the internal EXP value before it is 
written as the ingress EXP value. You can attach ingress EXP mutation maps to any interface that 
PFC QoS supports.

• PFC QoS derives the egress EXP value from the internal DSCP value. If you configure ingress EXP 
mutation, PFC QoS does not derive the ingress EXP value from the mutated EXP value.

Attaching an Egress EXP Mutation Map to an Interface
To attach an egress EXP mutation map to an interface, perform this task: 

This example shows how to attach the egress EXP mutation map named mutemap2:
Router(config)# interface gigabitethernet 3/26 
Router(config-if)# platform qos exp-mutation mutemap2
Router(config-if)# end

Configuring EXP Value Maps
• Configuring an Ingress-EXP to Internal-DSCP Map, page 69-26

• Configuring a Named Egress-DSCP to Egress-EXP Map, page 69-26

Command Purpose
Step 1 Router(config)# platform qos map exp-mutation 

name mutated_exp1 mutated_exp2 mutated_exp3 
mutated_exp4 mutated_exp5 mutated_exp6 
mutated_exp7 mutated_exp8

Configures a named EXP mutation map. 

Step 2 Router(config)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port[.subinterface]} | {port-channel 
number[.subinterface]}}

Selects the interface to configure.

Step 2 Router(config-if)# platform qos exp-mutation 
exp-mutation-table-name

Attaches an egress EXP mutation map to the interface.

Step 3 Router(config-if)# end Exits configuration mode.
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Configuring an Ingress-EXP to Internal-DSCP Map
To configure an ingress-EXP to internal-DSCP map, perform this task:

This example shows how to configure an ingress-EXP to internal-DSCP map:
Router(config)# platform qos map exp-dscp 43 43 43 43 43 43 43 43
Router(config)#

This example shows how to verify the configuration:
Router(config)# show platform qos map exp-dscp
   Exp-dscp map:
         exp:   0  1  2  3  4  5  6  7 
     ------------------------------------
        dscp:  43 43 43 43 43 43 43 43 

Configuring a Named Egress-DSCP to Egress-EXP Map
To configure a named egress-DSCP to egress-EXP map, perform this task:

This example shows how to configure a named egress-DSCP to egress-EXP map:
Router(config)# platform qos map dscp-exp 20 25 to 3
Router(config)#

MPLS DiffServ Tunneling Modes 
Tunneling provides QoS the ability to be transparent from one edge of a network to the other edge of the 
network. A tunnel starts where there is label imposition. A tunnel ends where there is label disposition; 
that is, where the label is removed from the stack, and the packet goes out as an MPLS packet with a 
different per-hop behavior (PHB) layer underneath or as an IP packet with the IP PHB layer.

For the PFC, there are two ways to forward packets through a network: 

• Short Pipe mode—In Short Pipe mode, the egress PE router uses the original packet marking instead 
of the marking used by the intermediate provider (P) routers. EXP marking does not propagate to 
the packet ToS byte. 

For a description of this mode, see the “Short Pipe Mode” section on page 69-27. 

Command Purpose
Step 1 Router(config)# platform qos map exp-dscp values Configures the ingress-EXP value to internal-DSCP map. 

You must enter eight DSCP values corresponding to the 
EXP values. Valid values are 0 through 63.

Step 2 Router(config)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# platform qos map dscp-exp 

dscp_values to exp_values 
Configures a named egress-DSCP to egress-EXP map. 
You can enter up to eight DSCP values at one time to a 
single EXP value. Valid values are 0 through 7.

Step 2 Router(config)# end Exits configuration mode.
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For the configuration information, see the “How to Configure Short Pipe Mode” section on 
page 69-30. 

• Uniform mode—In Uniform mode, the marking in the IP packet may be manipulated to reflect the 
service provider’s QoS marking in the core. This mode provides consistent QoS classification and 
marking throughout the network including CE and core routers. EXP marking is propagated to the 
underlying ToS byte. 

For a description, see the “Uniform Mode” section on page 69-28.

For the configuration procedure, see the “How to Configure Uniform Mode” section on page 69-34.

Both tunneling modes affect the behavior of edge and penultimate label switching routers (LSRs) where 
labels are put onto packets and removed from packets. They do not affect label swapping at intermediate 
routers. A service provider can choose different types of tunneling modes for each customer.

For additional information, see “MPLS DiffServ Tunneling Modes” at this URL: 
http://www.cisco.com/en/US/docs/ios-xml/ios/mp_te_diffserv/configuration/15-mt/mp-diffserv-tun-m
ode.html.

Short Pipe Mode
Short pipe mode is used when the customer and service provider are in different DiffServ domains. It 
allows the service provider to enforce its own DiffServ policy while preserving customer DiffServ 
information, which provides a DiffServ transparency through the service provider network.

QoS policies implemented in the core do not propagate to the packet ToS byte. The classification based 
on MPLS EXP value ends at the customer-facing egress PE interface; classification at the 
customer-facing egress PE interface is based on the original IP packet header and not the MPLS header.

Note The presence of an egress IP policy (based on the customer’s PHB marking and not on the provider’s 
PHB marking) automatically implies the Short Pipe mode.

Figure 69-2 Short Pipe Mode Operation with VPNs
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Short Pipe mode functions as follows: 

1. CE1 transmits an IP packet to PE1 with an IP DSCP value of 1. 

2. PE1 sets the MPLS EXP field to 5 in the imposed label entries. 

3. PE1 transmits the packet to P1.

4. P1 sets the MPLS EXP field value to 5 in the swapped label entry.

5. P1 transmits the packet to P2.

6. P2 pops the IGP label entry.

7. P2 transmits the packet to PE2. 

8. PE2 pops the BGP label.

9. PE2 transmits the packet to CE2, but does QoS based on the IP DSCP value.

For additional information, see “MPLS DiffServ Tunneling Modes” at this URL:

http://www.cisco.com/en/US/docs/ios-xml/ios/mp_te_diffserv/configuration/15-mt/mp-diffserv-tun-m
ode.html 

Short Pipe Mode Restrictions 
Short Pipe mode is not supported if the MPLS-to-IP egress interface is EoMPLS (the adjacency has the 
end of marker (EOM) bit set).

Uniform Mode
In Uniform mode, packets are treated uniformly in the IP and MPLS networks; that is, the IP precedence 
value and the MPLS EXP bits always correspond to the same PHB. Whenever a router changes or 
recolors the PHB of a packet, that change must be propagated to all encapsulation markings. The 
propagation is performed by a router only when a PHB is added or exposed due to label imposition or 
disposition on any router in the packet’s path. The color must be reflected everywhere at all levels. For 
example, if a packet’s QoS marking is changed in the MPLS network, the IP QoS marking reflects that 
change. 

http://www.cisco.com/en/US/docs/ios-xml/ios/mp_te_diffserv/configuration/15-mt/mp-diffserv-tun-mode.html
http://www.cisco.com/en/US/docs/ios-xml/ios/mp_te_diffserv/configuration/15-mt/mp-diffserv-tun-mode.html


69-29
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 69      MPLS QoS
MPLS DiffServ Tunneling Modes

Figure 69-3 Uniform Mode Operation

The procedure varies according to whether IP precedence bit markings or DSCP markings are present.

The following actions occur if there are IP precedence bit markings: 

1. IP packets arrive in the MPLS network at PE1, the service provider edge router.

2. A label is copied onto the packet. 

3. If the MPLS EXP field value is recolored (for example, if the packet becomes out-of-rate because 
too many packets are being transmitted), that value is copied to the IGP label. The value of the BGP 
label is not changed.

4. At the penultimate hop, the IGP label is removed. That value is copied into the next lower level 
label.

5. When all MPLS labels have been removed from the packet that is sent out as an IP packet, the IP 
precedence or DSCP value is set to the last changed EXP value in the core.

The following is an example when there are IP precedence bit markings:

1. At CE1 (customer equipment 1), the IP packet has an IP precedence value of 3.

2. When the packet arrives in the MPLS network at PE1 (the service provider edge router), the IP 
precedence value of 3 is copied to the imposed label entries of the packet.

3. The MPLS EXP field in the IGP label header might be changed within the MPLS core (for example, 
at P1) by a mark down.

Note Because the IP precedence bits are 3, the BGP label and the IGP label also contain 3 because in Uniform 
mode, the labels always are identical. The packet is treated uniformly in the IP and MPLS networks.
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Uniform Mode Restrictions 
If the egress IP ACLs or service policies are configured on the MPLS-to-IP exit point, the Uniform mode 
is always enforced because of recirculation. 

MPLS DiffServ Tunneling Restrictions and Usage Guidelines
The MPLS DiffServ tunneling restrictions and usage guidelines are as follows:

• One label-switched path (LSP) can support up to eight classes of traffic (that is, eight PHBs) because 
the MPLS EXP field is a 3-bit field.

• MPLS DiffServ tunneling modes support E-LSPs. An E-LSP is an LSP on which nodes determine 
the QoS treatment for MPLS packet exclusively from the EXP bits in the MPLS header.

The following features are supported with the MPLS differentiated service (DiffServ) tunneling modes:

• MPLS per-hop behavior (PHB) layer management. (Layer management is the ability to provide an 
additional layer of PHB marking to a packet.)

• Improved scalability of the MPLS layer management by control on managed customer edge (CE) 
routers.

• MPLS can tunnel a packet’s QoS (that is, the QoS is transparent from edge to edge). With QoS 
transparency, the IP marking in the IP packet is preserved across the MPLS network.

• The MPLS EXP field can be marked differently and separately from the PHB marked in the IP 
precedence or DSCP field.

How to Configure Short Pipe Mode 
• Ingress PE Router—Customer Facing Interface, page 69-30

• Configuring Ingress PE Router—P Facing Interface, page 69-32

• Configuring the P Router—Output Interface, page 69-33

• Configuring the Egress PE Router—Customer Facing Interface, page 69-34

Note • The steps that follow show one way, but not the only way, to configure Short Pipe mode. 

• The Short Pipe mode on the egress PE (or PHP) is automatically configured when you attach to the 
interface an egress service policy that includes an IP class.

Ingress PE Router—Customer Facing Interface 
This procedure configures a policy map to set the MPLS EXP field in the imposed label entries. 

To set the EXP value, the ingress LAN port must be untrusted. 

For MPLS and VPN, the ingress PE supports all ingress PFC IP policies. 
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To configure a policy map to set the MPLS EXP field in the imposed label entries, perform this task:

Configuration Example

This example shows how to configure a policy map to set the MPLS EXP field in the imposed label 
entries: 
Router(config)# access-list 1 permit any
Router(config)# class-map CUSTOMER-A
Router(config-cmap)# match access-group 1
Router(config)# policy-map set-MPLS-PHB
Router(config-pmap)# class CUSTOMER-A
Router(config-pmap-c)# police 50000000 conform-action set-mpls-exp-transmit 4 
exceed-action drop
Router(config)# interface gigabitethernet 3/1
Router(config-if)# no platform qos trust
Router(config)# interface gigabitethernet 3/1.31
Router(config-if)# service-policy input set-MPLS-PHB

Command Purpose
Step 1 Router(config)# access-list 

ipv4_acl_number_or_name permit any
Creates an IPv4 access list.

Step 2 Router(config)# class-map class_name Creates a class map.
Step 3 Router(config-cmap)# match access-group 

ipv4_acl_number_or_name 
Configures the class map to filter with the ACL created in 
step 1. 

Step 4 Router(config)# policy-map policy_map_name Creates a named QoS policy. 
Step 5 Router(config-pmap)# class class_name Configures the policy to use the class map created in step 2. 
Step 6 Router(config-pmap-c)# police bits_per_second 

[normal_burst_bytes] conform-action 
set-mpls-exp-transmit exp_value exceed-action 
drop

Configures policing, including the following:

• Action to take on packets that conform to the rate limit 
specified in the service level agreement (SLA). 

• Action to take on packets that exceed the rate limit 
specified in the SLA. 

The exp_value sets the MPLS EXP field.
Step 7 Router(config)# interface type slot/port Selects an interface to configure. 
Step 8 Router(config-if)# no platform qos trust Configures the interface as untrusted.
Step 9 Router(config-if)# service-policy input 

policy_map_name 
Attaches the policy map created in step 4 to the interface as 
an input service policy.
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Configuring Ingress PE Router—P Facing Interface
This procedure classifies packets based on their MPLS EXP field and provides appropriate discard and 
scheduling treatments.

To classify packets based on their MPLS EXP field and provide appropriate discard and scheduling 
treatments, perform this task:

Note The bandwidth command and random-detect command are not supported on LAN ports.

Configuration Example
This example shows how to classify packets based on their MPLS EXP field and provide appropriate 
discard and scheduling treatments: 
Router(config)# class-map MPLS-EXP-4
Router(config-c-map)# match mpls experimental 4
Router(config)# policy-map output-qos
Router(config-p-map)# class MPLS-EXP-4
Router(config-p-map-c)# bandwidth percent 40
Router(config-p-map)# class class-default
Router(config-p-map-c)# random-detect
Router(config)# interface pos 4/1
Router(config-if)# service-policy output output-qos

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be mapped 

(matched). Creates a traffic class. 
Step 2 Router(config-c-map)# match mpls experimental 

exp_list 
Specifies the MPLS EXP field values used as a match 
criteria against which packets are checked to determine if 
they belong to the class. 

Step 3 Router(config)# policy-map name Configures the QoS policy for packets that match the class 
or classes. 

Step 4 Router(config-p-map)# class class_name Associates the traffic class with the service policy.
Step 5 Router(config-p-map-c)# bandwidth 

{bandwidth_kbps | percent percent}
Specifies the minimum bandwidth guarantee to a traffic 
class. You can specify the minimum bandwidth guarantee in 
kilobits per second or by percent of the overall bandwidth.

Step 6 Router(config-p-map)# class class-default Specifies the default class so that you can configure or 
modify its policy.

Step 7 Router(config-p-map-c)# random-detect Enables a WRED drop policy for a traffic class that has a 
bandwidth guarantee. 

Step 8 Router(config)# interface type slot/port Selects an interface to configure. 
Step 9 Router(config-if)# service-policy output name Attaches a QoS policy to an interface and specifies that 

policies should be applied on packets leaving the interface.



69-33
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 69      MPLS QoS
How to Configure Short Pipe Mode

Configuring the P Router—Output Interface 
To classify packets based on their MPLS EXP field and provide appropriate discard and scheduling 
treatments, perform this task:

Note The bandwidth command and random-detect command are not supported on LAN ports.

Configuration Example
This example shows how to classify packets based on their MPLS EXP field and provide appropriate 
discard and scheduling treatments: 
Router(config)# class-map MPLS-EXP-4
Router(config-c-map)# match mpls experimental 4
Router(config)# policy-map output-qos
Router(config-p-map)# class MPLS-EXP-4
Router(config-p-map-c)# bandwidth percent 40
Router(config-p-map)# class class-default
Router(config-p-map-c)# random-detect
Router(config)# interface pos 2/1
Router(config-if)# service-policy output output-qos

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be mapped 

(matched). Creates a traffic class. 
Step 2 Router(config-c-map)# match mpls experimental 

exp_list 
Specifies the MPLS EXP field values used as a match 
criteria against which packets are checked to determine if 
they belong to the class. 

Step 3 Router(config)# policy-map name Configures the QoS policy for packets that match the class 
or classes. 

Step 4 Router(config-p-map)# class class_name Associates the traffic class with the service policy.
Step 5 Router(config-p-map-c)# bandwidth 

{bandwidth_kbps | percent percent}
Specifies the minimum bandwidth guarantee to a traffic 
class. You can specify the minimum bandwidth guarantee in 
kilobits per second or by percent of the overall bandwidth.

Step 6 Router(config-p-map)# class class-default Specifies the default class so that you can configure or 
modify its policy.

Step 7 Router(config-p-map-c)# random-detect Applies WRED to the policy based on the IP precedence or 
the MPLS EXP field value.

Step 8 Router(config)# interface type slot/port Selects an interface to configure. 
Step 9 Router(config-if)# service-policy output name Attaches a QoS policy to an interface and specifies that 

policies should be applied on packets leaving the interface.
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Configuring the Egress PE Router—Customer Facing Interface 
To classify a packet based on its IP DSCP value and provide appropriate discard and scheduling 
treatments, perform this task:

Configuration Example
This example shows how to classify a packet based on its IP DSCP value and provide appropriate discard 
and scheduling treatments: 
Router(config)# class-map IP-PREC-4
Router(config-c-map)# match ip precedence 4
Router(config)# policy-map output-qos
Router(config-p-map)# class IP-PREC-4
Router(config-p-map-c)# bandwidth percent 40
Router(config-p-map)# class class-default
Router(config-p-map-c)# random-detect
Router(config)# interface gigabitethernet 3/2.32
Router(config-if)# service-policy output output-qos

How to Configure Uniform Mode 
• Configuring the Ingress PE Router—Customer Facing Interface, page 69-35

• Configuring the Ingress PE Router—P Facing Interface, page 69-36

• Configuring the Egress PE Router—Customer Facing Interface, page 69-37

Note The steps that follow show one way, but not the only way, to configure the Uniform mode.

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be mapped 

(matched). Creates a traffic class.
Step 2 Router(config-c-map)# match ip dscp dscp_values Uses the DSCP values as the match criteria. 
Step 3 Router(config)# policy-map name Configures the QoS policy for packets that match the class 

or classes.
Step 4 Router(config-p-map)# class class_name Associates the traffic class with the service policy. 
Step 5 Router(config-p-map-c)# bandwidth 

{bandwidth_kbps | percent percent}
Specifies the minimum bandwidth guarantee to a traffic 
class. You can specify the minimum bandwidth guarantee in 
kilobits per second or by percent of the overall bandwidth.

Step 6 Router(config-p-map)# class class-default Specifies the default class so that you can configure or 
modify its policy.

Step 7 Router(config-p-map-c)# random-detect 
dscp-based 

Enables a WRED drop policy for a traffic class that has a 
bandwidth guarantee. 

Step 8 Router(config)# interface type slot/port Selects an interface to configure. 
Step 9 Router(config-if)# service-policy output name Attaches a QoS policy to an interface and specifies that 

policies should be applied on packets leaving the interface.
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Configuring the Ingress PE Router—Customer Facing Interface
For Uniform mode, setting the trust state to IP precedence or IP DSCP allows the PFC to copy the IP 
PHB into the MPLS PHB.

Note This description applies to PFC QoS for LAN ports.

To configure a policy map to set the MPLS EXP field in imposed label entries, perform this task:

Configuration Example
This example shows how to configure a policy map to set the MPLS EXP field in imposed label entries:
Router(config)# access-list 1 permit any
Router(config)# class-map CUSTOMER-A
Router(config-cmap)# match access-group 1
Router(config)# policy-map SLA-A
Router(config-pmap)# class CUSTOMER-A
Router(config-pmap-c)# police 50000000 conform-action transmit exceed-action drop
Router(config)# interface gigabitethernet 3/1
Router(config-if)# platform qos trust dscp
Router(config)# interface gigabitethernet 3/1.31
Router(config-if)# service-policy input SLA-A

Command Purpose
Step 1 Router(config)# access-list 

ipv4_acl_number_or_name permit any
Creates an IPv4 access list.

Step 2 Router(config)# class-map class_name Creates a class map.
Step 3 Router(config-cmap)# match access-group 

ipv4_acl_number_or_name 
Configures the class map to filter with the ACL created in 
Step 1. 

Step 4 Router(config)# policy-map policy_map_name Creates a named QoS policy. 
Step 5 Router(config-pmap)# class class_name Configures the policy to use the class map created in step 2. 
Step 6 Router(config-pmap-c)# police bits_per_second 

[normal_burst_bytes] conform-action transmit 
exceed-action drop

Configures policing, including the following:

• Action to take on packets that conform to the rate limit 
specified in the SLA. 

• Action to take on packets that exceed the rate limit 
specified in the SLA. 

Step 7 Router(config)# interface type slot/port Selects an interface to configure. 
Step 8 Router(config-if)# platform qos trust dscp Configures received DSCP as the basis of the internal 

DSCP for all the port’s ingress traffic.
Step 9 Router(config-if)# service-policy input 

policy_map_name 
Attaches the policy map created in step 4 to the interface as 
an input service policy.
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Configuring the Ingress PE Router—P Facing Interface
To classify packets based on their MPLS EXP field and provide appropriate discard and scheduling 
treatments, perform this task:

Note The bandwidth command and random-detect command are not supported on LAN ports.

Configuration Example

This example shows how to classify packets based on their MPLS EXP field and provide appropriate 
discard and scheduling treatments: 
Router(config)# class-map MPLS-EXP-3
Router(config-c-map)# match mpls experimental 3
Router(config)# policy-map output-qos
Router(config-p-map)# class MPLS-EXP-3
Router(config-p-map-c)# bandwidth percent 40
Router(config-p-map)# class class-default
Router(config-p-map-c)# random-detect
Router(config)# interface pos 4/1
Router(config-if)# service-policy output output-qos

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be mapped 

(matched). Creates a traffic class. 
Step 2 Router(config-c-map)# match mpls experimental 

exp_list 
Specifies the MPLS EXP field values used as a match 
criteria against which packets are checked to determine if 
they belong to the class. 

Step 3 Router(config)# policy-map name Configures the QoS policy for packets that match the class 
or classes. 

Step 4 Router(config-p-map)# class class_name Associates the traffic class with the service policy.
Step 5 Router(config-p-map-c)# bandwidth 

{bandwidth_kbps | percent percent}
Specifies the minimum bandwidth guarantee to a traffic 
class. You can specify the minimum bandwidth guarantee in 
kilobits per second or by percent of the overall bandwidth.

Step 6 Router(config-p-map)# class class-default Specifies the default class so that you can configure or 
modify its policy.

Step 7 Router(config-p-map-c)# random-detect Enables a WRED drop policy for a traffic class that has a 
bandwidth guarantee. 

Step 8 Router(config)# interface type slot/port Selects an interface to configure. 
Step 9 Router(config-if)# service-policy output name Attaches a QoS policy to an interface and specifies that 

policies should be applied on packets leaving the interface.
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Configuring the Egress PE Router—Customer Facing Interface
To configure the egress PE router at the customer-facing interface, perform this task:

Note The bandwidth command and random-detect command are not supported on LAN ports.

Configuration Example

This example shows how to configure the egress PE router at the customer-facing interface: 
Router(config)# class-map IP-PREC-4
Router(config-c-map)# match ip precedence 4
Router(config)# policy-map output-qos
Router(config-p-map)# class IP-PREC-4
Router(config-p-map-c)# bandwidth percent 40
Router(config-p-map)# class class-default
Router(config-p-map-c)# random-detect
Router(config)# interface gigabitethernet 3/2.32
Router(config-if) mpls propagate-cos
Router(config-if)# service-policy output output-qos

Command Purpose
Step 1 Router(config)# class-map class_name Specifies the class map to which packets will be mapped 

(matched). Creates a traffic class. 
Step 2 Router(config-c-map)# match ip precedence 

precedence-value
Identifies IP precedence values as match criteria.

Step 3 Router(config)# policy-map name Configures the QoS policy for packets that match the class 
or classes.

Step 4 Router(config-p-map)# class class_name Associates the traffic class with the service policy.
Step 5 Router(config-p-map-c)# bandwidth 

{bandwidth_kbps | percent percent}
Specifies the minimum bandwidth guarantee to a traffic 
class. You can specify the minimum bandwidth guarantee in 
kilobits per second or by percent of the overall bandwidth.

Step 6 Router(config-p-map)# class class-default Specifies the default class so that you can configure or 
modify its policy.

Step 7 Router(config-p-map-c)# random-detect Applies WRED to the policy based on the IP precedence or 
the MPLS EXP field value. 

Step 8 Router(config)# interface type slot/port Selects an interface to configure. 
Step 9 Router(config-if) mpls propagate-cos Enables propagation of EXP value into the underlying IP 

DSCP at the MPLS domain exit LER egress port.
Step 10 Router(config-if)# service-policy output name Attaches a QoS policy to an interface and specifies that 

policies should be applied on packets coming into the 
interface. 
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Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for PFC QoS Statistics Data Export, page 70-1

• Restrictions for PFC QoS Statistics Data Export, page 70-1

• Information About PFC QoS Statistics Data Export, page 70-2

• Default Settings for PFC QoS Statistics Data Export, page 70-2

• How to Configure PFC QoS Statistics Data Export, page 70-2

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for PFC QoS Statistics Data Export 
None. 

Restrictions for PFC QoS Statistics Data Export 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Information About PFC QoS Statistics Data Export 
The PFC QoS statistics data export feature generates per-LAN-port and per-aggregate policer utilization 
information and forwards this information in UDP packets to traffic monitoring, planning, or accounting 
applications. You can enable PFC QoS statistics data export on a per-LAN-port or on a per-aggregate 
policer basis. The statistics data generated per port consists of counts of the input and output packets and 
bytes. The aggregate policer statistics consist of counts of allowed packets and counts of packets 
exceeding the policed rate. 

The PFC QoS statistics data collection occurs periodically at a fixed interval, but you can configure the 
interval at which the data is exported. PFC QoS statistics collection is enabled by default, and the data 
export feature is disabled by default for all ports and all configured aggregate policers.

Note The PFC QoS statistics data export feature is completely separate from NetFlow Data Export and does 
not interact with it.

Default Settings for PFC QoS Statistics Data Export 

How to Configure PFC QoS Statistics Data Export 
• Enabling PFC QoS Statistics Data Export Globally, page 70-3

• Enabling PFC QoS Statistics Data Export for a Port, page 70-3

• Enabling PFC QoS Statistics Data Export for a Named Aggregate Policer, page 70-4

• Enabling PFC QoS Statistics Data Export for a Class Map, page 70-5

• Setting the PFC QoS Statistics Data Export Time Interval, page 70-6

• Configuring PFC QoS Statistics Data Export Destination Host and UDP Port, page 70-7

• Setting the PFC QoS Statistics Data Export Field Delimiter, page 70-8

Feature Default Value
Global PFC QoS data export Disabled
Per port PFC QoS data export Disabled
Per named aggregate policer PFC QoS data export Disabled
Per class map policer PFC QoS data export Disabled
PFC QoS data export time interval 300 seconds
Export destination Not configured
PFC QoS data export field delimiter Pipe character ( | )
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Enabling PFC QoS Statistics Data Export Globally
To enable PFC QoS statistics data export globally, perform this task:

This example shows how to enable PFC QoS statistics data export globally and verify the configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export 
Router(config)# end 
% Warning: Export destination not set.
% Use 'platform qos statistics-export destination' command to configure the export 
destination
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 300 seconds
Export Delimiter : |
Export Destination : Not configured
Router#

Note You must enable PFC QoS statistics data export globally for other PFC QoS statistics data export 
configuration to take effect.

Enabling PFC QoS Statistics Data Export for a Port
To enable PFC QoS statistics data export for a port, perform this task:

This example shows how to enable PFC QoS statistics data export on GigabitEthernet port 5/24 and 
verify the configuration:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/24 
Router(config-if)# platform qos statistics-export 
Router(config-if)# end 
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 300 seconds
Export Delimiter : |
Export Destination : Not configured

QoS Statistics Data Export is enabled on following ports:

Command Purpose
Step 1 Router(config)# platform qos statistics-export Enables PFC QoS statistics data export globally. 
Step 2 Router(config)# end Exits configuration mode.

Command Purpose
Step 1 Router(config)# interface type slot/port Selects the interface to configure.
Step 2 Router(config-if)# platform qos statistics-export Enables PFC QoS statistics data export for the port. 
Step 3 Router(config)# end Exits configuration mode.
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---------------------------------------------------------
GigabitEthernet5/24
Router#

When enabled on a port, PFC QoS statistics data export contains the following fields, separated by the 
delimiter character:

• Export type (“1” for a port)

• Slot/port

• Number of ingress packets

• Number of ingress bytes

• Number of egress packets

• Number of egress bytes

• Time stamp

Enabling PFC QoS Statistics Data Export for a Named Aggregate Policer
To enable PFC QoS statistics data export for a named aggregate policer, perform this task:

This example shows how to enable PFC QoS statistics data export for an aggregate policer named 
aggr1M and verify the configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export aggregate-policer aggr1M 
Router(config)# end 
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 300 seconds
Export Delimiter : |
Export Destination : Not configured

QoS Statistics Data Export is enabled on following ports:
---------------------------------------------------------
GigabitEthernet5/24

QoS Statistics Data export is enabled on following shared aggregate policers:
-----------------------------------------------------------------------------
aggr1M
Router#

When enabled for a named aggregate policer, PFC QoS statistics data export contains the following 
fields, separated by the delimiter character:

• Export type (“3” for an aggregate policer)

• Aggregate policer name 

• Direction (“in”)

Command Purpose
Step 1 Router(config)# platform qos statistics-export 

aggregate-policer aggregate_policer_name 
Enables PFC QoS statistics data export for a named 
aggregate policer. 

Step 2 Router(config)# end Exits configuration mode.
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• PFC or DFC slot number

• Number of in-profile bytes 

• Number of bytes that exceed the CIR 

• Number of bytes that exceed the PIR 

• Time stamp

Enabling PFC QoS Statistics Data Export for a Class Map
To enable PFC QoS statistics data export for a class map, perform this task:

This example shows how to enable PFC QoS statistics data export for a class map named class3 and 
verify the configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export class-map class3 
Router(config)# end 
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 300 seconds
Export Delimiter : |
Export Destination : Not configured

QoS Statistics Data Export is enabled on following ports:
---------------------------------------------------------
GigabitEthernet5/24

QoS Statistics Data export is enabled on following shared aggregate policers:
-----------------------------------------------------------------------------
aggr1M

QoS Statistics Data Export is enabled on following class-maps:
---------------------------------------------------------------
class3
Router#

When enabled for a class map, PFC QoS statistics data export contains the following fields, separated 
by the delimiter character:

• For data from a physical port:

– Export type (“4” for a classmap and port)

– Class map name 

– Direction (“in”)

– Slot/port

– Number of in-profile bytes 

– Number of bytes that exceed the CIR 

Command Purpose
Step 1 Router(config)# platform qos statistics-export 

class-map classmap_name 
Enables PFC QoS statistics data export for a class map. 

Step 2 Router(config)# end Exits configuration mode.
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– Number of bytes that exceed the PIR 

– Time stamp

• For data from a VLAN interface:

– Export type (“5” for a class map and VLAN)

– Classmap name 

– Direction (“in”)

– PFC or DFC slot number

– VLAN ID

– Number of in-profile bytes 

– Number of bytes that exceed the CIR 

– Number of bytes that exceed the PIR 

– Time stamp

• For data from a port channel interface:

– Export type (“6” for a class map and port channel)

– Class map name 

– Direction (“in”)

– PFC or DFC slot number

– Port channel ID

– Number of in-profile bytes 

– Number of bytes that exceed the CIR 

– Number of bytes that exceed the PIR 

– Time stamp

Setting the PFC QoS Statistics Data Export Time Interval
To set the time interval for the PFC QoS statistics data export, perform this task:

This example shows how to set the PFC QoS statistics data export interval and verify the configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export interval 250 
Router(config)# end 
Router# show platform qos statistics-export info 

Command Purpose
Step 1 Router(config)# platform qos statistics-export 

interval interval_in_seconds 
Sets the time interval for the PFC QoS statistics data 
export. 

Note The interval needs to be short enough to avoid 
counter wraparound with the activity in your 
configuration, but because exporting PFC QoS 
statistic creates a significant load on the switch, 
be careful when decreasing the interval. 

Step 2 Router(config)# end Exits configuration mode.
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QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 250 seconds
Export Delimiter : |
Export Destination : Not configured

QoS Statistics Data Export is enabled on following ports:
---------------------------------------------------------
GigabitEthernet5/24

QoS Statistics Data export is enabled on following shared aggregate policers:
-----------------------------------------------------------------------------
aggr1M

QoS Statistics Data Export is enabled on following class-maps:
---------------------------------------------------------------
class3
Router#

Configuring PFC QoS Statistics Data Export Destination Host and UDP Port
To configure the PFC QoS statistics data export destination host and UDP port number, perform this 
task:

Note When the PFC QoS data export destination is a syslog server, the exported data is prefaced with a syslog 
header.

Command Purpose
Step 1 Router(config)# platform qos statistics-export 

destination {host_name | host_ip_address} 
{port port_number | syslog 
[facility facility_name] 
[severity severity_value]}

Configures the PFC QoS statistics data export destination 
host and UDP port number.

Step 2 Router(config)# end Exits configuration mode.

Table 70-1 Supported PFC QoS Data Export Facility Parameter Values

Name Definition Name Definition
kern kernel messages cron cron/at subsystem
user random user-level messages local0 reserved for local use
mail mail system local1 reserved for local use
daemon system daemons local2 reserved for local use
auth security/authentication messages local3 reserved for local use
syslog internal syslogd messages local4 reserved for local use
lpr line printer subsytem local5 reserved for local use
news netnews subsytem local6 reserved for local use
uucp uucp subsystem local7 reserved for local use
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This example shows how to configure 172.20.52.3 as the destination host and syslog as the UDP port 
number and verify the configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export destination 172.20.52.3 syslog 
Router(config)# end 
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 250 seconds
Export Delimiter : |
Export Destination : 172.20.52.3, UDP port 514 Facility local6, Severity debug

QoS Statistics Data Export is enabled on following ports:
---------------------------------------------------------
GigabitEthernet5/24

QoS Statistics Data export is enabled on following shared aggregate policers:
-----------------------------------------------------------------------------
aggr1M

QoS Statistics Data Export is enabled on following class-maps:
---------------------------------------------------------------
class3

Setting the PFC QoS Statistics Data Export Field Delimiter
To set the PFC QoS statistics data export field delimiter, perform this task:

Table 70-2 Supported PFC QoS Data Export Severity Parameter Values

Severity Parameter

Name
Numbe
r Definition

emerg 0 system is unusable
alert 1 action must be taken immediately
crit 2 critical conditions
err 3 error conditions
warning 4 warning conditions
notice 5 normal but significant condition
info 6 informational
debug 7 debug-level messages

Command Purpose
Step 1 Router(config)# platform qos statistics-export 

delimiter delimiter_character 
Sets the PFC QoS statistics data export field delimiter. 

Step 2 Router(config)# end Exits configuration mode.
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This example shows how to set the PFC QoS statistics data export field delimiter and verify the 
configuration:
Router# configure terminal 
Router(config)# platform qos statistics-export delimiter , 
Router(config)# end 
Router# show platform qos statistics-export info 
QoS Statistics Data Export Status and Configuration information
---------------------------------------------------------------
Export Status : enabled
Export Interval : 250 seconds
Export Delimiter : ,
Export Destination : 172.20.52.3, UDP port 514 Facility local6, Severity debug

QoS Statistics Data Export is enabled on following ports:
---------------------------------------------------------
GigabitEthernet5/24

QoS Statistics Data export is enabled on following shared aggregate policers:
-----------------------------------------------------------------------------
aggr1M

QoS Statistics Data Export is enabled on following class-maps:
---------------------------------------------------------------
class3

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Information About ACL Support, page 71-4
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Note • For complete information about configuring Cisco IOS ACLs, see this publication:

http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_acl/configuration/15-sy/sec-data-acl-15-sy-bo
ok.html 

• For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_acl/configuration/15-sy/sec-data-acl-15-sy-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/sec_data_acl/configuration/15-sy/sec-data-acl-15-sy-book.html
http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for Cisco IOS ACLs 
• You can apply Cisco IOS ACLs directly to Layer 3 ports and to VLAN interfaces.

• You can apply VLAN ACLs and port ACLs to Layer 2 interfaces and VLANs (see Chapter 75, “Port 
ACLs (PACLs)” and Chapter 76, “VLAN ACLs (VACLs)”).

• Each type of ACL (IP, IPX, and MAC) filters only traffic of the corresponding type. A Cisco IOS 
MAC ACL never matches IP or IPX traffic unless the mac packet-classify configuration command 
is enabled. By default, the mac packet-classify configuration command is disabled.

• When you enter the mac packet-classify configuration command, MAC ACLs will be applied to all 
protocol traffic.

• The PFC does not provide hardware support for Cisco IOS IPX ACLs. Cisco IOS IPX ACLs are 
supported in software on the route processor (RP).

• By default, the RP sends Internet Control Message Protocol (ICMP) unreachable messages when a 
packet is denied by an access group.

With the ip unreachables command enabled (which is the default), the switch drops most of the 
denied packets in hardware and sends only a small number of packets to the RP to be dropped in 
software, which generates ICMP-unreachable messages.

The ip unreachables command does not impact the hardware behavior for ACL drop packets and 
the leaking of ACL deny packets is enabled by default. You can enter the no ip unreachables 
interface configuration command to disable ICMP unreachable messages.

• ICMP unreachable messages are not sent if a packet is denied by a VACL or a PACL.

• Use named ACLs (instead of numbered ACLs) because this causes less CPU usage when creating 
or modifying ACL configurations and during system restarts. When you create ACL entries (or 
modify existing ACL entries), the software performs a CPU-intensive operation called an ACL 
merge to load the ACL configurations into the PFC hardware. An ACL merge also occurs when the 
startup configuration is applied during a system restart. 

With named ACLs, the ACL merge is triggered only when the user exits the named-acl 
configuration mode. However, with numbered ACLs, the ACL merge is triggered for every ACE 
definition and results in a number of intermediate merges during ACL configuration. 

• Global default results are used when the Hitless update does not succeed or when features are not 
configured on a given interface.

Restrictions for Layer 4 Operators in ACLs 
• Determining Layer 4 Operation Usage, page 71-2

• Determining Logical Operation Unit Usage, page 71-3

Determining Layer 4 Operation Usage
You can specify these types of operations:

• gt (greater than)

• lt (less than) 

• neq (not equal)
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• eq (equal)

• range (inclusive range)

We recommend that you do not specify more than ten different operations on the same ACL. If you 
exceed this number, each new operation might cause the affected ACE to be translated into more than 
one ACE. 

Use the following two guidelines to determine Layer 4 operation usage:

• Layer 4 operations are considered different if the operator or the operand differ. For example, in this 
ACL there are three different Layer 4 operations (“gt 10” and “gt 11” are considered two different 
Layer 4 operations):
... gt 10 permit
... lt 9 deny
... gt 11 deny

Note There is no limit to the use of “eq” operators as the “eq” operator does not use a logical 
operator unit (LOU) or a Layer 4 operation bit. See the “Determining Logical Operation 
Unit Usage” section on page 71-3 for a description of LOUs.

• Layer 4 operations are considered different if the same operator/operand couple applies once to a 
source port and once to a destination port. For example, in this ACL there are two different Layer 4 
operations because one ACE applies to the source port and one applies to the destination port.
... Src gt 10 ...
... Dst gt 10

Determining Logical Operation Unit Usage
Logical operation units (LOUs) are registers that store operator-operand couples. All ACLs use LOUs. 
There can be up to 104 LOUs and each LOU can store two different operator-operand couples, making 
the total number of LOU registers to be 208. LOU usage per Layer 4 operation is as follows:

• gt uses 1/2 LOU

• lt uses 1/2 LOU

• neq uses 1/2 LOU

• range uses 1 LOU

• eq does not require a LOU

For example, this ACL would use a single LOU to store two different operator-operand couples:
... Src gt 10 ...
... Dst gt 10

A more detailed example follows: 
ACL1
... (dst port) gt 10 permit
... (dst port) lt 9 deny
... (dst port) gt 11 deny
... (dst port) neq 6 permit
... (src port) neq 6 deny
... (dst port) gt 10 deny

ACL2
... (dst port) gt 20 deny
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... (src port) lt 9 deny

... (src port) range 11 13 deny

... (dst port) neq 6 permit

The Layer 4 operations and LOU usage is as follows:

• ACL1 Layer 4 operations: 5

• ACL2 Layer 4 operations: 4

• LOUs: 4

An explanation of the LOU usage follows:

• LOU 1 stores “gt 10” and “lt 9”

• LOU 2 stores “gt 11” and “neq 6”

• LOU 3 stores “gt 20” (with space for one more)

• LOU 4 stores “range 11 13” (range needs the entire LOU)

Information About ACL Support 
ACLs can be processed in hardware by the Policy Feature Card (PFC), any Distributed Forwarding 
Cards (DFCs), or in software by the route processor (RP):

• ACL flows that match a “deny” statement in standard and extended ACLs (input and output) are 
dropped in hardware if “ip unreachables” is disabled. 

• ACL flows that match a “permit” statement in standard and extended ACLs (input and output) are 
processed in hardware. 

• VLAN ACL (VACL) and port ACL (PACL) flows are processed in hardware. If a field that is 
specified in a VACL or PACL is not supported by hardware processing, then that field is ignored 
(for example, the log keyword in an ACL), or the whole configuration is rejected (for example, a 
VACL containing IPX ACL parameters).

• IPv6 ACLs use 32 bit encoding.

• VACL logging is processed in software.

• VACL is not supported for IPX access lists.

• VACL supports only deny packet logging.

• Dynamic ACL flows are processed in hardware.

• Idle timeout is processed in software.

Note Idle timeout is not configurable. Cisco IOS Release 15.4SY does not support the 
access-enable host timeout command.

• Except on MPLS interfaces, reflexive ACL flows are processed in hardware after the first packet in 
a session is processed in software on the RP.

• Reflexive ACL flows are not accelerated in hardware for traffic from IP to various tags and traffic 
from various tags to IP. Reflexive ACL flows are also not accelerated in hardware for any traffic 
coming in and going out of all tunnel interfaces.
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• IP accounting for an ACL access violation on a given port is supported only for the ACL packets 
that are deny leaked, by forwarding all denied packets for that port to the RP for software processing 
without impacting other flows.

• MAC ACLs are supported in hardware on switch ports (MAC PACLs) or on VLANs as part of 
VACLs.

• The PFC does not provide hardware support for Cisco IOS IPX ACLs. Cisco IOS IPX ACLs are 
supported in software on the RP.

• Extended name-based MAC address ACLs are supported in hardware.

• The following ACL types are processed in software:

– Internetwork Packet Exchange (IPX) access lists

– Standard XNS access list

– Extended XNS access list

– DECnet access list

– Protocol type-code access list

Note IP packets with a header length of less than five will not be access controlled.

• Unless you configure optimized ACL logging (OAL), flows that require logging are processed in 
software without impacting nonlogged flow processing in hardware (see the “Optimized ACL 
Logging” section on page 71-15).

• The forwarding rate for software-processed flows is substantially less than for hardware-processed 
flows. 

• With the hardware statistics feature enabled, when you enter the show ip access-list command, the 
match count displayed includes packets processed in hardware.

• When you enter the ip unreachables config command on the PFC interface, the hardware behavior 
remains unaltered.

• The Hitless TCAM update for IPv4 and IPv6 provides the capability to apply existing features to the 
incoming traffic while updating new features in the TCAM. The Hitless feature update is mandatory 
for IPv6 traffic where any changes in the IPv6 ACL on a given interface would trigger a 
reprogramming of all the IPv6 features on all the interfaces.

• Hitless update is enabled by default. To disable the Hitless update, enter the no platform hardware 
acl update-mode hitless command.

Note See the “Restrictions for eFSU” section on page 6-2 for information about some 
release-specific restrictions. 

• With the Hitless update enabled, when the FM (Feature Manager) or the switch is making updates 
to the recently modified ACL, a copy of each TCAM entry will be programmed in hardware. If the 
ACLs are not modified, the TCAM space reserved for hitless update will equal the number of TCAM 
entries used by the largest ACL.
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Policy-Based ACLs (PBACLs)
• Restrictions for PBACLs, page 71-6

• Information about PBACLs, page 71-6

• How to Configure PBACLs, page 71-6

Restrictions for PBACLs 
• PBACLs are supported on Layer 3 interfaces (such as routed interfaces and VLAN interfaces).

• The PBACL feature only supports IPv4 ACEs. 

• The PBACL feature supports only Cisco IOS ACLs. It is not supported with any other features. The 
keywords reflexive and evaluate are not supported. 

• The PBACL feature supports only named Cisco IOS ACLs. It does not support numbered ACLs.

• Feature interactions for policy-based ACLs are the same as for Cisco IOS ACLs.

Information about PBACLs
PBACLs provide the capability to apply access control policies across object groups. An object group 
is a group of users or servers. 

You define an object group as a group of IP addresses or as a group of protocol ports. You then create 
access control entries (ACEs) that apply a policy (such as permit or deny) to the object group. For 
example, a policy-based ACE can permit a group of users to access a group of servers.

An ACE defined using a group name is equivalent to multiple ACEs (one applied to each entry in the 
object group). The system expands the PBACL ACE into multiple Cisco IOS ACEs (one ACE for each 
entry in the group) and populates the ACEs in the TCAM. Therefore, the PBACL feature reduces the 
number of entries you need to configure but does not reduce TCAM usage. 

If you make changes in group membership, or change the contents of an ACE that uses an access group, 
the system updates the ACEs in the TCAM. The following types of changes trigger the update:

• Adding a member to a group

• Deleting a member from a group

• Modifying the policy statements in an ACE that uses an access group

You configure a PBACL using extended Cisco IOS ACL configuration commands. As with regular 
ACEs, you can associate the same access policy with one or more interfaces.

When you configure an ACE, you can use an object group to define the source, the destination, or both.

How to Configure PBACLs 
• Configuring a PBACL IP Address Object Group, page 71-7

• Configuring a PBACL Protocol Port Object Group, page 71-7

• Configuring ACLs with PBACL Object Groups, page 71-8

• Configuring PBACL on an Interface, page 71-8
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Configuring a PBACL IP Address Object Group 
To create or modify a PBACL IP address object group, perform this task:

The following example creates an object group with three hosts and a network address: 
Router(config)# object-group ip address myAG
Router(config-ipaddr-pgroup)# host 10.20.20.1 
Router(config-ipaddr-pgroup)# host 10.20.20.5 
Router(config-ipaddr-pgroup)# 10.30.0.0 255.255.0.0 

Configuring a PBACL Protocol Port Object Group
To create or modify a PBACL protocol port object group, perform this task:

The following example creates a port object group that matches protocol port 100 and any port greater 
than 200, except 300: 
Router(config)# object-group ip port myPG
Router(config-port-pgroup)# eq 100 
Router(config-port-pgroup)# gt 200 
Router(config-port-pgroup)# neq 300 

Command Purpose
Step 1 Router(config)# object-group ip address 

object_group_name 
Defines object group name and enters IP-address 
object-group configuration mode.

Step 2 Router(config-ipaddr-ogroup)# {ip_address mask} | 
{host {name | ip_address} } 

Configures a member of the group. The member is 
either a network address plus mask or a host (identified 
by host name or IP address).

Step 3 Router(config-ipaddr-ogroup)# {end} | {exit} To leave the configuration mode, enter the end 
command.

To leave the IP-address object-group configuration 
mode, enter the exit command.

Command Purpose
Router(config)# object-group ip port 
object_group_name 

Defines object group name and enters port object-group 
configuration mode.

Router(config-port-ogroup)# {eq number} | {gt number} 
| {lt number} | {neq number} | {range number number} 

Configures a member of the group. The member is either 
equal to or not equal to a port number, less than or greater than 
a port number, or a range of port numbers.

Router(config-port-ogroup)# end | exit To leave the configuration mode, enter the end command.

To leave the port object-group configuration mode, enter the 
exit command.
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Configuring ACLs with PBACL Object Groups
To configure an ACL to use a PBACL object group, perform this task:

The following example creates an access list that permits packets from the users in myAG if the protocol 
ports match the ports specified in myPG: 
Router(config)# ip access-list extended my-pbacl-policy
Router(config-ext-nacl)# permit tcp addrgroup myAG portgroup myPG any
Router(config-ext-nacl)# deny tcp any any
Router(config-ext-nacl)# exit
Router(config)# exit
Router# show ip access-list my-pbacl-policy
Extended IP access list my-pbacl-policy
10 permit tcp addrgroup AG portgroup PG any
20 permit tcp any any
Router# show ip access-list my-pbacl-policy expand
Extended IP access list my-pbacl-policy expanded
20 permit tcp host 10.20.20.1 eq 100 any
20 permit tcp host 10.20.20.1 gt 200 any
20 permit tcp host 10.20.20.1 neq 300 any
20 permit tcp host 10.20.20.5 eq 100 any
20 permit tcp host 10.20.20.5 gt 200 any
20 permit tcp host 10.20.20.5 neq 300 any
20 permit tcp 10.30.0.0 255.255.0.0 eq 100 any
20 permit tcp 10.30.0.0 255.255.0.0 gt 200 any
20 permit tcp 10.30.0.0 255.255.0.0 neq 300 any

Configuring PBACL on an Interface
To configure a PBACL on an interface, use the ip access-group command. The command syntax and 
usage is the same as for Cisco IOS ACLs. For additional information, see the “Restrictions for Cisco 
IOS ACLs” section on page 71-2.

The following example shows how to associate access list my-pbacl-policy with VLAN 100:
Router(config)# int vlan 100
Router(config-if)# ip access-group mp-pbacl-policy in

IPv6 Object Group-Based ACLs (IPv6 OG ACLs)
• Restrictions for IPv6 OG ACLs, page 71-9

• Information about IPv6 OG ACLs, page 71-9

• How to Configure IPv6 OG ACLs, page 71-9

Command Purpose
Step 1 Router(config)# ip access-list extended acl_name Defines an extended ACL with the specified name and 

enters extended-ACL configuration mode.
Step 2 Router(config-ext-nacl)# permit tcp addrgroup 

object_group_name addrgroup object_group_name
Configures an ACE for TCP traffic using IP address 
object group as the source policy and an object group 
as the destination policy. 

Step 3 Router(config-ext-nacl)# exit Exits extended ACL configuration mode.



71-9
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 71      Cisco IOS ACL Support
IPv6 Object Group-Based ACLs (IPv6 OG ACLs)

Restrictions for IPv6 OG ACLs
• IPv6 OG ACLs are supported on Layer 3 interfaces (such as routed interfaces and VLAN interfaces).

• The IPv6 OG ACLs feature supports only Cisco IOS ACLs. It is not supported with any other 
features. The keywords reflexive and evaluate are not supported. 

• The IPv6 OG ACLs feature supports only named Cisco IOS ACLs. It does not support numbered 
ACLs.

• Feature interactions for IPv6 OG ACLs are the same as for Cisco IOS ACLs.

• The highest number of object group-based ACEs supported in an IPv6 OG ACL is 2048.

Information about IPv6 OG ACLs
IPv6 OG ACLs provide the capability to apply access control policies across object groups. An object 
group is a group of users or servers. 

You define an object group as a group of IPv6 addresses or as a group of protocol ports. You then create 
access control entries (ACEs) that apply a policy (such as permit or deny) to the object group. For 
example, a policy-based ACE can permit a group of users to access a group of servers.

An ACE defined using a group name is equivalent to multiple ACEs (one applied to each entry in the 
object group). The system expands the IPv6 OG ACL ACE into multiple Cisco IOS ACEs (one ACE for 
each entry in the group) and populates the ACEs in the TCAM. Therefore, the IPv6 OG ACL feature 
reduces the number of entries you need to configure but does not reduce TCAM usage. 

If you make changes in group membership, or change the contents of an ACE that uses an access group, 
the system updates the ACEs in the TCAM. The following types of changes trigger the update:

• Adding a member to a group

• Deleting a member from a group

• Modifying the policy statements in an ACE that uses an access group

You configure a IPv6 OG ACL using extended Cisco IOS ACL configuration commands. As with 
regular ACEs, you can associate the same access policy with one or more interfaces.

When you configure an ACE, you can use an object group to define the source, the destination, or both.

How to Configure IPv6 OG ACLs 
• Configuring a IPv6 Address Object Group, page 71-9

• Configuring a IPv6 Protocol Object Group, page 71-10

• Configuring ACLs with IPv6 Object Groups, page 71-11

• Configuring IPv6 OG ACL on an Interface, page 71-11

Configuring a IPv6 Address Object Group 
To create or modify a IPv6 OG ACL IPv6 address object group, perform this task:
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The following example creates an object group with hosts and a network address: 
Router(config)# object-group v6-network myAG
Router(config-v6network-group)# host 2001::1
Router(config-v6network-group)# 2002::1/64
Router(config-v6network-group)# exit 

Configuring a IPv6 Protocol Object Group
To create or modify a IPv6 OG ACL protocol object group, perform this task:

The following example creates a protocol object group: 
Router(config)# object-group v6-service myPG
Router(config-v6service-group)# esp 
Router(config-v6service-group)# hb
Router(config-v6service-group)# exit

Command Purpose
Step 1 Router(config)# object-group v6-network 

object_group_name 
Defines object group name and enters IPv6-address 
object-group configuration mode.

Step 2 Router(config-v6network-group)# {ip_address mask} | 
{host {name | ip_address} } 

Configures a member of the group. The member is 
either a network address plus mask or a host (identified 
by host name or IPv6 address).

Step 3 Router(config-v6network-group)# {end} | {exit} To leave the configuration mode, enter the end 
command.

To leave the IPv6-address object-group configuration 
mode, enter the exit command.

Command Purpose
Router(config)# object-group v6-service 
object_group_name 

Defines object group name and enters protocol object-group 
configuration mode.

Router(config-v6service-group)# {ahp} | {esp} | 
{ipv6} | {pcp} | {tcp} 

Configures a member of the group.

Router(config-port-ogroup)# end | exit To leave the configuration mode, enter the end command.

To leave the protocol object-group configuration mode, enter 
the exit command.
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Configuring ACLs with IPv6 Object Groups
To configure an ACL to use a IPv6 OG ACL object group, perform this task:

The following example creates an access list that permits packets from the users in myAG if the protocol 
ports match the ports specified in myPG: 
Router(config)# ip access-list og-acl
Router(config-ipv6-acl)# permit tcp object-group
Router(config-ipv6-acl)# deny tcp any any
Router(config-ipv6-acl)# exit
Router(config)# exit

Configuring IPv6 OG ACL on an Interface
To configure a IPv6 OG ACL on an interface, use the ipv6 traffic-filter access-list-name {in | out} 
command in interface mode. The command syntax and usage is the same as for Cisco IOS ACLs. For 
additional information, see the “Restrictions for Cisco IOS ACLs” section on page 71-2.

MAC ACLs
• How to Configure Protocol-Independent MAC ACL Filtering, page 71-11

• How to Enable VLAN-Based MAC QoS Filtering, page 71-13

• Configuring MAC ACLs, page 71-13

Note You can use MAC ACLs with VLAN ACLs (VACLs). For more information, see Chapter 76, “VLAN 
ACLs (VACLs).”

How to Configure Protocol-Independent MAC ACL Filtering
Protocol-independent MAC ACL filtering applies MAC ACLs to all ingress traffic types (for example, 
IPv4 traffic, IPv6 traffic, and MPLS traffic, in addition to MAC-layer traffic). 

You can configure these interface types for protocol-independent MAC ACL filtering:

• VLAN interfaces

• Routed interfaces

• Physical LAN ports

Command Purpose
Step 1 Router(config)# ipv6 access-list og-acl Defines an object group ACL with the specified name 

and enters IPv6-ACL configuration mode.
Step 2 Router(config-ipv6-acl)# permit tcp object-group 

<object_group_name> any
Configures an ACE for TCP traffic using IPv6 address 
object group as the source policy and an object group 
as the destination policy. 

Step 3 Router(config-ext-nacl)# exit Exits IPv6-ACL configuration mode.
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• Logical LAN subinterfaces

Ingress traffic permitted or denied by a MAC ACL on an interface configured for protocol-independent 
MAC ACL filtering is processed by egress interfaces as MAC-layer traffic. You cannot apply egress IP 
ACLs to traffic that was permitted or denied by a MAC ACL on an interface configured for 
protocol-independent MAC ACL filtering.

To configure protocol-independent MAC ACL filtering, perform this task:

• Do not configure protocol-independent MAC ACL filtering on VLAN interfaces where you have 
configured an IP address.

• When the mac acl filtering is enabled, all other protocol features such as RACL, microflow policing 
will be ignored in the hardware.

This example shows how to configure VLAN interface 4018 for protocol-independent MAC ACL 
filtering and how to verify the configuration:
Router(config)# interface vlan 4018 
Router(config-if)# mac packet-classify 
Router(config-if)# end 
Router# show running-config interface vlan 4018 | begin 4018 
interface Vlan4018
mtu 9216
ipv6 enable
mac packet-classify
end

This example shows how to configure Gigabit Ethernet interface 6/1 for protocol-independent MAC 
ACL filtering and how to verify the configuration:
Router(config)# interface gigabitethernet 6/1 
Router(config-if)# mac packet-classify 
Router(config-if)# end 
Router# show running-config interface gigabitethernet 6/1 | begin 6/1 
interface GigabitEthernet6/1
mtu 9216
no ip address
mac packet-classify
mpls l2transport route 4.4.4.4 4094
end

This example shows how to configure Gigabit Ethernet interface 3/24, subinterface 4000, for 
protocol-independent MAC ACL filtering and how to verify the configuration:
Router(config)# interface gigabitethernet 3/24.4000 
Router(config-if)# mac packet-classify 
Router(config-if)# end 
Router# show running-config interface gigabitethernet 3/24.4000 | begin 3/24.4000 
interface GigabitEthernet3/24.4000
encapsulation dot1Q 4000
mac packet-classify

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port[.subinterface]} | 
{port-channel number[.subinterface]}}

Selects the interface to configure.

Step 2 Router(config-if)# [no] mac packet-classify 
{input | output | use {ce_cos {input | output} | 
dscp {input | output}}}

Enables protocol-independent MAC ACL filtering on the 
interface. By default, the mac packet-classify 
configuration command is disabled.
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mpls l2transport route 4.4.4.4 4000
end

How to Enable VLAN-Based MAC QoS Filtering
You can globally enable or disable VLAN-based QoS filtering in MAC ACLs. VLAN-based QoS 
filtering in MAC ACLs is disabled by default.

To enable VLAN-based QoS filtering in MAC ACLs, perform this task:

To disable VLAN-based QoS filtering in MAC ACLs, perform this task:

Configuring MAC ACLs

You can configure named ACLs that filter IP, IPX, DECnet, AppleTalk, VINES, or XNS traffic based on 
MAC addresses.

You can configure MAC ACLs that do VLAN-based filtering or CoS-based filtering or both. 

You can globally enable or disable VLAN-based QoS filtering in MAC ACLs (disabled by default). 

To configure a MAC ACL, perform this task:

• Cisco IOS Release 15.4SY supports the vlan and cos keywords. 

• The vlan keyword for VLAN-based QoS filtering in MAC ACLs can be globally enabled or disabled 
and is disabled by default.

• You can enter MAC addresses as three 2-byte values in dotted hexadecimal format. For example, 
0030.9629.9f84.

Command Purpose
Router(config)# mac packet-classify use outer-vlan Enables VLAN-based QoS filtering in MAC ACLs. The 

VLAN field in MAC ACLs will be matched for outer-vlan 
tag.

The options are in (apply to ingress MAC ACLs) and out 
(apply to egress MAC ACLs).

Command Purpose
Router(config)# no mac packet-classify use outer-vlan Disables VLAN-based QoS filtering in MAC ACLs.

Command Purpose
Step 1 Router(config)# mac host name mac_addr (Optional) Assigns a name to a MAC address.
Step 2 Router(config)# mac access-list extended 

list_name 
Configures a MAC ACL.

Step 3 Router(config-ext-macl)# {permit | deny} 
{src_mac_mask | {host name src_mac_name} | any} 
{dest_mac_mask | {host name dst_mac_name} | any} 
[{protocol_keyword | {ethertype_number 
ethertype_mask}} [vlan vlan_ID] [cos cos_value]]

Configures an access control entry (ACE) in a MAC 
ACL. The source and destination MAC addresses can be 
specified by MAC address masks or by names created 
with the mac host command.
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• You can enter MAC address masks as three 2-byte values in dotted hexadecimal format. Use 1 bits 
as wildcards. For example, to match an address exactly, use 0000.0000.0000 (can be entered as 
0.0.0).

• You can enter an EtherType and an EtherType mask as hexadecimal values.

• Entries without a protocol parameter match any protocol.

• ACL entries are scanned in the order you enter them. The first matching entry is used. To improve 
performance, place the most commonly used entries near the beginning of the ACL.

• An implicit deny any any entry exists at the end of an ACL unless you include an explicit permit 
any any entry at the end of the list.

• All new entries to an existing list are placed at the end of the list. You cannot add entries to the 
middle of a list. 

• This list shows the EtherType values and their corresponding protocol keywords:

– 0x0600—xns-idp—Xerox XNS IDP

– 0x0BAD—vines-ip—Banyan VINES IP

– 0x0baf—vines-echo—Banyan VINES Echo

– 0x6000—etype-6000—DEC unassigned, experimental

– 0x6001—mop-dump—DEC Maintenance Operation Protocol (MOP) Dump/Load Assistance

– 0x6002—mop-console—DEC MOP Remote Console

– 0x6003—decnet-iv—DEC DECnet Phase IV Route

– 0x6004—lat—DEC Local Area Transport (LAT)

– 0x6005—diagnostic—DEC DECnet Diagnostics

– 0x6007—lavc-sca—DEC Local-Area VAX Cluster (LAVC), SCA

– 0x6008—amber—DEC AMBER

– 0x6009—mumps—DEC MUMPS

– 0x0800—ip—Malformed, invalid, or deliberately corrupt IP frames

– 0x8038—dec-spanning—DEC LANBridge Management

– 0x8039—dsm—DEC DSM/DDP

– 0x8040—netbios—DEC PATHWORKS DECnet NETBIOS Emulation

– 0x8041—msdos—DEC Local Area System Transport

– 0x8042—etype-8042—DEC unassigned

– 0x809B—appletalk—Kinetics EtherTalk (AppleTalk over Ethernet)

– 0x80F3—aarp—Kinetics AppleTalk Address Resolution Protocol (AARP)

This example shows how to create a MAC-Layer ACL named mac_layer that denies dec-phase-iv traffic 
with source address 0000.4700.0001 and destination address 0000.4700.0009, but permits all other 
traffic:
Router(config)# mac access-list extended mac_layer 
Router(config-ext-macl)# deny 0000.4700.0001 0.0.0 0000.4700.0009 0.0.0 dec-phase-iv 
Router(config-ext-macl)# permit any any 
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ARP ACLs 
This section describes how to configure ARP ACLs. You can configure named ACLs that filter ARP 
traffic (EtherType 0x0806). To configure an ARP ACL, perform this task:

• This publication describes the ARP ACL syntax that is supported in hardware by the PFC. Any other 
ARP ACL syntax displayed by the CLI help when you enter a question mark (“?”) is not supported 
and cannot be used to filter ARP traffic for QoS.

• ACLs entries are scanned in the order you enter them. The first matching entry is used. To improve 
performance, place the most commonly used entries near the beginning of the ACL.

• An implicit deny ip any mac any entry exists at the end of an ACL unless you include an explicit 
permit ip any mac any entry at the end of the list.

• All new entries to an existing list are placed at the end of the list. You cannot add entries to the 
middle of a list. 

• The PFC does not apply IP ACLs to ARP traffic.

• You cannot apply microflow policing to ARP traffic.

This example shows how to create an ARP ACL named arp_filtering that only permits ARP traffic from 
IP address 10.1.1.1:
Router(config)# arp access-list arp_filtering 
Router(config-arp-nacl)# permit ip host 10.1.1.1 mac any 

Optimized ACL Logging 
• Restrictions for OAL, page 71-15

• Information about OAL, page 71-16

• How to Configure OAL, page 71-16

Restrictions for OAL 
• OAL and VACL capture are incompatible. Do not configure both features on the switch. With OAL 

configured, use SPAN to capture traffic.

• OAL checks for conflicts with other features using capture like VACL capture, Lawful Intercept 
(LI), and IPv6 learning.

• OAL supports only IPv4 unicast packets.

• OAL is not supported with port ACLs (PACLs).

Command Purpose
Step 1 Router(config)# arp access-list list_name Configures an ARP ACL.
Step 2 Router(config-arp-nacl)# {permit | deny} {ip {any 

| host sender_ip | sender_ip 
sender_ip_wildcardmask} mac any 

Configures an access control entry (ACE) in an ARP 
ACL. 
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• OAL does not provide hardware support for the following:

– Reflexive ACLs

– ACLs used to filter traffic for other features (for example, QoS)

– ACLs for unicast reverse path forwarding (uRPF) check exceptions

– Exception packets (for example, TTL failure and MTU failure)

– Packets with IP options

– Packets addressed at Layer 3 to the router

– Packets sent to the RP to generate ICMP unreachable messages

– Packets being processed by features not accelerated in hardware

Information about OAL
OAL provides hardware support for ACL logging. Unless you configure OAL, packets that require 
logging are processed completely in software on the RP. OAL permits or drops packets in hardware on 
the PFC or DFC and uses an optimized routine to send information to the RP to generate the logging 
messages.

How to Configure OAL
• Configuring OAL Global Parameters, page 71-16

• Configuring OAL on an Interface, page 71-17

• Displaying OAL Information, page 71-17

• Clearing Cached OAL Entries, page 71-17

Configuring OAL Global Parameters
To configure global OAL parameters, perform this task:

• entries number_of_entries 

– Sets the maximum number of entries cached.

– Range: 0–1,048,576 (entered without commas).

– Default: 8192. 

• interval seconds 

– Sets the maximum time interval before an entry is sent to be logged. Also if the entry is inactive 
for this duration it is removed from the cache. 

– Range: 5–86,400 (1440 minutes or 24 hours, entered without commas).

Command Purpose
Router(config)# logging ip access-list cache {{entries 
number_of_entries} | {interval seconds} | {rate-limit 
number_of_packets} | {threshold number_of_packets}} 

Sets OAL global parameters.
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– Default: 300 seconds (5 minutes).

• rate-limit number_of_packets 

– Sets the number of packets logged per second in software.

– Range: 10–1,000,000 (entered without commas).

– Default: 0 (rate limiting is off and all packets are logged).

• threshold number_of_packets 

– Sets the number of packet matches before an entry is logged.

– Range: 1–1,000,000 (entered without commas).

– Default: 0 (logging is not triggered by the number of packet matches).

Configuring OAL on an Interface
To configure OAL on an interface, perform this task:

Displaying OAL Information
To display OAL information, perform this task:

Clearing Cached OAL Entries
To clear cached OAL entries, perform this task:

Dry Run Support for ACLs 
• Restrictions for Dry Run Support, page 71-18

• Information About Dry Run Support, page 71-18

• How to Configure Dry Run Support for ACLs, page 71-18

Command Purpose
Step 1 Router(config)# interface {{type slot/port} Specifies the interface to configure. 
Step 2 Router(config-if)# logging ip access-list cache in Enables OAL for ingress traffic on the interface.
Step 3 Router(config-if)# logging ip access-list cache out Enables OAL for egress traffic on the interface.

Command Purpose
Router# show logging ip access-list cache Displays OAL information.

Command Purpose
Router# clear logging ip access-list cache Clears cached OAL entries.
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Restrictions for Dry Run Support 
• Dry Run is supported only for IPv4 RACLs and can only be applied on interfaces.

• Dry Run is supported only with named ACLs (Standard or Extended) and not with numbered ACLs.

• Only one Dry Run session is allowed at a time with a single ACL or multiple ACLs in the Dry Run 
session.

• The Dry Run session ACL or ACLs are removed when an ACL or ACLs are changed under 
configuration mode.

• Exiting the Dry Run session does not clear the existing configuration. Clear the existing session 
before starting a new configuration.

• The validation process may abort if there are configuration or hardware changes made during the 
validation process.

• Dry Run mode does not support committing the changes to the running configuration.

• Dry Run is not supported for ACLs used in QoS policies.

• Dry Run is not supported for ACLs having hardware statistics enabled.

• You can access the switch using another Telnet session while a Dry Run session is in progress.

Information About Dry Run Support 
In other releases, when a new feature is applied on an interface configured along with other features, and 
if the new feature does not fit in the TCAM, then existing features are also affected and removed from 
the TCAM. To incrementally update the feature and see whether the feature fits into the TCAM without 
installing it, the switch provides a Dry Run support, where applications can send regular requests to test 
whether the request can be programmed successfully or not. The switch receives the dry run request and 
calculates the total TCAM resources required for the request and compares those resources against the 
available free resources. If the request fits in successfully, then the switch returns a success, else the 
switch returns a failure. The Dry Run support helps applications make intelligent decisions.

How to Configure Dry Run Support for ACLs
To configure the Dry Run support, perform this task:

The following example configures the dry run support for a session with an existing ACL RACL10K:
Router# configure session test
Router(dry-run-config)# ip access-list extended RACL10K
Router(dr-config-ext-nacl)# permit tcp host 10.20.0.1 host 11.20.0.1
Router(dr-config-ext-nacl)# permit tcp host 10.20.0.2 host 11.20.0.2

Command Purpose
Step 1 Router# configure session session_name Creates a configuration session and enters the dry 

run mode
Step 2 Router(dry-run-config)# {default | exit | ip | no | 

validate}
Choose the option to configure the dry run session

Step 3 Router(dry-run-config)# ip access-list {extended | 
standard} acl_name

Choose the type of ACL
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Router(dr-config-ext-nacl)# permit tcp host 10.20.0.3 host 11.20.0.3
Router(dr-config-ext-nacl)# permit tcp host 10.20.0.4 host 11.20.0.4
Router(dr-config-ext-nacl)# permit tcp host 10.20.0.5 host 11.20.0.5

Router(dr-config-ext-nacl)# exit

Router(dry-run-config)# validate

Router(dry-run-config)# exit
Router#
.Feb 23 2010 13:46:52.528: Validation is in progress !!
.Feb 23 2010 13:46:52.528: Please try again later.
.Feb 23 2010 13:46:53.136: %FM-6-SESSION_VALIDATION_RESULT_INFO: Session Validation Result 
:  "Validation Completed Sucessfully."
. Please use 'show config session test status' to get more details of the config 
validation status

Router# show configuration session test status
====================================
Status of last config validation: 
Timestamp: 2010-02-23@13:46:51
======================================
SLOT = [1]    Result = Configuration will fit in TCAM
SLOT = [2]    Result = Configuration will fit in TCAM
SLOT = [5]    Result = Configuration will fit in TCAM

Router# clear configuration session test

Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.

Router(config)# ip access-list extended RACL10K
Router(config-ext-nacl)# permit tcp host 10.20.0.1 host 11.20.0.1
Router(config-ext-nacl)# permit tcp host 10.20.0.2 host 11.20.0.2
Router(config-ext-nacl)# permit tcp host 10.20.0.3 host 11.20.0.3
Router(config-ext-nacl)# permit tcp host 10.20.0.4 host 11.20.0.4
Router(config-ext-nacl)# permit tcp host 10.20.0.5 host 11.20.0.5
Router(config-ext-nacl)# end

Router# 

Hardware ACL Statistics
• Restrictions for Hardware ACL Statistics, page 71-19

• Information About Hardware ACL Statistics, page 71-20

• How to Configure Hardware ACL Statistics, page 71-20

Restrictions for Hardware ACL Statistics 
• Hardware ACL statistics are supported for IPv4 and IPv6 RACLs in both ingress and egress 

directions.

• In IPv4, hardware ACL statistics are supported for both numbered and named ACLs.

• The hardware statistics is retrieved by polling the hardware once every 60 seconds.

• The hardware statistics is lost after SSO (Stateful Switchover).
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• The hardware statistics is maintained on an ACL basis. If there are multiple interfaces using the 
same ACL, the statistics will be aggregated.

• Hardware statistics is disabled when ODM (Order Dependent Merge) optimizations are enabled.

Information About Hardware ACL Statistics 
Using the hardware ACL statistics, the hardware counters for a given ACL are gathered, aggregated, and 
displayed in the IOS access-list output.

The ACE hit count is retrieved from the hardware and can be viewed using the following commands:

show ip access-list and show ipv6 access-list

Hardware statistics is disabled by default. To enable or disable hardware statistics, enter the command 
for hardware statistics.

How to Configure Hardware ACL Statistics 
The following example enables hardware statistics for ACL racl1:
Router(config)# ip access-list extended racl1
Router(config-ext-nacl)# [no] hardware statistics
Router(config-ext-nacl)# permit ip host 10.1.1.1 host 2.2.2.2
Router(config-ext-nacl)# permit ip host 3.3.3.3 host 4.4.4.4
Router(config-ext-nacl)# deny ip any any
Router(config-ext-nacl)# end 

The following example displays the hardware statistics for ACL racl1:
Router# show ip access-lists racl1
Extended IP access list racl1 

hardware statistics
10 permit ip host 10.1.1.1 host 2.2.2.2

acl hw hit count 5
20 permit ip host 3.3.3.3 host 4.4.4.4

acl hw hit count 20
30 deny ip any any

The hardware statistics for each ACE is seen after the acl hw hit count string and indicates the number 
of packets switched in hardware.

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Cisco TrustSec (CTS)

Cisco TrustSec is an umbrella term for security improvements to Cisco network devices based on the 
capability to strongly identify users, hosts and network devices within a network. TrustSec provides 
topology independent and scalable access controls by uniquely classifying data traffic for a particular 
role. TrustSec ensures data confidentiality and integrity by establishing trust among authenticated peers 
and encrypting links with those peers. 

The key component of Cisco TrustSec is the Cisco Identity Services Engine. It is typical for the 
Cisco ISE to provision switches with TrustSec Identities and Security Group ACLs (SGACLs), though 
these may be configured manually. 

To configure Cisco Trustsec on the switche, see the publication, “Cisco TrustSec Switch Configuration 
Guide” at the following URL:

http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/trustsec.html 

Release Notes for Cisco TrustSec General Availability releases are at the following URL:

http://www.cisco.com/en/US/docs/switches/lan/trustsec/release/notes/rn_cts_crossplat.html

Additional information on the Cisco TrustSec Solution, including overviews, datasheets, and case 
studies, is available at: 

http://www.cisco.com/en/US/netsol/ns1051/index.html 

Table 1 lists the TrustSec features to be eventually implemented on TrustSec-enabled Cisco switches. 
Successive general availability releases of TrustSec will expand the number of switches supported and 
the number of TrustSec features supported per switch. 

See the section, “Hardware Supported” for information on TrustSec features supported on switching 
modules. 

http://www.cisco.com/en/US/products/ps11640/index.html
http://www.cisco.com/en/US/docs/switches/lan/trustsec/configuration/guide/trustsec.html
http://www.cisco.com/en/US/docs/switches/lan/trustsec/release/notes/rn_cts_crossplat.html
http://www.cisco.com/en/US/netsol/ns1051/index.html
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Flexible MACsec Replay Protection 
Flexible MACsec replay protection feature provides flexible and configurable out-of-order mode replay 
protection window on CTS links. You can configure MACsec window size, as defined by the number of 
out-of-order frames that are accepted. This value is used while installing the security associations in the 
MACsec. A value of 0 means that frames are accepted only in the correct order.

Table 1 Cisco TrustSec Key Features—TrustSec 1.0 General Availability 2010 Release

Cisco TrustSec Feature Description 
802.1AE Tagging
(MACSec) 

Protocol for IEEE 802.1AE-based wire-rate hop-to-hop 
layer 2 encryption. 

Between MACSec-capable devices, packets are encrypted on 
egress from the transmitting device, decrypted on ingress to 
the receiving device, and in the clear within the devices.

This feature is only available between TrustSec 
hardware-capable devices. 

Endpoint Admission Control
(EAC)

EAC is an authentication process for an endpoint user or a 
device connecting to the TrustSec domain. Usually EAC 
takes place at the access level switch. Successful 
authentication and authorization in the EAC process results in 
Security Group Tag assignment for the user or device. 
Currently EAC can be 802.1X, MAC Authentication Bypass 
(MAB), and Web Authentication Proxy (WebAuth).

Network Device Admission Control
(NDAC)

NDAC is an authentication process where each network 
device in the TrustSec domain can verify the credentials and 
trustworthiness of its peer device. NDAC utilizes an 
authentication framework based on IEEE 802.1X port-based 
authentication and uses EAP-FAST as its EAP method. 
Successful authentication and authorization in NDAC 
process results in Security Association Protocol negotiation 
for IEEE 802.1AE encryption. 

Security Group Access Control List
(SGACL)

A Security Group Access Control List (SGACL) associates a 
Security Group Tag with a policy. The policy is enforced 
upon SGT-tagged traffic egressing the TrustSec domain. 

Security Association Protocol
(SAP)

After NDAC authentication, the Security Association 
Protocol (SAP) automatically negotiates keys and the cipher 
suite for subsequent MACSec link encryption between 
TrustSec peers. SAP is defined in IEEE 802.11i. 

Security Group Tag
(SGT)

An SGT is a 16-bit single label indicating the security 
classification of a source in the TrustSec domain. It is 
appended to an Ethernet frame or an IP packet. 

SGT Exchange Protocol
(SXP)

Security Group Tag Exchange Protocol (SXP). Devices that 
are not TrustSec-hardware capable can, with SXP, receive 
from the Cisco ACS, SGT attributes for authenticated users or 
devices then forward the sourceIP-to-SGT binding to a 
TrustSec-hardware capable device for tagging and SGACL 
enforcement. 
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Note The MACsec replay protection window configuration change will come into affect during a shut/no-shut 
or link flap.
The macsec replay-protection window-size command would be visible on all CTS supported ports, 
however value range option would be restricted to <0-0> for non-supported cases. 

To configure MACsec replay protection window size, perform this task:

This example shows how to verify whether MACsec replay protection is supported on your switch:
switch1(config-if)# macsec replay-protection window-size ?
<\<0-4294967295> window is the number of frames (packets)

This example shows how to fis the MACsec replay protection window size:
switch1(config-if)# macsec replay-protection window-size 2000       
Term1#sh running-config interface t4/1
Building configuration...
!
interface TenGigabitEthernet4/1
 ip address 4.1.1.1 255.255.255.0
 macsec replay-protection window-size 2000
 cts dot1x
end

switch1(config-if)# macsec 
replay-protection window-size 
value

Enables replay protection, and configure the window size in 
number of frames. The range is from 0 to 4294967295. The 
default window size is 0. 
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Hardware Supported 
Table 72-2 lists the level of Cisco TrustSec supported switching moduless. The table is derived from the 
white paper, “Cisco Catalyst 6500 Series with Supervisor Engine 2T: Enabling Cisco TrustSec with 
Investment Protection,” located at the following URL:

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-658388.html 

For all Cisco TrustSec hardware platform and feature support information, please see TrustSec Product 
Bulletins at the following URL:

http://www.cisco.com/en/US/netsol/ns1051/index.html

Table 72-2 Switching Module Support Levels for Cisco TrustSec

Cisco TrustSec Support 
Level Description Line Card
Cisco TrustSec Capable

Note Only the Security 
Association Protocol 
(SAP) for key 
negotiation in the 
CTS manual mode is 
supported on Cisco 
TrustSec Capable.

Supports full Cisco TrustSec capabilities 
with hardware acceleration for Security 
Group Tag imposition and IEEE 802.1AE 
MACsec

Supervisor Engine 2T, and 
all 6900 Series line cards

Cisco TrustSec Aware Does not support Security Group Tag 
imposition or IEEE 802.1AE MACsec. 
These line cards are capable of 
understanding forwarding decisions, 
which include the Security Group Tag 
information. This allows them to forward 
traffic to a Cisco TrustSec capable line 
card for egress.

• WS-X6816-10T-2T,
WS-X6716-10T 

• WS-X6816-10G-2T,
WS-X6716-10GE

Not Capable of Using 
Cisco TrustSec

Do not support Security Group Tag 
imposition or IEEE 802.1AE MACsec, nor 
can they interpret forwarding decisions 
with Security Group Tag information.

• WS-X6824-SFP-2T
WS-X6724-SFP

• WS-X6848-SFP-2T
WS-X6748-SFP

• WS-X6848-TX-2T
WS-X6748-GE-TX

• WS-X6704-10G

• WS-X6148 series (all)

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-658388.html
http://www.cisco.com/en/US/netsol/ns1051/index.html
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• Prerequisites for AutoSecure, page 73-1

• Restrictions for AutoSecure, page 73-2

• Information About AutoSecure, page 73-2

• How to Configure AutoSecure, page 73-7

• Examples for AutoSecure Configuration, page 73-9

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for AutoSecure 
Be ready to answer these questions:

• Is the device going to be connected to the Internet?

• How many interfaces are connected to the Internet?

• What are the names of the interfaces connected to the Internet?

• What will be your local username and password?

• What will be the switch hostname and domain name?

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for AutoSecure 
• Because there is no command to undo configuration changes made by AutoSecure, always save your 

running configuration before configuring AutoSecure.

• The AutoSecure configuration can be configured at run time or setup time. If any related 
configuration is modified after AutoSecure has been enabled, the AutoSecure configuration may not 
be fully effective.

• After AutoSecure has been enabled, tools that use SNMP to monitor or configure a device will be 
unable to communicate with the device using SNMP.

• If your device is managed by a network management (NM) application, securing the management 
plane could turn off some services such as HTTP server and disrupt the NM application support.

• If you are using Security Device Manager (SDM), you must manually enable the HTTP server using 
the ip http server command.

• NM applications that use CDP to discover network topology will not be able to perform discovery.

Information About AutoSecure
• AutoSecure Overview, page 73-2

• Management Plane Security Enabled by AutoSecure, page 73-3

• Forwarding Plane Security Enabled by AutoSecure, page 73-6

Caution Although AutoSecure helps to secure a switch, it does not guarantee the complete security of the switch.

AutoSecure Overview 
• AutoSecure Benefits, page 73-2

• Simplified Switch Security Configuration, page 73-3

• Enhanced Password Security Enabled by AutoSecure, page 73-3

• System Logging Message Support, page 73-3

AutoSecure Benefits
Use the AutoSecure feature to secure the switch without understanding all the security features. 
AutoSecure is a simple security configuration process that disables nonessential system services and 
enables a basic set of recommended security policies to ensure secure networking services. 
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Simplified Switch Security Configuration
AutoSecure automates a thorough configuration of security features of the switch. AutoSecure disables 
certain features that are enabled by default that could be exploited for security holes. You can execute 
AutoSecure in either of two modes, depending on your individual needs:

• Interactive mode—Prompts with options to enable and disable services and other security features, 
suggesting a default setting for each option.

• Noninteractive mode—Automatically executes the recommended Cisco default settings. 

Enhanced Password Security Enabled by AutoSecure 
• You can specify a required minimum password length, which can eliminate weak passwords that are 

prevalent on most networks, such as “lab” and “cisco.”

To configure a minimum password length, use the security passwords min-length command.

• You can cause a syslog message to be generated after the number of unsuccessful login attempts 
exceeds the configured threshold.

To configure the number of allowable unsuccessful login attempts (the threshold rate), use the 
security authentication failure rate command.

System Logging Message Support
System logging messages capture any subsequent changes to the AutoSecure configuration that are 
applied on the running configuration. As a result, a more detailed audit trail is provided when 
AutoSecure is executed. 

Management Plane Security Enabled by AutoSecure 
• Management Plane Security Overview, page 73-3

• Global Services Disabled by AutoSecure, page 73-4

• Per-Interface Services Disabled by AutoSecure, page 73-4

• Global Services Enabled by AutoSecure, page 73-5

• Switch Access Secured by AutoSecure, page 73-5

• Logging Options Enabled by AutoSecure, page 73-6

Caution If your device is managed by a network management (NM) application, securing the management plane 
could turn off some services such as the HTTP server and disrupt the NM application support.

Management Plane Security Overview
AutoSecure provides protection for the switch management interfaces (the management plane) and the 
data routing and switching functions (the forwarding plane, described in the “Forwarding Plane Security 
Enabled by AutoSecure” section on page 73-6.) Securing the management plane is done by turning off 
certain global and interface services that can be potentially exploited for security attacks and turning on 
global services that help minimize the threat of attacks. Secure access and secure logging are also 
configured for the switch.
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Global Services Disabled by AutoSecure 
• Finger—Collects information about the system (reconnaissance) before an attack. 

• PAD—Enables all packet assembler and disassembler (PAD) commands and connections between 
PAD devices and access servers. 

• Small servers—Causes TCP and User Datagram Protocol (UDP) diagnostic port attacks: a sender 
transmits a volume of fake requests for UDP diagnostic services on the switch, consuming all CPU 
resources.

• Bootp server—Bootp is an insecure protocol that can be exploited for an attack.

• HTTP server—Without secure-HTTP or authentication embedded in the HTTP server with an 
associated ACL, the HTTP server is insecure and can be exploited for an attack. (If you must enable 
the HTTP server, you will be prompted for the proper authentication or access list.)

Note If you are using Security Device Manager (SDM), you must manually enable the HTTP server 
using the ip http server command.

• Identification service—An unsecure protocol (defined in RFC 1413) that allows an external host to 
query a TCP port for identification. An attacker can access private information about the user from 
the ID server. 

• CDP—If a large number of Cisco Discovery Protocol (CDP) packets are sent to the switch, the 
available memory of the switch can be consumed, which causes the switch to crash.

Note NM applications that use CDP to discover network topology will not be able to perform 
discovery.

• NTP—Without authentication or access control, Network Time Protocol (NTP) is insecure and can 
be used by an attacker to send NTP packets to crash or overload the switch. 

If you require NTP, you must configure NTP authentication using Message Digest 5 (MD5) and the 
ntp access-group command. If NTP is enabled globally, disable it on all interfaces on which it is 
not needed.

• Source routing—Source routing is provided only for debugging purposes, and should be disabled in 
all other cases. Otherwise, packets may avoid some of the access control mechanisms of the switch.

Per-Interface Services Disabled by AutoSecure
• ICMP redirects—Disabled on all interfaces. Does not add a useful functionality to a correctly 

configured network, but could be used by attackers to exploit security holes. 

• ICMP unreachables—Disabled on all interfaces. Internet Control Management Protocol (ICMP) 
unreachables are a known method for some ICMP-based denial of service (DoS) attacks.

• ICMP mask reply messages—Disabled on all interfaces. ICMP mask reply messages can give an 
attacker the subnet mask for a particular subnetwork in the internetwork.

• Proxy-arp—Disabled on all interfaces. Proxy-arp requests are a known method for DoS attacks 
because the available bandwidth and resources of the switch can be consumed in an attempt to 
respond to the repeated requests sent by an attacker.

• Directed broadcast—Disabled on all interfaces. Potential cause of SMURF attacks for DoS.
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• Maintenance Operations Protocol (MOP) service—Disabled on all interfaces.

Global Services Enabled by AutoSecure 
• The service password-encryption command—Prevents passwords from being visible in the 

configuration.

• The service tcp-keepalives-in and service tcp-keepalives-out commands—Ensures that 
abnormally terminated TCP sessions are removed.

Switch Access Secured by AutoSecure

Caution If your device is managed by an NM application, securing access to the switch could turn off vital 
services and may disrupt the NM application support.

• If a text banner does not exist, you will be prompted to add a banner. This feature provides the 
following sample banner: 
Authorized access only

This system is the property of ABC Enterprise
Disconnect IMMEDIATELY if you are not an authorized user!
Contact abc@example.com +1 408 5551212 for help.

• The login and password (preferably a secret password, if supported) are configured on the console, 
AUX, vty, and tty lines. The transport input and transport output commands are also configured 
on all of these lines. (Telnet and secure shell (SSH) are the only valid transport methods.) The 
exec-timeout command is configured on the console and AUX as 10.

• When the image on the device is a crypto image, AutoSecure enables SSH and secure copy (SCP) 
for access and file transfer to and from the switch. The timeout seconds and authentication-retries 
integer options for the ip ssh command are configured to a minimum number. (Telnet and FTP are 
not affected by this operation and remain operational.)

• If the user specifies that the switch does not use Simple Network Management Protocol (SNMP), 
one of the following functionalities will occur:

– In interactive mode, the user is asked whether to disable SNMP regardless of the values of the 
community strings, which act like passwords to regulate access to the agent on the switch.

– In noninteractive mode, SNMP will be disabled if the community string is public or private.

Note After AutoSecure has been enabled, tools that use SNMP to monitor or configure a device will 
be unable to communicate with the device using SNMP.

• If authentication, authorization, and accounting (AAA) is not configured, AutoSecure configures 
local AAA. AutoSecure will prompt the user to configure a local username and password on the 
switch.
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Logging Options Enabled by AutoSecure 
• Sequence numbers and time stamps for all debug and log messages. This option is useful when 

auditing logging messages.

• Logging messages for login-related events. For example, the message “Blocking Period when Login 
Attack Detected” will be displayed when a login attack is detected and the switch enters quiet mode. 
(Quiet mode means that the switch will not allow any login attempts using Telnet, HTTP, or SSH.)

• The logging console critical command, which sends system logging (syslog) messages to all 
available TTY lines and limits messages based on severity.

• The logging buffered command, which copies logging messages to an internal buffer and limits 
messages logged to the buffer based on severity.

• The logging trap debugging command, which allows all commands with a severity higher than 
debugging to be sent to the logging server.

Forwarding Plane Security Enabled by AutoSecure
• Strict Unicast Reverse Path Forwarding (uRPF) can be configured to help mitigate problems that are 

caused by the introduction of forged (spoofed) IP source addresses. uRPF discards IP packets that 
lack a verifiable IP source address.

• Hardware rate limiting—AutoSecure will enable hardware rate-limiting of the following types of 
traffic without prompting the user:

– IP errors

– RPF failures

– ICMP no-route messages

– ICMP acl-drop messages

– IPv4 multicast FIB miss messages

– IPv4 multicast partially switch flow messages

AutoSecure will provide the option for hardware rate-limiting of the following types of traffic:

– ICMP redirects

– TTL failures

– MTU failures

– IP unicast options

– IP multicast options

– Ingress and egress ACL bridged packets

Note Rate-limiting of ingress and egress ACL bridged packets can interfere with ACL logging 
and can increase session setup rates for hardware accelerated features such as TCP intercept, 
NAT, and Layer 3 WCCP.
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How to Configure AutoSecure
• Configuring AutoSecure Parameters, page 73-7 

• Configuring Additional Security, page 73-8 

• Verifying AutoSecure, page 73-8 

Configuring AutoSecure Parameters 
The auto secure command guides you through a semi-interactive session (also known as the AutoSecure 
session) to secure the management and forwarding planes. You can use this command to secure just the 
management plane or the forwarding plane; if neither option is selected in the command line, you can 
choose to configure one or both planes during the session. 

This command also allows you to go through all noninteractive configuration portions of the session 
before the interactive portions. The noninteractive portions of the session can be enabled by selecting 
the optional no-interact keyword.

At any prompt you may enter a question mark (?) for help or Ctrl-C to abort the session.

In interactive mode, you will be asked at the end of the session whether to commit the generated 
configuration to the running configuration of the switch. In noninteractive mode, the changes will be 
automatically applied to the running configuration.

Note There is no undo command for configuration changes made by AutoSecure. You should always save the 
running configuration before executing the auto secure command.

To execute the AutoSecure configuration process, beginning in privileged EXEC mode, perform this 
task:

For an example of the AutoSecure session, see the “Examples for AutoSecure Configuration” section on 
page 73-9.

Command Purpose
Router# auto secure [management | forwarding] 
[no-interact | full]

Executes the AutoSecure session for configuring one or both 
planes of the switch.

• management—Only the management plane will be 
secured.

• forwarding—Only the forwarding plane will be secured.

• no-interact—The user will not be prompted for any 
interactive configurations. 

• full—The user will be prompted for all interactive 
questions. This is the default.
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Configuring Additional Security 
After completing the AutoSecure configuration, you can further enhance the security of management 
access to your switch by performing this task:

The following example shows how to configure the switch for a minimum password length of 10 
characters and a threshold of 3 password failures in one minute. The example also shows how to set a 
hidden local password.
Router# configure terminal
Router(config)# security passwords min-length 10
Router(config)# security authentication failure rate 3
Router(config)# enable password 7 elephant123

Verifying AutoSecure 
To verify that the AutoSecure feature has executed successfully, perform this task:

Command or Action Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# security passwords min-length 

length
Ensures that all configured passwords are at least a 
specified length.

• length—Minimum length of a configured 
password. The range is 0 to 16 characters.

Step 3 Router(config)# enable password {password | 
[encryption-type] password}

Sets a local password to control access to various 
privilege levels.

• encryption-type—A value of 0 indicates that an 
unencrypted password follows. A value of 7 
indicates that a hidden password follows.

Note You usually will not enter an encryption type 
unless you enter a password that has already 
been encrypted by a Cisco router or switch.

Step 4 Router(config)# security authentication failure 
rate threshold-rate log

Configures the number of allowable unsuccessful login 
attempts.

• threshold-rate—Number of allowable 
unsuccessful login attempts. The range is 1 to 
1024.

• log—Syslog authentication failures if the number 
of failures in one minute exceeds the threshold.

Command Purpose
Router# show auto secure config Displays all configuration commands that have been added as 

part of the AutoSecure configuration. The output is the same 
as the configuration generated output 
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Examples for AutoSecure Configuration 
The following example is a sample AutoSecure session. After you execute the auto secure command, 
the feature will automatically prompt you with a similar response unless you enable the no-interact 
keyword. (For information on which features are disabled and which features are enabled, see the 
“Management Plane Security Enabled by AutoSecure” section on page 73-3 and the “Forwarding Plane 
Security Enabled by AutoSecure” section on page 73-6.)
Router# auto secure
                --- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of
the router, but it will not make it absolutely resistant
to all security attacks ***

 AutoSecure will modify the configuration of your device.

All the configuration changes will be shown. For a detailed
explanation of how the configuration changes enhance security
and any possible side effects, please refer to Cisco.com for
AutoSecure documentation.
At any prompt you may enter '?' for help.
Use ctrl-c to abort this session at any prompt.

If this device is being managed by a network management station,
AutoSecure configuration may block network management traffic.
Continue with AutoSecure? [no]: y

Gathering information about the router for AutoSecure

Is this router connected to internet? [no]: y
Enter the number of interfaces facing the internet [1]: 1
Interface              IP-Address      OK? Method Status                Protocol
Vlan1                  unassigned      YES NVRAM  administratively down down    
Vlan77                 77.1.1.4        YES NVRAM  down                  down    
GigabitEthernet6/1     unassigned      YES NVRAM  administratively down down    
GigabitEthernet6/2     21.30.30.1      YES NVRAM  up                    up      
Loopback0              3.3.3.3         YES NVRAM  up                    up      
Tunnel1                unassigned      YES NVRAM  up                    up            
Enter the interface name that is facing the internet: Vlan77

Securing Management plane services...

Disabling service finger
Disabling service pad
Disabling udp & tcp small servers
Enabling service password encryption
Enabling service tcp-keepalives-in
Enabling service tcp-keepalives-out
Disabling the cdp protocol

Disabling the bootp server
Disabling the http server
Disabling the finger service
Disabling source routing
Disabling gratuitous arp

Here is a sample Security Banner to be shown
at every access to device. Modify it to suit your
enterprise requirements.

Authorized Access only
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  This system is the property of <Name of Enterprise>.
  UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
  You must have explicit permission to access this
  device. All activities performed on this device
  are logged. Any violations of access policy will result
  in disciplinary action.

Enter the security banner {Put the banner between
k and k, where k is any character}:
k
banner     
k
Enter the new enable secret: 
Confirm the enable secret : 
Enable password is not configured or its length
is less than minimum no. of charactersconfigured
Enter the new enable password: 
Confirm the enable password: 

Configuration of local user database
Enter the username: cisco
Enter the password: 
Confirm the password: 
Configuring AAA local authentication
Configuring Console, Aux and VTY lines for
local authentication, exec-timeout, and transport
Securing device against Login Attacks
Configure the following parameters

Blocking Period when Login Attack detected (in seconds): 5

Maximum Login failures with the device: 3

Maximum time period for crossing the failed login attempts (in seconds): ?
% A decimal number between 1 and 32767.

Maximum time period for crossing the failed login attempts (in seconds): 5

Configure SSH server? [yes]: no

Configuring interface specific AutoSecure services
Disabling mop on Ethernet interfaces

Securing Forwarding plane services...

Enabling unicast rpf on all interfaces connected
to internet

The following rate-limiters are enabled by default:
  ...

Would you like to enable the following rate-limiters also?
...

Enable the above rate-limiters also? [yes/no]: yes

Would you like to enable the rate-limiters for Ingress/EgressACL bridged packets also?
NOTE: Enabling the ACL in/out rate-limiters can affect ACL logging
      and session setup rate for hardware accelerated features such
      as NAT, Layer 3 WCCP and TCP Intercept
...

Enable the ACL in/out rate-limiters also? [yes/no]: no
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This is the configuration generated:

no service finger
no service pad
no service udp-small-servers
no service tcp-small-servers
service password-encryption
service tcp-keepalives-in
service tcp-keepalives-out
no cdp run
no ip bootp server
no ip http server
no ip finger
no ip source-route
no ip gratuitous-arps
no ip identd
banner k
banner
k
security passwords min-length 6
security authentication failure rate 10 log
enable secret 5 $1$30kP$f.KDndYPz/Hv/.yTlJStN/
enable password 7 08204E4D0D48574446
username cisco password 7 08204E4D0D48574446
aaa new-model
aaa authentication login local_auth local
line console 0
 login authentication local_auth
 exec-timeout 5 0
 transport output telnet
line vty 0 15
 login authentication local_auth
 transport input telnet
login block-for 5 attempts 3 within 5
service timestamps debug datetime msec localtime show-timezone
service timestamps log datetime msec localtime show-timezone
logging facility local2
logging trap debugging
service sequence-numbers
logging console critical
logging buffered
int Vlan1
 no ip redirects
 no ip proxy-arp
 no ip unreachables
 no ip directed-broadcast
 no ip mask-reply
 no mop enabled
int Vlan77
 no ip redirects
 no ip proxy-arp
 no ip unreachables
 no ip directed-broadcast
 no ip mask-reply
 no mop enabled
int GigabitEthernet6/1
 no ip redirects
 no ip proxy-arp
 no ip unreachables
 no ip directed-broadcast
 no ip mask-reply
 no mop enabled
int GigabitEthernet6/2
 no ip redirects
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 no ip proxy-arp
 no ip unreachables
 no ip directed-broadcast
 no ip mask-reply
 no mop enabled
interface Vlan77
 ip verify unicast source reachable-via rx
...
!
end

Apply this configuration to running-config? [yes]: yes

Applying the config generated to running-config

Router#

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

To block all traffic to or from a MAC address in a specified VLAN, perform this task:

This example shows how to block all traffic to or from MAC address 0050.3e8d.6400 in VLAN 12:
Router# configure terminal 
Router(config)# mac address-table static 0050.3e8d.6400 vlan 12 drop 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Router(config)# mac address-table static mac_address 
vlan vlan_ID drop 

Blocks all traffic to or from the configured MAC address in 
the specified VLAN.

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for PACls, page 75-1

• Restrictions for PACLs, page 75-2

• Information About PACLs, page 75-2

• How to Configure PACLs, page 75-7

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• Port ACLs do not support the access-list keywords log or reflexive. These keywords in the access 
list are ignored. OAL does not support PACLs.

• PACLs are not supported on private VLANs.

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for PACls 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for PACLs 
• There can be at most one IP access list and one MAC access list applied to the same Layer 2 interface 

per direction.
• PACLs are not applied to MPLS or ARP messages.
• An IP access list filters only IPv4 and IPv6 packets. For IP access lists, you can define a standard, 

extended, or named access-list.
• A MAC access list filters ingress packets that are of an unsupported type (not IP, ARP, or MPLS 

packets) based on the fields of the Ethernet datagram. A MAC access list is not applied to IP, MPLS, 
or ARP messages. You can define only named MAC access lists.

• The number of ACLs and ACEs that can be configured as part of a PACL are bounded by the 
hardware resources on the switch. Those hardware resources are shared by various ACL features 
(such as VACLs) that are configured on the system. If there are insufficient hardware resources to 
program a PACL in hardware, the PACL is not applied.

• PACL does not support the access-list log and reflect/evaluate keywords. These keywords are 
ignored if you add them to the access list for a PACL.

• OAL does not support PACLs.
• The access group mode can change the way PACLs interact with other ACLs. To maintain consistent 

behavior across Cisco platforms, use the default access group mode (merge mode).
• PACLs cannot filter Physical Link Protocols and Logical Link Protocols, such as CDP, VTP, DTP, 

PAgP, UDLD, and STP, because the protocols are redirected to the RP before the ACL takes effect. 
You can apply CoPP or QoS to Physical Link Protocol and Logical Link Protocol traffic. 

Information About PACLs
• PACL Overview, page 75-2

• EtherChannel and PACL Interactions, page 75-3

• Dynamic ACLs (Applies to Merge Mode Only), page 75-4

• Trunk Ports, page 75-4

• Layer 2 to Layer 3 Port Conversion, page 75-4

• Port-VLAN Association Changes, page 75-4

PACL Overview 
PACLs filter incoming traffic on Layer 2 interfaces, using Layer 3 information, Layer 4 header 
information, or non-IP Layer 2 information. 

The PACL feature uses standard or extended IP ACLs or named MAC-extended ACLs that you want to 
apply to the port.

Port ACLs perform access control on all traffic entering the specified Layer 2 port. 

PACLs and VACLs can provide access control based on the Layer 3 addresses (for IP protocols) or Layer 
2 MAC addresses (for non-IP protocols). 
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The port ACL (PACL) feature provides the ability to perform access control on specific Layer 2 ports. 
A Layer 2 port is a physical LAN or trunk port that belongs to a VLAN. Port ACLs are applied only on 
the ingress traffic. The port ACL feature is supported only in hardware (port ACLs are not applied to 
any packets routed in software). 

When you create a port ACL, an entry is created in the ACL TCAM. You can use the show tcam counts 
command to see how much TCAM space is available.

The PACL feature does not affect Layer 2 control packets received on the port.

You can use the access-group mode command to change the way that PACLs interact with other ACLs. 

PACLs use the following modes:

• Prefer port mode—If a PACL is configured on a Layer 2 interface, the PACL takes effect and 
overwrites the effect of other ACLs (Cisco IOS ACL and VACL). If no PACL feature is configured 
on the Layer 2 interface, other features applicable to the interface are merged and are applied on the 
interface. 

• Merge mode—In this mode, the PACL, VACL, and Cisco IOS ACLs are merged in the ingress 
direction following the logical serial model shown in Figure 75-2. This is the default access group 
mode.

You configure the access-group mode command on each interface. The default is merge mode.

Note A PACL can be configured on a trunk port only after prefer port mode has been selected. Trunk ports do 
not support merge mode.

To illustrate access group mode, assume a physical port belongs to VLAN100, and the following ACLs 
are configured:

• Cisco IOS ACL R1 is applied on routed interface VLAN100. 

• VACL (VLAN filter) V1 is applied on VLAN100.

• PACL P1 is applied on the physical port. 

In this situation, the following ACL interactions occur: 

• In prefer port mode, Cisco IOS ACL R1 and VACL V1 are ignored. 

• In merge mode, Cisco IOS ACL R1, VACL V1 and PACL P1 are merged and applied on the port.

Note The CLI syntax for creating a PACL is identical to the syntax for creating a Cisco IOS ACL. An instance 
of an ACL that is mapped to a Layer 2 port is called a PACL. An instance of an ACL that is mapped to 
a Layer 3 interface is called a Cisco IOS ACL. The same ACL can be mapped to both a Layer 2 port and 
a Layer 3 interface. 

The PACL feature supports MAC ACLs, IPv4, and IPv6 ACLs. The PACL feature does not support 
ACLs for ARP or Multiprotocol Label Switching (MPLS) traffic. 

EtherChannel and PACL Interactions
This section describes the guidelines for the EtherChannel and PACL interactions:

• PACLs are supported on the main Layer 2 channel interface but not on the port members. A port that 
has a PACL configured on it may not be configured as an EtherChannel member port. The 
EtherChannel configuration commands are unavailable on ports that are configured with a PACL. 
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• Changing the configuration on the logical port affects all the ports in the channel. When an ACL is 
mapped to the logical port belonging to a channel, it is mapped to all ports in the channel. 

Dynamic ACLs (Applies to Merge Mode Only)
Dynamic ACLs are VLAN-based and are used by two features: CBAC and GWIP. The merge mode does 
not support the merging of the dynamic ACLs with the PACLs. In merge mode, the following 
configurations are not allowed:

• Attempting to apply a PACL on a port where its corresponding VLAN has a dynamic ACL mapped. 
In this case, the PACL is not applied to traffic on the port.

• Configuring a dynamic ACL on a VLAN where one of its constituent ports has a PACL installed. In 
this case, the dynamic ACL is not applied.

Trunk Ports
To configure a PACL on a trunk port, you must first configure port prefer mode. The configuration 
commands to apply a PACL on a trunk or dynamic port will not be available until you configure the port 
in port prefer mode by entering the access-group mode prefer port interface command. Trunk ports do 
not support merge mode.

Layer 2 to Layer 3 Port Conversion
If you reconfigure a port from Layer 2 to Layer 3, any PACL configured on the port becomes inactive 
but remains in the configuration. If you subsequently configure the port as Layer 2, any PACL 
configured on the port becomes active again.

Port-VLAN Association Changes
You can enter port configuration commands that alter the port-VLAN association, which triggers an 
ACL remerge. 

Unmapping and then mapping a PACL, VACL, or Cisco IOS ACL automatically triggers a remerge. 

In merge mode, online insertion or removal of a switching module also triggers a remerge, if ports on 
the module have PACLs configured.

PACL and VACL Interactions
• PACL Interaction with VACLs and Cisco IOS ACLs, page 75-5

• Bridged Packets, page 75-5

• Routed Packets, page 75-5

• Multicast Packets, page 75-6
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PACL Interaction with VACLs and Cisco IOS ACLs
This section describes the guidelines for the PACL interaction with the VACLs and Cisco IOS ACLs.

For an incoming packet on a physical port, the PACL is applied first. If the packet is permitted by the 
PACL, the VACL on the ingress VLAN is applied next. If the packet is Layer 3 forwarded and is 
permitted by the VACL, it is filtered by the Cisco IOS ACL on the same VLAN. The same process 
happens in reverse in the egress direction. However, there is currently no hardware support for output 
PACLs.

The PACLs override both the VACLs and Cisco IOS ACLs when the port is configured in prefer port 
mode. The one exception to this rule is when the packets are forwarded in the software by the route 
processor (RP). The RP applies the ingress Cisco IOS ACL regardless of the PACL mode. Two examples 
where the packets are forwarded in the software are as follows:

• Packets that are egress bridged (due to logging or features such as NAT)

• Packets with IP options

Bridged Packets
Figure 75-1 shows a PACL and a VACL applied to bridged packets. In merge mode, the ACLs are 
applied in the following order:

1. PACL for the ingress port

2. VACL for the ingress VLAN

3. VACL for the egress VLAN

Figure 75-1 Applying ACLs on Bridged Packets

In prefer port mode, only the PACL is applied to the ingress packets (the input VACL is not applied).

Routed Packets
Figure 75-2 shows how ACLs are applied on routed and Layer 3-switched packets. In merge mode, the 
ACLs are applied in the following order:

1. PACL for the ingress port

2. VACL for the ingress VLAN

3. Input Cisco IOS ACL

4. Output Cisco IOS ACL

5. VACL for the egress VLAN

Supervisor Engine Host B

18
20

42
VACL MSFC

Host A

VLAN 10

VACL

PACL
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In prefer port mode, only the PACL is applied to the ingress packets (the input VACL and Cisco IOS 
ACL are not applied).

Figure 75-2 Applying ACLs on Routed Packets

Multicast Packets
Figure 75-3 shows how ACLs are applied on packets that need multicast expansion. For packets that 
need multicast expansion, the ACLs are applied in the following order:

1. Packets that need multicast expansion:

a. PACL for the ingress port

b. VACL for the ingress VLAN

c. Input Cisco IOS ACL

2. Packets after multicast expansion:

a. Output Cisco IOS ACL

b. VACL for the egress VLAN

3. Packets originating from router:

a. Output Cisco IOS ACL

b. VACL for the egress VLAN

In prefer port mode, only the PACL is applied to the ingress packets (the input VACL and Cisco IOS 
ACL are not applied). 

Supervisor Engine

Host B
(VLAN 20)Host A
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Figure 75-3 Applying ACLs on Multicast Packets

How to Configure PACLs
• Configuring IP and MAC ACLs on a Layer 2 Interface, page 75-7

• Configuring Access-group Mode on Layer 2 Interface, page 75-8

• Applying ACLs to a Layer 2 Interface, page 75-8

• Applying ACLs to a Port Channel, page 75-9

• Displaying an ACL Configuration on a Layer 2 Interface, page 75-9

Configuring IP and MAC ACLs on a Layer 2 Interface
IP and MAC ACLs can be applied to Layer 2 physical interfaces. Standard (numbered, named) and 
Extended (numbered, named) IP ACLs, and Extended Named MAC ACLs are supported.

To apply IP or MAC ACLs on a Layer 2 interface, perform this task:

MSFC

Host B
(VLAN 20)

Host D
(VLAN 20)

Host A
(VLAN 10)

Host C
(VLAN 10)

18
20

44

Bridged

Bridged

VACL

VACL 
Input IOS ACL

Output IOS ACL
Routed

IOS ACL for 
output VLAN
for packets 
originating from 
router

Supervisor
Engine

PACL

Command Purpose
Step 1 Switch# configure terminal Enters global configuration mode.
Step 2 Switch(config)# interface interface Enters interface configuration mode for a Layer 2 port.
Step 3 Switch(config-if)# {ip | mac} access-group 

{name | number | in | out}
Applies a numbered or named ACL to the Layer 2 
interface. 

Step 4 Switch(config)# show running-config Displays the access list configuration. 
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This example shows how to configure the Extended Named IP ACL simple-ip-acl to permit all TCP 
traffic and implicitly deny all other IP traffic:
Switch(config)# ip access-list extended simple-ip-acl 
Switch(config-ext-nacl)# permit tcp any any
Switch(config-ext-nacl)# end

This example shows how to configure the Extended Named MAC ACL simple-mac-acl to permit source 
host 000.000.011 to any destination host:
Switch(config)# mac access-list extended simple-mac-acl
Switch(config-ext-macl)# permit host 000.000.011 any
Switch(config-ext-macl)# end

Configuring Access-group Mode on Layer 2 Interface
To configure the access mode on a Layer 2 interface, perform this task:

This example shows how to configure an interface to use prefer port mode:
Switch# configure terminal
Switch(config)# interface gigabitEthernet 6/1
Switch(config-if)# access-group mode prefer port

This example shows how to configure an interface to use merge mode:
Switch# configure terminal
Switch(config)# interface gigabitEthernet 6/1
Switch(config-if)# access-group mode merge

Applying ACLs to a Layer 2 Interface
To apply IP and MAC ACLs to a Layer 2 interface, perform one of these tasks:

 

This example applies the extended named IP ACL simple-ip-acl to interface GigabitEthernet 6/1 ingress 
traffic:
Switch# configure t
Switch(config)# interface gigabitEthernet 6/1
Switch(config-if)# ip access-group simple-ip-acl in

Command Purpose
Step 1 Switch# configure terminal Enters global configuration mode.
Step 2 Switch(config)# interface interface Enters interface configuration mode for a Layer 2 port.
Step 3 Switch(config-if)# [no] access-group mode 

{prefer port | merge}
Sets the mode for this Layer 2 interface. The no prefix 
sets the mode to the default value (which is merge).

Step 4 Switch(config)# show running-config Displays the access list configuration. 

Command Purpose
Switch(config-if)# ip access-group ip-acl in Applies an IP ACL to the Layer 2 interface.
Switch(config-if)# mac access-group mac-acl in Applies a MAC ACL to the Layer 2 interface.
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This example applies the extended named MAC ACL simple-mac-acl to interface GigabitEthernet 6/1 
ingress traffic:
Switch# configure t
Switch(config)# interface gigabitEthernet 6/1
Switch(config-if)# mac access-group simple-mac-acl in

Applying ACLs to a Port Channel
To apply IP and MAC ACLs to a port channel logical interface, perform this task:

 

This example applies the extended named IP ACL simple-ip-acl to port channel 3 ingress traffic:
Switch# configure t
Switch(config)# interface port-channel 3
Switch(config-if)# ip access-group simple-ip-acl in

Displaying an ACL Configuration on a Layer 2 Interface
To display information about an ACL configuration on Layer 2 interfaces, perform one of these tasks:

 

This example shows that the IP access group simple-ip-acl is configured on the inbound direction of 
interface fa6/1:
Switch# show ip interface gigabitethernet 6/1
GigabitEthernet6/1 is up, line protocol is up
  Inbound  access list is simple-ip-acl
  Outgoing access list is not set

This example shows that MAC access group simple-mac-acl is configured on the inbound direction of 
interface Gigabit Ethernet 6/1:
Switch# show mac access-group interface gigabitethernet 6/1
Interface GigabitEthernet6/1:
   Inbound access-list is simple-mac-acl   
   Outbound access-list is not set

This example shows that access group merge is configured on interface Gigabit Ethernet 6/1:

Command Purpose
Switch(config-if)# interface port-channel number Enters configuration mode for the port channel.
Switch(config-if)# ip access-group ip-acl {in | out} Applies an IP ACL to the port channel interface.
Switch(config-if)# mac access-group mac-acl {in | out} Applies a MAC ACL to the port channel interface.

Command Purpose
Switch# show ip access-lists [interface interface-name] Shows the IP access group configuration on the interface.
Switch# show mac access-group [interface interface-name] Shows the MAC access group configuration on the 

interface.
Switch# show access-group mode [interface interface-name] Shows the access group mode configuration on the 

interface.
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Switch# show access-group mode interface gigabitethernet 6/1
Interface GigabitEthernet6/1:
   Access group mode is: merge

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for VACLs, page 76-1

• Restrictions for VACLs, page 76-2

• Information About VACLs, page 76-2

• How to Configure VACLs, page 76-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• Optimized ACL logging (OAL) and VACL capture are incompatible. Do not configure both features 
on the switch. With OAL configured (see the “Optimized ACL Logging” section on page 71-15), 
use SPAN to capture traffic.

• Also see the “PACL Interaction with VACLs and Cisco IOS ACLs” section on page 75-5. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for VACLs 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for VACLs 
• VACLs use standard and extended Cisco IOS IP and MAC layer-named ACLs (see “MAC ACLs” 

section on page 71-11) and VLAN access maps. 

• IGMP packets are not checked against VACLs.

• VLAN access maps can be applied to VLANs for VACL capture. 

• Each VLAN access map can consist of one or more map sequences; each sequence has a match 
clause and an action clause. The match clause specifies IP or MAC ACLs for traffic filtering and the 
action clause specifies the action to be taken when a match occurs. When a flow matches a permit 
ACL entry, the associated action is taken and the flow is not checked against the remaining 
sequences. When a flow matches a deny ACL entry, it will be checked against the next ACL in the 
same sequence or the next sequence. If a flow does not match any ACL entry and at least one ACL 
is configured for that packet type, the packet is denied. 

• To apply access control to both bridged and routed traffic, you can use VACLs alone or a 
combination of VACLs and ACLs. You can define ACLs on the VLAN interfaces to apply access 
control to both the ingress and egress routed traffic. You can define a VACL to apply access control 
to the bridged traffic. 

• The following caveats apply to ACLs when used with VACLs:

– Packets that require logging on the outbound ACLs are not logged if they are denied by a VACL.

– VACLs are applied on packets before NAT translation. If the translated flow is not subject to 
access control, the flow might be subject to access control after the translation because of the 
VACL configuration.

• VACLs check for conflicts with other features using capture like OAL, Lawful Intercept (LI), and 
IPv6 learning.

• When VACL capture is configured with Policy Based Routing (PBR) on the same interface, do not 
select BDD as the ACL merge algorithm. 

• When VACL capture is configured on an egress interface together with another egress feature that 
requires software processing of the traffic, packets of the overlapping traffic may be captured twice.

• The action clause in a VACL can be forward, drop, capture, or redirect. Traffic can also be logged. 

Note • VACLs have an implicit deny at the end of the map; a packet is denied if it does not match any ACL 
entry, and at least one ACL is configured for the packet type.

• If an empty or undefined ACL is specified in a VACL, any packets will match the ACL, and the 
associated action is taken.

Information About VACLs
VLAN ACLs (VACLs) can provide access control for all packets that are bridged within a VLAN or that 
are routed into or out of a VLAN for VACL capture. Unlike Cisco IOS ACLs that are applied on routed 
packets only, VACLs apply to all packets and can be applied to any VLAN. VACLs are processed in the ACL 
TCAM hardware. VACLs ignore any Cisco IOS ACL fields that are not supported in hardware. 

You can configure VACLs for IP and MAC-layer traffic. 
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If a VACL is configured for a packet type, and a packet of that type does not match the VACL, the default 
action is to deny the packet.

Packets can either enter the VLAN through a Layer 2 port or through a Layer 3 port after being routed. 
You can also use VACLs to filter traffic between devices in the same VLAN.

Starting with the Cisco IOS 15.4SY1 release, the rate-limiter for VACL capture will no longer be 
disabled by default. The VACL CAP2 rate-limit will be enabled with a default value of 200 pps. Use the 
platform feature-manager capture rate-limit command to change the value of the capture rate-limit 
or to disable the VACL CAP2 rate-limiter. Any modification to the default rate-limit using the platform 
feature-manager capture rate-limit command will cause the new CAP2 rate-limit value to take effect. 
CAP2 rate-limit can be disabled using the no platform feature-manager capture rate-limit command. 
The Nonvolatile Generation (NVGEN) process is invoked upon running the platform feature-manager 
capture rate-limit and no platform feature-manager capture rate-limit commands. The CAP2 
rate-limit value can be reverted to the default value using the default version of the command.

How to Configure VACLs
• Defining a VLAN Access Map, page 76-3

• Configuring a Match Clause in a VLAN Access Map Sequence, page 76-4

• Configuring an Action Clause in a VLAN Access Map Sequence, page 76-4

• Applying a VLAN Access Map, page 76-5

• Verifying VLAN Access Map Configuration, page 76-5

• VLAN Access Map Configuration and Verification Examples, page 76-5

• Configuring a Capture Port, page 76-6

• Configuring VACL Logging, page 76-7

Defining a VLAN Access Map
To define a VLAN access map, perform this task:

• To insert or modify an entry, specify the map sequence number.

• If you do not specify the map sequence number, a number is automatically assigned. 

• You can specify only one match clause and one action clause per map sequence. 

• Use the no keyword with a sequence number to remove a map sequence. 

• Use the no keyword without a sequence number to remove the map. 

See the “VLAN Access Map Configuration and Verification Examples” section on page 76-5.

Command Purpose
Router(config)# vlan access-map map_name [0-65535] Defines the VLAN access map. Optionally, you can specify 

the VLAN access map sequence number.
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Configuring a Match Clause in a VLAN Access Map Sequence
To configure a match clause in a VLAN access map sequence, perform this task:

• Release 15.0(1)SY1 and later releases support IPv6 ACLs. 

• You can select one or more ACLs.

• Use the no keyword to remove a match clause or specified ACLs in the clause.

• For information about named MAC-Layer ACLs, see “MAC ACLs” section on page 71-11.

• For information about Cisco IOS ACLs, see Chapter 71, “Cisco IOS ACL Support” and the “VLAN 
Access Map Configuration and Verification Examples” section on page 76-5.

Configuring an Action Clause in a VLAN Access Map Sequence
To configure an action clause in a VLAN access map sequence, perform this task:

• You can set the action to drop, forward, forward capture, or redirect packets.

• Forwarded packets are still subject to any configured Cisco IOS security ACLs.

• The capture action sets the capture bit for the forwarded packets so that ports with the capture 
function enabled can receive the packets. Only forwarded packets can be captured. For more 
information about the capture action, see the “Configuring a Capture Port” section on page 76-6.

• The forward vlan action implements Policy-Based Forwarding (PBF), bridging between VLANs.

• When the log action is specified, dropped packets are logged in software. Only dropped IP packets 
can be logged. 

• The redirect action allows you to specify up to five interfaces, which can be physical interfaces or 
EtherChannels. You cannot specify packets to be redirected to an EtherChannel member or a VLAN.

• The redirect interface must be in the VLAN for which the VACL access map is configured. 

• If a VACL is redirecting traffic to an egress SPAN source port, SPAN does not copy the 
VACL-redirected traffic.

• SPAN and RSPAN destination ports transmit VACL-redirected traffic. 

• Use the no keyword to remove an action clause or specified redirect interfaces.

See the “VLAN Access Map Configuration and Verification Examples” section on page 76-5.

Command Purpose
Router(config-access-map)# match {[ip | ipv6] address 
{1-199 | 1300-2699 | acl_name} | {mac address acl_name}}

Configures the match clause in a VLAN access map 
sequence. 

Command Purpose
Router(config-access-map)# action {drop [log]} | 
{forward [capture | vlan vlan_ID]} | {redirect 
{{fastethernet | gigabitethernet | tengigabitethernet} 
slot/port} | {port-channel channel_id}}

Configures the action clause in a VLAN access map 
sequence.
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Applying a VLAN Access Map
To apply a VLAN access map, perform this task:

• You can apply the VLAN access map to one or more VLANs.

• The vlan_list parameter can be a single VLAN ID or a comma-separated list of VLAN IDs or VLAN 
ID ranges (vlan_ID–vlan_ID).

• You can apply only one VLAN access map to each VLAN.
• VACLs applied to VLANs are active only for VLANs with a Layer 3 VLAN interface configured. 

Applying a VLAN access map to a VLAN without a Layer 3 VLAN interface creates an 
administratively down Layer 3 VLAN interface to support the VLAN access map. 

• VACLs applied to VLANs are inactive if the Layer 2 VLAN does not exist or is not operational.
• You cannot apply a VACL to a secondary private VLAN. VACLs applied to primary private VLANs 

also apply to secondary private VLANs.
• Use the no keyword to clear VLAN access maps from VLANs.

See the “VLAN Access Map Configuration and Verification Examples” section on page 76-5.

Verifying VLAN Access Map Configuration
To verify VLAN access map configuration, perform this task:

VLAN Access Map Configuration and Verification Examples
Assume IP-named ACL net_10 and any_host are defined as follows:
Router# show ip access-lists net_10
Extended IP access list net_10
    permit ip 10.0.0.0 0.255.255.255 any

Router# show ip access-lists any_host
Standard IP access list any_host
    permit any

This example shows how to define and apply a VLAN access map to forward IP packets. In this example, 
IP traffic matching net_10 is forwarded and all other IP packets are dropped due to the default drop 
action. The map is applied to VLAN 12 to 16.
Router(config)# vlan access-map thor 10

Command Purpose
Router(config)# vlan filter map_name vlan-list Applies the VLAN access map to the specified VLANs.

Command Purpose
Router# show vlan access-map [map_name] Verifies VLAN access map configuration by displaying the 

content of a VLAN access map.
Router# show vlan filter [access-map map_name | vlan 
vlan_id]

Verifies VLAN access map configuration by displaying the 
mappings between VACLs and VLANs.
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Router(config-access-map)# match ip address net_10
Router(config-access-map)# action forward 
Router(config-access-map)# exit 
Router(config)# vlan filter thor vlan-list 12-16 

This example shows how to define and apply a VLAN access map to drop and log IP packets. In this 
example, IP traffic matching net_10 is dropped and logged and all other IP packets are forwarded: 
Router(config)# vlan access-map ganymede 10
Router(config-access-map)# match ip address net_10
Router(config-access-map)# action drop log
Router(config-access-map)# exit
Router(config)# vlan access-map ganymede 20
Router(config-access-map)# match ip address any_host
Router(config-access-map)# action forward
Router(config-access-map)# exit
Router(config)# vlan filter ganymede vlan-list 7-9 

This example shows how to define and apply a VLAN access map to forward and capture IP packets. In 
this example, IP traffic matching net_10 is forwarded and captured and all other IP packets are dropped:
Router(config)# vlan access-map mordred 10 
Router(config-access-map)# match ip address net_10
Router(config-access-map)# action forward capture
Router(config-access-map)# exit
Router(config)# vlan filter mordred vlan-list 2, 4-6 

Configuring a Capture Port

Note • A port configured to capture VACL-filtered traffic is called a capture port.

• To apply IEEE 802.1Q tags to the captured traffic, configure the capture port to trunk 
unconditionally (see the “Configuring the Layer 2 Trunk to Use DTP” section on page 22-8 and the 
“Configuring the Layer 2 Trunk Not to Use DTP” section on page 22-9).

To configure a capture port, perform this task:

• You can configure any port as a capture port. 

• The vlan_list parameter can be a single VLAN ID or a comma-separated list of VLAN IDs or VLAN 
ID ranges (vlan_ID–vlan_ID).

• To encapsulate captured traffic, configure the capture port with the switchport trunk 
encapsulation command (see the “Configuring a Layer 2 Switching Port as a Trunk” section on 
page 22-8) before you enter the switchport capture command.

Command Purpose
Step 1 Router(config)# interface {{type slot/port} Specifies the interface to configure. 
Step 2 Router(config-if)# switchport capture allowed 

vlan {add | all | except | remove} vlan_list
(Optional) Filters the captured traffic on a 
per-destination-VLAN basis. The default is all. 

Step 3 Router(config-if)# switchport capture Configures the port to capture VACL-filtered traffic.
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• For unencapsulated captured traffic, configure the capture port with the switchport mode access 
command (see the “Configuring a LAN Interface as a Layer 2 Access Port” section on page 22-13) 
before you enter the switchport capture command.

• The capture port supports only egress traffic. No traffic can enter the switch through a capture port.

This example shows how to configure a Gigabit Ethernet interface 5/1 as a capture port:
Router(config)# interface gigabitEthernet 5/1 
Router(config-if)# switchport capture 
Router(config-if)# end

This example shows how to display VLAN access map information:
Router# show vlan access-map mymap 
Vlan access-map "mymap"  10
        match: ip address net_10
        action: forward capture
Router# 

This example shows how to display mappings between VACLs and VLANs. For each VACL map, there 
is information about the VLANs that the map is configured on and the VLANs that the map is active on. 
A VACL is not active if the VLAN does not have an interface.
Router# show vlan filter 
VLAN Map mordred:
        Configured on VLANs:  2,4-6
            Active on VLANs:  2,4-6
Router# 

Configuring VACL Logging
When you configure VACL logging, IP packets that are denied generate log messages in these situations:

• When the first matching packet is received

• For any matching packets received during the last 5-minute interval 

• If the threshold is reached before the 5-minute interval

Log messages are generated on a per-flow basis. A flow is defined as packets with the same IP addresses and 
Layer 4 (UDP or TCP) port numbers. When a log message is generated, the timer and packet count is reset.

These restrictions apply to VACL logging:

• Because of the rate-limiting function for redirected packets, VACL logging counters may not be 
accurate.

• Only denied IP packets are logged.

To configure VACL logging, use the action drop log command action in VLAN access map submode 
(see the “Configuring an Action Clause in a VLAN Access Map Sequence” section on page 76-4) and 
perform this task in global configuration mode to specify the global VACL logging parameters:

Command Purpose
Step 1 Router(config)# vlan access-log maxflow 

max_number 
Sets the log table size. The content of the log table can be 
deleted by setting the maxflow number to 0. The default 
is 500 with a valid range of 0 to 2048. When the log table 
is full, logged packets from new flows are dropped by the 
software.
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This example shows how to configure global VACL logging in hardware:
Router(config)# vlan access-log maxflow 800 
Router(config)# vlan access-log ratelimit 2200 
Router(config)# vlan access-log threshold 4000 

Displays the configured VACL logging properties.
Router# show vlan access-log config 

Displays the content of the VACL log table.
Router# show vlan access-log flow protocol {{src_addr src_mask} | any | {host {hostname | 
host_ip}}} {{dst_addr dst_mask} | any | {host {hostname | host_ip}}}
[vlan vlan_id] 

Displays packet and message counts and other statistics.
Router# show vlan access-log statistics 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Step 2 Router(config)# vlan access-log ratelimit pps Sets the maximum redirect VACL logging packet rate. 
The default packet rate is 2000 packets per second with a 
valid range of 0 to 5000. Packets exceeding the limit are 
dropped by the hardware.

Step 3 Router(config)# vlan access-log threshold 
pkt_count 

Sets the logging threshold. A logging message is generated 
if the threshold for a flow is reached before the 5-minute 
interval. By default, no threshold is set.

Step 4 Router(config)# exit Exits VLAN access map configuration mode. 

Command Purpose

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for PBF, page 77-1

• Restrictions for PBF, page 77-2

• Information About PBF, page 77-2

• Default Settings for PBF, page 77-2

• How to Configure PBF, page 77-2

• Monitoring PBF, page 77-3

• Configuration Examples for PBF, page 77-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• Optimized ACL logging (OAL) and VACL capture are incompatible. Do not configure both features 
on the switch. With OAL configured (see the “Optimized ACL Logging” section on page 71-15), 
use SPAN to capture traffic.

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for PBF 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for PBF 
• PBF is performed in software, with optional rate limiters to control CPU usage. 

• PBF is applied only to ingress traffic. 

• To allow traffic in both directions between two VLANs, you must configure PBF in both VLANs. 

• You can configure PBF between hosts in different switches. 

• By default, PBF hosts in the same VLAN cannot communicate with each other. To allow local 
communication, use the local keyword.

• When configuring the vlan filter command, specify only one VLAN after the vlan-list keyword. If 
you specify more than one VLAN, PBF will ignore all but the last VLAN in the list.

• Layer 2 port ACLs (PACLs) take precedence over PBF.

• If the sending VLAN is shut down, PBF will still function. Shutting down a VLAN disables Layer 
3 functionality, but PBF is a Layer 2 function.

Information About PBF 
PBF is a MAC-address VACL that bridges packets between VLANs. PBF forwards packets based solely 
on the source and destination MAC addresses, ignoring any information above Layer 2. 

Default Settings for PBF 
None. 

How to Configure PBF 
To configure PBF, perform this task on each source VLAN:

Command Purpose
Step 1 Router(config)# mac host my_host mac_addr (Optional) Assigns a name to the MAC address of the 

source host.
Step 2 Router(config)# mac access-list extended 

macl_name 
Configures a MAC ACL.

Step 3 Router(config-ext-macl)# permit host my_host any Configures an access control entry (ACE) to permit 
traffic from the named host to any other address. Hosts 
can be specified by a name or by a MAC address.

Step 4 Router(config-ext-macl)# permit host my_host host 
other_host 

Configures an ACE to permit traffic from the named host 
to one other host. 

Step 5 Router(config-ext-macl)# exit Exits ACL configuration.
Step 6 Router(config)# vlan access-map map_name Defines a VLAN access map. 
Step 7 Router(config-access-map)# match mac address 

macl_name
Applies the MAC ACL to this VLAN access map.



77-3
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 77      Policy-Based Forwarding (PBF)
Monitoring PBF

Monitoring PBF 
• The output of the show vlan mac-pbf config command displays the following fields for configured 

PBF paths:

– Rcv Vlan — The number of the VLAN to which packets are forwarded by PBF.

– Snd Vlan — The number of the VLAN which will forward packets by PBF.

– DMAC — The MAC address of the destination host on the receiving VLAN.

– SMAC — The MAC address of the source host on the sending VLAN.

– (Local) — Displays 1 if the local keyword is configured in the action forward vlan command 
on the sending VLAN; displays 0 if the local keyword is not configured.

– (Packet counter) — The number of packets that have been forwarded from the sending VLAN 
to the receiving VLAN. To clear this counter, enter the clear vlan mac-pbf counters command.

– Pkts dropped — The number of packets that have been dropped by the sending VLAN. To clear 
this counter, enter the clear vlan mac-pbf counters command.

Configuration Examples for PBF 
This example shows how to configure and display PBF to allow two hosts in separate VLANs (“red” 
VLAN 100 and “blue” VLAN 200) on the same switch to exchange packets:
Router(config)# mac host host_red3 0001.0002.0003
Router(config)# mac access-list extended macl_red 
Router(config-ext-macl)# permit host host_red host host_blue
Router(config-ext-macl)# exit 
Router(config)# vlan access-map red_to_blue 
Router(config-access-map)# match mac address macl_red
Router(config-access-map)# action forward vlan 200 local
Router(config-access-map)# exit 
Router(config)# vlan filter red_to_blue vlan-list 100
Router(config)# interface vlan 100
Router(config-if)# mac packet-classify

Step 8 Router(config-access-map)# action forward vlan 
other_vlan_ID [local]

Forwards matching traffic to the other VLAN. 

Note By default, PBF-specified devices on the same 
VLAN cannot communicate with each other. To 
allow local communication by the host, use the 
local keyword.

Step 9 Router(config-access-map)# exit Exits access map configuration.
Step 10 Router(config)# vlan filter map_name vlan-list 

my_vlan_ID
Applies the VLAN access map to the specified VLAN.

Step 11 Router(config)# interface vlan my_vlan_ID Enters interface configuration mode for the VLAN.
Step 12 Router(config-if)# mac packet-classify Classifies incoming or outgoing Layer 3 packets on this 

VLAN as Layer 2 packets.
Step 13 Router(config-if)# exit Exits interface configuration mode.
Step 14 Router(config)# exit Exits global configuration mode.

Command Purpose
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Router(config-if)# exit 
Router(config)#
Router(config)# mac host host_blue5 0001.0002.0005
Router(config)# mac access-list extended macl_blue 
Router(config-ext-macl)# permit host host_blue host host_red
Router(config-ext-macl)# exit 
Router(config)# vlan access-map blue_to_red 
Router(config-access-map)# match mac address macl_blue
Router(config-access-map)# action forward vlan 100 
Router(config-access-map)# exit 
Router(config)# vlan filter blue_to_red vlan-list 200
Router(config)# interface vlan 200
Router(config-if)# mac packet-classify
Router(config-if)# exit 
Router# 
Router# show vlan mac-pbf config 
 Rcv Vlan 100, Snd Vlan 200, DMAC 0001.0002.0003, SMAC 0001.0002.0005 1 15 
 Rcv Vlan 200, Snd Vlan 100, DMAC 0001.0002.0005, SMAC 0001.0002.0003 0 23 
 Pkts Dropped 0
Router#

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Security ACLs and VACLs, page 78-2

• QoS Rate Limiting, page 78-2

• Global Protocol Packet Policing, page 78-3

• Unicast Reverse Path Forwarding (uRPF) Check, page 78-6

• Configuring Sticky ARP, page 78-9

• Monitoring Packet Drop Statistics, page 78-10

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• Also see: 

– Chapter 74, “MAC Address-Based Traffic Blocking” 

– Chapter 83, “Traffic Storm Control” 

– Chapter 79, “Control Plane Policing (CoPP)”

– http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/15-sy/secdata-15-sy-library.ht
ml 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/15-sy/secdata-15-sy-library.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/config_library/15-sy/secdata-15-sy-library.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Security ACLs and VACLs
If the network is under a DoS attack, ACLs can be an efficient method for dropping the DoS packets 
before they reach the intended target. Use security ACLs if an attack is detected from a particular host. 

In this example, the host 10.1.1.10 and all traffic from that host is denied:
Router(config)# access-list 101 deny ip host 10.1.1.10 any
Router(config)# access-list 101 permit ip any any

Security ACLs also protect against the spoofing of addresses. For example, assume that a source 
address A is on the inside of a network and a switch interface that is pointing to the Internet. You can 
apply an inbound ACL on the switch Internet interface that denies all addresses with a source of A (the 
inside address). This action stops attacks where the attackers spoof inside source addresses. When the 
packet arrives at the switch interface, it matches on that ACL and drops the packet before it causes 
damage.

When the switch is used with a Cisco Intrusion Detection Module (CIDM), you can dynamically install 
the security ACL as a response to the detection of the attack by the sensing engine. 

VACLs are a security enforcement tool based on Layer 2, Layer 3, and Layer 4 information. The result 
of a VACL lookup against a packet can be a permit, a deny, a permit and capture, or a redirect. When 
you associate a VACL with a particular VLAN, all traffic must be permitted by the VACL before the 
traffic is allowed into the VLAN. VACLs are enforced in hardware, so there is no performance penalty 
for applying VACLs to a VLAN. 

See Chapter 71, “Cisco IOS ACL Support,” and Chapter 76, “VLAN ACLs (VACLs).”

QoS Rate Limiting
QoS ACLs limit the amount of a particular type of traffic that is processed by the RP. If a DoS attack is 
initiated against the RP, QoS ACLs can prevent the DoS traffic from reaching the RP data path and 
congesting it. The PFC and DFCs perform QoS in hardware, which offers an efficient means of limiting 
DoS traffic (once that traffic has been identified) to protect the switch from impacting the RP. 

For example, if the network is experiencing ping-of-death or smurf attacks, the administrator should rate 
limit the ICMP traffic to counteract the DoS attack and still allow legitimate traffic through the 
processor, or allow it to be forwarded to the RP or host. This rate limiting configuration must be done 
for each flow that should be rate limited and the rate-limiting policy action should be applied to the 
interface.

In the following example, the access-list 101 permits and identifies ping (echo) ICMP messages from 
any source to any destination as traffic. Within the policy map, a policing rule defines a specified 
committed information rate (CIR) and burst value (96000 bps and 16000 bps) to rate limit the ping 
(ICMP) traffic through the chassis. The policy map then is applied to an interface or VLAN. If the ping 
traffic exceeds the specified rate on the VLAN or interface where the policy map is applied, it is dropped 
as specified in the markdown map (the markdown map for the normal burst configurations is not shown 
in the example). 
Router(config)# access-list 101 permit icmp any any echo 
Router(config)# class-map match-any icmp_class 
Router(config-cmap)# match access-group 101 
Router(config-cmap)# exit 
Router(config)# policy-map icmp_policer 
Router(config-pmap)# class icmp_class 
Router(config-pmap-c)# police 96000 16000 conform-action transmit exceed-action 
policed-dscp-transmit drop 
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Router(config-pmap-c)# exit 
Router(config-pmap)# exit 

See Chapter 65, “Classification, Marking, and Policing.”

Global Protocol Packet Policing 
• Prerequisites for Global Protocol Packet Policing, page 78-3

• Restrictions for Global Protocol Packet Policing, page 78-3

• Information About Global Protocol Packet Policing, page 78-5

• How to Configure Single-Command Global Protocol Packet Policing, page 78-5

• How to Configure Policy-Based Global Protocol Packet Policing, page 78-6

Prerequisites for Global Protocol Packet Policing 
None. 

Restrictions for Global Protocol Packet Policing 
• The minimum values supported by the platform qos protocol arp police command are too small 

for use in production networks. 

• ARP packets are approximately 40 bytes long and ARP reply packets are approximately 60 bytes 
long. The policer rate value is in bits per second. The burst value is in bytes per second. Together, 
an ARP request and reply are approximately 800 bits. 

• The configured rate limits are applied separately to the PFC and each DFC. The RP CPU will receive 
the configured value times the number of forwarding engines. 

• Policy-based protocol packet policing is applied per-forwarding engine (PFC and any DFCs).

• With Supervisor Engine 2T, policy-based protocol packet policing supports distributed aggregate 
policing (see the “Enabling Distributed Aggregate Policing” section on page 65-8). 

• The protocol packet policing mechanism effectively protects the RP CPU against attacks such as 
line-rate ARP attacks, but it polices both routing protocols and ARP packets to the switch and also 
polices traffic through the switch with less granularity than CoPP. 

• The policing mechanism shares the root configuration with a policing-avoidance mechanism. The 
policing-avoidance mechanism lets the routing protocol and ARP packets flow through the network 
when they reach a QoS policer. This mechanism can be configured using the platform qos protocol 
protocol_name pass-through command. 

• Policy-based protocol packet policing does not support microflow policers. 

• Only ingress Policy-based protocol packet policing is supported. 

• Policy-based protocol packet policing does not support Layer 4 ACL operators (see the 
“Restrictions for Layer 4 Operators in ACLs” section on page 71-2), which imposes these 
subsequent restrictions:

– For IPv4 or IPv6 traffic, no support for UDP or TCP port range matching 

– For IPv6 traffic, no support for precedence or DSCP matching 
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• Protocol packet policing policies can share an aggregate policer with QoS policies.

• An aggregate policer cannot be applied to both ingress and egress traffic. 

• With Supervisor Engine 2T, policy-based protocol packet policing supports a maximum of 1,000 
global TCAM entries. 

• Policy-based protocol packet policing supports the class default and permit protocol_name any 
any commands, but traffic flow might be affected significantly because the protocol packet policing 
policy processes all matched traffic. 

• With Supervisor Engine 2T, policy-based protocol packet policing works with any configured port 
trust state. 

• You can configure both single-command protocol packet policing and policy-based protocol packet 
policing. Single-command protocol packet policing is applied first and then policy-based protocol 
packet policing. 

Note The software does not detect or attempt to resolve any configuration conflicts between single-command 
protocol packet policing and policy-based protocol packet policing. 

• You can configure both policy-based protocol packet policing and control plane policing (see 
Chapter 79, “Control Plane Policing (CoPP)”). Policy-based protocol packet policing is applied first 
and then CoPP. 

• Single-command protocol packet policing programs the configured protocol-specific action for 
ingress traffic and automatically programs a corresponding egress-traffic pass-through action to 
preserve the ingress result egress traffic.  

• Policy-based protocol packet policing does not automatically preserve the ingress policing result in 
egress traffic. 

– To preserve the ingress policing result in egress traffic with policy-based protocol packet 
policing, configure an appropriate output policy. To pass egress traffic through unchanged, 
duplicate each ingess class in the output policy and configure trust dscp as the class-map 
action. 

– Without an output policy-map, egress traffic is processed by any configured interface-based 
policy-map and ingress global policy result will be overwritten.

• The PFC and any DFCs supports a single match command in class-map match-all class maps, 
except that the match protocol command can be configured in a class map with the match dscp or 
match precedence command. 

• The PFC and any DFCs supports multiple match commands in class-map match-any class maps. 

• Class maps can use the match commands listed in Table 78-1 to configure a traffic class that is 
based on the match criteria. 
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The PFC and any DFCs supports these ACL types for use with the match access group command:

Table 78-1 Traffic Classification Class Map match Commands and Match Criteria

match Commands 
Directio
n Match Criteria

match access-group {access_list_number | name access_list_name} Ingress Access control list (ACL). 

Note Use ACLs to match the following: 
—CoS value 
—VLAN ID 
—Packet length 

match any Ingress Any match criteria.
match cos Ingress CoS value.
match discard-class Ingress Discard class value.
match dscp 

Note The match protocol command can be configured in a class 
map with the match dscp command. 

Ingress DSCP value.

match l2 miss Ingress Layer 2 traffic flooded in a VLAN because 
it is addressed to a currently unlearned 
MAC-Layer destination address. 

match mpls experimental topmost Ingress MPLS EXP value in the topmost label.
match precedence 

Note The match protocol command can be configured in a class 
map with the match precedence command. 

Ingress IP precedence values. 

match protocol {arp | ip | ipv6} 

Note The match protocol command can be configured in a class 
map with the match dscp or match precedence command. 

Ingress Protocol. 

match qos-group Ingress QoS group ID. 

Protocol Numbered ACLs Extended ACLs Named ACLs
IPv4 Yes:

1 to 99
1300 to 1999

Yes:
100 to 199
2000 to 2699

Yes

IPv6 Not applicable Yes (named) Yes
MAC Layer Not applicable Not applicable Yes 
ARP Not applicable Not applicable Yes

http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_access-group
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_any
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_cos
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_discard-class
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_dscp
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_mpls_experimental_topmost
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_precedence
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_protocol
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_m1.html#match_qos-group
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Information About Global Protocol Packet Policing 
Attackers may try to overwhelm the RP CPU with routing protocol control packets (for example, ARP 
packets). Protocol packet policing rate limits this traffic in hardware. Release 15.1(1)SY1 and later 
releases support policy-based global protocol packet policing, shown in Cisco Feature Navigator as the 
Global QoS Policy feature. 

How to Configure Single-Command Global Protocol Packet Policing 
Enter the platform qos protocol ? to display the supported routing protocols. 

The platform qos protocol arp police command rate limits ARP packets. This example shows how to 
allow 200 ARP requests and replies per second:
Router(config)# platform qos protocol arp police 200000 6000 

This example shows how to display the available protocols to use with protocol packet policing: 
Router(config)# platform qos protocol ? 
  isis           
  eigrp          
  ldp            
  ospf           
  rip            
  bgp            
  ospfv3         
  bgpv2          
  ripng          
  neigh-discover 
  wlccp          
  arp            

This example shows how to display the available keywords to use with the platform qos protocol 
command:
Router(config)# platform qos protocol protocol_name ? 
  pass-through  pass-through keyword
  police        police keyword
  precedence    change ip-precedence(used to map the dscp to cos value)

How to Configure Policy-Based Global Protocol Packet Policing 
Use these QoS sections and the global protocol packet policing policy map configuration section: 

• Configuring a Class Map, page 65-8 

• Configuring a Policy Map, page 65-9 

• Configuring a Global Protocol Packet Policing Policy Map, page 78-6 
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Configuring a Global Protocol Packet Policing Policy Map 
To configure a global protocol packet policing policy map, perform this task: 

Unicast Reverse Path Forwarding (uRPF) Check 
• Prerequisites for uRPF Check, page 78-7

• Restrictions for uRPF Check, page 78-7

• Information about uRPF Check, page 78-7

• Configuring the Unicast RPF Check Mode, page 78-8

• Enabling Self-Pinging, page 78-9

Prerequisites for uRPF Check 
None.

Restrictions for uRPF Check 
• Unicast RPF does not provide complete protection against spoofing. Spoofed packets can enter a 

network through unicast RPF-enabled interfaces if an appropriate return route to the source IP 
address exists. 

• You can configure a unicast RPF mode on each interface. 

• The “allow default” options of the unicast RPF modes do not offer significant protection against 
spoofing. 

– Strict unicast RPF Check with Allow Default—Received IP traffic that is sourced from a prefix 
that exists in the routing table passes the unicast RPF check if the prefix is reachable through 
the input interface. If a default route is configured, any IP packet with a source prefix that is not 
in the routing table passes the unicast RPF check if the ingress interface is a reverse path for the 
default route. 

– Loose unicast RPF Check with Allow Default—If a default route is configured, any IP packet 
passes the unicast RPF check. 

• Unicast RPF Strict Mode—The unicast RPF strict mode provides the greatest security against 
spoofed traffic. If, on all unicast RPF-check enabled interfaces, the switch receives valid IP traffic 
through interfaces that are reverse paths for the traffic, then strict mode is an option. 

• Unicast RPF Loose Mode—The unicast RPF loose mode provides less protection than strict mode, 
but it is an option on switches that receive valid IP traffic on interfaces that are not reverse paths for 
the traffic. The unicast RPF loose mode verifies that received traffic is sourced from a prefix that 
exists in the routing table, regardless of the interface on which the traffic arrives. 

Command Purpose
Router(config)# platform qos service-policy input 
policy_map_name 

Configures a global protocol packet policing policy map.

Note You can configure one input policy.
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Information about uRPF Check 
The unicast RPF check verifies that the source address of received IP packets is reachable. The unicast 
RPF check discards IP packets that lack a verifiable IP source prefix (route), which helps mitigate 
problems that are caused by traffic with malformed or forged (spoofed) IP source addresses. 

The PFC4 and DFC4s provide hardware support for the unicast RPF check on up to 16 paths, both with 
and without ACL filtering, for both IPv4 and IPv6 traffic. 

To ensure that no more than 16 reverse-path interfaces exist in the routing table for each prefix, enter the 
maximum-paths 16 command in config-router mode when configuring OSPF, EIGRP, or BGP. 

How to Configure Unicast RPF Check
• Configuring the Unicast RPF Check Mode, page 78-8 

• Enabling Self-Pinging, page 78-9 

Note The following commands exist in the CLI, but have no function: 

• platform ip cef rpf interface-group 

• platform ip cef rpf multipath interface-group 

• platform ip cef rpf multipath pass 

• platform ip cef rpf multipath punt 

Configuring the Unicast RPF Check Mode
To configure unicast RPF check mode, perform this task:

• Use the rx keyword to enable strict check mode.

• Use the any keyword to enable exist-only check mode.

• Use the allow-default keyword to allow use of the default route for RPF verification.

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port} | {port-channel number}} 
Selects an interface to configure.

Note Based on the input port, unicast RPF check 
verifies the best return path before forwarding the 
packet on to the next destination.

Step 2 Router(config-if)# ip verify unicast source 
reachable-via {rx | any} [allow-default] [list] 

Configures the IPv4 unicast RPF check mode.

Step 3 Router(config-if)# ipv6 verify unicast source 
reachable-via {rx | any} [allow-default] [list] 

Configures the IPv6 unicast RPF check mode.

Step 4 Router(config-if)# exit Exits interface configuration mode.
Step 5 Router# show platform hardware cef ip rpf Verifies the IPv4 configuration.
Step 6 Router# show platform hardware cef ipv6 rpf Verifies the IPv6 configuration.
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• Use the list option to identify an access list.

– If the access list denies network access, denied packets are dropped at the port. 

– If the access list permits network access, packets are forwarded to the destination address. 
Forwarded packets are counted in the interface statistics. 

– If the access list includes the logging action, information about the packets is sent to the log 
server.

This example shows how to enable unicast RPF exist-only check mode on Gigabit Ethernet port 4/1:
Router(config)# interface gigabitethernet 4/1 
Router(config-if)# ipv6 verify unicast source reachable-via any 
Router(config-if)# ip verify unicast source reachable-via any 
Router(config-if)# end 
Router# 

This example shows how to enable unicast RPF strict check mode on Gigabit Ethernet port 4/2:
Router(config)# interface gigabitethernet 4/2 
Router(config-if)# ipv6 verify unicast source reachable-via rx 
Router(config-if)# ip verify unicast source reachable-via rx 
Router(config-if)# end 
Router# 

Enabling Self-Pinging
With unicast RPF check enabled, by default the switch cannot ping itself. To enable self-pinging, 
perform this task:

This example shows how to enable self-pinging:
Router(config)# interface gigabitethernet 4/1 
Router(config-if)# ip verify unicast source reachable-via any allow-self-ping 
Router(config-if)# end 

Configuring Sticky ARP
Sticky ARP prevents MAC address spoofing by ensuring that ARP entries (IP address, MAC address, 
and source VLAN) do not get overridden. The switch maintains ARP entries in order to forward traffic 
to end devices or other switches. ARP entries are usually updated periodically or modified when ARP 
broadcasts are received. During an attack, ARP broadcasts are sent using a spoofed MAC address (with 
a legitimate IP address) so that the switch learns the legitimate IP address with the spoofed MAC address 

Command Purpose
Step 1 Router(config)# interface {{vlan vlan_ID} | 

{type slot/port} | {port-channel number}} 
Selects the interface to configure.

Step 2 Router(config-if)# ip verify unicast source 
reachable-via any allow-self-ping 

Enables the switch to ping itself or a secondary address.

Step 3 Router(config-if)# exit Exits interface configuration mode.
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and begins to forward traffic to that MAC address. With sticky ARP enabled, the switch learns the ARP 
entries and does not accept modifications received through ARP broadcasts. If you attempt to override 
the sticky ARP configuration, you will receive an error message. 

To configure sticky ARP on a Layer 3 interface, perform this task:

This example shows how to enable sticky ARP on interface 5/1:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/1 
Router(config-if)# ip sticky-arp 
Router(config-if)# end 
Router# 

Monitoring Packet Drop Statistics 
• Prerequisites for Packet Drop Statistics, page 78-10

• Restrictions for Packet Drop Statistics, page 78-10

• Information About Packet Drop Statistics, page 78-10

• How to Monitor Dropped Packets, page 78-10

Prerequisites for Packet Drop Statistics 
None. 

Restrictions for Packet Drop Statistics 
• The incoming captured traffic is not filtered.

• The incoming captured traffic is not rate limited to the capture destination.

Information About Packet Drop Statistics 
You can use show commands to display packet drop statistics. You can capture the traffic on an interface 
and send a copy of this traffic to a traffic analyzer connected to a port, which can aggregate packet drop 
statistics. 

Command Purpose
Step 1 Router(config)# interface type1 slot/port 

1. type = fastethernet, gigabitethernet, or tengigabitethernet 

Selects the interface on which sticky ARP is applied.
Step 2 Router(config-if)# ip sticky-arp Enables sticky ARP. 
Step 3 Router(config-if)# ip sticky-arp ignore Disables sticky ARP. 
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How to Monitor Dropped Packets 
• Using show Commands, page 78-10

• Using SPAN, page 78-11

• Using VACL Capture, page 78-12

Using show Commands 
The PFC and DFCs support ACL hit counters in hardware. You can use the show platform hardware 
acl entry interface command to display each entry in the ACL TCAM. You can also use the TTL and 
IP options counters to monitor the performance of the Layer 3 forwarding engine. 

This example shows how to use the show platform hardware acl entry interface command to display 
packet statistics and errors associated with the Layer 3 forwarding engine: 
Router# show platform hardware statistics 

 --- Hardware Statistics for Module 6 --- 

L2 Forwarding Engine
    Switched in L2 : 59624 @ 7 pps

L3 Forwarding Engine
    Processed in L3 : 59624 @ 7 pps
    Switched in L3  : 13 @ 0 pps

    Bridged        : 4602
    FIB Switched
        IPv4 Ucast : 7
        IPv6 Ucast : 1
        EoMPLS     : 1
        MPLS       : 1
        (S , *)    : 0
        IGMP MLD   : 0
        IPv4 Mcast : 2
        IPv6 Mcast : 0
        Mcast Leak : 0
    ACL Routed
        Input      : 1
        Output     : 518
    Netflow Switched
        Input      : 2
        Output     : 0
    Exception Redirected
        Input      : 0
        Output     : 1
    Mcast Bridge Disable & No Redirect
                   : 0
    Total packets with TOS Changed              : 3
    Total packets with TC  Changed              : 0
    Total packets with COS Changed              : 64
    Total packets with EXP Changed              : 0
    Total packets with QOS Tunnel Encap Changed : 1
    Total packets with QOS Tunnel Decap Changed : 1
    Total packets dropped by ACL                : 1
    Total packets dropped by Policing           : 0
Errors
    MAC/IP length inconsistencies               : 0
    Short IP packets received                   : 0
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    IP header checksum errors                   : 0
    TTL failures                                : 0
    MTU failures                                : 0

Total packets L3 Processed by all Modules: 59624 @ 7 pps

Using SPAN 
This example shows how to use the monitor session command to capture and forward traffic to an 
external interface:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# monitor session 1 source vlan 44 both 
Router(config)# monitor session 1 destination interface g9/1 
Router(config)# end 
Router#

This example shows how to use the show monitor session command to display the destination port:
Router# show monitor session 1 
Session 1
---------
Source Ports:
    RX Only:       None
    TX Only:       None
    Both:          None
Source VLANs:
    RX Only:       None
    TX Only:       None
    Both:          44
Destination Ports: Gi9/1
Filter VLANs:      None

For more information, see Chapter 58, “Local SPAN, RSPAN, and ERSPAN.”

Using VACL Capture
The VACL capture feature allows you to direct traffic to ports configured to forward captured traffic. 
The capture action sets the capture bit for the forwarded packets so that ports with the capture function 
enabled can receive the packets. Only forwarded packets can be captured.

You can use VACL capture to assign traffic from each VLAN to a different interface.

VACL capture does not allow you to send one type of traffic, such as HTTP, to one interface and another type 
of traffic, such as DNS, to another interface. Also, VACL capture granularity is only applicable to traffic 
switched locally; you cannot preserve the granularity if you direct traffic to a remote switch.

For more information, see Chapter 76, “VLAN ACLs (VACLs).” 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for CoPP, page 79-1

• Restrictions for CoPP, page 79-2

• Information About CoPP, page 79-3

• Default Settings for CoPP, page 79-3

• How to Configure CoPP, page 79-5

• Monitoring CoPP, page 79-9

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• For more information about CoPP, see this document:

http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-663623.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for CoPP 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-663623.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for CoPP 
• The PFC and DFC provide hardware support for classes that match multicast traffic. 

• CoPP is not supported in hardware for broadcast packets. The combination of ACLs, traffic storm 
control, and CoPP software protection provides protection against broadcast DoS attacks. 

• CoPP does not support non-IP classes except for the default non-IP class. ACLs can be used instead 
of non-IP classes to drop non-IP traffic, and the default non-IP CoPP class can be used to limit to 
non-IP traffic that reaches the RP CPU.

• Do not use the log keyword in CoPP policy ACLs. 

• If you have a large QoS configuration, the system may run out of TCAM space. If this is the case, 
CoPP may be performed in software.

• When there is a large QoS configuration for other interfaces, you can run out of TCAM space. When 
this situation occurs, CoPP may be performed entirely in software and result in performance 
degradation and CPU cycle consumption.

• You must ensure that the CoPP policy does not filter critical traffic such as routing protocols or 
interactive access to the switches. Filtering this traffic could prevent remote access to the switch, 
requiring a console connection.

• The PFC and DFCs support built-in special-case rate limiters, which are useful for situations where 
an ACL cannot be used (for example, TTL, MTU, and IP options). When you enable the special-case 
rate limiters, you should be aware that the special-case rate limiters will override the CoPP policy 
for packets matching the rate-limiter criteria.

• Neither egress CoPP nor silent mode is supported. CoPP is only supported on ingress (service-policy 
output CoPP cannot be applied to the control plane interface). 

• ACE hit counters in hardware are only for ACL logic. You can rely on software ACE hit counters 
and the show access-list, show policy-map control-plane, and show platform ip qos commands 
to troubleshoot evaluate CPU traffic. 

• CoPP is performed on a per-forwarding-engine basis and software CoPP is performed on an 
aggregate basis. 

• CoPP does not support ACEs with the log keyword. 

• CoPP uses hardware QoS TCAM resources. Enter the show tcam utilization command to verify the 
TCAM utilization. 

• To avoid matching the filtering and policing that are configured in a subsequent class, configure 
policing in each class. CoPP does not apply the filtering in a class that does not contain a police 
command. A class without a police command matches no traffic.

• The ACLs used for classification are QoS ACLs. The supported QoS ACLs are IP standard, 
extended, and named. 

• These are the only match types supported: 

– ip precedence 

– ip dscp 

– access-group 

• Only IP ACLs are supported in hardware.

• MAC-based matching is done in software only.

• You can enter one match command in a single class map only. 
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• When defining the service policy, the police policy-map action is the only supported action.

• When applying the service policy to the control plane, the input direction is only supported.

Information About CoPP 
The traffic managed by the RP is divided into three functional components or planes:

• Data plane

• Management plane

• Control plane

The control plane policing (CoPP) feature increases security on the switch by protecting the RP from 
unnecessary or DoS traffic and giving priority to important control plane and management traffic. The 
PFC and DFCs provide hardware support for CoPP. CoPP works with the hardware rate limiters.

The PFC and DFCs support the built-in “special case” rate limiters that can be used when an ACL cannot 
classify particular scenarios, such as IP options cases, TTL and MTU failure cases, packets with errors, 
and multicast packets. When enabling the special-case rate limiters, the special-case rate limiters 
override the CoPP policy for packets matching the rate-limiter criteria.

The majority of traffic managed by the RP is handled by way of the control and management planes. You 
can use CoPP to protect the control and management planes, and ensure routing stability, reachability, 
and packet delivery. CoPP uses a dedicated control plane configuration through the modular QoS CLI 
(MQC) to provide filtering and rate-limiting capabilities for the control plane packets. 

You must first identify the traffic to be classified by defining a class map. The class map defines packets 
for a particular traffic class. After you have classified the traffic, you can create policy maps to enforce 
policy actions for the identified traffic. 

Default Settings for CoPP 
CoPP is enabled by default. To disable the default CoPP configuration, enter the no service-policy input 
policy-default-autocopp control plane configuration mode command. 

These are the default CoPP class maps: 
class-map match-any class-copp-icmp-redirect-unreachable
class-map match-all class-copp-glean
class-map match-all class-copp-receive
class-map match-all class-copp-options
class-map match-all class-copp-broadcast
class-map match-all class-copp-mcast-acl-bridged
class-map match-all class-copp-slb
class-map match-all class-copp-mtu-fail
class-map match-all class-copp-ttl-fail
class-map match-all class-copp-arp-snooping
class-map match-any class-copp-mcast-copy
class-map match-any class-copp-ip-connected
class-map match-any class-copp-match-igmp
  match access-group name acl-copp-match-igmp
class-map match-all class-copp-unknown-protocol
class-map match-any class-copp-vacl-log
class-map match-all class-copp-mcast-ipv6-control
class-map match-any class-copp-match-pimv6-data
  match access-group name acl-copp-match-pimv6-data
class-map match-any class-copp-mcast-punt
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class-map match-all class-copp-unsupp-rewrite
class-map match-all class-copp-ucast-egress-acl-bridged
class-map match-all class-copp-ip-admission
class-map match-all class-copp-service-insertion
class-map match-all class-copp-mac-pbf
class-map match-any class-copp-match-mld
  match access-group name acl-copp-match-mld
class-map match-all class-copp-ucast-ingress-acl-bridged
class-map match-all class-copp-dhcp-snooping
class-map match-all class-copp-wccp
class-map match-all class-copp-nd
class-map match-any class-copp-ipv6-connected
class-map match-all class-copp-mcast-rpf-fail
class-map match-any class-copp-ucast-rpf-fail
class-map match-all class-copp-mcast-ip-control
class-map match-any class-copp-match-pim-data
  match access-group name acl-copp-match-pim-data
class-map match-any class-copp-match-ndv6
  match access-group name acl-copp-match-ndv6
class-map match-any class-copp-mcast-v4-data-on-routedPort
class-map match-any class-copp-mcast-v6-data-on-routedPort

This is the default CoPP policy map:
policy-map policy-default-autocopp
  class class-copp-mcast-v4-data-on-routedPort
   police rate 10 pps burst 1 packets 

conform-action drop 
exceed-action drop 

  class class-copp-mcast-v6-data-on-routedPort
   police rate 10 pps burst 1 packets 

conform-action drop 
exceed-action drop 

  class class-copp-icmp-redirect-unreachable
   police rate 100 pps burst 10 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-ucast-rpf-fail
   police rate 100 pps burst 10 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-vacl-log
   police rate 2000 pps burst 1 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-mcast-punt
   police rate 1000 pps burst 256 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-mcast-copy
   police rate 1000 pps burst 256 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-ip-connected
   police rate 1000 pps burst 256 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-ipv6-connected
   police rate 1000 pps burst 256 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-match-pim-data
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   police rate 1000 pps burst 1000 packets 
conform-action transmit 
exceed-action drop 

  class class-copp-match-pimv6-data
   police rate 1000 pps burst 1000 packets 

conform-action transmit 
exceed-action drop 

  class class-copp-match-mld
   police rate 5000 pps burst 5000 packets 

conform-action set-discard-class-transmit 48 
exceed-action transmit 

  class class-copp-match-igmp
   police rate 5000 pps burst 5000 packets 

conform-action set-discard-class-transmit 48 
exceed-action transmit 

  class class-copp-match-ndv6
   police rate 1000 pps burst 1000 packets 

conform-action set-discard-class-transmit 48 
exceed-action drop 

Note The default policer rate for the MLD and IGMP classes has been updated to 5000 pps from the previous 
default value of 10000 pps. If the default policer rate for the MLD and IGMP classes is not set to 5000 
pps, change the value manually by running the no policy-map policy-default-autocopp and platform 
qos auto-copp commands in global configuration mode.

How to Configure CoPP
• Configuring CoPP, page 79-5

• Defining CoPP Traffic Classification, page 79-6

Configuring CoPP 
To configure CoPP, perform this task:

Command Purpose
Step 1 Router(config)# ip access-list extended 

access_list_name 
Creates an extended ACL.

Note You must configure ACLs in most cases to 
identify the important or unimportant traffic.

Step 2 Router(config-ext-nacl)# {permit | deny} protocol 
source source_wildcard destination 
destination_wildcard [precedence precedence] 
[tos tos] [established] [log | log-input] 
[time-range time_range_name] [fragments]

Configures filtering in the ACL:

• permit sets the conditions under which a packet 
passes a named IP access list.

• deny sets the conditions under which a packet does 
not pass a named IP access list.

Step 3 Router(config)# class-map traffic_class_name Creates a class map. 
Step 4 Router(config-cmap)# match {ip precedence | 

ip dscp | access_group} 
Configures matching in the class map. 

Step 5 Router(config)# policy-map service-policy-name Defines a service policy map. 
Step 6 Router(config-pmap)# class traffic_class_name Creates a policy map class. 
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Defining CoPP Traffic Classification
• Traffic Classification Overview, page 79-6

• Traffic Classification Restrictions, page 79-7

• Sample Basic ACLs for CoPP Traffic Classification, page 79-8

Traffic Classification Overview
You can define any number of classes, but typically traffic is grouped into classes that are based on 
relative importance. The following provides a sample grouping:

• Border Gateway Protocol (BGP)—Traffic that is crucial to maintaining neighbor relationships for 
BGP routing protocol, for example, BGP keepalives and routing updates. Maintaining BGP routing 
protocol is crucial to maintaining connectivity within a network or to a service provider. Sites that 
do not run BGP do not need to use this class.

Step 7 Router(config-pmap-c)# police bits_per_second 
[normal_burst_bytes [maximum_burst_bytes]] 
[pir peak_rate_bps] 
[[[conform-action selected_action] 
exceed-action selected_action] 
violate-action selected_action]

Router(config-pmap-c)# police rate units bps 
[burst burst_bytes bytes] [peak-rate 
peak_rate_bps bps] [peak-burst peak_burst_bytes 
bytes] [conform-action selected_action] 
[exceed-action selected_action] 
[violate-action selected_action]

Router(config-pmap-c)# police rate units pps 
[burst burst_packets packets] 
[peak-rate peak_rate_pps pps] 
[peak-burst peak_burst_packets packets] 
[conform-action selected_action] 
[exceed-action selected_action] 
[violate-action selected_action]

Router(config-pmap-c)# police flow 
[mask {src-only | dest-only | full-flow}] 
bits_per_second normal_burst_bytes 
[[[conform-action {drop | 
set-dscp-transmit dscp_value | 
set-prec-transmit ip_precedence_value 
| transmit}] exceed-action {drop | policed-dscp | 
transmit}] violate-action {drop | policed-dscp | 
transmit}] 

Configures policing in the service policy map. You can 
configure any of the following:

• Byte-based policing. 

• Packet-based policing. 

• Flow-based policing. 

See the “Configuring Policy Map Class Policing” section 
on page 65-12. 

Step 8 Router(config)# control-plane Enters the control plane configuration mode.
Step 9 Router(config-cp)# service-policy input 

service-policy-name 
Applies the QoS service policy to the control plane.

Command Purpose
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• Interior Gateway Protocol (IGP)—Traffic that is crucial to maintaining IGP routing protocols, for 
example, open shortest path first OSPF, enhanced interior gateway routing protocol (EIGRP), and 
routing information protocol (RIP). Maintaining IGP routing protocols is crucial to maintaining 
connectivity within a network.

• Management—Necessary, frequently used traffic that is required during day-to-day operations. For 
example, traffic used for remote network access, and Cisco IOS image upgrades and management, 
such as Telnet, secure shell (SSH), network time protocol (NTP), simple network management 
protocol (SNMP), terminal access controller access control system (TACACS), hypertext transfer 
protocol (HTTP), trivial file transfer protocol (TFTP), and file transfer protocol (FTP).

• Reporting—Traffic used for generating network performance statistics for the purpose of reporting. 
For example, using Cisco IOS IP service level agreements (SLAs) to generate ICMP with different 
DSCP settings in order to report on response times within different QoS data classes.

• Monitoring—Traffic used for monitoring a switch. Traffic should be permitted but should never be 
a risk to the switch; with CoPP, this traffic can be permitted but limited to a low rate. For example, 
ICMP echo request (ping) and traceroute.

• Critical Applications—Critical application traffic that is specific and crucial to a particular customer 
environment. Traffic included in this class should be tailored specifically to the required application 
requirements of the user (in other words, one customer may use multicast, while another uses IPsec 
or generic routing encapsulation (GRE). For example, GRE, hot standby router protocol (HSRP), 
virtual router redundancy protocol (VRRP), session initiation protocol (SIP), data link switching 
(DLSw), dynamic host configuration protocol (DHCP), multicast source discovery protocol 
(MSDP), Internet group management protocol (IGMP), protocol independent multicast (PIM), 
multicast traffic, and IPsec.

• Layer 2 Protocols—Traffic used for address resolution protocol (ARP). Excessive ARP packets can 
potentially monopolize RP resources, starving other important processes; CoPP can be used to rate 
limit ARP packets to prevent this situation. ARP is the only Layer 2 protocol that can be specifically 
classified using the match protocol classification criteria.

• Undesirable—Explicitly identifies bad or malicious traffic that should be unconditionally dropped 
and denied access to the RP. The undesirable classification is particularly useful when known traffic 
destined for the switch should always be denied and not placed into a default category. If you 
explicitly deny traffic, then you can enter show commands to collect approximate statistics on the 
denied traffic and estimate its rate. 

• Default—All remaining traffic destined for the RP that has not been identified. MQC provides the 
default class, so the user can specify the treatment to be applied to traffic not explicitly identified in 
the other user-defined classes. This traffic has a highly reduced rate of access to the RP. With a 
default classification in place, statistics can be monitored to determine the rate of otherwise 
unidentified traffic destined for the control plane. After this traffic is identified, further analysis can 
be performed to classify it and, if needed, the other CoPP policy entries can be updated to 
accomodate this traffic.

After you have classified the traffic, the ACLs build the classes of traffic that are used to define the 
policies. For sample basic ACLs for CoPP classification, see the “Sample Basic ACLs for CoPP Traffic 
Classification” section on page 79-8.

Traffic Classification Restrictions 
• Before you develop the actual CoPP policy, you must identify and separate the required traffic into 

different classes. Traffic is grouped into nine classes that are based on relative importance. The 
actual number of classes needed might differ and should be selected based on your local 
requirements and security policies. 
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• You do not have to define policies that match bidirectionally. You only need to identify traffic 
unidirectionally (from the network to the RP) since the policy is applied on ingress only.

Sample Basic ACLs for CoPP Traffic Classification
This section shows sample basic ACLs for CoPP classification. In the samples, the commonly required 
traffic is identified with these ACLs: 

• ACL 120—Critical traffic

• ACL 121—Important traffic

• ACL 122—Normal traffic

• ACL 123—Explicitly denies unwanted traffic

• ACL 124—All other traffic

This example shows how to define ACL 120 for critical traffic: 
Router(config)# access-list 120 remark CoPP ACL for critical traffic

This example shows how to allow BGP from a known peer to this switch’s BGP TCP port:
Router(config)# access-list 120 permit tcp host 47.1.1.1 host 10.9.9.9 eq bgp

This example shows how to allow BGP from a peer’s BGP port to this switch:
Router(config)# access-list 120 permit tcp host 47.1.1.1 eq bgp host 10.9.9.9
Router(config)# access-list 120 permit tcp host 10.86.183.120 host 10.9.9.9 eq bgp
Router(config)# access-list 120 permit tcp host 10.86.183.120 eq bgp host 10.9.9.9

This example shows how to define ACL 121 for the important class:
Router(config)# access-list 121 remark CoPP Important traffic

This example shows how to permit return traffic from TACACS host:
Router(config)# access-list 121 permit tcp host 10.1.1.1 host 10.9.9.9 established

This example shows how to permit SSH access to the switch from a subnet:
Router(config)# access-list 121 permit tcp 10.0.0.0 0.0.0.255 host 10.9.9.9 eq 22

This example shows how to allow full access for Telnet to the switch from a host in a specific subnet 
and police the rest of the subnet:
Router(config)# access-list 121 deny tcp host 10.86.183.3 any eq telnet
Router(config)# access-list 121 permit tcp 10.86.183.0 0.0.0.255 any eq telnet

This example shows how to allow SNMP access from the NMS host to the switch:
Router(config)# access-list 121 permit udp host 10.1.1.2 host 10.9.9.9 eq snmp

This example shows how to allow the switch to receive NTP packets from a known clock source:
Router(config)# access-list 121 permit udp host 10.1.1.3 host 10.9.9.9 eq ntp

This example shows how to define ACL 122 for the normal traffic class:
Router(config)# access-list 122 remark CoPP normal traffic

This example shows how to permit switch-originated traceroute traffic:
Router(config)# access-list 122 permit icmp any any ttl-exceeded
Router(config)# access-list 122 permit icmp any any port-unreachable
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This example shows how to permit receipt of responses to the switch that originated the pings:
Router(config)# access-list 122 permit icmp any any echo-reply

This example shows how to allow pings to the switch:
Router(config)# access-list 122 permit icmp any any echo

This example shows how to define ACL 123 for the undesirable class. 
Router(config)# access-list 123 remark explicitly defined "undesirable" traffic

Note In the following example, ACL 123 is a permit entry for classification and monitoring purposes, and 
traffic is dropped as a result of the CoPP policy.

This example shows how to permit all traffic destined to UDP 1434 for policing:
Router(config)# access-list 123 permit udp any any eq 1434

This example shows how to define ACL 124 for all other traffic:
Router(config)# access-list 124 remark rest of the IP traffic for CoPP
Router(config)# access-list 124 permit ip any any

Monitoring CoPP
You can enter the show policy-map control-plane command for developing site-specific policies, 
monitoring statistics for the control plane policy, and troubleshooting CoPP. This command displays 
dynamic information about the actual policy applied, including rate information and the number of bytes 
(and packets) that conformed or exceeded the configured policies both in hardware and in software.

The output of the show policy-map control-plane command is as follows:
Router# show policy-map control-plane 
Control Plane Interface
  Service policy CoPP-normal
Hardware Counters:
class-map: CoPP-normal (match-all)
      Match: access-group 130
      police :
        96000 bps 3000 limit 3000 extended limit
      Earl in slot 3 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes action: transmit
        exceeded 0 bytes action: drop
        aggregate-forward 0 bps exceed 0 bps 
      Earl in slot 5 :
        0 bytes
        5 minute offered rate 0 bps
        aggregate-forwarded 0 bytes action: transmit
        exceeded 0 bytes action: drop
        aggregate-forward 0 bps exceed 0 bps 

Software Counters: 
    Class-map: CoPP-normal (match-all) 0 packets, 0 bytes
      5 minute offered rate 0 bps, drop rate 0 bps
      Match: access-group 130
      police:
        96000 bps, 3125 limit, 3125 extended limit
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        conformed 0 packets, 0 bytes; action: transmit
        exceeded 0 packets, 0 bytes; action: drop
        conformed 0 bps, exceed 0 bps, violate 0 bps  
Router#

To display the hardware counters for bytes dropped and forwarded by the policy, enter the show 
platform qos ip command:
Router# show platform qos ip 
 QoS Summary [IP]:      (* - shared aggregates, Mod - switch module)

Int Mod Dir  Class-map DSCP  Agg  Trust Fl   AgForward-By   AgPoliced-By
                             Id         Id                              
-------------------------------------------------------------------------------
CPP  5  In CoPP-normal    0    1   dscp  0         505408       83822272
CPP  9  In CoPP-normal    0    4   dscp  0              0              0
Router#

To display the CoPP access list information, enter the show access-lists coppacl-bgp command:
Router# show access-lists coppacl-bgp 
Extended IP access list coppacl-bgp
10 permit tcp host 47.1.1.1 host 10.9.9.9 eq bgp (4 matches)
20 permit tcp host 47.1.1.1 eq bgp host 10.9.9.9
30 permit tcp host 10.86.183.120 host 10.9.9.9 eq bgp (1 match)
40 permit tcp host 10.86.183.120 eq bgp host 10.9.9.9

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Dynamic Host Configuration Protocol 
(DHCP) Snooping 

• Prerequisites for DHCP Snooping, page 80-1

• Restrictions for DHCP Snooping, page 80-2

• Information About DHCP Snooping, page 80-3

• Default Configuration for DHCP Snooping, page 80-8

• How to Configure DHCP Snooping, page 80-9

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for DHCP Snooping
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for DHCP Snooping 
• DHCP Snooping Configuration Restrictions, page 80-2

• DHCP Snooping Configuration Guidelines, page 80-2

• Minimum DHCP Snooping Configuration, page 80-3

DHCP Snooping Configuration Restrictions 
• The DHCP snooping database stores at least 12,000 bindings. 

• When DHCP snooping is enabled, these Cisco IOS DHCP commands are not available on the 
switch:

– ip dhcp relay information check global configuration command 

– ip dhcp relay information policy global configuration command

– ip dhcp relay information trust-all global configuration command

– ip dhcp relay information option global configuration command

– ip dhcp relay information trusted interface configuration command

If you enter these commands, the switch returns an error message, and the configuration is not 
applied.

DHCP Snooping Configuration Guidelines
• DHCP snooping is not active until you enable the feature on at least one VLAN, and enable DHCP 

globally on the switch.

• Before globally enabling DHCP snooping on the switch, make sure that the devices acting as the 
DHCP server and the DHCP relay agent are configured and enabled.

• For DHCP server configuration information, see this publication:

http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book.html 

• If a Layer 2 LAN port is connected to a DHCP server, configure the port as trusted by entering the 
ip dhcp snooping trust interface configuration command.

• If a Layer 2 LAN port is connected to a DHCP client, configure the port as untrusted by entering the 
no ip dhcp snooping trust interface configuration command.

• You can enable DHCP snooping on private VLANs:

– If DHCP snooping is enabled, any primary VLAN configuration is propagated to its associated 
secondary VLANs. 

– If DHCP snooping is configured on the primary VLAN and you configure DHCP snooping with 
different settings on an associated secondary VLAN, the configuration on the secondary VLAN 
does not take effect.

– If DHCP snooping is not configured on the primary VLAN and you configure DHCP snooping 
on a secondary VLAN, the configuration takes affect only on the secondary VLAN.

– When you manually configure DHCP snooping on a secondary VLAN, this message appears:
DHCP Snooping configuration may not take effect on secondary vlan XXX 

http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book.html
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– The show ip dhcp snooping command displays all VLANs (both primary and secondary) that 
have DHCP snooping enabled.

Minimum DHCP Snooping Configuration
1. Define and configure the DHCP server. See this publication: 

http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book.html 

2. Enable DHCP snooping on at least one VLAN.

By default, DHCP snooping is inactive on all VLANs. See the “Enabling DHCP Snooping on 
VLANs” section on page 80-11

3. Ensure that DHCP server is connected through a trusted interface.

By default, the trust state of all interfaces is untrusted. See the “Configuring the DHCP Trust State 
on Layer 2 LAN Interfaces” section on page 80-12

4. Configure the DHCP snooping database agent.

This step ensures that database entries are restored after a restart or switchover. See the “The DHCP 
Snooping Database Agent” section on page 80-14

5. Enable DHCP snooping globally.

The feature is not active until you complete this step. See the “Enabling DHCP Snooping Globally” 
section on page 80-9

If you are configuring the switch for DHCP relay, the following additional steps are required:

1. Define and configure the DHCP relay agent IP address.

If the DHCP server is in a different subnet from the DHCP clients, configure the server IP address 
in the helper address field of the client side VLAN.

2. Configure DHCP option-82 on untrusted port.

See the “Enabling the DHCP Option-82 on Untrusted Port Feature” section on page 80-10

Information About DHCP Snooping
• Overview of DHCP Snooping, page 80-4

• Trusted and Untrusted Sources, page 80-4

• DHCP Snooping Binding Database, page 80-5

• Packet Validation, page 80-5

• DHCP Snooping Option-82 Data Insertion, page 80-5

• Overview of the DHCP Snooping Database Agent, page 80-7

http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book.html
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Overview of DHCP Snooping
DHCP snooping is a security feature that acts like a firewall between untrusted hosts and trusted DHCP 
servers. The DHCP snooping feature performs the following activities: 

• Validates DHCP messages received from untrusted sources and filters out invalid messages. 

• Rate-limits DHCP traffic from trusted and untrusted sources.

• Builds and maintains the DHCP snooping binding database, which contains information about 
untrusted hosts with leased IP addresses. 

• Utilizes the DHCP snooping binding database to validate subsequent requests from untrusted hosts.

Other security features, such as dynamic ARP inspection (DAI), also use information stored in the 
DHCP snooping binding database.

DHCP snooping is enabled on a per-VLAN basis. By default, the feature is inactive on all VLANs. You 
can enable the feature on a single VLAN or a range of VLANs.

The DHCP snooping feature is implemented in software on the route processor (RP). Therefore, all 
DHCP messages for enabled VLANs are intercepted in the PFC and directed to the RP for processing. 

Trusted and Untrusted Sources
The DHCP snooping feature determines whether traffic sources are trusted or untrusted. An untrusted 
source may initiate traffic attacks or other hostile actions. To prevent such attacks, the DHCP snooping 
feature filters messages and rate-limits traffic from untrusted sources.

In an enterprise network, devices under your administrative control are trusted sources. These devices 
include the switches, routers, and servers in your network. Any device beyond the firewall or outside 
your network is an untrusted source. Host ports and unknown DHCP servers are generally treated as 
untrusted sources. 

A DHCP server that is on your network without your knowledge on an untrusted port is called a spurious 
DHCP server. A spurious DHCP server is any piece of equipment that is loaded with DHCP server 
enabled. Some examples are desktop systems and laptop systems that are loaded with DHCP server 
enabled, or wireless access points honoring DHCP requests on the wired side of your network. If 
spurious DHCP servers remain undetected, you will have difficulties troubleshooting a network outage. 
You can detect spurious DHCP servers by sending dummy DHCPDISCOVER packets out to all of the 
DHCP servers so that a response is sent back to the switch.

In a service provider environment, any device that is not in the service provider network is an untrusted 
source (such as a customer switch). Host ports are untrusted sources.

In the switch, you indicate that a source is trusted by configuring the trust state of its connecting 
interface.

The default trust state of all interfaces is untrusted. You must configure DHCP server interfaces as 
trusted. You can also configure other interfaces as trusted if they connect to devices (such as switches 
or routers) inside your network. You usually do not configure host port interfaces as trusted.

Note For DHCP snooping to function properly, all DHCP servers must be connected to the switch through 
trusted interfaces, as untrusted DHCP messages will be forwarded only to trusted interfaces.
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DHCP Snooping Binding Database
The DHCP snooping binding database is also referred to as the DHCP snooping binding table. 

The DHCP snooping feature dynamically builds and maintains the database using information extracted 
from intercepted DHCP messages. The database contains an entry for each untrusted host with a leased 
IP address if the host is associated with a VLAN that has DHCP snooping enabled. The database does 
not contain entries for hosts connected through trusted interfaces. 

The DHCP snooping feature updates the database when the switch receives specific DHCP messages. 
For example, the feature adds an entry to the database when the switch receives a DHCPACK message 
from the server. The feature removes the entry in the database when the IP address lease expires or the 
switch receives a DHCPRELEASE message from the host.

Each entry in the DHCP snooping binding database includes the MAC address of the host, the leased IP 
address, the lease time, the binding type, and the VLAN number and interface information associated 
with the host.

Packet Validation
The switch validates DHCP packets received on the untrusted interfaces of VLANs with DHCP 
snooping enabled. The switch forwards the DHCP packet unless any of the following conditions occur 
(in which case the packet is dropped):

• The switch receives a packet (such as a DHCPOFFER, DHCPACK, DHCPNAK, or 
DHCPLEASEQUERY packet) from a DHCP server outside the network or firewall.

• The switch receives a packet on an untrusted interface, and the source MAC address and the DHCP 
client hardware address do not match. This check is performed only if the DHCP snooping MAC 
address verification option is turned on.

• The switch receives a DHCPRELEASE or DHCPDECLINE message from an untrusted host with 
an entry in the DHCP snooping binding table, and the interface information in the binding table does 
not match the interface on which the message was received.

• The switch receives a DHCP packet that includes a relay agent IP address that is not 0.0.0.0.

To support trusted edge switches that are connected to untrusted aggregation-switch ports, you can 
enable the DHCP option-82 on untrusted port feature, which enables untrusted aggregation-switch ports 
to accept DHCP packets that include option-82 information. Configure the port on the edge switch that 
connects to the aggregation switch as a trusted port.

Note With the DHCP option-82 on untrusted port feature enabled, use dynamic ARP inspection on the 
aggregation switch to protect untrusted input interfaces. 

DHCP Snooping Option-82 Data Insertion
In residential, metropolitan Ethernet-access environments, DHCP can centrally manage the IP address 
assignments for a large number of subscribers. When the DHCP snooping option-82 feature is enabled 
on the switch, a subscriber device is identified by the switch port through which it connects to the 
network (in addition to its MAC address). Multiple hosts on the subscriber LAN can be connected to the 
same port on the access switch and are uniquely identified.
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Figure 80-1 is an example of a metropolitan Ethernet network in which a centralized DHCP server 
assigns IP addresses to subscribers connected to the switch at the access layer. Because the DHCP clients 
and their associated DHCP server do not reside on the same IP network or subnet, a DHCP relay agent 
is configured with a helper address to enable broadcast forwarding and to transfer DHCP messages 
between the clients and the server.

Figure 80-1 DHCP Relay Agent in a Metropolitan Ethernet Network

When you enable the DHCP snooping information option-82 on the switch, this sequence of events 
occurs:

• The host (DHCP client) generates a DHCP request and broadcasts it on the network.

• When the switch receives the DHCP request, it adds the option-82 information in the packet. The 
option-82 information contains the switch MAC address (the remote ID suboption) and the port 
identifier, vlan-mod-port, from which the packet is received (the circuit ID suboption).

• If IEEE 802.1X port-based authentication is enabled, the switch will also add the host’s 802.1X 
authenticated user identity information (the RADIUS attributes suboption) to the packet. See the 
“802.1X Authentication with DHCP Snooping” section on page 85-15.

• If the IP address of the relay agent is configured, the switch adds the IP address in the DHCP packet.

• The switch forwards the DHCP request that includes the option-82 field to the DHCP server.

• The DHCP server receives the packet. If the server is option-82 capable, it can use the remote ID, 
or the circuit ID, or both to assign IP addresses and implement policies, such as restricting the 
number of IP addresses that can be assigned to a single remote ID or circuit ID. The DHCP server 
then echoes the option-82 field in the DHCP reply.

• The DHCP server unicasts the reply to the switch if the request was relayed to the server by the 
switch. When the client and server are on the same subnet, the server broadcasts the reply. The 
switch verifies that it originally inserted the option-82 data by inspecting the remote ID and possibly 
the circuit ID fields. The switch removes the option-82 field and forwards the packet to the switch 
port that connects to the DHCP client that sent the DHCP request.

When the previously described sequence of events occurs, the values in these fields in Figure 80-2 do 
not change:

• Circuit ID suboption fields

– Suboption type

– Length of the suboption type

Subscribers

Catalyst switch
(DHCP relay agent)

Host A
(DHCP client)

Access layer

DHCP
server

Host B
(DHCP client)

98
81

3

VLAN 10
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– Circuit ID type

– Length of the circuit ID type

• Remote ID suboption fields

– Suboption type

– Length of the suboption type

– Remote ID type

– Length of the circuit ID type

Figure 80-2 shows the packet formats for the remote ID suboption and the circuit ID suboption. The 
switch uses the packet formats when DHCP snooping is globally enabled and when the ip dhcp 
snooping information option global configuration command is entered. For the circuit ID suboption, 
the module field is the slot number of the module.

Figure 80-2 Suboption Packet Formats

Overview of the DHCP Snooping Database Agent
To retain the bindings across reloads, you must use the DHCP snooping database agent. Without this 
agent, the bindings established by DHCP snooping are lost upon reload, and connectivity is lost as well.

The database agent stores the bindings in a file at a configured location. Upon reload, the switch reads 
the file to build the database for the bindings. The switch keeps the file current by writing to the file as 
the database changes.

The format of the file that contains the bindings is as follows:
<initial-checksum>
TYPE DHCP-SNOOPING
VERSION 1
BEGIN
<entry-1> <checksum-1>

Length Length

Circuit
ID type

Suboption
type

Circuit ID Suboption Frame Format

Remote ID Suboption Frame Format

6 bytes

MAC address

1 byte 1 byte 1 byte

Suboption
type

1 byte

Length Length

Remote
ID type

1 byte 1 byte 1 byte1 byte 11
63

00

4061

6082

Module Port

1 byte 1 byte2 bytes

VLAN
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<entry-2> <checksum-1-2>
...
...
<entry-n> <checksum-1-2-..-n>
END

Each entry in the file is tagged with a checksum that is used to validate the entries whenever the file is 
read. The <initial-checksum> entry on the first line helps distinguish entries associated with the latest 
write from entries that are associated with a previous write.

This is a sample bindings file:
3ebe1518
TYPE DHCP-SNOOPING
VERSION 1
BEGIN
1.1.1.1 512 0001.0001.0005 3EBE2881 Gi1/1                                e5e1e733
1.1.1.1 512 0001.0001.0002 3EBE2881 Gi1/1                                4b3486ec
1.1.1.1 1536 0001.0001.0004 3EBE2881 Gi1/1                               f0e02872
1.1.1.1 1024 0001.0001.0003 3EBE2881 Gi1/1                               ac41adf9
1.1.1.1 1 0001.0001.0001 3EBE2881 Gi1/1                                  34b3273e
END

Each entry holds an IP address, VLAN, MAC address, lease time (in hex), and the interface associated 
with a binding. At the end of each entry is a checksum that is based on all the bytes from the start of the 
file through all the bytes associated with the entry. Each entry consists of 72 bytes of data, followed by 
a space, followed by a checksum.

Upon bootup, when the calculated checksum equals the stored checksum, the switch reads entries from 
the file and adds the bindings to the DHCP snooping database. If the calculated checksum does not equal 
the stored checksum, the entry read from the file is ignored and so are all the entries following the failed 
entry. The switch also ignores all those entries from the file whose lease time has expired. (This is 
possible because the lease time might indicate an expired time.) An entry from the file is also ignored if 
the interface referred to in the entry no longer exists on the system, or if it is a router port or a DHCP 
snooping-trusted interface.

When the switch learns of new bindings or when it loses some bindings, the switch writes the modified 
set of entries from the snooping database to the file. The writes are performed with a configurable delay 
to batch as many changes as possible before the actual write happens. Associated with each transfer is a 
timeout after which a transfer is aborted if it is not completed. These timers are referred to as the write 
delay and abort timeout.

Default Configuration for DHCP Snooping

Option Default Value/State
DHCP snooping Disabled
DHCP snooping information option Enabled
DHCP option-82 on untrusted port feature Disabled
DHCP snooping limit rate None
DHCP snooping trust Untrusted
DHCP snooping vlan Disabled
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How to Configure DHCP Snooping 
• Enabling DHCP Snooping Globally, page 80-9

• Enabling DHCP Option-82 Data Insertion, page 80-10

• Enabling the DHCP Option-82 on Untrusted Port Feature, page 80-10

• Enabling DHCP Snooping MAC Address Verification, page 80-11

• Enabling DHCP Snooping on VLANs, page 80-11

• Configuring the DHCP Trust State on Layer 2 LAN Interfaces, page 80-12

• Configuring Spurious DHCP Server Detection, page 80-13

• Configuring DHCP Snooping Rate Limiting on Layer 2 LAN Interfaces, page 80-14

• The DHCP Snooping Database Agent, page 80-14

• Configuration Examples for the Database Agent, page 80-15

• Displaying the DHCP Snooping Binding Table, page 80-18

Enabling DHCP Snooping Globally

Note Configure this command as the last configuration step (or enable the DHCP feature during a scheduled 
maintenance period) because after you enable DHCP snooping globally, the switch drops DHCP requests 
until you configure the ports. 

To enable DHCP snooping globally, perform this task:

This example shows how to enable DHCP snooping globally:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip dhcp snooping 
Router(config)# do show ip dhcp snooping | include Switch 
Switch DHCP snooping is enabled
Router(config)#

DHCP snooping spurious server detection Disabled
DHCP snooping detect spurious interval 30 minutes

Option Default Value/State

Command Purpose
Step 1 Router(config)# ip dhcp snooping Enables DHCP snooping globally. 
Step 2 Router(config)# do show ip dhcp snooping | 

include Switch 
Verifies the configuration.
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Note When DHCP snooping is disabled and DAI is enabled, the switch shuts down all the hosts because all 
ARP entries in the ARP table will be checked against a nonexistent DHCP database. When DHCP 
snooping is disabled or in non-DHCP environments, use ARP ACLs to permit or to deny ARP packets.

Enabling DHCP Option-82 Data Insertion 
To enable DHCP option-82 data insertion, perform this task:

This example shows how to disable DHCP option-82 data insertion:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# no ip dhcp snooping information option 
Router(config)# do show ip dhcp snooping | include 82 
Insertion of option 82 is disabled
Router(config)#

This example shows how to enable DHCP option-82 data insertion:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip dhcp snooping information option 
Router(config)# do show ip dhcp snooping | include 82 
Insertion of option 82 is enabled
Router(config)#

Enabling the DHCP Option-82 on Untrusted Port Feature

Note With the DHCP option-82 on untrusted port feature enabled, the switch does not drop DHCP packets 
that include option-82 information that are received on untrusted ports. Do not enter the ip dhcp 
snooping information option allowed-untrusted command on an aggregation switch to which any 
untrusted devices are connected.

To enable untrusted ports to accept DHCP packets that include option-82 information, perform this task:

Command Purpose
Step 1 Router(config)# ip dhcp snooping information 

option 
Enables DHCP option-82 data insertion.

Step 2 Router(config)# do show ip dhcp snooping | 
include 82 

Verifies the configuration.

Command Purpose
Step 1 Router(config)# ip dhcp snooping information 

option allow-untrusted 
(Optional) Enables untrusted ports to accept incoming 
DHCP packets with option-82 information.

The default setting is disabled.
Step 2 Router(config)# do show ip dhcp snooping Verifies the configuration.
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This example shows how to enable the DHCP option-82 on untrusted port feature:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip dhcp snooping information option allow-untrusted 
Router(config)#

Enabling DHCP Snooping MAC Address Verification
With DHCP snooping MAC address verification enabled, DHCP snooping verifies that the source MAC 
address and the client hardware address match in DHCP packets that are received on untrusted ports. 
The source MAC address is a Layer 2 field associated with the packet, and the client hardware address 
is a Layer 3 field in the DHCP packet.

To enable DHCP snooping MAC address verification, perform this task:

This example shows how to disable DHCP snooping MAC address verification:
Router(config)# no ip dhcp snooping verify mac-address 
Router(config)# do show ip dhcp snooping | include hwaddr 
Verification of hwaddr field is disabled
Router(config)#

This example shows how to enable DHCP snooping MAC address verification:
Router(config)# ip dhcp snooping verify mac-address 
Router(config)# do show ip dhcp snooping | include hwaddr 
Verification of hwaddr field is enabled
Router(config)#

Enabling DHCP Snooping on VLANs
By default, the DHCP snooping feature is inactive on all VLANs. You may enable the feature on a single 
VLAN or a range of VLANs.

When enabled on a VLAN, the DHCP snooping feature creates four entries in the VACL table in the 
MFC3. These entries cause the PFC or DFC to intercept all DHCP messages on this VLAN and send 
them to the RP. The DHCP snooping feature is implemented in software on the RP. 

To enable DHCP snooping on VLANs, perform this task:

Command Purpose
Step 1 Router(config)# ip dhcp snooping verify 

mac-address 
Enables DHCP snooping MAC address verification.

Step 2 Router(config)# do show ip dhcp snooping | 
include hwaddr 

Verifies the configuration.

Command Purpose
Step 1 Router(config)# ip dhcp snooping vlan {{vlan_ID 

[vlan_ID]} | {vlan_range} 
Enables DHCP snooping on a VLAN or VLAN range.

Step 2 Router(config)# do show ip dhcp snooping Verifies the configuration.
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You can configure DHCP snooping for a single VLAN or a range of VLANs:

• To configure a single VLAN, enter a single VLAN number.

• To configure a range of VLANs, enter a beginning and an ending VLAN number or a dash-separated 
pair of VLAN numbers.

• You can enter a comma-separated list of VLAN numbers and dash-separated pairs of VLAN 
numbers.

This example shows how to enable DHCP snooping on VLANs 10 through 12:
Router# configure terminal 
Router(config)# ip dhcp snooping vlan 10 12 
Router(config)# 

This example shows another way to enable DHCP snooping on VLANs 10 through 12:
Router# configure terminal 
Router(config)# ip dhcp snooping vlan 10-12 

This example shows another way to enable DHCP snooping on VLANs 10 through 12:
Router# configure terminal 
Router(config)# ip dhcp snooping vlan 10,11,12 

This example shows how to enable DHCP snooping on VLANs 10 through 12 and VLAN 15:
Router# configure terminal 
Router(config)# ip dhcp snooping vlan 10-12,15 

This example shows how to verify the configuration:
Router(config)# do show ip dhcp snooping 
Switch DHCP snooping is enabled
DHCP snooping is configured on following VLANs:
10-12,15
DHCP snooping is operational on following VLANs:
none
DHCP snooping is configured on the following Interfaces:

Insertion of option 82 is enabled
Verification of hwaddr field is enabled
Interface                    Trusted     Rate limit (pps)
------------------------     -------     ----------------
Router# 

Configuring the DHCP Trust State on Layer 2 LAN Interfaces
To configure DHCP trust state on a Layer 2 LAN interface, perform this task:

Command Purpose
Step 1 Router(config)# interface {type slot/port | 

port-channel number} 
Selects the interface to configure.

Note Select only LAN ports configured with the 
switchport command or Layer 2 port-channel 
interfaces.

Step 2 Router(config-if)# ip dhcp snooping trust Configures the interface as trusted. 
Step 3 Router(config-if)# do show ip dhcp snooping | 

begin pps 
Verifies the configuration.
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This example shows how to configure Gigabit Ethernet port 5/12 as trusted:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# ip dhcp snooping trust 
Router(config-if)# do show ip dhcp snooping | begin pps 
Interface                    Trusted     Rate limit (pps)
------------------------     -------     ----------------
GigabitEthernet5/12             yes         unlimited
Router# 

This example shows how to configure Gigabit Ethernet port 5/12 as untrusted:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# no ip dhcp snooping trust 
Router(config-if)# do show ip dhcp snooping | begin pps 
Interface                    Trusted     Rate limit (pps)
------------------------     -------     ----------------
GigabitEthernet5/12             no          unlimited
Router# 

Configuring Spurious DHCP Server Detection
To detect and locate spurious DHCP servers, perform this task:

This example shows how to configure DHCP spurious server detection on VLANs 20 to 25 and set the 
interval to 50 minutes:
Router# configure terminal 
Router(config)# ip dhcp snooping detect spurious vlan 20-25
Router(config)# ip dhcp snooping detect spurious interval 50
Router# do show ip dhcp snooping detect spurious
Spurious DHCP server detection is enabled.

Detection VLAN list : 20-25
Detection interval : 50 minutes
Router#

Command Purpose
Step 1 Router(config)# ip dhcp snooping detect spurious 

vlan range 
Enables detection of spurious DHCP servers on a 
specified VLAN range.

Step 2 Router(config)# ip dhcp snooping detect spurious 
interval time

Sets the interval time, the default is 30 minutes.

Step 3 Router# show ip dhcp snooping detect spurious Verifies spurious DHCP server detection.
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Configuring DHCP Snooping Rate Limiting on Layer 2 LAN Interfaces
To configure DHCP snooping rate limiting on a Layer 2 LAN interface, perform this task:

When configuring DHCP snooping rate limiting on a Layer 2 LAN interface, note the following 
information:

• We recommend an untrusted rate limit of not more than 100 packets per second (pps).

• If you configure rate limiting for trusted interfaces, you might need to increase the rate limit on trunk 
ports carrying more than one VLAN on which DHCP snooping is enabled.

• DHCP snooping puts ports where the rate limit is exceeded into the error-disabled state.

This example shows how to configure DHCP packet rate limiting to 100 pps on Gigabit Ethernet port 
5/12:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# ip dhcp snooping limit rate 100 
Router(config-if)# do show ip dhcp snooping | begin pps 
Interface                    Trusted     Rate limit (pps)
------------------------     -------     ----------------
GigabitEthernet5/12             no          100 
Router# 

The DHCP Snooping Database Agent 
• Prerequisites for the DHCP Snooping Database Agent, page 80-14

• Restrictions for the DHCP Snooping Database Agent, page 80-14

• Default Settings for the DHCP Snooping Database Agent, page 80-15

• How to Configure the DHCP Snooping Database Agent, page 80-15

• Configuration Examples for the Database Agent, page 80-15

Prerequisites for the DHCP Snooping Database Agent 
None. 

Restrictions for the DHCP Snooping Database Agent 
• The DHCP snooping database stores at least 8,000 bindings. 

• Store the file on a TFTP server to avoid consuming storage space on the switch storage devices.

Command Purpose
Step 1 Router(config)# interface {type slot/port | port-channel 

number} 
Selects the interface to configure.

Note Select only LAN ports configured with 
the switchport command or Layer 2 
port-channel interfaces.

Step 2 Router(config-if)# ip dhcp snooping limit rate rate Configures DHCP packet rate limiting. 
Step 3 Router(config-if)# do show ip dhcp snooping | begin pps Verifies the configuration.
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• When a switchover occurs, if the file is stored in a remote location accessible through TFTP, the 
newly active supervisor engine can use the binding list.

• Network-based URLs (such as TFTP and FTP) require that you create an empty file at the 
configured URL before the switch can write the set of bindings for the first time.

Default Settings for the DHCP Snooping Database Agent 
None. 

How to Configure the DHCP Snooping Database Agent 
To configure the DHCP snooping database agent, perform one or more of the following tasks:

Configuration Examples for the Database Agent
• Example 1: Enabling the Database Agent, page 80-15

• Example 2: Reading Binding Entries from a TFTP File, page 80-17

• Example 3: Adding Information to the DHCP Snooping Database, page 80-18

Example 1: Enabling the Database Agent

The following example shows how to configure the DHCP snooping database agent to store the bindings 
at a given location and to view the configuration and operating state:
Router# configure terminal 
Router(config)# ip dhcp snooping database tftp://10.1.1.1/directory/file 
Router(config)# end 
Router# show ip dhcp snooping database detail 
Agent URL : tftp://10.1.1.1/directory/file
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : 7 (00:00:07)
Abort Timer Expiry : Not Running

Last Succeeded Time : None
Last Failed Time : 17:14:25 UTC Sat Jul 7 2001
Last Failed Reason : Unable to access URL.

Command Purpose
Router(config)# ip dhcp snooping database { _url | 
write-delay seconds | timeout seconds } 

Configures a URL for the database agent (or file) and the 
related timeout values.

Router# show ip dhcp snooping database [detail] Displays the current operating state of the database agent and 
statistics associated with the transfers.

Router# clear ip dhcp snooping database statistics Clears the statistics associated with the database agent.
Router# renew ip dhcp snooping database [validation 
none] [url] 

Requests the read entries from a file at the given URL.

Router# ip dhcp snooping binding mac_address vlan 
vlan_ID ip_address interface ifname expiry 
lease_in_seconds 

Adds bindings to the snooping database.
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Total Attempts       :       21   Startup Failures :        0
Successful Transfers :        0   Failed Transfers :       21
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :       21
Media Failures       :        0

First successful access: Read

Last ignored bindings counters :
Binding Collisions    :        0   Expired leases    :        0
Invalid interfaces    :        0   Unsupported vlans :        0
Parse failures        :        0
Last Ignored Time : None

Total ignored bindings counters:
Binding Collisions    :        0   Expired leases    :        0
Invalid interfaces    :        0   Unsupported vlans :        0
Parse failures        :        0

Router#

The first three lines of output show the configured URL and related timer-configuration values. The next 
three lines show the operating state and the amount of time left for expiry of write delay and abort timers.

Among the statistics shown in the output, startup failures indicate the number of attempts to read or 
create the file that failed on bootup.

Note Create a temporary file on the TFTP server with the touch command in the TFTP server daemon 
directory. With some UNIX implementations, the file should have full read and write access permissions 
(777).

DHCP snooping bindings are keyed on the MAC address and VLAN combination. If an entry in the 
remote file has an entry for a given MAC address and VLAN set for which the switch already has a 
binding, the entry from the remote file is ignored when the file is read. This condition is referred to as 
the binding collision.

An entry in a file may no longer be valid because the lease indicated by the entry may have expired by 
the time it is read. The expired leases counter indicates the number of bindings that are ignored because 
of this condition. The Invalid interfaces counter refers to the number of bindings that have been ignored 
when the interface referred by the entry either does not exist on the system or is a router or DHCP 
snooping trusted interface (if it exists) when the read happened. Unsupported VLANs refers to the 
number of entries that have been ignored because the indicated VLAN is not supported on the system. 
The Parse failures counter provides the number of entries that have been ignored when the switch is 
unable to interpret the meaning of the entries from the file.

The switch maintains two sets of counters for these ignored bindings. One provides the counters for a 
read that has at least one binding ignored by at least one of these conditions. These counters are shown 
as the “Last ignored bindings counters.” The total ignored bindings counters provides a sum of the 
number of bindings that have been ignored because of all the reads since the switch bootup. These two 
sets of counters are cleared by the clear command. The total counter set may indicate the number of 
bindings that have been ignored since the last clear.
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Example 2: Reading Binding Entries from a TFTP File

To manually read the entries from a TFTP file, perform this task:

This is an example of how to manually read entries from the tftp://10.1.1.1/directory/file:
Router# show ip dhcp snooping database 
Agent URL : 
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeeded Time : None
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts       :        0   Startup Failures :        0
Successful Transfers :        0   Failed Transfers :        0
Successful Reads     :        0   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :        0
Media Failures       :        0
Router# renew ip dhcp snoop data tftp://10.1.1.1/directory/file 
Loading directory/file from 10.1.1.1 (via GigabitEthernet1/1): !
[OK - 457 bytes]
Database downloaded successfully.

Router#
00:01:29: %DHCP_SNOOPING-6-AGENT_OPERATION_SUCCEEDED: DHCP snooping database Read 
succeeded.
Router# show ip dhcp snoop data 
Agent URL : 
Write delay Timer : 300 seconds
Abort Timer : 300 seconds

Agent Running : No
Delay Timer Expiry : Not Running
Abort Timer Expiry : Not Running

Last Succeeded Time : 15:24:34 UTC Sun Jul 8 2001
Last Failed Time : None
Last Failed Reason : No failure recorded.

Total Attempts       :        1   Startup Failures :        0
Successful Transfers :        1   Failed Transfers :        0
Successful Reads     :        1   Failed Reads     :        0
Successful Writes    :        0   Failed Writes    :        0
Media Failures       :        0
Router#
Router# show ip dhcp snoop bind 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface

Command Purpose
Step 1 Router# show ip dhcp snooping database Displays the DHCP snooping database agent statistics.
Step 2 Router# renew ip dhcp snoop data url Directs the switch to read the file from the URL.
Step 3 Router# show ip dhcp snoop data Displays the read status.
Step 4 Router# show ip dhcp snoop bind Verifies whether the bindings were read successfully.
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------------------  ---------------  ----------  -------------  ----  --------------------
00:01:00:01:00:05   1.1.1.1          49810       dhcp-snooping  512   GigabitEthernet1/1
00:01:00:01:00:02   1.1.1.1          49810       dhcp-snooping  512   GigabitEthernet1/1
00:01:00:01:00:04   1.1.1.1          49810       dhcp-snooping  1536  GigabitEthernet1/1
00:01:00:01:00:03   1.1.1.1          49810       dhcp-snooping  1024  GigabitEthernet1/1
00:01:00:01:00:01   1.1.1.1          49810       dhcp-snooping  1     GigabitEthernet1/1
Router# clear ip dhcp snoop bind 
Router# show ip dhcp snoop bind   
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
Router#

Example 3: Adding Information to the DHCP Snooping Database

To manually add a binding to the DHCP snooping database, perform this task:

This example shows how to manually add a binding to the DHCP snooping database:
Router# show ip dhcp snooping binding 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
Router#
Router# ip dhcp snooping binding 1.1.1 vlan 1 1.1.1.1 interface gi1/1 expiry 1000 

Router# show ip dhcp snooping binding 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
00:01:00:01:00:01   1.1.1.1          992         dhcp-snooping  1     GigabitEthernet1/1
Router#

Displaying the DHCP Snooping Binding Table 
The DHCP snooping binding table for each switch contains binding entries that correspond to untrusted 
ports. The table does not contain information about hosts interconnected with a trusted port because each 
interconnected switch will have its own DHCP snooping binding table.

This example shows how to display the DHCP snooping binding information for a switch:
Router# show ip dhcp snooping binding 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
00:02:B3:3F:3B:99   55.5.5.2         6943        dhcp-snooping  10    GigabitEthernet6/10

Table 80-1 describes the fields in the show ip dhcp snooping binding command output.

Command Purpose
Step 1 Router# show ip dhcp snooping binding Views the DHCP snooping database.
Step 2 Router# ip dhcp snooping binding binding_id vlan 

vlan_id interface interface expiry lease_time 
Adds the binding using the ip dhcp snooping exec 
command.

Step 3 Router# show ip dhcp snooping binding Checks the DHCP snooping database.
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Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Table 80-1 show ip dhcp snooping binding Command Output

Field Description
MAC Address Client hardware MAC address
IP Address Client IP address assigned from the DHCP server
Lease (seconds) IP address lease time
Type Binding type: dynamic binding learned by DHCP snooping or 

statically-configured binding
VLAN VLAN number of the client interface
Interface Interface that connects to the DHCP client host

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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IP Source Guard 

• Prerequisites for IP Source Guard, page 81-1

• Restrictions for IP Source Guard, page 81-2

• Information About IP Source Guard, page 81-2

• Default Settings for IP Source Guard, page 81-3

• How to Configure IP Source Guard, page 81-3

• Displaying IP Source Guard PACL Information, page 81-5

• Displaying IP Source Binding Information, page 81-6

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for IP Source Guard 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for IP Source Guard 
Because the IP source guard feature is supported only in hardware, IP source guard is not applied if there 
are insufficient hardware resources available. These hardware resources are shared by various other 
ACL features that are configured on the system. The following restrictions apply to IP source guard:

• Supported only on ingress Layer 2 ports.

• Supported only in hardware; not applied to any traffic that is processed in software.

• Does not support filtering of traffic based on MAC address.

• Is not supported on private VLANs.

Information About IP Source Guard
• Overview of IP Source Guard, page 81-2

• IP Source Guard Interaction with VLAN-Based Features, page 81-2

• Channel Ports, page 81-3

• Layer 2 and Layer 3 Port Conversion, page 81-3

• IP Source Guard and Voice VLAN, page 81-3

• IP Source Guard and Web-Based Authentication, page 81-3

Overview of IP Source Guard 
IP source guard provides source IP address filtering on a Layer 2 port to prevent a malicious host from 
impersonating a legitimate host by assuming the legitimate host’s IP address. The feature uses dynamic 
DHCP snooping and static IP source binding to match IP addresses to hosts on untrusted Layer 2 access 
ports. 

Initially, all IP traffic on the protected port is blocked except for DHCP packets. After a client receives 
an IP address from the DHCP server, or after static IP source binding is configured by the administrator, 
all traffic with that IP source address is permitted from that client. Traffic from other hosts is denied. 
This filtering limits a host’s ability to attack the network by claiming a neighbor host’s IP address. 
IP source guard is a port-based feature that automatically creates an implicit port access control list 
(PACL).

IP Source Guard Interaction with VLAN-Based Features
Use the access-group mode command to specify how IP source guard interacts with VLAN-based 
features (such as VACL and Cisco IOS ACL and RACL). 

In prefer port mode, if IP source guard is configured on an interface, IP source guard overrides other 
VLAN-based features. If IP source guard is not configured on the interface, other VLAN-based features 
are merged in the ingress direction and applied on the interface.

In merge mode, IP source guard and VLAN-based features are merged in the ingress direction and 
applied on the interface. This is the default access-group mode.
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Channel Ports
IP source guard is supported on Layer 2 port-channel interfaces but not on the port members. When IP 
source guard is applied to a Layer 2 port-channel channel interface, it is applied to all the member ports 
in the EtherChannel.

Layer 2 and Layer 3 Port Conversion
When an IP source guard policy is configured on a Layer 2 port, if the port is reconfigured as a Layer 3 
port, the IP source guard policy no longer functions but is still present in the configuration. If the port 
is reconfigured as a Layer 2 port, the IP source guard policy becomes effective again.

IP Source Guard and Voice VLAN
IP source guard is supported on a Layer 2 port that belongs to a voice VLAN. For IP source guard to be 
active on the voice VLAN, DHCP snooping must be enabled on the voice VLAN. In merge mode, the 
IP source guard feature is merged with VACL and Cisco IOS ACL configured on the access VLAN.

IP Source Guard and Web-Based Authentication
You can configure IP source guard and web-based authentication (see Chapter 86, “Web-Based 
Authentication”) on the same interface. Other VLAN-based features are not supported when IP Source 
Guard and web-based authentication are combined.

Default Settings for IP Source Guard 
None. 

How to Configure IP Source Guard 
To enable IP source guard, perform this task:

Command Purpose
Step 1 Router(config)# ip dhcp snooping Enables DHCP snooping globally. 
Step 2 Router(config)# ip dhcp snooping vlan number 

[number]
Enables DHCP snooping on your VLANs.

Step 3 Router(config)# interface interface-name Selects the interface to be configured.
Step 4 Router(config-if)# no ip dhcp snooping trust Use the no keyword to configure the interface as 

untrusted.
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Note The static IP source binding can only be configured on a Layer 2 port. If you enter the 
ip source binding vlan interface command on a Layer 3 port, you receive this error message: 
Static IP source binding can only be configured on switch port.

The no keyword deletes the corresponding IP source binding entry. This command requires an exact 
match of all the required parameters in order for the deletion to be successful.

This example shows how to enable per-Layer 2 port IP source guard on VLANs 10 through 20:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip dhcp snooping
Router(config)# ip dhcp snooping vlan 10 20
Router(config)# interface gigabitethernet 6/1
Router(config-if)# switchport mode access
Router(config-if)# switchport access vlan 10
Router(config-if)# no ip dhcp snooping trust
Router(config-if)# ip verify source vlan dhcp-snooping
Router(config-if)# end
Router# show ip verify source interface gigabitethernet 6/1
Interface  Filter-type  Filter-mode  IP-address       Mac-address        Vlan
---------  -----------  -----------  ---------------  -----------------  ----------
Gi6/1      ip           active       10.0.0.1                            10  
Gi6/1      ip           active       deny-all                            11-20  
Router#

The output shows that there is one valid DHCP binding to VLAN 10.

This example shows how to configure an interface to use prefer port mode:
Router# configure terminal
Router(config)# interface gigabitethernet 6/1
Router(config-if)# access-group mode prefer port

This example shows how to configure an interface to use merge mode:
Router# configure terminal
Router(config)# interface gigabitEthernet 6/1

Step 5 Router(config-if)# ip verify source vlan 
dhcp-snooping [port-security]

Enables IP source guard, source IP address filtering on 
the port. The following are the command parameters:

• vlan applies the feature to only specific VLANs on 
the interface. The dhcp-snooping option applies the 
feature to all VLANs on the interface that have 
DHCP snooping enabled. 

• port-security enables MAC address filtering. This 
feature is currently not supported.

Step 6 Router(config-if)# exit Returns to global configuration mode.
Step 7 Router(config)# ip source binding mac_address 

vlan vlan-id ip-address interface interface_name
(Optional) Configures a static IP binding on the port.

Step 8 Router(config)# end Exits configuration mode.
Step 9 Router# show ip verify source [interface 

interface_name]
Verifies the configuration.

Command Purpose
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Router(config-if)# access-group mode merge

Displaying IP Source Guard PACL Information
To display IP source guard PACL information for all interfaces on a switch, perform this task:

This example shows that DHCP snooping is enabled on VLAN 10 through 20, interface fa6/1 is 
configured for IP filtering, and there is an existing IP address binding 10.0.01 on VLAN 10:
Router# show ip verify source interface fa6/1
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/1      ip           active       10.0.0.1                         10
fa6/1      ip           active       deny-all                         11-20

Note The second entry shows that a default PACL (deny all IP traffic) is installed on the port for those 
snooping-enabled VLANs that do not have a valid IP source binding.

This example shows the displayed PACL information for a trusted port:
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/2      ip           inactive-trust-port

This example shows the displayed PACL information for a port in a VLAN not configured for DHCP 
snooping:
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/3      ip           inactive-no-snooping-vlan

This example shows the displayed PACL information for a port with multiple bindings configured for 
an IP/MAC filtering:
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/4      ip           active       10.0.0.2         aaaa.bbbb.cccc  10
fa6/4      ip           active       11.0.0.1         aaaa.bbbb.cccd  11
fa6/4      ip           active       deny-all         deny-all        12-20

This example shows the displayed PACL information for a port configured for IP/MAC filtering but not 
for port security:
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/5      ip           active       10.0.0.3         permit-all      10
fa6/5      ip           active       deny-all         permit-all      11-20

Note The MAC address filter shows permit-all because port security is not enabled, so the MAC filter cannot 
apply to the port/VLAN and is effectively disabled. Always enable port security first.

Command Purpose
Router# show ip verify source [interface 
interface-name]

Displays IP source guard PACL information for all 
interfaces on a switch or for a specified interface.
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This example shows an error message when you enter the show ip verify source command on a port that 
does not have an IP source filter mode configured:
Router# show ip verify source interface fa6/6
IP Source Guard is not configured on the interface fa6/6.

This example shows how to display all interfaces on the switch that have IP source guard enabled:
Router# show ip verify source
Interface  Filter-type  Filter-mode  IP-address       Mac-address     Vlan
---------  -----------  -----------  ---------------  --------------  ---------
fa6/1      ip           active       10.0.0.1                         10
fa6/1      ip           active       deny-all                         11-20
fa6/2      ip           inactive-trust-port
fa6/3      ip           inactive-no-snooping-vlan
fa6/4      ip           active       10.0.0.2         aaaa.bbbb.cccc  10
fa6/4      ip           active       11.0.0.1         aaaa.bbbb.cccd  11
fa6/4      ip           active       deny-all         deny-all        12-20
fa6/5      ip           active       10.0.0.3         permit-all      10
fa6/5      ip           active       deny-all         permit-all      11-20

Displaying IP Source Binding Information
To display all IP source bindings configured on all interfaces on a switch, perform this task:

This example shows how to display all IP source bindings configured on all interfaces on the switch.
Router# show ip source binding
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
00:02:B3:3F:3B:99   55.5.5.2         6522        dhcp-snooping  10    GigabitEthernet6/10
00:00:00:0A:00:0B   11.0.0.1         infinite    static         10    GigabitEthernet6/10
Router#

Table 81-1 describes the fields in the show ip source binding command output.

Command Purpose
Router# show ip source binding [ip_address] 
[mac_address] [dhcp-snooping | static] 
[vlan vlan_id] [interface interface_name]

Displays IP source bindings using the optional specified 
display filters.

The dhcp-snooping filter displays all VLANs on the 
interface that have DHCP snooping enabled.

Table 81-1 show ip source binding Command Output

Field Description
MAC Address Client hardware MAC address
IP Address Client IP address assigned from the DHCP server
Lease (seconds) IP address lease time
Type Binding type; static bindings configured from CLI to dynamic binding 

learned from DHCP snooping
VLAN VLAN number of the client interface
Interface Interface that connects to the DHCP client host
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Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for DAI, page 82-1

• Restrictions for DAI, page 82-2

• Information About DAI, page 82-3

• Default Settings for DAI, page 82-6

• How to Configure DAI, page 82-7

• Configuration Examples for DAI, page 82-16

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

• The PFC and any DFCs support DAI in hardware. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for DAI 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


82-2
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 82      Dynamic ARP Inspection (DAI)
Restrictions for DAI

Restrictions for DAI 
• Hardware-accelerated DAI is enabled by default. 

• When DAI is hardware-accelerated, you can configure CoPP to rate limit ARP traffic that would be 
processed by the RP (for example, packets with a broadcast destination MAC address or the MAC 
address of the RP; see Chapter 79, “Control Plane Policing (CoPP)”). 

• DAI logging, including both ACL logging and DHCP logging, is not compatible with DAI hardware 
acceleration. When DAI is hardware-accelerated, DAI logging is disabled. 

Note Regardless of the enable state of DAI hardware acceleration, DAI configured to use an 
ARP ACL with the acl-match matchlog keywords is processed in software and supports 
logging. 

• Because DAI is an ingress security feature, it does not perform any egress checking.

• DAI is not effective for hosts connected to switches that do not support DAI or that do not have this 
feature enabled. Because man-in-the-middle attacks are limited to a single Layer 2 broadcast 
domain, separate the domain with DAI checks from the one with no checking. This action secures 
the ARP caches of hosts in the domain enabled for DAI.

• DAI depends on the entries in the DHCP snooping binding database to verify IP-to-MAC address 
bindings in incoming ARP requests and ARP responses. Make sure to enable DHCP snooping to 
permit ARP packets that have dynamically assigned IP addresses. For configuration information, 
see Chapter 80, “Dynamic Host Configuration Protocol (DHCP) Snooping.”

• When DHCP snooping is disabled or in non-DHCP environments, use ARP ACLs to permit or to 
deny packets.

• DAI is supported on access ports, trunk ports, EtherChannel ports, and private VLAN ports.

• A physical port can join an EtherChannel port channel only when the trust state of the physical port 
and the channel port match. When you change the trust state on the port channel, the switch 
configures a new trust state on all the physical ports that comprise the channel.

• The operating rate for the port channel is cumulative across all the physical ports within the channel. 
For example, if you configure the port channel with an ARP rate limit of 400 pps, all the interfaces 
combined on the channel receive an aggregate 400 pps. The rate of incoming ARP packets on 
EtherChannel ports is equal to the sum of the incoming rate of packets from all the channel 
members. Configure the rate limit for EtherChannel ports only after examining the rate of incoming 
ARP packets on the channel-port members.

The rate of incoming packets on a physical port is checked against the port-channel configuration 
rather than the physical-ports configuration. The rate-limit configuration on a port channel is 
independent of the configuration on its physical ports. 

If the EtherChannel receives more ARP packets than the configured rate, the channel (including all 
physical ports) is placed in the error-disabled state.

• Make sure to limit the rate of ARP packets on incoming trunk ports. Configure trunk ports with 
higher rates to reflect their aggregation and to handle packets across multiple DAI-enabled VLANs. 
You also can use the ip arp inspection limit none interface configuration command to make the 
rate unlimited. A high rate-limit on one VLAN can cause a denial-of-service attack to other VLANs 
when the software places the port in the error-disabled state.



82-3
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 82      Dynamic ARP Inspection (DAI)
Information About DAI

Information About DAI
• Information about ARP, page 82-3

• ARP Spoofing Attacks, page 82-3

• DAI and ARP Spoofing Attacks, page 82-4

• Interface Trust States and Network Security, page 82-4

• Rate Limiting of ARP Packets, page 82-5

• Relative Priority of ARP ACLs and DHCP Snooping Entries, page 82-6

• Logging of Dropped Packets, page 82-6

Information about ARP
ARP provides IP communication within a Layer 2 broadcast domain by mapping an IP address to a MAC 
address. For example, Host B wants to send information to Host A but does not have the MAC address 
of Host A in its ARP cache. Host B generates a broadcast message for all hosts within the broadcast 
domain to obtain the MAC address associated with the IP address of Host A. All hosts within the 
broadcast domain receive the ARP request, and Host A responds with its MAC address. 

ARP Spoofing Attacks 
ARP spoofing attacks and ARP cache poisoning can occur because ARP allows a gratuitous reply from 
a host even if an ARP request was not received. After the attack, all traffic from the device under attack 
flows through the attacker’s computer and then to the router, switch, or host.

An ARP spoofing attack can target hosts, switches, and routers connected to your Layer 2 network by 
poisoning the ARP caches of systems connected to the subnet and by intercepting traffic intended for 
other hosts on the subnet. Figure 82-1 shows an example of ARP cache poisoning.

Figure 82-1 ARP Cache Poisoning

Hosts A, B, and C are connected to the switch on interfaces A, B and C, all of which are on the same 
subnet. Their IP and MAC addresses are shown in parentheses; for example, Host A uses IP address IA 
and MAC address MA. When Host A needs to communicate to Host B at the IP layer, it broadcasts an 
ARP request for the MAC address associated with IP address IB. When the switch and Host B receive 
the ARP request, they populate their ARP caches with an ARP binding for a host with the IP address IA 
and a MAC address MA; for example, IP address IA is bound to MAC address MA. When Host B 
responds, the switch and Host A populate their ARP caches with a binding for a host with the IP address 
IB and the MAC address MB.

A B

C

Host A
(IA, MA)

Host B
(IB, MB)

Host C (man-in-the-middle)
(IC, MC) 11

17
50
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Host C can poison the ARP caches of the switch for Host A, and Host B by broadcasting forged ARP 
responses with bindings for a host with an IP address of IA (or IB) and a MAC address of MC. Hosts 
with poisoned ARP caches use the MAC address MC as the destination MAC address for traffic intended 
for IA or IB. This means that Host C intercepts that traffic. Because Host C knows the true MAC 
addresses associated with IA and IB, it can forward the intercepted traffic to those hosts by using the 
correct MAC address as the destination. Host C has inserted itself into the traffic stream from Host A to 
Host B, which is the topology of the classic man-in-the middle attack.

DAI and ARP Spoofing Attacks
The PFC and any DFCs provide hardware support for DAI. DAI is a security feature that validates ARP 
packets in a network. DAI intercepts, logs, and discards ARP packets with invalid IP-to-MAC address 
bindings. This capability protects the network from some man-in-the-middle attacks.

DAI ensures that only valid ARP requests and responses are relayed. The switch performs these 
activities:

• Intercepts all ARP requests and responses on untrusted ports 

• Verifies that each of these intercepted packets has a valid IP-to-MAC address binding before 
updating the local ARP cache or before forwarding the packet to the appropriate destination 

• Drops invalid ARP packets

DAI determines the validity of an ARP packet based on valid IP-to-MAC address bindings stored in a 
trusted database, the DHCP snooping binding database. This database is built by DHCP snooping if 
DHCP snooping is enabled on the VLANs and on the switch. If the ARP packet is received on a trusted 
interface, the switch forwards the packet without any checks. On untrusted interfaces, the switch 
forwards the packet only if it is valid. 

DAI can validate ARP packets against user-configured ARP access control lists (ACLs) for hosts with 
statically configured IP addresses (see “Applying ARP ACLs for DAI Filtering” section on page 82-9). 
The switch logs dropped packets (see the “Logging of Dropped Packets” section on page 82-6).

You can configure DAI to drop ARP packets when the IP addresses in the packets are invalid or when 
the MAC addresses in the body of the ARP packets do not match the addresses specified in the Ethernet 
header (see the “Enabling Additional Validation” section on page 82-11).

Interface Trust States and Network Security
DAI associates a trust state with each interface on the switch. Packets arriving on trusted interfaces 
bypass all DAI validation checks, and those arriving on untrusted interfaces undergo the DAI validation 
process. 

In a typical network configuration, you configure all switch ports connected to host ports as untrusted 
and configure all switch ports connected to switches as trusted. With this configuration, all ARP packets 
entering the network from a given switch bypass the security check. No other validation is needed at any 
other place in the VLAN or in the network. You configure the trust setting by using the ip arp inspection 
trust interface configuration command.

Caution Use the trust state configuration carefully. Configuring interfaces as untrusted when they should be 
trusted can result in a loss of connectivity. 
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In Figure 82-2, assume that both Switch A and Switch B are running DAI on the VLAN that includes 
Host 1 and Host 2. If Host 1 and Host 2 acquire their IP addresses from the DHCP server connected to 
Switch A, only Switch A binds the IP-to-MAC address of Host 1. Therefore, if the interface between 
Switch A and Switch B is untrusted, the ARP packets from Host 1 are dropped by Switch B. 
Connectivity between Host 1 and Host 2 is lost.

Figure 82-2 ARP Packet Validation on a VLAN Enabled for DAI

Configuring interfaces to be trusted when they are actually untrusted leaves a security hole in the 
network. If Switch A is not running DAI, Host 1 can easily poison the ARP cache of Switch B (and Host 
2, if the link between the switches is configured as trusted). This condition can occur even though 
Switch B is running DAI.

DAI ensures that hosts (on untrusted interfaces) connected to a switch running DAI do not poison the 
ARP caches of other hosts in the network. However, DAI does not prevent hosts in other portions of the 
network from poisoning the caches of the hosts that are connected to a switch running DAI.

In cases in which some switches in a VLAN run DAI and other switches do not, configure the interfaces 
connecting such switches as untrusted. However, to validate the bindings of packets from switches 
where DAI is not configured, configure ARP ACLs on the switch running DAI. When you cannot 
determine such bindings, isolate switches running DAI at Layer 3 from switches not running DAI. For 
configuration information, see the “One Switch Supports DAI” section on page 82-21.

Note Depending on the setup of the DHCP server and the network, it might not be possible to validate a given 
ARP packet on all switches in the VLAN. 

Rate Limiting of ARP Packets
The switch performs DAI validation checks, which rate limits incoming ARP packets to prevent a 
denial-of-service attack. By default, the rate for untrusted interfaces is 15 packets per second (pps). 
Trusted interfaces are not rate limited. You can change this setting by using the ip arp inspection limit 
interface configuration command.

When the rate of incoming ARP packets exceeds the configured limit, the switch places the port in the 
error-disabled state. The port remains in that state until you intervene. You can use the errdisable 
recovery global configuration command to enable error disable recovery so that ports automatically 
emerge from this state after a specified timeout period.

DHCP server

A B

Host 1 Host 2

Port 6/3 Port 3/3
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94
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For configuration information, see the “Configuring ARP Packet Rate Limiting” section on page 82-10.

Relative Priority of ARP ACLs and DHCP Snooping Entries
DAI uses the DHCP snooping binding database for the list of valid IP-to-MAC address bindings.

ARP ACLs take precedence over entries in the DHCP snooping binding database. The switch uses ACLs 
only if you configure them by using the ip arp inspection filter global configuration command. The 
switch first compares ARP packets to user-configured ARP ACLs. If the ARP ACL denies the ARP 
packet, the switch also denies the packet even if a valid binding exists in the database populated by 
DHCP snooping.

Logging of Dropped Packets
When the switch drops a packet, it places an entry in the log buffer and then generates system messages 
on a rate-controlled basis. After the message is generated, the switch clears the entry from the log buffer. 
Each log entry contains flow information, such as the receiving VLAN, the port number, the source and 
destination IP addresses, and the source and destination MAC addresses.

You use the ip arp inspection log-buffer global configuration command to configure the number of 
entries in the buffer and the number of entries needed in the specified interval to generate system 
messages. You specify the type of packets that are logged by using the ip arp inspection vlan logging 
global configuration command. For configuration information, see the “Configuring DAI Logging” 
section on page 82-13.

Default Settings for DAI 

Feature Default Setting
DAI Disabled on all VLANs.
Interface trust state All interfaces are untrusted.
Rate limit of incoming ARP packets The rate is 15 pps on untrusted interfaces, assuming that 

the network is a Layer 2-switched network with a host 
connecting to as many as 15 new hosts per second.

The rate is unlimited on all trusted interfaces.

The burst interval is 1 second.
ARP ACLs for non-DHCP environments No ARP ACLs are defined.
Validation checks No checks are performed.
Log buffer When DAI is enabled, all denied or dropped ARP 

packets are logged.

The number of entries in the log is 32.

The number of system messages is limited to 5 per 
second.

The logging-rate interval is 1 second.
Per-VLAN logging All denied or dropped ARP packets are logged.
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How to Configure DAI
• Enabling DAI on VLANs, page 82-7 

• Configuring DAI Hardware Acceleration, page 82-8 

• Configuring the DAI Interface Trust State, page 82-8 

• Applying ARP ACLs for DAI Filtering, page 82-9 

• Configuring ARP Packet Rate Limiting, page 82-10 

• Enabling DAI Error-Disabled Recovery, page 82-11 

• Enabling Additional Validation, page 82-11 

• Configuring DAI Logging, page 82-13 

• Displaying DAI Information, page 82-15 

Enabling DAI on VLANs
To enable DAI on VLANs, perform this task:

You can enable DAI on a single VLAN or a range of VLANs:

• To enable a single VLAN, enter a single VLAN number.

• To enable a range of VLANs, enter a dash-separated pair of VLAN numbers.

• You can enter a comma-separated list of VLAN numbers and dash-separated pairs of VLAN 
numbers.

This example shows how to enable DAI on VLANs 10 through 12:
Router# configure terminal 
Router(config)# ip arp inspection vlan 10-12 

This example shows another way to enable DAI on VLANs 10 through 12:
Router# configure terminal 
Router(config)# ip arp inspection vlan 10,11,12 

This example shows how to enable DAI on VLANs 10 through 12 and VLAN 15:
Router# configure terminal 
Router(config)# ip arp inspection vlan 10-12,15 

This example shows how to verify the configuration: 
Router(config)# do show ip arp inspection vlan 10-12,15 | begin Vlan 
Vlan     Configuration    Operation   ACL Match          Static ACL
 ----     -------------    ---------   ---------          ----------
   10     Enabled          Inactive 

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip arp inspection vlan {vlan_ID | 

vlan_range} 
Enables DAI on VLANs.

Step 3 Router(config-if)# do show ip arp inspection vlan 
{vlan_ID | vlan_range} | begin Vlan 

Verifies the configuration.
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   11     Enabled          Inactive 
   12     Enabled          Inactive 
   15     Enabled          Inactive 

 Vlan     ACL Logging      DHCP Logging
 ----     -----------      ------------
   10     Deny             Deny 
   11     Deny             Deny 
   12     Deny             Deny 
   15     Deny             Deny 

Configuring DAI Hardware Acceleration 
When DAI is enabled, by default DAI hardware acceleration is also enabled. To configure the DAI 
hardware acceleration state, perform this task: 

This example shows how to reenable DAI hardware acceleration:
Router# configure terminal 
Router(config)# ip arp inspection accelerate 
Router(config)# do show ip arp inspection | include Acceleration 
Hardware Acceleration Mode : Enabled
Router(config)# 

Configuring the DAI Interface Trust State
The switch forwards ARP packets that it receives on a trusted interface, but does not check them. 

On untrusted interfaces, the switch intercepts all ARP requests and responses. It verifies that the 
intercepted packets have valid IP-to-MAC address bindings before updating the local cache and before 
forwarding the packet to the appropriate destination. The switch drops invalid packets and logs them in 
the log buffer according to the logging configuration specified with the ip arp inspection vlan logging 
global configuration command. For more information, see the “Configuring DAI Logging” section on 
page 82-13.

To configure the DAI interface trust state, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip arp inspection accelerate Enables DAI hardware acceleration.

Router(config)# no ip arp inspection accelerate Disables DAI hardware acceleration.
Step 3 Router(config)# do show ip arp inspection | 

include Acceleration 
Verifies the configuration.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface {type slot/port | 

port-channel number} 
Specifies the interface connected to another switch, and 
enter interface configuration mode.
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This example shows how to configure Gigabit Ethernet port 5/12 as trusted:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# ip arp inspection trust 
Router(config-if)# do show ip arp inspection interfaces | include Int|--|5/12 
Interface        Trust State     Rate (pps)    Burst Interval
 ---------------  -----------     ----------    --------------
 Gi5/12           Trusted               None               N/A

Applying ARP ACLs for DAI Filtering
To apply an ARP ACL, perform this task:

• See the command reference for information about the arp access-list command.

• For vlan_range, you can specify a single VLAN or a range of VLANs:

– To specify a single VLAN, enter a single VLAN number.

– To specify a range of VLANs, enter a dash-separated pair of VLAN numbers.

– You can enter a comma-separated list of VLAN numbers and dash-separated pairs of VLAN 
numbers.

• (Optional) Specify static to treat implicit denies in the ARP ACL as explicit denies and to drop 
packets that do not match any previous clauses in the ACL. DHCP bindings are not used.

If you do not specify this keyword, it means that there is no explicit deny in the ACL that denies the 
packet, and DHCP bindings determine whether a packet is permitted or denied if the packet does not 
match any clauses in the ACL.

• ARP packets containing only IP-to-MAC address bindings are compared against the ACL. Packets 
are permitted only if the access list permits them.

This example shows how to apply an ARP ACL named example_arp_acl to VLANs 10 through 12 and 
VLAN 15:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection filter example_arp_acl vlan 10-12,15 
Router(config)# do show ip arp inspection vlan 10-12,15 | begin Vlan 
 Vlan     Configuration    Operation   ACL Match          Static ACL
 ----     -------------    ---------   ---------          ----------
   10     Enabled          Inactive    example_arp_acl   No 

Step 3 Router(config-if)# ip arp inspection trust Configures the connection between switches as trusted.
Step 4 Router(config-if)# do show ip arp inspection 

interfaces 
Verifies the DAI configuration.

Command Purpose

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router# ip arp inspection filter arp_acl_name 

vlan {vlan_ID | vlan_range} [static]
Applies the ARP ACL to a VLAN. 

Step 3 Router(config)# do show ip arp inspection vlan 
{vlan_ID | vlan_range} 

Verifies your entries.

http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr/command/ipaddr-a1.html#GUID-4C36776D-851A-4488-8BE7-7E9122F12240
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   11     Enabled          Inactive    example_arp_acl   No 
   12     Enabled          Inactive    example_arp_acl   No 
   15     Enabled          Inactive    example_arp_acl   No 
Vlan     ACL Logging      DHCP Logging
 ----     -----------      ------------
   10     Deny             Deny  
   11     Deny             Deny  
   12     Deny             Deny  
   15     Deny             Deny  

Configuring ARP Packet Rate Limiting

Note When DAI is hardware-accelerated, you can configure CoPP to rate limit ARP traffic that would be 
processed by the RP (for example, packets with a broadcast destination MAC address or the MAC 
address of the RP; see Chapter 79, “Control Plane Policing (CoPP)”).

When nonaccelerated DAI is enabled, the switch performs ARP packet validation checks, which makes 
the switch vulnerable to an ARP-packet denial-of-service attack. ARP packet rate limiting can prevent 
an ARP-packet denial-of-service attack.

To configure ARP packet rate limiting on a port, perform this task:

• The default rate is 15 pps on untrusted interfaces and unlimited on trusted interfaces.

• For rate pps, specify an upper limit for the number of incoming packets processed per second. The 
range is 0 to 2048 pps.

• The rate none keywords specify that there is no upper limit for the rate of incoming ARP packets 
that can be processed.

• (Optional) For burst interval seconds (default is 1), specify the consecutive interval, in seconds, 
over which the interface is monitored for a high rate of ARP packets.The range is 1 to 15.

• When the rate of incoming ARP packets exceeds the configured limit, the switch places the port in 
the error-disabled state. The port remains in the error-disabled state until you enable error-disabled 
recovery, which allows the port to emerge from the error-disabled state after a specified timeout 
period.

• Unless you configure a rate-limiting value on an interface, changing the trust state of the interface 
also changes its rate-limiting value to the default value for the configured trust state. After you 
configure the rate-limiting value, the interface retains the rate-limiting value even when you change 
its trust state. If you enter the no ip arp inspection limit interface configuration command, the 
interface reverts to its default rate-limiting value.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface {type slot/port | 

port-channel number} 
Selects the interface to be configured.

Step 3 Router(config-if)# ip arp inspection limit {rate 
pps [burst interval seconds] | none}

(Optional) Configures ARP packet rate limiting.

Step 4 Router(config-if)# do show ip arp inspection 
interfaces 

Verifies the configuration.
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• For configuration guidelines about limiting the rate of incoming ARP packets on trunk ports and 
EtherChannel ports, see the “Restrictions for DAI” section on page 82-2.

This example shows how to configure ARP packet rate limiting on Gigabit Ethernet port 5/14:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/14 
Router(config-if)# ip arp inspection limit rate 20 burst interval 2 
Router(config-if)# do show ip arp inspection interfaces | include Int|--|5/14 
 Interface        Trust State     Rate (pps)    Burst Interval
 ---------------  -----------     ----------    --------------
 Gi5/14           Untrusted               20                 2

Enabling DAI Error-Disabled Recovery
To enable DAI error-disabled recovery, perform this task:

This example shows how to enable DAI error disabled recovery:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# errdisable recovery cause arp-inspection 
Router(config)# do show errdisable recovery | include Reason|---|arp- 
ErrDisable Reason    Timer Status
-----------------    --------------
arp-inspection       Enabled

Enabling Additional Validation
DAI intercepts, logs, and discards ARP packets with invalid IP-to-MAC address bindings. You can 
enable additional validation on the destination MAC address, the sender and target IP addresses, and the 
source MAC address.

To enable additional validation, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# errdisable recovery cause 

arp-inspection 
(Optional) Enables DAI error-disabled recovery.

Step 3 Router(config)# do show errdisable recovery | 
include Reason|---|arp- 

Verifies the configuration.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip arp inspection validate 

{[dst-mac] [ip] [src-mac]}
(Optional) Enables additional validation.

Step 3 Router(config)# do show ip arp inspection | 
include abled$

Verifies the configuration.
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The additional validations do the following:

• dst-mac—Checks the destination MAC address in the Ethernet header against the target MAC 
address in ARP body. This check is performed for ARP responses. When enabled, packets with 
different MAC addresses are classified as invalid and are dropped.

• ip—Checks the ARP body for invalid and unexpected IP addresses. Addresses include 0.0.0.0, 
255.255.255.255, and all IP multicast addresses. Sender IP addresses are checked in all ARP 
requests and responses, and target IP addresses are checked only in ARP responses.

• src-mac—Checks the source MAC address in the Ethernet header against the sender MAC address 
in the ARP body. This check is performed on both ARP requests and responses. When enabled, 
packets with different MAC addresses are classified as invalid and are dropped.

When enabling additional validation, note the following information:

• You must specify at least one of the keywords. 

• Each ip arp inspection validate command overrides the configuration from any previous 
commands. If an ip arp inspection validate command enables src-mac and dst-mac validations, 
and a second ip arp inspection validate command enables IP validation only, the src-mac and 
dst-mac validations are disabled as a result of the second command.

This example shows how to enable src-mac additional validation:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection validate src-mac 
Router(config)# do show ip arp inspection | include abled$
Source Mac Validation      : Enabled
Destination Mac Validation : Disabled
IP Address Validation      : Disabled

This example shows how to enable dst-mac additional validation:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection validate dst-mac 
Router(config)# do show ip arp inspection | include abled$
Source Mac Validation      : Disabled
Destination Mac Validation : Enabled
IP Address Validation      : Disabled

This example shows how to enable ip additional validation:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection validate ip 
Router(config)# do show ip arp inspection | include abled$
Source Mac Validation      : Disabled
Destination Mac Validation : Disabled
IP Address Validation      : Enabled

This example shows how to enable src-mac and dst-mac additional validation:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection validate src-mac dst-mac 
Router(config)# do show ip arp inspection | include abled$
Source Mac Validation      : Enabled
Destination Mac Validation : Enabled
IP Address Validation      : Disabled



82-13
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 82      Dynamic ARP Inspection (DAI)
How to Configure DAI

This example shows how to enable src-mac, dst-mac, and ip additional validation:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection validate src-mac dst-mac ip 
Router(config)# do show ip arp inspection | include abled$
Source Mac Validation      : Enabled
Destination Mac Validation : Enabled
IP Address Validation      : Enabled

Configuring DAI Logging
• DAI Logging Overview, page 82-13

• DAI Logging Restrictions, page 82-13

• Configuring the DAI Logging Buffer Size, page 82-13

• Configuring the DAI Logging System Messages, page 82-14

• Configuring DAI Log Filtering, page 82-15

DAI Logging Overview
When DAI drops a packet, it places an entry in the log buffer and then generates system messages on a 
rate-controlled basis. After the message is generated, DAI clears the entry from the log buffer. Each log 
entry contains flow information, such as the receiving VLAN, the port number, the source and 
destination IP addresses, and the source and destination MAC addresses.

A log-buffer entry can represent more than one packet. For example, if an interface receives many 
packets on the same VLAN with the same ARP parameters, DAI combines the packets as one entry in 
the log buffer and generates a single system message for the entry.

If the log buffer overflows, it means that a log event does not fit into the log buffer, and the display for 
the show ip arp inspection log privileged EXEC command is affected. Two dashes (“--”) appear instead 
of data except for the packet count and the time. No other statistics are provided for the entry. If you see 
this entry in the display, increase the number of entries in the log buffer or increase the logging rate.

DAI Logging Restrictions 
DAI logging, including both ACL logging and DHCP logging, is not compatible with DAI hardware 
acceleration. When DAI is hardware-accelerated, DAI logging is disabled. Regardless of the enable state 
of DAI hardware acceleration, DAI configured to use an ARP ACL with the acl-match matchlog 
keywords is processed in software and supports logging. 

Configuring the DAI Logging Buffer Size
To configure the DAI logging buffer size, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
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This example shows how to configure the DAI logging buffer for 64 messages:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection log-buffer entries 64 
Router(config)# do show ip arp inspection log | include Size 
Total Log Buffer Size : 64

Configuring the DAI Logging System Messages
To configure the DAI logging system messages, perform this task:

• For logs number_of_messages (default is 5), the range is 0 to 1024. A 0 value means that the entry 
is placed in the log buffer, but a system message is not generated.

• For interval length_in_seconds (default is 1), the range is 0 to 86400 seconds (1 day). A 0 value 
means that a system message is immediately generated (and the log buffer is always empty). An 
interval setting of 0 overrides a log setting of 0.

• System messages are sent at the rate of number_of_messages per length_in_seconds.

This example shows how to configure DAI logging to send 12 messages every 2 seconds:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection log-buffer logs 12 interval 2 
Router(config)# do show ip arp inspection log | include Syslog 
Syslog rate : 12 entries per 2 seconds.

This example shows how to configure DAI logging to send 20 messages every 60 seconds.
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection log-buffer logs 20 interval 60 
Router(config)# do show ip arp inspection log | include Syslog 
Syslog rate : 20 entries per 60 seconds.

Step 2 Router(config)# ip arp inspection log-buffer 
entries number 

Configures the DAI logging buffer size (range is 
0 to 1024).

Step 3 Router(config)# do show ip arp inspection log | 
include Size 

Verifies the configuration.

Command Purpose

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip arp inspection log-buffer logs 

number_of_messages interval length_in_seconds 
Configures the DAI logging buffer.

Step 3 Router(config)# do show ip arp inspection log Verifies the configuration.
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Configuring DAI Log Filtering
To configure DAI log filtering, perform this task:

• By default, all denied packets are logged. 

• For vlan_range, you can specify a single VLAN or a range of VLANs:

– To specify a single VLAN, enter a single VLAN number.

– To specify a range of VLANs, enter a dash-separated pair of VLAN numbers.

– You can enter a comma-separated list of VLAN numbers and dash-separated pairs of VLAN 
numbers.

• acl-match matchlog—Logs packets based on the DAI ACL configuration. If you specify the 
matchlog keyword in this command and the log keyword in the permit or deny ARP access-list 
configuration command, ARP packets permitted or denied by the ACL are logged. 

• acl-match none—Does not log packets that match ACLs.

• dhcp-bindings all—Logs all packets that match DHCP bindings.

• dhcp-bindings none—Does not log packets that match DHCP bindings. 

• dhcp-bindings permit—Logs DHCP-binding permitted packets.

This example shows how to configure the DAI log filtering for VLAN 100 not to log packets that match 
ACLs:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip arp inspection vlan 100 logging acl-match none 
Router(config)# do show running-config | include ip arp inspection vlan 100 
ip arp inspection vlan 100 logging acl-match none

Displaying DAI Information

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# ip arp inspection vlan vlan_range 

logging {acl-match {matchlog | none} | 
dhcp-bindings {all | none | permit}}

Configures log filtering for each VLAN. 

Step 3 Router(config)# do show running-config | include 
ip arp inspection vlan vlan_range 

Verifies the configuration.

Command Description
show arp access-list [acl_name] Displays detailed information about ARP ACLs.
show ip arp inspection interfaces [interface_id] Displays the trust state and the rate limit of ARP packets for 

the specified interface or all interfaces.
show ip arp inspection vlan vlan_range Displays the configuration and the operating state of DAI for 

the specified VLAN. If no VLANs are specified or if a range 
is specified, displays information only for VLANs with DAI 
enabled (active).
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Configuration Examples for DAI 
• Two Switches Support DAI, page 82-16

• One Switch Supports DAI, page 82-21

Two Switches Support DAI
• Overview, page 82-16

• Configuring Switch A, page 82-17

• Configuring Switch B, page 82-18

Overview 
This procedure shows how to configure DAI when two switches support this feature. Host 1 is connected 
to Switch A, and Host 2 is connected to Switch B as shown in Figure 82-2 on page 82-5. Both switches 
are running DAI on VLAN 1 where the hosts are located. A DHCP server is connected to Switch A. Both 
hosts acquire their IP addresses from the same DHCP server. Switch A has the bindings for Host 1 and 
Host 2, and Switch B has the binding for Host 2. Switch A Gigabit Ethernet port 6/3 is connected to the 
Switch B Gigabit Ethernet port 3/3. 

Note • DAI depends on the entries in the DHCP snooping binding database to verify IP-to-MAC address 
bindings in incoming ARP requests and ARP responses. Make sure to enable DHCP snooping to 
permit ARP packets that have dynamically assigned IP addresses. For configuration information, 
see Chapter 80, “Dynamic Host Configuration Protocol (DHCP) Snooping.”

• This configuration does not work if the DHCP server is moved from Switch A to a different location.

• To ensure that this configuration does not compromise security, configure Gigabit Ethernet port 6/3 
on Switch A and Gigabit Ethernet port 3/3 on Switch B as trusted.

show ip arp inspection statistics [vlan vlan_range] Displays statistics for forwarded, dropped, MAC validation 
failure, IP validation failure, ACL permitted and denied, and 
DHCP permitted and denied packets for the specified VLAN. 
If no VLANs are specified or if a range is specified, displays 
information only for VLANs with DAI enabled (active).

The switch increments the number of forwarded packets for 
each ARP request and response packet on a trusted DAI port. 
The switch increments the number of ACL-permitted or 
DHCP-permitted packets for each packet that is denied by 
source MAC, destination MAC, or IP validation checks, and 
the switch increments the appropriate failure count.

show ip arp inspection log Displays the configuration and contents of the DAI log buffer.

Command Description
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Configuring Switch A
To enable DAI and configure Gigabit Ethernet port 6/3 on Switch A as trusted, follow these steps:

Step 1 Verify the connection between switches Switch A and Switch B:
SwitchA# show cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
                  S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone

Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID
SwitchB          Fas 6/3            177         R S I     WS-C6506  Fas 3/3
SwitchA#

Step 2 Enable DAI on VLAN 1 and verify the configuration:
SwitchA# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchA(config)# ip arp inspection vlan 1
SwitchA(config)# end
SwitchA# show ip arp inspection vlan 1 

Source Mac Validation      : Disabled
Destination Mac Validation : Disabled
IP Address Validation      : Disabled

 Vlan     Configuration    Operation   ACL Match          Static ACL
 ----     -------------    ---------   ---------          ----------
    1     Enabled          Active                        

 Vlan     ACL Logging      DHCP Logging
 ----     -----------      ------------
    1     Deny             Deny  
SwitchA#

Step 3 Configure Gigabit Ethernet port 6/3 as trusted:
SwitchA# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchA(config)# interface gigabitethernet 6/3
SwitchA(config-if)# ip arp inspection trust 
SwitchA(config-if)# end
SwitchA# show ip arp inspection interfaces gigabitethernet 6/3

Interface        Trust State     Rate (pps)
 ---------------  -----------     ----------
 Gi6/3            Trusted               None
SwitchA#

Step 4 Verify the bindings:
SwitchA# show ip dhcp snooping binding 
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
00:02:00:02:00:02   1.1.1.2          4993        dhcp-snooping  1     GigabitEthernet6/4
SwitchA#

Step 5 Check the statistics before and after DAI processes any packets:
SwitchA# show ip arp inspection statistics vlan 1

Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              0              0              0              0
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 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              0              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchA#

If Host 1 then sends out two ARP requests with an IP address of 1.1.1.2 and a MAC address of 
0002.0002.0002, both requests are permitted, as reflected in the following statistics:
SwitchA# show ip arp inspection statistics vlan 1

 Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              2              0              0              0

 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              2              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchA#

If Host 1 then tries to send an ARP request with an IP address of 1.1.1.3, the packet is dropped and an 
error message is logged:
00:12:08: %SW_DAI-4-DHCP_SNOOPING_DENY: 2 Invalid ARPs (Req) on Gi6/4, vlan 
1.([0002.0002.0002/1.1.1.3/0000.0000.0000/0.0.0.0/02:42:35 UTC Tue Jul 10 2001])
SwitchA# show ip arp inspection statistics vlan 1
SwitchA#

The statistics will display as follows:
Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              2              2              2              0

 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              2              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchA#

Configuring Switch B
To enable DAI and configure Gigabit Ethernet port 3/3 on Switch B as trusted, follow these steps:

Step 1 Verify the connectivity:
SwitchA# show cdp neighbors 
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
                  S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
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Device ID        Local Intrfce     Holdtme    Capability  Platform  Port ID
SwitchB          Fas 3/3            120         R S I     WS-C6506  Fas 6/3
SwitchB#

Step 2 Enable DAI on VLAN 1, and verify the configuration:
SwitchB# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchB(config)# ip arp inspection vlan 1
SwitchB(config)# end
SwitchB# show ip arp inspection vlan 1

Source Mac Validation      : Disabled
Destination Mac Validation : Disabled
IP Address Validation      : Disabled

 Vlan     Configuration    Operation   ACL Match          Static ACL
 ----     -------------    ---------   ---------          ----------
    1     Enabled          Active                        

 Vlan     ACL Logging      DHCP Logging
 ----     -----------      ------------
    1     Deny             Deny 
SwitchB#

Step 3 Configure Gigabit Ethernet port 3/3 as trusted:
SwitchB# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchB(config)# interface gigabitethernet 3/3
SwitchB(config-if)# ip arp inspection trust
SwitchB(config-if)# end
SwitchB# show ip arp inspection interfaces

Interface        Trust State     Rate (pps)
 ---------------  -----------     ----------
 Gi1/1            Untrusted               15
 Gi1/2            Untrusted               15
 Gi3/1            Untrusted               15
 Gi3/2            Untrusted               15
 Gi3/3            Trusted               None
 Gi3/4            Untrusted               15
 Gi3/5            Untrusted               15
 Gi3/6            Untrusted               15
 Gi3/7            Untrusted               15

<output truncated>
SwitchB#

Step 4 Verify the list of DHCP snooping bindings:
SwitchB# show ip dhcp snooping binding
MacAddress          IpAddress        Lease(sec)  Type           VLAN  Interface
------------------  ---------------  ----------  -------------  ----  --------------------
00:01:00:01:00:01   1.1.1.1          4995        dhcp-snooping  1     GigabitEthernet3/4
SwitchB#

Step 5 Check the statistics before and after DAI processes any packets:
SwitchB# show ip arp inspection statistics vlan 1

Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
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    1              0              0              0              0

 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              0              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchB#

If Host 2 then sends out an ARP request with the IP address 1.1.1.1 and the MAC address 
0001.0001.0001, the packet is forwarded and the statistics are updated appropriately:
SwitchB# show ip arp inspection statistics vlan 1

Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              1              0              0              0

 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              1              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchB#

If Host 2 attempts to send an ARP request with the IP address 1.1.1.2, DAI drops the request and logs a 
system message:
00:18:08: %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Gi3/4, vlan 
1.([0001.0001.0001/1.1.1.2/0000.0000.0000/0.0.0.0/01:53:21 UTC Fri May 23 2003])
SwitchB#

The statistics display as follows:
SwitchB# show ip arp inspection statistics vlan 1

Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              1              1              1              0

 Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              1              0                    0

 Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
SwitchB#
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One Switch Supports DAI
This procedure shows how to configure DAI when Switch B shown in Figure 82-2 on page 82-5 does 
not support DAI or DHCP snooping.

If switch Switch B does not support DAI or DHCP snooping, configuring Gigabit Ethernet port 6/3 on 
Switch A as trusted creates a security hole because both Switch A and Host 1 could be attacked by either 
Switch B or Host 2. 

To prevent this possibility, you must configure Gigabit Ethernet port 6/3 on Switch A as untrusted. To 
permit ARP packets from Host 2, you must set up an ARP ACL and apply it to VLAN 1. If the IP address 
of Host 2 is not static, which would make it impossible to apply the ACL configuration on Switch A, 
you must separate Switch A from Switch B at Layer 3 and use a router to route packets between them. 

To set up an ARP ACL on switch Switch A, follow these steps:

Step 1 Configure the access list to permit the IP address 1.1.1.1 and the MAC address 0001.0001.0001, and 
verify the configuration:
SwitchA# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchA(config)# arp access-list H2
SwitchA(config-arp-nacl)# permit ip host 1.1.1.1 mac host 1.1.1
SwitchA(config-arp-nacl)# end
SwitchA# show arp access-list
ARP access list H2
    permit ip host 1.1.1.1 mac host 0001.0001.0001 

Step 2 Apply the ACL to VLAN 1, and verify the configuration:
SwitchA# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchA(config)# ip arp inspection filter H2 vlan 1
SwitchA(config)# end
SwitchA#

SwitchA# show ip arp inspection vlan 1

Source Mac Validation      : Disabled
Destination Mac Validation : Disabled
IP Address Validation      : Disabled

 Vlan     Configuration    Operation   ACL Match          Static ACL
 ----     -------------    ---------   ---------          ----------
    1     Enabled          Active      H2                No 

 Vlan     ACL Logging      DHCP Logging
 ----     -----------      ------------
    1     Deny             Deny  
SwitchA#

Step 3 Configure Gigabit Ethernet port 6/3 as untrusted, and verify the configuration:
SwitchA# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
SwitchA(config)# interface gigabitethernet 6/3
SwitchA(config-if)# no ip arp inspection trust 
SwitchA(config-if)# end
Switch# show ip arp inspection interfaces gigabitethernet 6/3

 Interface        Trust State     Rate (pps)
 ---------------  -----------     ----------
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 Gi6/3            Untrusted               15

Switch#

When Host 2 sends 5 ARP requests through Gigabit Ethernet port 6/3 on Switch A and a “get” is 
permitted by Switch A, the statistics are updated appropriately:
Switch# show ip arp inspection statistics vlan 1
Vlan      Forwarded        Dropped     DHCP Drops     ACL Drops 
 ----      ---------        -------     ----------     ----------
    1              5              0              0              0
Vlan   DHCP Permits    ACL Permits   Source MAC Failures
 ----   ------------    -----------   -------------------
    1              0              5                    0
Vlan   Dest MAC Failures   IP Validation Failures
 ----   -----------------   ----------------------
    1                  0                        0
Switch#

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


C H A P T E R

83-1
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

83
Traffic Storm Control

• Prerequisites for Traffic Storm Control, page 83-1

• Restrictions for Traffic Storm Control, page 83-2

• Information About Traffic Storm Control, page 83-2

• Default Setting for Traffic Storm Control, page 83-4

• How to Enable Traffic Storm Control, page 83-4

• Displaying Traffic Storm Control Settings, page 83-5

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Traffic Storm Control 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Restrictions for Traffic Storm Control 
• The following LAN switching modules do not support traffic storm control:

– WS-X6148A-GE-45AF 

– WS-X6148A-GE-TX 

• The switch supports multicast and unicast traffic storm control on WS-X6148A-RJ-45, Gigabit 
Ethernet, and 10-Gigabit Ethernet LAN ports. 

• The switch supports broadcast traffic storm control on all LAN ports except on those modules 
previously noted.

• Except for BPDUs, traffic storm control does not differentiate between control traffic and data 
traffic.

• When multicast suppression is enabled, traffic storm control suppresses BPDUs when the multicast 
suppression threshold is exceeded on these modules:

– WS-X6848-SFP-2T, WS-X6748-SFP

– WS-X6824-SFP-2T, WS-X6724-SFP

– WS-X6848-TX-2T, WS-X6748-GE-TX

– WS-X6704-10GE

When multicast suppression is enabled on the listed modules, do not configure traffic storm control 
on STP-protected ports that need to receive BPDUs.

Except on the listed modules, traffic storm control does not suppress BPDUs. 

Information About Traffic Storm Control
A traffic storm occurs when packets flood the LAN, creating excessive traffic and degrading network 
performance. The traffic storm control feature prevents LAN ports from being disrupted by a broadcast, 
multicast, or unicast traffic storm on physical interfaces. 

Traffic storm control (also called traffic suppression) monitors incoming traffic levels over a 1-second 
traffic storm control interval and, during the interval, compares the traffic level with the traffic storm 
control level that you configure. The traffic storm control level is a percentage of the total available 
bandwidth of the port. Each port has a single traffic storm control level that is used for all types of traffic 
(broadcast, multicast, and unicast). 

Traffic storm control monitors the level of each traffic type for which you enable traffic storm control 
in 1-second traffic storm control intervals. Within an interval, when the ingress traffic for which traffic 
storm control is enabled reaches the traffic storm control level that is configured on the port, traffic storm 
control drops the traffic until the traffic storm control interval ends.

By default, within an interval, when the ingress traffic for which traffic storm control is enabled reaches 
the traffic storm control level that is configured on the port, traffic storm control drops the traffic until 
the traffic storm control interval ends. These are the configurable traffic storm control optional actions:

• Shutdown—When a traffic storm occurs, traffic storm control puts the port into the error-disabled 
state. To reenable ports, use the error-disable detection and recovery feature or the shutdown and 
no shutdown commands. 

• Trap—When a traffic storm occurs, traffic storm control generates an SNMP trap. 
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Figure 83-1 shows the broadcast traffic patterns on a LAN interface over a given interval. In this 
example, traffic storm control occurs between times T1 and T2 and between T4 and T5. During those 
intervals, the amount of broadcast traffic exceeded the configured threshold.

Figure 83-1 Broadcast Suppression

The traffic storm control threshold numbers and the time interval combination make the traffic storm 
control algorithm work with different levels of granularity. A higher threshold allows more packets to 
pass through.

Traffic storm control is implemented in hardware. The traffic storm control circuitry monitors packets 
passing from a LAN interface to the switching bus. Using the Individual/Group bit in the packet 
destination address, the traffic storm control circuitry determines if the packet is unicast or broadcast, 
keeps track of the current count of packets within the 1-second interval, and when a threshold is reached, 
filters out subsequent packets.

Because hardware traffic storm control uses a bandwidth-based method to measure traffic, the most 
significant implementation factor is setting the percentage of total available bandwidth that can be used 
by controlled traffic. Because packets do not arrive at uniform intervals, the 1-second interval during 
which controlled traffic activity is measured can affect the behavior of traffic storm control.

The following are examples of traffic storm control behavior:

• If you enable broadcast traffic storm control, and broadcast traffic exceeds the level within a 
1-second traffic storm control interval, traffic storm control drops all broadcast traffic until the end 
of the traffic storm control interval. 

• If you enable broadcast and multicast traffic storm control, and the combined broadcast and 
multicast traffic exceeds the level within a 1-second traffic storm control interval, traffic storm 
control drops all broadcast and multicast traffic until the end of the traffic storm control interval.

• If you enable broadcast and multicast traffic storm control, and broadcast traffic exceeds the level 
within a 1-second traffic storm control interval, traffic storm control drops all broadcast and 
multicast traffic until the end of the traffic storm control interval.

• If you enable broadcast and multicast traffic storm control, and multicast traffic exceeds the level 
within a 1-second traffic storm control interval, traffic storm control drops all broadcast and 
multicast traffic until the end of the traffic storm control interval.
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Default Setting for Traffic Storm Control 
None. 

How to Enable Traffic Storm Control
To enable traffic storm control, perform this task:

• You can configure traffic storm control on port channel interfaces. 

• Do not configure traffic storm control on ports that are members of an EtherChannel. Configuring 
traffic storm control on ports that are configured as members of an EtherChannel puts the ports into 
a suspended state. 

• Specify the level as a percentage of the total interface bandwidth:

– The level can be from 0 to 100.

– The optional fraction of a level can be from 0 to 99.

– 100 percent means no traffic storm control. 

– 0.0 percent suppresses all traffic.

• On these modules, these levels suppress all traffic:

– WS-X6704-10GE: 0.33 percent or less 

– WS-X6824-SFP-2T, WS-X6724-SFP 10Mbps ports: 0.33 percent or less 

– WS-X6848-SFP-2T, WS-X6748-SFP 100Mbps ports: 0.03 percent or less 

– WS-X6848-TX-2T, WS-X6748-GE-TX 100Mbps ports: 0.03 percent or less 

– WS-X6816-10G-2T, WS-X6716-10G
Oversubscription Mode: 0.29 percent or less 

Command Purpose
Step 1 Router(config)# interface {{type slot/port} | 

{port-channel number}}
Selects an interface to configure. 

Step 2 Router(config-if)# storm-control broadcast level 
level[.level] 

Enables broadcast traffic storm control on the interface, 
configures the traffic storm control level, and applies the 
traffic storm control level to all traffic storm control 
modes enabled on the interface.

Step 3 Router(config-if)# storm-control multicast level 
level[.level] 

Note The storm-control multicast command is 
supported only on Gigabit Ethernet interfaces.

Enables multicast traffic storm control on the interface, 
configures the traffic storm control level, and applies the 
traffic storm control level to all traffic storm control 
modes enabled on the interface.

Step 4 Router(config-if)# storm-control unicast level 
level[.level] 

Note The storm-control unicast command is 
supported only on Gigabit Ethernet interfaces.

Enables unicast traffic storm control on the interface, 
configures the traffic storm control level, and applies the 
traffic storm control level to all traffic storm control 
modes enabled on the interface.

Step 5 Router(config-if)# end Exits configuration mode.
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Because of hardware limitations and the method by which packets of different sizes are counted, the 
level percentage is an approximation. Depending on the sizes of the frames making up the incoming 
traffic, the actual enforced level might differ from the configured level by several percentage points.

This example shows how to enable multicast traffic storm control on Gigabit Ethernet interface 3/16 and 
how to configure the traffic storm control level at 70.5 percent:
Router# configure terminal
Router(config)# interface gigabitethernet 3/16
Router(config-if)# storm-control multicast level 70.5
Router(config-if)# end

This example shows how the traffic storm control level configured for one mode affects all other modes 
that are already configured on the Gigabit Ethernet interface 4/10:
Router# show run inter gig4/10
Building configuration...

Current configuration : 176 bytes
!
Router# interface GigabitEthernet4/10
Router# switchport
Router# switchport mode access
Router# storm-control broadcast level 70.00
Router# storm-control multicast level 70.00
Router# spanning-tree portfast edge
Router# end

Router# configure terminal
Router(config)# interface gigabitethernet 4/10
Router(config-if)# storm-control unicast level 20
Router(config-if)# end

Router# show interfaces gigabitethernet 4/10 counters storm-control

Port      UcastSupp %     McastSupp %     BcastSupp %  TotalSuppDiscards
Gi4/10      20.00           20.00           20.00              0

Router#

Displaying Traffic Storm Control Settings 

Note The show interfaces [{interface_type slot/port} | {port-channel number}] counters command does not 
display the discard count. You must enter the storm-control keyword to display the discard count.

Command Purpose
Router# show interfaces [{type slot/port} | 
{port-channel number}] switchport

Displays the administrative and operational status of all 
Layer 2 LAN ports or the specified Layer 2 LAN port.

Router# show interfaces [{type slot/port} | 
{port-channel number}] counters storm-control 

Displays the total number of packets discarded for all 
three traffic storm control modes, on all interfaces or on 
the specified interface.Router# show interfaces counters storm-control [module 

slot_number]
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Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Unknown Traffic Flood Control, page 84-1

• Restrictions for Unknown Traffic Flood Control, page 84-1

• Information About Unknown Traffic Flood Control, page 84-2

• Default Settings for Unknown Traffic Flood Control, page 84-2

• How to Configure Unknown Traffic Flood Control, page 84-2

• Configuration Examples for Unknown Traffic Flood Control, page 84-3

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Unknown Traffic Flood Control 
None. 

Restrictions for Unknown Traffic Flood Control 
When unknown unicast flood rate-limiting (UUFRL) is enabled, per-VLAN learning must be enabled on 
all the Layer 3 routed ports, otherwise, any unicast flooded packet coming into a routed port will also be 
rate-limited by UUFRL.

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Information About Unknown Traffic Flood Control 
By default, unknown unicast traffic is flooded to all Layer 2 ports in a VLAN. You can use the unknown 
unicast flood blocking (UUFB) and unknown unicast flood rate-limiting (UUFRL) features to prevent 
or limit this traffic. 

The UUFB features block unknown unicast traffic flooding at a specific port, only permitting egress 
traffic with MAC addresses that are known to exist on the port. The UUFB features are supported on all 
ports that are configured with the switchport command, including private VLAN (PVLAN) ports.

The UUFRL feature globally rate limits unknown unicast traffic on all VLANs.

Default Settings for Unknown Traffic Flood Control
None. 

How to Configure Unknown Traffic Flood Control
• How to Configure UUFB, page 84-2

• How to Configure UUFRL, page 84-2

How to Configure UUFB 
To configure UUFB, perform this task:

How to Configure UUFRL
To configure UUFRL, perform this task:

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface {{type slot/port} | 

{port-channel number}} 
Selects the interface to configure.

Step 3 Router(config-if)# switchport Configures the port for Layer 2 switching.
Step 4 Router(config-if)# switchport block {unicast} Enables unknown unicast flood blocking on the port.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# platform rate-limit layer2 unknown 

rate-in-pps [burst-size] 
Enables UUFRL and sets the maximum packet rate. 

(Optional) Specify a burst size limit.
Step 3 Router(config)# exit Exits configuration mode.
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When you configure UUFRL, note the following information:

• For the rate-in-pps value:

– The range is 10 through 1,000,000 (entered as 1000000).

– There is no default value.

– Values lower than 1,000 (entered as 1000) should offer sufficient protection.

• For the burst-size value:

– The range is 1 through 255.

– The default is 10.

– The default value should provide sufficient protection.

Configuration Examples for Unknown Traffic Flood Control 
This example shows how to configure UUFB on Gigabit Ethernet port 5/12 and how to verify the 
configuration:
Router# configure terminal 
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# switchport 
Router(config-if)# switchport block unicast 
Router(config-if)# do show interface gigabitethernet 5/12 switchport | include Unknown 
Unknown unicast blocked: enabled

This example shows how to configure UUFRL with a rate limit of 1000 pps with a burst of 20 packets:
Router# configure terminal 
Router(config)# platform rate-limit layer2 unknown 1000 20 
Router(config)# exit 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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IEEE 802.1X Port-Based Authentication 

• Prerequisites for 802.1X Authentication, page 85-1

• Restrictions for 802.1X Authentication, page 85-2

• Information About 802.1X Port-Based Authentication, page 85-6

• Default Settings for 802.1X Port-Based Authentication, page 85-31

• How to Configure 802.1X Port-Based Authentication, page 85-32

• Displaying Authentication Status and Information, page 85-57

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for 802.1X Authentication 
None. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas


85-2
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 85      IEEE 802.1X Port-Based Authentication
Restrictions for 802.1X Authentication

Restrictions for 802.1X Authentication 
• 802.1X Authentication, page 85-2

• VLAN Assignment, Guest VLAN, Restricted VLAN, and Inaccessible Authentication Bypass, 
page 85-3

• MAC Authentication Bypass, page 85-5

• Web-Based Authentication, page 85-5

• Network Edge Access Topology (NEAT) and Client Information Signalling Protocol (CISP), page 85-5

802.1X Authentication 
• When 802.1X authentication is enabled, ports are authenticated before any other Layer 2 or Layer 3 

features are enabled.

• If you try to change the mode of an 802.1X-enabled port (for example, from access to trunk), an 
error message appears, and the port mode is not changed.

• Although not recommended, you can configure port security and 802.1X port-based authentication 
on the same port. 

Note 802.1X authentication is not compatible with port security with sticky MAC addresses or 
static secure MAC addresses. With Release 15.1(1)SY1 and later, you cannot configure 
802.1X authentication with port security with sticky MAC addresses or static secure MAC 
addresses. 

• If the VLAN to which an 802.1X-enabled port is assigned changes, this change is transparent and 
does not affect the switch. For example, this change occurs if a port is assigned to a RADIUS 
server-assigned VLAN and is then assigned to a different VLAN after reauthentication.

If the VLAN to which an 802.1X port is assigned to shut down, disabled, or removed, the port 
becomes unauthorized. For example, the port is unauthorized after the access VLAN to which a port 
is assigned shuts down or is removed.

• The 802.1X protocol is supported on Layer 2 static-access ports, voice VLAN ports, and Layer 3 
routed ports, but it is not supported on these port types:

– Trunk port—If you try to enable 802.1X authentication on a trunk port, an error message 
appears, and 802.1X authentication is not enabled. If you try to change the mode of an 
802.1X-enabled port to trunk, an error message appears, and the port mode is not changed.

– Dynamic ports—A port in dynamic mode can negotiate with its neighbor to become a trunk 
port. If you try to enable 802.1X authentication on a dynamic port, an error message appears, 
and 802.1X authentication is not enabled. If you try to change the mode of an 802.1X-enabled 
port to dynamic, an error message appears, and the port mode is not changed.

– Dynamic-access ports—If you try to enable 802.1X authentication on a dynamic-access (VLAN 
Query Protocol [VQP]) port, an error message appears, and 802.1X authentication is not 
enabled. If you try to change an 802.1X-enabled port to dynamic VLAN assignment, an error 
message appears, and the VLAN configuration is not changed.

– EtherChannel port—Do not configure a port that is an active or a not-yet-active member of an 
EtherChannel as an 802.1X port. If you try to enable 802.1X authentication on an EtherChannel 
port, an error message appears, and 802.1X authentication is not enabled.
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– Switched Port Analyzer (SPAN) and Remote SPAN (RSPAN) destination ports—You can 
enable 802.1X authentication on a port that is a SPAN or RSPAN destination port. However, 
802.1X authentication is disabled until the port is removed as a SPAN or RSPAN destination 
port. You can enable 802.1X authentication on a SPAN or RSPAN source port.

• Before globally enabling 802.1X authentication on a switch by entering the dot1x 
system-auth-control global configuration command, remove the EtherChannel configuration from 
the interfaces on which 802.1X authentication and EtherChannel are configured.

• Because all traffic from unauthenticated hosts is forwarded to the switch processor, we recommend 
that you apply rate limiting to this traffic.

802.1X Host Mode
• In most cases when the host mode is changed on a port, any existing 802.1X authentications on that 

port are deleted. Exceptions are when changing from the single-host mode to any other mode, and 
when changing from multidomain mode to multiauth mode. In these two cases, existing 802.1X 
authentications are retained.

• If you enter the authentication open interface configuration command, any new MAC address 
detected on the port will be allowed unrestricted Layer 2 access to the network even before any 
authentication has succeeded. If you use this command, you should use static default ACLs to 
restrict Layer 3 traffic. For additional details, see the “Pre-Authentication Open Access” section on 
page 85-15.

• When configuring multiple-hosts mode, if the multiple-hosts port becomes unauthorized 
(reauthentication fails or an EAPOL-logoff message is received), all attached clients are denied 
access to the network.

• When configuring MDA host mode, A third-party IP phone’s MAC address will initially be assigned 
to the data VLAN. When tagged voice packets are observed, the device will be removed from the 
data VLAN and placed on the voice VLAN. 

• When configuring multiauth host mode, note the following guidelines:

– If one client on a multiauth port becomes unauthorized (reauthentication fails or an 
EAPOL-logoff message is received from that client), the authorization status of the other 
attached clients is not changed.

– RADIUS-assigned VLANs are not supported on multiauth ports, which can have only one data 
VLAN. If the authentication server sends VLAN-related attributes, the authentication will 
succeed but the VLAN assignment will be ignored. 

– Although multiple hosts are allowed on the data VLAN, only one host is allowed on the voice 
VLAN. When one IP phone has been authenticated, further IP phones on the same port will be 
denied authentication.

– A multiauth port does not support a guest VLAN, authentication-fail VLAN, or a critical 
VLAN.

VLAN Assignment, Guest VLAN, Restricted VLAN, and Inaccessible 
Authentication Bypass

• When 802.1X authentication is enabled on a port, you cannot configure a port VLAN that is equal 
to a voice VLAN.
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• The 802.1X authentication with VLAN assignment feature is not supported on trunk ports, dynamic 
ports, or with dynamic-access port assignment through a VMPS.

• You can configure any VLAN except an RSPAN VLAN, a private primary PVLAN, or a voice 
VLAN as an 802.1X guest VLAN. The guest VLAN feature is not supported on internal VLANs 
(routed ports) or trunk ports; it is supported only on access ports.

• After you configure a guest VLAN for an 802.1X port to which a DHCP client is connected, you 
might need to get a host IP address from a DHCP server. You can change the settings for restarting 
the 802.1X authentication process on the switch before the DHCP process on the client times out 
and tries to get a host IP address from the DHCP server. Decrease the settings for the 802.1X 
authentication process (dot1x timeout quiet-period and dot1x timeout tx-period interface 
configuration commands). The amount to decrease the settings depends on the connected 802.1X 
client type. 

• When configuring the 802.1X VLAN user distribution feature, follow these guidelines:

– A maximum of 100 VLAN groups can be configured, and a maximum of 4094 VLANs can be 
mapped to a VLAN group. 

– A VLAN can be mapped to more than one VLAN group.

– A guest VLAN, a critical VLAN, or a restricted VLAN can be mapped to a VLAN group.

– A VLAN group name cannot be specified as a guest VLAN, a critical VLAN, or a restricted 
VLAN. 

– You can modify a VLAN group by adding or removing a VLAN, but at least one VLAN must 
be mapped to the VLAN group. If you remove the last VLAN from the VLAN group, the VLAN 
group is deleted.

– Removing an existing VLAN from the VLAN group name does not revoke the authentication 
status of the ports in the VLAN, but the mappings are removed from the existing VLAN group. 

– Deleting an existing VLAN group name does not revoke the authentication status of the ports 
in any VLAN within the group, but the VLAN mappings to the VLAN group are removed. 

• When configuring the inaccessible authentication bypass feature, follow these guidelines:

– The inaccessible authentication bypass feature is supported on 802.1X ports in single-host 
mode, multiple-hosts mode, and MDA mode.

– If the client is running Windows XP and the port to which the client is connected is in the 
critical-authentication state, Windows XP might report that the interface is not authenticated.

– If the Windows XP client is configured for DHCP and has an IP address from the DHCP server, 
receiving an EAP-Success message on a critical port might not reinitiate the DHCP 
configuration process.

– You can configure the inaccessible authentication bypass feature and the critical VLAN on an 
802.1X port. If the switch tries to reauthenticate a critical port in a critical VLAN and all the 
RADIUS servers are unavailable, the switch changes the port state to the critical authentication 
state and the port remains in the critical VLAN.

– You can configure the inaccessible bypass feature and port security on the same port.

• You can configure any VLAN except an RSPAN VLAN or a voice VLAN as an 802.1X restricted 
VLAN. The restricted VLAN feature is not supported on internal VLANs (routed ports) or trunk 
ports; it is supported only on access ports.
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MAC Authentication Bypass
• Unless otherwise stated, the MAC authentication bypass guidelines are the same as the 802.1X 

authentication guidelines. For more information, see the “802.1X Authentication” section on 
page 85-2.

• If you disable MAC authentication bypass from a port after the port has been authorized with its 
MAC address, the session will be removed. 

• When MAC authentication bypass with EAP has been enabled on an interface, it is not disabled by 
a subsequent default interface command on the interface. 

• If the port is in the unauthorized state and the client MAC address is not the authentication-server 
database, the port remains in the unauthorized state. However, if the client MAC address is added 
to the database, the switch can use MAC authentication bypass to reauthorize the port. 

• If the port is in the authorized state, the port remains in this state until reauthorization occurs. 

• To use MAC authentication bypass on a routed port, make sure that MAC address learning is 
enabled on the port.

• You can optionally configure a timeout period for hosts that are connected by MAC authentication 
bypass but are inactive. The range is 1 to 65535 seconds, but should be set to a value less than the 
reauthentication timeout. You must enable port security before configuring a timeout value. For 
more information, see the “How to Configure Port Security” section on page 87-4.

Web-Based Authentication
• Fallback to web-based authentication is configured on switch ports in access mode. Ports in trunk 

mode are not supported.

• Fallback to web-based authentication is not supported on EtherChannels or EtherChannel members.

• Although fallback to web-based authentication is an interface-specific configuration, the web-based 
authentication fallback behavior is defined in a global fallback profile. If the global fallback 
configuration changes, the new profile will not be used until the next instance of authentication 
fallback.

For detailed information on configuring web-based authentication, see Chapter 86, “Web-Based 
Authentication.”

Network Edge Access Topology (NEAT) and Client Information Signalling 
Protocol (CISP) 

• You can configure NEAT ports with the same configurations as the other authentication ports. When 
the supplicant switch authenticates, the port mode is changed from access to trunk based on the 
switch vendor-specific attributes (VSAs). (device-traffic-class=switch).

• The VSA changes the authenticator switch port mode from access to trunk and enables 802.1x trunk 
encapsulation and the access VLAN if any would be converted to a native trunk VLAN. VSA does 
not change any of the port configurations on the supplicant

• Starting Release 15.2(1)SY1 NEAT support is available on FEX ports.
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Note The Instant Access/FEX ports will have switchport trunk allowed vlan 1 configuration enabled by 
default. Upon successful authorization asw port would be converted to trunk and allowed VLAN 
command can cause problems.

Information About 802.1X Port-Based Authentication
• 802.1X Overview, page 85-6

• 802.1X Device Roles, page 85-7

• Port-based Authentication Process, page 85-8

• Authentication Initiation and Message Exchange, page 85-10

• Ports in Authorized and Unauthorized States, page 85-12

• 802.1X Host Modes, page 85-13

• 802.1X Authentication with DHCP Snooping, page 85-15

• 802.1X Accounting, page 85-16

• 802.1X Authentication with VLAN Assignment, page 85-17

• Multiple VLANs and VLAN User Distribution with VLAN Assignment, page 85-18

• 802.1X Authentication with Guest VLAN, page 85-19

• 802.1X Authentication with Restricted VLAN, page 85-20

• 802.1X Authentication with Inaccessible Authentication Bypass, page 85-21

• 802.1X Authentication with Voice VLAN Ports, page 85-22

• 802.1X Authentication with Port Security, page 85-23

• 802.1X Authentication with ACL Assignments and Redirect URLs, page 85-23

• 802.1X Authentication with Port Descriptors, page 85-26

• 802.1X Authentication with MAC Authentication Bypass, page 85-26

• Network Admission Control Layer 2 IEEE 802.1X Validation, page 85-27

• 802.1X Authentication with Wake-on-LAN, page 85-28

802.1X Overview 
This section describe the role of 802.1X port-based authentication as a part of a system of authentication, 
authorization, and accounting (AAA) The IEEE 802.1X standard defines a client and server-based 
access control and authentication protocol that restricts unauthorized clients from connecting to a LAN 
through publicly accessible ports. The authentication server authenticates each client connected to a 
switch port and assigns the port to a VLAN before making available any services offered by the switch 
or the LAN. 

Until the client is authenticated, 802.1X access control allows only Extensible Authentication Protocol 
over LAN (EAPOL) traffic through the port to which the client is connected. After authentication is 
successful, normal traffic can pass through the port.
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802.1X Device Roles
With 802.1X port-based authentication, the devices in the network have specific roles as shown in 
Figure 85-1.

Figure 85-1 802.1X Device Roles

The specific roles shown in Figure 85-1 are as follows:

• Client—The device (workstation) that requests access to the LAN and switch services and responds 
to requests from the switch.The workstation must be running 802.1X-compliant client software such 
as that offered in the Microsoft Windows XP operating system. (The client is the supplicant in the 
IEEE 802.1X specification.)

Note To resolve Windows XP network connectivity and 802.1X port-based authentication issues, 
read the Microsoft Knowledge Base article at this URL: 
http://support.microsoft.com/kb/q303597/ 

• Authentication server—Performs the actual authentication of the client. The authentication server 
validates the identity of the client and notifies the switch whether or not the client is authorized to 
access the LAN and switch services. Because the switch acts as the proxy, the authentication service 
is transparent to the client. The Remote Authentication Dial-In User Service (RADIUS) security 
system with Extensible Authentication Protocol (EAP) extensions is the only supported 
authentication server; it is available in Cisco Secure Access Control Server (ACS), version 3.0. 
RADIUS uses a client-server model in which secure authentication information is exchanged 
between the RADIUS server and one or more RADIUS clients.

• Switch (also called the authenticator and back-end authenticator)— Controls the physical access to 
the network based on the authentication status of the client. The switch acts as an intermediary 
(proxy) between the client and the authentication server, requesting identity information from the 
client, verifying that information with the authentication server, and relaying a response to the 
client. The switch includes the RADIUS client, which is responsible for encapsulating and 
decapsulating the EAP frames and interacting with the authentication server. 

When the switch receives EAPOL frames and relays them to the authentication server, the Ethernet 
header is stripped and the remaining EAP frame is reencapsulated in the RADIUS format. The EAP 
frames are not modified or examined during encapsulation, and the authentication server must 
support EAP within the native frame format. When the switch receives frames from the 
authentication server, the server’s frame header is removed, leaving the EAP frame, which is then 
encapsulated for Ethernet and sent to the client.

http://support.microsoft.com/kb/q303597/
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Port-based Authentication Process
When 802.1X port-based authentication is enabled, these events occur:

• If the client supports 802.1X-compliant client software and the client’s identity is valid, the 802.1X 
authentication succeeds and the switch grants the client access to the network.

• If 802.1X authentication times out while waiting for an EAPOL message exchange, the switch can 
use a fallback authentication method, such as MAC authentication bypass (MAB) or web-based 
authentication (webauth), if either or both are enabled:

– If MAC authentication bypass is enabled, the switch relays the client’s MAC address to the 
AAA server for authorization. If the client’s MAC address is valid, the authorization succeeds 
and the switch grants the client access to the network. 

– If web-based authentication is enabled, the switch sends an HTTP login page to the client. The 
switch relays the client’s username and password to the AAA server for authorization. If the 
login succeeds, the switch grants the client access to the network.

Note The default order for authentication methods is 802.1X, and then MAB, then web-based 
authentication. You can change the order, and you can disable any of these methods.

• If fallback authentication methods are not enabled or are not successful, and if a guest VLAN is 
configured, the switch assigns the client to a guest VLAN that provides limited services.

• If the switch receives an invalid identity from an 802.1X-capable client and a restricted VLAN is 
specified, the switch can assign the client to a restricted VLAN that provides limited services.

• If the RADIUS authentication server is unavailable (down) and inaccessible authentication bypass 
is enabled, the switch grants the client access to the network by putting the port in the 
critical-authentication state in the user-specified critical VLAN. 

Note Inaccessible authentication bypass is also referred to as critical authentication or the AAA fail 
policy.
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Figure 85-2 Authentication Flowchart 

The switch reauthenticates a client when one of these situations occurs:

• Periodic reauthentication is enabled, and the reauthentication timer expires.

You can configure the reauthentication timer to use a switch-specific value or to be based on values 
from the RADIUS server.

After 802.1X authentication using a RADIUS server is configured, the switch uses timers based on 
the Session-Timeout RADIUS attribute (Attribute[27]) and the Termination-Action RADIUS 
attribute (Attribute [29]). 

The Session-Timeout RADIUS attribute (Attribute[27]) specifies the time after which 
reauthentication occurs. 
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The Termination-Action RADIUS attribute (Attribute [29]) specifies the action to take during 
reauthentication. The actions are Initialize and ReAuthenticate. When the Initialize action is set (the 
attribute value is DEFAULT), the 802.1X session ends, and connectivity is lost during 
reauthentication. When the ReAuthenticate action is set (the attribute value is RADIUS-Request), 
the session is not affected during reauthentication.

• You manually reauthenticate the client by entering the dot1x re-authenticate interface type 
slot/port privileged EXEC command.

Authentication Initiation and Message Exchange
The switch or the client can initiate authentication. If you enable authentication on a port by using the 
dot1x pae authenticator and authentication port-control auto interface configuration commands, the 
switch must initiate authentication when it determines that the port link state transitions from down to 
up. The switch then sends an EAP-request/identity frame to the client to request its identity (typically, 
the switch sends an initial identity/request frame followed by one or more requests for authentication 
information). When the client receives the frame, it responds with an EAP-response/identity frame.

If the client does not receive an EAP-request/identity frame from the switch during bootup, the client 
can initiate authentication by sending an EAPOL-start frame, which prompts the switch to request the 
client’s identity.

Note If 802.1X is not enabled or supported on the network access device, any EAPOL frames from the client 
are dropped. If the client does not receive an EAP-request/identity frame after three attempts to start 
authentication, the client transmits frames as if the port is in the authorized state. A port in the authorized 
state effectively means that the client has been successfully authenticated. For more information, see the 
“Ports in Authorized and Unauthorized States” section on page 85-12.

When the client supplies its identity, the switch begins its role as the intermediary, passing EAP frames 
between the client and the authentication server until authentication succeeds or fails. If the 
authentication succeeds, the port becomes authorized. If the authentication fails, authentication can be 
retried, the port might be assigned to a VLAN that provides limited services, or network access is not 
granted. For more information, see the “Ports in Authorized and Unauthorized States” section on 
page 85-12.
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The specific exchange of EAP frames depends on the authentication method being used. Figure 85-3 
shows a message exchange initiated by the client using the One-Time-Password (OTP) authentication 
method with a RADIUS server.

Figure 85-3 Message Exchange

If 802.1X authentication times out while waiting for an EAPOL message exchange, and MAC 
authentication bypass is enabled, the switch can authorize the client when the switch detects an Ethernet 
packet from the client. The switch uses the MAC address of the client as its identity and includes this 
information in the RADIUS-access/request frame that is sent to the RADIUS server. After the server 
sends the switch the RADIUS-access/accept frame (authorization is successful), the port becomes 
authorized. If MAB authorization fails and a guest VLAN is specified, the switch assigns the port to the 
guest VLAN. If the switch detects an EAPOL packet while waiting for an Ethernet packet, the switch 
stops the MAC authentication bypass process and starts 802.1X authentication.
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Figure 85-4 Message Exchange During MAC Authentication Bypass

Ports in Authorized and Unauthorized States
The switch port state determines whether or not the client is granted access to the network. The port 
starts in the unauthorized state. While in this state, the port disallows all ingress and egress traffic except 
for 802.1X protocol packets. When a client is successfully authenticated, the port transitions to the 
authorized state, allowing all traffic for the client to flow normally.

If a client that does not support 802.1X authentication connects to an unauthorized 802.1X port, the 
switch requests the client’s identity. In this situation, the client does not respond to the request, the port 
remains in the unauthorized state, and the client is not granted access to the network.

In contrast, when an 802.1X-enabled client connects to a port that is not running the 802.1X protocol, 
the client initiates the authentication process by sending the EAPOL-start frame. When no response is 
received, the client sends the request for a fixed number of times. Because no response is received, the 
client begins sending frames as if the port is in the authorized state.

You control the port authorization state by using the authentication port-control interface 
configuration command and these keywords:

• force-authorized—Disables 802.1X port-based authentication and causes the port to transition to 
the authorized state without any authentication exchange required. The port transmits and receives 
normal traffic without 802.1X-based authentication of the client. This is the default setting.

• force-unauthorized—Causes the port to remain in the unauthorized state, ignoring all attempts by 
the client to authenticate. The switch cannot provide authentication services to the client through the 
interface.

• auto—Enables 802.1X port-based authentication and causes the port to begin in the unauthorized 
state, allowing only EAPOL frames to be sent and received through the port. The authentication 
process begins when the link state of the port transitions from down to up or when an EAPOL-start 
frame is received. The switch requests the identity of the client and begins relaying authentication 
messages between the client and the authentication server. Each client attempting to access the 
network is uniquely identified by the switch by using the client’s MAC address.
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If the client is successfully authenticated (receives an Accept frame from the authentication server), the 
port state changes to authorized, and all frames from the authenticated client are allowed through the 
port. If the authentication fails, the port remains in the unauthorized state, but authentication can be 
retried. If the authentication server cannot be reached, the switch can retransmit the request. If no 
response is received from the server after the specified number of attempts, authentication fails, and 
network access is not granted.

When a client logs off, it sends an EAPOL-logoff message, causing the switch port to transition to the 
unauthorized state.

If the link state of a port transitions from up to down, or if an EAPOL-logoff frame is received, the port 
returns to the unauthorized state.

802.1X Host Modes 
• Host Mode Overview, page 85-13

• Single-Host Mode, page 85-13

• Multiple-Hosts Mode, page 85-13

• Multidomain Authentication Mode, page 85-14

• Multi-Auth VLAN Assignment, page 85-14

• Multiauthentication Mode, page 85-15

• Pre-Authentication Open Access, page 85-15

Host Mode Overview 
The 802.1X port’s host mode determines whether more than one client can be authenticated on the port 
and how authentication will be enforced. You can configure an 802.1X port to use any of the four host 
modes described in the following sections. In addition, each mode may be modified to allow 
pre-authentication open access.

Single-Host Mode
In single-host mode (see Figure 85-1 on page 85-7), only one client can be connected to the 
802.1X-enabled port. The switch detects the client by sending an EAPOL frame when the port link state 
changes to the up state. If a client leaves or is replaced with another client, the switch changes the port 
link state to down, and the port returns to the unauthorized state.

Multiple-Hosts Mode
In multiple-hosts mode, you can attach multiple hosts to a single 802.1X-enabled port. Figure 85-5 shows 
802.1X port-based authentication in a wireless LAN. In this mode, only one of the attached clients must 
be authorized for all clients to be granted network access. If the port becomes unauthorized 
(reauthentication fails or an EAPOL-logoff message is received), the switch denies network access to all 
of the attached clients. In this topology, the wireless access point is responsible for authenticating the 
clients attached to it, and it also acts as a client to the switch.

With the multiple-hosts mode enabled, you can use 802.1X authentication to authenticate the port and 
you can use port security to manage network access for all MAC addresses, including the client’s MAC 
address.
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Figure 85-5 Multiple Host Mode Example

Multidomain Authentication Mode
Multidomain authentication (MDA) mode allows an IP phone (Cisco or third-party) and a single host 
behind the IP phone to authenticate independently, using 802.1X, MAC authentication bypass (MAB), 
or (for the host only) web-based authentication. In this application, multidomain refers to two domains 
— data and voice — and only two MAC addresses are allowed per port. The switch can place the host 
in the data VLAN and the IP phone in the voice VLAN, though they appear on the same switch port. The 
data VLAN assignment can be obtained from the vendor-specific attributes (VSAs) received from the 
authentication, authorization, and accounting (AAA) server during authentication. 

Figure 85-6 shows a typical MDA application with a single host behind an IP phone connected to the 
802.1X-enabled port. Because the client is not directly connected to the switch, the switch cannot detect 
a loss of port link if the client is disconnected. To prevent the possibility of another device using the 
established authentication of the disconnected client, later Cisco IP phones send a Cisco Discovery 
Protocol (CDP) host presence type length value (TLV) to notify the switch of changes in the attached 
client’s port link state. 

Figure 85-6 Multidomain Authentication Mode Example 

Multi-Auth VLAN Assignment
Multi-auth VLAN assignment uses existing commands to support the assignment of a RADIUS 
server-supplied VLAN in multiauth mode when these conditions occur: 

• The host is the first host authorized on the port, and the RADIUS server supplies VLAN 
information.

• Subsequent hosts are authorized with a VLAN that matches the operational VLAN.

• A host is authorized on the port with no VLAN assignment, and subsequent hosts either have no 
VLAN assignment, or their VLAN information matches the operational VLAN.

10
12

27

Wireless clients

Access point

Authentication
server

(RADIUS)

IP

Client IP phone Switch

Authentication
server

(RADIUS)

18
76

40



85-15
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 85      IEEE 802.1X Port-Based Authentication
Information About 802.1X Port-Based Authentication

• The first host authorized on the port has a group VLAN assignment, and subsequent hosts either 
have no VLAN assignment, or their group VLAN matches the group VLAN on the port. Subsequent 
hosts must use the same VLAN from the VLAN group as the first host. If a VLAN list is used, all 
hosts are subject to the conditions specified in the VLAN list. 

• After a VLAN is assigned to a host on the port, subsequent hosts must have matching VLAN 
information or be denied access to the port. 

• The behavior of the critical-auth VLAN is not changed for multiauth mode. When a host tries to 
authenticate and the server is not reachable, all authorized hosts are reinitialized in the configured 
VLAN.

Note • Only one voice VLAN is supported on a multiauth port.

• You cannot configure a guest VLAN or an auth-fail VLAN in multiauth mode.

Multiauthentication Mode
Multiauthentication (multiauth) mode allows one 802.1X/MAB client on the voice VLAN and multiple 
authenticated 802.1X/MAB/webauth clients on the data VLAN. When a hub or access point is connected 
to an 802.1X port, as in Figure 85-5, multiauth mode provides enhanced security over multiple-hosts 
mode by requiring authentication of each connected client. For non-802.1X devices, MAB or web-based 
authentication can be used as the fallback method for individual host authentications, allowing different 
hosts to be authenticated through different methods on a single port. 

Multiauth also supports MDA functionality on the voice VLAN by assigning authenticated devices to 
either a data or voice VLAN depending on the VSAs received from the authentication server.

Pre-Authentication Open Access 
Any of the four host modes may be additionally configured to allow a device to gain network access 
before authentication. This pre-authentication open access is useful in an application such as the 
Pre-boot eXecution Environment (PXE), where a device must access the network to download a bootable 
image containing an authentication client.

Pre-authentication open access is enabled by entering the authentication open command after host 
mode configuration, and acts as an extension to the configured host mode. For example, if 
pre-authentication open access is enabled with single-host mode, then the port will allow only one MAC 
address. When pre-authentication open access is enabled, initial traffic on the port is restricted only by 
whatever other access restriction, independent of 802.1X, is configured on the port. If no access 
restriction other than 802.1X is configured on the port, then a client device will have full access on the 
configured VLAN.

802.1X Authentication with DHCP Snooping
When the Dynamic Host Configuration Protocol (DHCP) snooping option-82 with data insertion feature 
is enabled, the switch can insert a client’s 802.1X authenticated user identity information into the DHCP 
discovery process, allowing the DHCP server to assign IP addresses from different IP address pools to 
different classes of end users. This feature allows you to secure the IP addresses given to the end users 
for accounting purposes and to allow services based on Layer 3 criteria. 
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After a successful 802.1X authentication between a supplicant and the RADIUS server, the switch puts 
the port in the forwarding state and stores the attributes that it receives from the RADIUS server. While 
performing DHCP snooping, the switch acts as a DHCP relay agent, receiving DHCP messages and 
regenerating those messages for transmission on another interface. When a client, after 802.1X 
authentication, sends a DHCP discovery message, the switch receives the packet. The switch adds to the 
packet a RADIUS attributes suboption section containing the stored RADIUS attributes of the client. 
The switch then submits the discovery broadcast again. The DHCP server receives the modified DHCP 
discovery packet and can, if configured to do so, use the authenticated user identity information when 
creating the IP address lease. The mapping of user-to-IP address can be on a one-to-one, one-to-many, 
or many-to-many basis. The one-to-many mapping allows the same user to authenticate through the 
802.1X hosts on multiple ports.

The switch will automatically insert the authenticated user identity information when 802.1X 
authentication and DHCP snooping option-82 with data insertion features are enabled. To configure 
DHCP snooping option-82 with data insertion, see the “DHCP Snooping Option-82 Data Insertion” section 
on page 80-5.

For information about the data inserted in the RADIUS attributes suboption, see RFC 4014, “Remote 
Authentication Dial-In User Service (RADIUS) Attributes Suboption for the Dynamic Host Configuration 
Protocol (DHCP) Relay Agent Information Option.”

802.1X Accounting
The IEEE 802.1X standard defines how users are authorized and authenticated for network access but 
does not keep track of network usage. IEEE 802.1X accounting is disabled by default. You can enable 
802.1X accounting to monitor the following activities on 802.1X-enabled ports:

• User successfully authenticates.

• User logs off.

• Link-down occurs.

• Reauthentication successfully occurs.

• Reauthentication fails.

The switch does not log IEEE 802.1X accounting information. Instead, it sends this information to the 
RADIUS server, which must be configured to log accounting messages.

The information sent to the RADIUS server is represented in the form of Attribute-Value (AV) pairs. 
These AV pairs provide data for different applications. (For example, a billing application might require 
information that is in the Acct-Input-Octets or the Acct-Output-Octets attributes of a RADIUS packet.)

AV pairs are automatically sent by a switch that is configured for 802.1X accounting. Three types of 
RADIUS accounting packets are sent by a switch:

• START–Sent when a new user session starts. 

• INTERIM–Sent during an existing session for updates. 

• STOP–Sent when a session terminates. 
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Table 85-1 lists the AV pairs and indicates when they are sent are sent by the switch. 

You can view the AV pairs that are being sent by the switch by entering the debug radius accounting 
privileged EXEC command. For more information about AV pairs, see RFC 3580, “IEEE 802.1X Remote 
Authentication Dial In User Service (RADIUS) Usage Guidelines.”

802.1X Authentication with VLAN Assignment
After successful 802.1X authentication of a port, the RADIUS server sends the VLAN assignment to 
configure the port. The RADIUS server database maintains the username-to-VLAN mappings, assigning 
the VLAN based on the username of the client connected to the port. You can use this feature to limit 
network access for certain users. 

When configured on the switch and the RADIUS server, 802.1X authentication with VLAN assignment 
has these characteristics:

• If 802.1X authentication is enabled on a port, and if all information from the RADIUS server is 
valid, the port is placed in the RADIUS server-assigned VLAN after authentication.

Table 85-1 Accounting AV Pairs

Attribute 
Number AV Pair Name START INTERIM STOP
Attribute[1] User-Name Always Always Always
Attribute[4] NAS-IP-Address Always Always Always
Attribute[5] NAS-Port Always Always Always
Attribute[8] Framed-IP-Address Never Sometimes Sometimes 

Note The Framed-IP-Address AV pair is sent only if a valid 
DHCP binding exists for the host in the DHCP 
snooping bindings table.

Attribute[25] Class Always Always Always
Attribute[26] Vendor-Specific — — —

Note Vendor-specific attributes (VSAs) are used by other 802.1X features.
Attribute[30] Called-Station-ID Always Always Always
Attribute[31] Calling-Station-ID Always Always Always
Attribute[40] Acct-Status-Type Always Always Always
Attribute[41] Acct-Delay-Time Always Always Always
Attribute[42] Acct-Input-Octets Never Never Always
Attribute[43] Acct-Output-Octets Never Never Always
Attribute[44] Acct-Session-ID Always Always Always
Attribute[45] Acct-Authentic Always Always Always
Attribute[46] Acct-Session-Time Never Never Always
Attribute[49] Acct-Terminate-Cause Never Never Always
Attribute[61] NAS-Port-Type Always Always Always
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• If the multiple-hosts mode is enabled on an 802.1X port, all hosts on the port are placed in the same 
RADIUS server-assigned VLAN as the first authenticated host.

• If the multiauth mode is enabled on an 802.1X port, the VLAN assignment will be ignored.

• If no VLAN number is supplied by the RADIUS server, the port is configured in its access VLAN 
after successful authentication. An access VLAN is a VLAN assigned to an access port. All packets 
sent from or received on this port belong to this VLAN.

• If 802.1X authentication is enabled but the VLAN information from the RADIUS server is not valid, 
the port returns to the unauthorized state and remains in the configured access VLAN. This prevents 
ports from appearing unexpectedly in an inappropriate VLAN because of a configuration error.

Configuration errors could include specifying a VLAN for a routed port, a malformed VLAN ID, a 
nonexistent or internal (routed port) VLAN ID, or an attempted assignment to a voice VLAN ID.

• If 802.1X authentication is disabled on the port, the port is returned to the configured access VLAN. 

• The Radius VLAN assignment is supported for both DATA clients and VOICE clients. 

When the port is in the force-authorized, force-unauthorized, unauthorized, or shutdown state, the port 
is put into the configured access VLAN.

If an 802.1X port is authenticated and put in the RADIUS server-assigned VLAN, any change to the port 
access VLAN configuration does not take effect.

The 802.1X authentication with VLAN assignment feature is not supported on trunk ports, dynamic 
ports, or with dynamic-access port assignment through a VLAN Membership Policy Server (VMPS).

To configure VLAN assignment, perform this task:

Step 1 Enable AAA authorization by using the network keyword to allow interface configuration from the 
RADIUS server.

Step 2 Enable 802.1X authentication. 

Step 3 The VLAN assignment feature is automatically enabled when you configure 802.1X authentication on 
an access port.

Step 4 Assign vendor-specific tunnel attributes in the RADIUS server. The RADIUS server must return these 
attributes to the switch:

• [64] Tunnel-Type = VLAN

• [65] Tunnel-Medium-Type = 802

• [81] Tunnel-Private-Group-ID = VLAN name or VLAN ID

Attribute [64] must contain the value VLAN (type 13). Attribute [65] must contain the value 802 (type 
6). Attribute [81] specifies the VLAN name or VLAN ID assigned to the 802.1X-authenticated user.

Multiple VLANs and VLAN User Distribution with VLAN Assignment
The RADIUS-supplied VLAN assignment can provide load balancing by distributing 
802.1X-authenticated users among multiple VLANs. 

In earlier releases, the RADIUS server can supply a single VLAN name or ID for the assignment of an 
authenticating user. The RADIUS server can supply multiple VLAN names and IDs or the name of a 
VLAN group that contains multiple VLANs. Use either of the following two methods to load balance 
the users between the different VLANs:
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• Configure the RADIUS server to send more than one VLAN ID or VLAN name as part of the 
response to the authenticating user. The 802.1X VLAN user group feature tracks the users in a 
particular VLAN and achieves load balancing by placing newly authenticated users in the least 
populated VLAN of the RADIUS-supplied VLAN IDs.

Perform the steps shown in the “802.1X Authentication with VLAN Assignment” section on 
page 85-17 with the following exception:

Attribute [81] Tunnel-Private-Group-ID specifies multiple VLAN names or VLAN IDs

• Define a VLAN group that contains multiple VLANs. Configure the RADIUS server to supply the 
VLAN group name instead of a VLAN ID as part of the response to the authenticating user. If the 
supplied VLAN group name is found among the VLAN group names that you have defined, the 
newly authenticated user is placed in the least populated VLAN within the VLAN group.

Perform the steps shown in the “802.1X Authentication with VLAN Assignment” section on 
page 85-17 with the following exception:

Attribute [81] Tunnel-Private-Group-ID specifies a defined VLAN group name

For more information, see the “Configuring VLAN User Distribution” section on page 85-44. 

802.1X Authentication with Guest VLAN
You can configure a guest VLAN for each 802.1X port on the switch to provide limited services to 
non-802.1X-compliant clients, such as for downloading the 802.1X client software. These clients might 
be upgrading their system for 802.1X authentication, and some hosts, such as Windows 98 systems, 
might not be 802.1X-capable.

When you enable a guest VLAN on an 802.1X port, the switch assigns clients to a guest VLAN when 
the switch does not receive a response to its EAP request/identity frame or when EAPOL packets are not 
sent by the client and no fallback authentication methods are enabled.

In addition, the switch maintains the EAPOL packet history. If an EAPOL packet is detected on the 
interface during the lifetime of the link, the switch determines that the device connected to that interface 
is an 802.1X-capable supplicant, and the interface will not change to the guest VLAN state. The EAPOL 
packet history is cleared if the interface link status goes down. 

Use the dot1x guest-vlan supplicant global configuration command to allow an interface to change to 
the guest VLAN state regardless of the EAPOL packet history. That is, a host that is not 802.1X-capable 
will be assigned to the guest VLAN even if a previous host on that interface was 802.1X-capable.

Note If an EAPOL packet is detected after the interface has changed to the guest VLAN, the interface reverts 
to an unauthorized state, and 802.1X authentication restarts.

Any number of 802.1X-incapable clients are allowed access when the port is moved to the guest VLAN. 
If an 802.1X-capable client joins the same port on which the guest VLAN is configured, the port is put 
into the unauthorized state in the user-configured access VLAN, and authentication is restarted.

When operating as an 802.1X guest VLAN, a port functions in multiple-hosts mode regardless of the 
configured host mode of the port.

You can configure any active VLAN except an RSPAN VLAN, a private primary PVLAN, or a voice 
VLAN as an 802.1X guest VLAN. The guest VLAN feature is not supported on internal VLANs (routed 
ports) or trunk ports; it is supported only on access ports.
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The switch supports MAC authentication bypass. When MAC authentication bypass is enabled on an 
802.1X port, the switch can authorize clients based on the client MAC address when 802.1X 
authentication times out while waiting for an EAPOL message exchange. After detecting a client on an 
802.1X port, the switch waits for an Ethernet packet from the client. The switch sends the authentication 
server a RADIUS-access/request frame with a username and password based on the MAC address. If 
authorization succeeds, the switch grants the client access to the network. If authorization fails, the 
switch assigns the port to the guest VLAN if one is specified.

For more information, see the “802.1X Authentication with MAC Authentication Bypass” section on 
page 85-26 and the “Configuring a Guest VLAN” section on page 85-45.

802.1X Authentication with Restricted VLAN
You can configure a restricted VLAN (also referred to as an authentication failed VLAN) for each 
802.1X port on a switch to provide limited services to clients that failed authentication and cannot access 
the guest VLAN. These clients are 802.1X-compliant and cannot access another VLAN because they fail 
the authentication process. A restricted VLAN allows users without valid credentials in an 
authentication server (typically, visitors to an enterprise) to access a limited set of services. The 
administrator can control the services available to the restricted VLAN. 

Note You can configure a VLAN to be both the guest VLAN and the restricted VLAN if you want to provide 
the same services to both types of users.

Without this feature, the client attempts and fails authentication indefinitely, and the port remains in the 
spanning-tree blocking state. With this feature, you can configure the port to be in the restricted VLAN 
after a specified number of authentication attempts. 

The authenticator counts the failed authentication attempts for the client. The failed attempt count 
increments when the RADIUS server replies with either an Access-Reject EAP failure or an empty 
response without an EAP packet. When this count exceeds the configured maximum number of 
authentication attempts, the port moves to the restricted VLAN, the failed attempt counter resets, and 
subsequent EAPOL-start messages from the failed client are ignored.

Users who fail authentication remain in the restricted VLAN until the next switch-initiated 
reauthentication attempt. A port in the restricted VLAN tries to reauthenticate at configured intervals 
(the default is 60 seconds). If reauthentication fails, the port remains in the restricted VLAN. If 
reauthentication is successful, the port moves either to the configured VLAN or to a VLAN sent by the 
RADIUS server. You can disable reauthentication. If you do this, the only way to restart the 
authentication process is for the port to receive a link down or EAP logoff event. We recommend that 
you keep reauthentication enabled if a client might connect through a hub. When a client disconnects 
from the hub, the port might not receive the link down or EAP logoff event. 

When operating as an 802.1X restricted VLAN, a port functions in single-host mode regardless of the 
configured host mode of the port. Only the client that failed authentication is allowed access on the port. 
An exception is that a port configured in MDA mode can still authenticate a voice supplicant from the 
restricted VLAN.

You can configure any active VLAN except an RSPAN VLAN or a voice VLAN as an 802.1X restricted 
VLAN. The restricted VLAN feature is not supported on routed or trunk ports; it is supported only on 
access ports. 

This feature works with port security. As soon as the port is authorized, a MAC address is provided to 
port security. If port security does not permit the MAC address or if the maximum secure address count 
is reached, the port becomes unauthorized and error disabled.
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Other port security features such as dynamic ARP Inspection, DHCP snooping, and IP source guard can 
be configured independently on a restricted VLAN.

For more information, see the “Configuring a Restricted VLAN” section on page 85-46. 

802.1X Authentication with Inaccessible Authentication Bypass
When the switch cannot reach the configured RADIUS servers and hosts cannot be authenticated, you 
can configure the switch to allow network access to the hosts connected to critical ports. A critical port 
is enabled for the inaccessible authentication bypass feature, also referred to as critical authentication or 
the AAA fail policy.

When this feature is enabled, the switch checks the status of the configured RADIUS servers whenever 
the switch tries to authenticate a host connected to a critical port. If a server is available, the switch can 
authenticate the host. However, if all the RADIUS servers are unavailable, the switch grants network 
access to the host and puts the port in the critical-authentication state, which is a special case of the 
authentication state. 

The behavior of the inaccessible authentication bypass feature depends on the authorization state of the 
port: 

• If the port is unauthorized when a host connected to a critical port tries to authenticate and all servers 
are unavailable, the switch puts the port in the critical-authentication state in the user-specified 
critical VLAN.

• If the port is already authorized and reauthentication occurs, the switch puts the critical port in the 
critical-authentication state in the current VLAN, which might be the one previously assigned by 
the RADIUS server. 

• If the RADIUS server becomes unavailable during an authentication exchange, the current 
exchanges times out, and the switch puts the critical port in the critical-authentication state during 
the next authentication attempt.

When a RADIUS server that can authenticate the host is available, all critical ports in the 
critical-authentication state are automatically reauthenticated.

Inaccessible authentication bypass interacts with these features:

• Guest VLAN—Inaccessible authentication bypass is compatible with guest VLAN. When a guest 
VLAN is enabled on 8021.x port, the features interact as follows:

– If at least one RADIUS server is available, the switch assigns a client to a guest VLAN when 
the switch does not receive a response to its EAP request/identity frame or when EAPOL 
packets are not sent by the client. 

– If all the RADIUS servers are not available and the client is connected to a critical port, the 
switch authenticates the client and puts the critical port in the critical-authentication state in the 
user-specified critical VLAN. 

– If all the RADIUS servers are not available and the client is not connected to a critical port, the 
switch might not assign clients to the guest VLAN if one is configured. 

– If all the RADIUS servers are not available and if a client is connected to a critical port and was 
previously assigned to a guest VLAN, the switch keeps the port in the guest VLAN.
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• Restricted VLAN—If the port is already authorized in a restricted VLAN and the RADIUS servers 
are unavailable, the switch puts the critical port in the critical-authentication state in the restricted 
VLAN.

• 802.1X accounting—Accounting is not affected if the RADIUS servers are unavailable.

• Private VLAN—You can configure inaccessible authentication bypass on a private VLAN host port. 
The access VLAN must be a secondary private VLAN.

• Voice VLAN—Inaccessible authentication bypass is compatible with voice VLAN, but the 
RADIUS-configured or user-specified access VLAN and the voice VLAN must be different.

• Remote Switched Port Analyzer (RSPAN)—Do not configure an RSPAN VLAN as the 
RADIUS-configured or user-specified access VLAN for inaccessible authentication bypass.

802.1X Authentication with Voice VLAN Ports
A Multi-VLAN Access Port (MVAP) is a port that belong to two VLANs. A voice VLAN port is an 
MVAP that allows separating a port’s voice traffic and data traffic on different VLANs. A voice VLAN 
port is associated with two VLAN identifiers:

• Voice VLAN identifier (VVID) to carry voice traffic to and from the IP phone. The VVID is used 
to configure the IP phone connected to the port.

• Port VLAN identifier (PVID) to carry the data traffic to and from the workstation connected to the 
switch through the IP phone. The PVID is the native VLAN of the port.

The IP phone uses the VVID for its voice traffic, regardless of the authorization state of the port. This 
allows the phone to work independently of 802.1X authentication. 

In single-host mode, only the IP phone is allowed on the voice VLAN. In multiple-hosts mode, 
additional clients can send traffic on the voice VLAN after a supplicant is authenticated on the PVID. 
When multiple-hosts mode is enabled, the supplicant authentication affects both the PVID and the 
VVID.

In order to recognize an IP phone, the switch will allow CDP traffic on a port regardless of the 
authorization state of the port. A voice VLAN port becomes active when there is a link, and the device 
MAC address appears after the first CDP message from the IP phone. Cisco IP phones do not relay CDP 
messages from other devices. As a result, if several IP phones are connected in series, the switch 
recognizes only the one directly connected to it. When 802.1X authentication is enabled on a voice 
VLAN port, the switch drops packets from unrecognized IP phones more than one hop away.

When 802.1X authentication is enabled on a port, you cannot configure a port VLAN that is equal to a 
voice VLAN.

Note If you enable 802.1X authentication on an access port on which a voice VLAN is configured and to 
which a Cisco IP phone is connected, the Cisco IP phone loses connectivity to the switch for up to 30 
seconds.

For voice VLAN configuration information, see Chapter 20, “Cisco IP Phone Support.”



85-23
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 85      IEEE 802.1X Port-Based Authentication
Information About 802.1X Port-Based Authentication

802.1X Authentication with Port Security
You can configure an 802.1X port with port security in either single-host or multiple-hosts mode. (You 
also must configure port security on the port by using the switchport port-security interface 
configuration command.) When you enable port security and 802.1X authentication on a port, 802.1X 
authentication authenticates the port, and port security manages network access for all MAC addresses, 
including that of the client. You can then limit the number or group of clients that can access the network 
through an 802.1X port.

These are some examples of the interaction between 802.1X authentication and port security on the 
switch:

• When a client is authenticated, and the port security table is not full, the client MAC address is added 
to the port security list of secure hosts. The port then proceeds to come up normally.

When a client is authenticated and manually configured for port security, it is guaranteed an entry 
in the secure host table.

A security violation occurs if the client is authenticated, but the port security table is full. This can 
happen if the maximum number of secure hosts has been statically configured or if the client ages 
out of the secure host table. If the client address is aged, its place in the secure host table can be 
taken by another host.

If a security violation is caused by any host, the port becomes error-disabled and immediately shuts 
down.

The port security violation modes determine the action for security violations. For more 
information, see the “Configuring the Port Security Violation Mode on a Port” section on page 87-6. 

• When you manually remove an 802.1X client address from the port security table by using the no 
switchport port-security mac-address mac_address interface configuration command, you should 
reauthenticate the 802.1X client by using the dot1x re-authenticate interface type slot/port 
privileged EXEC command.

• When an 802.1X client logs off, the port changes to an unauthenticated state, and all dynamic entries 
in the secure host table are cleared, including the entry for the client. Normal authentication then 
takes place.

• If the port is administratively shut down, the port becomes unauthenticated, and all dynamic entries 
are removed from the secure host table.

• Port security and a voice VLAN can be configured simultaneously on an 802.1X port that is in either 
single-host or multiple-hosts mode. Port security applies to both the voice VLAN identifier (VVID) 
and the port VLAN identifier (PVID). 

For more information about enabling port security on your switch, see the “How to Configure Port 
Security” section on page 87-4.

802.1X Authentication with ACL Assignments and Redirect URLs
• Overview, page 85-24

• Downloadable ACLs Using the Cisco Secure ACS, page 85-24

• Filter-ID ACLs, page 85-25

• Redirect URLs, page 85-25

• Static Sharing of ACLs, page 85-25
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Overview
Per-host policies such as ACLs and redirect URLs can be downloaded to the switch from the 
authentication server (AS) in a RADIUS Access-Accept packet at the end of an 802.1X, MAB, or 
web-based authentication exchange.

Per-host policies are activated during authentication as follows:

• Downloadable ACLs (DACLs) are defined in the Cisco Secure ACS and downloaded from the ACS 
to the switch using VSAs.

• Filter-ID ACLs are defined on the switch, and only the ACL name is downloaded from the AS to 
the switch using the RADIUS Filter-ID attribute. 

• A redirection URL and an ACL name are downloaded from the ACS to the switch using VSAs. The 
redirection ACL is defined on the switch. 

For information about configuring per-host policies, see the “Configuring the Switch for DACLs or 
Redirect URLs” section on page 85-51.

Downloadable ACLs Using the Cisco Secure ACS
Following a successful host authentication, the Cisco Secure ACS can use a VSA to download an ACL 
to the switch. The switch combines the DACL with the default ACL on the port to which the host has 
connected. Because the DACL definition resides on the authentication server, this feature allows for 
centralized policy management.

Two methods are provided in the Cisco Secure ACS for configuring DACLs:

• Downloadable IP ACL

Downloading of the DACL is enabled by selecting Assign IP ACL in the ACS configuration, and 
the DACL is defined in the Downloadable IP ACL Content menu of the ACS. There is no restriction 
on the size of the DACL.

• Per-user ACL

The ACS can use the CiscoSecure-Defined-ACL [009\001 cisco-av-pair] VSAs to deliver the 
DACL. Because the entire DACL is delivered in a single RADIUS packet, the maximum size is 
limited by the 4096-byte maximum size for a RADIUS packet. The DACL must be defined on the 
ACS using the following format:

protocol:inacl#sequence_number=ace

as shown in this example:
ip:inacl#10=permit ip any 67.2.2.0 0.0.0.255 

These guidelines apply when using DACLs:

• The source address for all ACEs must be defined as ANY.

• When the 802.1X host mode of the port is MDA or multiauth, the DACL will be modified to use the 
authenticated host’s IP address as the source address. When the host mode is either single-host or 
multiple-host, the source address will be configured as ANY, and the downloaded ACLs or redirects 
will apply to all devices on the port. 

• If no DACLs are provided during the authentication of a host, the static default ACL configured on 
the port will be applied to the host. On a voice VLAN port, only the static default ACL of the port 
will be applied to the phone.
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Filter-ID ACLs
Following a successful host authentication, the authentication server can use the RADIUS Filter-ID 
attribute (Attribute[11]) rather than a VSA to deliver only the name of an extended ACL to the switch 
in the following format:

acl_name.in

The suffix “.in” indicates that the ACL should be applied in the inbound direction.

In this method, the ACL must be already defined on the switch. The switch matches the Filter-ID 
attribute value to a locally configured ACL that has the same name or number as the Filter-ID (for 
example, Filter-ID=101.in will match the extended numbered ACL 101, and Filter-ID= guest.in will 
match the extended named ACL “guest”). The specified ACL is then applied to the port. Because the 
ACL definition resides on the switch, this feature allows for local variation in a policy.

These guidelines apply when using Filter-ID ACLs:

• The guidelines for using DACLs also apply to Filter-ID ACLs.

• The Filter-ID attribute may be a number (100 to 199, or 2000 to 2699) or a name.

Redirect URLs
Following a successful host authentication, the Cisco Secure ACS can use a VSA to download 
information to the switch for intercepting and redirecting HTTP or HTTPS requests from the 
authenticated host. The ACS downloads a redirection ACL and URL. When an HTTP or HTTPS request 
from the host matches the downloaded ACL, the host’s web browser is redirected to the downloaded 
redirection URL.

The ACS uses these cisco-av-pair VSAs to configure the redirection: 

• url-redirect-acl 

This AV pair contains the name or number of an ACL that specifies the HTTP or HTTPS traffic to 
be redirected. The ACL must be defined on the switch, and the source address must be defined as 
ANY. Traffic that matches a permit entry in the redirect ACL will be redirected. 

• url-redirect 

This AV pair contains the HTTP or HTTPS URL to which the web browser will be redirected. 

Static Sharing of ACLs
When a number of interfaces have the same PACL and VLAN-based features, the static sharing feature 
stores one copy of the PACL and inherited VLAN-based feature ACLs in the TCAM for all ports that 
use the same ACL set, freeing TCAM space for more ACLs. The switch automatically evaluates all 
configured or enabled interfaces for static sharing when any of these events occur:

• When an interface is configured.

• When a state change occurs on an interface.

Consider the following guidelines and restrictions:

• Static sharing is not supported for interfaces configured to support IPv6.

• Static sharing is supported only on switch ports in access mode with NAC or 802.1X DACL features 
configured.

• Static sharing is not supported on switch ports enabled with QoS, with the exception of 
VLAN-based QoS.
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• When 802.1X is used with DACL, we recommend entering the platform hardware acl dynamic 
setup static command to avoid triggering a static sharing evaluation when the port is dynamically 
configured by the authentication server response. The static sharing evaluation may adversely affect 
the port/host linkup time.

• 802.1X interfaces with fallback authentication as active cannot form a static sharing group with 
interfaces on which fallback is not enabled or is not active. 

802.1X Authentication with Port Descriptors
You can associate descriptive text with an 802.1X client’s authentication information by configuring the 
Cisco vendor-specific attribute (VSA) aaa:supplicant-name on the RADIUS server. During a 
successful 802.1X authentication of the client on the port, the switch will receive the descriptive 
information from the RADIUS server as part of the Access-Accept packet and will display the 
information when the show interface users command is entered for the port. If the port is in a mode 
supporting multiple authenticated hosts, identity information for all the authenticated hosts will be 
displayed with the port description.

802.1X Authentication with MAC Authentication Bypass
You can configure the switch to authorize clients based on the client MAC address (see Figure 85-4 on 
page 85-12) by using the MAC authentication bypass feature. For example, you can enable this feature 
on 802.1X ports connected to devices such as printers.

If 802.1X authentication times out while waiting for an EAPOL response from the client, the switch tries 
to authorize the client by using MAC authentication bypass.

When the MAC authentication bypass feature is enabled on an 802.1X port, the switch uses the MAC 
address as the client identity. The authentication server has a database of client MAC addresses that are 
allowed network access. After detecting a client on an 802.1X port, the switch waits for an Ethernet 
packet from the client. The switch sends the authentication server a RADIUS-access/request frame with 
a username and password based on the MAC address. If authorization succeeds, the switch grants the 
client access to the network. If authorization fails, the switch assigns the port to the guest VLAN if one 
is configured.

If an EAPOL packet is detected on the interface during the lifetime of the link, the switch determines 
that the device connected to that interface is an 802.1X-capable supplicant and uses 802.1X 
authentication (not MAC authentication bypass) to authorize the interface. EAPOL history is cleared if 
the interface link status goes down. 

If the switch already authorized a port by using MAC authentication bypass and detects an 802.1X 
supplicant, the switch does not unauthorize the client connected to the port. When reauthentication 
occurs, the switch uses 802.1X authentication as the preferred reauthentication process if the previous 
session ended because the Termination-Action RADIUS attribute value is DEFAULT.

Clients that were authorized with MAC authentication bypass can be reauthenticated. The 
reauthentication process is the same as that for clients that were authenticated with 802.1X. During 
reauthentication, the port remains in the previously assigned VLAN. If reauthentication is successful, 
the switch keeps the port in the same VLAN. If reauthentication fails, the switch assigns the port to the 
guest VLAN, if one is configured. 

If reauthentication is based on the Session-Timeout RADIUS attribute (Attribute[27]) and the 
Termination-Action RADIUS attribute (Attribute [29]) and if the Termination-Action RADIUS attribute 
(Attribute [29]) action is Initialize, (the attribute value is DEFAULT), the MAC authentication bypass 
session ends, and connectivity is lost during reauthentication. If MAC authentication bypass is enabled 
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and the 802.1X authentication times out, the switch uses the MAC authentication bypass feature to 
initiate reauthorization. For more information about these AV pairs, see RFC 3580, “IEEE 802.1X 
Remote Authentication Dial In User Service (RADIUS) Usage Guidelines.”

MAC authentication bypass interacts with the features:

• 802.1X authentication—You can enable MAC authentication bypass only if 802.1X authentication 
is enabled on the port.

• Guest VLAN—If a client has an invalid MAC address identity, the switch assigns the client to a 
guest VLAN if one is configured.

• Restricted VLAN—This feature is not supported when the client connected to an 802.lx port is 
authenticated with MAC authentication bypass.

• Port security—See the “802.1X Authentication with Port Security” section on page 85-23.

• Voice VLAN—See the “802.1X Authentication with Voice VLAN Ports” section on page 85-22.

• VLAN Membership Policy Server (VMPS)— 802.1X and VMPS are mutually exclusive.

• Private VLAN—You can assign a client to a private VLAN. 

• Network admission control (NAC) Layer 2 IP validation—This feature takes effect after an 802.1X 
port is authenticated with MAC authentication bypass, including hosts in the exception list. 

Network Admission Control Layer 2 IEEE 802.1X Validation
Network Admission Control (NAC) Layer 2 IEEE 802.1X validation checks the antivirus condition or 
posture of endpoint systems or clients before granting the devices network access. NAC Layer 2 
IEEE 802.1X validation performs policy enforcement by assigning the authenticated port into a 
specified VLAN, which provides segmentation and quarantine of poorly postured hosts at Layer 2.

Configuring NAC Layer 2 IEEE 802.1X validation is similar to configuring 802.1X port-based 
authentication except that you must configure a posture token on the RADIUS server. You can view the 
NAC posture token, which shows the posture of the client, by using the show dot1x privileged EXEC 
command. For information about configuring NAC Layer 2 IEEE 802.1X validation, see the 
“Configuring NAC Layer 2 IEEE 802.1X Validation” section on page 85-50.

For more information about NAC, see the Network Admission Control Software Configuration Guide.

NAC Agentless Audit Support
MAB support is added for the Cisco NAC Audit Architecture, which uses an external audit server to 
check the antivirus posture of clients that do not run a Cisco Trust Agent (CTA) and cannot respond to 
NAC queries. To audit and report an agentless client’s antivirus posture, the NAC audit server must 
possess the client’s IP address and a unique session identifier for the client’s connection to the switch. 
To support the NAC audit architecture for agentless clients, the switch must snoop the client’s IP 
address, create and assign a unique session identifier for the agentless client, and pass this information 
to the RADIUS server for sharing with the NAC audit server.

Because MAB operates at Layer 2, the MAB authenticator does not normally know the IP address of the 
supplicant, and the supplicant might not have an IP address when it first contacts the authenticator. A 
supplicant that requires a DHCP-assigned IP address must be allowed access to a DHCP server before 
authentication. You must enable ARP and DHCP snooping on the switch to allow the MAB authenticator 
to learn the IP address of the supplicant. To allow the IP address and unique session identifier 
information to be shared with the NAC audit server, you must enable the sending of certain RADIUS 
attributes. See the “Configuring NAC Agentless Audit Support” section on page 85-51.
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The client IP address and unique session identifier are shared in RADIUS Access-Requests and 
Access-Accepts using the following RADIUS cisco-av-pair vendor-specific attributes (VSAs):

• Cisco-AVPair=“identity-request=ip-address”

ip-address is the client IP address obtained by the switch through ARP or DHCP snooping.

• Cisco-AVPair=“audit-session-id=audit session id string”

audit session id string is a UTF-8 encoding of a unique 96-bit identifier derived by the switch from 
the network access server (NAS) IP address, a session count, and the session start timestamp.

802.1X Authentication with Wake-on-LAN
The 802.1X authentication with wake-on-LAN (WoL) feature allows dormant PCs to be powered up 
when the switch receives a specific Ethernet frame, known as the magic packet. You can use this feature 
in environments where administrators need to connect to systems that have been powered down. 

When a host that uses WoL is attached through an 802.1X port and the host powers off, the 802.1X port 
becomes unauthorized. The port can only receive and send EAPOL packets, and WoL magic packets 
cannot reach the host. When the PC is powered off, it is not authorized, and the switch port is not opened.

When the switch uses 802.1X authentication with WoL, the switch forwards traffic to unauthorized 
802.1X ports, including magic packets. While the port is unauthorized, the switch continues to block 
ingress traffic other than EAPOL packets. The host can receive packets but cannot send packets to other 
devices in the network.

Note If PortFast is not enabled on the port, the port is forced to the bidirectional state.

When you configure a port as unidirectional by using the authentication control-direction in interface 
configuration command, the port changes to the spanning-tree forwarding state. The port can send 
packets to the host but cannot receive packets from the host.

When you configure a port as bidirectional by using the authentication control-direction both 
interface configuration command, the port is access-controlled in both directions. The port does not 
receive packets from or send packets to the host.

MAC Move
When a MAC address is authenticated on one switch port, that address is not allowed on another 
authentication manager-enabled port of the switch. If the switch detects that same MAC address on 
another authentication manager-enabled port, the address is not allowed. 

There are situations where a MAC address might need to move from one port to another on the same 
switch. For example, when there is another device (for example a hub or an IP phone) between an 
authenticated host and a switch port, you might want to disconnect the host from the device and connect 
it directly to another port on the same switch.

You can globally enable MAC move so the device is reauthenticated on the new port. When a host moves 
to a second port, the session on the first port is deleted, and the host is reauthenticated on the new port. 

When a MAC address moves from one port to another, the switch terminates the authenticated session 
on the original port and initiates a new authentication sequence on the new port. Port security behavior 
remains the same when you configure MAC move. 
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Note • MAC move is supported in all host modes. (The authenticated host can move to any port on the 
switch, no matter which host mode is enabled on the port.)

• MAC move is supported with port security.

• The MAC move feature applies to both voice and data hosts. 

• In open authentication mode, a MAC address is immediately moved from the original port to the 
new port, with no requirement for authorization on the new port. 

For more information see the “Enabling MAC Move” section on page 85-53.

MAC Replace
The MAC replace feature can be configured to address the violation that occurs when a host attempts to 
connect to a port where another host was previously authenticated. 

Note • The Mac replace feature is not supported on ports in multiauth mode, because violations are not 
triggered in that mode. 

• The Mac replace feature is not supported on ports in multiple host mode, because in that mode, only 
the first host requires authentication.

If you configure the authentication violation interface configuration command with the replace 
keyword, the authentication process on a port in multi-domain mode is:

• A new MAC address is received on a port with an existing authenticated MAC address.

• The authentication manager replaces the MAC address of the current data host on the port with the 
new MAC address.

• The authentication manager initiates the authentication process for the new MAC address.

• If the authentication manager determines that the new host is a voice host, the original voice host is 
removed. 

If a port is in open authentication mode, any new MAC address is immediately added to the MAC 
address table.

For more information see the “Enabling MAC Replace” section on page 85-53.
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802.1x Supplicant and Authenticator Switches with 
Network Edge Access Topology (NEAT) 

NEAT extends identity to areas outside the wiring closet (such as conference rooms). This allows any 
type of device to authenticate on the port. 

• 802.1x switch supplicant: You can configure a switch to act as a supplicant to another switch by 
using the 802.1x supplicant feature. This configuration is helpful in a scenario, where, for example, 
a switch is outside a wiring closet and is connected to an upstream switch through a trunk port. A 
switch configured with the 802.1x switch supplicant feature authenticates with the upstream switch 
for secure connectivity. 

Once the supplicant switch authenticates successfully the port mode changes from access to trunk.

• If the access VLAN is configured on the authenticator switch, it becomes the native VLAN for the 
trunk port after successful authentication.

You can enable MDA or multiauth mode on the authenticator switch interface that connects to one more 
supplicant switches. On the authenticator switch interface, multihost mode is not supported and in MDA 
mode voice client is not supported. 

Use the dot1x supplicant force-multicast global configuration command on the supplicant switch for 
Network Edge Access Topology (NEAT) to work in all host modes. 

• Host Authorization: Ensures that only traffic from authorized hosts (connecting to the switch with 
supplicant) is allowed on the network. The switches use Client Information Signalling Protocol 
(CISP) to send the MAC addresses connecting to the supplicant switch to the authenticator switch, 
as shown in Figure 85-7.

• Auto enablement: Automatically enables trunk configuration on the authenticator switch, allowing 
user traffic from multiple VLANs coming from supplicant switches. Configure the cisco-av-pair as 
device-traffic-class=switch at the ACS. (You can configure this under the group or the user 
settings.)

Figure 85-7 Authenticator and Supplicant Switch using CISP

For more information, see the “Configuring NEAT Authenticator and Supplicant Switches” section on 
page 85-54.

1 Workstations (clients) 2 Supplicant switch (outside wiring closet)
3 Authenticator switch 4 Access control server (ACS)
5 Trunk port
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Default Settings for 802.1X Port-Based Authentication 

Feature Default Setting
Switch 802.1X enable state Disabled.
Per-port 802.1X enable state Disabled (force-authorized). 

The port sends and receives normal traffic without 
802.1X-based authentication of the client.

AAA Disabled.
RADIUS server

• IP address

• UDP authentication port

• Key

• None specified.

• 1812.

• None specified.
Host mode Single-host mode.
Control direction Bidirectional control.
Periodic reauthentication Disabled.
Number of seconds between 
reauthentication attempts

3600 seconds.

Reauthentication number 2 times (number of times that the switch restarts the 
authentication process before the port changes to the 
unauthorized state).

Quiet period 60 seconds (number of seconds that the switch remains in 
the quiet state following a failed authentication exchange 
with the client).

Retransmission time 30 seconds (number of seconds that the switch should 
wait for a response to an EAP request/identity frame 
from the client before retransmitting the request).

Maximum retransmission number 2 times (number of times that the switch will send an 
EAP-request/identity frame before restarting the 
authentication process).

Client timeout period 30 seconds (when relaying a request from the 
authentication server to the client, the amount of time the 
switch waits for a response before retransmitting the 
request to the client).

Authentication server timeout period 30 seconds (when relaying a response from the client to 
the authentication server, the amount of time the switch 
waits for a reply before retransmitting the response to the 
server).

Inactivity timeout Disabled.
Guest VLAN None specified.
Inaccessible authentication bypass Disabled.
Restricted VLAN None specified.
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How to Configure 802.1X Port-Based Authentication
• Enabling 802.1X Authentication, page 85-33

• Configuring Switch-to-RADIUS-Server Communication, page 85-34 

• Configuring 802.1X Authenticator Host Mode, page 85-35 

• Enabling Fallback Authentication, page 85-36

• Enabling Periodic Reauthentication, page 85-38

• Manually Reauthenticating the Client Connected to a Port, page 85-39 

• Initializing Authentication for the Client Connected to a Port, page 85-39 

• Removing 802.1X Client Information Globally, page 85-40 

• Removing 802.1X Client Information from an Interface, page 85-40

• Clearing Authentication Sessions, page 85-40

• Changing 802.1X Timeouts, page 85-40 

• Setting the Switch-to-Client Frame Retransmission Number, page 85-42

• Setting the Reauthentication Number, page 85-43

• Configuring IEEE 802.1X Accounting, page 85-43 

• Configuring VLAN User Distribution, page 85-44 

• Configuring a Guest VLAN, page 85-45

• Configuring a Restricted VLAN, page 85-46

• Configuring the Inaccessible Authentication Bypass Feature, page 85-47

• Configuring MAC Authentication Bypass, page 85-49

• Configuring NAC Layer 2 IEEE 802.1X Validation, page 85-50

• Configuring NAC Agentless Audit Support, page 85-51

• Configuring the Switch for DACLs or Redirect URLs, page 85-51

• Configuring 802.1X Authentication with WoL, page 85-52

• Enabling MAC Move, page 85-53

• Enabling MAC Replace, page 85-53

• Configuring NEAT Authenticator and Supplicant Switches, page 85-54

• Disabling 802.1X Authentication on the Port, page 85-56

• Resetting the 802.1X Configuration to the Default Values, page 85-57 

Authenticator (switch) mode None specified.
MAC authentication bypass Disabled.

Note When MAC authentication bypass with EAP has 
been enabled on an interface, it is not disabled by 
a subsequent default interface command on the 
interface.

Feature Default Setting
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Enabling 802.1X Authentication 
To enable 802.1X port-based authentication, you must enable AAA and specify the authentication 
method list. 

A method list describes the sequence and authentication methods to be queried to authenticate a user. 
The software uses the first method listed to authenticate users; if that method fails to respond, the 
software selects the next authentication method in the method list. This process continues until there is 
successful communication with a listed authentication method or until all defined methods are 
exhausted. If authentication fails at any point in this cycle, the authentication process stops, and no other 
authentication methods are attempted.

To allow VLAN assignment, you must enable AAA authorization to configure the switch for all 
network-related service requests.

The 802.1X AAA process is as follows:

1. A user connects to a port on the switch.

2. Authentication is performed.

3. VLAN assignment is enabled, as appropriate, based on the RADIUS server configuration.

4. The switch sends a start message to an accounting server.

5. Reauthentication is performed, as necessary.

6. The switch sends an interim accounting update to the accounting server that is based on the result 
of reauthentication.

7. The user disconnects from the port.

8. The switch sends a stop message to the accounting server.

To configure 802.1X port-based authentication, perform this task:

Command Purpose
Step 1 Router(config)# aaa new-model Enables AAA.
Step 2 Router(config)# aaa authentication dot1x 

{default} method1 [method2...]
Creates an 802.1X port-based authentication method list.
To create a default list that is used when a named list is 
not specified in the aaa authentication command, use the 
default keyword followed by the method that is to be 
used in default situations. The default method list is 
automatically applied to all ports.
For method1, enter the group radius keywords to use the 
list of all RADIUS servers for authentication.
Though other keywords are visible in the command-line 
help string, only the group radius keywords are 
supported.

Step 3 Router(config)# dot1x system-auth-control Globally enables 802.1X port-based authentication.
Step 4 Router(config)# aaa authorization network 

{default} group radius
(Optional) Configures the switch to use user-RADIUS 
authorization for all network-related service requests 
such as VLAN assignment.

Step 5 Router(config)# radius-server host ip-address Specifies the IP address of the RADIUS server. 
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This example shows how to enable AAA and 802.1X on Gigabit Ethernet port 5/1:
Router(config)# aaa new-model
Router(config)# aaa authentication dot1x default group radius
Router(config)# dot1x system-auth-control 
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication port-control auto
Router(config-if)# dot1x pae authenticator 
Router(config-if)# end

This example shows how to verify the configuration:
Router# show dot1x all

Sysauthcontrol              Enabled
Dot1x Protocol Version            2

Dot1x Info for GigabitEthernet1/7
-----------------------------------
PAE                       = AUTHENTICATOR
PortControl               = AUTO
ControlDirection          = Both 
HostMode                  = SINGLE_HOST
QuietPeriod               = 60
ServerTimeout             = 30
SuppTimeout               = 30
ReAuthMax                 = 2
MaxReq                    = 2
TxPeriod                  = 30

Configuring Switch-to-RADIUS-Server Communication 
RADIUS security servers are identified by any of the following:

• Host name

• Host IP address

• Host name and specific UDP port numbers

• IP address and specific UDP port numbers 

Step 6 Router(config)# radius-server key string Specifies the authentication and encryption key used 
between the switch and the RADIUS daemon running on 
the RADIUS server.

Step 7 Router(config)# interface type slot/port Enters interface configuration mode and specifies the 
interface to be enabled for 802.1X authentication.

Step 8 Router(config-if)# switchport mode access Sets the port to access mode only if you configured the 
RADIUS server in previous steps.

Step 9 Router(config-if)# authentication port-control 
auto 

Enables port-based authentication on the interface.
The no form of the command disables port-based 
authentication on the interface.

Step 10 Router(config-if)# dot1x pae authenticator Enables 802.1X authentication on the interface.
Step 11 Router(config)# end Returns to privileged EXEC mode.

Command Purpose
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The combination of the IP address and UDP port number creates a unique identifier, which enables 
RADIUS requests to be sent to multiple UDP ports on a server at the same IP address. If two different 
host entries on the same RADIUS server are configured for the same service (for example, 
authentication) the second host entry configured acts as the failover backup to the first one. The 
RADIUS host entries are tried in the order that they were configured.

To configure the RADIUS server parameters, perform this task:

• For hostname or ip_address, specify the host name or IP address of the remote RADIUS server.

• Specify the key string on a separate command line.

• For key string, specify the authentication and encryption key used between the switch and the 
RADIUS daemon running on the RADIUS server. The key is a text string that must match the 
encryption key used on the RADIUS server.

• When you specify the key string, spaces within and at the end of the key are used. If you use spaces 
in the key, do not enclose the key in quotation marks unless the quotation marks are part of the key. 
This key must match the encryption used on the RADIUS daemon.

• You can globally configure the timeout, retransmission, and encryption key values for all RADIUS 
servers by using the radius-server host global configuration command. If you want to configure 
these options on a per-server basis, use the radius-server timeout, radius-server retransmit, and 
the radius-server key global configuration commands. 

Note You also need to configure some settings on the RADIUS server. These settings include the IP address 
of the switch and the key string to be shared by both the server and the switch. For more information, 
see the RADIUS server documentation.

This example shows how to configure the RADIUS server parameters on the switch:
Router(config)# ip radius source-interface Vlan80
Router(config)# radius-server host 172.l20.39.46
Router(config)# radius-server key rad123

Configuring 802.1X Authenticator Host Mode
An 802.1X-enabled port can grant access to a single client or multiple clients as described in the “802.1X 
Host Modes” section on page 85-13. 

Command Purpose
Step 1 Router(config)# ip radius source-interface 

interface_name 
Specifies that the RADIUS packets have the IP address of 
the indicated interface.

Step 2 Router(config)# radius-server host {hostname | 
ip_address}

Configures the RADIUS server host name or IP address 
on the switch.

If you want to use multiple RADIUS servers, reenter this 
command.

Step 3 Router(config)# radius-server key string Configures the authorization and encryption key used 
between the switch and the RADIUS daemon running on 
the RADIUS server.
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To configure the host mode of an 802.1X-authorized port, perform this task:

This example shows how to enable 802.1X on Gigabit Ethernet interface 5/1 and to allow multiple hosts:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication port-control auto
Router(config-if)# dot1x pae authenticator 
Router(config-if)# authentication host-mode multi-host

Enabling Fallback Authentication
On a port in multiauth mode, either or both of MAB and web-based authentication can be configured as 
fallback authentication methods for non-802.1X hosts (those that do not respond to EAPOL). You can 
configure the order and priority of the authentication methods.

For detailed configuration information for MAB, see the “Configuring MAC Authentication Bypass” 
section on page 85-49.

For detailed configuration information for web-based authentication, see Chapter 86, “Web-Based 
Authentication.”

To enable fallback authentication, perform this task:

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters 

interface configuration mode.
Step 2 Router(config-if)# authentication port-control auto Enables port-based authentication on the interface.
Step 3 Router(config-if)# dot1x pae authenticator Enables 802.1X authentication on the interface.
Step 4 Router(config-if)# authentication host-mode host_mode Configures the host mode. The values for host_mode 

are:

• single-host—Allows a single authenticated host 
(client) on an authorized port. 

• multi-host—Allows multiple clients on an 
authorized port when one client is authenticated.

• multi-domain—Allows a single IP phone and a 
single data client to independently authenticate 
on an authorized port.

• multi-auth—Allows a single IP phone and 
multiple data clients to independently 
authenticate on an authorized port.

Step 5 Router(config-if)# authentication open (Optional) Enables pre-authentication open access. 
Step 6 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose
Step 1 Router(config)# ip admission name rule-name proxy 

http 
Configures an authentication rule for web-based 
authentication.

Step 2 Router(config)# fallback profile profile-name Creates a fallback profile for web-based authentication. 
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Step 3 Router(config-fallback-profile)# ip access-group 
rule-name in

Specifies the default ACL to apply to network traffic 
before web-based authentication. 

Step 4 Router(config-fallback-profile)# ip admission 
name rule-name

Associates an IP admission rule with the profile, and 
specifies that a client connecting by web-based 
authentication uses this rule.

Step 5 Router(config-fallback-profile)# exit Returns to global configuration mode.
Step 6 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 7 Router(config-if)# authentication port-control 

auto
Enables authentication on the port.

Step 8 Router(config-if)# authentication order method1 
[method2] [method3]

(Optional) Specifies the fallback order of authentication 
methods to be used. The three values of method, in the 
default order, are dot1x, mab, and webauth. The 
specified order also determines the relative priority of the 
methods for reathentication, from highest to lowest.

Step 9 Router(config-if)# authentication priority 
method1 [method2] [method3]

(Optional) Overrides the relative priority of 
authentication methods to be used. The three values of 
method, in the default order of priority, are dot1x, mab, 
and webauth.

Step 10 Router(config-if)# authentication event fail 
action next-method 

Specifies that the next configured authentication method 
will be used if authentication fails.

Step 11 Router(config-if)# mab [eap] Enables MAC authentication bypass. The optional eap 
keyword specifies that the EAP extension is used during 
RADIUS authentication. 

Step 12 Router(config-if)# authentication fallback 
profile-name

Enables web-based authentication using the specified 
profile.

Step 13 Router(config-if)# authentication violation 
[shutdown | restrict]

(Optional) Configures the disposition of the port if a 
security violation occurs. The default action is to shut 
down the port. If the restrict keyword is configured, the 
port will not be shutdown, but trap entries will be 
installed for the violating MAC address, and traffic from 
that MAC address will be dropped.

Step 14 Router(config-if)# authentication timer 
inactivity {seconds | server}

(Optional) Configures the inactivity timeout value for 
MAB and 802.1X. By default, inactivity aging is disabled 
for a port. 

• seconds—Specifies inactivity timeout period. The 
range is from 1 to 65535 seconds.

• server—Specifies that the inactivity timeout period 
value will be obtained from the authentication server.

Step 15 Router(config-if)# authentication timer restart 
seconds

(Optional) Specifies a period after which the 
authentication process will restart in an attempt to 
authenticate an unauthorized port. 

• seconds—Specifies the restart period. The range is 
from 1 to 65535 seconds.

Step 16 Router(config-if)# exit Returns to global configuration mode.

Command Purpose



85-38
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 85      IEEE 802.1X Port-Based Authentication
How to Configure 802.1X Port-Based Authentication

This example shows how to enable 802.1X fallback to MAB, and then to enable web-based 
authentication, on an 802.1X-enabled port:
Router(config)# ip admission name rule1 proxy http
Router(config)# fallback profile fallback1
Router(config-fallback-profile)# ip access-group default-policy in 
Router(config-fallback-profile)# ip admission rule1 
Router(config-fallback-profile)# exit
Router(config)# interface gigabit1/1
Router(config-if)# switchport mode access 
Router(config-if)# authentication port-control auto 
Router(config-if)# dot1x pae authenticator 
Router(config-if)# authentication order dot1x mab webauth
Router(config-if)# mab eap
Router(config-if)# authentication fallback fallback1 
Router(config-if)# exit
Router(config)# device-tracking tracking
Router(config)# exit

Enabling Periodic Reauthentication
You can enable periodic 802.1X client reauthentication and specify how often it occurs. You can specify 
the reauthentication period manually or you can use the session-timeout period specified by the RADIUS 
server. If you enable reauthentication without specifying a time period, the number of seconds between 
reauthentication attempts is 3600.

To enable periodic reauthentication of the client and to configure the number of seconds between 
reauthentication attempts, perform this task:

Step 17 Router(config)# device-tracking tracking Enables the IP device tracking table, which is required for 
web-based authentication. 

Step 18 Router(config)# exit Returns to privileged EXEC mode. 

Command Purpose

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# authentication periodic Enables periodic reauthentication of the client, which is 

disabled by default.
Step 3 Router(config-if)# authentication timer 

reauthenticate [seconds | server] 
Specifies the number of seconds between 
reauthentication attempts using these keywords:

• seconds—Sets the number of seconds from 1 to 
65535; the default is 3600 seconds.

• server—Sets the number of seconds based on the 
value of the Session-Timeout RADIUS attribute 
(Attribute[27]) and the Termination-Action RADIUS 
attribute (Attribute [29]).

This command affects the operation of the switch only if 
periodic reauthentication is enabled.

Step 4 Router(config-if)# end Returns to privileged EXEC mode.
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This example shows how to enable periodic reauthentication and set the number of seconds between 
reauthentication attempts to 4000:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication periodic
Router(config-if)# authentication timer reauthenticate 4000

Verifies your entries.
Router# show dot1x interface type slot/port

Manually Reauthenticating the Client Connected to a Port
To manually reauthenticate the client connected to a port, perform this task:

This example shows how to manually reauthenticate the client connected to Gigabit Ethernet port 5/1:
Router# dot1x re-authenticate interface gigabitethernet 5/1

Verifies your entries.
Router# show dot1x all

Initializing Authentication for the Client Connected to a Port
To initialize the authentication for the client connected to a port, perform this task:

This example shows how to initialize the authentication for the client connected to Gigabit Ethernet 
port 5/1:
Router# dot1x initialize interface gigabitethernet 5/1

Verifies your entries.
Router# show dot1x all

Command Purpose
Router# dot1x re-authenticate interface type slot/port Manually reauthenticates the client connected to a port.

Note Reauthentication does not disturb the status of an 
already authorized port.

Command Purpose
Router# dot1x initialize interface type slot/port Initializes the authentication for the client connected to a port.

Note Initializing authentication disables any existing 
authentication before authenticating the client connected 
to the port.
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Removing 802.1X Client Information Globally 
To completely delete all existing supplicants from all the interfaces on the switch, perform this task:

This example shows how to remove 802.1X client information for all clients connected to all ports:
Router# clear dot1x all

Removing 802.1X Client Information from an Interface
To completely delete all existing supplicants from an interface or from all the interfaces on the switch, 
perform this task:

This example shows how to remove 802.1X client information for the client connected to Gigabit 
Ethernet port 5/1:
Router# clear dot1x interface gigabitethernet 5/1

Clearing Authentication Sessions
To clear all or selected authentication sessions, perform this task:

This example shows how to clear all MAB authentication sessions connected to Gigabit Ethernet 
port 5/1:
Router# clear authentication sessions interface gigabitethernet 5/1 method mab

Changing 802.1X Timeouts
You can change several 802.1X timeout attributes using the dot1x timeout {attribute} seconds 
command form in the interface configuration mode. This section shows in detail how to change the quiet 
period timeout, followed by descriptions of how to change other 802.1X timeouts using the same 
command form.

Command Purpose
Router# clear dot1x all Removes 802.1X client information for all clients connected to all ports.

Command Purpose
Router# clear dot1x interface type slot/port Removes 802.1X client information for the client connected to the 

specified port.

Command Purpose
Router# clear authentication sessions [handle handle] 
[interface interface] [mac mac] [method method]

Clears current authentication sessions. With no options 
specified, all current active sessions will be cleared. The 
keywords can be added and combined to clear specific 
sessions or subset of sessions.
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Setting the Quiet Period
When the switch cannot authenticate the client, the switch remains idle for a set period of time and then 
tries again. The dot1x timeout quiet-period interface configuration command controls the idle period. 
A failed authentication of the client might occur because the client provided an invalid password. You 
can provide a faster response time to the user by entering a number smaller than the default.

To change the quiet period, perform this task:

This example shows how to set the quiet period on the switch to 30 seconds:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x timeout quiet-period 30

Setting the Switch-to-Client Retransmission Time
The client responds to the EAP-request/identity frame from the switch with an EAP-response/identity 
frame. If the switch does not receive this response, it waits a set period of time (known as the 
retransmission time), and then retransmits the frame. 

Note You should change the default value of this command only to adjust for unusual circumstances such as 
unreliable links or specific operational problems with certain clients and authentication servers.

To change the amount of time that the switch switch waits for a response to an EAP-request/identity 
frame from the client before retransmitting the request, use the dot1x timeout tx-period seconds 
command in the interface configuration mode. The range is 1 to 65535 seconds; the default is 30. To 
return to the default retransmission time, use the no dot1x timeout tx-period command.

This example shows how to set 60 as the number of seconds that the switch waits for a response to an 
EAP-request/identity frame from the client before retransmitting the request:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x timeout tx-period 60

Setting the Switch-to-Client Retransmission Time for EAP-Request Frames
The client notifies the switch that it received the EAP-request frame. If the switch does not receive this 
notification, the switch waits a set period of time, and then retransmits the frame. 

To set the amount of time that the switch waits for notification, use the dot1x timeout supp-timeout 
seconds command in the interface configuration mode. The range is 1 to 65535 seconds; the default is 
30. To return to the default retransmission time, use the no dot1x supp-timeout command.

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# dot1x timeout quiet-period 

seconds
Sets the number of seconds that the switch remains in the 
quiet state following a failed authentication exchange 
with the client.

The range is 0 to 65535 seconds; the default is 60.
Step 3 Router(config-if)# end Returns to privileged EXEC mode.
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This example shows how to set the switch-to-client retransmission time for the EAP-request frame to 
25 seconds:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x timeout supp-timeout 25

Setting the Switch-to-Authentication-Server Retransmission Time for Layer 4 Packets
The authentication server notifies the switch each time it receives a Layer 4 packet. If the switch does 
not receive a notification after sending a packet, the switch waits a set period of time and then retransmits 
the packet. 

To set the value for the retransmission of Layer 4 packets from the switch to the authentication server, 
perform this task: 

This example shows how to set the switch-to-authentication-server retransmission time for Layer 4 
packets to 25 seconds:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x timeout server-timeout 25

Setting the Switch-to-Client Frame Retransmission Number
In addition to changing the switch-to-client retransmission time, you can change the number of times 
that the switch sends an EAP-request/identity frame (assuming no response is received) to the client 
before restarting the authentication process.

Note You should change the default value of this command only to adjust for unusual circumstances such as 
unreliable links or specific operational problems with certain clients and authentication servers.

To set the switch-to-client frame retransmission number, perform this task:

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# dot1x timeout server-timeout 

seconds 
Sets the value for the retransmission of Layer 4 packets 
from the switch to the authentication server. The range for 
seconds is 1 to 65535 seconds; the default is 30.

Step 3 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# dot1x max-req count Sets the number of times that the switch sends an 

EAP-request/identity frame to the client before restarting 
the authentication process. The range is 1 to 10; the 
default is 2.

Step 3 Router(config-if)# end Returns to privileged EXEC mode.
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This example shows how to set 5 as the number of times that the switch sends an EAP-request/identity 
request before restarting the authentication process:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x max-req 5

Setting the Reauthentication Number
You can also change the number of times that the switch restarts the authentication process before the 
port changes to the unauthorized state.

Note You should change the default value of this command only to adjust for unusual circumstances such as 
unreliable links or specific operational problems with certain clients and authentication servers.

To set the reauthentication number, perform this task:

This example shows how to set 4 as the number of times that the switch restarts the authentication 
process before the port changes to the unauthorized state:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# dot1x max-reauth-req 4

Configuring IEEE 802.1X Accounting
Enabling AAA system accounting with 802.1X accounting allows system reload events to be sent to the 
accounting RADIUS server for logging. The server then can determine that all active 802.1X sessions 
are closed.

Because RADIUS uses the unreliable UDP transport protocol, accounting messages might be lost due to 
poor network conditions. If the switch does not receive the accounting response message from the 
RADIUS server after a configurable number of retransmissions of an accounting request, this system 
message appears:
Accounting message %s for session %s failed to receive Accounting Response.

When the stop message is not sent successfully, this message appears:
00:09:55: %RADIUS-3-NOACCOUNTINGRESPONSE: Accounting message Start for session 
172.20.50.145 sam 11/06/03 07:01:16 11000002 failed to receive Accounting Response.

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# dot1x max-reauth-req count Sets the number of times that the switch restarts the 

authentication process before the port changes to the 
unauthorized state. The range is 0 to 10; the default is 2.

Step 3 Router(config-if)# end Returns to privileged EXEC mode.
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Note You must configure the RADIUS server to perform accounting tasks, such as logging start, stop, and 
interim-update messages and time stamps. To turn on these functions, enable logging of 
“Update/Watchdog packets from this AAA client” in your RADIUS server Network Configuration tab. 
Next, enable “CVS RADIUS Accounting” in your RADIUS server System Configuration tab.

To configure 802.1X accounting after AAA is enabled on your switch, perform this task:

Use the show radius statistics privileged EXEC command to display the number of RADIUS messages 
that do not receive the accounting response message.

This example shows how to configure 802.1X accounting. The first command configures the RADIUS 
server, specifying 1813 as the UDP port for accounting:
Router(config)# radius-server host 172.120.39.46 auth-port 1812 acct-port 1813 key rad123
Router(config)# aaa accounting dot1x default start-stop group radius
Router(config)# aaa accounting system default start-stop group radius

Configuring VLAN User Distribution
You can define a VLAN group that contains multiple VLANs. For VLAN load balancing, you can then 
configure the RADIUS server to supply a VLAN group name as part of the response to a user during 
802.1X authentication. If the supplied VLAN group name is found among the VLAN group names that 
you have defined, the newly authenticated user is placed in the least populated VLAN within the VLAN 
group.

To configure a VLAN group, perform this task:

Command Purpose
Step 1 Router(config)# aaa accounting dot1x default 

start-stop group radius
Enables 802.1X accounting using the list of all RADIUS 
servers.

Step 2 Router(config)# aaa accounting system default 
start-stop group radius 

(Optional) Enables system accounting (using the list of 
all RADIUS servers) and generates system accounting 
reload event messages when the switch reloads.

Step 3 Router(config)# end Returns to privileged EXEc mode.
Step 4 Router# show running-config Verifies your entries.

Command Purpose
Router(config)# vlan group group-name vlan-list vlan-list Creates a VLAN group or adds VLANs to an existing 

VLAN group.

• group-name—The name of the VLAN group. The 
name may contain up to 32 characters and must 
begin with a letter.

• vlan-list vlan-list—The VLANs that belong to the 
VLAN group. Group members can be specified as a 
single VLAN ID, a list of VLAN IDs, or a VLAN 
ID range. Multiple entries are separated by a 
hyphen (-) or a comma (,).
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This example shows how to map VLANs 7 through 9 and 11 to a VLAN group:
Router(config)# vlan group ganymede vlan-list 7-9,11 

Configuring a Guest VLAN
When you configure a guest VLAN, clients that are not 802.1X-capable are put into the guest VLAN 
when the server does not receive a response to its EAP request/identity frame. Clients that are 
802.1X-capable but that fail authentication are not granted network access. When operating as a guest 
VLAN, a port functions in multiple-hosts mode regardless of the configured host mode of the port.

To configure a guest VLAN, perform this task:

This example shows how to enable VLAN 2 as an 802.1X guest VLAN:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication port-control auto
Router(config-if)# authentication event no-response action authorize vlan 2
Router(config-if)# dot1x pae authenticator

This example shows how to set 3 seconds as the client notification timeout on the switch, to set 15 as 
the number of seconds that the switch waits for a response to an EAP-request/identity frame from the 
client before resending the request, and to enable VLAN 2 as an 802.1X guest VLAN when an 802.1X 
port is connected to a DHCP client:
Router(config-if)# dot1x timeout supp-timeout 3
Router(config-if)# dot1x timeout tx-period 15
Router(config-if)# authentication event no-response action authorize vlan 2
Router(config-if)# dot1x pae authenticator

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# switchport mode {access | 

private-vlan host} 
Sets the port to access mode or as a private VLAN host 
port. Routed and trunk ports do not support a guest 
VLAN.

Step 3 Router(config-if)# authentication port-control 
auto

Enables authentication on the port.

Step 4 Router(config-if)# authentication event 
no-response action authorize vlan vlan-id

Specifies an active VLAN as a guest VLAN. The range 
is 1 to 4094.

You can configure any active VLAN except an internal 
VLAN (routed port), an RSPAN VLAN, a private 
primary PVLAN, or a voice VLAN as a guest VLAN.

Step 5 Router(config-if)# {dot1x pae authenticator | mab} Specifies whether the port authentication method is 
802.1X or MAC address bypass. 

Step 6 Router(config-if)# end Returns to privileged EXEC mode.
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Configuring a Restricted VLAN
When you configure a restricted VLAN on a switch, clients that are 802.1X-compliant are moved into 
the restricted VLAN when the authentication server does not receive a valid username and password. 
When operating as a restricted VLAN, a port functions in single-host mode regardless of the configured 
host mode of the port.

To configure a restricted VLAN, perform this task:

To disable and remove the restricted VLAN, use the no form of the authentication event fail command 
or the dot1x auth-fail command. The port returns to the unauthorized state.

You can configure the maximum number of authentication attempts allowed before a user is assigned to 
the restricted VLAN. You can set the number of attempts by using the retry keyword in the 
authentication event fail [retry retries] action authorize vlan command. The range of retries 
(allowable authentication attempts) is 1 to 5. The default is 2 attempts.

This example shows how to enable VLAN 2 as a restricted VLAN, with assignment of a host after 3 
failed attempts:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication port-control auto
Router(config-if)# authentication event fail retry 3 action authorize vlan 2
Router(config-if)# dot1x pae authenticator

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# switchport mode {access | 

private-vlan host} 
Sets the port to access mode or as a private VLAN host 
port. Routed and trunk ports do not support a guest 
VLAN.

Step 3 Router(config-if)# authentication port-control 
auto

Enables port-based authentication on the port.

Step 4 Router(config-if)# authentication event fail 
[retry retries] action authorize vlan vlan-id 

Specifies an active VLAN as a restricted VLAN. The 
range for vlan-id is 1 to 4094.

(Optional) The retry keyword specifies a number of 
authentication attempts to allow before a port moves to 
the restricted VLAN. 

Step 5 Router(config-if)# end Returns to privileged EXEC mode.
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Configuring the Inaccessible Authentication Bypass Feature
You can configure the inaccessible bypass feature, also referred to as critical authentication or the AAA 
fail policy.

To configure the port as a critical port and enable the inaccessible authentication bypass feature, perform 
this task:

Command Purpose
Step 1 Router(config)# radius-server dead-criteria time 

time tries tries
(Optional) Sets the conditions that are used to decide 
when a RADIUS server is considered unavailable or 
dead. 

The range for time is from 1 to 120 seconds. The switch 
dynamically determines the default seconds value that is 
10 to 60 seconds.

The range for tries is from 1 to 100. The switch 
dynamically determines the default tries parameter that is 
10 to 100.

Step 2 Router(config)# radius-server deadtime minutes (Optional) Sets the number of minutes that a RADIUS 
server is not sent requests. The range is from 0 to 1440 
minutes (24 hours). The default is 0 minutes. 
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Step 3 Router(config)# radius-server host ip-address 
[acct-port udp-port] [auth-port udp-port] [key 
string] [test username name [idle-time time] 
[ignore-acct-port] [ignore-auth-port]]

(Optional) Configures the RADIUS server parameters by 
using these keywords:

• acct-port udp-port—Specifies the UDP port for the 
RADIUS accounting server. The range for the UDP 
port number is from 0 to 65536. The default is 1646.

• auth-port udp-port—Specifies the UDP port for the 
RADIUS authentication server. The range for the 
UDP port number is from 0 to 65536. The default is 
1645.

Note You should configure the UDP port for the 
RADIUS accounting server and the UDP port for 
the RADIUS authentication server to nondefault 
values.

• key string—Specifies the authentication and 
encryption key for all RADIUS communication 
between the switch and the RADIUS daemon.

Note You can also configure the authentication and 
encryption key by using the radius-server key {0 
string | 7 string | string} global configuration 
command.

• test username name—Enables automated testing of 
the RADIUS server status, and specify the username 
to be used.

• idle-time time—Sets the interval of time in minutes 
after which the switch sends test packets to the 
server. The range is from 1 to 35791 minutes. The 
default is 60 minutes (1 hour).

• ignore-acct-port—Disables testing on the RADIUS 
server accounting port.

• ignore-auth-port—Disables testing on the RADIUS 
server authentication port.

Step 4 Router(config)# dot1x critical eapol (Optional) Specifies that the switch sends an 
EAPOL-Success message when the switch successfully 
authenticates the critical port.

Step 5 Router(config-if)# authentication critical 
recovery delay milliseconds 

(Optional) Sets the recovery delay period during which 
the switch waits to reinitialize a critical port when a 
RADIUS server that was unavailable becomes available. 
The range is from 1 to 10000 milliseconds. The default is 
1000 milliseconds (a port can be reinitialized every 
second).

Step 6 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 
configuration mode.

Command Purpose
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To return to the RADIUS server default settings, use the no radius-server dead-criteria, the no 
radius-server deadtime, and the no radius-server host global configuration commands. To return to 
the default settings of inaccessible authentication bypass, use the no dot1x critical eapol global 
configuration command. To disable inaccessible authentication bypass, use the no authentication event 
server dead action authorize (or no dot1x critical) interface configuration command. 

This example shows how to configure the inaccessible authentication bypass feature:
Router(config)# radius-server dead-criteria time 30 tries 20
Router(config)# radius-server deadtime 60
Router(config)# radius-server host 1.1.1.2 acct-port 1550 auth-port 1560 key abc1234 test 
username user1 idle-time 30
Router(config)# dot1x critical eapol
Router(config)# authentication critical recovery delay 2000
Router(config)# interface gigabitethernet 0/1
Router(config-if)# authentication event server dead action authorize vlan 123
Router(config-if)# authentication event server alive action reinitialize

Configuring MAC Authentication Bypass
To configure MAC authentication bypass on an interface, perform this task:

Step 7 Router(config-if)# authentication event server 
dead action authorize [vlan vlan-id] 

Enables the inaccessible authentication bypass feature, 
authorizing ports on the specified VLAN when the AAA 
server is unreachable. If no VLAN is specified, the access 
VLAN will be used.

Note The vlan keyword is only available on a switch 
port.

Step 8 Router(config-if)# authentication event server 
alive action reinitialize 

Configures the inaccessible authentication bypass 
recovery feature, specifying that the recovery action is to 
authenticate the port when an authentication server 
becomes available.

Step 9 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# authentication port-control 

{auto | force-authorized | force-unauthorized} 
Enables 802.1X authentication on the port. 

The keywords have these meanings:

• auto—Allows only EAPOL traffic until successful 
authentication.

• force-authorized—Allows all traffic, requires no 
authentication.

• force-unauthorized—Allows no traffic.
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This example shows how to enable MAC authentication bypass on a port:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication port-control auto
Router(config-if)# mab

Configuring NAC Layer 2 IEEE 802.1X Validation
You can configure NAC Layer 2 IEEE 802.1X validation, which is also referred to as 802.1X 
authentication with a RADIUS server. NAC Layer 2 IEEE 802.1X configuration is the same as 802.1X 
configuration with the additional step of configuring the RADIUS server with a posture token and 
VLAN assignment.

To configure NAC Layer 2 IEEE 802.1X validation, perform this task:

Step 3 Router(config-if)# mab [eap] Enables MAC authentication bypass on the interface.

• (Optional) Use the eap keyword to configure the 
switch to use EAP for authorization.

• When MAC authentication bypass with EAP has 
been enabled on an interface, it is not disabled by a 
subsequent default interface command on the 
interface. 

• To use MAC authentication bypass on a routed port, 
make sure that MAC address learning is enabled on 
the port.

Step 4 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters 

interface configuration mode.
Step 2 Router(config-if)# authentication port-control auto Enables port-based authentication on the interface.
Step 3 Router(config-if)# authentication periodic Enables periodic reauthentication of the client, which 

is disabled by default.
Step 4 Router(config-if)# authentication timer 

reauthenticate [seconds | server]
Specifies the number of seconds between 
reauthentication attempts using these keywords:

• seconds—Sets the number of seconds from 1 to 
65535; the default is 3600 seconds.

• server—Sets the number of seconds based on the 
value of the Session-Timeout RADIUS attribute 
(Attribute[27]) and the Termination-Action 
RADIUS attribute (Attribute [29]).

This command affects the operation of the switch only 
if periodic reauthentication is enabled.

Step 5 Router(config-if)# end Returns to privileged EXEC mode.
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This example shows how to configure NAC Layer 2 IEEE 802.1X validation:
Router(config)# interface gigabitethernet 5/1
Router(config)# authentication port-control auto
Router(config-if)# authentication periodic
Router(config-if)# authentication timer reauthenticate server

Configuring NAC Agentless Audit Support
To support the NAC audit architecture for agentless clients, the switch must snoop an authenticating 
802.1X client’s IP address, create and assign a unique session identifier for the agentless client, and pass 
this information to the RADIUS server for sharing with the NAC audit server. To allow the switch to 
obtain and share this information, you must enable ARP and DHCP snooping on the switch and you must 
enable the sending of certain RADIUS attributes. 

To configure the RADIUS and tracking settings to support NAC agentless audit, perform this task:

Configuring the Switch for DACLs or Redirect URLs
To configure switch ports to accept DACLs or redirect URLs from the RADIUS server during 
authentication of an attached host, perform this task:

Command Purpose
Step 1 Router(config)# radius-server attribute 8 

include-in-access-req
Configures the switch to send the Framed-IP-Address 
RADIUS attribute (Attribute[8]) in access-request or 
accounting-request packets.

Step 2 Router(config)# radius-server vsa send 
authentication

Configures the network access server to recognize and 
use vendor-specific attributes (VSAs) (specifically 
audit-session-id) in RADIUS Access-Requests generated 
by the switch during the authentication phase.

Step 3 Router(config)# radius-server vsa send accounting Allows VSAs to be included in subsequent RADIUS 
Accounting-Requests. 

Step 4 Router(config)# device-tracking tracking Enables the IP device tracking table.

Command Purpose
Step 1 Router# config terminal Enters global configuration mode.
Step 2 Router(config)# radius-server vsa send 

authentication 
Configures the network access server to recognize and 
use vendor-specific attributes (VSAs) in RADIUS 
Access-Requests generated by the switch during the 
authentication phase. 

Note This step is necessary only with redirect URLs or 
when DACLs are downloaded using VSAs rather 
than the Filter-ID attribute.

Step 3 Router(config)# device-tracking tracking Enables the IP device tracking table.
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This example shows how to configure a switch for a downloadable policy:
Router# config terminal 
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)# radius-server vsa send authentication 
Router(config)# device-tracking tracking 
Router(config)# ip access-list extended my_dacl 
Router(config-ext-nacl)# permit tcp any host 10.2.3.4 
Router(config-ext-nacl)# exit 
Router(config)# ip access-list extended default_acl 
Router(config-ext-nacl)# permit ip any any 
Router(config-ext-nacl)# exit 
Router(config)# interface fastEthernet 2/13 
Router(config-if)# ip access-group default_acl in 
Router(config-if)# exit 

Configuring 802.1X Authentication with WoL
To enable 802.1X authentication with wake-on-LAN (WoL), perform this task:

Step 4 Router(config)# ip access-list extended dacl-name Configures an ACL that will be referenced by the VSA or 
Filter-ID attribute.

Note This step is not necessary for DACLs defined on 
the RADIUS server and downloaded using VSAs.

Step 5 Router(config-std-nacl)# {permit | deny} ... Defines the ACL. 

Note The source address must be ANY.
Step 6 Router(config-std-nacl)# exit Returns to global configuration mode.
Step 7 Router(config)# ip access-list extended acl-name Configures a default ACL for the ports.
Step 8 Router(config-std-nacl)# {permit | deny} ... Defines the ACL.
Step 9 Router(config-std-nacl)# exit Returns to global configuration mode.
Step 10 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 11 Router(config-if)# exit Returns to global configuration mode.

Command Purpose

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
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To disable 802.1X authentication with WoL, use the no authentication control-direction (or the no 
dot1x control-direction) interface configuration command. 

This example shows how to enable 802.1X authentication with WoL and set the port as bidirectional:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# authentication control-direction both

Enabling MAC Move
To globally enable MAC move on the switch, perform this task: 

This example shows how to globally enable MAC move on a switch: 
Router(config)# authentication mac-move permit 

Enabling MAC Replace
To enable MAC replace on an interface, perform this task: 

Step 2 Router(config-if)# authentication 
control-direction {both | in} 

Enables 802.1X authentication with WoL on the port, and 
uses these keywords to configure the port as bidirectional 
or unidirectional.

• both—Sets the port as bidirectional. The port cannot 
receive packets from or send packets to the host. By 
default, the port is bidirectional.

• in—Sets the port as unidirectional. The port can send 
packets to the host but cannot receive packets from 
the host.

Step 3 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# authentication mac-move permit Enables MAC move on the switch.
Step 3 Router(config)# end Returns to privileged EXEC mode.
Step 4 Router# show running-config (Optional) Verifies your entries.
Step 5 Router# copy running-config startup-config (Optional) Saves your entries in the configuration file.

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# interface interface-id Specifies the port to be configured, and enter interface 

configuration mode.
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This example shows how to enable MAC replace on an interface: 
Router(config)# interface gigabitethernet2/2 
Router(config-if)# authentication violation replace 

Configuring NEAT Authenticator and Supplicant Switches 
• NEAT Authenticator Configuration, page 85-54

• NEAT Supplicant Configuration, page 85-55

Note • NEAT requires one switch to be configured as a supplicant and to be connected to an authenticator 
switch. 

• For overview information, see the “802.1x Supplicant and Authenticator Switches with 
Network Edge Access Topology (NEAT)” section on page 85-30. 

• The cisco-av-pairs value must be configured as “device-traffic-class=switch” on the ACS, which 
sets the interface as a trunk after the supplicant is successfully authenticated. 

NEAT Authenticator Configuration
To configure a switch as an authenticator, perform this task: 

Step 3 Router(config-if)# authentication violation 
{protect | replace | restrict | shutdown}

Uses the replace keyword to enable MAC replace on the 
interface. The port removes the current session and 
initiates authentication with the new host. 

The other keywords have these effects:

• protect: the port drops packets with unexpected 
MAC addresses without generating a system 
message.

• restrict: violating packets are dropped by the CPU 
and a system message is generated.

• shutdown: the port is error disabled when it receives 
an unexpected MAC address.

Step 4 Router(config)# end Returns to privileged EXEc mode.
Step 5 Router# show running-config Verifies your entries.
Step 6 Router# copy running-config startup-config (Optional) Saves your entries in the configuration file.

Command Purpose

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# cisp enable Enables CISP. 
Step 3 Router(config)# interface interface-id Specifies the port to be configured, and enters 

interface configuration mode.
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This example shows how to configure a switch as an 802.1x authenticator:
Router# configure terminal
Router(config)# cisp enable
Router(config)# interface gigabitethernet1/1
Router(config-if)# switchport mode access
Router(config-if)# authentication port-control auto
Router(config-if)# dot1x pae authenticator
Router(config-if)# spanning-tree portfast trunk

NEAT Supplicant Configuration
To configure a switch as a supplicant, perform this task: 

Step 4 Router(config-if)# switchport mode access Sets the port mode to access.
Step 5 Router(config-if)# authentication port-control auto Sets the port-authentication mode to auto. 
Step 6 Router(config-if)# dot1x pae authenticator Configures the interface as a port access entity (PAE) 

authenticator.
Step 7 Router(config-if)# spanning-tree portfast Enables PortFast on an access port connected to a 

single workstation or server.
Step 8 Router(config-if)# end Returns to privileged EXEC mode.
Step 9 Router# show running-config interface interface-id Verifies your configuration.
Step 10 Router# copy running-config startup-config (Optional) Saves your entries in the configuration file.

Command Purpose

Command Purpose
Step 1 Router# configure terminal Enters global configuration mode.
Step 2 Router(config)# cisp enable Enables CISP. 
Step 3 Router(config)# dot1x credentials profile Creates 802.1x credentials profile. This must be attached 

to the port that is configured as supplicant.
Step 4 Router(config)# username suppswitch Creates a username.
Step 5 Router(config)# password password Creates a password for the new username.
Step 6 Router(config)# dot1x supplicant force-multicast Forces the switch to send only multicast EAPOL packets 

when it receives either unicast or multicast packets, 
which allows NEAT to work on the supplicant switch in 
all host modes.

Step 7 Router(config)# interface interface-id Specifies the port to be configured, and enters interface 
configuration mode.

Step 8 Router(config-if)# switchport trunk encapsulation 
dot1q 

Sets the port to trunk mode.

Step 9 Router(config-if)# switchport mode trunk Configures the interface as a VLAN trunk port.
Step 10 Router(config-if)# dot1x pae supplicant Configures the interface as a port access entity (PAE) 

supplicant.
Step 11 Router(config-if)# dot1x credentials profile-name Attaches the 802.1x credentials profile to the interface.
Step 12 Router(config-if)# end Returns to privileged EXEC mode.
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This example shows how to configure a switch as a supplicant:
Router# configure terminal 
Router(config)# cisp enable 
Router(config)# dot1x credentials test 
Router(config)# username suppswitch 
Router(config)# password myswitch 
Router(config)# dot1x supplicant force-multicast 
Router(config)# interface gigabitethernet1/1 
Router(config-if)# switchport trunk encapsulation dot1q 
Router(config-if)# switchport mode trunk 
Router(config-if)# dot1x pae supplicant 
Router(config-if)# dot1x credentials test 
Router(config-if)# end 

Disabling 802.1X Authentication on the Port
You can disable 802.1X authentication on the port by using the no dot1x pae interface configuration 
command. 

To disable 802.1X authentication on the port, perform this task:

To configure the port as an 802.1X port access entity (PAE) authenticator, which enables 802.1X on the 
port but does not allow clients connected to the port to be authorized, use the dot1x pae authenticator 
interface configuration command. 

This example shows how to disable 802.1X authentication on the port:
Router(config)# interface gigabitethernet 5/1
Router(config-if)# no dot1x pae authenticator

Step 13 Router# show running-config interface 
interface-id 

Verifies your configuration.

Step 14 Router# copy running-config startup-config (Optional) Saves your entries in the configuration file.

Command Purpose

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# no dot1x pae authenticator Disables 802.1X authentication on the port.
Step 3 Router(config-if)# end Returns to privileged EXEC mode.
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Resetting the 802.1X Configuration to the Default Values
To reset the 802.1X configuration to the default values, perform this task:

This example shows how to reset a port’s 802.1X authentication settings to the default values:
Router(config)# interface gigabitethernet 3/27
Router(config-if)# dot1x default 

Displaying Authentication Status and Information
• Displaying 802.1X Status, page 85-57

• Displaying Authentication Methods and Status, page 85-58

• Displaying MAC Authentication Bypass Status, page 85-61

Displaying 802.1X Status
To display the global 802.1X administrative and operational status for the switch or the 802.1X settings 
for individual ports, perform this task:

This example shows how to view only the global 802.1X status:
Router# show dot1x 
Sysauthcontrol             Disabled
Dot1x Protocol Version            2
Critical Recovery Delay         100
Critical EAPOL             Disabled

Router#

Command Purpose
Step 1 Router(config)# interface type slot/port Specifies the port to be configured, and enters interface 

configuration mode.
Step 2 Router(config-if)# dot1x default Resets the configurable 802.1X parameters to the default 

values.
Step 3 Router(config-if)# end Returns to privileged EXEC mode.

Command Purpose
Router# show dot1x [all | interface type slot/port] Displays the global 802.1X administrative and operational 

status for the switch.

(Optional) Use the all keyword to display the global 802.1X 
status and the 802.1X settings for all interfaces using 802.1X 
authentication.

(Optional) Use the interface keyword to display the 802.1X 
settings for a specific interface.
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This example shows how to view the global 802.1X status and the 802.1X settings for all interfaces using 
802.1X authentication:

Router# show dot1x all 
Sysauthcontrol             Disabled
Dot1x Protocol Version            2
Critical Recovery Delay         100
Critical EAPOL             Disabled

Dot1x Info for GigabitEthernet3/27
-----------------------------------
PAE                       = AUTHENTICATOR
PortControl               = FORCE_AUTHORIZED
ControlDirection          = Both 
HostMode                  = SINGLE_HOST
ReAuthentication          = Disabled
QuietPeriod               = 60
ServerTimeout             = 30
SuppTimeout               = 30
ReAuthPeriod              = 3600 (Locally configured)
ReAuthMax                 = 2
MaxReq                    = 2
TxPeriod                  = 30
RateLimitPeriod           = 0

Router#

Displaying Authentication Methods and Status
To display the authentication methods and status, perform any of these tasks:

Command Purpose
Router# show authentication registrations Displays details of all registered methods. 
Router# show authentication interface interface Displays authentication information for a specific interface
Router# show authentication method method Lists current authentication sessions that were authorized using 

the specified method.
Router# show authentication sessions 
[handle handle] [interface interface] 
[mac mac] [method method] [session-id session-id] 

Displays information about current authentication sessions. With 
no options specified, all current active sessions will be listed. The 
keywords can be added and combined to display detailed 
information about specific sessions or subset of sessions.

Table 85-2 Authentication Session States

State Description
Idle The session has been initialized and no methods have run 

yet.
Running A method is running for this session.
No methods No method has provided a result for this session.
Authc Success A method has provided a successful authentication result 

for the session.
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This example shows how to display the registered authentication methods:
Router# show authentication registrations 
Auth Methods registered with the Auth Manager:
  Handle  Priority  Name
    3        0       dot1x
    2        1       mab
    1        2       webauth

This example shows how to display the authentication details for a given interface:
Router# show authentication interface gigabitethernet 1/23
Client list:
  MAC Address     Domain   Status              Handle          Interface
  0123.4567.abcd  DATA     Authz Success  0xE0000000  GigabitEthernet1/23

Available methods list:
  Handle  Priority  Name
    3        0      dot1x
    2        1      mab
Runnable methods list:
  Handle  Priority  Name
    2        0      mab
    3        1      dot1x

This example shows how to display all authentication sessions on the switch:
Router# show authentication sessions 

Interface  MAC Address     Method   Domain   Status         Session ID
Gi1/48     0015.63b0.f676  dot1x    DATA     Authz Success  0A3462B1000000102983C05C
Gi1/5      000f.23c4.a401  mab      DATA     Authz Success  0A3462B10000000D24F80B58
Gi1/5      0014.bf5d.d26d  dot1x    DATA     Authz Success  0A3462B10000000E29811B94

Authc Failed A method has provided a failed authentication result for 
the session.

Authz Success All features have been successfully applied for this 
session.

Authz Failed A feature has failed to be applied for this session.

Table 85-3 Authentication Method States

State Description
Not run The method has not run for this session
Running The method is running for this session.
Failed over The method has failed and the next method is expected to 

provide a result.
Success The method has provided a successful authentication 

result for the session.
Authc Failed The method has provided a failed authentication result 

for the session.

Table 85-2 Authentication Session States (continued)

State Description
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This example shows how to display sessions authorized using a specified authentication method:
Router# show authentication method dot1x
Interface  MAC Address     Method   Domain   Status         Session ID
Gi1/48     0015.63b0.f676  dot1x    DATA     Authz Success  0A3462B1000000102983C05C
Gi1/5      0014.bf5d.d26d  dot1x    DATA     Authz Success  0A3462B10000000E29811B94

This example shows how to display all authentication sessions on an interface:
Router# show authentication sessions interface gigabitethernet 1/47 

Interface:  GigabitEthernet1/47
          MAC Address:  Unknown
           IP Address:  Unknown
               Status:  Authz Success
               Domain:  DATA
       Oper host mode:  multi-host
     Oper control dir:  both
        Authorized By:  Guest Vlan
          Vlan Policy:  20
      Session timeout:  N/A
         Idle timeout:  N/A
    Common Session ID:  0A3462C8000000000002763C
      Acct Session ID:  0x00000002
               Handle:  0x25000000

Runnable methods list:
       Method   State
       mab      Failed over
       dot1x    Failed over

----------------------------------------

            Interface:  GigabitEthernet1/47
          MAC Address:  0005.5e7c.da05
           IP Address:  Unknown
            User-Name:  00055e7cda05
               Status:  Authz Success
               Domain:  VOICE
       Oper host mode:  multi-domain
     Oper control dir:  both
        Authorized By:  Authentication Server
      Session timeout:  N/A
         Idle timeout:  N/A
    Common Session ID:  0A3462C8000000010002A238
      Acct Session ID:  0x00000003
               Handle:  0x91000001

Runnable methods list:
       Method   State
       mab      Authc Success
       dot1x    Not run

This example shows how to display the authentication session for a specified session ID:
Router# show authentication sessions session-id 0B0101C70000004F2ED55218

Interface:  GigabitEthernet9/2
          MAC Address:  0000.0000.0011
           IP Address:  20.0.0.7
             Username:  johndoe
               Status:  Authz Success
               Domain:  DATA
       Oper host mode:  multi-host
     Oper control dir:  both
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        Authorized By:  Critical Auth
Vlan policy:  N/A

Session timeout:  N/A
         Idle timeout:  N/A
    Common Session ID:  0B0101C70000004F2ED55218

Acct Session ID:  0x00000003
               Handle:  0x91000001

Runnable methods list:
       Method   State
       mab      Authc Success
       dot1x    Not run

This example shows how to display all clients authorized by the specified authentication method:
Router# show authentication sessions method mab

No Auth Manager contexts match supplied criteria

Router# show authentication sessions method dot1x

Interface  MAC Address     Domain   Status         Session ID
Gi9/2      0000.0000.0011  DATA     Authz Success  0B0101C70000004F2ED55218

Displaying MAC Authentication Bypass Status
To display the MAB status, perform this task:

This example shows how to display the brief MAB status for a single interface:
Router# show mab interface fa1/1

MAB details for GigabitEthernet1/1
-------------------------------------
Mac-Auth-Bypass           = Enabled
Inactivity Timeout        = None

This example shows how to display the detailed MAB status for a single interface:
Router# show mab interface fa1/1 detail

MAB details for GigabitEthernet1/1
-------------------------------------

Command Purpose
Router# show mab {all | interface type slot/port} [detail] Displays MAB authentication details for all interfaces 

or for a specific interface.

Table 85-4 MAB Authentication States

State Description
INITIALIZE The authorization session is initialized.
ACQUIRING The session is obtaining the client MAC address.
AUTHORIZING The session is waiting for MAC-based authorization.
TERMINATE The authorization session result has been obtained.
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Mac-Auth-Bypass           = Enabled
Inactivity Timeout        = None

MAB Client List
---------------
Client MAC                = 000f.23c4.a401
MAB SM state              = TERMINATE
Auth Status               = AUTHORIZED

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Web-based Authentication, page 86-1

• Restrictions for Web-based Authentication, page 86-1

• Information About Web-Based Authentication, page 86-2

• Default Web-Based Authentication Configuration, page 86-7

• How to Configure Web-Based Authentication, page 86-7

• Displaying Web-Based Authentication Status, page 86-15

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Web-based Authentication 
None. 

Restrictions for Web-based Authentication 
• Web-based authentication is an ingress-only feature.

• You can configure web-based authentication only on access ports. Web-based authentication is not 
supported on trunk ports, EtherChannel member ports, or dynamic trunk ports.

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• You must configure the default ACL on the interface before configuring web-based authentication. 
Configure a port ACL for a Layer 2 interface, or a Cisco IOS ACL for a Layer 3 interface.

• On Layer 2 interfaces, you cannot authenticate hosts with static ARP cache assignment. These hosts 
are not detected by the web-based authentication feature, because they do not send ARP messages.

• By default, the IP device tracking feature is disabled on a switch. You must enable the IP device 
tracking feature to use web-based authentication.

• You must configure at least one IP address to run the HTTP server on the switch. You must also 
configure routes to reach each host IP address. The HTTP server sends the HTTP login page to the 
host. 

• Hosts that are more than one hop away may experience traffic disruption if an STP topology change 
results in the host traffic arriving on a different port. This is because ARP and DHCP updates may 
not be sent after a Layer 2 (STP) topology change. 

• Web-based authentication does not support VLAN assignment as a downloadable host policy.

• Cisco IOS Release 15.4SY support downloadable ACLs (DACLs) from the RADIUS server.

• Web-based authentication is not supported for IPv6 traffic. 

Information About Web-Based Authentication
• Web-Based Authentication Overview, page 86-2

• Device Roles, page 86-3

• Host Detection, page 86-3

• Session Creation, page 86-4

• Authentication Process, page 86-4

• AAA Fail Policy, page 86-5

• Customization of the Authentication Proxy Web Pages, page 86-5

• Web-based Authentication Interactions with Other Features, page 86-5

Web-Based Authentication Overview 
The web-based authentication feature implements web-based authentication (also known as Web 
Authentication Proxy), which can function as part of the authentication, authorization, and accounting 
(AAA) system.

You can use the web-based authentication feature to authenticate end users on host systems that do not 
run the IEEE 802.1X supplicant. You can configure the web-based authentication feature on Layer 2 and 
Layer 3 interfaces.

When a user initiates an HTTP session, the web-based authentication feature intercepts ingress HTTP 
packets from the host and sends an HTML login page to the user. The user keys in their credentials, 
which the web-based authentication feature sends to the AAA server for authentication. If the 
authentication succeeds, web-based authentication sends a Login-Successful HTML page to the host and 
applies the access policies returned by the AAA server.
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If the authentication fails, web-based authentication feature sends a Login-Fail HTML page to the user, 
which prompts the user to retry the login attempt. If the user exceeds the maximum number of failed 
login attempts, web-based authentication sends a Login-Expired HTML page to the host and the user is 
placed on a watch list for a waiting period.

Device Roles
With web-based authentication, the devices in the network have specific roles as shown in Figure 86-1.

Figure 86-1 Web-based Authentication Device Roles

The specific roles shown in Figure 86-1 are as follows:

• Client—The device (workstation) that requests access to the LAN and switch services and responds 
to requests from the switch. The workstation must be running an HTML browser with Java Script 
enabled.

• Authentication server—Performs the actual authentication of the client. The authentication server 
validates the identity of the client and notifies the switch whether or not the client is authorized to 
access the LAN and switch services. 

• Switch—Controls the physical access to the network based on the authentication status of the client. 
The switch acts as an intermediary (proxy) between the client and the authentication server, 
requesting identity information from the client, verifying that information with the authentication 
server, and relaying a response to the client. 

Host Detection
The switch maintains an IP device tracking table to store information about detected hosts. 

Note By default, the IP device tracking feature is disabled on a switch. You must enable the IP device tracking 
feature to use web-based authentication.

For Layer 3 interfaces, web-based authentication sets an HTTP intercept ACL when the feature is 
configured on the interface (or when the interface is put in service).

For Layer 2 interfaces, web-based authentication detects IP hosts using the following mechanisms: 

• ARP based trigger—ARP redirect ACL allows web-based authentication to detect hosts with static 
IP address or dynamically acquired IP address.
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• Dynamic ARP Inspection

• DHCP snooping—Web-based authentication is notified when the switch creates a DHCP binding 
entry for the host. 

Session Creation
When web-based authentication detects a new host, it creates a session as follows: 

• Checks the exception list 

If the host IP is included in the exception list, the policy from the exception list entry is applied, and 
the session is considered to be established.

• Checks for Auth bypass

If the host IP is not on the exception list, web-based authentication sends a nonresponsive host 
(NRH) request to the server. 

If the server response is Access Accepted, authorization is bypassed for this host. The session is 
considered to be established.

• Sets up the HTTP Intercept ACL

If the server response to the NRH request is Access Rejected, the HTTP intercept ACL is activated 
and the session waits for HTTP traffic from the host.

Authentication Process
When web-based authentication is enabled, the following events occur:

• The user initiates an HTTP session.

• The HTTP traffic is intercepted, and authorization is initiated. The switch sends the login page to 
the user. The user enters a username and password on the login page, and the switch sends the entries 
to the authentication server.

• If the client identity is valid and the authentication succeeds, the switch downloads and activates the 
user’s access policy from the authentication server. The login success page is sent to the user.

• If the authentication fails, the switch sends the login fail page. The user retries the login, but if the 
maximum number of attempts fail, the switch sends the login expired page and the host is placed in 
a watch list. After a watch list timeout, the user can retry the authentication process.

• If the authentication server does not respond to the switch, and if an AAA fail policy is configured, 
the switch will apply the failure access policy to the host. The login success page is sent to the user. 

The switch reauthenticates a client when the host does not respond to an ARP probe on a Layer 2 
interface, or the host does not send any traffic within the idle timeout on a Layer 3 interface.

• The feature applies the downloaded timeout or the locally configured session timeout.

• If the terminate action is RADIUS, the feature sends a nonresponsive host (NRH) request to the 
server. The terminate action is included in the response from the server.

• If the terminate action is default, the session is dismantled and the applied policy is removed. 
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AAA Fail Policy
The AAA fail policy is a method for allowing a user to connect or to remain connected to the network 
if the AAA server is not available. If the AAA server cannot be reached when web-based authentication 
of a client is needed, instead of rejecting the user (that is, not providing the access to the network), an 
administrator can configure a default AAA fail policy that can be applied to the user. 

This policy is advantageous for the following reasons:

• While AAA is unavailable, the user will still have connectivity to the network, although access may 
be restricted.

• When the AAA server is again available, a user can be revalidated, and the user’s normal access 
policies can be downloaded from the AAA server.

Note When the AAA server is down, the AAA fail policy is applied only if there is no existing policy 
associated with the user. Typically, if the AAA server is unavailable when a user session requires 
reauthentication, the policies currently in effect for the user are retained. 

While the AAA fail policy is in effect, the session state is maintained as AAA Down.

Customization of the Authentication Proxy Web Pages 
The switch’s internal HTTP server hosts four HTML pages for delivery to an authenticating client during 
the web-based authentication process. The four pages allow the server to notify the user of the following 
four states of the authentication process:

• Login—The user’s credentials are requested

• Success—The login was successful

• Fail—The login has failed

• Expire—The login session has expired due to excessive login failures

You can substitute your custom HTML pages for the four default internal HTML pages, or you can 
specify a URL to which the user will be redirected upon successful authentication, effectively replacing 
the internal Success page. 

Web-based Authentication Interactions with Other Features 
• Port Security, page 86-6

• Gateway IP, page 86-6

• ACLs, page 86-6

• IP Source Guard, page 86-6

• EtherChannel, page 86-6

• Switchover, page 86-6



86-6
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 86      Web-Based Authentication
Information About Web-Based Authentication

Port Security
You can configure web-based authentication and port security on the same port. (You configure port 
security on the port by using the switchport port-security interface configuration command.) When you 
enable port security and web-based authentication on a port, web-based authentication authenticates the 
port, and port security manages network access for all MAC addresses, including that of the client. You 
can then limit the number or group of clients that can access the network through the port.

For more information about enabling port security, see the “How to Configure Port Security” section on 
page 87-4.

Gateway IP
You cannot configure Gateway IP on a Layer 3 VLAN interface if web-based authentication is 
configured on any of the switch ports in the VLAN.

You can configure web-based authentication on the same Layer 3 interface as Gateway IP. The host 
policies for both features are applied in software. The GWIP policy overrides the web-based 
authentication host policy.

ACLs
If you configure a VLAN ACL or Cisco IOS ACL on an interface, the ACL is applied to the host traffic 
only after the web-based authentication host policy is applied.

For Layer 2 web-based authentication, you must configure a port ACL (PACL) as the default access 
policy for ingress traffic from hosts connected to the port. After authentication, the web-based 
authentication host policy overrides the PACL.

You cannot configure a MAC ACL and web-based authentication on the same interface.

You cannot configure web-based authentication on a port whose access VLAN has VACL capture 
configured. 

IP Source Guard
Configuring IP Source Guard and web-based authentication on the same interface is not supported.

You can configure IP Source Guard and web-based authentication on the same interface. If DHCP 
snooping is also enabled on the access VLAN, you must enter the platform acl tcam override dynamic 
dhcp-snooping command in global configuration mode to avoid conflict between the two features. 
Other VLAN-based features are not supported when IP Source Guard and web-based authentication are 
combined.

EtherChannel
You can configure web-based authentication on a Layer 2 EtherChannel interface. The web-based 
authentication configuration applies to all member channels.

Switchover
In RPR redundancy mode, information about currently authenticated hosts is maintained during a 
switchover. Users will not need to reauthenticate.



86-7
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 86      Web-Based Authentication
Default Web-Based Authentication Configuration

Default Web-Based Authentication Configuration

How to Configure Web-Based Authentication
• Default Web-Based Authentication Configuration, page 86-7 

• Web-based Authentication Configuration Task List, page 86-8

• Configuring the Authentication Rule and Interfaces, page 86-8

• Configuring AAA Authentication, page 86-9

• Configuring Switch-to-RADIUS-Server Communication, page 86-9 

• Configuring the HTTP Server, page 86-11

• Configuring the Web-based Authentication Parameters, page 86-14

• Removing Web-based Authentication Cache Entries, page 86-14

Feature Default Setting
AAA Disabled
RADIUS server

• IP address

• UDP authentication port

• Key

• None specified

• 1812

• None specified
Default value of inactivity timeout 3600 seconds
Inactivity timeout Enabled
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Web-based Authentication Configuration Task List
• Configuring the Authentication Rule and Interfaces, page 86-8

• Configuring AAA Authentication, page 86-9

• Configuring Switch-to-RADIUS-Server Communication, page 86-9

• Configuring the HTTP Server, page 86-11

• Configuring an AAA Fail Policy, page 86-13

• Configuring the Web-based Authentication Parameters, page 86-14

• Removing Web-based Authentication Cache Entries, page 86-14

Configuring the Authentication Rule and Interfaces
To configure web-based authentication, perform this task:

This example shows how to enable web-based authentication, while disabling 802.1X or MAB 
authentication, on port 5/1:
Router(config)# ip admission name webauth1 proxy http
Router(config)# interface gigabitethernet 5/1
Router(config-if)# ip admission webauth1
Router(config-if)# authentication order webauth
Router(config-if)# exit
Router(config)# ip device tracking

This example shows how to verify the configuration:
Router# show ip admission configuration
Authentication Proxy Banner not configured
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes

Command Purpose
Step 1 Router(config)# ip admission name name proxy http Configures an authentication rule for web-based 

authorization.
Step 2 Router(config)# interface type slot/port Enters interface configuration mode and specifies the 

ingress Layer 2 or Layer 3 interface to be enabled for 
web-based authentication.

Step 3 Router(config-if)# ip access-group name Applies the default ACL.
Step 4 Router(config-if)# ip admission name Configures web-based authentication on the specified 

interface.
Step 5 Router(config-if)# authentication order method1 

[method2] [method3]
(Optional) Specifies the fallback order of authentication 
methods to be used. The three values of method, in the 
default order, are dot1x, mab, and webauth. 

Omitting a method disables that method on the interface.
Step 6 Router(config-if)# exit Returns to configuration mode.
Step 7 Router(config)# device-tracking tracking Enables the IP device tracking table. 
Step 8 Router(config)# end Returns to privileged EXEC mode.
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Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled

Authentication Proxy Rule Configuration
 Auth-proxy name webauth1
    http list not specified inactivity-time 60 minutes

Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

Configuring AAA Authentication
To enable web-based authentication, you must enable AAA and specify the authentication method. 
perform this task: 

This example shows how to enable AAA:
Router(config)# aaa new-model
Router(config)# aaa authentication login default group tacacs+
Router(config)# aaa authorization auth-proxy default group tacacs+

Configuring Switch-to-RADIUS-Server Communication 
RADIUS security servers are identified by any of the following:

• Host name

• Host IP address

• Host name and specific UDP port numbers

• IP address and specific UDP port numbers 

The combination of the IP address and UDP port number creates a unique identifier, which enables 
RADIUS requests to be sent to multiple UDP ports on a server at the same IP address. If two different 
host entries on the same RADIUS server are configured for the same service (for example, 
authentication) the second host entry that is configured functions as the failover backup to the first one. 
The RADIUS host entries are chosen in the order that they were configured.

Command Purpose
Step 1 Router(config)# aaa new-model Enables AAA functionality.
Step 2 Router(config)# aaa authentication login default 

group {tacacs+ | radius}
Defines the list of authentication methods at login.

Step 3 Router(config)# aaa authorization auth-proxy 
default group {tacacs+ | radius}

Creates an authorization method list for web-based 
authorization.

Step 4 Router(config)# tacacs-server host {hostname | 
ip_address} 

Specifies an AAA server. For Radius servers, see the 
section “Configuring Switch-to-RADIUS-Server 
Communication” section on page 86-9.

Step 5 Router(config)# tacacs-server key {key-data} Configures the authorization and encryption key used 
between the switch and the TACACS server.
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To configure the RADIUS server parameters, perform this task:

• Specify the key string on a separate command line.

• For key string, specify the authentication and encryption key used between the switch and the 
RADIUS daemon running on the RADIUS server. The key is a text string that must match the 
encryption key used on the RADIUS server.

• When you specify the key string, spaces within and at the end of the key are used. If you use spaces 
in the key, do not enclose the key in quotation marks unless the quotation marks are part of the key. 
This key must match the encryption used on the RADIUS daemon.

• You can globally configure the timeout, retransmission, and encryption key values for all RADIUS 
servers by using the radius-server host global configuration command. If you want to configure 
these options on a per-server basis, use the radius-server timeout, radius-server retransmit, and 
the radius-server key global configuration commands. 

Note You also need to configure some settings on the RADIUS server. These settings include the IP address 
of the switch, the key string to be shared by both the server and the switch, and the downloadable ACL. 
For more information, see the RADIUS server documentation.

This example shows how to configure the RADIUS server parameters on the switch:
Router(config)# ip radius source-interface Vlan80
Router(config)# radius-server host 172.l20.39.46 test username user1
Router(config)# radius-server key rad123
Router(config)# radius-server dead-criteria tries 2

Command Purpose
Step 1 Router(config)# ip radius source-interface 

interface_name 
Specifies that the RADIUS packets have the IP address of 
the indicated interface.

Step 2 Router(config)# radius-server host {hostname | 
ip-address} test username username

Specifies the host name or IP address of the remote 
RADIUS server.

The test username username option enables automated 
testing of the RADIUS server connection. The specified 
username does not need to be a valid user name.

The key option specifies an authentication and encryption 
key to be used between the switch and the RADIUS 
server.

To use multiple RADIUS servers, reenter this command.
Step 3 Router(config)# radius-server key string Configures the authorization and encryption key used 

between the switch and the RADIUS daemon running on 
the RADIUS server.

Step 4 Router(config)# radius-server vsa send 
authentication

Enables downloading of an ACL from the RADIUS 
server. 

Step 5 Router(config)# radius-server dead-criteria tries 
num-tries

Specifies the number of unanswered transmits to a 
RADIUS server before considering the server to be dead. 
The range of num-tries is 1 to 100.
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Configuring the HTTP Server
To use web-based authentication, you must enable the HTTP server within the switch. You can enable 
the server for either HTTP or HTTPS. To enable the server, perform one of these tasks in global 
configuration mode:

You can optionally configure custom authentication proxy web pages or specify a redirection URL for 
successful login, as described in the following sections:

• Customizing the Authentication Proxy Web Pages

• Specifying a Redirection URL for Successful Login

Customizing the Authentication Proxy Web Pages 
You have the option to provide four substitute HTML pages to be displayed to the user in place of the 
switch’s internal default HTML pages during web-based authentication. 

To specify the use of your custom authentication proxy web pages, first store your custom HTML files 
on the switch’s internal disk or flash memory, then perform this task in global configuration mode:

• To enable the custom web pages feature, you must specify all four custom HTML files. If fewer than 
four files are specified, the internal default HTML pages will be used.

• The four custom HTML files must be present on the disk or flash of the switch. 

• An image file has a size limit of 256 KB.

• All image files must have a filename that begins with “web_auth_” (like “web_auth_logo.jpg” 
instead of “logo.jpg”).

• All image file names must be less than 33 characters.

Command Purpose
Router(config)# ip http server Enables the HTTP server. The web-based authentication 

feature uses the HTTP server to communicate with the 
hosts for user authentication.

Router(config)# ip http secure-server Enables HTTPS.

Command Purpose
Step 1 Router(config)# ip admission proxy http login 

page file device:login-filename
Specifies the location in the switch memory file system 
of the custom HTML file to be used in place of the default 
login page. The device: is either disk or flash memory, 
such as disk0:.

Step 2 Router(config)# ip admission proxy http success 
page file device:success-filename

Specifies the location of the custom HTML file to be used 
in place of the default login success page.

Step 3 Router(config)# ip admission proxy http failure 
page file device:fail-filename

Specifies the location of the custom HTML file to be used 
in place of the default login failure page.

Step 4 Router(config)# ip admission proxy http login 
expired page file device:expired-filename

Specifies the location of the custom HTML file to be used 
in place of the default login expired page.
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• Any images on the custom pages must be located on an accessible HTTP server. An intercept ACL 
must be configured within the admission rule to allow access to the HTTP server. 

• Any external link from a custom page will require configuration of an intercept ACL within the 
admission rule. 

• Any name resolution required for external links or images will require configuration of an intercept 
ACL within the admission rule to access a valid DNS server. 

• If the custom web pages feature is enabled, a configured auth-proxy-banner will not be used.

• If the custom web pages feature is enabled, the redirection URL for successful login feature will not 
be available.

• To remove the specification of a custom file, use the no form of the command.

Because the custom login page is a public web form, consider the following guidelines for this page:

• The login form must accept user input for the username and password and must POST the data as 
uname and pwd.

• The custom login page should follow best practices for a web form, such as page timeout, hidden 
password, and prevention of redundant submissions.

The following example shows how to configure custom authentication proxy web pages:
Router(config)# ip admission proxy http login page file disk1:login.htm
Router(config)# ip admission proxy http success page file disk1:success.htm
Router(config)# ip admission proxy http fail page file disk1:fail.htm
Router(config)# ip admission proxy http login expired page file disk1:expired.htm

The following example shows how to verify the configuration of custom authentication proxy web 
pages:
Router# show ip admission configuration

Authentication proxy webpage
 Login page           : disk1:login.htm
 Success page         : disk1:success.htm
 Fail Page            : disk1:fail.htm
 Login expired Page   : disk1:expired.htm

Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Session ratelimit is 100
Authentication Proxy Watch-list is disabled
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

Specifying a Redirection URL for Successful Login
You have the option to specify a URL to which the user will be redirected upon successful 
authentication, effectively replacing the internal Success HTML page.

To specify a redirection URL for successful login, perform this task in global configuration mode:

Command Purpose
Router(config)# ip admission proxy http success 
redirect url-string

Specifies a URL for redirection of the user in place of the 
default login success page.
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When configuring a redirection URL for successful login, consider the following guidelines:

• If the custom authentication proxy web pages feature is enabled, the redirection URL feature is 
disabled and will not be available in the CLI. You can perform redirection in the custom login 
success page.

• If the redirection URL feature is enabled, a configured auth-proxy-banner will not be used.

• To remove the specification of a redirection URL, use the no form of the command.

The following example shows how to configure a redirection URL for successful login:
Router(config)# ip admission proxy http success redirect www.cisco.com

The following example shows how to verify the redirection URL for successful login:
Router# show ip admission configuration

Authentication Proxy Banner not configured
Customizable Authentication Proxy webpage not configured
HTTP Authentication success redirect to URL: http://www.cisco.com
Authentication global cache time is 60 minutes
Authentication global absolute time is 0 minutes
Authentication global init state time is 2 minutes
Authentication Proxy Watch-list is disabled
Authentication Proxy Max HTTP process is 7
Authentication Proxy Auditing is disabled
Max Login attempts per user is 5

Configuring an AAA Fail Policy
To configure an AAA fail policy, perform this task in global configuration mode:

The following example shows how to apply an AAA fail policy:
Router(config)# ip admission name AAA_FAIL_POLICY proxy http event timeout aaa policy 
identity GLOBAL_POLICY1

The following example shows how to determine whether any hosts are connected in the AAA Down 
state:
Router# show ip admission cache
Authentication Proxy Cache
 Client IP 209.165.201.11 Port 0, timeout 60, state ESTAB (AAA Down)

Command Purpose
Step 1 Router(config)# ip admission name 

rule-name proxy http event timeout 
aaa policy identity 
identity_policy_name

Creates an AAA fail rule and associates an identity policy to be applied to 
sessions when the AAA server is unreachable.

To remove the rule on the switch, use the no ip admission name 
rule-name proxy http event timeout aaa policy identity global 
configuration command.

Step 2 Router(config)# ip admission 
ratelimit aaa-down 
number_of_sessions 

(Optional) To avoid flooding the AAA server when it returns to service, 
you can rate limit the authentication attempts from hosts in the 
AAA Down state.



86-14
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 86      Web-Based Authentication
How to Configure Web-Based Authentication

The following example shows how to view detailed information about a particular session based on the 
host IP address:
Router# show ip admission cache 209.165.201.11
Address             : 209.165.201.11
MAC Address         : 0000.0000.0000
Interface           : Vlan333
Port                : 3999
Timeout             : 60
Age                 : 1
State               : AAA Down
AAA Down policy     : AAA_FAIL_POLICY

Configuring the Web-based Authentication Parameters
You can configure the maximum number of failed login attempts before the client is placed in a watch 
list for a waiting period.

To configure the web-based authentication parameters, perform this task:

This example shows how to set the maximum number of failed login attempts to 10:
Router(config)# ip admission max-login-attempts 10

Removing Web-based Authentication Cache Entries
To delete existing session entries, perform either of these tasks:

This example shows how to remove the web-based authentication session for the client at a specific 
IP address:
Router# clear ip auth-proxy cache 209.165.201.1

Command Purpose
Step 1 Router(config)# ip admission max-login-attempts 

number
Sets the maximum number of failed login attempts. The 
range is 1 to 2147483647 attempts; the default is 5.

Step 2 Router(config)# end Returns to privileged EXEC mode.

Command Purpose
Router# clear ip auth-proxy cache {* | host ip 
address}

Deletes authentication proxy entries. Use an asterisk to 
delete all cache entries. Enter a specific IP address to 
delete the entry for a single host.

Router# clear ip admission cache {* | host ip 
address}

Deletes authentication proxy entries. Use an asterisk to 
delete all cache entries. Enter a specific IP address to 
delete the entry for a single host.
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Displaying Web-Based Authentication Status
To display the web-based authentication settings for all interfaces or for specific ports, perform this task:

This example shows how to view only the global web-based authentication status:
Router# show fm ip-admission l2http all

This example shows how to view the web-based authentication settings for interface GigabitEthernet 
3/27:
Router# show fm ip-admission l2http interface gigabitethernet 3/27

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Command Purpose
Router# show fm ip-admission l2http [all | interface type slot/port] Displays the web-based authentication 

settings.

(Optional) Use the all keyword to display 
the settings for all interfaces using 
web-based authentication.

(Optional) Use the interface keyword to 
display the web-based authentication 
settings for a specific interface.

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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Port Security

• Prerequisites for Port Security, page 87-1

• Restrictions for Port Security, page 87-1

• Information About Port Security, page 87-2

• Default Port Security Configuration, page 87-4

• How to Configure Port Security, page 87-4

• Verifying the Port Security Configuration, page 87-11

Note • For complete syntax and usage information for the commands used in this chapter, see these 
publications:

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html 

• Cisco IOS Release 15.4SY supports only Ethernet interfaces. Cisco IOS Release 15.4SY does not 
support any WAN features or commands. 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Port Security 
None. 

Restrictions for Port Security 
• With the default port security configuration, to bring all secure ports out of the error-disabled state, 

enter the errdisable recovery cause psecure-violation global configuration command, or manually 
reenable the port by entering the shutdown and no shut down interface configuration commands. 

http://www.cisco.com/en/US/products/ps11846/prod_command_reference_list.html
http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Enter the clear port-security dynamic global configuration command to clear all dynamically 
learned secure addresses. 

• Port security learns unauthorized MAC addresses with a bit set that causes traffic to them or from 
them to be dropped. The show mac address-table command displays the unauthorized MAC 
addresses, but does not display the state of the bit. (CSCeb76844)

• To preserve dynamically learned sticky MAC addresses and configure them on a port following a 
bootup or a reload and after the dynamically learned sticky MAC addresses have been learned, you 
must enter a write memory or copy running-config startup-config command to save them in the 
startup-config file. 

• Port security supports private VLAN (PVLAN) ports.

• Port security supports IEEE 802.1Q tunnel ports.

• Port security does not support Switch Port Analyzer (SPAN) destination ports. 

• Port security supports access and trunking EtherChannel port-channel interfaces. 

• You can configure port security and 802.1X port-based authentication on the same port. 

• Port security supports nonnegotiating trunks.

– Port security only supports trunks configured with these commands:

switchport 
switchport trunk encapsulation 
switchport mode trunk 
switchport nonegotiate 

– If you reconfigure a secure access port as a trunk, port security converts all the sticky and static 
secure addresses on that port that were dynamically learned in the access VLAN to sticky or 
static secure addresses on the native VLAN of the trunk. Port security removes all secure 
addresses on the voice VLAN of the access port.

– If you reconfigure a secure trunk as an access port, port security converts all sticky and static 
addresses learned on the native VLAN to addresses learned on the access VLAN of the access 
port. Port security removes all addresses learned on VLANs other than the native VLAN.

Note Port security uses the VLAN ID configured with the switchport trunk native vlan 
command.

• Take care when you enable port security on the ports connected to the adjacent switches when there 
are redundant links running between the switches because port security might error-disable the ports 
due to port security violations. 

• In Cisco IOS Release 15.1(1)SY2 and later releases, the options starting with the number 6 for the 
radius-server attribute command changed from 6, 61, 69 to 6, 61, 66, 67, and 69.

Information About Port Security
• Port Security with Dynamically Learned and Static MAC Addresses, page 87-3

• Port Security with Sticky MAC Addresses, page 87-3

• Port Security with IP Phones, page 87-4
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Port Security with Dynamically Learned and Static MAC Addresses
You can use port security with dynamically learned and static MAC addresses to restrict a port’s ingress 
traffic by limiting the MAC addresses that are allowed to send traffic into the port. When you assign 
secure MAC addresses to a secure port, the port does not forward ingress traffic that has source addresses 
outside the group of defined addresses. If you limit the number of secure MAC addresses to one and 
assign a single secure MAC address, the device attached to that port has the full bandwidth of the port.

A security violation occurs in these situations:

• When the maximum number of secure MAC addresses is reached on a secure port and the source 
MAC address of the ingress traffic is different from any of the identified secure MAC addresses, 
port security applies the configured violation mode.

• If traffic with a secure MAC address that is configured or learned on one secure port attempts to 
access another secure port in the same VLAN, applies the configured violation mode.

Note After a secure MAC address is configured or learned on one secure port, the sequence of 
events that occurs when port security detects that secure MAC address on a different port in 
the same VLAN is known as a MAC move violation.

• Running diagnostic tests with port security enabled. 

See the “Configuring the Port Security Violation Mode on a Port” section on page 87-6 for more 
information about the violation modes.

After you have set the maximum number of secure MAC addresses on a port, port security includes the 
secure addresses in the address table in one of these ways:

• You can statically configure all secure MAC addresses by using the switchport port-security 
mac-address mac_address interface configuration command.

• You can allow the port to dynamically configure secure MAC addresses with the MAC addresses of 
connected devices. 

• You can statically configure a number of addresses and allow the rest to be dynamically configured. 

If the port has a link-down condition, all dynamically learned addresses are removed. 

Following bootup, a reload, or a link-down condition, port security does not populate the address table 
with dynamically learned MAC addresses until the port receives ingress traffic.

A security violation occurs if the maximum number of secure MAC addresses have been added to the 
address table and the port receives traffic from a MAC address that is not in the address table. 

You can configure the port for one of three violation modes: protect, restrict, or shutdown. See the “How 
to Configure Port Security” section on page 87-4. 

To ensure that an attached device has the full bandwidth of the port, set the maximum number of 
addresses to one and configure the MAC address of the attached device.

Port Security with Sticky MAC Addresses
Port security with sticky MAC addresses provides many of the same benefits as port security with static 
MAC addresses, but sticky MAC addresses can be learned dynamically. Port security with sticky MAC 
addresses retains dynamically learned MAC addresses during a link-down condition.
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If you enter a write memory or copy running-config startup-config command, then port security with 
sticky MAC addresses saves dynamically learned MAC addresses in the startup-config file and the port 
does not have to learn addresses from ingress traffic after bootup or a restart.

Port Security with IP Phones

Figure 87-1 Device Connected Through IP Phone

Because the device is not directly connected to the switch, the switch cannot physically detect a loss of 
port link if the device is disconnected. Later Cisco IP phones send a Cisco Discovery Protocol (CDP) 
host presence type length value (TLV) to notify the switch of changes in the attached device’s port link 
state. The switch recognizes the host presence TLV. Upon receiving a host presence TLV notification of 
a link down on the IP phone’s data port, port security removes from the address table all static, sticky, 
and dynamically learned MAC addresses. The removed addresses are added again only when the 
addresses are learned dynamically or configured.

Default Port Security Configuration

How to Configure Port Security 
• Enabling Port Security, page 87-5

• Configuring the Port Security Violation Mode on a Port, page 87-6

• Configuring the Maximum Number of Secure MAC Addresses on a Port, page 87-7

• Enabling Port Security with Sticky MAC Addresses on a Port, page 87-8

• Configuring a Static Secure MAC Address on a Port, page 87-9

• Configuring Secure MAC Address Aging on a Port, page 87-10

IP

Client IP phone Switch

18
89

19

Feature Default Setting
Port security Disabled.
Maximum number of secure MAC addresses 1.
Violation mode Shutdown. The port shuts down when the maximum 

number of secure MAC addresses is exceeded, and an 
SNMP trap notification is sent.
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Enabling Port Security
• Enabling Port Security on a Trunk, page 87-5

• Enabling Port Security on an Access Port, page 87-6

Enabling Port Security on a Trunk
Port security supports nonnegotiating trunks.

Caution Because the default number of secure addresses is one and the default violation action is to shut down 
the port, configure the maximum number of secure MAC addresses on the port before you enable port 
security on a trunk (see “Configuring the Maximum Number of Secure MAC Addresses on a Port” 
section on page 87-7).

To enable port security on a trunk, perform this task:

This example shows how to configure Gigabit Ethernet port 5/36 as a nonnegotiating trunk and enable 
port security: 
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/36 
Router(config-if)# switchport 
Router(config-if)# switchport mode trunk 
Router(config-if)# switchport nonegotiate 
Router(config-if)# switchport port-security 
Router(config-if)# do show port-security interface gigabitethernet 5/36 | include Port 
Security 
Port Security              : Enabled

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the interface to configure.

Step 2 Router(config-if)# switchport Configures the port as a Layer 2 port.
Step 3 Router(config-if)# switchport trunk encapsulation 

{isl | dot1q} 
Configures the encapsulation as 802.1Q.

Step 4 Router(config-if)# switchport mode trunk Configures the port to trunk unconditionally. 
Step 5 Router(config-if)# switchport nonegotiate Configures the trunk not to use DTP. 
Step 6 Router(config-if)# switchport port-security Enables port security on the trunk.
Step 7 Router(config-if)# do show port-security 

interface type slot/port | include Port Security 
Verifies the configuration.
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Enabling Port Security on an Access Port
To enable port security on an access port, perform this task:

This example shows how to enable port security on Gigabit Ethernet port 5/12: 
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12
Router(config-if)# switchport 
Router(config-if)# switchport mode access
Router(config-if)# switchport port-security
Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Port Security
Port Security              : Enabled

Configuring the Port Security Violation Mode on a Port
To configure the port security violation mode on a port, perform this task:

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number}
Selects the interface to configure.

Note The port can be a tunnel port or a PVLAN port.
Step 2 Router(config-if)# switchport Configures the port as a Layer 2 port.
Step 3 Router(config-if)# switchport mode access Configures the port as a Layer 2 access port.

Note A port in the default mode (dynamic desirable) 
cannot be configured as a secure port.

Step 4 Router(config-if)# switchport port-security Enables port security on the port.
Step 5 Router(config-if)# do show port-security 

interface type slot/port | include Port Security 
Verifies the configuration.

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the LAN port to configure.

Step 2 Router(config-if)# switchport port-security 
violation {protect | restrict | shutdown} 

(Optional) Sets the violation mode and the action to be 
taken when a security violation is detected.

Step 3 Router(config-if)# do show port-security 
interface type slot/port | include violation_mode 

Verifies the configuration. The values for violation_mode 
are protect, restrict, or shutdown. 



87-7
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 87      Port Security
How to Configure Port Security

• protect—The PFC drops packets with unknown source addresses until you remove a sufficient 
number of secure MAC addresses to drop below the maximum value.

• restrict—The PFC drops packets with unknown source addresses until you remove a sufficient 
number of secure MAC addresses to drop below the maximum value and causes the security 
violation counter to increment.

• shutdown—Puts the interface into the error-disabled state immediately and sends an SNMP trap 
notification. 

Note To bring a secure port out of the error-disabled state, enter the errdisable recovery cause 
violation_mode global configuration command, or you can manually reenable it by entering the 
shutdown and no shut down interface configuration commands. 

This example shows how to configure the protect security violation mode on Gigabit Ethernet port 5/12: 
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12
Router(config-if)# switchport port-security violation protect 
Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Protect
Violation Mode             : Protect

This example shows how to configure the restrict security violation mode on Gigabit Ethernet port 5/12: 
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12
Router(config-if)# switchport port-security violation restrict 
Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Restrict
Violation Mode             : Restrict

Configuring the Maximum Number of Secure MAC Addresses on a Port
To configure the maximum number of secure MAC addresses on a port, perform this task:

• The range for number_of_addresses is 1 to 4,097.

• Port security supports trunks.

– On a trunk, you can configure the maximum number of secure MAC addresses both on the trunk 
and for all the VLANs on the trunk.

– You can configure the maximum number of secure MAC addresses on a single VLAN or a range 
of VLANs.

– For a range of VLANs, enter a dash-separated pair of VLAN numbers.

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the interface to configure.

Step 2 Router(config-if)# switchport port-security 
maximum number_of_addresses vlan {vlan_ID | 
vlan_range} 

Sets the maximum number of secure MAC addresses for 
the port (default is 1).

Note Per-VLAN configuration is supported only on 
trunks.
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– You can enter a comma-separated list of VLAN numbers and dash-separated pairs of VLAN 
numbers.

This example shows how to configure a maximum of 64 secure MAC addresses on Gigabit Ethernet 
port 5/12: 
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12
Router(config-if)# switchport port-security maximum 64 
Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Maximum
Maximum MAC Addresses      : 64

Enabling Port Security with Sticky MAC Addresses on a Port
To enable port security with sticky MAC addresses on a port, perform this task:

• When you enter the switchport port-security mac-address sticky command:

– All dynamically learned secure MAC addresses on the port are converted to sticky secure MAC 
addresses.

– Static secure MAC addresses are not converted to sticky MAC addresses.

– Secure MAC addresses dynamically learned in a voice VLAN are not converted to sticky MAC 
addresses.

– New dynamically learned secure MAC addresses are sticky.

• When you enter the no switchport port-security mac-address sticky command, all sticky secure 
MAC addresses on the port are converted to dynamic secure MAC addresses.

• To preserve dynamically learned sticky MAC addresses and configure them on a port following a 
bootup or a reload, after the dynamically learned sticky MAC addresses have been learned, you must 
enter a write memory or copy running-config startup-config command to save them in the 
startup-config file. 

This example shows how to enable port security with sticky MAC addresses on Gigabit Ethernet port 
5/12:
Router# configure terminal 
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# switchport port-security mac-address sticky 

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the interface to configure.

Step 2 Router(config-if)# switchport port-security 
mac-address sticky 

Enables port security with sticky MAC addresses on a 
port. 
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Configuring a Static Secure MAC Address on a Port
To configure a static secure MAC address on a port, perform this task:

• You can configure sticky secure MAC addresses if port security with sticky MAC addresses is 
enabled (see the “Enabling Port Security with Sticky MAC Addresses on a Port” section on 
page 87-8). 

• The maximum number of secure MAC addresses on the port, configured with the switchport 
port-security maximum command, defines how many secure MAC addresses you can configure.

• If you configure fewer secure MAC addresses than the maximum, the remaining MAC addresses are 
learned dynamically.

• Port security is supported on trunks.

– On a trunk, you can configure a static secure MAC address in a VLAN.

– On a trunk, if you do not configure a VLAN for a static secure MAC address, it is secure in the 
VLAN configured with the switchport trunk native vlan command.

This example shows how to configure a MAC address 1000.2000.3000 as secure on Gigabit Ethernet 
port 5/12 and verify the configuration:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12
Router(config-if)# switchport port-security mac-address 1000.2000.3000
Router(config-if)# end 
Router# show port-security address
          Secure Mac Address Table
------------------------------------------------------------

Vlan    Mac Address       Type                Ports
----    -----------       ----                -----
   1    1000.2000.3000    SecureConfigured     Gi5/12

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the LAN port to configure.

Step 2 Router(config-if)# switchport port-security 
mac-address sticky mac_address [vlan vlan_ID] 

Configures a static MAC address as secure on the port. 

Note Per-VLAN configuration is supported only on 
trunks.

Step 3 Router(config-if)# end Exits configuration mode.
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Configuring Secure MAC Address Aging on a Port
• Configuring the Secure MAC Address Aging Type on a Port, page 87-10

• Configuring Secure MAC Address Aging Time on a Port, page 87-10

Note • Static secure MAC addresses and sticky secure MAC addresses do not age out.

• When the aging type is configured with the absolute keyword, all the dynamically learned secure 
addresses age out when the aging time expires. When the aging type is configured with the 
inactivity keyword, the aging time defines the period of inactivity after which all the dynamically 
learned secure addresses age out.

Configuring the Secure MAC Address Aging Type on a Port
You can configure the secure MAC address aging type on a port. To configure the secure MAC address 
aging type on a port, perform this task:

This example shows how to set the aging type to inactivity on Gigabit Ethernet port 5/12:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/12 
Router(config-if)# switchport port-security aging type inactivity 
Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Type
Aging Type                 : Inactivity

Configuring Secure MAC Address Aging Time on a Port
To configure the secure MAC address aging time on a port, perform this task:

This example shows how to configure 2 hours (120 minutes) as the secure MAC address aging time on 
Gigabit Ethernet port 5/1:
Router# configure terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# interface gigabitethernet 5/1 
Router(config-if)# switchport port-security aging time 120 

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the LAN port to configure.

Step 2 Router(config-if)# switchport port-security aging 
type {absolute | inactivity}

Configures the secure MAC address aging type on the 
port (default is absolute). 

Command Purpose
Step 1 Router(config)# interface 

{type slot/port | port-channel channel_number} 
Selects the interface to configure.

Step 2 Router(config-if)# switchport port-security aging 
time aging_time 

Configures the secure MAC address aging time on the 
port. The aging_time range is 1 to 1440 minutes (default 
is 0). 



87-11
Supervisor Engine 2T Software Configuration Guide, Release 15.4SY

Chapter 87      Port Security
Verifying the Port Security Configuration

Router(config-if)# do show port-security interface gigabitethernet 5/12 | include Time
Aging Time                 : 120 mins

Verifying the Port Security Configuration 
To display port security settings, enter this command:

• Port security supports the vlan keyword only on trunks.

• Enter the address keyword to display secure MAC addresses, with aging information for each 
address, globally for the switch or per interface.

• The display includes these values:

– The maximum allowed number of secure MAC addresses for each interface

– The number of secure MAC addresses on the interface

– The number of security violations that have occurred

– The violation mode

This example displays output from the show port-security command when you do not enter an 
interface:
Router# show port-security
Secure Port      MaxSecureAddr  CurrentAddr  SecurityViolation  Security Action
                    (Count)        (Count)      (Count)
----------------------------------------------------------------------------

     Gi5/1           11            11            0            Shutdown
     Gi5/5           15            5             0            Restrict
     Gi5/11          5             4             0            Protect
----------------------------------------------------------------------------

Total Addresses in System: 21
Max Addresses limit in System: 128

This example displays output from the show port-security command for a specified interface: 
Router# show port-security interface gigabitethernet 5/1
Port Security: Enabled
Port status: SecureUp
Violation mode: Shutdown
Maximum MAC Addresses: 11
Total MAC Addresses: 11
Configured MAC Addresses: 3
Aging time: 20 mins
Aging type: Inactivity
SecureStatic address aging: Enabled
Security Violation count: 0

This example displays the output from the show port-security address privileged EXEC command:
Router# show port-security address
          Secure Mac Address Table
-------------------------------------------------------------------

Command Purpose
Router# show port-security [interface {{vlan vlan_ID} 
| {type slot/port}}] [address] 

Displays port security settings for the switch or for the 
specified interface.
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Vlan    Mac Address       Type                Ports   Remaining Age
                                                         (mins)
----    -----------       ----                -----   -------------
   1    0001.0001.0001    SecureDynamic       Gi5/1      15 (I)
   1    0001.0001.0002    SecureDynamic       Gi5/1      15 (I)
   1    0001.0001.1111    SecureConfigured    Gi5/1      16 (I)
   1    0001.0001.1112    SecureConfigured    Gi5/1      -
   1    0001.0001.1113    SecureConfigured    Gi5/1      -
   1    0005.0005.0001    SecureConfigured    Gi5/5      23
   1    0005.0005.0002    SecureConfigured    Gi5/5      23
   1    0005.0005.0003    SecureConfigured    Gi5/5      23
   1    0011.0011.0001    SecureConfigured    Gi5/11     25 (I)
   1    0011.0011.0002    SecureConfigured    Gi5/11     25 (I)
-------------------------------------------------------------------
Total Addresses in System: 10
Max Addresses limit in System: 128

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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• Prerequisites for Lawful Intercept, page 88-1

• Restrictions for Lawful Intercept, page 88-1

• Information About Lawful Intercept, page 88-3

• How to Configure Lawful Intercept Support, page 88-9

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Prerequisites for Lawful Intercept 
• You must be running images that support secure shell (SSH), for example, 

s72033-adventerprisek9-mz. Lawful intercept is not supported on images that do not support SSH.

• You must be logged in to the switch with the highest access level (level 15). To log in with level-15 
access, enter the enable command and specify the highest-level password defined for the switch. 

• You must issue commands in global configuration mode at the command-line interface (CLI). You 
can configure lawful intercept globally on all interfaces or on a specific interface. 

• The time of day on the switches and the mediation device must be synchronized; use Network Time 
Protocol (NTP) on both the switches and the mediation device.

• (Optional) It might be helpful to use a loopback interface for the interface through which the switch 
communicates with the mediation device. If you do not use a loopback interface, you must configure 
the mediation device with multiple physical interfaces on the switch to handle network failures.

Restrictions for Lawful Intercept 
• General Configuration Restrictions, page 88-2

• MIB Guidelines, page 88-3

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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General Configuration Restrictions
• VSS mode does not support lawful intercept. 

• If the network administrator expects lawful intercept to be deployed at a node, do not configure 
optimized ACL logging (OAL), VLAN access control list (VACL) capture, or Intrusion Detection 
System (IDS) at the node. Deploying lawful intercept at the node causes unpredictable behavior in 
OAL, VACL capture, and IDS.

• To maintain switch performance, lawful intercept is limited to no more than 0.2% of active calls. 
For example, if the switch is handling 4000 calls, 8 of those calls can be intercepted. 

• The CISCO-IP-TAP-MIB does not support the virtual routing and forwarding (VRF) OID 
citapStreamVRF. 

• Captured traffic is rate limited to protect the CPU usage at the route processor. The rate limit is 
8500 pps.

• The interface index is used during provisioning to select the index to enable lawful intercept on only; 
when set to 0, lawful intercept is applied to all interfaces. 

• (Optional) The domain name for both the switch and the mediation device may be registered in the 
Domain Name System (DNS). 

• The mediation device must have an access function (AF). 

• You must add the mediation device to the SNMP user group that has access to the 
CISCO-TAP2-MIB view. Specify the username of the mediation device as the user to add to the 
group. 

When you add the mediation device as a CISCO-TAP2-MIB user, you must include the mediation 
device’s authorization password. The password must be at least eight characters in length. 

• Dedicate an interface for lawful intercept processing. For example, you should not configure the 
interface to perform processor-intensive tasks such as QoS or routing. 

• Supported for IPv4 unicast traffic only. In addition, for traffic to be intercepted, the traffic must be 
IPv4 on both the ingress and egress interfaces. For example, lawful intercept cannot intercept traffic 
if the egress side is MPLS and the ingress side is IPv4. 

• IPv4 multicast, IPv6 unicast, and IPv6 multicast flows are not supported. 

• Not supported on Layer 2 interfaces. However, lawful intercept can intercept traffic on VLANs that 
run over the Layer 2 interface. 

• Not supported for packets that are encapsulated within other packets (for example, tunneled packets 
or Q-in-Q packets). 

• Not supported for Q-in-Q packets. There is no support for Layer 2 taps for lawful intercept.  

• Not supported for packets that are subject to Layer 3 or Layer 4 rewrite (for example, Network 
Address Translation [NAT] or TCP reflexive). 

• In the ingress direction, the switch intercepts and replicates packets even if the packets are later 
dropped (for example, due to rate limiting or an access control list [ACL] deny statement). In the 
egress direction, packets are not replicated if they are dropped (for example, by ACL). 

• Lawful intercept ACLs are applied internally to both the ingress and the egress directions of an 
interface.

• To intercept traffic from a specific user, a typical configuration consists of two flows, one for each 
direction.

• Packets that are subject to hardware rate limiting are processed by lawful intercept as follows:
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– Packets that are dropped by the rate limiter are not intercepted or processed.

– Packets that are passed by the rate limiter are intercepted and processed.

• If multiple LEAs are using a single mediation device and each is executing a wiretap on the same 
target, the switch sends a single packet to the mediation device. It is up to the mediation device to 
duplicate the packet for each LEA. 

• Lawful intercept can intercept IPv4 packets with values that match a combination of one or more of 
the following fields: 

• Destination IP address and mask 

• Destination port range

• Source IP address and mask 

• Source port range

• Protocol ID

MIB Guidelines
The following Cisco MIBs are used for lawful intercept processing. Include these MIBs in the SNMP 
view of lawful intercept MIBs to enable the mediation device to configure and execute wiretaps on 
traffic that flows through the switch. 

• CISCO-TAP2-MIB—Required for both types of lawful intercepts: regular and broadband. 

• CISCO-IP-TAP-MIB—Required for wiretaps on Layer 3 (IPv4) streams. Supported for regular and 
broadband lawful intercept.

• The CISCO-IP-TAB-MIB imposes limitations on the following features: 

– If one or all of the following features are configured and functioning and lawful intercept is 
enabled, lawful intercept takes precedence, and the feature behaves as follows: 

• Optimized ACL logging (OAL)—Does not function.

• VLAN access control list (VACL) capturing—Does not function properly.

• Intrusion detection system (IDS)—Does not function properly. 

The feature starts to function after you disable or unconfigure lawful intercept.

– IDS cannot capture traffic on its own, but captures traffic that has been intercepted by lawful 
intercept only. 

Information About Lawful Intercept 
• Lawful Intercept Overview, page 88-4

• Benefits of Lawful Intercept, page 88-4

• CALEA for Voice, page 88-5

• Network Components Used for Lawful Intercept, page 88-5

• Lawful Intercept Processing, page 88-7

• Lawful Intercept MIBs, page 88-7
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Caution This guide does not address legal obligations for the implementation of lawful intercept. As a service 
provider, you are responsible to ensure that your network complies with applicable lawful intercept 
statutes and regulations. We recommend that you seek legal advice to determine your obligations. 

Lawful Intercept Overview 
Lawful intercept is a process that enables a Law Enforcement Agency (LEA) to perform electronic 
surveillance on an individual (a target) as authorized by a judicial or administrative order. To facilitate 
the lawful intercept process, certain legislation and regulations require service providers (SPs) and 
Internet service providers (ISPs) to implement their networks to explicitly support authorized electronic 
surveillance.

The surveillance is performed through the use of wiretaps on traditional telecommunications and 
Internet services in voice, data, and multiservice networks. The LEA delivers a request for a wiretap to 
the target’s service provider, who is responsible for intercepting data communication to and from the 
individual. The service provider uses the target’s IP address to determine which of its edge switches 
handles the target’s traffic (data communication). The service provider then intercepts the target’s traffic 
as it passes through the switch, and sends a copy of the intercepted traffic to the LEA without the target’s 
knowledge. 

The Lawful Intercept feature supports the Communications Assistance for Law Enforcement 
Act (CALEA), which describes how service providers in the United States must support lawful intercept. 
Currently, lawful intercept is defined by the following standards: 

• Telephone Industry Association (TIA) specification J-STD-025 

• Packet Cable Electronic Surveillance Specification (PKT-SP-ESP-101-991229)

For information about the Cisco lawful intercept solution, contact your Cisco account representative. 

Note The Lawful Intercept feature supports the interception of IPv4 protocol as defined by the object 
citapStreamprotocol in the CISCO-IP-TAB-MIB that includes voice and date interception. 

Benefits of Lawful Intercept
• Allows multiple LEAs to run a lawful intercept on the same target without each other’s knowledge. 

• Does not affect subscriber services on the switch. 

• Supports wiretaps in both the input and output direction.

• Supports wiretaps of Layer 1 and Layer 3 traffic. Layer 2 traffic is supported as IP traffic over 
VLANs.

• Supports wiretaps of individual subscribers that share a single physical interface.

• Cannot be detected by the target. Neither the network administrator nor the calling parties is aware 
that packets are being copied or that the call is being tapped.

• Uses Simple Network Management Protocol Version 3 (SNMPv3) and security features such as 
the View-based Access Control Model (SNMP-VACM-MIB) and User-based Security Model 
(SNMP-USM-MIB) to restrict access to lawful intercept information and components. 
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• Hides information about lawful intercepts from all but the most privileged users. An administrator 
must set up access rights to enable privileged users to access lawful intercept information. 

• Provides two secure interfaces for performing an intercept: one for setting up the wiretap and one 
for sending the intercepted traffic to the LEA.

CALEA for Voice
The Communications Assistance for Law Enforcement Act (CALEA) for Voice feature allows the lawful 
interception of voice conversations that are running on Voice over IP (VoIP). Although the switches are 
not voice gateway devices, VoIP packets traverse the switches at the edge of the service provider 
network. 

When an approved government agency determines that a telephone conversation is interesting, CALEA 
for Voice copies the IP packets comprising the conversation and sends the duplicate packets to the 
appropriate monitoring device for further analysis. 

Network Components Used for Lawful Intercept
• Mediation Device

• Lawful Intercept Administration

• Intercept Access Point

• Content Intercept Access Point

For information about lawful intercept processing, see the “Lawful Intercept Processing” section on 
page 88-7. 

Figure 88-1 Lawful Intercept Overview
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• Provides the interface used to set up and provision the lawful intercept. 

• Generates requests to other network devices to set up and run the lawful intercept. 

• Converts the intercepted traffic into the format required by the LEA (which can vary from country 
to country) and sends a copy of the intercepted traffic to the LEA without the target’s knowledge. 

Note If multiple LEAs are performing intercepts on the same target, the mediation device must 
make a copy of the intercepted traffic for each LEA. The mediation device is also 
responsible for restarting any lawful intercepts that are disrupted due to a failure. 

Lawful Intercept Administration
Lawful intercept administration (LIA) provides the authentication interface for lawful intercept or 
wiretap requests and administration. 

Intercept Access Point
An intercept access point (IAP) is a device that provides information for the lawful intercept. There are 
two types of IAPs: 

• Identification (ID) IAP—A device, such as an authentication, authorization, and accounting (AAA) 
server, that provides intercept-related information (IRI) for the intercept (for example, the target’s 
username and system IP address) or call agents for voice over IP. The IRI helps the service provider 
determine which content IAP (switch) the target’s traffic passes through. 

• Content IAP—A device, such as the switch, that the target’s traffic passes through. The content IAP: 

• Intercepts traffic to and from the target for the length of time specified in the court order. The 
switch continues to forward traffic to its destination to ensure that the wiretap is undetected. 

• Creates a copy of the intercepted traffic, encapsulates it in User Datagram Protocol (UDP) 
packets, and forwards the packets to the mediation device without the target’s knowledge. IP 
option header is not supported.

Note The content IAP sends a single copy of intercepted traffic to the mediation device. If 
multiple LEAs are performing intercepts on the same target, the mediation device must make 
a copy of the intercepted traffic for each LEA.

Content Intercept Access Point
Content IAP intercepts the interested data stream, duplicates the content, and sends the duplicated 
content to the mediation device. The mediation device receives the data from the ID IAP and Content 
IAP, converts the information to the required format depending on country specific requirement and 
forwards it to law enforcement agency (LEA). 
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Lawful Intercept Processing
After acquiring a court order or warrant to perform surveillance, the LEA delivers a surveillance request 
to the target’s service provider. Service provider personnel use an administration function that runs on 
the mediation device to configure a lawful intercept to monitor the target’s electronic traffic for a 
specific period of time (as defined in the court order). 

After the intercept is configured, user intervention is no longer required. The administration function 
communicates with other network devices to set up and execute the lawful intercept. The following 
sequence of events occurs during a lawful intercept:

1. The administration function contacts the ID IAP for intercept-related information (IRI), such as the 
target’s username and the IP address of the system, to determine which content IAP (switch) the target’s 
traffic passes through. 

2. After identifying the switch that handles the target’s traffic, the administration function sends 
SNMPv3 get and set requests to the switch’s Management Information Base (MIB) to set up and 
activate the lawful intercept. The CISCO-TAP2-MIB is the supported lawful intercept MIB to 
provide per-subscriber intercepts.

3. During the lawful intercept, the switch: 

a. Examines incoming and outgoing traffic and intercepts any traffic that matches the 
specifications of the lawful intercept request. 

b. Creates a copy of the intercepted traffic and forwards the original traffic to its destination so the 
target does not suspect anything.

c. Encapsulates the intercepted traffic in UDP packets and forwards the packets to the mediation 
device without the target’s knowledge. 

Note The process of intercepting and duplicating the target’s traffic adds no detectable latency in 
the traffic stream. 

4. The mediation device converts the intercepted traffic into the required format and sends it to a 
collection function running at the LEA. Here, the intercepted traffic is stored and processed. 

Note If the switch intercepts traffic that is not allowed by the judicial order, the mediation device 
filters out the excess traffic and sends the LEA only the traffic allowed by the judicial order. 

5. When the lawful intercept expires, the switch stops intercepting the target’s traffic. 

Lawful Intercept MIBs 
• CISCO-TAP2-MIB—Used for lawful intercept processing.

• CISCO-IP-TAP-MIB—Used for intercepting Layer 3 (IPv4) traffic.

CISCO-TAP2-MIB 
The CISCO-TAP2-MIB contains SNMP management objects that control lawful intercepts. The 
mediation device uses the MIB to configure and run lawful intercepts on targets whose traffic passes 
through the switch. 
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The CISCO-TAP2-MIB contains several tables that provide information for lawful intercepts that are 
running on the switch: 

• cTap2MediationTable—Contains information about each mediation device that is currently running 
a lawful intercept on the switch. Each table entry provides information that the switch uses to 
communicate with the mediation device (for example, the device’s address, the interfaces to send 
intercepted traffic over, and the protocol to use to transmit the intercepted traffic). 

• cTap2StreamTable—Contains information used to identify the traffic to intercept. Each table entry 
contains a pointer to a filter that is used to identify the traffic stream associated with the target of a 
lawful intercept. Traffic that matches the filter is intercepted, copied, and sent to the corresponding 
mediation device application (cTap2MediationContentId). 

The cTap2StreamTable table also contains counts of the number of packets that were intercepted, 
and counts of dropped packets that should have been intercepted, but were not. 

• cTap2DebugTable—Contains debug information for troubleshooting lawful intercept errors. 

The CISCO-TAP2-MIB also contains several SNMP notifications for lawful intercept events. For 
detailed descriptions of MIB objects, see the MIB itself. 

CISCO-TAP2-MIB Processing
The administration function (running on the mediation device) issues SNMPv3 set and get requests to 
the switch’s CISCO-TAP2-MIB to set up and initiate a lawful intercept. To do this, the administration 
function performs the following actions: 

1. Creates a cTap2MediationTable entry to define how the switch is to communicate with the mediation 
device executing the intercept. 

Note The cTap2MediationNewIndex object provides a unique index for the mediation table entry. 

2. Creates an entry in the cTap2StreamTable to identify the traffic stream to intercept. 

3. Sets cTap2StreamInterceptEnable to true(1) to start the intercept. The switch intercepts traffic in the 
stream until the intercept expires (cTap2MediationTimeout). 

CISCO-IP-TAP-MIB
The CISCO-IP-TAP-MIB contains the SNMP management objects to configure and execute lawful 
intercepts on IPv4 traffic streams that flow through the switch. This MIB is an extension to the 
CISCO-TAP2-MIB. 

You can use the CISCO-IP-TAP-MIB to configure lawful intercept on the switch to intercept IPv4 
packets with values that match a combination of one or more of the following fields: 

• Destination IP address and mask 

• Destination port range

• Source IP address and mask 

• Source port range

• Protocol ID
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CISCO-IP-TAP-MIB Processing
When data is intercepted, two streams are created. One stream is for packets that originate from the target 
IP address to any other IP address using any port. The second stream is created for packets that are routed 
to the target IP address from any other address using any port. For VoIP, two streams are created, one for 
RTP packets from target and the second stream is for the RTP packets to target using the specific source 
and destination IP addresses and ports specified in SDP information used to setup RTP stream.

How to Configure Lawful Intercept Support 
• Security Considerations, page 88-9

• Accessing the Lawful Intercept MIBs, page 88-9

• Configuring SNMPv3, page 88-10

• Creating a Restricted SNMP View of Lawful Intercept MIBs, page 88-10

• Enabling SNMP Notifications for Lawful Intercept, page 88-12

Security Considerations 
• SNMP notifications for lawful intercept must be sent to UDP port 161 on the mediation device, not 

port 162 (which is the SNMP default). See the “Enabling SNMP Notifications for Lawful Intercept” 
section on page 88-12 for instructions.

• The only users who should be allowed to access the lawful intercept MIBs are the mediation device 
and system administrators who need to know about lawful intercepts on the switch. In addition, 
these users must have authPriv or authNoPriv access rights to access the lawful intercept MIBs. 
Users with NoAuthNoPriv access cannot access the lawful intercept MIBs. 

• You cannot use the SNMP-VACM-MIB to create a view that includes the lawful intercept MIBs. 

• The default SNMP view excludes the following MIBs:

CISCO-TAP2-MIB 
CISCO-IP-TAP-MIB 
SNMP-COMMUNITY-MIB
SNMP-USM-MIB
SNMP-VACM-MIB 

Also see the “Restrictions for Lawful Intercept” section on page 88-1 and the “Prerequisites for Lawful 
Intercept” section on page 88-1. 

Accessing the Lawful Intercept MIBs 
Due to its sensitive nature, the Cisco lawful intercept MIBs are only available in software images that 
support the lawful intercept feature. These MIBs are not accessible through the Network Management 
Software MIBs Support page (http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml). 

http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml
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Restricting Access to the Lawful Intercept MIBs 
Only the mediation device and users who need to know about lawful intercepts should be allowed to 
access the lawful intercept MIBs. To restrict access to these MIBs, you must: 

1. Create a view that includes the Cisco lawful intercept MIBs.

2. Create an SNMP user group that has read-and-write access to the view. Only users assigned to this 
user group can access information in the MIBs. 

3. Add users to the Cisco lawful intercept user groups to define who can access the MIBs and any 
information related to lawful intercepts. Be sure to add the mediation device as a user in this group; 
otherwise, the switch cannot perform lawful intercepts. 

Note Access to the Cisco lawful intercept MIB view should be restricted to the mediation device 
and to system administrators who need to be aware of lawful intercepts on the switch. To 
access the MIB, users must have level-15 access rights on the switch.

Configuring SNMPv3 
To perform the following procedures, SNMPv3 must be configured on the switch. See this publication: 

http://www.cisco.com/en/US/docs/ios-xml/ios/snmp/configuration/15-sy/snmp-15-sy-book.html 

Creating a Restricted SNMP View of Lawful Intercept MIBs 
To create and assign users to an SNMP view that includes the Cisco lawful intercept MIBs, perform the 
following procedure at the CLI, in global configuration mode with level-15 access rights. For command 
examples, see the “Configuration Example” section on page 88-11. 

Note The command syntax in the following steps includes only those keywords required to perform 
each task. For details on command syntax, see the documents listed in the previous section 
(“Configuring SNMPv3”).

Step 1 Make sure that SNMPv3 is configured on the switch. For instructions, see the documents listed in the 
“Configuring SNMPv3” section on page 88-10. 

Step 2 Create an SNMP view that includes the CISCO-TAP2-MIB (where view_name is the name of the view 
to create for the MIB). This MIB is required for both regular and broadband lawful intercept. 

Router(config)# snmp-server view view_name ciscoTap2MIB included 

Step 3 Add one or both of the following MIBs to the SNMP view to configure support for wiretaps on IPv4 
streams (where view_name is the name of the view you created in Step 2). 

Router(config)# snmp-server view view_name ciscoIpTapMIB included 

Step 4 Create an SNMP user group (groupname) that has access to the lawful intercept MIB view and define 
the group’s access rights to the view. 

Router(config)# snmp-server group groupname v3 noauth read view_name write view_name 

http://www.cisco.com/en/US/docs/ios-xml/ios/snmp/configuration/15-sy/snmp-15-sy-book.html
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Step 5 Add users to the user group you just created (where username is the user, groupname is the user group, 
and auth_password is the authentication password): 

Router(config)# snmp-server user username groupname v3 auth md5 auth_password 

Note Be sure to add the mediation device to the SNMP user group; otherwise, the switch cannot 
perform lawful intercepts. Access to the lawful intercept MIB view should be restricted to 
the mediation device and to system administrators who need to know about lawful intercepts 
on the switch. 

The mediation device is now able to access the lawful intercept MIBs, and issue SNMP set and get 
requests to configure and run lawful intercepts on the switch. 

For instructions on how to configure the switch to send SNMP notifications to the mediation device, see 
the “Enabling SNMP Notifications for Lawful Intercept” section on page 88-12. 

Configuration Example
The following commands show an example of how to enable the mediation device to access the lawful 
intercept MIBs. 
Router(config)# snmp-server view tapV ciscoTap2MIB included 
Router(config)# snmp-server view tapV ciscoIpTapMIB included 

1. Create a view (tapV) that includes the appropriate lawful intercept MIBs (CISCO-TAP2-MIB and 
the CISCO-IP-TAP-MIB). 

2. Create a user group (tapGrp) that has read, write, and notify access to MIBs in the tapV view. 

3. Add the mediation device (ss8user) to the user group, and specify MD5 authentication with a 
password (ss8passwd). 

4. (Optional) Assign a 24-character SNMP engine ID (for example, 123400000000000000000000) 
to the switch for administration purposes. If you do not specify an engine ID, one is automatically 
generated. Note that you can omit the trailing zeros from the engine ID, as shown in the last line of 
the example above.

Note Changing an engine ID has consequences for SNMP user passwords and community strings. 
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Enabling SNMP Notifications for Lawful Intercept 
SNMP automatically generates notifications for lawful intercept events (see Table 88-1). This is because 
the default value of the cTap2MediationNotificationEnable object is true(1). 

To configure the switch to send lawful intercept notifications to the mediation device, issue the following 
CLI commands in global-configuration mode with level-15 access rights (where MD-ip-address is the 
IP address of the mediation device and community-string is the password-like community string to send 
with the notification request): 
Router(config)# snmp-server host MD-ip-address community-string udp-port 161 snmp 
Router(config)# snmp-server enable traps snmp authentication linkup linkdown coldstart 
warmstart 

• For lawful intercept, udp-port must be 161 and not 162 (the SNMP default). 

• The second command configures the switch to send RFC 1157 notifications to the mediation device. 
These notifications indicate authentication failures, link status (up or down), and system restarts. 

Disabling SNMP Notifications
You can disable SNMP notifications by entering the no snmp-server enable traps command. 

To disable lawful intercept notifications, use SNMPv3 to set the CISCO-TAP2-MIB object 
cTap2MediationNotificationEnable to false(2). To reenable lawful intercept notifications through 
SNMPv3, reset the object to true(1). 

Tip For additional information about Cisco Catalyst 6500 Series Switches (including configuration 
examples and troubleshooting information), see the documents listed on this page:

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html 

Participate in the Technical Documentation Ideas forum 

Table 88-1 SNMP Notifications for Lawful Intercept Events

Notification Meaning
cTap2MIBActive The switch is ready to intercept packets for a 

traffic stream configured in the 
CISCO-TAP2-MIB. 

cTap2MediationTimedOut A lawful intercept was terminated (for example, 
because cTap2MediationTimeout expired). 

cTap2MediationDebug Intervention is required for events related to 
cTap2MediationTable entries. 

cTap2StreamDebug Intervention is required for events related to 
cTap2StreamTable entries. 

http://www.cisco.com/en/US/products/hw/switches/ps708/tsd_products_support_series_home.html
http://www.cisco.com/go/techdocideas
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CoS values to DSCP values 67-4, 67-7
DSCP markdown values 67-8, 69-14
DSCP mutation 67-3, 69-25
DSCP values to CoS values 67-9
IP precedence values to DSCP values 67-7

QoS markdown 65-4
QoS out of profile 65-4
QoS policing rule

aggregate 65-4
microflow 65-4

QoS port
trust state 67-10

QoS port-based or VLAN-based 67-12
QoS receive queue 67-18
QoS statistics data export 70-2

configuring 70-2
configuring destination host 70-7
configuring time interval 70-6, 70-8

QoS transmit queues 66-6, 67-15, 67-16
QoS VLAN-based or port-based 67-12
queries, IGMP 46-4
queries, MLDv2 53-6

R

RADIUS 80-6
RADIUS. See also port-based authentication. 85-7
range

command 57-3
macro 11-2

rapid convergence 32-14

Rapid-PVST
enabling 32-36

Rapid PVST+
interoperation with MST 33-20

Rapid-PVST+
overview 32-3

Rapid Spanning Tree
See RSTP

Rapid Spanning Tree Protocol
See RSTP

receive queues
see QoS receive queues

recirculation 38-5
redirect URLs

described 85-25
reduced MAC address 32-3
redundancy (RPR+) 10-1

configuring 10-4
configuring supervisor engine 10-2
displaying supervisor engine configuration 10-5
redundancy command 10-4

related documentation 1-i
Remote Authentication Dial-In User Service. See 
RADIUS.
report, MLD 53-5
reserved-range VLANs

See VLANs
restricted VLAN

configuring 85-46
described 85-20
using with IEEE 802.1x 85-20

restricting MIB access 88-10, 88-11
rewrite, packet

CEF 34-2
IP MMLS 45-5

RHI 5-54
RIF cache monitoring 11-12
ROM monitor

CLI 3-7
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root bridge
MST 33-20
PVST simulation 33-20

root bridge, STP 32-29
root guard

See STP root guard
root switch

MSTP 32-39
route health injection

See RHI
route-map (IP) command 35-4
route maps

defining 35-4
router guard 50-1
RPF

failure 45-7
non-RPF multicast 45-7

RPR and RPR+ support IPv6 multicast traffic 10-1
RSTP

active topology 32-13
BPDU

format 32-16
processing 32-17

designated port, defined 32-13
designated switch, defined 32-13
interoperability with IEEE 802.1D

described 32-24
restarting migration process 32-47
topology changes 32-17

overview 32-13
port roles

described 32-13
synchronized 32-15

proposal-agreement handshake process 32-14
rapid convergence

described 32-14
edge ports and Port Fast 32-14
point-to-point links 32-14, 32-46
root ports 32-14

root port, defined 32-13
See also MSTP

S

secondary VLANs 28-6
Secure MAC Address Aging Type 87-10
security

configuring 73-1
security, port 87-3
security considerations 88-9
Security Exchange Protocol (SXP) 72-2
Security Group Access Control List (SGACL) 72-2
Security Group Tag (SGT) 72-2
serial IDs

description 55-14
serial interfaces

clearing 11-13
synchronous

maintaining 11-13
server IDs

description 55-14
service instance

configuration mode 42-5
creating 42-4
defined 42-4

service-policy input command 65-17, 66-17, 67-4, 67-6, 
69-25, 78-6
service-provider network, MSTP and RSTP 32-18
set default interface command 35-4
set interface command 35-4
set ip default next-hop command 35-4
set ip df command

PBR 35-4
set ip next-hop command 35-4
set ip precedence command

PBR 35-4
set ip vrf command

PBR 35-4
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set power redundancy enable/disable command 15-2
set requests 88-7, 88-8, 88-11
setting up lawful intercept 88-7
SGACL 72-2
SGT 72-2
short pipe mode

configuring 69-30
show authentication command 85-58
show catalyst6000 chassis-mac-address command 32-4
show dot1x interface command 85-39
show eobc command 11-12
show history command 3-4
show ibc command 11-12
show interfaces command 11-8, 11-9, 11-12, 22-6, 22-12

clearing interface counters 11-12
displaying, speed and duplex mode 11-6

show ip local policy command 35-5
show mab command 85-61
show module command 10-5
show platform aging command 54-4
show platform entry command 34-5
show platform ip multicast group command

displaying IP MMLS group 45-27
show platform ip multicast interface command

displaying IP MMLS interface 45-27
show platform ip multicast source command

displaying IP MMLS source 45-27
show platform ip multicast statistics command

displaying IP MMLS statistics 45-27
show platform ip multicast summary

displaying IP MMLS configuration 45-27
show protocols command 11-12
show rif command 11-12
show running-config command 11-12

displaying ACLs 75-7, 75-8
show svclc rhi-routes command 5-54
show version command 11-12
shutdown command 11-13
shutdown interfaces

result 11-13
slot number, description 11-2
smart call home 55-1

description 55-4
destination profile (note) 55-23
registration requirements 55-5
service contract requirements 55-2
Transport Gateway (TG) aggregation point 55-4

SMARTnet
smart call home registration 55-5

smart port macros 4-1
configuration guidelines 4-2

Smartports macros
applying global parameter values 4-14
applying macros 4-14
creating 4-13
default configuration 4-4
defined 4-4
displaying 4-15
tracing 4-2

SNMP
configuring 88-10
default view 88-9
get and set requests 88-7, 88-8, 88-11
notifications 88-9, 88-12
support and documentation 2-7

SNMP-COMMUNITY-MIB 88-9
SNMP-USM-MIB 88-4, 88-9
SNMP-VACM-MIB 88-4, 88-9
snooping

See IGMP snooping
software

upgrading router 6-5
source IDs

call home event format 55-13
source specific multicast with IGMPv3, IGMP v3lite, and 
URD 45-26
SPAN

configuration guidelines 58-2
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configuring 58-12
sources 58-16, 58-19, 58-21, 58-22, 58-24, 58-25, 
58-26, 58-28
VLAN filtering 58-30

destination port support on EtherChannels 58-12, 
58-19, 58-22, 58-24, 58-25, 58-29
distributed egress 58-10, 58-15

modules that disable for ERSPAN 58-7
input packets with don’t learn option

ERSPAN 58-28, 58-29
local SPAN 58-17, 58-18, 58-19
RSPAN 58-22, 58-23, 58-25
understanding 58-12

local SPAN egress session increase 58-3, 58-16
overview 58-7

SPAN Destination Port Permit Lists 58-15
spanning-tree backbonefast

command 33-15, 33-16
command example 33-15, 33-16

spanning-tree cost
command 32-33
command example 32-33

spanning-tree portfast
command 33-2, 33-3, 33-4
command example 33-3, 33-4

spanning-tree portfast bpdu-guard
command 33-8

spanning-tree port-priority
command 32-31

spanning-tree protocol for bridging 36-1
spanning-tree uplinkfast

command 33-13
command example 33-13

spanning-tree vlan
command 32-27, 32-29, 32-30, 32-31, 33-8, 33-17
command example 32-28, 32-29, 32-30, 32-31

spanning-tree vlan cost
command 32-33

spanning-tree vlan forward-time

command 32-35
command example 32-35

spanning-tree vlan hello-time
command 32-35
command example 32-35

spanning-tree vlan max-age
command 32-36
command example 32-36

spanning-tree vlan port-priority
command 32-31
command example 32-32

spanning-tree vlan priority
command 32-34
command example 32-34

speed
configuring interface 11-4

speed command 11-4
speed mode

autonegotiation status 11-6
standards, lawful intercept 88-4
standby links 23-2
static sharing

description 85-25
statistics

802.1X 85-57, 86-15
sticky ARP 78-9
sticky MAC address 87-3
Sticky secure MAC addresses 87-8, 87-9
storm control

see traffic-storm control
STP

configuring 32-26
bridge priority 32-34
enabling 32-27, 32-28
forward-delay time 32-35
hello time 32-35
maximum aging time 32-36
port cost 32-32
port priority 32-31
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root bridge 32-29
secondary root switch 32-30

defaults 32-25
EtherChannel 24-7
normal ports 33-3
understanding 32-2

802.1Q Trunks 32-12
Blocking State 32-8
BPDUs 32-4
disabled state 32-12
forwarding state 32-11
learning state 32-10
listening state 32-9
overview 32-3
port states 32-6
protocol timers 32-5
root bridge election 32-5
topology 32-5

STP BackboneFast
configuring 33-15
figure

adding a switch 33-18
spanning-tree backbonefast

command 33-15, 33-16
command example 33-15, 33-16

understanding 33-13
STP BPDU Guard

configuring 33-7
spanning-tree portfast bpdu-guard

command 33-8
understanding 33-7

STP bridge ID 32-3
STP EtherChannel guard 33-16
STP extensions

description ?? to 33-20
STP loop guard

configuring 33-19
overview 33-17

STP PortFast

BPDU filter
configuring 33-10

BPDU filtering 33-9
configuring 33-2
spanning-tree portfast

command 33-2, 33-3, 33-4
command example 33-3, 33-4

understanding 33-2
STP port types

normal 33-3
STP root guard 33-17
STP UplinkFast

configuring 33-12
spanning-tree uplinkfast

command 33-13
command example 33-13

understanding 33-11
subdomains, private VLAN 28-5
supervisor engine

environmental monitoring 16-1
redundancy 10-1
synchronizing configurations 10-5

supervisor engine redundancy
configuring 10-2

supervisor engines
displaying redundancy configuration 10-5

supplicant 85-7
surveillance 88-7
svclc command 5-54
Switched Port Analyzer 58-1
switch fabric functionality 19-1

configuring 19-3
monitoring 19-4

switchport
configuring 22-13
example 22-12
show interfaces 11-8, 11-9, 22-6, 22-12

switchport access vlan 22-6, 22-7, 22-10, 22-13
example 22-14
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switchport mode access 22-4, 22-6, 22-7, 22-13
example 22-14

switchport mode dynamic 22-8
switchport mode dynamic auto 22-4
switchport mode dynamic desirable 22-4

default 22-5
example 22-12

switchport mode trunk 22-4, 22-8
switchport nonegotiate 22-4
switchport trunk allowed vlan 22-11
switchport trunk encapsulation 22-7
switchport trunk encapsulation negotiate

default 22-5
switchport trunk native vlan 22-10
switchport trunk pruning vlan 22-11
switch priority

MSTP 32-43
switch TopN reports

foreground execution 60-2
running 60-3
viewing 60-3

SXP 72-2
system event archive (SEA) 56-1
System Hardware Capacity 2-3

T

TDR
checking cable connectivity 11-14
enabling and disabling test 11-14
guidelines 11-14

Telnet
accessing CLI 3-2

Time Domain Reflectometer 11-14
TLV

host presence detection 20-4, 85-14, 87-4
traceroute, Layer 2

and ARP 61-2
and CDP 61-1

described 61-2
IP addresses and subnets 61-2
MAC addresses and VLANs 61-2
multicast traffic 61-2
multiple devices on a port 61-2
unicast traffic 61-2
usage guidelines 61-1

traffic-storm control
command

broadcast 83-4
described 83-2
monitoring 83-5
thresholds 83-2

traffic suppression
see traffic-storm control

transmit queues
see QoS transmit queues

traps, see SNMP notifications
trunks 22-4

802.1Q Restrictions 22-2
allowed VLANs 22-11
configuring 22-8
default interface configuration 22-6
default VLAN 22-10
different VTP domains 22-4
native VLAN 22-10
to non-DTP device 22-4
VLAN 1 minimization 22-11

trusted boundary 20-6
trusted boundary (extended trust for CDP devices) 20-4
trustpoint 55-2
tunneling 69-4, 69-26
tunneling, 802.1Q

See 802.1Q 30-4
type length value

See TLV
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U

UDE
configuration 37-5
overview 37-4

UDE and UDLR 37-1
UDLD

default configuration 12-4
enabling

globally 12-5
on ports 12-5, 12-6

overview 12-2
UDLR 37-1

back channel 37-3
configuration 37-6
tunnel

(example) 37-7
ARP and NHRP 37-4

UDLR (unidirectional link routing) 37-1
UDP port for SNMP notifications 88-12
unauthorized ports with 802.1X 85-12
unicast storms

see traffic-storm control
Unidirectional Ethernet 37-1
unidirectional ethernet

example of setting 37-5
UniDirectional Link Detection Protocol

see UDLD
uniform mode

configuring 69-34
unknown unicast and multicast flood blocking 84-1
unknown unicast flood blocking

See UUFB
unknown unicast flood rate-limiting

See UUFRL
UplinkFast

See STP UplinkFast
URD 45-26
User-Based Rate Limiting 65-6, 65-15

user EXEC mode 3-5
UUFB 84-2
UUFRL 84-2

V

VACLs 76-2
configuring

examples 76-5
Layer 3 VLAN interfaces 76-5
Layer 4 port operations 71-2
logging

configuration example 76-8
configuring 76-7
restrictions 76-7

MAC address based 76-2
multicast packets 75-6
SVIs 76-5
WAN interfaces 76-2

vlan
command 27-5, 27-6, 58-20
command example 27-6

 VLAN Access Control Lists
See VACLs

VLAN-based QoS filtering 71-10
VLAN-bridge spanning-tree protocol 36-1
vlan database

command 27-5, 27-6, 58-20
vlan group command 85-44
VLAN locking 27-4
vlan mapping dot1q

command 27-8, 27-9
VLAN maps

applying 75-8
VLAN mode 40-3
VLAN port provisioning verification 27-4
VLANs

allowed on trunk 22-11
configuration guidelines 27-2
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configuring 27-1
configuring (tasks) 27-4
defaults 27-3
extended range 27-3
interface assignment 27-6
multicast 48-2
name (default) 27-3
normal range 27-3
reserved range 27-3
support for 4,096 VLANs 27-2
token ring 27-3
trunks

understanding 22-4
understanding 27-2
VLAN 1 minimization 22-11
VTP domain 27-4

VLAN translation
command example 27-8, 27-9

voice VLAN
Cisco 7960 phone, port connections 20-2
configuration guidelines 20-1
configuring IP phone for data traffic

override CoS of incoming frame 20-6, 21-5
configuring ports for voice traffic in

802.1Q frames 20-5
connecting to an IP phone 20-5
default configuration 20-4
overview 20-2

voice VLAN. See also port-based authentication. 85-22
VPN

configuration example 39-4
guidelines and restrictions 39-2

VPN supported commands 39-2
VPN switching 39-1
VSS

dual-active detection
Enhanced PAgP, advantages 5-24
Enhanced PAgP, description 5-24
enhanced PAgP, description 5-48

fast-hello, advantages 5-24
fast-hello, description 5-25
VSLP fast-hello, configuration 5-50

VSS Quad-Sup SSO (V4SO) 5-9
VTP

advertisements 26-4, 26-5
client, configuring 26-15
configuration guidelines 26-1
default configuration 26-9
disabling 26-15
domains 26-3

VLANs 27-4
modes

client 26-4
server 26-4
transparent 26-4

monitoring 26-17
overview 26-2
per-port enable and disable 26-16
pruning

configuration 22-11
configuring 26-12
overview 26-7

server, configuring 26-15
statistics 26-17
transparent mode, configuring 26-15
version 2

enabling 26-13
overview 26-5

version 3
enabling 26-13
overview 26-6
server type, configuring 26-11

W

wake-on-LAN. See also port-based authentication. 85-28
web-based authentication

AAA fail policy 86-5
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description 86-2
web browser interface 2-7
wiretaps 88-4
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