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What’s New in This Guide
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Introduction

Before you begin

This guide is for teams or individuals who configure and administer Cisco Unified Contact Center
Enterprise (Unified CCE) and a Cisco calling solution, such as Cisco Unified Communications
Manager or Webex Calling. This document includes links to product and support documentation.

This document focuses on transitions from Unified CCE to Webex Contact Center (WxCC).

Before you start the migration from Unified CCE to WxCC, ensure that you understand the WxCC
solution and its components. A successful migration requires familiarity with Webex Contact
Center architecture, service models, deployment options, and features. This knowledge helps you
map existing Unified CCE workloads to the WxCC platform and design an effective transition
plan. A thorough understanding of the following WxCC components is essential to inform an
effective transition strategy and operational readiness.

Webex Control Hub (Administration and Configuration)
Directory and User Provisioning

Voice channel Options (Inbound and Outbound)

Digital Channels

IVR System

Security and compliance features

Webex Al Agent and Bring Your Own Virtual Agent (BYO VA)
Routing and Queueing

Agent Desktop Operations

Reporting and Analytics

Integrations (Third Party or Internal)

Outbound Systems

Deployment Regions

See Cisco WxCC Architecture Guide for more information.

If you plan to transition on-premises CUCM to the cloud, become familiar with Webex Calling.

Focus on critical contact center settings, such as CTI route points and SIP normalization scripts.
See: Transitioning from Unified CM to Webex Calling

Overview

As cloud-delivered collaboration services grow, many organizations migrate workloads to the
cloud to reduce total cost of ownership, simplify management, enable continuous feature delivery,
and improve scalability and reliability. For organizations planning this transition from on-premises
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Unified CCE to WxCC, it is critical to understand the technical requirements and the specific steps
involved in the migration process.

This document provides deployment guidance for transitioning from on-premises Unified CCE
to WxCC. This guide assumes that you understand contact center features and architectural
differences between on-premises and cloud environments. Before proceeding, ensure you have
reviewed this guide and, if applicable, the transition of documentation for migrating your calling
infrastructure from Unified CM to Webex Calling.

The figure below illustrates a typical Unified CCE deployment, which includes collaboration
infrastructure such as call control, edge platforms, hardware and software endpoints, local
gateways (CUBE), VXML gateways, CVVB, Finesse, CVP, and CUIC reporting. While specific
components may vary by environment, this architecture serves as the baseline for the transition
strategies described in this document.

Figure 1 On-Premises Unified CCE Architecture: Unified CCE, Call Control and Remote Access

Contact Center Enterprise Solutions
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Note: The Unified CCE architecture in Figure 1 is based on the Cisco Unified CCE Solution
Design Guide. For more information on the Unified CCE design guide, refer to Unified CCE
Solution Design Guide.

Sy

The table below lists the key elements of the on-premises architecture prior to transitioning to
WxCC in the cloud:
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Table 2 Before: On-Premises Unified CCE Infrastructure Components

Call Router (Router) Makes all routing decisions on how to route a call or
customer contact. The Router is a part of the Central
Controller.

Logger The database server that stores contact center

configuration data. The Logger also temporarily stores
historical reporting data for distribution to the data servers.
The Logger is a part of the Central Controller

CTI Server CTI Server component that runs as a software process on
a Peripheral Gateway (PG). The CTI Server acts as the
gateway into the Unified ICM software's data and
services, delivering real-time agent, call, and customer
data to server or workstation applications as call events
occur. It forwards pre-route indications to CTI application
servers, providing caller identification and call attributes
before the call connects to an agent or IVR resource.

Peripheral Gateways (PG) Interfaces to peripheral devices, like the Unified
Communications Manager, VRU (Unified CVP), or
multichannel products (Enterprise Chat and Email or
third-party multichannel applications that use the Task
Routing APIs). The standard layout for contact center
enterprise solutions has the Agent PG, VRU PG, and MR
PG coresident on a single VM. Each PG includes one or
more Peripheral Interface Managers (PIMs) for the
specific device interfaces.

Administration & Data Server Provides the configuration interface and real-time and
historical data storage. You can deploy this component in
several configurations.

Live Data Server Processes events from the Router and PGs for Unified
CCE Live Data reports.
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Cisco Voice Portal (CVP) Cisco CVP provides voice IVR and call handoff

capabilities

Cisco Virtualized Voice Browser (Cisco VVB) provides a platform for interpreting VXML

documents. When an incoming call arrives at the contact
center, Cisco VVB allocates a VXML port that represents
the VoIP endpoint.

Cisco Unified Intelligence Center With Cisco Unified Intelligence Center, you can create a
(CUICO) comprehensive information portal where Contact Center

reports and dashboards can be developed and shared
throughout your organization.

Cisco Unified Communications Provides complete call control throughout the
Manager (CUCM) organization.

As illustrated in Figure 2, customers with on-premises Unified CCE and Unified CM may
choose to migrate their contact center operations to Webex Contact Center (WxCC).
Transitioning the underlying voice architecture to Webex Calling is also an option, though it is
not a requirement. Based on your specific functional requirements. Organizations with the
following requirements should evaluate their migration strategy carefully, as maintaining an on-
premises contact center may be the better fit:

Highly customized or complex IVR or VXML applications that rely on proprietary on-
premises integrations.

Extensive use of custom-built Finesse gadgets or third-party CTI integrations that do not
have a supported equivalent in WxCC.

Heavy reliance on direct SQL access to the Unified CCE/CUIC database for custom
reporting tools.

Specialized outbound dialing modes or regulatory requirements not supported by the
WxCC campaign management system.

Environments where consistent, high-quality internet access to the Webex cloud is not
guaranteed.

Extensive and complex external database integrations.
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As mentioned previously, you may also consider migrating your calling infrastructure from
Unified CM to Webex Calling. In this scenario, review the following requirements:

e Phone models that are not supported by Webex Calling.

o Complex or numerous integrations with other on-premises systems / solutions.
o Complex dial plans or highly granular classes of service.

o Calling within the deployment that is predominantly on-net within a single site.
e Restrictive, limited, or unreliable internet access.

o Stringent data privacy and ownership policies.

e Compliance requirements for on-premises or in-country media recording and storage.

Figure 2 On-Premises Unified CCE to WxCC + Unified CM to Webex Calling (optional)
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Calling Cloud CC

Webex Contact Center (WxCC) leverages the global Webex architecture to provide scalability and
connectivity. Agents, supervisors, and administrators can access the cloud infrastructure via web
browsers, whether they are on the corporate network or working remotely.

Core components

The WxCC architecture significantly simplifies contact center deployment compared to Unified
CCE. As shown in Figure 1, a Unified CCE deployment requires managing multiple on-premises
servers—such as CVP, Finesse, and CUIC—and associated gateways. This infrastructure requires
significant administrative overhead to maintain, secure, and update.
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In contrast, WxCC is a cloud-native solution deployed on AWS, built on the following
architectural principles:

Services: An independent set of services, where each service provides a cohesive set of
capabilities to its users.

Event Driven: Services communicate with each other using messaging, except for web
applications that use HTTPS interfaces (REST APIs and push data via WebSocket) for
specific use cases.

Stateless/Externalized State: Services are deployed in Kubernetes using Docker containers,
providing the ability to scale automatically and remain resilient to the failure of one or
more service instances.

Observable: All services and the infrastructure components that enable their deployment
are observable using standard mechanisms. This allows you to measure, detect, and prevent
situations that affect contact center capabilities, as well as troubleshoot and restore services
quickly in the event of an outage.

Isolated/Loosely Coupled: Every service can be built, validated, and deployed or updated
independently without downtime for contact center capabilities.

Although WxCC is easier to deploy, there are still specific new components required to support
this solution.

Table 3: WxCC and Calling Infrastructure Components

Webex Contact Center A cloud-based, omnichannel contact center solution that

delivers intelligent skills-based routing, IVR, and voice and
digital channel support. It provides a browser-based agent
desktop and integrates with CRM systems for seamless
customer interactions. The platform offers real-time reporting,
call recording, and callback features to improve customer
experience and operational efficiency.
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Webex Control Hub

Cisco Directory
Connector

Cisco Calling Plan, Webex
Cloud Connected PSTN,

Webex Contact
PSTN

Local Gateway

WxCC Desktop

Center

A cloud-based configuration and administration tool for Webex
Contact Center and other elements of the Webex portfolio.

A Windows application that runs on a Windows domain
machine, providing identity synchronization between the
enterprise on-premises Active Directory and the identity store of
the Webex organization.

For customers moving from on-premises Active Directory to
Microsoft Entra ID, identity integration with Webex is managed
using the Entra ID Wizard app instead of Cisco Directory
Connector.

Cisco Calling Plan, Webex Cloud Connected PSTN, and Webex
Contact Center PSTN are cloud-based options for PSTN access
for Webex Calling. These are facilitated by a cloud PSTN
provider and require no on-premises equipment.

A Local Gateway (LGW) acts as a bridge between a customer's
on-premises unified communications network and the Webex
Calling cloud. It can be deployed on-premises or hosted by a
partner, delivering PSTN access for cloud-registered endpoints
and calling integration between Unified CM-registered and
cloud-registered endpoints. Supported hardware includes Cisco
IOS XE Integrated Services Routers (ISR 1100 and 4000 series),
Cisco Catalyst 8200/8300 Series, Cisco Catalyst 8000V Edge
Software, and various certified third-party Session Border
Controllers (SBCs).

A web-based interface used by agents and supervisors to manage
customer interactions across multiple channels, including voice,
chat, email, and social messaging. It provides a consolidated,
customizable workspace where agents receive and handle
customer requests, view customer context and journey history,
and collaborate with subject matter experts via the integrated
Webex App.

Figure 4 illustrates the high-level core processes running within WxCC.

Page 11



al B e - e G e [
[ [ - e [ ]
[ ] | [
[ ]
[
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For more information on the internal functionality of these processes, please visit Webex Contact

Center Architecture
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PPDIO Process Overview

PPDIO is a structured Cisco methodology that guides projects from initial assessment through
continuous improvement, ensuring efficient and successful deployments or migrations. The
acronym stands for Prepare, Plan, Design, Implement, and Optimize.

Figure 5 PPDIO Process

General Description of PPDIO

o Prepare: Assess the current environment, gather requirements, and align stakeholders to
establish a solid foundation.

e Plan: Develop detailed project plans, including timelines, resource allocation, and risk
mitigation strategies.

o Design: Architect the target solution to meet specific business and technical needs.

o Implement: Execute the deployment or migration according to the design, validating
functionality and performance.

e Optimize: Continuously improve the solution post-implementation by monitoring
performance, refining configurations, and leveraging automation.

Using PPDIO for Unified CCE to WxCC Migration Projects

When migrating from Unified CCE to Webex Contact Center (WxCC), the PPDIO process
provides a roadmap for a smooth transition:

1. Prepare
e Assess the existing Unified CCE environment and migration readiness.

e Collect detailed data on agents, queueing, skilling, teams, routing strategies
including scripting, sites, and all dependencies.
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2. Plan
3. Design

Identify risks and define the project scope to align stakeholders.

Plan for a “partial migration test” if required.

Create a comprehensive migration plan with batch schedules, resource
assignments, and timelines.

Define tasks such as device firmware upgrades, license provisioning, and user
onboarding.

Coordinate migration windows with Cisco and partners to minimize disruption.

Document desktop requirements, including integrations, CTI variables, ECC
variables, phone books, and layouts. Note the differences between the Finesse
desktop and the WxCC desktop.

Document ECE flows, rules, and triggers (entry points).

Create a detailed matrix of application configurations within CVP and ICM
scripting, including “Run External Script” entries and variable settings.

Map items identified in the “Prepare” phase to WxCC equivalents.

Design the WxCC environment via Control Hub, including locations, user roles,
and integration points like Local Gateway (CUBE) and directory synchronization.

Organize and plot new flows based on information gathered in the “Plan” phase.
Design multimedia profiles and sites within WxCC.

Plan for coexistence scenarios where Unified CM and Webex Calling operate
simultaneously.

4. Implement

Use Cisco Control Hub migration tools and third-party tools to perform device
firmware mode changes and user migrations.

Employ bulk operations and provisioning using Webex APIs to streamline large-
scale migrations.

Execute license provisioning, device registration, and configuration updates.

Validate migration success through testing and operational verification.

5. Optimize

Continuously monitor WxCC performance and user experience.
Refine configurations and workflows based on operational data and feedback.

Leverage automation and integration capabilities to enhance efficiency and
scalability.

Decommission legacy Unified CCE components and provide ongoing support for
Day 2 operations.
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This enhanced PPDIO approach ensures a controlled, transparent, and efficient migration from
Unified CCE to WxCC, leveraging Cisco’s tools, APIs, and partner ecosystem to maintain
business continuity and improve collaboration capabilities.

PPDIO Feedback Loops

Figure 6 illustrates a feedback loop from the "Optimize" phase back to the "Plan" phase. This
signifies that after the initial implementation; there is an ongoing opportunity for continuous
improvement. Each cycle of optimization can identify new requirements or areas for enhancement,
which may be addressed through subsequent projects. Each of these projects follows the
established PPDIO (Prepare, Plan, Design, Implement, Optimize) lifecycle, ensuring the system
remains aligned with evolving business objectives and fostering a culture of ongoing refinement

and adaptability.
—— 5

During PPDIO execution, findings in later phases often necessitate revisiting decisions made in
earlier stages. For instance, issues encountered during implementation—such as design
ambiguities—may reveal that certain aspects were not fully addressed during the design phase. In
such cases, iterate back to the relevant phase to resolve these issues before proceeding. This
iterative feedback mechanism, as illustrated in Figure, ensures that the solution is thoroughly
validated and refined, ultimately contributing to a more robust and effective deployment.

Figure 6 Iterations while executing PPDIO
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Figure 7 Unified CCE assisted PPDIO process
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When transitioning from Unified CCE to WxCC, each phase of the PPDIO process benefits from
data gathered from your existing Unified CCE environment. Extract comprehensive inventories of
users, agents, skills, queues, scripts, phone numbers, calling features, and dial plan components
from your current configuration. This data supplements stakeholder information and streamlines
planning and design activities. Using automated tools for data extraction and analysis enhances
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accuracy and accelerates the project. By applying insights from your existing deployment, you can
execute the transition to WxCC more efficiently than a traditional greenfield implementation while
adhering to the structured PPDIO methodology. This process is illustrated in Figure 8 .

Migration Approach

When planning your transition from Unified CCE to WxCC, determine your migration strategy.
You can choose between a "flash-cut" approach, where all components migrate simultaneously, or
a phased approach, where you migrate users, teams, queues, entry points, and related configuration
elements over time.

Flash-Cut Migration A flash-cut migration moves your users, agents, teams, queues, and all
associated configuration elements at once. With this method, you move your entire contact center
from on-premises Unified CCE to WxCC within a single migration window. After completion, the
contact center resides on WxCC, allowing you to decommission your on-premises Unified CCE
infrastructure. While this is the fastest method, it is often impractical for large contact centers due
to the scale and complexity involved. It is best suited for organizations with a smaller number of
agents.

Phased Migration Most organizations prefer a phased migration because it provides better control
for large or multi-region deployments. Enterprise customers using Unified CCE often have
multiple lines of business (LOB) configured within their contact center. These organizations can
migrate to one LOB at a time, beginning with lower-priority or less sensitive operations. This
document focuses on the phased approach, which involves a two-step transition process.

Figure 7 illustrates the two-step transition process:

Phase 1 (Coexistence): Some LOBs transition to Webex Contact Center while others remain on
Unified CCE.

Phase 2 (Full Transition): The entire contact center migrates to the WxCC platform, resulting in a
cloud-only environment.

Transition duration varies based on your current deployment. Some organizations may remain in
the coexistence phase for months or years, while others may complete the transition to Phase 2 in
weeks or months. This document covers both Phase 1 (coexistence) and Phase 2 (full transition).
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Note: It is possible that some organizations may maintain a hybrid dual contact center and call
control deployment indefinitely with no plans to ever fully transition to the cloud technology.

The second consideration is how you will transition all your data and configurations from the on-

premises infrastructure to the cloud infrastructure. The recommended approach is a 3-Phased
Transition. Figure Figure below breaks down this approach into the 3 phases
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Figure 11 Recommended 3-Phase Transition
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Pre-Migration: This phase focuses on preparing both the WxCC and on-premises environments
for migration. These foundational activities can be performed before the formal migration project
begins. Completing these tasks early helps streamline the overall project, as some activities require
significant lead time.

Migration Preparation: During this phase, define your migration strategy. Review and update
your business and technical requirements, ensuring they align with modern cloud-based
capabilities rather than performing a direct "lift and shift" of legacy Unified CCE configurations.
This phase includes:

e Redefining requirements to leverage WxCC features.
e Completing design work and configuration planning.
e Developing the migration schedule.

Migration (Rollout and Decommission): This phase involves the actual migration of users,
agents, configurations, and scripts. This can be executed as a "flash-cut" (all at once) or a "phased
approach" (over multiple change windows). During this phase, prioritize end-user adoption,
training, and communication to ensure users are prepared for the transition. The final step is to
decommission the on-premises Unified CCE infrastructure that is no longer in use.

The pre-migration phase has activities (required, recommended, and optional) that you can start
working on immediately. It is recommended that you start completing this sooner than later and
preferably before your project begins. This is due to some of the activities can take a little longer
to complete and doing them earlier will help streamline your actual migration project.
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Prepare

Business/Technical requirements

When planning a migration from Unified CCE to WxCC, it is crucial to thoroughly gather both
technical and business requirements during the planning phase. This step ensures that the migration
aligns with your organization's operational goals and technical capabilities, minimizing risks and
disruptions.

Why Gathering Requirements is Important:

e Aligns Business Objectives: Understanding business needs helps tailor the migration to
support key workflows, user experience, and growth plans.

¢ Ensures Technical Compatibility: Identifying technical requirements early prevents
integration issues with existing infrastructure, network, and endpoints.

e Facilitates Resource Planning: Clear requirements help estimate timelines, costs, and
necessary resources accurately.

e Mitigates Risks: Early detection of potential challenges allows for proactive solutions,
reducing downtime and service interruptions.

Business requirements
Typical business requirements include:

o Number of users, agents, supervisors, scripts, queues, skills and locations to be migrated
e Desired features and services (e.g., call routing, IVR, recordings, etc.).

o Compliance and security policies

o Budget constraints and cost expectations

e User training and support needs

e Migration timeline and business continuity considerations

Gathering desired features and services is a critical step to ensure the new system meets business
needs. When gathering these requirements, it’s important to not only consider what’s currently
configured in Unified CCE but try to gather the actual requirements from the business entities that
are going to use the system. Else, there is a risk that the plan is based on non-current assumptions.
Make sure to evaluate additional or enhanced features available in WxCC that may not exist in
Unified CCE or vice versa. This helps in leveraging the full benefits of the cloud platform.

Compliance and Security Policies are critical considerations during the migration from Unified
CCE to WxCC to ensure that the new cloud-based systems adhere to legal, regulatory, and
organizational standards. WxCC has the following certifications.

1. Core Regulatory Compliance Standards

e a., Data Privacy & Security GDPR (General Data Protection Regulation): Webex
Contact Center supports GDPR by protecting and respecting personal data. Cisco provides
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tools for data deletion, retention management, and user notification during organizational
changes. Data residency options are available to meet European requirements. Refer:
Webex Compliance and Certifications

ISO/IEC 27001: Cisco Webex is ISO/IEC 27001:2013 certified, ensuring robust
information security management practices. Refer: Webex Compliance and Certifications

b. Healthcare

HIPAA (Health Insurance Portability and Accountability Act): Webex Contact Center
can be configured for HIPAA compliance, including privacy impact assessments and third-
party evaluations. Customers are responsible for ensuring PHI is handled according to
HIPAA standards, but Cisco provides the necessary controls and documentation. Refer:
Cisco Trust Portal

c. Payment Card Industry

PCI DSS (Payment Card Industry Data Security Standard): Webex Contact Center is
PCI-DSS v3.2 certified. This means it meets strict requirements for handling payment card
data, including secure call recording, data masking, and audit trails. Refer: Cisco Trust
Portal

d. Other Industry Mandates

SOC 2 Type II & SOC 3: These certifications demonstrate Cisco’s commitment to
information security and operational controls. Refer: Cisco Trust Portal

Additional standards: Webex Contact Center can be configured to support compliance
with regulations such as MiFID II, FINRA, SEC Rule 17a-4, and FOIA, depending on the
industry.

Webex Contact Center WCAG 2.1 Compliance:

Adopts WCAG 2.1 Level A and AA guidelines.

Implements multiple accessibility features to support diverse user needs.
Partial support in some areas, with ongoing improvements.
Accessibility documentation and support services are provided.

O O O O

2. Compliance Controls & Features
a. Data Masking & PII Protection

PII Masking: Sensitive data (e.g., credit card numbers, SSNs) can be masked in the agent
desktop UI. Masking is visual/UI only; backend logs and attachments may still contain raw
data unless further DLP controls are enforced. Refer: Set up security for Webex Contact
Center

Call Recording Controls: Agents can pause/resume recordings to protect sensitive
disclosures. Metadata-only recording is available for regulatory requirements. Refer: Set
up security for Webex Contact Center

b. Audit Trails & Reporting
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e Audit Logs: All provisioning and configuration is logged for compliance review.
Administrators can view and download audit activity logs from Control Hub. Refer:
Review activity logs in Control Hub for Webex Contact Center

o eDiscovery: Compliance officers can search, review, and export call detail records
(CDRs), messages, and meeting content for regulatory investigations. All searches are
logged for audit purposes. Refer: Ensure regulatory compliance of Webex Calling content

c. Data Retention & Deletion

o Retention Policies: Data retention periods are configurable (e.g., 13 months for CDRs, 6
months in the EU). Data can be deleted upon request or when an organization is deleted.
Refer: Manage Retention and Purge Recordings and Transcripts in Webex Contact Center

d. Secure Integrations

e Domain Allowlisting: Only trusted domains can be integrated or embedded in the agent
desktop, reducing cross-site scripting risks. Refer: Set up security for Webex Contact
Center

e Encryption & SSO: Webex Contact Center enforces encryption for data in transit and at
rest and supports single sign-on (SSO) for secure access.

3. Industry-Specific Compliance Scenarios

o Financial Services: Supports record retention, supervision, and audit requirements for
SEC, FINRA, MiFID II, etc.

o Healthcare: Enables HIPAA-compliant workflows, including secure handling of PHI and
audit trails.

e Public Sector: Supports FOIA and jurisdiction-specific retention laws, balancing
transparency and privacy.

4. Best Practices for Compliance
e Regularly review network prerequisites and update allowlists.
e Automate after-hours activities and override definitions.
e Audit logs, connector updates, and review activity for anomalies.
e Validate CRM connector version compatibility and SSO policy alignment.

e Engage compliance officers in configuration and ongoing management.

Addressing these compliance and security policies during the planning phase helps mitigate risks,
avoid legal penalties, and maintain the integrity and confidentiality of communications throughout
and after the migration.
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User Training and Support Needs are essential components during the migration from Unified
CCE to WxCC to ensure a smooth transition and user adoption. Key considerations include:

Training Programs: Develop tailored training sessions for different user groups (end
users, administrators, agents and supervisors) to familiarize them with WxCC features, user
interfaces, and new workflows.

Documentation: Provide clear, accessible user guides, FAQs, and quick reference
materials to support users post-migration.

Change Management: Communicate changes proactively to manage user expectations
and reduce resistance.

Support Structure: Establish a dedicated support team or escalation path to address user
issues promptly during and after migration.

Ongoing Education: Plan for continuous training updates as new features or updates are
released in WxCC.

Feedback Mechanisms: Implement channels for users to report issues and provide
feedback to improve training and support processes.

Addressing these training and support needs during the planning phase helps minimize disruption,
enhances user confidence, and maximizes the benefits of migrating to WxCC.

Technical Requirements

Several key technical requirements need to be collected and documented for a successful migration
from Unified CCE to WxCC, including details for:

1. Network Readiness and Bandwidth Capacity

A comprehensive network assessment is critical to ensure your existing infrastructure can support
the new WxCC service. This includes:

Bandwidth Analysis: Evaluating current and projected bandwidth usage to handle voice,
video, and data traffic without congestion.

Quality of Service (QoS): Implementing QoS policies to prioritize voice traffic and
minimize latency, jitter, and packet loss.

WAN and Internet Connectivity: Verifying that WAN links and internet connections
meet the requirements for cloud-based contact center, including redundancy and failover
capabilities.

Firewall and NAT Configuration: Ensuring that firewall and NAT settings permit
required signaling and media traffic for Webex Calling or webRTC.

2. Integration with Existing Systems

Seamless integration with existing business systems is essential for agent and supervisor
experience and workflow continuity:

Directory Services: Assessing integration with an enterprise directory for automated user
provisioning and authentication.

CRM and Business Applications: Identifying integration points with customer
relationship management systems and other business-critical applications.
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Legacy PBX Interworking: Planning for coexistence or phased migration strategies if any
legacy telephony systems remain during the transition.

3. Endpoint Compatibility and Provisioning

All endpoints—including desk phones, softphones, and mobile devices—should be evaluated for
compatibility:

Device Support: Confirming that existing IP phones and devices are supported by WxCC
or Webex Calling or identifying required replacements.

Provisioning Processes: Establishing automated or streamlined provisioning methods for
efficient onboarding of endpoints.

Firmware and Software Updates: Planning necessary updates to ensure interoperability
and security.

4. Security Configurations and Encryption Standards

Security is paramount in cloud communications:

Table

Encryption: Enforcing end-to-end encryption for signaling and media streams, in line with
Cisco security best practices.

Authentication and Access Control: Implementing secure authentication mechanisms
(such as SSO, multifactor authentication) and granular user access controls.

Compliance: Ensuring the solution meets relevant regulatory and industry compliance
standards (e.g., GDPR, HIPAA).

Security Monitoring: Integrating with SIEM tools and setting up alerting for potential
security incidents.

6: Example Assessment Table

Network readiness & bandwidth  Bandwidth, QoS, WAN/Internet, Firewall/NAT,

WebRTC

Integration with existing systems  Directory, CRM, Google, Dynamics, MS Teams and

any other custom integrations

Endpoint compatibility & Device support, provisioning, firmware updates
provisioning

Security configurations & Encryption, authentication, compliance, security
encryption monitoring

User training & change Training programs, documentation, change
management communication

Number portability & dial plan Number migration, dial plan translation
Third-party integrations Custom desktops, cloud/on-prem DB, etc.
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Network readiness/requirements

Network readiness is critical to a successful migration to any cloud-based calling solution like
WxCC or Webex Calling. Poor network planning can lead to degraded call quality, dropped calls,
and unhappy users. Customers need to conduct a network assessment prior to migrating to WxCC
or Webex Calling. It is recommended to confirm network bandwidth availability for expected call
volume, ensure quality of service (QoS) requirements are met, and understand the various ports
that must be opened in the edge firewall(s).

If you are using Webex Calling you can utilize cscan.webex.com for network assessment which
gives information on customer’s network quality, how many calls can be established, latency, and
so on. For more information on the CScan tool. Refer: Use CScan to test Webex Calling network
quality.

Migrating from Cisco Unified Contact Center Enterprise (Unified CCE) to Webex Contact Center
(WxCC) requires careful network readiness planning to ensure a smooth transition and optimal
performance. Here are the key network considerations and best practices,

1. IP Allowlisting

e Requirement: Your firewalls must allow outbound connections to the Webex data center
IP ranges published by Cisco. These ranges differ by region and are essential for platform
connectivity.

e Action: Obtain the latest list of Webex data center IPs from Cisco and configure your
firewalls accordingly.

e Best Practice: Regularly review and update allowlists as Cisco publishes changes.

2. Port Configuration

e Requirement: Open all required media, data, and analytics ports in your firewalls to ensure
voice, digital, and reporting services function correctly.

e Action: Reference Cisco’s documentation for the specific ports needed for your region and
deployment scenario.

3. Domain Allowlisting

e Requirement: If using embedded agent desktops (e.g., in iFrames), add all hosting
domains to the allowed list in Control Hub to prevent integration issues.

e Action: Include additional domains for Webex meetings, analytics (e.g., jsdelivr,
ciscoccservice.com, webex.com), and digital channels.

4. Bandwidth and Media Optimization

e Requirement: Assign agent locations and optimize regional media settings to ensure low
latency and best call quality.

Page 27


https://cscan.webex.com/
https://help.webex.com/en-us/article/y27bej/Use-CScan-to-test-Webex-Calling-network-quality
https://help.webex.com/en-us/article/y27bej/Use-CScan-to-test-Webex-Calling-network-quality

Action: Tune codec settings and network allowlist for media streams based on agent
location and PSTN integration method.

Best Practice: Use WebRTC desktops and Cisco-provided PSTN where possible for rapid,
secure deployment with minimal networking changes.

Specifications for WxCC Agent / Supervisor Desktops:

The bandwidth requirements are as follows:

1. Optimal performance—Requires a high-speed internet connection with a minimum
recommended network bandwidth of 512 kbps (kilobits per second).

2. Data payload requests—The data payloads range from 1-100 kbps on average, and at
the peak, the value ranges 2—3 MB.

Data payloads vary based on the nature and frequency of activities and requests.

After you enable the Desktop option, check the network quality. Refer: Use CScan to Test
Webex Calling Network Quality.

5. Security Requirements

PII and PCI Compliance: Ensure PII and PCI compliance by masking sensitive data (e.g.,
credit card numbers, Social Security numbers) in the agent Ul. Configure downstream
integrations to enforce Data Loss Prevention (DLP) or data redaction for logs and
attachments. Disable the storage or logging of payment data and enforce encryption and
PIN protection for call recordings.

Call Recording Controls: Enable agents to pause and resume recordings during sensitive
disclosures. Configure auto-resume timers and enforce metadata-only recording where
required.

Content Security Policy: Maintain an allowlist of trusted domains for integrations and
embedded widgets to prevent Cross-Site Scripting (XSS) or redirection threats.

Audit Trails: Log all provisioning, configuration, and supervisor activities for compliance
reviews.

Encryption and SSO: Enable Single Sign-On (SSO) and encryption controls through the
Cisco cloud infrastructure.

6. Hybrid Model Considerations

Local Gateway (CUBE/SBC): If you’re running a hybrid deployment, ensure your local
gateway bridges on-prem telephony (PSTN, PBX) with the cloud, supporting legacy dial
plans and PBX integration.

Agent Connectivity: Agents can log in via WebRTC browser (cloud), Webex Device
(cloud/on-prem), or PSTN/DID (hybrid). Media optimization is crucial for distributed
workforces.
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7. Testing and Validation

Failover Scenarios: Test failover scenarios and optimize for agent location/media quality.

Network Prerequisites: Confirm all network prerequisites are met before migration,
including allowlists, bandwidth, and port configurations.

8. Ongoing Management

Audit logs and connector updates for compliance and security.
Regularly review network prerequisites and update allowlists.
Synchronize users and licenses before bulk operations.

Map dial plans and entry points carefully for hybrid routing.

Network Readiness Checklist

Obtain and configure Webex data center IP allowlists.
Open required media, data, and analytics ports.

Add all hosting domains to Control Hub allowlist.
Assign agent locations and optimize media settings.
Enable PII masking and enforce PCI compliance.
Configure call recording controls and audit trails.
Enable SSO and encryption.

Test failover and validate agent connectivity.

Review and update network settings regularly.

Assessing the Current Environment

Assessing your current on-premises environment is a critical first step in migration planning.
This assessment provides insights into the changes necessary for a successful transition to
Webex Contact Center (WxCC) and allows you to compare key WxCC platform elements with
your existing deployment. Use this information to identify the specific tasks required for the
transition and to define the changes needed to meet your business, technical, and use-case
requirements.

The following is an overview of a Unified CCE environment and its mappable components to a
WxCC environment. This is critical to preparing for the migration.

Table 7: Summary Table: Component Roles
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ICM
Router/Logger

CUCM
CvVP

Finesse
CUIC
PG

AW/HDS

Routing logic and data storage

Call control and signaling

Script  execution, call routing

decisions

VolP, agent phone management

IVR and self-service Voice XML, queuing, speech
services

Agent desktop Call control, CRM integration

Reporting and analytics Real-time/historical dashboards

Peripheral integration Data exchange with CUCM, CVP,
etc.

Admin and reporting access Configuration, long-term  data
storage

Table 8: Component Mapping: Unified CCE vs Webex Contact Center

Call Routing
Engine

Call Control

IVR / Self-
Service

Agent Desktop

Reporting &
Analytics

ICM
Router/Logger

CUCM + PG

Cisco Voice Portal
(CVP)

Cisco Finesse

Cisco Unified
Intelligence Center
(CUIC)

Flow Designer (Studio)

Webex Calling / PSTN
Gateway

Virtual Agent + Flow
Designer

Webex Contact Center
Agent Desktop

Webex Contact Center
Analytics (powered by
Webex Analyzer)

WxCC uses a visual
flow builder for routing
logic instead of
scripting.

WxCC integrates with
Webex Calling or
CUBE for PSTN access.

WxCC supports IVR via
Studio and integrates
with AT Agents.

WxCC offers a browser-
based, customizable
desktop.

WxCC provides built-in
dashboards and

advanced analytics.
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Contact Center Telephony

Every Webex Contact Center (WxCC) voice call consists of two segments: the Public Switched
Telephone Network (PSTN) leg and the agent leg. The PSTN leg facilitates inbound and outbound
customer interactions, while the agent leg connects the agent to the call. The connection method
for agents depends on the endpoints used for voice services.

During the preparation, planning, design, and implementation phases, evaluate your requirements
to determine the optimal method for PSTN delivery and agent voice connectivity.

Cisco recommends Webex Calling as the telephony option for WxCC call flows. However, on-
premises telephony, such as Cisco Unified CM, is also supported and remains a common choice
for existing Unified CCE deployments.

PSTN Options

The PSTN options for Webex Contact Center can be divided into cloud-based and on-premises
based:

Cloud-based PSTN services

Cloud-based PSTN options utilize Webex cloud infrastructure and are managed by Cisco or a
certified partner. Administrators configure these services in Webex Control Hub by creating a
location and selecting the appropriate PSTN option. The location determines the Webex Edge data
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center used for Webex workloads for all users at that site. You can select only one PSTN option
per location.

Webex Contact Center PSTN

Customers in the contiguous United States and Canada can purchase Contact Center PSTN service
directly from Cisco as part of a bundled offering with Webex Contact Center. This service features
a tariff structure that enables customers to route PSTN calls into the contact center while
supporting call delivery to agents at PSTN locations, such as remote workers. The service supports
standard and toll-free numbers, with billing managed directly by Cisco.

Cloud Connect for Webex Calling

Cloud Connect for Webex Calling (formerly Cloud Connected PSTN Partner) enables connectivity
in more than 65 countries through certified calling providers. This service establishes a highly
dependable connection between the Webex Calling cloud and your chosen PSTN provider. When
you use an authorized Cloud Connect partner, inbound and outbound calls are routed through this
connection into Webex Calling and then to Webex Contact Center, providing a fast, reliable calling
experience.

Cisco Calling Plan

Cisco Calling Plans provide an all-in-one solution to streamline your cloud experience. As a Webex
Calling customer, you can request new PSTN numbers or port existing numbers to Cisco. With
this approach, Webex Calling manages PSTN access, including Direct Inward Dialing (DID) and
toll-free numbers. Configure and manage all settings, including number ordering and activation,
through Webex Control Hub. Cisco acts as the PSTN carrier, simplifying billing into a single
invoice.Inbound calls are routed through Cisco Calling Plans into Webex Calling and directed to
Webex Contact Center. Outbound calls are routed to agents using Webex Calling devices (such as
[P phones, the Webex App, or WebRTC) or to PSTN-based agents through Cisco Calling Plan
interconnectivity.

Note: This offering is currently limited to Webex Contact Center trials and inbound toll-free
numbers only.Customers in the contiguous United States and Canada can purchase Contact
Center PSTN service directly from Cisco as part of a bundled offering with Webex Contact
Center. This service features a tariff structure that enables customers to route PSTN calls into the
contact center while supporting call delivery to agents at PSTN locations, such as remote
workers. You can order the service with standard or toll-free numbers for an additional fee.
Cisco manages billing for this service directly.

Cloud Connect for Webex Calling

Cloud Connect for Webex Calling (formerly Cloud Connected PSTN Partner) enables
connectivity in more than 65 countries through certified calling providers. Cloud Connect for
Webex creates a highly dependable connection between the Webex Calling cloud and your
chosen PSTN provider. When you select an authorized Cloud Connect partner, the system routes
both inbound and outbound calls through this connection into Webex Calling and subsequently
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to Webex Contact Center. This allows your organization to benefit from fast, simple, and reliable
calling capabilities.
Cisco Calling Plan

Cisco Calling Plans deliver an all-in-one solution to streamline your cloud experience. As a
Webex Calling customer, you can request new PSTN numbers or port existing numbers to Cisco
with full support from Cisco and its partners. With this connectivity approach, Webex Calling
handles PSTN access, including Direct Inward Dialing (DID) and toll-free numbers. Manage all
setup, including number ordering and activation, through the Webex Control Hub. Cisco
simplifies billing into a single invoice by acting as the PSTN carrier.

Inbound calls route through Cisco Calling Plans into Webex Calling and then direct to Webex
Contact Center. Outbound calls route to agents using Webex Calling devices—such as IP
phones, the Webex App, or WebRTC—or to PSTN-based agents through Cisco Calling Plan
interconnectivity.

Note: This offering is currently limited to Webex Contact Center for trials and inbound toll-free
numbers only.

Premises-based PSTN connection

Webex Calling Local Gateway

The Webex Calling Local Gateway (LGW) allows you to keep your existing on-premises PSTN
provider while extending connectivity to more than 140 markets worldwide. In this setup, the
Local Gateway, implemented as the customer’s Session Border Controller (SBC), is set up in
Webex Calling as a trunk and manages call routing between Webex Calling and on-premises
telephony like Cisco Unified CM for agent and PSTN connections.

With this model, inbound calls come through the current on-premises PSTN carrier and are routed
via the customer’s Local Gateway into Webex Calling, where they are directed to Webex Contact
Center. Outbound calls are then sent to agents using Webex Calling devices like IP phones, the
Webex App, or WebRTC, or routed back through the Local Gateway to the on-premises
environment to reach on-premises or PSTN-based agents.

Webex Calling supports up to 250 concurrent calls from a single Local Gateway that is registration-
based and more than 250 concurrent calls from a single Local Gateway that is certificate-based.
Certificate-based Local Gateways can support up to 6500 concurrent calls, but this is based on the
type of connectivity the Local Gateway has to Webex (Over-the-Top vs interconnect peering) and
the SBC model the Local Gateway is deployed on. These limits are in essence the default count
limit for both Local Gateway-based PSTN calls and inter-site calls between Unified CM and
Webex Calling endpoints. Refer: Calling capacity requirements.

Poor network conditions between a Local Gateway and the Webex Calling access to SBC can limit
the performance of the signaling connection, leading to an even lower concurrent calls limit. One-
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way latency between the Local Gateway and the Webex Calling data center should not exceed 100
ms and jitter should be less than 10 ms while packet loss is less than 0.5 %.

Agent Connectivity Assessment

Audit your current environment to establish a baseline of agent connection methods. Conduct a
comprehensive inventory of all agent endpoints, including physical IP phones, Jabber or Webex
App clients, and PSTN-based remote agents. This inventory provides a clear view of your current
infrastructure and helps you evaluate the effort required to transition from a Unified CM
environment to Webex Calling.

Identify existing pain points to resolve during the migration. Common challenges include unstable
VPN connections for remote agents, frequent registration failures, or the administrative overhead
of managing diverse endpoint types. Migrating to Webex Contact Center (WxCC) and selecting
the appropriate connection method can resolve many of these issues. For persistent challenges,
develop remediation plans during this phase to ensure you do not carry them into the new
deployment.

Conduct a detailed network assessment to ensure your infrastructure meets performance
requirements for cloud-based voice traffic. For optimal voice quality, target a round-trip time
(RTT) of less than 150 milliseconds. Monitor for jitter and packet loss, as these metrics directly
impact the reliability of WebRTC and cloud-calling services. To verify network performance, use
the Webex CScan tool. This utility provides an automated analysis of your network path to the
Webex cloud, identifying potential bottlenecks or configuration issues. Run these tests from
various locations, including corporate offices and representative home-agent environments, to
ensure a consistent baseline before proceeding with the migration.

Licensing

Understanding the current licensing structure of an existing deployment is a key consideration
when preparing to migrate to WxCC. Perform a license assessment of the following areas of your
existing Cisco on-premises solution.

Here’s a comprehensive comparison of Cisco Unified Contact Center Enterprise (Unified CCE)
and Webex Contact Center (WxCC) licensing.

Cisco Unified Contact Center Enterprise (Unified CCE) Licensing
e Model: Traditionally perpetual, now moving to Smart Licensing (subscription-based).

e Smart Licensing: Centralized management via Cisco Smart Software Manager (SSM).
Licenses are pooled in a Smart Account and can be moved across virtual accounts. Tracks
license usage, entitlements, and consumption in real time. Refer: Administration Guide for
Cisco Unified Contact Center Enterprise Release, 15.0(1)

e Types of Licenses:

o Agent Licenses: Per agent, typically perpetual or subscription.
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o Feature Licenses: For advanced features (e.g., outbound, digital channels,
reporting).

o Add-ons: Workforce Optimization, CRM connectors, etc.

Deployment: On-premises or hybrid. Customers are responsible for license management,
compliance, and upgrades.

Flexibility: Can be customized for large, complex environments. Licensing can be more
granular but requires more management effort.

Migration: Existing perpetual licenses can sometimes be converted to subscription via
Cisco’s Flex Plan, with value transfer credits for migration to cloud solutions.

Webex Contact Center (WxCC) Licensing

Table

Model: Cloud-native, subscription-based (monthly/annual). Refer: Cisco Webex Contact
Center license consumption and reporting

Flex Plan: Cisco Collaboration Flex Plan allows mix-and-match deployment models
(cloud, hybrid, on-prem) and supports migration at your own pace. Refer: Cisco
Collaboration Flex 3.0 Contact Center Data Sheet

Types of Licenses:
o Named Agent: Each unique user who logs in during a month.

o Concurrent Agent: Maximum number of agents logged in simultaneously (for
WxCC Enterprise). Refer: Cisco Collaboration Flex 3.0 Contact Center Data Sheet

o Standard Agent: Voice and Digital communication channels. For further
information see the Flex 3.0 licensing data sheet here: Cisco Collaboration Flex 3.0
Contact Center Data Sheet

o Premium Agent: Same features as Standard Agent with the addition of SMS,
WhatsApp, Facebook Messenger (agent assisted) Cisco Collaboration Flex 3.0
Contact Center Data Sheet

o Add-ons: Workforce Optimization, Al Agents, IVR ports, digital channels, etc.

Overage: Overage SKUs are automatically added and billed for usage above committed
values (agents, ports, WFO). Overage is billed in arrears and does not increase the
committed subscription. Refer: Cisco Webex Contact Center license consumption and

reporting

Management: All licensing and usage are managed centrally in the Webex Control Hub,
with real-time reporting and automated renewals.

9: Key Differences

License Model Perpetual or subscription (Smart Subscription (monthly/annual, Flex Plan)

Licensing)
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Agent Per agent, feature-based, add- Named or Concurrent agent,
Licensing ons Standard/Premium
Management  Customer-managed, manual Cisco-managed, automated via Control
compliance Hub
Overage Manual tracking, may require Automatic overage SKUs, billed in arrears
additional purchases
Migration Value transfer credits for Flex Flex Plan supports migration, credits
Plan migration applied
Deployment On-premises/hybrid Cloud/hybrid/on-prem (via Flex Plan)
Add-ons Separate licenses for features Add-ons available, billed per agent/usage
Reporting CUIC, Admin Workstation Real-time dashboards in Webex Analyzer

located within Control Hub

Table 10: Summary Table: Licensing Models

Agent License Perpetual/Subscription Named/Concurrent (Subscription)

Feature Add-ons | Separate licenses Add-ons per agent/usage

Overage Manual Automatic, billed in arrears

Management Admin Webex Control Hub

Portal Workstation/CUIC/CCMP

Migration Credits | Available via Flex Plan Value Transfer Credits

Renewal Manual/Contract Automated, monthly/annual
Platform

The ability to fully articulate what is currently licensed on your core platform will be critical
when working with your account team or partner to determine the best path to Flex licensing.
WxCC is licensed using Flex licensing. For more information on Flex licensing refer to the
Cisco Collaboration Flex Plan information available at WxCC Overview of Plans and Pricing

Users and Devices

Identify what license category your existing users and devices require. This will be used to
determine which type of WxCC and optionally Webex Calling license is required for the users
and devices. WXCC offers multiple licensing types, Standard, Premium, IVR Port, IVR
Outbound Campaign, Al assistant. For more information on WxCC device licensing refer to
the data sheet available at WxCC Overview of Plans and Pricing
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e CUBE as a Local Gateway

If the Cisco Unified Border Element (CUBE) is required for PSTN access for this transition,
CUBE licensing must also be considered, refer: CUBE Licensing

Locations/Remote Sites

Consider the number and types of sites (e.g., large central, regional, branch) in your existing
deployment to plan the transition effectively. A thorough understanding of your sites helps you
determine the migration sequence. Analyze the following for each site to inform your migration
strategy:

e Dial plan requirements: Numbering, dialing habits, and classes of restriction.
e Network connectivity: Internet, WAN, and LAN bandwidth and performance.
e PSTN access: Local or centralized, IP or TDM.

This data is critical for making informed migration decisions. For more information on common
deployment models and key considerations, see: Cisco Collaboration System 12.x Solution
Reference Network Designs (SRND).

In WxCC, “locations” are logical and sometimes physical groupings of agents, resources, and
telephony endpoints, managed centrally from the cloud. Locations are used for:

e Assigning agents to specific regions for media optimization.
e Mapping dial plans and entry points.
e Managing PSTN connectivity (Webex Calling, Local Gateway, etc.).
o Enforcing regional compliance and data residency.
Key Characteristics:

e Cloud-native: All configuration, routing, and reporting are managed in the Webex Control
Hub.

e Media optimization: Calls are routed, and media streams are anchored to the closest
regional data center or gateway, reducing latency for agents and customers.

o Simplified management: Adding or modifying locations is done via the Control Hub UlI,
with no need for on-premises infrastructure changes.

e Resiliency: The cloud platform provides built-in redundancy and failover; local gateways
can provide PSTN fallback if cloud connectivity is lost.

o Best Practices:
o Assign agents to the correct location for optimal media routing.

o Map dial plans and entry points carefully for hybrid or multi-region deployments.
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o Regularly review and update location settings as your workforce changes.

o Use Control Hub analytics to monitor location-based performance and optimize
resource allocation, see: Data Locality in Webex Contact Center.

Table 11: Architectural Comparison Table

Deployment On-premises/hybrid, WAN- Cloud-native, logical/physical
connected sites groupings

Management Distributed, requires local config Centralized via Control Hub

Resiliency Local survivability, WAN Cloud redundancy, local PSTN
redundancy fallback

Media Local gateways, call routing logic | Regional media anchoring, cloud-

Optimization optimized

Scalability Complex, requires hardware at Easily add/modify locations in
each site cloud

Compliance Customer-managed, per-site Cisco-managed, regional data

controls residency

Assign agents to locations, review
mapping

Best Practices Redundant WAN/gateways, test

failover

Key Takeaways & Best Practices

e Unified CCE remote sites are ideal for organizations needing granular control, on-
premises survivability, and custom telephony integration, but require more complex
management and redundancy planning.

e WxCC locations offer simplified, cloud-based management, rapid scalability, and built-in
resiliency, with a focus on media optimization and compliance through centralized
configuration.

e For both, it’s critical to:
o Map agents and resources to the correct locations/sites.
o Test failover and disaster recovery regularly.

o Monitor performance and adjust configurations as your organization evolves.
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Enterprise Email and Chat (ECE)

Enterprise Chat and Email (ECE) provide email, chat, and web callback features for Unified CCE.
Webex Connect is the designated replacement for these capabilities in the Webex Contact Center
(WxCC).

Webex Connect is a cloud-based service integrated into the Webex Contact Center platform that
enables enterprises to automate end-to-end customer interactions across multiple channels. Webex
Connect is the recommended replacement for ECE, as it expands WxCC functionality by
integrating email and web chat into the contact center business flow. Additionally, Webex Connect
supports various messaging channels, including SMS, Apple Messages for Business, WhatsApp,
Facebook Messenger, and email. Webex Connect also supports integration with external services
and tools, such as databases, CRM systems, and third-party applications.

Before migrating web chat and email to Webex Connect, perform the following steps:

e Analyze current usage: Review ECE reporting to verify the necessity of existing channels
and determine if they are still required.

e Assess requirements: Evaluate whether additional email or chat assets are needed for your
new deployment.

Table 12 outlines the key differences between Webex Connect and ECE.

Table 12: Feature Comparison: Cisco ECE vs Webex Connect

Supported Email, Chat (web, mobile) SMS, WhatsApp, Chat, Email, Facebook
Channels Messenger, Apple Messages for Business,
Web Livechat, and more
Integration Integrated with Unified CCE = Native integration with Webex Contact
for routing, reporting, and Center for routing reporting, and agent
agent desktop (Finesse) desktop, REST APIs, and connectors for
CRM and third-party systems
Routing Skill-based routing, queue Skill-based routing, queue priorities,
Queuing management via Unified multimedia profiles, and advanced flow
CCE scripting logic via Flow Builder
Agent Unified desktop (Finesse), Browser-based, customizable desktop,
Experience context sharing, canned persistent widgets, persona-based layouts,
responses CRM integration
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Reporting & CUIC for real- Built-in dashboards, advanced analytics
Analytics time/historical dashboards powered by Analyzer, real-time and
historical reporting
Digital Channel Limited to email/chat Expands to SMS, WhatsApp, social
Expansion messaging, and more via Webex Connect
Customization Customizable agent desktop Highly customizable via JSON layouts,
via Finesse gadgets widgets, and Control Hub settings
Security & On-prem controls, SSO, Cloud-native security, SSO, encryption,
Compliance SCF, CSDL data residency, compliance controls
managed by Cisco
Deployment On-premises or hybrid Cloud-native, with hybrid options for
Model phased migration and business continuity

1. Security & Compliance

Cisco

ECE (Enterprise Chat & Email):

On-premises controls: Security is managed by the customer, including domain
allowlisting, encryption, and compliance policies.

SSO & SCF: Supports Single Sign-On (SSO) and Cisco’s Collaboration Security Control
Framework (SCF), but implementation and updates are customer responsibilities.

Data privacy: Visual masking of PII in the agent UI; backend controls (like DLP) must be
configured by the customer.

Audit trails: Automated but accessed via Admin Workstation or CUIC; customer manages
retention and review.

Certifications: Supports PCI DSS, HIPAA, GDPR, but compliance depends on customer
configuration.

Webex Connect:

Cloud-native security: Cisco manages security controls, regular updates, and compliance
automation.

SSO & encryption: Built-in SSO, encryption for data in transit and at rest, managed by
Cisco cloud infrastructure.

Data residency: Regional data locality options for GDPR, HIPAA, etc., managed
centrally.
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e Audit & reporting: All provisioning, configuration, and supervisor activities are logged
and accessible via Control Hub.

e Compliance: Certifications (ISO 27001, SOC 2/3, PCI DSS, HIPAA, GDPR, FedRAMP,
etc.) are maintained by Cisco.

2. Analytics & Reporting
Cisco ECE:

e Reporting tool: Uses Cisco Unified Intelligence Center (CUIC) for real-time and historical
dashboards.

e Customization: Custom reports can be built, but advanced analytics may require
additional configuration.

o Export: Data can be exported for compliance reviews; retention policies are customer-
managed.

Webex Connect:

e Built-in dashboards: Advanced analytics powered by Analyzer, with real-time and
historical reporting.

e Visualization: Drag-and-drop dashboard creation, compound visualizations, and KPI
dictionary (service level, AHT, occupancy, RONA, abandonment, CSAT, NPS, etc.).

e Export & scheduling: Export to Excel/CSV, schedule reports, and retain historical data
up to 13 months.

e Security in reporting: Permissions and access are managed via resource collections and
user profiles in Control Hub.

Summary:

Webex Connect provides more advanced, flexible analytics and visualization options, with
easier access and management through the cloud. ECE’s analytics are solid but less flexible
and require more manual setup.

3. Agent Experience
Cisco ECE:

e Desktop: Unified agent desktop via Cisco Finesse, supporting context sharing and canned
responses.

o Customization: Customizable via Finesse gadgets, but changes may require more
technical effort.

e Channels: Limited email and chat; context sharing is available but less extensible.

Webex Connect:
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e Browser-based desktop: Highly customizable via JSON layouts, widgets, and persona-

based configurations.

o Persistent widgets: Agents can have always available reference tools (reporting, timers,

call guides, etc.).

o Persona-based layouts: Separate sections for agents, supervisors, and hybrid roles, with
unique configuration options.

e Channel breadth: Supports SMS, WhatsApp, chat, email, social messaging, and more, all

in a unified interface.

e CRM integration: Deep integration with Salesforce, ServiceNow, Dynamics, Zendesk,
and Freshdesk for embedded controls, screen pops, and activity logging.

Summary:

Webex Connect delivers a more modern, flexible, and extensible agent experience, supporting a
broader range of channels and deeper CRM integration. ECE is reliable for email/chat but less

adaptable and extensible.

Configuration Flow Chart: Cisco ECE vs Webex Connect

Table 14: ECE vs. Webex Connect

Sync users in Control Hub

Enable Email, Chat and
Social Channels

Set up assets and media
routing in Connect
FlowDesigner

Agent desktop is configured
for Email and Chat.
Customization of widgets is
available

Integrate with CRMs via
REST APIs/Connectors

Analyzer with Dashboards
and Stock Reporting

Add / License User

Configure Media Channels

Social Media Routing and
Queueing

Agent Desktop Customization

Integrations

Analytics and Reporting

Add users in ECE Admin

Configure Email / Chat

Setup skills based routing for
media in Unified CCE scripts

Custom Finesse gadgets

Integration with Unified CCE

Configured within CUIC
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Cloud native security, SSO,

Security and Compliance

Set on-prem security, SSO,

Compliance DLP
Automated updates, Cisco Go Live and Ongoing Manual updates, customer
managed management managed

Key Differences Highlighted in the Flow

¢ User Management:

o ECE: Users are added and licensed in the ECE Admin interface.

o Webex Connect: Users are synchronized and managed centrally in Control Hub.

e Channel Setup:

o ECE: Limited to email and chat.

o Webex Connect: Supports SMS, WhatsApp, chat, email, Facebook Messenger,
Apple Messages, and more.

¢ Routing & Queues:

o ECE: Skill-based routing configured via Unified CCE scripting.

o Webex Connect: Skill-based routing, priorities, and multimedia profiles configured
visually in Flow Builder

e Agent Desktop Customization:

o ECE: Customization via Finesse gadgets (requires more technical effort).

o Webex Connect: Highly flexible customization using JSON layouts and widgets.

o Integrations:

o ECE: Integrated with Unified CCE for routing and reporting.

o Webex Connect: Native REST APIs and connectors for CRM and third-party

systems.

e Analytics & Reporting:

o ECE: Uses CUIC for dashboards (requires manual setup).
o Webex Connect: Built-in, advanced analytics powered by Webex Analyzer.
Security & Compliance:

o ECE: On-premises controls, SSO, DLP, customer-managed compliance.
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o Webex Connect: Cloud-native security, SSO, encryption, and compliance managed
by Cisco.

Ongoing Management:
o ECE: Manual updates and maintenance.

o Webex Connect: Automated updates and cloud-managed operations.

Cisco Unified Intelligence Center and Webex Analyzer

Cisco

Unified Intelligence Center (CUIC)

Purpose: Cisco Unified Intelligence Center (CUIC) serves as the reporting and analytics
platform for Cisco Unified CCE. It provides real-time and historical dashboards, custom
report creation, and data export for compliance reviews.

Data Sources: Extracts data from Unified CCE databases, including agent activity, queue
statistics, and call records.

Customization: Enables the creation of custom reports using SQL queries. Advanced
analytics may require additional configuration.

Export and Retention: Supports data export for compliance; customers manage retention
policies.

Security: Provides automated audit trails. Customers manage data retention and review.

Access Control: Manages permissions through Unified CCE roles and resource
collections.

Deployment: Supports on-premises or hybrid deployments. Customers manage updates
and maintenance.

Webex Analyzer

Purpose: Webex Contact Center Analyzer (Analyzer) serves as the reporting and
visualization tool for Webex Contact Center. It supports real-time, historical, and queue-
based analytics through dashboards and visualizations.

Data Sources: Extracts data from cloud-based repositories—including Customer Session
Records (CSR), Contact Activity Records (CAR), Agent Session Records (ASR), Queue
Records and Agent Activity Records (AAR)—covering customer interactions, agent
sessions, and queue activity.

Customization: Provides drag-and-drop dashboard creation and compound visualizations.
It includes a Key Performance Indicator (KPI) dictionary covering metrics such as Service
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Level, Average Handle Time (AHT), occupancy, RONA, abandonment, Customer
Satisfaction (CSAT), and Net Promoter Score (NPS).

Export and Retention: Supports scheduled reports and data export to Excel or CSV
formats. Cisco manages historical data retention for up to 13 months.

Security: Restricts report and dashboard access through resource collections and user
profile restrictions, ensuring that only authorized supervisors or administrators can view
sensitive data.

Access Control: Manages access centrally via Webex Control Hub using granular
resource collections.

Deployment: A cloud-native, Cisco-managed solution that includes automated updates
and maintenance.

Table 15: Key Differences

Data Retention Customer-managed

Deployment On-premises/hybrid, customer- Cloud-native, Cisco-managed

managed

Customization Custom SQL reports, manual Drag-and-drop dashboards, advanced

setup visualization

Cisco-managed (up to 13 months)

Security Customer configures controls Cisco cloud-managed, automated

Access Control Unified CCE roles/resource Control Hub, resource collections

collections
Export CSV/Excel, compliance reviews = CSV/Excel, scheduled exports
Updates Manual, customer-managed Automated, cloud-managed

KPI Coverage Standard contact center metrics Expanded KPI dictionary, real-time

alerts

Integration Unified CCE only Native to Webex Contact Center
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Table 16: CUIC vs. Webex Analyzer

Provision Unified CCE Platform Provision WxCC Tenant in Control Hub

Add/License users in Unified CCE Admin Sync Users and Assign Licenses

Configure Data Sources Cloud Data Sources Auto-Configured

Set up Roles and Resource Collections Setup Resource Collections in Control Hub
Build Custom Reports / Dashboards Create Dashboards (Drag and Drop)
Configure Export and Retention Policies Schedule Exports and Set Retention Policies

Manual Updates and Security (Customer Automated Updates and Security (Cisco
Managed) Managed)

CVP and WxCC Flow Designer

Here’s a detailed configuration comparison between Cisco CVP 12.6 (Customer Voice Portal) and
the Webex Contact Center Script Editor/IVR (Flow Designer), focusing on how each platform
enables IVR and call flow design, integration, and management.

1. Platform Architecture & Approach
Cisco CVP 12.6

On-premises or hybrid deployment.
1. IVR logic is built using VoiceXML applications and managed via the CVP Call Studio (a
graphical editor).

2. Integrates with Unified CCE for call routing, using scripts and peripheral gateways.

3. Supports advanced telephony features, custom Java/VoiceXML nodes, and direct integration
with backend systems.

Webex Contact Center Script Editor (Flow Designer)
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¢ Cloud-native platform.

e VR and call flows are designed visually in Flow Designer, a drag-and-drop interface.

o Integrates natively with Webex Calling, digital channels, and cloud APIs. Such integration
using APIs will enable linkage to Webex Connect flows via Webhooks.

o Focuses on rapid deployment, modular flows, and cloud-based scalability.

IVR/Script Editor Features
Table 17: IVR/Script Editor Features

Editor Type

Script Language

Call Routing

IVR Prompts

Data

Dips/Integration

Variables

Callback/Surveys

Error Handling

Testing/Versioning

Reporting

Security/Compliance

Graphical (CVP Call Studio)

VoiceXML, Java, custom nodes

Controlled via Unified CCE
scripts, label requests

Audio, TTS, speech recognition

Custom Java/VoiceXML, HTTP
nodes

Local, global,
masking)

secure (PII/PCI

Custom nodes, integration with
backend

Custom error nodes, event handlers

Export/import, version control,
simulation
Integrated with CUIC, custom
reporting

On-prem controls, masking, audit
trails

Drag-and-drop (Flow Designer)

Visual blocks, variables,
HTTP/API nodes
Entry Points, Queues, Skill-

based routing
Audio, TTS, speech recognition

HTTP(s) Request blocks, REST
API integration

Local, global, secure (reportable,
PII/PCI)

Built-in callback scheduling,
survey blocks
Branching, error blocks,

modular flow logic

Export/import, versioning, test
mode

Analyzer  dashboards, KPI
dictionary
Cloud-native, masking, audit

trails, encryption
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Integration & Extensibility

Cisco

CVP 12.6

Backend Integration: Custom Java/VoiceXML nodes for database, web services, CRM,
etc.

Speech Services: Advanced ASR/TTS, multi-language support.
Custom Logic: Full access to Java/VoiceXML for complex scenarios.

Deployment: Requires on-prem infrastructure, gateway configuration, and Unified CCE
scripting.

Webex Contact Center Flow Designer

2.

API Integration: HTTP(s) Request blocks for RESTful APIs, CRM, and third-party
systems.

Modular Flows: Flows can be exported/imported, versioned, and reused.
Cloud Scalability: No hardware required; flows managed centrally in Control Hub.

Security & Compliance

Table 18: Security & Compliance

PII Masking Visual masking in agent Ul Visual masking, secure variables

Encryption  Customer-managed policies = Cisco cloud-managed, in transit & at rest

Audit Trails Admin Workstation, CUIC Control Hub, automated logging

Compliance = Customer configures controls = Cisco maintains certifications

Best Practices & Operational Differences

CVP 12.6 is ideal for organizations needing deep customization, on-premises control, and
integration with legacy systems. It requires more technical expertise for script development
and maintenance.

Webex Contact Center Flow Designer is optimized for rapid deployment, cloud
scalability, and omnichannel engagement. It simplifies IVR and routing logic with visual
tools, built-in integrations, and automated updates.
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Inventory existing devices/clients

Before starting your transition, inventory your existing hardware and software endpoints. A
complete list of device types, models, hardware versions, soft client operating systems, and
quantities ensures you can effectively plan for device migration and mitigate the impact on
hardware that cannot be migrated to cloud calling. Use this inventory to categorize devices into
three groups: those to transition, those to replace before the migration, and those that will remain
managed and registered to on-premises call control.

When planning your transition, consider the number and types of sites (e.g., large central, regional,
branch) in your existing deployment. A thorough understanding of your sites helps you
strategically plan the migration sequence. Analyze the following for each site to inform your
migration decisions:

¢ Dial plan requirements: Numbering, dialing habits, and classes of restriction.
e Network connectivity: Internet, WAN, and LAN bandwidth and performance.
e PSTN access: Local or centralized, IP or TDM.

For more information on common deployment models and key considerations, see: Cisco
Collaboration System 12.x Solution Reference Network Designs (SRND).

Although the intent of this document is to be as accurate as possible, it is accurate at the time of
writing. For help, see: WxCC device support guides

Cisco Unified Contact Center Enterprise (Unified CCE)
e Supported Agent Phone Models:

o CUCM Integration: Unified CCE integrates tightly with Cisco Unified
Communications Manager (CUCM), supporting a wide range of Cisco IP phones
(e.g., 7800, 8800, and 6900 series), Cisco Jabber, and Cisco softphones.

o Endpoint Options: Agents can use physical desk phones registered to CUCM, Cisco
Jabber clients (desktop or mobile), or third-party SIP endpoints configured in
CUCM.

o Analog Support: Deployments may support analog phones via gateways; however,
advanced features such as call control and agent state tracking require IP-based
endpoints.

o Flexibility: CUCM integration provides flexible device options, including
hardware phones, softphones, and remote agent configurations.

Webex Contact Center (WxCC)

e Supported Agent Phone Models:
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o WxCC is cloud-native and supports agent connectivity via several options:
* WebRTC Browser: Agents can log in and handle calls directly from a
modern web browser, eliminating the need for physical phones.
=  Webex Devices: Desk phones and endpoints registered to Webex Calling
(including Cisco IP phones like the 7800 and 8800 series).
= PSTN/DID Numbers: Agents can use any PSTN or DID number for
remote or mobile work.
= PBX/Teams Integration: Enterprises with existing PBX or Microsoft
Teams can integrate via local gateways (Cisco CUBE or third-party SBCs).
o  WxCC supports both Cisco IP phones and third-party endpoints registered to
Webex Calling, as well as browser-based softphones for maximum flexibility.
Key Differences

e Unified CCE relies on CUCM for device registration, supporting a broad range of Cisco
IP phones and Jabber clients.

e WxCC offers cloud-based flexibility, supporting browser-based calling (WebRTC), Cisco
IP phones registered to Webex Calling, and integration with PSTN/DID and third-party
PBX endpoints.

e  WxCC is ideal for hybrid and remote work scenarios, while Unified CCE is optimized for
on-premises deployments with Cisco infrastructure.

Cisco Unified Contact Center Enterprise (Unified CCE)

Unified CCE relies on Cisco Unified Communications Manager (CUCM) for device registration.
The following phone models are supported for agent use, as documented in the official Cisco
compatibility guides:

Cisco IP Phones (CUCM-registered)
e Cisco 6900 Series: 6901, 6911, 6921, 6941, 6961
e Cisco 7800 Series: 7811, 7821, 7841, 7861
o Cisco 8800 Series: 8811, 8841, 8851, 8861, 8865

o Cisco 7900 Series: 7906G, 7911G, 7921G, 7925G, 7931G, 7940G, 7941G, 7942G,
7945G, 7960G, 7961G, 7962G, 7965G, 7970G, 7971G, 7975G

e Cisco Jabber: Desktop and mobile clients

e Cisco IP Communicator: Softphone
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e Third-party SIP endpoints: If configured in CUCM
e Analog phones: Supported via gateways (limited features)

Note: For the most up-to-date and detailed compatibility, always refer to the Compatibility
Information and the Cisco Unified Contact Center Enterprise (Unified CCE) Software
Compatibility Guide.

Webex Contact Center (WxCC)

WxCC is cloud-native and supports a wide variety of agent phone models and connection types,
including Webex Calling, WebRTC, and PSTN/DID. The official Cisco documentation lists the
following supported devices:

Cisco IP Phones (Webex Calling/Cloud-registered)
Table 19: Supported Agent Phone Models: Unified CCE vs Webex Contact Center

Cisco 6900 Series v 6901, 6911, 6921, 6941, X (not listed for Unified CCE only
6961 WxCC)

Cisco 7800 Series 7811, 7821, 7841,7861 v 7811, 7821, 7841, Both  platforms
7861 (MPP required (hardware version

for WxCC) may matter for

WxCC)
Cisco 8800 Series 8811, 8841, 8851, 8861, v 8811, 8841, 8851, Both  platforms
8865 8861, 8845, 8865, (WxCCadds 8845,

8875 8875)

Cisco 7900 Series v 7906G, 7911G, 7921G, X (not listed for Unified CCE only
7925G, 7931G, 7940G, WxCC)
7941G, 7942G, 7945G,
7960G, 7961G, 7962G,
7965G, 7970G, 7971G,

7975G
Cisco Jabber V Desktop/mobile X (not listed for Unified CCE only
WxCC)
Cisco IP  V Softphone X (not listed for Unified CCE only
Communicator WxCC)
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Cisco IP Phone X (not listed for Unified
6800 Series CCE)
(MPP)
Cisco Desk X
Phones (Cloud)
DECT Phones X
Wi-Fi Phones X
Conference v (CUCM-registered
Phones models)

Third-party SIP
endpoints

Analog phones

WebRTC
Browser

PSTN/DID
Numbers

PBX/Teams
Integration

Key Takeaways

V' (if configured in CUCM)

v (via gateways, limited
features)

X

v (via CUCM)

v 6821, 6841, 6851,
6861, 6861 Wi-Fi,
6871

v 9841, 9851, 9861,
9871

v Cisco IP DECT
6800 Series, 6823,
6825, DBS 110/210

v Cisco 840, 860

v Cisco IP Conference
Phone 7832, 8832;
Polycom
SoundStation IP 5000,
6000

v (with approval for
Webex Calling)

X (not listed for

WxCC)

v (browser-based
softphone)

v (remote/mobile
agents)

v (via local
gateway/SBC)

WxCC only

WxCC only

WxCC only

WxCC only

Both
(model
may differ)

platforms
support

Both  platforms
(configuration
required)

Unified CCE only

WxCC only

WxCC only

Both  platforms
(integration
method differs)

e Overlap: The Cisco 7800 and 8800 series are supported on both platforms, but WxCC
requires Multiplatform (MPP) firmware for cloud registration. Some conference phones
and third-party SIP endpoints are also supported on both, with configuration caveats.
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Cisco

Unified CCE Only: 6900 and 7900 series, Jabber, I[P Communicator, and analog phones
are supported only in Unified CCE (CUCM-registered).

WxCC Only: 6800 series (MPP), Desk Phones (9841+), DECT, Wi-Fi phones, WebRTC
browser, PSTN/DID, and cloud-specific models are supported only in WxCC.

Configuration Differences: Unified CCE relies on CUCM for device registration, while
WxCC supports cloud registration and browser-based endpoints.

Unified Contact Center Enterprise (Unified CCE) Outbound Option

Overview:

Unified CCE Outbound Option is an add-on application that enables outbound dialing
capabilities alongside inbound contact center operations.

Supports multiple outbound dialing modes: predictive, progressive, preview, and direct
preview.

Integrates with the existing Unified CCE platform, allowing agents to handle both inbound
and outbound contacts for resource optimization.

High availability is supported via redundant Campaign Managers and SIP Dialers, with
bidirectional database replication for uninterrupted service.

Key Features:

Automatic Dialers: Increase agent productivity by automating call placement, screening
for busy signals, no answers, and answering machines. Only live contacts are transferred
to agents.

Dialing Modes: Predictive, progressive, preview, and direct preview dialing.

Campaign Management: Centralized management of outbound campaigns, skill groups,
imports, query rules, and call progress analysis (including answering machine detection).

Callbacks & Reservations: Supports callbacks and agent reservations for outbound
campaigns.

Reporting: Detailed reporting on campaign effectiveness, agent performance, dialer
activity, and call outcomes.

Deployment:

On-premises or hybrid, tightly integrated with Unified CCE infrastructure.

Requires configuration of dialers, campaign managers, and database replication for high
availability.
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Webex Contact Center Outbound Option

Overview:

Webex Contact Center is a cloud-native solution with built-in outbound campaign
management.

Agent based campaigns, there are three primary types of campaigns, Preview, Progressive,
and Predictive.

Outbound Progressive are managed via the Campaign Manager LCM version 4.2.1.2310
and above.

Outbound Predictive campaigns are managed via the Campaign Manager LCM version
4.2.1.2401 and above

Key Features:

Omnichannel Outbound: Supports outbound campaigns across voice, SMS, email, chat,
and social channels.

Cloud Scalability: No hardware required; campaigns and dialers are managed centrally in
the cloud.

Al-Driven Routing: Skills-based routing, predictive analytics, and campaign
optimization.

Integrated Analytics: Real-time and historical reporting, dashboards, and campaign
effectiveness metrics.

Agent Experience: Intuitive browser-based desktop, with reservation and callback
handling for outbound calls.

Security & Compliance: End-to-end encryption, compliance controls, and automated
updates managed by Cisco

Dialing Modes: Supports Preview, Progressive, and Predictive modes, along with Al-
powered intelligent call progress analysis (CPA) to detect live responses and voicemails.

Campaign Manager: Webex Contact Center supports the Webex Contact Center
Campaign Manager, an OEM Campaign Manager, as well as pluggable "Bring your own"
Campaign Managers which utilize the Webex Contact Center Dialer APIs to operate the
Campaigns.

Deployment:

Fully cloud-based, with optional hybrid models for phased migration from Unified CCE.
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Key Differences

Campaigns and dialers are managed via Webex Control Hub, with open APIs for
integration with CRM and other business applications.

Deployment Model

Dialing Modes

Channels Supported

Campaign

Management

Reporting
Analytics

High Availability

Agent Experience

Security

Compliance

On-premises/hybrid

Predictive,
preview, direct

progressive,

Voice only

Centralized, skill groups, query
rules

Detailed,
campaign/agent

voice-only,

Redundant dialers, campaign
managers

Integrated with Unified CCE
desktop

Customer-managed,
controls

on-prem

Cloud-native (SaaS), optional hybrid

Predictive, preview, progressive

Voice, SMS, email, chat, social

Drag-and-drop, omnichannel, Al-
driven

Real-time/historical, cross-channel,
dashboards

Cloud
failover

redundancy, automated

Browser-based,
omnichannel

widget-driven,

Cisco-managed, cloud-native,

automated

Sample Migration Task list for Outbound Campaign Migration

Export Unified CCE Campaign Data: Export campaign lists, skill groups, and agent
assignments from Unified CCE (using Admin Workstation, SQL queries, or CUIC reports).

Recreate Campaigns in WxCC: Use the drag-and-drop interface in Control Hub to set up
outbound campaigns, mapping:

o

o

o

o

Campaign types (predictive, preview, etc.)
Skill groups and agent assignments
Dialing lists and schedules

Call scripts and compliance prompts

Configure Omnichannel Options: Enable SMS, email, chat, and social channels as
needed (WxCC supports more than just voice).

Page 55



e Set Up AI-Driven Routing: Leverage skills-based routing and campaign optimization
features.

5. Integration & Reporting

o Integrate with CRM/Third-Party Tools: Set up connectors for Salesforce, ServiceNow,
Dynamics, etc., and validate screen pop, activity logging, and SSO alignment.

o Configure Analytics: Set up real-time and historical dashboards in Control Hub, mapping
Unified CCE reporting needs to WxCC Analyzer.

6. Testing & Validation

e Pilot Migration: Run WxCC outbound in parallel with Unified CCE for pilot groups. Test
call flows, agent logins, reporting, and failover scenarios.

o User Acceptance Testing: Validate all workflows, integrations, and compliance controls.
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Plan

The “Plan” phase establishes the strategic direction and scope for the transition project. It translates
requirements identified during the “Prepare” phase into actionable technical objectives and project
parameters.

High-Level Project Plan

Develop a high-level project plan for migrating from Unified CCE to Webex Contact Center
(WxCC) by establishing clear phases and milestones that align with business and technical
requirements.

Start with a comprehensive assessment phase to gather technical and business requirements,
identify stakeholders, and define Unified CCE criteria. Key planning considerations include:

Resource allocation: Defining roles and responsibilities.

Timeline estimation: Establishing realistic project milestones.

Risk management: Identifying potential challenges and mitigation strategies.
Communication strategies: Ensuring stakeholders remain informed and engaged
throughout the migration.

Incorporate validation checkpoints, such as pilot testing and phased rollouts, to minimize
disruption and allow for adjustments based on performance feedback.

PSTN and Telephony Considerations

Before proceeding with any PSTN migration, determine your call control strategy. If you are
migrating from premises-based to cloud-based PSTN, review your existing contractual obligations
with your current provider.

Complete the following steps to prepare for PSTN migration:

e Inventory phone numbers: Identify all numbers requiring porting to the cloud-based
PSTN option.

e Add numbers to Webex Calling: Provision external telephone numbers in Webex
Calling.

e Map numbers to WxCC: Assign the provisioned numbers to Webex Contact Center
(WxCC) as required.

For more details on number porting, see Cisco Calling Plan number porting guidelines and
policies.

Agent Deployment

In the Unified CCE architecture, agents use Finesse for call control, while a separate endpoint—
such as an IP phone, Cisco Jabber, or the Webex App—handles voice media. While most Unified
CCE deployments use devices registered to Unified CM, the platform also supports Remote Agent
functionality, which routes calls directly through the PSTN. Webex Contact Center (WxCC)
maintains support for these traditional models while introducing new options that simplify the
agent experience and reduce architectural complexity.
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Agent connection options in WxCC include:

¢ On-premises: Integration with existing Unified CM-registered devices.

e  Webex Calling: Cloud-native integration that eliminates the need for a local gateway
between cloud and on-premises environments.

e  WebRTC: Native, browser-based audio that requires no additional endpoint registration.

e PSTN: Direct routing to an agent’s mobile or landline number.

e Microsoft Teams: Integration via a Microsoft Direct Routing-certified Session Border
Controller (SBC).

Note: In WxCC, call control buttons on the Agent Desktop are unavailable for answering calls
when using a device registered to Unified CM. The ability to answer calls directly through the
Agent Desktop Ul is exclusive to Webex Calling and WebRTC connections.

[Placeholder — working on getting the original illustration]

webex
Contact Center
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based agent Calling Agent telephony based agent agent agent

Support for on-premises agents is ideal for customers maintaining their Unified CM deployment.
However, if you are migrating your calling infrastructure to the cloud, Webex Calling is the
preferred connection type as it simplifies the architecture by removing the need for a Local
Gateway.

Understanding these WxCC agent connection options will help you determine the best way to
deliver calls to your agents. You should also evaluate the new options like Webex Calling,
WebRTC, and Microsoft Teams, as these may be a better fit for your specific use cases or
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organizational requirements.

Enterprise Chat and Email Considerations

For a hybrid migration, follow the voice migration strategy. If agents are migrated to Webex
Contact Center by line of business, move the digital channels accordingly. As a result, some lines
of business—including voice, chat, and email—are served by Unified CCE, while others are
served by Webex Contact Center.

Sample Migration Timeline: Unified CCE to WxCC
Phase 1: Assessment & Planning (Weeks 1-2)

o Inventory all Unified CCE components (agents, teams, dial plans, [IVR scripts, integrations,
reporting, compliance controls).

e Define migration scope (full or phased/hybrid).
o Engage stakeholders (IT, contact center managers, compliance, business owners).
o Develop a detailed migration project plan.
Phase 2: Network Readiness (Weeks 2—4)
o Update firewalls for Webex data center IPs and required domains.
e Open all necessary media, data, and analytics ports.
e Assign agent locations in Control Hub and optimize codec settings.
o Enable security controls: PII masking, encryption, SSO, audit trails.
e Test network connectivity and bandwidth.
Phase 3: Tenant Provisioning (Weeks 3-5)
e Order and activate WxCC tenant via Cisco Commerce Workspace (CCW).
e Synchronize users and assign licenses in Webex Control Hub.
o Validate domains and configure organizational settings.
Phase 4: Resource & User Setup (Weeks 4-6)
e Map Unified CCE roles to WxCC equivalents (admin, supervisor, agent).
o Configure resource collections for granular access.
e Assign agents and resources to correct locations for media optimization and compliance.

Phase 5: Channel Configuration (Weeks 5-8)
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e Configure PSTN connectivity (Webex Calling, Local Gateway).
e Set up agent login options (WebRTC, device, PSTN/DID).
e Map dial plans and entry points.
o Enable and configure digital channels (chat, email) via Webex Connect.
Phase 6: Routing & IVR Migration (Weeks 7-10)
e Rebuild Unified CCE routing scripts and IVR flows in WxCC Flow Designer.
e Map Unified CCE queues, skills, and teams to WxCC equivalents.
e Test all routing and IVR logic.
Phase 7: CRM & Third-Party Integrations (Weeks 8—11)
e Setup and validate CRM connectors (Salesforce, ServiceNow, Dynamics, Zendesk, etc.).
o Test API integrations and data dips.
Phase 8: Analytics & Reporting (Weeks 9-12)
o Configure real-time and historical dashboards in Control Hub.
e Map Unified CCE reporting needs to WxCC Analyzer.
e Validate data retention and compliance.
Phase 9: Testing & Validation (Weeks 11-13)
e Run WxCC in parallel with Unified CCE for a pilot group (hybrid mode).
o Test call flows, agent logins, reporting, and failover scenarios.
o Conduct user acceptance testing for all workflows and integrations.
Phase 10: Cutover & Go-Live (Weeks 13-14)
e Schedule final cutover during low-traffic periods.
o Train agents and supervisors on the new WxCC desktop and workflows.
e Migrate remaining users, queues, and resources to WxCC.
e Decommission Unified CCE components as appropriate.
Phase 11: Ongoing Management (Post-Go-Live)
e Monitor performance and optimize resource allocation using Control Hub analytics.
e Regularly review logs, connector updates, and compliance controls.

o Continuously improve configurations as your organization evolves.
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Best Practices:

e Synchronize users and licenses before bulk operations.
e Map dial plans and entry points carefully for hybrid routing.
o Test failover and disaster recovery regularly.

o Engage stakeholders throughout the process.
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Design

Region selection

Webex Contact Center Regions (Data Centers)
1. United States

e Covers: USA, Argentina, Brazil, Mexico, Chile, Colombia, Peru, Puerto Rico, and most of
Latin America and the Caribbean.

2. Canada
e Covers: Canada, Saint Pierre and Miquelon.
3. United Kingdom

e Covers: UK, South Africa, Saudi Arabia, Bahrain, Kuwait, Oman, Pakistan, and many
countries in Africa and the Middle East.

4. Germany (EU)

e Covers: Germany, Austria, Belgium, France, Netherlands, Spain, Italy, Switzerland,
Poland, Portugal, and most of Western, Central, and Eastern Europe.

S. Singapore

o Covers: Singapore, Indonesia, Philippines, Malaysia, Thailand, Vietnam, Hong Kong,
Taiwan, South Korea, and much of Southeast Asia.

6. Australia

e Covers: Australia, New Zealand, Fiji, Papua New Guinea, Samoa, Solomon Islands,
Vanuatu.

7. Japan
e Covers: Japan.
How Region Is Chosen

e When provisioning a Webex Contact Center tenant, the Country of Operation selected in
the setup wizard determines which data center (region) is used.

e Data is stored in the data center closest to the selected country for compliance and
performance.

What Data Is Hosted

e Tenant configuration
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o Call data records
e Call recordings

e Reporting

o Digital channels

Table 20: Region Location Reference Table

United States USA, Latin America, Caribbean
Canada Canada
United Kingdom UK, Africa, Middle East

Germany (EU) Germany, France, Spain, Italy, etc.

Singapore Southeast Asia, East Asia
Australia Australia, Oceania
Japan Japan

PSTN

When designing a Webex Contact Center deployment, the PSTN choices can be summarized under
the telephony options as follows:
1. Cloud PSTN Options
a. Webex Contact Center PSTN
b. Cloud Connect for Webex Calling
c. Cisco Calling Plan for WxCC trials and inbound Toll-free numbers only
2. On-premises PSTN Options
a. Webex Calling Local Gateway (premises-based PSTN [BYoPSTN])

As described before in the planning stage, the Agent Connectivity options remain the same for
either PSTN option:

e Webex calling registered phone or App (requires paid Webex Calling subscription),

e  WebRTC browser-based agents

e Via PSTN itself, whether it is Cloud Connect for WxC or premises-based (LGW) PSTN

path
e On-premises agents reached via LGW
e Microsoft Teams Agents
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All calls are routed into Webex Contact Center (WxCC) using Webex Calling PSTN services. This
service allows you to route calls to your contact center without a Webex Calling subscription. All
new Webex Contact Center subscriptions include Webex Calling PSTN services, which are
automatically added to all orders.

As part of the migration journey from Unified CCE to WxCC, it is possible to migrate not only
the contact center workload but also the telephony (for example, Cisco Unified CM to Webex
Calling) and the PSTN option. To avoid additional complexity and risk, we recommend migrating
contact center workloads only and considering telephony and PSTN migration separately—either
prior to or after migrating contact center workloads. Additionally, move select user groups to
WxCC first without immediately overhauling the entire contact center environment.

For Unified CCE customers migrating to WxCC, on-premises telephony with Cisco Unified CM,
along with a Local Gateway (LGW) for PSTN and agent connectivity, is expected to be the most
common option, as shown in the figure below.

webex

Contact Center

rebex

Calling

oy O 16 153 B

On premises Agents routed via Local Gateway

Figure 2

Ensure you design network connectivity, firewall, and bandwidth options for migration from
Unified CCE to WxCC. Refer: Cisco Preferred Architecture for Webex Calling.

Enterprise Chat and Email

Migrations of Chat and Email channels are easily done in a flash-cut scenario. For instance, if
you want to keep the old email support alias, you cannot conditionally route the traffic to Unified
CCE or Webex Contact Center. In this scenario, the email channel requires to be managed by one
of the two entities. The same holds true for web chat messages.
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However, if you are targeting a phased migration and you have both email and chat channels,
you might consider keeping email on Unified CCE and web chat on Webex Connect, or vice-
versa.

Alternatively, if you have the option of deploying multiple email aliases, you can assign the new
one to Webex Connect, while keeping the existing one in Unified CCE. You can replicate this
approach on web chat, by configuring multiple chat widgets in the web page. Each one of them
will bring the user to Unified CCE or Webex Connect infrastructure.

Webex Edge Connect Option

The Edge Connect link, Edge Connect for Meetings & Calling or Edge Connect for DI, and that
audio traffic will be routed to the Webex Contact Center service as shown in Figure 3. Other flows
for the Webex Contact Center solution, such as Agent Desktop screens or WebRTC traffic, will
depend on where the agent is located. If on the corporate network, then WebRTC media will use
the Edge Connect link and signaling uses the Internet. All other corporate or remote agent traffic
will be via the Internet.

This is the target architecture for this migration which includes the Enterprise to WxCC Network
which comprises of the Webex Edge Connect network.

As shown in figure 4, the new Edge Connect network architecture is designed to extend the existing
on-premises services (hybrid) and a deployment that would include Webex Calling.

Figure 4 After: WxCC Edge Connect Architecture

.f&)
' I L V)
1 webex
I
|
|
1

Enterprise
Network

Cloud Exchange
Provider

”
| \S

3 \ § =

L

Webex Cloud Services: Meetings, Choice of Providers Single Peering for Multiple Services
Calling, Dedicated Instar.lce, Equinix or Megapert (Meetings, Calling,
Contact Center Enterprise Contact Center Ent) Mix and Match

Page 65



Below lists the new elements of the network architecture after transitioning to WxCC and utilizing
the Webex Edge Connect Private network.

Key Architectural Components

e Customer Premises Equipment (CPE): Your edge router or switch at your data center or
office.

e Cloud Exchange Provider (CEP): A third-party provider (Equinix or Megaport) that
operates a cloud exchange fabric. You connect your CPE to the CEP via a physical or
virtual circuit.

e  Webex Provider Edge Router: Cisco’s edge router at the Webex on-ramp data center,
connected to the same cloud exchange provider.

e Private Peering Connection: A dedicated, bandwidth-guaranteed link (200 Mbps to 10
Gbps) is established between your CPE and the Webex backbone via the CEP. This is set
up using BGP (Border Gateway Protocol) peering for routing.

Edge Connect Network Connectivity

If you are migrating to Webex Edge Connect, please see the Webex Edge Connect Preferred
Architecture for details.
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Implement

The "Implement" phase is where the migration plan is executed, transitioning users, devices, and
configurations from Unified CCE to WxCC. This is leveraging all the work done in the “Prepare”
section of this document. This phase focuses on operationalizing the design, validating the
migration, and ensuring business continuity.

1. Migration Execution

Leverage Cisco Control Hub Migration Tools: Use Cisco’s Control Hub and supported
third-party tools to perform device firmware updates, mode changes, and user migrations.
These tools streamline bulk operations and reduce manual effort.

Bulk Provisioning: Employ Webex APIs for large-scale migrations and configuration
tasks. This enables efficient onboarding of users, agents, and devices.

License Provisioning: Execute license assignments for all users and devices, ensuring
compliance with the new WxCC licensing model. Validate that all agents, supervisors, and
endpoints have the correct licenses before cutover.

Device Registration & Configuration: Register devices (phones, soft clients, etc.) to the
Webex platform, update configurations, and ensure endpoint compatibility. Address any
firmware or software updates required for interoperability.

2. Validation & Testing

Migration Validation: After migration, conduct thorough testing to confirm that all users,
devices, and workflows function as expected. Validate call flows, agent logins, reporting,
and integrations.

Operational Verification: Ensure that all migrated components meet business and
technical requirements. Test failover scenarios, media quality, and agent connectivity
across all channels (voice, chat, email, etc.).

3. User Communication & Training

End-User Training: Provide targeted training sessions for agents, supervisors, and
administrators to familiarize them with the new WxCC environment, agent desktop, and
workflows.

Change Management: Communicate migration timelines, expected changes, and support
resources to all stakeholders. Establish clear escalation paths for issue resolution during
and after migration.

4. Cutover & Go-Live

Cutover Planning: Schedule the final cutover during low-traffic periods to minimize
disruption. Migrate remaining users, queues, and resources to WxCC in a controlled
manner.

Decommissioning: Once the migration is validated and stable, decommission legacy
Unified CCE components that are no longer required. Ensure all data and configurations
are securely archived or transferred as needed.

Page 83



5. Post-Migration Optimization

e Performance Monitoring: Continuously monitor WxCC performance and user
experience using Control Hub analytics and dashboards. Refine configurations and
workflows based on operational data and user feedback.

e Ongoing Support: Provide ongoing support for day-2 operations, addressing any issues
that arise and leveraging automation and integration tools to enhance efficiency.

PSTN Setup

To configure the Public Switched Telephone Network (PSTN) for Webex Contact Center
(WxCC), you must first set up a PSTN and routing option. In Cisco Webex Control Hub, define
a location for the agents who will migrate to WxCC. This determines the Webex Edge data
center for these agents and the contact center entry points. Each location must have a PSTN type
to route voice calls in and out of the location, including WxCC. You must select between cloud-
based or premises-based PSTN, as discussed in earlier sections of this guide. + E.164 phone
numbers associated with locations to the Webex Calling dial plan. WxCC supports +E.164
number formats. This capability allows large multinational contact centers that use multiple dial
plans, on-premises Private Branch Exchange (PBX) interoperability, and PSTN carriers to
simplify their global and hybrid contact center dial plans and call routing schemas.

If an organization plans to maintain on-premises call control with Cisco Unified
Communications Manager (Unified CM), either temporarily or indefinitely, it must deploy one
or more local gateways for on-premises PSTN to allow calling between Webex Calling (WxC)
and Unified CM endpoints (agents).

If a full transition to the cloud—including PSTN—is the end goal, a Cisco Calling Plan or a
Cloud Connect for Webex Calling option is required for PSTN.

Work with your chosen provider to order and port phone numbers before configuring them in
Control Hub. Ordering phone numbers or initiating port orders is only required or possible for
on-premises PSTN and Cloud Connect for Webex Calling. For Cisco Calling Plans, ordering and
porting are initiated from within Control Hub as soon as the location is created, provided the
Cisco Calling Plan is available in that country. For more details, refer Get Started with the Cisco
Calling Plans on the Cisco Calling Plans in the Cisco Calling Plans documentation.

As part of the PSTN implementation, ensure that your provider has enabled both inbound and
outbound PSTN services for your location. Additionally, perform test calls to verify that calls are
routed correctly through your chosen PSTN connection.

Finally, the administrator must create entry points, which associate inbound numbers with
WxCC flows. An entry point must have a name, description, and the channel type selected as
Inbound Telephony. Select a WxC location containing the inbound number and the region (for
regional media). The number can be populated as a PSTN number, an extension, or both. Finally,
assign an interaction flow to this entry point. Once the inbound call routes to the entry point, the
agent leg is routed via the Webex Calling PSTN and routing algorithms. Numbers matched to the
Webex Calling dial plan are routed accordingly, while numbers not matched are routed via the
PSTN option of that entry point’s location. A WxCC agent does not need to belong to the same
location; the agent only needs to be reachable via the Webex Calling dial plan.
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Hmore information on setting up Local Gateway for Webex Calling, refer: Get started with
Local Gateway and Configure Local Gateway on Cisco 10S XE for Webex Calling.

Agent Connectivity to PSTN

The configuration required for each agent connectivity option is described in detail in this guide
Setup voice Channels for Webex Contact Center

If you want to enable WebRTC as a connectivity option for your agents, you also need to setup
emergency calling, this guide will give you the details Provision Emergency Calling in Webex
Contact Center for Agents

Step-by-Step: Migrating Groups, Agents, Supervisors, and Licensing
Prepare the Webex Contact Center Tenant
Access Control Hub:
e  What you see: The main dashboard after logging in at https://admin.webex.com.

e Annotation: The left navigation panel includes options like “Users,” “Devices,” and
“Contact Center.”

o Highlight: The “Contact Center” tile or menu item.
Start Tenant Setup
e What you see: In the left navigation, click on Contact Center.

e Annotation: The main Contact Center page appears, showing the status of your tenant
and options to begin setup.

o Highlight: The “Get Started” or “Set Up” button.

Configure Basic Tenant Settings
e What you see: A wizard or form for entering organization details.
e Annotation: Fields for “Tenant Name,” “Country of Operation,” and ‘“Region.”

o Highlight: Dropdowns for region selection (e.g., United States, Canada, EU, etc.).

Assign Administrators
e  What you see: A section to add or assign administrators for the tenant.
e Annotation: List of users with checkboxes or an “Add” button.
o Highlight: The “Assign” or “Add Administrator” button.

Review and Confirm

e What you see: A summary page showing all entered details.
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¢« Annotation: “Back” and “Confirm” buttons at the bottom.

o Highlight: The “Confirm” or “Finish” button to complete tenant setup.

Tenant Ready

e  What you see: Confirmation message, and the Contact Center dashboard now shows
tenant status as “Active” or “Ready.”

e Annotation: Options to proceed with adding users, configuring teams, and assigning
licenses.

Add and Synchronize Users (Agents, Supervisors)

Steps:

1. Access Control Hub

What you see:
The main dashboard at https://admin.webex.com after logging in.

Annotation:

On the left navigation panel, locate and click Users.
Highlight:

The “Users” menu item.

2. Add Users (Bulk or Individually)

What you see:

The Users management page, showing a list of current users and an “Add Users” button.
Annotation:

Click Add Users. You’ll see options for manual entry, CSV bulk upload, or directory
synchronization.

Highlight:

The “Add Users” button and the CSV upload option for bulk addition.

3. Synchronize Users (Directory Integration)

What you see:

Options for integrating with Active Directory or Azure AD for automatic user
synchronization.

Annotation:

Select your preferred directory sync method and follow the prompts to connect your
enterprise directory.

Highlight:

The “Directory Synchronization” setup wizard.

4. Assign Roles (Agent, Supervisor, Administrator)
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What you see:
After users are added, select a user and click Edit.

Annotation:
In the user profile, locate the Contact Center Role dropdown and assign the appropriate
role (Agent, Supervisor, Administrator).

Highlight:
The role assignment dropdown in the user profile.

5. Assign Users to Teams (Groups)

What you see:
Navigate to Contact Center > Teams in the left panel.

Annotation:

Select a team or create a new one, then add users by searching and selecting them.
Highlight:

The “Add Users” button within the Teams management page.

6. Assign Licenses

What you see:
In the Users or Teams page, select users and click Assign Licenses.

Annotation:
Choose the appropriate Contact Center license (Standard, Premium, etc.) for each user from
the dropdown menu.

Highlight:
The license selection dropdown for each user.

7. Review and Confirm

What you see:
A summary page listing users, roles, teams, and assigned licenses.

Annotation:

Review all details. If correct, click Save or Finish to complete the process.
Highlight:

The “Save” or “Finish” button.

Validate and Test

Steps:

How to Validate and Test Your Webex Contact Center Tenant Creation

1. Confirm Tenant Status in Control Hub

Log in to Control Hub at https://admin.webex.com.

Navigate to Contact Center.

Check tenant status: It should display as “Active” or “Ready.” If not, review setup steps
for missing configuration.

2. Verify Administrator Assignment
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¢ Go to Contact Center > Administrators.
o Ensure the correct users are assigned as administrators.
e Test administrator login and access to all Contact Center configuration menus.
3. Add and Validate Users (Agents, Supervisors)
e Add users via manual entry, CSV upload, or directory sync.
e Assign roles (Agent, Supervisor, Administrator) to each user.
e Confirm users appear in the Users list and have the correct roles.
4. Assign Licenses
o Assign the appropriate Contact Center license (Standard, Premium, etc.) to each user.
o Validate license assignment in the user profile and in the Licenses dashboard.
5. Create and Configure Teams (Groups)
o Create teams and add users (agents/supervisors).
e Assign roles within teams.
e Confirm team membership and role assignment in the Teams dashboard.
6. Test Agent and Supervisor Login
o Have agents and supervisors log in to the Webex Contact Center desktop.
o Confirm successful login and access to assigned features (call controls, reporting, etc.).
7. Validate Feature Access
o Test agent desktop functionality: call handling, queue assignment, wrap-up codes, etc.
e Test supervisor dashboards: real-time monitoring, reporting, and analytics.
8. Review and Test Licensing
e Check license consumption and reporting in Control Hub.
o Ensure no users are unlicensed or over-licensed.
9. Run a Pilot Call Flow
o Configure a basic call flow (entry point, IVR, queue, agent assignment).
o Place a test call to the entry point and confirm routing to an agent.
e Validate reporting and analytics for the test call.
10. Monitor Tenant Health
e Use Control Hub analytics to monitor tenant health, user activity, and system alerts.
e Review audit logs for provisioning and configuration changes.
References & Further Reading

e Cisco Webex Contact Center license consumption and reporting
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Step-by-Step: Migrating ECE to Webex Connect

Flows and Flow Builder

Flows in Webex Connect are functional modules that extend the platform’s capabilities. They are
used to orchestrate multichannel interactions within Webex Contact Center and are designed using
a graphical editor called Flow Builder. This tool utilizes a set of configurable functions known as
"Nodes" which can be added to a flow via a drag-and-drop interface.

Apps

Apps are used to configure channel assets—such as email, web chat (Live Chat) — but also SMS,
Facebook Messenger, and Apple Messages for Business—for integration within your flows. Once
configured, these apps enable both self-service capabilities (e.g., checking credit card balances,
scheduling appointments, or booking services) without agent intervention, and intelligent routing.
By utilizing specific nodes in the Flow Builder, messages can be directed to specific queues based
on team structure, group settings, and real-time agent availability, ensuring a seamless, unified
experience across all messaging channels within your Contact Center.

Integration and Authorization

Within Webex Connect, it is possible to configure Integrations and Authorizations. Here is the list
of the most common applications used in Contact Center environments:

e Webhooks and Events: Inbound webhooks receive information from third-party
applications, while outbound webhooks send data from a Webex Connect Flow to external
systems.

e Authorizations: The platform supports various authorization protocols, ranging from Basic
Authentication to OAuth 2.0.

e Custom Node Integration: This feature allows for the configuration of reusable integrations
with existing business systems or third-party applications via REST/SOAP APIs. Once
configured, a custom node can be reused across various flows within a Team, Group, or
the entire platform. For example, if you need to connect to an external system requiring
OAuth 2.0, you can create a Custom Node to wrap an HTTP Request; this provides the
benefit of reusability, functioning just like a default node.

Within this Implementation section we will be following the “Phases” as outlined within the “Plan”
section of this document. We will start at Phase 2 and continue to Phase 10.
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Phased Implementation

Phase 2: Network Readiness

As detailed in the Prepare sections, at this point you should have addressed all considerations
regarding your network and its inherent topology. Ensuring that you have tested all connectivity
during your “trial” periods will provide a smoother and error free implementation for the remaining
Phases.

Phase 3: Tenant Provisioning
Step-by-Step: Migrating Groups, Agents, Supervisors, and Licensing

Prepare the Webex Contact Center Tenant
Access Control Hub:

e What you see: The main dashboard after logging in at https://admin.webex.com.

e Annotation: The left navigation panel includes options like “Users,” “Devices,” and
“Contact Center.”

o Highlight: The “Contact Center” tile or menu item.
Start Tenant Setup
e What you see: In the left navigation, click on Contact Center.

e Annotation: The main Contact Center page appears, showing the status of your tenant
and options to begin setup.

o Highlight: The “Get Started” or “Set Up” button.
Configure Basic Tenant Settings
e What you see: A wizard or form for entering organization details.
e Annotation: Fields for “Tenant Name,” “Country of Operation,” and “Region.”

o Highlight: Dropdowns for region selection (e.g., United States, Canada, EU, etc.).

Assign Administrators
e What you see: A section to add or assign administrators for the tenant.
e Annotation: List of users with checkboxes or an “Add” button.
o Highlight: The “Assign” or “Add Administrator” button.
Review and Confirm
o What you see: A summary page showing all entered details.

e Annotation: “Back” and “Confirm” buttons at the bottom.
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o Highlight: The “Confirm” or “Finish” button to complete tenant setup.
Tenant Ready

e What you see: Confirmation message, and the Contact Center dashboard now shows
tenant status as “Active” or “Ready.”

e Annotation: Options to proceed with adding users, configuring teams, and assigning
licenses.

Phase 4: Resource and User Setup Users (Agents, Supervisors, Admin)

Steps:
1. Access Control Hub

e What you see:
The main dashboard at https://admin.webex.com after logging in.

e Annotation:
On the left navigation panel, locate and click Users.
o Highlight:
The “Users” menu item.
2. Add Users (Bulk or Individually)
 What you see:
The Users management page, showing a list of current users and an “Add Users” button.

¢ Annotation:

Click Add Users. You’ll see options for manual entry, CSV bulk upload, or directory
synchronization.

o Highlight:
The “Add Users” button and the CSV upload option for bulk addition.
3. Synchronize Users (Directory Integration)

¢« What you see:
Options for integrating with Active Directory or Azure AD for automatic user
synchronization.

e Annotation:

Select your preferred directory sync method and follow the prompts to connect your
enterprise directory

o Highlight:
The “Directory Synchronization” setup wizard.

4. Assign Roles (Agent, Supervisor, Administrator)

o What you see:
After users are added, select a user and click Edit.
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Annotation:

In the user profile, locate the Contact Center Role dropdown and assign the appropriate
role (Agent, Supervisor, Administrator).

Highlight:

The role assignment dropdown in the user profile.

5. Assign Users to Teams (Groups)

What you see:
Navigate to Contact Center > Teams in the left panel.

Annotation:

Select a team or create a new one, then add users by searching and selecting them.
Highlight:

The “Add Users” button within the Teams management page.

6. Assign Licenses

What you see:
In the Users or Teams page, select users and click Assign Licenses.

Annotation:

Choose the appropriate Contact Center license (Standard, Premium, etc.) for each user from
the dropdown menu.

Highlight:

The license selection dropdown for each user.

7. Review and Confirm

What you see:
A summary page listing users, roles, teams, and assigned licenses.

Annotation:
Review all details. If correct, click Save or Finish to complete the process.

Highlight:
The “Save” or “Finish” button.

Validate and Test

Steps

How to Validate and Test Your Webex Contact Center Tenant Creation

1. Confirm Tenant Status in Control Hub

Log in to Control Hub at https://admin.webex.com.

Navigate to Contact Center.

Check tenant status: It should display as “Active” or “Ready.” If not, review setup steps
for missing configuration.
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. Verify Administrator Assignment

¢ Go to Contact Center > Administrators.
o Ensure the correct users are assigned as administrators.
o Test administrator login and access to all Contact Center configuration menus.
3. Add and Validate Users (Agents, Supervisors)
e Add users via manual entry, CSV upload, or directory sync.
e Assign roles (Agent, Supervisor, Administrator) to each user.
o Confirm users appear in the Users list and have the correct roles.
4. Assign Licenses
o Assign the appropriate Contact Center license (Standard, Premium, etc.) to each user.
o Validate license assignment in the user profile and in the Licenses dashboard.
5. Create and Configure Teams (Groups)
e Create teams and add users (agents/supervisors).
e Assign roles within teams.
e Confirm team membership and role assignment in the Teams dashboard.
6. Test Agent and Supervisor Login
o Have agents and supervisors log in to the Webex Contact Center desktop.
o Confirm successful login and access to assigned features (call controls, reporting, etc.).
7. Validate Feature Access
o Test agent desktop functionality: call handling, queue assignment, wrap-up codes, etc.
e Test supervisor dashboards: real-time monitoring, reporting, and analytics.
8. Review and Test Licensing
e Check license consumption and reporting in Control Hub.
o Ensure no users are unlicensed or over-licensed.
9. Run a Pilot Call Flow
o Configure a basic call flow (entry point, IVR, queue, agent assignment).
o Place a test call to the entry point and confirm routing to an agent.
o Validate reporting and analytics for the test call.
10. Monitor Tenant Health
e Use Control Hub analytics to monitor tenant health, user activity, and system alerts.
e Review audit logs for provisioning and configuration changes.
References & Further Reading
e Migrate Cisco Unified Contact Center Express to Webex Contact Center

e Cisco Webex Contact Center license consumption and reporting
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Phase 5: Channel Configuration

Step-by-Step: Migrating ECE to Webex Connect

1. Access Webex Connect through Control Hub
What you see:
The main dashboard after logging in at https://admin.webex.com. Go to “Contact
Center”, then select “Webex Connect”. A new page opens.
2. Create Apps. If you want to establish an email channel, select “Email”. If you want to create a
Live Chat channel, select “Mobile / Web”. In both cases, follow the configuration steps.

The following steps are required for Live Chat only:

e Live Chat apps require that you register the app to “Webex Engage” by clicking the

“Register to Webex Engage” link.

e Go back to the Control Hub, and under Contact Center Quick Links — Digital Channels,
select Webex Engage
¢ Go to Channel Assets and select LiveChat
e Locate your Live Chat app and click on the Edit button
e Under Websites, add your website address. You can use wildcards or specify only the
domain portion. Configure your website
e Next, go to Installation
e Copy the installation script — a combination of HTML and JavaScript — and paste it on
the web page you want to add the widget to
3. Create inbound and outbound Webhooks and Custom Node Integrations based on your setup.
What you see: in the Integration section you can configure Authorizations (e.g. OAuth2) or
Integrations with third-party systems, to be used in the flows. Integrations include Webhooks,
Custom Nodes, and others
4. Go in the Service section
What you see: You can create a New Service. A Services hosts a set of flows.

e Create a new email flow. Each flow starts with a trigger; select Email as trigger.
This is the start of your email flow.

e Create a new flow and select Mobile and Web App as trigger. This is the start of
your Live Chat flow.

e Populate your flows by using the Custom Nodes you have created. There are nodes
available to perform specific functions; you can use the HTTP node for REST API
requests, the Branch Node to implement conditional logic, the Evaluate Node for
custom JavaScript advanced logic

e Additionally, use the Webhooks you created to offload script execution tasks to
third-party applications, enabling integration and automation beyond the native
platform.
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A Flow can be handled completely in a self-service way, providing the platform capability of
including advanced features such as an AI Agent, or can be escalated to a human agent with
the “Queue Task” Node. This node calls Webex CC Queue Task API to queue the contact at
Webex CC. While configuring flows in Webex Connect, you might need to use this node for
queuing the contact on Webex CC.

For more information, access the full Webex Connect Platform Documentation.

Phase 6: Routing and IVR Migration

Step-by-Step: Migrating CVP to WxCC Flow Designer

High-Level Reality Check

CVP Call Studio uses:

VXML applications
Microapps

ICM routing scripts
Audio/grammar resources
SIP transfers

External data dips

WxCC Flow Designer uses:

There is no automated converter.
But every CVP function does have a WxCC equivalent — you just map them.

Visual flow blocks
Variables & expressions
Built-in HTTP connectors
Entry Point attributes
Studio-style prompts
Queue & routing logic

Migration Framework

1. Inventory the CVP Application

Create a structured inventory:
A. Call Studio Logic

Menus
Audio prompts
Data dips
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e Error handling

e Subflows

e VXML elements (Form, Decision, Audio, Transfer)
B. ICM Routing

o Skill groups

e Labels

e ECC variables

e Queuing logic

e Requery logic
C. Integrations

e Web services

e Databases

e CRM lookups

e SIP header usage

This becomes your migration blueprint.

Map CVP Functions — WxCC Flow Designer Blocks
This mapping is the backbone of the migration.

Table 25: CVP to WxCC Mapping

Menu element Menu block

Audio element Play Prompt

Decision element If / Switch

Data element (Java / Web Service) HTTP Request

Subdialog / Subflow Reusable Flow

Call variables / ECC vars Flow Variables / Entry Point Attributes
ICM Queue to Skill Group Queue to Skill / Queue to Agent Profile
ICM Labels / Transfers Transfer to Number / Transfer to Queue
Error handling Try/Catch-style branches

This mapping is the backbone of the migration.
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Extract Business Logic from CVP
CVP flows often contain:
e Pre-routing logic
e ANI/DNIS-based branching
e Menu-driven segmentation
o Data lookups
e Error/timeout loops
You translate these into WxCC'’s:
e Entry Point variables
e Expressions
e HTTP calls

¢ Queue logic

Rebuild the Flow in WxCC Designer
This is where the redesign happens.
A. Start with the skeleton
e Entry Point
o Initial variable setup
o First menu or data dip
B. Add integrations
Replace CVP’s Java or Web Service elements with:
e HTTP Request blocks
e OAuth connections
o JSON parsing
C. Add routing
Replace ICM logic with:
e Queue to Skill
e  Queue to Agent Profile
o Conditional routing
D. Add error handling
WxCC supports:

¢ Timeout branches
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e Error branches

o Fallback prompts

Handle Data Passing Between CVP — WxCC (If Coexistence Period)
If you’re migrating in phases, you may need CVP to pass data to WxCC.
Options:

e SIP headers (most common)

e HTTP middleware

e Shared database
WxCC can read SIP headers as:

o system.call.sipHeaders["X-AccountID"]

o system.call.sipHeaders["X-MenuChoice"]

Rebuild Prompts & Audio

CVP prompt WAV files can be reused.
WxCC supports:

e« WAV

e TTS

e Prompt libraries
You’ll rebuild:

e Menus

e Error prompts

e Confirmation prompts
7. Testing & Validation
Use a structured test plan:
Functional

e Menu navigation

e Data dips

e Error handling
Routing

o Skills

e Queues

o Transfers
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Data

Variables
API responses

SIP header mapping

Experience

Prompt timing
Latency

Failover behavior

Example Migration: CVP Menu — WxCC Menu
CVP Call Studio

Menu element
Nolnput — retry
NoMatch — retry

Max attempts — agent

WxCC Flow Designer

Menu block

Configure options

Add If'block for invalid input

Add Loop for retries

Add Queue to Skill after max attempts

Pro Tip (from real migrations)

CVP flows often contain hidden logic in:

Java code

Subdialogs

ICM ECC variables

VXML (if CVP has custom coding in JSPs)

These must be explicitly documented before rebuilding in WxCC.

Testing & Validation

Use a structured test plan:

Functional

Menu navigation

Data dips
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e Error handling
Routing

o Skills

e Quecues

e Transfers

e Variables

e API responses

e SIP header mapping
Experience

e Prompt timing

o Latency

e Failover behavior

For mapping CVP Call Studio into WxCC Functions during the implementation phase, we should
recall the “Prepare” section of this document to understand the differences between the two. Below
is a guideline for helping you write the new WxCC functions while using the coding within Call
Studio.

This is where the migration work gets real. Below is a deep, structured mapping matrix that
translates Cisco Call Studio Java coding patterns into their Webex Contact Center (WxCC)
Functions equivalents.

This is written the way architects and migration teams actually use it:
o Pattern — Pattern
o What changes conceptually
e What to rewrite vs. what to eliminate

e Where Functions are required vs. where Flow Builder handles it natively

1. Core Logic Patterns
Table 26: Core Logic Patterns

Java class implementing Single  Function Replace Java
com.audium.server.voiceElement.ActionElement (JavaScript) lifecycle methods
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Java method: doAction(), doGet(), doPost()

Java exception handling (try/catch)

Java object creation (POJOs)

2. Variable Handling
Table 27: Variable Handling

Function
(async function)

try/catch
Function no

JSON objects

with a single async
function.

HTTP verbs are
abstracted;
Functions run on
demand.

handler

inside Same concept, but
custom
exception classes

needed.

WxCC Functions
are JSON-native;
no class
definitions.

session.getVariable('var")

session.setVariable("var",
value)

Map<String,
sessionData

Object>

3. REST / Web Service Calls

input.variables.var

return { varName: value }

JSON payload

Table 28: REST and Service Calling

HttpURLConnection

Apache HttpClient

XML
(DOM/SAX)

fetch()

fetch() with headers/body

parsing JSON parsing

Variables passed into the
Function.

Functions return updated
variables.

No typed maps; everything
is JSON.

Functions use modern fetch
API.

No external libraries

needed.

Most APIs return JSON;
XML requires a lightweight
parser.
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SOAP client libraries REST wrapper or SOAP not  supported

middleware directly; must wrap via API
gateway.

4. Database Access
Table 29: Database Access

DriverManager.getConnection() REST call to middleware Direct DB access is not

allowed.
PreparedStatement API request with = Move SQL logic to backend
parameters service.
ResultSet iteration JSON array iteration Functions handle JSON
responses.

5. File Handling
Table 30: File Handling

FileInputStream /" Not supported No filesystem access in

FileOutputStream Functions.

Reading config files Environment variables Config stored in WxCC
environment.

Writing logs to file External logging API Use REST to push logs to
Splunk/Elastic/etc.

6. Custom Business Logic

Table 31: Business Logic

Custom Java classes for Functions with modular JS Break logic into reusable JS

business rules helpers modules.
Static utility classes Shared Functions or inline No static classes; use JS
helpers modules.
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Java enums JS constants Replace  enums  with
constant objects.

7. Error Handling & Logging
Table 32: Error Handling & Logging

logger.info(), console.log(), Logs appear in WxCC

logger.error() console.error() monitoring.

Custom exception classes = Standard JS Error() No custom exception types
needed.

Throwing exceptions to Return error object Functions return structured

Ccvp €ITor responses.

8. Reusable Components

Table 33: Reusable Components

JAR libraries Shared Functions No JARs; reuse via
Functions library.

Java packages JS modules Organize logic into
modules.

Static helper methods Utility JS functions Same concept, different
syntax.

9. Telephony / VXML-Specific Logic
Table 34: Telephony Logic

VXML tag manipulation  Not needed WxCC abstracts VXML
entirely.
Audio element Flow Designer prompt No coding required.
manipulation blocks
Grammar loading Virtual Agent speech Speech handled by VA, not
recognition Functions.
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10. Side-by-Side Code Example

Call Studio Java Example (REST call)
Figure 18 Sample Call Studio Java code

Java (0 Copy

URL url = new URL( + customerId);
HttpURLConnection conn = (HttpURLConnection) wurl.openConnection();
conn.setRequestMethod( );

BufferedReader in = new BufferedReader(new InputStreamReader(conn.getInputSty
String inputLine;
StringBuffer content = new StringBuffer();
while ((inputLine = in.readLine()) # null) {
content.append(inputLine);

in.close();

session.setVariable( , content.toString());

Equivalent WxCC Function (JavaScript)
Figure 19 Sample WxCC JavaScript code

Javascript

exports.handler = async (input) = {
const customerId = input.variables.customerId;

const response = await fetch( https://api.example.com/customer?id=%${customg

15t data = await response.json();

return {
customerData: data

Key differences:

e No streams, buffers, or connection objects
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¢ JSON-native

¢ Variables returned instead of set on session

11. Migration Summary Table (Condensed)
Table 35: Summary Table

Classes Single Function
Methods Async handler
Exceptions JS try/catch
HttpURLConnection fetch()

JDBC REST to middleware
POJOs JSON

JARs Shared Functions
Logging console.log

Session variables input:variables / return {}

Although the above tries to detail as much as possible, it is near impossible to cover every
implementors exact code. With the above information you should have a much clearer
understanding of what needs to be done to ensure a successful migration.

Phase 7: CRM and Third-Party Integrations

Webex Contact Center (WxCC) CRM connectors are configured by installing the
CRM-specific connector (Salesforce, Dynamics 365, Zendesk, or ServiceNow), creating a
Desktop Layout JSON in WxCC, and updating Control Hub security policies so the CRM
can embed the WxCC Agent Desktop. The exact steps vary slightly by CRM, but the overall
pattern is consistent across all supported platforms.

Below is a complete, structured guide based on the authoritative Cisco documentation.

1. Supported CRM Connectors in WxCC
WxCC provides native connectors for:
o Salesforce
e Microsoft Dynamics 365
o Zendesk

e ServiceNow (via GitHub configuration files)
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Each connector embeds the WxCC Agent Desktop inside the CRM UI and enables screen-pop,
click-to-dial, and record synchronization.

2. Prerequisites (All CRMs)
Before configuring any connector, ensure:

e You have Webex Contact Center admin access (Control Hub + WxCC Management
Portal)

e You have CRM admin access (Salesforce, Dynamics, Zendesk, or ServiceNow)
e Agents can already log into the WxCC Agent Desktop

e You can modify Content Security Policy (CSP) in Control Hub to allow CRM domains
(e.g., *.dynamics.com)

3. How to Configure Each CRM Connector
Microsoft Dynamics 365 Connector (Version 2 — New)
Step 1 — Install Required Apps
1. Install Microsoft Channel Integration Framework (CIF) from AppSource
2. Install Cisco Webex Contact Center for Microsoft Dynamics from AppSource
Step 2 — Configure CIF
e Open Dynamics — Advanced Settings — Channel Integration Framework
e Create a new CIF configuration:
e Set the WxCC Desktop URL (region-specific)
o Enable for required users
Step 3 — Create Desktop Layout JSON
e Build a WxCC Desktop Layout file that defines:
o CRM screen-pop behavior
o Task pane layout
o Softphone placement
e Cisco provides templates in GitHub
Step 4 — Upload Layout to WxCC
¢ Go to WxCC Management Portal — Desktop Layouts
e Upload JSON file
Step 5 — Update Control Hub CSP
e Add *.dynamics.com to allowed domains
Step 6 — Test
e Log into Dynamics
e Confirm the WxCC softphone loads inside the CRM UI
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e Place inbound/outbound test calls
B. Salesforce Connector
Step 1 — Install Connector
o Install Cisco Webex Contact Center for Salesforce from AppExchange
Step 2 — Configure Salesforce Call Center
o Import the WxCC Call Center definition
e Assign users to the Call Center
Step 3 — Configure Softphone Layout
e Create a Softphone Layout
e Assign it to the Call Center users
Step 4 — Configure Task Layout
o Define how call records appear in Salesforce tasks
Step 5 — Create WxCC Desktop Layout
e Build JSON layout for Salesforce integration
e Upload to WxCC Management Portal
Step 6 — Test
e Log into Salesforce
e Confirm embedded softphone
e Test inbound/outbound calls
C. Zendesk Connector
Step 1 — Install App
o Install Cisco Webex Contact Center for Zendesk from the Zendesk Marketplace
Step 2 — Configure WxCC Desktop Layout
e Create a Desktop Layout JSON for Zendesk
e Upload to WxCC Management Portal
Step 3 — Configure Zendesk
e Create:
o Organization
o Customer records
e Assign agents to the connector app
Step 4 — Test
e Loginto Zendesk
o Confirm softphone loads

e Test inbound calls
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D. ServiceNow Connector
Step 1 — Download Configuration Files
e Cisco publishes ServiceNow integration files on GitHub
Step 2 — Install ServiceNow App
o Import the connector package into ServiceNow
Step 3 — Configure Desktop Layout
e Use the GitHub JSON templates
e Upload to WxCC Management Portal
Step 4 — Update CSP
e Add ServiceNow domain to Control Hub
Step 5 — Test
e Loginto ServiceNow
e Validate embedded softphone

Common Configuration Elements Across All CRMs
A. Desktop Layout JSON

Defines:
e Softphone placement
e Screen-pop rules
e Task pane behavior
e CRM-specific Ul integration
Templates available on GitHub
B. Content Security Policy
Add CRM domains:
o Salesforce: *.salesforce.com
e Dynamics: *.dynamics.com
e Zendesk: *.zendesk.com
e ServiceNow: your instance domain
C. Agent Assignment
Agents must be:
e Assigned to the CRM connector
e Assigned to the WxCC Desktop Layout
e Licensed for WxCC

Quick Comparison Table
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Table 36: Comparison Table

Salesforce AppExchange Softphone + Task Desktop Layout
Layout JSON

Dynamics 365 AppSource CIF v1/v2 Desktop Layout

JSON + CSP

Zendesk Zendesk Zendesk org + Desktop Layout
Marketplace customer setup JSON

ServiceNow GitHub package Import update set Desktop Layout
JSON

Phase 8: Analytics and Reporting
WxCC Analyzer cannot directly ingest Cisco Unified CCE CUIC data.

To use Unified CCE data inside Analyzer, you must enable Cloud Connect on the Unified CCE
side and configure Customer Journey Analyzer (the cloud analytics engine behind WxCC
Analyzer) to pull historical data from Unified CCE’s Unified Intelligence Center (CUIC). Cisco’s
documentation confirms that Analyzer mines historical data from multiple systems—including
Unified CCE—only after Cloud Connect onboarding is completed.

Below is a complete, practical guide for how to configure this integration.

How WxCC Analyzer Connects to Unified CCE CUIC (Architecture Overview)

Analyzer does not read CUIC reports directly.
Instead, the flow is:

Unified CCE — CUIC — Cloud Connect — Customer Journey Analyzer (WxCC
Analyzer)

Cloud Connect acts as the secure bridge that extracts Unified CCE historical data and loads it into
Analyzer’s Business Metrics and Customer Session Repository (CSR).

Step-by-Step Configuration Guide

1. Prerequisites
Before configuring anything:
e Unified CCE must be 12.x or later
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e CUIC must be operational and accessible
e Cloud Connect must be enabled for your Unified CCE deployment

e You must complete the Cloud Connect onboarding process (required for Analyzer
access)

e You must have admin access to:
e Unified CCE/CUIC

e Cloud Connect

e Webex Control Hub

2. Enable Cloud Connect for Unified CCE
Cloud Connect is the service that allows Unified CCE to send data to Analyzer.
Steps:

1. Log into Unified CCE Administration

2. Navigate to Cloud Connect settings

3. Register your Unified CCE deployment with Webex Cloud

4. Validate secure connectivity

5. Confirm that Business Metrics is enabled (Analyzer depends on this)

Cisco notes that Cloud Connect is required to access Analyzer and Business Metrics.

3. Configure CUIC as a Data Source for Cloud Connect

Cloud Connect needs access to CUIC’s historical data.
Steps:
1. In Cloud Connect, open Data Sources
2. Add a new Unified CCE Historical Data Source
3. Provide:
o CUIC hostname
o Port (typically 8444 for HTTPS)
o CUIC reporting credentials
4. Test the connection

Save and activate the data source

This aligns with CUIC’s documented ability to expose historical data to external systems.
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4. Select the Data Collections to Sync
Cloud Connect allows you to choose which Unified CCE datasets to send to Analyzer.
Typical collections include:

e Agent State Trace

o Skill Group Interval

e Call Type Interval

e Precision Queue Interval

e Agent Team data

e Routing data

e Call Detail Records (CDRs)

Steps:
1. In Cloud Connect — Business Metrics
2. Select Unified CCE Data Collections
3. Enable the datasets you want Analyzer to use
4. Set the sync frequency (typically 5—15 minutes)

5. Configure Data Mapping for Analyzer

Analyzer expects standardized fields (CSR, CAR, ASR, AAR).
Cloud Connect maps Unified CCE fields into these repositories.

Steps:

1. In Cloud Connect — Analyzer Mapping

2. Review:
o Customer Session Repository (CSR)
o Customer Activity Repository (CAR)
o Agent State Repository (ASR)
o Agent Activity Repository (AAR)

3. Confirm that Unified CCE fields map correctly to Analyzer’s schema

Analyzer documentation lists the record types and fields it expects.
6. Validate Data Flow into Analyzer
Once Cloud Connect is syncing:
In Analyzer:
1. Open Business Metrics
2. Check for:
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o Unified CCE queues
o Unified CCE agents
o Unified CCE call types
3. Run a Historical Report
4. Validate:
o Interval data
e Agent state data
e Queue performance
o Call counts
Analyzer supports:
o Historical reports
e Real-time reports

e Transition reports (useful during migration)

7. Build Dashboards Using Unified CCE Data
Now that Unified CCE data is flowing into Analyzer, you can build dashboards.
Examples:
e Agent performance dashboards
e Queue/skill group dashboards
o Call type performance
e Migration comparison dashboards (Unified CCE vs WxCC)
Analyzer supports:
e Custom formulas
e Enhanced fields

e Drill-downs
e Scheduled reports

Important Notes & Limitations
Analyzer does not read CUIC reports directly
It only consumes raw historical data via Cloud Connect.

Real-time Unified CCE data is not supported

Analyzer is historical + near-real-time only.
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CUIC user integration is separate

CUIC’s user sync features (supervisor roles, value lists) do not apply to Analyzer.

Summary Table
Table 37: Summary Table

CUIC Provides Unified CCE
historical data

Cloud Connect Secure bridge to Analyzer
Analyzer Visualization &
dashboards

Table 38: Side-by-Side KPI Comparison: Unified CCE vs WxCC

Queue / Routing KPIs

Offered Calls Call Type Offered  Queue Offered Same concept;
naming differs

Handled Calls Call Type Handled = Queue Handled WxCC includes
digital channels

Abandoned Calls  Call Type Queue Abandons WxCC can filter

Abandons short abandons

Abandon Rate Abandons / Offered = Abandons / Offered = Equivalent

Service Level SL (configurable) SL (configurable) WxCC supports
per-queue SL
targets

ASA (Avg Speed of ASA ASA Same metric

Answer)

Queue Time Queue Time Time in Queue Equivalent

Requeues /| Call Type Requeries = Queue Requeues WxCC  simplifies

Reflows requeue logic

Routing Path ICM Node Path Flow Designer Path  WxCC exposes
flow path in
Analyzer
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3. Agent Performance KPIs
Table 39: Performance KPIs

Agent State Ready / Not Ready /
Talking / Wrap

Reason Codes Not Ready Reason
Codes

AHT (Avg Handle Talk + Hold + Wrap

Time)

Talk Time Agent Talk Time

Hold Time Hold Time

Wrap Time After Call Work

Occupancy (Talk + Hold +
Wrap) / Logged-in
Time

Login Time Agent Login
Duration

Agent-Initiated
Transfers

Agent Transfers

4. Call Detail KPIs
Table 40: Call Detail KPIs

Ready / Not Ready /
Talking / Wrap

Not Ready Reason
Codes

Talk + Hold + Wrap
Agent Talk Time
Hold Time

After Call Work
Same

Agent Login
Duration

Agent Transfers

Nearly identical

WxCC supports
custom codes

Same formula

Equivalent
Equivalent
Equivalent

Same metric

Equivalent

WxCC tracks
consult vs blind

Call Duration Total Call Duration | Total Call Duration

IVR Time CVP Time in IVR Time in Flow

Call Result Handled /| Handled
Abandoned / Short / Abandoned / Short /
Error Error

Same

WxCC
flow-level timing

EXposes

/ Equivalent
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[ ] e N e [ ]
[ ] N [ ]
[ ]
[ ]
Transfer Count Transfer Count Transfer Count Same
Call Direction Inbound / Outbound = Inbound / Outbound = Same
DNIS / Dialed Dialed Number Entry Point Equivalent concept
Number

5. SKkill/ Queue / Team KPIs
Table 41: Skill, Queue and Team KPIs

Skill Group Skill Group Interval Queue Interval WxCC uses queue-
Metrics centric model
Precision Queue PQ Interval Queue Interval PQ logic replaced
Metrics by WxCC routing
Team Metrics Agent Team Agent Team Equivalent

Interval Interval
Longest Available LAA LAA Same concept
Agent
Queue Depth Calls in Queue Calls in Queue Same

6. Digital & Omnichannel KPIs
(WxCC-only — Unified CCE does not natively support digital channels)
Table 42: Digital and Omnichannel KPIs

Digital N/A Offered / Handled /  WxCC supports
Interactions Abandoned email, chat, social
Digital SLA N/A Channel-specific

SL
Agent Digital Time N/A Digital ~ Handling

Time

7. System & Operational KPIs
Migration-Focused KPI Mapping (Quick Reference)
Table 43: Migration Focused KPI Mappings
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-l N n e e e G e [
[ ] [ D [
[ ] | [
[
[
Volume Offered Offered
Performance Handled, Abandoned, SL, Same
ASA
Agent AHT, Talk, Wrap, Same
Occupancy
Routing Requeries Requeues
IVR CVP Time Flow Time
Transfers Transfer Count Transfer Count

Phase 9: Testing and Validation

Purpose

Ensure that all call flows, routing logic, integrations, agent tools, reporting, and operational processes
function correctly in WxCC before cutover from Unified CCE. This Testing and Validation section
follows the Prepare and Planning section of this document that therefor much learned in those sections
will provide guidance here.

Scope
This plan covers:
e IVR/Flow Designer logic
e Routing & queueing
e Agent Desktop & CRM integrations
e Telephony & SIP trunking
e Reporting (Analyzer vs CUIC)
o Data integrations (CRM, WFM, WFO, APlIs)
o Failover & resilience
e User acceptance testing (UAT)

e Cutover readiness

1. Test Planning & Preparation

1.1 Requirements Alignment
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Document all Unified CCE call types, skill groups, PQs, and CVP applications
Map each to WxCC Entry Points, Queues, and Flows

Identify dependencies:

CRM

WFM/WFO

SSO

Telephony

APIs

Reporting

1.2 Test Environment Setup

WxCC tenant configured (flows, queues, skills, agents)

CRM connector installed (Salesforce, Dynamics, Zendesk, etc.)
Telephony routing configured (SIP trunks, PSTN, CUBE)

Test accounts created (agents, supervisors, admins)

Test data prepared (customer records, ANI/DNIS, CRM cases)

1.3 Test Data Strategy

Use real DNIS numbers mapped to test Entry Points
Use synthetic ANIs for traceability

Prepare CRM records for screen-pop validation

2. Functional Testing
2.1 Flow Designer / IVR Testing

Validate each migrated CVP flow:

2.2 Routing & Queueing

Skill-based routing
Agent profile routing
Longest available agent
Overflow routing
Requeue logic

Priority routing
Callback (if enabled)

2.3 Agent Desktop Testing

Login/Logout

Page 102



o State changes + reason codes
e Inbound call handling
e Outbound dialing
e Consult, conference, blind transfer
e Wrap-up codes
e Multi-channel (email, chat, social)
e Screen-pop behavior
2.4 CRM Integration Testing
e Screen-pop accuracy
o Case/ticket creation
o Activity logging
e Click-to-dial

e Data synchronization

3. Telephony & Infrastructure Testing
3.1 PSTN & SIP Trunk Validation

e Inbound call delivery
e Outbound call routing
e Codec negotiation
e SIP header passing (if used for data migration)
e CUBE configuration validation
3.2 Network & QoS
o Latency
o Jitter
o Packet loss
e Bandwidth validation
e VPN vs non-VPN agent testing
3.3 Endpoint Testing
e Hard phones (if used)
e Softphones
e Browser compatibility (Chrome, Edge)

4. Reporting & Analytics Validation
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4.1 KPI Alignment (Unified CCE — WxCC)

Validate that key metrics match expected values:

e Offered

e Handled

e Abandoned
e ASA

e AHT

o Agent states

e Queue performance

e Transfers

e  Wrap time
4.2 Analyzer Dashboard Validation

e Qucue dashboards

e Agent dashboards

e Historical reports

e Near-real-time views

e Custom formulas
4.3 Cross-Platform Comparison
Run parallel reporting for:

e Unified CCE (CUIC)

e  WxCC (Analyzer)
Compare:

o Call counts

o Agent states

e Queue metrics

e SL performance

5. Integration Testing
5.1 APIs

e Customer lookup
e (ase creation

e Data enrichment
e Webhooks
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5.2 WFM/WFO
e Agent state sync
e Schedule adherence
e Recording validation
5.3 External Systems
o Payment gateways
o Knowledge bases

e Authentication systems

6. Failover & Resilience Testing
6.1 Network Failover

e Agent disconnect/reconnect
e Browser crash recovery
o ISP failover
6.2 Telephony Failover
e PSTN reroute
e CUBE failover
6.3 Platform Failover

e Validate cloud resilience (WxCC auto-failover)

7. User Acceptance Testing (UAT)
7.1 UAT Participants

e Supervisors

o Agents

e QA team

o Business owners
7.2 UAT Scenarios

e End-to-end customer journeys
o Agent workflows
e Supervisor dashboards
e Reporting workflows
7.3 UAT Sign-Off
e Defect tracking
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e Acceptance criteria

e Go/no-go decision

8. Cutover Readiness & Go-Live Validation
8.1 Cutover Checklist

e All flows published

o All agents licensed and assigned

Telephony routing switched

e CRM connector active

Reporting validated
e Support war room staffed
8.2 Go-Live Monitoring

e Real-time queue monitoring

Agent state monitoring

Error logs

API performance

Telephony quality
8.3 Hypercare (First 2 Weeks)
e Daily KPI review
o Rapid defect resolution
e Supervisor feedback loop

o Stabilization plan

9. Deliverables
e Testplan

o Test cases

e Defect log

e KPI comparison report
o UAT sign-off

e Cutover checklist

o Post-migration stabilization report
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Operate/Optimize
PSTN Migration to Cloud

Once all contact center workloads have been migrated to WxCC, PSTN migration from on-
premises to cloud-based can be considered for WxCC voice channels. For more details on
migrating the PSTN to cloud, refer to the Transitioning from Unified CM to Webex Calling
Deployment Guide.

OPERATE — What “Operate” Means in a Webex Contact Center + On-Prem CUCM Hybrid

Once Unified CCE is retired, the hybrid boundary becomes cloud routing + on-prem call control.
Operate focuses on ensuring that the cloud and on-prem components work together seamlessly.

ECE Migration to Webex Connect

If you still have email and web chat channels on Enterprise Chat and Email (ECE), consider
moving them to Webex Connect. This may require updating your web page to include only the
Webex Connect widget and moving your email aliases to Webex Connect by repeating the steps
described in the "Design" section.

1. Cloud—Premises Call Path Stability
Your primary operational responsibility becomes the voice path:

Webex Contact Center (Cloud)

e Entry points

e Flows

e Queues

e Routing logic

e Cloud PSTN or CCPP trunks

o Agent desktop performance

e Analytics and real-time dashboards
CUCM (On-Prem)

e Agent device registration

e SIP trunk health (CUCM «> Webex CC)

e Codec negotiation

e Local gateways

e QoS and LAN/WAN performance
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Operate Goal:
Ensure that cloud-routed calls consistently reach on-prem agents with high quality and low latency.

2. Monitoring Across the Cloud—Premises Boundary
Operate requires dual-layer observability:

Cloud Monitoring (Webex Control Hub)

Flow execution failures
Queue performance
Agent state anomalies
Cloud PSTN call quality

Desktop/browser performance

On-Prem Monitoring (CUCM + Network)

SIP trunk status

Agent phone registration
Local gateway utilization
QoS markings and packet loss
LAN/WAN jitter and latency

This is where you build cross-domain dashboards so Tier 1 can quickly isolate whether an issue
is cloud-side or CUCM-side.

3. Incident Response & Troubleshooting
Hybrid introduces a predictable set of failure domains:

Cloud flow executes, but CUCM rejects the call

Agent phone unregistered — cloud sees “agent unavailable”
Codec mismatch between cloud and CUCM

Local gateway congestion causing poor MOS

Browser/desktop issues affecting Webex CC agent Ul

Operate requires:

Clear runbooks
Defined escalation paths
Known-good baselines for SIP trunks and QoS

A shared troubleshooting matrix for cloud vs CUCM issues

4. Configuration Governance
Even without Unified CCE, configuration drift is still a risk.
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Operate includes:

e Version control for Webex flows

e Change management for CUCM dial plan and SIP trunks

e Regular audits of:

e Agent profiles

e DN assignments

e Queue/skill mappings

e Codec and region settings

This ensures the hybrid boundary remains stable as the environment evolves.
SLA, QoS, and Call Quality Management

Operate ensures:

e MOS scores remain within acceptable thresholds

e  WAN links are sized for agent traffic

e QoS markings are preserved end-to-end

e Cloud PSTN or CCPP trunks remain healthy

e Agent endpoints maintain consistent registration

This is where Control Hub analytics and CUCM RTMT complement each other.

OPTIMIZE — How Optimization Works After Unified CCE Is Gone

Optimize becomes the engine for continuous improvement, cost reduction, and
modernization.

1. Flow Optimization Using Cloud Analytics
Webex Contact Center gives you:

e Flow analytics

e Entry point performance
e Queue wait time patterns
e Abandonment trends

e Al-driven insights
Optimize uses this data to:

e Simplify flows

e Reduce IVR steps
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