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The audience for this document is Extreme Engineering Solutions (X-ES) manufacturing line operators. 
This document describes the process for installing Cisco IOS on the X-ES XPedite5205 router.

 • Pre-installation Requirements, page 1

 • Hardware Changes, page 1

 • Network Layout, page 2

 • Loading and Verifying the XPedite5205, page 3

 • Troubleshooting, page 15

Pre-installation Requirements
Before attempting to install Cisco IOS on the XPedite5205 verify that you have the following readily 
available:

 • XPedite5205 which has passed all tests as outlined in XPedite5205 Acceptance Test Procedure 
(ATP) 100

 • Two jumpers to use on J3710 (Boot Device Select) and J3720 (Non-Volatile Memory Write Enable)

 • Network connectivity access to the Cisco IOS and ROMMON images and support files (Figure 1)

 • Web browser with priv algorithm web page accessible

 • Console client program such as Tera Term and appropriate serial cable

 • TFTP server with the following files:

 – keys.bin. The actual name of the keys.bin file may be different.

 – Primary ROMMON, e.g., C5930_RM.bin.SPA

 – Alternate ROMMON, e.g., C5930_RM_ALT.srec.SPA

 – Cisco IOS, e.g., c5930-adventerprisek9-mz.SPA

Hardware Changes
Install Cisco ACT1 chip according to XPedite5205 ECO #4.
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Network Layout
Figure 1 shows a network layout with IP address examples. The IP address are used in the procedural 
steps for installing the XPedite5205.

Figure 1 Network Layout

Figure 2 shows Ethernet and serial port connectors on the test harness.

Figure 2 Ethernet and Serial Port Connections
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Loading and Verifying the XPedite5205
Perform the following procedure to load and verify the Cisco IOS installation on the XPedite5205:

1. Preparing for Installation, page 3

2. Loading Image Signing Keys, page 3

3. Loading Primary ROMMON, page 4

4. Booting Primary ROMMON, page 5

5. Programming the Cookie, page 6

6. Loading Alternate ROMMON, page 8

7. Loading Cisco IOS, page 9

8. Starting and Verifying Cisco IOS, page 11

Preparing for Installation
Before you can install the image signing keys and ROMMON onto the XPedite5205, you must identify 
the MAC address for the unit, set the IP address network mask for the board and the IP address for the 
TFTP server.

Perform this procedure to install the primary ROMMON image on the XPedite5205 using U-Boot.

Step 1 Place a jumper on J3720 for Flash writing. 

Step 2 Verify that there is no jumper on J3710.

Step 3 Set the serial speed to 115200, N, 8, 1 using Tera Term. 

Step 4 Boot to U-Boot prompt out of NOR Flash 0.

Note U-Boot is already installed on the XPedite5205 following the initial build.

Step 5 Enter the printenv command to display the MAC address. 

You will use the MAC address later in the process for cookie programming.

=> printenv ethaddr
ethaddr=00-17-3C-01-B1-E8

Step 6 Enter the setenv command to configure the IP address and network mask for the UUT.

=> setenv ipaddr 172.18.153.10
=> setenv netmask 255.255.255.0

Step 7 Enter the setenv command to configure the IP address of the TFTP server.

=> setenv serverip 172.18.153.1

Loading Image Signing Keys
Perform the following procedure to load the image signing keys into NOR Flash:

Step 1 Enter the tftp command to copy the keys.bin file to memory.

=> tftp 10000 keys.bin
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Speed: 100, full duplex
Using eTSEC1 device
TFTP from server 172.18.153.1; our IP address is 172.18.153.10
Filename 'keys.bin'
Load address: 0x10000
Loading: *#
done
Bytes transferred = 1120 (460 hex)

Step 2 Prepare NOR Flash for writing.

=> protect off f7e20000 f7e9ffff
Un-Protected 4 sectors
=> erase f7e20000 f7e9ffff
.... done
Erased 4 sectors

Step 3 Enter the cp.b command for both primary and secondary key storage to write to NOR Flash.

=> cp.b 10000 f7e20000 460
Copy to Flash... done
=> cp.b 10000 f7e60000 460
Copy to Flash... done

Step 4 Clean up the NOR Flash from write.

=> protect on f7e20000 f7e9ffff
Protected 4 sectors

Loading Primary ROMMON
Perform the following procedure to load the primary ROMMON image into NOR Flash:

Step 1 Enter the tftp command to copy the primary ROMMON file into NOR Flash memory.

=> tftp 10000 C5930_RM.bin.SPA
Speed: 100, full duplex
Using eTSEC1 device
TFTP from server 172.18.153.1; our IP address is 172.18.153.10
Filename 'C5930_RM.bin.SPA'
Load address: 0x10000
Loading: *####################################
done
Bytes transferred = 524288 (80000 hex)

Step 2 Prepare NOR Flash for writing.

=> protect off f7f80000 f7ffffff
Un-Protected 4 sectors
=> erase f7f80000 f7ffffff
.... done
Erased 4 sectors

Step 3 Enter the cp.b command to write the primary ROMMON to NOR Flash.

=> cp.b 10000 f7f80000 80000
Copy to Flash... done

Step 4 Clean up the NOR Flash from the write.

=> protect on f7f80000 f7ffffff
Protected 4 sectors
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Booting Primary ROMMON
Perform the following procedure to install the alternate ROMMON image on the XPedite5205 using the 
newly installed primary ROMMON, and to program the base MAC address and number of interfaces into 
the Cisco ACT1 chip for later use by ROMMON and Cisco IOS.

Step 1 Power down the XPedite5205.

Step 2 Install a jumper on J3710 to boot from NOR Flash 1.

Step 3 Set the serial speed to 9600,N,8,1 using Tera Term for the primary ROMMON.

Step 4 Power on the XPedite5205 to boot to the ROMMON. 

Note This takes several minutes.

The following example is similar to actual output.
System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 103], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.
Primary ROM: RSA Signature Verification Passed
WARNING: Monitor nvram area is corrupt ... using default values
 
c5930 platform with 1048576 Kbytes of main memory
flashfs[0]: Checking block 0...bad block number (28850)
flashfs[0]: erasing block 0...done.
flashfs[0]: Checking block 1...bad block number (-10029)
flashfs[0]: erasing block 1...done.
flashfs[0]: Checking block 2...bad block number (13696)
flashfs[0]: erasing block 2...done.
flashfs[0]: Checking block 3...bad block number (-32003)
…<output truncated>
flashfs[0]: Checking block 1001...bad block number (-1)
flashfs[0]: erasing block 1001...done.
No bootable image file: flash:/
Unable to open boot file[]
rebooting...
System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 103], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.
Primary ROM: RSA Signature Verification Passed

c5930 platform with 1048576 Kbytes of main memory
No bootable image file: flash:/
Unable to open boot file[]
rebooting...

System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 103], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.

Primary ROM: RSA Signature Verification Passed
 
c5930 platform with 1048576 Kbytes of main memory
rommon 1 >

Step 5 Go to the X-ES database and log that primary ROMMON is loaded. 

Log to X-ES database: "Firmware XES – Programmed Cisco Primary ROMMON"
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Programming the Cookie
Perform the following procedure to program the cookie.

Step 1 Enter the cookie command at the ROMMON prompt to display cookie information for the ACT1 chip.

rommon 1 > cookie
cookie:
04 ff cb 8c 43 49 53 43 4f 35 39 33 30 2d 4b 39
89 56 30 31 20 c1 8b 58 45 53 31 36 32 38 30 30
30 36 09 e4 40 0b 45 d9 03 40 c1 cb ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff
rommon 2 >

Step 2 Cut and paste the hex cookie contents into the web page to calculate the priv mode password. 

Step 3 Copy the resulting password to your computer’s clipboard.

Step 4 Enter the priv command to set the password.

rommon 2 > priv
Password: <enter password from the web page>

Note See Step 2 in the section Programming the Cookie, page 6.

You now have access to the full set of monitor commands.
Warning: some commands will allow you to destroy your
configuration and/or system images and could render
the machine unbootable.

Step 5 Enter the cookie command to set the base mac address and mac address block size. Use only hex 
characters with spaces between bytes.

Note You need to press the Enter key to pass over fields that you are not be changing to arrive at the 
mac address fields.

Caution Changing the value of other fields may corrupt the cookie and not allow Cisco IOS to boot properly later 
in the process. The XPedite5205 will still boot to Cisco ROMMON allowing you to repeat the process.

Caution The cookie command is the only valid command. Not only are other commands not supported, but 
entering an alternate command may damage the XPedite5205 board.

rommon 3 > cookie
View/alter bytes of serial cookie by field --
Input hex byte(s) or: CR -> skip field; ? -> list values
byte  0x00       - eeprom version (0x04): 04
                                        > 
byte  0x01       - compatibility byte (0xff): ff
                                            > 
bytes 0x02       - Product Identifier PID - Type (0xcb): cb
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                                                       > 
bytes 0x03       - Product Identifier PID - Length (0x8c): 8c
                                                         > 
bytes 0x04-0x0f  - Product Identifier PID: 43 49 53 43 4f 35 39 33 30 2d 4b 39
                                         > 
bytes 0x10       - Version Identifier VID - Type (0x89): 89
                                                       > 
bytes 0x11-0x14  - Version Identifier VID: 56 30 31 20
                                         > 
bytes 0x15       - pcb serial number - type (0xc1): c1
                                                  > 
bytes 0x16       - pcb serial number - length (0x8b): 8b
                                                    > 
bytes 0x17-0x21  - pcb serial number: 58 45 53 31 36 32 38 30 30 30 36
                                    > 
bytes 0x22       - processor type - type (0x09): 09
                                               > 
bytes 0x23       - processor type - (0xe4): e4
                                          > 
byte  0x24       - controller type - type (0x40): 40
                                                > 
byte  0x25       - controller type - high byte: 0b
                                              > 
byte  0x26       - controller type - low byte: 45
                                             > 
bytes 0x27       - digital signature list - type (0xd9): d9
                                                       > 
bytes 0x28       - digital signature list - length (0x03): 03
                                                         > 
bytes 0x29-0x2b  - digital signature list: 40 c1 cb
                                         > 
bytes 0x2c       - mac address - type (0xc3): ff
                     > c3
bytes 0x2d       - mac address - length (0x06): ff
                                         > 06
bytes 0x2e-0x33  - mac address (b0,b1 = 0): ff ff ff ff ff ff
                                          > 00 17 3c 01 b1 e8
bytes 0x34       - mac address block size - type (0x43): ff
                                        > 43
bytes 0x35-0x36  - mac address block size: ff ff
                                     > 00 04
bytes 0x37-0x7F: ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff 
ff...
rommon 4 >

Step 6 Change the mac address values to the ones shown opposite the arrows in the previous step. The same 
values are also listed in Table 1. 

Step 7 Enter the cookie command at the ROMMON prompt to verify the cookie information is correct.

rommon 4 > cookie

Table 1 MAC Addresses Information

Entry Value

bytes 0x2c - mac address - type (0xc3): c3

bytes 0x2d - mac address - length (0x06): 06

bytes 0x2e-0x33 - mac address (b0,b1 = 0): 00 17 3c 01 b1 e8

bytes 0x34 - mac address block size - type (0x43): 43

bytes 0x35-0x36 - mac address block size: 00 04
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Step 8 If you made a mistake entering the values, enter the cookie command again before rebooting the 
ROMMON.

Step 9 Enter the reset command to reboot the ROMMON.

rommon 5 > reset 

Step 10 Go to the X-ES database and log that MAC is programmed into the Cisco ACT1 chip.

Log to X-ES database: "Firmware XES - Programmed MAC info in Cisco ACT1 chip"

Loading Alternate ROMMON
Perform the following procedure to load the alternate ROMMON image into NOR Flash. Table 2 lists 
the ROMMON commands. 

Table 3 lists the environment variables used in this and other procedures.

Step 1 Enter the IP_ADDRESS and IP_SUBNET_MASK environment variables to configure the IP addresses 
and the subnet mask for the XPedite5205.

rommon 3 > IP_ADDRESS=172.18.153.10
rommon 4 > IP_SUBNET_MASK=255.255.255.0

Step 2 Enter the DEFAULT_GATEWAY and TFTP_SERVER environment variables to configure the default 
gateway for the UUT and TFTP server IP addresses.

rommon 5 > DEFAULT_GATEWAY=172.18.153.1
rommon 6 > TFTP_SERVER=172.18.153.1

Step 3 Enter the TFTP_FILE environment variable to load the alternate ROMMON to the XPedite5205.

rommon 7 > TFTP_FILE=C5930_RM_ALT.srec.SPA

Table 2 ROMMON Commands

Command Description

set Displays all variables

sync Writes variables to non-volatile storage

tftpdnld -u Downloads the image as specified by the preceding variables and copy the 
image to Flash

Table 3 Environment Variables  

Environment Variable Description

DEFAULT_GATEWAY Configures the IP address of the default IP gateway 

IP_ADDRESS Configures the IP address of the Unit Under Test (UUT)

IP_SUBNET_MASK Configures the netmask for the subnet to which the UUT is connected

TFTP_FILE Configures the name of the alternate ROMMON file

TFTP_SERVER Configures the TFTP server IP address for the location of the stored Cisco 
images
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Step 4 Enter the sync command to write the variables entered in Steps 1, 2 and 3 to non-volatile memory.

rommon 8 > sync

Step 5 Enter the tftpdnld -u command to copy and load the ROMMON. 

After copying the alternate ROMMON to NOR Flash memory, ROMMON automatically reboots.

rommon 9 > tftpdnld -u
          IP_ADDRESS: 172.18.153.10
      IP_SUBNET_MASK: 255.255.255.0
     DEFAULT_GATEWAY: 172.18.153.1
         TFTP_SERVER: 172.18.153.1
           TFTP_FILE: C5930_RM_ALT.srec.SPA
Waiting for auto-negotiation to finish...
 ether speed 100M
 ether full duplex
,
Receiving C5930_RM_ALT.srec.SPA from 172.18.153.1 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
File reception completed.
Copying file C5930_RM_ALT.srec.SPA to flash.
Erasing flash .Programming flash .00000101
Alternate ROM: RSA Signature Verification Passed
.00000100
Rebooting.

Note Download takes about 30 seconds at 100Mbps. 

System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 104], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.
Alternate ROM: RSA Signature Verification Passed
c5930 platform with 1048576 Kbytes of main memory
No bootable image file: flash:/
Unable to open boot file[]
rebooting...
System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 104], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.
Alternate ROM: RSA Signature Verification Passed
c5930 platform with 1048576 Kbytes of main memory
No bootable image file: flash:/
Unable to open boot file[]
rebooting...
System Bootstrap, Version 12.4(20120322:171658) [smith-alpha_rel_1 104], DEVELOPMENT 
SOFTWARE
Copyright (c) 1994-2012 by cisco Systems, Inc.
Alternate ROM: RSA Signature Verification Passed
c5930 platform with 1048576 Kbytes of main memory

Loading Cisco IOS
Perform the following procedure to load Cisco IOS onto the XPedite5205, using the alternate 
ROMMON:

Step 1 Select the TFTP_FILE environment variable, using the complete file name of the Cisco IOS image, to 
load Cisco IOS to the XPedite5205.

rommon 1 > TFTP_FILE=c5930-adventerprisek9-mz.SPA
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Step 2 Enter the sync command to write variable to non-volatile memory.

rommon 2 > sync

Step 3 Enter the tftpdnld command to copy and load ROMMON.

rommon 3 > tftpdnld
          IP_ADDRESS: 172.18.153.10
      IP_SUBNET_MASK: 255.255.255.0
     DEFAULT_GATEWAY: 172.18.153.1
         TFTP_SERVER: 172.18.153.1
           TFTP_FILE: c5930-adventerprisek9-mz.SPA

Step 4 Press the y key and then the Enter key to start the download.

Note Several minutes are required to download the Cisco IOS image into NOR Flash.

Do you wish to continue? y/n: [n]: y
Waiting for auto-negotiation to finish...
 ether speed 100M
 ether full duplex
,
[Fri Mar 30 13:59:09.993 2012] Receiving c5930-adventerprisek9-mz.SPA from 
172.18.153.1 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

File reception completed.

c5930-adventerprisek9-mz.SPA: Digitally Signed Development Software with key version A
Writing flash:/ c5930-adventerprisek9-mz.SPA 
Write operation will take approximately 472 seconds
rommon 4 > 

Step 5 Go to the X-ES database and log that the alternate ROMMON is loaded and verified.

Log to X-ES database: "Firmware XES - Programmed ALT ROMMON and verified operation"
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Starting and Verifying Cisco IOS
Perform the following procedure to start Cisco IOS, and verify that the Cisco IOS file is running:

Step 1 Enter the boot command at the ROMMON prompt. 

rommon 1 > boot 

Step 2 In the resulting output, verify the image name is correct, e.g., c5930-adventerprisek9-mz.SPA.

Step 3 If correct, then log to the X-ES database.

Log to X-ES database: "Firmware XES - Programmed Cisco IOS image and verified image 
signing keys"

Step 4 Verify the "Processor Board ID", e.g., XES16280006. 

This is the serial number burned into the Cisco ACT1 chip. X-ES keeps a database of ACT1 chip serial 
numbers related to XPedite5205 serial numbers.

Booting flash:/ c5930-adventerprisek9-mz.SPA
flash:/ c5930-adventerprisek9-mz.SPA: Digitally Signed Development Software with key 
version A
Self decompressing the image: 
######################################################################################
######################################################################################
############################################## [OK]

               Restricted Rights Legend

 Use, duplication, or disclosure by the Government is
 subject to restrictions as set forth in subparagraph
 (c) of the Commercial Computer Software - Restricted
 Rights clause at FAR sec. 52.227-19 and subparagraph
 (c) (1) (ii) of the Rights in Technical Data and Computer
 Software clause at DFARS sec. 252.227-7013.
 
            Cisco Systems, Inc.
            170 West Tasman Drive
            San Jose, California 95134-1706
 
 Cisco IOS Software, C5930 Software (C5930-ADVENTERPRISEK9-M), Experimental Version 
15.2(20120322:193900) [smith-alpha_rel_1 113

 Copyright (c) 1986-2012 by Cisco Systems, Inc.
 Compiled Fri 23-Mar-12 09:00 by smith
 
 hw_version is X-ES 5205, 1024 sectors, 128M flash used.
 Initializing flashfs...
 flashfs[6]: 1 files, 1 directories
 flashfs[6]: 0 orphaned files, 0 orphaned directories
 flashfs[6]: Total bytes: 129153024
 flashfs[6]: Bytes used: 41187328
 flashfs[6]: Bytes available: 87965696
 flashfs[6]: flashfs fsck took 4 seconds.
 flashfs[6]: Initialization complete.
 This product contains cryptographic features and is subject to United
 States and local country laws governing import, export, transfer and Installed image 
archive use. Delivery of Cisco cryptographic products does not imply

 third-party authority to import, export, distribute or use encryption.
 Importers, exporters, distributors and users are responsible for
 compliance with U.S. and local country laws. By using this product you
 agree to comply with applicable laws and regulations. If you are unable
 to comply with U.S. and local laws, return this product immediately.
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 A summary of U.S. laws governing Cisco cryptographic products may be found at:
 http://www.cisco.com/wwl/export/crypto/tool/stqrg.html
 
 If you require further assistance please contact us by sending email to
 export@cisco.com.
 
 Cisco C5930 (MPC8500) processor (revision 0x05) with 891904K/156672K bytes of memory.
 Processor board ID XES16280006
 
 4 Gigabit Ethernet interfaces
 131070K bytes of processor board system flash (AMD S29GL01GS)

          --- System Configuration Dialog ---

Step 5 Enter no and press the Enter key when asked if you want to enter the initial configuration dialog. 

 Would you like to enter the initial configuration dialog? [yes/no]: no
 !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
 !!By default, the following "voice service voip"         !!
 !!sub-command is enabled:                                !!
 !!   ip address trusted authenticate                     !!
 !!                                                       !!
 !!The command enables the ip address authentication      !!
 !!on incoming H.323 or SIP trunk calls for toll fraud    !!
 !!prevention supports.                                   !!
 !!                                                       !!
 !!Please use "show ip address trusted list" command      !!
 !!to display a list of valid ip addresses for incoming   !!
 !!H.323 or SIP trunk calls.                              !!
 !!                                                       !!
 !!Additional valid ip addresses can be added via the     !!
 !!following command line:                                !!
 !!  voice service voip                                   !!
 !!   ip address trusted list                             !!
 !!    ipv4 <ipv4-address> [<ipv4 network-mask>]          !!
 !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

Step 6  Press Return.

*Dec  2 10:23:44.027: %IFMGR-7-NO_IFINDEX_FILE: Unable to open nvram:/ifIndex-table No 
such file or directory
*Dec  2 10:23:44.395: %VPN_HW-6-INFO_LOC: Crypto engine: onboard 0  State changed to: 
Initialized 
*Dec  2 10:23:44.651: %VPN_HW-6-INFO_LOC: Crypto engine: onboard 0  State changed to: 
Enabled 
*Dec  2 10:23:45.619: %LINEPROTO-5-UPDOWN: Line protocol on Interface LI-Null0, 
changed state to up
*Dec  2 10:23:45.619: %LINEPROTO-5-UPDOWN: Line protocol on Interface VoIP-Null0, 
changed state to up
*Dec  2 10:23:46.619: %LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to 
up
*Dec  2 10:23:46.619: %LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to 
up
*Dec  2 10:23:46.619: %LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to 
up
*Dec  2 10:23:46.619: %LINK-3-UPDOWN: Interface GigabitEthernet0/3, changed state to 
up
*Dec  2 10:23:47.807: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/0, changed state to up
*Dec  2 10:23:47.807: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/1, changed state to up
*Dec  2 10:23:47.807: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/2, changed state to up
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*Dec  2 10:23:47.807: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/3, changed state to up
*Dec  2 10:23:47.815: IOS-WAAS(waas_dma_get_mem) (PRO): Dimm0: 0MB, Total Size: 0MB

*Dec  2 10:23:47.815: IOS-WAAS(waas_dma_get_mem) (PRO): Dimm1: 0MB, Total Size: 0MB

*Dec  2 10:23:55.295: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/1, changed state to down
*Dec  2 10:23:55.627: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/2, changed state to down
*Dec  2 10:23:55.627: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/3, changed state to down
*Dec  2 10:23:56.275: %LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to 
down
*Dec  2 10:23:56.503: %LINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to 
down
*Dec  2 10:23:56.503: %LINK-3-UPDOWN: Interface GigabitEthernet0/3, changed state to 
down
*Dec  2 10:25:00.947: %IP-5-WEBINST_KILL: Terminating DNS process
*Dec  2 10:25:02.879: %LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to 
administratively down
*Dec  2 10:25:02.899: %LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to 
administratively down
*Dec  2 10:25:02.915: %LINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to 
administratively down
*Dec  2 10:25:02.931: %LINK-5-CHANGED: Interface GigabitEthernet0/3, changed state to 
administratively down
*Dec  2 10:25:03.123: %SYS-5-RESTART: System restarted --
Cisco IOS Software, C5930 Software (C5930-ADVENTERPRISEK9-M), Experimental Version 
15.2(20120322:193900) [smith-alpha_rel_1 113]
Copyright (c) 1986-2012 by Cisco Systems, Inc.
Compiled Fri 23-Mar-12 09:00 by smith
*Dec  2 10:25:03.123: %SNMP-5-COLDSTART: SNMP agent on host Router is undergoing a 
cold start
*Dec  2 10:25:03.167: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is OFF
*Dec  2 10:25:03.167: %CRYPTO-6-GDOI_ON_OFF: GDOI is OFF
*Dec  2 10:25:03.879: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
GigabitEthernet0/0, changed state to down
Router#

Step 7 Configure the Gigabit Ethernet 0/0 interface to confirm the Cisco IOS installation.

Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

a. Enter the interface command to configure the Gigabit Ethernet interface 0/0.

Router(config)#interface GigabitEthernet 0/0

b. Enter the ip address command to configure the UUT IP address and subnet mask.

Router(config-if)#ip address 172.18.153.10 255.255.255.0

c. Enter the no shutdown command to bring the interface administratively up.

Router(config-if)#no shutdown

d. Enter the exit command.

Router(config-if)# exit
Router#
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Step 8 Run the following tests: 

a. Enter the ping command to verify that you can ping the TFTP server.

Router#ping 172.18.153.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.18.153.1, timeout is 2 seconds:
.!!!!
Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/4 ms
Router#

b. Enter the dir command to verify that c5930-adventerprisek9-mz.SPA is loaded on Flash.

Router#dir flash
Directory of flash:/

    2  -rwx    41181872   --- -- ---- --:--:-- -----  c5930-adventerprisek9-mz.SPA

129153024 bytes total (87965696 bytes free)
Router#

c. Enter the show diag command to verify that the values match those listed in Table 4.

Router# show diag
C5930 Backplane EEPROM:

Product (FRU) Number     : CISCO5930-K9
Version Identifier       : V01 
PCB Serial Number        : XES16280011
Processor type           : E4 
Chassis MAC Address      : 0017.3c01.b1e8
MAC Address block size   : 4
EEPROM format version 4
EEPROM contents (hex):
  0x00: 04 FF CB 8C 43 49 53 43 4F 35 39 33 30 2D 4B 39
  0x10: 89 56 30 31 20 C1 8B 58 45 53 31 36 32 38 30 30
  0x20: 31 31 09 E4 40 0B 45 D9 03 40 C1 CB C3 06 00 17
  0x30: 3C 01 B1 E8 43 00 04 FF FF FF FF FF FF FF FF FF
  0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Slot 0:
C5930 Mainboard Port adapter, 4 ports
Port adapter is analyzed 
Port adapter insertion time unknown

        Hardware Crypto Engine Details: 
 The CHIP id is 0x0 

        The SEC revision no is 0x1 

EEPROM contents at hardware discovery:

Table 4 Values to Confirm

Identifier Value

Product (FRU) Number CISCO5930-K9

PCB Serial Number Expected ACT1 chip serial number

Chassis MAC Address Matches MAC address copied from 
U-Boot

MAC Addresses Information 4
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Product (FRU) Number     : CISCO5930-K9
Version Identifier       : V01 
PCB Serial Number        : XES16280011
Processor type           : E4 
Chassis MAC Address      : 0017.3c01.b1e8
MAC Address block size   : 4
EEPROM format version 4
EEPROM contents (hex):
  0x00: 04 FF CB 8C 43 49 53 43 4F 35 39 33 30 2D 4B 39
  0x10: 89 56 30 31 20 C1 8B 58 45 53 31 36 32 38 30 30
  0x20: 31 31 09 E4 40 0B 45 D9 03 40 C1 CB C3 06 00 17
  0x30: 3C 01 B1 E8 43 00 04 FF FF FF FF FF FF FF FF FF
  0x40: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x50: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x60: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
  0x70: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

router#

Step 9 Enter reload command to verify that Cisco IOS reboots.

router#reload

Step 10 If the Cisco IOS version, Product Number, PCB Serial Number, Chassis MAC address, and MAC 
Address block size are correct and Cisco IOS reboots, then log a pass for the Cisco IOS programming 
in the X-ES manufacturing database.

Log to X-ES database: "Firmware  XES - Cisco IOS verification passed"

Step 11 If the information is not correct or Cisco IOS does not reboot, return to Step 1 in section “Loading Cisco 
IOS”. 

Step 12 If a failure occurs a second time, contact Cisco GGSG.

Troubleshooting
The following sections contain information to help you troubleshoot the Cisco IOS installation process.

 • No MAC Symptom, page 15

 • Ethernet Auto-negotiation Issues, page 15

 • Multiple ROMMON Reboots, page 16

 • TFTP Transfer Issues, page 16

 • References, page 16

No MAC Symptom
If you do not program the cookie, the following message displays on the console when you try to ping 
the TFTP server: 

IP-4-ZERO_ADDR: Zero MAC address for 172.18.153.10 in ARP cache.....

Ethernet Auto-negotiation Issues
Cisco IOS defaults to automatic speed and duplex configuration on the Ethernet ports. For the best 
chances, make sure the network switch is configured for automatic speed and duplex.
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Multiple ROMMON Reboots
You may notice three reboots by ROMMON during the manufacturing process. This is normal as the 
default configuration register setting instructs ROMMON to attempt to boot Cisco IOS. Since the 
Cisco IOS image has not been loaded yet, ROMMON tries three times, unsuccessfully, to boot the 
image. On the third failure, ROMMON remains at its command prompt.

TFTP Transfer Issues
Make sure that the TFTP server can send non-fragmented packets during data transfers. U-Boot is not 
built to handle IP packet fragmentation. The symptom you will notice is that the keys.bin file will 
transfer, but the primary ROMMON image will time out. For Windows 7, verify the MTU size with the 
following command:

netsh interface ipv4 show subinterfaces

You can change the MTU size using the following command:

netsh interface ipv4 set subinterface "Local Area Connection" mtu=nnnn 
store=persistent

References
For additional information on the XPedite5205, refer to the following documents.

XPedite5205 User's Manual, Revision B

XIt2045 User's Manual, Revision A

XPedite5205 Acceptance Test Procedure (ATP) 100, Revision A
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