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Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter introduces the Cisco Remote Expert Solution.
Topics in this chapter include:
•

Remote Expert Overview, page 1-2
– Solution Benefits, page 1-2
– Target Audience, page 1-3
– Scope, page 1-3
– Solution Capabilities, page 1-3

•

Solution Use Case Walk-Through, page 1-4
– Solution Details, page 1-6
– Collaborative Customer Experience Enablement, page 1-6
– Solution Framework, page 1-6

•

Remote Expert 1.8 Solution Components, page 1-7
– Unified Communication Manager (UCM), page 1-8
– Unified Contact Center Enterprise (UCCE) & Customer Voice Portal (CVP), page 1-10
– Unified Contact Center Express (UCCX), page 1-10
– Cisco Agent Desktop (CAD), page 1-11
– Interactive Experience Platform (IEP), page 1-12
– Remote Expert Manager (REM), page 1-14
– Remote Expert Agent Desktop (READ), page 1-16
– Remote Expert Interactive Collaboration (REIC) Application, page 1-16
– Remote Expert Session Control (REM), page 1-16
– Media Server, page 1-17
– REM High Availability, page 1-17
– Direct Connect Application, page 1-18
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– Software Compatibility Matrix, page 1-18
– Scalability for Remote Expert 1.8, page 1-19
•

Remote Expert Solution Architecture, page 1-22
– High Level Call Flow, page 1-24
– Customer Pod Components, page 1-29
– Expert’s Components, page 1-30
– Data Center Components, page 1-31

Remote Expert Overview
The Cisco® Remote Expert (RE) solution connects customers with experts in an immersive, virtual
face-to-face interaction regardless of their physical location. A customer in the bank branch or in the
retail store can now easily locate a suitable expert using skills-based routing and availability monitoring,
and then seamlessly connect to that expert using TelePresence video and content sharing technologies.
The result is a superior consultative and advisory customer experience in the branch that improves
customer acquisition and retention without the cost of physically distributing expensive subject matter
experts. Specialized experts may now cover larger territories, meet with more prospects, generate more
business, and forge better relationships by meeting customers more often at locations near their homes
and offices and based on customer lifestyle.
In addition to TelePresence immersive video sessions, the RE solution knits a complete business solution
by including required office peripherals like desktop sharing, credit card readers, and printers in each
RE session. The RE solution enhances usability and simplifies the consultation and purchasing
experience with the remote expert. RE achieves this simplified and enhanced experience using touch
screen controls, database access to customer preferences, and custom automation software.

Solution Benefits
The deployment of the Cisco Remote Expert Solution enables financial institutions to evolve their
customer interaction business model, which results in the following:
•

New sales and cross-sales revenue - Remote expert capabilities help reduce revenue leakage by
enhancing conversion rates. Forrester estimates that, if an expert is not present in the delivery
channel when and where a customer/prospect makes an initial inquiry regarding a product or service,
70 percent of the customers/prospects will choose alternative providers. Furthermore, relating to
enhancement to contact center interaction, the conversion rate of an interaction between a subject
matter expert and a potential customer using audio only is 50 percent. The conversion rate with
audio and video is greater than 90 percent (Forrester). Finally, this research shows that cross sales
increased from 1.4 products per customer to 2.5 products per customer when video capabilities are
added to audio-only capabilities.

•

Cost efficiency - Financial institutions are able to leverage pools of specialists to provide coverage
throughout the enterprise. Virtualizing specialists not only improves their utilization by expanding
the coverage area but also reduces travel expenses that specialists would otherwise incur physically
covering a territory. Telecommunications costs continue to fall over time while travel costs rise, so
net efficiencies improve year over year.

•

Customer acquisition - Financial institutions are aggressively developing and marketing products to
a wider set of prospective customers. RE creates a differentiated experience that impresses and
attracts new customers.
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•

Customer retention - The ability to offer customers instant access to knowledgeable sales specialists,
even in remote areas, introduces a personal service resulting in improved customer confidence in the
relationship and greater loyalty.

•

Green initiative/carbon footprint reduction - Environmental concerns, corporate imperatives to
become carbon neutral, and rising energy costs all call for a reduction in environmentally damaging
business practices. Video communication plays a significant role in reducing travel, saving time, and
improving operational efficiency, thereby effectively addressing banks green initiatives. Expenses
related to specialist travel and individual branch training are significantly reduced. This reduced
carbon footprint contributes to green-initiatives.

The Cisco Remote Expert Solution also provides a powerful collaboration foundation that financial
institutions can leverage to enhance other customer service channels such as contact centers and
customer and advisor web portals. The collaborative enterprise fabric can also aid middle and
back-office operations, streamlining business processes and improving resolution of exception issues.

Target Audience
This document is intended for technical professionals within the financial services industry who are
interested in deploying the Cisco Remote Expert Solution to enhance their customer interaction.
The terms ‘agent’ and ‘expert’ are used interchangeably in this document. The ‘expert’ term used in
Remote Expert Solution is in fact an ‘agent’ in contact center context.

Scope
The Cisco Remote Expert Solution is a powerful, flexible communication solution that addresses a
variety of technical, business, and associated service preferences. Deployment of the Cisco Remote
Expert Solution is customized to suit the specialized services, expertise, and in house applications of a
particular financial institution.
The scope of this document is restricted to specific products and use cases. However, the reader is
encouraged to consider that certain products may already exist in retail and banking environment that
may be integrated into the solution to provide similar functionality. Other products and services that
could be integrated into the solution and may offer significant business value are beyond the scope of
this document. In addition, the testing that was completed to document the solution was restricted to
branch-to-contact center communication. Home-to-branch and home-to-contact center were outside the
scope of the testing completed for this document but these are potential use cases for this solution. The
Remote Expert 1.8 Cisco Validated Design (CVD) document defines the RE 1.8 tested use cases and
supporting design.
Each of the products has to be designed and installed as mentioned in respective SRND (Solution
Reference Network Design) documents and administrative guides. This Design and Implementation
Guide (DIG) covers overall aspect of the solution and also include any specific changes or features
needed to optimize the Cisco Remote Expert Solution.

Solution Capabilities
Specific solution capabilities are addressed within the scope of the Cisco Remote Expert Solution:
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•

Audio and video conferencing between the customer and expert - Provides several options to enable
audio and video consultation between the customer and the expert. The quality of video and
associated products is flexible and adapted to the needs of the financial institution and allows for the
capability of the solution to grow as the needs of the institution increases.

•

Ability to define and search for multiple types of expertise - Enables the customer to intelligently
and automatically search for any administratively predefined range of expertise.

•

Rich collaboration - Enables bidirectional document sharing to allow either the customer or the
expert to input information into relevant documents, web pages, or customer-related material.

•

Peripheral device sharing - Provides the option to print shared documents or collateral locally or at
another location within the enterprise’s footprint.

•

Multimedia playback - Enables the expert to play multimedia content such as instructional videos
and pre-recorded material for the customer.

•

Survey - Offers the customer an optional, customized survey at the end of a session.

Solution Use Case Walk-Through
The customer enters a financial institution featuring the Cisco Remote Expert Solution. In the unattended
scenario, Cisco digital signage directs customers to the customer pod, which the customer then interacts
with alone. In an attended scenario, a branch associate greets the customer and leads the customer to the
customer pod, which is operated by a greeter who is a branch associate.
The figure below shows the process flow of providing expert assistance to a customer.

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

1-4

Chapter 1

The Remote Expert Solution
Solution Use Case Walk-Through

Figure 1-1

Solution Use Case

1.

Customer is in a need for an expert on a specific product.

2.

Customer selects the touchscreen button on the customer pod specific to the product or service
needed. This touch screen interface is typically the financial or retail institution's specialized portal
listing their products and services.

3.

The customer’s call request is initiated to the appropriate expert queue. If there is an expert
available, the customer and expert establish an immersive virtual face-to-face communication using
Cisco TelePresence endpoints.

4.

If the customer has identified themselves by typing their identity into the touch screen or swiping
their payment card, a CRM database lookup is performed to retrieve and display customer or affinity
specific audio, video or image information while the customer waits for the expert to appear.

5.

If there is no expert available, the call is queued.

6.

While in the queue, a product-specific video is streamed to the customer pod. When an expert
becomes available, video streaming will stop.

7.

Customer and expert establish immersive virtual face-to-face communication using Cisco
TelePresence endpoints. At any time during the RE session, the Expert initiates data collaboration
with customer between agent’s workstation and the customer pod.

8.

At the end of the session, the customer completes the survey using the touch screen on the customer
pod.
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Solution Details
The Remote Expert solution is part of the Cisco Collaborative Customer Experience solution portfolio
for various vertical segments which include - but are not limited to - finance, retail, health,
manufacturing, and government. The solution portfolio provides a comprehensive suite of solutions to
help financial institutions excel at meeting business imperatives based on delivering advanced business
capabilities. Incorporating innovative technologies from leading financial industry partners and a highly
flexible Cisco network foundation, the Cisco Collaborative Customer Experience solution portfolio
helps institutions meet the market challenges of today and tomorrow and delivers a superior banking
experience to the evolving financial services consumer.

Collaborative Customer Experience Enablement
In today's competitive marketplace, the difference between attracting and retaining customers or losing
them to the competition comes down to providing a compelling personalized experience with each
interaction. The Cisco Collaborative Customer Experience solution portfolio can help optimize
collaboration across an institution, extend accurate and timely information to all customers and
employees, and deliver a superior customer experience. Delivered in partnership with leading providers
of innovative banking applications, these technologies provide ideal capabilities to address the unique
challenges faced by today's financial institutions.
Today, the Collaborative Customer Experience solution portfolio is helping financial institutions:
•

Deliver personalized sales and service

•

Improve security and reduce operational risk

•

Add advanced applications without major network upgrades

•

Integrate communications and information across business lines and delivery channels

•

Deliver dynamic real-time marketing communications

•

Accelerate new product and service launches

•

Reduce revenue leakage by maximizing alignment and availability of experts across the enterprise

The Collaborative Customer Experience solution portfolio is the result of Cisco's investment in extensive
technology development and close partnerships with banking industry leaders. Cisco holds a unique
position within the global financial services industry as the key IT-enabler for supporting
next-generation banking communications and forging closer connections between all bank employees,
customers, and partners.
For more information about the Cisco Collaborative Customer Experience solutions, refer to the
following URL: http://www.cisco.com/go/financialservices.

Solution Framework
Cisco's Collaborative Customer Experience solution portfolio is comprised of solutions that were
developed and tested using Cisco's Collaborative Customer Experience business and technical
architecture framework. This model depicts the relationships between applications and the network
infrastructure. The figure below depicts the Cisco Remote Expert Solution framework which is divided
into four functional layers: End-point layer, Infrastructure layer, Message Bus layer, and RE Control
layer.
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Figure 1-2

Remote Expert Solution Framework

1.

RE Control layer - This layer includes the entire RE services: RE Agent applications, RE Admin
portal, RE Customer Pod Applications, and Common Data-Store. This layer interacts with the rest
of the system via the Message Bus layer.

2.

Message Bus layer - This layer provides the message bus for all applications to interact via web
services. The primary advantage of this message bus is the standard method for integrating different
products.

3.

Infrastructure layer - This layer contains call control, contact center, media server, conferencing
resources, and the IEM which are located in a data center. The level of interaction with the RE
Control layer is via the Message Bus layer. Some of the components of the REM are in this layer
which does not interact with the RE Control layer, but consumed by respective endpoints as directed
by the RE Control layer components.

4.

Endpoint Service layer - The variety of video endpoints available in this layer extends the Cisco
Remote Expert Solution to different needs and requirements.

Remote Expert 1.8 Solution Components
Several systems are needed to create the Cisco Remote Expert Solution. The Cisco Remote Expert
Solution is conceptually broken down into several functional groups based on the capabilities they bring
to the solution. Each component of the solution and its function is briefly described below.
1.

Cisco Communication Manager Cluster (UCM)
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a. CTS 500-32 (can be used at either the expert or branch side)
b. EX 60 (can be used at either the expert or branch side)
c. EX90 (can be used at either the expert or branch side))
2.

Cisco Contact Center Express (UCCX) or Contact Center Enterprise (UCCE) plus Customer Voice
Portal (CVP)
a. Cisco Agent Desktop (CAD) Premium

3.

Remote Expert Manager
a. Remote Expert Session Controller (RESC) Application
– JTAPI Adapter
– Apache/Tomcat
– Post GRE-SQL
b. Remote Expert Interactive Collaboration (REIC) application
c. Remote Expert Agent Desktop (READ) application integrated with CAD Premium

4.

Direct Connect Application installed on the expert’s workstation

5.

Media server installed on the same REM virtual machine or separately

6.

Interactive Experience Manager (IEM)
a. Interactive Experience Client (IEC)
– HP Printer connected to the IEC
– Customer pod (touchscreen) connected to the IEC

7.

CAD Server

8.

Cisco Unified Border Element (CUBE)

9.

MediaSense

Unified Communication Manager (UCM)
The Cisco Unified Communications System delivers fully integrated communications by enabling data,
voice, and video to be transmitted over a single network infrastructure using standards-based Internet
Protocol (IP). Leveraging the framework provided by Cisco IP hardware and software products, UCM
delivers unparalleled performance and capabilities to address current and emerging communications
needs in the enterprise environment. The Cisco Unified Communications family of products is designed
to optimize feature functionality, reduce configuration and maintenance requirements, and provide
interoperability with a wide variety of other applications. UCM provides this capability while
maintaining a high level of availability, quality of service (QoS), and security for the network. UCM
incorporates and integrates the following major communications technologies:
•

IP telephony - IP telephony refers to technology that transmits voice communications over a network
using IP standards. UCM includes a wide array of hardware and software products such as call
processing agents, IP phones (both wired and wireless), voice messaging systems, video devices,
and many special applications.

•

Customer contact center - Cisco Unified Contact Center products are a combination of strategy and
architecture that promote efficient and effective customer communications across a globally capable
network by enabling organizations to draw from a broader range of resources to service customers.
They include access to a large pool of agents and multiple channels of communication as well as
customer self-help tools.
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•

Mobility - Cisco wireless and mobility solutions enable users to increase productivity and
responsiveness by enabling access to network resources and applications securely, regardless of
location or client device.

•

TelePresence - Cisco TelePresence delivers real-time, face-to-face interactions between people and
places in their work and personal lives using advanced visual, audio, and collaboration technologies.
These technologies transmit life-size, high-definition images and spatial discrete audio that make
users feel like they are in the same room even when they are half a world away.

•

Applications - Cisco provides numerous embedded applications and also works with leading-edge
companies to provide the broadest selection of innovative third-party unified communications
applications and products focused on critical business needs such messaging, customer care, and
workforce optimization.

For information about other aspects of UCM, refer to the documentation available at the following
location: http://www.cisco.com/go/ucsrnd and http://www.cisco.com/go/unified-techinfo

TelePresence CTS-500
Cisco TelePresence System 500 (CTS-500) units provide high-definition video and stereo audio
communication between customers and experts. Their large screen format and high-quality video
provide a true to life experience for face-to-face communication. The CTS 500 units come into two sizes:
37 inches and 32 inches. They connect to the network via a single Ethernet cable. Configuration and
management is simple via UCM -the same as other voice and video endpoints.
Cisco TelePresence offers several resolution and quality settings that cover a broad range of available
bandwidths.
Cisco TelePresence systems are the best solution option for supporting sign language. More information
on Cisco TelePresence can be found at the following URL: http://www.cisco.com/go/telepresence.

IP Phone 7975G and TelePresence Touch 12
The Cisco IP Phone 7975G is used as a menu device for the Cisco CTS TelePresence endpoints and is
thus a required component. More details of the device are available from the link below.
http://www.cisco.com/en/US/docs/voice_ip_comm/cuipph/7975G_7971g-ge_7970g_7965g_7945g/8_6
/english/user_guide/75706545gs.html
The Cisco TelePresence Touch 12 is a touch-panel LCD device that enables you to conduct TelePresence
meetings without the Cisco Unified IP phone. The Cisco TelePresence Touch 12 provides a consistent,
natural interaction experience with all Cisco TelePresence models and acts as a foundation for meeting
control that supports applications, services, and extensive collaboration possibilities. More details of the
device are available from the link below.
http://www.cisco.com/en/US/partner/prod/collateral/ps7060/ps11307/ps11336/data_sheet_c78-646041.
html

TelePresence System EX Series
The Cisco TelePresence EX Series offers the EX60 and the EX90. This family of personal TelePresence
for the desktop lets you and your colleagues instantly collaborate face-to-face, whether you are separated
by a hallway, a street, or several time zones. Access the features you need right from your desktop with
the touch of a finger.
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The EX Series includes the Cisco TelePresence touch-screen interface, so you can make and manage
TelePresence calls with a simple glide of the finger. New enhancements bring even greater usability and
simplicity to connecting and sharing content over TelePresence.
The Cisco TelePresence EX Series offers a full high-definition 24-inch or 21.5-inch screen. You can use
it as both a PC monitor and a TelePresence system, giving you more flexibility at your desk.
For more information on Cisco TelePresence EX series, go to
http://www.cisco.com/en/US/products/ps11327/index.html

Unified Contact Center Enterprise (UCCE) & Customer Voice Portal (CVP)
UCCE provides a multimedia IP enabled customer-care application environment that enhances the
efficiency of contact centers by simplifying business integration, easing agent administration, increasing
agent flexibility, and enhancing network hosting.
UCCE is a complete customer interaction management solution available in three different packages:
Standard, Enhanced and Premium. Different packages provide varying levels of customer interaction
management channel options and capability within a contact channel.
REM interwork with both Cisco UCM and UCCE to provide video contact center features like video
menu, video streaming while caller is on-hold or in queue, video push by experts and video feedback
features.
For information on UCCE design, refer to the Cisco UCCE Solution Reference Network Design
documentation available online at:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/ipcc_enterprise/ippcen
terprise9_0_1/design/guide/ucce_srnd_9.x.pdf
CVP integrates with Cisco Unified Contact Center via a VRU Peripheral Gateway (PG). This integration
enables Unified CCE to control Unified CVP VoIP switching and IVR services. It also enables Unified
CCE to control the agent selection application and to initiate the Real-Time Transport Protocol (RTP)
stream transfer from the VoiceXML gateway to the selected agent. Unified CVP integration with Unified
CCE requires that the traditional Unified CM PG be used for Unified CCE integration with Cisco Unified
CM.
CVP’s integrated VXML Server executes advanced IVR applications by exchanging VoiceXML pages
with the VoiceXML gateway's built-in voice browser. Like almost all other Unified CVP product
components, it runs within a Java 2 Enterprise Edition (J2EE) application server environment such as
Tomcat and many customers add their own custom-built or off-the-shelf J2EE components to interact
with back-end hosts and services. The VXML Server applications are written using Cisco Unified Call
Studio and are deployed to the VXML Server for execution. The applications are invoked on an
as-needed basis by a special Microapplication which must be executed from within the Unified ICME
routing script.
For information on CVP design, refer to the Cisco CVP Solution Reference Network Design
documentation available online at:
http://www.cisco.com/en/US/partner/docs/voice_ip_comm/cust_contact/contact_center/customer_voic
e_portal/srnd/9_0/CCVP_BK_C7053373_00_cvp-srnd.html

Unified Contact Center Express (UCCX)
UCCX provides a multimedia IP enabled customer-care application environment that enhances the
efficiency of contact centers by simplifying business integration, easing agent administration, increasing
agent flexibility, and enhancing network hosting.
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UCCX meets the needs of midmarket and enterprise branch offices or companies that need
easy-to-deploy, easy-to-use, secure, virtual, highly available, and sophisticated customer interaction
management for up to 400 agents. UCCX support for powerful, agent-based service as well as fully
integrated self-service applications results in reduced business costs and improved customer response by
providing sophisticated and distributed automatic call distributor (ACD), interactive voice response
(IVR), computer telephony integration (CTI), and agent and desktop services while offering the
flexibility to scale to larger, more demanding environments. UCCX helps ensure your business rules for
inbound and outbound voice, e-mail, and web chat; and customer interaction management helps ensure
that each contact is delivered to the right agent the first time.
UCCX is a complete customer interaction management solution available in three different packages:
Standard, Enhanced, and Premium. Different packages provide varying levels of customer interaction
management channel options and capability within a contact channel.
The REM works with both UCM and UCCX to provide video contact center features like a video menu,
video streaming while the caller is on hold or in the queue, video push by experts, and video feedback
features.
For information on UCCX design, refer to the Cisco UCCE Solution Reference Network Design
documentation available online at
http://www.cisco.com/en/US/products/sw/custcosw/ps1844/products_implementation_design_guides_l
ist.html

Cisco Agent Desktop (CAD)
CAD is a computer telephony integration (CTI) solution for IP-based contact centers that allows contact
center agents to use powerful tools that help increase agent and supervisor productivity, improve
customer satisfaction, and reduce costs. An intuitive GUI decreases IT dependency and simplifies
customization, maintenance, and change management. It features a robust CTI screen pop, soft phone
with media termination, and agent/supervisor coaching capabilities. Agents see customer information in
an enterprise data window and an optional screen pop-up window. CAD requires minimal screen space
and allows agents to customize its capabilities to meet their individual needs.
In addition to traditional agent application support, the Premium version of the CAD application
supports an integrated browser. All the interaction with the customer and the customer pod at the branch
are accomplished using a customer pod application that runs in the browser window of the CAD
application.
There are two methods for data sharing with the customer pod:

Note

1.

Traditional data sharing method supported by Cisco TelePresence (CTS): In this method, the
expert’s computer VGA port is connected to the CTS’s VGA port using a VGA-VGA cable so that
whatever is shared on the expert’s computer will be displayed on the customer pod (REIC) by
connecting the branch’s CTS Auto Collaborate Video Out port to the video switcher.

2.

Using Direct Connect method: In this method, CTS is not used for data sharing. Data sharing is
provided using the Direct Connect application installed on expert’s workstation.

The CAD Premium package should be used for either a UCCX or UCCE/CVP-based solution.
For more information on CAD, visit the following link:
http://www.cisco.com/en/US/products/sw/custcosw/ps427/index.html
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Interactive Experience Platform (IEP)
Interactive Experience Platform includes two elements:
1.

Interactive Experience Manager (IEM)

2.

Interactive Experience Client (IEC)

Interactive Experience Manager (IEM)
The IEM is a centralized solution allowing configuration, control, and support of Interactive Experience
Client (IEC) 4610 endpoints. Unlike traditional management servers, there’s nothing to install on
premises, and no software to upgrade. An on-premises version of the IEM is available to enterprises
choosing to run the application in their data centers.
Figure 1-3

IEM Manages Multiple IEC endpoints

The IEM performs the following functions:
•

Configuration - The IEM allows the administrator to manage the system behavior, such as desktop
elements, window mode (customer pod vs. single-window vs. multiple-window), network settings,
printing preferences, peripheral support, etc.

•

Session management - An administrator can apply a session time limit, which provides public
venues with a mechanism to control the terminal usage. Session management includes after-session
clean-up and session time counter.

•

Remote control - Administrators have a need to control the behavior of the terminal on real-time
basis. This means muting a station, locking out the user, sending user a message, etc. IEC4610
Service supports remote control by which an administrator can issue a command to the terminal
without being in the same network. IEC remote control solutions traverse the NAT firewalls making
it possible to support the user from a different network.
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•

Remote assistance - Remote assistance gives users a way to ask for and receive help, and
administrator to provide help, without interrupting their surroundings. The user simply presses a
help button on their desktop, which initiates a desktop sharing and chat session with any of the
administrators or support personnel.

•

Customer pod configuration - The customer pod mode refers to a full-screen mode of operation.
Under this model, the customer pod will start with a predetermined internet resource (a special web
page, flash, or movie), and let the user navigate within a “walled garden” environment.

•

Logging and reporting - The IEC can be set up to log the traffic from the IEC devices, making it easy
for the administrators to analyze the data and make access restriction decisions. This traffic data
collection and be performed in private mode with the administrator seeing the aggregate data only.

•

Access Control - The IEC supports common users and unique users. Common users can be set up
with “common” profiles, such as “kids, teens, adults”, or by interest: “engineering, management,
science”. Unique users are used when more tight control over access restrictions is needed or to store
user data. IEM can be integrated with existing LDAP system for unique user authentication.

•

Policies - Policies provide an easy and flexible way of applying settings to a group of users or
devices. For example, an administrator can apply a policy to use certain printer for certain section
of the building, or restrict internet access on some, but not other terminals.

For more information of IEM, refer to the IEM user guide.

Interactive Experience Client (IEC) 4610
The IEC4610 is a small (size of a paperback), low power, silent mini-computer. It weighs around three
pounds and consumes on average 13W of power. The IEC comes with custom-designed keyboard and
mouse, Ethernet CAT5 and VGA cables, and mounting hardware. The IEC can be placed in a cradle that
can stand along-side the monitor, or be attached to the back of the monitor using the VESA bracket
(included).
The unit comes with optional WiFi connectivity. CPU speed and RAM are configured appropriately for
the usage. The keyboard has a built-in USB hub, which provides left or right-side mouse connection and
USB media storage drive slot. The IEC is a solid state device, meaning that there are no moving parts
(aside from a back-up fan) inside the enclosure. The IEC is powered by Built-in Browser OS.
While the IEC itself does not store the files locally, it allows for a USB mass media storage or a camera
with USB interfaces to be connected for file download and upload.
The IEC has many interfaces and following are the list of its usages.
Figure 1-4

IEC Ports (rear)
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Figure 1-5

IEC Ports (side)

1.

USB ports - There are four USB ports on the IEC4602 to connect client-facing peripheral devices
for the RE solution.

2.

HDMI port - This port is connected to the TelePresence (TP) endpoint’s PC or data calibration Video
(in) port. This is used for displaying the static graphic image on the TP while the TP is not in an
active call (e.g. TP video screen showing Off-hours, Working Hours, etc.).

3.

VGA port - This port is the main display port that either connected to the ELO or 3M touchscreen’s
DVI/VGA port using a VGA-VGA cable (or VGA-DVI cable) directly.

4.

Stereo jack - The audio cable (left and right) from the touchscreen monitor (customer pod) will be
connected to this stereo jack. The audio part of the video streaming will be heard from these
speakers.

5.

LAN port - A 10/100 Mbps fast Ethernet port is used for network connection and it supports either
DHCP based IP addressing or static IP addressing.

For more information, refer to the Cisco Interactive Experience Client 4600 Series User Guide:
http://www.cisco.com/en/US/products/ps12435/tsd_products_support_maintain_and_operate.html

Remote Expert Manager (REM)
The REM is the platform that provides interactive experience during an immersive video call between a
customer and a remote expert. The REM uses different call events and state information to run its
intelligent logic for providing the interactive experience.
The REM solution encompasses following components:
•

Remote Expert Agent Desktop (READ)

•

Remote Expert Interactive Collaboration (REIC) application

•

Remote Expert Service Control (RESC)
– Tomcat/Apache based Web services
– PostGRE-SQL based Data-Store
– JTAPI Adapter for Cisco UCM Integration

Other components that REM relies on its functions are the following:
•

Interactive Experience Manager (IEM)

•

Interactive Experience Client (IEC)

•

Media Server
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REM is the core control system of the Cisco Remote Expert Solution that provides the collaboration
feature that makes customer’s interaction with the remote expert simpler and effective. The high level
view of the video collaborative interaction through the RE customer pod application displayed on the
REIC is shown below.
Figure 1-6

High-Level View of the Video Collaboration Interaction

A customer starts their virtual experience with Remote Expert at the customer pod by selecting a button
from the menu of choices on the Collaboration Panel. Based on the choice chosen by the customer, REIC
interacts with REM, which sets up an immersive TelePresence between the customer and the
remote-expert. While the call is being routed by the intelligent contact center solution and the customer
is waiting to meet the expert, REM may stream an informative video to the customer pod. When the
customer starts their interaction with the expert, the customer pod is transformed into a collaboration
platform where both customer and expert control and share documents displayed on the Collaboration
Panel. If need be, expert can push instructional videos to the customer pod, that would help customer to
understand the product or services in much easier way. At the end of the interaction with the expert, the
customer has an option to provide their feedback about their virtual experience.
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Remote Expert Agent Desktop (READ)
READ is a browser-based application for contact center agents, and it is provided through Cisco Agent
Desktop (CAD) application’s integrated browser. With READ, experts can provide the following
features to the customer in a branch via Remote Expert Interactive Collaboration Panel (REIC):
•

Ability to integrate a Customer Relationship Management (CRM) database

•

Ability to take notes (both private, which are visible on to the remote expert, and public, which are
visible to both the customer and remote expert)

•

Ability to refer to old notes (public and private)

•

Ability to selectively push videos to the customer

•

Ability to remotely print at branch site

•

Ability to data share (peer-to-peer) in conjunction with the Direct Connect application running on
the expert’s PC

•

Ability to reserve LongPen writers for wet-ink signature capture

Remote Expert Interactive Collaboration (REIC) Application
The REIC application is a customer facing Adobe FLEX application that runs within the Cobra browser
of the IEC. With this REIC application, the REM can control the IEC’s peripherals and provide the
following interactive features:
•

Video Menu (also known as video IVR)

•

Video Queue (video streaming while the caller is in a Contact Center queue)

•

Video Hold (video streaming while the caller is on hold)

•

Video Push by the expert

•

Video Feedback

•

Peer-to-peer collaboration between customer and expert (using Direct Connect)

•

Print reports for the customer

The REIC Graphical User Interface (GUI) can be customized for customer’s unique needs.

Remote Expert Session Control (REM)
The REM includes the following sub-components:
•

Tomcat/Apache-based Web services

•

PostGRE-SQL based Data-Store

•

JTAPI Adapter for Cisco UCM Integration

JTAPI adapter for Cisco UCM collects all the call events and state information of all video endpoints
and virtual call devices that are being used in a Remote Control solution. Based on the events and
information collected via JTAPI adapter, REM executes its session management logic.
REM uses Apache/Tomcat based web service for service orchestration within Remote Expert
Management components and also with third party components (LongPen, CTS Manager, Credit Card,
etc.).
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REM uses PostGRE-SQL based database for its operational needs. PostGRE-SQL holds inventory
information of all RE solution endpoints, expert types, and also stores documents and media files that
need to be shared with customers.

Media Server
A video streaming server such as Cisco’s Enterprise Content Delivery Server (ECDS) for live and
on-demand is the proven, unified, industrial strength media server for live and on-demand video/audio
streaming, video/audio/text chat, recording, and more. It takes your H.264 and Adobe Flash content to
any screen - the desktop, mobile, and the living room - to all popular media platforms.
In the RE solution, the media server is used for streaming video to the RE customer pod application for
the following purposes:
•

Video streaming displayed on the customer pod while the customer is in the queue waiting for an
expert

•

Video streaming displayed on the customer pod while the expert puts the customer on hold

•

Video push initiated the by an expert displayed on the customer pod during an RE session

REM High Availability
Highlights of the REM High Availability (HA) feature include:
•

Automatic failover management mechanism, no manual intervention

•

No downtime in case of component application failures

•

No Application downtime in case of server hardware failure

•

Graceful management of active sessions, no session disruption

A Server Load Balancer (SLB) is used to distribute HTTP requests for new RE sessions to the two REM
instances in the HA cluster. A Cisco ACE SLB was verified in the RE 1.8 solution development process
using a URL distribution scheme on the SLB for round-robin delivery of new HTTP session requests. If
you need assistance selecting a Citrix NetScaler SLB to use in RE 1.8 please contact the RE team via
the RE WebEx Social site.
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Figure 1-7

REM High Availability

The REM high availability Installation procedure is documented in REM Release Notes.
Each REM VM in the REM two-node HA cluster must have two NICs:
1.

One NIC is for external device communication

2.

One NIC is for internal communication with other REM instance in HA cluster

After REM properties files on both nodes are updated, with HA parameters run automation script
(main.sh) on one of the two nodes. Be sure to activate REM HA in the RE Admin Console Web interface
using the “DB Cluster” tab.

Direct Connect Application
The Direct Connect application allows experts in the contact center to share and collaborate with
customers using high performance applications in real-time. Software applications running on the
expert’s workstation can be shared natively and controlled by either customer or expert without needing
third-party conferencing and collaboration tools.
The Direct Connect application brings the benefits of advanced web and mobile access to existing
software applications so people can function, work and collaborate in new ways. It can be done very
rapidly, and it also extends technology lifecycles significantly by using infrastructure that is already in
place.
As you can see from a sample snapshot view below, the expert’s application window can be shared with
the customer at the customer pod.

Software Compatibility Matrix
The table below lists the software compatibility with REM.
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Table 1-1

Software Compatibility

Software Product

Min. Version

Unified Communication Manager

9.0(1)

Unified Contact Center Enterprise + CVP or Unified Contact Center Express

9.0(1)

Cisco CTS-500 Series TelePresence Endpoint

1.9.2

Cisco EX Series TelePresence Endpoint

TE6

IEC4610

4.154.393

IEM

1.8.05-5799

Direct Connect

1.8.0.40640

REM

1.8.0

Refer the latest compatibility matrix information from CCO:
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/compat/ccmcompmatr.html#wp245512

Scalability for Remote Expert 1.8
This version of the Cisco Remote Expert Solution scales to 400 expert endpoints based on the scale
guidelines of Cisco’s Contact Center Express and 2,000 customer pods (endpoints) under management.
To model the busy hour load on the RE 1.8 solution, the following assumptions were made:

Note

•

25% of client pods initiating calls during the busy hour yielding 500 busy hour call attempts
(BHCA) peak

•

Average wait time of less than 2 minutes (120 seconds) in queue

•

Less than 1 percent lost calls

•

An expert’s average time per client is 45 minutes comprised of 30 minutes (1800 seconds) spent in
call with the client plus 15 minutes (900 seconds) spent on post call documentation and follow-up
tasks

In the above model, the ratio of agents to customer pods was 1:5 during busy hours; that is, for every 5
customer pods, there was one agent available.
Scalability and high availability of UCM, UCCX and UCCE are based on design guidelines mentioned
in respective products’ Solution Reference Network Design (SRND) documents.

Bandwidth requirement
There are two aspects to the bandwidth requirement:
1.

Bandwidth requirement between data centers where servers are kept

2.

Bandwidth requirement between endpoints when call and collaboration sessions are in place
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Data Center Bandwidth Requirement
For bandwidth requirement between data centers, use Cisco Unified Communication Manager (UCM)
SRND and Cisco Unified Contact Center Express (UCCX) SRND. The REM HA servers must reside in
the same datacenter and be separated by no more than one Gigabit Ethernet hop. The IEM servers operate
in a cold backup model. Neither the REM servers nor the IEM servers require any bandwidth between
data centers.

Endpoint (Customer Pod) Bandwidth Requirement
There are three types of media streaming to the customer pod. Consider all the scenarios when
considering bandwidth to endpoints.
1.

Video call between branch Cisco TelePresence endpoints (EX60/90/CTS 500-32) and expert’s
endpoint (EX60/90/CTS 500-32)

2.

Data Collaboration (DC) between customer pod and expert’s workstation (using Direct Connect)

3.

Video On Queue, Video On Hold, and Video Push streaming between customer pod and a media
server

Thus, consider all the scenarios when considering bandwidth to endpoints.
Figure 1-8

Bandwidth for CTS-based Endpoints

Figure 1-9

Bandwidth or EX60/90- based Endpoints

Bandwidth needed for full screen collaboration between customer pod and expert’s workstation is up to
2Mbps. This can be throttled to lower bandwidths, such as 450Kbps, using Direct Connect configuration
parameters.
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Bandwidth needed for video streaming from the media server depends of the resolution of the video clip
streamed. Use these rates below for a margin of safety on the video stream:
•

448p – 256Kbps

•

720p – 1472Kbps

•

1080p – 4Mbps

Total bandwidth to the endpoint site = Video-Endpoint BW + (DC BW or Media Streaming BW)

Port Information
The main protocol information between different components of the Cisco Remote Expert Solution is
shown in the graphic below.
Figure 1-10

Protocols

Since REM is a web service based solution, it uses the HTTP-based protocol to interact with the other
components of the solution. In uses TCP ports 80 and 8080. Other optional ports are UDP 123 for NTP
and TCP 25 for SMTP.
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The IEM is also a web-based solution and it uses HTTP to communicate with its clients, which are the
IECs. The REM also communicates with the IEM via HTTP. Optional ports are UDP 123 for NTP and
TCP 25 for SMTP.
Direct Connect uses TCP port 8080 by default.
The complete list of ports used by Cisco UCM and Cisco UCCX is available from the following links: r
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/port/8_5_1/portlist851.html
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_en
terprise_9_0_1/configuration/guide/icm90ports.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/config
uration/guide/uccx851pug.pdf

Remote Expert Solution Architecture
The Cisco Remote Expert Solution is comprised of products from several areas of Cisco's Unified
Communications product line.
Data center components include various virtual machines:
•

Cisco Unified Communication Manager (UCM)

•

Cisco Unified Contact Center Express (UCCX) or Unified Contact Center Enterprise (UCCE) plus
Cisco Customer Voice Portal (CVP)

•

Cisco Interactive Experience Manager (IEM)

•

Cisco Remote Expert Manager (REM)

•

Streaming media server

Branch endpoint components:

Tip

•

Cisco TelePresence Endpoints (CTS-500, EX60 and EX90)

•

Cisco Interactive Experience Client (IEC)

•

HP Printer

•

Customer pod (Touchscreen monitor)

Refer to the RE WebEx Social site for a complete list of customer peripherals supported in RE 1.8.
Agent endpoint components:
•

Cisco TelePresence Endpoints (CTS-500, EX60 and EX90)

•

CAD Premium installed on agent’s workstation

•

Direct Connect Application installed on agent’s workstation

Once the expert becomes available, the expert’s TelePresence endpoint is connected to the branch’s
Cisco TelePresence endpoints. During the session with the customer, the expert can start a collaborative
sharing session between customer pod at the branch and expert’s workstation. This allows the customer
and expert to jointly view and control desktop applications (e.g., a web browser) which enhances
customer’s user experience with their dealing with expert.
The following figures show an overview of solution architecture and major protocols and services of the
solution and the flows between them.
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Figure 1-11

UCCX-based Remote Expert Solution
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High Level Call Flow
Part 1: IEC Displaying ‘Connect’ homepage on Customer Pod and Static Graphic Image on CTS-500/EX60/EX90
Figure 1-12

IEC Call Flow

When an IEC4610 boots up, it notifies the IEM which pushes configuration data (a “policy”) for this
IEC. This includes the startup URL for this IEC’s customer pod. The startup URL is configured to reach
the REM web server. The REM web service knows the details of the peripherals (the video endpoint, its
directory number (DN), etc.) based on the IEC’s serial number. After a successful boot up, the IEC
displays the ‘Main Menu’ home page on the customer pod’s Collaboration Panel and static graphic
image on the CTS500/EX60/EX90.

Part 2: REM based Call Setup
This section looks at the UCCE and UCCX call flows.
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UCCE-based Call Flow
Figure 1-13

From Session Initiation Through Queuing

1.

Customer presses an expert type button on the Collaboration Panel and the IEC initiates a web
service call to the REM.

2.

REM initiates JTAPI call setup between customer pod TelePresence endpoint and CVP directory
number (DN) via UCM.

3.

UCM connects customer pod TelePresence endpoint (set for auto-answer) to CVP’s DN.

4.

CVP checks with UCCE for route instruction.

5.

UCCE instructs CVP to queue the call until an agent is available.

6.

CVP requests UCM to connect to VXML GW.

7.

UCM initiates call setup with VXML GW.

8.

VXML GW auto-runs initial TCL script which asks CVP for further routing instruction.

9.

CVP instructs VXML GW to stream ‘silence audio’ file to customer pod TelePresence endpoint.

10. The customer pod TelePresence endpoint establishes media connection to VXML GW.
11. UCM provides state information of the customer pod TelePresence endpoint to REM via JTAPI.
12. REM instructs REIC to request specified video stream from streaming server while customer waits

for an expert to become available.
13. REIC application plays video from streaming server on Collaboration Panel.
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Figure 1-14

From Call Completion to the Expert

1.

Agent notifies availability to UCCE.

2.

UCCE instructs CVP stop queuing and forward the call to agent’s Directory Number (DN).

3.

CVP disconnects the call-leg to VXML Gateway (GW).

4.

CVP then redirects the call to agent’s DN.

5.

UCM finds that CVP’s route to agent’s DN is via CUBE and forwards to CUBE for media forking
(replication) to MediaSense for recording the audio portion of every RE session.

6.

CUBE transparently forwards the call to UCM for connecting agent’s DN.

7.

UCM forwards the call to agent’s DN.

8.

UCM notifies agent’s alerting phone status to UCCE.

9.

UCCE provides all details of the calling-party to agent via agent’s CAD.

10. UCM provides similar information about the call to REM.
11. REM stops streaming to the customer pod Collaboration Panel and instead displays company logo

or other static graphic.
12. Agent answers the call and the media establishes between customer pod and agent via CUBE.
13. CUBE does media-forking to MediaSense which records the conversation.

UCCX-based Call Flow
The call flow information depicts the sequencing of the solution and helps to understand the overall
architecture of the solution.
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Figure 1-15

Call Flow Sequencing

In a UCCX based solution, the following happens:
1.

The REIC application notifies REM when the customer selects a button on the Collaboration Panel.

2.

REM sets up a call with the UCCX Pilot number via a CUCM route point.

3.

UCCX queues the call when there are no experts available.

4.

CUCM informs REM that the call is being queued by UCCX. In that case, REM streams the on-hold
video to the customer pod Collaboration Panel.

5.

Based on an optional custom script, UCCX will also provide Estimated Wait Time (EWT) to REM.
REM then sends the EWT information to the customer pod for display on the collaboration panel.

6.

When the expert is available based on the phone state information, CUCM informs both UCCX and
REM accordingly.

7.

REM stops the video streaming.

8.

UCCX requests CUCM to redirect the queued call to the expert’s extension, while also informing
the expert’s Cisco Agent Desktop (CAD) about the incoming call via a pop-up.

9.

The expert establishes an immersive virtual face-to-face communication with the customer.

During the session, the expert may initiate data collaboration between customer pod and expert’s
workstation.
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Figure 1-16

Steps for the Call

1.

Customer press start button on the Collaboration Panel.

2.

REM initiates a control connection to branch TP endpoint.

3.

REM dials UCCX pilot number from the control session.

4.

UCM sets up the connection from branch TP endpoint to UCCX Pilot number via UCM CTI Route
Point.

5.

UCCX informs call gets queued (if not queued, go to step 14).

6.

UCM informs the state information to the REM via JTAPI.

7.

Based on JTAPI events, the REM streams a video file to the customer pod.

8.

CAD agent became available.

9.

UCCX instructs UCM to redirect the queued call to the available agent’s extension.

10. UCM redirects the call to the agent’s extension.
11. UCM informs both REM and UCCX.
12. UCCX provides details of the call to agent’s workstation (CAD).
13. UCM establishes connection between branch TP endpoint and available agent’s TP endpoint.
14. UCM sends state information to REM via JTAPI.
15. REM stops streaming the video file to the customer pod.
16. If needed, agent initiates data collaboration with customer at the customer pod.
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17. If agent wants to put the call on hold, agent does so via CAD, which informs UCCX the desired

action.
18. UCCX instructs the UCM to hold the call.
19. UCM holds the call and updates the status to both UCCX and REM.
20. Based on the hold state information, the REM streams a video file to the customer pod.

Customer Pod Components
The Cisco Remote Expert Solution offers various alternatives for delivering a virtualized experience to
end users, including Cisco TelePresence CTS and EX series endpoints. The Cisco Remote Expert
Solution is flexible and allows for many different types of communication channels and technologies
from the customer to the expert. The scope of this document is based on validation in Cisco laboratories
of several deployment models using several different endpoints.
For immersive virtual face-to-face communication, Cisco TelePresence is used. For data sharing and
collaboration, a touch monitor is used. The touch monitor (also known as the Collaboration Panel) in
conjunction with the IEC, displays the Remote Expert Interactive Collaboration (REIC) application,
which provides visual instructions and video streaming while the call is in the queue or on hold.
For a sample customer pod Bill of Materials (BOM), please refer to the RE Guided Solution Selling tool.
Figure 1-17

CTS-500-32-based Customer Pod Cabling Diagram
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Figure 1-18

EX Series-based Customer Pod Cabling Diagram

Third-Party Peripherals Attached to the IEC at Branch/Retail Office
HP Printer
An HP Laser printer is connected to the IEC via a USB and is used for printing by the expert to help the
customer (e.g. product information, purchase contract, etc.).
For a list of supported HP printers, please refer to the RE WebEx Social site for a complete list of
customer peripherals supported in RE 1.8.

Touch Screen Monitor
The RE solution supports Elo Intellitouch monitors and screens. These monitors and screen range from
12 to 32 inches diagonal to meet your customer’s RE deployment scenario. Touchscreens from 3M are
supported as well.

Expert’s Components
The following are the products and solutions being used by the expert/agent at the contact/call center:
•

Cisco TelePresence CTS-500, EX-60, or EX-90

•

Cisco Agent Desktop (CAD) - Premium package

•

Direct Connect application (installed on expert’s Windows workstation)

•

Windows 7 PC (desktop or laptop) with Intel Core I-3 2.1GHZ or higher and 4GB RAM or greater
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Figure 1-19

Expert Side Cabling diagram

Data Center Components
The data center includes mostly server side components which are the following:
•

Cisco Unified Communication Manager Cluster (UCM)

•

Cisco Unified Contact Center Express Solution (UCCX)

•

Cisco Interactive Experience Manager (IEM)

•

Cisco Remote Expert Manager (REM)

•

Media server which is installed in the REM

•

Both the IEM and REM can be installed as virtual machines (VM). Virtual Machine specifications
for UCM, UCCX, REM, and IEM are listed below.
Table 1-2

Sample VM specification using UCS-C210-M2 or -M3 Hardware

Product

Scale

vCPU

vRAM (GB)

vDisk (GB)

vNIC

UCM 8.6

1,000 users

1

4

1x80

1

UCCX 8.5

100 agents

2

4

1x146

1

REM 1.8

100 agents/500 IECs

2

4

1x146

1

IEM 1.1

500 IECs

2

4

1x146

1
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Table 1-3

Note

Sample VM specification using UCS-C210-M2 or -M3 Hardware

Product

Scale

vCPU

vRAM (GB)

vDisk (GB)

vNIC

UCM 8.6

1,000 users

1

4

1x80

1

UCCX 8.5

400 agents

2

4

1x300

1

REM 1.8

400 agents/2,000 IECs

4

4

1x300

1

IEM 1.1

1,000 IECs

4

4

1x300

1

Currently, UCM and UCCX do not support co-residency with IEM and REM. The IEM and REM should
use a different UCS than the UCS used for the UCM and UCCX.
For more than 1,000 IECs, an additional IEM VM is needed.
For more information on UCM and UCCX virtualization requirement, go to
http://docwiki.cisco.com/wiki/Unified_Communications_in_a_Virtualized_Environment
A sample REM and IEM VM co-resident on a UCS hardware is shown below.
Figure 1-20

REM and IEM Virtual Machines on a UCS Server

A sample data center server setup for the Cisco Remote Expert Solution with 100 agents is shown below.
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Figure 1-21

Sample Data Center Server Setup for 100 Agents

Figure 1-22

Sample Data Center Server Setup for 100 Agents
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Chapter Overview
Deploy the Cisco Unified Communications applications such as Unified Communications Manager
(UCM), Unified Contact Center Enterprise (UCCE) plus Customer Voice Portal (CVP), or Unified
Contact Center Express (UCCX) using the procedures and best practices from their respective
administration guides, which can be found on http://www.cisco.com. This section only provides Remote
Expert Smart Solution-specific configuration guidance for these applications.
Software packages:
•

REM (OS and Application) installation ISO

•

IEM software (OS and Application) installation ISO

•

Direct Connect Application provided on a separate DVD

•

UCM (OS and Application) provided on a DVD via PAK method

•

UCCE, CVP, or UCXX (OS and Application) provided on a DVD via PAK method

•

IEC firmware files downloadable from
http://software.cisco.com/download/navigator.html?mdfid=284285649&i=rm

•

An RTMP compliant media server

Topics in this chapter include:
•

UCM-Specific Configuration, page 2-2
– Endpoint Special Configuration, page 2-2
– CTS-500’s IP Phone 7975G Configuration Changes, page 2-3
– CTS-500 Configuration Changes, page 2-6
– IOS-based MTP Configuration, page 2-8
– UCM’s Hunt Group Configuration, page 2-11
– UCM CTI-Related Configuration, page 2-12

•

Contact Center Express Implementation, page 2-13
– Assigning Unified CM Users as Cisco TelePresence Remote Experts, page 2-14
– UCCX Script, page 2-14
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– Cisco Agent Work Flow Configuration for READ, page 2-14

UCM-Specific Configuration
Endpoint Special Configuration
The following are some of the recommended UCM settings on customer pod video endpoints:
1.

Device must be configured with busy calls and the maximum calls set to “1” to prevent multiple calls

2.

Device only has one line appearance to prevent multiple calls

These changes are done in the customer pod’s CTS/EX video endpoints DN configuration.
Figure 2-1

3.

The CAC feature of the UCM is not recommended in the Cisco TelePresence implementations. Set
the Location bandwidth to UNLIMITED.

Figure 2-2

4.

Customer Pod’s CTS/EX Video Endpoints DN Configuration

Location and Bandwidth

The Region settings should be set according to the bandwidth requirements. For example, if there is
only one CTS-500 at a site that needs the highest quality, then set the bandwidth to 5,000 kbps.
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Figure 2-3

Region

CTS User Preference
In order to display a graphic on the Cisco TelePresence video endpoints for the customer pods, configure
the active time in Cisco UCM’s configuration page as shown in the figure below.
1.

On the branch side for the customer pod, configure the CTS Auto Answer to CTS Override - Auto
Answer All.

2.

At the agent side, disable the auto-answer.

Figure 2-4

Note

Active Times

By default, none of the days are selected in the Days Display Not Active field. If any days are enabled,
press the Ctrl key to de-select the day(s).

CTS-500’s IP Phone 7975G Configuration Changes
Go to the Line side configuration in UCM and set the DN Auto Answer to Auto Answer Off.
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Figure 2-5

DN Auto Answer

Device Side Configuration in UCM
To configure the device in UCM:
Step 1

Check the Disable Speakerphone check box.

Step 2

Check the Disable Speakerphone and Headset check box.
Figure 2-6

Step 3

Speakerphone Settings

From the Web Access drop-down menu, choose Enabled.

Configure MIDlet Service
The software for the MIDlet configuration should be downloaded from the CCO.
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Figure 2-7

Note

Download MIDlet Software

Download the endpoint specific software (e.g. CTS-500-37 or CTS-500-32)
The configuration information is available from the link below.
http://www.cisco.com/en/US/docs/telepresence/cucm_cts/midlets_features/midlets_feature_guide/midl
ets.pdf
A sample snapshot is shown below.
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Figure 2-8

Configuration Snapshot

All Cisco TelePresence endpoints’ IP phones should be subscribed to the above MIDlet.

CTS-500 Configuration Changes
To configure the CTS-500, follow these steps:
Step 1

Open a browser.

Step 2

Enter the CTS endpoint’s IP address to open the login page.

Step 3

Enter the username and password. The default username is admin and the default password is cisco.

Step 4

Configure the CTS endpoint with a static IP address.
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Figure 2-9

CTS-500 Settings

Step 5

Configure the CTS endpoint with a working DNS server.

Step 6

Configure the TFTP server with the CUCM TFTP server.

Step 7

Verify that the network connection matches the local switch port configuration.

CTS-500 Device Configuration in UCM
Since the REM is streaming a video while the customer is on hold, disable the audio-based Music On
Hold (MOH) setting in CUCM that streams to the CTS/EX endpoint. There are different ways to meet
this objective; one method is explained here.
The audio stream will be selected according to the configuration of the phone which is being used to
place a caller on hold. In the RE solution, it is expert’s phone, and the audio server used will be selected
according to the configuration of the phone being placed on hold (customer’s TelePresence endpoint).
Step 1

Configure the necessary MOH server, MRG, and MRGL. Assign MRGL to respective device-pool in
UCM. For the complete configuration steps, refer to the Cisco Unified Communications Manager
Features and Services Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/8_0_2/ccmfeat/fsmoh.html#wpxref59
089

Step 2

Enable the fixed MOH resource as shown below. (There is no need to connect a music source.)
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Figure 2-10

Step 3

Music On Hold

Assign the newly created music source to respective CTS endpoints by going to CTS line configuration.
Figure 2-11

CTS Line Configuration

EX90/60 Device Configuration in UCM
The configuration steps are provided in the following link:
http://www.cisco.com/en/US/docs/telepresence/endpoint/codec-c-series/tc5/administration_guide/cts_
endpoint_administration_ucm86_quick_start_guide_tc50.pdf
For scenarios where the call is originated from EX60/90 to a CTS-500 via UCCX, either the UCM-based
MTP should be disabled or IOS-based MTP with pass-through should be used for a video call to be
established. Otherwise the call will only be audio as UCM-based MTP does not support video today.

IOS-based MTP Configuration
When the EX60/90 makes a call via Contact Center Express to a CTS 500 end-point, by default it uses
UCM-based MTP which was installed during the UCM installation. The UCM-based MTP does not
support video and hence the call will be an audio call only.
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There are two workarounds for this problem:
1.

Remove or disable UCM MTP using UCM administration configuration. This is the recommended
method.

2.

Replace UCM MTP with IOS based ‘pass-through’ supported software MTP.

The step set below explains how to configure and install IOS based pass-through MTP in UCM for
interoperability between EX60/90 with CTS-500.

How to add IOS based Software MTP in UCM
Step 1

Software MTP configuration steps in IOS router.
!
! Depends on the router, the voice-card may have other number, instead of ‘0’.
!
voice-card 0
dspfarm
dsp services dspfarm
!
!
sccp local GigabitEthernet0/0
sccp ccm 172.21.82.170 identifier 1 version 7.0
sccp
!
!
! 172.21.82.170 is the CUCM IP address
!
!
sccp ccm group 1
bind interface GigabitEthernet0/0
associate ccm 1 priority 1
associate profile 1 register mtppvdm3
!
! Pls note the mtppvdm3 – whatever name used after register, is needed in UCM ! ! !
!config. in this example the name is mtppvdm3
!
!
dspfarm profile 1 mtp
codec g711ulaw
codec pass-through
rsvp
maximum sessions software 10
associate application SCCP
!

Now you will perform Cisco UCM specific configuration.
Step 2

Pull down the Media resources menu and select Media Termination Point sub-menu

Step 3

Select Cisco IOS enhanced Software Media Termination Point.
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Figure 2-12

Media Termination Point Information

Step 4

Type mtppvdm3 or the name used in IOS configuration.

Step 5

Select existing device-pool (Default).

Step 6

Press Save.

Step 7

Press Apply Config.

Step 8

Make sure that the IOS MTP is registered in Cisco UCM by pulling down the Media Resources menu
and then selecting the Media Termination Point sub-menu.
Figure 2-13

Media Termination Points

It can also be verified from IOS router side.
EDU.ISR3945#sh sccp
SCCP Admin State: UP
Gateway Local Interface: GigabitEthernet0/0
IPv4 Address: 172.21.82.131
Port Number: 2000
IP Precedence: 5
User Masked Codec list: None
Call Manager: 172.21.82.170, Port Number: 2000
Priority: N/A, Version: 7.0, Identifier: 1
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Trustpoint: N/A
MTP Oper State: ACTIVE - Cause Code: NONE
Active Call Manager: 172.21.82.170, Port Number: 2000
TCP Link Status: CONNECTED, Profile Identifier: 1
Reported Max Streams: 20, Reported Max OOS Streams: 0
Supported Codec: g711ulaw, Maximum Packetization Period: 30
Supported Codec: pass-thru, Maximum Packetization Period: N/A
Supported Codec: rfc2833 dtmf, Maximum Packetization Period: 30
Supported Codec: rfc2833 pass-thru, Maximum Packetization Period: 30
Supported Codec: inband-dtmf to rfc2833 conversion, Maximum Packetization Period: 30
RSVP : ENABLED
TLS : ENABLED

Step 9

Open the MRG created for the end-devices by pulling down the Media Resources menu and selecting
the Media Resource Group sub-menu.

Step 10

Add the newly added MTP to the MRG and make sure that UCM’s MTP resource is not part of the MRG.

Step 11

Reset all the devices that use this specific MRG.

UCM’s Hunt Group Configuration
Whenever a customer presses the Help button on the customer pod, the REM will set up a call to a huntgroup configured in the UCM so that it can ring NOC/HelpDesk/. The configuration steps are detailed
in the following link:
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/admin/8_5_1/ccmcfg/b03htlst.html
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Figure 2-14

Hunt Group Configuration

The types of hunt group are based on actual requirements by respective deployments.

UCM CTI-Related Configuration
Apart from usual requirement for UCCX integration with Cisco UCM, REM which has a JTAPI adapter
must have a Cisco UCM application user credential to login to the Cisco UCM’s CTI Manager.

REM-UCM JTAPI Integration
This JTAPI link provides one purpose – for observing all the CTS endpoints status (Off-Hook, On-Hook,
In Queue, Connect, Disconnect, etc.). This application user associated with this JTAPI link should be
associated with all the CTS endpoints, which are part of the solution. The application user credentials
(username/password) should be the same as in REM configuration page (e.g. jtapiuser/cisco123). This
application user should have the following group membership.
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Figure 2-15

Group Membership

A sample UCCX-based integration and the three JTAPI application usernames used by both UCCX and
REM are shown in the figure below. In this scenario, CTS1 is the branch’s video endpoint and CTS2 and
CTS3 are the agents’ video endpoints.
Figure 2-16

JTAPI User Info

Contact Center Express Implementation
Refer to the Cisco Unified CCX Administration Guide which is available from the following web site:
http://www.cisco.com/en/US/products/sw/custcosw/ps1846/products_installation_and_configuration_g
uides_list.html

Note

Agents using Cisco TelePresence are also referred to as “Remote Experts” in this guide.
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Assigning Unified CM Users as Cisco TelePresence Remote Experts
The Cisco TelePresence application enables enterprises to create a live, face-to-face interaction with
customers over the network. This solution allows rapid deployment of a virtual contact center
infrastructure. Remote-experts connect to callers using UCCX thus incorporating Automatic Call
Distribution (ACD), CAD, CTI, and Unified IP IVR with UCM and providing the entire solution on one
server.
The following are some of the guidelines when integrating the Cisco TelePresence with UCCX:
•

The only commonly-supported codec for Unified CCX and Cisco TelePresence is G711.

•

Supervisors cannot perform barge-in or intercept from the Cisco Supervisor Desktop (CSD).

•

Calls cannot be monitored or recorded.

•

Monitoring and recording is not supported for Cisco TelePresence integration with Unified CCX.

•

Due to the unavailability of third-party call control, CSD features, barge-in, and intercept are not
supported.

Follow this procedure to assign UCM users as Remote Experts.

UCCX Script
It is advisable to disable any media-related part from the script so that when the video call is on queue,
UCCX will not play audio file to branch video endpoints.

Cisco Agent Work Flow Configuration for READ
Both UCCX and UCCE use Cisco Agent Desktop (CAD). As a result, the following configuration is the
same for either an UCCX or UCCE-based Remote Expert Solution.
With CAD, enterprises can integrate telephony data with data processing applications without modifying
the existing applications. To deliver this compelling benefit, CAD uses workflows, which are powerful
tools that automate agent activities. Voice contact workflows automate agent activity based on telephony
and ACD events such as ringing, answered calls, dropped calls, and call wrap-up codes.
Workflows follow an event -> rule -> action behavior paradigm that is straightforward, yet the results
are powerful. An event is a contact center activity that corresponds to a real-world state transition, such
as the ringing of the phone at an agent's position, a change in an agent's ACD state, or time of day. For
each event, sets of rules are evaluated to determine what actions to perform based on the rules for that
event. A set of actions is defined for each set of rules, and this action set defines the integration of the
telephony data with the desktop application and the execution of that desktop application. The figure
below shows an example of workflow.
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Figure 2-17

Cisco Agent Desktop Web Integration Action links to Web-based applications.

There are three events used for UCCX CAD integration with REM: Ringing, Answered, and Dropped.
Open Cisco Agent Desktop Admin application and follow the steps below to configure CAD.
Step 1

Choose Voice Contact Work Flows from CAD agent sub-menu of CAD Admin.
Figure 2-18

Voice Contact Work Flows in CAD

Step 2

Click Add from the Voice Contact Work Flow List.

Step 3

Enter a name (e.g. RA_Agent_Desktop).

Step 4

Click OK.

Step 5

Choose the default value.

Step 6

Click OK.
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Figure 2-19

Step 7

Voice Contact Classification

From the Event list, choose Ringing.
Figure 2-20

Ringing Event

Step 8

Click Add.

Step 9

Click the HTTP Action tab.
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Figure 2-21

HTTP Action

Step 10

Click New.

Step 11

Fill out the HTTP Action Setup form as shown below.
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Figure 2-22

Note

HTTP Action Setup

The path field is case sensitive so enter read/html/kiosk.jsp. Change the IP address of the host
to the actual IP address of the REM Virtual Machine which is hosting the customer pod
application.

Step 12

Click Add.

Step 13

Enter the values as shown in the figure below.
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Figure 2-23

Agent Request

Step 14

Click OK.

Step 15

Click Add.

Step 16

Enter values as shown below.
Figure 2-24

Step 17

Calling Request

Repeat the above steps to add the following additional HTTP actions that are needed.
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Figure 2-25

Step 18

Additional HTTP Actions Needed

After all the HTTP actions have been created, click Add Action.
Figure 2-26

Add Action

Step 19

Choose Dropped.

Step 20

Click Add.
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Figure 2-27

Dropped Action

Step 21

Click the HTTP Action tab.

Step 22

Choose Dropped.

Step 23

Click Add Action.

Step 24

In the Voice Contact Work Flow window, click Apply to save the settings as shown below.
Figure 2-28

Saved Settings

Step 25

Repeat the above steps to add HTTP actions for “Ready”.

Step 26

Repeat the above steps to add HTTP actions for “Not Ready”.
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Figure 2-29

Not Ready Event

When the agents log in to their respective Cisco Agent Desktop (CAD), they will inherit the new rule.
For example, when the expert receives ‘Ringing’ on their phone, it will bring up an integrated
browser-based customer pod agent application window within the CAD as shown below.
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Figure 2-30

Integrated Customer Pod Agent Application Window within CAD
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Deployment
Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter explains how to install and configure the Cisco Interactive Experience Manager (IEM) for
RE.
The topics in this chapter are:
•

Install IEM Software, page 3-2

•

Configure Server Settings, page 3-2
– Configure Network Settings, page 3-2
– Configure Services Control, page 3-8
– Get MAC Address of Active Network Interface, page 3-9
– Configure Time Zone, page 3-12
– Configure NTP Using Console, page 3-13
– Configure NTP Using the Post-Install Configuration Screen, page 3-14
– Setting Up the SMTP Provider, page 3-16
– Configure Remote Logging Server, page 3-17
– Uploading SSL Certificates and Private Keys, page 3-18

•

IEM Configuration, page 3-20
– Registering an Account, page 3-20
– Create New Device Policy , page 3-26
– Add IEC as a Managed Device, page 3-30
– Enable Device Registration, page 3-34
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Install IEM Software

Install IEM Software
To install the IEM, follow the instructions in the Cisco Interactive Experience Manager Installation
Guide: http://www.cisco.com/en/US/products/ps12434/prod_installation_guides_list.html

Configure Server Settings
After you have installed the IEM, you need to configure the server settings.

Configure Network Settings
If you want to use a static IP address instead of DHCP, you need to configure the network settings.

Tip

Step 1

The default username for the IEM Configuration Menu is installer. Use the new password not the default
password.
In the Main menu of the IEM Configuration Menu, type a to access the System Settings menu.
Figure 2-1

Step 2

Main Menu

In the System Settings menu, type a to access the Network Settings.
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Figure 2-2

Step 3

System Settings Menu

Press any key to begin network configuration.
Figure 2-3

Configure Network Screen

You should verify the network settings next.
Step 4

In the Select Action dialog box, choose Edit a device params by highlighting it and pressing the Enter
key.
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Figure 2-4

Note
Step 5

Configure a Device’s Parameters

Press the Tab or Arrow keys to navigate between choices. Press the Space key to confirm your selection.
In the Select A Device dialog box, choose the Ethernet card.
Figure 2-5

Select a Device Dialog Box

Step 6

Press F12.

Step 7

In the Devernet Configuration dialog box, uncheck the Use DHCP field by pressing the Space key.
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Figure 2-6

Static IP Address Configuration

Step 8

In the Static IP field, enter the IP address.

Step 9

In the Netmask field, enter the netmask.

Step 10

In the Default gateway IP field, enter the default gateway IP address.

Step 11

Choose Ok.

Step 12

Press the Enter key.

Step 13

In the Select Action dialog box, choose Edit DNS configuration.
Figure 2-7

Edit DNS Configuration

Step 14

Press the Enter key.

Step 15

In the DNS configuration dialog box, enter the hostname for the IEM server.
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Figure 2-8

DNS Configuration

Step 16

In the Primary DNS field, enter the primary DNS address.

Step 17

(Optional) In the Secondary and Tertiary DNS fields, enter additional DNS addresses.

Step 18

(Optional) Enter a search value.

Step 19

Click Ok.

Step 20

Press the Enter key.

Step 21

In the Select Action dialog box, choose Save & Quit.
Figure 2-9

Save and Quit

Step 22

Press the Enter key.

Step 23

When it quits, you see an empty blue box on the screen. Press any key to continue to the IEM
Configuration menu.
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Figure 2-10

Screen with Blue Box

You are returned to the Network Settings menu.
Figure 2-11

Network Settings Menu

Step 24

Press the R, <, or , key to return to the System Settings menu.

Step 25

Press the R, <, or , key to return to the Main menu.
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Configure Services Control
Step 1

In the Main Menu, type c to access the Services Control menu.
Figure 2-12

Step 2

In the Services Control menu, type a to access Networking menu.
Figure 2-13

Step 3

Main Menu

Services Control Menu

In the Networking menu, type a to Restart networking.
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Figure 2-14

Networking Menu

This restarts the network and updates the configuration.
When it is complete, you will see the “Command completed successfully.” message.
Figure 2-15

Step 4

Restarting Network Successful Screen

Press any key.

Get MAC Address of Active Network Interface
You will need the MAC address of the active network interface for licensing.
Step 1

Use a Secure Shell (SSH) client to log into the VM.
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Figure 2-16

Main Menu in a SSH Client

Step 2

In the Main menu, type a to access the System Settings menu.

Step 3

In the System Settings menu, type c to access System Information.
Figure 2-17

Step 4

System Settings Menu

Copy the MAC address, which follows the term “HWaddr” in the first line of the eth0 details of the IEM
Configuration Menu screen.
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Figure 2-18

IEM Configuration Menu

Step 5

Press any key to return to the System Settings menu.

Step 6

Press the R, <, or , key to return to the Main menu.
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Configure Time Zone
Step 1

In the Main menu, type a to access the System Settings menu.

Step 2

In the System Settings menu, type b to access the Date and Time Settings.
Figure 4-19

Step 3

In the Date and Time Settings menu, type b to change the time zone.
Figure 2-20

Step 4

System Settings Menu

Date and Time Settings Menu

Select a continent or ocean by entering a number.
Figure 2-21

Continent or Ocean Selection

Step 5

Select a country.

Step 6

Select time zone region.

Step 7

Confirm that the current local time for your time zone and universal time (UTC) are correct. Type 1.
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Figure 2-22

Step 8

Current Local and Universal Times

Press any key to continue.

Configure NTP Using Console
Step 1

In the Main menu, type a to access the System Settings menu.

Step 2

In the System Settings menu, type b to access the Date and Time Settings.
Figure 4-23

Step 3

In the Date and Time Settings menu, type a to access the NTP setup.
Figure 2-24

Step 4

Date and Time Settings Menu

In the Configure NTP screen, press any key to begin set up.
Figure 2-25

Step 5

System Settings Menu

Configure NTP Screen

Enter the NTP configuration information.
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Figure 2-26

Step 6

NTP Configuration Screen

When you are finished, type :wq and press the Enter key to save and quit.

Configure NTP Using the Post-Install Configuration Screen
Tip

The default username for the Post-Install Configuration site is admin and the default password is
cisco!123.

Step 1

Go to the following link for Post-Install Configuration screen: http://[IEM_IP]/cisco/status.php.
[IEM_IP] is the IP address of the IEM.

Step 2

In the Post-Install Configuration screen, click Configure NTP Server.
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Figure 4-27

Step 3

In the NTP Configuration screen, click Edit.
Figure 4-28

Step 4

Post-Installation Configuration Screen

NTP Configuration Screen

Enter the NTP server(s) path(s).
Figure 4-29

Edit NTP Configuration Screen
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Step 5

Once the changes are made, click Update Settings to save the changes.

Setting Up the SMTP Provider
Step 1

Tip

Go to the Post-Installation Configuration screen.

The default username for the Post-Install Configuration site is admin and the default password is
cisco!123.
Figure 4-30

Step 2

Click Setup SMTP Provider.
Figure 4-31

Step 3

Post-Installation Configuration Screen

SMTP Provider Configuration Screen

In the SMTP Provider Configuration, click Edit.
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Figure 4-32

Edit SMTP Provider Configuration Screen

Step 4

Enter the SMTP server info as shown in the figure above.

Step 5

Click Update Settings to save the changes.

Configure Remote Logging Server
Step 1

In the Post-Installation Configuration screen, click Configure Remote Logging Server.
Figure 4-33

Step 2

Post-Installation Configuration Screen

In the Remote Logging Configuration Screen, click Edit.
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Figure 4-34

Step 3

Enter the server path in the Remote Logging Server field.
Figure 4-35

Step 4

Remote Logging Configuration Screen

Edit Remote Logging Configuration Screen

Click Update Settings to save the changes.

Uploading SSL Certificates and Private Keys
If your organization has a SSL certificate and private key, they can be uploaded into the IEM so that
security warnings such as “this site is using an untrusted key” do not appear when accessing the IEM.
Step 1

In the Post-Installation Configuration screen, click Upload New Certificate/Private Key.
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Figure 4-36

Step 2

Post-Installation Configuration Screen

Follow the steps in the Active SSL Certificate screen (as shown in the figure below) to upload a
certificate and private key.
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Figure 4-37

SSL Certificate Screen

IEM Configuration
Registering an Account
The IEM can have multiple administrative accounts where each administrator can have control and
administration of set of IECs. The Root Account has total control and access to all IECs that are added
and managed by other administrators. The Root Account credentials are the following:
•

Account Name: Root

•

Username: Administrator

•

Password: cisco!123
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When Root account name is used for registration, the registered device will show up in the main menu
under ‘Devices’ sub-menu. If some other administration account name is used, the device will show up
under that administrator’s name. For example, the snapshot show below shows IEC registration
completed using account name called ‘vep’ and the registered device shows up under ‘vep’ account name
(not in the main ‘Devices’ menu).
Figure 2-38

The Device ‘sjEX60’ is under the Account ‘vep’

In order to create a new administrator account, please follow the steps below.
Step 1

Open a supported browser.

Note
Step 2

The supported browser versions are Internet Explorer 8 and 9 (32bit and 64bit) and Firefox 12.

In the address bar, enter the IEM IP address into the address bar. If you are not using a certificate server

then your browser will likely prompt you to add a security exception before proceeding.
Step 3

Login using Root Account credentials.
Figure 2-39

EM Login Window
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Step 4

Click on the Accounts window on the left hand side of the IEM GUI .
Figure 2-40

Step 5

Accounts

Click the New Account button on the right side of the IEM GUI.
Figure 2-41

New Account Button

Step 6

Enter a name in the Account Name field.

Step 7

(Optional) Enter a description in the Description field.

Step 8

Click Create.
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Figure 2-42

Step 9

Double-click the account icon that you just created.
Figure 2-43

Step 10

Create New Account Dialog Box

Account Icons

Click New User in the Edit pane along the right side of the IEM GUI.
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Figure 2-44

Step 11

New User Button

In the Create New User dialog box, enter a user name in the Login Name field.
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Figure 2-45

Create New User Dialog Box

Step 12

Enter a password in the Password field.

Step 13

Enter the password again in the Re-type Password field.

Step 14

(Optional) Enter your first name in the First Name field.

Step 15

(Optional) Enter your last name in the Last Name field.

Step 16

Enter your e-mail address in the Contact e-mail field.

Step 17

Click Create.
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Create New Device Policy
The next step is to create a device policy for the IEC4610s that are part of this Remote Expert Smart
Solution deployment. A device policy is a collection of common or default configuration data shared by
a group of IEC4610s. The following steps will describe how to create a new system policy with the
following details:

Step 1

•

REIC application URL as the IEC4610 Startup URL

•

IEC4610 virtual key-board is disabled from displaying on the Collaboration Panel on the customer
pod

•

(Optional but recommended) NTP and time zone information

Click Policies in the left pane.
Figure 2-46

Step 2

Click New Policy in the right pane.
Figure 2-47

Step 3

Policies Button

New Policy Button

In the Create New Policy dialog box, enter a name for the policy.
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Figure 2-48

Create New Policy Dialog Box

Step 4

Check the Is Action check box.

Step 5

(Optional) Add a description of the policy.

Step 6

Click Create.

Step 7

Find the policy and double-click the icon in the center pane.
Figure 2-49

Step 8

Policy Icons in the Center Pane

Click the Policy tab within the policy to display the settings available.
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Figure 2-50

Policy Tab

Step 9

Choose browser > startup > url.

Step 10

Enter the REM’s IP address in the URL field. In this example, the IEM’s startup URL is set to
http://10.81.115.3/reic/kiosk.html where the REM’s IP address is 10.81.115.3.
Figure 2-51

URL Field with REM’s IP Address

Step 11

Click the green checkmark.

Step 12

Click Apply.

Step 13

Choose browser > input > popup > keyboard > enabled.
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Figure 2-52

Disabling the Popup Keyboard

Step 14

Uncheck the check box.

Step 15

Click the green checkmark which will turn the setting to ‘false’.

Step 16

Click Apply to save the changes.

Step 17

To change NTP settings, go to clock > NTP.
Figure 2-53

NTP and Time Zone Settings

Step 18

Change the NTP server IP addresses.

Step 19

Click Apply.

Step 20

Go to clock > timezone.

Step 21

Choose the correct time zone.
A sample snapshot shows, policy updated for a NTP server and New York Time-zone.
Figure 2-54

NTP and Timezone Modified
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Note

If the customer pods in this Remote Expert Smart Solution deployment span multiple time zones, then
multiple device policies need to be created (e.g. Francisco-EST and Francisco-PST) and assigned to the
appropriate IEC4610s located in those time zones.

Note

Each IEC4610 has its own local set of configuration settings, known as a ‘Profile’. The device profile is
useful in some applications where an IE4610 is not managed by an IEM. In the Remote Expert Smart
Solution, the IEC4610s are always controlled by IEM. Therefore the Device Policy assigned to the
IEC4610 by the IEM takes precedence over any local profile information.
Figure 2-55

Settings Hierarchy

The above figure illustrates the hierarchy for settings. If a policy is applied to an IEC, its settings take
precedence over settings within the device profile configured in the IEM or on the device.

Add IEC as a Managed Device
Step 1

Click Devices in the left pane.
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Figure 2-56

Step 2

In the Edit menu, click New Device.
Figure 2-57

Step 3

Devices

New Device Button

In the Register New Device dialog box, enter a device name in the Device Name field.
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Figure 2-58

Register New Device Dialog Box

Step 4

Enter the serial number of the IEC.

Step 5

(Optional) Enter a description of the IEC.

Step 6

Click Register.
If logged in as the Root account, the new registered device will show up under the ‘Devices’ header in
the left-hand pane. If logged in as a non-Root Account, the new registered device will show up in the
left-hand pane under Account > the account’s name > Devices.

Step 7

Double-click the newly registered IEC.

Step 8

Click the Policies tab and then select the previously created policy from the Available policies list.
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Figure 2-59

Step 9

Available Policies List

Click the green arrow to move the policy from the left pane (Available policies) to the right pane
(Applied policies).
Figure 2-60

Policy in the Applied Policies List

Step 10

Click Apply at the bottom of the screen to save the policy enforcement.

Step 11

If this IEC has already been provisioned and is already active, click the Reboot button in the Predefined
Actions menu to activate the policy. If IEC has not yet been provisioned, or is otherwise not currently
on line, it will download the device policy settings while registering to the IEM.

Tip

An active IEC is indicated by a green ‘ON’ next to the IEC icon in the center pane.
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Figure 2-61

Reboot Button

Enable Device Registration
Step 1

Click Maintenance in the left pane.
Figure 2-62

Step 2

Maintenance

Double-click Server Settings.
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Figure 2-63

Step 3

Check the Device gateway enabled check box.
Figure 2-64

Step 4

Server Settings Button

Server Settings

Click Apply to save the changes.
This screen is also provides option to configure log archive duration. The recommended settings are
listed in the snapshot above. There are two fields:
1.

Maximum events number in the log

2.

Event logs purged after, days

The logs will be saved and purged based on what is specified here. These settings are for all devices on
that server. In the above example, the total number of events written into events table will be 1000 and
those will be purged after 3 days.
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Interactive Experience Client (IEC) Deployment
Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter explains how to install and configure a Cisco Interactive Experience Client (IEC) for RE.
Topics in this chapter include:
•

Connect Peripherals, page 4-1

•

IEC Configuration, page 4-3

•

Update a Previously Configured IEM Address, page 4-11
– Reset to Defaults Method, page 4-11
– Standalone Method, page 4-13

•

IEC Software Upgrade, page 4-17

•

Burning IEC OS onto a USB Drive, page 4-17

Connect Peripherals
The back of the Cisco IEC4610 Series device contains multiple ports that will be used to connect to the
video display, keyboard, mouse, network, and electrical outlet. Follow the steps below to connect the
equipment and power on the IEC device.

Note

Step 1

The IEC is not a plug-and-play device. Therefore if the peripherals and Ethernet cable are not connected
before powering up the IEC, those peripherals and the network will not be detected. You must reboot the
IEC device after adding any peripheral or connecting an Ethernet cable.
Connect an USB cable or wireless USB adapter for a keyboard to an USB port on the Cisco IEC4610
Series.
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Figure 4-1

Ports on the Cisco IEC4610 Series

Step 2

Connect an USB cable or wireless USB adapter for a mouse to an USB port on the Cisco IEC4610 Series.

Step 3

Connect the video display cable to either the VGA or the HDMI port on the Cisco IEC4610 Series. Then
connect the other end of the cable to the video display.

Note

To optimize the video quality, the IEC4610 Series should be connected to a 1080p LED or LCD video
display using the HDMI cable.

Step 4

(Optional) If the display is a touch screen, connect an USB cable to it and an USB interface on the Cisco
IEC4610 Series.

Step 5

Plug the power cord for the video display into an electrical outlet.

Step 6

Turn on the power to the video display.

Step 7

Connect an Ethernet cable to the LAN port on the Cisco IEC4610 Series. Connect the other end of the
Ethernet cable to an Ethernet wall jack or Ethernet port on a router or switch.

Step 8

Connect the IEC’s power adapter to the DC 12V in connector on the Cisco IEC4610 Series.

Step 9

Plug the power adapter into an electrical outlet.

Note

It is important that you plug in all the peripherals and Ethernet cable before plugging in the IEC
to an electrical outlet.

The Cisco IEC4610 Series will initialize now. When it finishes initializing, the COBRA screen appears.
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Figure 4-2

Note

Initialization Screen

After initialization the “Startup URL is not configured” message will appear at the top of the screen. It
is referring to the URL that the Cisco IEC4610 Series will use to display content once it is configured.
Record the serial number and IP address shown on the COBRA screen.

Note

If there are any problems with the initial configuration or the network, the system will not initialize, the
Cobra screen will not appear, and a network error message will display.

IEC Configuration
Step 1

Press Ctrl-Alt-S to display the System Settings window.

Step 2

Click the Network icon.
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Figure 4-3

Network Icon in System Settings Window

Step 3

If Ethernet is not the current interface, click the Ethernet radio button.

Step 4

Choose to use DHCP or a static IP address:

Note

For REM, it is recommended to use a static IP address. Otherwise, configure static IP address
bindings on the DHCP server.

To use DHCP, check the Use DHCP check box.
Figure 4-4

Using DHCP
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To use a static IP address:
a.

Uncheck the Use DHCP check box.

b.

Enter the IP address in the IP Address field.

c.

Enter the subnet mask in the Subnet Mask field.

d.

Enter the gateway address in the Gateway field.

e.

Enter the primary DNS server’s IP address in the Primary DNS server IP Address field.

f.

If there is a second DNS server, enter the secondary DNS server’s IP address in the Secondary DNS
server IP Address field.

Figure 4-5

Using a Static IP Address

Step 5

Click Apply.

Step 6

To exit the Network window, click Close.

Step 7

Click the Date and Time icon.
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Figure 4-6

Step 8

To change the date and time, uncheck the Set date and time automatically check box.
Figure 4-7

Step 9

Date and Time Icon in the System Settings window

Date and Time Tab

In the date field, enter the month, day, and year.
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Figure 4-8

Setting the Date and Time Manually

Step 10

In the time field, enter the hour, minute, and second.

Step 11

Click the Time Zone tab.
Figure 4-9

Time Zone Tab

Step 12

Uncheck the Automatically determine current time zone check box.

Step 13

From the Closest city drop-down list, choose a city.
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Figure 4-10

Choosing the Closest City

Step 14

Click Apply to set the time zone.

Step 15

To exit the Date and Time window, click Close.
Now you will configure the system to connect the Cisco IEC4610 Series to the Cisco IEM.

Step 16

Click the System icon.
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Figure 4-11

Server Tab

The IEC’s serial number is displayed by default.
Step 17

Enter the device name in the Device name field. The name you choose will be used in the Cisco IEM to
identify this device.

Step 18

Enter the Cisco IEM address in the IEM URL field or check the Get IEM server address from DHCP
check box.

Note

If the IEC already has an existing IEM IP address configured but you need to change it, see the
“Replace the IEM URL in System Settings” after this step set.

Step 19

Click the Managed by Cisco IE Manager (IEM) radio button. The Account Details dialog box opens.

Step 20

If the IEC was not registered to the IEM in advance, enter an account name, a username, and a password.
Click Register.
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Figure 4-12

Account Details Dialog Box

Once the account is registered, you will see the word “Success”.
Figure 4-13

Registration Successful Notification

If you previously registered the IEC in the IEM, you will see the word “Success” too.
Step 21

Click Reboot now.

Step 22

When you complete the selections in this window, click Apply.

Step 23

To exit the System window, click Close.

Step 24

In the System Settings window, click Reboot.
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Figure 4-14

Reboot Icon in the System Settings Window

Update a Previously Configured IEM Address
There may be times when you need to change the IEM’s URL in the IEC to a different IEM URL.
There are two methods for replacing the IEM URL:
1.

Reset to Defaults - This method does not require that you have an IEM that is active and reachable.

2.

Standalone -This method is only possible if the IEM is active and reachable. The same user account
credentials must be used for registration.

Reset to Defaults Method
The Cisco IEC4610 Series can be reset to factory settings. Follow these steps to reset the device to
factory settings:
Step 1

Press Ctrl-Alt-S to display the System Settings window.

Step 2

Click the System icon.
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Figure 4-15

Step 3

System Icon in System Settings Window

Click the Device tab.
Figure 4-16

Device Tab

Step 4

Click Reset to defaults. The Reset dialog box opens.

Step 5

Click Yes.
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Figure 4-17

Reset Dialog Box

Any configurations have been lost so repeat the IEC Configuration steps.

Standalone Method
Step 1

Press Ctrl-Alt-S to display the System Settings window.

Step 2

Click the System icon.
Figure 4-18

Step 3

System Icon in System Settings Window

Click the Stand-alone radio button.
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Figure 4-19

Server Tab with Stand-alone Button

A warning dialog box opens.
Figure 4-20

Warning Dialog Box

Step 4

Click OK.

Step 5

You will be prompted to enter the account details.
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Figure 4-21

Account Details Dialog Box to Unregister a Device

Step 6

Enter the account name in the Account field.

Step 7

Enter the user name in the User name field.

Step 8

Enter the password in the Password field.

Step 9

Click Unregister.
After successful unregistration, you will be prompted to reboot.
Figure 4-22

Account Details Dialog Box with Reboot now Button

Step 10

Click Reboot now.

Step 11

After the IEC reboots, press Ctrl-Alt-S to display the System Settings window.

Step 12

Click the System icon.

Step 13

Enter the new IEM address in the IEM URL field.

Step 14

Click the Managed by Cisco IEP (IEM) radio button.
The Account Details dialog box opens.

Step 15

Enter the account name for the new IEM in the Account field.
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Figure 4-23

Account Details Dialog Box for Registering a Device

Step 16

Enter the user name in the User name field.

Step 17

Enter the password in the Password field. To verify that you entered the correct password, check the
Show password check box to see the characters entered.

Step 18

Click Register.

Step 19

Once the account is registered, you will see the word “Success”.
Figure 4-24

Step 20

Registration Successful Notification

Click Reboot now.
Once the account is registered, you will see the word “Success”.
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IEC Software Upgrade
After the successful registration, the IEC will show up in the IEM with status as ‘ON’.
Step 1

In the IEM, find the newly added IEC.

Step 2

Double-click the name of the IEC to display the tabs.
Figure 4-25

IEC’s Status is ‘ON’

Step 3

Click Upgrade button in the Predefined actions menu.

Step 4

Select the required version from the menu.
Figure 4-26

Step 5

Upgrade Device Dialog Box

Click Upgrade to push the IEC firmware files to IEC at the branch.
After a successful upgrade, the IEC will register back to the IEM.

Burning IEC OS onto a USB Drive
The steps below will show how to burn the IEC operating system onto a USB flash drive that can be used
to upgrade ore recover an IEC.
What you need:
•

You will need a blank USB Flash disk with more than 1 GB of free space for the IEC files.

•

Three types of files:
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Figure 4-27

1.

HPFormattools files

Figure 4-28

2.

HPFormattools Files

Wind32img3 files

Figure 4-29

3.

Three Types of Files Needed

Wind32img3 Files

Emergency-stick-iec file, which is a compressed file, specific to the version that needs to be
loaded

In the following procedure, you will extract the IEC OS, format the USB disk with the HP formatting
tool, and the burn the IEC OS.
Step 1

Extract the OS file from the emergency-stick-iec-X.XYZ.XYZ.gz file using 7-Zip or any other
compression tool that supports the .gz file format. An example of the file name is:
emergency-stick-iec-4.132.322.
Once extracted, the OS file will be called “stick.img”.
Next you will format the USB disk with the HP formatting tool.

Step 2

Insert the blank USB flash drive into the workstation where the files are downloaded.

Step 3

Double-click the USBFW.exe file. The Windows version of the file is the preferred version.
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Figure 4-30

USBFW.exe File

Step 4

Choose the blank USB inserted into the workstation from the Device drop down menu.

Step 5

Choose NTFS from the File system drop down menu.

Step 6

Enter a description in the Volume label field.

Step 7

Check the Quick Format check box.

Step 8

Click Start to format the USB.

Step 9

Launch the Win32DiskImager.exe application from the win32img3 folder.
Figure 4-31

Step 10

Launching the Win32DiskImager.exe application

Click the folder icon to the right of the Image File field to open a new window that displays the
directories.
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Figure 4-32

Step 11

Locate the directory where the stick.img file is kept.
Figure 4-33

Step 12

Locating the Folder Icon

Locating the Stick Image

Click Save.
The complete path will be listed in the Image File box.
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Figure 4-34

Step 13

Complete File Path

Click Write to burn the image to the USB flash drive.
The program will begin burning the software on to the USB flash drive. The Progress bar will indicate
the progress of the burn.
Figure 4-35

Progress Bar

When the burning utility states “Done,” the burning is complete and the OS is now on the USB drive.
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Figure 4-36

Step 14

Burning Done

Click Exit.
After the file upload, the disk will not show up in workstation’s explorer as it now has a different OS)

Step 15

Safely eject or remove the USB flash drive.
The USB flash drive is now ready for upgrading the IEC.

Step 16

Unplug the IEC if it is plugged into an electrical socket.

Step 17

Connect the following peripherals to the IEC:
•

USB stick to a USB port

•

Keyboard and mouse to USB ports

•

Monitor to either the VGA or the HDMI port

•

(Optional) Ethernet cable to the network port

•

Power adapter to the DC 12V in connector

Step 18

Hold down the Ctrl key and do not release it.

Step 19

Plug the power adapter into an electrical outlet. The IEC will power up as indicated by the power LED.

Tip
Step 20

Make sure that you are still holding down the Ctrl key during this step.

When a number appears in the lower right corner of the screen, release the Ctrl key.
The monitor displays the booting sequence in command-line mode.

Step 21

You will be prompted three times. You will be asked if you want to upgrade system, verify burned
images, and repartition the device. Choose Y each time.
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Figure 4-37

Y/N Prompts

After the booting process is over, you will see the message “Full system upgrade has FINISHED.
Everything looks fine. Remove USB stick and reboot.”
Figure 4-38

Upgrade Finished Message

Step 22

Remove the USB stick from the IEC.

Step 23

Reboot the IEC by unplugging it and then plugging it in.
The IEC will reboot. When it is finished rebooting, the Cobra icon along with the firmware version is
displayed.
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Remote Expert Manager (REM) Deployment
Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter contains the procedure for deploying the Remote Expert Manager (REM).
Topics in this chapter include:
•

Prerequisites for REM Installations, page 5-2

•

Installation and Configuration Steps, page 5-2

•

REM Hardware Specifications, page 5-3

•

REM Software Installation and Configuration, page 5-3
– Upload the REM ISO Image, page 5-3
– Creating the Virtual Machine, page 5-6
– Turn on the VM, page 5-11
– Start the REM ISO Installation, page 5-11
– Configure the REM’s Virtual Machine, page 5-12
– Install the Default Francisco Skin Package, page 5-15
– Log in to the REM Server, page 5-15
– Configure the REM Properties File, page 5-16
– Encrypt CUCM Username and Password, page 5-18
– Identify and Locate Media Server, page 5-18
– Configure Keypad Support, page 5-20
– Configure Magnetic Card Reader Support, page 5-20
– Configure the REAC, page 5-21
– Configure a Policy in the IEM and Apply it to IECs, page 5-22
– Install Direct Connect on the Agent’s Workstations, page 5-22
– Make Calls, page 5-22

•

REM ISO Installation Verification, page 5-22

•

CUCM Cluster Support in REM, page 5-25
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Prerequisites for REM Installations

Prerequisites for REM Installations

Note

•

REM ISO provided on DVD or via download

•

1x Static IP Address for REM server (s)

•

Virtual resources on ESXi 4.1/5 host (UCS server with ESXI 4.1/5 installed as hypervisor)

•

VMware vSphere Client for ESXi access

•

WinSCP Clinet for transferring files to REM

•

1 or more IEC4610s registered and active with IEM (serial number of IECs)

•

1 or more experts correctly configured in the supporting call center system [(UCCX: “agent-login”),
(UCCE: “agent-id”), DN for each expert]

•

A Call Center pilot number for each skill/service offered on the Collaboration Panel main menu

•

A “customer service” pilot number to route calls to during extended periods of expert
non-availability

•

Video files for Video-on-Hold, Video-on-Queue and instructional videos-on-demand (as needed)

•

Video files for Video-on-Hold, Video-on-Queue and Video Push (as needed)

•

Image files for dual content display on the in-store TelePresence monitor when it’s not in an active
RE session.

•

Document for collaboration (as needed)

Make sure you have the REM DVD and media server rpm image and license.

Installation and Configuration Steps
The following are the main steps for REM installation and configuration:
1. REM server installation from console
a. Create VM with specification
b. Mount REM ISO and power up the VM
c. Complete installation of both OS and REM applications
d. Set the network configuration and restart network services
2. REM configuration using SSH/SCP
a. Transfer downloaded media server RPM files to REM using WinSCP
b. Identify media server
c. Start Tomcat service
d. Update rem.properties file as appropriate
e. Make main.sh script executable and run the script
3. REM configuration using REAC (Web administration portal)
a. Update Locale (if needed)
b. Add/Modify UCCX/CVP Pilot DNs
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c. Add/Modify Experts (also known as agents)
d. Configure video URL(s) for Video-in-Queue, Video-Push, and Video-On-Hold
e. Upload static graphic image for dual content
f. Upload documents for remote printing at the customer pod
g. Add/Modify feedback form
h. Add customer pod(s)

Note

The CLI-based configuration is only needed during an install, backup, restore, and upgrade process.
Most of the day-to-day administration tasks are done from REM’s web portal, which is called the Remote
Expert Administration Console (REAC).

REM Hardware Specifications
The hardware specification is depends on the scalability numbers and following are the currently
supported REM virtual machines (VM) hardware specifications. The tested and supported physical
hardware uses Cisco Unified Computing System (UCS) platform.
Refer to the UCS co-residency requirement for keeping REM virtual machines in the same UCS.
In the Remote Expert solution 1.8 release, both versions of the ESXi are supported (ESXi 4.1 and 5).
Prior to installing REM as a virtual machine, configure the LSI MegaRAID SAS 9266-8i controller with
battery backup for a RAID 10 configuration in the UCS C-series host. This configuration requires 4
physical discs in your customer’s UCS C220 M3 host server. Use the LSI WebBIOS Configuration
Utility to implement the RAID 10. This page provides the steps to perform this task:
http://www.cisco.com/en/US/partner/docs/unified_computing/ucs/c/sw/raid/configuration/guide/Mega
RAID.html#wp1053279
Use the manual configuration procedure to create two physical drive groups each with a RAID 1 virtual
drive then create a RAID 0 virtual drive containing the two RAID 1 drive groups. Always select default
settings when creating physical and virtual drive groups.

REM Software Installation and Configuration
Upload the REM ISO Image
Step 1

Launch the VMware vSphere client. This is where you will configure virtual machines.
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Figure 5-1

vSphere Client Login

Step 2

In the IP address/Name field, enter the IP address of the ESX host server that will be hosting the IEM
virtual machine.

Step 3

In the User name field, enter the username of the ESX host server.

Step 4

In the Password field, enter the password of the ESX host server.

Step 5

Click Login.

Step 6

When prompted with a security warning pop-up about Certificate Warnings, click Ignore.
Figure 5-2

Security Warning Dialog Box

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

5-4

Chapter 5

Remote Expert Manager (REM) Deployment
REM Software Installation and Configuration

Step 7

When the Warning window about the host being managed by a vCenter server and changes may not
appear in the vCenter, click OK.
Figure 5-3

vCenter Server Warning Dialog Box

Step 8

Click on the IP address of the ESX host server in the left Inventory window pane.

Step 9

Click on the Summary tab in the right window pane.
Figure 5-4

Summary Tab

Step 10

Under the Storage section, choose the datastore where you would like to upload the .iso file. In general,
choose the datastore that has the largest free space.

Step 11

Right-click the datastore and choose Browse Datastore.

Step 12

In the Datastore Browser window, click on the Upload icon in the menu bar. It is the 4th icon from the
left. Choose Upload File.

Step 13

In the Upload Items dialog box, choose the .iso file you would like to upload and click Open. The upload
takes about 5 minutes.

Step 14

In the Upload/Download Operation Warning dialog box, click Yes to choose that if the file that is being
uploaded to the folder has the same name as a file already in that folder, the currently existing file will
be replaced. The file will begin to upload to the datastore folder. When the upload is done, the progress
window will disappear and the ISO file will appear in the Database Browser directory.
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Figure 5-5

Upload/Download Operation Warning Dialog Box

Creating the Virtual Machine
Step 1

Go to the tree in the left Inventory pane, and click on the root (IP address) to highlight it.

Step 2

Choose File > New > Virtual Machine.

Step 3

In the Configuration category, choose the Typical radio button. The only time you would choose custom
would be if you were installing it in a cluster environment.
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Figure 5-6

Configuration Category

Step 4

Click Next.

Step 5

In the Name and Location category, enter a name for this virtual machine. It is recommended that you
use the name of the ISO image and version that is being installed.
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Figure 5-7

Name and Location Category

Step 6

In the Inventory Location, choose the cluster that contains the desired ESX host to run the REM virtual
machine.

Step 7

Click Next.

Step 8

In the Datastore category, choose the datastore where the virtual machine will be created and stored.
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Figure 5-8

Datastore Category

Step 9

Click Next.

Step 10

In the Guest Operating System category, click the Linux radio button.
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Figure 5-9

Guest Operating System Category

Step 11

In the Version drop-down list, choose Red Hat Enterprise Linux 5 (64-bit).

Step 12

Click Next.

Step 13

For the “Network” configuration, select one (1) NIC.

Step 14

Select the IP address network used by the ESX server.

Step 15

Choose the Adapter type to be used by the NIC. For this installation, “E1000” is used as the adapter type.

Step 16

Check the Connect at Power On box and click Next.

Step 17

In the Virtual disk size field, choose 120 GB.

Step 18

Select either Thick Provisioning or Thin Provisioning. The Allocate and commit space on demand
(Thin Provisioning) check box was chosen in this configuration.

Step 19

Click Next. The Ready to Complete screen shows the settings for the new machine.
You now need to configure the memory and number of processors as well as assign the ISO image to
boot when the VM starts.

Step 20

Check the Edit the virtual machine settings before completion check box.

Step 21

Click Continue.

Step 22

Choose Memory from the Hardware area.

Step 23

In the Memory Size field, choose 8 GB.

Step 24

Choose CPUs and choose 2 for the Number of Virtual Sockets and 4 for the Number of cores per socket.

Step 25

In the Number of virtual processors field, choose 4.

Step 26

Choose New CD/DVD.

Step 27

Click the Datastore ISO File radio button.
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Step 28

Click Browse.
Now you will select the ISO image that you uploaded.

Step 29

Choose the datastore that the ISO image was uploaded.

Step 30

Select the ISO image.

Step 31

Click OK. The ISO image appears in the Datastore ISO File field.

Step 32

The VM should run the ISO file whenever it is started so check the Connect at power on check box in
the Device Status area.

Step 33

Click Finish.

Turn on the VM
Once you have created the new VM, you will need to start it.
Step 1

In the left pane, highlight the new VM.

Step 2

Choose Power > Power On.
At the bottom of the screen under Recent Tasks, you will see the “Power On virtual machine” task and
its status which should say “Completed”.
Deploying the REM ISO usually takes 5-10 minutes. The Console tab shows the deployment.

Start the REM ISO Installation
Step 1

In vSphere Client software, navigate to the Console tab to start the installation process.

Step 2

After the prompt sign, type install and press the Enter key to begin the installation process.
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Figure 5-10

Type “install” to Begin Installation Process

When the REM installation has deployed successfully, you will see the following in the console:
Cisco Remote Expert Manager
Build Version 1.8.0-26
Remote Expert Manager IP Information
Hostname: localhost.localdomain
Mac Address:

Configure the REM’s Virtual Machine
Step 1

Click the Console tab of the REM’s VM.

Note

If there is not a DHCP server on the network that the REM is on, the default IP addresses will
be shown.

Step 2

Log in using the default username (admin) and password (cisco!123).

Step 3

Now you need to set the correct IP address.

Step 4

Type in the following command: system-config-network
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Figure 5-11

Configuring Network Command

Step 5

To set the IP address, select Edit Devices and press the Enter key.

Step 6

Choose the Ethernet card you want to configure and press the Enter key.

Note

If you are using redundant network connectivity, you need to configure both Ethernet0 and
Ethernet1.

Step 7

By default, DHCP is selected. Deselect the Use DHCP check box by pressing the down arrow until you
get to the Use DHCP box and then pressing the Space bar.

Step 8

Populate the Static IP, Netmask, and Default gateway IP fields and click Ok.

Step 9

In the Select a Device screen, tab to Save.

Step 10

Before you can edit DNS configuration, you first need to tab to Save & Quit. This saves the IP address
changes.

Step 11

Restart the network services by entering the following command: /etc/init.d/network restart

Step 12

Once the network has restarted, it will update the post scripts in the MySql databases that are currently
running RE with correct IP addresses.

Step 13

Now you need to configure the DNS settings.

Step 14

Type in the following command: system-config-network

Step 15

To configure DNS, select Edit DNS configuration and press Enter.

Step 16

Populate the Hostname, Primary DNS, and Secondary DNS fields. If your network uses the Search
configuration, enter that value. Press Enter.

Step 17

Tab to Save & Quit. This saves the DNS changes.

Step 18

Restart the network services to update the DNS settings by entering the following command:
/etc/init.d/network restart
Once the network has restarted, it will update the post scripts in the MySql databases that are currently
running RE with correct DNS entries.

Note
Step 19

If any database related errors are seen, reinstall the database.

If there is no “Nameserver” information shown on the screen, run the system-config-network command
once more and select Edit DNS Configuration. Enter the DNS information again and press Save. Run
/etc/init.d/network restart again.
Now you will verify that the databases have been populated with the settings.

Step 20

To get to the postgres database command prompt (-bash-3.2$), enter the following command: su -l
postgres

Step 21

Go to the REM default database by entering the following command: psql REM_DB;

Step 22

To verify that the tables in the REM database were created, enter the following command: \d+
If you can see all the tables, then the installation of the ISO file was correct.
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Figure 5-12

Note

Tables in the REM Database

If the above tables are not present, or REM throws the error message “database “REM_DB” does
not exist” as shown in the figure below, go to /var/rem/rpms and execute the following
commands: rpm -vUh --force /var/rem/rpms/rem-db-1.8.0-26.x86_64.rpm and
/etc/init.d/network restart

Figure 5-13

Databases Are Not Created

Step 23

Exit the database by entering the following command: \q

Step 24

Exit the bash shell by entering the following command: exit
This will return you to the REM command prompt ( [root@rbull ~]#).
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Install the Default Francisco Skin Package
Before you can install the default skin package, find out the current rpm file’s name in the rpms directory.
Step 1

Go to /var/rem/rpms.

Step 2

Execute the following command: rpm –vUh --force [name of rpm file]
For example, if the rpm file name is rem-skin-1.8.0-28.x86_64.rpm, the command entered would be rpm
–vUh --force rem-skin-1.8.0-28.x86_64.rpm.

Step 3

Execute the following command: /etc/init.d/network restart

Note

Records installed by default skin package (such as locale, expert type, and content) could be
changed or modified via REAC after the installation procedure is completed.

Log in to the REM Server
After successful installation user will be asked to login.
Step 1

SSH into the REM server.

Step 2

Enter admin for the username.

Step 3

Enter cisco!123 for the password.
The figure below shows the console screen after log in is successful.
Figure 5-14

Successful Login
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Configure the REM Properties File
Step 1

Enter the following command to go to the directory that contains the rem.properties file: cd
/var/rem/tools/ias/templates/

Step 2

At the [root@rbull templates]# prompt, enter the following command to use the VI editor to edit the
rem.properties: vi rem.properties
#
=================================- REM Core Properties -============================
# Virtual IP denotes the Cisco ACE Load Balancer Virtual IP
# In case of Single node deployment REM_Virtual_IP=RESC_IP
# For Dual node setup configure the LB VIP
$*[REM_VIRTUAL_IP]*=172.25.26.100
# REM Server Details
$*[RESC_IP]*=172.25.26.100
$*[RESC_PORT]*=80
$*[RESC_SERVER_USER]*=admin
$*[RESC_SERVER_PASSW]*=cisco!123
# =================================- HA Properties
-===================================
# Total_Nodes_In_Cluster=1 for Single Node setup
# Total_Nodes_In_Cluster=2 for Dual Node setup
$*[Total_Nodes_In_Cluster]*=1
# SSH Port details
$*[PORT]*=22
# REM Server IP & database details
$*[NODE_IP_1]*=172.25.26.100
$*[DATABASE_1]*=database1
$*[NODE_1_USERNAME]*=admin
$*[NODE_1_PASSWORD]*=cisco!123
# The Node_2 properties below are required for HA Dual node setup. Uncomment and
update values as applicable.
# Note: DATABASE_1 & DATABASE_2 values should not be identical
#$*[NODE_IP_2]*=10.76.8.172
#$*[DATABASE_2]*=database2
#$*[NODE_2_USERNAME]*=admin
#$*[NODE_2_PASSWORD]*=cisco!123
# =================================- MEDIA SENSE Properties
-===========================
# Media Sense Primary Server details
$*[PRIMARY_MEDIA_SENSE_SERVER]*=172.25.26.101
$*[PRIMARY_MEDIA_SENSE_PORT]*=8440
$*[PRIMARY_MEDIA_SENSE_USER]*=agent2
$*[PRIMARY_MEDIA_SENSE_PASSWORD]*=cisco
# Media Sense Secondary Server details
$*[SECONDARY_MEDIA_SENSE_SERVER]*=172.25.26.102
$*[SECONDARY_MEDIA_SENSE_PORT]*=8440
$*[SECONDARY_MEDIA_SENSE_USER]*=agent2
$*[SECONDARY_MEDIA_SENSE_PASSWORD]*=cisco
# =================================- CUCM Credentials
-===================================
$*[CUCM_HOST]*=172.25.26.103
$*[CUCM_PORT]*=8443
$*[CUCM_SERVICE_USER]*=admin
$*[CUCM_SERVICE_PASSWORD]*=cisco!123
# =================================- IEM Credentials
-===================================
$*[IEM_HOST]*=172.25.26.104
$*[IEM_ACCOUNT]*=iec
$*[IEM_USER]*=iec
$*[IEM_PASSWORD]*=cisco!123
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# =================================- LONGPEN Properties
-================================
$*[LONGPEN_HOST]*=172.25.26.105

When you set the IP address in the network configuration screen earlier, that information populated the
rem.properties file so that the virtual server IP address (REM_VIRTUAL_IP) and the RESC IP address
(RESC_IP) are already populated.

Note

The REAC properties do not need to be changed. The user credentials are encrypted during the
installation of RE.

Step 3

Enter the username of the RESC server.

Step 4

Enter the password of the RESC server.

Step 5

Scroll down to the CCX Credentials section. The value for the IS_CCX credential should be set to “true”.
If it is not, set it to “true”.

Step 6

Scroll down to the CUCM Credentials section to edit them. Enter the IP address of the CUCM.

Step 7

Enter the username of the CUCM user. This is the user that UCCX uses to contact the CUCM. This user
is created on the call manager (CUCM).

Step 8

Enter the password of the CUCM user.

Note

You will encrypt the username and password after the file is saved.

Step 9

Enter the port number of the CUCM.

Step 10

Enter the username of the CUCM service, which is the admin for the Web UI that is used to configure
and manage the CUCM.

Step 11

Enter the password of the CUCM service (admin of the Web UI).

Step 12

Enter the IP address of the IEM server.

Step 13

Enter the account of the IEM server. This is root by default.

Step 14

Enter the username for the IEM server. This is admin by default.

Step 15

Enter the password for the IEM server. This is cisco!123 by default.

Step 16

Enter the credentials for the media server for video streaming.

Step 17

In the REIC/Kiosk properties, enter the serial number of one of the IECs.
Next you will configure the REIC properties for images. These images are displayed on the kiosk. The
images are stored in the Skin directory of the default folder of REM.

Step 18

Enter the name of the files for the logos and background image.

Step 19

Enter 740 for the width of expert type.
Next you will change the Backup Restore Properties. You will change the IP address, username, and
password of the server where you want the backup files stored.

Step 20

Enter the IP address of the backup server.

Step 21

Enter the username and password of the backup server.

Step 22

Configure the frequency of backups.

Step 23

If you want e-mail alerts for status of backups, populate the SMTP server name, sender’s mail ID, and
recipients mail ID.
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Step 24

After you make all the changes to the rem.properties file, you need to save it by pressing SHIFT : and
then entering wq.

Encrypt CUCM Username and Password
After you save the changes to the REM properties file, you should encrypt the CUCM user and password.
Step 1

Enter the following command to change directories: cd /var/rem/tools/ias/scripts

Step 2

Enter the following command to run the encryption script and execute the Installation Automation Script
(IAS): ./main.sh
This script stops all the REM services, changes to the rem.properties file are written to the database, and
the CUCM credentials are encrypted.

Step 3

Enter y when prompted with “Tomcat Service stopped, Do you want to update CUCM Details (y/n)”.
Press the Enter key.

Step 4

Enter the CUCM Application Users (Jtapi) username and password that will be encrypted and placed
under the correct parameters.
The properties files will be updated and the Tomcat service is started.

Identify and Locate Media Server
In this step set, you will identify and locate the RTMP compliant media server for video streaming.
These instructions are for installing the Adobe Media Server 5.0.1. This procedure is optional. REM
requires a RTMP compliant media server. If executing this optional procedure, install Adobe media
server on a separate host or VM from the REM.
Step 1

Download the Adobe Media Server installation file from http://www.adobe.com/downloads/

Step 2

Buy the license from the link at:
http://www.adobe.com/products/adobe-media-server-family/buying-guide-pricing.html

Step 3

Log in as a root user.

Step 4

Copy the installation file (AdobeMediaServer_5_LS1_linux64.tar) to the temp folder (/tmp).

Step 5

Run the following commands to untar the installation file:
cd /tmp
tar -xzf AdobeMediaServer_5_LS1_linux64.tar
A folder with installation script is created.

Step 6

Run the following commands to start installation.
cd /tmp/<folder-created-in-previous-step>
./installAMS

Step 7

Press the Enter key to start the installation.

Step 8

Follow the installation instructions on your screen.
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Step 9

Enter a serial number.

Note

Step 10

Enter a user and group for Adobe Media Server processes to run as. The default user is “ams”. The
default group is “ams”.

Note

Step 11

If you don’t enter a serial number, or if you enter an invalid serial number, Adobe Media Server
5.0.1 Starter version will be installed.

If you install Adobe Media Server on REM server, make sure that you do NOT install the Apache
server including in the installation package.

Review the summary of the installation options you have chosen, which are displayed on screen by the
installer.
When installation is complete, the Adobe Media Server service should start, if you configured it to start
automatically. To start the server manually, go to the folder where Adobe Media Server is installed and
enter the command ./server start. By default, Adobe Media Server is installed to the /opt/adobe/ams
folder.

Configure NTP (Network Time Protocol)
NTP setup is part of the REM ISO installation. NTP synchronizes the clock of the local server with the
NTP server. This is required for synchronization of files with timestamp. All NTP related settings can
be found in /etc/ntp.conf.
Run the following steps to configure the NTP server and the time zone.
Step 1

Run the following command to stop the NTP service: /etc/init.d/ntpd stop

Step 2

Run the following command: vi /etc/ntp.conf

Step 3

Comment out (by adding “#” at the beginning of the lines) or delete the following entries in the “Use
public server from the pool.ntp.org project”:
server 0.rhel.pool.ntp.org
server 1.rhel.pool.ntp.org
server 2.rhel.pool.ntp.org

Step 4

Enter the IP to the desired NTP server to be used in the lab.
server <ip address>

Step 5

Save the changes.

Step 6

Run the following command: vi /etc/ntp/step-tickers

Step 7

Enter the IP address of the NTP server(s). For example, 171.68.10.80.

Step 8

Save the configuration.

Step 9

Run /etc/init.d/ntpd start to start up the NTP process.

Step 10

Remove the default localtime file by running this command: rm /etc/localtime
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Step 11

Create a new localtime file and create a symbolic link to the new desired timezone inside the "localtime"
file by executing the following command: ln -sf /usr/share/zoneinfo/America/Los_Angeles
/etc/localtime

Note
Step 12

The directories after zoneinfo is based on the desired country, region and time zone

Run date to verify the time has been set correctly.

Configure Keypad Support
Use the following steps to configure REM to support an USB keypad in a customer pod:
Step 1

Run the following command to modify a REIC property: vi
/opt/apache-tomcat-7.0.23/webapps/reic/reic.properties

Step 2

Modify the following properties:

Step 3

•

idle.module.waittime=30000 (wait 30 seconds for customer input)

•

screen.module=keyboard (for external USB keypad support)

Run the following command to make sure that the following lines are commented out: vi
/opt/apache-tomcat-7.0.23/webapps/reic/resources/locale_en.properties
screen.customerid.title=<div style="text-align: center;"><p fontFamily='Arial'><font
color="#000000" size="20"><b>Please enter the customer account number</b></font></p>
screen.customerid.submit=Submit
screen.customerid.cancel=Cancel

Step 4

Make sure that external USB keypads are attached to the IECs on the customer pods.

Step 5

Reboot the IECs.

Configure Magnetic Card Reader Support
Use the following steps to configure REM to support a magnetic card reader in a customer pod:
Step 1

Run the following command to modify a REIC property: vi
/opt/apache-tomcat-7.0.23/webapps/reic/reic.properties

Step 2

Modify the following properties:

Step 3

•

idle.module.waittime=30000 (wait 30 seconds for customer input)

•

screen.module=magstripe (for external USB magnetic card reader support)

Run the following command to make sure that the following lines are commented out: vi
/opt/apache-tomcat-7.0.23/webapps/reic/resources/locale_en.properties
screen.magstripe.title=<div style="text-align: center;"><p fontFamily='Arial'><font
color="#000000" size="20"><b>Please Swipe the Card</b></font></p>
screen.magstripe.submit=Submit
screen.magstripe.cancel=Cancel
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Step 4

Log into the IEM.

Step 5

Go the policies that are applied to the IECs.

Step 6

Add the following parameters to the application.data field:
•

Key: magstripe scanner

•

Value: Mag-Tek USB Swipe Reader

Figure 5-15

Step 7

Magnetic Card Reader Parameters in the Application.Data Field

In the policies, go to mouse > cursor > visible.
Figure 5-16

Visible Mouse Cursor Setting

Step 8

Change the value to Show mouse cursor.

Step 9

Make sure that external USB magnetic card readers are attached to the IECs on the customer pods.

Step 10

Reboot the IECs.

Configure the REAC
Go to the Remote Expert Admin Console chapter for instructions on how to configure and update the
following in REAC, which is accessible at http://<REM IP>/reac/:
•

Expert Type IVR numbers

•

Expert credentials

•

Customer pod details

•

Video URLs:
– MP4 and F4V: rtmp://<IP of Media Server>/vod/mp4:filename.mp4
– FLV with proper codec information: rtmp://<IP of Media Server>/vod/filename.flv
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Configure a Policy in the IEM and Apply it to IECs
Go to the Interactive Experience Manager chapter for instructions on how to configure and update the
following in the IEM policy:
•

startup URL = http://<REM IP>/reic

•

browser -> network -> failover -> enabled = false

•

browser -> network -> timeout -> enabled = false

•

browser -> watchdog -> enabled = false

After you create the policy, you must apply it to the IECs at the customer pods. Then you must reboot
the IECs for the settings to be enforced in the IECs. Refer to the Interactive Experience Manager chapter
for instructions on how to create a policy, apply a policy, and reboot IECs.

Install Direct Connect on the Agent’s Workstations
Refer to the Direct Connect Application chapter for instructions on how to install Direct Connect on
agent’s workstations so that agents can share desktop applications.

Make Calls
Once everything has been configured, you can make calls from the customer pods to the agents and from
the agents to the customer pods.
Refer to the Remote Expert Agent Desktop chapter for instructions on how to make calls.

REM ISO Installation Verification
After installing REM, use the following steps to check if the REM has been configured properly.
Step 1

Check if the system has correct version of REM and network connection by issuing the following
command at the [root@REM-Test ~]# prompt: more /etc/issue
The terminal should show information similar to that in the figure below.
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Figure 5-17

Terminal Showing REM Version and Network Connection

Step 2

Check if PostgresSQL is running by issuing the following command at the [root@REM-Test ~]# prompt:
ps -ef | grep postgres

Step 3

Check if the database was created properly by issuing the following commands:
•

[root@REM-Test ~]# su - postgres

•

-bash-3.2$ psql -d REM_DB

•

REM_DB=# \d+ (lists tables in database)

•

REM_DB=# select * from locale; (should have two records - one for English and one for Spanish)

Figure 5-18

Terminal Verifying Locales

Step 4

Check if web application’s folders (docstore, images, and thumbnail) are created properly by issuing the
following command at the root@REM-Test ~]# prompt: ls /opt/apache-tomcat-7.0.23/webapps/

Step 5

Check if necessary session control service is activated by entering the following URL in a web browser:
http://<REM-IP>/resc

Step 6

Once the Axis welcome page is displayed, choose Services.
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Figure 5-19

Step 7

Axis Home Page

Verify that all the services are active.
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Figure 5-20

Service that is Active

Step 8

Check if REAC works properly by opening a web browser and entering the REAC’s URL
(http://<REM-IP>/reac).

Step 9

Add data to the Expert, Document, and Video tabs.

Step 10

Verify if data could be uploaded to the REM.
Figure 5-21

Expert Tab Showing Registration Status as Active for agent10

CUCM Cluster Support in REM
To support CUCM Publisher and Subscriber, update CUCM_HOST=<Publisher CTI
Manager>,<Subscriber CTI manager> in the rem.properties file and then execute the command main.sh.
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Figure 5-22

CUCM Host Value in the REM Properties File

If a Publisher / Subscriber fails, all the active RE sessions will be disconnected for an endpoint registered
to the Publisher/Subscriber. In REAC you should see all the expert observer turning red indicating that
failure has occurred and then turning green indicating that REM has recovered by failing over to the
active CUCM (pub/sub). Once the observers are green, new calls can be made to the REM.
Figure 5-23

During the Failure of the Publisher or Subscriber (CTI manager or Call Manager
Failure)

Click the Refresh Registration button or refresh the REAC page to see the agent state change from RED
(failure) to Green (recovery).
Figure 5-24

After Failover, the Observer Turns Green and the System is Ready to Take Calls
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Chapter Overview
This chapter is intended for administrators who will install, configure, and manage the Remote Expert
Administration Console (REAC). This chapter explains how an administrator will add and modify
locales, expert types, experts, video files, content images, documents, feedback questions and answers,
and customer pods (kiosks).
Topics in this guide include:
•

Introduction, page 6-2

•

REAC User Interface (UI), page 6-2
– Accessing the REAC UI, page 6-2
– REAC Home Page and Tabs, page 6-3

•

Configuring a Locale, page 6-5
– Add or Overwrite a Locale, page 6-5

•

Configuring an Expert Type, page 6-7
– Add an Expert Type, page 6-8
– Modify an Expert Type, page 6-9

•

Configuring an Expert, page 6-10
– Provision an Expert, page 6-10
– Modify an Expert, page 6-11

•

Configuring a Video, page 6-13
– Add a Video, page 6-13
– Modify a Video, page 6-15

•

Configuring Content, page 6-16
– Add a Content Image, page 6-16
– Modify a Content Image, page 6-17

•

Configuring a Document, page 6-18
– Add a Document, page 6-18
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– Modify a Document, page 6-20
•

Configuring Feedback Questions and Answers, page 6-20
– Add a Question, page 6-20
– Modify a Question, page 6-22
– Add an Answer, page 6-22
– Modify an Answer, page 6-23

•

Configuring a Kiosk, page 6-25
– Add and Configure a Kiosk, page 6-25
– Modify a Kiosk’s Details, page 6-27
– Restart an IEC, page 6-27

Note

Fields for names, user names, passwords, user ids, categories, and descriptions support a maximum of
30 alphanumeric characters and spaces. Fields for port, phone, and directory numbers support a
maximum of 15 numeric characters. Fields for serial numbers support a maximum of 12 numeric
characters.

Introduction
The Cisco® Remote Expert Administration Console (REAC) application provides a graphical user
interface for remotely administering the components of the Remote Expert (RE) solution. RE
administrators can remotely provision new customer sites, configure expert types representing Cisco
Unified Contact Center Express (UCCX) queues, experts, and content used during the session, or
configure survey questions displayed at the Remote Expert Interactive Controller (REIC) at the end of
the session.
All the communication through REAC is over clear text using the HTTP protocol. REAC runs on the
Remote Expert Manager (REM) server at the following location:
/opt/apache-tomcat-7.0.xx/webapps/reac and it is installed as part of the REM installation.

REAC User Interface (UI)
Accessing the REAC UI
Step 1

To access the REAC UI, enter its URL into a supported web browser. Its URL is the REM hostname or
REM IP address followed by “/reac”: http://<REM_Hostname>/reac or http://<REM_IP>/reac.

Note

For hostname-based access, the DNS server should be configured accordingly.

The REAC login page appears.
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Figure 6-1

Step 2

REAC Login Page

Enter the valid username in the Username field. The default username is admin.

Note

If the username and password was changed in the REM properties file as part of the REM
installation, use that username and password to login to the REAC.

Step 3

Enter the valid password in the Password field. The default password is admin.

Step 4

Click Log In.
The REAC home page should appear.

REAC Home Page and Tabs
The home page displays tabs that the administrator can edit to configure the REM.
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Figure 6-2

REAC Home Page

The tabs are:
1.

Locale – By default this tab is displayed as the home page after log in. In this screen, an
administrator can configure language variants that customers can use in the REIC. In REM 1.8, only
two locales are supported: U.S. English and Spanish.

2.

Expert Type – An administrator will configure various expertise call queues using UCCX or
UCCE/CVP pilot numbers (i.e. queues or skill groups) in the Expert Type screen. These Expert
Types will be displayed on the RE customer pods. The methodology is that REAC will have a
corresponding UCCX or CVP pilot DN configured for each of the images (e.g. image of a mortgage
specialist) displayed on the collaboration panel attached to the IEC in every RE customer pod. When
the customer clicks one of the images (say, the mortgage specialist), the customer pod sends
information about the image pressed in its http request to the REM. Based on the Pilot DN
configured for the image, the REM will set up a call from the Branch video endpoint (CTS or EX)
to that Pilot DN.

3.

Expert – An administrator configures all the remote experts’ user identifications and directory
numbers. If the correct expert ID (agent-login in UCCX or agent-id in UCCE) is not configured in
the REM, READ will not start on their desktop when the call is connected.

4.

Video – In this screen, an administrator adds video files and modifies settings for those videos that
will be used by the remote experts during sessions. This includes default video-on-hold and other
videos that can be pushed to the customer pod from the Agent’s Remote Expert Agent Desktop
(READ).

5.

Content – An administrator can configure a static graphic image to be displayed on CTS/EX screen
when the customer pod is idle. This tab allows the administrator to set different images for different
times (e.g. during hours when calls can be placed, during hours when calls cannot be placed, on
holidays when hours that calls can be placed is limited, etc.).
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6.

Document – An administrator uploads document files to the REM in this tab. The documents appear
in the agent’s READ. The agent can then print these documents on the printer in the customer pod.

7.

Feedback – An administrator can configure survey questions that will be displayed on the customer
pod at the end of a session in order to collect feedback from customers.

8.

Kiosk – An administrator configures new customer pods.

The gear icon at the right side of the scree can be used to temporarily remove certain columns from the
displays for ease of viewing or entering information in the REAC.
The page flow diagram shown below to help you better understand the hierarchy of the pages.
Figure 6-3

Page Flow Diagram

Configuring a Locale
Locales are the languages that the customer pods support. One locale is the default locale. Other locales
can be made available to a customer pod when configuring it.

Add or Overwrite a Locale
To add a new locale or overwrite an existing one, follow these steps:
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Step 1

Click the Locale tab.

Step 2

Click Add/Overwrite button in the upper left corner of the screen.
Figure 6-4

Locale screen

The Add Locale dialog box appears.
Figure 6-5

Step 3

Add Locale Dialog Box

From the Locale drop-down list, choose a locale. In this release, only English and Spanish are supported.
If you choose an existing Locale, the fields of the locale will be overwritten when you click Add in last
step.
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Step 4

Enter a description of this locale in the Description field. The field accepts only alphanumeric characters.

Step 5

Click Browse next to the Resource Bundle field to find and upload the Resource Bundle file on your
desktop. The Resource Bundle contains all the text displayed on the customer pod including various
error messages.

Step 6

Click Browse next to the Image field to find and upload an image that will appear on the customer pod’s
home screen.

Note

Step 7

REM comes with a sample customer (Francisco Financial) image and texts. To customize these,
refer to the “REIC UI” section of this guide.

Click Add.

Configuring an Expert Type
The Expert Type tab displays the list of expert types configured in the REM. These expert types are the
Directory Numbers (DNs) configured in UCM/UCCX/UCCE. UCCX or UCCE CVP Pilot DNs are
configured to queue incoming calls and route to selected experts based on their skill. In regards to the
“Help Desk” DN, this DN could be another UCCX/UCCE/CVP Pilot DN or simply a UCM Hunt group
DN that is not associated with the call center.
As shown in the default REM Kiosk home page screen, there are six types of experts that can be selected
from the Collaboration Panel, in addition to calling the Help Desk.
Each of the images (for example, Commercial Lending, Home Mortgage, Private Banking, Problem
Resolution, Retirement Savings, Small Business, and Help) correspond to UCCX/UCCE/CVP DNs.
Using REAC, an administrator can map a DN to each of the seven images. For each configured locale,
there should be a dedicated DN for each expert type shown on the main menu of the Collaboration Panel.
In this example, there are seven images (six expert types and one help desk) and two configured locales.
So in this case a total of fourteen DNs would need to be configured.
When a customer presses one of the buttons in the main menu on the Collaboration Panel (say, the
Commercial Lending image), the customer pod sends the selected expert type to REM via an http
request. The REM will look into its configuration for the mapped DN and then set up a call between the
branch’s video endpoint (CTS or EX) and the mapped DN.
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Figure 6-6

Expert Icons on the Collaboration Panel

Add an Expert Type
To add a new Expert Type, follow these steps:
Step 1

Click the Expert Type tab.

Step 2

Click Add.
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Figure 6-7

Expert Type screen

The Add Expert Type dialog box appears.
Figure 6-8

Add Expert Type Dialog Box

Step 3

From the Expertise drop-down list, choose from Decorator, Help, or Reschedule. In REM 1.8, only
Decorator and Help are used.

Step 4

Enter the DN of the UCM (UCCX Pilot number. which is also known as the triggered DN) in the IVR
Phone Number field. This field only accepts numbers with a maximum of ten numbers.

Step 5

From the Locale drop-down list, choose the associated language pack for this expertise. The Expertise
will be triggered from the customer pod based on the locale chosen.

Step 6

Choose the video that will play while the customer waits for the expert to appear on the video endpoint.

Step 7

Click Browse to find and upload an image that will appear on the customer pod’s screen.

Step 8

Click Add.

Modify an Expert Type
To modify an existing Expert Type, follow these steps:
Step 1

Click the Expert Type tab.

Step 2

Choose an expert type and click its radio button.

Step 3

Click Modify.
The Modify Expert Type dialog box appears.
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Figure 6-9

Modify Expert Type Dialog Box

Step 4

From the Expertise drop-down list, choose an option.

Step 5

Enter the UCCX Pilot number in the IVR Phone Number field.

Step 6

From the Locale drop-down list, choose the locale for this expertise.

Step 7

Choose a new Queue Video.

Step 8

Click Browse to find and upload an image that will appear on the customer pod screens.

Step 9

Click Update.

Note

The help number can be a hunt group number in UCM rather than a pilot number into the call center.
This allows customers at the customer pod to speak to a representative even in the case where the call
center may be congested or otherwise unavailable.

Configuring an Expert
The Expert tab displays all the call center agents designated as remote experts in this Remote Expert
Smart Solution deployment. Experts are the agents configured in CUCM as end-users with IPCC DNs
assigned to them. They will be assigned to different skill group or resource group in UCCX or agent
pools in UCCE so that they can receive calls based on their expertise. Please refer to the respective
UCCX or UCCE SRND for more information on agent routing.

Provision an Expert
To add a new Expert, follow these steps:
Step 1

Click the Expert tab.

Step 2

Click Add.
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Figure 6-10

Expert screen

The Add Expert dialog box appears.
Figure 6-11

Step 3

Enter a name for the expert in the Expert Name field. The field accepts only alphanumeric and space
characters with a maximum input size of 30 characters.

Tip

Step 4

Add Expert Dialog Box

In this release or REM, this name should not be same in any other system. However in the next
release of REM, this name should be same as the exchange server account name as this account
name will be used for additional features like scheduling.

In the Directory Number field, enter the IPCC Directory Number (DN) assigned to the expert in the UCM
end-user configuration that will be inherited to UCCX as resource identification. The call will be made
to this number. The field accepts only numeric characters with a maximum input size of 10 characters.
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Step 5

In the Expert UID field, enter the agent’s username created in the CUCM. This value will be used by the
agent to log in the Cisco Agent Desktop (CAD). Refer to the Cisco Agent Desktop User Guide for more
information.

Step 6

Click Add.

Modify an Expert
To modify an existing Expert, follow these steps:
Step 1

Click the Expert tab.

Step 2

Choose an expert and click its radio button.
Figure 6-12

Step 3

Expert screen

Click Modify.
The Modify Expert dialog box appears.
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Figure 6-13

Modify Expert Dialog Box

Step 4

Edit the name for the expert in the Expert Name field if desired.

Step 5

Edit the CUCM registered Directory Number (DN) of the expert if necessary.

Step 6

Edit the CUCM Registered username of the agent in the Expert UID field if necessary.

Step 7

Click Update.

Configuring a Video
This tab is used for uploading the videos to REM. It is also used to set a video for video-on-hold for all
agents.
This tab is used for uploading videos to REM. These videos are used for following purposes:
•

Videos that are played to the customers while they wait for the expert to appear on the screen.

•

Videos that experts play to customers when they place the customer on hold.

•

Videos that experts can choose to play to customers during an RE session.

Add a Video
To add a new video, follow these steps:
Step 1

Click the Video tab.

Step 2

Click Add.
Figure 6-14

Video Tab

The Add Video dialog box appears.
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Figure 6-15

Add Video Dialog Box

Step 3

Enter a category name in the Category field.

Step 4

Enter a description of the video in the Description field.

Step 5

If this video should be the video that streams when a customer is placed on hold, choose Yes from the
On Hold Video drop-down list.

Note

Step 6

The REM always requires a default On Hold video to be designated in the system. When the first
video is added to the REM, this field is set to “Yes” by default, making it the On Hold video.
When a customer call is put on hold by the agent, the customer pod will display the On Hold
video. The only way to modify the currently designated default On Hold video is to set another
video as the default On Hold video. This will become the new default On Hold video for all
agents. However from their READ workstation, an expert may select any one of the available
videos as the On Hold video for the current session. After the end of the session, the On Hold
vide reverts back to default On Hold video. At any one time there can be only one system-wide
default On Hold video.

Enter the url of the video in the Video URL field. The format of the video URI is:
rtmp://<SERVER_IP_or_DNS/vod/mp4:<VIDEO_FILE_NAME>
Examples of URLs:
•

rtmp://172.25.26.199/vod/mp4:cisco_network.flv

•

rtmp://172.25.26.199/vod/mp4:cisco_network.f4v

•

rtmp://172.25.26.199/vod/mp4:cisco_network.mov

•

rtmp://172.25.26.199/vod/mp4:cisco_network.mp4

Note

Only F4V, MOV, MP4, and FLV video file types may be added as URLs.

Within each supported video file type, the video codec should be H.264 Advanced Video Codec using
baseline or main profiles at level 3 or 4 while the audio codec should by Advanced Audio Codec (AAC)
Low Complexity (LC).
The video filename should only contain alphanumeric characters, dashes, and/or underscores.
The file extension must be one of the following 4 lowercase options: .mp4, .f4v, .flv, or .mov.
The video file must be streamed by an RTMP-compliant media server.
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Tip

Step 7

The maximum recommended video dimensions are 640 pixels wide by 360 pixels tall. There are
no technical limitations on the duration of the streamed video.

Click Browse next to the Thumbnail Image field to find and upload a static graphic that will be used to
visually represent the video in the remote expert’s READ. Refer to the READ section of this guide.

Modify a Video
To modify an existing video, follow these steps:
Step 1

Click the Video tab.

Step 2

Choose a video and click its radio button.

Step 3

Click Modify.
The Modify Video dialog box appears.
Figure 6-16

Modify Video Dialog Box

Step 4

Enter a different category in the Category field if desired.

Step 5

Edit the description if desired.

Step 6

If this video should be the video that streams when a customer is placed on hold, choose Yes from the
On Hold Video drop-down list.

Step 7

Enter the url of the video in the Video URL field in the format:
rtmp://<SERVER_IP_or_DNS/vod/mp4:<VIDEO_FILE_NAME>

Step 8

Click Browse to find and upload a different thumbnail image file.

Step 9

Click Update.
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Configuring Content
The purpose of this tab is to upload static graphic images that will be displayed at the customer pod when
it is idle.
The graphic images may display important announcements, hours that calls can be made, etc. Only one
image is displayed at a time but multiple images can be scheduled to display at different times or days.
If customer pods are configured to exist across multiple time zones by way of their IEM policies, then
the start and end times in the schedule reflects the local time for each customer pod. For example, if the
customer pod is idle, it is desirable that an image displays the hours when the Remote Expert is available
(office hours from 8:00 am – 5:59 pm) and when it is not available (off-hours from 6:00 pm – 11:59 pm
and from 12:00 am – 7:59 am). Two different images can be loaded: office-hours-.jpg and off-hours
off-hours.jpg. If one IEC (IEC1) is in the EST time zone and another IEC (IEC2) is in the PST time zone,
IEC1 will display the office-hours graphic from 8:00 am to 5:59 pm EST on its video endpoint
(CTS/EX). The IEC2 will display the office-hour graphic from 8:00 am to 5:59 PST on its video
endpoint. Similarly, the off-hours graphic will be displayed on the video endpoints connected to theIEC1
and IEC2 based on their local time-zone.
Currently all IECs can have a single set of graphics images and schedule per deployment. IEC1 cannot
have different graphic image than IEC2 during the same time slot. Also, only static images are currently
supported.

Add a Content Image
To add a new content image, follow these steps:
Step 1

Click the Content tab.

Step 2

Click Add in the Content screen.
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Figure 6-17

Content Tab

The Add Content dialog box appears.
Figure 6-18

Add Content Dialog Box

Step 3

Enter a name in the Name field. The field only accepts alphanumeric characters with a maximum input
size of 30 characters.

Step 4

Click Choose File to find and upload an image that will appear on the customer pod’s video endpoint
screen. Supported image formats are jpg, jpeg, png, and bmp.

Step 5

From the Day of Week drop-down list, choose which day the image should appear.
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Step 6

In the Starts From field, enter the time in hours, minutes, and seconds that the image should start
displaying on the video endpoint screen.

Step 7

In the Ends At field, enter the time in hours, minutes, and seconds that the image should stop displaying
on the video endpoint screen.

Step 8

Click Add.
Once you have added the image, it will appear on the video endpoint screen at the customer pod
according to the day and time configured.

Modify a Content Image
To modify a content image, follow these steps:
Step 1

Click the Content tab.

Step 2

Click an image in the Content screen.

Step 3

Click Modify.
The Modify Content dialog box appears.
Figure 6-19

Modify Content Dialog Box

Step 4

Edit the name in the Name field if desired.

Step 5

Click Choose File to find and upload a different dual image if desired.

Step 6

From the Day of Week drop-down list, choose a different day that the image should appear if necessary.

Step 7

In the Starts From field, enter the time in hours, minutes, and seconds that the image should start
displaying on the video endpoint screen.

Step 8

In the Ends At field, enter the time in hours, minutes, and seconds that the image should stop displaying
on the video endpoint screen.

Step 9

Click Update.
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Configuring a Document
The purpose of this tab is to upload documents that need to be printed at customer pod’s printer that is
connected to the IEC. The uploaded documents are visible in the expert’s READ workstation when the
call is answered.

Add a Document
To add a new document, follow these steps:
Step 1

Click the Document tab.

Step 2

Click Add.
Figure 6-20

Document screen

The Add Document dialog box appears.
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Figure 6-21

Add Document Dialog Box

Step 3

Enter a category name in the Category field.

Step 4

Enter a description in the Description field.

Step 5

Click Choose File to find and upload a document file. Supported document formats are text, txt, pdf,
jpg, jpeg, png, bmp, gif, jfif, and jpe.

Step 6

Click Add.

Modify a Document
To modify a document, follow these steps:
Step 1

Click a document radio button in the Document screen.

Step 2

Click Modify.
The Modify Document dialog box appears.
Figure 6-22

Modify Document Dialog Box

Step 3

Edit the category name in the Category field if desired.

Step 4

Edit the description in the Description field if desired.

Step 5

Click Choose File to find and upload a different document file if necessary.

Step 6

Click Update.
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Configuring Feedback Questions and Answers
The Feedback tab contains the feedback questions and answers that are displayed on the customer pod
after the call is disconnected from the expert. The Feedback Question screen displays the survey
questions and possible choices to those questions.
This feedback form is common to REM and will be displayed on all customer pods irrespective of the
expert types used. Therefore, write feedback questions that are generic and can be used regardless of the
type of expert.

Add a Question
To add a new question, follow these steps:
Step 1

Click the Feedback tab.

Step 2

Click Add.
Figure 6-23

Feedback screen

The Add Question dialog box appears.
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Figure 6-24

Step 3

Add Question Dialog Box

From the Locale drop-down list, choose a locale.

Note

Questions are associated with locales. If the customer has a choice of locales when initiating the
call, questions for that locale will appear at the end of the call.

Step 4

Enter a question in the Question field. The question should be one that can be answered by short multiple
choice answers.

Step 5

From the Question Type drop-down list, choose Multiple Choice or Text Based.

Note
Step 6

Text-based answers are not currently supported.

Click Add.

Modify a Question
To modify a question, follow these steps:
Step 1

Click a question’s radio button in the Feedback screen.

Step 2

Click Modify.
The Modify Question dialog box appears.
Figure 6-25

Modify Question Dialog Box

Step 3

From the Locale drop-down list, choose a different locale if necessary.

Step 4

Replace or edit the question in the Question field.
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Step 5

From the Question Type drop-down list, choose Multiple Choice or Text Based.

Note
Step 6

Text-based answers are not currently supported.

Click Update.

Add an Answer
To add a new answer, follow these steps:
Step 1

Click a question’s radio button in the Feedback screen.

Step 2

Click Add Answer in the Feedback screen.
Figure 6-26

Feedback screen

The Add Answer dialog box appears.
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Figure 6-27

Add Answer Dialog Box

Step 3

Enter an answer for the question in the Answer field.

Step 4

Click Add.
Repeat Steps 1-4 until all the answers for a question have been added. If a question requires a “yes” or
“no” answer, add two answers: yes and no.

Modify an Answer
To modify an answer, follow these steps:
Step 1

Click Feedback Answer in the Feedback tab menu.
Figure 6-28

Feedback screen

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

6-24

Chapter 6

Remote Expert Administration Console (REAC)
Configuring a Kiosk

Step 2

Click an answer’s radio button.

Step 3

Click Modify.
The Modify Answer dialog box appears.
Figure 6-29

Modify Answer Dialog Box

Step 4

Replace or edit the answer in the Answer field.

Step 5

Click Update.

Configuring a Kiosk
The Kiosk tab displays all the customer pods (branch sites) added to the REM. The customer pod is the
customer facing touch screen that the customer uses to initiate a call. The customer pod is connected to
the IEC via a VGA cable.
For each customer pod, the following information is required:
•

Type of video endpoint – CTS or EX

•

IP address of the video endpoint

•

DN of the video endpoint

•

IEC’s IP address

•

IEC’s serial number

Add and Configure a Kiosk
To add a new customer pod, you need to enter its details in the Kiosk tab, follow these steps:
Step 1

Click the Kiosk tab.

Step 2

Click Add.
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Figure 6-30

Kiosk Tab

The Add Kiosk dialog box appears.
Figure 6-31

Add Kiosk Dialog Box

Step 3

Enter a customer pod name in the Kiosk Name field such as the store number. This name only matters
to REM in this release; However in the next release, this name should be same as Exchange server
account name as it will be used for scheduling.

Step 4

Enter a description in the Description field. It is a best practice that the description is the same as the
Kiosk Name.

Step 5

Enter an email address in the Local Support Mail-Id field. The email account will receive notification if
errors are detected with the customer pod.

Tip

Use commas to separate valid email addresses. Do not include spaces.

Step 6

Enter the IP address of the video endpoint in the TP IP Address field.

Step 7

Enter the TP directory number. The field only accepts numeric characters up to a maximum of 10
characters.

Step 8

Once you choose the TP type from the drop-down menu (either EX 60 & 90 or CTS 500), all the other
information is populated into the database automatically.
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Step 9

Enter the unique serial number of the IEC device used for this kiosk. The field only accepts numeric
values up to a maximum of 12 characters.

Note

The SSH and port credentials of the IEC are stored in a database and thus do not need to be
entered here.

Step 10

In the Select Locale check boxes, choose the locales that the customer pod should support.

Step 11

If more than one locale was chosen, choose the default locale in the Default Locale drop-down menu.
The customer pod’s home screen will appear in the language of the default locale.

Step 12

Select the tablet.

Step 13

Click Add.

Modify a Kiosk’s Details
To modify the details of a customer pod, follow these steps:
Step 1

Click a kiosk radio button in the Kiosk tab.

Step 2

Click Modify.
The Modify Kiosk dialog box appears.

Step 3

Edit the details as necessary.

Step 4

Click Save.

Step 5

Click the Restart button to reboot the IEC in the customer pod.

Restart an IEC
If a customer pod is not responding, then the administrator can restart the IEC. To restart an IEC, follow
these steps:
Step 1

Find the customer pod and choose its radio button in the Kiosk tab.
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Step 2

Remote Expert Administration Console (REAC)

Kiosk Tab

Click Restart.

When the IEC is rebooted it shows the message: “The Kiosk is restarted”.
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Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter contains detailed information about installing the Direct Connect (DC) application, which
is installed on agents’ workstations. DC is used by the agents to share their desktop with customers.
Topics in this chapter include:
•

Prerequisite Installation Procedures, page 7-1
– Installing the Java SDK and JRE, page 7-2
– Setting the JAVA_HOME Environment Variables, page 7-2
– Updating the Path Variable to Include JAVA_HOME, page 7-3
– Installing the Microsoft .NET Framework 4, page 7-4
– Installing the Microsoft Visual Studio 2010 Runtime Library, page 7-4
– Stopping the Cisco Security Agent, page 7-5

•

Installation of Direct Connect, page 7-6
– Installing Direct Connect, page 7-6
– Verifying that the Installation is Correct, page 7-11

Prerequisite Installation Procedures
The direct-connect application software is available in the DVD provided with the solution.
For the latest information on installing Direct Connect application, please refer to the RE Release Notes.
Before installing Direct Connect, do the following:
1.

Install Java SDK and JRE

2.

Set the JAVA_HOME environment variables.

3.

Update the path variable to include JAVA_HOME

4.

Install the Microsoft .NET Framework 4

5.

Install the Microsoft Visual Studio 2010 Runtime Library
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6.

Stop the Cisco Security Agent

Installing the Java SDK and JRE
A version of the Apache Tomcat Server is installed during the installation of PureWeb SDK. For the
Apache Tomcat Server to function, both the Java SDK 1.6 and JRE 1.6 are required.
Step 1

Open a browser.

Step 2

Navigate to http://java.sun.com/javase/downloads/widget/jdk6.jsp.

Note

Step 3

If you are using a 64-bit version of the operating system it is recommended that you install the
64-bit version of the JRE.

To install both the Java SDK 1.6 and JRE 1.6, follow the instructions to download and install the
jdk-6u21-windows-i586.exe file.

Setting the JAVA_HOME Environment Variables
To set the JAVA_HOME environment variable to the root of the Java SDK installation directory, follow
these steps:
Step 1

Choose Control Panel > System > Advanced system settings.

Step 2

Click Environment Variables.

Step 3

Click New in the System variables area.

Step 4

Enter JAVA_HOME in the Variable name field.

Step 5

Enter the path to your Java SDK in the Variable value field.

Step 6

Click OK to save your changes.
The figure below illustrates the six steps used to set the JAVA_HOME environment variable.
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Figure 7-1

Tip

Setting the JAVA_HOME Environment Variable

The default installation directory of the JDK 6 Update 21 for 32-bit Windows is C:\Program Files
(x86)\Java\jdk1.6.0_21.

Updating the Path Variable to Include JAVA_HOME
To update the Path variable to include JAVA_HOME, follow the steps below:
Step 1

Choose Control Panel > System > Advanced system settings.

Step 2

Click Environment Variables.

Step 3

Select the path variable in the System Variable section.

Step 4

Click Edit.

Step 5

Add the following to the Variable value string: %JAVA_HOME%\bin;

Note
Step 6

A semicolon (;) must separate each entry in the value string.

Click OK to save the changes.
The figure below illustrates the six steps used to update the path environment variable.
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Figure 7-2

Updating the Path Environment Variable

Installing the Microsoft .NET Framework 4
To download and install the Microsoft .NET Framework 4, follow these steps:
Step 1

Navigate to http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17851.

Step 2

Click Download.

Step 3

Follow the instructions to download the Microsoft .NET Framework 4 (Web Installer).

Installing the Microsoft Visual Studio 2010 Runtime Library
To install the Microsoft Visual Studio 2010 Runtime Library, follow the steps below:
Step 1

Navigate to http://www.microsoft.com/download/en/details.aspx?id=5555.

Step 2

Click Download.

Step 3

Follow the instructions to download the Microsoft Visual Studio 2010 Runtime Library.
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Stopping the Cisco Security Agent
To stop the Cisco Security Agent so that Direct Connect can be started, follow the steps below:
Step 1

Click the show hidden icons button in the notification area of the Windows taskbar to expand the list of
icons.
Figure 7-3

Step 2

Right-click the Cisco Security Agent icon.
Figure 7-4

Step 3

Show Hidden Icons Button

Cisco Security Agent Icon

Click Security Level. Then click Off for the Security Level.
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Figure 7-5

Security Level

Installation of Direct Connect
This section contains detailed information for installing Direct Connect.

Installing Direct Connect
To install Direct Connect using the installation wizard, follow these steps:
Step 1

Click the Direct Connect executable file on the CD to launch the installation wizard.

Step 2

Click Next.
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Figure 7-6

Step 3

Welcome Dialog Box

Review the terms of the License Agreement. Click the I accept the terms of the License Agreement
radio button.
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Figure 7-7

License Agreement

Step 4

Click Next.

Step 5

Click Browse to choose the location of the installation.
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Figure 7-8

Note

Step 6

Installation Location

The default installation directory for Direct Connect is C:\CSI\DirectConnect. The installation
directory path cannot contain any spaces. Changing the default installation directory to
C:\CSI\Direct Connect will result in a File Not Found Exception.

Click Install to start the installation.
The Direct Connect Installing screen appears.
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Figure 7-9

Step 7

Direct Connect Installing Screen

When the installation is complete, click Next.
The installation confirmation screen confirms that installation was successful.
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Figure 7-10

Confirmation of Installation

Verifying that the Installation is Correct
To verify that the installation is correct and complete, follow these steps:
Step 1

Navigate to C:\CSI\DirectConnect.

Step 2

Confirm that your directory structure includes the folders seen in the figure below.
Figure 7-11

Direct Connect Directory Structure

Step 3

Navigate to your desktop and confirm that the Direct Connect and the Restart DC Server icons are
visible. If the Direct Connect icon is missing, navigate to C:\CSI\DirectConnect\bin\DirectConnect
and create a desktop shortcut for DirectConnect.exe.

Step 4

Navigate to C:\CSI\DirectConnect\bin\DirectConnect.

Step 5

Open the DirectConnect.exe.config file.

Step 6

Edit the value of the cv_service_url seen in the example below.
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<setting name="cv_service_url" serializeAs="String">
<value>http://<REM_IP_address_or_hostname>/resc/services/VirtualAgentServices.VirtualA
gentServicesHttpSoap12Endpoint/</value>
</setting>

Step 7

Save the file before closing.

Step 8

Click the Direct Connect icon on the desktop to ensure that the application starts. Upon starting the
application, it asks the user to enter the agent ID. Use a valid ID to start DC.
Please refer the Direct Connect Installation Guide for more detail information.
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Revised: March 28, 2013, OL-27495-02

Chapter Overview
The topics in this chapter include:
•

Introduction, page 8-2
– Intended Audience, page 8-2
– Product Overview, page 8-2
– Solution Requirements, page 8-3
– Direct Connect, page 8-3
– Cisco Agent Desktop, page 8-3

•

READ Web Application, page 8-5
– Cisco CAD Toolbar, page 8-5
– READ Page during Not Ready State, page 8-6
– READ Page during Ready State, page 8-6
– READ Page during Reserved State, page 8-6
– READ Page during Answer State, page 8-7
– READ Page during Call Disconnect State, page 8-9

•

READ Collaboration, page 8-9
– Customer Widget, page 8-13
– Document Widget, page 8-16
– Video Widget, page 8-19
– Peer-to-Peer Sharing, page 8-23

•

READ Troubleshooting, page 8-28
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Introduction
The Cisco® Remote Expert Agent Desktop (READ) is a web application for Cisco Unified Contact
Center Enterprise and Cisco Unified Contact Center Express. READ enhances the collaborative
experience between a customer in a branch office and a remote expert in a remote contact center office.

Intended Audience
This chapter is intended primarily for remote experts and agents who will use the READ 1.8 release as
well as administrators who will install and manage the application. This document has been written with
the assumption that the audience has:
•

A general understanding of installation procedures

•

A general understanding of the Windows operating system

•

A general understanding of the Unified Contact Center agent profile

The assumption in this document is that READ is deployed along with Cisco Unified Communications
Manager (UCM) and either Cisco Unified Contact Center Enterprise (UCCE) or Cisco Unified Contact
Center Express (UCCX).

Product Overview
The READ solution makes it easier for remotely-located experts or agents of an enterprise to collaborate
with customers who are visiting a branch office of the enterprise. READ allows them to share documents
and stream media files to a Remote Expert Collaboration Panel (REIC), located at a branch office (see
the figure below). The remote experts can also save session information for future reference when they
assist the customer again.
Figure 8-1

A Remote Expert (right) Pushes a Video to a REIC at a Branch (left) where the
Customer is Located.

The READ 1.8 release includes the ability for the remote expert to do the following:
•

Add customer records

•

Take private or public notes for future reference

•

Reference previously saved notes

•

Push video to a REIC

•

Place a call on hold to stream video to a REIC

•

View the status of the video being streamed
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•

Print remotely at a branch REIC and view the status of the print job

•

Share applications via a peer-to-peer connection

Solution Requirements
READ loads within the Cisco Agent Desktop (CAD) application’s integrated browser and works in
conjunction with Direct Connect, the add-on application that was previously installed on a Windows
workstation. Thus, READ requires the following applications to be installed on the remote expert’s
workstation:
1.

Direct Connect 1.0 or later

2.

Cisco Agent Desktop with Integrated Browser (Premium) 8.5 version or later

3.

Adobe Acrobat Reader 9 or later

4.

Adobe Flash Player 9 or later

Direct Connect
Direct Connect is used to collaborate with the customer at the remote branch. The administrator can
configure the solution so that the Direct Connect dialog box appears automatically when the remote
expert clicks the Answer button in the Cisco Agent Desktop. Configuring Direct Connect to
automatically appear when the remote expert answers a call saves the remote expert time searching for
the application. The Direct Connect application can also be configured to close automatically when the
call is disconnected. Either configuration can be disabled, if needed.
Direct Connect requires the following to be installed on the remote expert’s workstation:
•

Java SDK 1.6

•

JRE 1.6

•

Microsoft .NET Framework 4

•

Microsoft Visual Studio 2010 Runtime Library

Cisco Agent Desktop
Cisco Agent Desktop (CAD) supports the following browsers and operating systems:
•

Microsoft Internet Explorer 8 and Mozilla Firefox 3.6

•

32-bit Microsoft Windows 7 Professional, Enterprise, and Ultimate

•

64-bit Microsoft Windows 7 running the Windows 32-bit on Windows 64-bit (WoW64) emulation
layer

The CAD includes work flow configuration and administration that enables administrators to configure
and maintain the appearance and behavior of the CAD. READ uses the voice contact work flow
configuration to display relevant web pages to the remote expert based on call events.
Voice contact work flows manage remote expert activity based on voice call events. Once a call is
classified, it is further filtered according to events, rules, and actions.
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Figure 8-2

Voice Contact Work Flows Flow Chart

A voice contact work flow could be set up as follows:
1.

A call comes into the contact center and is routed to a remote expert in the Ready state.

2.

The voice contact classification filter determines which work flow to select. It examines the inbound
call’s enterprise data (original dialed number) and determines that it is a call for Product A technical
support and thus meets the data conditions of Work Flow 1. The call is now subject to the second
layer of filtering set up in Work Flow 1.

3.

Work Flow 1 states that any ringing event on the Product A support line triggers an HTTP action.
This action takes the customer-entered account information from the Interactive Voice Response
(IVR), which is part of the call’s enterprise data and opens a web page in the Cisco Agent Desktop’s
integrated browser that displays the customer’s account information to the remote expert.

4.

The remote expert answers the phone call and is ready to assist the customer.

5.

When the remote expert disconnects the call after serving the customer, a different web page is
displayed such as a check list of actions for the remote expert to follow after every call.

The user and installation guides for the CAD are available from the following links:
Cisco Agent Desktop User Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/user/g
uide/cad85ccxug-cm.pdf
Cisco CAD Installation Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/install
ation/guide/cad85ccxig-cme.pdf
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For more information on Cisco work flow administration, refer to the Cisco Desktop Administrator User
Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_0/user/g
uide/cda80ccxug-cm.pdf

READ Web Application
The remote expert’s CAD can be configured to display different READ web pages. Refer to the Remote
Expert Design and Document Guide for instructions on how to configure the CAD voice contact work
flows and CAD agent management work flows for the READ.
The following READ web pages can be configured for the remote expert:
1.

Not Ready State

2.

Ready State

3.

Reserved State

4.

Answer State

5.

Dropped State

Cisco CAD Toolbar
The expert should be familiar with the following buttons within the Cisco CAD toolbar:
•

Answer

•

Call-on-hold

•

Login

•

Ready

•

Not ready

Figure 8-3

Cisco CAD Toolbar
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READ Page during Not Ready State
When a remote expert launches the CAD client software, the CAD screen shows the state of the CAD in
the upper left corner.
Figure 8-4

CAD Launch Screen

READ Page during Ready State
When a remote expert clicks the Ready button (the green traffic light icon on the toolbar) to begin
accepting calls from customers, the READ welcome page displays.
Figure 8-5

READ Welcome Screen

READ Page during Reserved State
When the remote expert receives a new incoming call, the remote expert’s state will change to reserved.
In the reserved state, the main page of READ will appear as shown in the figure below.
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Figure 8-6

Main Page of READ

READ Page during Answer State
When the remote expert clicks the Answer/Drop button on the toolbar, the Direct Connect dialog box
appears over the CAD window (see the figures below).
Figure 8-7

Direct Connect Dialog Box over the CAD Window
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Figure 8-8

Note

Direct Connect Dialog Box

When the Direct Connect application displays in the remote expert’s active window, data sharing is
disabled by default. See the “Peer-to-Peer Sharing” section below for more information.
The call state events are displayed at the bottom of the screen and include the remote expert’s user id,
the dialed number, and the state.
Figure 8-9

Call State Events
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READ Page during Call Disconnect State
When a remote expert finishes a call with the customer, the remote expert clicks the Answer/Drop button
to disconnect the call. The Direct Connect application closes and the web page shows that the call was
disconnected and the expert returns to ready state. This is known as the dropped state.
Figure 8-10

Call Disconnected Page

READ Collaboration
When a remote expert answers the call, the READ web page will display in the CAD’s browser window
and each of the widgets in the web page is catered for different functions. There are three widgets in the
READ web page: Customer, Document, and Video.

Note

All these widgets and its fields are customizable as needed. Contact your Cisco sales representative for
more information on the customization service.
The READ web page that displays when the remote expert answers the call is actually a mash-up of
different widgets that corresponds to different features. The widgets can be expanded or minimized to
make it easier for the remote expert to work with those widgets.
The Customer widget is located on the left side of the READ page (see the figure below); it captures
customer interactions. The Document widget appears to the right of the Customer widget and contains
thumbnails of files for the customer. The Video widget appears below the Document widget and contains
thumbnails of videos for the customer.
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Figure 8-11

Customer (on the left), Document (in the center), and Video (at the bottom) Widgets

The panes containing the widgets can be re-sized. The Customer widget pane can be expanded by
dragging the right border of the pane toward the middle of the page. The expanded Customer widget pane
is shown in the figure below.
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Figure 8-12

Expanded Customer Widget Pane

The Customer widget pane can also be minimized by clicking the double left arrow button at the top right
corner of the pane. Once the Customer widget pane is minimized, the Document and Video widget panes
expand to fill in the void.
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Figure 8-13

Customer Widget Pane Minimized

The Document and Video widget panes can be maximized by clicking the up arrow key on the right
topmost part of the respective pane. The figure below shows the Video widget pane that has been
maximized to fill the entire READ page.
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Figure 8-14

Video Widget Pane Maximized

Customer Widget
The Customer widget allows the remote expert to add a new customer, view existing customer
information, create notes, and view previously saved notes.
When a new customer is created, the first name, last name, and the gender is collected to create a
customer record that can be accessed when the same customer calls in the future.

Add a New Customer Record
To add a new customer record, click the Add button to open the Add Customer dialog box. Enter the
customer’s first name and last name in the First Name and Last Name fields. Click a gender radio button.

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

8-13

Chapter 8

Remote Expert Agent Desktop (READ)

READ Collaboration

Figure 8-15

Add Customer Dialog Box

Search Customer Records
Once a customer record has been added to the database, the record can be retrieved by performing a
search using the customer’s name. When a customer’s name is entered in the Search field, all the
information about the customer including the notes can be viewed.
Figure 8-16

Customer Search

View Previous Notes
Notes keep track of important information related to interactions with customers. Notes created from
previous sessions can help the remote expert remember key points of past discussions with the customer
in the past. This will improve the relationship with the customer and make managing the relationship
easier.

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

8-14

Chapter 8

Remote Expert Agent Desktop (READ)
READ Collaboration

There are two types of notes: Public and Private. The notes created as type PUBLIC will be visible to
the customer when they login to the enterprise portal. The notes created as type PRIVATE are visible
only to the remote experts within the enterprise. All the content in the notes are visible. The remote
expert does not need to double click the notes to read their contents.

Note

Private notes are highlighted yellow so that remote experts can quickly differentiate them from public
notes.
Figure 8-17

Private Notes are Highlighted Yellow

The remote expert can choose Show Public, Show Private, or Show Both from the drop down menu.
Additionally, the remote expert can enter text into the Search field to find notes containing them.
Figure 8-18

Search Feature for Notes

Create a New Note
To create new notes, follow these steps:
Step 1

Click the New Note button.
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Figure 8-19

Step 2

New Note Button

Enter text in the Note field.
Figure 8-20

Take Notes

Step 3

Check the Is Private check box to mark the note as private.

Step 4

Click the Save button to save the note.

Document Widget
The Document widget holds the most frequently printed customer documents and prints them at the
REICs for customers. The types of files supported in the Document widget are PDF, TXT, and image
(jpg, jpeg, bmp, gif, and jfif.jpe) files.
The Remote Expert Manager (REM) manages REIC information such as the REIC that the customer call
originated from and the peripherals that are connected to that REIC. When the remote expert wants to
print a document for the customer, the REM sends the document to the printer connected to the REIC
where the customer has originated the call.
The remote expert can upload additional PDF, text or image files from their workstation, preview them,
and then print them to the customer REIC.

Note

Documents that are uploaded and printed from the remote expert’s workstation will not be available in
the Document widget pane for future use. Documents must be uploaded into the Remote Expert Admin
Console (REAC). Refer to the “Remote Expert Administration Console (REAC)” chapter of this guide
for more information on how to upload documents.
The Documents widget has three panes: a pane that lists all the documents available, the document
preview pane, and a pane that indicates the documents that are being shared.
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Figure 8-21

Three Panes in the Document Widget

Document List Pane
The left pane shows all the server side documents available to the remote expert. If there are many
documents in the window, the remote expert can use the Filter to search for specific documents.

Document Preview Pane
The pane in the middle is for previewing the document. When a document is selected, a preview of its
content is displayed in this pane. Previewing a document helps the remote expert determine if that
document contains the desired content for printing to the customer REIC.
Figure 8-22

Document Preview Pane

To view the document’s content, the remote expert can use the side and bottom scroll bars.
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When the remote expert has chosen a document to print to the branch printer, the remote expert clicks
the Print button at the bottom left side of the Document Preview pane. The branch printer is connected
to an USB port on the Interactive Experience Client (IEC). The IEC sends queue information to the
REM, which then displays it in the Shared Documents Pane.
Figure 8-23

Print Button

Shared Documents Pane
The right pane on the Document Widget contains the printing status of documents. As seen in the figure
below, one document has printed and another document is currently in the printer’s queue.
Figure 8-24

Shared Documents Pane

Once the print job is executed by the remote expert, it is not possible to cancel the print job (other than
calling someone at the branch to disconnect the printer). The print status information is only available
during an active session; once the call has been disconnected, the status information is no longer visible.
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Video Widget
The Video widget is used to:
•

Push a video file to a REIC

•

Select a video that will be streamed while a call is on hold

As with documents, video files must first be uploaded using the REAC before they will display in the
Video widget pane. For information on how to upload them to the server, refer to the “Remote Expert
Administration Console” section of this guide.
There are three panes in the Video widget: the video list pane, the video preview pane, and the streaming
videos pane.
Figure 8-25

The Three Panes of the Video Widget

Video List Pane
The first pane of the Video widget shows all the video files in the video libraries of the media server.
Video files from the video library can be searched using the ‘Filter’ menu which is on the top of the first
window.
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Figure 8-26

Video List Pane

To stream the video to a REIC, follow these steps:
Step 1

Select a video.

Step 2

Click the Stream button.

Step 3

If additional video files should be streamed, select another video and click the Stream button again.

This pane is also used to choose which video will be streamed to the REIC if the remote expert places
the customer call on hold. In the REM, the administrator can select a default video to stream when any
remote agent places a call on hold. In the video list pane, that video’s name is highlighted yellow and
the Set Hold Video icon appears next to the name of the video. The remote agent can choose a different
video to stream based on the needs and interests of the customer.
To choose a different video file to stream while the current customer is placed on hold, follow these
steps:
Step 1

Select a video.

Step 2

Click the Set Video Hold button.
The thumbnail of the video file is highlighted yellow and the Set Hold Video icon appears next to the
video name to differentiate the file from the rest of the video files.
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When the remote expert places the call on hold by clicking the Hold button in the CAD toolbar, the
READ disables audio streaming and streams the video file to the REIC. The hold video is not placed in
the queue of the Video Streaming pane.

Video Preview Pane
The remote expert can preview a video in the Video Preview pane before streaming it to the REIC. Before
a video is selected, the pane will indicate that there is no video preview available.
Figure 8-27

Video Preview Pane

When the remote expert selects a video in the video list pane, the video appears in the preview pane as
shown in the figure below. The preview window contains a video player to play and stop the video,
maximize the player, and control the volume. To preview the video, the remote expert clicks on one of
the play buttons in the Video Preview pane.
Figure 8-28

Video Preview Pane with the Healthcare Video Ready for Previewing
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Streaming Videos Pane
After the Stream button is clicked, the video name and its streaming status appears in the Streaming
Videos pane. Unlike a print job, video streaming can be stopped if desired by clicking on the Stop button
in the Action column.
Figure 8-29

Streaming Videos Pane with the Status of the Healthcare Video

If multiple videos were chosen for streaming, all the video names appear in the Streaming Videos pane
in a queue. The queue indicates which video is currently being viewed by the customer at the REIC. The
status types are: To Be Viewed, Viewing, and Viewed. After streaming the first video, the next video in
the queue will be streamed.
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Figure 8-30

Streaming Videos Queue

If the remote expert stops the first video stream, the second video will start streaming automatically. The
remote expert can stop both videos from streaming by clicking both Stop buttons.

Note

The video will not stream for the remote expert. However, the remote expert can preview the same video
file if necessary in the Video Preview pane.

Peer-to-Peer Sharing
The Remote Expert Solution uses the Direct Connect application to enable bi-directional sharing
between the customer and the remote expert. The Direct Connect application is launched when the
remote expert receives a call from a customer. Peer-to-peer sharing is pre-configured in CAD by an
administrator.
Figure 8-31

Peer-to-Peer Sharing

When the remote expert receives a call, the Direct Connect dialog box opens.
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Figure 8-32

Direct Connect Dialog Box

The remote expert must click the Start Session button on the Direct Connect dialog box to start sharing.
The REM then sets up a web conferencing session between the customer REIC and the remote expert’s
workstation. When the web conferencing session has been established, the Client Status radio button will
turn green as shown in the figure below.
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Figure 8-33

Client Status Button Indicates Web Conferencing Session Has Been Established

By default, nothing is being shared, which is indicated by the selection of the None radio button as
shown in the figure above. All the active applications that are currently running on the remote expert’s
workstation will appear as radio buttons in the Sharing area of the Direct Connect dialog box. The remote
expert clicks on the radio button of the desired application to share that application with the customer at
the REIC.
When an application has been selected for sharing, the application’s window will appear as the active
window on the remote expert’s CAD window. The color of the application window turns green to
indicate that it is active.
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Figure 8-34

Application that is the Active Window

A snapshot of that application is also shown in the Remote View Mirror area of the Direct Connect dialog
box to confirm that the REIC is actually showing that application.
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Figure 8-35

Remote View Mirror

Sharing the application does not automatically enable bi-directional peer-to-peer sharing. The remote
expert must first check the Allow Interaction check box to enable bi-directional sharing between the
customer and the remote expert. Since the REIC contains a touch screen, the customer can select any
part of the shared screen with their finger.
When any of the other windows on the remote expert’s workstation becomes the active window, the
shared application window turns red. When it is turns red, peer-to-peer sharing is placed on hold. The
customer will still be able to see the shared application on the REIC but will not be able to interact with
the application as before.
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Figure 8-36

Application that is Not the Active Window

The remote expert ends the sharing session by clicking the Disconnect Session button. The Client Status
button turns red to indicate that there is no active sharing session between the customer REIC and the
remote expert’s workstation.

Note

Video streaming takes precedence over application sharing. If video streaming had already started or the
caller was placed on hold to stream video, those functions must be stopped first before application
sharing can resume. Otherwise, the videos must finish streaming. In the case of the video on hold
scenario, when the remote expert resumes the call, application sharing will resume automatically.

READ Troubleshooting
The following are common issues that the remote expert may encounter using the READ.
1.

While answering a new call, the Direct Connect application reports that is unable to find the
application: The most probable reason for this issue is that the application was not properly
installed or not installed in the default directory. CAD is pre-programmed to execute the Direct
Connect application from its default directory in the remote expert’s workstation. If it is not installed
in that directory, the CAD cannot launch the application. As a result, it reports an error.

2.

READ does not appear in CAD: Since READ is a web based application that makes use of CAD’s
integrated browser and the integrated browser is supported in the CAD premium version, verify that
you are using CAD Premium by checking the CAD license. Alternatively, REM may not be running
the correct web services. Contact the REM administrator to verify the web services.
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3.

When the call is connected, one page such as the sharing page does not display although other
pages show correctly such as the welcome page: Different web pages are scripted in CAD work
flow configuration for different voice events. Check with the CAD administrator to verify the CAD
work flow configuration with respect to the ringing event.

4.

Video files are not displaying in the Video pane: A call must be initiated from the REIC in order
for video files to display in the widget. If a call originates from a phone (i.e. a phone calling the
UCCX Pilot number), the video files would not show because they could not be pushed to a phone.

5.

Direct Connect does not pop up: Verify that the CAD administrator has been updated for the Direct
Connect invocation event. In addition, verify that the path for Direct Connect executable is
C:\CSI\DirectConnect\bin\DirectConnect\DirectConnect.exe.

6.

Direct Connect does not close when the call is disconnected: Verify that the CAD administrator
has been updated for the Direct Connect Exit event and the path for Direct Connect close executable
is C:\CSI\DirectConnect\bin\DirectConnect\DirectConnectClose.exe.

7.

Direct Connect is stuck in “Waiting”: Check the DirectConnect.exe.config file to verify that the
value of the property “cv_service_url” is set to the web service URL. Replace the <REM-IP> in the
following code with actual IP address of the REM:
<setting name="cv_service_url" serializeAs="String">
<value>
http://<REM-IP>/resc/services/VirtualAgentServices.VirtualAgentServicesHttpSoap11E
ndpoint
</value>
</setting>

Check the Direct Connect log files located in the C:\CSI\DirectConnect\Server\Tomcat\logs
(pureweb and error logs).
8.

Direct Connect fails to share the application with the REIC: First, verify that the border around
the application being shared is green as shown in the figure below. If it is not green but red, click
the shared window to turn the border green; this indicates that this application window is the active
window. If the border is green but not sharing, verify that the collaboration URL is generated in the
session table for this particular session.
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Figure 8-37

Active Application has a Green Border
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Chapter Overview
The Cisco® Remote Expert Interactive Collaboration (REIC) is the customer pod screen that appears on
the customer side of the Cisco Remote Expert (RE) solution.
This chapter is intended for administrators who will customize the appearance of the REIC user
interface. It explains how to change the appearance of the REIC including images and text.
The rem.properties file contains images and text. This chapter explains how to configure that file.
This chapter also explains how an administrator will add locale and expert type images.
The topics in this chapter include:
•

Introduction, page 9-1

•

REM Properties File, page 9-2
– Background Image, page 9-2
– Small Customer Logo Image, page 9-3
– Big Customer Logo Image, page 9-4
– Expert Type Width, page 9-5
– Kiosk Not Registered Message, page 9-7

•

Customizing Locales and Expert Type Images, page 9-7
– Locales, page 9-8
– Expert Types, page 9-14

Introduction
The REIC is the customer pod screen that appears on the customer side of the RE solution. The customer
initiates a call from the REIC screen as shown in the figure below.
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Figure 9-1

Images on the REIC Customer Pod Screen

REM Properties File
When the REIC is installed using the ISO, the rem.properties file can be configured to customize the
screen that the customer views. The administrator can configure the big customer logo, the small
customer logo, the background image, the expert type width, or the text that displays if the customer pod
is not registered.
To find the rem.properties file, go to /var/rem/tools/ias/templates.

Note

The images for the background and logos should be added to
/opt/apache-tomcat-7.0.xx/webapps/images before updating them in the rem.properties file.

Background Image
The background image will be displayed on all screens of the REIC.
In the figure below, the background image is a light blue gradient image.
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Figure 9-2

Light Blue Gradient Background Image

To apply a background image in the REIC, give the image the following name:
$*[REIC_BACKGROUND_IMAGE]*=bg_img_1280X1024.jpg

Note

The size of the background image must be at least 1280x1024 pixels. Otherwise, the image will
not cover the customer pod screen completely.

Small Customer Logo Image
The small customer logo will appear on the following screens:
•

Wait screen

•

On Hold screen

•

Video streaming screen

•

Error screens

•

Help Wait screen

•

Help Connected screen

•

Feedback screen

•

Thank You screen
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The figure below shows how the small customer logo for Francisco Finance appears on the screens listed
above.
Figure 9-3

Small Customer Logo Displayed on a REIC Screen

To apply a small customer logo image on the REIC, give the image the following name:
$*[REIC_SMALL_CUSTOMER_LOGO]*=Francisco_HD_small_250_250.gif

Note

The size of the small logo image should be 250x250 pixels before uploading. Otherwise, the
image will not appear correctly on the customer pod screen.

Big Customer Logo Image
The big customer logo image will appear on the REIC screen when the call is connected with the remote
expert or agent.
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Figure 9-4

Big Customer Logo Displayed on the Call Connected Screen

To apply a big customer logo image on the REIC, give the image the following name:
$*[REIC_BIG_CUSTOMER_LOGO]*=Francisco_HD_Large_360_360.gif

Note

The size of the big customer logo image should be 360x360 pixels before uploading. Otherwise, the
image will not appear correctly on the customer pod screen.

Expert Type Width
The expert.type.width property defines the width on the customer pod screen within which the different
expert type icons will be displayed.
When expert types are added into the database from the REAC, their images are displayed in a single
row on the REIC until the defined expert type width is reached. Then the next image is displayed on the
next row and so on.
The images will be displayed as their default image size, and the images will be of equal sizes.
In the figure below, the expert.type.width is 740 pixels which accommodates a 3x2 matrix for images
that have a width of 240 pixels (3*240 pixels) plus 20 pixels that are used as buffers between expert type
images.
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Figure 9-5

Note

Six Expert Types Arranged in a 3x2 Matrix

The expert type Help is not a part of this property. Its image is displayed on the bottom left corner of the
customer pod screen and takes the default image size of the image added.
To arrange the expert type icons on the REIC, enter the numerical default value for expert type width as:
$*[EXPERT_TYPE_WIDTH]*=740
If an administrator wants to change the layout from a 3x2 matrix as shown in the figure above to a 2x3
matrix, the administrator decreases the expert type width in the rem.properties file. For example, if the
expert type width is set to 500 pixels, then the customer pod screen would appear as shown in the figure
below.
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Figure 9-6

Six Expert Types Arranged in a 2x3 Matrix

Kiosk Not Registered Message
When a customer pod is not registered in the database (i.e. it is not added in the Kiosk tab of the REAC),
text will appear on the customer pod screen indicating that it is not registered. By default, the text reads
“Kiosk is not registered”. That text can be modified by editing the text in the rem.properties file as shown
in red:
kiosk.not.registered=<div style="text-align: center;"><p fontFamily='Arial'><font
color="#000000" size="45">Kiosk is not registered</font></p></div>

Customizing Locales and Expert Type Images
This section explains how an administrator will add locale and expert type images.
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Locales
Locales are the languages that the customer pods support. Multiple locals can be made available to
customers but one locale is set as the default locale.
In the figure below, the default locale is English. Spanish is also available as indicated by the image at
the lower right corner of the screen.
Figure 9-7

REIC Screen with English as the Default Locale and Spanish as an Alternative Locale

The Locale specific text is given in the message bundle property file when the administrator adds a
particular locale in the Locale tab of the REAC. The figure below shows that English and Spanish locales
were added to the REAC. (Refer to the Cisco Remote Expert Admin Console User Guide for instructions
on how to create and modify locales.)
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Figure 9-8

Locale Tab of the REAC

Locale Images
The image for a locale, such as for Spanish, that displays on the REIC is added to the REAC.
Figure 9-9

Spanish Locale Image

The image file name is indicated in the Image column of the Locale tab of the REAC.
Figure 9-10

Locale Images in the Locale Tab of the REAC

Refer to the Remote Expert Admin Console section of this guide for instructions on how to upload locale
image files.

Locale Properties File (Message Bundle)
The properties file of a locale provides details for the REIC. Each property is used by the REIC to display
locale information while the customer navigates to various screens. The table below provides details for
each property.
The message bundle for a particular locale contains a two-letter code for the language such as “en” for
English or “es” for Spanish. For example, the English file is saved as locale_en.properties at the
following location: /opt/apache-tomcat-7.0.23/webapps/reic/locale_en.properties

Note

Table 30-1

The Cisco REM does not validate the locale information provided in this file. For example, if the
Resource Bundle file for the English language contains the same text in Spanish, the Cisco REM doesn’t
validate the text.

Locale Properties File Details
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Note

The text in RED can be edited to appear as the administrator wants it to on the customer pod screen.
Corresponding
customer pod Image

S.No

Property

Description

Example

3.1.1

screen.home.title

REIC Home
screen title that
appears above
the button

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="40"><b>Press one of the
buttons below to talk to an
expert</b></font><br><font
color="#000000"
size="30">Presiona el botón de
abajo para conversar por video con
un expertochat</p><font
color="#585858" size="15"><br/>

3.1.2

screen.home.connecting

REIC Call
Connecting
screen after the
call is initiated
and before
moving to the
Waiting screen

<div style="text-align: center;"><p Connecting.png
fontFamily='Arial'><font
color="#000000" size="45">Please
wait .. </font></p></div>

3.1.3

screen.call.connecting

REIC Waiting
screen when a
call is made to
an agent

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Now
connecting you to a Design
Expert</font></p></div>

CallConnecting.png

3.1.4

screen.call.connecting.help

REIC Waiting
screen when a
help call is
made

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="45">Calling for Help
...</font></p></div>

HelpConnecting.png

3.1.5

screen.call.connected

REIC screen
when the agent
answers a call
and a call is
established

3.1.6

screen.call.connected.help

REIC Call
Connected
screen when
the help agent
picks up the
help call

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Now
Connected To the Help
Line</font></p></div>

HelpConnected.png

3.1.7

screen.call.onhold

REIC On Hold
screen when
the agent puts
the call on hold

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">one
moment please</font></p></div>

OnHold.png
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S.No

Property

Description

Example

Corresponding
customer pod Image

3.1.8

screen.call.waitvideo

REIC Waiting
screen with
video that
plays until the
agent answers
the call

assets/video/wait.flv

CallConnecting.png

3.1.9

screen.callend.thanks

REIC Thank
You screen
when a call is
disconnected
after a
successful
session

<div style=”text-align: center;”><p ThankYouScreen.png
fontFamily=’Arial’><font
color=”#000000”
size=”40”><b>Thanks for talking to
our expert
</b></font></p><br><font
color=”#000000” size=”30”>Please
provide your
feedback</div><br/><br/>

3.1.10

screen.callend.skip

Skip this Step

ThankYouScreen.png

3.1.11

screen.callend.continue

Continue

ThankYouScreen.png

3.1.12

screen.thankyou.thanks

REIC screen
that appears
after the
Feedback
screen

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Thank
You</font></p></div>

CallEnd.png

3.1.13

no.agents

REIC screen
when agents
are not
available or
available
agents are not
picking up the
call. The agents
will be moved
to the “Not
ready” state
and then the
message
displays.

<div style="text-align: center;"><p NoAgent.png
fontFamily='Arial'><font
color="#000000" size="45">Agents
are not available currently. Please
try after
sometime</font></p></div>

3.1.14

no.tp

REIC screen
when the
TelePresence
screen is not
available

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="45">Designer is not
available</font></p></div>

NoTP.png
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S.No

Property

Description

Example

3.1.15

screen.reschedule.message

REIC screen
when the agent
does not
answer a
scheduled call
and the call
will be
rescheduled

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Agent
not answering.
Rescheduling</font></p></div>

3.1.16

screen.schduler.meeting.pending

REIC screen
when a meeting
is scheduled to
start

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="40"><b>Welcome
${customerName}
</b></font></p><br><font
color="#000000" size="30">Your
Live Chat will start in few
minutes</div><br/><br/>

3.1.17

screen.schduler.meeting.starting

REIC screen
when a
scheduled
meeting is
starting

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="40"><b>Welcome
${customerName}
</b></font></p><br><font
color="#000000" size="30">Now
connecting to Live
Chat</div><br/><br/>

3.1.18

screen.schduler.busy.agent

REIC screen
when a call is
made to an
agent that is
busy

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="40"><b>Welcome
${customerName}
</b></font></p><br><font
color="#000000" size="30">Agent
is Busy</div><br/><br><font
color="#000000" size="30">Please
hold on</div><br/><br/>
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Corresponding
customer pod Image

S.No

Property

3.1.19

screen.schduler.meeting.reschedule

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="40"><b>Welcome
${customerName}
</b></font></p><br><font
color="#000000" size="30">Agent
is Busy</div><br/><br><font
color="#000000" size="30">Please
hold on</div><br/><br><font
color="#000000" size="30">If you
want to reschedule the session,
Please click the button
below</div><br/><br/>

3.1.20

error.message.DecodingError

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="45">Designer is not
available</font></p></div>

DecodingError.png

3.1.21

error.message.207

REIC screen if
the customer is
trying to
initiate another
call from the
REIC during an
active call

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Sorry,
there is already an active call to an
Expert.<br>Please try again after
the current call
ends</font></p></div>

Error207.png

3.1.22

error.message.206

REIC screen if
CTS IP is not
completely
registered, the
username or
password is
invalid, or the
customer pod
phone is out of
service

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000" size="45">Kiosk
phone is out of
service</font></p></div>

Error206.png

3.1.23

error.message.202

REIC screen
when the SSH
or IEC details
are incorrect

<div style="text-align: center;"><p
fontFamily='Arial'><font
color="#000000"
size="45">System error, Please try
after some time</font></p></div>

Error202.png
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S.No

Property

Description

3.1.24

screen.call.ewt

REIC Waiting Estimated Wait Time
screen that
displays
estimated
waiting time
for next
available agent

3.1.25

server.down

REIC screen
when the
tomcat server is
down or when
the RESC is
not reachable

Note

Example

Corresponding
customer pod Image

<div style="text-align: center;"><p ServerDown.png
fontFamily='Arial'><font
color="#000000" size="45">Server
is down</font></p></div>

To change the wait video, give the full path in 3.1.8 from inside the tomcat folder. For example if the
administrator wants to change the wait video from wait.flv to wait_video2, which is located at
/opt/apache-tomcat-7.0.23/webapps/videos/wait_video2.flv, then the administrator would change the
value of 3.1.8 to /videos/wait_video2.flv.

Expert Types
The REIC screen displays at least one expert type icon. If the enterprise has different types of experts,
customers can select the expert type icon on the REIC that best matches their need. The REIC screen can
support up to six expert type icons.
When the customer selects an expert type icon, a call is made from the REIC to an agent that has been
associated with that expert type in the REAC. The Expert Type tab includes the Queue Video column. A
queue video must be selected for each expert type. This queue video is the video displayed on the REIC
screen while the customer waits for the expert to appear on the video endpoint.
Expert types are configured in the Expert Type tab of the REAC.
Figure 9-2

Expert Type Tab in the REAC with Queue Video Column
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Expert Type Images
Up to six expert type icons can be displayed on the REIC Home screen. The figure below shows a REIC
Home screen with six expert type icons: Commercial Lending, Home Mortgage, Private Banking,
Problem Resolution, Retirement Savings, and Small Business.
Figure 9-3

REIC Screen with Six Expert Type Icons

In addition to the six Expert Type icons, the Help icon also appears on the REIC screen. The Help icon
and Chat icons can also appear on the REIC screen if they are added in the Cisco REAC within the Expert
Type tab.
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Figure 9-4

Help Icon
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Remote Expert Troubleshooting Guide
Revised: March 28, 2013, OL-27495-02

Chapter Overview
This chapter explains how to troubleshoot the common user problems.
Topics in this chapter include:
•

Introduction, page 10-2
– Prerequisites, page 10-2
– Components Used, page 10-2
– Conventions, page 10-2

•

Possible Errors & Troubleshooting Tips, page 10-4
– Customer Pod Has No Display, page 10-7
– Customer Pod Displays ‘Error: Management Server is not reachable’ Message, page 10-7
– Customer Pod Displays ‘Startup URL is not configured’ Message, page 10-8
– IEC Displays ‘Cannot register’ Message, page 10-9
– Customer Pod Displays ‘Network Error’ Message, page 10-11
– Customer Pod Touch Screen Function is Not Working, page 10-11
– Customer Pod Displays Virtual Keyboard When Call Connects, page 10-11
– Customer Pod Displays ‘Server is down’ Message, page 10-12
– Customer Pod Displays ‘Service Temporarily Unavailable’ Message, page 10-14
– Customer Pod Displays ‘Kiosk is not registered’ Message, page 10-15
– IEC is Not Reflecting the Applied Policy, page 10-15
– IEC’s Profile Configuration is Overriding the Applied Policy, page 10-15
– Customer Pod Displays ‘System error, Please try after some time’ Message, page 10-16
– Customer Pod Displays ‘Designer not available’ Message, page 10-17
– Customer Pod Displays Thank You Screen After Pressing the Connect Button, page 10-18
– Customer Pod Does Not Display the Home Page, page 10-18
– IEC Reboots Twice, page 10-21
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– Unable to Bring Up Static Graphic Page in CTS (During Non-CTS Calls), page 10-22
– Unable to Upload and Update Images to REM, page 10-23
– READ is Not Showing Up, page 10-23
– Video Call is Not Established Between EX and CTS, page 10-23
•

Information to Help with Troubleshooting, page 10-24
– Normal IEC Bootup Sequence, page 10-24
– Normal Call Flow and its Associated resc.log, page 10-26
– Trace Files for TAC, page 10-29

Introduction
This document discusses and solves the most common problems that have been reported during testing
and also from the field. This document also explains necessary call flow to help you understand the logic
to make troubleshooting easier.

Prerequisites
This document assumes that you know the working of Cisco Unified Communication Manager (UCM),
Cisco Unified Contact Center Express (UCCE), and Cisco video endpoints including CTS-500 and
EX60/90.

Components Used
This document is not restricted to specific software and hardware versions.

Conventions
Refer to Cisco Technical Tips Conventions for more information on document conventions:
http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml.
In order to isolate the issue and resolve it, it is important to follow a methodology. A high level
troubleshooting process flow is a good way to isolate problem components from the overall solution.
There are mainly three components involved in the Cisco Remote Expert Solution:
1.

Unified Communication Manager and its endpoints

2.

Unified Contact Center Express and experts

3.

Remote Expert Manager and its components

A “Divide and Conquer” troubleshooting approach is suggested in order to isolate the problem
component within the solution. For example, without using the customer pod, determine if the other
components of the solution are functioning correctly. Is it possible, for example, to manually initiate a
call from the branch video endpoint (CTS or EX) and successfully route the call to an expert via Contact
Center? If the answer is “no”, then at least part of the problem lies within the CUCM/CCX infrastructure.
Correct that problem before determining if REM troubleshooting is necessary.
Review the flowchart below to troubleshoot UCM and UCCX issues.
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Figure 10-1

Troubleshooting Flowchart for UCM and UCCX Issues

If customer-side/branch site manually initiated call can be successfully routed to an expert and answered
by an expert, but does not work from the customer pod, then it could be a REM-related issue. In that
instance, the following flowchart may be helpful.
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Figure 10-2

Troubleshooting Flowchart for REM-Related Issues

Possible Errors & Troubleshooting Tips
Table 10-1

Possible Errors and Reasons

Possible Errors

Components Involved

Possible Reasons

Customer pod has no
display

Monitor

Check whether monitor is working and the power
is connected.

IEC

If monitor was connected after the IEC was
booted up, reboot the IEC.
Try connecting the monitor to IEC’s alternate
video port (VGA or HDMI).
IEC displays
‘Management failure:
Product VEP is not
found’

IEC

The IEC has an older version of firmware.
Upgrade the IEC's firmware.

IEC displays 'Network
Error'

IEC

If LAN cable was connected after the IEC was
booted, reboot the IEC. Check the network
connection. If it is DHCP-based, check whether
the DHCP server is correctly leasing an IP address
to the IEC.

LAN Cable/Switch
DHCP Server
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Possible Errors

Components Involved

Possible Reasons

IEC displays
'Management Server is
not reachable'

Network

Check the IEM is up and reachable.

Firewall

Check if firewall policy is blocking such access.

IEM
IEC displays 'Cannot
register'

IEM

The IEM is not enabled for device registration.

IEC displays 'Startup
URL is not configured'

IEC

Check that the IEC is configured for the working
management server.

IEM

Check that the IEC is active in the IEM.
Check the IEC 's Policy or Profile for its startup
URL.
If the IEC is not rebooted after configuration
changes, reboot the IEC.
Customer pod touch
screen is not working

IEC does not display
Home page

IEC
Customer pod (Touch
screen)
IEM

The customer pod's control cable is not connected
to the IEC.
Recalibration is needed (Press Ctl-Alt-C for
recalibration).
Check the IEC's configuration (Policy or Profile)
in the IEM.

REM

If the IEC was updated recently but not rebooted,
the IEC needs a reboot.
Check if the REM is reachable and all web
services are up.
IEC displays 'Kiosk is
not registered'

REM

REM does not have customer pod serial number in
its DB. Check REAC's customer pod menu.

IEC displays 'Server is
down'

IEM

Check the IEC's Policy or Profile settings in the
IEM with respect to startup URL configuration.

REM

Check REM is up and all its Web services are up.

UCM

Check REM-UCM JTAPI configuration
(application username/password in UCM and
REM).
IEC displays 'Service
temporarily not
available'

IEM

IEC displays ‘System
error, Please try after
some time’

REM

Check the IEC's Policy or Profile settings in the
IEM with respect to startup URL configuration.

REM

Check that the REM is reachable.
REM/REAC has incorrect customer pod-side
video endpoint information (IP, DN, SSH, or
type).

UCM

Customer pod-side video endpoint is not in
UCM's REM application user's control list.
IEC displays 'Designer
is not available'

REM
Customer pod-side
video endpoint

REM/REAC has incorrect IP address for customer
pod-side video endpoint.
Customer pod-side video endpoint is not
reachable from REM.
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Possible Errors

Components Involved

Possible Reasons

IEC displays 'Kiosk
Customer pod-side
Phone is out of Service' video endpoint

Customer pod-side video endpoint is unregistered
from the UCM.

IEC displays Feedback
screen immediately
after Connect button
pressed

REM/REAC may have incorrect IVR number
configured in Expert Type menu.

REM
Contact Center
UCM

Contact Center is currently down or busy.
UCM-Contact center integration has issues.

IEC reboots in certain
cases

REM
Customer pod-side
video endpoint

The following are some of the scenarios in which
reboot is initiated from REM:
Whenever there is a power failure, REM reboots
the IEC to identify all peripherals that are
connected.
If customer pod-side video endpoint goes down
and comes up, REM reboots the IEC.
If the Cobra application is not working normally,
REM reboots the IEC.

Customer pod video
REM
endpoint is not
UCM
displaying static
graphic when it is not in
a call

Check REM/REAC configuration in Content
menu for the graphics and scheduled time.
Check the graphic file is reachable via a Web
browser.
Check customer pod-side video endpoint's UCM
configuration for Product Specific Configuration
layout section.

IEC is not streaming
RTMP Compliant
video such as the On
Streaming Server
Hold Video or a video
that was pushed from an
expert

Check RTMP Compliant Streaming Server is up.

Unable to see the video REM
files in READ
Contact Center CAD
Admin Workflow

REAC/REM does not have expert in its database
(it should be same that is configured in Contact
Center).

Agent is not identified by the system (REM).

Verify CAD Workflow settings.
No Graphics Image on
the customer pod’s
video endpoint

REAC

Check REAC Content menu and the time settings.

CTS/EX

Check UCM configuration of CTS/EX endpoints.

Customer pod touch
screen is not working

IEC

Check Touch Screen Control cable connected to
the IEC.

Touch Screen

Recalibrate touch screen by pressing Ctrl Alt C.
The detailed information steps to troubleshoot many of the above listed problems are detailed next.
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Customer Pod Has No Display
Check the monitor. If the monitor is working, try using the alternate video port on the IEC. (The IEC has
both VGA and HDMI ports.)

Customer Pod Displays ‘Error: Management Server is not reachable’ Message
The message “Management Server is not reachable” indicates that the IEM IP Address is not correct or
inaccessible. This message may also appear due to a network problem, a proxy server configuration
error, or an incorrect IEM URL.
Figure 10-3

‘Management Server is not reachable’ Error Message

If the IEM is down but the IEC has accessed the startup URL previously, it will load the startup URL
from its cache. In other words, the failure of the IEM does not prevent the IEC from functioning. If any
configuration changes are needed, then IEM has to be active for pushing the new policy configurations
to the IEC.
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Customer Pod Displays ‘Startup URL is not configured’ Message
Figure 10-4

‘Startup URL is not configured’ Message

The following are the possible reasons and resolutions for the message “Startup URL is not configured”:
•

IEC does not have a policy (initial configuration that includes startup URL) enforced in IEM. Verify
the IEC has the correct policy applied and the IEC has been rebooted.

•

Another possibility is that the IEC is not registered in the IEM, instead it is in standalone mode.
Check the IEM to ensure that the proper serial number is added for the IEC.
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IEC Displays ‘Cannot register’ Message
Figure 10-5

‘Cannot register’ Message

Click the Show Details button to reveal information about service that is disabled.
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Figure 10-6

Details of the ‘Cannot register’ Issue

This is due to the fact the IEM is not enabled for registration.
Step 1

Log into the IEM.

Step 2

Click Maintenance.

Step 3

Click Server Settings.

Step 4

Check the Device gateway enabled check box.
Figure 10-7

Server Settings Window
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Step 5

Click Apply.

Customer Pod Displays ‘Network Error’ Message
If the LAN port was plugged in during or after the IEC boot process, reboot the IEC. Then verify that
the LED on the NIC is lit. Verify that the IEC received an IP address from DHCP if it is configured for
DHCP.

Customer Pod Touch Screen Function is Not Working
If the touch screen (customer pod) is not working correctly:
1.

Ensure that the USB interface cable is plugged into the IEC and the touch screen.

2.

Use the calibration utility to recalibrate the screen. Press Ctrl+Alt+C to start the touch screen
calibration utility.

3.

Reboot the system if the touch screen USB cable was not connected before boot time.

Customer Pod Displays Virtual Keyboard When Call Connects
When connecting to a remote expert, the touchscreen connected to the IEC displays a virtual keyboard
on the customer pod. This is due to an incorrect policy applied to the IEC. Disable the following
configuration settings in the policy that is applied to the IEC. If there is no policy applied to the IEC,
then these changes should be set in the IEC profile configuration.
Step 1

Log in the IEM.

Step 2

Go to the policy that is applied to the IEC or the IEC’s profile.

Step 3

Go to keyboard > virtual > enabled property.
Figure 10-8

Step 4

Disabled Virtual Keyboard

Set enabled value to ‘false’.
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Step 5

Go to browser > input > popup > keyboard > enabled property.

Step 6

Set enabled value to ‘false’.
Figure 10-9

Disabled Popup Keyboard

Step 7

Save the policy by clicking the Apply button.

Step 8

Reboot the IEC to activate the policy on it.

Customer Pod Displays ‘Server is down’ Message
Figure 10-10

‘Server is done’ Message

There are two possible reasons for this error message:
1.

The REM’s tomcat service may be down.

2.

The most likely reason for this error message is that the REM’s service is not up and running. A
successful REM installation should show nine services listed. To list those services, go to
http://<REM-IP>/resc/services/listServices where “<REM-IP>” is the IP address of the REM.
If you see only one service as shown below, you need to check resc.log. Check that the JTAPI link
between the REM and UCM is up and running. If the link is not up and running, the UCM username
and password that is listed in the rem.properties file are not what is configured in UCM application
user page.
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Figure 10-11

Only One Active Service

Try the following to resolve the issue:
1.

Restart the tomcat service using the following command:
/etc/init.d/tomcat start

2.

Use the command grep --color 'bad login' /var/rem/resc/logs/resc.log to look for the message
‘bad login’ in the resc.log.
[root@localhost templates]#grep --color 'bad login' /var/rem/resc/logs/resc.log

In the sample code below, the command returns ‘Unable to create provider – bad login or
password’.
[root@localhost ~]# grep --color 'bad login' /var/rem/resc/logs/resc.log
2012-06-08 22:33:44,442 ERROR [pool-2-thread-1]
org.apache.axis2.deployment.ServiceDeployer - The VirtualAgentServices.aar
service, which is not valid, caused Error creating bean with name
'virtualAgentService' defined in class path resource [applicationContext.xml]:
Cannot resolve reference to bean 'callService' while setting bean property
'callService'; nested exception is
org.springframework.beans.factory.BeanCreationException: Error creating bean with
name 'callService' defined in class path resource [applicationContext.xml]:
Instantiation of bean failed; nested exception is
org.springframework.beans.BeanInstantiationException: Could not instantiate bean
class [com.cisco.big.call.CallService]
: Constructor threw exception; nested exception is
com.cisco.jtapi.PlatformExceptionImpl: Unable to create provider -- bad login or
password.

3.

Use the tail command tail -f /var/rem/resc/logs/resc.log to display the log file in real-time on
the console. In the sample code below, the command also returns ‘Unable to create provider –
bad login or password’.
[root@localhost templates]#tail -f /var/rem/resc/logs/resc.log
Caused by: org.springframework.beans.factory.BeanCreationException: Error creating
bean with name 'callService' defined in class path resource
[applicationContext.xml]: Instantiation of bean failed; nested exception is
org.springframework.beans.BeanInstantiationException: Could not instantiate bean

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

10-13

Chapter 10

Remote Expert Troubleshooting Guide

Possible Errors & Troubleshooting Tips

class [com.cisco.big.call.CallService]: Constructor threw exception; nested
exception is com.cisco.jtapi.PlatformExceptionImpl: Unable to create provider -bad login or password.

If it is a bad login or password error, correct the JTAPI username and password either in the
rem.properties file or in the UCM application configuration page. If the rem.properties file is
modified to correct this username and password issue, rerun the main.sh script:
$REM_HOME/tools/ias/scripts/main.sh

Customer Pod Displays ‘Service Temporarily Unavailable’ Message
Figure 10-12

‘Service Temporarily Unavailable’ Message

This error occurs when the IEC cannot pull the home page from the REM because the startup URL
configured in the IEM is not reachable or the REM server or services are down.
To resolve this error:
•

Verify the REM is up and functioning by checking this URL on a browser:
http://<REM-IP>/reic/kiosk.html where “<REM-IP>” is the IP address of the REM.

•

For testing a specific IEC from a browser, use this URL:
http://<REM-IP>/reic/kiosk.html#device=<Serial number of IEC> where “<REM-IP>” is the IP
address of the REM and “<Serial number of IEC> is the serial number of the IEC.

•

Check the IEC’s event log in the IEM. In the sample displayed below, the IEC’s access to the startup
URL failed. Verify the IP address of the REM as configured in the IEM policy that is applied to the
IEC or the IEC’s profile.

Figure 10-13

An IEC’s Logs in the IEM
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Customer Pod Displays ‘Kiosk is not registered’ Message
Figure 10-14

‘Kiosk is not registered’ Message

If the customer pod does not display the ‘Connect homepage’ message but instead displays the ‘Kiosk
is not registered’ message, the reason for this error is due to the fact that REAC does not have an entry
for this IEC in its Kiosk menu page. Add the IEC to the REAC. If it is already added, verify that the
IEC’s serial number is correct.
The resc.log file will display this issue as ‘unique serialNumber’:
[root@localhost ~]#grep --color 'unique serialNumber:' /var/rem/resc/logs/resc.log

Figure 10-15

‘unique serialnumber’ Output

When the IEC is added or updated with the correct serial number, the resc.log should display ‘kiosk:
<serialnumber> is alive’ as shown below.
Figure 10-16

Serial Number is Alive Output

IEC is Not Reflecting the Applied Policy
After applying the policy, IEC needs to be rebooted to have the policy enforced. Also check the IEM to
ensure that the IEC has the proper policy applied to it.

IEC’s Profile Configuration is Not Displaying
If there is a policy assigned to the IEC, its settings take precedence over the IEC’s profile configuration.
If the IEC’s profile configuration is required instead, remove the applied policy.

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

10-15

Chapter 10

Remote Expert Troubleshooting Guide

Possible Errors & Troubleshooting Tips

Figure 10-17

Profile and Policy Hierarchy for IECs

Customer Pod Displays ‘System error, Please try after some time’ Message
Figure 10-18

‘System error, Please try after some time’ Message

If the customer pod displays the ‘System error, Please try after some time’ message, it could be due to
following reasons:
1.

The video endpoint details are incorrect in the REAC’s Kiosk menu.
The following is a sample resc.log when the IP address is incorrectly configured in the REAC.
INFO [http-bio-80-exec-15] com.cisco.big.call.BIGObserver - Starting an SSH
connection to CTS to execute call Start command
ERROR [http-bio-80-exec-15] com.cisco.big.call.tp.SSHCommandExecutor com.jcraft.jsch.JSchException: java.net.ConnectException: Connection refused

To resolve this issue, verify the IP address, DN, SSH username and password, and the type of video
endpoint (CTS or EX60/90).
2.

The video endpoint at the customer pod is not in the UCM’s REM application user’s control list.
[root@localhost ~]# grep --color 'not in provider' /var/rem/resc/logs/resc.log
com.cisco.jtapi.InvalidArgumentExceptionImpl: Address 2512 is not in provider's
domain.

To resolve this issue, go to the UCM application user configuration that is used by the REM in its
rem.properties file. Add the video endpoint (in this example, DN:2512) into its control list. Refer to
the UCM REM application user configuration section of this document.
Use the Unix “less” command to view and search the resc.log file for RE call issues. Within the
“less” command, search for the following strings to find call issues:
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– ‘Making a Call connect via Jtapi’ is the resc.log entry indicating a new RE session attempt.
– ‘ObserverThread’ are resc.log entries containing ObserverThread that correspond to the client

pod video endpoint initiating and participating in the RE session.
– ‘AgentObserver’ are resc.log entries containing AgentObserver that correspond to the expert

pod’s video endpoint participating in the RE session.
The following command shows which the DNs that successfully got connected in the past:
[root@localhost ~]# grep --color 'CallConnected' /var/rem/resc/logs/resc.log

The result of the command is the following output:
2012-06-07 22:15:25,632 INFO
[ObserverThread(com.cisco.big.call.BIGObserver@6f221448)]
com.cisco.big.call.BIGObserver - CallConnected2512
2012-06-07 22:15:25,634 INFO
[ObserverThread(com.cisco.big.call.BIGObserver@6f221448)]
com.cisco.big.call.BIGObserver - CallConnected1134
2012-06-07 22:15:43,017 INFO
[ObserverThread(com.cisco.big.call.BIGObserver@6f221448)]
com.cisco.big.call.BIGObserver - CallConnected2504
2012-06-072:22:24,026 INFO [ObserverThread(com.cisco.big.call.BIGObserver@1539d980)]
com.cisco.big.call.BIGObserver - CallConnected2512

Customer Pod Displays ‘Designer not available’ Message
Whenever the IEC is rebooted or powered up, the REM will check reachability to the IEC’s local video
endpoint that is configured in the REAC’s Kiosk menu page. If the IEC’s video endpoint is not pingable
from the REM, the REM instructs the IEC to display ‘Designer not available’.
This may also happen when the REM or REAC’s Kiosk page has multiple instances of the same IEC.
Figure 10-19

‘Designer not available’ Message

If you check the resc.log, you will see following error messages:
[root@localhost ~]#grep --color 'is not reachable' /var/rem/resc/logs/resc.log
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - ------ ****
CTS for kiosk: 656015330015 is not reachable 4 ****
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - ------ ****
CTS for kiosk: 656015330015 is not reachable 5 ****
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - **** ---- CTS
for kiosk:656015330015 is dead. after 5 tries

A similar message will also be logged in the IEC’s Event screen in the IEM as shown below.
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Figure 10-20

IEM’s Event Screen for an IEC

Customer Pod Displays Thank You Screen After Pressing the Connect Button
If the customer pod displays the Thank You Screen after the customer presses the Connect button, the
wrong CC Pilot DN was configured or the DN is not working.
Figure 10-21

Thank You Screen

The sample resc.log for Called Address:Unknown is the following:
[root@localhost ~]#tail –f /var/rem/resc/logs/resc.log

or
[root@localhost ~]#more /var/rem/resc/logs/resc.log

The resulting output is:
[ObserverThread(com.cisco.big.call.BIGObserver@5b7127)] com.cisco.big.call.BIGObserver
- BIGObserver - Curent Called Address:Unknown
INFO [ObserverThread(com.cisco.big.call.BIGObserver@5b7127)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
INFO [http-bio-80-exec-73] com.cisco.big.call.CallService - Time taken for Call
Connect: 4
INFO [ObserverThread(com.cisco.big.call.BIGObserver@5b7127)]
com.cisco.big.call.BIGObserver - Setting the session to status 2
INFO [ObserverThread(com.cisco.big.call.BIGObserver@5b7127)]
com.cisco.big.call.BIGObserver - Call disconnected

Customer Pod Does Not Display the Home Page
There are several possible reasons why the customer pod does not display the Home page:
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•

The IEC does not have the policy with the startup URL pointing to the REM applied to it. Apply that
policy to the IEC in the IEM.

•

If IEC does not have a policy but using its profile in the IEM for the startup URL, verify that the
startup URL in the profile is pointing to the REM.

Note
•

Use of policies is the preferred method for configuring IEC properties.
Verify that the IEC has been added to the REAC’s Kiosk menu.

Once you have fixed the above issue, verify that the content in the Home page is correct by following
these steps:
Step 1

Check the REM link for the specific IEC: http://<REM-IP>/reic/kiosk.html#device=<Serial number of
IEC>
For example, http://172.21.63.41/reic/kiosk.html#device=656015330015 will show the content of that
IEC’s Home page in a browser window.
Figure 10-22

Step 2

Home Page Content Displayed in a Browser

The following link will show what images will load in the IEC:
http://<REM-IP>/resc/services/VirtualAgentServices/getKioskDetailsBySerialNum?serialNumber=<S
erial Number>.
The following link is displayed in the figure below:
http://172.21.63.41/resc/services/VirtualAgentServices/getKioskDetailsBySerialNum?serialNumb
er=656015330015
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Figure 10-23

Link that Shows Which Images Will Load in the IEC

The PNG files in the figure above are the ones that actually display on the customer pod.
Step 3

Those PNG files displayed above are in fact mapped to specific Contact Center Pilot DNs, They can be
same Pilot DNs or separate DNs as needed by the contact center solution.
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Figure 10-24

Step 4

PNG Files Mapped to Different DNs

Check the IEC’s event log in the IEM to see if the request from the IEC was successful.
Figure 10-25

Successful Request in the IEC’s Event Log

The IP address used in the request is also in its response. This would help to identify the REM
IP address used by the IEC in its request.

Note

IEC Reboots Twice
In certain circumstances, such as during a power failure at the branch, the IEC reboots twice. This is
expected because the IEC was designed to only detect those peripherals that are connected to it when it
is rebooted. In a power failure scenario, the CTS/EX takes longer time to reboot compared to the IEC.
As a result, the IEC does not detect the CTS/EX device connected to its HDMI port. In order to
circumvent this issue, IEC reboots again after it finds the CTS/EX is reachable.
The following resc.log shows that the REM rebooted the IEC:
2012-06-11 16:45:40,326 INFO [http-bio-80-exec-144]
com.cisco.big.common.util.CommandExec - reboot
[root:localhost ~]$ echo "RE_CHANNEL_TERM";
RE_CHANNEL_TERM
[root:localhost ~]$
Broadcast message from root@localhost (pts/2) (Mon Jun 11 09:45:28 2012):
The system is going down for reboot NOW!
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Unable to Bring Up Static Graphic Page in CTS (During Non-CTS Calls)
The IEC can display a static image or stream a video file to the CTS when it is not being used. If this
feature is not working, a configuration mismatch is the likely cause.
Step 1

Verify the CTS device configuration in UCM is correct and make sure that the ‘Days Display Not
Active’, ‘Display On Time’, and ‘Display on Duration’ settings are correctly configured.
Figure 10-26

Step 2

Verify the REM’s Content configuration page has correct image file names and hours.
Figure 10-27

Step 3

CTS Device Configuration

REM’s Content Page

Go to the following URL: http://<REM-IP>/reic/dualcontent.html
This URL response should display the graphics that supposed to show up at the current time.

Step 4

Verify in the IEM that the IEC shows dual images (one image for the customer pod and the other image
is for CTS/EX when it is not on a call). Click Devices in the left pane and then click the Show Screenshot
icon located at the top of the center pane.
If the dual images show up in the IEM, then the issue is probably with the CTS-500/EX.
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Figure 10-28

Show Screenshot Feature of the IEM

Unable to Upload and Update Images to REM
The static graphic images and video files can be uploaded to the REM from REAC. However, such
uploading fails from certain browsers. Only use supported browsers while accessing the REAC.

READ is Not Showing Up
When the agent answers the call, the READ will be displayed in the Cisco Agent Desktop’s integrated
browser. If it does not, the following are possible reasons:
•

UCCX does not have a Premium Package license. The CAD needs the Premium Package license.

•

Cisco Agent Workflow is not correctly configured. Verify that the Cisco Agent Workflow is
correctly configured to bring up the READ from the REM server.

Note

•

The configuration parameters in the HTTP Action Setup are case sensitive so ensure that the
values entered into fields are correct.
The webservices are not running. This link should show nine active services:
http://<REM-IP>/resc/services/listServices.

Video Call is Not Established Between EX and CTS
When an agent is available, the customer call that has been queued in UCCX will be redirected to the
available agent’s video endpoint. If the video endpoints used between the customer and the agent are of
different types, there could be interoperability issues associated with MTP.
UCM-based MTP does not support video and if the end-to-call uses MTP resources, the resulting call
will be an audio call. There are two workarounds:
1.

Remove MTP resources being used in such calls between customer-side video endpoint and video
agent.

2.

If MTP is needed for some other reasons, use IOS-based MTP with pass-through configuration.
IOS-based pass-through feature supports video calls getting established.

Refer to the IOS SMTP configuration section on how to create ISO-based MTP.
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Information to Help with Troubleshooting
Normal IEC Bootup Sequence
Figure 10-29

IEC Bootup Sequence

The following happens during the IEC bootup sequence:
1.

REM receives initial notification as indicated by “Received getKioskNotificationInfo :
656015330015”:
[http-bio-80-exec-44] com.cisco.big.scheduler.services.NotificationService - Received
getKioskNotificationInfo : 656015330015
[http-bio-80-exec-44] com.cisco.big.scheduler.services.NotificationService - Return
getKioskNotificationInfo
[org.springframework.scheduling.quartz.SchedulerFactoryBean#0_Worker-3]
com.cisco.big.scheduler.job.SchedulingJob - SchedulingJob invoked
[org.springframework.scheduling.quartz.SchedulerFactoryBean#0_Worker-3]
com.cisco.big.scheduler.job.SchedulingJob - SchedulingJob executed successfully
[org.springframework.scheduling.quartz.SchedulerFactoryBean#0_Worker-1]
com.cisco.big.scheduler.job.SchedulingJob - SchedulingJob invoked
[org.springframework.scheduling.quartz.SchedulerFactoryBean#0_Worker-1]
com.cisco.big.scheduler.job.SchedulingJob - SchedulingJob executed successfully
[http-bio-80-exec-37] com.cisco.big.va.services.VirtualAgentServices - Received
getKioskDetails unique serialNumber: 656015330015
[http-bio-80-exec-37] com.cisco.big.va.dao.KioskDAO [com.cisco.big.va.pojo.domain.Locale@57d04f0a]
[http-bio-80-exec-41] com.cisco.big.va.services.VirtualAgentServices - Received
getKioskDetails unique serialNumber: 656015330015
[http-bio-80-exec-41] com.cisco.big.va.dao.KioskDAO [com.cisco.big.va.pojo.domain.Locale@6555121a]
[http-bio-80-exec-44] com.cisco.big.admin.service.AdminService getContentByTimeInterval: Time :09-06-2012 05:18:23
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[http-bio-80-exec-44] com.cisco.big.admin.service.AdminService - Parsed Date :Sat Jun
09 05:18:23 GMT+00:00 2012

2.

REM instructs to load dual content image:
[http-bio-80-exec-44] com.cisco.big.va.dao.ContentDAO - Return DC Value
:http://172.21.57.111:80/images//bg_img_1920X1200.jpg
[http-bio-80-exec-37] com.cisco.big.admin.service.AdminService - reportPostIECReboot
invoked for KioskId :656015330015

3.

REM routinely checks CTS/EX reachability:
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - ------ ****
CTS for Kiosk: 656015330015 is not reachable 4 ****
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - ------ ****
CTS for Kiosk: 656015330015 is not reachable 5 ****
WARN [http-bio-80-exec-60] com.cisco.big.admin.util.VepManagementUtil - **** ---- CTS
for Kiosk:656015330015 is dead. after 5 tries

These logs will only be created, when the IEC’s local CTS/EX is not reachable. If the CTS/EX is
reachable, then no such logs are created. However the routine checking of CTS/EX reachability logs
will be available in IEC’s event log in IEM.
Figure 10-30

4.

IEC’s Event Log

REM regularly monitors for aliveness of IEC, in particular the Cobra Application:
[http-bio-80-exec-46] com.cisco.big.admin.service.AdminService - Checking for
aliveness :656015330015 time:Sat Jun 09 12:19:11 GMT+00:00 2012
[http-bio-80-exec-46] com.cisco.big.admin.service.AdminService - Kiosk:656015330015 is
alive
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Normal Call Flow and its Associated resc.log
Figure 10-31

Call Flow

In the scenario below, the customer presses the Connect button on the customer pod to have an immersive
virtual collaboration with an expert and the following values are used:
•

Customer pod IEC’s serial number: 656015330015

•

Customer-side EX90 video endpoint DN: 2512

•

Contact Center Pilot DN: 1134

•

Expert’s DN: 2504

•

Log file: /var/rem/resc/logs/resc.log

1.

REM receives Call-Connect request after the customer pressed the Connect button on the customer
pod indicated by “getKioskNotificationInfo: 656015330015” in the first line of the following
output:
[http-bio-80-exec-87] com.cisco.big.scheduler.services.NotificationService - Received
getKioskNotificationInfo: 656015330015
[http-bio-80-exec-87] com.cisco.big.scheduler.services.NotificationService - Return
getKioskNotificationInfo
[pool-17-thread-2] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-2] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10
[pool-17-thread-4] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-4] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10
[http-bio-80-exec-87] com.cisco.big.va.services.VirtualAgentServices - Call Connect
Request : Kiosk Serial : 656015330015 ExpertType :
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2.

REM gets the DN of the customer pod-side video endpoint REAC/REM indicated by “Address in
service event for:2512” in the first line of the following output:
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - Address in service event for :2512
[http-bio-80-exec-87] com.cisco.big.call.CallService - Time taken to check if Address
is in service: 0

3.

REM able to start JTAPI Monitoring on 2512:
[http-bio-80-exec-87] com.cisco.big.call.CallService - Is Address in service: true
[http-bio-80-exec-87] com.cisco.big.call.CallService - Time taken to check if call is
present: 1002
[http-bio-80-exec-87] com.cisco.big.call.CallService - Is call Present: false
[http-bio-80-exec-87] com.cisco.big.call.BIGObserver - Starting an SSH connection to
CTS to execute call Startcommand
[http-bio-80-exec-86] com.cisco.big.scheduler.services.NotificationService - Received
getKioskNotificationInfo: 656015330015
[http-bio-80-exec-86] com.cisco.big.scheduler.services.NotificationService - Return
getKioskNotificationInfo
[pool-17-thread-2] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-2] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10

4.

REM connects to customer pod-side endpoint via SSH indicated by “Starting an SSH connection to
10.17.161.51” in the first line of the following output:
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
connection to 10.17.161.51
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
condition Check
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
PreCommandExecutionMatchString
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
25000
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
to.0.290141Alpha3

5.

- Starting an SSH
- Starting Pre
- Initializing
- available: 0
- totalReadTimeout:
-

sleepReadtime: 2000
available: 95
readBytes: 95
Welcome

REM successfully connected to video endpoint via SSH indicated by “Completed
preCommandExecutionMatchString” in the second line of the following output:
R [http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor ProcessBytesAndMatchString executed successfully for Command: callConnect
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor - Completed
preCommandExecutionMatchString

6.

REM dials Contact Center Pilot DN (1134) indicated by “Executing xcommand dial number:
1134”in the first line of the following output:
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
dial number: 1134
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
condition Check
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
PreCommandExecutionMatchString
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor
23000
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor

- Executing xcommand
- Starting Post
- Initializing
- available: 0
- totalReadTimeout:
- sleepReadtime: 2000
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[pool-17-thread-4] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-4] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10
[http-bio-80-exec-86] com.cisco.big.admin.service.AdminService - Checking for
aliveness :656015330015 time:Fri Jun 08 14:39:25 GMT+00:00 2012
[http-bio-80-exec-86] com.cisco.big.admin.service.AdminService - Kiosk:656015330015 is
alive
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor - available: 108
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor - readBytes: 108
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor - xcommand dial number:
1134
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor ProcessBytesAndMatchString executed successfully for Command: callConnect
[http-bio-80-exec-87] com.cisco.big.call.tp.SSHCommandExecutor - Completed
PostCommandExecutionMatchString
[http-bio-80-exec-87] com.cisco.big.call.BIGObserver - Time taken to execute SSH
command on CTS: 4

7.

REM shows call connected between DN 2512 and 1134 indicated by “1134” in the first line, “2512”
in the second line, and “CallConnected1134” in the third line of the following output:
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:1134
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - CallConnected1134
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.ConnCreatedEvImpl
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:2504
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.ConnConnectedEvImpl

8.

REM finds call is not connected to agent (queued call):
[pool-17-thread-2] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-2] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10
[pool-17-thread-4] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet....
[pool-17-thread-4] com.cisco.big.call.CallService - ExpertType namedecoratorEWT : 10
pool-17-thread-6] com.cisco.big.call.CallService - CallConnectTimeout Call not
established yet...

9.

REM shows call connected to the expert (DN:2504) indicated by “2504” in the first line, “2512” in
the second line, and “CallConnected2504” in the third line of the following output:
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:2504
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - CallConnected2504

10. REM detects call is on hold by agent indicated by “2504 In manageOnHold” in the last line of the

following output:
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)].AgentObserver
- Agent Observer - DN: 2504
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - Event :
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[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 Call:2512 --> 2504
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 Call Id:9245
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 In manageOnHold

11. REM detects call is resumed by agent indicated by “2504 In manageTalking” in the third line of the

following output:
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 Call:2512 --> 2504
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 Call Id:9245
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - 2504 In manageTalking
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.BaseObserver - Session reference not
[ObserverThread(com.cisco.big.call.cm.observer.AgentObserver@5e6276e5)]
com.cisco.big.call.cm.observer.AgentObserver - List of Session on Agent

12. REM detects call is disconnected indicated by “Call disconnected” in the last line of the following

output:
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.ConnDisconnectedEvImpl
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.ConnDisconnectedEvImpl
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:2504
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.TermConnDroppedEvImpl
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:2504
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - class com.cisco.jtapi.ConnDisconnectedEvImpl
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Called Address:2504
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - BIGObserver - Curent Calling Address:2512
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - Setting the session to status 2
[ObserverThread(com.cisco.big.call.BIGObserver@403bfa49)]
com.cisco.big.call.BIGObserver - Call disconnected

Trace Files for TAC
There are normally two log files that are needed by the Cisco TAC team to troubleshoot REM related
issues:
1.

resc.log file which is located in /var/rem/resc/log folder.

Use WinSCP or any such client to download the file from the REM server to the local workstation.
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Figure 10-32

2.

resc.log File

IEC’s event log from the IEM

Go to the IEC’s event screen, select all the check boxes under facility (by default it is all selected), and
then press the Save as button. When the local workstation’s Windows Explorer window opens, save the
log file to the local disk.
Figure 10-33

IEC’s Event Log in the IEM
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Chapter Overview
This chapter contains troubleshooting guidelines for RE applications running on VMware.
Topics in this chapter include:
•

Introduction, page 11-1

•

vCenter Settings, page 11-2

•

VMware Performance Indicators, page 11-3

•

CPU Troubleshooting, page 11-3

•

Memory Troubleshooting, page 11-5

•

Disk Troubleshooting, page 11-6

•

Network Troubleshooting, page 11-9

•

CPU Oversubscription Implications on Performance, page 11-10

•

Other Considerations, page 11-12

Introduction
Performance indicators from within the virtual machines are still valid. For the UC applications that
support it, use RTMT or the perfmon data for analysis of the performance of the UC application. Data
from these tools provides view of the guest performance such as disk, CPU, memory, etc.
Move to the VMware infrastructure when there is a need to get the perspective from the ESXi host. Use
the vSphere Client to view data.
•

If vCenter is available, historical data is available through the client.

•

If vCenter is not available, live data from the host is available through the client.
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vCenter Settings
Just like some of the UC applications, vCenter can be configured to save more performance data. The
more historical data saved, the bigger disk space needed by the database used by vCenter.

Note

This is one of the main areas where you need vCenter rather than going directly to the ESXi host for
performance data. vCenter can save historical data that the ESXi host does not keep.
The configurations to change the amount historical data saved by vCenter is located in the vSphere client
under Administration > Server Settings. For each interval duration, the duration that the statics will be
saved for (days, weeks, months, or years) and the statistics level can be set. The statistic levels range
from 1 to 4 with level 4 containing the most data. Look at the data size estimates to make sure there is
enough space to keep all of the statistics.
Figure 10-1

Statistic Settings in vCenter
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VMware Performance Indicators
The following table lists the performance indicators to monitor and view from a VMware perspective
when a virtual machine’s performance is not optimal. Most counters are from the ESXi host, which can
give a perspective of VM interactions and overall host and data store utilization.
Table 11-1

VMware Performance Indicators

Performance Area

Object

Counter

Acceptable Range

CPU

Host

Usage

less than 80%

CPU

Virtual Machine

Ready

less than 3%

Memory

Host

Consumed

general trend is stable

Memory

Host

Balloon/Swap used

0 kb

Disk

Specific datastore

Kernel command latency

less than 3ms

Disk

Specific datastore

Physical device command
latency

less than 20ms

Disk

Specific datastore

Average commands issued per
second

less than LUN capacity

Network

Host

Receive packets dropped /
Transmit packets dropped

0 packets

CPU Troubleshooting
High CPU usage could be due to a small number of VMs using all of the resources or too many VMs
running on the host. IF there are too many VMs running on the host, see if CPU reservations are in use
(see oversubscription section). To isolate a CPU issue for a particular VM, consider moving it to another
ESXi host.
To view the CPU performance indicators, go to the ESXi host's performance tab and select the advanced
button. Under chart options, select CPU, timeframe, and then only the host (not individual cores) to view
overall CPU usage on the host.
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Figure 10-2

Performance Chart

Each virtual machine CPU usage can also be seen from the Virtual Machines tab on the host.
Figure 10-3

Virtual Machines Tab on the Host

To get a view of the reservations set by all of the VMs, use the Resource Allocation tab of the cluster.

Note

This is only available via vCenter.
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Figure 10-4

Resource Allocation Tab

Memory Troubleshooting
The guidelines do not support memory sharing between VMs. To verify, the swapping and ballooning
counters should be set to zero. If a given VM does not have enough memory and there are not memory
issues on the specific host, consider increasing the VM's memory.
To view the memory performance indicators, go to the ESXi host's performance tab and select the
advanced button.
Under chart options, select memory and timeframe, and then select the following counters:
•

Used memory

•

Swap used

•

Balloon

Used memory can be used to look at general trends. Swap and balloon should always be “0”, otherwise
memory sharing is being used, which should not be the case.
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Figure 10-5

Memory in the Performance Chart

Disk Troubleshooting
Bad disk performance often shows up as high CPU usage. IOPS data can provide information on how
hard the application and VM is working the disks. Specific activities can cause spikes in IOPS such as
upgrades and database maintenance. If VMs running on the same datastore are all doing these activities
at the same time, the disks might not be able to keep up. IOPS data can be seen from vCenter or the SAN.
Disk latency (response time) is a good indicator of disk performance.
Step 1

To view the disk performance indicators, go to the ESXi host's performance tab.

Step 2

Choose the advanced button.

Step 3

Choose the appropriate datastore, which can be found on the datastore page.
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Figure 10-6

Datastore Page in vCenter

Step 4

Under chart options, select disk and timeframe.

Step 5

Choose the following counters:
•

Physical device command latency

•

Kernel command latency

•

Average commands issued per second

The kernel counter should not be greater than 2-3ms. The physical device counter should not be greater
than 15-20 ms. The ‘Average commands issued per second’ counter can be used if IOPS are not available
from the SAN. IOPS should be considered if it looks like datastore is overload. This IOPS data is
viewable from the host and each VM.

Note

For NFS datastores, the physical and kernel latency data is not available. Starting in VMware
4.0 update 2 and beyond the esxtop command can be used to view NFS counters and in particular
the guest latency. The guest latency is a summation of the physical device and kernel latencies.

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

11-7

Chapter 11

Troubleshooting Guidelines for Remote Expert Applications Running on VMware

Disk Troubleshooting

Figure 10-7

Disk Latency Performance Chart

Figure 10-8

Disk IOPS Chart
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Network Troubleshooting
Generally, network performance issues can be seen by dropped packets. If dropped packets are seen from
an ESXi host, the network infrastructure should be investigated for the issue, which might include a
virtualized switch (Nexus 1000V). In ESXi 4.1, issues have been seen with large file transfers (e.g.
SFTP/FTP transfers). For this issue, the Large Receive Offload options need to be disabled on the ESXi
host. This setting is found on the host's Configuration tab > Advanced Settings > Net.*.

Note

There are several LRO settings on this page and all of them need to be disabled. If a VM has been cloned
and uses static MAC addresses, verify there are not duplicate MAC addresses in the network.
Figure 10-9

LRO Settings

To view the network performance indicators, follow these steps:
Step 1

Go to the ESXi host's performance tab.

Step 2

Choose the advanced button.

Step 3

Under chart options, select Network and timeframe.

Step 4

Choose the following counters:
•

Receive packets dropped

•

Transmit packets dropped

The main thing to check is that no packets are getting dropped in the network.
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Note

Advanced network debugging and configuration can be done on Nexus 1000v if used, which
requires vCenter.

Figure 10-10

Number of Packets Dropped

CPU Oversubscription Implications on Performance
Some deployments allow CPU oversubscription, which is the sharing of CPU cores between VMs. In
this case, a few more data points need to be considered. First, look to see if CPU reservations are set for
the VM. Cisco has recommended CPU reservations while using CPU oversubscription for some
applications which are part of the official OVA. Second, look at the CPU ready time (i.e. how long a VM
is waiting to run on a core). This counter can be converted into a percentage. General guidelines are to
keep the percentage below 6% and then anything above 3% should be monitored for desired response
times.
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Figure 10-11

Reservation Page

Figure 10-12

Ready Time Performance Chart
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Other Considerations
On the C-series UCS servers there have been issues with the write cache battery backup. If this battery
is not operating correctly, performance will suffer. Use a tool like WBEM Command Line Interface
(wbemcli) to verify the battery is okay. The following output is an example of using the wbemcli:
wbemcli ei -noverify 'https://root:<password>@<ESXi Host
IP>:5989/root/cimv2:VMware_HHRCBattery'

Go to the following link to learn more about troubleshooting virtualized environments:
http://docwiki.cisco.com/wiki/Troubleshooting_and_Performance_Monitoring_Virtualized_Environme
nts
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Frequently Asked Questions (FAQs)
1.

What is a Locale?
The Locale for a customer pod is the language of the Kiosk page text and graphics.

2.

Can a customer pod have more than one Locale?
Yes. In the REM 1.8 release, two locales are supported: English and Spanish.

3.

Can different customer pods have different Locales?
Yes, you can set a specific Locale to a customer pod using the “Modify Kiosk” form.

4.

Why is an expert associated with Locales?
Experts are associated with Locales that represent the languages that they speak. When a call is
made from a customer pod that displays content in the English language, the call is connected to an
expert associated with the English Locale and not to experts associated with another Locale.

5.

What happens if the Expert UID is incorrect in the Expert screen of the REAC?
When a userid is incorrectly configured so that it does not match the actual userid used by the expert
to login to the UCCX/CAD, the READ page will not be loaded with all the widgets.

6.

What happens if the IP address or CTS Hostname is incorrect?
The REM will be unable to setup call with UCCX Pilot DN so it cannot proceed with the session.

7.

What happens if the DN of a customer pod CTS codec is incorrect?
If the DN of the customer pod CTS codec is incorrectly entered, then a call cannot be made to an
expert and a RE session cannot be established.

8.

What is the maximum size of video and image files that could be uploaded? How can the maximum
size be configured?
The maximum size of video and image files that can be uploaded from the REAC is 50Mb, but the
REAC can be configured to upload a bigger size file. To configure the maximum size that can be
uploaded, edit the file applicationContext.xml located at:
/opt/apache-tomcat-7.0.23/webapps/reac/WEB-INF/spring/applicationContext.xml. In this file,
search for line <property name="maxUploadSize" value="50000000"/>. The value gives the
maximum upload size in bytes. If the value is set to ‘-1’ then any size file can be uploaded which is
only limited to browser capability.
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9.

What happens if the answers are not configured for a Feedback Question?
If there are no answers configured, then the feedback question is not displayed on the customer pod
screen.

10. What happens if there are overlapping images for the day of the week and all days?

Preference is given to the image configured for a particular day and not to the all day’s content in
case of overlapping timings. For example, let’s say you configure one content image (“A”) under the
Content tab for 8:00 to 16:00 on all days and another image (“B”) for 10:00 to 14:00 on Mondays.
On Mondays, the “A” image will appear from 8:00 to 10:00. Then the “B” image will appear from
10:00 to 14:00. Finally, the “A” image will re-appear from 14:00 to 16:00. On all other days, the “A”
image will appear from 8:00 to 16:00.
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Reference Links
The following are reference links to documentation that supports topics related to RE.
Cisco CAD Installation Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/install
ation/guide/cad85ccxig-cm.pdf
Cisco Agent Desktop User Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/user/g
uide/cad85ccxug-cm.pdf
Cisco CAD Troubleshooting Guides:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_0/troubl
eshooting/guide/cad80ccxtg-cm.pdf
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/troubl
eshooting/guide/cad85ccxtg-cm.pdf
Cisco Unified Contact Center Express Cisco Agent Desktop 8.5 AM and SE:
http://www.cisco.com/en/US/prod/collateral/voicesw/custcosw/ps5693/ps427/data_sheet_c78-627272_
ps1846_Products_Data_Sheet.html
Cisco Unified Contact Center Express Troubleshooting TechNotes:
http://www.cisco.com/en/US/products/sw/custcosw/ps1846/prod_tech_notes_list.html
Cisco Unified Contact Center Express Servicing and Troubleshooting Guide
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_7_0/troubl
eshooting/guide/uccx70srvtrbl.pdf
Troubleshooting Guide for Cisco Unified Communications Manager, Release 8.6(1)
http://www.cisco.com/en/US/docs/voice_ip_comm/cucm/trouble/8_6_1/trbl861.html
Cisco Desktop Administrator User Guide:
http://www.cisco.com/en/US/docs/voice_ip_comm/cust_contact/contact_center/crs/express_8_5/user/g
uide/cda85ccxug-cme.pdf
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Cisco TelePresence System Troubleshooting Guide
http://www.cisco.com/en/US/docs/telepresence/cts_admin/cts_troubleshooting/cts_trbl.pdf
Cisco Interactive Services Solution Troubleshooting Guide (for IEC and IEM troubleshooting)
http://www.cisco.com/en/US/products/ps12435/prod_troubleshooting_guides_list.html
Cisco TelePresence Design Guide in a teleworker (Virtual office) scenario
http://www.cisco.com/en/US/solutions/collateral/ns340/ns517/ns430/guide_c07-581216_v2.pdf
Cisco TelePresence Network Systems 2.0 Design Guide
http://www.cisco.com/en/US/docs/solutions/Enterprise/Video/TP-Book.html
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Acronyms
The following acronyms are used in this guide:
•

CTS – Cisco TelePresence System

•

DB - Database

•

DN - Directory Number

•

IEC – Interactive Experience Client

•

IEM - Interactive Experience Manager

•

IVR – Interactive Voice Response

•

RE – Remote Expert

•

REAC – Remote Expert Administration Console

•

READ – Remote Expert Agent Desktop

•

REIC – Remote Expert Interactive Collaboration

•

REM – Remote Expert Manager

•

RESC – Remote Expert Session Controller

•

RTP - Real-Time Transport Protocol

•

SIP - Session Initiation Protocol

•

SSH – Secure Shell

•

UCCE or CCE – Cisco Unified Contact Center Enterprise

•

UCCX or CCX – Cisco Unified Contact Center Express

•

UCM or CUCM – Cisco Unified Communications Manager

•

UID – User ID

•

VEP – Virtual Experience Platform

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

C-1

Appendix C
Acronyms

Cisco Remote Expert Smart Solution 1.8 Implementation Guide

C-2

Acronyms

