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SD- WAN deployment overview 

 

In order to have a fully functional SD- WAN overlay, there are a number of steps that need to be taken. The 
following image illustrat es one example workflow.  

Figure 1 Deployment flow chart  

 

1. Network planning -  Plan out device placement, system IP addresses, and site IDs; plan WAN Edge 
device configurations, policies, and code versions; and plan out supporting device configurations, 
including any firewall ports that must be open  to accommodate WAN Edge communication. Put 
together a detailed migration plan . 

2. Deploy SD- WAN controllers -  The vManage, vSmart controllers, and the vBond orchestrators should 
be deployed, certificates should be installed, and the controllers should be authenticated to ea ch 
other.  

3. Tune and upgrade controllers -  The SD- WAN controller status can be verified and optionally tuned 
for common, best - practice configurations. The controllers can be upgraded if necessary.   

4. Upload the authorized serial number file -  The authorized s erial number file, which contains the 
serial and chassis numbers of all WAN Edge routers that are authorized to be in the network, should 
be uploaded to vManage. Once uploaded or synched to vManage, the file is distributed to the vBond 
and vSmart controlle rs. Note that more than one authorized serial number file can be uploaded and 
the duplicate device entries will  be ignored.  

5. Configure feature and device templates -  Configure feature and device templates and attach them 
to the WAN Edge devices, supplying v ariables to parameter values as necessary. vManage builds 
the full configurations and pushes them out to the WAN Edge devices. It is recommended to deploy 
the data centers before deploying the branches.  
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Deployment example 

 

The following figure is a high - level overview of the example network topolog y described in this deployment 
guide.  

Figure 2 Example SD- WAN network  

 

In this topology, there is one data center and five remote sites. The transports shown are one MPLS and one 
Internet service provider. The SD - WAN controllers are deployed using Cisco's cloud - managed service and 
reachable via the Internet transport. There is one vManage, one vSmart controller, and one vBond 
orchestrator on the U.S. West Coast, and there is one vSmart controller and one vBond orchestrator on the 
U.S. East Coast.  

Each WAN Edge router attempts to make a connection to the controllers over each transport. The vEdge 
router will initially connect to a vBond and will then connect to the two vSmart controllers over each 
transport. Only one vManage connection is made from the site, and it will depend on which transport first 
connected to it, but this preference is configurable. The WAN Edge routers connect directly to the controllers 
over the Internet transport. The WAN Edge routers connect to the controllers over the MPLS transport by 
being routed over the IPSec tunnels to the data center and following the default route out of the Internet 
firewall to the Internet transport.  

Data center details  
In the example SD-WAN network, two Cisco vEdge 5000 routers (labeled DC1-WE1 and DC1-WE2) are 
positioned in the primary data center (see Figure 3). 
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Transport side  

The transport VPN (VPN 0) contains interface ge0/0 for the Internet transport and ge0/2 for the MPLS transport on 
each vEdge router. 

Interface ge0/0 of each vEdge router is connected to a DMZ switch which connects to a Cisco Adaptive Security 
Appliance (ASA) 5500 (labeled DC1-FW1) using a DMZ interface. Each vEdge router's Internet-facing interface 
will be assigned an IP address that needs to be Internet-routable since it will be the endpoint for the VPN tunnel 
connection over the Internet. This can be accomplished by either assigning a routable address directly to the 
vEdge router or assigning a non-routable RFC-1918 address directly to the vEdge router and using Network 
Address Translation (NAT) on the ASA 5500 to translate this private IP address into a routable IP address. This 
design assumes that a static NAT is configured for each vEdge Internet tunnel endpoint address on the Cisco ASA 
5500. This is equivalent to full-cone NAT, or one-to-one NAT, which maps an internal address/port pair to an 
external address/port pair and allows an outside host to initiate traffic to the inside of the network. It is 
recommended that the data center or hub sites use one-to-one NAT to prevent issues with connections to other 
vEdge routers. The vEdge router will use a static default route in VPN 0 to route the tunnel endpoint out to the 
Internet transport.  

Interface ge0/2 on each vEdge router is connected to the Customer Edge (CE) router (labeled DC1-CE1), which 
connects to the service provider's MPLS Provider Edge (PE) router and peers with it via an external Border 
Gateway Protocol (eBGP) connection. The private address that is assigned for the vEdge MPLS tunnel endpoint 
will be advertised from the CE router by advertising the subnets connected to the vEdge routers via BGP into the 
provider cloud so the tunnel endpoint can be reachable to other WAN Edge routers sitting on the MPLS transport. 
The vEdge will use a static default route in VPN 0 to route the tunnel endpoint out to the MPLS transport. 

Figure 3 Data center network transport side  

 

Service side  

The service VPN (VPN 1) contains interfaces ge0/4 and ge0/5 for the connections to the WAN aggregation 
switches. Interface ge0/4 of each vEdge connects to data center WAN aggregation switch 1 (labeled DC1-SW1) in 
the network, while interface ge0/5 connects to data center WAN aggregation switch 2 (labeled DC1-SW2). Each 
vEdge peers to each switch via eBGP using the interface addresses, so the switches use BGP next-hop-self to 
ensure all routing next hops are reachable from each vEdge.  
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Figure 4 Data center network service side  

 

Data center Edge IP addresses  

Hostname  ge0/0 Internet  ge0/2 MPLS  ge0/4 DC1 - SW1 ge0/5 DC1 - SW2 

DC1- WE1 10.4.1.6/30  10.4.1.2/30  10.4.1.10/30  10.4.1.14/30  

DC1- WE2 10.4.2.6/30  10.4.2.2/30  10.4.2.10/30  10.4.2.14/30  

 

MPLS routing 

The CE router in the data center peers with the WAN aggregation switches via eBGP. The CE advertises the non-
SD-WAN site networks while the vEdge routers advertise the SD-WAN site networks. For the MPLS controller 
connections, the aggregation switches advertise a default route to the CE router so the control connections from 
the MPLS transport can follow the route out to the Internet firewall in order to connect to the controllers. This 
Internet firewall, DC1-FW3, is configured for dynamic NAT with a pool of addresses so the WAN Edge control 
connections to the controllers are sourced from routable Internet addresses. The CE must also advertise the 
MPLS tunnel endpoints (including transport location [TLOC] extension subnets) to the aggregation switches so the 
controllers from the Internet transport can reach the vEdge routers sitting on the MPLS transport.  
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Figure 5 Data center routing  

 

Branch details  

Branch 1: Dual router/TLOC extension/layer 2 trunk LAN switch/VRRP site  

Transport side  

Branch 1 contains two ISR 4351 IOS XE SD-WAN routers, with each router having a direct connection to one of 
the transport providers. This site has TLOC-extension links between the routers to give each router access to both 
transports. WAN Edge 1 (labeled BR1-WE1) runs BGP in the transport VPN to communicate the TLOC extension 
link subnet to the MPLS cloud, so WAN Edge 2 (labeled BR1-WE2) will have reachability to the controllers through 
the data center and to other WAN Edge routers on the MPLS transport to form IPSec tunnels. On both routers, 
static default routes pointing to the next-hop gateways are configured for tunnel establishment on the MPLS 
(GigabitEthernet0/0/2) and Internet (GigabitEthernet0/0/0) links on both WAN Edge routers. The TLOC-extension 
interface does not need any special routing configured since it routes tunnel and control traffic to the next hop, 
which is directly connected.  

Figure 6 Branch 1 transport side  
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Branch 1 Edge IP addresses 
Host- name Gigabit  

Ethernet0/0/0  
Internet  

Gigabit  
Ethernet0/0/2  
MPLS 

Gigabit  
Ethernet0/1/0  
TLOC Extension 

Gigabit  
Ethernet0/0/1  
BR1- SW1 
Vlan 10 

Gigabit  
Ethernet0/0/1  
BR1- SW1 
Vlan 20 

BR1- WE1 10.101.2.1/30  192.168.101.2/30  10.101.1.1/30  10.101.10.2/24  10.101.20.2/24  

BR1- WE2 64.100.101.2/28  10.101.1.2/30  10.101.2.2/30  10.101.10.3/24  10.101.20.3/24  

 

Branch 2: Single router/Internet DHCP address/layer 2 LAN switch site  

Transport side  

Branch 2 contains one Cisco 4331 IOS XE SD-WAN router (labeled BR2-WE1), which connects to both the MPLS 
and Internet transports. The Internet transport interface (GigabitEthernet0/0/0) is configured for Dynamic Host 
Configuration Protocol (DHCP) in order to dynamically obtain an IP and gateway address. A static default route 
pointing to the next-hop gateway is configured for tunnel establishment on the MPLS transport 
(GigabitEthernet0/0/2). 

Service side  

The WAN Edge router at branch 2 connects to a layer 2 switch (labeled BR2-SW1) using GigabitEthernet0/0/1. 

Figure 8 Branch 2 transport and service side  



Deployment example                                                                                                                                                                                                                                                                                                                                
 

 

16 
 

 

 

Branch 2 Edge IP addresses 
Hostname  GigabitEthernet0/0/0 Internet  GigabitEthernet0/0/2 MPLS  GigabitEthernet0/0/1  

BR2- SW1 
BR2- WE1 DHCP (64.100.102.x/28)  192.168.102.2/30  10.102.10.1/30  

 

Branch 3: Single router/layer 2 trunk LAN switch site  

Transport side  

Branch 3 contains one vEdge 100b router (labeled BR3-WE1), which connects to both the MPLS and Internet 
transports. A static default route pointing to the next-hop gateway is configured for tunnel establishment on the 
Internet (ge0/4) and MPLS (ge0/2) transports.  

Service side  

The vEdge router on Branch 3 is trunked to a layer 2 switch (labeled BR3-SW1). The trunk link is configured with 
two VLANs, vlan 10 (data) and 20 (voice), which translates into two different sub-interfaces each on the vEdge 
router side. The physical link, ge0/0, is configured in VPN 0, while each sub-interface is a part of the service VPN, 
VPN 1. 

Figure 9 Branch 3 transport and service side  
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Branch 3 Edge IP addresses 
Hostname ge0/4 Internet  ge0/2 MPLS  ge0/0 BR3 - SW1 

Vlan 10 
ge0/0 BR3 - SW1 
Vlan 20 

BR3- WE1 64.100.103.2/28  192.168.103.2/30  10.103.10.1/24  10.103.20.1/24  

 

Branch 4: Sub - interface TLOC- extension/layer 3 OSPF routing site  

Transport side  

Branch 4 contains a Cisco vEdge 1000 router directly connected to an Internet service provider and a Cisco 
ISR4351 IOS XE SD-WAN router directly connected to an MPLS service provider. This site has a TLOC-extension 
link between the two WAN Edge routers to give each WAN Edge router access to both transports. The TLOC-
extension link utilizes sub-interfaces. The IOS XE SD-WAN router (labeled BR4-WE1) runs BGP in the transport 
VPN to communicate the TLOC extension link subnet to the MPLS cloud, so the vEdge router (labeled BR4-WE2) 
will have reachability to the controllers through the data center and to other WAN Edge routers on the MPLS 
transport to form IPSec tunnels. On both WAN Edge routers, static default routes pointing to the next-hop 
gateways are configured for tunnel establishment on the MPLS and Internet links. The TLOC-extension sub-
interface does not need any special routing configured since it routes tunnel and control traffic to the next hop, 
which is directly connected. The physical links on WAN Edge 1 and WAN Edge 2, as well as the sub-interfaces, 
are configured in VPN 0.  

Figure 10  Branch 4 transport side  

 

Service side  

Branch 4 has two WAN Edge routers connected to a layer 3 switch (labeled BR4-SW1) and running Open Shortest 
Path First (OSPF) between them. All devices are in area 0. The router interfaces are configured for OSPF network 
point to point on each interface to the layer 3 switch. 
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Figure 11  Branch 4 service side  

 

 

Branch 4 Edge 1 IP addresses  
Host- name Gigabit  

Ethernet0/0/0.102  
Internet  

Gigabit  
Ethernet0/0/2  
MPLS 

Gigabit  
Ethernet0/0/0.101 
TLOC Extension 

Gigabit  
Ethernet0/0/1  
BR4- SW1 

BR4- WE1 10.104.2.1/30  192.168.104.2/30  10.104.1.1/30  10.104.0.2/30  

 

Branch 4 Edge 2 IP addresses 
Host- name ge0/0  

Internet  
ge0/2.101  
MPLS 

ge0/2.102  
TLOC Extension 

ge0/4  
BR4- SW1 

BR4- WE2 64.100.104.2/28  10.104.1.2/30  10.104.2.2/30  10.104.0.6/30  

 

Branch 5: CE router/layer 3 switch/static LAN routing site  

Transport side  

Branch 5 has a single vEdge 100b (labeled BR5-WE1) directly connected to the Internet transport and is also 
connected to a CE router (labeled BR5-CE1), which has a connection to the MPLS transport. A static default route 
pointing to the next-hop gateway is configured for tunnel establishment on the Internet (ge0/4) and MPLS (ge0/2) 
transports. BGP configured on the CE router advertises the vEdge MPLS subnet so the vEdge router can have 
reachability to the other WAN Edge routers on the MPLS transport and connectivity to the controllers through the 
data center.  

Service side  

The vEdge router at branch 5 connects to a layer 3 switch (labeled BR5-SW1) and there is static routing between 
the LAN switch and the vEdge router.  
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Figure 12  Branch 5 transport and service side  

 

Branch 5 Edge IP addresses 
Host- name ge0/4  

Internet  
ge0/2  
MPLS 

ge0/0  
BR5- SW1 

BR5- WE1 64.100.105.2/28  10.105.1.2/30  10.105.0.2/30  

 

Additional details  

Port numbering  

The following table is the port numbering scheme chosen for this deployment guide. The Internet column reflects 
the ZTP ports on the various vEdge models. PnP is not limited to a specific port on the IOS XE SD-WAN routers. 

Port numbering scheme  
WAN Edge Model  Internet  MPLS LAN TLOC Extension 

vEdge 5000  ge0/0  ge0/2  ge0/4, ge0/5  ---  

vEdge 1000  ge0/0  ge0/2  ge0/4, ge0/5  ge0/7  

vEdge 100  ge0/4  ge0/2  ge0/0  ge0/3  

ISR4351 IOS XE SD-
WAN 

Gigabit  
Ethernet0/0/0  

Gigabit  
Ethernet0/0/2  

Gigabit  
Ethernet0/0/1  

Gigabit  
Ethernet0/1/0  

ISR 4331 IOS XE SD-
WAN 

Gigabit  
Ethernet0/0/0  

Gigabit  
Ethernet0/0/2  

Gigabit  
Ethernet0/0/1  

--  
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System IP addresses and site IDs 

In this example network, the system IP address in the range 10.255.240.0/12 is specific to North America, the third 
octet reflects the region (U.S. West or East) and the fourth octet reflects the branch number.   

The site IDs for this example network are similar to the scheme specified in the SD-WAN Design Guide, except 
that six digits are used instead of nine. The number of the branch is built into the site type digits instead of using 
three extra digits for that purpose.  

Six- digit site ID example  
Hostname  GigabitEthernet0/0/0 

Internet  
GigabitEthernet0/0/2 MPLS  

1 Country/continent  1=North America, 2=Europe, 3=APAC  

2 Region 1=US West, 2=US East, 3=Canada West, 4=Canada East  

3- 6 Site type  0000 - 0099=Hub locations, 1000 - 1999=Type 1 sites, 2000 -
2999=Type 2 sites, 3000 - 3999 = Type 3 sites, 4000 - 4999=Type 4 
sites, 5000 - 9999 = future use  

Example network site type descriptions  
Site type  Description  

Site type 1 (1000 - 1999)  Low bandwidth sites, where there is no full mesh of traffic. Traffic must go through the 
hub instead (branches 2 and 5)  

Site type 2 (2000 - 2999)  Sites that offer guest Direct Internet Access (DIA) (branches 1 and 4) (not implemented 
in this guide)  

Site type 3 (3000 - 3999)  Sites that require voice on MPLS while all other traffic takes the Internet transport 
(branch 3) (not implemented in this guide)  

Site type 4 (4000 - 4999)  Sites that require corporate traffic use a central firewall to talk to other sites directly 
(not implemented in this guide)  

 

The following table provides a summary of the site IDs and system IP addresses for this example network. 

Example network site IDs and system IP addresses  
Hostname  Location  Site ID System IP 

DC1- WE1 Datacenter 1/West  110001  10.255.241.101  

DC1- WE2 Datacenter 1/West  110001  10.255.241.102  

BR1- WE1 Branch 1/West  112001  10.255.241.11  

BR1- WE2 Branch 1/West  112001  10.255.241.12  

BR2- WE1 Branch 2/West  111002  10.255.241.21  

BR3- WE1 Branch 3/West  113003  10.255.241.31  

BR4- WE1 Branch 4/East  122004  10.255.242.41  

BR4- WE2 Branch 4/East  122004  10.255.242.42  
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Hostname  Location  Site ID System IP 

BR5- WE1 Branch 5/East  121005  10.255.242.51  

 

Color 

In the example network, the MPLS color is used for the MPLS transport. MPLS control traffic is using NAT to reach 
the controllers on the Internet through the data center, but because MPLS is a private color, the vEdge routers use 
the private address (or pre-NAT address) to set up tunnels through the MPLS transport.  

Biz-internet, a public color, is the color used for the Internet transport which means the vEdge routers will use the 
post-NAT address if available to set up tunnels to other vEdge routers through the Internet transport. 

Additional design parameters  

This deployment guide uses certain standard design parameters and references various network infrastructure 
services that are not located within the WAN. These parameters are listed in the following table. 

Universal design parameters  
Hostname  Location  

Network service  IP address  

Domain name  cisco.local  

Active Directory, DHCP server  10.4.48.10  

DNS server  10.4.48.10 (internal), 64.100.100.125, 64.100.100.126  

Logging, SNMP server  10.4.48.13  

Cisco Identity Services Engine (ISE)  10.4.48.15  

Network Time Protocol (NTP) server  10.4.48.17 (internal), time.nist.gov  
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controllers will be shown w ith a green up arrow (indicating reachable), or a red down arrow 
(indicating unreachable).  

 

Procedure 2: Determine controller configuration mode  

To determine the controller configuration mode , follow these steps : 

1. Go to Configuration>Devices  and select the Controllers  tab.  

2. Check the Mode  column. The vManage and vBond controllers are in CLI mode, while the vSmart 
controllers are in vManage mode.  

 

3. To see what template type the vSmart controllers are using, go to Configuration>Templates  and 
ensure the Device  tab is selected. The column shows that the vSmart controllers are using CLI 
templates as opposed to feature templates.  
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2. On the vManage controller, change the admin password  and enable TLS by entering the following:  

config terminal  

system  

 aaa  

  user admin password admin    

security   

 control protocol tls  

commit and - quit  

 

Note that the password you enter is the clear - text version. It will be converted automatically to an encrypted 
string in the configuration.  

3. Repeat steps 1 and 2 for the vBond controllers. You will not be able to change the control protocol 
to TLS because only DTLS can be used.  

4. On vManage, go to Configuration > Templates , find the desired CLI template name ( vSmart - East). 

5. Select  to the far right and select Edit  

6. Modify the CLI template by adding the following. When you insert configurations into CLI templates, 
you can place them in any order, but the configurations should be under the proper category 
headers ( system, OMP, security). Otherwise, you may get errors when the configuration is pushed 
to the  device. Here is a configuration snippet:  

omp 

 no shutdown  

 send - path - limit  16           
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 graceful - restart  

 send - backup - paths            

 !  

security  

 control  

  protocol tls  

!  

To adjust the AAA password in the CLI template, you need to configure the encryp ted form of the password. 
An easy way to accomplish this password change is to create a variable instead. The value of the variable 
will be expected in clear text, then it will be automatically encrypted before being inserted into the 
configuration and pus hed out to the device.  

7. In the CLI template, highlight the encrypted password and select Create Variable .  

 

8. A pop - up window asks for the variable name that is replacing the text. In the Variable Name  text 
box, type in admin_password  and select Create Variable . 

9. Select Update .  

10.  Select  to the right of the device, then select Edit Device Template  from the drop - down menu.  

11.  Fill in the new admin password in the text box and then select Update . 

12.  Select Next  and then select Configure Devices . The configuratio n will be pushed out to the device. 
The status should be marked as success.  

13.  Repeat steps 4 through 12 for the vSmart - West controller.  

Procedure 4: Retrieve the authorized WAN Edge serial number file  

In order for the WAN Edge devices to come up and be active in the overlay, you must have a valid authorized 
serial number file uploaded to vManage. This authorized serial number file lists the serial and chassis 
numbers for all the WAN Edge routers allowed in the network. vManage will send this file to the contr ollers, 
and only devices that match serial numbers on this list will be validated and authenticated successfully by 
the controllers.  



https://software.cisco.com/
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Manually load the list  

1. In the vManage GUI, go to Configuration>Devices  in the left pane, or alternatively, expand the left 
pane by selecting the three horizontal bars in the top left corner of the GUI, then select 
Configuration>Devices . Ensure the WAN Edge List  tab is s elected.  

 

2. Select the Upload WAN Edge List  button. A pop - up window appears. Select Choose File . Browse 
for and select the serial number file. Select Open .  

3. Now that the file is selected, select the check box in order to validate the list and send it to th e 
controllers. Select the Upload  button. If you select the check box, this will put all the devices on the 
list into a valid state, which means  they can be brought up at any time on the network and start 
forwarding traffic. If you do not select Validate , then all the devices will show up as invalid, and you 
will need to individually change them to valid if you want to bring them up on the network and 
participate in the overlay.  

 

4. Select OK in the confirmation box that appears.  
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5. A pop - up window appears to in form you that the list uploaded successfully and informs you of the 
number of routers that were uploaded successfully. Select OK. A page will indicate that the list has 
been successfully pushed out to the vBond and vSmart controllers.  

6. If you did not selec t the check box to validate the uploaded list to send to the controllers, you can 
go to Configuration>Certificates , ensure the WAN Edge List  tab is selected, and select the Send 
to Controllers  button in the top left section of the screen. This will distribute the list of WAN Edge 
routers to all of the controllers. A page will indicate that the list has been successfully pushed out to 
the vBond and vSmart controllers. All devices will be in an i nvalid state.  

 

Sync to the Smart Account  

Starting from  version 18.3, vManage has a Sync Smart Account  option, which allows vManage to 
automatically connect to the PnP Connect portal and pull down the authorized WAN Edge serial number file.  

1. In the vManag e GUI, go to Conf iguration>Devices , and ensure the WAN Edge List  tab is selected.  

2. Click on Sync Smart Account  and a window pops up which prompts you for your Username  and 
Password .  

 

3. Enter your username and password for the Cisco website. The checkbox whi ch validates the 
uploaded list is selected by default. Note that the list still needs to be distributed to the other 
controllers once synced with vManage even if the checkbox was selected.  
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4. Click Sync . vManage uses SSL to connect to the Cisco servers and t he authorized list is 
downloaded using REST APIs . 

 

5. Go to Configuration>Certificates  in vManage to view the uploaded list. The devices should all be in 
a valid state.  

6. Click the Send to Controllers  button in the top left corner of the GUI in order for all of the controllers 
to be updated with the valid WAN Edge list. Once completed, the operation should indicate success.  

Preparing for software upgrades and upgrading the controllers  
SD- WAN Software may be downloaded from https://software.cisco.com , or more specifically, 
https://software.cisco.com/download/home/286320954 .  

The following are the file naming conventions  for the SD - WAN products.  

SD- WAN File Naming Conventions 
Hostname  Location  

ASR1000  asr100xx - ucmk9.16.9.3.SPA.bin  

ISR1000 c1100 - ucmk9.16.9.3.SPA.bin  

ISR4000 isr4x00 - ucmk9.16.9.3.SPA.bin  

vEdge 100/vEdge 1000/vEdge 2000  viptela - 18.3.4 - mips64.tar.gz  

vSmart/vBond/vEdge Cloud/vEdge 5000  viptela - 18.3.4 - x86_64.tar.gz  

vManage  vmanage- 18.3.4 - x86_64.tar.gz  

 

When moving to a particular code version, it is important to first upgrade code on the vManage, then on the 
controllers (vBonds, vSmarts), and lastly, on the WAN Edge routers. Ensure vManage and the controllers are 

https://software.cisco.com/
https://software.cisco.com/download/home/286320954
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at the proper code version before bringing the WAN Edge routers onto the targeted code version. The WAN 
Edge routers can be upgraded once online or as a last part of the ZTP or PnP process, or  even manually 
before deployment, if needed. The vEdge routers do not necessarily need to be at the same version of the 
controllers, but it's recommended as configurations supported in the vManage GUI may not be supported on 
a vEdge router running a lower code version.  

Some best practices when upgrading software:  

1. Upgrade the vManage, then the vBond orchestrators, then half of the vSmart controllers. Let the 
controllers run stable for 24 hours. Then upgrade the remainder of the vSmart controllers.  

2. Break up the WAN Edge routers into different upgrade groups. You can identify them with a tag in 
the device - groups field in the system template. Target a test site or multiple test sites, and put 
those WAN Edge routers into the first upgrade group. In dual  WAN Edge sites, put each router into a 
different upgrade group and do not upgrade both of them at the same time. All WAN Edge routers in 
an upgrade group can be upgraded in parallel (up to 32 WAN Edge routers), however, take into 
account the ability for v Manage or a remote file server to be able to handle the concurrent file 
transfers to the WAN Edge routers.  

3. Upgrade the first upgrade group and let the code run stable for a predetermined amount of time, 
then proceed to upgrade the additional upgrade group s.  

When upgrading using vManage, you can upgrade using a code image that is directly loaded onto vManage 
or a remote vManage, and you can also upgrade using a code image located on a remote file server.  

Procedure 1: Prepare and configure vManage for soft ware upgrades  

In this procedure, software for any controller and WAN Edge router is uploaded to vManage and a remote file 
server and the vManage software repository is configured and prepared for upgrading devices. The data 
center device upgrades will be performed with a remote server, while other devices will be upgraded using 
images stored on vManage.  

1. Go to Maintenance > Software Repository . The repository stores the image locally on vManage, or 
indicates where to retrieve it in the case of a remote fil e server or remote vManage.  

2. Select Add New Software  and a drop - down menu allows you to select either vManage , Remote 
Server , or Remote Server -  vManage .  
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3. Select vManage . A window will appear prompting you to drop an image file or browse for an image 
on the local computer.  

 

4. Load the desired images into the window, either by dropping them or clicking the Browse button to 
select them.  

5. Click the Upload  button.  

 

A window  will indicate that the code versions are being loaded to the vManage. Once completed, a message 
will indicate the images were uploaded successfully, and the version, software location (vmanage), and 
available files will be added to the repository.  
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6. To use a remote file server to upgrade devices, upload the desired files to the remote file server, 
then configure the URL information on the vManage. Go to Maintenance>Software Repository . 
Click Add New Software , then select Remote Server  from the drop - down men u. A window will 
pop up. Fill in the Controller version  (18.3 ), the code version of the image ( 18.3.4 ) and the FTP or 
HTTP URL of the file server, including authentication if needed 
(ftp://admin:c1sco123@192.168.254.51/ ). Click Add . The controller version,  software version, 
software location (remote), and software URL will be added to the repository list.  

 

Procedure 2: Upgrade vManage (optional)  

It is recommended to back up data before upgrading vManage.  

Review the release notes before upgrading: https://sdwan -
docs.cisco.com/Product_ Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_f
or_IOS_XE_SD- WAN_Release_16.9_and_SD - WAN_Release_18.3#Upgrade_to_SD -
WAN_Software_Release_18.3  

Tech tip: Once upgraded, It is not possible to downgrade vManage to a lower major release. For 
example, if you are running an 18.3.x release, you cannot downgrade to an 18.2,x or lower release. While 
you can install a lower code version onto the vManage server, you will not be able to activate it.  

1. Go to Maintenance > Software Upgrade , then select the vManage  tab.  

2. Select the Upgrade  button in the upper left part of the page. This will cause the software to install, 
but vManage will not reboot and load the new software until the Activate  button is used.  

3. A window pops up. Choose the desired software ( 18.3.4 ) from the drop - down box. Lo ading the 
image from vManage is the default. Select Upgrade .  

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3#Upgrade_to_SD-WAN_Software_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3#Upgrade_to_SD-WAN_Software_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3#Upgrade_to_SD-WAN_Software_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3#Upgrade_to_SD-WAN_Software_Release_18.3
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4. The software installation will indicate success. Go back to Maintenance> Software Upgrade  and 
select the vManage  tab. Then, select the Activate  button.  

5. A window will pop up indicating that ac tivating a new version of software on vManage requires a 
reboot, which will log out active clients and bring down control connections to vManage. Choose 
the software version ( 18.3.4 ) from the drop - down box and select Activate .  

 

6. When the vManage comes bac k online, log back in and go to Maintenance>Software Upgrade  and 
select the vManage  tab to verify the running version under the Current Version  column .  

Procedure 3: Upgrade the vBond and vSmart controllers  

In this procedure, the controllers are upgraded directly from an image on the vManage.  

1. Go to Maintenance > Software Upgrade , then select the Controller  tab.  

2. Select the box next to a vBond controller you wish to upgrade and select the Upgrade  button in th e 
top left of the page.  
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3. A window pops up. Choose the software version ( 18.3.4 ) and leave the vManage radio button 
selected.  

4. If you want to immediately activate and reboot after the installation, select the Activate and Reboot  
checkbox. If you do not selec t the checkbox, you will need to go back to the Maintenance 
>Software Upgrade  and select the Controller  tab to separately activate the software, which 
reboots the controller and runs the new software. Ensure the checkbox to Activate and Reboot  is 
selected,  and then select Upgrade . 

 

5. Repeat steps 1 - 4 in order to upgrade the rest of the controllers. You can select more than one 
controller at a time.  

Deploying the data center WAN Edge routers  
This section assumes the data center firewall, aggregation switches,  and CE router have already been 
configured. Appendix F outlines the relevant code portions on these devices.  

Even though ZTP can be performed, the vEdge routers in the data center will be manually bootstrapped for 
connectivity to the vBond orchestrator.  

Procedure 1: Verify the global vBond address  

You cannot modify the vBond IP address or hostname through feature templates; the vBond orchestrator IP 
address or hostname listed under the vManage administration settings will be inserted into the configurations 
of the WAN Edge routers using feature temp lates. If this setting is not configured, you will be redirected to 
configure it when you attempt to configure your first device template.  

1. On the vManage GUI, go to Administration > Settings . The vBon d configuration line should be 
populated with the vBond  hostname and port number. If not, it will indicate Not Configured .  

2. To configure or modify this setting, on the right side of the vBond configuration line, select Edit , and 
enter the vBond IP or DNS address ( vbond - 21615.cisco.net ). Select Save .  
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Procedure 2: Put the WAN Edge routers in staging state (optional)  

Before bringing the WAN Edge routers up onto the network, we can optionally stage them first. This allows 
for us to bring them up with the control plane, but they will not join the overlay a nd forward traffic until we 
put them into a valid state. The WAN Edge routers will become OMP peers with the vSmart controllers, but 
no OMP routes will be sent, nor will any local routes be redistributed into OMP.  

1. From the vManage GUI, Go to Configuration  > Certificates . Find the vEdge routers that belong to 
DC1. You can do this by matching the chassis serial number under the chassis number column by 
visually inspecting the router itself, or by executing a show hardware inventory on the vEdge router 
consol e: 

vedge# show hardware inventory  

hardware inventory Chassis 0  

 version        1.1  

 part - number    vEdge - 5000  

 serial - number  193A1104180033  

 hw- description "vEdge - 5000. CPLD rev: 0x0, PCB rev: A."  

 

2. To the right of the targeted vEdge router, select Staging . A pop - up window will ask if you are sure 
you want to stage. Select Ok .  
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3. Repeat step 2 for the other vEdge router.  

4. Be certain to select the Send to Controllers  button in the upper left portion of the screen when 
finished.  

Procedure 3: Configure the WAN  Edge router via CLI to connect to the controllers  

1. Console to the vEdge device that will become dc1 - ve1. You will get a login prompt. Type in the 
username and password ( admin/admin  by default). The vEdge configuration should be at factory 
defaults if this is the first time you  have logged in. To go back to factory defaults (not common) or 
view a factory default configuration, see Appendix D.  

Tech tip: If you are trying to bring up a vEdge 5000 onto the network that is on a code version lower than 
17.2.5, yo u may have issues bringing up the control plane. If you have issues, you can manually upgrade 
the vEdge router to at least 17.2. 8 or greater before attempting to bring the vEdge onto the network. See 
Appendix E for manual upgrade steps.  

2. Configure VPN 0 and  the physical interface that will connect to the network to reach the vBond. The 
DNS server needs to be defined to resolve the vBond hostname and a default route needs to be 
defined to direct the control packets to the next hop. Copy and paste the followin g CLI: 

config t  

vpn 0  

 dns 64.100.100.125 primary  

 ip route 0.0.0.0/0 10.4.1.5  

 interface ge0/0  

  ip address 10.4.1.6/30  

  tunnel - interface  

   encapsulation ipsec  
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   color biz - internet  

vpn 512  

interface mgmt0  

ip address 192.168.255.167/23  

commit and - quit  

 

3. Test connectivity to the vBond orchestrator by issuing a ping to vbond - 21615.cisco.net  at the 
console. Ensure connectivity succeeds before proceeding.  

vedge# ping vbond - 21615.cisco.net  

Ping in VPN 0  

PING vbond - 21615.cisco.net (64.100.100.51) 56(84) bytes o f data.  

64 bytes from 64.100.100.51: icmp_seq=1 ttl=63 time=0.380 ms  

64 bytes from 64.100.100.51: icmp_seq=2 ttl=63 time=0.538 ms  

64 bytes from 64.100.100.51: icmp_seq=3 ttl=63 time=0.499 ms  

 

4. Configure the necessary system parameters. This includes the sys tem - ip , site - id , organization 
name , and vbond  IP address or hostname. The system host - name  is also defined to make the 
device more easily recognizable in vManage. Copy and paste the following CLI:  

config t  

system  

 host - name dc1 - we1 

 system - ip 10.255.241.101  

 site - id 110001  

 organization - name "ENB - Solutions -  21615"  

 vbond vbond - 21615.cisco.net  

commit and - quit  

 

5. Verify the control connections. A show control summary  will initially show four connections one to 
the vBond orchestrator, one to vManage and one to each of the vSmart controllers. Then the vBond 
connection will terminate and connections to vManage and the vSmart controllers remain up.  

vedge# show control sum mary  

control summary 0  

 vbond_counts   0  
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 vmanage_counts 1  

 vsmart_counts  2               

The command , show control connections,  will show additional details.  

On vManage, the vEdge router shows up in the Configuration > Devices  output.  

 

6. Repeat steps 2 th rough 5 for the second vEdge router using the following bootstrap configuration 
commands:  

config t  

vpn 0  

 dns 64.100.100.125 primary  

 ip route 0.0.0.0/0 10.4.2.5  

 interface ge0/0  

  ip address 10.4.2.6/30  

  tunnel - interface  

   encapsulation ipsec  

   color b iz - internet  

vpn 512  

interface mgmt0  

ip address 192.168.255.168/23  

system  

 host - name dc1 - we2 

 system - ip 10.255.241.102  

 site - id 110001  

 organization - name "ENB - Solutions -  21615"  

 vbond vbond - 21615.cisco.net  

commit and - quit  
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You can refresh the vManage page if needed to view the second vEdge when it appears in vManage. 

Procedure 4: Upgrade vEdge routers if necessary  

Tech tip: Once you upgrade a vEdge router to 18.3.0 or greater, you will not be able to install an image 
which is 18.2.0 or older. If an image already exists on the vEdge before the upgrade, then you will be 
able to activate the older image already there (for one week). Once you install and activate Release 
18.3.1 or later on a vEdge router, after one week, all Release 18.1 and earlier software images are 
removed from the router and you cannot reinstall them. See the release notes at https://sdwan-
docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Not
es_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3  

1. Go to Maintenance > Software Upgrade  to check the code versions (see Current Version  column).

2. If an upgrade is needed, select the check boxes next to the two vEdge routers and select Upgrade .
A window pops up.

3. Select the new code version from the drop-down box, and select the Remote Server  radio button.
Select the VPN where the vEdge can reach the remote server. In this case, it is VPN 512. Select the
Activate and Reboot  check box and select Upgrade . The vEdge devices will retrieve the software
from the remote file server, install it, and then reboot in order to activate it.

Procedure 5: Configure basic information section of feature template 

In this section, the feature templates that fall under the basic information section of the device template will 
be configured. This includes system settings, logging, Network Time Protocol (NTP), AAA, OMP, 
Bidirectional Forwarding Detection (BFD), and security feature templates. 

System 

The following steps show a system template being created by copying the default system template for a 
WAN Edge device. You create variables for different parameters, including latitude and longitude, so that the 

https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3
https://sdwan-docs.cisco.com/Product_Documentation/Software_Features/Release_18.3/Release_Notes/Release_Notes_for_IOS_XE_SD-WAN_Release_16.9_and_SD-WAN_Release_18.3
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feature template can be used across most WAN Edge devices. Latitude and longitude values allow us to 
view the WAN Edge location on the vManage map located at Monitor > Geography  on the vManage GUI.  

1. From the Configurati on > Templates  page, ensure that the Feature  tab is selected. Select Default  
from the drop - down box next to Template Type  to view a list of all of the default feature templates.  

2. Type system - vedge  into the search box and press return. O ne template is listed. Select  next to 
the template called Factory_Default_vEdge_System_Template  and select Copy .  

 

3. In the pop - up window, enter the template name System_Template  and description System 
Template  and select Copy . 

 

4. Back at the feature templ ate main screen, select Non- Default  from the Template Type  drop - down 
box. The text, system - vedge , is still enabled in the text search box. The newly copied system 
feature template is listed.  

5. To the right of the feature template called System_Template , select  and select Edit . 
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The system feature template configuration is displayed. The Device Type  field is inherited by the template it 
is copied from, which are all device types in this case. By default, there are parameter variables already 
created f or Site ID, System IP, and Hostname  (system_site_id, system_system_ip, and 
system_hostname ).  

6. Device groups can help organize and group common WAN Edge routers when using the vManage 
GUI for upgrading and monitoring. For example, you can organize WAN Edge routers according to 
type or location, and put them into various upgrade groups during upgrade procedures. Next to 
Device Groups , choose Device Specific  from the drop - down box. Use the variable name 
system_device_groups .  

7. Next to Console Baud Rate (bps) , choose Device Specific  from the drop - down box. Use the 
variable name system_console_baud_rate . The default baud rates are different for the IOS XE SD -
WAN routers ( 9600 bps ) and the vEdge routers ( 115200 bps ).  

8. Next to Latitude , choose Device Specific  from t he drop - down box. Keep the default variable name, 
system_latitude  (or you can change the variable name by clicking the text box and typing a new 
variable name).  

9. Repeat step 5 for Longitude ( system_longitude ), Port Hopping ( system_port_hop ), and Port Offse t 
(system_port_offset ). Default configurations are used for everything else, including Timezone ( UTC). 

10.  Select Update . 
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The following table summarizes the parameters configured in the system feature template:  

System feature template settings  
Section  Parameter  Type Variable/value  

Basic Configuration  Site ID Device Specific  system_site_id  

 System IP Device  Specific  system_system_ip  

 Hostname  Device Specific  system_hostname  

 Device Groups Device  Specific  system_device_groups  

 Console Baud Rate (bps)  Device Specific  system_console_baud_rate  

GPS Latitude  Device  Specific  system_latitude  

 Longitude  Device  Specific  system_longitude  

Advanced  Port Hopping  Device  Specific  system_port_hop  

 Port Offset  Device  Specific  system_port_offset  

 

Logging  

11.  To create a logging feature template, go to Configuration > Templates  and select the Feature  tab. 
Select the Add Template  button .  

 

12.  Select the devices this template will apply to from the left side. Select the checkboxes for all 
devices except for vManage  and vSmart. Select the Logging  template block under the Other 
Templates  category on the right . 



Deployment details                                                                                                                                                                                                                                                                                                                                
 

 

44 
 

 

13.  The Logging  template is presented. Fill in the Template Name  (Logging_Template ) and Description  
(Logging Template ) 

14.  Select Server  in order to jump to the loggi ng server section of the template. Select the New Server  
button. In the Hostname/IP Address  box, type in the logging server hostname or IP address 
(10.4.48.13  in this example). By default, this is a Global  value, which means the value of 10.4.48.13  
will be applied to all devices this template is applied to. Alternatively, this could have been defined 
as a Device Specific  variable instead.  

15.  For VPN ID, select Global  from the drop - down box and type 1, which references the service VPN 
number that will be created. The logging server, which sits in the data center, should be reachable 
from any site's local network. For remote sites, traffic will traverse over the tunnel to reach the data 
center.  

16.  For Source Interface , select Global  from the drop - down box and type  loopback0  into the text box. 
We want to source logging messages from loopback0, which will be the system IP for the device so 
you can better correlate the events which appear on vManage.  
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Tech tip: Because loopback0 is referenced in this template  as the source interface for logging messages, 
loopback0 must be defined somewhere within a referenced feature template. If loopback0 is not defined 
but is referenced within the logging template, the configuration push will fail when the device template is  
deployed to the devices.  

17.  By default, events are also still logged to the local disk. For priority, informational messaging is the 
default. Select the Add  button to add the logging server configuration to the feature template.  

Tech tip: If you forget to select the Add button before you select the Save or Update  button to save or 
update changes to the feature template, your logging server configurations will be lost and you will need 
to edit the template and re - configure . 

18.  Select the Save  button to complete template.  

The following table summarizes the parameters configured in the logging feature template:  

Logging feature template settings  
Section  Parameter  Type Variable/value  
Server  Hostname/IP Address  Global 10.4.48.13  

 VPN ID Global 1 

 Source Interface  Global loopback0  

 

Network Time Protocol (NTP)  

In the NTP template, the devices will use an NTP server located on the Internet, time.nist.gov  which is 
reachable through the transport VPN, VPN 0. Keeping correct time is important because ce rtificates are used 
to authenticate and connect to the controllers. Connection to the vSmart controllers is needed before IPSec 
tunnels can be formed and connectivity to the data center restored from the branches. In order for NTP to 
work properly, a DNS s erver to resolve the NTP hostname will be required in the transport VPN. In addition, 
the NTP protocol needs to be allowed on the tunnel interface or NTP will not work in the transport VPN. DNS 
and allowed protocols are configured in the VPN interface temp lates configured later in this guide.  

19.  Assuming that you are still on the feature templates page, select the Add Template  button. Create 
the NTP template using the following device types, template type, template name, and description:  

Select Devices : All e xcept vManage and vSmart  

Template: Basic Information/NTP  

Template Name : NTP_Template  

Description:  NTP Template  

20.  In the Server  section, select the New Server  button, and type time.nist.gov  in the Hostname/IP 
Address  box. There is no authentication configured and the VPN ID by default is 0.  

21.  Select Add . Add any additional servers as needed.  
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Tech tip: If you choose to use authentication, configure the Authentication  part of the NTP feature 
template before you configure the Server section. If you try to configure the Server section first and are 
using an authentication key, you will get an invalid value indication (since it hasn't been created yet) and 
will not be abl e to add the server information while still referencing a non - existent authentication key.  

22.  Select Save  to complete the template.  

The following table summarizes the parameters configured in the NTP feature template.  

NTP feature template settings  
Section  Parameter  Type Variable/value  
Server Hostname/IP Address  Global time.nist.gov  

 

AAA  

In the AAA feature template, define local authentication and create additional users, an operator with read -
only privileges and a netadmin user who can perform all operations.  Note that this controls access when 
users use ssh to access the devices. Differ ent users under different groups can be separately configured in 
vManage to control access to the vMangage GUI (under Administration>Manage Users ). 

23.  Assuming that you are still on the feature templates page, select the Add Template  button. Create 
the AAA template using the following device types, template type, template name, and description:  

Select Devices : All except vManage and vSmart  

Template: Basic Information/AAA  
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Template Name : AAA_Template  

Description:  AAA Template  

24.  Under the Authentication Order  parameter, deselect radius  and tacacs  from the drop - down box 
(so only the local  method is left). Click outside the box to close the drop - down menu.  

25.  Under the Local  authentication section, click the New User  button.  

26.  Next to Name  enter  oper1 . Next to Password , enter a password. Next to User Groups , select 
operator  from the drop - down text box.  

27.  Click Add . 

28.  Click the New User  botton to add the second new user.  

29.  Next to Name  enter oper1 . Next to Password , enter a password. Next to User Groups , select 
operator  from the drop - down text box.  

30.  Next to Name , enter netadmin1 . Next to Password , enter a password. Next to User Groups , select 
netadmin from the drop - down text box.  

31.  Click Add .  

 

32.  Select Save  to complete the template.  

The following table summarizes the parameters configured in the AAA feature template.  

AAA feature template settings  
Section  Parameter  Type Variable/value  
Authentication  Authentication Order  Drop- down  local  

Local/New User  Name/Password/User Groups  Global oper1/oper1/operator  
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 Name/Password/User Groups  Global netadmin1/netadmin1/net
admin  

 

Overlay Management Protocol (OMP)  

In the OMP feature template, the Number of Paths Advertised per Prefix and the ECMP Limit parameters will 
be changed from the default of four to the maximum number of 16. By default, connected and static routes and 
OSPF, with the exception of external OSPF routes, are redistributed into OMP. This will be disabled at the global 
level but will be enabled in the service VPN templates where needed.  

33.  Assuming that you are still on the Feature Templates  page, select the Add Template  button. Create 
the OMP template using the following device types, template type, template name, and description:  

Select Devices: All except vManage and vSmart 

Template: Basic Information/OMP 

Template Name: OMP_Template 

Description: OMP Template 

34.  Configure the following parameters :  

OMP feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  Number of Paths 

Advertised per Prefix  
Global 16  

 ECMP Limit Global 16  

Advertise  Connected  Global Off  

 Static  Global Off  

 

35.  Select Save  to complete the template.  

Bidirectional Forwarding Detection (BFD)  

BFD is used by application - aware  routing to calculate delay, loss, and jitter for the SLA classes. It is also 
used on the tunnel transports to detect link failures. It is on by default and you cannot disable it.  

In the BFD feature template, the app - aware routing BFD poll interval is modi fied to 120000 milliseconds . The 
Color  section in the template allows you to change the default BFD timers on the transports to detect tunnel 
failures and to turn on or off Path MTU Discovery (PMTUD). PMTUD is enabled by default.  

36.  Assuming that you are sti ll on the feature templates page, select the Add Template  button. Create 
the BFD template using the following device types, template type, template name, and description:  

Select Devices : All except vManage and vSmart  

Template: Basic Information/BFD  
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Templat e Name : BFD_Template  

Description:  BFD Template  

37.  Under Basic Configuration  next to Poll Interval , select Global  and type in 120000 in the text box.   

 

38.  Select Save  to complete  the template.  

The following table summarizes the parameters configured in the BFD feature template.  

BFD feature template setting s 
Section  Parameter  Type Variable/value  
Basic Configuration  Poll Interval  Global 120000  

 

Security 

In the security feature template, the anti - replay window is configured to the recommended value of 4096 
packets.  

39.  Assuming that you are still on the feature templates page, select the Add Template  button. Create 
the security template using the following device types, template type, template name, and 
description:  

Select Devices : All except vManage and vSmart  

Template: Basic Information/Security  

Template Name : Security_Template  

Description:  Security Template  

40.  Configure the following parameters:  

Security feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  Replay Window  Global/drop - down  4096  
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41.  Select Save  to complete the template . 

Procedure 6: Configure the transport VPN  

For the data center, the transport VPN, or VPN 0 feature template, needs to be created. In the VPN template, 
you configure Equal - Cost Multipath (ECMP) ke ying, DNS, and static routes. You then define the physical 
interfaces for each of the transports, the MPLS and Internet interfaces. In those templates, you configure 
interface names, IP addresses, and IPSec tunnel characteristics.   

Figure 13  Data center vEdge transport templates  

 

Transport VPN (VPN 0) 

1. In the vManage GUI, Select Configuration > Templates , and choose the Feature  tab.  

2. Select the Add Template  button.  

For the VPN- specific configurations, the data center templates stay separate from the branch templates, so 
a change in the branch template configurations do not inadvertently change the configurations at the data 
center.  

3. Under the Select Devices  column, c hoose ASR1001 - HX, ASR1001 - X, ASR1002 - HX, ASR1002 - X, 
vEdge 2000, vEdge 5000 , and any additional WAN Edge device types that may reside at the data 
center. Select the VPN template block under the VPN section on the right.  
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4. Configure the Template Name  and Description : 

Template Name : DC _VPN0 

Description : DC Transport VPN 0  

5. Under Basic Configuration  next to VPN, configure 0 as the VPN ID.  

6. Next to Name , select Global  from the drop - down menu, and type Transport VPN , a description for 
the VPN. 

7. Next to Enhance ECMP Keying , select Global from the drop - down menu, and select On. Enabling 
this feature configures the ECMP hashing to use the layer 4 source and destination ports in addition 
to the source and destination IP address, protocol, and Differentiated Services  Code Point (DSCP) 
field as the ECMP hash key. ECMP is used when there are equal - cost routing paths in the VPN and 
traffic uses a hash on key fields in the IP header to determine which path to take.   

8. Under DNS and next to Primary DNS Address , select Globa l from the drop - down menu and enter 
64.100.100.125 . The Secondary DNS Address  box appears. Select Global  from the drop - down 
menu and enter 64.100.100.126  in the Secondary DNS Address  text box.  

Under the IPv4 Route  template section, default routes are adde d for each interface. These routes are used 
so the tunnel endpoints can peer with neighboring sites. Multiple default routes can exist because the WAN 
Edge uses the physical tunnel endpoint source as well as the destination when making a routing decision.  

9. Under the IPv4 Route  section, click the New IPv4 Route  button. Add 0.0.0.0/0  in the Prefix  box and 
select Add Next Hop . 
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10.  A pop - up window appears that prompts you to add your first next hop. Select the Add Next Hop  
button.  

11.  Since this template applies to more than one WAN Edge, the next hop parameters are variables 
instead of global values. On the pop - up window, under Address , select Device Specific  from the 
drop - down menu, and type in the next - hop IP address variable for the MPLS transport in the text 
box  (vpn0_mpls_next_hop_ip_addr ). Click the Add Next Hop button  to add the second next hop.  

12.  Under Address  on the second next - hop entry, select Device Specific  from the drop - down menu, 
and type in the next - hop IP address variable for the Internet transport in the text box 
(vpn0_inet_next_hop_ip_addr ). 

 

13.  Select Add  at the bottom of the popup. This stores both next hops for the prefix 0.0.0.0/0 .  You will 
return t o the feature template page.  

14.  The Next Hop  field will now indicate that there are 2 Next Hop  entries configured. Press Add  to add 
the prefix 0.0.0.0/0  to the template, along with the next - hop information for that prefix.  
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15.  Select Save  to create the template . 

The following table summarizes the parameters configured in the VPN 0 feature template:  

VPN 0 feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  VPN Global 0 

 Name Global Transport VPN  

 Enhance ECMP Keying Global On 

DNS Primary DNS Address  Global 64.100.100.125  

 Secondary DNS Address  Global 64.100.100.126  

IPv4 Route Prefix  Global 0.0.0.0/0  

 Gateway  Radio button  Next Hop  

 Next Hop  Device Specific  vpn0_mpls_next_hop_ip_addr  

 Next Hop  Device Specific  vpn0_inet_next_hop_ip_addr  

 

Next, configure the interfaces under the transport VPN.  

VPN interface (MPLS) 

16.  Assuming that you are still on the Feature Templates  page, select the Add Template  button. Create 
the VPN Interface template using the following devi ce types, template type, template name, and 
description:  

Select Devices: ASR1001-HX, ASR1001-X, ASR1002-HX, ASR1002-X, vEdge 2000, vEdge 5000 

Template: VPN/VPN Interface Ethernet 



Deployment details                                                                                                                                                                                                                                                                                                                                
 

 

54 
 

Template Name: DC_ MPLS_Interface  

Description: DC MPLS Interface  

17.  Under the Basic Configuration  section next to Shutdown , select Device Specific  and type in the 
variable name vpn0_mpls_int_shutdow n. By defining the port status as a variable, the port can be 
turned up or down for any reason by just modifying the variable value and without having to modify 
the feature template.  

18.  Under the Basic Configuration  section next to Interface Name , select Device Specific  and type in 
the variable name vpn0_mpls_int_x|x . By defining the interface name as a variable, the interface 
can be modifie d for any reason through a variable instead of having to modify the feature template.  

19.  Under Basic Configuration  next to Description , select Global  and type in MPLS Interface  to 
describe the interface.  

20.  Under Basic Configuration  under IPv4 Configuration next  to IPv4 Address, select Device Specific  
and type in the variable name vpn0_mpls_int_ip_addr|maskbits .  

21.  Under Basic Configuration , next to Bandwidth Upstream , select Device Specific  and type in the 
variable name vpn0_mpls_int_bandwidth_up . Next to Bandwidt h Downstream , select Device 
Specific  and type in the variable name vpn0_mpls_int_bandwidth_down . These two parameters 
cause vManage notifications, Simple Network Management Protocol (SNMP) traps, and logging 
messages to be sent when the bandwidth usage rea ches 85% or greater than the configured 
bandwidth.  

22.  Under Tunnel  and next to Tunnel Interface , select Global  and select On. When you select On, 
additional parameters for the tunnel are shown. Next to Color , select Global  and select mpls  from 
the drop - down text box. Next to Restrict , select Global  and select On. Restrict means that only 
tunnels will be formed with other endpoints of the same color.  

By default when the tunnel is enabled, the physical interface accepts DTLS/TLS and IPSec traffic in the case of 
WAN Edge. In addition, other services can be enabled and accepted into the physical interface unencrypted - this 
includes DNS, DHCP, HTTPS, and Internet Control Message Protocol (ICMP) by default. Other protocols include 
SSH, NETCONF, NTP, BGP, OSPF, and STUN. It is a best security practice to minimize the allowed protocols 
through. In the example network, for initial troubleshooting purposes, ICMP stays enabled and DHCP is turned off 
for the MPLS interface since the IP address on the interface is static. NTP and DNS are allowed through since the 
MPLS transport can route through the data center to reach the Internet.  

23.  Under Tunnel  and the Allow Service  section, next to DHCP, select Global  and select Off . Next to 
NTP, select Global  and select On. 

24.  Below the Allow Service  section, select the Advanced Options  text. The Encapsulation  section is 
revealed. Next to Preference , select Device Specific  and configure the variable as 
vpn0_mpls_tunnel_ipsec_preference . The IPSec tunnel preference allo ws you to prefer one tunnel 
over another depending on the preference value.  
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25.  Under the Advanced  section next to Clear - Don't - Fragment , select Global  and select On. This 
clears the DF bit setting and allows packets larger than the Maximum Transmission Unit (MTU) of the 
interface to be fragmented.  

26.  Press the Save  button to create the template.  

The following table summarizes the parameters configured in the feature template:  

VPN 0 VPN Interface Ethernet feature template settings (MPLS)  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Device Specific  vpn0_mpls_int_shutdown  

 Interface Name  Device Specific  vpn0_mpls_int_x|x  

 Description  Global MPLS Interface  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  vpn0_mpls_int_ip_addr|maskbit
s 

 Bandwidth Upstream  Device Specific  vpn0_mpls_int_bandwidth_up  

 Bandwidth Downstream  Device Specific  vpn0_mpls_int_bandwidth_dow
n 

Tunnel Tunnel Interface  Global On 

 Color  Global mpls  

 Restrict  Global On 

 Allow Service> DHCP Global Off  

 Allow Service>NTP  Global  On 
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Tunnel>Advanced 
Options>Encapsulation  

Preference  Device Specific  vpn0_mpls_tunnel_ipsec_prefer
ence  

Advanced  Clear- Dont- Fragment  Global On 

 

Next, configure the Internet interface under the transport VPN. The template should be very similar to the 
MPLS VPN interface template with the exception of the variable names.  

VPN interface (Internet)  

27.  Assuming that you are still on the Feature Templates  page, find the feature template just created 
(DC_MPLS_Interface ) and select  to the far right. Select Copy . 

 

 

28.  On the pop - up window, define the template name and description as:  

Template Name : DC_INET_Interface  

Description : DC Internet Interface  

29.  Select the Copy  button. The feature template is created and is now in the list with the other created 
feature templates.  
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30.  Select  to the right of the newly - created feature template ( DC_INET_Interface ) and select Edit  to 
modify the template.  

31.  Modify the i nterface description, variables, and tunnel color.  

The following table summarizes the parameters in the feature template.  

VPN 0 VPN Interface Ethernet feature template settings (Internet)  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Device Specific  vpn0_inet_int_shutdown  

 Interface Name  Device Specific  vpn0_inet_int_x|x  

 Description  Global Internet Interface  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  vpn0_inet_int_ip_addr|maskbits  

Basic Configuration  Bandwidth Upstream  Device Specific  vpn0_inet_int_bandwidth_up  

 Bandwidth Downstream  Device Specific  vpn0_inet_int_bandwidth_down  

Tunnel Tunnel Interface  Global On 

 Color  Global biz- internet  

 Restrict  Global Off  

 Allow Service>DHCP  Global Off  

 Allow Service>NTP  Global  On 

Tunnel>Advanced 
Options>Encapsulation  

Preference  Device Specific  vpn0_inet_tunnel_ipsec_preference  

Advanced  Clear- - Fragment  Global On 
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32.  Once configuration changes have been made, select the Update  button to save the changes to the 
feature template.  

Procedure 7: Configure the Management VPN (optional)  

This configures the out-of-band management VPN. This VPN is always VPN 512, and this VPN cannot be used for 
any other purpose. This template can be applied to any WAN Edge router.  

1. Assuming that you are still on the Feature Templates  page, select the Add Template  button. Create 
the VPN 512 template using the following device types, template type, template name, and 
description:  

Select Devices: All exce pt vManage and vSmart  

Template: VPN/VPN  

Template Name:  VPN512_Template  

Description:  VPN 512 Out - of - Band Management  

2. Configure the parameters in the following table . 

VPN512 feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  VPN Global 512  

 Name Global Management VPN  

IPv4 Route/New IPv4 
Route 

Prefix Global 0.0.0.0/0  

 Gateway  Radio button  Next Hop  

 Next Hop  Device Specific  vpn512_mgt_next_hop_ip_addr  

 

3. Select Save  to create the feature template.  

Next, the interface under the management VPN needs to be configured.  

VPN interface (VPN512)  

4. Assuming that you are still on the Feature Templates  page, select the Add Template  button.  

5. Create the VPN 512 interface template using the following device types, template type, template 
name, and description:  

Select Devices : All except vManage and vSmart  

Template: VPN/VPN Interface Ethernet  

Template Name : VPN512_Interface  
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Description:  VPN 512 Management Interface  

6. Configure the parameters in the following table.  

VPN512 interface feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Global No 

 Interface Name  Device Specific  vpn512_mgt_int_x|x  

 Description  Global Management Interface  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  vpn512_mgt_int_ip_addr|maskbits  

 

By defining the interface name as a variable, only one template is needed and can be applied to multiple 
types of WAN Edge devices because different model types use different management port interfaces. For 
example, the vEdge 1000, 2000, and 5000 routers all use the built - in mgmt0, the vEdge 100 uses a normal 
Ethernet port (ge0/1 in the example network), and the IOS XE SD - WAN routers use GigabitEthernet0.  

7. Press the Save  button to create the template.  

Procedure 8: Configure the Service VPN  

Configure the local service-side, or LAN-facing network. This network will connect into the WAN 
distribution/aggregation switches at the data center. This Service VPN needs three VPN Ethernet VPN templates, 
since you cannot reuse the same template twice within the same VPN, and there are two needed for the LAN 
interfaces and one needed for the loopback0 interface that is defined with the system IP address. A BGP template 
is also required to connect with the switches already running BGP at the data center. BGP is redistributed into 
OMP so that remote sites can have reachability into the data center. 

Figure 14  Data center vEdge service templates  
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Service VPN 1 

1. Select Configuration>Templates , and select the Feature  tab. Select the Add Template  button.  

2. Create the VPN 1 template using the following device types, template, template name, and 
description:  

Select Devices: ASR1001 - HX, ASR1001 - X, ASR1002 - HX, ASR1002 - X, vEdge 2000, vEdge 5000  

Template: VPN /VPN 

Template Name:  DC_VPN1 

Description:  DC Service VPN 1  

3. Configure the parameters in the following table.  

Data center VPN 1 feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  VPN Global 1 

 Name Global Service VPN 1  

 Enhance ECMP Keying Global On 

Advertise OMP  BGP Global On 

 

With the Advertise OMP  configuration, BGP routes are being redistributed into OMP so the remote sites will 
have reachability to the data center service - side routes.  

4. Select Save  to create the temp late. 
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VPN interface Ethernet 1  

5. Assuming that you are still on the Feature Templates  page, select the Add Template  button.  

6. Create the first VPN 1 interface template using the following device types, template type, template 
name, and description:  

Select Devices: ASR1001 - HX, ASR1001 - X, ASR1002 - HX, ASR1002 - X, vEdge 2000, vEdge 5000  

Template: VPN/VPN Interface Ethernet  

Template Name:  DC_LAN _INT1 

Description : DC LAN Interface 1  

7. Configure the parameters in the following table.  

Data center VPN  interface featu re template settings (Interface 1)  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Device Specific  lan_int1_shutdown  

 Interface Name  Device Specific  lan_int1_x|x  

 Description  Device Specific  lan_int1_description  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  lan_int1_ip_addr|maskbits  

8. Select Save  to complete the template . 

VPN interface Ethernet 2  

9. Assuming that you are still on the Feature Templates  page, find the feature template just created 
(DC_LAN_INT1 ) and select  to the far right. Select Copy . 

10.  In the pop - up window, define the Template Name  and Description  as: 

Template Name:  DC _LAN_INT2  

Description : DC LAN Interface 2  

11.  Select the Copy  button. The feature template is created and is now in th e list with the other created 
feature templates.  

12.  Choose  to the right of the newly - created feature template ( DC_LAN_INT2 ) and select Edit  to 
modify the template.  

13.  Modify the interface variables.  

The following table summarizes the parameters in the feature template . 
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Data center VPN  interface feature template settings (Interface 2)  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Device Specific  lan_int2_shutdown  

 Interface Name  Device Specific  lan_int2_x|x  

 Description  Device Specific  lan_int2_description  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  lan_int2_ip_addr|maskbits  

14.  Once configuration changes have been made, select the Update  button to save the changes in the 
feature template.  

VPN interface Ethernet Loopback 0  

A loopback0 interface is created with the system IP address so that logging, SNMP, and other management 
traffic could be sourced from the system IP address, making correlation with vManage easier. This template 
can be shar ed across all device types.  

15.  Assuming that you are still on the Feature Templates  page, select the Add Template  button.  

16.  Create the loopback0 interface template using the following device types, template type, template 
name, and description:  

Select Devices:  All except vManage and vSmart  

Template: VPN/VPN Interface Ethernet  

Template Name:  Loopback0  

Description : Interface Loopback 0  

17.  Configure the parameters listed in the following table.  

VPN  interface Ethernet feature template settings (Loopback 0)  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Global No 

 Interface Name  Global loopback0  

IPv4 Configuration  IPv4 Address  Radio button  Static  

 IPv4 Address  Device Specific  lo0_int_ip_addr|maskbits  

 

18.  Select Save  to complete the template.  
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Border Gateway Protocol (BGP)  

Configure BGP in the Service VPN. In the configuration, OMP is redistributed into BGP so the data center can 
have reachability to the remote sites. The feature setting called Propagate AS Path is enabled, which carries 
the BGP AS path information into OMP which can be passed to other BGP - enabled sites for loop prevention.  

Tech t ip:  The Propagate AS Path feature is not supported on IOS XE SD - WAN software  until 16.11.1. 

19.  Assuming that you are still on the Feature Templates  page, select the Add Template  button.  

20.  Create the BGP template using the following device types, template type, template name, and 
description:  

Select Devices: ASR1001 - HX, ASR1001 - X, ASR1002 - HX, ASR1002 - X, vEdge 2000, vEdge 5000  

Template: Other Templates/B GP 

Template Name:  DC_LAN_BGP 

Description : DC LAN BGP Template  

21.  Configure the parameters listed in the following table under the Basic Configuration  section.  

BGP feature template basic configuration settings  
Section  Parameter  Type Variable/value  
Basic Confi guration  Shutdown  Device Specific  lan_bgp _shutdown  

 AS Number  Device Specific  lan_bgp_as_num  

 Router ID Device Specific  lan_bgp_router_id  

 Propagate AS Path  Global On 

 

22.  Configure the IPv4 Unicast Address Family  section for the BGP template. Next to Maximum Paths , 
select Global  and enter 2 in the text box.  

23.  Next to Address Family , choose ipv4 - unicast  from the drop - down box.  

24.  On the Re- Distribute  tab, which is the default, click on the New Redistribute  button.  This area of 
the configuration will allow multiple protocols to be redistributed into BGP. In this case, OMP will be 
redistributed.  

25.  Next to Protocol , choose omp  from the drop - down box, then click the Add  button.  
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26.  The loopback0 address in this e xample is advertised in BGP by configuring a network statement. 
Select the Network  tab and click the New Network  button.  

27.  Next to Network Prefix , select Device Specific  and enter the variable name, 
lan_bgp_network_lo_addr|maskbits , in the text box.  

28.  Click the Add  button.  

 

BGP feature template IPv4 unicast address family configuration settings  
Section  Parameter  Type Variable/value  
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IPv4 Unicast Address 
Family 

Maximum Paths  Global 2 

 Address Family  Drop- down  ipv4- unicast  

 Re- Distribute/Protocol  Drop- down  omp  

 Network/Network Prefix  Device Specific  bgp_network_lo_addr|maskbits  

 

29.  Configure the Neighbor  section for the BGP template. Click the New Neighbor  button and configure 
the parameters listed in the following table. Click on the Advanced Options  text t o reveal the 
advanced parameter options.  

BGP feature template neighbor 1 configuration settings  
Section  Parameter  Type Variable/value  
Neighbor (1)  Address  Device Specific  lan_bgp_neighbor1_addr  

 Description  Device Specific  lan_bgp_neighbor1_description  

 Remote AS  Device Specific  lan_bgp_neighbor1_remote_as  

 Address Family  Global On 

 Address Family  Global ipv4- unicast  

 Shutdown  Device Specific  lan_bgp_neighbor1_shutdown  

 Advanced Options/Password  Device Specific  lan_bgp_neighbor1_password  

 Advanced Options/Keepalive 
Time (seconds)  

Global 3 

 Advanced Options/Hold Time 
(seconds)  

Global 9 
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30.  Click the Add  button to add the neighbor configuration to the template.  

31.  Repeat the previous two steps to add the configuration for the second BGP neighbor. Config ure the 
parameters listed in the following table.  

BGP feature template neighbor 2 configuration settings  
Section  Parameter  Type Variable/value  
Neighbor (2)  Address  Device Specific  lan_bgp_neighbor2_addr  

 Description  Device Specific  lan_bgp_neighbor2_description  

 Remote AS  Device Specific  lan_bgp_neighbor2_remote_as  

 Address Family  Global On 

 Address Family  Drop- down  ipv4- unicast  

 Shutdown  Device Specific  lan_bgp_neighbor2_shutdown  

 Advanced Options/Password  Device Specific  lan_bgp_neighbor2_password  

 Advanced Options/Keepalive 
Time (seconds)  

Global 3 

 Advanced Options/Hold Time 
(seconds)  

Global 9 
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32.  Click the Add  button to add the neighbor configuration to the template.  

33.  Select Save  to create the template.  

Procedure 9: Configure additional templates (optional)  

You can create a banner and an SNMP feature template.  

Banner 

There are two types of banners: one that is displayed before the CLI username/login prompt (login banner) and 
one that is displayed after successfully logging in (message of the day, or MOTD, banner). Configure an MOTD 
banner. 

1. Select Configuration>Templates , and select the Feature  tab. Select the Add Template  button.  

2. Create the banner template using the following device types, template type, template name , and 
description:  

Select Devices: All except vManage and vSmart  

Template: Other Templates/Banner  

Template Name:  Banner_Template  

Description : Banner Template   

3. Configure the parameters listed in the following table.  

Banner feature template settings  
Section  Parameter  Type Variable/value  
Basic Configuration  MOTD Banner Global This is a private network. It is for 

authorized use only.  

 

4. Select Save  to create the template . 

SNMP 

Tech tip: Currently, no SD- WAN- specific mibs and traps are supported on IOS - XE SD- WAN code. Only 
IOS mibs and traps are supported.  

5. Assuming that you are still on the Feature Templates  page, select the Add Template  button.  

6. Create the SNMP template using the followin g device types, template, template name, and 
description:  

Select Devices: All except vManage and vSmart  

Template: Other Templates/SNMP  

Template Name:  SNMP_Template  
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Description : SNMP Template  

7. Configure the basic configuration parameters in the following table.  

SNMP feature template basic configuration settings  
Section  Parameter  Type Variable/value  
Basic Configuration  Shutdown  Device Specific  snmp_shutdown  

 Name of Device for 
SNMP 

Device Specific  snmp_device_name  

 Location of Device  Device Specific  snmp_device_location  

 

8. Configure the SNMP Version  section of the template. Next to SNMP Version , ensure V2 is selected. 
Under View & Community  on the View  tab, click the New View  button.  

9. Next to Name , type in isoALL  in the text box.  

10.  Click on the Add Objec t Identifiers  text.  

 

11.  A pop - up window indicates that you should add your first object identifier. Click the Add Object 
Identifier  button.  

12.  An Object Indentifiers  pop - up window appears. In the text box, type 1.3.6.1.  Then click the Add  
button.  
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13.  Once on the main feature template page, click the Add  button to save the isoALL  view in the 
template.  

14.  Under the View & Community  section, select the Community  tab and click the New Community  
button. Enter the community Name  (c1sco123 ), select the Authoriza tion  (read - only ), and select 
the View  just created ( isoALL ).  

15.  Click the Add  button to save the community settings in the template.  
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16.  Under the Trap  section, select the Trap Group  tab and click on the New Trap Group  button. Enter 
the Group Name  (SNMP- GRP) and click on the Add Trap Type Modules  text.  

17.  A pop - up window instructs you to add your first trap module. Click the Add Trap Module  button.  

18.  Choose a Module Name  (all ) and the Severity Levels  (critical, major, minor ) from the drop - down 
boxes.  

19.  Click the Add  button.  

 

20.  Once on the main feature template page, click the Add  button to save the trap group in the 
template.  

21.  Under the Trap  section, select the Trap Target Server  tab and click on the New Trap Target  button. 
Enter the VPN ID (1), the  IP Address  (10.4 .48.13 ) and UDP Port  (162 ) of the SNMP trap server, the 
Trap Group Name  (SNMP- GRP), and the Community Name (c1sco123 ). Next to Source Interface , 
select Global  from the drop - down box  and enter loopback0 .  

22.  Click the Add  button.  
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23.  Select Save  to create the template.   

SNMP feature template view, community, and trap settings  
Section  Parameter  Type Variable/value  
SNMP Version SNMP Version Radio button  V2 

SNMP Version/View & 
Community  

View/Name  Global isoALL 

 View/Object Identifiers  Global 1.3.6.1  

 Community/Name  Global c1sco123  

 Community/Authorization  Global/drop - down  read- only 

 Community/View  Global isoALL 

SNMP Version/Trap  Trap Group/Group Name  Global SNMP- GRP 

 Trap Group/Trap Type 
Modules/Module Name  

Global all 

 Trap Group/Trap Type 
Modules/Severity Levels  

Global critical, major, minor  

 Trap Target Server/VPN  Global 1 

 Trap Target Server/IP 
Address  

Global 10.4.48.13  

 Trap Target Server/UDP 
Port 

Global 162  
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