Help Desk Using Cisco
Unified CCX

Technology Design Guide

June 2017

© 2017 Cisco Systems, Inc. All rights reserved. (6/2017)



Contents

P T A 3
SO e 3
PIOTICIENCY e e e e 3
Comments and QUESTIONS ... e 3
DS C M e e 4

INEFOTUCTION L. e e e 5
Technology Use Case—IP-based Help DeSK ... 5
DESIGN OVEIVIEW ...t e 6

SOIULON DETAIIS .o e e 6

DePloymMENT DETAIIS ... 8
Preparing the Platform for Cisco Unified COX.. ..o 10
Installing Cisco Unified COX ... e e 15
Configuring Single Sign-0n on CiSCO UCCTX ... 25
Configuring Context Service on CiSCO UCCX ... 28
Configurnng the Help DesSK ... 30
Configurng CisCO FINESSE DESKIOD ...uuiiiiiiii e 49
Using Cisco Unified INtelligen Ce CaNTET . ... i 55
Creating and EAItING REPOITS ..o 56
Configurng the DashbOard ... ... 60

APPENTIX AL PrOGUCT LIST ..o e e 64
Data Center O SENVET ROOM ... e e 64
B D OIS 65

PAGE 2



Preface

CComems | Deplyment Dewis
Preface

Cisco Validated Designs (CVDs) provide the foundation forsystems design based on common use cases
or current engineering system priorities. Theyincorporate a broad setoftechnologies, features, and
applicationsto address customerneeds. Cisco engineers have compre hensively tested and documented
each CVD in orderto ensure faster, more reliable, and fully predictable deployment.

CVDs include two guide types thatprovide tested and validated designand deployment details:
e Technology design guides provide deployment details, information about validated products and

software, and bestpractices forspecifictypes oftechnology.
* Solution design guides integrate orreference existing CVDs, butalsoinclude productfeatures and

functionality across Cisco products and may include information about third -party inte gration.

Both CVD types provide a tested starting pointfor Cisco partners orcustomersto begin designing and
deploying systems using theirown setup and configuration.

Scope
This guide covers the following technology areas and products:
e Unified communications applications, such as IP telephony and contactcenter
e Telephonycallagent
* Cisco Contactcenterserver
e Cisco SocialMiner
e Cisco Finesse Desktop
e Cisco Unified Intelligence Center
e Virtualized servers
¢ Cisco IP telephones

e Integration of the above with LAN and data centerswitching infrastructure

Formore information, see the “Design Overview” section in this guide.

Proficiency

This guide is forpeople with te chnical proficie ncies—ore quivale nt experience in CCNA Collaboration—1 to

3 years in designing, installing, and troubleshooting voice and unified communications applications,
devices, and networks.

Comments and Questions

If youwould like to commenton a guide orask questions, please email:
collab-mm-cvd@external.cisco.com.
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Disclaimer

The IP address scheme used in this documentis forrepresentational purposes only.
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INntroduction

Historically, the ability to easily add functionality into the telephony environmentforcorporate help desks
has been challenging. Traditional contact centersolutions have been difficult to implementbecause ofthe
additionalhardware components required, and the complexity of the software needed to implement the
businessrequirements ofthe contactcenter. In addition, ithas been very difficult to integrate the contact
centerwith the corporate data systems, due to the lack ofavailability of common interfaces.

This complexity has typically made the implementation of IP tele phony functionality a long and involved
process, and the expertise required to installand maintain the system is e xpensive.

This guide showsyou how to reduce the complexity of deploying a contactcenterby using Cisco Unified
Contact CenterExpress (CCX).

Technology Use Case—IP-based Help Desk

Organizations need a simple multichannelcommunication system fortheiremployeesto contactinternal
supportdepartments, like Human Resources and Information Technology to provide enhanced user
experience, fasterproblem resolution and real-time communication. Users expecttimelyresponses to
their questionsand problems. However, itis easyforanissue to gounresolved, forgotten, orsimply fall
through the cracks if nothandled promptly. The information aboutthe userand theirparticularissue should
be collected inrealtime, so a subjectmatterexpertcan help the calleras quickly as possible.
Organizations need an easy way to manage theirhelp desk from a central location withoutreplicating
costlycomponents attheirremote sites.

This designguide provides guidance on the following aspects of de ploying Cisco Unified CCX:

e Simplifying deploymentand managementthrough a centralized design, while saving on infrastructure
components

e Enabling of the Single Sign-On feature and related configuration on Cisco Unified CCX

* Routing of calls overthe internal IP network, avoiding the use of expensive dedicated PSTN trunks

e Establishing multiple queues foreach departmentsothatagentscan be assignedto one ormore
available queuesbased ontheirskills as wellas skilllevels

e Allowing agentsto handle requests via multiple channels of communication like voice, emailand web
chat, regardlessoftheirphysicallocation

e Demonstrating how Context Service Finesse helpsimprove agent productivity and customer
experience

e Providing live and historicaldata in easy-to-read reports to assistthe help deskinresponding to
users

e Strategically defining the agentand supervisordesktop layouts to match the needsofthe teamsand
their contact centeractivities

e Creating customized, detailed reports on key contact ce ntermetrics
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Introduction

Design Overview

Cisco Unified Contact CenterExpress (Unified CCX) is an IP-based help desk solution with support for
multiple channels of communication. ltaddresses the smallto mid-size contactcentermarket. It is tightly
integrated with other Cisco Unified Communications platforms. Designand testingis performed onthe
suite of Cisco Unified Communications products as partofa complete solution.

Cisco Unified CCX has the featuresofalarge contactcenterpackagedinto a single ordual-server
deployment. The system scalesup to 400 concurrentagents, 42 supervisors, 150 agentgroups, and 150
skillgroups. AUCCX implementation can be designed to support email, web chat, outbound calling,
inbound calling, workforce optimization and reporting.

j | Tech Tip

The Cisco Business Edition6000 (BE6000) supports a maximum of 100 concurrentagents. The design
and deploymentdiscussed here otherwise apply to a full-fledged Cisco Unified CallManager
deployment.

Solution Details
The CCX help desk solution includes the following components (see Figure 1):

* Cisco Unified CCX forcontact centersoftware

e Cisco Unified CM foragentand supervisorphones

e Network Time Protocol (NTP) serverforlogging consistency
e Domain Name System (DNS) forname -to -IP re solution

* Syslog serverforlogging events (optional)

Configuration of Cisco Unified CCXis easierthan traditional systems because the components
communicate overthe intemallP network, which helps streamline the procedures. Forexample, when a
phone numberis created on Unified CCX to reach a help desk application, no additional configuration is
neededin the Cisco Unified Communications Manager (Unified CM). The configuration is sentoverthe
networkto Unified CM and the directory numberis created. Unified CM is automatically configured to pass
calls for the directory numberto Unified CCXfor further processing.

When a call is placed to the help desk, itis first processed by Cisco Unified CM, which recognizesthatthe
numberis destined forthe Cisco Unified CCXapplication server. Unified CCX receives the incoming call
and identifies which application scriptis needed to handle the requestbased on the extension numberthat
was dialed. The scriptplays prompts and collects digits as dictated by the stepsin the scriptand, if
necessary, usesthe information from the callerto selectan appropriate agent. Ifan assigned agentis not
available, the callis putinto an appropriate queue and a recorded message ormusicis streamed to the
caller. As soonas anagentis available, Unified CCX instructs Unified CM to ring the agent’s phone. When
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the agentpicks up, relative callcontextcan be displayedin the agent’s desktop application using the
ContextServices as the call is delivered to the answering agent. This ensuresthatthe agenthas the

information theyneedto supportthe customer.

Introduction

Cisco SocialMinerchecks fornew emails orweb chats periodically and notifies the Cisco Unified CCX
aboutthe new contact. Cisco Unified CCX queuesthe contactinthe appropriate queue. When anagentis
available itassignsthe email/webchatrequest. The agentcan click the acceptbutton and startresponding.

Figure 1. Help Deskusing Cisco Unified CCX
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Deployment Details

O
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Deployment Detalls

Cisco Unified CCX runs on the same Linuxoperating systems as otherUnified Communications platforms
from Cisco. You install the operating system with the application by using the standard installation DVD or
ISO file.

This guide has the following sections

1.

2
3.
4
5

Preparing the Platform for Cisco Unified CCX
Installing the Cisco Unified CCX

Configuring the Helpdesk

Configuring the Finesse Desktop

Configuring the Cisco Unified Intelligence Reporting

Pre-deployment Checklist

Item

Fill in the Easy Access Configuration Sheet for your reference during the deployment process.

Establish network connectivity for BEGO0OO server to application and DMZ networks.

O 0|0«

Obtain license files from the Cisco licensing system.

O

Download the Open Virtualization Archive (OVA) file from the Cisco website, here:

Define the required DNS records on the DNS servers as specified underthe Easy access
fi . I DNS I .

To enable single sign-on feature on Cisco Unified CCX you must already have a configured ADFS
server.
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Fasy Access Configuration Sheet

Deployment Details

The following table provides you with a place to capture allthe information you may need during the
configuration of Cisco UCCX-related services. ltincludes example values used in this CVD, and a column
where you can enteryoursite -specificconfiguration values.

Table 1. CVD network configuration

Item

CVD_Configuration

Site-specific_Configuration

Cisco Unified CCX

Cisco Unified CCX

IPv4 LAN address

10.106.170.160

IPv4 LAN subnet

255.255.255.0

IPv4 gateway

10.106.170.129

System hostname

UCCX

Default DNS servers

(Local)

10.106.170.130 (Local
DNS)

Domain name

mmcvd.ciscolabs.com

NTP servers 10.106.170.130
Time zone Asia/Calcutta
Administrator Admin
Password User123
Application User CCXAdmin
Password User123
Security Password User123

Organization unit

Cisco System inc

Location, country

PAGE 9



DeploymentDetails

Preparing the Platform for Cisco Unified CCX

1. Configure platform connectivity to the AN

2. Prepare the serverforCisco Unified CCX

n
n
L
O
O
o
o

Configure platform connectivity to the LAN

The Cisco Unified Contact CenterExpress servercanbe connected to a Cisco Nexus switch in the data
centeror a Cisco Catalystswitch in the serverroom. Inboth cases, quality-of-service (QoS) policies are
addedto the ports to maintain voice quality during the setup and completion of calls. Please choose the
option thatis appropriate foryourenvironment.

Option 1: Connect Cisco Unified CCX to a Nexus 2248 Switch

Step 1. Login tothe Cisco Nexus switch with a useraccountthat has permission to make
configuration changes.

Step 2. If there is a previous configuration on the switch port where Cisco Unified CCXis
connected, remove the individual commands byissuing a no in frontofeach one to bring
the portbackto its default state.

Step 3. Configure the portas anaccess port, and then applythe QoS policy.

Interface Ethernetl107/1/18
description Unified Contact Center Express
switchport access vlan 148
spanning-tree port type edge

service-policy type gos input DC-FCOE+1P4Q INTERFACE-DSCP-QOS

Tech Tip

\.

When deploying a dual-homed Cisco Nexus 2248 Switch, you mustapply this configuration to both
Nexus 2248 devices.
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Deployment Details

Option 2: Connect Cisco Unified CCX to a Catalyst 3X50 Switch

To ensure thatsignaling trafficis prioritized appropriately, you mustconfigure the Cisco Catalystaccess
switch portwhere Cisco Unified CCX is connected to trustthe Differentiated Services Code Point (DSCP)
markings. The easiestwayto do this is to clearthe interface triggerofany previous configuration, and then
applythe egress QoS macro thatwas defined in the acce ss-switch platform configuration. Formore
information, see the Campus Wired LAN Technology Design Guide.

Step 1. Login to the Cisco Catalyst switch with a useraccountthathas permissionto make
configuration changes.

Step 2. Clearthe interface’s configuration onthe switch port where Cisco Unified CCX is
connected.

default interface GigabitEthernetl/0/18
Step 3. Configure the portas anaccess port, and then apply the Egress Qo Spolicy.
interface GigabitEthernetl/0/18
description Unified Contact Center Express
switchport access vlan 148
switchport host

macro apply EgressQoS
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Deployment Details

Prepare the serverforCisco Unified CCX

The following table describe s the scaling options for Cisco Unified CCX.

Table 2. Cisco Unified CCX virtual machine scaling options

100 agents 300 agents 400 agents
Virtual CPUs 2 2 4
CPU speed 900 MHz 900 MHz 900 MHz
RAM 10 GB 10 GB 16 GB
Hard disk 146 GB (1) 146 GB (2) 146 GB (2)
VMware ESXi 5.0 U1,5.1,55,6.0 5.0 U1,5.1,55,6.0 5.0 U1,5.1,55,6.0
OS support RHE Linux 6 (64-bit) RHE Linux 6 (64-bit) RHE Linux 6 (64-bit)
Total agents Up to 100 Up to 300 Up to 400

Complete the following steps to deploy an OVA file to define the virtual machine requirements. You use the
Open Virtualization Format (OVF) supportof VMware to importand deploy the OVA file.

Step 1. Inthe VMware vSphere client, choose File > Deploy OVF Template.

Step 2. Click the Browse button nextto the file or URLbox, find the location ofthe OVA file that
you downloaded from Cisco, and then click Next.

Step 3. Verify the information on the OVF Template Details page, and then click Next.

Step 4. Read the End UserLicense Agreement, click Accept, and then click Next.

Step 5. Enterthe following information in the Deploy OVF Te mplate wizard, and then click Finish.

On the Name and Location page, in the Name box, enterthe virtual machine name CCX1,

and then click Next.

On the Deployment Configurationpage, from the menu, choose the Configuration type,

and then click Next.

On the Storage page, choose the location to store the VM file s, and then click Ne xt.

On the Disk Formatpage, choose Thick Provision EagerZeroed, and then click Next.

On the Readyto Complete page, verify the settings, and thenclick Finish.

In the message window, click Close.
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Deployment Details

OO\

Reader Tip

In the Cisco BE600O deployment, selectthe 100 agent profile inthe OVAtemplate to be deployed.

Step 6.

Step 7.

Step 8.

Source

OVF Template Details

End User License Agreement
Mame and Location
Deployment Confiquration
Storage

Disk Format

Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:

OVFfile:

Download size:

Size ondisk:

Name:

Folder

Deployment Configuration:
Host/Cluster:

Datastore:

Disk provisioning:
Network Mapping:

™ Power on after deployment

C:\Users\kfleshne\Documents\SBAY2013 1H Feb'06 Help...
95.5 KB

292.0 GB

CCX1

10k

UCCX 400 Agent

chas2-s3.ciscolocl

chas2-s3-loal

Thick Provision Eager Zeroed

"eth0" to "Servers_1"

The virtual machine is created.

check box.

Click the servername (In this example, CCX1), navigate to the Getting Started tab, and
then choose Edit virtual machine settings.

On the Hardware tab, click CD/DVD Drive 1, and then selectthe Connect at power on

SelectDatastore ISO File, click Browse, and then navigate to the location of the Cisco
Unified CCX bootable installation file . Afterselecting the correctISO image, click OK.
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Deployment Details

Hardware |Ophons|l?.esu.|rces|v5enﬂces|

[~ Show All Devices Add... | Remove
Hardware | Summary

BB Memory 10240 MB

| crus 2

[ videocard Video card

& VMCIdevice Deprecated

@ SCSI controller 0 LSI Logic Parallel
-1 CD/DVD drive 1 (edited) Image File

& Hard disk1 Virtual Disk

& Floppydrivet Floppy 0

BB Network adapter1 VM Network

Virtual Machine Version: 9 |

—Device Status
[~ Connected
[T Connect at power on

—Device Type

— Virtual Device Node

¢ |IDE (1:0) CO/DVD drive 1 |

Step 9. On the Getting Started tab, choose Power on the virtual machine.

Step 10. Click the Console tab, and then watch the serverboot.

The virtual machine is prepared forinstallation.
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Deployment Details

Installing Cisco Unified CCX

Installthe Cisco Unified CCX platform

After the ISO/DVD loads, continue the installation on the serverconsole.

Step 1. Onthe DVD Found page, perform a media check by selecting Yes.
Step 2. If the media checkis successful, choose OK.

If the media checkdoes notpass, contactthe Cisco Technical Assistance Centeroryour
local representative to replace the media, and thenrepeat this step.

Step 3. On the ProductDeployment Selection page, verify the productis Cisco Unified Contact
CenterExpress, andthen choose OK.

Step 4. On the ProceedwithInstallpage, verify thatthe versionis correct, and then choose Yes.

Step 5. On the Platform Installation Wizard page, choose Proceed.
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Deployment Details

Step 6.

Step 7.
Step 8.

Step 9.
Step 10.

Step 11.

If no upgrade patch exists forthe version you are installing, on the Apply Patch page,
choose No.

If anupgrade patch doesexist, onthe Apply Patch page, choose Yes, and then follow the
instructions to complete the process.

On the BasiclInstallpage, choose Continue.

On the Timezone Configuration page, selectthe correcttime zone forthe serverlocation,
and then choose OK.

fimer ica-Los_fingeles

On the Auto Negotiation Configuration page, choose Continue.

On the MTU Configuration page, choose No.

On the Static Network Configuration page, enterthe following information, and thenchoose
OK.

* HostName—CCX1

* |P Address—192.168.1.28

¢ |P Mask—255.255.255.0

e GW Address—192.168.1.1
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Deployment Details

Step 12. On the DNS Client Configuration page, enterthe following information, and then choose
OK.

* Primary DNS-192.168.1.10

e Domain—cisco.local

Step 13. On the AdministratorLogin Configuration page, enterthe following information, and then
choose OK.

e Administrator I D—Admin

e Password—{password]
e Confirm Password—{password]
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Deployment Details

Step 14. On the Certificate Information page, enterthe information thatwillbe usedto generate
security certificates, and then choose OK.
e Organization—Cisco Systems, Inc.
e Unit=Unified Communications Group

e Location—=SanJose

State—California

Country=United States

I/ Tech Tip

These fields must match the information submitted to Cisco orthe licenses willnotbe valid.
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Step 15.
Step 16.

Step 17.

Deployment Details

Cisco Systems, Inc.

Inif ied Communications Group
Ban Jose

California

nited States

On the First Node Configuration page, choose Yes.

On the Network Time Protocol Client Configuration page, enterthe following information,
and then choose OK.
e NTP server 1-192.168.1.10

On the Security Configuration page, enterthe password forsernver-to-server
communication, and then choose OK.

I/ Tech Tip

These passwords must match the information submitted to Cisco, orthe licenseswillnotbe valid.

Step 18.
Step 19.

On the SMTP Host Configuration page, choose No.

On the Application UserConfiguration page, enterthe following information, and then
choose OK.

e Application UserUsermame—CCXAdmin

e Password—{password]

e Confirm Password—{password]
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Deployment Details

Step 20.

Step 21.

Step 22.
Step 23.

On the Platform Configuration Confirmation page, choose OK.

The system continues with the restofthe installation process withoutuserinput. The
system willreboota fewtimes during installation. The process can take 60 minutesor
more, depending on yourhardware.

After the software has finished installing, the login promptappears on the console.

Fromthe vSphere client, navigate to the virtual machine’s Getting Started tab, and then
choose Editvirtual machine settings.

On the Hardware tab, choose CD/DVD Drive 1.

Clear Connectatpoweron, and then click OK.

Setup application administration

After the software is installed, you use the webinterface in orderto complete the restofthe procedures.

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

With your web browser, access the IP address orhostname of the Cisco Unified CCX
serverand, inthe centerofthe page, click Cisco Unified Contact Center Express
Administration.

If youreceive a waring aboutthe website’s security certificate, ignore itand continue to
the page.

Enterthe name and password you entered on the Application User Configuration page in
Step 19 ofthe “Installthe Cisco Unified CCX platform” procedure, and then click Login.

On the Cisco Unified CCX Administrator Setup page, choose Fresh Install, and then click
Next.

On the Cisco Unified CM Configuration—Service Provider Configuration page, enterthe
following information, and then click Next.

e Unified CM serverIP address—192.168.1.16 (publisher)

e AXL Admin UserName—CUCMAdmiIn

e Password—{password](must match the password onCisco Unified CM).

On the License Information page, click Browse, locate the Unified CCX license file received
from Cisco, click Open, and then click Next.
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Deployment Details

Enter a license or zip file name

License File* | Browse...

Step 7. Afterthe license validation is completed, click Next.

Step 8. Afterall ofthe componentsare successfully activated, click Next.
Status

@ Component|s) successfully Activated,

Component Name Status
Cizco Monitoring Activabed
Cizco Recording Activated
Cisco Unified CCX Agent Datastore Activated
Cisco Unified CCX Config Datastore Activated
Cizco Unified CCX Engine Activabed
Cisco Unified CCX Historical Datastore  Activated
Cisco Unified CCX Node Manager Activated

Cisco Unified CCX Repository Datastore  Activated

Step 9. On the PublisherActivation page, click Next.

Datastore Name Server Name  Status

Cisco Unified CCX Historical Datastore CCX1 Mot Activated
Cisco Unified CCX Agent Datastore CCx1 Mot Activated
Cisco Unified CCX Repository Datastore CCXx1 Mot Activated

Step 10. On the Cisco Unified CM Configuration page, inthe AXL Service Provider Configuration
section, inthe Selected AXL Service Providers list, choose the Unified CM server
192.168.1.16(publisher), and then remove itfrom the list by clicking the right-facing arrow.

Step 11. UnderAvailable AXLService Providers, selectthe Unified CM servers
192.168.1.17(subscriber), and then move them to the Selected AXL Service Providers list
by clicking the left-facing arrow.

Step 12. In the ClusterWide Parameters section, it will be pre -populated with the credentials as
shown below:
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Deployment Details

Selected AN Seracs Prowders Fplabla AN Secace Proeden
192.168.1.17 . [ 752 168.1.27
192, 168 118 | WER 188 1 33
-4
v | 3
Chaster Wide Paramasters
Lizer Hame® CLUCRAdmin
Password® FESEESEREEES RS

Step 13. In the Unified CM Telephony Subsystem—Unified CM Telephony Provider Configuration
section, inthe Available CTI Managers list, choose the Unified CM servers
192.168.1.17(subscriber), and then move them to the Selected CTl Managers list by
clicking the left-facing arrow.

Step 14. In the ClusterWide Parameterssection, enterthe following information:
e UserPrefix-CCX_jtapi
e Password—{password]

e Confirm Password—{password]

Step 15. In the RmCm Subsystem—RmCm Provider Configuration section, in the Available CTI
Managers list, choose the Unified CM servers 192.168.1.17(subscriber), and then move
them to the Selected CTl Managers listby clicking the left-facing arrow.

Step 16. In the ClusterWide Parameters section, enterthe following information, and then click
Next.

e Userld—CCX_rmijtapi

e Password—{password]

e Confirm Password—{password]

Sedecied CT Maragers Agalably CT1 Manages
[z 182117 . ez 188127
iiﬂ1ii115 | 1 168.1.33
F
v L 4
Chustar Wits Paramaten
Ubgar id” CCX_rmyap
Pragwaed" AR EERNEEEE S
Confrm Passwond” ELL LR LR L L]
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Deployment Details

Cisco Unified CCX sendsthe userinformationto the Cisco Unified CM server, and the
application

users are created automatically.

Forhistorical reporting ofthe numberofHR sessions, use the maximum numberof
supervisors oradministrators who willbe running Cisco Unified CCXreports atthe same
time. For the Recording Count, enterthe maximum numberofconcurrentad-hocrecording
sessions.

The G.711 codecchoice requires one of the following choices forcalls thatdo notoriginate
from the same region andlocation asthe Cisco Unified CCXserver:

e Transcodersmustbe configured in Cisco Unified CM and added to the media resource
group listatthe Cisco Unified CCX site in orderto allow contact centercalls to and from
the remote sites.

e The regions mustallow 64 kbps asthe maximum audio bitrate between theirsite and the
Cisco Unified CCX site forthe contact centercalls.

j | Tech Tip
If either these two options are not completed, contact center calls from remote sites will
experience a fast-busy tone when calling the main pilot number for Cisco Unified CCX.
Step 17. On the System Parameters Configuration page, enterthe following information, and then
click Next:
e NumberofHR sessions—4
e Recording Count—25
e NumberofOutboundseats—100
e Codec—G.711
Mumber of HR sessions® 4
Recording Count* 25 (Limit : 84)
Mumber of Qutbound seats® 100 (Maximum limit :100)
Codec G711 -
Step 18. On the Language Configurationpage, enterthe language thatwill be used fordefault

Interactive Voice Response (IVR) prompts, , and then click Next.
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Deployment Details

IVR. Language Configuration

Language Group

Group Default

en_AU @
English ~ en CA

en_GB ©

en_US @

CAD/CSD Language configuration

CAD/CSD Language® English -

Step 19. On the UserConfiguration page, selectthe Cisco Unified CM users who need

administrative rights, move them to the Cisco Unified CCX Administratorlist by clicking the
left-facing arrow, and then click Finish.

Clsco Unified CCX Adminktrator Avnilable Uson

sudhper r abhip -
T
I-lmlr_rp
SUpdras o
ukentio
- g

The initial application administration setup is now complete.
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Deployment Details

Configuring Single Sign-On on Cisco UCCX

n
n
L
®)
O
o
o

Perform the metadataexchange onthe IdS serverand establishtrustbetween the
g IdP and IdS servers

1. AccessIdS servermanagement page using the following URL:
https://FQDN of UCCX:8553/idsad min/

2. Login using the Cisco UCCX application usercredentials:
User- CCXAdmin

Password —— Xxxxxxx

3. Choose Settings and click Download Metadata File. (This downloaded file should be uploaded on
the IdP server.)

Settings IdS Trust

)

Download SAML SP Metadata

Begin configuring the trust relationship between the Identity Provider(IdP) and the Identity
Server (IdS) by obtaining a SAML SP metadata file from the IdS Server. Use this metadata file

to configure trust relationship in Identity Provider (IdP)

Download Metadata File

4. SelectNext and click Upload IdP Metadata to upload the metadata file downloaded from the IdP
server.
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Settings 1dS Trust

IdP Entity Id : hitp:/fis.mmcvd.ciscolabs.com/adfs/services/trust

Upload IdP Metadata

Establish the trust relationship between the Identity Pr r (IdP) and the Identity Server (IdS)

by obtaining a trust metadata file ] it here

Use file browser to upload the fi

5. The following link provides the stepsto uploadthe IdS server metadatafile onto the IdP serverand
add the appropriate claimrules:

https://www.cisco.com/c/en/us/support/docs/customer-collaboration/unified -contact-center-
express/200612-Configure -the-ldentity-Provider-for-UCCX.htm| -anc10

Enable Single Sign-onCisco UCCX

1. Access the Cisco UCCX administration page using https://uccx.mmcvd.ciscolabs.com. Enter
the administratorcredentials:
UserName -Sudheer
Password -- XXXXXX

2. Click the System menu and select Single Sign-On (SSO).

‘System Applications ~ Subsystems  Wizards Tools  Help

Server

Cisco Unified CM Configuration

System Parameters

Recording Configuration red successfully Click here to update Cisco Identity Service configuration

Single Sign-On (SSO)

Custom File Configuration

memmmm—E

3. Click the Register buttonto registerthe components to be enabled forSingle Sign-On. Agreen
checkmark will appearnextto componentsthatare successfully registered.
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—On-Boarding SSO Components
@ SSO components are registered successfully
Register
Component uccx.mmcvd.ciscolabs.com
cex M
CuIC (V]
Finesse Desktop (V]

4. Beforetestingthe SSO operation, ensure the following items are configured:

i Before proceeding with the SSO Test operation ensure you have:

Configured and Performed LDAP Sync in CUCM.

Assigned administrator rights to one or more enterprise users.

Assigned reporting capability to Cisco Unified CCX Administrator (assigned in Administrator Capability view) and executed CLI command "utils cuic user make-admin CCX\<Admin's User Id>".
Use the configured user with administrator rights for the SSO Test operation.

5. Inthe SSO testpanel, click the Test button. Inthe message appears, acceptthe certificates.

A green checkmark will appearnextto components thatare successfully tested.

—SSO0 Test
@ SSO flow is tested successfully
Test
Component ucex.mmevd.ciscolabs.com
cexX (V]
CulC (V]
Finesse Desktop (V]

6. Inthe SSO Status panel, click the Enable button to activate Single Sign-On.

A greencheckmark will appearnextto components thatare succe ssfully enabled.

—S8O0 Status

@ Current status: SSO Mode

Enable Disable

Enable operation is allowed only after the SSO Test is successful

Component uccx.mmevd.ciscolabs.com
cex ]
cuic (V]
Finesse Desktop (]
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Configuring Context Service on Cisco UCCX

1 Confl o C sterforC Sen

n
n
L
®
O
o
o

Configure Cisco UCCX to registerforContext Service

1. OpenCisco UCCX using https://uccx.mmecvd .ciscolabs.com and select the Cisco Unified
Contact Center Express Administration

Cisco Unified Contact Center Express Tools

¢ Cisco Unified Contact Center Express Administration
¢ Cisco Unified Contact Center Express Reporting

You are redirected to authenticate with the IdP serverand willbe presented with the UCCX
SSOsign-in screen forfirst time sign-in only.

2. To signinto Cisco UCCX administration, enterthe below credentials and click Sign in:

Username-sudheer@mmcvd.ciscolab.com
Password- password
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UCCX SSO

Sign in with your organizational account

sudheer@mmcvd.ciscolabs.com

Sign in

3. Click the System menu and then choose the System Parameters menu option.

UL CIDUU UG U R

- Applications  Subsystems

Server

Cisco Unified CM Configuration
System Parameters
Recording Configuration

Single Sign-On (SSO)

-~ B _— -

4. Underthe Context Service Parameters section, setthe following configuration:

e Lab Mode—Enable (Forproduction mode this should be Disabled)
e Request Timeout—=5000
e Proxy Type—Hittp

Parameter Name Parameter Value Suggested Value
Lab Mode* ©Enable ( Disable Disable

Request Timeout* 5000 milliseconds(Min:200 Max:5000) 5000 milliseconds
Proxy Type Http (http://myproxy.mmcvd.ciscolabs.com:8080)

5. Underthe Proxy Parameters specify:

e Http—myproxy.mmecvd.ciscolabs.com:8080
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Proxy Parameters
Parameter Name Parameter Value
Http myproxy.mmcvd.ciscolabs.com | : 8080 (Hostname:Port)

6. Click Update to save the changes.

Configuring the Help Desk

-

Create the call control group.
Create skills

0
(2]
Ll
®)
o
o
o

E

© 0o N o o b~ W N

|

After you configure the application administration forthe firsttime, the nexttaskis to configure the help
deskto allowthe system to begin taking calls from end users.

Create the call control group

A call controlgroup createsa group of computertelephonyintegration (CTI) ports on Cisco Unified CM
that are used to send calls to Cisco Unified CCX forlVR treatmentand queuing. The callstays on the CTI
portuntilitis sentto anagent.

Step 1. Accessthe IPaddressorhostname ofthe Cisco Unified CCX serverbyusing yourweb
browserand then, inthe centerofthe page, click Cisco Unified Contact Center Express
Administration.

Step 2. Enterthe usemame and password of one ofthe users you assigned administrative rights in
Step 20 ofthe previous procedure, and then click Login.
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[]
C s | omlment dems
. Step 3. Navigate to Subsystems > Cisco Unified CM Telephony > Call Control Group, and then
click Add New.
Step 4. Enterthe following information, and then click Add.
e Description—Unified CM Telephony Group
e NumberofCTlports—4
e Media TerminationSupport—No
e Group Type—Inbound
* Device Name Prefix-CTIP
e Starting Directory Number—8009950
e Device Pool-DP_HQ1_1 (defaultforheadquarters location)
e DN Calling Search Space—CSS_Base
e Location—Hub_None
e Partition—PAR_Base

Leave the otherfields attheirdefault settings.

Create skills for each differenttype ofcallyou expectto receive in the call center.

Step 1. Navigate to Subsystems > RmCm > Skills, and then click Add New.

Step 2. On the Skill Name page, enterlT, and then click Save.

Skill Mame™ T
Step 3. On the Skills search page, click Add New.

Step 4. On the Skill Configuration page, enter HR (For Human Resources), and then click Save.

Step 5. Create additionalskills, by repeating steps 3and 4.

Assign skills to contactservice queues

Create Contact Service Queues (CSQ) foreach skill entered in the previous procedure.
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/ Tech Tip

The CSQ names created here must exactly match the queue namesreferenced in the application
scripts that are described laterin this guide. The example scriptusesthe CSQnamesoflTand HR.Be

sure to add these queuesto the server.

Step 1. Navigate to Subsystems > RmCm > Contact Service Queues, and then click Add New.

Step 2. On the first Contact Service Queue Configuration page, enterthe following information, and
then click Next:
* Contact Service Queue Name—IT
e Contact Service Queue Type—Voice
e AutomaticWork—Disabled
e Wrapup Time—Disabled
* Resource PoolSelection Model~Resource Skills
e Service Level-5 (seconds)
e Service LevelPercentage—70

e Prompt—No Selection
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Step 3. On the second Contact Service Queue Configuration page, enterthe following information,

and then click Add:

e Resource Selection Criteria—Longest Available
e SelectRequired Skills—IT

e Minimum Competence—b

Contact Service Queue Name IT

Resource Selection Criteria® Longest Available -
HR
Select Required Skills T
Add
Skills g’{i)’r'li’[’}';’t:‘nce Delete
T 5 ¥

Step 4. Foreachadditionalskill(such as HR), click Add New, and then repeatsteps 2and 3 using
the appropriate information.

Associate aphoneto anagentuserlD

There are two ways to associate agents and supervisors with a phone. You can use e xtension mobility to
allow agentsto loginto a Cisco IP phoneoryou canassociate an agent’s Cisco Unified CM userID
directly with a phone. Both options can be used forthe same Cisco Unified CCXinstallation. Choose
extension mobility if youragents move around from day to day orif you have more than one shiftand the
same phone willbe used by multiple agents. Choose the phone associationmethodif the agentswork
from the same phone everyday.

Step 1. Use yourweb browserto access the IP addressorhostname of the Cisco Unified CM
publisherand then, inthe centerofthe page, click Cisco Unified CM Administration.

Step 2. Enterthe application administratorusermame and password for Cisco Unified CM, and then
click Login.

Perform the next several steps only if you are planning to associate agents directly to a
phone. If you will use extension mobility exclusively with your agents, you can skip to the
next procedure.

Step 3. Navigate to Device > Phone, click Find, and then click the name ofthe agent’s phone.

Step 4. On the Phone Configuration page, clickline [1]. This adds the Cisco Unified CCX
information forthe specificline onthe phone.
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Step 5.
Step 6.

Step 7.

Step 8.

Scroll down to the bottom ofthe page, and then click Associate End Users.

On the Find and ListUsers page, click Find, and then choose the agentforthis line by
selecting the checkboxnextto theirname.

Click Add Selected. You retumn to the previous page.

-Users Associated with Line

Full Hame User ID Permission
[ kumar.sudhesr sudhesr G)

| Associate End Users | | Select all | | Clear Al | | Delete Selected |

Repeatsteps3 -7 foreach additionalagentand supervisorphone, using each agent’sand
supervisor's specificinformation.

Associate userlD to a phone orprofile

In this procedure, you associate the agentand supervisoruserID to a phone orextension mobility profile.
Please choose one orboth ofthe following options:

e If you are associating agents with phones, follow the steps in Option 1, “Phone Association.”

e If youragents willuse extension mobility to log in to their phones, follow the steps in Option 2,
“Extension mobility association.”

Option 1: Phone Association

Step 1.
Step 2.
Step 3.

Step 4.
Step 5.

Navigate to User Management > End User, and then click Find.
Selectthe agentorsupervisorfrom the previous procedure, and then click the userlID.

On the End UserConfiguration page, scrolldown to the Device Information section, and
then click Device Association.

On the UserDevice Association page, click Find.

Selectthe check boxnextto the agent’sphone, and then click Save Selected/Changes.
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Step 6. In the upper-rightcomerofthe page, in the Related Links list, choose Backto User, and
then click Go.

-Device Information

Controlled | SEP3CCE73ADDSC2 7
Devices Device tion
| Line A ance Association for Presence

Available | supervisor_profile %
Profiles

WA
€Tl sudhskum _profils .
Centralled -
Dewvice
Profiles -

Step 7. On the End UserConfiguration page, scrolldown to the Extension Mobility section, and
then confirm that the Allow Control of Device from CTIl check boxis selected.

- R PO T
Avadsble Profles Supbraser_profle x|
L

Coenrrolbed Frofdes sudhelim_prolds a
w
.

Dedmult Profile pedakum_profls -

BLF Prosency Group® Sandird Pragancs group =

SUBSOREBE Calbryg Seafch Spate « Mane » -

o adiow Contnal of Darvice from CT1
L ig i Eobeiry Crose Chpter

Step 8. Scrolldown to the Directory NumberAssociations section, setthe IP Contact Center (IPCC)
Extensionto the phone’sdirectory numberfrom the previous procedure, and then click
Save.

Directory Number Associations
Primary Extension 51004007 in PAR_Base -

IPCC Extension 8000027 in PAR_Base -

Step 9. Foreachadditionalagentorsupervisorusing phone association, repeatsteps 1 - 8 using
their specificinformation.
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Option 2: Extension Mobility Association

Step 1.
Step 2.
Step 3.

Step 4.

Step 5.

Step 6.

Navigate to User Management > End User, and then click Find.

Selectthe agentorsupervisor, and thenclick the userlID.

On the End UserConfiguration page, scrolldown to the Device Information section, select
the agents profile from the Available Profiles: sudhekum_profile, and then click the Down-

Arrow icon to move it into the CTI Controlled Device Profiles.

Earwii e Inlarealion

Controlied | SEFICTE FIABOSE]
[Daryarms

Darwice ARAscaRbEan
Linsn tsan lor
Bomdably oo el
Prodid
b ]
on wdheing—_profic
Contrailed P
(Devemn
ol A

Scroll down to the Extension Mobility section, and then confirm the Allow Control of Device

from CTI check boxis selected.

Avalable Prohles Supirviser_prafile
A iy
Conbrolbnd Frofdes sudteinum_prolis
Defalt Profile sudheioum_profle -
BLF Presence Group® SEanciard Pracencs group -

TUASCRIAE Calbnig Tearch Spate « Nosw

| g Conbrod of Dwwics from CT]

Erabla [ Moty Cross Clugher

4

Scroll down to the Directory NumberAssociations section, setthe IPCC Extension to the

agent’s extension mobility number, and then click Save.

Directory Number Associations
Primary Extension 82114120 in PAR_Base

IPCC Extension 82114120 in PAR_Base

Foreach additionalagentorsupervisorusing extension mobility association, re peat steps 1

- 5, using theirspecificinformation.
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_ Assign skills to resources

Cisco Unified CM users associated with IPCC extensions appearautomatically as resources in Cisco
Unified CCX. Using the resource liston the Cisco Unified CCX Administration page, you assign skills to
resources, making them available to answercalls in particular Contact Service Queues (CSQs).

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Deployment Details

Use yourweb browserto access the IP address orhostname ofthe Cisco Unified CCX
serverand click Cisco Unified Contact Center Express Administration.

Enterthe name and password of a userwith administrative rights to Cisco Unified CCX, and
then click Sign In.

Navigate to Subsystems > RmCm > Resources. Onthe Resourcessearch page, underthe
Resource Name, click a user.

On the Resource Configuration page, in the Unassigned Skills list, choose the skill(s) that
you want to assign, and then move the skill(s) to the Assigned Skills list by clicking the left-
facing arrow.

Selectthe Competence Levelforthe resource, and then click Update.

Rasouncs MName Sudhpar Kamae
Resounce 1D Sisdhisd
IPCC Exfension B100A00 T
Ragoics Group ot Selecied- =
fufipmabs badlatie” = Enabied " Digabied
Assigned Sills Linassigned Skalls
IT E HR

=k <

l’ -

Compatence Level 5 = (1-Beginner 10-Expa)
Taam IT -

Foreach additionalresource, repeatsteps 3 - 5, using the appropriate information foreach
agent.
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Create the supervisorsand teams

The first step in building ateam s to create a supervisor. Asupervisorhas a full view ofa team’s
performance and can monitorthe agents by using the Cisco SupervisorDe sktop.

Step 1. Navigate to Tools > User Management > Supervisor Capability View.

Step 2. On the UserConfiguration page, in the Available Users list, choose the users youwantto
designate as supervisors, move them to the Cisco Unified CCX Supervisor list by clicking
the left-facing arrow, and then click Update.

ETTH

Cisoo Unilisd OCX Supaivisor” Avndabda Usars
ST S0 = abhijt

sandaap

Budhaer

uSeriod
4 user

Step 3. Navigate to Subsystems > RmCm > Teams, and click Add New.
Step 4. On the Team Configuration page, enterthe following information, and then click Save.
e TeamName—IT
e Primary Supervisor—{Supervisor]
* Assigned Resources—{Agentorsupervisor]
e Assigned CSQs—IT

Team by T
Py Bugedida o F
Sy T Syt L
L
|
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Step 5. Foreachadditionalteam, repeatsteps3and 4, using the appropriate information.
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_ Create scripts and applications

In this procedure, an extemally created scriptis uploaded to the serverto demonstrate how to upload your
script and create yoursite -specificapplication.

/OO\ | Reader Tip

This guide usesthe example scriptand prompts from a zip file that is included with the document. The
script can be usedas atemplate foryourhelp desk application. The zip file canbe downloaded from

the following URL: hitp ://www.cisco.com/go/cvd/collaboration/

Please usethe example scriptas atemplate foryourscripts.

Step 1. Navigate to Applications > Script Management, selectthe scriptto upload, and then click
Upload Scripts.

Step 2. Click Browse, find the location ofthe script (scripts have the file extension .aef), and then
click Upload.

Step 3. Afterthe scriptis successfully uploaded, click Return to Script Management.

Step 4. Navigate to Applications > Application Management, and then click Add New.

Step 5. Onthe Add ANew Application page, select Cisco Script Application, and then click Next.
Step 6. On the Cisco Script Application page, enterthe following information, and then click Add.

e Name—Help Desk

e ID—{automaticsetting] (do notchange this value)
e Maximum NumberofSessions—4
Script—=SCRIPT[He Ipdesk.aef]

e Description—Help deskforIT and HR
Enabled—Yes
Default Script—=System Default
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The triggerforan applicationis the phone numberthe userswilldial when they wantto speak with
someone atthe help desk.

Step 1.
Step 2.
Step 3.

In the upper-leftofthe Cisco Script Application page, click Add New Trigger.

In the Trigger Type list, choose Unified CM Telephony Trigger, and then click Next.

On the Cisco Unified CM Telephony Trigger Configuration page, e nterthe following
information:

Directory Number—8009940 (CTI Route Pointthat will be automatically created in Cisco
Unified CM to direct calls to this application)

Language—English (United States) [en_US]

Device Name—InternalHelp

Description—TriggerforinternalHelp Desk

Call Control Group—Unified CM Telephony Group (1)
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Step 4.

Click Show More, enterthe following information, and then click Add:

* Enabled—Yes

* Maximum NumberofSessions—Default

e |dle Timeout(inms)-5000

e Override Media Termination—No

e Alerting Name ASCIll-Help DeskPilot

e Device Pool-DP_HQ1_1 (headquarters default)
e |Location—Hub_None (headquarters default)

e Partition—PAR_Base (phone default)

* Voice Mail Profile—None

e Calling Search Space—CSS_Base

Leave the rest of the fields at their default settings.
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Associate Cisco Unified CCXapplication user

The nextsetofstepsassociate the Cisco Unified CCXapplication userwith the phones, extension mobility
profiles, CTIRoute Point,and CTIPorts in Cisco Unified CM. Please choose one orboth ofthe following

options:

e |f you are associating agents and supervisors directly with phones, follow the steps in Option 1,

“Phone Association.”

e If youragents and supervisors are using extension mobility on theirphones, follow the stepsin Option
2, “Extension Mobility Association.”

Step1. Froma newbrowserwindow, accessthe IP address orhostname ofthe Cisco Unified CM

publisherand then, inthe centerofthe page, click Cisco Unified CM Administration.

Step 2. Enterthe administratorusemame and password for Cisco Unified CM, and then click Login.

Step 3. Navigate to User Management > Application User.
Step 4. On the Application Usersearch page, click Find, and then click CCX_rmijtapi.

Step 5. On the Application UserConfiguration page, in the Device Information section, the

Available Devices list, choose the Unified CCX CTl ports and the Unified CCXCTI route

point, and then click the down-facing arrow.

Option 1: Phone Association

Step 1. On the Application UserConfiguration page, underDevice Information, in the Available

Devices list, choose the agentand supervisorphones, and then move them to the

Controlled Devices list by clicking the down-facing arrow.
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Step 2. Click Save.
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Option 2: Extension Mobility Association

Step 1. On the Application UserConfiguration page, underDevice Information, in the Available
Profiles list, choose the agentand supervisorprofiles, andthen move them to the CTI
Controlled Device Profiles listby clicking the down-facing arrow.
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Step 2. Click Save.

Create and upload the prompts

In this procedure, externally created prompts are uploaded to the serverto demonstrate how to upload
your prompts.

/OO\ Reader Tip

This guide usesthe example scriptand prompts from a zip file that is included with the document. The
prompts can be usedas examplesforyourhelp deskapplication. The zip file can be downloaded from

the following URL: hitp ://www.cisco.com/go/cvd/collaboration/

Please use the example prompts as templates foryourrecordings.

Prompts are played to the callers when they are inthe application. You mustrecord the promptsas .wav
fles and save theminalocationreachable by the PCaccessing Cisco Unified CCX Administration.

Step 1. Navigate to the Cisco Unified CCX Administration main page.
Step 2. Navigate to Applications > Prompt Management, and then click the en_US folder.

Step 3. Afterthe folderopens, click Upload Prompts.
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Step 4. Fromthe Upload Promptpage, click Browse, locate the prompt WAV file, selectit, and then

click Upload.

Step 5. Foreachofthe prompts, repeatStep 4, and then click Return to Prompt Management.

Name Size Date Modified Modified By  Delete Rename  Refresh
_J AfterHours wav 10013 KB 11/28/2012 09:13:11 AM Pacific Standard Time kfleshne ﬁ a @
0 Goodbye wav 1326 KB 11/28/2012 09:13:19 AM Pacific Standard Time  kflashne i | o [
B et v TASIKB  11/28/2012 09:13:27 AM Pacific Standard Time Ifleshne it > 24
B ik ont 2w 5342 KB 11/28/2012 09:13:34 AM Pacific Standard Time Ifleshne it - 8
j ThankY oulT.wav 59.67 KB 11/28/2012 09:13:41 AM Pacific Standard Time kfleshne &} S [
_J Verylmportant wav 57.95 KB 11/28/2012 09:13:47 AM Pacific Standard Time kfleshne ﬁ a v‘-}
1) weicome wav 4453 KB 11/28/2012 09:13:53 AM Pacific Standard Time kfleshne E & &

Step 6. Navigate to Applications > Application Management, and then click the application that

youcreated in Procedure 8, “Create scripts and applications.”

Step 7. Change the defaultpromptsbyselecting the checkboxnextto each one, clicking Show
Prompts, and then choosingthe appropriate file from the listofyourown uploaded
prompts. Aftertheyare allchosen, click Update.

j | Tech Tip

Custom prompts must have the following WAV format specifications:
Bitrate: 64 kbps

Audio sample size: 8 bitChannels: 1 (mono) Audio sample rate: 8 kHz
Audio format: CCITT u-Law

Note thatthe new promptnames mustmatch the variable valueslistedin the scriptapplication orthey
will notplay.

Verify Cisco Unified CCX Engine status

Check the status ofthe Cisco Unified CCX engine in orderto ensure the inte gration with Cisco Unified CM
is working properlyand is ready to receive calls.

Step 1. From the Navigation menuin the top right, choose Cisco Unified CCX Serviceability, and
then click Go.
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Step 2.

Step 3.

Step 4.
Step 5.

Step 6.

Navigate to Tools > Control Center-Network Services, and then checkthe status ofthe
Cisco Unified CCX Engine.

On the Cisco Unified CCX Engine line, the Status should read In Service; if this is the case,
the configuration ofthe serveris complete and you can skip ahead to Configuring the Cisco

Finesse Desktop. Ifthe Status is Partial Service, continue to the nextstep to atte mptto fix
the problem.

From the Navigation menuin the top right, choose Cisco Unified CCX Administration, and
then click Go.

Navigate to Subsystems > Cisco Unified CM Telephony > Data Synchronization.

Select Call Control Group(s), Trigger(s), and CM Telephony User(s), and then click Data
Resync.

Repeatsteps 1and 2to recheck if Unified CCX Engine has come into service.

Configuring Web Chaton Unified CCX

/OO\ Reader Tip

Cisco SocialMinerinstance should be deployed before configuration of Web Chat. Please referforthe
Cisco SocialMinerdocumentation. Please use the example prompts as te mplates foryourrecordings.

Step 1.

Navigate to the Subsystems > Chat and Email > SocialMiner Configuration. Enterthe
following details and click the Save button

e |P Address/Host Name—CCX-SM.cisco.local
e Username—ccxsm

e Password—[xxxxx]

Configure SocialMiner

IP Address / Host Name ™. ccx-SM.cisco.local
User Name*: pr—

Passwﬂrd".‘ ddbeRad ke

Save || Cancel
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Step 2. Log into the Cisco Unified OS Administration interface and navigate to Security >

Certificate Management. Click Upload Certificate/Certificate Chain and enterfollowing
details

e Certificate Name:tomcat-trust
e Description: SocialMiner

e UploadFile: Click the Browse button and selectthe SocialMiner certificate file to be
uploaded.

Upload Certificate/ Certificate chain
Certificate Name* tomecat-trust -

Description SocialMiner

Upload File No file selected.

Step 3. Check underUnderthe SocialMiner Sstatus, make sure the Feeds and, Campaigns should
have the a green tick check mark

SocialMiner Status
® Feeds: (/]

® Campaigns: &

® Notifications: &

/OO\ Reader Tip

The Notifications status willonly change to green afterhaving atleast 1 Web Chatrequestsand 1 Email
request

Step 4. Navigate to the Subsystems > Chat and Email > Contact Service Queues
Step 5. Click the Add New buttonto add a new CSQ and specify the following:

e CSQ Name—IT helpdesk

e Resource Selection Criteria—Longestavailable

e CSQ type—Chat
Step 6. Click Next to do the skillassociation forthe newly created CSQ in step 4
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Step 7. UnderSkills, selectthe IT from the Available skills, click Add and then click Save.

Available Sel
HR | Add |

Step 8. Nextnavigate to Subsystems>Chat and Email>Teams menu. In the Available CSQ’s select
the IT-helpdesk and click the leftarrow to move it to Assigned CSQs and click the Save
button.

Configuring Emailon Unified CCX

/OO\ Reader Tip

Before configuring the Email, Cisco SocialMinershould be deployed.

The MicrosoftExchange servershould alsobe setup priorto configuration of Emailon Unified CCX.
Referthe Microsoftknowledge article forinstallation details

The customeralso hasoptionto choose Gmailor0O365.

Only secure emails i.e. SMTPS and IMAPS are supported.

Step 1. Navigate to Subsystems > Chat and Email > Mail Server Configuration, enterthe following
information and click the Save button:
e Incoming (Secure IMAP)
o HostName—exchange.cisco.local
o Portnumber—993
e Qutgoing (Secure SMTP)
o HostName—exchange.cisco.local
o Portnumber-587
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~ Incoming (Secure IMAP) -

Host Name™ ' exchange.cisco.local

Port Number*: |gg3

Qutgoing (Secure SMTP)

Host Name*™: exchange. cisco.local
Port Number": |sg7

Step 2. Navigate to Subsystems > Chat and Email > SocialMiner page. Under SocialMiner Status,
now the Email Server should have the green check mark

SocialMiner Status
® Feeds: (]

® Campaigns: &
* Notifications: &

® Email Server: &

Step 3. Navigate to the Subsystems > Chat and Email > Contact Service Queues and click Add
New buttonto add a new emailCSQ and enterfollowing information
e CSQ Name—IT-email
e Resource selection criteria—Longestavailable
e CSQ Type—Email
Step 4. Click Nextand enterthe usercredentials forthe inboxas below
e Email Usemame—IT@cisco.local
e Email password— [xxxxxx]

e Foldername—inbox

iPollinterval (seconds)—30
e Snapshotage (Minutes ) =120

Step 5. Click Next to associate the skillforthe IT-email CSQ. SelectIT in the Available Skills and
then click Save.
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Configuring Cisco Finesse Desktop

" . . .
» Red] .
3. Configure Reasons
4. Configure deskiop layout

7 5. Create phonebooks

L

8 6. Configure teamresources

o

a 7. Access the Finesse agentdeskiop
8. Change agentstatefrom NotReadyto Readyafterlogin
9. Accessthe Cisco Finesse Supernvisordeskiop
10. Si . . e

Finesse Desktop is a feature -rich Web 2.0 browser-based product that offers easy deploymentand lower
totalcostofownership. Opensocialtechnology offers flexibility of customized gadgetinsertion forother
browser-based applications. Finesse offers REST APIs which make it easyto develop customized
applicationsand CRM integrations to meetbusiness require ments.

Procedure 1 Access Cisco Finesse administration

Step1. Openasupportedbrowser

Step 2. Access the Cisco Finesse administrationlogin page by entering the following URL.
https://luccx.mmcvd.ciscolabs.com:8445 /cfadmin

Step 3. Theloginscreenappears. Enterthe following details.

e Username: Sudheer

e Password: [Password]

RegisterforContext Service

Step 1. UnderRegisterwith Context Service, click Register.
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ion admin ials to complete regi

Uponsuccessfulregistration you should see the following screen:

Register with Context Service

+/ Registered with Context Service. To monitor the Context Service status navigate to Cisco Cloud Collaboration Management

Deregister

Configure Reasons

Step 1. On the Cisco Finesse Administration home page, click the Reasons tab.

Step 2. In Manage Reason codes (NotReady gadget), click New. A newreason codeis created.

Heorer Heanon Lods
Riasin L ks knch R Toscd 1000
Cagdaal? e

Step 3. Create reasoncodes forotherstatesbyrepeating steps 1and 2.

Configure desktop layo ut

Step 1. On the Cisco Finesse home page, click the Manage Desktops tab.

Step 2. In the Finesse LayoutXMLgadget, you can designthe required layoutusing the XML
constructs.

Step 3. To enable the Chatand Email gadgetonthe Finesse screen, search on the Finesse XML
layouttextboxfor “my-socialminer-server” and replace it with the actual FQDN ofyour
SocialMinerinstance. Also remove the comments.
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O
C comens | Depoymen e
]
Create phonebooks

Step 1. Click the Phonebooks tab.

Step 2. In the Manage phonebooks gadget, create new phonebooks by clicking New. The
phonebook canbe assignedto allusers oratteam levelvia the Assign To list box.

Procedure 6 Configure teamresources

Step 1. Click the Team Resources tab.

Step 2. In Manage Team Resources gadget, selectthe ITteam forwhich you wantto associate the
resources fromthe listofteams available.

List of Teams

Step 3. In Resources for IT, click the Desktop Layout tab, and then associate the desktop layoutto
this team created above. Likewise, click otheravailable tabs, to associate the Phonebooks,
Reason Codes created in above steps.

Access the Finesse agentdesktop

Step1. Openasupportedbrowserand enterthe following URL.
http://uccx.mmcvd.ciscolabs.com:8445/desktop

Step 2. Enterthe following details atthe log in screen (If SSO is enabled you are automatically
redirected to the IdP serverto log in forthe first time )

e Username: Sudheer

e Extension: 8140007

Afterlogin, the agenthome screen appears showing the default Agent CSQ Statistics
Reportand Agentteam summary reportgadgets
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Change agentstate from NotReady to Ready afterlog in

Step 1. Underthe agentname, click the down arrow, and then choose Ready forthe state.

& Ready
@ NotReady- bras
@ Mot Ready- kindh

Step 2. To enable the agentsto acceptEmailand Chatrequeston the Finesse screen change the
state to Ready for Chat and Email using the pull-down arrow as shownbelow.

"ﬂnrm My Statisfics Manage Call Manage Chat and Email

@ Ready for Chat and Email +

Step 3. Click the Manage Chat and Email tab to view/respond to the existing Emailand Chat
requests. Foreverynewrequest,anagentsees a pop-up message onthe Finesse screen.
To respondto a query, the agentclicks Accept.

Customer:.Jahn smith Service Queue:(T helpdesk
Email:jsmithi@abc.com Details:query onwe chat |
City New york Titleshyr

[ ] Cugiomar john smih Serdca Quaua [T halpdecic
aukumar
i ey i i hilp you

Juhn smih
need a quick query on newhsoik cutage thal happened st row

sukumar
akay

i ¢
it e

© 2010-2074 Ciscn &
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Frsm - < iBcipen bocals To i logar

Sent - Tuesday, January 13, 2015 12:58 AM Subject Re: narwiwork cutage issus

To IT Email <T@cisca locals Sanvice Ousun (T-amail

Suhject: newiwork cutage msue Bl U EE 32 Raa “5/sq
hi agent,

an you fix this please?

Step 4. On acall with the agent, ifthe customeris registered with the context service, the agent
will see the customer’'s details. The agentcan enterand save information.

Customers < 8000023 ~
A-Open  (y.Recent  Q Search FirstName 5000023
8000023 Last Name Tarle
8000024 Street Address 1
8000024 . Street Address 2
8000021 City San Francisco
State CA
Zip Code
Country us
Home Phone
Mobile Phone 8000023

Home Email

Wark Fraail

Access the Cisco Finesse Supervisordesktop

Step 1. Enterthe following URLin a supported browser:
http://luccx.mmcvd.ciscolabs.com:8445/desktop

Step 2. Loginasasupervisorbyentering the supervisorextensionnumber.

eam'| TeamData QueueData  Manage Customer

2 Start Monitoring | @ Ready = @ NotReady | @ Sign Out ﬁ
Agent Name A | State Time in State | Extension
kumar ® Not Ready 00:01:23 81004007
kumar ® Not Ready 00:04:22 81004008

PAGE 53



Deployment Details

N

ol oo | e
]

/O'O\ Reader Tip

Bydefault, the supervisordesktop includesthe Manage Team, Team Data, Queue Data, and Manage
Customertabs. Each ofthese contains default gadgets that provide relevant statistical information using
the Unified Intelligence Center.

Step 3. Next, selectanagentbelongingto the ITteam from the Team Performance gadgetto
perform eithera sign-out, forcedready orsilentrecording onbehalfofthe agents.

2, Start Monitoring | @ Rea :slgnom

kumar @ Ready 00:11:20 81004007
00:04:10 81004008

 kumar, | @ Ready

Likewise Click othertabs to viewthem, ifneeded.

Procedure 10 Silently monitorand barge-in to existing agentcallby supervisor

Step 1. Inthe Team Performance gadgeton the supervisordesktop, click Start Monitoring. Now
the supervisorcan listen to the agent’s conversation.

/ Tech Tip

The agentshould bein Talking state forthe Monitoring Agentbutton to be enabled. The supervisor
should bein NotReady state to startthe Monitoring Agent. For Silent monitoring to work, BIB onthe

phone should be enabled.

iﬁmiﬁﬁnﬂﬁ.IIIIIIIIIIIIIIIIIIIIIIII--------------------

BTl © Ready | @ Not Ready W

kumar ® Not Ready - lunch 00:00:49 81004007

fkumarfe Talking 00:00:20 81004008

Step 2. Next, barge-into anexisting agentcall, by clicking Barge-In in the call controlarea ofthe
supervisordesktop.
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W @ Ready | 2 Monitoring Agent

Agent Name A | State | Time in State Extension
Sudheer Kumar © Talking 00:04:27 B1004007
& kumar @ Not Ready 00:01:20 81004008

Using Cisco Unified Intelligence Center

1S e :

n
n
L
O
O
o
o

Cisco Unified CCX users canaccess reports by using Cisco Unified Intelligence Centerand Cisco Finesse.
Unified Intelligence Centeris a comprehensive, end-to-end re porting solution for Unified CCX which
providesaccessto Historicaland Live Datareports.

With Unified Intelligence Center, you can complete the following tasks:
e Generate andview reports.
e Filter data inthe reports by setting parameters.
* View help forareport.
e \View the reportina new browser.
* Create and view dashboards.

e View permalinks forreports and dashboards, aswellas copy this permalink URland postitonto a
webpage forpublicviewing ofreports ordashboards without needing to log into Unified Intelligence
Centeror have a Finesse desktop.

e Configure thresholds forgrid data cells.

Start using Cisco Unified Intelligence Center

Step 1. Access the Cisco Unified Intelligence Centerbygoingto:
https://ucex.mmevd .ciscolabs.com. Then click Cisco Unified Contact Center Express

Reporting to access the CUIC home page shown below. (The firsttime you log in, you will
be redirectedto the IdP serverto entercredentials if SSO is enabled.)
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Cisco Unified Intelligence Center

Extend the boundaries of traditional contact center reporting

Home

o Version 11.5(1) Build 11.5.1.10000.61

Dashboards

Reports

P §

Users

07

Configure

Creating and Editing Reports

1. Create sub-folderto store the customized reports
. .
Generate and viewreports

0
(2]
L
O
O
o
o

> @D

Creating sub-folderto store customized reports

/ Tech Tip

To be able to create afolder, the usermustbe given administrator priviegesin the CUIC application.

To be able to create report, the usershould also have the report designerand re port definition designer
access privileges.

Step 1. In the left pane, click the Report menu option. The available folders are displayed.

Cisco Unified Intelligence Center CoReuinesr

Q Al Favorites 0 O Koo &
Name - Description Report Definition Actions
= Stock Report stock category
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B 88 88 L] L] O
B 8 88 B
BEER B8
N |
© Comems | oepmen Dews
L]
Step 2. Navigate to Report > Stock > Unified CCX Live Data. On the top-rightcormerofthe

screen, click the New drop-down menuand select Folder. Then create a new folder
named IT HelpDesk D ata.

Cisco Unified Intelligence Center coKiudriear

Q Al Favorites 0 O
Re rt
Report ~ Stock © Unified CCX Live Data Sk

Folder

Name Description Report Definition Ac
Import

B Agent Agent

B Supervisor Supervisor

Create Reports using the Report creation wizard

Step 1. In the newlycreated folderclick the New dropdown menu and selectthe Report menu

Step 2. Modify Reportviews and define thresholds ifrequired. This is an optional step

New Report Wizard

Basic Information 5 Manage Views and Thresholds

;. Thresholds

Create New ~

Manage Views and Thresholds

Add, delete, modify Report Views and
Thresholds

Manage Filters
. ITHelpDeskD...  Grid [H|

Step 3. Click Next, to create filters based on which the Reportcanbe generated

Default  View Name Type Authenticate Links Actions
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New Report Wizard
sic Information . Manage Filters

Key Criteria  Field Filters

Fleld Name ResourcelAQStats.resourceld

Manage Filters Display Name ~ Agant ID

A dnle d modify Filters
Add, delote and modsfy Fiter Avallabla: Z Values Selected: 2 Values ﬂ

+ HR

= mz Sudheer
s
Sudheer

+ Detsult

BO

Step 4. Create otherreportdefinitionsbyrepeating above steps 1 - 4.

Create and view permalinks

Step 1. Navigate to the newly created Report, right-click underthe Actions and then click

Permalinks.

Name - Description Report Definition Actions

B T HelpDesk Data Team State Report Team State Report Definition
Edt
Save As
Rename
Move
Add Help
Delete
Share

Permalinks

Step 2. In the Permalinks window, click HTML to obtain the permalink as show below.

Permalinks

View Name a View Type Authenticate Links

IT HelpDesk Data Team ... Grid HTML

Link https://uccx.mmecvd.ciscolabs.com: 8444/ cuic/permalink/Permalink’
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© Comems | oepmen Dews
L]
Generate andview reports

Step 1. Navigate to Reports > Stock > Unified CCX Live Data > IT HelpDesk Data and click IT
Helpdesk Data Team State Report to view the report.

IT HelpDesk Data Team State Report

IT HelpDesk Data Team St... ~ (I Only Thresholds < -
Login Durstion {since midnight)

Agant ID Agent Name Gurrant State Duration

Sushesr  wudhesr umar Fascy 04:17:81

In the top-leftcorner, you can choose differentviews ofthe reportifdefined. You can
generate reports based on filtercriteria. The tools icon provides option to edit views and
manage thresholds.

/OO\ Reader Tip

Formore information aboutusing Unified Intelligence Center, see the Reporting userguide
and the online help available in the Unified Intelligence Center.
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Configuring the Dashboard

0
(2]
L
O
O
o
o

A das hboardis mix of multiple items thatyou would like shownon a single web page. You can create
multiple dashboards, and youcan decide ifeach one is private to certain viewers, orif you wantto allow
the dashboardsto be viewed by others via permissionsettings.

The following items can be added to any dashboard, and then moved and resized within the dashboard to
create the lookyou wantto see within each dashboard:

e Existing reports

e Scheduledreports
* Web page URLs

e Sticky notes

e Custom Widgets

Create a dashboard

To be able to create a dashboard, you musthave the following option enabled forthe Users underthe
Security > UserList tab:

e Dashboard Designer

= User Name CUICccxzdmin
Alias
' User is activa
First Nama Sudhaer
Last Name Kumar
Organization
Email
Phene
Description This i systenis super administrator [A mast 255 characters)
Time Zone ]_'TJ

Start Day Of The Waek @ Locale Based (Sunday) = Custom Setting | Sunday

8 Rules Login Usar System C: 1on Adrman Secunty ini: Dashboard Designar

Report Designer Repart Definition Designer Value List Collection Designer
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Step 1. Move the dashboard drawerto the editing and viewing palleton the rightside ofthe Unified

Intelligence Centerdisplay by clicking Dashboard drawer, right-click the dashboard folder,
and thenclick Create Sub-category.

@ Rafresh '? Halp
Available Dashboards:

Step 2. Create Dashboard window, enterthe following detailand click OK.

e Name: Helpdesk_dashboard

8 = Required fields

@ Name Helpdesk_dashboard

Permissions

My Group [Administrators) | | All Users
¥ Execute [ Write | Execute ¥ Write

| oK || cancel |

Step 3. Assign permissionsto the users, and then click OK. This example gives all permissions to
AllUsers.

Step 4. Foreachadditionaldashboard you wantto create, repeatsteps 1 - 3.

Add anitem to the dashboard

Step 1. Click Dashboards, and then selectthe dashboard youjustcreated soyou canadd new
items to it.
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el
)

Oveniew ® | Agent CSQ Statistics Report ® | Agent Team Summary Report @ | Agent State Log Report ® |

EA‘” ;J é Refresh ﬁ Slideshow [ Pop Out

Agent Team Summary Report =

AgentName state | Reasoncose [
Sudneerkumar  NotReady 32780
s kumar Ready 0

Step 2. Addanewitemonto the dashboard by clicking Add.
Step 3. In the Dashboard ltem settings window, enterthe title and the type ofitem to add.

Dashboard ltem Settings

Title: M-report

Type:  |Report =)
Size: 300 P wide 200 e tall
Position: 1 poc left 46.75 px top

Step 4. Seclectthe contentofthe item to be added into the dashboard (Example: Team State
Report), and then click OK.
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Dashboard ltem Content

& = Required fields
I!HEPﬂﬂ - ::

¢ Audit Trail

B BReR

il

*mm

Team State Report

Step 5. Selectthe resource(s)(ITin this example)forwhich the reportneeds to be generated, and
then click Run.

Basic Filters | Advanced Filters |

w0000

| Default -
in

Choose Collection:

sudheer -
cunanienr

| (Mone available)

The Report widget is placed into the dashboard, as shown in the following.

" |

Step 6. Foreachadditionalitem, repeatsteps1-5.
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Appendix A: Product List

Data Center or Server Room

with CCX Premium
licenses

Component Product Description Part Numbers Software
Call Control Cisco Business Edition 6000 with up BE6K-ST-BDL-K9 11.5

to 1000 users
Contact Center Cisco Unified Contact Center Express | CCX-11-SYSTEM-K9 11.5
Solution
Cisco SocialMiner | Cisco SocialMiner SocialMiner is included 11.5
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Endpoints

Functional Area Product Description Part Numbers Software
Phones Unified IP Phone 8900 Series CP-8961-C-K9 11.6
Unified IP Phone 7800 Series Unified CP-7821-K9 11.6
IP Phone 8800 Series CP-7841-K9
CP-7841-K9
ST
CISCO.
Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems. Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systerns International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go
to this URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply
a partnership relationship between Cisco and any other company. (1110R)

Prhted h USA CXX-XXXXXX-XX 06 /15
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