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Introduction

Audience

The audience for this documeigtnetwork administratos who wish to deploy a Catalyst 9000 series switch at a branch or
campus using Cisco DNA Center.

About The Solution

Cisco DNA Centeran help automate with buiin Plugand-Play (PnP) functionality aradlow switches, routers, and wireless
access points tbe onboarded to the network.An agent in the devicealthome Cisco DNA center and downloads the required
software and device configuration.

About This Guide

Thisguidewill only focus orhow to deploya singlenon-fabric switchusing Cisco DNBenterto helpreduce the costtemove
complexity and maximie productivity resultingn an overall savings ioperational expenses’ou may apply thigrocedureto
any Catalys©000 series switch bu this guide, wewill only focus onCatalyst9300 switch.

Readertip

For more information on Cisco DNA Center supported devices please refer to the compatibility matrix information
https://www.cisco.com/c/en/us/support/cloudsystemsmanagement/dnacenter/productsdevicesupporttableslist.html

Use Cases
Following are the twaise casscovered within this guide

s Automate dayzero onboarding of a switch with Plug and Play (PnP).

s Simplified process fdReturn Material Authorizatio(RMA).
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Figure 1.
Implementation Flow
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DEFINE DEPLOY

STEP2 STEP 4

DESIGN OPERATE

This document contains four major sections:

e}

TheDefinesection presents a higleveloverview of the campus LAN which will be designed and deployed through Cisco
DNA Center.

(e}

TheDesignsection discusses the creation of the site hierarchy within Cisco DNA Center; configuration of various network
services necessary for network operations.

O«

The Deploysection discusses discovery of the switch in a campus LAN; Define Golden image for a device in inventory,
Create Onboarding Template, Create Network Profiles for Switching, Assign Network Profile to Site, Discover and manage
network deviceandRdurn Material AuthorizatiofRMA)

O«

TheOperatesection briefly discussdhe known caveats of device onboarding using PnP and. RMA
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Define

Solution overview

Cisco DNA Center can help with the Habric wired deployments in various different ways suclg astwork discovery,
network inventory, management of software revisioRgturn Material Authorizationetc.

Reader tip

This guide only coveday-zero onboarding of a switch with Plug and PIay (PnPRmdrn Material Authorlzatlo(RMA) Forsoftware
image management (SWINBfer to ) anag ) j

Figure 2.
Campus Topology highlighting device onboarding in Access layer.
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Cisco DNA Center is designed for intbased networking (IBN). The solution breaks the process in to Day 0 and Day N. The
solution provides a unified approach poovisionenterprise networks comprised of Cisco routers, switches, and wireless devices
with a near zero touch deployment experience.

© 2019Ciscaand/or its affiliates All rights reserved. Page5 of 45
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When planning to provision any project, the PnP feature within Cisco DNA Center can Ratpvyiseon and add devices to the
project. This includes entering device information and setting up a bootstrap configuréill configuration, and Cisco device
image for each device to be installed. The bootstrap configuration enables the PnP Agent, specifies the device interface to b
used, and configures a static IP address for it.
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Design
Before you proceed you must makure you already have Cisco DNA Center installed on your network.

Readertip

For more information omow to install Cisco DNA Centegferto SoftwareDefined Access Managemelnfrastructure
Prescriptive Deployment Guide

Cisco ISE is not required for the use saseered in this guide.
Complete the followingrerequisites before proceeding

s Configure the site hierarchy within Cisco DNA Center

s Configure networlservices (ex. DNS, DHCP, etc.) necessary for network operation

Procesdl: Configure the site hierarchy within Cisco DNA Center

Configuring the site hierarchy involves defining the network sites for the deployment, and their hierarchical relationships.
Network sites consist of areas, buildings, and floors. Their hierarchical relationship is important because child sites
automatically inherit certain attributes from parent sites. However, these attributes may be overridden within the @hild sit

The folbwing are the procedures for configuring the site hierarchy for this design and deployment guide:
o Create an area.
o Create buildings within the area.

8 Create floors within each building and import floor maps

Procedure 1. Create an area

Step 1. Login to the Cisco DN2Zenter. (For example: dnac.company.com)
Tech tip

If SSL is not configured a warning indicating the connection is not secure will appear. For setup purpose you can calitiking oy
Advanced button and click the link to proceedd@scaDNA Center wapage.

Also,the credentials (userid and password) you enter must have SUPERNROLE OR NETWGARBMINROLE privileges.

Step 2. Navigate toDesign > Network Hierarchy

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy Network Settings v Image Repository Network Profiles Authg
=Q Find Hierarcl @ rdasite  [Himport

Step 3. ClickAdd Site
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Step 4. SelectAdd Areafrom drop-down menu

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
I

Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template

za! Find Hiera @ rddsie  Bimport

~ ¢ Global P! Add Area I
Add Buildi

> & Area 1 uding
Add Floor
& Costa Rica

Step 5. In the Add Areapop-up window, type in théArea Nameand selecParent

Add Area X

Area contains other areas and/or buildings.Buildings
contain floors and floor plans.

Area Name*

San Jose

Parent

San Jose | Global/USA/California/

Or

Import Sites

Tech tip

For single area enter therea Nameas the Citygxample:San Jose) and leafRarentas Global. For multevel areas create parent and
child areas in the appropriate order.

For example: Country > State > City (USA > California > San Jose).

To import large number of sites, choolseport Sitesas highlighted in the above screenshot.

Step 6. Click theAdd button to add the area.

Procedure 2. Create building within the area
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Step 1. UnderNetwork Hierarchy, click theAdd Siteagain
Step 2. From the dropdown menu selecAdd Building

Add Building X

Area contains other areas and/or buildings.Buildings
contain floors and floor plans.

Building Name*
Building 4

Parent

San Jose | Global/USA/California/

Address @

150 Tasman Drive, San Jose, California 9513

Latitude* Longitude*
37.407989 -121.952637
=m
Tech tip

For Latitude and Longitude, enter Adldressand select the suggested full address from the drop down and both the fields will be aut
populated

Step 3. In the Add Buildingpop-up window, type in theBuilding Namegexample: Building 4).
Step 4. Select theParentarea. (example: San Jose | Global/lUSA/California/)

Step 5. Enter the building address in the text field undeddress

Step 6. Click theAdd button to add the building.

Tech tip

Adding floor is required for setting up wireless network. For more details ref€atalyst 9800on-Fabric Deployment using Cisco DNA
Center Guide.

Proces®: Configure network services and device credentials for network operation

In the procedure below configure the following services that align to the site hierarchy in Cisco DNA Center:

o AAA

© 2019Ciscaand/or its affiliates All rights reserved. Page9 of 45


https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Catalyst-9800-Non-Fabric-Deployment-using-Cisco-DNA-Center.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Catalyst-9800-Non-Fabric-Deployment-using-Cisco-DNA-Center.pdf

o DHCP
5 DNS

6 Syslog
o SNMP

If the services use the same servers across the entire site hierarchy, you can configure them globally. The inheritnties prop
of the site hierarchy makes global settings available to all sites. Differences for individsalasitthen be applied on a sibg-
site basis. Then add device credentials to manage scopes of the site hierarchy created in the design.

Procedure 1. Add network services

Step 1. Login to Cisco DNA Center and navigate to Design > Network Settings > Network.

Step 2. SelectGlobalin the navigation panel on the left side of the screen.

Step 3. Click on therAdd Serverdutton.

Step 4. From theAdd Servergpopup screen check the boxes nextA8AandNTPand click theDKbutton.

Step 5. Locate theAAA Serversection and fill in the necessary information.

Network Device Credentials IP Address Pools QoS Wireless

Setup network properties like AAA, NTP, Syslog, Trap and Netflow using the " Add Servers" link. Once dev|
deploy using these settings.

AAA Server

Network CIienh‘Endpmnl

NETWORK

Servers Protocol

[®)ise O aaa O rabius [®)]racacs

Network IP Address (Primary)

| 10.4.48.19 . ‘ ‘ 10.4.48.19 . +

Change Shared Secret

CLIENT/ENDPOINT

Servers Protocol

[@)]se O ana [=)]rapus

Client/Endpoint IP Address (Primary)

| 10.4.48.19 x | | 10.4.48.19 x +
Tech tip

Cisco ISE is not required for the use cases covered in this guide but if already have Cisco ISE you may fill in th&CascthiSEAA
services.

Step 6. Hll in theinformation for the remain network properties

o DHCP

o DNS

o SYSLOG
o SNMP
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NTP

O«

6 TimeZone

DHCP Server

DHCP
10.4.48.10 +

Supports both IPv4 and IPvE

DNS Servereo

Domain Mame

cisco.local

Primary

10.4.48.10 +

Supports both IPv4 and IPvE

SYSLOG Server

Glsco DMA Center as syslog server

SY5LOG

+
SNMP Server o
Clsco DMA Center as snmp server
SNMP

+
NTP Server
O nre
10.4.48.17 +
Time Zone o

Time Zone

PSTEPDT (PDT)

Message of the day e

Message of the day

Dn not override the existing motd banner on the device

Procedure 2. Add device credentials to manage.

Thesedevicecredentials enable discovery and management for the netwieok.this procedure, follow these steps:

Step 1. Navigateto Design > Network Settings > Device Credentialdect an appropriate level of the site hierarchy in the
left pane (exampleGlobalfor common credentials across the hierarchy).
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Cisco DNA Center DESIGN pOLICY PROVISION ASSURANCE PLATFORM @ a 5 8 o

Network Hierarchy Network Settings Image Repository Network Profiles Auth Template

2Q  Find Hierarchy Network Device Credentials IP Address Pools SP Profiles Wireless

I ~ b Global

> &sic CLI Credentials

Name [ Description Username Password Enable Password Actions

No Data Available

Step 2. At the top of theCLI Credentialsection, clickAdd, complete theName / Descriptiorfexample: 10S Devices),
UsernamePasswordandEnable Passworiields, and click Save.

CLI Credentials

Name / Description *
10S-Devices

Username *

dna

Password *

@

WARNING: Do not use "admin" as the username for your device CLI credentials, if you are using ISE as your
AAA server. If you do, this can result in you not being able to login to your devices.

Tech tip

If you are using ISE as your AAA server, you should avoidaasimigas the username for device CLI credentials, which can lead to
username conflicts witthe ISE administrator login, resulting in the inability to log in to devices.

Step 3. Select an SNMP credential ty3NMPv2c Read.
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SNMP Credentials SNMPV2C Read || SNMPV2C Write | SNMPV3 0 Add

Read Community Actions

Name [ Description

Step 4. Click+tAddand enter thefollowing info:
o Name / Descriptionro

Read Communitypublic
SNMP Credentials

O«

Type * Name [ Description *

(%) SNMP v2¢ O snvP 3 o

Read Community *

Community Type *

O e puble hd

Cancel Save

Step 5. Click Save
Step 6. Select an SNMP credential tyB&IMPv2d/\rite.

SNMP Credentials SNMPV2C Read || SNMPV3 @ rad

Actions

Name / Description Write Community

Step 7. Click Addand enter the following info:
o Name / Descriptionrw

3 Read Communityprivate
SNMP Credentials X

MName [ Description *

w

Write Community *

O Read private =
Step 8. For each of the CLI and SNMP credentials assigned, click all radio buttons next to each assignmennedezgac:

to toggleto SNMPV2C Writand select Write
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CLI Credentials

Name / Description

Administrator

Username Password Enable Password

. .

netadmin

@ rac

Actions

Edit | Delete

SNMP Credentials

Name [ Description

& -

SNMPV2C Read || SNMPV2C Write | SNMPV3

Read Community

@ ~dd

Actions

Edit | Delete

SNMP Credentials

Name / Description

rw

SNMPV2C Read || SNMPV2C Write|| SNMPV3

Write Community

Frhhn

e Add

Actions

Edit | Delete

Step 9. ClickSaveanda setting successfullacknowledgment is displayed.

The device credentials to be used for network discovery and manageshentdnow be available inCiscaDNA Center.
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Deploy

This gction of the guide implements the two use caseentioned in the Solution Overview section of this document. Cisco
DNA Center is used to automate the deployment of the wired profile created in the Design section of this document.

Process3: Automate onboarding of a Switch with Plug and Play (PnP)

For LAN Automation deployments, CLI and SNMP credentials is supplied to access and prepare one or more supported PnP see
devices, such as 9300 Series Switches for adeksggand-Play autadiscovers switches idictly connected to chosen seed device
interfaces and their immediate neighbor switches using Cisco Discovery Protocol, all of which must be running the PnP agent
and have no previous configuration. The credentials supplied @isgacDNA Center and seetkvices to work together to

configure the discovered devices and add them into managed inventory.

Procedure 1. Define Golden image for devices in inventory
Onboard Template Create Profile Assign Profile Discover Controller

The software image management capability built iRiscdDNA Center is used to upgrade any devices that are not running a
recommended image version.

Tech tip

In this example switch is upgraded from the default image to 16.9.1.

Use the following steps to apply software updates of images and softmanetenance updates (SMUSs) to the devices, by
importing the required images, marking images as golden, and applying images to devices.

Step 1. Login toCiscdDNA Center

Step 2. Go toDesign > Image Repository

Step 3. dick+Import

Step 4. Fromthe Import Image/AddOndialog, choose alé location, and then clicknport.

Import Image/Add-0On

Select a file from computer

Choose File cat9k_iosxe.16.09.01.5PA. bir

Enter Image URL(http or ftp)*

Source

Step 5. Repeat thistepfor all images that you wish to deploy usi@gcoDNA Center.
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Tech tip

Images to be used for device families not yet availableisgtoDNA Center will be listed under tlénassignedtategory.

Step 6. Underlmage RepositoryclickShow Task$o verify if the import was successful.

POLICY PROVISION ASSURANCE PLATFORM

ttings ~ Image Repository Network Profiles

@ Import | M Update Devices | = Show Tasks

Recent Tasks (Last 50) < Refresh

cat9k_iosxe.16.09.01.5PA.bin
Start Time : Oct 7 2019 18:02:52
Y Filter ‘ . Refresh Last updated: 6:17 pm Duration : Oh:5m:6s | Type : IMPORT

Family Image Name cat9k_iosxe.16.11.01.SPA.bin

-ﬂn Time : Aug 19 2019 09:33:03

Tech tip

If image import failspext to the failed image in the list click &ee whydor more details.

Step 7. Underlmage Repositoryclickimported Imagedo expand the list of all the imported images that are pending to be
assigned to a device family.

ttings ~ Image Repository Network Profiles Authentication Template

e Import ‘ M Update Devices = Show Tasks @ Take a Tour

 Filter ‘ < Refresh  Last updated: 6:17 pm

Family Image Name Using Image Version Golden Image

5 Imported Images (2) @

16.6.3
3 Cisco Catalyst 3650 Switc... Install Mode (16.6.3) 1

Step 8. Click onAssignnext to the image name need tme assigned.

Family Image Name Using Image Version Golden Image

« Imported Images (2) @

cat9k_iosxe.16.11.01.5... 16.11.1
@) verified

cat9k_iosxe.16.09.01.5... 0 16.9.1
g ) Verified

Step 9. Theslide outpanel will show the list of device type from CCO based on the image. Check the box next to the Device
Series and clickssign

Assign
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Assign Device Family

Assign cat9k_iosxe.16.09.01.SPA.bin to one or more supporting device series from the list below
~ Device Series from CCO
‘ selected ZQ_ Find

Device Series -

Cisco Catalyst 9300 Switch

Show 10 entries Showing 1 - 1 of 1 1

O Please ensure that you select the right device series for the image. Wrong c |
selection may cause issues during device upgrade. ance

Step 10. Go to the assigneBevice Familyand click the expand icon and verify the image impoitedvailable to mark as

golden.
Family Image Name Using Image Version Golden Image Device Role
3 5 16.11.1
Cisco Catalyst 9300 Switch Install Mode (16.11.1.0.312) 1
Install Mode (16.9.1.0.70) 1 Toi:]
cat9k_iosxe.16.09.01.SPA... 16.9.1
@ Verified o &
Step 11. dick the pencil icon and select the appropriate rdle mark aGolden Imagédor specific device role
Family Image Name Using Image Version Golden Image Device Role
3 5 16.11.1
v Cisco Catalyst 9300 Switch Install Mode (16.11.1.0.312) 1
Install Mode (16.9.1.0.70) 1 Toi:]
cat9k_iosxe.16.09.01.SPA... 16.9.1
@ Verified o 4
Step 12. SelectACCESg.
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Add Device Roles X &
ALL CORE DISTRIBUTION
P5E ﬁ
. BORDER ROUTER UNKNOWN
ACCESS

Step 13. Verifyimage ismarked asgoldenand ACCESag is selected.

cat9k_iosxe.16.09.01.SPA... 16.9.1
@ Verified

& | Access

Procedure 2. Create Onboarding Templates
Golden Image Onboard Template Create Profile Assign Profile Discover Controller

By default, the Onboarding Configuration project is available for creating demplates. You can create your own custom
projects. Templates created in custom projects are categorizelhgbl templates.

Step 1. Login toCiscdDNACenter.
Step 2. Fromthe home page, choosBools>Template Editor

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy Network Settings Image Repositary Network Profiles Auth Template
=) L @ Import |  Update Devices | = Show Tasks | @ Take a Tour
I v 4 Global
> @&HQ " Filter < Refresh
» & Whynot
Golden
Usi
Family Image Name ":::e Version Image
» Imported Images(1) @

Discovery
Inventory
Topology
Image Repository
Command Runner
License Manager
Template Editor
Telemetry

Data and Reports

Step 3. From the left pane, next t®nboarding Configurationclick the gear icon and sele&tld Templates
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