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Hardware and Software Version Summary

Table 1. Hardware and Software Version Summary

Item Part number Minimum Software version

Cisco® DNA Center Appliahce

o«

DNEHW-APL (M4based chassis) 1.3.3.5 othigher
o DN2HW-APL (M%hased chassis)
o DN2HW-APLL (M5based chassis)

o DN2HW-APLXL (M5based chassis)

SD AccesBackagé 6 sdaccesd See Cisco DNA Center Release Notes
applicable version

Access Control Applicatidtackage

o«

accescontrolapplicatior? See Cisco DNA Center Release Notes
applicable version

o«

Multiple Cisco DNA Cent®ackagé multi-dnacenablemen? See Cisco DNA Center Release Notes

applicable version

Cisco Identity Services Engine 5 All supported Cisco Secure Network Server (S ISE 2.4 Patch 11 or higher
Appliances ISE 2.6 Patch 3 or higher
5 RISEVMM-K9= ISE2.7 Patch 1 or higher

ISE 3.@ All Patches
1Deploymens supported:
o Single Node Cluster
s Single Node Cluster with Disaster Recovery (DR)
8 3-Node High Availability Cluster

5 3-Node High Availability Cluster with Disaster Recovery
2GUI Display Name
3CLIDisplay Name
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About This Guide

This guide providgtechnical guidance to design, deploy and opettaie SoftwareDefined AccesSolution usingviultiple Cisco
DNA Center Clustergith asingle Cisco ldentity Service Engine (H&pjoyment It focuses orhe steps to integratehese
multiple Cisco DNA Center clusters with a single Cisco ISE system.

STEP 1 STEP 3

DEFINE DEPLOY

8CC0

STEP 2 STEP 4

DESIGN OPERATE

This guide contains four major sections:

TheDEFINEection defineghe use cases fahe Multiple Cisco DNA Centier ISHeature and its benefits in CisSoftware
Defined Access (SBccess)-abric.

TheDESIGIsection shows the deployment topologgglution overview, requirementsnd considerationsavith Multiple Cisco
DNA Centeto ISEsolution.

TheDEPLOsectiondemonstrateshe steps involved to enable Multiple Cisco DNA CetdéSHeature.

TheOPERAT&ectiondemonstrates theDay N procedure and basic troubleshooting tips to be followed on Cisco DNA Center
Clusters and Cisco ISE with respect to Multipleo@¥¢A Center Feature.
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Define

Cisco DNA Center and Cisco Identity Service Engine integrates to solve multiple use cases suclsaegrviatation, secured

network access for authorized users, guests, and onboarding IoT devices into a Software Dpefasschatwork. Cisco SD

Access customers with Large or Distributed Enterprise Fabric networks often leverage more than one Cisco DNA Center cluster
for management simplicity, muitegional deployments and even for compliance reasons. At the same timelaherage a

single Cisco ISE cluster for globally consistent Gbaspd Access Control Pglidhe "MultipleCisccs b ! / SY 4 SNE TSI
centrally manage¥irtual Networks, Scalabléroups, GrougbasedAccess @ntrol Policy, Acces€ontractsand Virtual Networks

to ScalableGroup associationslt does so by allowing multiple Cisco DNA Center clusters to integrate with a single Cisco ISE
system.

What is covered in this Guide?

This guide provides guidante Cisco Softwar®efined Access customers integratiMgltiple Cisco DNA Centelusterswith
Cisco ISEThe process, procedurand steps listed in this guide are working configurations verified with the Cisco DNA Center,
Cisco ISEEnd CiscdOSXE code versiailisted inAppendix A

What is NOT covered in this Guide?

Although this deployment guide is about Cisco DNA Center and Cisco ISE, it does not cover the initial bootstrap armahinstallat
of the Cisco DNA Centeppliancesand Cisco ISEeployment shared services instaition and deployment such a3HCP, DNS

and network connectivity configuration between various infrastructure componsath as the routers and switches.

Deployment of the SIAccesg-abricand its various features are beyond the scope of this guideedls w

For more information on these items, please see additional referencAppendix B.

About Cisco DNA Center and -#ocess

Cisco DNA Center is the network management and command centimef@isco Digital Network Archdtire (DNA) built on
intent-based networking principlest helps you build the new network and deliver better experiences more securely, so you
can focus on your business, and not on your network. It creates a holistimesmatl platform for your entgorise so you can

better manage the businesLisco DNA Center provides a centralized management dashboard for complete control of this new
network. This platform can simplify IT network operations, proactively manage the network, provide consisterdavdred

wireless policy, and correlate insights with contextual cognitive analytics.

Cisco DNA Center is a hardware appliance powered through a software collection of applications, processes, services, package:
and tools This software provides full automati capabilities to deploy networks in minutes,perform device upgrades and

patches networkwide with aminimalclicks, andto help ensure configuration consistency and save your team time. It also

provides visibility and network assurance througtelligent analytics combined with AlI/ML which has more than 30 years of

best practices to help optimize your network's performance, reduce troubleshooting time for your team, and lower the cost of
network operations

Cisco® SoftwarBefined Access (SBcessh & (i KS A Y R dzbasediadéorkidgisdldicin forthe ERefpiise built on

GKS LINAYOALX S&a 2F / Aa02Qa 5 A 3A (Acdessprbvites 2uidmatéd dd-&ntl G S O G dzZNB 6 /
segmentation to separate user, device and applaratraffic without redesigning the network. Cisco-8Ecess automates user
access policy so organizations can make sure the right policies are established for any user or device with any agptisation a
the network. This is accomplished with a singléawek fabric across LAN and WLAN which creates a consistent user experience
anywhere without compromising on security.

Building this nexgeneration solution involved some key foundational elensantluding:

Controllerbased orchestratoto drive businestent into the orchestration and operation of network elements including-day
0 configuration of devices and paéis associated with users, devices and endpoints as they connactetovork.
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Network fabric leveraging Virtual Network (VMNoverlays in ordr to support mobility, segmentation and programmabilityaat
very large scale.

Programmable switche#o build a modern infrastructure for automated device provisioning, open API interfaces, granular
visibility using telemetry capabilities along with seamless software upgrades.

Companion Resources

Find the companion guideSisco Softwar®efined Access Solution Design Guide @20 DNA Center & ISE Management
Infrastructure Deployment Guidé&DAccess Fabric Provisioning Presore Deployment GuideSDAccess for Distributed

Campus Prescriptive Deployment Gyidelated deployment guides, design guides, and white papers, at the following pages:

6 https://www.cisco.com/go/designzone

6 https://cs.co/encvds

6 https://cs.co/sdaresources

L¥ @2dz RARYQUG R2gyf2FR (KAa& 3 dyoRredncheddBexdor th latésevergiotnivinisdpyide.i &
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Design
DeploymentTopology Overview

Figure 1. Deployment Topology

Cisco ISE Deployment (Cluster)

pxGrid and REST
/ '\(APIS\
Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #N

Cluster #4

Intent-based Network Infrastructure

v

A

Solution Overview

Cisco DM Center provides a mechanism to creatieusted communications link with Cisco 8Epropagat Virtual Networls
(VNs), Scalable GroupaggSGTSs), Access Contra@soupBased Access Cont(@BACIPolicy and VNto-SGT Associations
Here, ISE ithe consums of this information.Cisco ISE provides the runtime policy services to the network, which includes
Group-BasedAccesgontrol Policy downloads to the network devices.

The MultipleCisco DNA Centézature leverageshe existing secure connectn with Cisco ISE teplicateVNs, SGT#ccess
Gontracts, GBAGPolicy and VNto-SGT Associatiorfiom oneclusterto anotherclusterwhich are integrated with same Cisco
ISEdeployment. Here, ISE takessimformation learned fronone cluster (theAuthor Nodeas defined below) andropagates it
to the other clusters (Reader Nodes)

Multiple CiscdDNA Center feature is supported on all appliance tygdscére, 56core, and 11zore) deployed iras either a
single-node clusteror athree-node clusterwith or without Cisco DNA Center Disaster Recaraabled

Solution Components
The Multiple Cisco DNA Centerture hasspecificrole designaibnsfor the clusers
8 Author NodeCluster

6 Reader Nod&luster

© 2021 Ciscoand/or its affiliates All rights reserved. Page7 of 51



Author NodeCluster

This is the first cluster that integrates with the ISE deployment. The Author tosteris the source of truth for all of Cisco-SD
Access policy information. The Author Nadestermanages/Ns, SGTs, Access Contracts, GBAC Policy, dneS@EY
Associations Creation, modification, or deletioof policy components can only be performedthie AuthorNode cluster.

The Author Nodeclusterpushes VNand policyrelatedinformationto ISE via ES/PxGRID REST Adtl€isco ISE to consume the
information and publiskesit to all other Cisco DNA Center Clusterthe Reader Node role.

OnlyONE(1) cluster can be designated as the Author Node supported. It is the only node that can be Brofeofigdihing
userdefined+ ANl dzt £ bSig2N] = {OFflofS DBEdalldcess CobiblQEBAG) Pdlic) and ¥Nito / 2
SGT Associatiop€isco DNA Center Cluster

Reader NodeCluster

All otherCisco DNA Center clusters are Reddiede cluseér. ReademNode clustes havea Read-Only view ofVNs, SGTs, Access
Contracts, GBAC Policy, and-ddhSGT Associationdowever, thes®bjects are available to uder provisioning operationgust
as if this werea standalone Cisco DNA Centguster.

A ReadeNode clusterdoes notdisplayAccessontracts orPolicies though has &ypedink to crosdaunch to theAuthor Node
clusterto access that informatiorReader Node clustsiwill consume the saméNs, SGTs, AcseSontracts, GBAC Policy, and
VNto-SGT associationisat aredefined on the Author Nodeluster.

VNSs can only be created on the Author Node clusBaice created they are propagated to the Reader Niasters. Tousethis
VN on the Readé¥ode clustes,the VN must be added to the fabric sifEhe Reader Node clusters wilinfigure the associated
network attributed such as Virtual Network Identifies (VNRY)ute Targets (RT), @Route Distinguishers (R@jich are local
to that cluster.

Except for the/N andPolicy features listed above, eacReadeiNode clusteiare independent clusters that manage their own
network infrastructure.

The Multiple Cisco DNA Center feature enables global policy admirastetioss multiple Cisco DNA Center clusteegrated

to a single Cisco ISE. This capability does not change the underlying limitations of managing virtual networks and fabrics on
multiple Cisco DNA Center clusters. A virtual network may have the same azross multiple Cisco DNA Center clusters, which
allows it to support consistergecuritygroup-virtual network associations across multiple clusters. But at the individual cluster
level, the actual network attribute® associatevith a VN (VRF, routarget, route distinguisher, and so on) are not identical
across clusters. This is the same as when operating independent Cisco DNA Center clusters.

Before adding a Cisco DNA Center node as a Reader, you must remove altr@diad Cisco SBccess policdata on the
ReadeNode clusterfor Cisco DNA Center to integrate with Cisco ISE. This includetefauit Virtual Networks (any Virtual
Networks other tharDEFAULT_Vahd INFRA V) Scalablé&roup to VN mappings, Uselefined Access Contracts and Greup
Based Access Control Policy.

Tech tip

In Cisco DNA Center Releases 2.2.2.x and earlier, UgR&E3) Reader Node clusters are supported. THEI8/R4) clusters in total
including the Author Node cluster.

In Cisco DNA Center Release 2.2.3.xlated up toFOUR4) Reader Node clusters are supported. THEVEH5) clusters in total including
the Author Node cluster.

Accesgthe Multiple Cisco DNA Center Clust8oftware Package

TheMultiple Cisco DNA Centeunctionalityis notavailableas aGeneral Availabilitfeature. A Limited Availability packag
calledMultiple Cisco DNA Centigravailable only to approved customer& get access to this softwapackage pleasereach
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out to you Cisco Sales representative@rannel Painer to do aHighLevel Designeview. Upon design reviewappro\al, the
software packagés releasedriathe CloudCatalogServer ypdate, andthe dusteradministratorcan download and install the
packageForAir-Gapped environment, packages wik releasedn a separate methodor the cluster administratoto download
and install the respective package.

All Cisco DNA Center clusters that integratedwith the single Cisco ISE deployment must install this packagce
downloaded, he package installation process automatically resttrésapplicableservices irthe cluger. This installation and
service restartnay take up to 10 minute©nce the package is installed, a sepamatemenuis addedunders > Systen >
Settings > System ConfigurationMultiple Cisco DNA Center Settings.

Figure 2. Multiple Cisco DNA Center - Submenu

= Cisco DNA Center System . Settings a @ g o
=Q Search Settings Settings | System Canfiguration
B AL Multiple Cisco DNA Center Settings
Stealthwatch
This is the Author node
Destinations
DNA Spaces/CMX Servers
IP Address Role
Machine Reasoning Engine
1722311231 AUTHOR

Cloud Access Keys
System Configuration ~
Debugging Logs
Multiple Cisco DNA Center Setti...
Integration Settings
System Health Notifications
High Availability
Login Message
Proxy Config
Terms and Conditions v
Telemetry Collection
Trust & Privacy v
Anonymize Data
Trustpool
Certificates
PKI Certificates
Proxy Certificate

Account Lockout

Cisco Multiple DNA Center Considerations

8 In Cisco DNA Center Releases 2.2.2.x and earlier, UR&E3) Reader Node clusters are supported. THEOER4)
clusters in total including the Author Node cluster.

In Cisco DNA Center Release 2.2.3.x and later E@WR4) Reader Node clusterseasupported. This iBIVES5) clusters
in total including the Author Node cluster.

O¢

Before adding Reader Node cluster, you must remove alldesned Cisco SBccess policy elements in order to
integrate with Cisco ISE. These include any-dséined VNsSGTs, Access Contracts, and GBAC Policy.

o«

(e}

Once the Multiple Cisco DNA Center Package is installed, the functionality is enabled in the cluster. Uninstalling the
LJ O1+3S R2Sa y20 RAalFofS (GKS Tdzy OO A2yl f ASiyR( ¢y 2aNT S\NB YERAZISKA
integration process.

VNs, SGTs, Access Contracts, GBAC Policy, @aoeéS@AY Associations can only be managed on the Author Node cluster.
Virtual Networks and SGTs are R&aaly on Reader Node clusters.

O«

[}

The ability to designate a Virtuslletwork as a Guest VN is not supported. This limitation is removed if using Cisco DNA
Center 2.2.3.x along with Cisco ISE 3.1.
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O«

SGT to VN associations can only be managed on the Author Node cluster. These associations are availalidnlys Read
on Reader Nde clusters.

(e}

When a Cisco DNA Center cluster is upgraded, a new Multiple Cisco DNA Center package may be available. However, thi
package is not automatically available for download. Usestiiéier processo receiveaccess to newly available packages
after upgrade.

After clusterupgrade the existingMultiple Cisco DNA Centérnctionality will continuelf upgrading from 1.3.3.x to
2.X.X.X, ensure that the newer package is installed to avoid seeiegtial issuesn Multiple Cisco DNA Centsgttings
page.Additionalfixes or capabilitieare made available througthe SDAccessAccess Control ApplicatipandCisco
DNA Center UYackagesThe standard cluster upgrade process should automatically downloadnsiell these
packages Please consult th€isco DNA Cent&eleaseNotesfor specific package version numberiiog a given release

(e}

The userdefined pxGrid Subscriber name unaéer> System> Settings> Authentication and Policy Serveiacross all
FIVE Cisco DNA Center must be unique. This is applicable only if you are running Cisco DNA Center versions 1.3.3.x and
below. The SubscribeName is autaggenerated starting with Cisco DNA Center version 2.1.1.x and later.

O«

(e}

The ability to associate a vManage VPN to a Virtual Network is not suppdhidimitation is removed if using Cisco
DNA Center 2.2.3.x along with Cisco ISE 3.1.

When pramoting a Reader Node cluster to the Author Node role, the application names for specific Access Contracts
found unders >Policy>Group-Based Access ContrplAccess Contrastare not populated. The application names are
displayed a®\dvanced TCP/UDP port numbers are populated. Please note, the behavior of the network is unchanged
since these SGACLs in ISE have not changed. To populate the names, review all the Access Gamdractsradtion
operation andedit them selecting the application name.

O¢

Multiple Cisco DNA Center to ISE Scale Information

Table 2.  Multiple Cisco DNA Center VN and IP Pool Scale

ISE 2.4 Patch lahd later
Cisco DNA Centdr.3.3.x ISE 2.6 Patch &nd later

ISE2.7 Patch 3andlater

ISE 3.0Patch 2andlater
300Virtual Networks

1250 IP Pools (Total)

ISE 2.4 Patch3land earlier
Cisco DNA Center 1.3.3.x ISE 2.6 Patcli and earlier

ISE 2.7 PatcBand earlier
ISE 3.0 Patch 1 and earlier
100Virtual Networks
600IP Pools (Total)
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Table 3. Multiple Cisco DNA Center VN and VLAN Name Scale

ISE 2.4 Patch 14 and later
Cisco DNA Center 2.1.1.x ISE 2.6 Patch 8 and later

ISE 2.7 Patch 3 and later
ISE 3.0 Patch 2 and later
300Virtual Networks

1250VLANNames (Total)

ISE 2.4 Patch 13 and earlier
Cisco DNA Centex.1.1.x ISE 2.6 Patch 7 and earlier

ISE 2.7 Patch &nd earlier

ISE 3.0 Patch 1 and earlier
100 Virtual Networks

600 VLAN Names (Total)

Tech tip

A VLAN Name onfigured in the Fabric SiteHost Onboardingcreen The configuration allows an administrator to have a single VLAN
Name (for use in authorization profiles and authorization policies in Cisco ISE) for multiple IP pools. A common useheageasgle
VLAN Name for a specific virtual network across all sites (where every site has one or more unique IP pools).

Multiple DNA Center Latency Requirements

The latency requirements for this feature are unchanged from the standard latency requireni¥gdse refer tahe SDAccess
requirementssection on the Cisco DNA Centiatasheet br latency information

Cisco Multiple DNA Centd?olicy Management

Cisco DNA Center 113xsoftware release introduced thAccess Control ApplicatiggaCA)ackage with which Scalab@oup,
Access Contracts ar@@roupBased Access Control Polarg available oithe Cisco DNA Centeser interface.OnceCisco DNA
Centerwas integratedwith Cisco ISE and Policy Migratimas performedand synchronizedpolicyauthoring privilegesre be
handled within Cisco DNA Center and ISE becdreasiOnly.

Usually, the policy data on Cisco DNA Center and Cisco ISE is consistent, so no special handling or conversion of data is
necessary. In case of minor discrepancies or inconsistencies or if there is a conflict, the data in Cisco ISE is gererepseced
as not to introduce changes in policy behavior in the netwdtkr Conflict resolution and actions to take during migration,
please se&roupBased Access Control: Policy Data Migration and Synchroniration Cisco DNA Center user guide

To retain thepolicy (Scalable Groups, Access ContractsGrnodipBased Access Control Pojiaythoring function on Cisco ISE
either:

o Skipthe Data migrationand Synchronizatiostepunders > Policy>Group-Based Access ContralPolicies

s Navigateto s >Policy>Group-Based Access ContralPolicies> GBAC Configuratio and select Manage Grotpased
Access Control in ISE, GBAC Ul in Cisco DNA Center will be inactive and dlidat8aw@gration is complete.
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Cisco Multiple DNA Centddpgrade Recommaettations

In a Cisco Multiple DNA Center environmer@ stronglyrecommended to run theame Cisco DNA Centsoftware version
and packages acrossl Author and Reademode clusters The exceptionto thisis during the process afusterupgrades.

Tech tip

Basic functionality of the Multiple DNA Center feature does not require the same software versibthefparticipating Author and
Reader Node Cluster. However, using mismatched code versions will result in a differixes dapabilities and features between the
clusters. Thesame Cisco DNA Center software version and packsgé®ngly recommndedacross all Author and Reader Node clusters

Upgradeall ReademMNodeclusters first, and then upgrade theuthor Node clusterto avoidfeature disparityandfeature
incompatibilityacross versionsAvoid promotion ofa ReadeMNode clustetto the Author Noderole in the middle ofanupgrade
cycle. All Cisco DNA Center clustestsouldbe upgraded and running the same vensisoftware version before promoting a
Reader Node Cluster.

Figure 3. Upgrade Recommendations

Cisco ISE Deployment (Cluster)

pxGrid and REST
APIs

Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #4 Cluster #N

£ 26 26 05 €363

< Intent-based Network Infrastructure >
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Deploy
This sectiorfocuses on deployment guidelines with various work#amcluding theMultiple Cisco DNA Center Package
installationand PolicyAuthoring.

There are two implementation options available when it corffegshe Multiple Cisco DNA Center to ISE deployment
s A new deployment of multiple Cisco DNA Center clusters that are not currently integrated with ISE.

8 An existing Cisco DNA Center cluster thahtegrated with ISE and new DNA Center Clusters with or without Cisco ISE
Integration.
This prescriptive deployment gui@eldressed the seconaption asthe majority ofcustomers start with Single Cisco DNA Center
and add additionatlusters.

Process 1Request Package and Installation
¢CKS YdzZ GALIX S /Aa02 5b! / SyidSN Of tHeis® RNAFCEryfeOsofiwary reléakelfo Geheia) Q U
Availability. A Limited Availability package (Multiple Cisco DNA Center) is available apmydved customers.

Procedure 1. Download/Install Multiple Cisco DNA Center Package

Step 1. Connect with your Cisco Salespresentativeor Channel Partner far
s HighLevel Design review

6 Multiple Cisco DNA Center Package release

Packages will be released to the Cisco DNA Center Cluster via Cloud catalog serveExpdatehe packages to be available in
1 or 2 days.

Step 2. Navigate tas > System> Software updatego first download thepackage andhstall the package.

Tech tip

The package installation process automatically restarts affected services in Cisco DNA Center, which may take up tes10 minute

Step 3. To erify the Package installatipMavigate tas > System> Software Updates> Installed Agps.
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Figure 4. Cisco DNA Center Installed Apps

= Cisco DNA Center System - Software Updates aQ ®@ ¢ 5
System Commons ' 2.1.363.60202 Uninstall
Automation
Application Hosting ' 1.6.0.2104291515  Uninstall
Application Policy * 2.1.363.170112 Uninstall
Application Registry ¢ 2.1.363.170112 Uninstall
Application Visibility Service * 2.1.363.170112 Uninstall
Cisco Umbrella 2.1.363.590048 Uninstall
Cloud Device Provisioning Application ! 2.1.363.60202 Uninstall
‘Command Runner ' 2.1.363.60202 Uninstall
Device Onboarding ' 2.1.363.60202 Uninstall
Image Management ' 2.1.363.60202 Uninstall
SD Access ! 2.1.363.60202 Urinstall )
Stealthwatch Security Analytics ' 2.1.363.1090038 Uninstall
Wide Area Bonjour 2.4.363.75002 Uninstall
Assurance
Al Network Analytics 2.6.7.436 Uninstall
Assurance - Base ! 2.2.2.357 Uninstall
Assurance - Sensor | 2.2.2.346 Uninstall
Automation - Intelligent Capture ' 2.1.363.60202 Uninstall
Automation - Sensor ! 2.1.363.60202 Uninstall
Machine Reasoning ' 2.1.363.210023 Uninstall
Path Trace ' 2.1.363.60202 Uninstall
Rogue And AWIPS / 22.042 Uninstall
Policy Applications

(Access Control Application 2.1.363.60202 Uninstall _)
Al Endpoint Analytics 1.4.329 Uninstall
- ics ! 2.2.1.209 Unipstall )
Multiple Cisco DNA Center 2.1.360.60862 Uninstall '
Tech tip

After the required information is provided, Cisco DNA Center retries the Integration process and integration status isrsti@side
panel displayPackages highlighted in green are supportipglications required for Multiple Cisco DNAC Center feature to wdkkCisco
DNA Center clusters that you intend to integrate into a single Cisco ISE deployment must install this package.

Step 4. Navigate tos > System> Settings> System Configuration Multiple Cisco DNA Center Settintgsverify the default
role of the cluster

With the Multiple Cisco DNA Center Padakatstalled,the cluster, by defaulf is showrasthe Author Nodecluster as shown in
Figure 5 belowUpon integrating firstlst time) or reintegrating (already integrated without package) with Cisco ISE, role

negotiationhappens and the first Cisco DNA Cluster will resume the role of Auttamte clusteiand subsequent Cisco DNA

Cluster wilbecomethe role of ReadeNode clusters
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Figure 5. Multiple Cisco DNA Center Settings

= Cisco DNA Center System . Settings a @ ¢ O
ZQ Search Settings Settings | System Configuration
B B BT e Multiple Cisco DNA Center Settings
PnP Device Authorization
This is the Author node
External Services ~
Umbrella
1P Address Role
Authentication and Policy Servers
172.23.112.31 AUTHOR

Authentication Tokens

Integrity Verification

vManage

IP Address Manager

Cisco Al Analytics

Stealthwatch

Destinations

DNA Spaces/CMX Servers

Machine Reasoning Engine

Cloud Access Keys
System Configuration v

Debugging Logs /

Multiple Cisco DNA Center Settl.

Integration Settings
System Health Netifications
High Availability

Login Message

Proxy Config

Process 2: Integrate Multiple Cisco DNA Center with Single Cisco ISE

Procedure 1. Integrate /ReintegrateCisco DNA Center with Cisco ISE

For Greenfield deploymentsygrequisitesmust be met on both Cisco DNA Center aripi®r to the integration. Please refer
to Cisco DNAdhter and Cisco ISE Integration sectiothe Cisco DNA Center Administrator Guide for more information.

For Brownfielcenvironmens wherein Cisco DNA Center is already integrated with ISE, follow the s&dpa to reintegrate
Cisco DNA Centand CiscdSEusing theMultiple Cisco DNA Center Packaghbis allowsCisco DNA Center to negotiate the
Author or Reader Nodeluster rolebased on if ithe first clusteror subsequentlusterjoining ISEvith Multiple Cisco DNA
CenterPackage

Step 1. In Cisco DNA Centeravigate tos > System > Settings> External Services> Authentication and Policy Servers

Step 2. Hover overX underthe Action columnandselectEdit to reenterthe Cisco ISEuperAdminpassword.

Tech tip

After the required information is provided, Cisb®&A Center retries the Integration process, and the integration status is shown on the
panel display.

© 2021 Ciscoand/or its affiliates All rights reserved. Pagel5of 51


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-2/admin_guide/b_cisco_dna_center_admin_guide_2_2_2/b_cisco_dna_center_admin_guide_2_2_2_chapter_010.html#id_54524

Figure 6. Edit Authentication and Policy Servers

asic

O G hips/172.23.112.31/d i it Palicy

= Cisco DNA Cent

System . Settings

=Q Search Settings Settings / External Services

Authentication and Policy Servers

Cisco Accounts w

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials
Smart Account ® Add Ty Export
Smart Licensing
IP Address Protocol
SSM Connection Mode

172.25.73.223 RADIUS_TACACS

Device Settings v
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Image Distribution Servers
Device EULA Acceptance
PnP Device Authorization
External Services ~
Umbrella
Authentication and Policy Servers
Authentication Tokens
Integrity Verification
wManage
IP Address Manager
Cisco Al Analytics

Stealthwatch

Type

ISE

Status

ACTIVE

As of: Sep 3, 2021 3:47 PM o

Actians

Edit

Delete

Figure 7.  Edit ISE Server Settings

= Cisco DNA Center System . Settings

20 Search Settings Settings / External Senvices

Authentication and Policy Servers

Ciseo Accounts v

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials
Smart Account @ Add v ' Export
Smart Licensing

1P Address Protocol
S5M Connection Mode

Dovice Settings o 172.26.73.223 RADIUS_TACACS
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Image Distribution Servers
Device EULA Acceptance
PnP Device Authorization
External Services v
Umbrella
I Authentication and Policy Servers
Authentication Tokens
Integrity Verification
vManage
IP Address Manager
Cisco Al Analytics
Stealthwatch
Destinations
DNA Spaces/CMX Servers
Machine Reasoning Engine

Cloud Access Keys

Edit ISE server

Server IP Addrass
172.25.73.223

Shared Secret

Username®

admin

Password® /

—

a e a b

SHOW

FQDN
ISE10-1.demo.local

Subscriber Name

DNAC10

Virtual IP Address(es)

Advanced Settings

Info

|, Cancel
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Figure 8. ISE Server Integration on Cisco DNA Center

« > C QO G o https:/172.23112.31/d) i i licy g & ™ @ =
= Cisco DNA Center System - Settings Qa ® a o
Q. Search Settings Settings / External Services ISE server Integratlon e

Authentication and Policy Servers

Cisco Accounts v

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect
Identity Services Engine (ISE) servers can also supply policy and user information.

Integration of Cisco ISE server 172.25.73.223 was successful. Visit x
System 360 to view health status.

Cisco.com Credentials

Smart Account Add T, Export it i
v & Exp @ Initiating connection...
Smart Licensing Connecting to ISE and validating credentials
1P Address Pratocol Type
SSM Connection Mode @ Establishing trust...
Reading, validating, and storing trusted certificates
Device Settings o 172.25.73.223 RADIUS_TACACS ISE
Device Controllability @ Discovering nodes...

Discovering ISE primary and secondary admin nodes and pxGrid nodes

Network Resync Interval
(‘ Establishing Multi DNA Center environment... J

SNMP Joining Multi DNA Center Environment

ICMP Pin,
“ @® Connecting to pxGrid...

Image Distribution Servers Loading and validating pxGrid certificates, subscribing to pxGrid topics

Device EULA Acceptance
PnP Device Authorization
External Services v

Umbrella

Authentication and Policy Servers
Authentication Tokens.

Integrity Verification

vManage

IP Address Manager

Cisco Al Analyiics

Tech tip

This is a fivestep reintegration process, arttle fourth step, which is circled above vidhere Cisco DNA Center negotiates the
Author/Reader Node role with ISE.

Step 3. Close theside panel andensurethe Authentication and Policy Serverage showstatusasACTIVE
Tech tip

LT GKS aidliddza 2F (GKS O2y FAIdzNBR / Aa02 L{9 &SNIWSNJI A desyndhroriz¢ 9
with ISE

Step 4. Navigate tos >System > Settings > System Configuration > Multiple Cisco DNA Center Settingsfy the
negotiated role of the clustemsAuthor Node.

© 2021 Ciscoand/or its affiliates All rights reserved. Pagel7of 51



Figure 9. Negotiated Author Role on Cisco DNA Center

« 2> C O G o httpsy172.23112. i iDNACSattings o L @ =
= Cisco DNA Center System - Settings Q ® ¢ L

2Q. Search Settings Settings / System Configuration
Stealthwatch Multiple Cisco DNA Center Settings
Destinations

This is the Author node
DNA Spaces/CMX Servers
Machine Reasoning Engine P Addross nole

Cloud Access Keys
172.23.112.31 AUTHOR
System Configuration v

Debugging Logs
Multiple Cisco DNA Center Setti...
Integration Settings
System Health Notifications
High Availability
Login Message
Proxy Config
Terms and Conditions ~
Telemetry Collection
Trust & Privacy v
Ancnymize Data
Trustpool
Certificates
PKI Certificates
Proxy Certificate
Account Lockout

Password Expiry

Step 5. Navigate tas >Policy > Virtual Networko confirmReadWrite (edit) pivileges for Virtual Network

Figure 10.  Virtual Network Read-Write (Edit) Privileges on Author Node Cluster

« 5 C O & o hitps:/172.23112.31/dna/policy/virtualNetwork
= Cisco DNA Center Policy . Virtual Network
Virtual Networks (6)
W Filter Actions /
Edit
wManage VPN Guest VN
Delete
(-] ANGHOR_VN
@] BMS
Q CAMPUS
@] DEFAULT_VN
@] GUEST
Q INFRA_VN
Show 10 entries Showing 1 - 60of 6

o & @ @ =
Q@ a b
Lastupdated: 3:56 PM (3 Refresh ‘ @ Create Virual Network

Scalable Group(s)

Add
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Step 6. Navigate tas >Policy > GrougBased Access Control > Policiexiew theGroupBased Access Control Polistrix
andto confirm ReaédWrite (edit) privilege®f the Matrix.

Figure 11. Group-Based Access Policy Read-Write (Edit) Privileges on Author Node Cluster

« > C O G o hitps://172.23.112.3/dna/policy/gbacACA/aca-external-gb-policy [3d M @ =
= Cisco DNA Center Policy - Group-Based Access Control a ® a4 o
o Migration Is complete. Cisco DNA Center will be the policy administration point, an{ . %
mode in GBAC Configurations Create PO|\C\}

Policies Scalable Groups Access Contracts Analytics

Auditors — Auditors Default View Traffic Flows
Policies (4) renter full screen Policy Status

Enabled ~
 Filter  Deploy [ Refresh Contract: /

Change Contract
W Permit m Deny Custom Default

5 f & o ’;m »?ff'\
o Efsﬁfﬁf f;g?f«fyfgﬁ

Auditors /
BYOD
Campus_Secuity

Contractors B

Data_Cornter

Developers_1
Development_Se...
Expand Minimap [ )
empioyeel
Empiovees

Encosing._Server

Enterprise_Wi

=1 Cancel Save

Step 7. Navigate tas >Policy > GrougBased Access Control > Scalable Growpgew the total number of Scalable Groups
andto confirm ReadNrite (edit) privileges
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Figure 12.  Scalable Group Read-Write (Edit) Privileges on Author Node Cluster

< > @ QU & o htpsi/172.23.112.81/dna/pollcy, -external- oups 4] L m =
= Cisco DNA Center Policy - Group-Based Access Control Q & ¢ o
o Migration is complete. Gisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change the administration
mode in GBAC Configurations
Policies  Scalable Groups  Access Contracts  Analytics ‘/
Scalable Groups (29) o @ Create Scalable Group
Q  Search Table v
0 Selscted Deploy
m] Hame Teg Value Description Created in Policies Virtual Networks
0 Auditors 9/0x9 Auditor Scalable Group 0 DEFAULT_VN
0 BYOD 15/0xf BYOD Security Group 0 DEFAULT_VN
O Campus_Security 21/0x15 CS Group 0 BMS
[m] Contractors 5/0x5 Contractor Security Group 2 ANCHOR_VN, DEFAULT_VN
[m] Data_Center 27/0x1b 0 ANCHOR_VN, BMS, CAMPUS
0 Developers_1 8/0x8 Developer Scalable Group 0 DEFAULT_VN
0 Development_Servers 12/0xc Development Servers Security Group 0 DEFAULT_VN
O employee1 28/0x1c 0 DEFAULT_VN
0 Employees 4/0x4 Employee Security Group 0 DEFAULT_VN
28 Records Show Records: 10~ 1-10 <@ 2 3 >

Procedure 2. Integrating other Cisco DNA Center Clusters with Cisco IB&adsNodes

Tointegrate subsequenCisco DNA Centefustersusing theMultiple CiscdNACenter Package same Cisco ISthe cluster
must be in a Greenfieldtate. This means that¢annot have:

6 Non-Default Virtual Networkst Any Virtual Networks other thaDEFAULT_VahdINFRA_VN

8 Non-Default Scalable Groups AnySecurity Group other than those withtag value 0 to 15(0xf)

8 Non default Virtual Network to Scalable Groupappings All 15 SGT will be mapped to DEFAULT_VN
6 Non-Default ScalableGroups (SecurityGroups)

Eachuserdefined (non-default) constructsdescribed above must be removed@isco DNA Center displays a baniiee
connectionis refused, and the integration does not complete

Step 1. Verify the Package installatidsy navigatngto & > System > Software Updates > Installed App
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Figure 13. Multiple Cisco DNA Center Package

< > |C O & hitps:/A72.23:112.41/dna/sy - ion-manag! P o & @ @ =
= Cisco DNA Center System . Software Updates Q & ¢ L

Device Onboarding ' 2.1.363.60202 Uninstall ©
Image Management ' 2.1.363.60202 Uninstall
SD Access 2.1.363.60202 Uninstall
Stealthwatch Security Analytics 2.1.363.1090038 Uninstall
Wide Area Bonjour ! 2.4.363.75002 Uninstall
Assurance
Al Network Analytics 2.6.7.436 Uninstall
Assurance - Base 2.2.2.357 Uninstall ¢
Assurance - Sensor | 2.2.2.346 Uninstall
Automation - Intelligent Capture ' 2.1.363.60202 Uninstall
Automation - Sensor ' 2.1.363.60202 Uninstall
Machine Reasoning | 2.1.363.210023 Uninstall
Path Trace ' 2.1.363.60202 Uninstall
Rogue And AWIPS ¢ 2.2.0.42 Uninstall
Policy Applications
Access Control Application ! 2.1.363.60202 Uninstall
Al Endpoint Analytics * 1.4.329 Uninstall
Group-Based Policy Analytics 2.2.1.209 Uninstall
Multiple Cisco DNA Center 7 ‘/ 2.1.360.60862 Uninstall
DNA Center Core
Cisco DNA Center Global Search ! 1.5.0.362 Uninstall !
Cisco DNA Center Ul © 1.6.2.349 Uninstall
Cloud Connectivity - Contextual Content © 1.3.1.307 Uninstall
Netwaork Data Platform - Base Analytics | 1.6.1016 Uninstall
Network Data Platform - Core ! 1.6.576 Uninstall 1
Network Data Platform - Manager * 1.6.539 Uninstall

P bility And Integrati

Step 2. Navigate tas >Policy > Virtual Networko verify cluster includes onlyie default Virtual network.

Figure 14.  Default Virtual Network Verification on Reader Node Cluster

« > C O G https://172.23.112.41/dnafpolicy/virtualNetwork [+ L @ =
= Cisco DNA Center Policy - Virtual Network Q @ ¢ Lo
‘ € 1dentity Services Engine (ISE) s not or is currently Al the ISE operations are not avalilable.
Virtual Networks (2) Last updated: 5:29 PM (7 Refresh @ Create Virtual Network
v Filter | Actions
Name wManage VPN Guest VN Scalable Group(s)
DEFAULT_VN 15 /
INFRA_VN Add
Show 10 entries Showing 1 - 20f 2 1

Step 3. Navigate tas >Policy > GrougBased Access Contri verifythat there are no userdefinedpolicies.
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Figure 15.  User-Defined Policy Verification on Reader Node Cluster
o =0 (@ O G hitpsi/172.23.112.41/dna/policy/gbacACAlaca-external-gb-policy g y @ =

= Cisco DNA Center Palicy - Group-Based Access Control Q ® ¢ L

Identity Services Engine (ISE) has not been integrated, or is currently not available. Integrate ISE ( 2.4.0.357 Patch(es) 11 or 2.6.0.156 Patch(es) 3 or 2.7.0.356 Patch(es) 1 or above) to Cisco DNA Center in Authentication and Policy Servers settings.
You have to come back and enable synchronization so that Cisco DNA Center could distribute policies in ISE.

Policies Scalable Groups Access Contracts Analytics

Policies (Q) r7Eenter full screen £ GBAC Configuration  Default: Permit P @) Create Policies v H =
¢ Filter Deploy g'j‘ Refresh Create View
W Permit W Deny mw Cusom | Defaut

£ 4 F e rFsy F
V76 /7700787087777

BYOD

Contractors.

Developers_1
Development_Se...
Employees
Guests.
Expand Minimap [ 1
Network_Services
PC|_Servers
Point_of_Sale._S...

Production_Serv...

Step 4. Navigate tas >Policy > Scalable Groups verify norruserdefined Scalabl€roups

Figure 16. Default Scalable Groups on Reader Node Cluster

« » O O A https:/172.23.112.41/dna/policy/gbacACA/aca-external-scalableGroups & L+ @@ =
= Cisco DNA Center Policy - Group-Based Access Control Q ® ¢ O
° Identity Services Engine (ISE) has not been integrated, or is currently not available. Iﬂlggr?be ISE (VZ:I.OVBS? Patch(es) 11 or 2.6.0.156 Patch(es) 3 or 2.7.0.356 Patch(es) 1 or above) to Cisco DNA Center in Authentication and Policy Servers settings.
You have to come back and enable synchronization so that Cisco DNA Center could distribute policies in ISE.
Palicies Scalable Groups Access Contracts Analytics
Scalable Groups (15) ‘-"‘- ] @ Create Scalable Group
Q Search Table T
0 Selected
Name Tag Value Description Created in Palicies Virtual Networks
0O A Auditors 9/0x9 Auditor Scalable Group o DEFAULT_VN
0O A svoD 15/0xt BYOD Security Group [ DEFAULT_VN
O A Contractors 5/0x5 Contractor Security Group. o DEFAULT_VN
O A Development_Servers 12/0xc Development Servers Security Group o DEFAULT_VN
O A Employees 4/0x4 Employee Security Group 0 DEFAULT_VN
O A Guests 6/0x6 Guest Security Group 4] DEFAULT_VN
O A Network_Services 3/0x3 Network Services Scalable Group o DEFAULT_VN
O A PCl_Servers 14/0xe PCl Servers Scalable Group o DEFAULT_VN
O A Point_of_Sale_Systems 10/0xa Point of Sale Scalable Group o DEFAULT_VN
15 Records. ShowRecords: 10~ 1-10 < @ 2 >

Step 5. In the Cisco DNAC Center GClick theMenuicon® > System > Settings> External Servicédsxhentication and
Policy Servers
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Step 6. ClickAdd.
Step 7. electISE.
Step 8. Configure the Primary AAA Server by providing the following information:

Server IP addres®rimary PAN IP Address
Shared Secretey for device authentications

PasswordPassword for the Cisco ISE CLI/GUI username

Virtual IP Addresfoptional]: Virtual IP address of tHead balancer

E R I I ]

FQDN:Fully qualified domain name (FQDN) of the Cisco ISE Server

Username:Name that is used to logiio the Cisco ISELI/GUI (Must be Super Admin)

ToggleAdvanced Settings button and configuierotocol: TACACS and RADIUS

Step 9. ClickAdd.
Figure 17.  Cisco ISE Integration on Reader Node Cluster
€ > C QU & o hitps://172.28112.47/dr i ings?settings-it sthenticationPolicy ] & B @ =
= Cisco DNA Center System . Settings a ® a4 L
=Q Search Sattings Settings / External Sarvi
© P | el senices Add ISE server 4~ X
SSM Connection Mode Authentication and Policy Servers
Device Settings e
Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco Server IP Address*
Device Controllabllity Identity Services Engine (ISE) servers can also supply policy and user information. 172.25.73.223
Network Resync Interval
4 Shared Secrat*
S @ Add -~ 1) Export o
ICMP Ping 1P Address Protocol Type Sta
- Username*
Image Distribution Servers No data to display admin
Device EULA Acceptance
PnP Device Authorization Password®
SHOW
External Services v
Umbrella FaDh®
ISE10-1.demo.local
Authentication and Palicy Servers
Authentication Tokens
Virtual IP Address(es) ™
Integrity Verification
Info
vManage
IP Address Manager .:] Advanced Settings

Cisco Al Analytics
Stealthwatch

Destinations

DNA Spaces/CMX Servers
Machine Reasoning Engine
Cloud Access Keys

System Configuration v

B Connect to pxGrid

Pratocol

® RADIUS [ TACACS

e

Step 10. Inthe dde panel, die to firsttime Integration,clickon the ACCEPButton for Cisco DNA Center to accept the

Certificate pushé byCisco ISE
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Figure 18.  Certificate Acceptance for ISE Server Integration

« = C O G hitps://172.23112.41/dna/sy ey P L m @ =
= Cisco DNA Center System . Settings a ®& & L
20 Search Settings Settings / Exteral Services ISE server Integration .
SSM Cennaction Mode Authentication and Policy Servers
PEERRHEIED v Use this form to specify the servers that authenticate Cisco DNA Center users. Gisco Q) 1o s the frst time DNAG has seen this certifcate from ISE, and It = not
Device Contrallability Identity Services Engine (ISE) servers can also supply policy and user information. yet trusted. Do you want to accept this certificate and establish trust?

Network Resync Interval

SNMP @ Add v T, Export Integration of 172.25.73.223 is waiting for user input

ICMP Ping IP Address Protacal Type ~ Initiating connection...
& few seconds ago
Image Distribution Servers

172.25.73.223 RADIUS_TACACS ISE
Device EULA Acceptance This is the first time DNAC has seen this certificate from ISE, and it is
. ifi I
PnP Device Authorization ;‘rz;:v:' trusted. Do you want to accept this certificate and establish
External Services ~ View certificate

Authentication and Policy Servers

Authentication Tokens Establishing trust...

; - Reading, validating, and storing trusted certificates
Integrity Verification

@ Discovering nodes...
Discovering ISE primary and secondary admin nodes and pxGrid nodes

vManage

IP Address Manager
@ Establishing Multi DNA Center environment...
Cisco Al Analytics Joining Mutd DMA Center Enviranment

Stealthwatch B N
@ Connecting to pxGrid...
Destinations Loading and validating pxGrid certificates, subscribing 1o pxGrid topics

DNA Spaces/CMX Servers
Machine Reasoning Engine

Cloud Access Keys

Tech tip

To automatically approvexGridclientwithin ISE:
o Navigate toAdministration > pxGrid Services > Settings

6 Click the checkbox next to Automatically approve newertificate-based accounts.
o ClickSave

To manually approve a pxGrid Client within ISE:
6 Navigate toAdministration > pxGrid Services > All Clients

6 ClickTotal Pending Approval(x)

¢

ClickApprove All
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= Cisco DNA Center

Q. Search Settings

Cisco Accounts v
PnP Connect
Cisco.com Credentials
Smart Account
Smart Licensing
S5M Connection Mode
Device Settings v
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Image Distribution Servers
Device EULA Acceptance
PnP Device Authorization
External Services W
Umbrella
Authentication and Policy Servers
Authentication Tokens
Integrity Verification
vManage
IP Address Manager

Cisco Al Analytics

Stealthwatch

Figure 19.  ISE Server Integration - Five Step Process

« => O G, https://172.23112. i ttings-i icati icy

Systemn . Settings

Settings / External Services
Authentication and Policy Servers

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.

@ Add v T, Export

1P Address Protocol

172.25.73.223 RADIUS_TACACS

Type

ISE

ISE server Integration

A\ Joining existing Multiple Cisco DNA Center environment as Reader node.

Qe a L

el

System 360 to view health status.

Integration of Cisco ISE server 172.25.73.223 was successful. Visit X

@ nitiating connection...
Connecting to ISE and validating credentials

@ Establishing trust...
Reading, validating, and storing trusted certificates.

@ Discovering nodes...

Discovering ISE primary and secondary admin nodes and pxGrid nodes:

° Establishing Multi DNA Center environment...
Joining Multi DNA Center Enviranment

@ Connecting to pxGrid...

Loading and validating pxGrid certificates, subscribing to pxGrid topics

Close

Tech tip

This is a fivestep reintegration process, and the fourth step, which is circled above, is where Cisco DNA Center negotiates the
Author/Reader Node role with ISE.

Step 11. Close the Side Panel window and make surefhthentication and Policy Servgrage showsStatusasACTIVE
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Figure 20.  ISE Server Integration Status on Reader Node Cluster

« > C O G hitps:/172.23.112. i i ings-i y ] & B @ =
= Cisco DNA Center System - Settings a ® & L
ZQ, Search Settings Settings / External Services

Authentication and Policy Servers

Cisco Accounts v

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect N . N N . y
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials

Smart Account @ Add v Ty Export Aa of: Sep 3, 2021 5:35 PM o
Smart Licensing .

1P Address Pratocol Type Status. Actions
SSM Connection Mode /

172.25.73.223 RADIUS_TACACS ISE ACTIVE

Device Settings v
Device Controllability
Network Resync Interval
SNMP
ICMP Ping
Image Distribution Servers
Device EULA Acceptance

PnP Device Authorization

External Services v
Umbrella
Authentication and Policy Servers
Authentication Tokens
Integrity Verification
vManage
IP Address Manager
Cisco Al Analytics

Stealthwatch

Step 12. Navigate tas > System > Settings > System Configuration > Multiple Cisco DNA Center Séttimgsfy theReader
& AuthorRole

Figure 21. Multiple Cisco DNA Center Setting page on Reader Node Cluster

« > ¢ Q G hitps:j/172.23.112. ttings i Settings o r B @ =
= Cisco DNA Center System . Settings Qe ¢ L
=0 Search Settings Settings / System Configuration

Multiple Cisco DNA Center Settings

Authentication Tokens This is a Reader node ‘/

Integrity Verification e A ®

Authentication and Policy Servers

vManage
IP Address Manager

IP Address Role
Cisco Al Analytics

172.23.112.41 READER
Stealthwatch
Destinations 172.23.112.31 AUTHOR

DNA Spaces/CMX Servers
Machine Reasoning Engine
Cloud Access Keys

System Configuration v
Debugging Logs
Multiple Cisco DNA Center Setti...
Integration Settings

System Health Notifications

High Availability
Login Message
Proxy Config
Terms and Conditions w
Telemetry Collection

Trust & Privacy v

Anonymize Data
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Step 13. Navigate tas > Policy > Virtual Networko confirm Virtual Network$iave been synchronizeicom Author Node
clusterandthat privilegesare ReadOnly. This is shown in thigure below by the greyout option to select the Virtual Network.

Figure 22.  Virtual Network Read-Only privileges on Reader Node Cluster

< =2 C Q & o hups//172.23.112.41/dna/policy/virtualNetwork & L m@ =
= Cisco DNA Center Policy - Virtual Network Q ® & L
Virtual Networks (6) Lest updated: 5:57 PM £ Refresh
 Filter | Actions
/ { Name vManage VPN Guest VN Scalable Group(s) N
ANCHOR_VN 2
BMS 6
CAMPUS 7
DEFAULT_VN 17
GUEST 1
INFRA_VN
v
Show 10 entries Showing 1 - 6 of 6 1

Step 14. Navigate tas >Policy > GrougBased Access Control > Policieconfirmthe ReadeiNode clustehas a hyperlink to
crosslaunch to theAuthor Node cluste for Policylnformation authoringas shown in Figure 23.

© 2021 Ciscoand/or its affiliates All rights reserved. Page27of 51



Figure 23.  Policy - Reader Node Cluster cross launch to Author Node Cluster

= > C O & o hups://172.28.112.41/dnafpolicy/gbacACAlaca-external-gb-policy [ad L M @ =

= Cisco DNA Center Policy - Group-Based Access Control Q & a L

Policies Scalable Groups ~ Access Contracts Analytics

[ In Multiple Cisco DNA Center envircnment, Group-Based Access Policies are administered on the Author node )

Step 15. Navigate tos >Policy > GrougBased Access Control > Scalable Graiopsonfirm ScalableGroupssynchronized
from the Author Nodeclusterandthat privilegesare ReaeDnly.

Step 16. Navigate tos >Policy > GrougBased Access Control > Access Contraxtonfirmthe ReadeMNode clusteihas a
hyperlink to crosgaunch to theAuthor Node clusteffor AccessContractauthoringas shown in Figure 24.
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Figure 24.  Access Contract - Reader Node Cluster cross launch to Author Node Cluster
« - C O & o hitpsi//172.23112 i Al I w L @ @B =

= Cisco DNA Center / Policy - Group-Based Access Control Qa e o L

Policies Scalable Groups Access Contracts Analytics

( In Multiple Cisco DNA Center envir A C are ini: ed on the Author node )

Step 17. On theAuthor Nodecluster, navigate tos > System > Settings > System Configuration > Multiple Cisco DNA Center
Settingsto verify theAuthor Node and Rea&d Node ples.

Figure 25. Multiple Cisco DNA Center Author/Reader Role

« - O O G hitps/[172.23112.3), ?sattings-its JIIDNACSettings ) & B8 @ =
= Cisco DNA Center System - Settings Q @ ¢ 8L
ZQ Search Settings Settings / System Configuration

FNF UEVICE AUTNONZation

Multiple Cisco DNA Center Settings
This is the Authar node 4™

External Services v
Umbrella

Authentication and Policy Servers

IP Address Role
Authentication Tokens
Integrity Verification 17223.102.31 AUTHOR
vManage 172.23.112.41 READER

IP Address Manager

Cisco Al Analytics
Stealthwatch
Destinations
DNA Spaces/CMX Servers
Machine Reasoning Engine
Cloud Access Keys
System Configuration v

Debugging Logs

Multiple Cisco DNA Center Setti...
Integration Settings

System Health Notifications

High Availability

Login Message

Proxy Config

Terms and Conditions v

Telematry Callaction
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|
Procedure 3. Configuring VirtuaNetworks

Configuringmodifying or deletingScalable Group#ccessContracts GroupBased Access ContralRies, and Virtual
Networksis only possible on théuthor Nodecluster.

Perform the belowsteps tofirst create Virtual Network

Step 1. In the Cisco DNA Center GhHdyigate tas > Policy > Virtual Network

Step 2. ClickCreate Virtual Networkandthe Create Virtual Networklide-in pane appears
Step 3. In theNamefield, enter the name of th&irtual Network.

Step 4. [Optional]Selecthe Guest Virtual Network check box to configure the virtual network as a guest network.

Tech tip

If usingCisco DNA Center release 2.2.3.x along with ISE 3.1, the\Guieat Networkattribute, which is enabled by selecting the Guest
Virtual Network, isshared to Reader Node clusterk1 any other combination of Cisco DNA Center release along withl¢égEerthe
ability to designate a Virtual Network as a Guest VN is not supported

Step 5. ClickSave

Figure 26.  Configuring Virtual Network on Author Node Cluster

(= [} QO G hitps://172:23112.31/dnafpolicy/virtualNetwork o L @ =
= Cisco DNA Center Policy - Virtual Network Q ® & A
Virtual Networks (6) Create Virtual Network *

Y Filter Actions
Name
Name vManage VPN Guest VN loT| A/ &

@] ANCHOR_VN
e} BMS vManage VPN
O CAMPUS

Guest Virtual Network (73
@] DEFAULT_VN O]
Q GUEST
O INFRA_VN

Show 10 entries Showing 1 - 6 0f 6 Cancel

Step 6. On the Author Node clusters, navigatego> Policy > Virtual Networko verify the Virtual Network creation and
ReadWrite privileges as show in Figure 27 below. Note that the radio buttonaatrgreyed out.
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Figure 27.  Virtual Network on Author Node Cluster with Read-Write Privileges

€ > C QO & hitps://172.23.112.31/dnafpolicyMvirtualNetwork s L mo =

= Cisco DNA Center Policy - Virtual Network Q ® & L
Virtual Networks (7) Lost updated: 4:06 PM L Refresh e Create Virtual Network

 Filter Actions

Name wManage VPN Guest VN Scalable Group(s)

o] ANCHOR_VN 2

Q BMS 6

o) CAMPUS 7

o] DEFAULT_VN 18

Q GUEST 1

O INFRA_VN Add
( O loT Add )

Show 10  entries Showing 1-7of 7 1

Step 7. On theReadeMNode clustes, navigate tos > Policy > Virtual Networkio verify the Virtual Network creation and
ReadOnly privilegess show in Figure 28 below. Note that the radio buttons are greyed out.

Figure 28.  Virtual Network on Reader Node Cluster with Read-Only Privileges

« > O O B o+ https://172.23.112.41/dna/policy/virtualNetwark o L 3@ @ =

= Cisco DNA Center Policy - Virtual Network Q ® ¢ L
Virtual Networks (7) Last updated: 8:57 AM (- Refresh
Y Filter Actions

Name wManage VPN Guest VN Scalable Group(s)

ANCHOR_VN 2

BMS 6

CAMPUS 7

DEFAULT_VN 17

GUEST 1

INFRA_VN

= )

Show 10  entries Showing 1 -7 of 7 1

Procedure 4, Deleting a VirtuaNetwork
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Deleting a Virtual Network (VN) on tieithor Node clusterrequires prerequisite actionss theAuthor Node clusteris not

aware

o}

(e}

O«

In this
Step 1
Step 2

Proced

of theVN usage oReadeNode clustes.

All references to a VN on all tiReademMNode clustes must be removed beforattempting to delete that VN on the
Author Node cluster.

If aVNis deleted orthe Author Node clusterthe VN is deleted on th&uthor Node clusterand the ReademMNode clustes
no longerhaveareferenceto it.

If aReademode clusteiis using that VN, that VN displagsout of sync withAuthor.

occurs, prform the stepsbelowto synchronize the Reader Node clustgth the Author Nodecluster.
. Remove all the references of Virtual Network on BeademMode cluster
. Performone of the actions below to resync

OnAuthorNode,navigateto & >Policy > GrougBased Access Control > Policies > GBAC ConfiguratidrclickRe
sync policy data now

On theReadeNodecluster, navigateto & >System > Settings> Extern@érvices> Authentication and Policy
Serversandre-enter the ISE Super Admin Password to perforresynchronizatiomwith ISE.

ure 5. ConfigureScalable Groupand associate a Scalable Group to Virtual Network

Perform the belowsteps to create Scalable Grougnsd associate a Scalable Group to Virtual Netwamkthe Author Node
cluster.

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

In the Cisco DNA Centeavigate tos > Policy > GrougBased Access Control > Scalable Groups
ClickCreate Scalable Groyphe Create Scalable Grouglide-in pane appears.

In the Create Scalable Group slidepand, enter a name and descriptidar the ScalableGroup.
Remove the DEFAULT_VN Virtual Network by clicking smbol next to the name

From thedrop-down, select the respective Virtualetwork (e.g.,10T)
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Figure 29.  Scalable Group creation and SGT-VN Mapping
« > C Q G hitps://172.23.112.31/dna/policy/g Al 1l ups %3 L m @ =
= Cisco DNA Center Policy - Group-Based Access Control a @ g o
‘ Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You C reate S Calable Grou p x
mode In GBAC Configurations
Policies Scalable Groups Access Contracts Analytics ame*
— :nhile_Rﬂbot /
Scalable Groups (29)
Q  Search Table Tag Value (decimal)*
29
0 Selected Deploy
Description (optional)
(m] Name Tag Value Description Created in Poll
4
D Auditors 9/0x9 Auditor Scalable Group o
Virtual Networks*
m] BYOD 15/0xF BYOD Security Group 0 IoT x / »
O Campus_Security 21/0x15 CS Group 0
[0 Propagate ta ACI
[m] Contractors 5/0x5 Contractor Security Group 2
O Data_Center 27/0x1b 1]
O Developers_1 8/0x8 Developer Scalable Group [}
O Development_Servers 12/0xc Development Servers Security Group 0
[m] employee1 28/0x1c 0
(m] Employees 4f0xd Employee Security Group 0 /
Step 6. ClickSave.
The Scalable Groups window displays $balableGroup name, tag value, assign¥atual Networks and associated
policies.
Step 7. At the bottom right of the pageshoose Ehow Recordsto show 2550, or 100 records per page to view all records

An orange triangle icon is displayed next to the Scalable Group if synchronizatiorise@HSE is incomplete.

Step 8.

the checkbox next to the name of tf&alableGroup

Step 9.

Tech tip

OnceDeployed the Sync not started Sync in progredsiangle will be removed
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ClickDeployfor Cisco DNA Centpushes the information to Cisco ISER&st API.

To manualy sync,Locatethe name of Scalabléroup as entered irStep 3andselect the Scalable Grolgy checking
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Figure 30. Scalable Group Synchronization with ISE

&« > C O & hitps://172.23112.31/d ups < L m @A =
= Cisco DNA Center Policy - Group-Based Access Control Qa ® a4 o
o Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change the administration
mode in GBAC Configurations
Policies Scalable Groups Access Contracts Analytics
Scalable Groups (30) '] @ Create Scalable Group
Q  Search Table / v
0 Selected Deploy
D Name Tag Value Description Created in Palicies Virtual Networks
O HVAC 22/0x16 HV Group ] BMS
[m] Information_Technology 16/0x10 IT Group 0 DEFAULT_VN
O / Lighting_Control 23/0x17 LC Group 0 BMS
O A Mobile_Robot 29/0x1d o loT
o Network_Services 3/0x3 Network Services Scalable Group 1 DEFAULT_VN
[m] PCI_Servers 14/0xe PCI Servers Scalable Group o DEFAULT_VN
O Phone 19/0x13 0 CAMPUS
(] Paint_of_Sale_Systems 10/0xa Point of Sale Scalable Group 0 DEFAULT_VN
[m] Printer 17/0x11 Printer Group 0 CAMPUS /
30 Records Show Records: 100~ 1-30 < @ >

Step 10. On a Reader Node clusteravigate t@s >Policy > GrougBased Access Control > Scalable Groupeerify the
Scalable Group creation and association of a Scalable Group to Virtual Network.

Step 11. To show more than 10 records per pagdickShow Recordand selectl0, 25, 50, or 100 to see the selected number
of Scalable Groups per page shown in Fige 31.
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Figure 31.  Scalable Group sync to Reader Node Cluster
&= (@ O G o hitps:y/172.23.112.41/dna/policy/gbacACA/aca-external-scalableGroups oo & @ =
Policies Scalable Groups Access Contracts Analytics
Scalable Groups (30) 5]
Q  Search Table W
O Name Tag Value Description Created in Virtual Networks
Guests 6/0x6 Guest Security Group DEFAULT_VN, GUEST
HR 24/0x18 CAMPUS
HVAC 22/0x16 HV Group BMS
Information_Technology 16/0x10 IT Group DEFAULT_VN
Lighting_Control 23/0x17 LC Group BMS
/b:nbile,RDbul / 29/0x1d loT /
Network_Services 3/0x3 Network Services Scalable Group DEFAULT_VN
PCI_Servers 14/0xe PCI Servers Scalable Group DEFAULT_VN
Phone 19/0x13 CAMPUS
Point_of_Sale_Systems 10/0xa Paint of Sale Scalable Group DEFAULT_VN
Printer 17/0x11 Printer Group CAMPUS
Production_Servers 11/0xb Production Servers Security Group DEFAULT_VN
Production_Users 7/0x7 Production User Scalable Group DEFAULT_VN

30 Records

e

Show Records: 100~ 1-30 < @ >

Procedure 6. Deleting a Scalable Group

Deleting aScalable Groupn the Author Node clusterrequires prerequisite actions. Thauthor Node cluster is not aware of
Scalable Groupsage ona ReademMNode cluster You mgt remove all references to the security group on all ReadeNode
clusters before attempting to delete that security group on tAathor Node cluster If you delete a security group on theithor
Node cluster, that security group is deleted on tiauthor Node cluster Cisco IS&nd on theReademNode clusteif there are no
references to it. If one of thReademMNode clustesis using thaSecurity Group, that security group displays ast of sync with

Author.
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Figure 32.  Scalable Group Out of Sync with Author Node Cluster

« > C QO G == o hips/172.23.112.41 i ACA/aca-external- ] x B @ =
= Cisco DNA Center Policy - Group-Based Access Control Qe g L
Policies Scalable Groups Access Contracts Analytics
Scalable Groups (31)

Q Search Table v

O Name Tag Value Description Created in Virtual Networks
PCI_Servers 14/0xe PCl Servers Scalable Group DEFAULT_VN
Phane 19/0x13 CAMPUS
Point_of_Sale_Systems 10/0xa Point of Sale Scalable Group DEFAULT_VN
Printer 17/0x11 Printer Group CAMPUS
Production_Servers 11/0xb Production Servers Security Group DEFAULT_VN
Production_Users 7/0x7 Production User Scalable Group DEFAULT_VN
Quarantined_Systems 255/0xf Quarantine Security Group CAMPUS

Out of sync with author, 20/0x14 5L Goup i

O A Smart_Plug 30/0x1e null
Test_Servers 13/0xd Test Servers Scalable Group DEFAULT_VN
TrustSec_Devices 2/0x2 TrustSec Devices Security Group DEFAULT_VN
Unknown 0/0x0 Unknown Security Group DEFAULT_VN

31 Records Show Records: 100~ 1 -31 <@ >

Perform thestepsbelowto stay in sync with théuthor Nodecluster.
Step 1. Remove all the references 8talable Groupn the ReademMNode cluster

Step 2. Navigate tas >System > Settings> Extern@érvices> Authentication and Policy Servargdre-enter the Cisco ISE
Super Admin Password to performtesynchronizatiorwith ISE.

Procedure 7. Creating Access Contracts

An Acces§ontractis a set of rules thatontrol the type of network traffic that is allowed tpass between the source and
destinationScalable GroupSecurity Group Access Contists (SGAX) in ISEre called Access ContradtsCisco DNA Center.
Accesgontracts define the actions (permit or deny) performed when the traffic matches a netwplication, protocol, and
port.

The stepgo manageAccess Contrads the sameprocesson standaloneCisco DNA Centefusteror cluster participating in the
Multiple CiscdDNACenterfeature. The distinction is that&ating, editing, anddeletingAccess Contracts is permittely on
the Author Nodecluster, and Access Contractge@not visible on theReademode clusters. Ayperlink is displayetb cross
launch tothe AuthorNodeO f dzaAc&@ s dntracts page.

Please refer tiCreate Acess Contractsection in theCisco DNA Center User GufdeAccess Contract creati@md conflict and
resolution in case of mismatch between Cisco DNA Center and Cisco ISE.
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Figure 33.  Access Contract creation on Author Node Cluster

« > C QO G httpsy/172.23.112.31 i A I W & @@ =

= Cisco DNA Center Policy . Group-Based Access Control Q ® a9 O

. Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change the administration
mode in GBAC Configurations

Policies Scalable Groups Access Contracts Analytics

"

Access Contracts (7) Last updated: 1:28 PM /7 Refresh ‘ @ create Access Contract

 Filter Actions ~~  Deploy

O Name = Description Rules Count Policies

O Deny_HTTP 3 1]
Deny IP Deny IP SGACL 3
Deny_IP_Log Deny IP with logging 0
FIN_GON 1 0

O ICMP_DENY 1 0
Permit IP Permit IP SGACL 1
Permit_IP_Log Permit IP with logging 0

Shaw 10 entries Showing 1 -7 of 7 1

Figure 34.  Access Contract — Reader Node Cluster

« > C O & o hitps//172.23.12. 0 I w L B @ =

= Cisco DNA Center Policy - Group-Based Access Control Q ® @ &

«

Policies Scalable Groups Access Contracts Analytics

( In Multiple Cisco DNA Center environment, Access Contracts are administered on the Author node )
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Procedure 8. Create GrougBased Access Control Policy

Scalable GroupandAccessontracts are the basic building blocks of artessControl Policy. While creating aAccessControl
Policy, Scalable GroupandContracts that have created beforgan be usd or newScalable Groupnd Contractscan be
created.

If you want to specify the network resources that can be accessed from a specific source group, you can create an aotess cont
policy witha single source group and single or multiple deation groups oryou can create an access control policy with a
single destination and multiple source groups.

Creating an Access Control policthis exact same process on Standalone Cisco DNA Center or Multiple Cisco DNAC Center
Cluster. Managing(creating/editing/deleting) Access Conodicy ispermitted only on theAuthor Nodeclusterand Access
Control policy are not even visible on tReaderCiso DNAC Cluster node, rathehgperlink is displayetb crosslaunch to
AuthorNodeO f dzaAc&@$eIZantrol Policy page.

Perform the belowsteps to creatéGroupbased Control policgn the Author Node
Step 1. On theAuthor Node Clustenavigate tos > Policy >Group-Based Access Control > Polices
Step 2. dickCreate Policies

Step 3. To create amccessControl Policy with a single source and single destination graafect Source to Destination(s)
from the drop-down.

Step 4. Click on the radio button next to sour&ealable Grouffor example:Mobile_Robot)
Step 5. ClickNext
Step 6. Choose the destinatioBcalable Grouffor example:Smart_Pluy
Step 7. ClickNext
Step 8. Click the radio button next tdesired Access Contract.
Step 9. ClickNext
TheSummary windw lists the policy that you created based on the sele@edlable Groupand contract
Step 10. ClickSave
Step 11. ClickDeployfor Cisco DNA Center pushes the Policy information to ISE.
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Figure 35. Group-Based Access control policy creation on Author Node Cluster
« > C O G https//172.23.112.31/dna/policy/gbacACA/aca-external-gb-policy i y @ @ =
= Cisco DNA Center Policy - Group-Based Access Control Q @ a L

mode in GBAC Configurations

Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change the administration

Policies Scalable Groups ~ Access Contracts Analytics

Create Policies

New policies (1)

Source &

Mobile_Robot

[ Y-

Destination

Smart_Plug

fr—
Contract Current Selection
Deny IP Source(s) selected:

Mobile_Robat x

Destination(s) selected:

Smart_Plug

Contract(s) selected:

Deny IP %

Cancel

Step 12. Toverify to policy creation in Cisco DNA Centeaprithe Cell intersecting the Source dbelstination Scalabl&roup
for the policythat was configuredreviously inStep 2asshown in Figure 36.

Figure 36.  Group-Based Access Control Policy - Matrix View on Author Node Cluster
« > C O G https://172.23.112.31/dna/policy/gbacACA/aca-external-gb-policy g & B @ =
= Cisco DNA Center Policy - Group-Based Access Control aQ @ ¢ L

mode in GBAC Configurations

Migration is complete. Cisco DNA Center will be the policy administration point, and screens of Scalable Groups, Access Contracts and Policies in Cisco ISE will be read-only. You can review the policy migration log, and/or change the administration >

Policies Access Contracts

Scalable Groups Analytics

Policies (5) ¢ Enter full screen

e

Deploy

T Filter

m Permit W Deny

£ Refresh

Custom Default

{10 21277007704,

HVAG
Information_Tech. ..
Lighting_Contral
Wobse_Robot

Metwork_Services

ﬁjfff@;f‘fﬁ?if

£ GBAC Configuration  Default: Permit IP .Creale Policies v n

View: Default View

f”’qs "ff"?’

/

PCI_Servers Expand Minimap (1
Point_of_Sale_S...
Printer
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Step 13. On Cisco ISE, Navigatewrk Centers > TrustSec > TrustSec Policy > Egress Policy > telatiiy the policy push
from Cisco DNA Center.

Tech tip

TheEdit Add, Cleay and Deploybuttons aregreyed out on Cisco I®EcauseCisco DNA center is managing TrustSec Polibgrefore,
these items ardReadOnly on ISE.

Figure 37.  TrustSec Policy Matrix on Cisco ISE — Read-Only View

(%; O G = hitps:/H72.25.73.223/admi fworkcenter t kcenter_trustsec_policy/egr i 0% 17

» Context Vislbilty  » Operstions  + Pallcy

» Notwork Access b GuesiAccess  ~TrusiSec  » BYOD  » Profler  » Posture  » Davice Administration  » PassivelD

» Overview  » Companents  +TrustSecPolicy  Policy Ssts  » SXP » Troubleshoo!  Reports  » Sattings

e
~ Egrees Pallcy Production Matrix ‘/ Populaled cells: 5 < Rafresh

Matrices List © Edt 4 Add Clear = Deploy @ VerifyDeploy g MonforAll-OF 3 Import X Expoi  View~  Show|All

Matrix.

Saurce Trae Destination »
Destination Tree g a3

@ Moblie_Robot
Network Service.
PO Servers
Fhone

(&) Pomt_of Sale 5.
printer
Production_Serv..

& vging coner..

B0
@) Campus_Secuty
Contractors
Dota_¢
Developars 1
Develapment_Ser..
Emplayees.
Encoding_Server
@ Enterprise
Guests
R
HuaC
& Information_Tec.

I
5
@

Nelwork Device Autharization ® @

© Informaton_Tec..

() ahting_Contro...
@ Mobie_Robot
() Network_Service...

(B Peservers
@ erane

() Puirt_of_Sale_S..

() Printer.

() Production_Serv..

(@ Production_User...

@ Quarantined Sys..

e |
() smart_Phug

D Test servers

) TrustSer. Device...

7 uninewn

Defaut [ Enabled SGACLS : Permit 1P Deseription : Default egress rue
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Figure 38.  TrustSec Read-Only Privileges on Cisco ISE

whali - Identity Services Engine Home

cisco » Context Visibility » Operations » Policy » Administration ~Work Centers

» Network Access  » GuestAccess ~TrustSec » BYOD » Profiler » Posture  » Device Administration  » PassivelD

~Overview » Components  » TrustSec Policy  Policy Sets  » SXP  » Troubleshoot ~ Reports  » Settings
—

(]
Introduction

TrustSec Overview

Dashboard

Cisco DNA Center is managing TrustSec Security Groups, SGACL's and Egress Policy, those screens are Read Only.
Prepare Define Go

e & Monitor

Plan Security Groups
Identify resources that require different levels of
protection

Classify the users or clients that will access
those resources

Objective is to identify the minimum required
number of Security Groups, as this will simplify
management of the matrix

Preliminary Setup
Set up the TrustSec AAA server.

Set up TrustSec network devices.

Check default TrustSec settings to make sure
they are acceptable.

If relevant, set up TrustSec-ACl policy group
exchange to enable consistent policy across
your network.

Consider activating the workflow process to
prepare staging policy with an approval process.

Create Components

Create security groups for resources, user
groups and Network Devices as defined in the
preparation phase. Also, examine if default SGTs
can be used to match the roles defined.

Define the network device authorization policy by
assigning SGTs to network devices.

Policy
Define SGACLs to specify egress policy.

Assign SGACLSs to cells within the matrix to
enforce security.

Exchange Policy

Configure SXP to allow distribution of IP to SGT
mappings directly to TrustSec enforcement
devices.

Push Policy
Push the matrix policy live.

Push the SGTs, SGACLs and the matrix to the
network devices @

Real-time Monitoring
Check dashboards to monitor current access.

Auditing
Examine reports to check access and
authorization is as intended.
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Operate

Operate section begins with a discussion around promdiegdeMNode clusteto Author Nodeclusterand circumstances

when to promote and best practices to follow before this promotion. The later part of the section will focus on the blasic hig
level trowbleshooting steps

As part of the Multiple Cisco DNA Center solution architecture where we have multiple Cisco DNA Center Clusters and only one
has a special role for being polidythor. There may be instances where the Administrator needs to promdeeeaier Node
clusterto take over the role oAuthorNode cluster This promotion shouldot be doneunless

I TheAuthorNode clusteiis takenout of service ofs otherwiseunavailable for an extendegeriod.

I TheAuthorNode clusteiis permanently unavailabler unresponsive for an extendgxkriod, and Policy changes are
required

Procedure 1. Graceful Promotion dReaderto Authorrole

Multiple Cisco DNA Center architecture supports a manual process to prdReaigerCisco DNA Cluster futhor Role if the
administrabr plans to take theAuthor Node clusteout of service. AReadeiNode clustes, by default, have Bromote to
Author button. You can stanpromoting aReademMNode clusteto an Author Nodewhile your currentAuthor Node clusteiis still
in operation. Do not start the promotion operation while the existigthor Node clusteiis busy. For example, while
synchronizing polies with ISEIf the Author Node clusteiis busy, the promotion operatiois staggeredintil the Authornode
completes current processing.

Figure 39. Graceful Promotion of Reader to Author Role

Cisco ISE Deployment (Cluster)

pxGrid and REST
APIs

Author Node !
Change In Progress Cisco DNA Center
Cluster #3

a e L TNew Author

Release Bulk Sync

Author Role Cisco DNA Center
Cluster #2

Cisco DNA Center
Cluster #1

% Intent-based Network Infrastructure Be

1) Upon Graceful promotion of ReadeNodecluster(Cluster #2), Access Control Application onRieadeNode cluster
initiates an API call to Cisco ISE for Role chdrRgader> Author).

2) Cisco ISE upon receiving a role change will request the cuktehorto release the role oAuthor. CurrentAuthor
(Cluster #1) releases the role &tfithor (if no sync in progress, else wait until the sync complete) and takes over the role
of Reademode cluster
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3) Qurrent ReaderCluster #2) up for promotion resumes the rolefafthor Nodecluster. Upon theAuthorand Reader
role change, Cisco ISE updates otReadeMNode clustes about the NewAuthorviaconfiguration update. Next, the
new Author Node cluste(Cluster#2) initiates the data migration from Cisco ISE and disables Prométethmr option
in the UI.

Figure 40. Multiple Cisco DNA Center Settings Page — Reader Node Cluster

« > ¢ Q G hitps:j/172.23.112. ttings i Settings o r B @ =
= Cisco DNA Center System . Settings Qe ¢ L
=0 Search Settings Settings / System Configuration
Multiple Cisco DNA Center Settings

Authentication and Policy Servers ‘/
Authentication Tokens This Is & Reader node o
Integrity Verification ®
vManage
IP Address Manager

1P Address Role
Cisco Al Analytics

172.23.112.41 READER
Stealthwatch
Destinations 172.23.112.31 AUTHOR

DNA Spaces/CMX Servers
Machine Reasoning Engine
Cloud Access Keys

System Configuration v
Debugging Logs

Multiple Cisco DNA Center Setti...

Integration Settings
System Health Notifications
High Availability
Login Message
Proxy Config
Terms and Conditions v
Telemetry Collection

Trust & Privacy v

Anonymize Data

Step 1. On theReademNodecluster, navigateto & >System > Settings > System Configuration > Multiple Cisco DNA Center
Settingsand verify theAuthorand ReadeNoderoles

Step 2. Click onPromote toAuthor button and upon clicking, below warning messages appears
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Figure 41. Promote to Author Info Banner — Reader Node Cluster

Step 3. dickContinueto promote the node toAuthorrole.

The tansitionprocess may takeeveral minutes.

Step 4. Verify that theCluster thisvaspromoted dhangego the Author Role as show in Figure 43.
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