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Hardware and Software Version Summary 

Table 1. Hardware and Software Version Summary 

Item Part number Minimum Software version 

Cisco® DNA Center Appliance1  ǒ DN1-HW-APL (M4-based chassis) 

ǒ DN2-HW-APL (M5-based chassis) 

ǒ DN2-HW-APL-L (M5-based chassis) 

ǒ DN2-HW-APL-XL (M5-based chassis) 

1.3.3.5 or higher 

SD Access Package2 ǒ sd-access3 See Cisco DNA Center Release Notes for 

applicable version 

Access Control Application Package2 ǒ access-control-application3 See Cisco DNA Center Release Notes for 

applicable version 

Multiple Cisco DNA Center Package2 ǒ multi-dnac-enablement3 See Cisco DNA Center Release Notes for 

applicable version 

Cisco Identity Services Engine ǒ All supported Cisco Secure Network Server (SNS) 

Appliances 

ǒ R-ISE-VMM-K9= 

ISE 2.4 Patch 11 or higher 

ISE 2.6 Patch 3 or higher 

ISE 2.7 Patch 1 or higher 

ISE 3.0 ς All Patches 

1 Deployments supported:  

ǒ Single Node Cluster 

ǒ Single Node Cluster with Disaster Recovery (DR) 

ǒ 3-Node High Availability Cluster 

ǒ 3-Node High Availability Cluster with Disaster Recovery 

2 GUI Display Name 

3 CLI Display Name  
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About This Guide 
This guide provides technical guidance to design, deploy and operate the Software-Defined Access Solution using Multiple Cisco 

DNA Center Clusters with a single Cisco Identity Service Engine (ISE) deployment. It focuses on the steps to integrate these 

multiple Cisco DNA Center clusters with a single Cisco ISE system.  

 

 

This guide contains four major sections: 

The DEFINE section defines the use cases for the Multiple Cisco DNA Center to ISE feature and its benefits in Cisco Software-

Defined Access (SD-Access) Fabric. 

The DESIGN section shows the deployment topology, solution overview, requirements, and considerations with Multiple Cisco 

DNA Center to ISE solution. 

The DEPLOY section demonstrates the steps involved to enable Multiple Cisco DNA Center to ISE feature.  

The OPERATE section demonstrates the Day N procedure and basic troubleshooting tips to be followed on Cisco DNA Center 

Clusters and Cisco ISE with respect to Multiple Cisco DNA Center Feature.  
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Define 
Cisco DNA Center and Cisco Identity Service Engine integrates to solve multiple use cases such as Micro-Segmentation, secured 

network access for authorized users, guests, and onboarding IoT devices into a Software Defined Access network. Cisco SD-

Access customers with Large or Distributed Enterprise Fabric networks often leverage more than one Cisco DNA Center cluster 

for management simplicity, multi-regional deployments and even for compliance reasons. At the same time, they leverage a 

single Cisco ISE cluster for globally consistent Group-based Access Control Policy. The "Multiple Cisco 5b! /ŜƴǘŜǊέ ŦŜŀǘǳǊŜ 

centrally manages Virtual Networks, Scalable Groups, Group-based Access Control Policy, Access Contracts and Virtual Networks 

to Scalable Group associations. It does so by allowing multiple Cisco DNA Center clusters to integrate with a single Cisco ISE 

system. 

What is covered in this Guide? 

This guide provides guidance to Cisco Software-Defined Access customers integrating Multiple Cisco DNA Center clusters with 

Cisco ISE. The process, procedure, and steps listed in this guide are working configurations verified with the Cisco DNA Center, 

Cisco ISE, and Cisco IOS XE code versions listed in Appendix A.  

What is NOT covered in this Guide? 

Although this deployment guide is about Cisco DNA Center and Cisco ISE, it does not cover the initial bootstrap and installation 

of the Cisco DNA Center appliances and Cisco ISE deployment, shared services installation and deployment such as DHCP, DNS, 

and network connectivity configuration between various infrastructure components such as the routers and switches.  

Deployment of the SD-Access Fabric and its various features are beyond the scope of this guide as well. 

For more information on these items, please see additional references in Appendix B. 

About Cisco DNA Center and SD-Access 

Cisco DNA Center is the network management and command center for the Cisco Digital Network Architecture (DNA), built on 

intent-based networking principles.  It helps you build the new network and deliver better experiences more securely, so you 

can focus on your business, and not on your network. It creates a holistic end-to-end platform for your enterprise so you can 

better manage the business.  Cisco DNA Center provides a centralized management dashboard for complete control of this new 

network. This platform can simplify IT network operations, proactively manage the network, provide consistent wired and 

wireless policy, and correlate insights with contextual cognitive analytics. 

Cisco DNA Center is a hardware appliance powered through a software collection of applications, processes, services, packages, 

and tools.  This software provides full automation capabilities to deploy networks in minutes, to perform device upgrades and 

patches network-wide with a minimal clicks, and to help ensure configuration consistency and save your team time. It also 

provides visibility and network assurance through intelligent analytics combined with AI/ML which has more than 30 years of 

best practices to help optimize your network's performance, reduce troubleshooting time for your team, and lower the cost of 

network operations. 

Cisco® Software-Defined Access (SD-Access) ƛǎ ǘƘŜ ƛƴŘǳǎǘǊȅΩǎ ŦƛǊǎǘ ƛƴǘŜƴǘ-based networking solution for the Enterprise built on 

ǘƘŜ ǇǊƛƴŎƛǇƭŜǎ ƻŦ /ƛǎŎƻΩǎ 5ƛƎƛǘŀƭ bŜǘǿƻǊƪ !ǊŎƘƛǘŜŎǘǳǊŜ ό/ƛǎŎƻ 5b!ύΦ /ƛǎŎƻ {5-Access provides automated end-to-end 

segmentation to separate user, device and application traffic without redesigning the network. Cisco SD-Access automates user 

access policy so organizations can make sure the right policies are established for any user or device with any application across 

the network. This is accomplished with a single network fabric across LAN and WLAN which creates a consistent user experience 

anywhere without compromising on security. 

Building this next-generation solution involved some key foundational elements including: 

Controller-based orchestrator to drive business intent into the orchestration and operation of network elements including day-

0 configuration of devices and policies associated with users, devices and endpoints as they connect to a network. 
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Network fabric leveraging Virtual Network (VN) overlays in order to support mobility, segmentation and programmability at a 

very large scale. 

Programmable switches to build a modern infrastructure for automated device provisioning, open API interfaces, granular 

visibility using telemetry capabilities along with seamless software upgrades. 

Companion Resources 

Find the companion guides Cisco Software-Defined Access Solution Design Guide CVD, Cisco DNA Center & ISE Management 

Infrastructure Deployment Guide, SD-Access Fabric Provisioning Prescriptive Deployment Guide, SD-Access for Distributed 

Campus Prescriptive Deployment Guide, related deployment guides, design guides, and white papers, at the following pages: 

ǒ https://www.cisco.com/go/designzone 

ǒ https://cs.co/en-cvds 

ǒ https://cs.co/sda-resources 

 

LŦ ȅƻǳ ŘƛŘƴΩǘ ŘƻǿƴƭƻŀŘ ǘƘƛǎ ƎǳƛŘŜ ŦǊƻƳ /ƛǎŎƻ /ƻƳƳǳƴƛǘȅ ƻǊ 5ŜǎƛƎƴ ½ƻƴŜΣ you can check here for the latest version of this guide. 

  

https://cs.co/sda-cvd
https://cs.co/sda-infra-pdg
https://cs.co/sda-infra-pdg
https://cs.co/sda-fabric-pdg
https://cs.co/sda-distrib-pdg
https://cs.co/sda-distrib-pdg
https://www.cisco.com/go/designzone
https://cs.co/en-cvds
http://cs.co/mdnac-to-ise
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Design 

Deployment Topology Overview 

 

 

Solution Overview 

Cisco DNA Center provides a mechanism to create a trusted communications link with Cisco ISE to propagate Virtual Networks 

(VNs), Scalable Group Tags (SGTs), Access Contracts, Group-Based Access Control (GBAC) Policy, and VN-to-SGT Associations. 

Here, ISE is the consumes of this information. Cisco ISE provides the runtime policy services to the network, which includes 

Group-Based Access Control Policy downloads to the network devices. 

The Multiple Cisco DNA Center feature leverages the existing secure connection with Cisco ISE to replicate VNs, SGTs, Access 

Contracts, GBAC Policy, and VN-to-SGT Associations from one cluster to another cluster which are integrated with same Cisco 

ISE deployment.  Here, ISE takes this information learned from one cluster (the Author Node as defined below) and propagates it 

to the other clusters (Reader Nodes).  

Multiple Cisco DNA Center feature is supported on all appliance types (44-core, 56-core, and 112-core) deployed in as either a 

single-node cluster or a three-node cluster with or without Cisco DNA Center Disaster Recover enabled.  

Solution Components 

The Multiple Cisco DNA Center feature has specific role designations for the clusters: 

ǒ Author Node Cluster 

ǒ Reader Node Cluster 
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Author Node Cluster 

This is the first cluster that integrates with the ISE deployment. The Author Node cluster is the source of truth for all of Cisco SD-

Access policy information. The Author Node cluster manages VNs, SGTs, Access Contracts, GBAC Policy, and VN-to-SGT 

Associations.  Creation, modification, or deletion of policy components can only be performed on the Author Node cluster.  

The Author Node cluster pushes VN and policy related information to ISE via ERS/PxGRID REST APIs for Cisco ISE to consume the 

information and publishes it to all other Cisco DNA Center Clusters in the Reader Node role.  

Only ONE (1) cluster can be designated as the Author Node supported.  It is the only node that can be Brownfield (containing 

user-defined ±ƛǊǘǳŀƭ bŜǘǿƻǊƪΣ {ŎŀƭŀōƭŜ DǊƻǳǇǎ ό{D¢ΩǎύΣ !ŎŎŜǎǎ /ƻƴǘǊŀŎǘǎΣ DǊƻǳǇ-Based Access Control (GBAC) Policy and VN to 

SGT Associations) Cisco DNA Center Cluster 

Reader Node Cluster 

All other Cisco DNA Center clusters are Reader Node cluster. Reader Node clusters have a Read-Only view of VNs, SGTs, Access 

Contracts, GBAC Policy, and VN-to-SGT Associations. However, these objects are available to use for provisioning operations just 

as if this were a stand-alone Cisco DNA Center cluster.  

A Reader Node cluster does not display Access Contracts or Policies, though has a hyperlink to cross-launch to the Author Node 

cluster to access that information. Reader Node clusters will consume the same VNs, SGTs, Access Contracts, GBAC Policy, and 

VN-to-SGT associations that are defined on the Author Node cluster.  

VNs can only be created on the Author Node cluster. Once created they are propagated to the Reader Node clusters. To use this 

VN on the Reader Node clusters, the VN must be added to the fabric site. The Reader Node clusters will configure the associated 

network attributed such as Virtual Network Identifies (VNID), Route Targets (RT), and Route Distinguishers (RD) which are local 

to that cluster.   

Except for the VN and Policy features listed above, each Reader Node cluster are independent clusters that manage their own 

network infrastructure. 

The Multiple Cisco DNA Center feature enables global policy administration across multiple Cisco DNA Center clusters integrated 

to a single Cisco ISE. This capability does not change the underlying limitations of managing virtual networks and fabrics on 

multiple Cisco DNA Center clusters. A virtual network may have the same name across multiple Cisco DNA Center clusters, which 

allows it to support consistent security group-virtual network associations across multiple clusters. But at the individual cluster 

level, the actual network attributes to associate with a VN (VRF, route target, route distinguisher, and so on) are not identical 

across clusters. This is the same as when operating independent Cisco DNA Center clusters.  

Before adding a Cisco DNA Center node as a Reader, you must remove all admin-created Cisco SD-Access policy data on the 

Reader Node cluster for Cisco DNA Center to integrate with Cisco ISE. This includes non-default Virtual Networks (any Virtual 

Networks other than DEFAULT_VN and INFRA_VN), Scalable Group to VN mappings, User-defined Access Contracts and Group-

Based Access Control Policy.   

Tech tip 

In Cisco DNA Center Releases 2.2.2.x and earlier, up to THREE (3) Reader Node clusters are supported.  This is FOUR (4) clusters in total 
including the Author Node cluster. 
 
In Cisco DNA Center Release 2.2.3.x and later up to FOUR (4) Reader Node clusters are supported. This is FIVE (5) clusters in total including 
the Author Node cluster. 

 

Accessing the Multiple Cisco DNA Center Cluster Software Package  

The Multiple Cisco DNA Center functionality is not available as a General Availability feature. A Limited Availability package 

called Multiple Cisco DNA Center is available only to approved customers. To get access to this software package, please reach 
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out to your Cisco Sales representative or Channel Partner to do a High-Level Design review. Upon design review approval, the 

software package is released via the Cloud Catalog Server update, and the cluster administrator can download and install the 

package. For Air-Gapped environment, packages will be released in a separate method for the cluster administrator to download 

and install the respective package.  

All Cisco DNA Center clusters that are integrated with the single Cisco ISE deployment must install this package. Once 

downloaded, the package installation process automatically restarts the applicable services in the cluster.  This installation and 

service restart may take up to 10 minutes. Once the package is installed, a separate submenu is added under ᵿ > System > 

Settings > System Configuration > Multiple Cisco DNA Center Settings. 

 

 

Cisco Multiple DNA Center Considerations  

ǒ In Cisco DNA Center Releases 2.2.2.x and earlier, up to THREE (3) Reader Node clusters are supported.  This is FOUR (4) 

clusters in total including the Author Node cluster. 

ǒ In Cisco DNA Center Release 2.2.3.x and later up to FOUR (4) Reader Node clusters are supported. This is FIVE (5) clusters 

in total including the Author Node cluster. 

ǒ Before adding Reader Node cluster, you must remove all user-defined Cisco SD-Access policy elements in order to 

integrate with Cisco ISE. These include any user-defined VNs, SGTs, Access Contracts, and GBAC Policy. 

ǒ Once the Multiple Cisco DNA Center Package is installed, the functionality is enabled in the cluster. Uninstalling the 

ǇŀŎƪŀƎŜ ŘƻŜǎ ƴƻǘ ŘƛǎŀōƭŜ ǘƘŜ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƴƻǊ ǊŜƳƻǾŜǎ ά9ǎǘŀōƭƛǎƘƛƴƎ aǳƭǘƛ 5b! /ŜƴǘŜǊ ŜƴǾƛǊƻƴƳŜƴǘέ ǎǘŜǇ ǿƛǘƘ L{9 

integration process. 

ǒ VNs, SGTs, Access Contracts, GBAC Policy, and VN-to-SGT Associations can only be managed on the Author Node cluster. 

Virtual Networks and SGTs are Read-Only on Reader Node clusters. 

ǒ The ability to designate a Virtual Network as a Guest VN is not supported. This limitation is removed if using Cisco DNA 

Center 2.2.3.x along with Cisco ISE 3.1. 
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ǒ SGT to VN associations can only be managed on the Author Node cluster. These associations are available as Read-Only 

on Reader Node clusters.  

ǒ When a Cisco DNA Center cluster is upgraded, a new Multiple Cisco DNA Center package may be available. However, this 

package is not automatically available for download. Use the earlier process to receive access to newly available packages 

after upgrade.  

ǒ After cluster upgrade, the existing Multiple Cisco DNA Center functionality will continue. If upgrading from 1.3.3.x to 

2.x.x.x, ensure that the newer package is installed to avoid seeing potential issues in Multiple Cisco DNA Center settings 

page. Additional fixes or capabilities are made available through the SD-Access, Access Control Application, and Cisco 

DNA Center UI packages. The standard cluster upgrade process should automatically download and install these 

packages.  Please consult the Cisco DNA Center Release Notes for specific package version numbering for a given release. 

ǒ The user-defined pxGrid Subscriber name under ᵿ > System > Settings > Authentication and Policy Servers across all 

FIVE Cisco DNA Center must be unique. This is applicable only if you are running Cisco DNA Center versions 1.3.3.x and 

below. The Subscriber Name is auto-generated starting with Cisco DNA Center version 2.1.1.x and later. 

ǒ The ability to associate a vManage VPN to a Virtual Network is not supported. This limitation is removed if using Cisco 

DNA Center 2.2.3.x along with Cisco ISE 3.1. 

ǒ When promoting a Reader Node cluster to the Author Node role, the application names for specific Access Contracts 

found under ᵿ > Policy > Group-Based Access Control > Access Contracts are not populated. The application names are 

displayed as Advanced. TCP/UDP port numbers are populated. Please note, the behavior of the network is unchanged 

since these SGACLs in ISE have not changed. To populate the names, review all the Access Contracts after a promotion 

operation and edit them selecting the application name. 

Multiple Cisco DNA Center to ISE Scale Information 

Table 2. Multiple Cisco DNA Center VN and IP Pool Scale 

 

Cisco DNA Center 1.3.3.x 

ISE 2.4 Patch 14 and later 

ISE 2.6 Patch 8 and later 

ISE 2.7 Patch 3 and later 

 ISE 3.0 Patch 2 and later 

300 Virtual Networks 

1250 IP Pools (Total) 

 

 

Cisco DNA Center 1.3.3.x 

ISE 2.4 Patch 13 and earlier 

ISE 2.6 Patch 7 and earlier 

ISE 2.7 Patch 2 and earlier 

ISE 3.0 Patch 1 and earlier 

100 Virtual Networks 

600 IP Pools (Total) 

 

 

https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html
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Table 3. Multiple Cisco DNA Center VN and VLAN Name Scale 

 

Cisco DNA Center 2.1.1.x 

ISE 2.4 Patch 14 and later 

ISE 2.6 Patch 8 and later 

ISE 2.7 Patch 3 and later 

ISE 3.0 Patch 2 and later 

300 Virtual Networks 

1250 VLAN Names (Total) 

 

 

Cisco DNA Center 2.1.1.x 

ISE 2.4 Patch 13 and earlier 

ISE 2.6 Patch 7 and earlier 

ISE 2.7 Patch 2 and earlier 

ISE 3.0 Patch 1 and earlier 

100 Virtual Networks 

600 VLAN Names (Total) 

 

Tech tip 

A VLAN Name is configured in the Fabric Site ς Host Onboarding screen. The configuration allows an administrator to have a single VLAN 
Name (for use in authorization profiles and authorization policies in Cisco ISE) for multiple IP pools. A common use case is to have a single 
VLAN Name for a specific virtual network across all sites (where every site has one or more unique IP pools). 

Multiple DNA Center Latency Requirements 

The latency requirements for this feature are unchanged from the standard latency requirements.  Please refer to the SD-Access 

requirements section on the Cisco DNA Center datasheet for latency information. 

Cisco Multiple DNA Center Policy Management 

Cisco DNA Center 1.3.1.x software release introduced the Access Control Application (ACA) package with which Scalable Group, 

Access Contracts and Group-Based Access Control Policy are available on the Cisco DNA Center user interface.  Once Cisco DNA 

Center was integrated with Cisco ISE and Policy Migration was performed and synchronized, policy authoring privileges are be 

handled within Cisco DNA Center and ISE becomes Read-Only.  

Usually, the policy data on Cisco DNA Center and Cisco ISE is consistent, so no special handling or conversion of data is 

necessary. In case of minor discrepancies or inconsistencies or if there is a conflict, the data in Cisco ISE is given precedence, so 

as not to introduce changes in policy behavior in the network.  For Conflict resolution and actions to take during migration, 

please see Group-Based Access Control: Policy Data Migration and Synchronization in the Cisco DNA Center user guide 

To retain the policy (Scalable Groups, Access Contracts and Group-Based Access Control Policy) authoring function on Cisco ISE, 

either: 

ǒ Skip the Data migration and Synchronization step under ᵿ > Policy > Group-Based Access Control > Policies. 

ǒ Navigate to ᵿ > Policy > Group-Based Access Control > Policies > GBAC Configuration. and select Manage Group-Based 

Access Control in ISE, GBAC UI in Cisco DNA Center will be inactive and click Save if data migration is complete.  

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html#SDAccessrequirements
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html#SDAccessrequirements
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-2/install_guide/2ndgen/b_cisco_dna_center_install_guide_2_2_2_2ndGen/m_complete_first_time_setup_2_2_2_2ndgen.html#id_113989
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Cisco Multiple DNA Center Upgrade Recommendations 

In a Cisco Multiple DNA Center environment, itΩs strongly recommended to run the same Cisco DNA Center software version 

and packages across all Author and Reader Node clusters.  The exception to this is during the process of cluster upgrades.   

Tech tip 

Basic functionality of the Multiple DNA Center feature does not require the same software version of all the participating Author and 
Reader Node Cluster. However, using mismatched code versions will result in a difference in fixes, capabilities, and features between the 
clusters. The same Cisco DNA Center software version and packages is strongly recommended across all Author and Reader Node clusters. 

 

Upgrade all Reader Node clusters first, and then upgrade the Author Node cluster to avoid feature disparity and feature 

incompatibility across versions. Avoid promotion of a Reader Node cluster to the Author Node role in the middle of an upgrade 

cycle. All Cisco DNA Center clusters should be upgraded and running the same version software version before promoting a 

Reader Node Cluster.  
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Deploy 
This section focuses on deployment guidelines with various workflows including the Multiple Cisco DNA Center Package 

installation and Policy Authoring. 

There are two implementation options available when it comes for the Multiple Cisco DNA Center to ISE deployment 

ǒ A new deployment of multiple Cisco DNA Center clusters that are not currently integrated with ISE.  

ǒ An existing Cisco DNA Center cluster that is integrated with ISE and new DNA Center Clusters with or without Cisco ISE 

Integration. 

This prescriptive deployment guide addressed the second option as the majority of customers start with Single Cisco DNA Center 

and add additional clusters. 

Process 1: Request Package and Installation 
¢ƘŜ ƳǳƭǘƛǇƭŜ /ƛǎŎƻ 5b! /ŜƴǘŜǊ ŎƭǳǎǘŜǊ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ƛǎƴΩǘ ŎǳǊǊŜƴǘƭȅ ŀǾŀƛƭŀōƭŜ ƛƴ the Cisco DNA Center software release for General 

Availability. A Limited Availability package (Multiple Cisco DNA Center) is available only to approved customers.  

 Download/Install Multiple Cisco DNA Center Package 

Step 1.  Connect with your Cisco Sales Representative or Channel Partner for: 

ǒ High-Level Design review 

ǒ Multiple Cisco DNA Center Package release 

 
Packages will be released to the Cisco DNA Center Cluster via Cloud catalog server update. Expect the packages to be available in 
1 or 2 days.   

Step 2.  Navigate to ᵿ > System > Software updates to first download the package and install the package.   

Tech tip 

The package installation process automatically restarts affected services in Cisco DNA Center, which may take up to 10 minutes. 

 

Step 3.  To verify the Package installation, Navigate to ᵿ > System > Software Updates > Installed Apps. 
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Tech tip 

After the required information is provided, Cisco DNA Center retries the Integration process and integration status is shown on the side 
panel display. Packages highlighted in green are supporting applications required for Multiple Cisco DNAC Center feature to work. All Cisco 
DNA Center clusters that you intend to integrate into a single Cisco ISE deployment must install this package. 

 

Step 4.  Navigate to ᵿ > System > Settings > System Configuration > Mult iple Cisco DNA Center Settings to verify the default 
role of the cluster 

With the Multiple Cisco DNA Center Package installed, the cluster, by default, is shown as the Author Node cluster as shown in 

Figure 5 below. Upon integrating (first1st time) or reintegrating (already integrated without package) with Cisco ISE, role 

negotiation happens, and the first Cisco DNA Cluster will resume the role of Author Node cluster and subsequent Cisco DNA 

Cluster will become the role of Reader Node clusters. 
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Process 2: Integrate Multiple Cisco DNA Center with Single Cisco ISE 

 Integrate / Reintegrate Cisco DNA Center with Cisco ISE   

For Greenfield deployments, prerequisites must be met on both Cisco DNA Center and ISE prior to the integration.  Please refer 

to  Cisco DNA Center and Cisco ISE Integration section in the Cisco DNA Center Administrator Guide for more information. 

For Brownfield environments wherein Cisco DNA Center is already integrated with ISE, follow the steps below to reintegrate 

Cisco DNA Center and Cisco ISE using the Multiple Cisco DNA Center Package. This allows Cisco DNA Center to negotiate the 

Author or Reader Node cluster role based on if it the first cluster or subsequent cluster joining ISE with Multiple Cisco DNA 

Center Package. 

Step 1.  In Cisco DNA Center, navigate to ᵿ > System > Settings> External Services> Authentication and Policy Servers  

Step 2.  Hover over Χ under the Action column and select Edit to reenter the Cisco ISE Super Admin password. 

Tech tip 

After the required information is provided, Cisco DNA Center retries the Integration process, and the integration status is shown on the side 
panel display. 

 

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-2-2/admin_guide/b_cisco_dna_center_admin_guide_2_2_2/b_cisco_dna_center_admin_guide_2_2_2_chapter_010.html#id_54524
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© 2021 Cisco and/or its affiliates. All rights reserved. Page 17 of 51 
 

 

 

 

 

 

 

Tech tip 

This is a five-step reintegration process, and the fourth step, which is circled above, is where Cisco DNA Center negotiates the 
Author/Reader Node role with ISE.  

 

Step 3.  Close the side panel and ensure the Authentication and Policy Server page shows Status as ACTIVE.  

Tech tip 

LŦ ǘƘŜ ǎǘŀǘǳǎ ƻŦ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ /ƛǎŎƻ L{9 ǎŜǊǾŜǊ ƛǎ άC!L[95έ ŘǳŜ ǘƻ ǇŀǎǎǿƻǊŘ ŎƘŀƴƎŜΣ ŎƭƛŎƪ wŜǘǊȅΣ ŀƴŘ ǳǇŘŀǘŜ ǘƘŜ ǇŀǎǎǿƻǊŘ ǘƻ resynchronize 
with ISE. 

 

Step 4.  Navigate to ᵿ > System > Settings > System Configuration > Multiple Cisco DNA Center Settings to verify the 
negotiated role of the cluster as Author Node. 


