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Hardware and Software Version Summary

Table 1. Hardware and Software Version Summary

Item Part number Minimum Software version

Cisco® DNA Center Appliahce

o«

DNEHW-APL (M4based chassis) 1.3.3.5 othigher
o DN2HW-APL (M%hased chassis)
o DN2HW-APLL (M5based chassis)

o DN2HW-APLXL (M5based chassis)

SD AccesBackagé 6 sdaccesd See Cisco DNA Center Release Notes
applicable version

Access Control Applicatidtackage

o«

accescontrolapplicatior? See Cisco DNA Center Release Notes
applicable version

o«

Multiple Cisco DNA Cent®ackagé multi-dnacenablemen? See Cisco DNA Center Release Notes

applicable version

Cisco Identity Services Engine 5 All supported Cisco Secure Network Server (S ISE 2.4 Patch 11 or higher
Appliances ISE 2.6 Patch 3 or higher
5 RISEVMM-K9= ISE2.7 Patch 1 or higher

ISE 3.@ All Patches
1Deploymens supported:
o Single Node Cluster
s Single Node Cluster with Disaster Recovery (DR)
8 3-Node High Availability Cluster

5 3-Node High Availability Cluster with Disaster Recovery
2GUI Display Name
3CLIDisplay Name
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About This Guide

This guide providgtechnical guidance to design, deploy and opettaie SoftwareDefined AccesSolution usingviultiple Cisco
DNA Center Clustergith asingle Cisco ldentity Service Engine (H&pjoyment It focuses orhe steps to integratehese
multiple Cisco DNA Center clusters with a single Cisco ISE system.

STEP 1 STEP 3

DEFINE DEPLOY

8CC0

STEP 2 STEP 4

DESIGN OPERATE

This guide contains four major sections:

TheDEFINEection defineghe use cases fahe Multiple Cisco DNA Centier ISHeature and its benefits in CisSoftware
Defined Access (SBccess)-abric.

TheDESIGIsection shows the deployment topologgglution overview, requirementsnd considerationsavith Multiple Cisco
DNA Centeto ISEsolution.

TheDEPLOsectiondemonstrateshe steps involved to enable Multiple Cisco DNA CetdéSHeature.

TheOPERAT&ectiondemonstrates theDay N procedure and basic troubleshooting tips to be followed on Cisco DNA Center
Clusters and Cisco ISE with respect to Multipleo@¥¢A Center Feature.
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Define

Cisco DNA Center and Cisco Identity Service Engine integrates to solve multiple use cases suclsaegrviatation, secured

network access for authorized users, guests, and onboarding IoT devices into a Software Dpefasschatwork. Cisco SD

Access customers with Large or Distributed Enterprise Fabric networks often leverage more than one Cisco DNA Center cluster
for management simplicity, muitegional deployments and even for compliance reasons. At the same timelaherage a

single Cisco ISE cluster for globally consistent Gbaspd Access Control Pglidhe "MultipleCisccs b ! / SY 4 SNE TSI
centrally manage¥irtual Networks, Scalabléroups, GrougbasedAccess @ntrol Policy, Acces€ontractsand Virtual Networks

to ScalableGroup associationslt does so by allowing multiple Cisco DNA Center clusters to integrate with a single Cisco ISE
system.

What is covered in this Guide?

This guide provides guidante Cisco Softwar®efined Access customers integratiMgltiple Cisco DNA Centelusterswith
Cisco ISEThe process, procedurand steps listed in this guide are working configurations verified with the Cisco DNA Center,
Cisco ISEEnd CiscdOSXE code versiailisted inAppendix A

What is NOT covered in this Guide?

Although this deployment guide is about Cisco DNA Center and Cisco ISE, it does not cover the initial bootstrap armahinstallat
of the Cisco DNA Centeppliancesand Cisco ISEeployment shared services instaition and deployment such a3HCP, DNS

and network connectivity configuration between various infrastructure componsath as the routers and switches.

Deployment of the SIAccesg-abricand its various features are beyond the scope of this guideedls w

For more information on these items, please see additional referencAppendix B.

About Cisco DNA Center and -#ocess

Cisco DNA Center is the network management and command centimef@isco Digital Network Archdtire (DNA) built on
intent-based networking principlest helps you build the new network and deliver better experiences more securely, so you
can focus on your business, and not on your network. It creates a holistimesmatl platform for your entgorise so you can

better manage the businesLisco DNA Center provides a centralized management dashboard for complete control of this new
network. This platform can simplify IT network operations, proactively manage the network, provide consisterdavdred

wireless policy, and correlate insights with contextual cognitive analytics.

Cisco DNA Center is a hardware appliance powered through a software collection of applications, processes, services, package:
and tools This software provides full automati capabilities to deploy networks in minutes,perform device upgrades and

patches networkwide with aminimalclicks, andto help ensure configuration consistency and save your team time. It also

provides visibility and network assurance througtelligent analytics combined with AlI/ML which has more than 30 years of

best practices to help optimize your network's performance, reduce troubleshooting time for your team, and lower the cost of
network operations

Cisco® SoftwarBefined Access (SBcessh & (i KS A Y R dzbasediadéorkidgisdldicin forthe ERefpiise built on

GKS LINAYOALX S&a 2F / Aa02Qa 5 A 3A (Acdessprbvites 2uidmatéd dd-&ntl G S O G dzZNB 6 /
segmentation to separate user, device and applaratraffic without redesigning the network. Cisco-8Ecess automates user
access policy so organizations can make sure the right policies are established for any user or device with any agptisation a
the network. This is accomplished with a singléawek fabric across LAN and WLAN which creates a consistent user experience
anywhere without compromising on security.

Building this nexgeneration solution involved some key foundational elensantluding:

Controllerbased orchestratoto drive businestent into the orchestration and operation of network elements including-day
0 configuration of devices and paéis associated with users, devices and endpoints as they connactetovork.
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Network fabric leveraging Virtual Network (VMNoverlays in ordr to support mobility, segmentation and programmabilityaat
very large scale.

Programmable switche#o build a modern infrastructure for automated device provisioning, open API interfaces, granular
visibility using telemetry capabilities along with seamless software upgrades.

Companion Resources

Find the companion guideSisco Softwar®efined Access Solution Design Guide @20 DNA Center & ISE Management
Infrastructure Deployment Guidé&DAccess Fabric Provisioning Presore Deployment GuideSDAccess for Distributed

Campus Prescriptive Deployment Gyidelated deployment guides, design guides, and white papers, at the following pages:

6 https://www.cisco.com/go/designzone

6 https://cs.co/encvds

6 https://cs.co/sdaresources

L¥ @2dz RARYQUG R2gyf2FR (KAa& 3 dyoRredncheddBexdor th latésevergiotnivinisdpyide.i &
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Design
DeploymentTopology Overview

Figure 1. Deployment Topology

Cisco ISE Deployment (Cluster)

pxGrid and REST
/ '\(APIS\
Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #N

Cluster #4

Intent-based Network Infrastructure

v

A

Solution Overview

Cisco DM Center provides a mechanism to creatieusted communications link with Cisco 8Epropagat Virtual Networls
(VNs), Scalable GroupaggSGTSs), Access Contra@soupBased Access Cont(@BACIPolicy and VNto-SGT Associations
Here, ISE ithe consums of this information.Cisco ISE provides the runtime policy services to the network, which includes
Group-BasedAccesgontrol Policy downloads to the network devices.

The MultipleCisco DNA Centézature leverageshe existing secure connectn with Cisco ISE teplicateVNs, SGT#ccess
Gontracts, GBAGPolicy and VNto-SGT Associatiorfiom oneclusterto anotherclusterwhich are integrated with same Cisco
ISEdeployment. Here, ISE takessimformation learned fronone cluster (theAuthor Nodeas defined below) andropagates it
to the other clusters (Reader Nodes)

Multiple CiscdDNA Center feature is supported on all appliance tygdscére, 56core, and 11zore) deployed iras either a
single-node clusteror athree-node clusterwith or without Cisco DNA Center Disaster Recaraabled

Solution Components
The Multiple Cisco DNA Centerture hasspecificrole designaibnsfor the clusers
8 Author NodeCluster

6 Reader Nod&luster
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Author NodeCluster

This is the first cluster that integrates with the ISE deployment. The Author tosteris the source of truth for all of Cisco-SD
Access policy information. The Author Nadestermanages/Ns, SGTs, Access Contracts, GBAC Policy, dneS@EY
Associations Creation, modification, or deletioof policy components can only be performedthie AuthorNode cluster.

The Author Nodeclusterpushes VNand policyrelatedinformationto ISE via ES/PxGRID REST Adtl€isco ISE to consume the
information and publiskesit to all other Cisco DNA Center Clusterthe Reader Node role.

OnlyONE(1) cluster can be designated as the Author Node supported. It is the only node that can be Brofeofigdihing
userdefined+ ANl dzt £ bSig2N] = {OFflofS DBEdalldcess CobiblQEBAG) Pdlic) and ¥Nito / 2
SGT Associatiop€isco DNA Center Cluster

Reader NodeCluster

All otherCisco DNA Center clusters are Reddiede cluseér. ReademNode clustes havea Read-Only view ofVNs, SGTs, Access
Contracts, GBAC Policy, and-ddhSGT Associationdowever, thes®bjects are available to uder provisioning operationgust
as if this werea standalone Cisco DNA Centguster.

A ReadeNode clusterdoes notdisplayAccessontracts orPolicies though has &ypedink to crosdaunch to theAuthor Node
clusterto access that informatiorReader Node clustsiwill consume the saméNs, SGTs, AcseSontracts, GBAC Policy, and
VNto-SGT associationisat aredefined on the Author Nodeluster.

VNSs can only be created on the Author Node clusBaice created they are propagated to the Reader Niasters. Tousethis
VN on the Readé¥ode clustes,the VN must be added to the fabric sifEhe Reader Node clusters wilinfigure the associated
network attributed such as Virtual Network Identifies (VNRY)ute Targets (RT), @Route Distinguishers (R@jich are local
to that cluster.

Except for the/N andPolicy features listed above, eacReadeiNode clusteiare independent clusters that manage their own
network infrastructure.

The Multiple Cisco DNA Center feature enables global policy admirastetioss multiple Cisco DNA Center clusteegrated

to a single Cisco ISE. This capability does not change the underlying limitations of managing virtual networks and fabrics on
multiple Cisco DNA Center clusters. A virtual network may have the same azross multiple Cisco DNA Center clusters, which
allows it to support consistergecuritygroup-virtual network associations across multiple clusters. But at the individual cluster
level, the actual network attribute® associatevith a VN (VRF, routarget, route distinguisher, and so on) are not identical
across clusters. This is the same as when operating independent Cisco DNA Center clusters.

Before adding a Cisco DNA Center node as a Reader, you must remove altr@diad Cisco SBccess policdata on the
ReadeNode clusterfor Cisco DNA Center to integrate with Cisco ISE. This includetefauit Virtual Networks (any Virtual
Networks other tharDEFAULT_Vahd INFRA V) Scalablé&roup to VN mappings, Uselefined Access Contracts and Greup
Based Access Control Policy.

Tech tip

In Cisco DNA Center Releases 2.2.2.x and earlier, UgR&E3) Reader Node clusters are supported. THEI8/R4) clusters in total
including the Author Node cluster.

In Cisco DNA Center Release 2.2.3.xlated up toFOUR4) Reader Node clusters are supported. THEVEH5) clusters in total including
the Author Node cluster.

Accesgthe Multiple Cisco DNA Center Clust8oftware Package

TheMultiple Cisco DNA Centeunctionalityis notavailableas aGeneral Availabilitfeature. A Limited Availability packag
calledMultiple Cisco DNA Centigravailable only to approved customer& get access to this softwapackage pleasereach
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out to you Cisco Sales representative@rannel Painer to do aHighLevel Designeview. Upon design reviewappro\al, the
software packagés releasedriathe CloudCatalogServer ypdate, andthe dusteradministratorcan download and install the
packageForAir-Gapped environment, packages wik releasedn a separate methodor the cluster administratoto download
and install the respective package.

All Cisco DNA Center clusters that integratedwith the single Cisco ISE deployment must install this packagce
downloaded, he package installation process automatically resttrésapplicableservices irthe cluger. This installation and
service restartnay take up to 10 minute©nce the package is installed, a sepamatemenuis addedunders > Systen >
Settings > System ConfigurationMultiple Cisco DNA Center Settings.

Figure 2. Multiple Cisco DNA Center - Submenu

= Cisco DNA Center System . Settings a @ g o
=Q Search Settings Settings | System Canfiguration
B AL Multiple Cisco DNA Center Settings
Stealthwatch
This is the Author node
Destinations
DNA Spaces/CMX Servers
IP Address Role
Machine Reasoning Engine
1722311231 AUTHOR

Cloud Access Keys
System Configuration ~
Debugging Logs
Multiple Cisco DNA Center Setti...
Integration Settings
System Health Notifications
High Availability
Login Message
Proxy Config
Terms and Conditions v
Telemetry Collection
Trust & Privacy v
Anonymize Data
Trustpool
Certificates
PKI Certificates
Proxy Certificate

Account Lockout

Cisco Multiple DNA Center Considerations

8 In Cisco DNA Center Releases 2.2.2.x and earlier, UR&E3) Reader Node clusters are supported. THEOER4)
clusters in total including the Author Node cluster.

In Cisco DNA Center Release 2.2.3.x and later E@WR4) Reader Node clusterseasupported. This iBIVES5) clusters
in total including the Author Node cluster.

O¢

Before adding Reader Node cluster, you must remove alldesned Cisco SBccess policy elements in order to
integrate with Cisco ISE. These include any-dséined VNsSGTs, Access Contracts, and GBAC Policy.

o«

(e}

Once the Multiple Cisco DNA Center Package is installed, the functionality is enabled in the cluster. Uninstalling the
LJ O1+3S R2Sa y20 RAalFofS (GKS Tdzy OO A2yl f ASiyR( ¢y 2aNT S\NB YERAZISKA
integration process.

VNs, SGTs, Access Contracts, GBAC Policy, @aoeéS@AY Associations can only be managed on the Author Node cluster.
Virtual Networks and SGTs are R&aaly on Reader Node clusters.

O«

[}

The ability to designate a Virtuslletwork as a Guest VN is not supported. This limitation is removed if using Cisco DNA
Center 2.2.3.x along with Cisco ISE 3.1.
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O«

SGT to VN associations can only be managed on the Author Node cluster. These associations are availalidnlys Read
on Reader Nde clusters.

(e}

When a Cisco DNA Center cluster is upgraded, a new Multiple Cisco DNA Center package may be available. However, thi
package is not automatically available for download. Usestiiéier processo receiveaccess to newly available packages
after upgrade.

After clusterupgrade the existingMultiple Cisco DNA Centérnctionality will continuelf upgrading from 1.3.3.x to
2.X.X.X, ensure that the newer package is installed to avoid seeiegtial issuesn Multiple Cisco DNA Centsgttings
page.Additionalfixes or capabilitieare made available througthe SDAccessAccess Control ApplicatipandCisco
DNA Center UYackagesThe standard cluster upgrade process should automatically downloadnsiell these
packages Please consult th€isco DNA Cent&eleaseNotesfor specific package version numberiiog a given release

(e}

The userdefined pxGrid Subscriber name unaéer> System> Settings> Authentication and Policy Serveiacross all
FIVE Cisco DNA Center must be unique. This is applicable only if you are running Cisco DNA Center versions 1.3.3.x and
below. The SubscribeName is autaggenerated starting with Cisco DNA Center version 2.1.1.x and later.

O«

(e}

The ability to associate a vManage VPN to a Virtual Network is not suppdhidimitation is removed if using Cisco
DNA Center 2.2.3.x along with Cisco ISE 3.1.

When pramoting a Reader Node cluster to the Author Node role, the application names for specific Access Contracts
found unders >Policy>Group-Based Access ContrplAccess Contrastare not populated. The application names are
displayed a®\dvanced TCP/UDP port numbers are populated. Please note, the behavior of the network is unchanged
since these SGACLs in ISE have not changed. To populate the names, review all the Access Gamdractsradtion
operation andedit them selecting the application name.

O¢

Multiple Cisco DNA Center to ISE Scale Information

Table 2.  Multiple Cisco DNA Center VN and IP Pool Scale

ISE 2.4 Patch lahd later
Cisco DNA Centdr.3.3.x ISE 2.6 Patch &nd later

ISE2.7 Patch 3andlater

ISE 3.0Patch 2andlater
300Virtual Networks

1250 IP Pools (Total)

ISE 2.4 Patch3land earlier
Cisco DNA Center 1.3.3.x ISE 2.6 Patcli and earlier

ISE 2.7 PatcBand earlier
ISE 3.0 Patch 1 and earlier
100Virtual Networks
600IP Pools (Total)

© 2021 Ciscoand/or its affiliates All rights reserved. PagelOof 51


https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-release-notes-list.html

Table 3. Multiple Cisco DNA Center VN and VLAN Name Scale

ISE 2.4 Patch 14 and later
Cisco DNA Center 2.1.1.x ISE 2.6 Patch 8 and later

ISE 2.7 Patch 3 and later
ISE 3.0 Patch 2 and later
300Virtual Networks

1250VLANNames (Total)

ISE 2.4 Patch 13 and earlier
Cisco DNA Centex.1.1.x ISE 2.6 Patch 7 and earlier

ISE 2.7 Patch &nd earlier

ISE 3.0 Patch 1 and earlier
100 Virtual Networks

600 VLAN Names (Total)

Tech tip

A VLAN Name onfigured in the Fabric SiteHost Onboardingcreen The configuration allows an administrator to have a single VLAN
Name (for use in authorization profiles and authorization policies in Cisco ISE) for multiple IP pools. A common useheageasgle
VLAN Name for a specific virtual network across all sites (where every site has one or more unique IP pools).

Multiple DNA Center Latency Requirements

The latency requirements for this feature are unchanged from the standard latency requireni¥gdse refer tahe SDAccess
requirementssection on the Cisco DNA Centiatasheet br latency information

Cisco Multiple DNA Centd?olicy Management

Cisco DNA Center 113xsoftware release introduced thAccess Control ApplicatiggaCA)ackage with which Scalab@oup,
Access Contracts ar@@roupBased Access Control Polarg available oithe Cisco DNA Centeser interface.OnceCisco DNA
Centerwas integratedwith Cisco ISE and Policy Migratimas performedand synchronizedpolicyauthoring privilegesre be
handled within Cisco DNA Center and ISE becdreasiOnly.

Usually, the policy data on Cisco DNA Center and Cisco ISE is consistent, so no special handling or conversion of data is
necessary. In case of minor discrepancies or inconsistencies or if there is a conflict, the data in Cisco ISE is gererepseced
as not to introduce changes in policy behavior in the netwdtkr Conflict resolution and actions to take during migration,
please se&roupBased Access Control: Policy Data Migration and Synchroniration Cisco DNA Center user guide

To retain thepolicy (Scalable Groups, Access ContractsGrnodipBased Access Control Pojiaythoring function on Cisco ISE
either:

o Skipthe Data migrationand Synchronizatiostepunders > Policy>Group-Based Access ContralPolicies

s Navigateto s >Policy>Group-Based Access ContralPolicies> GBAC Configuratio and select Manage Grotpased
Access Control in ISE, GBAC Ul in Cisco DNA Center will be inactive and dlidat8aw@gration is complete.
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Cisco Multiple DNA Centddpgrade Recommaettations

In a Cisco Multiple DNA Center environmer@ stronglyrecommended to run theame Cisco DNA Centsoftware version
and packages acrossl Author and Reademode clusters The exceptionto thisis during the process afusterupgrades.

Tech tip

Basic functionality of the Multiple DNA Center feature does not require the same software versibthefparticipating Author and
Reader Node Cluster. However, using mismatched code versions will result in a differixes dapabilities and features between the
clusters. Thesame Cisco DNA Center software version and packsgé®ngly recommndedacross all Author and Reader Node clusters

Upgradeall ReademMNodeclusters first, and then upgrade theuthor Node clusterto avoidfeature disparityandfeature
incompatibilityacross versionsAvoid promotion ofa ReadeMNode clustetto the Author Noderole in the middle ofanupgrade
cycle. All Cisco DNA Center clustestsouldbe upgraded and running the same vensisoftware version before promoting a
Reader Node Cluster.

Figure 3. Upgrade Recommendations

Cisco ISE Deployment (Cluster)

pxGrid and REST
APIs

Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Center Cisco DNA Cluster
Cluster #1 Cluster #2 Cluster #3 Cluster #4 Cluster #N

£ 26 26 05 €363

< Intent-based Network Infrastructure >
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Deploy
This sectiorfocuses on deployment guidelines with various work#amcluding theMultiple Cisco DNA Center Package
installationand PolicyAuthoring.

There are two implementation options available when it corffegshe Multiple Cisco DNA Center to ISE deployment
s A new deployment of multiple Cisco DNA Center clusters that are not currently integrated with ISE.

8 An existing Cisco DNA Center cluster thahtegrated with ISE and new DNA Center Clusters with or without Cisco ISE
Integration.
This prescriptive deployment gui@eldressed the seconaption asthe majority ofcustomers start with Single Cisco DNA Center
and add additionatlusters.

Process 1Request Package and Installation
¢CKS YdzZ GALIX S /Aa02 5b! / SyidSN Of tHeis® RNAFCEryfeOsofiwary reléakelfo Geheia) Q U
Availability. A Limited Availability package (Multiple Cisco DNA Center) is available apmydved customers.

Procedure 1. Download/Install Multiple Cisco DNA Center Package

Step 1. Connect with your Cisco Salespresentativeor Channel Partner far
s HighLevel Design review

6 Multiple Cisco DNA Center Package release

Packages will be released to the Cisco DNA Center Cluster via Cloud catalog serveExpdatehe packages to be available in
1 or 2 days.

Step 2. Navigate tas > System> Software updatego first download thepackage andhstall the package.

Tech tip

The package installation process automatically restarts affected services in Cisco DNA Center, which may take up tes10 minute

Step 3. To erify the Package installatipMavigate tas > System> Software Updates> Installed Agps.
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Figure 4. Cisco DNA Center Installed Apps

= Cisco DNA Center System - Software Updates aQ ®@ ¢ 5
System Commons ' 2.1.363.60202 Uninstall
Automation
Application Hosting ' 1.6.0.2104291515  Uninstall
Application Policy * 2.1.363.170112 Uninstall
Application Registry ¢ 2.1.363.170112 Uninstall
Application Visibility Service * 2.1.363.170112 Uninstall
Cisco Umbrella 2.1.363.590048 Uninstall
Cloud Device Provisioning Application ! 2.1.363.60202 Uninstall
‘Command Runner ' 2.1.363.60202 Uninstall
Device Onboarding ' 2.1.363.60202 Uninstall
Image Management ' 2.1.363.60202 Uninstall
SD Access ! 2.1.363.60202 Urinstall )
Stealthwatch Security Analytics ' 2.1.363.1090038 Uninstall
Wide Area Bonjour 2.4.363.75002 Uninstall
Assurance
Al Network Analytics 2.6.7.436 Uninstall
Assurance - Base ! 2.2.2.357 Uninstall
Assurance - Sensor | 2.2.2.346 Uninstall
Automation - Intelligent Capture ' 2.1.363.60202 Uninstall
Automation - Sensor ! 2.1.363.60202 Uninstall
Machine Reasoning ' 2.1.363.210023 Uninstall
Path Trace ' 2.1.363.60202 Uninstall
Rogue And AWIPS / 22.042 Uninstall
Policy Applications

(Access Control Application 2.1.363.60202 Uninstall _)
Al Endpoint Analytics 1.4.329 Uninstall
- ics ! 2.2.1.209 Unipstall )
Multiple Cisco DNA Center 2.1.360.60862 Uninstall '
Tech tip

After the required information is provided, Cisco DNA Center retries the Integration process and integration status isrsti@side
panel displayPackages highlighted in green are supportipglications required for Multiple Cisco DNAC Center feature to wdkkCisco
DNA Center clusters that you intend to integrate into a single Cisco ISE deployment must install this package.

Step 4. Navigate tos > System> Settings> System Configuration Multiple Cisco DNA Center Settintgsverify the default
role of the cluster

With the Multiple Cisco DNA Center Padakatstalled,the cluster, by defaulf is showrasthe Author Nodecluster as shown in
Figure 5 belowUpon integrating firstlst time) or reintegrating (already integrated without package) with Cisco ISE, role

negotiationhappens and the first Cisco DNA Cluster will resume the role of Auttamte clusteiand subsequent Cisco DNA

Cluster wilbecomethe role of ReadeNode clusters
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Figure 5. Multiple Cisco DNA Center Settings

= Cisco DNA Center System . Settings a @ ¢ O
ZQ Search Settings Settings | System Configuration
B B BT e Multiple Cisco DNA Center Settings
PnP Device Authorization
This is the Author node
External Services ~
Umbrella
1P Address Role
Authentication and Policy Servers
172.23.112.31 AUTHOR

Authentication Tokens

Integrity Verification

vManage

IP Address Manager

Cisco Al Analytics

Stealthwatch

Destinations

DNA Spaces/CMX Servers

Machine Reasoning Engine

Cloud Access Keys
System Configuration v

Debugging Logs /

Multiple Cisco DNA Center Settl.

Integration Settings
System Health Netifications
High Availability

Login Message

Proxy Config

Process 2: Integrate Multiple Cisco DNA Center with Single Cisco ISE

Procedure 1. Integrate /ReintegrateCisco DNA Center with Cisco ISE

For Greenfield deploymentsygrequisitesmust be met on both Cisco DNA Center aripi®r to the integration. Please refer
to Cisco DNAdhter and Cisco ISE Integration sectiothe Cisco DNA Center Administrator Guide for more information.

For Brownfielcenvironmens wherein Cisco DNA Center is already integrated with ISE, follow the s&dpa to reintegrate
Cisco DNA Centand CiscdSEusing theMultiple Cisco DNA Center Packaghbis allowsCisco DNA Center to negotiate the
Author or Reader Nodeluster rolebased on if ithe first clusteror subsequentlusterjoining ISEvith Multiple Cisco DNA
CenterPackage

Step 1. In Cisco DNA Centeravigate tos > System > Settings> External Services> Authentication and Policy Servers

Step 2. Hover overX underthe Action columnandselectEdit to reenterthe Cisco ISEuperAdminpassword.

Tech tip

After the required information is provided, Cisb®&A Center retries the Integration process, and the integration status is shown on the
panel display.
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Figure 6. Edit Authentication and Policy Servers

asic

O G hips/172.23.112.31/d i it Palicy

= Cisco DNA Cent

System . Settings

=Q Search Settings Settings / External Services

Authentication and Policy Servers

Cisco Accounts w

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco

PnP Connect
Identity Services Engine (ISE) servers can also supply policy and user information.

Cisco.com Credentials
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Figure 8. ISE Server Integration on Cisco DNA Center

Tech tip

This is a fivestep reintegration process, arttle fourth step, which is circled above vidhere Cisco DNA Center negotiates the
Author/Reader Node role with ISE.

Step 3. Close theside panel andensurethe Authentication and Policy Serverage showstatusasACTIVE
Tech tip

LT GKS aidliddza 2F (GKS O2y FAIdzNBR / Aa02 L{9 &SNIWSNJI A desyndhroriz¢ 9
with ISE

Step 4. Navigate tos >System > Settings > System Configuration > Multiple Cisco DNA Center Settingsfy the
negotiated role of the clustemsAuthor Node.
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