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"retrieval_method": 

{ 

            "max_num

_files": 10, 

            "method"

: "local" 

        } 

        "retrieval_m

ethod": { 

            "method"

: "ftp_push", 

            "ftp_dir

ectory": 

"/upload/new", 

            "ftp_use

rname": "rtestuser", 

            "ftp_hos

t": "ciscoftp.com", 

            "ftp_pas

sword": "pass1234" 

        } 

        "retrieval_m

ethod": { 

            "method"

: "scp_push", 

            "scp_use

rname": "acssacac", 

            "scp_dir

ectory": "/update/", 

            "scp_key

": "strict", 

            "scp_hos

t": "ciscoscp.com", 

            "scp_key

_method": "auto" 

http://ciscoftp.com/
http://ciscoscp.com/
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        "retrieval_m

ethod": { 
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"syslog_push", 

            "syslog_

facility": "user", 

            "syslog_

protocol": "UDP", 

            "syslog_

msg_size": 1222, 

            "syslog_

hostname": 

"ciscosyslog.com", 

            "syslog_

port": 514 

        }

http://ciscosyslog.com/
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t": "ciscoscp.com", 

            "scp_key

_method": "auto" 
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ethod": { 
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            "syslog_
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http://ciscoscp.com/
http://ciscosyslog.com/
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e": { 

            "rol

lover_interval": 

"none" 
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r_by_time": { 

            "rol

lover_interval": 

"daily" 

            "rol

lover_daily_time

": 1303 

        } 
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r_by_time": { 

            "rol

lover_interval": 

"weekly", 
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lover_days": [ 

                

"mon", 

                

"tue", 

                

"wed" 

            ], 

            "rol

lover_weekly_tim

e": 223 

        } 

        "rollove

r_by_time": { 

{ 

            "rollove

r_interval": "daily" 

            "rollove

r_daily_time": 1303 

        } 



            "rol

lover_interval": 

"custom", 

            "rol

lover_custom_tim

e": 2880 

        }
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            "timesta
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            "bytes", 

            "c-a-
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"wed" 

            ], 
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lover_weekly_tim

e": 223 

        } 
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r_by_time": { 
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lover_interval": 

"custom", 
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lover_custom_tim

e": 2880 
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Table 135 - Attr ibutes for  static_route_schema 



transparent_connection_schema 

Table 136 - Attr ibutes for  transparent_connection_schema  

wccp_v2_router_schema 

Table 137 - Attr ibutes for  wccp_v2_router_schema  

standard_serv ice_id_schema 

Table 138 - Attr ibutes for  standard_serv ice_id_schema  



network_admin_schema 

Table 139 - Attr ibutes for  network_admin_schema 





network_participation_schema 

Table 140 - Attr ibutes for  network_participation_schema  

network_secur ity_schema 

Table 141 - Attr ibutes for  network_secur ity_schema  



malware_spyware_scanning_schema 

Table 142 –  Attr ibutes for  malware_spyware_scanning_schema  

Sample Code  

timezone_dict: 

 

{ 

    "Europe": { 

        "Turkey": [ 

            "Istanbul" 

        ], 

        "Moldova (Republic of)": [ 

            "Chisinau" 

        ], 

        "Italy": [ 

            "Rome" 

        ], 

        "Czech Republic": [ 

            "Prague" 



        ], 

        "San Marino": [ 

            "San_Marino" 

        ], 

        "Luxembourg": [ 

            "Luxembourg" 

        ], 

        "France": [ 

            "Paris" 

        ], 

        "Andorra": [ 

            "Andorra" 

        ], 

        "Slovakia": [ 

            "Bratislava" 

        ], 

        "Gibraltar": [ 

            "Gibraltar" 

        ], 

        "Ireland": [ 

            "Dublin" 

        ], 

        "United Kingdom of Great Britain and Northern Ireland": [ 

            "London" 

        ], 

        "Norway": [ 

            "Oslo" 

        ], 

        "Lithuania": [ 

            "Vilnius" 

        ], 

        "Holy See": [ 

            "Vatican" 

        ], 

        "Belarus": [ 

            "Minsk" 

        ], 

        "Montenegro": [ 

            "Podgorica" 

        ], 

        "Slovenia": [ 

            "Ljubljana" 

        ], 

        "Germany": [ 

            "Berlin", 

            "Busingen" 

        ], 

        "Bosnia and Herzegovina": [ 

            "Sarajevo" 

        ], 

        "Belgium": [ 

            "Brussels" 

        ], 

        "Spain": [ 

            "Madrid" 

        ], 

        "Ukraine": [ 

            "Uzhgorod", 



            "Kiev", 

            "Simferopol", 

            "Zaporozhye" 

        ], 

        "Netherlands": [ 

            "Amsterdam" 

        ], 

        "Estonia": [ 

            "Tallinn" 

        ], 

        "Macedonia (the former Yugoslav Republic of)": [ 

            "Skopje" 

        ], 

        "Denmark": [ 

            "Copenhagen" 

        ], 

        "Poland": [ 

            "Warsaw" 

        ], 

        "Finland": [ 

            "Helsinki" 

        ], 

        "Russian Federation": [ 

            "Kirov", 

            "Ulyanovsk", 

            "Moscow", 

            "Samara", 

            "Volgograd", 

            "Kaliningrad", 

            "Saratov", 

            "Astrakhan" 

        ], 

        "Sweden": [ 

            "Stockholm" 

        ], 

        "Latvia": [ 

            "Riga" 

        ], 

        "Croatia": [ 

            "Zagreb" 

        ], 

        "\xc3\x85land Islands": [ 

            "Mariehamn" 

        ], 

        "Guernsey": [ 

            "Guernsey" 

        ], 

        "Monaco": [ 

            "Monaco" 

        ], 

        "Switzerland": [ 

            "Zurich" 

        ], 

        "Jersey": [ 

            "Jersey" 

        ], 

        "Bulgaria": [ 

            "Sofia" 

        ], 

        "Romania": [ 

            "Bucharest" 

        ], 

        "Albania": [ 

            "Tirane" 



        ], 

        "Portugal": [ 

            "Lisbon" 

        ], 

        "Malta": [ 

            "Malta" 

        ], 

        "Serbia": [ 

            "Belgrade" 

        ], 

        "Liechtenstein": [ 

            "Vaduz" 

        ], 

        "Austria": [ 

            "Vienna" 

        ], 

        "Greece": [ 

            "Athens" 

        ], 

        "Hungary": [ 

            "Budapest" 

        ], 

        "Isle of Man": [ 

            "Isle_of_Man" 

        ] 

    }, 

    "Australia": { 

        "Australia": [ 

            "Melbourne", 

            "Eucla", 

            "Brisbane", 

            "Lindeman", 

            "Broken_Hill", 

            "Hobart", 

            "Lord_Howe", 

            "Perth", 

            "Sydney", 

            "Currie", 

            "Darwin", 

            "Adelaide" 

        ] 

    }, 

    "Arctic": { 

        "Svalbard and Jan Mayen": [ 

            "Longyearbyen" 

        ] 

    }, 

    "Africa": { 

        "Sao Tome and Principe": [ 

            "Sao_Tome" 

        ], 

        "Kenya": [ 

            "Nairobi" 

        ], 

        "Sudan": [ 

            "Khartoum" 

        ], 

        "Guinea": [ 



            "Conakry" 

        ], 

        "Tanzania United Republic of": [ 

            "Dar_es_Salaam" 

        ], 

        "Congo, Democratic Republic of the": [ 

            "Kinshasa", 

            "Lubumbashi" 

        ], 

        "Ethiopia": [ 

            "Addis_Ababa" 

        ], 

        "Rwanda": [ 

            "Kigali" 

        ], 

        "Somalia": [ 

            "Mogadishu" 

        ], 

        "Swaziland": [ 

            "Mbabane" 

        ], 

        "Nigeria": [ 

            "Lagos" 

        ], 

        "Cameroon": [ 

            "Douala" 

        ], 

        "Burkina Faso": [ 

            "Ouagadougou" 

        ], 

        "Benin": [ 

            "Porto-Novo" 

        ], 

        "Ghana": [ 

            "Accra" 

        ], 

        "Western Sahara": [ 

            "El_Aaiun" 

        ], 

        "Algeria": [ 

            "Algiers" 

        ], 

        "Zambia": [ 

            "Lusaka" 

        ], 

        "Djibouti": [ 

            "Djibouti" 

        ], 

        "Malawi": [ 

            "Blantyre" 

        ], 

        "Togo": [ 

            "Lome" 

        ], 

        "Eritrea": [ 

            "Asmara" 

        ], 

        "Zimbabwe": [ 

            "Harare" 

        ], 

        "Liberia": [ 

            "Monrovia" 

        ], 

        "Sierra Leone": [ 



            "Freetown" 

        ], 

        "Spain": [ 

            "Ceuta" 

        ], 

        "Mauritania": [ 

            "Nouakchott" 

        ], 

        "Libya": [ 

            "Tripoli" 

        ], 

        "Gambia": [ 

            "Banjul" 

        ], 

        "Central African Republic": [ 

            "Bangui" 

        ], 

        "Morocco": [ 

            "Casablanca" 

        ], 

        "Namibia": [ 

            "Windhoek" 

        ], 

        "South Sudan": [ 

            "Juba" 

        ], 

        "Guinea-Bissau": [ 

            "Bissau" 

        ], 

        "Mali": [ 

            "Bamako" 

        ], 

        "Egypt": [ 

            "Cairo" 

        ], 

        "Angola": [ 

            "Luanda" 

        ], 

        "Chad": [ 

            "Ndjamena" 

        ], 

        "South Africa": [ 

            "Johannesburg" 

        ], 

        "Tunisia": [ 

            "Tunis" 

        ], 

        "C\xc3\xb4te d'Ivoire": [ 

            "Abidjan" 

        ], 

        "Equatorial Guinea": [ 

            "Malabo" 

        ], 

        "Lesotho": [ 

            "Maseru" 

        ], 

        "Senegal": [ 

            "Dakar" 



        ], 

        "Congo": [ 

            "Brazzaville" 

        ], 

        "Mozambique": [ 

            "Maputo" 

        ], 

        "Uganda": [ 

            "Kampala" 

        ], 

        "Burundi": [ 

            "Bujumbura" 

        ], 

        "Gabon": [ 

            "Libreville" 

        ], 

        "Niger": [ 

            "Niamey" 

        ], 

        "Botswana": [ 

            "Gaborone" 

        ] 

    }, 

    "Pacific": { 

        "Palau": [ 

            "Palau" 

        ], 

        "Northern Mariana Islands": [ 

            "Saipan" 

        ], 

        "Pitcairn": [ 

            "Pitcairn" 

        ], 

        "French Polynesia": [ 

            "Marquesas", 

            "Gambier", 

            "Tahiti" 

        ], 

        "Vanuatu": [ 

            "Efate" 

        ], 

        "Nauru": [ 

            "Nauru" 

        ], 

        "Micronesia (Federated States of)": [ 

            "Pohnpei", 

            "Chuuk", 

            "Kosrae" 

        ], 

        "Tuvalu": [ 

            "Funafuti" 

        ], 

        "United States of America": [ 

            "Honolulu" 

        ], 

        "American Samoa": [ 

            "Pago_Pago" 

        ], 

        "Papua New Guinea": [ 

            "Bougainville", 

            "Port_Moresby" 

        ], 

        "United States Minor Outlying Islands": [ 

            "Wake", 



            "Midway" 

        ], 

        "Solomon Islands": [ 

            "Guadalcanal" 

        ], 

        "Marshall Islands": [ 

            "Kwajalein", 

            "Majuro" 

        ], 

        "Cook Islands": [ 

            "Rarotonga" 

        ], 

        "Chile": [ 

            "Easter" 

        ], 

        "Kiribati": [ 

            "Tarawa", 

            "Enderbury", 

            "Kiritimati" 

        ], 

        "Tonga": [ 

            "Tongatapu" 

        ], 

        "New Caledonia": [ 

            "Noumea" 

        ], 

        "Ecuador": [ 

            "Galapagos" 

        ], 

        "Niue": [ 

            "Niue" 

        ], 

        "Wallis and Futuna": [ 

            "Wallis" 

        ], 

        "New Zealand": [ 

            "Chatham", 

            "Auckland" 

        ], 

        "Samoa": [ 

            "Apia" 

        ], 

        "Tokelau": [ 

            "Fakaofo" 

        ], 

        "Guam": [ 

            "Guam" 

        ], 

        "Norfolk Island": [ 

            "Norfolk" 

        ], 

        "Fiji": [ 

            "Fiji" 

        ] 

    }, 

    "Etc": { 

        "GMT": [ 

            "GMT-10", 



            "GMT-11", 

            "GMT-12", 

            "GMT-1", 

            "GMT+8", 

            "GMT+9", 

            "GMT+1", 

            "GMT+2", 

            "GMT+3", 

            "GMT+4", 

            "GMT+5", 

            "GMT+6", 

            "GMT+7", 

            "GMT+12", 

            "GMT+10", 

            "GMT+11", 

            "GMT-8", 

            "GMT-9", 

            "GMT-6", 

            "GMT-7", 

            "GMT-4", 

            "GMT-5", 

            "GMT-2", 

            "GMT-3", 

            "GMT" 

        ] 

    }, 

    "Antarctica": { 

        "Antarctica": [ 

            "Troll", 

            "DumontDUrville", 

            "Vostok", 

            "Syowa", 

            "Palmer", 

            "Casey", 

            "Rothera", 

            "McMurdo", 

            "Davis", 

            "Mawson" 

        ], 

        "Australia": [ 

            "Macquarie" 

        ] 

    }, 

    "Indian": { 

        "Mauritius": [ 

            "Mauritius" 

        ], 

        "Madagascar": [ 

            "Antananarivo" 

        ], 

        "Maldives": [ 

            "Maldives" 

        ], 

        "Rxa9union": [ 

            "Reunion" 

        ], 

        "Mayotte": [ 

            "Mayotte" 

        ], 

        "Christmas Island": [ 

            "Christmas" 

        ], 

        "Cocos (Keeling) Islands": [ 

            "Cocos" 



        ], 

        "British Indian Ocean Territory": [ 

            "Chagos" 

        ], 

        "Seychelles": [ 

            "Mahe" 

        ], 

        "Comoros": [ 

            "Comoro" 

        ], 

        "French Southern Territories": [ 

            "Kerguelen" 

        ] 

    }, 

    "Atlantic": { 

        "Portugal": [ 

            "Azores", 

            "Madeira" 

        ], 

        "Faroe Islands": [ 

            "Faroe" 

        ], 

        "Iceland": [ 

            "Reykjavik" 

        ], 

        "South Georgia and the South Sandwich Islands": [ 

            "South_Georgia" 

        ], 

        "Saint Helena Ascension and Tristan da Cunha": [ 

            "St_Helena" 

        ], 

        "Cabo Verde": [ 

            "Cape_Verde" 

        ], 

        "Falkland Islands (Malvinas)": [ 

            "Stanley" 

        ], 

        "Bermuda": [ 

            "Bermuda" 

        ], 

        "Spain": [ 

            "Canary" 

        ] 

    }, 

    "Asia": { 

        "Afghanistan": [ 

            "Kabul" 

        ], 

        "Qatar": [ 

            "Qatar" 

        ], 

        "Bangladesh": [ 

            "Dhaka" 

        ], 

        "Bhutan": [ 

            "Thimphu" 

        ], 

        "Iran (Islamic Republic of)": [ 



            "Tehran" 

        ], 

        "Kuwait": [ 

            "Kuwait" 

        ], 

        "Nepal": [ 

            "Kathmandu" 

        ], 

        "Mongolia": [ 

            "Hovd", 

            "Choibalsan", 

            "Ulaanbaatar" 

        ], 

        "Azerbaijan": [ 

            "Baku" 

        ], 

        "Macao": [ 

            "Macau" 

        ], 

        "Syrian Arab Republic": [ 

            "Damascus" 

        ], 

        "Turkmenistan": [ 

            "Ashgabat" 

        ], 

        "Bahrain": [ 

            "Bahrain" 

        ], 

        "Viet Nam": [ 

            "Ho_Chi_Minh" 

        ], 

        "Saudi Arabia": [ 

            "Riyadh" 

        ], 

        "Singapore": [ 

            "Singapore" 

        ], 

        "China": [ 

            "Shanghai", 

            "Urumqi" 

        ], 

        "Armenia": [ 

            "Yerevan" 

        ], 

        "Russian Federation": [ 

            "Ust-Nera", 

            "Vladivostok", 

            "Barnaul", 

            "Anadyr", 

            "Novokuznetsk", 

            "Irkutsk", 

            "Yakutsk", 

            "Yekaterinburg", 

            "Novosibirsk", 

            "Krasnoyarsk", 

            "Sakhalin", 

            "Omsk", 

            "Magadan", 

            "Khandyga", 

            "Srednekolymsk", 

            "Tomsk", 

            "Chita", 

            "Kamchatka" 

        ], 



        "Jordan": [ 

            "Amman" 

        ], 

        "Iraq": [ 

            "Baghdad" 

        ], 

        "Hong Kong": [ 

            "Hong_Kong" 

        ], 

        "Korea (Republic of)": [ 

            "Seoul" 

        ], 

        "India": [ 

            "Kolkata" 

        ], 

        "Kyrgyzstan": [ 

            "Bishkek" 

        ], 

        "Georgia": [ 

            "Tbilisi" 

        ], 

        "Lao People's Democratic Republic": ["Vientiane"], "Korea (Democratic People's Republic 

of)": [ 

            "Pyongyang" 

        ], 

        "Oman": [ 

            "Muscat" 

        ], 

        "Philippines": [ 

            "Manila" 

        ], 

        "Indonesia": [ 

            "Jakarta", 

            "Makassar", 

            "Pontianak", 

            "Jayapura" 

        ], 

        "Israel": [ 

            "Jerusalem" 

        ], 

        "Tajikistan": [ 

            "Dushanbe" 

        ], 

        "Cambodia": [ 

            "Phnom_Penh" 

        ], 

        "Thailand": [ 

            "Bangkok" 

        ], 

        "Yemen": [ 

            "Aden" 

        ], 

        "Palestine, State of": [ 

            "Hebron", 

            "Gaza" 

        ], 

        "Pakistan": [ 

            "Karachi" 



        ], 

        "Myanmar": [ 

            "Yangon" 

        ], 

        "Kazakhstan": [ 

            "Aqtau", 

            "Aqtobe", 

            "Atyrau", 

            "Qyzylorda", 

            "Qostanay", 

            "Oral", 

            "Almaty" 

        ], 

        "Lebanon": [ 

            "Beirut" 

        ], 

        "Brunei Darussalam": [ 

            "Brunei" 

        ], 

        "Uzbekistan": [ 

            "Tashkent", 

            "Samarkand" 

        ], 

        "Malaysia": [ 

            "Kuala_Lumpur", 

            "Kuching" 

        ], 

        "Timor-Leste": [ 

            "Dili" 

        ], 

        "United Arab Emirates": [ 

            "Dubai" 

        ], 

        "Sri Lanka": [ 

            "Colombo" 

        ], 

        "Japan": [ 

            "Tokyo" 

        ], 

        "Taiwan": [ 

            "Taipei" 

        ], 

        "Cyprus": [ 

            "Famagusta", 

            "Nicosia" 

        ] 

    }, 

    "America": { 

        "Canada": [ 

            "Regina", 

            "Goose_Bay", 

            "Whitehorse", 

            "Winnipeg", 

            "Vancouver", 

            "St_Johns", 

            "Rankin_Inlet", 

            "Cambridge_Bay", 

            "Moncton", 

            "Rainy_River", 

            "Inuvik", 

            "Toronto", 

            "Fort_Nelson", 

            "Creston", 

            "Blanc-Sablon", 



            "Yellowknife", 

            "Dawson_Creek", 

            "Nipigon", 

            "Thunder_Bay", 

            "Atikokan", 

            "Halifax", 

            "Swift_Current", 

            "Iqaluit", 

            "Resolute", 

            "Edmonton", 

            "Glace_Bay", 

            "Dawson", 

            "Pangnirtung" 

        ], 

        "Brazil": [ 

            "Sao_Paulo", 

            "Cuiaba", 

            "Maceio", 

            "Santarem", 

            "Manaus", 

            "Boa_Vista", 

            "Noronha", 

            "Araguaina", 

            "Fortaleza", 

            "Belem", 

            "Porto_Velho", 

            "Campo_Grande", 

            "Eirunepe", 

            "Rio_Branco", 

            "Recife", 

            "Bahia" 

        ], 

        "Saint Martin (French part)": [ 

            "Marigot" 

        ], 

        "Virgin Islands (British)": [ 

            "Tortola" 

        ], 

        "Peru": [ 

            "Lima" 

        ], 

        "Virgin Islands (U.S.)": [ 

            "St_Thomas" 

        ], 

        "Bolivia, Plurinational State of": [ 

            "La_Paz" 

        ], 

        "Panama": [ 

            "Panama" 

        ], 

        "Costa Rica": [ 

            "Costa_Rica" 

        ], 

        "Saint Pierre and Miquelon": [ 

            "Miquelon" 

        ], 

        "Bahamas": [ 

            "Nassau" 



        ], 

        "Aruba": [ 

            "Aruba" 

        ], 

        "Suriname": [ 

            "Paramaribo" 

        ], 

        "Argentina": [ 

            "Argentina/Salta", 

            "Argentina/Jujuy", 

            "Argentina/Tucuman", 

            "Argentina/San_Juan", 

            "Argentina/San_Luis", 

            "Argentina/La_Rioja", 

            "Argentina/Catamarca", 

            "Argentina/Ushuaia", 

            "Argentina/Cordoba", 

            "Argentina/Mendoza", 

            "Argentina/Buenos_Aires", 

            "Argentina/Rio_Gallegos" 

        ], 

        "Anguilla": [ 

            "Anguilla" 

        ], 

        "Ecuador": [ 

            "Guayaquil" 

        ], 

        "Martinique": [ 

            "Martinique" 

        ], 

        "Cuba": [ 

            "Havana" 

        ], 

        "El Salvador": [ 

            "El_Salvador" 

        ], 

        "United States of America": [ 

            "Kentucky/Louisville", 

            "Nome", 

            "Denver", 

            "Kentucky/Monticello", 

            "Sitka", 

            "New_York", 

            "Phoenix", 

            "Los_Angeles", 

            "Yakutat", 

            "Boise", 

            "Indiana/Tell_City", 

            "Indiana/Knox", 

            "Anchorage", 

            "Detroit", 

            "Adak", 

            "Indiana/Petersburg", 

            "Indiana/Indianapolis", 

            "North_Dakota/Center", 

            "Indiana/Marengo", 

            "Indiana/Winamac", 

            "Metlakatla", 

            "North_Dakota/New_Salem", 

            "North_Dakota/Beulah", 

            "Chicago", 

            "Juneau", 

            "Menominee", 

            "Indiana/Vevay", 



            "Indiana/Vincennes" 

        ], 

        "Saint Kitts and Nevis": [ 

            "St_Kitts" 

        ], 

        "Guatemala": [ 

            "Guatemala" 

        ], 

        "Chile": [ 

            "Santiago", 

            "Punta_Arenas" 

        ], 

        "Puerto Rico": [ 

            "Puerto_Rico" 

        ], 

        "Antigua and Barbuda": [ 

            "Antigua" 

        ], 

        "Haiti": [ 

            "Port-au-Prince" 

        ], 

        "Belize": [ 

            "Belize" 

        ], 

        "Saint Lucia": [ 

            "St_Lucia" 

        ], 

        "Dominica": [ 

            "Dominica" 

        ], 

        "Montserrat": [ 

            "Montserrat" 

        ], 

        "Cayman Islands": [ 

            "Cayman" 

        ], 

        "Trinidad and Tobago": [ 

            "Port_of_Spain" 

        ], 

        "French Guiana": [ 

            "Cayenne" 

        ], 

        "Guyana": [ 

            "Guyana" 

        ], 

        "Grenada": [ 

            "Grenada" 

        ], 

        "Guadeloupe": [ 

            "Guadeloupe" 

        ], 

        "Dominican Republic": [ 

            "Santo_Domingo" 

        ], 

        "Jamaica": [ 

            "Jamaica" 

        ], 

        "Greenland": [ 



            "Scoresbysund": "Scoresbysund/Ittoqqortoormiit", 

            "Danmarkshavn", 

            "Thule": "Thule/Pituffik", 

            "Nuuk" 

        ], 

        "Honduras": [ 

            "Tegucigalpa" 

        ], 

        "Bonaire, Sint Eustatius and Saba": [ 

            "Kralendijk" 

        ], 

        "Mexico": [ 

            "Monterrey", 

            "Matamoros", 

            "Mexico_City", 

            "Chihuahua", 

            "Hermosillo", 

            "Cancun", 

            "Bahia_Banderas", 

            "Mazatlan", 

            "Merida", 

            "Ojinaga", 

            "Tijuana" 

        ], 

        "Nicaragua": [ 

            "Managua" 

        ], 

        "Cura\xc3\xa7ao": [ 

            "Curacao" 

        ], 

        "Saint Barth\xc3\xa9lemy": [ 

            "St_Barthelemy" 

        ], 

        "Uruguay": [ 

            "Montevideo" 

        ], 

        "Venezuela, Bolivarian Republic of": [ 

            "Caracas" 

        ], 

        "Saint Vincent and the Grenadines": [ 

            "St_Vincent" 

        ], 

        "Sint Maarten (Dutch part)": [ 

            "Lower_Princes" 

        ], 

        "Colombia": [ 

            "Bogota" 

        ], 

        "Paraguay": [ 

            "Asuncion" 

        ], 

        "Turks and Caicos Islands": [ 

            "Grand_Turk" 

        ], 

        "Barbados": [ 

            "Barbados" 

        ] 

    } 

} 



Decryption Profiles 

Retrieving the Decryption Profiles 

Table 143 - Attr ibutes for  Retr iev ing the Decryption Profi les  

wsa/api/v3.0/web_security/decryption_policies

array decryption policies available and 

their configuration

Modifying the Decryption Profiles 

Table 144 - Attr ibutes for  Modify ing the Decryption Profi les  

wsa/api/v3.0/web_security/decryption_policies



Adding the Decryption Profiles 

Table 145 - Attr ibutes for  Adding the Decryption Profi les  

wsa/api/v3.0/web_security/decryption_policies



Deleting the Decryption Profiles 

Table 146 - Attr ibutes for  De leting the Decryption Profi les  

wsa/api/v3.0/web_security/decryption_policies



Definitions 

decryption_policies  schema 

Table 147 - Attr ibutes for  decryption_policies schema 



membership_schema 

Table 148 - Attr ibutes for  membership_schema 



subnets 





Id_profi le_schema 

Table 149 - Attr ibutes for  Id_profi le_schema 





groups_and_users_schema 

Table 150 - Attr ibutes for  groups_and_users_schema 



auth_group_schema 

Table 151 - Attr ibutes for  auth_group_schema 

ur l_categor ies_membership  

Table 152 - Attr ibutes for  ur l_categor ies_membership  



 

time_range  

Table 153 - Attr ibutes for  time_range  

ur l_fi lter ing schema 

Table 154 - Attr ibutes for  ur l_fi lter ing schema 



custom_cats schema 

Table 155 - Attr ibutes for  custom_cats schema 



quota_based schema 

Table 156 - Attr ibutes for  quota_based schema 

 

time_based schema 

Table 157 - Attr ibutes for  time_based schema 

time_range_schema 

Table 158 - Attr ibutes for  time_range_schema 



predefined_cats schema 

Table 159 - Attr ibutes for  predefined_cats schema 



web_reputation_schema 

Table 160 - Attr ibutes for  web_reputation_schema 

score_schema 

Table 161 - Attr ibutes for  score_schema 



Routing Profiles 

Retrieving the Routing Profiles 

Table 162 - Attr ibutes for  Retr iev ing the Routing Profi les  

 



Modifying the Routing Profiles 

Table 163 - Attr ibutes for  Modify ing the Routing Profi les  

Adding the Routing Profiles 

Table 164 - Attr ibutes for  Adding the Routing Profi les  



Deleting the Routing Profiles 

Table 165 - Attr ibutes for  De leting the Routing Profi les  



Definitions – Payload Configurations 

routing_policies schema 

Table 166 - Attr ibutes for  routing_policies schema  



membership schema 

Table 167 - Attr ibutes for  membership schema 



Id_profi le_schema 

Table 168 - Attr ibutes for  Id_profi le_schema 





groups_and_users_schema 

Table 169 - Attr ibutes for  groups_and_users_schema  



auth_group_schema 

Table 170 - Attr ibutes for  auth_group_schema 

ur l_categor ies_membership  

Table 171 - Attr ibutes for  ur l_categor ies_membership  

time_range  

Table 172 - Attr ibutes for  time_range  



ip_spoofing 

Table 173 - Attr ibutes for  ip_spoofing  

routing_destination 

Table 174 - Attr ibutes for  routing_destination 

proxy_group_schema 

Table 175 - Attr ibutes for  Adding the Routing  Profi les  



IP Spoofing Profiles 

Retrieving the IP Spoofing Profiles 

Table 176 - Attr ibutes for  Retr iev ing the IP Spoofing Profi les  

 

Modifying the IP Spoofing Profiles 

Table 177 - Attr ibutes for  Modify ing the IP Spoofing Profi les  





Adding the IP Spoofing Profiles 

Table 178 - Attr ibutes for  Adding the IP Spoofing Profi les  

API  

Method  

Parameters  

Reques t body  Name Type Descr ip tion Required  

 

Response  Code Type Descr ip tion 

 

 

Deleting the IP Spoofing Profiles 

Table 179 - Attr ibutes for  De leting the IP Spoofing Profi les  

 



 

Definitions – Payload Configurations 

ip_spoofing_profi les schema 



Configuration Files 

Retrieving the Configuration Files 

Table 180 - Attr ibutes for  Retr iev ing the Configuration Fi les  

None 



Modifying the Configuration Files 

Table 181 - Attr ibutes for  Modify ing the Configuration Fi les  

{ 

    "message": msg_string 

} 

Retrieving the Appliance Configuration Files 

Table 182 -  Attr ibutes for  Retr iev ing the Appliance Configuration Fi les  

Tab le 189 – A ttr ibutes  for 

app liance_config_files  



Retrieving the Configuration Files – Backup Settings 

Table  183 –  Attr ibutes of Retr iev ing the Configuration Fi les  –  Backup Settings  



Modifying the Configuration Files – Backup Settings 

Table 184 –  Attr ibutes of Modify ing the Configuration Fi les –  Backup Settings  

API  

Method  

Parameters  

Reques t body  Name Type Descr ip tion Required  

 

Response  

 

 

 

Modifying the Configuration Files – Reset 

Table 185 –  Attr ibutes for  Configuration Fi les –  Reset  



Definitions – Payload Configurations 

config_backup_server  schema 



ftp_settings_schema 

Table 186- Attr ibutes of ftp_settings_schema 



scp_settings_schema 

Table 187 - Attr ibutes for  scp_settings_schema 



host_key_checking_schema 

Table 188 - Attr ibutes  for  host_key_checking_schema 

appliance_config_fi les  

Table 189 –  Attr ibutes for  appliance_config_fi les  

configuration_fi le  form data  

Table 190 - Attr ibutes  for  configuration_fi le  form data  



Authentication Realms 

Retrieving the Authentication Realms 

Table 191 - Attr ibutes for  Retr iev ing the Authentication Realms  



Adding the Authentication Realm Settings 

Table 192 - Attr ibutes for  Adding the Authentication Realm Settings  



Retrieving the Authentication Realm Sequence Settings 

Table 193 –  Attr ibutes for  Retr iev ing the Authentication Realm Sequence Settings  



Modifying the Authentication Realm Sequence Settings 

Table 194 –  Attr ibutes for  Modify ing the Authentication Realm Sequence Settings  

Adding the Authentication Realm Sequence Settings 

Table 195 –  Attr ibutes for  Adding the Authentication Realm Sequence Settings  



Retrieving the Global Authentication Settings 

Table 196 –  Attr ibutes for  Retr iev ing the Global Authentication Settings  

Modifying the Global Authentication Settings 

Table 197 –  Attr ibutes for  Modify ing the Global Authentication Settings  



Definitions 

authentication_sequences  

Table 198 - Attr ibutes for  authentication_sequences  

auth_sequence  

Table 199 - Attr ibutes for  auth_sequence  

  



schemes 

Table 200 –  Attr ibutes for  schemes  

authentication_realms  

Table 201 –  Attr ibutes  for  authentication_realms  

auth_realm_ldap 

Table 202 –  Attr ibutes for  auth_realm_ldap  



ldap_server  

Table 203- Attr ibutes  for  ldap_server  



servers  

Table 204 - Atttr ibutes  for  servers  

query_credential  

Table 205 - Attr ibutes  for  query_credential 



advance_settings  

Table 206 –  attr ibutes for  advance_settings  

external_auth_settings  

Table 207 - Attr ibutes  for  external_auth_settings  



user_authentication –  External Authentication  

Table 208 - Attr ibutes  for  user_authentication –  External Authentication  

(&(objectClass=posixAccount)(uid={u})) 

 

or 

 

(&(objectClass=user)(sAMAccountName={u})) 

group_membership  

Table 209 - Attr ibutes for  group_membership  

(&(objectClass=posixAccount)(uid={u}))



user_group_quer ies  

Table 210- Attr ibutes for  user_group_quer ies  

Table 212 - Attributes for 

g roup_author ization 

  



user_authentication –  User/Group Quer ies  

Table 211 -  Attr ibutes for  user_authentication –  User/Group Quer ies  

POST PUT 



group_author ization 

Table 212 - Attr ibutes  for  group_author ization 



  



  

Umbrella Seamless ID 

Retrieving the Umbrella Seamless ID 

Table 213 - Attr ibutes for  Retr iev ing the Umbre lla Seamless ID 



Modifying the Umbrella Seamless ID 

Table 214 - Attr ibutes for  Modify ing the Umbre lla Seamless ID 

Performing Start Test for Umbrella Seamless ID 

Table 215 - Attr ibutes for  Per forming Star t Test for  Umbre lla Seamless ID  



Definitions 

cisco_umbre lla_seamless_id schema 

Table 216 - Attr ibutes  for  cisco_umbre lla_seamless_id schema  

swg_proxy_schema 

Table 217 –  Attr ibutes for  swg_proxy_schema 



Identity Service Engine 

Retrieving the Identity Service Engine Settings 

Table 218 - Attr ibutes for  Retr iev ing the Identity  Serv ice Engine Settings  

Modifying the Identity Service Engine Settings 

Table 219 - Attr ibutes for  Modify ing the Identity  Serv ice Engine Settings  

• 

• 



• 

• 

 

Uploading the Identity Service Engine Certificate Details 

Table 220 –  Attr ibutes for  Uploading the Identity  Serv ice Engine Certificate Detai ls  



Downloading the Identity Service Engine Certificate Details 

Table 221 - Attr ibutes for  Uploading the Identity  Serv ice Engine Certificate Detai ls  

 

• 

• 

• 

• 

• 

 

Performing Start Test for the Identity Service Engine 

Table 222 –  Attr ibutes for  Per forming Star t Test for  the Identity  Serv ice Engine  



Definitions 

pr imary_ise_pxgr id schema 

Table 223 - Attr ibutes for  pr imary_ise_pxgr id schema  

Name Type Descr ip tion Required  

secondary_ise_pxgr id schema  

Table 224 - Attr ibutes for  secondary_ise_pxgr id schema  

Wa_client_cert schema  

Table 225 - Attr ibutes for  Wa_client_cert schema  

generated schema 

Table 226 - Attr ibutes for  generated schema 



ers_settings schema 

Table 227 - Attr ibutes for  ers_settings schema 



Anti-Malware Reputation 

Retrieving the Anti-Malware Reputation Details 

Table 228 - Attr ibutes for  Retr iev ing Anti-Malware Reputation Detai ls  

• 



• 

• 

Modifying the Anti-Malware Reputation Details 

Table 229 - Attr ibutes for  Modify ing the Anti-Malware Reputation Detai ls  



Definitions 

request 

Table 230 -  Attr ibutes for  request of Anti-Malware Reputation Detai ls  

web_reputation_serv ices schema 

Table 231 - Attr ibutes for  web_reputation_serv ices schema 



anti_malware_scanning_serv ices schema 

Table 232 - Attr ibutes for  anti_malware_scanning_serv ices schema 

 

  



malware_analytics_serv ices schema 

Table 233 - Attr ibutes for  malware_analytics_serv ices schema 

analys is_fi le_types schema 

Table 234 - Attr ibutes for  analys is_fi le_types schema 

Fi le_group schema 

Table 235 - Attr ibutes for  Fi le_group schema 



advanced_settings  schema 

Table 236 - Attr ibutes for  advanced_settings  schema 

Cache_expiry_per iod schema 

Table 237 - Attr ibutes for  Anti-Malware Reputation Detai ls  



fi le_analys is_threshold schema 

Table 238 - Attr ibutes for  fi le_analys is_threshold schema 

fi le_reputation schema 

Table 239 - Attr ibutes for  Anti-Malware Reputation Detai ls  

fi le_reputation_server  schema 

Table 240 - Attr ibutes for  Anti-Malware Reputation Detai ls  



• 

• 

fi le_reputation_proxy_settings  schema 

Table 241 - Attr ibutes for  fi le_reputation_proxy_settings  schema 

fi le_analys is  schema 

Table 242 - Attr ibutes for  fi le_analys is  schema 



fi le_analys is_server  schema 

Table 243 - Attr ibutes for  fi le_analys is_server  schema 

• 

• 

fi le_analys is_proxy_settings  schema 

Table 244 - Attr ibutes for  fi le_analys is_proxy_settings  schema 



General Purpose APIs 

SecureX 

Retrieving the Registered User Information 

Table 245 - Attr ibutes for  Registered User  Information 

Adding the Registered User Information 

Table 246 - Attr ibutes for  Securex Ribbon Registration  



Modifying the Registered User Information 

Table 247 - Attr ibutes for  Modify ing SecureX Registered User  Information 

Definitions  

response_status  

Table 248 - Attr ibutes for  response_status  



error_response  

Table 249 - Attr ibutes for  error_response  

Auth Settings 

Retrieving the Auth Settings 

Table 250 - Attr ibutes  for  Retr iev ing the Auth Settings  

 



Definitions  

auth_settings  

Table 251 –  Attr ibutes for  auth_settings  

realm_settings  

Table 252 –  Attr ibutes for  realm_settings  



sequence_settings  

Table 253 –  Attr ibutes  for  sequence_settings  

User Agents 

Retrieving the User Agents 

Table 254 –  Attr ibutes for  User  Agents  

 



Definitions  

User_agents  

Table 255 –  Attr ibutes  for  User_agent 

URL Categories 

Retrieving URL Categories 

Table 256 –  Attr ibutes for  URL categor ies  

Definitions  

ur l_category 

Table 257 –  Attr ibutes for  ur l_category 



Time Ranges 

Retrieving Time Ranges 

Table 258 –  Attr ibutes for  Time Ranges  

Definitions  

time_ranges 

Table 259 –  Attr ibutes  for  time_ranges 



time_range  

Table 260 - Attr ibutes  for  time_range  

time_values  

Table 261 - Attr ibutes  for  time_values  

Quotas 

Retrieving Quotas 

Table 262 –  Attr ibutes for  Retr iev ing Quotas  



Definitions  

quotas  

Table 263 –  Attr ibutes for  Quotas  

quota 

Table 264 –  Attr ibutes for  Quota 



Proxy Settings 

Retrieving Proxy Settings 

Table 265 - Attr ibutes  of Retr iev ing Proxy Settings  

Definitions  

Proxy_settings  

Table 266 –  Attr ibutes  for  Proxy_settings  



proxy_setting 

Table 267 –  Attr ibutes  for  Proxy_setting 

Identification Methods 

Retrieving Identification Methods 

Table 268 –  Attr ibutes for  Retr iev ing Identification Methods  



 

 

Retrieving ADC Details 

Table 269 –  Attr ibutes for  retr iev ing ADC Detai ls  

 

Definitions  

identification_methods  

Table 270 - Attr ibutes for  identification_methods  



identification_methods  

Table 271 - Attr ibutes for  identification_method  

Static Data 

Applications 

"applications": { 

    "Webmail": { 

        "monitor": { 



            "Eyejot": {}, 

            "Outlook.com": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "GMX E-Mail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "AOL Mail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "Comcast Webmail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "MobileMe": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "Hushmail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "Yahoo Mail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            }, 

            "Gmail": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Sending Email" 

                ] 

            } 

        } 

    }, 

    "File Sharing": { 

        "monitor": { 

            "Gigaup": {}, 

            "ADrive": {}, 

            "YouSendIt": {}, 



            "Issuu": {}, 

            "SkyDrive": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Editing" 

                ] 

            }, 

            "Weiyun": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Sharing", 

                    "Block Download Documents" 

                ] 

            }, 

            "ifile.it": {}, 

            "RapidShare": {}, 

            "FileServe": { 

                "restrict": [ 

                    "Block File Upload" 

                ] 

            }, 

            "DepositFiles": {}, 

            "Okurin": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "Amazon Cloud Drive": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Sharing" 

                ] 

            }, 

            "Zbigz": {}, 

            "Yahoo Box": {}, 

            "LeapFile": {}, 

            "DocStoc": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "BitTorrent": {}, 

            "dl free": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "Filemail": {}, 

            "MediaFire": {}, 

            "Dropbox": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Dropbox Folder Sharing", 



                    "Block Download Documents" 

                ] 

            }, 

            "eSnips": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "DivShare": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Sharing" 

                ] 

            }, 

            "sendspace": {}, 

            "FileDropper": {}, 

            "TransferBigFiles": {}, 

            "Google Drive": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Sharing", 

                    "Block Editing" 

                ] 

            }, 

            "AxiFile": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "netload": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "bonpoo": {}, 

            "RayFile": { 

                "restrict": [ 

                    "Block Download Documents" 

                ] 

            }, 

            "Megashares": {}, 

            "Datei.to": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents" 

                ] 

            }, 

            "Filer.cx": {}, 

            "4shared": {}, 

            "PutLocker": {}, 

            "WeTransfer": {}, 

            "Fluxiom": {}, 

            "Box.net": {}, 

            "Megaupload": {}, 

            "iCloud": { 

                "restrict": [ 

                    "Block iCloud Mail", 

                    "Block iCloud Calendar", 

                    "Block iCloud Bookmarks", 



                    "Block iCloud Contacts", 

                    "Block iCloud Photos" 

                ] 

            }, 

            "FileHost.ro": {} 

        } 

    }, 

    "Google+": { 

        "monitor": { 

            "Google+ Hangouts/Chat": {}, 

            "Google+ Photos": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block +1/Tag" 

                ] 

            }, 

            "Google+ Location Tagging": {}, 

            "Google+ Games": {}, 

            "Google+ Videos": { 

                "restrict": [ 

                    "Block File Upload" 

                ] 

            }, 

            "Google+ General": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            } 

        } 

    }, 

    "Presentation / Conferencing": { 

        "monitor": { 

            "Crossloop": {}, 

            "Techinline": {}, 

            "Glide": {}, 

            "eRoom.net": {}, 

            "Twiddla": {}, 

            "WebEx": {}, 

            "TeamViewer": {} 

        } 

    }, 

    "Instant Messaging": { 

        "monitor": { 

            "MessengerFX": {}, 

            "Fetion": { 

                "restrict": [ 

                    "Block File Transfer" 

                ] 

            }, 

            "MSN Messenger": { 

                "restrict": [ 

                    "Block File Transfer" 

                ] 

            }, 

            "Mibbit": {}, 

            "Yahoo Messenger": { 

                "restrict": [ 

                    "Block File Transfer" 



                ] 

            }, 

            "KoolIM": {}, 

            "ILoveIM": {}, 

            "Google Talk": {}, 

            "AOL Instant Messenger": {} 

        } 

    }, 

    "Internet Utilities": { 

        "monitor": { 

            "Google Calendar": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Sending Email", 

                    "Block Download Documents" 

                ] 

            }, 

            "Google Translate": {}, 

            "Google Analytics": {}, 

            "Google App Engine": {}, 

            "eBay": {}, 

            "Yahoo Toolbar": {} 

        } 

    }, 

    "Media": { 

        "monitor": { 

            "Photobucket": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Sharing" 

                ] 

            }, 

            "Fotki": {}, 

            "QuickTime": {}, 

            "Windows Media": {}, 

            "Nico Nico Douga": {}, 

            "Flickr": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Live365": {}, 

            "Hulu": {}, 

            "Dailymotion": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Pandora TV": {}, 

            "500px": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "YouTube": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 



                    "Block High Definition" 

                ] 

            }, 

            "Jango": {}, 

            "Livestream": {}, 

            "ASF": {}, 

            "Vimeo": {}, 

            "Megavideo": {}, 

            "Silverlight": {}, 

            "PPS.tv": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Gyao": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "Tudou": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Netflix": {}, 

            "RealMedia": {}, 

            "PPTV": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Picasa": {}, 

            "Youku": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Pandora": {}, 

            "Joost": {}, 

            "56.com": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Winamp Remote": {}, 

            "FreeeTV": {}, 

            "MPEG": {}, 

            "Flash Video": {}, 

            "Last.fm": {}, 

            "Viddler": {}, 

            "SmugMug": { 



                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like", 

                    "Block Sharing" 

                ] 

            }, 

            "Deezer": {}, 

            "Shutterfly": {} 

        }, 

        "default_bandwidth_limit": "" 

    }, 

    "Collaboration": { 

        "monitor": { 

            "Pastebin": { 

                "restrict": [ 

                    "Block Posting Text", 

                    "Block Download Documents" 

                ] 

            }, 

            "Wikipedia": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Answers.com": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            } 

        } 

    }, 

    "Myspace": { 

        "monitor": { 

            "Myspace Music": {}, 

            "Myspace Videos": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Myspace General": { 

                "restrict": [ 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Myspace Photos": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Like/Tag" 

                ] 

            } 

        } 

    }, 

    "LinkedIn": { 

        "monitor": { 

            "LinkedIn Inbox": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "LinkedIn General": { 



                "restrict": [ 

                    "Block Installation of Third-Party Applications", 

                    "Block Recommendations", 

                    "Block Groups", 

                    "Block Events", 

                    "Block Status Updates" 

                ] 

            }, 

            "LinkedIn Contacts": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "LinkedIn Profile": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "LinkedIn Jobs": { 

                "restrict": [ 

                    "Block Job Search", 

                    "Block Job Posting" 

                ] 

            } 

        } 

    }, 

    "Software Updates": { 

        "monitor": { 

            "Windows Update": {}, 

            "Sophos Update": {}, 

            "Trendmicro Antivirus Update": {}, 

            "Symantec Liveupdate": {}, 

            "McAfee AutoUpdate": {} 

        } 

    }, 

    "iTunes": { 

        "monitor": { 

            "iTunes iPhone": { 

                "restrict": [ 

                    "Block iTunes App Install", 

                    "Block iTunes Music", 

                    "Block iTunes Video", 

                    "Block iTunes Podcast", 

                    "Block iTunes iBook" 

                ] 

            }, 

            "iTunes Desktop": { 

                "restrict": [ 

                    "Block iTunes App Install", 

                    "Block iTunes Music", 

                    "Block iTunes Video", 

                    "Block iTunes iBook" 

                ] 

            }, 

            "iTunes iPad": { 

                "restrict": [ 

                    "Block iTunes App Install", 

                    "Block iTunes Music", 



                    "Block iTunes Video", 

                    "Block iTunes Podcast", 

                    "Block iTunes iBook" 

                ] 

            }, 

            "iTunes iPod": { 

                "restrict": [ 

                    "Block iTunes App Install", 

                    "Block iTunes Music", 

                    "Block iTunes Video", 

                    "Block iTunes Podcast", 

                    "Block iTunes iBook" 

                ] 

            } 

        } 

    }, 

    "Enterprise Applications": { 

        "monitor": { 

            "SugarCRM": {}, 

            "SharePoint": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Blog Posting", 

                    "Block Download Documents", 

                    "Block Editing Calendar", 

                    "Block Admin Operations" 

                ] 

            }, 

            "Concur": {}, 

            "Amazon S3": { 

                "restrict": [ 

                    "Block File Upload" 

                ] 

            } 

        } 

    }, 

    "Games": { 

        "monitor": { 

            "Evony": {}, 

            "Hangame.co.jp": {}, 

            "Wii": {}, 

            "Pogo": {} 

        } 

    }, 

    "Facebook": { 

        "monitor": { 

            "Facebook Applications: Utilities": {}, 

            "Facebook Photos and Videos": { 

                "restrict": [ 

                    "Block File Upload" 

                ] 

            }, 

            "Facebook Applications: Other": {}, 

            "Facebook Events": {}, 

            "Facebook Applications: Entertainment": {}, 

            "Facebook Applications: Sports": {}, 

            "Facebook Applications: Games": {}, 

            "Facebook Messages and Chat": { 

                "restrict": [ 

                    "Block File Attachment Upload", 

                    "Block File Attachment Download", 

                    "Block Video Chat" 

                ] 

            }, 



            "Facebook General": { 

                "restrict": [ 

                    "Block Posting Text", 

                    "Block Like/Tag", 

                    "Block Installation of Third-Party Applications" 

                ] 

            }, 

            "Facebook Notes": {} 

        }, 

        "default_bandwidth_limit": "2000" 

    }, 

    "Proxies": { 

        "monitor": { 

            "PHPProxy": {}, 

            "Zelune": {}, 

            "Suresome": {}, 

            "ASProxy": {}, 

            "CamoProxy": {}, 

            "KProxy": {}, 

            "CoralCDN": {}, 

            "CGIProxy": {}, 

            "Guardster": {}, 

            "FlyProxy": {}, 

            "Glype": {}, 

            "Vtunnel": {}, 

            "Surrogafier": {}, 

            "Socks2HTTP": {}, 

            "Avoidr": {}, 

            "Other Web Proxy": {}, 

            "Proxono": {}, 

            "Megaproxy": {} 

        } 

    }, 

    "Social Networking": { 

        "monitor": { 

            "Weibo": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Kaixin001": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag", 

                    "Block Sending Email", 

                    "Block Download Documents" 

                ] 

            }, 

            "Pinterest": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like" 

                ] 

            }, 

            "RenRen": { 



                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Slashdot": {}, 

            "Google Groups": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "Zhihu": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag", 

                    "Block Sharing" 

                ] 

            }, 

            "Yahoo Mobage": {}, 

            "Reddit": {}, 

            "Tencent Weibo": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "Ameba": {}, 

            "Quora": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag", 

                    "Block Sharing" 

                ] 

            }, 

            "FriendFeed": {}, 

            "Digg": {}, 

            "Two Channel": {}, 

            "Gree": {}, 

            "Mixi": {}, 

            "StumbleUpon": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text", 

                    "Block Like/Tag" 

                ] 

            }, 

            "XING": {}, 

            "Sohu Weibo": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Twitter": { 

                "restrict": [ 

                    "Block Posting to Twitter", 

                    "Block Posts Using Third-Party Clients", 

                    "Block Unsupported Third-Party Applications" 

                ] 

            }, 



            "Delicious": {}, 

            "Scribd": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Download Documents", 

                    "Block Posting Text" 

                ] 

            }, 

            "Google Wave": {} 

        } 

    }, 

    "Blogging": { 

        "monitor": { 

            "Blogger": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "LiveJournal": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "Tumblr": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "Wordpress": { 

                "restrict": [ 

                    "Block Posting Text" 

                ] 

            }, 

            "FC2 Blog": { 

                "restrict": [ 

                    "Block File Upload", 

                    "Block Posting Text" 

                ] 

            }, 

            "Disqus": { 

                "restrict": [ 

                    "Block Like", 

                    "Block Posting Text" 

                ] 

            } 

        } 

    } 

} 

Youtube Categories 



Table 272 –  YTC Categor ies Statics Data  

Objects 

Table 273 - MIME Types 





Custom MIME Types 

Table 274 - Custom MIME Types  

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Anti-Malware Categories 

in the following PUT/POST format

{ 

 "amw_reputation": { 

          "cisco_dvs_amw": { 

   "malware_categories": {…}, 

   "other_categories": {…} 

   … 

  }, 

  "adv_malware_protection": { 

   "file_reputation": {…}, 

   … 

 

  } 

   

  … 

 } 

 … 

} 

Table 275 –  Allowed Values  






