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Introduction
Overview
This document provides information on new features and improvements, bug fixes, and
known issues for the Stealthwatch v7.3.2 release. For additional information about
Stealthwatch, go to cisco.com.

Terminology
This guide uses the term “appliance” for any Stealthwatch product, including virtual
products such as the Stealthwatch Flow Sensor Virtual Edition (VE).

A "cluster" is your group of Stealthwatch appliances that are managed by the
Stealthwatch Management Console (SMC).

Before You Update
Before you begin the update process, review the Stealthwatch Update Guide v7.2.1 and
7.3.x to v7.3.2.

Software Version
To update the appliance software to version 7.3.2, the appliance must have v7.2.1,
v7.3.0, or v7.3.1 installed. It is also important to note the following:

l Patches:Make sure you install the latest rollup patch on your appliances before you
upgrade. You can download the files from your Cisco Smart Account on Cisco
Software Central at https://software.cisco.com.

l Downloading Files: Log in to your Cisco Smart Account at
https://software.cisco.com or contact your administrator. In the Download and
Upgrade section, select Software Download. Select Security > Network Visibility
and Segmentation > Stealthwatch.

l Update your appliance software versions incrementally. For example, if you
have Stealthwatch v7.0.x, make sure you update each appliance from v7.0.x to
v7.1.x., and then update from v7.1.x to v7.2.x. Each update guide is available on
cisco.com.

l Downgrades: Version downgrades are not supported because of update changes
in data structures and configurations that are required to support new features
installed during the update.

l TLS: Stealthwatch requires TLS v1.2.
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For increased security, we recommend updating the IDentity 1000/1100
appliance to v3.3.0.x to take advantage of the new openSSL version with
TLS 1.2.

Third-Party Applications
Stealthwatch does not support installing third-party applications on appliances.

Hardware
To view the supported hardware platforms for each system version, refer to the Hardware
and Version Support Matrix.

Dell PowerEdge hardware and the Flow Collector 5020 are not supported with
Stealthwatch v7.3. For assistance with your hardware refresh, please contact the
Stealthwatch Renewals team at stealthwatch_renewals@cisco.com.

Browsers
l Compatible Browsers: Stealthwatch supports the latest version of Chrome,
Firefox, and Edge.

l Microsoft Edge: There may be a file size limitation with Microsoft Edge. We do not
recommend using Microsoft Edge to upload the software update files (SWU).

l Shortcuts: If you use browser shortcuts to access the Appliance Admin interface
for any of your Stealthwatch appliances, the shortcuts may not work after the
update process is complete. In this case, delete the shortcuts and recreate them.

l Certificates: Some browsers have changed their expiration date requirements for
appliance identity certificates. If you cannot access your appliance, refer to the
SSL/TLS Certificates for Managed Appliances Guide v7.3 to replace the certificate.

Alternative Access
Use the following instructions to enable an alternative method to access your
Stealthwatch appliances for any future service needs.

It is important to enable an alternative method to access your Stealthwatch
appliances for any future service needs, using one of the following methods for
your hardware or virtual machine.
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Hardware

l Console (serial connection to console port): Refer to the latest Stealthwatch
Hardware Installation Guide to connect to the appliance using a laptop or a
keyboard and monitor at
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-
installation-guides-list.html.

l CIMC (UCS appliances): Refer to the latest Cisco
guide for your platform at https://www.cisco.com/c/en/us/td/docs/unified_
computing/ucs/c/sw/cli/config/guide/b_Cisco_CIMC_CLI_Configuration_
Guide/Cisco_CIMC_CLI_Configuration_Guide_chapter1.html.

Virtual Appliances

l Console (serial connection to console port): Refer to the latest KVM or VMware
documentation for your appliance installation.

l For example, for KVM, refer to Virtual Manager documentation.
l For VMware, refer to the vCenter Server Appliance Management Interface
documentation for vSphere.

Alternative Method
If you cannot log in to the appliance using the virtual or hardware methods, you can
enable SSH on the appliance network interface temporarily.

When SSH is enabled, the system’s risk of compromise increases. It is important
to enable SSH only when you need it and then disable it when you've finished
using it.

1. Log in to the Stealthwatch Management Console.

2. Click the Global Settings icon.
3. Select Central Management.
4. Click Actionsmenu for the appliance.
5. Select Edit Appliance Configuration.
6. Select the Appliance tab.
7. Locate the SSH section.

8. Select whether to enable SSH access only or to also enable root access.
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l Enable SSH: To allow SSH access on the appliance, check the check box.
l Enable Root SSH Access: To allow root access on the appliance, check the
check box.

9. Click Apply Settings.
10. Follow the on-screen prompts to save your changes.

Make sure to disable SSH when you have finished using it.

Certificate Check
If updating from v7.2.1 or v7.3.0, the update to v7.3.2 includes a certificate check to
verify the Cisco Bundles upgrade will not cause issues with your environment. If you are
using certificates, make sure the full chain of certificates (as separate files) is present in
the Central Management Trust Store. If only the end-entity certificate is present in the
Trust Store, the upgrade will fail.

If you do not have the full chain of certificates added to the Central Manager
Trust Store, the update from Stealthwatch v7.2.1 and v7.3.0 to v7.3.2 will fail. If
upgrading from v7.3.1, this check does not apply.

Installing Report Builder After the Update
We replaced the Reports functionality in the Stealthwatch Desktop Client with the Report
Builder app, so you can create and customize your reports from your Stealthwatch
Management Console Web app/dashboard.

After you finish the Stealthwatch update, make sure you install the latest Report Builder
app (v1.4.1). If you have an earlier version of the app installed, make sure you install the
newer version over the existing version. For more information, refer to the Stealthwatch
Update Guide v7.2.1 and 7.3.x to v7.3.2.

You do not need to uninstall your existing app. If you uninstall Report Builder, all files
associated with it, including your saved reports and temporary files, are deleted. Do not
delete the Report Builder app.

Do not uninstall your existing Report Builder app. If you uninstall Report Builder,
all files associated with it, including your saved reports and temporary files, are
deleted.
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After You Update
After updating your appliances, please install the required patches:

l patch-smc-ROLLUP001-7.3.2-01.swu, or later

l patch-fcnf-ROLLUP001-7.3.2-02.swu, or later

Review the patch readme files on Cisco Software Central for details.
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What's New
These are the new features and improvements for the Stealthwatch system v7.3.2
release.

Analytics Beta
Stealthwatch offers early access to advanced event capabilities and UI workflows with
Analytics Beta, which provides new and effective alerts that require less manual
configuration. Analytics Beta assigns appropriate roles to devices and uses this
information, along with data collected using additional detection capabilities, to provide
optimized alerts.

When you enable Analytics Beta, beta features are switched on within your deployment.
These additional capabilities function in parallel with your existing detections and
interface. Continue to monitor your alarms, security events, and Stealthwatch Web App
as you do today, while also taking advantage of our new experimental detections and
interface capabilities.

When you open an Analytics alert in the Stealthwatch Web App, you can view the
supporting observations that led the system to generate the alert. From these
observations, you can also view additional context about the entities involved, including
the traffic that they transmitted and, if available, external threat intelligence.
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Please provide feedback using inline feedback forms as you use Analytics Beta. You can
access the Analytics Beta v7.3.2 document here.

Response Management
The following alarm types have been removed from Response Management, as they have
been discontinued:

l License Corrupted (Alarm ID 60013)

l License Term less than 3 days (Alarm ID 600022)

l License Term less than 14 days (Alarm ID 600021)

l License Term less than 30 days (Alarm ID 600020)

l License Term less than 60 days (Alarm ID 600019)

l License Term less than 90 days (Alarm ID 600018)

l Stealthwatch Flow Rate License Exceeded (Alarm ID 60012)

l Stealthwatch Flow Rate License Unavailable (Alarm ID 60025)

l Unlicensed Feature (Alarm ID 60014)

l Unlicensed FPS Features (Alarm ID 60024)
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Endpoint License
Endpoint Concentrator Removal
Starting in v7.3.2, the Endpoint Concentrator is not needed for the Endpoint License
deployment, and the Flow Collector has been enhanced to process Network Visibility
Module (NVM) data on all Stealthwatch deployments, including Data Store. Due to this
enhancement, the Endpoint Concentrator is not supported in v7.3.2.

Before you update your Stealthwatch cluster, follow the instructions in the Stealthwatch
Update Guide v7.2.1 and 7.3.x to v7.3.2 to remove the Endpoint Concentrator from your
system.

For more information about how to configure Endpoint License, refer to the Endpoint
License and NVM Configuration Guide v7.3.2.

Endpoint License Capabilities
Endpoint License, which is now supported for Data Store, provides:

l Full visibility to the endpoint, including on-network and off-network data

l Visibility to any NVM fields from the Endpoint Traffic (NVM) report in the Report
Builder app

l Aminimum of 30 days of storage of NVM data

l Improved processing and query performance

ISE Integration Upgrade to pxGrid 2.0
The ISE integration upgraded to pxGrid 2.0 and added support for more pxGrid nodes.

Make sure your ISE version is 2.6 or later.

For more information about how to approve pxGrid in Cisco ISE, refer to the ISE
Configuration Guide v7.3.2.
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SecureX Ribbon Multi-user Support
The SecureX integration added multi-user support for the SecureX security ribbon, which
allows users with SecureX, Collaboration Solutions Analyzer (CSA), or Thread Grid
accounts to authorize using the security ribbon in Stealthwatch Enterprise.

After updating your SMC, you will need to regenerate the API Client credentials
on SecureX with the Oauth scope included and update the Stealthwatch and
SecureX configuration with new credentials. For more information about how to
update your integration, refer to the SecureX Integration Guide 7.3.

Cross-Site Request Forgery (CSRF) Protections
To help ensure more protection against CSRF attacks, Stealthwatch will require HTTPS
clients to submit CSRF tokens as part of their state-changing HTTPS requests. The CSRF
token is session-specific and will be returned during authentication in a cookie called
“XSRF-TOKEN.” HTTPS clients must set an HTTPS header “X-XSRF-TOKEN” to the value
of this cookie when making HTTPS requests.

As part of this added protection, your authentication API scripts might fail with HTTP 401
errors.

Before you update your cluster to v7.3.2, you should make these changes to your API
scripts:

The steps to update your API scripts may vary depending on your environment.

1. When your HTTPS client(s) authenticate(s) to Stealthwatch, store the CSRF token
returned in the XSRF-TOKEN cookie.

2. On all HTTPS requests (with the exception of 'GET'), the script will need to return
this stored value via an HTTP header called "X-XSRF-TOKEN".

3. Whenever the script re-authenticates to Stealthwatch, it will need to update the
stored value of the CSRF token.

If you need to update your cluster before updating your API scripts, contact
Cisco Stealthwatch Support.

Cognitive Integration Enhancements
Refer to the Cognitive Release Notes to see the full list of monthly enhancements for the
Cognitive engine,
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SNMP Agent Custom User Name and Password
If you have a large networked environment that uses Simple Network Management
Protocol (SNMP) as a method of system monitoring, enable SNMP Agent to access your
system status information. When SNMP Agent is enabled, you can access the SNMP
agent via the network if the client system is one of the trusted hosts.

In v7.3.2, you can add a custom user name and password encryption to the SNMP V3
configuration as follows:

l User Name: You can enter the user name for your SNMP manager. (Changing this
field is optional. The default user name is readonly.)

l Encryption Password: Enter the password you use for encryption (8 characters
minimum).

l Authentication Password: Enter the password you use for authorization (8
characters minimum).

For instructions, refer to Online Help > System Management Help > Central Management
> Appliance Configuration > SNMP Agent.

Configuration Maximum: You can have only one SNMP configuration saved at a
time. If you change the configuration from V2 to V3, or vice versa, your previous
configuration will be deleted. For example, if you configure SNMP V3 with a
custom user name, the user name will be lost, and the V3 configuration will be
deleted if you change the configuration to SNMP V2.

SSL/TLS Certificates for Managed Appliances Guide
Wemoved SSL/TLS certificate-related instructions out of the online help and into the
SSL/TLS Certificates for Managed Appliances Guide v7.3. The guide includes the
following topics (and more):

l Changing the certificate validity period on Cisco default appliance identity
certificates

l Replacing an appliance identity certificate with a certificate from a Certificate
Authority

l Changing the host name

l Changing the network domain name

l Changing the IP address (eth0)

l Adding client identity certificates

l Troubleshooting
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Security Analytics and Logging On Prem
Security Analytics and Logging (OP) is now supported on the Data Store and has two
deployment options on Stealthwatch:

l Single-node - Deploy a standalone Stealthwatch Management Console to receive
and store events, and from which you can review and query events

l Multi-node - Deploy a Flow Collector to receive events, a Data Store (containing 3
Data Nodes) to store events, and a Stealthwatch Management Console from which
you can review and query events

For more information about SAL On Prem deployment, refer to the Security Analytics and
Logging (On Premises): Firepower Event Integration Guide.

First Time Setup
If you are deploying a Data Store, you will be asked during First Time Setup on the SMC
and Flow Collector if you want to enable SAL On Prem. If you select yes, you will not be
able to use your Data Store to ingest NetFlow.

For more information, refer to the Stealthwatch Installation Guides.

Stealthwatch Apps
Stealthwatch apps are optional independently releasable features that enhance and
extend the capabilities of Cisco Stealthwatch.

The release schedule for Stealthwatch apps is independent from the normal Stealthwatch
upgrade process. Consequently, we can update Stealthwatch apps as needed without
having to link them with a core Stealthwatch release.Occasionally, an app that is designed
to correspond with a new release of Stealthwatch may not be immediately available for
installation. You may need to wait a few weeks for the newest version of the app.

For the latest Stealthwatch apps information and availability, please refer to the following: 

l Stealthwatch Apps Version Compatibility Matrix
l Stealthwatch Apps Release Notes

To update your CIMC and BIOS Firmware to version 4.1(1)g, you can now use a SWU
along with the applicable ISO file:
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CIMC and BIOS Firmware Update to v4.1(1)g for M4
Hardware
To update your CIMC and BIOS Firmware to version 4.1(1)g, you can now use a SWU
along with the applicable ISO file:

l ucs-sw1uv7m4-huu.iso -
ISO file for ALL appliances except for the Flow Collector 5020 Database and Flow
Collector 5200 Database

l ucs-sw2uv7m4-huu.iso -
ISO file for the Flow Collector 5020 and Flow Collector 5200 Database

l update-common-SW7VM4-FIRMWARE-01.swu -
SWU file to use when updating from version 2.x

If your firmware is at version 3.x or later, you do not need the SWU.

The SWU and ISO files are available at Cisco Software Central,
https://software.cisco.com.

This update process applies to UCS C-Series M4 (x200) hardware for the Stealthwatch
appliances shown in the following table.

M4 Hardware (x200 Series)

Stealthwatch Management Console 2200 Flow Sensor 1200

Flow Collector 4200 Flow Sensor 2200

Flow Collector 5020 Engine Flow Sensor 3200

Flow Collector 5020 Database* Flow Sensor 4200

Flow Collector 5200 Engine UDP Director 2200

Flow Collector 5200 Database* ___

For M5 hardware, you can update the CIMC and BIOS firmware to v4.1(1)g using
update-common-SW7VM5-FIRMWARE-01.swu, which enables you to update
the firmware as you would other patch update SWUs through the SMC. The SWU
is available at Cisco Software Central, https://software.cisco.com.
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Contacting Support
If you need technical support, please do one of the following:

l Contact your local Cisco Partner
l Contact Cisco Stealthwatch Support

o To open a case by web: http://www.cisco.com/c/en/us/support/index.html
o To open a case by email: tac@cisco.com
o For phone support: 1-800-553-2447 (U.S.)
o For worldwide support numbers:
www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_contacts.html
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What's Been Fixed
This section summarizes fixes made in this release for issues (bugs/defects) reported by
customers in previous releases. The Stealthwatch Defect (SWD or LSQ) number is
provided for reference.

Version 7.3.2

Defect Description

SWD-15440
Updated Help documentation content related to ANC Query.
(LSQ-5020)

SWD-15495
Fixed an issue related to removing relationship policies when
deleting customer application.

SWD-15529
Updated Help documentation content related to CTA . (LSQ-
4897)

SWD-15831
Fixed an issue where some customers were unable to register
Smart License Transport Gateway with custom top-level domain
(TLD). (LSQ-5147)

SWD-15866
Updated documentation content related to FC4210 and
FCVE4000 flow storage sizes. (LSQ-5232)

SWD-15926
Updated printed documentation content related to the CIMC
firmware version for M5 hardware. (LSQ-5298)

SWD-15942
Updated Help documentation content related to the Host
Classifier app compatibility matrix for v2.0.3 and v7.3.0. (LSQ-
5253 )

SWD-15950
Enhanced data validation so the engine detects and rejects
inaccurate values.

SWD-15953
Updated Help documentation content related to the password
policy configured in webUI not being enforced on the root or
sysadmin CLI accounts. (LSQ-5261)
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Defect Description

SWD-15963
Fixed an issue with the results being returned when pivoting from
Beaconing Hosts security events to the "Associated Flows" table.
(LSQ-5248)

SWD-15965
Fixed an issue where customer reports weren't showing the flows
for IDPs and SPLTs. (LSQ-5318)

SWD-15974
Updated printed documentation content for the "SMC Databas"
and "Network Interfaces" sections in the Failover Configuration
Guide.

SWD-15978
Fixed an issue where the eta analysis tool was automatically
running when generating a diagPack.

SWD-15981
Fixed an issue with proxy configuration not saving, showing the
"Config changes failed" error, when setting up a pass-thru proxy.
(LSQ-5305)

SWD-15982
Updated printed documentation related to the SMC ISE PORT
TCP/5222 content within the v7.2.1 through v7.3.1 installation and
configuration guides. (LSQ-5339)

SWD-16011
Updated documentation to provide additional details for security
events and alarms. (LSQ-5361)

SWD-16020 Fixed an issue related to generating TLS FP in log file.

SWD-16024
Fixed an issue where some customers inadvertently enabled data
store on DDS systems.

SWD-16025
Fixed an issue where database backup wasn't working properly
for v7.3.x SMCs and Flow Collectors upgraded from an older
version of Stealthwatch. (LSQ-5358)

SWD-16028
Fixed an issue related to v7.3.0 self-signed certificates not
matching SAN fields. (LSQ-5375).

SWD-16043 Updated content in the UDP Director 2210 Spec Sheet. (LSQ-
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Defect Description

5387)

SWD-16049
Fixed an issue where the service swe-detections-worker on the
Flow Collector wasn't registering observations.

SWD-16054
Fixed an issue with the port scan Alarm and the associated flow
table remaining empty because the client/server wasn't following
initiator order. (LSQ-5366, LSQ-5495, and LSQ-545)

SWD-16057
Fixed an issue related to a v7.3.0 SMC identity exporter without an
ID associated with it. (LSQ-5237, LSQ-5270)

SWD-16083
Fixed an issue so that upgrade would allow for unsupported sfp.
(LSQ-5384)

SWD-16090 Fixed an issue related to SIGSEGV in the Security Events thread.

SWD-16111
Fixed an issue related to SIGSEGV in the Threat Feed Update.
(LSQ-5437)

SWD-16145
Fixed an issue where problematic sites and apps weren't showing
as high priority as they should have. (LSQ-4718)

SWD-16146
Fixed an issue where the Flow Collector Channel Down alarm
inactivation wasn't working properly.

SWD-16150
Updated Help documentation content related the Security_
Events_and_Alarm_Categories.

SWD-16160
Fixed an issue where Flow Collector was squashing threads.
(LSQ-5472)

SWD-16161

Fixed an issue where there were flow duration value errors being
calculated by the FC engine whenever the
SystemInitTimeMilliseconds field was improperly exported. (LSQ-
5477)

SWD-16169 Fixed an issue with NetFlow data from Checkpoint exporters not
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Defect Description

being properly ingested by the FC engine, primarily due to the
Checkpoint using the PEN field unnecessarily. (LSQ-5470)

SWD-16194
Updated printed documentation related to the port information
provided in the CTA integration Guide.

SWD-16200
Fixed an issue related to the Column "tls_fingerprint_hash" after
upgrading from v7.3.0 to v7.3.1. (LSQ-5493)

SWD-16223 Only one of the multiple reservations appears in smart licensing.

SWD-16238
Updated printed documentation content in the v7.3 Default
Applications Definitions document by removing SOCKS from the
list of applications detected by the Flow Sensor.

SWD-16290
Updated the baseline query to use the general resource pool
rather than the engine.

SWD-16383
Fixed an issue related to SAL CONNECTION_END_EVENT last_
packet_second computation.

SWD-16416
Fixed an issue for the v7.3.1 Flow Collector engine where there
was a "Thread interrupted" message after the archive hour due to
a particularly high rate of security events.

Version 7.3.1

Defect Description

SWD-15072
Fixed an issue where the syslog-ng file monitor limit was reached
on the SMC.

SWD-15494
Fixed the password reset validation process for the v7.2.1 Flow
Sensor. (LSQ-5035)

SWD-15528 Updated the Tiles attributes for SecureX.

SWD-15543 Fixed an issue where the TACACS+ authentication service login
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Defect Description

attempts indicated 0 even after login succeeded. (LSQ-5064)

SWD-15574
Fixed an issue with setting the initiator on the second half of an
ASA bi-flow. (LSQ-5071)

SWD-15684 Updated the Online Help for LDAP and RADIUS authentication.

SWD-15685 Increased nginx timeout for /smc/rest.

SWD-15702
Fixed an issue with the Refresh Image active partition on M5
hardware.

SWD-15734
Updated the Legacy (cloud-based) Host Classifier listing on the
Proxy page.

SWD-15779
Fixed an issue with the AppID and UserID fields seeming to cause
a Flow Collector Oversubscribed alarm. (LSQ-4919)

SWD-15779
Fixed an issue where the Palo Alto, AppId/UserId, fields seemed
to initiate the Flow Collector Oversubscribed alarm. (LSQ-4919 )

SWD-16145 Fixed an issue with defined application priority levels. (LSQ 4718)

Defect Description

SWD-14260
Updated the code to honor the initiator as the first thing in the
client/server setting function. (LSQ-4635)

SWD-14930
Fixed an issue where the Desktop Client was displaying the
previous login time in UTC regardless of the user's time zone.
(LSQ-4833)

SWD-14932
Fixed an issue where the Cognitive documentation links were out
of date.

SWD-14952
Added a warning pop-up to SystemConfig when attempting to
change the IP address, if the appliance is managed by Central
Management. (LSQ-4380)
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Defect Description

SWD-15024
Fixed an issue where the Flow query via API returned a negative
value for the tcpConnections field.

SWD-15062 Fixed an issue where Stealthwatch incidents weren't sent to CTR.

SWD-15134
Fixed an issue where the ISE log was flooded with exceptions
which prevented normal diagnostics.

SWD-15149
Fixed an issue where the Top Report was not working when the
Connection filter was set to "Port/Protocol" and the Subject
Orientation filter was set to "Server". (LSQ-4882)

SWD-15218 Fixed an issue where tomcat was not logging to ciscoj.log.

SWD-15293

sWD-15294
Updated the LDAP documentation to list the unsupported
characters in the bind user name.

SWD-15341
Fixed an issue with proxy passwords not allowing some special
characters. (LSQ-4997)

SWD-15360
Updated the Active Directory documentation with the
requirement of a identity management device. (LSQ-4991)

SWD-15441
Fixed an issue where the SecureX Top Host Groups By Traffic
tiles did not show data.
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Known Issues
This section summarizes issues (bugs) that are known to exist in this release. Where
possible, workarounds are included. The defect number is provided for reference.

Defect Number Description Workaround

SWD-12574

If a user logs in to the
command line interface
without any failed attempts,
the EPOCH date (January 1,
1970) might be shown.

None currently available.

SWD-13964
The database restore does
not include the encrypted
configuration backup.

To overcome this, perform
the database restore without
restoring the configuration
backup by adding -r to the
doDbRestore command,
then manually restore the
encrypted backup.

SWD-14057
The Packet Capture page is
blank in the SMC Appliance
Administration.

We’ve removed Packet
Capture from the SMC
Appliance Administration.
To use an alternative
method, select Help >
Stealthwatch Online Help,
and follow the instructions
for the SMC packet capture.

SWD-14855

When using Firefox, the
Flow Sensor AST may not
present Step 6: Add the
appliance to Central
Management.

Use a different browser. If
using Firefox, clear cache
and refresh the page.

SWD-15002
Configuration restore fails
after RFD.

If you reset an appliance to
its factory defaults, you
cannot restore the
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Defect Number Description Workaround

configuration using Central
Management. For
assistance, please contact
Cisco Stealthwatch Support.

SWD-16183

Custom application does not
tag traffic when rule has a
DPI definition. An
application name in the flow
search will show as HTTPS
(unclassified) instead of the
custom application name.

None currently available.

SWD-16226

The Exporter SNMP in the
Web UI stores the
authentication and privacy
passwords in plain text.

None currently available.

SWD-16338
There is an issue that can
occur with ISE Integration
Failover.

If you deploy Stealthwatch
with Cisco ISE, make sure
you configure the primary
and secondary SMCs, each
with a unique ISE client
certificate and client name.
The ISE client certificate and
client name for each SMC
must be different.

For details about how to the
configure your secondary
SMC, refer to the "Configure
ISE Integration Failover"
section in the ISE
Configuration Guide.

SWD-16382
When a user on the FMC
specifies an IP subnet filter

A workaround is available
for the FMC by using the
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Defect Number Description Workaround

(i.e., 10.10.1.0/24), the
query is unsuccessful at the
CDS query-service
backend.

ipRange comparison
operator. However, it
requires a code change,
which may not be possible
either architecturally or due
to release timing.

SWD-16346
An incorrect status for
inactive exporters returns
from the engine.

None currently available.

SWD-16408

The ISE client does not
parse user sessions
containing a non-UTC time
zone.

A workaround is to set ISE to
UTC time.

SWD-16378

The system alarms for Data
Nodes on the dashboard,
and in reports, may not
indicate the correct issue.
The time frame indication
(top right of the box) may
display a much shorter
amount of time since the
Data Node went down, than
the actual amount of time.

When you select View
Details, then select View
System Report, alarms for
the last 30 days display.

In the System Report, you
can use the Search box at
the top of the Alarm column
to type the description of the
specific alarm. Then you can
sort on the Date/Time
column to see the oldest
and/or newest occurrence
of the specific alarm.

You can also select a Day
from the calendar, and then
select the Search icon
values with Is Before to find
the first day it occurred

NA

On the Flow Sensor VE,
“Export Application
Identification” is off by
default.

To enable application
identification, the advanced
setting will need to be
selected manually.
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Change Log

Revision Revision Date Description

1_0 June 1, 2021 Initial version, General Availability (GA).

1_1 June 28, 2021
Added SWD-16338 to the Known Issues
section.

2_0 December 21, 2021 Updated the What's Been Fixed section.

2_1 April 7, 2022 Updated the What's Been Fixed section.
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Release Support Information
Official General Availability (GA) date for Release 7.3.2 is June 1, 2021.
For support timeline information regarding general software maintenance support, 
patches, general maintenance releases, or other information regarding Cisco 
Stealthwatch Release Support lifecycle, please refer to Cisco Stealthwatch® Software 
Release Model and Release Support Timeline Product Bulletin.
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