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Introduction
Overview
This document provides information on new features and improvements, bug fixes, and
known issues for the Stealthwatch v7.3.1 release. For additional information about
Stealthwatch, go to cisco.com. For all features included in Stealthwatch v7.3, refer to
the release notes for each previous version (v7.3.0).

Terminology
This guide uses the term “appliance” for any Stealthwatch product, including virtual products
such as theStealthwatch Flow Sensor Virtual Edition (VE).

A "cluster" is your group of Stealthwatch appliances that are managed by the
Stealthwatch Management Console (SMC).

Before You Update
Before you begin the update process, please review the Stealthwatch® Update Guide
v7.2.x to v7.3.

Software Version
To update the appliance software to version 7.3.1, the appliance must have 7.2.1 or
7.3.0 installed. It is also important to note the following:

l Patches: Make sure you install the latest rollup patch on your appliances before
you upgrade. You can download the files from your Cisco Smart Account on Cisco
Software Central at https://software.cisco.com.

l Downloading Files: Log in to your Cisco Smart Account at
https://software.cisco.com or contact your administrator. In the Download and
Upgrade section, select Software Download. Select Security > Network
Visibility and Segmentation > Stealthwatch.

l Update your appliance software versions incrementally. For example, if you
have Stealthwatch v7.0.x, make sure you update each appliance from v7.0.x to
v7.1.x., and then update from 7.1.x to 7.2.x. Each update guide is available on
cisco.com.

l Downgrades: Version downgrades are not supported because of update changes
in data structures and configurations that are required to support new features
installed during the update.
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l TLS: Stealthwatch requires TLS v1.2.

l For increased security, we recommend updating the IDentity 1000/1100
appliance to v3.3.0.x to take advantage of the new openSSL version with TLS 1.2.

Third-Party Applications
Stealthwatch does not support installing third-party applications on appliances.

Hardware
To view the supported hardware platforms for each system version, refer to the
Hardware and Version Support Matrix.

Dell PowerEdge hardware and the Flow Collector 5020 are not supported with
Stealthwatch v7.3. For assistance with your hardware refresh, please contact
the Stealthwatch Renewals team at stealthwatch_renewals@cisco.com.

Browsers

l Compatible Browsers: Stealthwatch supports the latest version of Chrome,
Firefox, and Edge.

l Microsoft Edge: There may be a file size limitation with Microsoft Edge. We do
not recommend using Microsoft Edge to upload the software update files (SWU).

l Shortcuts: If you use browser shortcuts to access the Appliance Admin interface
for any of your Stealthwatch appliances, the shortcuts may not work after the
update process is complete. In this case, delete the shortcuts and recreate them.

l Certificates: Some browsers have changed their expiration date requirements for
appliance identity certificates. If you cannot access your appliance, refer to
Certificate Expiry for information.

Alternative Access
Use the following instructions to enable an alternative method to access your
Stealthwatch appliances for any future service needs.

It is important to enable an alternative method to access your Stealthwatch
appliances for any future service needs, using one of the following methods for
your hardware or virtual machine.
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Hardware

l Console (serial connection to console port): Refer to the latest Stealthwatch
Hardware Installation Guide to connect to the appliance using a laptop or a
keyboard and monitor.
https://www.cisco.com/c/en/us/support/security/stealthwatch/products-
installation-guides-list.html

l CIMC (UCS appliances): Refer to the latest Cisco
guide for your platform at https://www.cisco.com/c/en/us/td/docs/unified_
computing/ucs/c/sw/cli/config/guide/b_Cisco_CIMC_CLI_Configuration_
Guide/Cisco_CIMC_CLI_Configuration_Guide_chapter1.html

Virtual Appliances

l Console (serial connection to console port): Refer to the latest KVM or
VMware documentation for your appliance installation.

l For example, for KVM, refer to Virtual Manager documentation.

l For VMware, refer to the vCenter Server Appliance Management
Interface documentation for vSphere.

Alternative Method
If you cannot log in to the appliance using the virtual or hardware methods, you can
enable SSH on the appliance network interface temporarily.

When SSH is enabled, the system’s risk of compromise increases. It is
important to enable SSH only when you need it. When you are finished using
SSH, disable it.

1. Log in to the Stealthwatch Management Console.
2. Click the Global Settings icon.
3. Select Central Management.
4. Click Actionsmenu for the appliance.
5. Select Edit Appliance Configuration.
6. Select the Appliance tab.
7. Locate the SSH section.
8. Select whether to enable SSH access only or to also enable root access.
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l Enable SSH: To allow SSH access on the appliance, check the check box.

l Enable Root SSH Access: To allow root access on the appliance, check the
check box.

9. Click Apply Settings.
10. Follow the on-screen prompts to save your changes.

When SSH is enabled, the system’s risk of compromise increases. It is
important to enable SSH only when you need it. When you are finished using
SSH, disable it.

Certificate Check
The upgrade to v7.3.1 includes a certificate check to verify the Cisco Bundles upgrade
will not cause issues with your environment. If you are using certificates, make sure the
full chain of certificates is present in the Central Management Trust Store. If only the
end-entity certificate is present in the Trust Store, the upgrade will fail. Make sure the
Central Manager Trust Store has the full chain of certificates.

If you do not have the full chain of certificates added to the Central Manager
Trust Store, the update to Stealthwatch v7.3.1 will fail.

Installing Report Builder After the Update
We replaced the Reports functionality in the Stealthwatch Desktop Client with the
Report Builder app, so you can create and customize your reports from your
Stealthwatch Management Console Web app/dashboard.

After you finish the Stealthwatch update, make sure you install the Report Builder app.
For more information, refer to the Stealthwatch® Update Guide v7.3.1.

After You Update
After updating your appliances, please install the required patches:

l patch-smc-ROLLUP001-7.3.1-01.swu or later

l patch-fcnf-ROLLUP001-7.3.1-01.swu,or later

l patch-fcsf-ROLLUP001-7.3.1-01.swu or later

Review the patch readme files on Cisco Software Central for details.
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What's New
These are the new features and improvements for the Stealthwatch system v7.3.1
release:

Updated Virtual Appliance Deployment Support
We have improved virtual appliance support by adding ISO deployment through vSphere
vCenter. Starting with version 7.3.1, we have deprecated virtual appliance OVF
deployment.

Primary Admin
We changed the Master Admin user to Primary Admin.

System Notifications
System notifications inform users immediately of any current general or system alarms.

These notifications are indicated by a numeral displayed beside the (Alert) icon,
which is located in the toolbar in the upper right corner of any page. The numeral
indicates how many messages you have. When an alarm becomes inactive, it is no
longer reflected in the number displayed in the Alert icon.

To view the Notifications panel, click the Alert icon. The Notifications panel slides out
on the right side of the page.
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The two main notification categories displayed in the Notification panel are General and
System Alarms.

General
General notification types fall into the following two subtypes:

Smart Licensing

l Evaluation Period Expired Your evaluation period has expired. Flow collection
has stopped and your UDP Director has stopped forwarding flow. To start flow
collection again, register your product instance.

l Authorization Expired If Stealthwatch loses communication with your Cisco
Smart Account, your authorization may expire. Authorization Expired indicates the
communication status. It does not indicate license status.

l Out of Compliance An appliance or feature has a license shortage and is using
more licenses than are allocated in your Cisco Smart Account.

For more information about these system notifications and Smart Licensing, please refer
to the Stealthwatch Smart Software Licensing Guide.

Password Expiry
Ten days remain until the Password Expires After value is reached.
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SystemAlarms
Users can view a subset of the following alarm types in the Notifications panel:

l Data Store

l Flow Collector

l Flow Sensor

l SMC

l UDPD

The Data Store alarms are functional only if you deployed a Data Store. They
appear as a subset of the SMC system alarms.

AlarmDetails
To view the system alarm details for a system alarm, click View Details located under
the associated system alarm for which you want to view details. The Alarm Detail panel
opens beside the Notifications panel.
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Data Store Virtual Edition
Version 7.3.1 introduces the Data Store Virtual Edition, available on January 4, 2021.
You can deploy 3 Data Nodes Virtual Edition with an SMC VE and 1 or more Flow
Collectors VE. Functionality is the same as with the hardware Data Store. See the
Stealthwatch Virtual Edition (with a Data Store) Installation Guide for information on
deploying the virtual appliances with a Data Store, and the Stealthwatch Data Store
Virtual Edition Installation and Configuration Guide for information on initializing and
finalizing your Data Store Virtual Edition deployment.

If you deploy a Data Store VE, you must deploy it alongside virtual SMCs and
virtual Flow Collectors. Similarly, if you deploy a hardware Data Store 6200, you
must deploy it alongside a hardware SMC 2210 and hardware Flow Collectors
2210. You cannot deploy a Data Store VE with hardware appliances, nor can
you deploy a hardware Data Store 6200 with virtual appliances.

Simplified Data Store Initialization
We simplified Data Store initialization in Version 7.3.1. Both hardware and virtual Data
Store initialization can be performed through the SystemConfig utility, instead of
manually running scripts from the appliances.

In addition, if you obtain additional SMCs, Flow Collectors, or Data Nodes after you
initially deploy and initialize your Data Store, you can add them through the
SystemConfig utility, rather than manually running scripts to add these new appliances.
See the Stealthwatch Data Store Installation and Configuration Guidemaintenance
section for more information.

User Password Enhancements
Reuse Parameters
The Password Policy field Number of previous passwords disallowed now requires
a minimum value of 3 and a maximum value of 24, with a default value of 12.

Password ExpirationWorkflow
If a user's password expires, their access is disabled instead of prompting them to
change their password upon log in. Users will need to reach out to their Stealthwatch
admin to reset their password.

Standalone appliance users have to be deleted and recreated by the
Stealthwatch admin.
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The following users will not lose access when their password expires:

l default Stealthwatch admin

l root and sysadmin users

l remote users

Password StrengthMeter
A password strength meter has been added to password fields with the following
behavior:

l The meter displays strong, fair, medium, or weak.

l Users will be able to save the password even if the password is weak.

l Generate Password creates a strong password.

Cisco Bundles

If you do not have the full chain of certificates added to the Central Manager
Trust Store, the update to Stealthwatch v7.3.1 will fail. For more information,
refer to the Certificate Check section.

Cisco periodically releases bundles of pre-validated digital certificates of a select
number of root certificate authorities (CAs). We release these bundles as common
appliance patch SWU files that apply to all appliances and Stealthwatch v7.3.1 and
above.

Each patch includes a core certificate bundle and an external certificate bundle, which
are used for connecting to Cisco services and to non-Cisco services. We also provide
two text files, one for core certificates and one for external certificates, that provide
information on the contents of each bundle.

You can download these bundles and text files on Software Central at
https://software.cisco.com.

l You are required to have the latest Cisco Bundle patch installed on all
your appliances.

l If you RefreshImage for an appliance, the Cisco Bundle patch will be
reverted to the CAs shipped with the release. You will need to update to
the latest bundle.
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ERSPANDecapsulation
Encapsulated Remote Switching Port Analyzer (ERSPAN) decapsulation is available on
the Flow Sensor. This option allows the Flow Sensor to detect the ERSPAN header in
packets, and then decapsulate the header and process the inner packet contents.

To enable, log in to your Flow Sensor and navigate to Configuration > Advanced
Settings.

ERSPAN decapsulation is not supported on the FS 4210.

Endpoint License Enhancements
Endpoint License now allows monitoring of endpoints anywhere in your network,
without the need for matching NetFlow. In addition, the Endpoint Concentrator now
supports up to 60K FPS.

For detailed information on how to configure this feature, refer to the Endpoint
Concentrator and NVM Configuration Guide.

Threat Intelligence Feed and Cisco Talos IP Blocklist
Integration
Talos IP Blocklist is included in the Threat Intelligence feed as a host group under
Command and Control Servers. The Talos dataset contains a list of CIDR IP addresses of
the Talos untrusted threat level.

Flow Sensor VE 10G NIC Support
We've added support for two NIC configurations for the Flow Sensor VE:

NICs -
monitoring
ports

Required
Reserved
CPUs

Required
Minimum
Reserved
Memory

Estimated
Throughput

Flow Cache
Size (maximum
number of
concurrent
flows)

1 x 10 Gbps* 12 24

8Gbps

10G Interfaces
configured as PCI
pass-through (Intel

512K
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NICs -
monitoring
ports

Required
Reserved
CPUs

Required
Minimum
Reserved
Memory

Estimated
Throughput

Flow Cache
Size (maximum
number of
concurrent
flows)

ixgbe/i40e compliant)

2 x 10 Gbps* 22 40

16Gbps

10G Interfaces
configured as PCI
pass-through (Intel
ixgbe/i40e compliant)

1M

* For 10 Gbps throughput, configure all CPUs in 1 socket. For more information, refer to
the Stealthwatch Virtual Edition (VE) Installation Guide v7.3.

Cognitive Integration Enhancements
To see the full list of monthly enhancements for the Cognitive engine, refer to the
Cognitive Release Notes.

Certificate Expiry
Some browsers have changed their expiration date requirements for SSL/TLS appliance
identity certificates. If you cannot access your appliance, log in to the appliance from a
different browser as a short-term solution.

To update your certificate validity period, refer to the following: 

l Cisco Stealthwatch Certificates: Each Stealthwatch v7.x appliance is installed
with a unique, self-signed appliance identity certificate with a validity period of 5
years. To replace a Cisco Stealthwatch appliance identity certificate, follow the
instructions in the SSL/TLS Certificates for Managed Appliances Guide v7.3.
You can use these instructions to update the validity period without changing the
appliance host information (IP address, host name, domain name).

l Custom SSL/TLS Certificates: If your appliances use custom SSL/TLS
certificates from a Certificate Authority, refer to the SSL/TLS Certificates for
Managed Appliances Guide v7.3 to replace your appliance identity certificates.
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Stealthwatch Apps
Stealthwatch apps are optional independently releasable features that enhance and
extend the capabilities of Cisco Stealthwatch.

The release schedule for Stealthwatch apps is independent from the normal
Stealthwatch upgrade process. Consequently, we can update Stealthwatch apps as
needed without having to link them with a core Stealthwatch release.

For the latest Stealthwatch apps information and availability, please refer to the
following: 

l Stealthwatch Apps Version Compatbility Matrix
l Stealthwatch Apps Release Notes
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Contacting support
If you need technical support, please do one of the following:

l Contact your local Cisco Partner

l Contact Cisco Stealthwatch Support
o To open a case by web:
http://www.cisco.com/c/en/us/support/index.html

o To open a case by email: tac@cisco.com
o For phone support: 1-800-553-2447 (U.S.)
o For worldwide support numbers:
www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_
contacts.html
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What's Been Fixed
This section summarizes fixes made in this release for issues (bugs/defects) reported by
customers in previous releases. The Stealthwatch Defect (SWD or LSQ) number is
provided for reference.

Version 7.3.1

Defect Description

SWD-15072
Fixed an issue where the syslog-ng file monitor limit was
reached on the SMC.

SWD-15494
Fixed the password reset validation process for the v7.2.1 Flow
Sensor. (LSQ-5035)

SWD-15528 Updated the Tiles attributes for SecureX.

SWD-15543
Fixed an issue where the TACACS+ authentication service login
attempts indicated 0 even after login succeeded. (LSQ-5064)

SWD-15574
Fixed an issue with setting the initiator on the second half of an
ASA bi-flow. (LSQ-5071)

SWD-15684 Updated the Online Help for LDAP and RADIUS authentication.

SWD-15685 Increased nginx timeout for /smc/rest.

SWD-15702
Fixed an issue with the Refresh Image active partition on M5
hardware.

SWD-15734
Updated the Legacy (cloud-based) Host Classifier listing on the
Proxy page.

SWD-15779
Fixed an issue with the AppID and UserID fields seeming to
cause a Flow Collector Oversubscribed alarm. (LSQ-4919)

SWD-15779
Fixed an issue where the Palo Alto, AppId/UserId, fields
seemed to initiate the Flow Collector Oversubscribed alarm.
(LSQ-4919 )
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Defect Description

SWD-16145
Fixed an issue with defined application priority levels. (LSQ
4718)

Version 7.3.0

Defect Description

SWD-14260
Updated the code to honor the initiator as the first thing in the
client/server setting function. (LSQ-4635)

SWD-14930
Fixed an issue where the Desktop Client was displaying the
previous login time in UTC regardless of the user's time zone.
(LSQ-4833)

SWD-14932
Fixed an issue where the Cognitive documentation links were
out of date.

SWD-14952
Added a warning pop-up to SystemConfig when attempting to
change the IP address, if the appliance is managed by Central
Management. (LSQ-4380)

SWD-15024
Fixed an issue where the Flow query via API returned a
negative value for the tcpConnections field.

SWD-15062
Fixed an issue where Stealthwatch incidents weren't sent to
CTR.

SWD-15134
Fixed an issue where the ISE log was flooded with exceptions
which prevented normal diagnostics.

SWD-15149
Fixed an issue where the Top Report was not working when the
Connection filter was set to "Port/Protocol" and the Subject
Orientation filter was set to "Server". (LSQ-4882)

SWD-15218 Fixed an issue where tomcat was not logging to ciscoj.log.

SWD-15293 Updated the LDAP documentation to list the unsupported
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Defect Description

sWD-15294 characters in the bind user name.

SWD-15341
Fixed an issue with proxy passwords not allowing some special
characters. (LSQ-4997)

SWD-15360
Updated the Active Directory documentation with the
requirement of a identity management device. (LSQ-4991)

SWD-15441
Fixed an issue where the SecureX Top Host Groups By Traffic
tiles did not show data.
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Known Issues
This section summarizes issues (bugs) that are known to exist in this release. Where
possible, workarounds are included. The defect number is provided for reference.

Defect Number Description Workaround

SWD-7655

The generation of a
diagnostics pack may fail
in large systems as a
result of timing out.

To overcome this, open the SSH
console for the appliance and run
this command: doDiagPack. This
will allow the generation of the
diagnostic pack without timing
out. The diagnostic pack can be
downloaded using Browse File in
the admin/diagnostics folder, and
it can be copied off the box using
SCP.

SWD-8197
The Flow Sensor was not
detecting enough
applications.

To provide more accurate
application classification, we
updated the third-party library for
Application Identification. Due to
this update, some traffic will no
longer be classified as it was in
prior versions and support has
been removed for a variety of
applications. Updates to the
applications supported are
dependent on future releases
from the third-party library.

SWD-8673

SystemConfig special
character fonts look bad
when using the
SecureCRT client in ANSI
mode.

To overcome this, disable ANSI
Color when connecting or use a
different client to view the
SystemConfig script.

SWD-12141
When installing the pre-
SWU patch using the

The message might not clear, but
it does not block the update.
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Defect Number Description Workaround

SMC System
Management page, the
Update Status may
continue to show
"Waiting to install."

Check the log to confirm the pre-
SWU patch was installed
successfully. Make sure you
follow the Finalize procedure in
the Stealthwatch Update Guide.

SWD-12574

If a user logs in to the
command line interface
without any failed
attempts, the EPOCH
date (January 1, 1970)
might be shown.

None currently available.

SWD-13089

Changing the appliance
IP address, host name, or
network domain name
may fail.

Before you change an appliance
IP address, host name, or network
domain name using the Appliance
Setup Tool or System Config,
review the instructions in
Stealthwatch Online Help.

You will remove the appliance
from Central Management as part
of the procedure.

Also, confirm the following:

l Before you remove the
appliance from Central
Management, make sure the
Appliance Status is shown
as Up.

l After you remove the
appliance from Central
Management, the appliance
certificates are removed
from the SMC automatically.
Check the other appliance
trust stores in your cluster. If
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Defect Number Description Workaround

the appliance identity
certificate (of the appliance
you are changing) is saved
to other appliance trust
stores, delete it.

l After you change the
appliance IP address, host
name, or network domain
name, use the Appliance
Setup Tool to add the
appliance to Central
Management.

SWD-13154

We've added process
improvements to
Stealthwatch Flow
Collectors as part of this
software update. The
update may take up to 2
hours to finish.

Make sure the Flow
Collector update is
completed and the
appliance status is
shown as Up before you
update the next
appliance in your cluster.

Flow Collector 5000
Series: Make sure the
database update is
completed and the
appliance status is
shown as Up before you
start the engine update.
Then, make sure the

None currently available.
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Defect Number Description Workaround

engine update is
completed and the
appliance status is
shown as Up before you
update the next
appliance in your cluster.

SWD-13964

The database restore
does not include the
encrypted configuration
backup.

To overcome this, perform the
database restore without restoring
the configuration backup by
adding -r to the doDbRestore
command, then manually restore
the encrypted backup.

SWD-14039

Restoring the appliance
configuration on the
Stealthwatch
Management Console
disables the Threat
Intelligence Feed.

1. Open Central Management.

2. Click the SMC > Actions
menu.

3. Select Edit Appliance
Configuration.

4. Select the General tab.
5. In the External Services

section, check the Enable
Threat Intelligence Feed
check box.

SWD-14057

The Packet Capture page
is blank in the SMC
Appliance
Administration.

We’ve removed Packet Capture
from the SMC Appliance
Administration. To use an
alternative method, select Help >
Stealthwatch Online Help, and
follow the instructions for the
SMC packet capture.

SWD-14187
Browser rejects
certificates and prevents
you from accessing

Some browsers have changed
their expiration date requirements
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appliances.

for appliance identity certificates.
If you cannot access your
appliance, try the following
options: 

l Log in to the appliance from
a different browser.

l Replace the appliance
identity certificate with a
custom certificate. For
instructions, refer to
Central Management
> Edit Appliance
Configuration > Appliance
tab > SSL/TLS Appliance
Identity, and select Online
Help.

l Contact Cisco Stealthwatch
Support.

SWD-14800

Stealthwatch Cloud
Dashboard redirects to
the registration page
after upgrading to v7.2.0.

Enter your Steathwatch Cloud
credentials when prompted to
navigate to the Stealthwatch
Cloud Dashboard.

SWD-14815

When performing a Host
Search, the Web UI
warning for the Flow
Aggregation Service is
not accurate due to the
docker service being
removed from the Admin
UI.

Wait 15 minutes and try this
action again. If the problem
persists, please contact Cisco
Stealthwatch Support.

SWD-14855
When using Firefox, the
Flow Sensor AST may

Use a different browser. If using
Firefox, clear cache and refresh
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not present Step 6: Add
the appliance to Central
Management.

the page.

SWD-14860
We do not support
Vertica Backup Restore
(VBR).

Do not use Vertica to back up or
restore. You could permanently
lose data.

SWD-14940

DBNode Retention
Manager drops partitions
during long database
backup periods.

We've added procedures to back
up your database that include
trimming the database and
deleting snapshots after the
backup. Make sure you follow the
instructions in the Stealthwatch®
Update Guide v7.1.x to v7.2.

For assistance, please contact
Cisco Stealthwatch Support.

SWD-15002
Configuration restore
fails after RFD.

If you reset an appliance to its
factory defaults, you cannot
restore the configuration using
Central Management. For
assistance, please contact Cisco
Stealthwatch Support.

SWD-15550

Cisco ISE Release
2.4.0.357 - Cumulative
Patch 10+ cannot
connect to Stealthwatch
v7.3.0 due to updates to
the cipher suite library.
(LSQ-5068)

This will be fixed in a future
ISE patch. We recommend staying
on ISE Release 2.4.0.357 -
Cumulative Patch 9, upgrading to
ISE Release 2.6, or not upgrading
to Stealthwatch v7.3.0.

SWD-15570
Typos in Command to
Delete Flow Collector
Snapshots.

The command to delete Flow
Collector snapshots as part of the
Back up Database instructions is
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Defect Number Description Workaround

incorrect in the help and the
update guide.

Use the following command to
delete SMC and Flow Collector
database snapshots:

/opt/vertica/bin/vsql -U
dbadmin -w lan1cope -c
"select remove_database_
snapshot
('StealthWatchSnap1');"

Also, make sure you delete the
database snapshots on the SMC
and the Flow Collector.

SWD-15623
Error retrieving data on
SMC/Flow Collector
database.

The command to delete Flow
Collector snapshots as part of the
Back up Database instructions is
incorrect in the help and the
update guide.

Use the following command to
delete SMC and Flow Collector
database snapshots:

/opt/vertica/bin/vsql -U
dbadmin -w lan1cope -c
"select remove_database_
snapshot
('StealthWatchSnap1');"

Also, make sure you delete the
database snapshots on the SMC
and the Flow Collector.

NA

On the Flow Sensor VE,
“Export Application
Identification” is off by
default.

To enable application
identification, this advanced
setting will need to be manually
selected.
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Change Log

Revision Revision Date Description

1_0 December 11, 2020 Initial version.

1_1 January 29, 2021
Updated Data Store information and added
section for M5 hardware update SWU.

1_2 February 4, 2021
Added the After You Update section due to
required SMC patch.

1_3 February 19, 2021
Updated the point release number to include
third decimal position.

1_4 March 3, 2021
Added SWD-16145 (LSQ 4718) to the
Version 7.3.1 table in the What's Been Fixed
section.

1_5 March 11, 2021
Updated the Endpoint License
Enhancements section.
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Release Support Information
Official General Availability (GA) date for Release 7.3.1 is Feb, 4, 2021.

For support timeline information regarding general software maintenance support,
patches, general maintenance releases, or other information regarding Cisco
Stealthwatch Release Support lifecycle, please refer to Cisco Stealthwatch® Software
Release Model and Release Support Timeline Product Bulletin.
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