
Stealthwatch Management Console 
Update Patch v7.3.0
This document provides a description of the patch for the Stealthwatch Management 
Console v7.3.0 and the installation procedure. 

Patch Description
This patch, patch-smc-ROLLUP010-7.3.0-01.swu, includes the following fixes:

Defect Description

SWD-16442
Fixed an issue where SMC did not do an automatic license 
re-authorization. License re-authorization should occur 
every day at midnight. (LSQ-5575)

SWD-16403 Fixed an issue where Long SNMP passwords could not be 
retrieved. 

SWONE-12549 Fixed and issue with replacing the Certificate Information in 
the Help with a Link to the Certificates Guide. 

SWONE-12550 Fixed an issue where Trust Store Order was incorrect on 
Host Naming and Network Interfaces Help. 

Previous Fixes
Previous fixes included in this patch are described in a table on the following page.

Download and Installation

Download
To download the patch update file, complete the following steps:

 1. Go to Cisco Software Central, https://software.cisco.com. 
 2. In the Download and Upgrade section, select Software Download. 
 3. Type Stealthwatch in the Select a Product field. Press Enter. 
 4. Select the applicable appliance model.
 5. Under Select a Software Type, select Stealthwatch Patches. 
 6. Download the patch update file, patch-smc-ROLLUP010-7.3.0-01.swu, and 

save it to your preferred location.
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Installation
To install the patch update file, complete the following steps:

 1. Log in to the SMC.
 2. Click the Global Settings icon, then click Central Management. 
 3. Click Update Manager.
 4. On the Update Manager page, click Upload, and then open the saved patch 

update file, patch-smc-ROLLUP010-7.3.0-01.swu. 
 5. Click the Actions menu for the appliance, then click Install Update.

The appliance restarts after a 5 minute delay as part of the patch installation 
process.

Previous Fixes
The following items are previous defect fixes  included in this patch:

Defect Description

SWD-10086 Updated SecureX security ribbon component to version 
1.3.2.

SWD-14010 Fixed an issue with refactor syslog compliance toggling.

SWD-15235 Fixed an issue to enable reloading snmpd for configuration 
changes.

SWD-15421 Fixed an issue with the rotate Chrony log files.

SWD-15443 Fixed issue with add file check before reading SSL files

SWD-15465 Fixed the incorrect patch version on installing multiple 
SWUs.

SWD-15480 Fixed an issue where icons were not showing for Security 
Ribbon apps.

SWD-15491 Added description of relationship event to CTR incident.

SWD-15505

Fixed an issue where TACACS and RADIUS keys longer 
than 19 symbols wouldn’t save Authentication Service in 
the Web UI while    previously configured services 
disappeared.
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Defect Description

SWD-15528 Updated tiles' attributes according to request from 
SecureX.

SWD-15546
Fixed an issue where the svc-sw-reporting.log created a 
SAX parse exception when accessing alarms for certain 
IDs.

SWD-15584 Fixed an issue where ANC Policy authentication was failing.

SWD-15611/13326 Increased nginx time-out. (LSQ-4232, LSQ-4241, and 
LSQ-4308)

SWD-15592 Fixed the issue where 50% of Traffic Showing was 
Unknown on the Dashboard.

SWD-15647 Fixed an issue where the SecureX Security Ribbon didn't 
display in the config manager.

SWD-15679 Fixed issue with secret manager being removed after 
installing the v7.2.1 update patches.

SWD-15684 Updated LDAP Help.

SWD-15711 Fixed and issue where the SE Query was timing out.

SWD-15712 Fixed an issue where the SE Query was returning incorrect 
data.                     

SWD-15713 Fixed an issue where the v7.2.1 update patch installation 
failed due to docker not running.

SWD-15715 Fixed an issue where the LDAP connection used case-
sensitive TLS hostname verification.

SWD-15732 Fixed issue that was preventing osaxsd-server from 
completing the package upgrade.

SWD-15746 Fixed an issue where the svc-query-service postint to 
remove old images.

SWD-15777 Fixed an issue where the SecureX Pivot menu was not 
accessible due to a permissions error.
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Defect Description

SWD-15827 Fixed an issue where Stealthwatch Host Classifier 2.0.3 
installation fails on 7.3.0 with rollup patch.

SWD-15863 Fixed an issue where the system timed out while waiting for 
device /dev_vg/lancope/_ var.

SWD-15867

Fixed an issue related to SWD-13346 where there was an 
unnecessary  increase in the idgen.txt value.

If you are experiencing higher than normal CPU 
load averages due to this issue, you will need to 
install the patch and then complete additional 
actions to ensure that these exporter's xml files are 
regenerated correctly. Review the steps in the and 
"Identify and Remove Exporters for SWD-15867" 
section below. If you are unsure if this issue is 
impacting your environment, or for assistance with 
identifying potentially related exporters,  contact 
Stealthwatch Customer Support.

SWD-15914 Provided method for automatic update of the SecureX 
security ribbon. 

SWD-15981 Fixed an issue where proxy configuration wasn't saving. 
(LSQ-5305)

SWD-16012

Fixed an issue where the SSE Connector wasn't able to 
communicate with CTR Service or with public SSL 
certificates.

Make sure to contact customer support if you're 
using a custom SMC Identity certificate. There are 
additional configuration required for the SMC to 
interact with the Cisco Secure Services Exchange 
(SSE) cloud, which is used for SecureX integration 
and Customer Success Metrics reporting.

SWD-16025 Fixed an issue where running a database backup failed. 
(LSQ-5358)

SWD-16028 Fixed an issue with self-assigned certificates not matching 
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Defect Description

SAN field. (LSQ-5375)

SWD-16146 Fixed an issue the Flow Collector Channel Down alarm 
inactivation.

SWD-16226 Fixed an issue with SNMP polling. (LSQ-5521, LSQ-5496)

SWONE-7221

Added multi-user support for the SecureX security ribbon, 
which allows users with SecureX, Collaboration Solutions 
Analyzer (CSA), or Thread Grid accounts to authorize using 
the security ribbon in Stealthwatch Enterprise. 

After patch installation, you will need to regenerate 
the API Client credentials on SecureX with the 
Oauth scope included and update the 
Stealthwatch and SecureX configuration with new 
credentials. For more information on how to 
update your integration, go to the SecureX 
Integration Guide.

SWONE-7966 Updated SecureX security ribbon component to version 
1.2.x.

SWONE-8172/8561 Replaced  references to Master Admin with Primary Admin.

SWONE-8560 Translated default roles.

SWONE-9904 Fixed timeout issue for reports. 

SWONE-10276 Enabled report builder to save reports.

SWONE-10460 Updated the Azul JRE version.

SWOS-206 Enabled the upgrade process to continue when upgrading 
osaxsd-server.

SWOS-357 Updated cryptography dependencies to versions built 
against CiscoSSL.
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Identify and Remove Exporters for SWD-15867
Complete the following steps to identify and remove exporters to alleviate CPU strain 
for SWD-15867:

Review the following steps and if you are unsure if this issue is impacting your 
environment, or for assistance with identifying potentially related exporters, 
please contact Stealthwatch Customer Support.

If you are experiencing higher than normal CPU load averages due to this issue, you 
will need to install the patch and then complete additional actions to ensure that these 
exporter's xml files are regenerated correctly. Review the steps below and if you are 
unsure if this issue is impacting your environment, or for assistance with identifying 
potentially related exporters, please contact Stealthwatch Customer Support.

 1. Remove any external cron jobs created to periodically restart tomcat in order to 
manage this issue, if applicable.

 2. Install this patch using the instructions. Once installation is complete, proceed to 
step 3.

 3. To determine if you have any exporters being flagged as identity exporters, log in 
to the command line interface of the SMC using the following command:

#grep 'identity-source="true"' 
/lancope/var/smc/config/domain_*/exporter*.xml

Example:#grep 'identity-source="true"' /lancope/var/smc/config/domain_
*/exporter*.xml

/lancope/var/smc/config/domain_102/exporter_1855_
192.168.1.1.xml:<exporter ip="192.168.1.1" exporter-type="exporter" 
identity-source="true">

Questionable exporters can be identified by the absence of an "id" field at the 
end of the exporter line (example above).
Below is an example of how the newly generated xml should appear:

Example:<exporter ip="192.168.1.1" exporter-type="exporter" identity-
source="true" id="1">

If any files were identified, continue to step 4.  If no files were identified, no further 
action is needed.

 4. Stop the tomcat process so that they can be removed using the following 
command:

#systemctl stop smc-manifest

 5. Use the list of files output from step 3 and remove them using the following 
command:

#rm -f <path_to_xml_file>
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 6. Log in to the command line interface of the Flow Collector receiving flow from the 
exporters found in step 3. Manually remove these same exporters from the 
exporters .xml file:

 a. Stop the Flow Collector engine and using the following command: 
>service engine stop

 b. Using the following command, cd to the Flow Collector's config directory:
>cd /lancope/var/sw/today/config

 c. Make a backup copy of exporters.xml: 
>cp exporters.xml /lancope/var/exporters.xml.bak

 d. Use vi or  your preferred editor to remove the exporters found in step 3. 
Below is an example of what a given exporter stanza might look like. 
Search for the IP in question and remove the content between the 
"exporter" tags. Be sure to save the file when complete.

Example:<exporter ip="192.168.1.1">
<interface if-index="1" active="1" speed-in="1000000000" speed-

out="1000000000" threshold-in="90" threshold-out="90"/>
</exporter>

 7. Restart the Flow Collector engine using the following command: 

service engine start

 8. Return to the SMC SSH console, and type the following command:

systemctl start smc-manifest

 9. Log out of both consoles. These changes should allow for the re-creation of the 
exporter configuration files related to your identity type appliances.

These new configuration files will be formatted correctly and alleviate and CPU strain 
that was previously caused by this issue.

Make sure to contact Cisco Stealthwatch Support if idgen.txt is greater than 
65,000 because there could be config files that need to be recreated.
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Contacting Support
If you need technical support, please do one of the following:

 l Contact your local Cisco Partner
 l Contact Cisco Stealthwatch Support

 o To open a case by web: 
http://www.cisco.com/c/en/us/support/index.html

 o To open a case by email: tac@cisco.com
 o For phone support: 1-800-553-2447 (U.S.)
 o For worldwide support numbers: 

www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_
contacts.html
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