
Stealthwatch Management Console 
Update Patch v7.1.1
This document provides a description of the patch for the Stealthwatch Management 
Console v7.1.1 and the installation procedure. 

Patch Description
This patch, patch-smc-ROLLUP014-7.1.1-04.swu, includes the following fixes:

Defect Description

SWD-13876 Fixed an issue where the snmpd service wasn't running after 
reboot. (LSQ-5423 and LSQ-4585)

SWD-15700
Fixed an issue to prevent the removal of the python3-secrets-
service configuration directory when applying update patches.

Previous Fixes
Previous fixes included in this patch are described in a table beginning on the 
following page.

Installation
Go to Stealthwatch's Download and License Center, 
https://stealthwatch.flexnetoperations.com, download the patch update file, 
patch-smc-ROLLUP014-7.1.1-04.swu, and save it to your preferred location.
To install the patch update file, complete the following steps:

1. Log in to the SMC.
2. Click the Global Settings icon, then click Central Management.
3. Click Update Manager.
4. On the Update Manager page, click Upload, and then open the saved patch

update file, patch-smc-ROLLUP014-7.1.1-04.swu.
5. If the SMC's last reboot was less than 1 hour or more than 7 days:

l If it is less than 1 hour, wait to proceed.
l If it is more than 7 days, click Actions menu > Reboot Appliance to

restart the appliance. Wait for at least 1 hour to confirm that all processes
and safety checks are ready.

6. Click the Actions menu for the SMC, then click Install Update.
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l The appliance reboots after a 5 minute delay as part of the installation
process.

l Patch installation may take longer than usual. Please wait for the SMC
UI to load.

l For larger data sets (such as Flow Queries with over 100k records),
consider allocating more RAM for the Desktop Client. We recommend
a minimum of 512 MB.

Previous Fixes
The following items are previous defect fixes  included in this patch:

Defect Description

SWD-11995 Add a new error message for insufficient storage when 
attempting to upload a SWU file.

SWD-13084
Fixed an issue where the Appliance Administration link on the 
Central Manager support page did not link to the correct 
appliance. (LSQ-4826)

SWD-13199 Fixed an issue with the smc-core.log file.

SWD-13235 Fixed an issue with updating Exporter SNMP configurations 
through an API call. (LSQ-4277)

SWD-13311 Fixed an issue where you were unable to Export All 
configuration for a domain. (LSQ-4422)

SWD-13316
Fixed an issue where resync failed due to 504 gateway timeout 
and lead to a config channel down in secondary SMC. (LSQ-
4333)

SWD-13321 Fixed an issue where a Power Analyst's Classify Hosts 
capability was missing in the Host Report page. (LSQ-4493)

SWD-13346

Fixed a problem related to high CPU load averages on the SMC 
caused by identity exporters being incorrectly categorized. 
(LSQ-4221)

If you are experiencing higher than normal CPU load 
averages due to this issue, you will need to install the 
patch and then complete additional actions to ensure 
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Defect Description

that these exporter's xml files are regenerated 
correctly. Please review the Identify and Remove 
Exporters steps and if you are unsure if this issue is 
impacting your environment, or for assistance with 
identifying potentially related exporters, please 
contact Stealthwatch Customer Support.

SWD-13353 Fixed an issue where dashboards were only displaying on the 
primary SMC.

SWD-13454 Added ICLOUD and OFFICE365 to the INSTANT_MESSAGING 
filter  to prevent the Fake App alarm from alerting. (LSQ-4293)

SWD-13521 Added revocation checking for intermediate certificates. 

SWD-13643 Fixed an issue where "FlowAggregationResource rollup" was 
causing high CPU usage. (LSQ-4411)

SWD-13721 Fixed an issue where SNMP polling was creating high 
CPU utilization (LSQ-4265).

SWD-13722 Fixed an issue with running Flow Queries in the Desktop 
Client. (LSQ-4520)

SWD-13775 Added input validation for SNMP fields in system.xsd. (LSQ-
4528)

SWD-13801 Fixed an issue with cache refresh causing Tomcat to become 
unstable when establishing failover. 

SWD-13876 Fixed an issue where the snmpd service was not running after 
reboot. (LSQ-4585)

SWD-13915 Fixed an issue where the Desktop Client took too long to load. 
(LSQ-4636)

SWD-13927 Added audit logging for removing or updating the management 
channel on an appliance.

SWD-13930 Updated LDAP logs to include TLS connection status and host 
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Defect Description

SWD-13933
SWD-13936
SWD-14110

that LDAP connects to.

SWD-13934
SWD-13961

Added audit logging for key management.

SWD-14079
SWD-14080
SWD-14081
SWD-14111

Added TLS termination logging.

SWD-14114 Fixed an issue where the SMC Flow Search was slower than in 
6.10. (LSQ-4574)

SWD-14209 Fixed an issue where Flow Sensors were missing on the 
Enterprise Tree. (LSQ-4689)

SWD-14311 Updated the priority level and mapping of multiple custom 
applications. (LSQ-4718)

SWD-14536 Fixed an issue where the upgrade log was missing from the 
Central Manager UI after patch installation.

SWD-14863 Fixed an issue where logging from containers had stopped. 

SWD-14879 Added "Flow Collector Flow Data Lost" to the list of alarms. 
(LSQ-4798)

SWD-15092 Fixed an issue where SNMP poll failed with a "wrongOrder" 
error. (LSQ-3887, LSQ-3907)

SWD-15498 Fixed SMC memory issue which occurred under certain 
conditions. (LSQ-4667)
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Identify and Remove Exporters for SWD-13346
Complete the following steps to identify and remove exporters to alleviate CPU strain 
for SWD-13346:

Please review the following steps and if you are unsure if this issue is 
impacting your environment, or for assistance with identifying potentially 
related exporters, please contact Stealthwatch Customer Support.

 1. Remove any external cron jobs created to periodically restart tomcat in order to
manage this issue, if applicable.

 2. Install this patch using the given instructions. Once installation is complete,
proceed to step 3.

 3. To determine if you have any exporters being flagged as identity exporters, log
in to the command line interface of the SMC using the following command:

#grep 'identity-source="true"'
/lancope/var/smc/config/domain_*/exporter*.xml

Example:#grep 'identity-source="true"' 
/lancope/var/smc/config/domain_*/exporter*.xml

/lancope/var/smc/config/domain_102/exporter_1855_
192.168.1.1.xml:<exporter ip="192.168.1.1" exporter-
type="exporter" identity-source="true">

Questionable exporters can be identified by the absence of an "id" field at the 
end of the exporter line (example above).
Below is an example of how the newly generated xml should appear:

Example:<exporter ip="192.168.1.1" exporter-type="exporter" identity-
source="true" id="1">

If any files were identified, continue to step 4.  If no files were identified, no 
further action is needed.

 4. Stop the tomcat process so that they can be removed using the following
command:

#systemctl stop lc-tomcat.service

 5. Use the list of files output from step 3 and remove them using the following
command:

#rm -f <path_to_xml_file>

 6. Log in to the command line interface of the Flow Collector receiving flow from
the exporters found in step 3. Manually remove these same exporters from the
exporters .xml file:
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 a. Stop the Flow Collector engine and using the following command:
>systemctl stop engine.service

 b. Using the following command, cd to the Flow Collector's config directory:
>cd /lancope/var/sw/today/config

 c. Make a backup copy of exporters.xml:
>cp exporters.xml /lancope/var/exporters.xml.bak

 d. Use vi or  your preferred editor to remove the exporters found in step 3.
Below is an example of what a given exporter stanza might look like.
Search for the IP in question and remove the content between the
"exporter" tags. Be sure to save the file when complete.

Example:<exporter ip="192.168.1.1">
<interface if-index="1" active="1" speed-in="1000000000" speed-

out="1000000000" threshold-in="90" threshold-out="90"/>
</exporter>

 7. Restart the Flow Collector engine using the following command:

#systemctl start engine.service

 8. Return to the SMC SSH console using the following command:

#systemctl start lc-tomcat.service

 9. Log out of both consoles. These changes should allow for the re-creation of the
exporter configuration files related to your identity type appliances.

These new configuration files will be formatted correctly and alleviate and CPU strain 
that was previously caused by this issue.

Contacting Support
If you need technical support, please do one of the following:

 l Contact your local Cisco Partner
 l Contact Cisco Stealthwatch Support

 o To open a case by web:
http://www.cisco.com/c/en/us/support/index.html

 o To open a case by email: tac@cisco.com
 o For phone support: 1-800-553-2447 (U.S.)
 o For worldwide support numbers:

www.cisco.com/en/US/partner/support/tsd_cisco_worldwide_
contacts.html
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