Application Note

Generating and Installing SSL Certificates on the Cisco
ISA500
This application note describes how to generate and install SSL certificates on the Cisco ISA500 security
appliance. It includes the following topics:
•

Certificate Overview

•

Generating a Certification Authority and Root Certificate

•

Generating a Certificate Signing Request and Installing a Signed Certificate

•

Installing a Self-Signed Certificate on the ISA500

•

Activating and Verifying the Certificate

•

For More Information

Certificate Overview
Digital certificates and key pairs are a form of digital identification for user authentication. Certificates can
be issued for a variety of functions such as Web user authentication, Web server authentication, secure
email (using Secure/Multipurpose Internet Mail Extensions, also called S/MIME), Internet Protocol
security (IPsec), Transport Layer Security (TLS), and code signing.
A client or server certificate includes the name of the issuing authority and digital signature, the serial
number, the name of the client or server that the certificate was issued for, the public key, and time stamp
that indicate the certificate's expiration date.
A public key certificate, usually just called a certificate, is a digitally-signed statement that binds the value
of a public key to the identity of the person, device, or service that holds the corresponding private key.
Most certificates are based on the X.509v3 certificate standard.
Certificate Authorities (CAs), such as GoDaddy or VeriSign issue certificates. A CA also provides a
trusted CA certificate to verify that a client or server certificate originated from the CA. The CA certificate
includes the CA distinguished name, public key, and digital signature.
The recipient of the CA digital certificate verifies it is issued by valid CA, and then obtains the public key
and identification information held within the certificate. With this information, the recipient can send an
encrypted reply.
How Certificates Work
Step 1.

A client (browser) send a request from a secure webpage (for example: https://
mycompany.com).
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Step 2.

The web server sends its public key and certificate.
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Step 3.

The browser verifies whether the certificate was issued by an untrusted or trusted source (such
as Verisign), confirms that the certificate is still valid, and verifies that the information is
relevant to the site. For an untrusted certificate, the browser prompts an “exception” that asks
the user to accept or reject the certificate.

Step 4.

Once the certificate is verified and accepted, the browser generates a random symmetric
key and encrypted symmetric key information by using the public key. The browser then sends
the keys to the server with the encrypted URL in addition to other encrypted HTTP data.
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Step 5.

Using its private key, the web server decrypts the package to obtain the symmetric key.
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Step 6.
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Both the browser and the server are now using same the symmetric key. This key is used to
encrypt and decrypt package data exchanged by the browser and server until the session is
ended.
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Generating a Certification Authority and Root Certificate
To create your own SSL certificates, you need a Certification Authority (CA). A CA is required to sign a
digital certificate.
You can purchase a certificate generated by a trusted CA or you can generate your own by using a
third- party tool such as OpenSSL. OpenSSL is a cryptography toolkit that implements the Secure
Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) network protocols and related
cryptography.
When creating a certificate, the CA produces a root certificate and private key. The root certificate along
with its private key can be used to sign other certificates or with a Certificate Signing Request (CSR). All
root CA certificates are self-signed.
The following example shows how to use Ubuntu Linux OS and the OpenSSL tool to generate an SSL
certificate.

NOTE Before generating an OpenSSL CA you may want to edit your openssl.cnf file to save time. This
file is used each time that you use OpenSSL and stores the default information that you are prompted with
during the certificate process.
Step 1.

From Ubuntu, install the OpenSSL package.
root@ubuntu> apt-get install openssl

The OpenSSL package includes a perl script called “CA.pl.” This script supplies the relevant
command line arguments to the openssl command for common certificate operations.
Step 2.

Locate and add this file under the /usr/lib/ssl or /usr/lib/ssl/misc directory. Modify the script as
shown in the example. This modification sets the OpenSSL environment variable from /etc/
openssl.cnf and directs all output to the /var/ssl directory.
$SSLEAY_CONFIG="-config /etc/openssl.cnf";
…
#$CATOP="./demoCA";
$CATOP="/var/ssl";

Step 3.

Add the CA.pl file to the /var/ssl directory.
root@ubuntu:/usr/lib/ssl> cp CA.pl /var/ssl/CA.pl

Step 4.

Add the openssl.cnf file to the openssl.cnf directory.
root@ubuntu:/usr/lib/ssl> cp openssl.cnf /etc/openssl.cnf

Step 5.

(Optional) Edit the openssl.cnf file and modify the default values to your own preferences. We
recommend that you copy or back up the CA.pl file and the openssl.cnf file before editing this
file.
Dir = /var/ssl
# Where everything is kept
….
countryName
= Country Name (2 letter code)
countryName_default
= US
countryName_min= 2
countryName_max= 2
stateOrProvinceName= State or Province Name (full name)
stateOrProvinceName_default
= TX
localityName= Locality Name (eg, city)
localityName_default= RCDN
organizationName= Organization Name (eg, company)
organizationName_default = Cisco SBTG

You are now ready to create the CA.
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Step 6.

From the /var/ssl directory enter the following command:
root@ubuntu:/var/ssl> ./CA.pl

Step 7.

-newca

Enter the PEM passphrase.

Note: If you are using the openssl.cnf file, the DN information is already populated. If not, you will need
to manually enter this information.
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in this example, myCAkey is the private key passphrase. Make sure that you save this password as it is
required when signing a Certificate Sign Request (CSR).

Step 8.

After running the CA.pl script, the root certificate (cacert.pem) and private key (cakey.pem) are
created under the /var/ssl directory.These two files are used to verify and sign the certificate
signing request (CSR).
–

The cacert.pem file is the root CA certificate which also contains the public key.

–

The cakey.pem file is the private CA key and is used to sign the user certificate request.
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Example of a root certificate (cacert.pem)

© 2012 Cisco Systems, Inc. All rights reserved.

Page 6 of 15

Example of a private key (cakey.pem)

Generating a Certificate Signing Request and Installing a Signed Certificate
You can configure the ISA500 to generate a certificate signing request (CSR). A CSR contains all the
information required to create your digital certificate including the contact information, the common name
for which the signed certificate is issued, and the public key of the server that will use the certificate. The
CSR is then signed by the root CA or by a trusted CA such as GoDaddy or VeriSign.
Step 1.

From the ISA500 Configuration Utility, choose Device Management > Certificate
Management.
a. Click Request Signing and enter the information for the required fields.
b. Click Generate to create a a CSR (.pem) file.

The CSR is added to the Certificate Management table.
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Step 2.

Click the Download button to download the CSR file to your local machine. In this example,
the CSR file is identified as certsigned_req.pem.
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Example of a certificate signing request

Step 3.

Copy this CSR file into the /var/ssl (Ubuntu) folder. This file is to be signed by the CA that we
created above. See Generating a Certification Authority and Root Certificate, page 3.

Step 4.

Open the Ubuntu session and use OpenSSL to sign the CSR request (certsigned_req.pem).
In the example below, the fields in red are required. The certsigned_req.pem must match
whatever CSR filename that the user generated in Step 3. The -out certsigned.crt file can be
any filename. After entering the passphrase, the -out file is automatically generated.
root@ubuntu:/var/ssl> openssl x509 -req -days 365 -in certsigned_req.pem -CA
cacert.pem -CAkey ./private/cakey.pem -CAcreateserial -out certsigned.crt
Signature ok
subject=/C=US/ST=TX/L=RCDN/O=Cisco/OU=SBTG/CN=SBTG/emailAddress=abc@cisco.com
Getting CA Private Key
Enter pass phrase for ./private/cakey.pem:myCAkey

After the request is signed, the certsigned.crt file is generated. This is a signed certificate ready
to be uploaded to the ISA500.
Example of a signed certificate:

Step 5.

To install the signed certificate on the ISA500:
a. Open the Configuration Utility and choose Device Management > Certificate
Management.
b. Select the CSR entry and click the Upload icon.
c. Click Browse to locate the signed certificate (certsigned.crt) and click Upload.
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Step 6.

When the signed certificate is successfully uploaded, the CSR status changes from Certificate
Signing Request to Local certificate.

Step 7.

Click the Details icon to view the certificate information.
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Installing a Self-Signed Certificate on the ISA500
This following steps describe how to install a self-signed certificate on the ISA500 by using the same
certificate that we generated in Generating a Certification Authority and Root Certificate, page 3. This
certificate is signed with its own private key.
Step 1.

Open an Ubuntu session.

Step 2.

From the /var/ssl directory, enter this command:
root@ubuntu:/var/ssl> openssl pkcs12 -keypbe PBE-SHA1-3DES -certpbe PBE-SHA13DES -export -in cacert.pem -inkey /var/ssl/private/cakey.pem -out certp12.p12

This command generates the certificate in a PKCS#12 format (For example: certp12.p12).
PKCSs#12 is a binary format and cannot be viewed or edited.
Step 3.

Import the certificate from your local PC.
a. Choose Device Management > Certificate Management.
b. Select Import PC.
c. Click Browse and select the certp12.p12 certificate.

d. Enter the Certificate Name and Import Password. This is same private key password
(myCAkey) that you used when generating the CA certificate. See Step 6 on page 4.
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e. Click Import.
The certificate appears on the Certificate Management page.

Activating and Verifying the Certificate
The next steps show how to activate the certificate for Web login users or to authenticate users who try to
access your network resource through the SSL VPN tunnels. By default, the default certificate is used, or
you can choose an imported certificate for authentication. The following example shows the certp12
certificate that you imported in the previous section.
Activating the Certificate
Step 1.

For a SSL Web login, choose Device Management > Administration > Administration
Settings. Choose the certp12 certificate from the Web Server SSL Certificate drop-down
menu and click Save.
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Step 2.

For a SSL VPN connection, choose VPN > SSL Remote User Access > SSL VPN
Configuration. Choose certp12 from the Certificate File drop-down menu and click Save.
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Verifying the Certificate
To verify that the new certificate has taken effect, log in to the ISA500 by using HTTPS. The browser will
prompt you for an exception because this certificate is arriving from an untrusted source. Click View to
review the certificate content before accepting or canceling the security exception.
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For More Information
Product Resources

Location

Product Documentation

www.cisco.com/go/isa500resources

Cisco Small Business Support Community

www.cisco.com/go/smallbizsupport

Cisco Small Business Support and Resources

www.cisco.com/go/smallbizhelp

Phone Support Contacts

www.cisco.com/go/sbsc

Firmware Downloads

www.cisco.com/go/isa500software

Cisco Partner Central for Small Business
(Partner Login Required)

www.cisco.com/web/partners/sell/smb

Cisco Small Business Home

www.cisco.com/smb

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view
a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their
respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company.
(1110R)
© 2012 Cisco Systems, Inc. All rights reserved. 78-20961-01

© 2012 Cisco Systems, Inc. All rights reserved.

Page 15 of 15

