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A DL 4 A e T 71 EE StealthWatch FlowCollector. 7E 204 REh & 1, FlowCollector

EREAEZ AN A, HIE R UE 2 7= A i s BRI NetFlow 10 R IR M UT . b EBE 00 55 2 AT R
il i NetFlow 5| NTF44 . EAEFEE T, i StealthWatch FlowCollector #RJSTE HL A4
O (CATREFESMERINM AR 5D . HI PR AR i Ak 2 4 o 4 FH A AN USCEE o7 B 9 T e A FH H /S TP bk
#1T NetFlow W£E. BEREAE NetFlow A= 2% HH I 8 i 1Y 30 15 A 42 L 2 AN 34

AT R A FE U 2 TR Ry v PR (B eI D o JEE L, $N FlowCollector N iZ FH /R AT
AEZ IR E . HIMEAHTE, WERRERRHZ D

%7€ FlowCollector #2 IR AL I, &2 MIBR LB T M E R RIC S, XEREK N Z )&
BANEEESH . I E S BRI R {5 FlowCollector LA B %4 ) 7 RAEAE TR B, R
BHRENR G IS VEANE B IR bR R E I RS

ERAE RS, 5 SRR E A S 05 & 2% A8 #0180 0% B[R] — FlowCollector .
B2, FNME—THN (BTS2 7H # FlowCollector F R HAM B IR . wn S [FHiER LS &, )
S MNP IERRIIC S . EEE MR ER, LRSS FlowCollector #A &5 1) &1 YR R A7
BT A WS E R PRSI AERRIC SR, HEMEDTE N BN EZ ).

V4

BRESLE: P JE T NetFlow 13% # M & 1% 3 [7]— StealthWatch FlowCollector.

Eﬁ:
e

H® 2 RS E I
£~ StealthWatch FlowCollector FJ ASCRFf/MNRIUET &, W13 9 iR, (B2, 724 R 2% B
B i P 7 2= 1.1 3% ¢ StealthWatch FlowCollector B, HigFZELL TR &

o S HIZHTEL - B4 StealthWatch FlowCollector 7] PA$E52 H] NetFlow E 5 4 K1 EE
o FIEIE R - StealthWatch FlowCollector 32U ) fps HIIE %,

o FEHLITHL - StealthWatch FlowCollector A DU AEP ARSI ENL (AT ML N EBAIFNED) 5L
2. MR ENEA S EHTEIER 60%.

o VAR - P2 LR E L B 7R AR G R

)
AR WRARGUERT W0 EOCECE AR E N 0 SRR R, W% R SR RE 2 TE B PERE R, 4]

o, FEIRBEROK T M SRR, OB R A T 2 PR 10% 2 20%.

#9 StealthWatch FlowCollector %4 ##%

Bs BURE SFHRHE EHNH iR
StealthWatch FlowCollector 1000 % % 30,000 %% 500 %% 250,000 1.0 TB
StealthWatch FlowCollector 2000 %% 60,000 %% 1000 %% 500,000 20TB
StealthWatch FlowCollector 4000 %% 120,000 % 2000 %% 1,000,000 [4.0TB

£ 10 RAE AL R E N AF = A CPU #0241 H 5% StealthWatch FlowCollector VE 37 £F.
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#£ 10 StealthWatch FlowCollector VE ##%

SURE SHBR%E FHH RERNEF {REE CPU &
%% 4500 &% 250 %% 125,000 4GB 2

%% 15,000 % 500 % 250,000 8 GB 3

% 22,500 % 1000 %% 500,000 16 GB 4

% 30,000 %% 1000 % 500,000 32 GB 5

i%#¥ StealthWatch Management Console

4

\..
e

i

StealthWatch Management Console (SMC) B HE/ StealthWatch System 74, JEHIIRE R
H] FlowCollector FI# & A R & W1 S IR 2= 3REUA AT,

% 11 578 SMC 5 )% H % 1 StealthWatch FlowCollector (3. 7 12 %I SMC VE A BA3¢
¥:f) FlowCollector A3 & F F i %iE (RIEIRE WAFEF CPU BEME) -

F11 SMC #&EM
B X FlowCollector
SMC &S B=E R+t FhEss A%
SMC 1000 5 1 RU 1.0 TB 8 GB
SMC 2000 25 2 RU 2.0 TB 16 GB
#12 SMC VE #i#
FlowCollector & HEAPH REBAF {REE CPU K E
1 2 4 GB 2
3 5 8 GB 3
5 10 16 GB 4

I RAEAE SRR P A KR EIAMZ a0, W E LR SMC, EYKIES] SMC 1)
e BAE X B R T 3.

i%£+¥ StealthWatch FlowReplicator (TJi%)

StealthWatch FlowReplicator # {5l i #% UDP #4541, A2 siix S B4 40 () @l A AR X B — A el £
AN E R, R IR R 0 5 B A I AT B o, (AR B IR 46U . 551 FlowReplicator
MRS ENEE O — NMEO A A TE R I AA s s a4 ) 1P Hobks 55— rmr
PLE TRA BT 3T .

FR A 70 B B B BUR (pps), K52 F5 € B> FlowReplicator A —E M AR &, 6% %
X TR EE A B B = A BB SLEAT I, (HAERREN W LISCRRE 2 Hir. & 13 71
StealthWatch FlowReplicator -5 FlEL#%

r BEMER I HERER 1.1 |
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# 13  StealthWatch FlowReplicator &%

FlowReplicator

itk LHEAE R /%7 hE b

1000 10,000 pps #iI A e 1RU (F) |[dETUAR &
20,000 pps fir

2000 20,000 pps I R 45 5 1 RU TUR &
60,000 pps Fir HeET

an Rk B BRI ), OF HOWBERS AR BRI AL £, W EF I

B2 Lancope StealthWatch System

REBARE

2"

T 2

& 3

AT 4H1E Lancope StealthWatch System H 5355 455 5 15 2% H 11 25 75 JR} ) 45 B Jolk 977 080 i 1 07 58 1.1
rhook FEHEAT AR BT 7 B R AR D IR

BB G BE, AT T VK.

BIEPR

‘2% StealthWatch Management Console (SMC).

TENE LA, SMC B4 B L35 E A LATH StealthWatch System ZH R HE 15 25 Ui I (1 4 (1) —
AL, IFHAER TS R S RS 51 HTTPS 38, W RAFAE Mm% 72 SMC, U AL
B £ SMC M B SMC 2 AE ARV BEAL B . AR TE4IE S, 7S Lancope StealthWatch 3
¥ CD L (KRG RITH) -

(HT3E) 23T StealthWatch FlowSensor.
E N B #5815 %, StealthWatch FlowSensor RJ LGB 7E P48 LM B, ZMEE YA EG A
Ml NetFlow SZHeR LA 1P 155 . 5 RN 48 B B A fF ok 5 %€ 1.1 1 IF4EAT NetFlow L& —
¥, FlowSensor 75 il & A & ] UE H IS s N2 & A . A 5% StealthWatch FlowSensor %
BERVEE E, 1525 W Lancope StealthWatch XY CD W) ( FLM1F L H757) -

(Alik) “ZFE P StealthWatch FlowSensor VE.

StealthWatch FlowSensor VE H TR & 1% 8.4 vSphere/ESX FHL A K E I EEME . B = VE
{515, 152 Lancope StealthWatch SC# CD L1 (FlowSensor VE L ZERIA ET5F) -

223 StealthWatch FlowCollector

fE R EM W% %, &6 StealthWatch FlowCollector ¥ & #il N 22 B 4E M 45 i — My B, %M
& 0] AL NetFlow 38 2 il I & 1% 8 FlowCollector K% %535 ] . FlowCollector i& W 1% A] AT fa]
WE NS EE O RSIIT N, BFKE SMC B HTTPS 5. AREMAELR, ESH
Lancope StealthWatch SXR CD L/  FH M 1F 2 HET5R) »

BRMERMEHERSE11 N



W == Lancope StealthWatch System

$E 5

fic & By K5

(Al %224 StealthWatch FlowReplicator
%} StealthWatch FlowReplicator )i & i ME— 23K 2 H A A H 4 StealthWatch System 247 () Jo b
RERT. ARTEMEE, SN A EREPER (RER k8 LA Lancope StealthWatch
XY CD B ( RLF 2475/

StealthWatch FlowReplicator B AP MEZI#E M. — MO0 RA H TEE . WA soiods (81
AH) TP Hudiks 53— AR AT DAE TR AR N AT A .

R E e R AL B ARAEDT K 3E, BB 3. 1% B 0 2% b 7 A e 07 36 1.1 TR E
PEot, DABAOR Fo VA IE Y B IR SS « R 14 i — P RH B RITHRIRS . GR1FHAEE, 1§
2[5 Lancope StealthWatch A% CD [ ( FLME1F L FETEHD -

A3 BRI PTE4 B By TIRE A 7 1.1 H95 0

StealthWatch i

Web Interface
NTP (UDP/M23)
HTTPS SMTP (TCP/25)
{ch-ﬁaj DNS (UDP/53)
StealthWatch SIME e

Management e Sy Sl0Q (UDP/514)

Syslog (UDP/514)

L
e SNMP (UDPHE1)
(TGP/443) r
StealthWatch

DNS (UDP/53)
FlowCollector ﬂ NTP (UDP/123)

ISE Wob 1% I e
Interface

H
(TCP!
NTP (UDP/123) «+— [ -JllCisco
L ] ISE
*
X
'|‘ |‘

Ly NetFlew

Y F M
% N 4 NetFlow . ﬂ g letFlow DNS (UDP/53)
1\ (UDPi20ss) (OBRRIGR. ﬂ =+ NTP (UDP/123)

Optional:
Gonersiors . PwBeniontey ~ Siaatiiach
Note: Arrow indicates direction of 2 >
traffic flow initiation (Client to Server) Rt
ke, Traffic

#F14 FERF
ERiR R 552% wa AR
SMC FlowCollector TCP/443 HTTPS
SMC RS 0 B 55 5 TCP/443 HTTPS
SMC S UDP/161 SNMP
SMC — UDP/123 NTP
SMC — TCP/25 SMTP (A]i%)
SMC — UDP/53 DNS

r BEMER I HERER 1.1 |
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BRiR B 55 28 w0 IR

SMC — UDP/162 SNMP-TRAP (HJi%)

SMC — UDP/514 SYSLOG (H]i%)

SMC S0 e 55 51 % TCP/443 HTTPS

— SMC UDP/514 SYSLOG (H]i%)
SMC UDP/161 SNMP (%)

SW I 2% F 1] SMC TCP/443 HTTPS

FlowCollector SMC TCP/443 HTTPS

FlowCollector FlowSensor TCP/443 HTTPS

FlowCollector — UDP/123 NTP

FlowCollector — UDP/53 DNS

FlowSensor — UDP/123 NTP

FlowSensor — UDP/53 DNS

FlowSensor FlowCollector UDP/2055 NetFlow

FH A FlowCollector UDP/2055 NetFlow

EBERELEITRAGERE

RGN E X EHE ] TR a6 LB StealthWatch ZHAF B 25 A7 {5 S . 4G StealthWatch & ()
X U HEAN G B D BRAH E] . GG B A PE4H 5 S AT 7E Lancope StealthWatch 3C#4 CD b/ ( RGEHL & 15

FE) R
BIESR

JH L% ) & S SR BB &

/IE BRNIzH & H P 4N sysadmin, %15 lanlcope
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$|2 LBITRFERERY. RGEHEREUTE 4 TR ER.

A& 4 RALEFR

StealthWatch FlowCollector NetFlow Version 6.2.0 build 2012.081.06.0226-1 seria
System Configuration 7
telect one:

Change the Management Port Networking

Users Change User Passwords
TrustedHosts Change the Trusted Hosts
Advanced Advanced Operations

<Cancel=

N

HE O AXRTEHER, 1ESH (StealthWatch ZLATE 75 W 1 &,
N

AE TS IRRTAN SystemConfig Wi N ZRABLE -

$E 3 E B R4

X O VF LA A B W 2% 6 EE Y TP M BEAN 7 A5 S . X R0 il e R 4 S I U7 1] A ) TP
Huhk

AE O BrHMER, B2 (StealthWatch F4 0 755 N8 2 =,

FE  BRELE: AN StealthWatch System 24 E DNS % H .

;4 EIUH S E
SO T U5 R ] 6 5 A . Xt T e A & SRS AP REAT SSH VT RN E

)

AR OAXEMER, SN (KL EER) NE3 5.

)

AR SSHUTMAEBGMEO N OEM, JFH T Dol Mg i b ;s XAE T —§E D Rh ity 7

ik .

r BEMER I HERER 1.1 |
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SWs RETEENRE (T .
S B S AL VRV B LI TP ML . RTINS B, WS (RBIEIH) 1 4 1.

EREAREFNNEFE
BIESR

$® 1 i)jn] StealthWatch FlowCollector /4% 5L .

7t https://sfc.demo.local H 1 [1] 1% M 25 FLifT, FH o sfe.demo.local J& UARTER/E D IR R EC E 1 TP Hh
bkf) DNS % H .

$HT2 Uil SMC 12 A

7 https://smec.demo.local/smc/login.html 715 ) 1% W 4% i, HoA sme.demo.local 52 PART#AE 25
PR ACE I IP Hikk ¥ DNS % H .

V4

EE WS AU RARIE S G U W RUEANE . BRI 48 admin, 85N land11cope.

$|3  FEBRMMSFEEERUTE 5.

&5 StealthWatch FlowCollector P4 R &

= TE@J‘;}E H FlowCollector for NetFlow VE

Home Configuration Suppaort Audit Log Dperations Logout Help

This page automatically refreshes every minute - last refreshed at 19:11:16.

System
IP Address: 10.34.188.99
Host name: trustsec-sjca-lancope-coll Domain name:  cisco.com
Total Memory: BG Load Average:  0.00, 0.00, 0.00
VM Server Memory: 4G reserved, unlimited VM Server CPU: 1.02GHz reserved, unlimited
Free Memory: 5.16G Uptime: 7 days, 02:55:31
Version: 6.2.0 Platform: VMware Virtual Platform
Build: 2012.01.06.0226-1 Serial No.: VMware-420ccBe5862%9aleB-8503fb77ff1078af

UuID: 420CCBE5-8629-A1EB-B503-FB77FF107BAF

AR AXEMER, SN (KA EER) N6 5.
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FcE XY &5 DNS &E
BESE

HB|1 NWE R ETF, s Configuration > Naming and DNS.
B2 WEERSHENLAEL.

£ 3 S Apply.

B 4 1 DNS RS 2% 1 Hh bk 3\ B SCAHE H

$|S sl Add.

$®e6 i Applys

BCERTERE
BIELE
W1 MWK A ETF, i Configuration > System Time and NTP.

$B 2 Hifri%k$E Enable Network Time Protocol & iEHE .
$E3 M THEAFIRFEEIE NTP RS2, U XCAHE R A AL NTP R4#370 1P Huht .

N
R BRAELER: 5T A BRI B T R (S NetFlow AE a3 ) 3 H [F]— )
(]I
P® 4 i Add.

$®S5 s Apply
$B6 KX KB R E N StealthWatch ¥ #% FT £ (IR X .
$® 7 i Apply

B EEE TS
2 M 2 DRI 409 24 7 8 L 9T«
BAESR

HB® 1 ML T £ T AT Configuration > Password
BB 2 RS F A R IE E SUARAE
$® 3 s Apply

fic B UE B Mk HLEHE R

N
ER TR P IR AT, 0 ZRIIE 5 AU LG IE 5 4 A7 i E AR bR L

r BEMER I HERER 1.1 |
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V4

Eﬁ:
e

BRAESERR:  BEACAE A AR S AU WURAAIE 15 B 12 5 1 T 1) B RE B 6y R 55 51 B ATUAC ) 5 43 iE 5 A T+
BRIESR

H| 1 ML FE 7 5T Configuration > Certificate Authority Certificates.
$ 2 il Choose File, 2850 WA % LAA K CA iIEFS.

$®|3 NIEBIEE MR, LAE SMC B E oo AT FR iR

$® 4 i Add Certificate.

BB &SP
A
R TPRIRES R, AN (R 2B BRI AR AU SAGE ARG, 6K A7k
fEA R B
BIESR

BB LS F T 5 Configuration > SSL Certificate.

$B| 2 % Choose File, 7853 A1 i i DL A $R 504 1 B e

@3 () S5 = Choose File, #8534 i 55 DA A 48 H 00U & 40 UF 15 (9 1o .
HB| 4 558 = Choose File, S8 )5 3 Ui A 1 4% DA AR ¥ % HU AL

$%® 5 57 Upload Certificate.

(i) BeEERRY

1E4E SMC StealthWatch 2H4: (45U FlowCollector) &, A LM ERIA & B A&t SMC HF 15 i) %
HWIEIE. REPATHS B SR T A ER, ARSI RS BB i fE R 77 R 1.1 1

EAT IS BRI
N
SEE BN E SR, AU SMC IP Hih .
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EMBHRE

SE1
T 2
&3
] 4
iz i
L 6
B,

,.
V4

R
e

BRIESR

M 2% 5T =E T & i Configuration > Management Systems Configuration.
Riii Add New Management System.

N SMC ff) TP Hihik-.

B Is SMC HIEHE .

BN Oy BRAIE

EETIANE X S T

miif Apply.

FIR AR B B B A 1 AN A i B A T o RERE o 2 A WA 5 R 2D BB R AR B
ek, UABRORITA B E AR IR 18T

AR ML S P R B U A B, ATEBRHLAE B R, Gl a5 o 9 2% S ) Help
w] DA IR AL B o

#1¥51L Lancope StealthWatch System

SR E— T RIEES S, P4 4% Lancope StealthWatch % % (FlowCollector f1 SMC) N &\
BIER, ARG TAE. (B2, WAMAIEEA I, F£H StealthWatch System K56 &V 4E 1L -

StealthWatch FlowCollector CL5¢ 4 #& H nl #:4E, 1 HILAE AT LA NetFlow F i #5 H2UX NetFlow
CRIFHIGEA LI FE. WRFE, &l PABkIE A SR b ) A5 8 25 378 NetFlow 5 H 8% L AC
B NetFlow S, Mm{# HITFiE4 &k NetFlow 3% & &% 2| FlowCollector.

A4 Lancope StealthWatch FlowCollector ££ %2 Lancope SMC 1 UL} >y NetFlow 43 #T #E 4%
StealthWatch System FJidF£ .

IE{T SMC & P umi
BRIELHR
HE1 Ui SMC L S
B2 EFEEONE FumitENLER) SMC 2 RCH N TR .
T3 WRBHE 2RO ECR RS (B, #id 100,000 MMEEERE D , IHHEIE KA
TEor e A M T ARG 22 /0 Nz BAG v ik P9 A7 40 L 9 A5 1 AT o
$B, 4 il Start DUR IR L3 SMC &7 i AT
(TR
BB SMC & Fiiit, &4t4 Lo~ Default Domain Properties U1 . 35k 8 S HE A =15 B
£, OFEIAEEHMENAE. M%ik&. FlowCollectors EHM &1 IR 55 5] 545,
BHMEEMEHBRAAR 11
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BRAESERE: B Al 1 JE R X 2% B 9 0 A0 e 07 5% 1.1 A P NI

BRIESR

7E Name B, HANI 4K
7£ Archive Hour 7B, 48 AR [A]

AFRY I [ AH SR 1 BT A StealthWatch FlowCollector FFUR#T—K (24 /NP B IR BTG
RO T EES EEOVF NI 2. BT 24 /N SRR i A B R 1 B A

BRAESEER: KA ARG I [A) 150 B 0 45 3t B A T d /ML I I 22

i OK, WK 6 fix.

A6 W E IR 1]

® Properties for Domain "Default Domain™

d Domain ‘Hl

g
dermi.local -

Domain

Marne:
e

Archive Hour:

A3M Configuration
& At the archive hour, each Stealthwatch FlowCallector in this
Export dornain wil:

- Begin a new dav (24 hours) of data collection,

- Reset all index counts to zera.

Acceptable values are 0 to 23, where Ois midnight in wour
lacal time 2one,

Gt ] (o]

R SMC Sor GESHE D .

TRARSE A2 R S R . /2 M 7R Enterprise #%, it & EHAN . A0 A RoR )
(DAL

BRMERMBEHERSE11 N
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A7 RE TR

# StealthWatch Management Console (admin - smc. demo. local)

File Edit ‘“iew Top Status Security Hosts  Traffic  Reports  Flows  Configuration  Help

Tree ! Documents ) Search:
Domain Dashboard x

¥ Fiter &% Domain : dema.local

% Enterprise

i Emc
E

?.‘_I:l-ei:.ﬁori(“ﬁap ' ol Summary | a8 Alarms | || Flow Violations | a8 Rogue Hosts |

Inside Hosl
B é Outside Hasts Inkernst World Map [right-click relationship or group For detailed repark options]
Q-f-l Metwork Devices
(L] M Servers
E‘; Maps
[ FlowCallectors
(b Identity Services
Q External Devices

%10 StealthWatch FlowCollector
BIESE

$® 1 R BN Enterprise B A1
$%® 2 i Configuration > Add FlowCollector .
$B 3 i\ StealthWatch FlowCollector [{J 4 FRF1 IP #uhi: (GES MK 8) .

A8 J5 FlowCollector

¥ Add FlowCollector

sfe.demno.local

— |

IP Address: |192.168.200,25]

Manager Credentials (Leave blank to use defaults) -

User Marme: | |

Password: | |

Event Credentials (Leave blank to use defaults) —

User Marme: | |

Password: | |

[ Ok Cancel ][ Apply J

r BRPEBURT SRR R 1.1
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B N E B GV AR (ATk) o R FE FlowCollector #8358 2 1 BROIAERIERIE LT,
A EPAT LD IR

s OK.

A G T FF Properties for FlowCollector X iFHE. AR 15 AEERAALE .

#15 BUFHEEREE

BLE pridd] wE
FlowCollector Name sfc.demo.local
Advanced Ignore flows between inside hosts Kk
Ignore flows between outside hosts Fk
Ignore flow to and from non-routable addresses F ik
Ignore flows between inside hosts when calculating File Lk PR
Sharing Index
Ignore nullO flows F ik
Seconds required to qualify a flow as long duration 32.4k
Suspect long duration flow trust threshold 6
Minimum number of asymmetric flows per 5-minute period |50
to trigger Asymmetric_Route alert
Minimum number of Class C subnets an infected host must |8
contact before a worm alarm is triggered
Store flow interface data Rufge%
Watch List 7=
Broadcast List 7=
Ignore List 7
Mitigation White |IP ranges SMC 1P i
List
Domain names 7
Monitor Port Port 2055
Exporters & Accept flows from any exporter Chik
Interfaces
System Alarms FlowCollector Data Deleted Fk
FlowCollector Flow Data Lost Cik
FlowCollector Log Retention Reduced ik
FlowCollector Management Channel Down CLak R
FlowSensor Time Mismatch [t
FlowSensor Traffic Lost Cik
FlowSensor VE Configuration Error ik
Interface Utilization Exceeded Inbound kP
Interface Utilization exceeded Outbound [Eprkes
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#15 BUFHALERE (48

il BTN 1IN w®E
New VM Cak
V-Motion (Ve

#$ 7 i Synchronize > Synchronize, %45 15 i Close.
$® 8 JESF Enterprise # LA H FlowCollector GEZ WK 9) »

&9 &% FlowCollector

- - .
b Enterprise
b fg: SMC

(= =m0, ocal

= E& Hosk Groups
+ ¥ Inside Hosts
= Cutside Hosks

£} l;-:], Metwork Devices

[1& External Devices

SRR HEAT BIIAE, StealthWatch System N O 58 i, e IGFEUCR 43 # NetFlow
Ko

r BRPEBURT SRR R 1.1



7EBR% & FEE Flexible NetFlow M

EEM% % LA E Flexible NetFlow

WIFT AT, BB 2% b b7 A U 7 %6 1.1 5 AR 2 LRLT & 1Y Flexible NetFlow Lhig. A5 fiff %2
NEAR7E AL 10S FCE Flexible NetFlow BT s ML S A IR, SR 5 AT Do JEARE X 28 j28 oy 577 40 it v
J7 % 1.1 WO A ) R & SR AL VR AN I e B S W HE R T R

Flexible NetFlow fi¢ & #fiA

£ Cisco I0S ## A& Flexible NetFlow 3% 4 MBI, BARUIT .
MR RITATES S

BB T H A

ORI s 2%

KRN A T — A A0

AL ERICFR

WAL E X NetFlow R ZIWCAERE B, F1and b i Eds 650 e 2 i AR T as 1 2%
., H%E X NetFlow it 318 %€ — &%) match f collect x4, XLy 445 50 BRI 4 FAEE H
NetFlow it 3% & & MR L 2 By . JEURH X 25 g i Bl A 5 & 1.1 8 A2 R A4 IR E il
5 DR EE 2 EE A IX e e SR IR ] BE B AR AR E 45 R

match FBIERE T B, FoRHMTHERKME 1. collect TBRILKPTHENHIMEL, H
TSR SRR O 2 PR ARAE B AREAT SR AT

L ER S AS

T H 48 7 3 NetFlow 03¢ B R IEN B R IE 7730, Ui T B 88 10 B 78 9 255 2 Jole 575 1 ik ok 7 5
1.1 RAER I ETA BR 10S W& 2 M#8MHE . iEFE&, ECE 685 IHERL 10S 11 4 A A i i)
NetFlow Fic & A A,

R T 25

MU IE AR IR NetFlow 247 BUZ A T A IE S . tbolh, MIREISRESEEERICR AR S H
. MRS O SMEARE, WA T S HETE 28 47K/ CL B B R AR (R
wmED .

T MR E e AR S, RIS R @A IRES R . S B, B\ NetFlow 22173
i #| StealthWatch FlowCollector. W1 F it 7545 & I (8] Bt A T AE3E 2R S (ldn, S AR B USOH £d
), BEWRRKIAES GE3)) HEFSER @SS G 8 (lan, KEFE FTP 40 ,
K ZMAES G HIT FH . AL T e Rl TIEEIIREE 2 KA.

,.
V4

HE
e

BREESERR:  JERLR 2 B B A O 75 58 1.1 BGRB[0 60 &, RTINS I (8]0 15 7).
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WM #£27i8% EEE Flexible NetFlow

WREESRNATED

V4

Eﬁ:
et

FEP ARG N T4 200, AR AL BAE T NetFlow 183% . M AT O, REESS
B, I HAY M4 8% N 4% 11 42 B NetFlow 103%

BAESZER: JERHR 2B B A AR P 5 % 1.1 ORI A 2N T T T IR A e A AL A
O,

Cisco Catalyst 3560-X %1 3750-X &%)

Wi EEEM

B R BR S5 18 R

7 10GE JIR 5155/ Cisco Catalyst 3560-X 1 3750-X (Cat3k-X) F 128 #h 41 3 #F Flexible NetFlow .
ZHR S B LLHTE T & EANSZSCRE, (H2 0] DAE 9 B0 E 1 BT A I & b )3 PR A SRR I 4238
NetFlow .

RS 7EH2 N JZ 42 i NetFlow 3R B TR 14 2 KRR I 28 g 7 AR A R 7 28 1.1 I — A B 2H it
7y LAHT, NetFlow 324t LIEAAESS 3 SR AT HT, Rl LAN WX . [ NetFlow 14
FEFENZATH], AR LAN A7 7 AT BE4T N .

XTEBEF 10GE R 45 P H Cisco Catalyst 3500-X &% (3560-X 1 3750-X) P-4 L3 ¥F Cisco
Catalyst 3500 %1 [ [¥] NetFlow %5, WHEE, HRSEEIE H NetFlow Difg: U85 B
e im B2 i NetFlow #idls . Ik, Al 951 8 e oy JEARH 90 465 ol 7 A e e 7 5 1.1 v B SC FL S
Mt

10GE IR 55 BB 37 FE AT B Y “F5-1b” NetFlow, RERE T2 NG HASHALR (Blhn, B33 7
ok L) A2 A NetFlow 103k . IRFSIBEEA R “Z5-1” NetFlow; X BEIARHE A2 %A 7 ik
MRS LR R (B, FEAHIAS Wi i) A2 NetFlow.  H1 T R RA 48 8 bl 5 f0 fift vk 7 % 1.1
(9 H AR 2 — & SREUOGH A b A8 8 1 & (T A, R bV A7 41 25 R85 38 JE Tl

FE RS _E HORE AR v SCHF NetFlow . BE A BE 08 78 H W SE G2 A7 P SRR 32,000 %t THTER, Ih#L
F4E Cisco Catalyst 3750-X S HALHER P #EAT IR . Hldn, BAT DA AR 55 BB 1 DY 65 2 L 4L
I HER AT BASZHF 128,000 269t EAR 55 B8k )5 H] NetFlow I, S HAHLRI I BE A FEAK

FIER BT, RSEHL 2B 2 F A &b, I H B A IE# SR 10S B g i a]
iE. £ 16 7B EARS A 5 A Flexible NetFlow H L E K.

# 16 Cisco Catalyst 3500-X ZE SR ER

RS =R

fRA ID: 02
IR BiTh: 0x03
A0S Bt 15.0(1)SE3
YF AT IE IP Services

r BEMER I HERER 1.1 |
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MR B CRIE RS, HIEFBME, MSHH EIERIE RGNS LA & L i#ERE
RGEILHRC .

DU B4R 25 IR A 5 757 & 44 B 3R I ©L 3R B IP Services ¥ 7] UE A& 24 1 B R I0S BAF AL .

BIEPR

LR NR S EBRIFFT T A HL
Fa AT TH B IE A R R AT R AR

3560X# archive download-sw /overwrite /reload image-name

2235 TP Services ¥ Al IF o

3560X# license install license-name

S
SERR SCHHLR RE 2 TR 3 A VF T

B ORVF TIEAL THE BIPIRES -

3560X# show license detail
Index: 1 Feature: ipservices Version: 1.0
License Type: Permanent
License State: Active, In Use
License Priority: Medium
License Count: Non-Counted
Store Index: 1
Store Name: Primary License Storage

R e 55 A5 B T 2% 31 TE B O B A

3560X# archive download-sw service-module-image-name
TR IR 55 B R 18 4T

3560X#show switch service-modules
Switch/Stack supports service module CPU version: 03.00.41

Temperature CPU
Switch# H/W Status (CPU/FPGA) CPU Link Version
1 OK 67C/74C connected 03.00.41

WERICBEAEM, W 8RBT IR IHEE:
3560X#show switch service-modules
Switch/Stack supports service module CPU version: 03.00.41

Temperature CPU
Switch# H/W Status (CPU/FPGA) CPU Link Version
1 LB-PASS-THRU * 71C/87C notconnected N/A
* Module services not supported on a Lanbase license

UERBEAFAIRAS AL T PASS-THRU #230, WIRWIARERCE R BRI 23R A SRR I DA ) P 40
G, BUBEAE. BAFBR BV REAT & 20K H i E R ML FPRU#TEE.

BRMERMEHERSE11 N
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ek
10GE RS HEHA A BGE E 10 T-IR LK SFP+ it [ % 22 411k AS (15.01), X863 1A S
B2 1000BASE-T. 4 JIR 4545 He A £ 3045 45 X 2% T i, 06 21 o A ok v 75 S I
N
R BESERR: AR UE 10GbE 4048 (ESRFEA/MZOZHMLEA K 10GbE i) .
~
FE O RESSE: M2 TIRLLKMOILL SFP (GLC-SX-MM) 540 i i 4 28 it & 48 o
Flexible NetFlow il E
Cisco Catalyst 3500-X R ¥ HMLE T T EELENZ . AT U 5855 Cisco Catalyst 3500-X
Z ¥ Flexible NetFlow IhRE 7T 73 FH/EH2 N 2 28 #e AL BT 75 1908wl A0 14 2 )
EERICR
BELE
HE1 AL a4 BRI %

3560X(config)#flow record CYBER_3KX_RECORD

3560X (config-flow-record) #match datalink mac source-address
3560X (config-flow-record) #match datalink mac destination-address
3560X (config-flow-record) #match ipv4 tos

3560X (config-flow-record) #match ipv4d ttl

3560X (config-flow-record) #match ipv4d protocol

3560X (config-flow-record) #match ipv4 source address

3560X (config-flow-record) #match ipv4 destination address
3560X (config-flow-record) #match transport source-port

3560X (config-flow-record) #match transport destination-port
3560X (config-flow-record) #collect interface input snmp

3560X (config-flow-record) #collect interface output snmp
3560X (config-flow-record) #collect counter bytes

3560X (config-flow-record) #collect counter packets

3560X (config-flow-record) #collect timestamp sys-uptime first
3560X (config-flow-record) #collect timestamp sys-uptime last

ERIRBICRAH LT HSE, B, AN RN, B R DAME bR IR R 2 e & AR AR
HelE B RS IR/ H bR MAC HUIESR (R i A8 RIS BT P e BOME— AR iR 7T, DAL kT
MAZ B A B ZHZAME—BRIRAT (OUT) FRELM & B R 45 R

B N/ 42 IR o AR N /IR H S S I I ) A B ) T B 2% B B (SNMIP) 45
ROME B0, T N, AR e AR S AR s 1, T R B SR T AT B
JE AR5 R B A S AL B A S S AN, R ERERH g A E

r BRPEBURT SRR R 1.1
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5 28418 FlowCollector, 45 H #5 IP il Al O .
BRIELE

7E ST AR
3560X (config) #flow exporter CYBER_EXPORTER

(QEIBCDREAYIEii B

3560X (config-flow-exporter) #description Lancope StealthWatch FlowCollector for the
Cisco Cyber Threat Defense Solution

5E SR

3560X (config-flow-exporter) #source <SVI Interface>

ik B R AT WL K NetFlow IC 38 FT7E /) IP Hulik . ik sc ik 240 A 3 VLAN _F/Y IP #ulik g X
FRIAlBE LBk SVI 11, I HAE %8 AR iR

€ XCH B TP Hihk .

3560X (config-flow-exporter) #destination <ip-address>

5E ALK

3560X (config-flow-exporter) #transport udp 2055

BESEE:: NetFlow i@ ¥ 81T UDP i 0 2055 #H47 K i%.

T 7% 45 R OR BE& 9 NetFlow # e, R0 R AR M 1% de e e — 2.
BIESR

SE SRR 35 o
3560X(config)#flow monitor CYBER_MONITOR
(H%) W InfiR .

3560X (config-flow-monitor) #description Main NetFlow Cache for the Cisco Cyber
Threat Defense Solution

Bic B LK
3560X(config-flow-monitor) #record CYBER_3KX_RECORD
B T A
3560X (config-flow-monitor) #exporter CYBER_EXPORTER
5E S B)) I I TR o
15 BRI I A F8 O ATS A T8 BPIR AS UE AE i NetFlow ek R . ARHE U FH BIE N 60 #2 .

3560X (config-flow-monitor) #cache timeout active 60

BRMERMEHERSE11 N
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T 6

€ SCIF G B I I [A]
ARG BRI I DR AR AL T ARG IR CAMEAEHE ) AR5 # R AE S A7 (0 360 R IR 1 76 2247 4%
HERII A B AR W E DY 15 75

3560X (config-flow-monitor) #cache timeout inactive 15

WRERNATEO

BE

2"

B2

S 3

2"

BIEPR

HEN B CC B A0

3560X (config) #interface range tenGigabitEthernet 1/1-2
XPN FI LB B FH I e A 2

3560X (config-if-range) #ip flow monitor CYBER_MONITOR input

Xof H AL R O M A %

3560X (config-if-range) #ip flow monitor CYBER_MONITOR output

BRIESR

i H] show fir & 46 UERC & -

3560X#show run flow [exporter|monitor|record]

IS NetFlow 103 & 15 M 1% 4% 5 3 i FlowCollector #Ug.  (££LL T [ “Flexible NetFlow 5 H ¥
WE” — Rt T RIS . D

4% Cisco Catalyst 3500-X %% NetFlow B &

1

flow record CYBER_3KX_RECORD

match datalink mac source-address
match datalink mac destination-address match ipv4 tos
match ipv4 ttl

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port

match transport destination-port
collect interface input snmp
collect interface output snmp
collect counter bytes

collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last
1

1

flow exporter CYBER_EXPORTER
description Lancope StealthWatch FlowCollector for the Cisco Cyber Threat Defense
Solution

r BRPEBURT SRR R 1.1
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destination <ip-address>

source <SVI-interface>

transport udp 2055

|

!

flow monitor CYBER_MONITOR

description Main NetFlow Cache for the Cisco Cyber Threat Defense Solution
record CYBER_3KX_RECORD

exporter CYBER_EXPORTER

cache timeout active 60

cache timeout inactive 15

|

!

interface TenGigabitEthernetl/1/1
switchport trunk encapsulation dotlg
switchport mode trunk

ip flow monitor CYBER_MONITOR input
ip flow monitor CYBER_MONITOR output

|

interface TenGigabitEthernetl/1/2
switchport trunk encapsulation dotlg
switchport mode trunk
ip flow monitor CYBER_MONITOR input
ip flow monitor CYBER_MONITOR output?

BHRFMER, BSAAMTLLT URL # (Cisco Catalyst 3K-X R4S 7805 Wi F2 74 3 F

Flexible NetFlow:
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps10745/white_paper c11-691508 ps10

744 Products White Paper.html

b

Cisco Catalyst 4500 3 %! Supervisor Engine 7-E/7-LE

B4 Supervisor Engine 7-E fl 7-LE HJ& 1T, [A] Cisco Catalyst 4500 R %941 5] N\ T A&HL Flexible
NetFlow % #F; LAAT, Cisco Catalyst 4500 F%11# H n]i% NetFlow k45 ¥ NetFlow.

AL Cisco Catalyst 4500 RANIEENJZ AR ZHAEAE, FHAE 1P-base BRAGFIVE BT uE A5
NetFlow AR %5 .

Wit FEEm
ST PR 8% 8 Pl B A A R 7 %6 1.1 B Cisco Catalyst 4500 Supervisor 7-E/7-LE 3 3& NEE 2N Z
/?:?ﬁ%my\%%éﬁ B Supervisor 7-E A1 7-LE SCRF—AMEFTA I A L 105 128,000 4
%H E’J@ﬁ:{fﬁﬁ EIRTT DAFE TR I 45 2 h BRI 22 47 2% H £ (fE IR IR i 481 B Y cache entries
numbers f%) , {HZAEE 48 BRSO B G A HAUE H AR, I ) R 25 B 977

R TT %6 1.1 43 T SE B R G AT
Cisco Catalyst 4500 5 A SCHFAE FLANFLIC 3% R I I £ 28 2 JE A
HAbFENEZHHIAE (Cisco Catalyst 3500-X &5

H3RTEB. XEWBRTTRET

Flexible NetFlow fid &
WHTFTIR, Supervisor 7-E F1 7-LE L RFVE 2 1 NetFlow fR%, HHEBBAZILEZWE
BAEF . AN HH TAE Supervisor 7-E/7-LE b S i 28 150 25 53] 9 0 B0 ] A1 0 3 20 B8

BRMERMEHERSR11 1
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BLERICR

SE 1

S

P

RERSHE

2"

T 2

B34

H1F Cisco Catalyst 4500 5 5 HALF] LRI 78 4% N R AR G2 ML, R AT BUOYEE N i 1
AN ep s 11 5E SCAS R FEC A A a5 o (EE,  JERHRI2% BU BT AR D 05 6 1.1 B0 34 4
MMFEECE, LR BT Ref g, R OR 2 B T ge .

BRIESTR

8 FH DA R i A B I 10 5K
4500sup7e(config)#flow record CYBER_4K_RECORD
4500sup77e(config-flow-record) #match ipv4 tos
4500sup7e (config-flow-record) #match ipv4 protocol
4500sup7e(config-flow-record) #match ipv4 source address
4500sup7e (config-flow-record) #match ipv4 destination address
4500sup7e(config-flow-record) #match transport source-port
4500sup7e (config-flow-record) #match transport destination-port
4500sup7e(config-flow-record) #collect ipv4 dscp
4500sup7e (config-flow-record) #collect ipv4 ttl minimum
4500sup7e (config-flow-record) #collect ipv4 ttl maximum
4500sup7e (config-flow-record) #fcollect transport tcp flags
4500sup7e(config-flow-record) #collect interface output
4500sup7e (config-flow-record) #collect counter bytes
4500sup7e(config-flow-record) #collect counter packets
4500sup7e(config-flow-record) #collect timestamp sys-uptime first
4500sup7e (config-flow-record) #collect timestamp sys-uptime last

Cisco Catalyst 4500 RFIA FLVFAE A FLIC K T FRHE R 2 EME 3 27 E.

TS 2R FlowCollector, B35 H R IP HuhkFnus 1,

BIELPR

E TR
4500sup7e(config)#flow exporter CYBER_EXPORTER
(A% T InFEIA .

4500sup7e (config-flow-exporter) #description Lancope StealthWatch FlowCollector for
Cisco Cyber Threat Defense Solution

5 SR

4500sup7e (config-flow-exporter) #source <SVI Interface>

ik B R AWML R NetFlow ICFEFT7ER) 1P Huhik . Bl so ik 2 & VLAN ERY IP Hidik @ X
Rl O e SVI #2100, FF HAF AZ 8 D E N

€ CH B TP Hidk .

4500sup7e(config-flow-exporter) #destination <ip-address>

r BRPEBURT SRR R 1.1
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5 SARHTI L

4500sup7e (config-flow-exporter) #transport udp 2055

B BHESLER: NetFlow M H @ UDP i 1 2055 4T Ki%.
PRI IE R
iR A 28 R R WA 1) NetFlow HdlE B, P Iic SR e 4 2 ik e A — e
BRIELER
SE1 € ES.
4500sup7e(config) #flow monitor CYBER_MONITOR
W2 (k) BNk,
4500sup7e(config-flow-monitor) #description Main NetFlow Cache for the Cisco Cyber
Threat Defense Solution
B3 ERILE.
4500sup7e (config-flow-monitor) #record CYBER_4K_RECORD
TE4 HESFHSE.
4500sup7e(config-flow-monitor) #exporter CYBER_EXPORTER
S| € SUESEN I (A]
T SR I B TR 38 A A T35 SR AS R AR R NetFlow 10 BIR . BRFEEUUE F I{E N 60 75,
4500sup7e (config-flow-monitor) #cache timeout active 60
S| 6 € IARTES R
ARG BN I I A2 48 b T AR SRS AR D BT % B A8 22 A7 v BRI DRI R ISP 17 £E 22 47 TP A
TEBRIS A B R B FHRIE Y 15 7
4500sup7e(config-flow-monitor) #cache timeout inactive 15
BREESRNATED
BRIELER
ST HEABEORELL,
4500sup7e(config)#interface GigabitEthernet 1/1
BT 2 N 2 EHE AR R

4500sup7e(config-if)#ip flow monitor CYBER_MONITOR layer2-switched input

BRMERMEHERSE11 N
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8IE

SE 1

1 show S B E -

4500sup7efshow run flow [exporter|monitor|record]

I3 NetFlow 1055 2 75 M % S tH 3£ i FlowCollector 32U, (78 LA F [ “Flexible NetFlow & i1
UE” — PRt T RRAIE R . )

4% Cisco Catalyst 4500 2% Supervisor 7-E/7-LE NetFlow it &

P

|
flow record CYBER_4K_RECORD
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address match transport source-port
match transport destination-port match interface input
collect ipv4 dscp
collect ipv4d ttl minimum collect ipv4 ttl maximum
collect transport tcp flags collect interface output collect counter bytes collect
counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
|
!
flow exporter CYBER_EXPORTER
?description Lancope StealthWatch FlowCollector for the Cisco Cyber Threat Defense
Solution
?destination <ip-address>
source <SVI-interface>
transport udp 2055
|
1
flow monitor CYBER_MONITOR
description Main NetFlow Cache for the Cisco Cyber Threat Defense Solution 1
record CYBER_4K_RECORD
exporter CYBER_EXPORTER
cache timeout active 60
cache timeout inactive 15
!
interface GigabitEthernetl/1
ip flow monitor CYBER_MONITOR input
|

HRUEMER, ESWAT LR URL B (Cisco Catalyst 4500 F I YL AFH E 75, 10S-XE

3.1.0 JR# SG: HIE Flexible NetFlow) :
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/01xo/configuration/guide/fnf.html

Cisco Catalyst 6500 R%ETE5|E SUP2T

H M Cisco Catalyst 6500 F 54 H LK, NetFlow R EAEF & ERTH . Cisco Catalyst 6500 %751
1) B 5] % SUP2T Mk Hi 4k 2L 43t NetFlow k%%, 4G 5| A\ Flexible NetFlow SZ## £l NetFlow Ljj

HE 4R ) Se BERE A S HF

r BRPEBURT SRR R 1.1
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BIHEEFEm
Cisco Catalyst 6500 F 41 )& # 5] % SUP2T SCH75— £ Gt LLRT I ARAT 1900 Wbk NetFlow 24 :
B BLKE R E R SRR 1300 M H . % 17 R RoREHE 54 SUP2T ¥ 50 f) NetFlow
Theedk .

# 17  Cisco Catalyst 6500 F 5 #p] &7 5/ % SUP2T NetFlow % #F

i ‘ETE5| ¥ SUP2T/SUP2TXL
NetFlow # K/ 512,000/1,000,000
NetFlow P& 75 500R 99%

K4 H % (6513-E) 1300 73

H 1 NetFlow i

TCP f3i& iz

B

10

B HET, Y WS-X6908-10G-2T/2TXL. WS-X6816-10T-2T/2TXL. A DFC4/DFC4XL [
WS-X6716-10G i DFC4/DFC4AXL ] WS-X6716-10T &< IR TS % 2T IR % T
AT NetFlow 18 F H . FTE BRI 6500 £ ¥ EREOK 2 F77 H ThEE .

Flexible NetFlow fid &
AN EHET AT B G 2 SUP2T b9t Xt T BB 2% Bl W B A i v 75 28 1.1 0 B B4 2 0 R
A 25 B

i1 T Cisco Catalyst 6500 RFIZHMLAT AT HIENE . LR EE D KZZHAL, Fhnr DO
Uity 1R A 2k 3y 12 XA R e s Fim S i 88 o (02, AFRE @ U0 —F AR MECE, PR
FREC B v Re e, R OR B e B IR

EERICR
BRIESRE

S| I LUT OR8  BORAR S 7 BB A %

6500sup2T (config)#flow record CYBER_6K_RECORD

6500sup2T (config-flow-record) #match ipv4 tos

6500sup2T (config-flow-record) #match ipv4d protocol

6500sup2T (config-flow-record) #match ipv4d source address
6500sup2T (config-flow-record) #match ipv4d destination address
6500sup2T (config-flow-record) #match transport source-port
6500sup2T (config-flow-record) #match transport destination-port
6500sup2T (config-flow-record) #match interface input

6500sup2T (config-flow-record) #collect transport tcp flags
6500sup2T (config-flow-record) #collect interface output
6500sup2T (config-flow-record) #collect counter bytes

6500sup2T (config-flow-record) #collect counter packets

6500sup2T (config-flow-record) #collect timestamp sys-uptime first
6500sup2T (config-flow-record) #collect timestamp sys-uptime last

N
R BTG % SUP2T CHFIREE TCP #ridis (HIE, EASCRTE ipv4 ik H Ul 4E TTL FE .
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REERSHEE
5 28418 FlowCollector, 45 H #5 IP il Al O .
BRIELE

ST T

6500sup2T (config)#flow exporter CYBER_EXPORTER

H®2 (AR RN,

6500sup2T (config-flow-exporter) #description Lancope StealthWatch FlowCollector for
the Cisco Cyber Threat Defense Solution

B3 .

6500sup2T (config-flow-exporter) #source <SVI-interface>

ik B AT WL K NetFlow IC 3 FT7E /) IP Hulik . ik so Bk 20 A 3 VLAN _F/Y IP Hulik g X
FRIAlBE LBk SVI 11, I HAE %8 R iR

$® a4 E X HFRIP Huhtk,

6500sup2T (config-flow-exporter) #destination <ip-address>

S|S LR

6500sup2T (config-flow-exporter) #transport udp 2055

4

FE BESZER: NetFlow i@ BT UDP i 0 2055 #H7 K i%.

elfeHokag el
T % 45 R OR BE& 9 NetFlow #s i, R0 R A M 1% de e e — 2.
BIESR

B E N RES.
6500sup2T (config)#flow monitor CYBER_MONITOR

$W2 (W) BN

6500sup2T (config-flow-monitor) #description Main NetFlow Cache for the Cisco Cyber
Threat Defense Solution

$EW3  BERICK.

6500sup2T (config-flow-monitor) #record CYBER_6K_RECORD

TE4 LESFHSE.
6500sup2T (config-flow-monitor) #exporter CYBER_EXPORTER
SB|S  E SOHBN I A
115 SR I I [A) 2 45 AL T3 SR A 9 2R B NetFlow 10 AR . ERMEBUEH FIE N 60 #,

6500sup2T (config-flow-monitor) #cache timeout active 60

r BRPEBURT SRR R 1.1
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SE SCIF G B I I [A] .

ARG BN I R i AL T ARG RS (MBS B0y H SEAE 247 P TR N IR 2247 B[R]
B SBRHEBEHRED 15 7,

6500sup2T (config-flow-monitor) #cache timeout inactive 15

WRERNATEO

BiE

£ Cisco Catalyst 6500 RFIAZHML b, FilniEds REENHTHE (F32) mi. [H2, WRM
TG, AU 3 Z10 73 HATE VLAN N #3 & 4 K NetFlow id3% .

4% VLAN Wiltifi i, 2U7E VLAN 3 HE S I 525 o

BRIESTR

N VLAN # 0 & 2.

6500sup2T (config) #interface vlan 100
XPN FL B B FH I e A% 2%

6500sup2T (config-if)#ip flow monitor CYBER_MONITOR input
XT H LB B I e A 2

6500sup2T (config-if)#ip flow monitor CYBER_MONITOR output

BRIESR

i F show #r & fa 2 A & .

6500sup2T#show run flow [exporter|monitor|record]

I3 NetFlow 105 /2 75 M & S 1 9 B FlowCollector 320k, (£ LLF [ “Flexible NetFlow 5 H 16
R TR R AL TR . O

m£%& Cisco Catalyst 6500 3251 Supervisor 2T NetFlow EC &

|

flow record CYBER_6K_RECORD

match ipv4 tos

match ipv4 protocol

match ipv4 source address

match ipv4 destination address
match transport source-port

match transport destination-port
match interface input

collect transport tcp flags
collect interface output collect counter bytes
collect counter packets

collect timestamp sys-uptime first
collect timestamp sys-uptime last

BRMERMEHERSE11 N
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4

b

.0

pa =N

flow exporter CYBER_EXPORTER

description Lancope StealthWatch FlowCollector for the Cisco Cyber Threat Defense
Solution

destination <ip-address>

source <SVI-interface>

transport udp 2055

|

!

flow monitor CYBER_MONITOR

description Main NetFlow Cache for the Cisco Cyber Threat Defense Solution
record CYBER_6K_RECORD

exporter CYBER_EXPORTER

cache timeout active 60

cache timeout inactive 15

|

1

interface Vlan 200

ip flow monitor CYBER_MONITOR input

ip flow monitor CYBER_MONITOR output

|

H 9%1#1331;. B, S RALTLLF URL 1 (Cisco Catalyst 6500 & # 5] % SUP2T: NetFlow 15

e
http://www.cisco.com/en/US/prod/collateral/switches/pSS7 18/ps708/white_paper c11-652021.html

B_RENENZ W FEHE

WiHEREm

Cisco ISR G2 i i #% |- [f] Flexible NetFlow 3 i~y AL 10S HAFF5 7+ Frid s 1 NetFlow [1)°F

BMSLHISLHE. 7E ISR I, NetFlow R %5 SRR AL S NetFlow EEER B, LR VIS HEE

3 JZ IS B A K NetFlow 103% o 7EH AL X 28 B A [R] 9 2% [X 48 1) 4 i T AR M 7 1T, Cisco ISR i ik
BN — AN KRB A

Ak, ISR G2 it 5 NetFlow iz 55 58 425 BT A CHF 19 25 T W 26 (19 3 FH U] (NBAR). W15
JE L, T NBAR 0] DAXT 2 42 1 R 5508 B0 S0 AT RN B A A i, T o A= i i 22 140 82 3k AT 3R
WA GER T2 HFHMI o 7 LLEE NetFlow idat 1 5 i B MR H 7035

Cisco ISR G2 “F- &5 fifi FH 1y R 45 i #1452 it K 52 FF NetFlow Al NBAR R 55 . 1E&BE HAESZHEHY
NetFlow 5 E &, RAIhae SR d&ERE; Hlln, 81T Cisco I0S #AF I 57E 4 N#
ISR & [A NetFlow S RFTI#2FF K2 15% 1] CPU FIH %,

TE ST AT SCHF ) NetFlow RSG5, 52 B2 T LU R URL # Cisco NetFlow Y874 H B 45

http://www.cisco.com/en/US/solutions/collateral/ns341/ns524/ns562/ns583/net_implementation_white
_paper0900aecd80308a66.pdf

Flexible NetFlow fit &

R} ISR G2 “F a8l #E N VLAN Z 58 3 25, I HAAFEFEM T XM il . A4
A4 T e 28 N R T AR DA 7S 43 JERL ISR G2 11 Flexible NetFlow 1 NBAR I RE [
B,

r BRPEBURT SRR R 1.1
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il I BA T S8 7 BOMIAR S8 7 BLBI - i %

ISR (config) #flow record CYBER_ISR_RECORD

ISR (config-flow-record) #match
ISR(config-flow-record) #match
ISR(config-flow-record) #match
ISR (config-flow-record) #match
ISR(config-flow-record) #match
ISR(config-flow-record) #match
ISR (config-flow-record) #match
ISR(config-flow-record)#collect

ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR(config-flow-record)#collect
ISR (config-flow-record)#collect

ipv4d tos

ipv4 protocol

ipv4 source address

ipv4 destination address
transport source-port
transport destination-port
interface input

routing next-hop address ipvi4
ipv4 dscp

ipv4 ttl minimum

ipv4d ttl maximum

transport tcp flags

interface output

counter bytes

counter packets

timestamp sys-uptime first
timestamp sys-uptime last

(
(
(
(
(
(
(
(
(
ISR(config-flow-record)#collect
(
(
(
(
(
(
(
(
(

ISR(config-flow-record)#collect application name

FiRiRicFF A NetFlow fiAs 9 ¥ z0iK B A1 ISR M BAENEE 3 BB, FHURE Y L 7E NetFlow )
B ST AZ B ML St i FE H # A W] IO EE 3 J2FN2E 4 )27 BL, 9140 Time To Live 7Bt TCP #3
AR —Bethbk .

ISR 2 SR} 2% Jg S B A g e 77 28 1.1 ThE— S FF NBAR M) 4% .  FRiRidsg o iF i collect
application name £ JHSEE BIE AL B B FH 1 44 FK o

76 7% H 2% FAEF NBAR ARSS 4 Rmi i f 28 PR BE . BRI FH 44 FR I UACBE ok -1 BB IRR) 4% b i I 2 it
Wi 1.1 B EK, HEBIHEEEH NBAR RS .

5 28418 FlowCollector, 45 H #5 IP il Al .
BRIELE

ISR(config)#flow exporter CYBER_EXPORTER
CAlIE) WInFEiA .

ISR(config-flow-exporter) #description Lancope StealthWatch FlowCollector for the
Cisco Cyber Threat Defense Solution

ISR (config-flow-exporter) #source loopback 1

¥ B AT LK NetFlow 1R ATZE R TP itk . f fE SR 8 A B VLAN BRI TP Mk g
HEEE I, I HAE A i DA IR

BRMERMEHERSE11 N
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T 4

PRS

SE1

T 2

e 3

€ XCH B 1P Hihk .

ISR (config-flow-exporter) #destination <ip-address>

5E ALK

ISR(config-flow-exporter) #transport udp 2055

BESEE:: NetFlow i@ ¥ 81T UDP i 0 2055 #H47 K i%.

T % 45 R R BE& [ NetFlow # e,  FRE L R AN M 1% de e e — 2.
BIESR

2207 925 11k 5% B
TE S IR s
ISR (config) #flow monitor CYBER_MONITOR

QEETDRAYIIE B

ISR(config-flow-monitor) #description Main NetFlow Cache for the Cisco Cyber Threat
Defense Solution

Bic B ALK
ISR (config-flow-monitor) #record CYBER_ISR_RECORD

BC B 3 A% .

ISR(config-flow-monitor) #exporter CYBER_EXPORTER

5E S B)) I I TR o

15 SR IN B R] A2 48 AT AL T8 SIPIRAS 9 AE i NetFlow id 3% AT . RS FH IR{E N 60 7.
ISR(config-flow-monitor) #cache timeout active 60

5E ST B I I [A]

ARG BN I R AL T AR SSRGS (MBS ) BT H SR A A7 r (10 30 DR B I T A6 22 A7 P o
IRERII A B AR WA E Y 15 7.

ISR(config-flow-monitor) #cache timeout inactive 15

r BRPEBURT SRR R 1.1
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WRERNATEO

BiE

SE 1

PR 2

SE1

IS AL M A e N P T P A R LR TR
BIESR

BE$Z 1 B A

ISR(config)#interface GigabitEthernet 0/0

XN L B N AL B s 5
ISR(config-if)#ip flow monitor CYBER_MONITOR input

BRIESTR

1 show S &R E -

ISR#show run flow [exporter|monitor|record]

I 4IF NetFlow it 3% 52 5 M ik %5 5 1 3 1 FlowCollector 32U, (£ LLF 1Y “Flexible NetFlow 5 H 4
UE” — R AR T HEAIE R, D

1
flow record CYBER_ISR_RECORD
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect routing next-hop address ipvi4
collect ipv4 dscp
collect ipv4 ttl minimum
collect ipv4 ttl maximum
collect transport tcp flags
collect interface output
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
collect application name
1
1
flow exporter CYBER_EXPORTER
description Lancope StealthWatch FlowCollector for the Cisco Cyber Threat Defense
Solution
destination <ip-address>
source loopback 1
transport udp 2055
1

1

BRMERMEHERSE11 N
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flow monitor CYBER_MONITOR
description Main NetFlow Cache for the Cisco Cyber Threat Defense Solution
record CYBER_ISR_RECORD

exporter CYBER_EXPORTER

cache timeout active 60

cache timeout inactive 15

|

!

interface GigabitEthernet0/0

ip address <ip-address> <net-mask>
ip flow monitor CYBER_MONITOR input

|

V4

AREGEE, ST LN URL B (NetFlow A& 75/, HBFI0S HAHKA 152 M&T) -
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book.ht
ml

Eﬁ:
e

B3 ASR 1000 %75

Al ASR 1000 F 41 H 2% L 1) Flexible NetFlow 2 #7857 AL TOS #6874 F fFTic 3 1Y NetFlow 1%
TP E RIS . ASR _E[1) NetFlow SRR AL G 1 NetFlow 77iE NS B, LN 3 2
1A ) NetFlow 103% o 5B AL 27 kAN [7] [9 26% [X 35k ) 38 1wl AP 7 T, ASR & Rl — A
Sk

WHEREm

BE ASR 1000 % 5 NetFlow i %5 5¢ &5 84 S2 F710 NBAR. @R /A H, W NBAR #] DL}
2B OB AL AT IR N BB B A I, AT A A i & B N T AT IR A28 GEF T332
Frhil) o A LATE NetFlow idstH S R EAE RN 22,

i1 T NetFlow fl NBAR E N F RS 7E ASR 1000 2% _-S23l, UL 362X L I BE i vV 2,
AR B AT W 6 1 A s R T

BCE NetFlow S

BRERICR
TAC SR C B SO BRI TR L bl 7 BL
BRIESR

S| AU OR8  BONAR G 7 BRI i %

ASR(config) #flow record CYBER_ASR_RECORD

ASR (config-flow-record) #match ipv4 tos
ASR(config-flow-record) #match ipv4 protocol
ASR(config-flow-record) #match ipv4d source address
ASR(config-flow-record) #match ipv4 destination address
ASR(config-flow-record) #match transport source-port
ASR(config-flow-record) #match transport destination-port
ASR (config-flow-record) #match interface input
ASR(config-flow-record)#collect routing next-hop address ipvid
ASR (config-flow-record)#collect ipv4 dscp
ASR(config-flow-record) #collect ipv4 ttl minimum

r BRPEBURT SRR R 1.1
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ASR(config-flow-record)#collect ipv4 ttl maximum

ASR (config-flow-record)#collect transport tcp flags
ASR(config-flow-record)#collect interface output
ASR(config-flow-record)#collect counter bytes

ASR (config-flow-record) #collect counter packets
ASR(config-flow-record)#collect timestamp sys-uptime first
ASR(config-flow-record)#collect timestamp sys-uptime last
ASR (config-flow-record)#collect application name

JEEFIF NetFlow iR A 9 #x0i B ASR MM /E N 3 2105, W LLIREEYF £ IR dRIR & 1E
NetFlow K3 T A HALH St FE R vl 26 3 BRI 4 27, Bl FERR{E . TCP brE M
Bkt

B, FIRWRICSREEE ] collect application name &M NBAR AR H K4 FR. Wik Kiz
1T NBAR, A PAZE B&1ZAT

SEE NBAR B G208 SRS [ SSIVERE : B8R FH 44 BRI S St T B ol Do 0% 9 00t ey 28 75 o
K, HAZNWIEE R NBAR R% .

BLER LR
T e o B AR M K IE AL E (FlowCollector), 4% H 5 TP Ml v 11
BIESR

|1 EXTHE.

ASR(config)#flow exporter CYBER_EXPORTER

$®2 (IR RN

ASR(config-flow-exporter) #description Lancope StealthWatch FlowCollector for the
Cisco Cyber Threat Defense Solution

S|3 E

ASR(config-flow-exporter) #source Loopback 1

iR B R AT MWL FHAE NetFlow 5 0 TR ) TP Huhik . Frik ook 2 A VLAN _E IP #h
hh5E R RE O o sBil TH ) Loopback 1), 3F H AR %8 OE A6 . EER, DALR BN
M, SR )5 A Ge H A ER S H R

S|4 E X HR P k.

ASR(config-flow-exporter) #destination ip-address-of-FlowCollector

BTSSR

ASR(config-flow-exporter) #transport udp 2055

s

FE BRAESEER: NetFlow M8 % @ UDP ¥ H 2055 #H47T K i%.
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elfepokag el

TSP AR R BRI A A7 % B NetFlow $da e, I HR U0 AN 3 Y 25 e B B AE i .
BIESR

B E N RES.
ASR(config) #flow monitor CYBER_MONITOR
S®2 (AR BinfER.
ASR (config-flow-monitor) #description Main NetFlow Cache for the Cisco Cyber Threat
Defense Solution
B3 MEMLE.
ASR(config-flow-monitor) #record CYBER_ASR_RECORD
ST HESHSE.
ASR(config-flow-monitor) #exporter CYBER_EXPORTER
SES  E SUESEN I (A]
TG By I IS ] i T AL TS SR A R AL B NetFlow 1RsR AR . WS FH BB 60 5
ASR(config-flow-monitor) #cache timeout active 60
HB| 6 E ARSI
AR 75 S I I TR FR AL T AR TS SRS ORRR R ) (B8 BEAE S8 A7 Hh (1 U0 I 3R H 22 A7 1) I (1)
Bro MR ME N 15 7.
ASR(config-flow-monitor) #cache timeout inactive 15
BREREMATEO
JREAE A M A8 2% N T A B R e LR
BRIELTR
SE1 HEAEORERA.
ASR(config) #interface GigabitEthernet 0/0/0
SH 2 AL ERN RS .
ASR(config-if)#ip flow monitor CYBER_MONITOR input
i
BRIELER
$® 1 i show ay AL & .
ASR#show run flow [exporter |monitor|record]
BRI BB AR R A R 1.1
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BoF NetFlow 1232 75 5 # 5 9 Hi FlowCollector B2t (434N B, 2 1 (Bt AI9E it
) .

|
flow record CYBER_ASR_RECORD
match ipv4 tos
match ipv4 protocol
match ipv4 source address
match ipv4 destination address
match transport source-port
match transport destination-port
match interface input
collect routing next-hop address ipvid
collect ipv4 dscp
collect ipv4 ttl minimum
collect ipv4 ttl maximum
collect transport tcp flags
collect interface output
collect counter bytes
collect counter packets
collect timestamp sys-uptime first
collect timestamp sys-uptime last
collect application name
|
1
flow exporter CYBER_EXPORTER
?description Lancope StealthWatch FlowCollector for the Cisco Cyber Threat Defense
Solution
?destination <ip-address>
source loopback 1
transport udp 2055
|
1
flow monitor CYBER_MONITOR
description Main NetFlow Cache for the Cisco Cyber Threat Defense Solution
record CYBER_ASR_RECORD
exporter CYBER_EXPORTER
cache timeout active 60
?cache timeout inactive 15
|
1
interface GigabitEthernet0/0/0
ip address <ip-address> <net-mask>
ip flow monitor CYBER_MONITOR input
|

HRVEMER, 1S MALT LA URL 19 (NetFlow it & 575, Al 10S XE fii4< 3S (ASR 1000)) :
http://www.cisco.com/en/US/docs/ios-xml/ios/netflow/configuration/xe-3s/asr1000/nf-xe-3s-asr1000-
book.pdf
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Cisco NetFlow Generation & &

TERBE PR O, @Ei#AE K NetFlow R] REAI M E & . Cisco NetFlow Generation % %% (NGA) /&%
F T AE T IR G 0o PR B R 000 o] PR ) v M B A U 7 8, T DAAE g SEVRRH RN 26 JB8 iy o5 0 it 4 g
) —&B 4y, @I A H A A% A 3 U7 Mk 5 I e R A g v A

BHEREM

B NGA BA A 10G M4 1R 2 DY AMISL R 2 A MR M 32 45 . X RHE BFE NGA &£
A RARRW 40 T8 B, JF HCRR B o L DS BN 3 S 00 & M AL & . K NGA T3HE s
O, S5 I A & .

NGA Al H T M\EENE . IR EAZ G EBRREE,  HAs 260 R EdE 0N R E S
T O R E R e R AT . BRI N R GRRILERED v LLEIT StealthWatch
FlowSensor VE #EAT W5 47, 1yt N R B8 204 b O i 2 0 ] DL I AS A BHAR AL (1) 30 25 15 4%
AT . FFRME 2 AR PO E R ENSIME R . B NGA BN B, &
LR 6400 Ji kiGNt . ARLZHIELHAMEE, WESH (Cisco NetFlow Generation %
7 3140 REFEATTIER)

..
V4

HE
et

BRAESEER: NGA M8 1N/ 54 28 i, DUBA OR B B00r B v P9 F0R B ) e By AL

£ NGA L E NetFlow I, H10EH %52 S5 4 1 LU BR 1)«

o % 10 NI PERT - X EERL 8 AR E SOMPLE TR ACE BIRF € AR AR o IXARACRT LA ISR 25 K 20
JS2FH 5 HLES WS 25 % NetFlow # EAT 71341 .

o WZ ANZENA - WRTATE, B2 E R &SR E T UNREFRREREDOER.
o % 6 NMINEESS - NetFlow T H x2S #F 6 MAH I NetFlow U #E#s, PUEE AT LAX] NetFlow %
P55 BT o, R EEEE P ORI E N .

o EZAANMFER - REAUAG 4 ML RS REMD) R A TIHIRG. SIS
B % =40, EX =405, N3 IPv4. 1IPv6 FIEE 2 Eie s B B 0 N Haes —1.
Flexible NetFlow il E
24 Cisco NGA S E HHEHIRNEBRERAE CEREMELR, 1ESH ORI 8
TR TR 1.1 F1EEYEF: @4 Cisco NetFlow Generation @& KB 0O/ ) ), F—H
WZIC & Flexible NetFlow S . 0] DB W 2% St 8k B 8% M CLI 7E 8 & NGA LAt & Flexible
NetFlow; ™18 BRI NGA W 4% 5347 56 0F it B/ 7 135,
MITIRIFIEE NetFlow L E
X T v5 5 v9 NetFlow $d 19 5 H SIS 4 28 1 e 50 P Bt 17 BRI L B

r BEMER I HERER 1.1 |
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BRIESR

$®1 5 Setup > Quick Setup, W& 10 F AR

& 10 HERE

el Clsco Systems, Inc.

il Clsco Systems, Inc. ' |
cisco NetFlow Generation Appliance 3140

cisco NetFlow Generation Appliance 3140

" Setup *ﬂ_' Administration ' v Sop 'v Administraton v

Setup > NetFlow > Quick Setup

B NetFlow
Home
Managed Devices Quick Setup

*Name | quick }

Type *DataPort 1 []2[] 3[] 4[]

‘ Advanced Setup

* Collector Address (Pv4) 12,34 |

* Collecor Port (UDP) [3000 |

* NetFlow Version (s) v& () v

Submit |

BB’ 2 E XL
INME— L FRCAAR IR SE L B
B3I LA EE .
f 7 AR SR NN 60 1 25 AN B0 & B0 o 11, 326 rhORE S 1) SR A
SE a4 T USRI,
7E Collector Address Bt /i NUSCEE #5 1) TP Hhhik.
H® 5 L UDP e E a8 .

NSRS B A& IEAE IR T o 1 IR, IXFEUCEESS 1% LR AT ECE T, StealthWatch BRiA NetFlow
7E UDP ¥ 1 2055 FiA4T 0T,

%86 £ Y NetFlow ili4.

EPERAS 5 LUK B il B ONIAT brdfE NetFlow fiAs 5 MEFE A1 . @ F A ML T B, BN
NetFlow it A 5 #r ik O FI5G i E IX 87 B

P AR M PR TP B S R A 9 7B

..
V4

B
et

RAESEE: A 9 JFiEHE7BL Wk 11 hPs.
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& 11 U E B

Gilick Setup

* Name | Cyher_Example |

*DataPort 1 [ 2 [ 3 [ 4 [
* Collector Address (IPvd) |1gz_153,20,251 |

* Collector Port (UDF) | 2055 |

* MetFlow Yersion () w5 (&) vd
match Fields Cog Collect Fields Application D
_Ethemrpe Byte Count
Input SKMP Interface: First Timestamp
IP Protacol [Pvd ICMF Code

|Pyvd Destination Address
IPvd Source Address
IPvd4 TOS

Layer 4 Destination Port
Layer 4 Source Port

mMAC Destination Address
MAC Source Address
MPLS Label

Dutput SMMP Interface

IPwd ICMP Type

Last Timestamp

Max TTLHop Limit

Min TTL/Hop Lirnit
Metwark Encapsulation
Packet Count

TCP Header Flags

I 9 9 9 9 9 9 N
RERORNEEEEEE

L]
=
&
=
)

4

AR MIERERARELOCRE, MAC 7Bk, WRZERSRECKE, WAL MAC
TR WURRAE BRI E AR E, WANIERE MAC FB.

~e.

HB 7 17 Submit. RGUK AN LT A
o XIT VS:
- %N Cyber_Example_collector W EE 2%
- % °N Cyber_Example_exporter 15 H 2%
- %N Cyber_Example _monitor W) V1% 25
o XIT V9.
- %N Cyber_Example_collector FJWEE 2%
- %N Cyber_Example_exporter F]'5 H 2%
- 4N Cyber_Example_monitor o 05 35 28
- 4N Cyber_Example_record Bt 3%
HB 8 1EF Monitor &I ) Cyber_Example_monitor, #&)5 & Activate/Inactivate.
T AT ) A (1) U M 4% A BE B8 R N U FE A2 B NetFlow {5 B 36 H k1% 3] StealthWatch

FlowCollector,

r BRPEBURT SRR R 1.1
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BHROIELIEDS, BEZMNES. ixX. FHSMBESMNERER, HSH < #8217
NetFlow M#E#20)” —T N B (Cisco NetFlow Generation %74 (NGA) 3140 /7 #55) .

BH ASASS00 RINBENZSIRR
%F NetFlow Z2E4HHEIERE

NetFlow [ R} ASA SZiifi A NetFlow Z4FH 4 H & ﬁi@ma)Nﬁlﬁ%fmﬂA&HM¢
WA 8.2(1) 5N, SRS HE LR ATRMAAHLL, v PLEEE &S By smr 5 2N
ZERESFHRE. KE. SREMRKFELS.

NSEL 7£ NetFlow v9 WS JEmt Ef)E; {H2, NetFlow v9 id 3% 157 BT FH 7 2 5 FE bn
NetFlow & AN

FrifE NetFlow A1 NSEL 2 [a] {5 22 X BIIZE T, NSEL 2 —MeRS IR EENL ], A 5 H IR E7E TP 3%
PR E K F DS . NSEL H4H T S HA RPUREREE, 7 H i S BOR S oo FH 4 ik
K MiAAE B W [E AR NetFlow TGS T 25 o ASA a0 = Fh S 4 2R A AT 475

o JifiE

o AR

T | R4

%%,ﬁ@ﬁ%NﬂLﬂﬁ@Nﬁ%wW$9i%2m%~%ﬁm%%o

o NSEL ZXU 1. JEid A} 10S B #4712 E RFi ki, AN —2%, 1l NSEL A4
Eﬁﬁ%ﬁ%mo

o NSEL & XA IFLE AT THE,  MAS R BEAJ7 13 A 2T T

e NSEL A& ait4.

o NSEL TN =M 2R B e SRR - X LSRR I8 7 7E FTH NSEL 2 2 7 F

FESEF 82 O SRS TP S RE NSEL I 3 1 s BB AE 42 R AR 55 SRS v o7 FH X e 12

NSEL fe ket %, JFH, WR NSEL 1 MR AR R BEAT 1 AREE, DI/ ] DASR fonh i i 1 4% 12
S AR B S A TR AR A o A O SR 4 S 977 1 A ok 7 S RO ZH A, Lancope StealthWatch
System " fift I FI ARG A 7 BORIR BERT AR AR 5, AT B8 22 4 2 W DA 00 ] 2% J ol o

N
AR BRESLER: N ASA IR AL, U T A 1 25 KA R (s AL S NetFlow &
i #] StealthWatch, PURE SRR . HlE QA7 iF B . X o R e B R T AE, [
Ai 78 NSEL S it i 15 A%
BicE NSEL

{5 F B AL S IR HEZE (MPF) 78 ASA % 4% [ E NSEL. % Wia F NSEL [ 5 4 5 vk 5
Bo B N4 R SRS ) — 3y, dnbL R R 3R ik .
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FCE NSEL U sEES
BIEPR

HBW 1 [ E NSEL &4 .
B0 R e SOK T ASA K NetFlow it 3% K 1% 2 ) NetFlow IS4E %8

ASA(config)# flow-export destination interface-name collector-ip-address port
Hrb interface-name &f5 ASA &4 LRI LARIEWEESS (AL T collector-ip-address Tl port) 1145
Mo #i:

ASA(config)# flow-export destination inside 192.168.200.25 2055

EL2REEPEE NSEL
BRIELE

£ 1 ¥ global_policy Al E .

ASA(config)# policy-map global_policy

$B 2 Hi class-default fid & .

ASA(config-pmap)# class class-default

S| 3 E A LR A R

ASA (config-pmap-c)# flow-export event-type all destination collector-ip-address

Hrr collector-ip-address J& $& 45 5l 7 A1 2 (USCEE 28 (1) [R) — TP bk .

(%) PEARIRBATEIE
BRIESE

BB BUEBHL R A RIEA B .

ASA(config)# flow-export template timeout-rate 2

BRAESERER: I HIIBRE = 2 2080, Wt AbpR.

() BERARKRRGHTHEHR
H1 T NSEL ¥ H )72 61 2 5 v vk B 1iC 2k TR M SR 3%, kAR A NSEL 2815 T I0R
RGHEHE. ErtEagitE D, MR REEA .

r BRPEBURT SRR R 1.1
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BRIESR

B FHIIRAGHEHE.

ASA (config)# logging flow-export-syslogs disable

W2 BRILRAGHEHERRE.

ASA# show logging flow-export-syslogs

g
BRIESTR

$®1 i show i > IFC & .
HB® 2 KEBITI S LA NSEL 40 ih 4 e = 5

ASA# show flow-export counters
destination: management 192.168.200.25 2055
Statistics:
packets sent 2896
Errors:
block allocation failure
invalid interface
template send failure
no route to collector

W RECE I, A 1 R
o B4 StealthWatch FlowCollector [ TP ik H #5
o RIEHFIRTEMHEQEE (R IEEF B E)
° /\!Ea US
$B® 3 KL ASA £ EALT SMC i StealthWatch FlowCollector )5 H 2344
HB® 4 IS ASA, 5L Flows > Flow Table KFT FFifii & .

S o o o

1
flow-export destination management <ip-address> 2055
1
policy-map global_policy
class class-default
flow-export event-type all destination <ip-address>
1
flow-export template timeout-rate 2

logging flow-export syslogs disable
1

4

i

.

AR AXEDVHAGEE, WSW (LEMEZ2FEEREHE)

(http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/monitor_nsel.html) Fl {i&

FHT NetFlow £ 281K BRI ASA 5500 R FZhtifarm, A 8.4. 8.5 Fl 8.6)

(http://www.cisco.com/en/US/docs/security/asa/asa84/system/netflow/netflow.html)

| BRMERMEHERSR11 1
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Flexible NetFlow & I8

MR TT RPN &% & FHCE T NetFlow I, A SEIGIFREIELS LG IEW BT H 2R
NetFlow it.3¢ 5 H 3| StealthWatch FlowCollector. 7ERH & T, &%t B Flexible NetFlow,
I Hlid B &I 56 0F 5 DAL 48 8 b B H8 il v 77 22 1.1 221 # Flexible NetFlow B & — 5. AL
P 5 B IGIE NetFlow it B 2 & 1IE ¥ s T

EETEM 10S S HrYi & _EIEIE NetFlow S
BRIESE

BB BRGEATAAENRIL R

Cisco-I0S#show flow monitor CYBER_MONITOR cache
It fir 4 278 1T /E CYBER_MONITOR WA AE T A iftId k. BkmEEld oOieE s,
MAZE Rtz S0, IHF ORISR EFAR 7 RN T IR O, D EARAERE.
BB/ 2 EoaimiEsm gt E R,

Cisco-IO0S#show flow monitor CYBER_MONITOR statistics

Cache type: Normal
Cache size: 128
Current entries: 0
High Watermark: 0
Flows added: 0
Flows aged: 0
- Active timeout ( 60 secs) 0
- Inactive timeout ( 15 secs) 0
- Event aged 0
- Watermark aged 0
- Emergency aged 0
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 19
Flows added: 0
Flows aged: 171593
- Active timeout ( 60 secs) 171593

U4 &8 CYBER_MONITOR P L4015 2, B4 241 £ S A7 1 B3 A Kl AN 22 47 v (AL 49
M IS BRI AR . BEAR IR T BIE Z2 47 /0N L i Bl AN 3R 37 30 I IS T A4 0

$|3 AR R RS T

Cisco-IOS#show flow exporter CYBER_EXPORTER statistics
Flow Exporter CYBER_EXPORTER:
Packet send statistics (last cleared 8w4d ago):
Successfully sent: 702414 (147362340 bytes)

Client send statistics:
Client: Flow Monitor EXAMPLE_MONITOR

Records added: 0

- sent: 1404828
Bytes added: 0

- sent: 147362340
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il

7EBR% & FEE Flexible NetFlow M

B4 57 T 5 Hh 8 5 R B R 0 S . RO B R CRIROE 80
iR TR IAERIN. A0, 00 (A0 5 38 4 P TR 8

NetFlow FEVFE SN (0 AR 2 Akiic o, BRL e b e P R ie sk o+ Bor s G+ o] e AN Al

FEEH ASA % % EIIE NetFlow S

SE 1

BRIESTR

K A IS AT I T8 LLA B NSEL 88 iH 3o A = £
ASA# show flow-export counters
destination: management 192.168.200.25 2055
Statistics:
packets sent
Errors:
block allocation failure
invalid interface
template send failure
no route to collector

WRECE EM, a2 % N 2R
e ¥4 StealthWatch FlowCollector Ff] IP Huhik ) H #x
o RIXMFIERNTERHIECHE (BRERIESEF R S)

. FEB

2896

o O O O

164F NetFlow 123 27 H FlowCollector 3EUL

..
V4

B
et

SE1
TE 2
& 3

W ORIEC B 1IE 51847 F i 200 B M AR 5 25 90 3 B FlowCollector #2UA.

PE AR A P BRAR B LAHT B0 2P SR, JF H. NetFlow 52 M\ NetFlow 42 i 4 3t

BRIESR

3% SMC Fil & .
J& T Enterprise # #f#) FlowCollector.
UF AL E M 5 B8 2 S BRI IR, i 12 R,
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WM #£27i8% EEE Flexible NetFlow

12  EITHIH

'EE Enterprise

..... fﬂ: SMC

= Fw demo,local
-- Hosk Groups
-- (== Metwork Devices
o ] ¥M Servers
-- ﬁ; Maps

= ,{ﬂ FlowColleckors
IE' =

..... = 192,1658,200.1
- s 192,168,200.2
e = 192,168,200,3

s 192.168.200.9
s 192.168.200.6
e s 192,168,200.8

B4 HEPRHRSHES, 2R)5 55 Flows > Flow Table.
$E®S WARRTERPZ () FHidsk, Wi 13 fimw.

13  B#F
Flow Table x 4B
¥ Fiter @ Domain : demo.local ® Time : Last 5 minutes
& Exporter : 192.168.200.2 “niC-
1 [11] Shart List
Flow Table - 19 records 5 15
Client Host - Client Host Groups O Server Host - Server Host Groups
192,168.201.100 Catch Al 192.168,201.103 Catch Al A
192,168.200.2 Catch &l 192,168.200,25 Catch all
192.168.201.100 Catch All 192.168.30.11 Catch all
192,168.206.1 Catch al 255.255.255.255 Broadcast
192,168.,203.1 Catch All 255,255,255.255 Broadcast
120.0.0.1 China 255.255,255.255 Broadcast
192,168.205.1 Catch al 255,255.255.255 Broadcast
192,168,202.1 Catch Al 255,255,255.,255 Broadcast

r BRPEBURT SRR R 1.1



% NetFlow 554, BE&HHmALBREER B

3% NetFlow i 584, &S MBRPRSER
ik

SR 2% 3 5 (i v 7 2 1.1 1 TH T 5 Cisco TrustSec iRtk 7 £ —il M HIE 1T, BWHE M E
Yoy ] CLIE I 308, IF L [R) A 3 0% Bt xof SR Do) 6% (1) 34 i w0 1 5 el 4 1 o

EE BIIEEE AR Cisco TrustSec fif R 77 % 2.0 B A 9 O H 2 /0 8058 i 45 235 X Bl AT TE 4
I E . A K TrustSec FTHEAIEE, W2 M LLF URL: http://www.cisco.com/go/trustsec

i1 7E Lancope StealthWatch Management Console (SMC) FUEEL & 4y Ak 55 51 % (ISE) 2[Rl iEAT4E
B, EPER G AT LA SMC #5 ] & A PR P A B 5 — Ak I E — IR G HK . 14 TR i
sEYIRE, HAH A4 WARRAATE K255 RER A AR 1P Hbk f 0B # T . A
- 28%4 Lancope SMC 5 Cisco TrustSec fif# iR /7 Z SRR} ISE 522 42 Rl LA 5 R ) 265 J2k ol B 40 At
VE LT e e

& 14 BT

TE GG a Identity and De Table x

T MC
B 'ty demo.local
[ Host Groups
(2 Network Devices
(] YM Servers 2 1
- 3 Maps Start Active Time End Active Time 2 User Hame 43

Y Fiker @

Host 5 MAC Address

Jul 15, 2013 4:17:42 AM Current studentds 172,301,145 00:24:e8:F5:7%:13
{8 days 5 haurs 10 minutes ago) (DelInc.)

Device Type 2
Windows7-arkstation

E1- 13 Tdentity Services
=] 'l‘;", ise.dema.local

Jul 15, 2013 4:17:42 AM Current. T, 172.30.1.143 dhbedaicesse T
(8 days 5 hours 10 minutes ago) (DellIncy

Jul 15, 2013 4:17:42 AM Current student44 172,301,144 00:19:5%:30: 24144
(& days 5 hours 10 minutes ago) (Dell Inc)

4% Lancope SMC 5B R B3R K51 ZEERK

StealthWatch 6.3 ffi F H SR &L %1 (REST) API MJE ] ISE 4% (MNT) ¥ AU S 435 2 . REST
API 83T % 4 31 S 3T S IS UE AT HTTPS & if k1L # .
E SRS EEIET S iE

AR ISE A BRI APL R, DAZI0KZ T A A A MNT 95 45, A LB G &
ISE #2 il [ A FF (1 ISE #B28 e B K I8 E LB &

BIESR

Windows7-Warkstation

SB/ 1 GFIEF ISE EHITHR .
#$% 2 %% Administration > System > Deployment.
ARG H 7R Deployment Nodes UUTT,  He a1 B 2 16 i A3 G B 1715 Ao

I BRMERMEHERSE11 N
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W 35 NetFlow ST 554, RESHAMAPRSER

+$5 3

1E ISE L6 &

S

P

SE 1
B 2
PR3

7t Deployment Nodes U [ f¥] Role(s) #1H, 56k 205 28 1 H AR 15 s A B0 T8 R 2R AL B
AN EARHESE ISE 15, WA 15 FiR. (7F: Standalone f A& MNT M. )

& 15 Deployment Nodes [F#

il
CISCO  Identity Services Engine ise admin LogOut  Feedback

ﬁ Home Monitor v Paolicy v Administration v [wsTask Navigaturvﬂ

ofo Gystemn | &Y Identity Maragement B Metwork Resources |24 Guest Management

Deployment — Licensing  Certficates Logging  Operations  Admin Access  Settings

Deployment Nodes
Deployment i
‘s:: iy i . @‘ B
~= 'S &
B D_‘ -_t 2o ,ﬁ Edit @Reg\ster @\ Syncp E Deregister Shiow | E_S
2 Deployrmer
- [ Hastriame «  MNode Type Petsonas Rolas) Setvices

O ke 15 Adminstratior] Monitoring JPolicy Serice STANDALONE ]

5 P A s ]

BT h T RN 4% 8 By 10 fift v 2 AT R ISE REST API [H8E, @ik &
ISE _| 61l B i) i ik P BASGAIE APT {6 o

BIEPR

% % ISE %I .«
¥ % Administration > System > Admin Access > Administrators.
1%F#% Admin Users. i Add, #RJ5%+F Create an Admin User, WK 16 Hffx.
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% NetFlow 554, BE&HHmALBREER B

& 16 LB E R

aretfe
CISCo Identity Services Engine

f4 Home  Operations »  Polcy »  Administration v

ego Sycteam %1 Identity Management i Metwork Resources fé';, uest Management

Deployrmert Licensing Certificates Logging Maintenance Adrmin ACcess Settings

. Administrators
Admin Access

[

9 b
4]
-

M Delete q‘_'-lDupIicate

fion
=TE :
T T Admin User

b~

:= Authentication

» | Autharizabion

v | Admingirators

i
il

!

¥ &) Admin Users
&) admin
il

v 02 admin Groups
v [ Seftige

-

$® 4 JHE Admin User. Password. User Information. Account Options fl Admin Groups &% (&S

x®18) .

#18 EBHRAFER

BEW RE

Admin User i 5 T X KN A B R P T a4 . BORIK PUIRES IE N
Enabled.

Password B PR

User Information Alik: WS T R P GE R
Account Options Al WSINA B SRR, B

Account used the StealthWatch Management Console to access ISE Session
information for the Cisco Cyber Threat Defense Solution .
Admin Groups o HH P E e X Helpdesk Admin 277,

$®5 i Submit.
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R ISE R BENSE
BIESH

HT 1 B ISE 3R
#$® 2 i Operations > Authentications.
$® 3 Hiff Live Authentications # AN NZT .

15 FR3 o0 44 1) 5T 25 3% iF ISE AP
JE} ISE F1 Lancope SMC Z [H] FI4E A H Cisco ISE Jr SCR¢ 1> APL i :
* Authenticated Sessions List - £ 2 T 24 0 5 3 (1) CHEAT S 3o ik ) = 16 10 513
* Endpoint by IP Address - #% IP HihibAG R EHLH CHEAT S B2 15 (5 S
FEAR AR 2 1, FRHEE S F ) 45 0] W 28 38 1F Admin FEUEFT APT #:1E .

BIESR

ST TN CUER Mozilla Firefox) -
$%® 2 (EHLLT URL WA AurhList API:
https://ise.demo.local/ise/mnt/api/Session/AuthList/null/null

~

AR EHRBIF, ise.demo.local & ISE 75 £ DNS Z 8. 15 HoNE KA R ISE MNT ¥ 14
HIIERf DNS 4 #R e 1P k.

S| 3 EHERMD TR 2 R M IR
$E4 WIEEHER T S HEIESE.
N

AR WORAE ISE POROREEMTE S0 10 D AT SR SR 218, W SR IS IE SR A . WERAR M
APLIR [T 4218, 55 2 ISE Ffil A LA AIE /& 5 A7 VG ) 23 1k -

TS ISE HiE3I2 1N IP fukk, #£LLF URL A Endpoint by IP Address API:
https://ise.demo.local/ise/mnt/api/Session/EndPointlPAddress/<ip-address>

$H|6 (T HIRMEDIR 2 bR RIS 5

$BT1 RIEEHRRINFHEIESTEE R .

B B B MA HAEH

WK SMC AL E AT MR DR ISE B S 0 iE B IIE B AUR ML . 41 7E StealthWatch System
OB P R BE B rE S B, SR B IRV B IR B e i, 0, 2 R BGIE 15 A0 R MU BO3IE 15 3K
Hoz2357E SMC E.
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% NetFlow 554, BE&HHmALBREER B

BRIESR

S EF SMC CEFHD W4 S .

#%® 2 M ETH S Configuration > Certificate Authority Certificates.
$B| 3 niili Choose File, 853 WA M AL LLE K CA IET.

S|4 NUEBIRE N HFR, DAE SMC BCE o KT FR iR .

$HB|5 517 Add Certificate.

[5) Lancope SMC ;A3 B #&l ISE.

UL fE B, IR UER YR ISE i AF AR5 3 10 S e 2 i, JF HOAT i A s s A i A S S
BRI P A AE R RX 1.

BIESR

HW1 T3 SMC Z /7 im R
$® 2 RHERE, #8554 d Configuration > Add Cisco ISE ...
$HT 3 HIAISE FEMAH, WK 17 1R,

& 17 IR AR ISE

¥ Add Cisco ISE x|

Parne |ise.demu:u.|u:ucal|

Cisco ISE Deployment: Modes

Marme a1 IP Address 2|

add | | |

BRMERMEHERSE11 N



W35 NetFlow 347554 RESHFAFRSER
$®| 4 i Add, FH%i A\ Name. IP Address. User Name 1 Password, #riU BB &40 IR %5 51 % 7E R

BIX, 2GS OK. (GEZ K 18, )

& 18 B R ISE BrE 7%

¥ Add Cisco ISE Deployment Node E m

Mame ﬁ
Marne: |ise-Ell .dema.local
GO 1 address:  [10.10.30.11
. User Mame: |SMC_.ﬁ.dmin v
Password: ettt
ISE Time Zone:  f* Same as 3MC (Ekc/UTC)
™ Different From SMC
Select time zone: | J
|
Help Cancel |
H Cancel

S|S  EHAZE A ISEMNT G LSEBUTAR, 3R AW R EE B P I%,
SE6 A S ARSI S RS,
J&JT 1dentity Services 3R SR S5 48 B 40 ik 55 51 B B bR L LR B ERE, Wil 19 iR,
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i
|

A19  RBEEGRE

L Enterprise
- SHC

. QSMC

..a Host Grnups

L Metwiork Devices

-] WM Servers

: E,; Maps

[ FlowCollectors

-4 Identity Services

= lﬁ? ise, u:Ierru:u local
e-01.demo, local

----- u& External vices

-
G
-

ise-01.demo.local
Cisco ISE (Standalone)
10.10,30.11

Active

Communications Status
Last communicated at Jul 23, 2013 2:26:10 AM

BB LRSS0 RS T E KR, 855 E Hosts > Identity and Device Table. X447 JF Identity and
Device Table, #1120 H 7R . BeiE CHEAT & r IAERI I 4 AE R R A7 AE

& 20 BHAREF

L Enterprise . entity and Device Table x

& 5\”5 SMC

a- 1 demolocal
[} lP!BHost Groups

[ L_, hetwork Devices
[ ] M Servers
£
£
=

{ Filcer

- [1’3 Maps Start Active Time T End Active Time S
a8 uj FlowCollectors Jul 15, 2013 4:17:42 &AM Current 172,301,145
-} 1} Identlty Services (8 days 5 hours 10 minukes aga)
= ]g, ise.demo, local
- @ Current student43 172.30.1.143
- (g External Devices Hosts M1 dentity and Device Table a00)
Configuration ]
Jul 15, 2013 4:17:42 AM Current student44 172,301,144
(8 days 5 hours 10 minutes ago)
Refresh Tree Jul 15, 2013 4:17:42 AM Current student41 172.30.1.141
(& days 5 hours 10 minutes aga)

T

AR R BB AR 11 . MBS L e, T ORI
SAE [ 28 ST AETE , IF ELUE AT 5 R B R AT PR ST 558 KB R o 4
Wi 5 T B R DL T AR A AR Ve 56 75 40 T 2 5 69
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| Mi®A: &F

iR A: &%

REM KRS

NetFlow

B3RS 5%

{Cisco TrustSec fifE itk /7 & 2.0 Wit MIsLiEferg ) —
http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/TrustSec 2.0/trustsec_2.0_dig.pdf

(Lancope NetFlow 77 % 1T 5 28 ) —
http://www.lancope.com/resource-center/netflow-bandwidth-calculator-stealthwatch-calculator/

{NetFlow MR/ T —
http://www.cisco.com/en/US/solutions/collateral/ns341/ns524/ns562/ns583/net_implementation_

white_paper0900aecd80308a66.pdf

(Cisco Catalyst 3K-X 25 A58 : 7515 173 F2 7 3 B Flexible NetFlow) —
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps10745/white_paper_c11-691508 _
ps10744_Products_White_Paper.html

(Cisco Catalyst 4500 R 5| #MLAAFALEFE R, Cisco I0S-XE # A A

3.1.0 SG: FCE Flexible NetFlow) —
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/01xo/configuration/guide/fnf.html

(Cisco Catalyst 6500 Z 1 B 5| % SUP2T: NetFlow ¥R DjfE) —
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-652021.html

(NetFlow FC BRI, AL 10S BAFRA 15.2 M&T) —
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book.ht

ml

(Hic B M2k 2 H 03 H & (NSEL)) —

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/monitor_nsel.html

(i&EFHF NetFlow W 3310 MR ASA 5500 R AR, A< 8.4, 8.5 1 8.6) -
http://www.cisco.com/en/US/docs/security/asa/asa84/system/netflow/netflow.html

CERL Sy IR 25 51 % API ZH 48R, WA 1.0.4) —
http://www.cisco.com/en/US/docs/security/ise/1.0/api_ref_guide/ise10_api_ref guide.html
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http://www.cisco.com/en/US/solutions/collateral/ns341/ns524/ns562/ns583/net_implementation_white_paper0900aecd80308a66.pdf
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps10745/white_paper_c11-691508_ps10744_Products_White_Paper.html
http://www.cisco.com/en/US/docs/switches/lan/catalyst4500/12.2/01xo/configuration/guide/fnf.html
http://www.cisco.com/en/US/prod/collateral/switches/ps5718/ps708/white_paper_c11-652021.html
http://www.cisco.com/en/US/partner/docs/ios-xml/ios/fnetflow/configuration/15-mt/fnf-15-mt-book.html
http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/monitor_nsel.html
http://www.cisco.com/en/US/docs/security/asa/asa84/system/netflow/netflow.html
http://www.cisco.com/en/US/docs/security/ise/1.0/api_ref_guide/ise10_api_ref_guide.html

£FEMNRELHH B

X T RBIEEE TR

CVD RIS Bt MHAANL R RGP R TT R R, BER GRS, 5
PERIRT TR . AR VEAE S, TE V5 http://www.cisco.com/go/designzone

ARFWR AR Bk Rk FEMEW (GO <t Bt <J5re et wRe e E
RAEE. BRSNS AR RIE, B8 (EHART) &M, E65EH@MIE R
E, BRIAAZ 5 ST 2y A5 i AL R RAIE e ARATIS 00T, ORI alCH At N7 g S5 AN oA Ao a2 1
Frokde . Ja RVEB AT R F AR THE, B (EART D BRAE I BOR A8 IZ L i v 5 B A
T35 2% AR 25 R B R, B SE AR L R R 0 KA AR SR T ge k. XA
ek, MAFATIEA . P X B A DA e AT . XS BT R AN BB R S LA R
A ARAK AR BRI W Al T . P B SR AR S i 2 B R WA AT A B AR B o B
AR — L8 K 35 0] e 2045 R AT P AN A

SRR ) TCP #3k R 45 2 I K 5448 . 36 43 12 (UCB) FFR I — MEF I hi, =2 UCB (1)
UNIX #:/E RGEALIBIRAR —H 55 WRATA. © 1981, MAFEB M KFHESE. BRAUER
Bbr 2 AL R G0 =) F/BH B & A F] AR 5 [ A AR [ 54 X ) fibs . W& BRI SR,
i 1] http://www.cisco.com/go/trademarks . ASCHE MM = FtrHEL LB AEE. TH <&
PEAKAE? — i FEANIE 7R BARFIE ] AR A FIAFE A IR R £ o (1005R) A SRS A A5 FH FRAE AT EL I IR
W (IP) Hu Bk HL 1 555 H AN ARR L Fr bk A S 5 05 . A SO B4 BT A 2 SR
Hhy X 30 S R A A T 3508 B o 72 B 28 A8 IS AT S B TP b ik B8 1% 5 A 4l
JERER, WAHERR, 4EhE.

I BRMERMEHERSE11 N


http://www.cisco.com/go/designzone
http://www.cisco.com/go/trademarks

	目录
	思科网络威胁防御解决方案 1.1
	简介
	产品和版本

	解决方案概述
	架构
	NetFlow 简介
	选择监控位置
	确定每秒的流量

	部署 Lancope StealthWatch System
	设计注意事项
	添加 StealthWatch FlowSensor（可选）
	选择 StealthWatch FlowCollector
	选择 StealthWatch Management Console
	选择 StealthWatch FlowReplicator（可选）

	部署 Lancope StealthWatch System
	安装每台设备
	配置防火墙
	在每台设备上运行系统配置
	登录每台设备的网络界面
	配置主机名和 DNS 设置
	配置时间设置
	配置管理员密码
	配置证书颁发机构证书
	配置设备身份证书
	（可选）配置管理系统
	重新启动设备

	初始化 Lancope StealthWatch System
	运行 SMC 客户端软件
	配置域
	添加 StealthWatch FlowCollector


	在思科设备上配置 Flexible NetFlow
	Flexible NetFlow 配置概述
	配置流记录
	配置流导出器
	创建流监控器
	将流监控器应用于接口

	Cisco Catalyst 3560-X 和 3750-X 系列
	设计注意事项
	启用服务模块
	Flexible NetFlow 配置

	Cisco Catalyst 4500 系列 Supervisor Engine 7-E/7-LE
	设计注意事项
	Flexible NetFlow 配置

	Cisco Catalyst 6500 系列管理引擎 SUP2T
	设计注意事项
	Flexible NetFlow 配置

	第二代思科集成多业务路由器
	设计注意事项
	Flexible NetFlow 配置

	思科 ASR 1000 系列
	设计注意事项
	配置 NetFlow 导出

	Cisco NetFlow Generation 设备
	设计注意事项
	Flexible NetFlow 配置

	思科 ASA 5500 系列自适应安全设备
	关于 NetFlow 安全事件日志记录
	配置 NSEL

	Flexible NetFlow 导出验证
	在基于思科 IOS 软件的设备上验证 NetFlow 导出
	在思科 ASA 设备上验证 NetFlow 导出
	验证 NetFlow 记录是否由 FlowCollector 接收


	将 NetFlow 分析与身份、设备分析和用户服务集成
	概述
	将 Lancope SMC 与思科身份服务引擎集成
	验证身份服务引擎监控节点部署
	在 ISE 上创建管理员用户以监控访问
	确保 ISE 中有活动会话
	使用网络浏览器验证 ISE API
	配置证书颁发机构证书
	向 Lancope SMC 注册思科 ISE。


	总结
	附录 A：参考
	安全网络服务
	NetFlow
	身份服务引擎

	关于思科验证设计计划


