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BT LSS BRI UE AR RO TR T M M S e, AN 2 AbAE THLES AR BN/ AT 30 SR ISE Joikf%
JERER RS 30 (2 DNS #2518 ST S IR, ERAT SR IEZ AT, 1288 U He sl UL NetBIOS 4 AT4IK) SAM #%
o

EFiEH B H 418 1E R Active Directory iE B4 %

JOFELISE SZHr A f# H EAP-TLS B I 7 ik 26 S S IE R ZAIE 10 . Active Directory 1 P B8R % & id s B 46 3B
PR E PR E B E T D & — A2 ANMET . R ISE # 0L JE AR IRl userCertificate, 1 HA L1 b it)E
PERC EATT HARA TR . SR} ISE SRR ME KA THAT 2 Hl L.

UEP S B UEIC B SCPE e i RS 72 BE (411 Subject Alternative Name (SAN) B¢, Common Name 7 B¢) $RHUH F' 44 LATE
Active Directory &R H TR RUE I e RHISERRENET G, SR ILUE 5% ) bl Bk T b fl bR . 8k
FIZANETR, JERHSE SN LR P AT L LA e AHVC B AE 15 SR BIVCAECHE T )5, W P 8k 45 S 30 ik it

WNIRIER B0 30 IE B E S

TR b I G EUE S AR NE SO, A R AR A ] AT S 3 JRE Wl - A% i = 2 4% (EAP-TLS) K THEF 9 B i I ik Jr ik,
2 QU UEAS S Oy SR UE I B SO o JORHISE AR IR A% S8 1 ] ™ 44 55 S 0 ikt AT SO0 0AE, T M g 2 WAL A
P 5 IR 55 2 P IR REAT LU, ARISEHT P () 5 43

FriEZ |l
T LI e P DA AR S P O

L1 HKIKIEF Administration > Identity Management > External Identity Sources > Certificate Authentication Profile
> Add.

W2 RS IR B SN A4 FR A AT UG

PR3 N NSRS O
FEAAUE A0 & AT LA S o A SR A BN AT —HERILLER, S Ak £ S0 . A R AKILFE Active
Directory 1E A B 3U8, Al FH 2 i FH A4 B LA BAE & AR Fr O #aTH Fa e .

B4 )\ Certificate Attribute ¢ Any Subject or Alternative Name Attributes in the Certificate ZE£ H &1y, L5 4y
BH T HER LA,
I G #E%E$¢ Any Subject or Alternative Name Attributes in the Certificate, Active Directory UPN ¥ 4 H &A1
P AR P 4, UET T AR AR T 22 B R P . A IE$E Active Directory 14 & 435
EETA AT .

WIS WA R e 1S B0 P R R B EAT UL AL, 156 $F Match Client Certificate Against Certificate In
Identity Store. Jltt, #WIEPEL I (LDAP 5% Active Directory) o WIRKEIERE Active Directory, 1] LA
MR A At R 3 A AN WA 50 T DL BCUE 45

* Never - WLIETMAFAT 308 L5 o
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* Only to resolve identity ambiguity - IS AE I8 ) 5 43 A G DL, A K% ik 5 Active Directory Y
PP FOE P HEAT bR beEe . N, REERILFTF T Active Directory Ik SE A (& 0y B ARICHE, wt)E

TEH B AUIED
* Always perform binary comparison - MIEIAH £ 2 ik 4 5 543 - (Active Directory B¢ LDAP) Hrik /
FRIUEF AT EE AL o

PER6 iy Submit DLZSINE S 5 3 B ik e B S sl PR A7 B

IERUER R &S MIIEFNIR &I B RERE

FriEZ |l
T Zicks S8R ISE I ZI Active Directory 5.

L1 HKIKIEF Administration > Identity Management > External Identity Sources > Active Directory.
B2 A Advanced Settings £ .
1B
w

SIE3 MRPETEEL, 1B Password Change. Machine Authentication Fl Machine Access Restrictions (MAR) % & .
B DL T 8 X ek 01

T4 IR EAEAE ] Kerberos T4 XA G473 564E, 15%EH Use Kerberos for Plain Text Authentications & i%EHE. 2R
I BT ) MS-RPC. ISE 1.2 H1di FH i) & Kerberos.

%t %+ Active Directory 25| BY3% 4
PLUR A28 8B} ISE M4 Active Directory X I P 8T S ALEZABLFIHLH] o

FA F 21 % B& &Y Active Directory /B 1£F12H48 %

JERL ISE M Active Directory #7281/ BBt 46 J8 VA2 LI T BERCR MBI o I a4 v - J8 R} ISE $2m% 5F Ly 7 1]
P RGO . SR ISE AE B Ik R SRz I A% Active Directory J& T, 80T LUK 55 B S TE R HY
BRI RIRIE

JOREISE WT LU A1 5 473 v (R 2R S HL P sl SR BORCRR s o, Re P g B i N4 3§ TE T Active Directory
TR LU 28 5% £ 3 B A«

© ISR A AT ST LU MATEAL: A sk AL B2 P st S B A, s e G 4.
 ANSCREAE D st SEH LRI MK P SO R A S 2
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A\

AR AT LU Active Directory J& 7 (msRadiusFramedIPAddress) e/ 4 TP Hudil. wlKqit IP Mkl

RAL A B E S I 48 B2 NS5 %% (NAS). msRADIUSFramedIPAddress J&PEX 3 £f IPv4

Hohk. EIATH P B UERS, AP 3RIXF msRadiusFramedIPAddress J& I EC1G #4545 4 TP Mkt

Mo
RGN R R E B IEA . XL @ Al T30k OnZ2 | ek #mA s, REEsEe) « Bk
Y FE N FAUE OB PEERAL,  H AT LUK 3 560 Sems Al VO o 24 04878 5 0 B0 S A 4 Y BRI, ] DA el —AN I N st
H AT S e, ARSI ) — A BA F P ik P S5 AT R A I I N s 2 s PR /A o 4 mT DU FH B 3 56 Bl R Aff O
—ANE R AR AN I SR B BRI R ER A AT S

)

% 524 Microsoft X} 1] ] Active Directory 41 1) 5 KB FR i -
http://technet.microsoft.com/en-us/library/active-directory-maximum-limits-scalability(v=WS.10).aspx

WURFN SRR TR/ (B /. ' @< \v #. 8y % A & *. () 3 ~) [ Active Directory ZH 44 FR, AL
PN

¥ #5 Boolean [E 4%
JOFR}FISE SZFF M Active Directory il LDAP & 43 £+ 4622 Boolean Ji&

FERCE Active Directory 8¢ LDAP ] H %)@ MR, #a] LABL'E Boolean JE1:. — HA#HH] Active Directory 8¢ LDAP #4751
IOAUE, B AR E XL fm

Boolean J& 1 ] FH 1~ 1o & S u& 0 251
A] M Active Directory 5, LDAP 45 s HUHUAE g 74 5 2574 [1) Boolean & M. JEFH ISEXEFLLT Boolean J& ME1E

Boolean [ 14 TIEHE
H t. T. true. TRUE. True. 1
i f. F. false. FALSE. False. 0

)

% Boolean ETEA X FE B

W IEK Boolean J& 1 (41 msTSAllowLogon) FtE A 7475, ] Active Directory B¢ LDAP JIk 55 #% i & 14 1)
Boolean {E /& 4 [ F} ISE Hp 77 2 B B 1. ] LR R M8 5T 50 Boolean B 1% J& 4 4 Boolean AT F-2))
e

RBCRIEF R 1%
2 BT 126 PR 5 SUBPE 5 . 46/ Active Directory I £ #H 60 5 FE AL (9 610 7 .
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FH BT 15 R

EEESIIN AD-User-Join-Point PR PEFRRAN I TP S
B .

ZEESIIN AD-Host-Join-Point PR PSRRI N m WL 54
B0 .

EELSIIN AD-User-DNS-Domain B TR 72N DNS B2 e 44 1 H
P SR E .

EEESIIN AD-Host-DNS-Domain BEJE P FiR AWM DNS FR 72 44 FH F#L
a5 S IHIE

W 2% A\ MachineAuthenticationldentityStore JE M AN S0 T-HL2E 5 4
B0 .

2B N WasMachineAuthenticated DR PR 50 IR BLA T 1
GrY6ALE .

iD= ExternalGroups g YRR 2~ BT @ ) Active
Directory 4.

A IdentityAccessRestricted SR A P L
I, RIEANSZ T U AR

Y IPA=) <ATTR % F5> BJE PSR 78 H P IR Active Directory J&

PE.

SMES

SOy S e FhoE o) BURE ISE s ife, AL HAEA%8 /M Active Directory 2482 B AL L f73 o 4n] LLEI AU LA
K B 0 E5CA B B R AR SR 5/ i % s T P 1) At BRI b i R A A

SHr F S NN ] T-4%34: 2 Active Directory 2 Fif Wge /7 i MO I T A 8 1R . Sy IR UE AN B A W AR A T 44

NS . R ISE B ICH & bric, fERILE—ANUCHCIN,, JERL ISE 458 1AL HE S TR 45 'S S P47
RGN, UUTRES [ FEERTA WA (B [IDENTITY]) 2486, EiEbm At ks, HEaiins

R ZAL B UL AR 8 o WA 745 BB A A R0 FR) DAk g A0 5 g S 2 VP AT R [ 8 A4 R
PR & S S I —Leom i, B N B4 & ACME\jdoe:
« IR 543 5 ACME\[IDENTITY] UL, WS % [IDENTITY].

gE LS jdoe. BEFLIUE

Bt ISE Wi 41 1/ 4 1) ACME Rifg .

* IR G4y 5 ACME\IDENTITY] ULd, WS % [IDENTITY]@ACME.com.

= Sy

TAT
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Zi 3L jdoe@ACME.com. BEREMIAE 73 AL ISE Kk sUM AT ER B 00 Jr 2838 %, B NetBIOS % 3UBE 4l UPN 4%
e

R S5 ACME\[IDENTITY] ULid, WES % ACME2\[IDENTITY].

4 ¢ ACME2\jdoe. JLHIMAE < BURE ISE H5 HATRR & i 10 1 44 S8 SO AT & TSR
* MR G435 [ACME]\jdoe.USA VLI, NS A [IDENTITY]@[ACME].com.

42 jdoe\ACME.com. VEHLIHE 7 BURE ISE Mlst 55 10 RO 800 (AEAS B vh 2 R 5K D), 48 A TE A 1) 400K
W 545 E=[IDENTITY] /i, NFEE % [IDENTITY].

ZEE jdoe. TR GK BUFEH, FBAEMA b, 111 H. Active Directory it & 3% #E 482,  n] LA 2 i/~ )
U)o SRR R MR ISE MR “E=" .

W 5 3 55 E=[EMAIL],[DN] ILfZ, W% [DN].
BEFU 22K 1545 H 2 M E=jdoe@acme.com, CN=jdoe, DC=acme, DC=com ¥4 4% 4 4l DN, CN=jdoe, DC=acme, DC=com.
WG EC A UE P EH %, H Active Directory Bt & 4% DN 82 H 7, W nl LA G o= B RN . kB FE 7~ ERHSE
s BT 48 5 2E B DN

PAR 2 9 5 5 473 5 R ) 85 LA 3R

* MR G435 [DOMAINNIDENTITY] ULEd, NEE Sy [IDENTITY]@DOMAIN.com.
4542 jJdoe@DOMAIN.com. MR IUIZE R 1) o5 3 e A3 7 455 [] 542K 1) [DOMAIN],

* WA 54> 5 DOMAIN\[IDENTITY] ULfic, WS4 [IDENTITY]@[DOMAIN].com.
[FIFE, 45572 jdoe@DOMAIN.com. SRR U] () 1Ak o v I 0 455 [ #5422k 1) [DOMAIN].

G0y TS UG 2 N FHAE Active Directory I s (g Serb e RIS i T S O S0 UE SR M e 8 7 Ya [, SESHUNHEH T5
A~ Active Directory I fo WIHAE I (F) /& EAP-TLS, X655 H A E - T-HCEUEBH S0 o

BERSMES
)

ER WRCEARS R RIER . AT DARAT BEAE S5 AR DR A B D C I AN Y B 343D 3 B B 4
UERI

FIaZ Al
T ik S8R ISE A2 Active Directory 15
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L1 HKIKESE Administration > Identity Management > External Identity Sources > Active Directory.

2 i Advanced Settings £,

$IR3  1f Identity Rewrite 7}, EPEEEZENHESHMNERE S 4.

FRA WAL MES SR Gn] DUIMER SR BRI AR ZERAM AR o SR} ISE 2 Ab BRI, JF 2%
N 53 K P A2 AHUCEC I 26— AN 4o B8mT DU I ULAC AR O 455 A S SO s H P Ao =46
fmEIas A AR TCATATROIEHES, WS A4 AR ERFF AR . #AT DL Aiid Launch Test #2481 700 #5 4b

SRR E

FoLb SRR AR I, AT EURSE . Bilt, fE4 ACME\jdoe IXFf (1) NetBIOS B, “ACME” JEilbric ik,
[A] FELE L jdoe@acme.com IXAE) UPN &3,  “acme.com” fEIkbRIC)E4E. ATZE N % 54121+ Active Directory )
NetBIOS (NTLM) ZFRVLHD, 455458 N 1% 5 41 40 Active Directory 45 /) DNS 44 FREG# 2 UPN 23 UCHE. 914,
jdoe@gmail.com =W A E A Hbrid, FH gmail.com AN J& Active Directory 2] DNS 4 5.

HOr AT BB VR I B EOR AR 2 PR RE R, LAAF S8 Active Directory ffi . fm] LM HIX 2L B R
WA AR T AR BN S S AERRHISEANAIITE ] SIS0, W] LUK B A AE T 5 S0 uE Sk
BRI BUAEAE NP R B T, RFISE 5K S5 A8 DA W0 3 LU DR AN AEASOH B o IR T RERG ZEALICI ), RLAK
W T e . R I AEIR . AR5

&% 72 B 4 fR 17 2] @

SR ZUEEAE G Oy AR R, A S AR E P R BN (BT, WP bR i k) o B, A7 H UPN il NetBIOS
AR, FHULTH FQDN SPN A FK. X EEAE IS B B AT R IS 00 P U E S, #iln, £ Active Directory K/ VLHLf%
NH P 4 i, jdoe m VEHL jdoe@emea.acme.com fl jdoe@amer.acme.com. 7ER-S8IEILT, A 584 R 52 44 FR 2 i vk 1)
WME— 7k AEHARIEALN, CRUEH A A E e, R, R M Sy, WIE DS, i L] BAY b
SR SE )

BE SRR E
\

R SRR AES R ATE . T BLPRAT AR 55 R R A R ) (BTN B B B R 38 R 4 56
R

FIaZ 7l
T2k MR ISE A F Active Directory 15
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K IKIEFE Administration > Identity Management > External Identity Sources > Active Directory.
#iidi Advanced Settings %1 .
7t Identity Resolution i 7> T, X FH ' & 8- AL TR S il b e UL N s . b & nT g2 gt 1 4 R
SHO BOAIE 1) iy 5 o
FMNRCEEH TERAWICHR Sy XML, T RLERELL AT Tl
* Reject the request - ML 1E UK 3 B AT IEAR LA (B0 SAM 285 1 S SHE R WA 24
NI, R ISE 2R T A I AR H sk h A4k Sy GXATREA R 4D, WIIEIEER A H . 1t
TR T I FH AT A SR A R
* Only search in the “Authentication Domains” from the joined forest - M3 5 -UZE NN 55 T 2R AR R I3 (3X
SEIAE S I UF G o i FR ) TR S . X T SAM KT AR, IXEERGEDT, JFH S5 EFRISE 1.2 1
AT A AEIE
*Search in all the “Authentication Domains” sections - ML 7E FT A 52 (5 AL ARAR T T A 5 03 S iF S P # %
G0y X A] eSS MY N AE B I P fg o

L8 4 DI B SR TS o ML SR . 01 R S A S S Y A, 5 S, (i
JEEE “AHIAER” SRR “ITEAH D

W R ERHSE vk S eI BT A 4 H 3 (GO 1lAE, WMF 2 —/ANE, DUSTA(E “ Authentication Domains”
iR E M E . XS OL T, T LERE DL AR

* Proceed with available domains - 21 75T — ] F A3 R 4R B DCAC T, PEGE T00Rs 4% SR AT 5 4 360 .

* Drop the request- 41 5% 5 43 i A7 20 3 L6 T5 VL Vs il 5l nT F IR, M J00RE N 5 0 3 e 3K

AN IpES
AT —2 5 R ISE ) Active Directory it & it FEAH < LA 7 &

i Ml iz Ty

m=

Ak abe.com SEWIWEL A I ML xyz.como 154 abe.com I EEDL, BAEHS— M S I uESERE & i, 1k abc.com Fl
xyz.com [’ ] # e U7 el AH [F] (1) 47 21 2%

TEMRE
ELC & abe.com [f)5— Active Directory JIA fi. WS INEAMAASZ (5T Active Directory JEfili 13 it :

1 3E G A X LA I Initial_Scope.
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2y xyz.com W ITHT AN 5o

[ 1: 7£ Initial_Scope FEI1ERIMN &

Externsl Identity Sources At Deeciory Soop » Tadbisl_Sooges

S & AD Scope

lm &

B Comboabe Authentoatnn Frolie [ mScepe ]
= [ Actve Deeciory Doatepten

v L lekal Seape

ok S Edk wwhdd 5 W Revove ) Tak e = a1 <1152

e AL ] o Poink Mame = Actoe Drechory Domain
¥ E:;sw M sbecom WPET CEBCOLOM

= M xyzcom Lk CALD Lo

v A el

o o QETTE

3 FE B BOIF S L PR Initial_Scope 14 FTAT B RAIE I 45 5

E 2. EFEH SRS P L REY Initial_Scope

' compuseldond | a0 | logn | Feedbeek [0
< Home Operations|v  Poliey| v Administration | v

& Authentication | [e, Authorization |4 Profing [T Posture [og ClientProvisioning [ Security Group Acciss ot Policy Bleménts

Authentication Policy

Defina the Authentication Policy by selicting the protocols that ISE should s 1o commuicate with the network devions, and the Bansity sources that it shauld e for utheniication.
Policy Type () Simple (=) Ruie-Bated

iﬁﬁ Defouk Rule (If o match)  : Aiow Protocols  Defaut Network Access anduse: mitlal_Scope it v

WL HRAT PR, WOIE T —/NERE, % ENS R ISE WE A 7EAE— A ¥ Active Directory HHEZH o JEHE SLVF
W28 M5 24> Active Directory JEAfS AT S U0 AE,  RIEE A58 2 W T FER A/ B HAME AT

ZiER

b7/}

ST ZM %, BAE LEZANE ) INCE : CompanyA. CompanyB Fll CompanyC. XFFREANE T, EAIPATUL T
A

o 58 ST 2% 25 1
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o € By i n] AR H T A R
o it B JF I AT, Active Directory I £ o
S8 XSOy I U RIAZ ARG, DAL K X L6 5 4541 1K) Active Directory 5 431 & 1] 5] 5 £ iX %% Active Directory JIA f.

TENERE
Pt IR s i A g s
1 KR4 354541 (NDG) 287452 Sl CompanyA. CompanyB. CompanyC, - 4EENAFIRI— AW 4% % o

B3 EXBMARAMMBILEE

=ls System S Identity Management

7> Home Operations| ¥ Policyl ¥  Administration | ¥

R

@ Identity Mapping | [l Network Resources | |2 Web Portal Management  |c, Feed St

Metwork Devices Network mw External RADIUS Servers RADIUS Server Sequences SGA AAA Servers MAC Managers

Network Device Groups Network Device Groups
L~ 2]
Qv B &, "Edit JbAdd  [fyDuplicate | 3¢ Delete
* [ Groups [ Name - Type
&% Al Device Types ] companys Company
&% Al Locations [0 compam® Compary
+ o2& Company O compamC Compary

2 8 SCEEASA RIS o AEREAS A ] BEHE  E LZ A Active Directory JILA A
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WERPTA RO ZAEAE R, WARHE RIS 2, ARGIP A ZIAZEERE, HIEHEZ A IA .

E 4. EXBMARREEMMAS

sl System i Identty Management [ Hetwork Resources £ Device Portal Management [y piGrid Services | Feed Service
Idantities Groups Identity Source Sequences Settings
External Identity Sources Active Directory Scopes
e e
GEr . :a. E‘W ¥ Deletz pmd.m ﬁmmd_mh » Exit Scope Mode
* [ Certifcate Authentication Profie e tiige | Deear
v E= Acive Diwciory = Companyh New Company
» il companya ™ CompanyE Compary B
» 5 CompanyB ™ CompanyC Company C
* [ CompanyC {~  Inial_Scope
< addd
“4 shanghaixyz.com
“& Tekyo.abc.com
» [ inial Scope
3 a LODAR

* [ RADIUS Token
* 0 RSA SecurlD

3 EERESE, KA M NDG 55 Active Directory i [ E /£, LU A FHAT S ¥iiE. S FEN A H O
S, DASEAE 2N ) OISO 4L b E SRR

5. BLERMEE

| |4 PoloySets | [4) Profiing (O] Posture [, Chent Prenitioning [ Security Group Acoss  JL Policy Bements

Tmmnm 21 * ¢t defied vy o8 - 2
Status  Mame Description Gondgitions
S0 R4 X B compmma How Comparny DEVICE:Comparry EQUALS Company #Comprn 8 Compaenh
| ARtofalwurpolces
[ Global Exceptions
Bufes 0roas entine depionment Defpul Dttt Pollicy Set
! B Companya,
Pt oy
[ B Companys
Company B
B pefault
Defat Poly Sct

Sove Order | | Bleset Grder

B compans Company B DEVICE-Company EQUALS Company # Complry# Compinyi
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BEHEFR TR

JARFISE 24t T 2R T HH T-X) Active Directory 4515231 T2 W AT HERS -

i1t Active Directory [] &

2 b T B2 — e RN ISE 1 mi Fis T iikgs . 48R ISE i Active Directory I, 0 ELAIAT % T H [ gl F1
1ZWr Active Directory #i2, AT —RFIMMIGE, KT 681 55 D) R B B bR 1) 1n) 7T

SR ISE TeiE A B4 Active Directory SEAT S A 40k 1 S AT 22 Ao 1M T HAT B T R 1R ARG BoRs JERE ISE JE#23
Active Directory [l % 46T o X THABI RN S, By KEEHCE . WNBIERE . T B 030U R 8l T H UL Ak
TRH B TR, I3 B R A o SR e v R A J2 1 )

LB KIRKIEFS Administration > Identity Management > External Identity Sources > Active Directory.
P$®2  piidi Advanced Tools F$7%13, ¢ Diagnostic Tools.
PRI PR ISE WY Ris T e .

W RANERE SR ISE A5 1, WIAE AT 15 51 Bis AT

LIBA  EPFEFEN Active Directory JIIA £ o
WRAEFE Active Directory MIA S, WILEFTA I f EIz AT 01K

S5 i Run All Tests on Node JF4511R .
L6 niili View Test Details 71 F H AT 5 B AR NMOR S N FE01E B .
FRAVFEEREATR M A5 b IEAEE AT IR & R R MR 4R

Active Directory Z4g F13Rk &
R} ISE R4 2 PR, %) Active Directory A< st 4T I #2 R0 M HERR o

R
Active Directory $ i FIH 5 23 fis & AT 4841 «
o U ) A4 PR IR 45 2 AN T ]
* MBI A ]
* SO I A AT
* Active Directory MR
* AD HAESR W ATE T A 3)
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* AD: ISE Ik /" 8 8t 5 5 2
*AD: HEHL TGT il %

e
SEAT DL LU PRI R 15 I 72 Active Directory #5235 3] :

* RADIUS Authentications Report - It 15 it 7~k Active Directory G 43 5 UE R A ELN D B . 8 0] DAAE DL N A B R 31 ik
#45: Operations > Reports > Auth Services Status > RADIUS Authentications.

* AD Connector Operations Report - AD IEFA AR A fe it AD &8 PTG G #AEM H &, a1 R} ISE k%5 4%
S FHT . Kerberos ZEUFFBE. DNS #rifj. DC & ¥, LDAP Fl RPC EEH . W8 5] Active Directory KM, 45
A LA AR (PR B LA E nTRe ) R R . ST LAE LR A B R B 2. Operations > Reports > Auth Services

Status > AD Connector Operations.

ERTRABHEHEIR

— AT REAEAE R AT IR A AR 2 A By FEZ IMAEOL T SR BE R AE IR AR ) A, A2 AE Active Directory 3847 JL
FAMK D T AR A0 AR SAM AR 2 I AR P R AT RENE . L 2B ARA NetBIOS Fir S8 AN M
— . UPN BEIEW TAE, {H&H UPN JRER MR I LA BLHORE ™ AR B 3 5%

AT LU T Operations YE35( (1) Authentications TUAHH L F IR PE. A1 LA FUBINI S DR o, K06 P o) 165 T 1
TV 52 B A P 19516«

* AD-Candidate-Identities - =4 & R BUBH] 5 43I, SJmPE2s Won gk BIR0 5 0y &R TR E S 00 B0 (14 i A

* AD-Resolved-Identities - Q1A H 3 5 3 H 5 0306 SOy S0 Uk HUASHZH RIUAS i 1t 2 SR IERAE AT HT )2 A FH 4R 211 £
MR E . RGO, XA R A.

* AD-Resolved-Providers - I J& 1 42 (4 21 1K) £ 43 PT7E 1) Active Directory I ko

& 15 5 89 Active Directory I

A LU H] Active Directory Ulifii I[f] Node View 441 £ 5 455 AR} ISE 5 sifF T 47 Active Directory I s s 47 R} ISE
A I IR

g2

$IB1 % Administration > Identity Management > External Identity Source > Active Directory.
P$I2  fiidi Node View.
FI3 M ISE Node FHrFR P LTI AL,
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FHEHLN KB Active Directory FPRZS . WAHIE A 2 A I sURIZ AN R ISE 19 45, IR T fe i 2L 5y
BT RE B

M N 5 Name $54% LA 22 1% Active Directory I ST, 4R J5 AT FoAdu s o 4

miii Diagnostic Summary #5#% LA 42 Diagnostic Tools UUIfI, A ¥R4RF & i) il . 1287 T B Wos AN SN0
A REcHizWigs 4.

/2 Active Directory it H &

BOIAEOL T, A2sid 5k Active Directory Pl H i o W5 200 7E R IR0 35 h 7K A1 SR IR 2511 € ¥y JEVRE ISE 45 A L3 FH e 1ot
J3 H Active Directory & H & w43 52 m ISE (11 fE

g2

S
TIE2
SIE3

L4

KX % FF Administration > System > Logging > Debug Log Configuration.
T AT BRI Active Directory IR {E B VR ISE SElg IRk 25 19 s 5% () B el JF mich Edits
riihi Active Directory HLIE$% 4, I At Edit.

M Active Directory 5% [ N H75 % 11 14¥ DEBUG. IXH AU, B verbose M. ZIRAFEH A&, Hik
# TRACE.

#iidi Saves

3K HY Active Directory H 75 3CHESRFITHFEHERR
I E Active Directory P H &, XHETT BEE 210 in] BU3EAT SO HEBR o

FHia 2 Hl

WA I Active Directory Wik H & id 3% .

LA
$IE2
$IE3

P4

28

k3% £ Operations > Troubleshoot > Download Logs.
AN H RIS Active Directory 138 H & SO0 .

#iili Debug Logs £ F .

o) AN TR 5] ad_agent.log SCHF. AEHZIIFH FHIZICME



Active Directory 5 25 A%

SRR DIRESE I R E R, TR RSO N IR B M IRSCR A, DR AR RSP S A, RSB EAE
MTIERE R, HNAERS MM,

AD E1EE N ERRE
PUR I8 AD 88 R AR Bk .

WA IE

SR} ISE 55— AN BT BRI

A AR - BN ASSbE T R A S 65 £
2 FRAR P R - T S AR (ST

3 FURASATAR P AN - RIS AR (35

eAh, AR ISE &8 DNS 14 (UPN 545 . #%i% UPN G4if1 NTLM 34 .
BRI A BT R B 5 /NI — R o #50] LAM Advanced Tuning (i) Gl S SUbAt, (HAZF GRS R A AL .

DC %I}
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