Secure Email Threat Defense Ul Changes

This document describes changes made to the Secure Email Threat Defense Ul in February 2025. These

changes are part of Cisco’s ongoing efforts to provide a more consistent experience across Cisco Security
offerings.

Dashboard

The main landing page that has been referred to as the welcome page or home page is renamed
Dashboard.
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Figure 1.
Classic Home Page/Dashboard

Important changes to this page include:
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Graymail

Quick Message Filter

() Retrospeetive verdicts
(1) Messages in Quarantine

(=) Message Rules

Universal Search moved to the top page header instead of being lower on the page

Day/Week toggle moved to the top right corner of the page

Redesigned graphs to represent Threats and Unwanted Mail

Larger and improved graph for Messages Scanned

Redesigned Internal Threat Senders and Quick Message Filter widgets
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Figure 2.
New Dashboard

Messages Page

Most changes on the Messages page are cosmetic, improving the look and feel. Rest assured that the
page works in generally the same way.

The Messages page quick filters are redesigned using donut charts for better visualization. You can select
which items you want to show in the charts.

Messages | Q Search URL, susject ine, recisient, IP. Custom | Start: | Nov 27, 2024 1200AM  |MST Enc: Nov 27, 2024 11:59 PMMST

THREATS Bc 4 N MESSAGES Incoming 24
sam 4 H H el
10 Prishing 1 H g 61 Ougong 37
Maiious 1 n = = n H
R sam  am  Zam aam  4am  Sam  gam  Jam  Eam  Sam  10am  Tam  ipm  dpm  2pm  Spm  4pm  Spm  m  Jpm  Spm  %m  1opm  lipm
Messages (Day | week Montn custom < [ Novzs 20241304
Threats & Total Messages 23 Total Trend comparison  last 24n — Threats 6 - Messages 23
B e O W mcoming:7 4 *Fri,Nov20
[m] o2 O Outgoing:16 FaN PVaN PN
O 1 wsicious: 2 : ; ) e —
Figure 3.

Classic and New Quick Filters

The redesigned filter panel is on the right to improve screen real estate use. You can access it above the
Action column.
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Figure 4.
New Messages Page with Filter showing

Additional important changes to this page include:
« Improved date toggle.
« Quick filters no longer need to be expanded or collapsed; they will scroll with the page.
« Messages search bar moved below the quick filters.
« New gear icon in the top right of the messages table to show/hide some columns.

« Improved reclassification/remediation bar. Cancel and Update actions moved to the far left of the
bar.

« Copy action permanently available next to message Sender, Recipients, and Subject.

« Improved navigation for messages available on the right-hand side ellipses: view the email report,
go to email preview, download email, or go to conversation view.

Impact Report

The Impact report is redesigned to better show the impact Secure Email Threat Defense is having on your
business.
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Figure 5.
Classic Impact Report

Improvements and updates to the Impact Report include:
+ Improved date toggle.
« Relocated Print button next to the date toggle.

« Graphical representation for threat messages including better highlighted percentages for each
threat type.

« Improved graphs and colors for Unwanted Messages including better highlighted percentages.

« Improved Threat Traffic Widget that is higher on the report page. The new graph is more detailed
and indicates threat type by color.

« Potentially Compromised Accounts renamed Internal Threat Senders.

e Protection by Secure Email Threat Defense with improved cards and icons.
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Figure 6.
Improved Impact Report

Trends

The Trends report is redesigned with new colors and charts that are easier to navigate and quickly
understand.
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Meszages by Direction

) Outgeing: 620 Intemat & @ Incoming: £19

160

al III||||III||I| |||||IIII|I||
5 20 22 24 26 8

34 678 91011121314151617 18 2 3012 3
Day

Figure 7.
Classic Trends

Important changes to the trends page include:

« Improved date toggle.
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« Improved and more detailed Threats graph that differentiates threat type by color. New cards show

percentages of each type of threat.

« Relocated Print and Download buttons next to the date toggle.

« New donut charts for Threats by direction and Remediations.

« Messages by direction as a line chart, which replaces the stacked bar chart.
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Figure 8.
Updated Trends

More to Come

Changes to the Policy and Administration pages are under development and will be applied in the next few
months.
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