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https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Smart_Licensing_User_Guide_3_2_2.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco_Cyber_Vision_Smart_Licensing_User_Guide_3_2_2.pdf




https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identify-Services-Engine-via-pxGrid.pdf
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Network captures should be made as close to the zone under consideration as possible to 
help to quickly identify events occurring in critical systems. 

Industrial systems are heterogeneous. Several industrial protocols and communication 
modes are used, as well as Broadcast and Multicast exchanges, and Sensors can be 
configured to include or ignore them. 
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7 Performances & Limitations 

7.1 Center Scale 

The performance of Cisco Cyber Vision is validated for a given version and defined hardware. 
Cyber Vision 4.0.x is approved for two different hardware appliances:  

 

 Specifications 

Item CV-CNTR-M5S3 CV-CNTR-M5S5 

Form factor 
1RU Cisco UCS C220 M5 Rack 
Server 

1RU Cisco UCS C220 M5 
Rack Server 

Processors 
Intel Xeon 2.4 GHz with 10 
cores 

Intel Xeon 2.3 GHz with 16 
cores 

Memory 
Two 16GB DDR4 2933MHz 
RDIMM 

Four 16GB DDR4 2933 MHz 
RDIMM 

RAID 

Cisco 12G Modular RAID 
controller with 2GB cache 

RAID-1 and RAID-10 options 

Cisco 12G Modular RAID 
controller with 2GB cache 

RAID-1 and RAID-10 options 

Internal storage 
Two or Four 480GB 2.5in 
enterprise performance 6G 
SAS SSD (3x endurance) 

Two or Four 800GB 2.5in 
enterprise performance 12G 
SAS SSD (3x endurance) 

Embedded 
network interface 
cards (NICs) 

Dual 10GBASE-T Intel x550 
Ethernet ports 

Dual 10GBASE-T Intel x550 
Ethernet ports 

Power supplies 
Redundant Cisco UCS 1050W 
AC Power Supply for Rack 
Server 

Redundant Cisco UCS 1050W 
AC Power Supply for Rack 
Server 

Note: Global Center configuration should be CV-CNTR-M5S5 with four 800GB SAS SSD drives. 

Performance using this reference hardware:  

 

 Specifications 

Number CV-CNTR-M5S5 CV-CNTR-M5S3 

Max number of discovered 
components and devices 

50,000 25,000 

Max number of flows stored 8,000,000 4,000,000 

Max number of sensors managed 150 75 

Max number of enrolled Centers 
(Global Center only) 

n/a 20 
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