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1 Introduction

This guide provides directions, reference materetommendationsand examples to help
support the design of a Cyber Vision system: Center, Sensors, Global Center apdrtyird
systems that interact with Cyber Vision.

¢tKS O2NB O02YLRySyilae/ SYGiSNaz Df2o6lf [/ SyidSNI |
the 3-tier architecture, network interfaces and segments that constitute the core system.

Examples of common architectures are provided for different sizes and topologies of OT
networks, or set of networks, to be monitored.

The next chapter covers different options for Center deployments: VM or appliance, location
and both necessary and optional interactions with other systems.

The chapter on Sensors addresses location, configuration and models.

The last two chapters provide references for the final choice of equipment, sizing and
network configuration:

- A comprehensive list of ports and routes to be configured
- Performance requirements and network bandwidth use

Although this guide includes most of the critical information about sensors and OT network
topologies, references are provided to additional guides such as the Industrial Security
Design Guide and the Cyber Vision Center and Cyber Vision Sensor instaikaticals.

IMPORTAN:Tthis documentvas updated from the initiad.1.x version t05.0.x. Changes

are listed in the table below.
** NOTE: Pleaseefer to CyberVision release notéo checkthe upgrade path.

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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1.1 Sgnificant changes between 4.x and5.0.x

Section | Change Page
2.1.1 CyberVision supported omew physicaserver applianceucs c225
M6N

2.13,5.5.1| As of version 4.2.0, Sentryo hardwaensors areo longer supported

2.1.4.2 New report featurefor Cisco Cyber Visiaersion 4.3.0

2.2 External Communication feature integrated from 4.3
4.3.8 CiscaSecureXvill be replaced by CiscXDR
54.1 Sensor deployment templates

5.4.2.3 Possibility to deploynd useNATon IE34005ensor: IBNATOX

5.4.2.5 ActiveDiscovery enhancements

5.6.1, 5.6.4| Sensor is supported arisco catalyst IE930Rugged Switche$R8300
and IR180(Rugged Router

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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2 Cyber Vision Terminology

2.1 Solution @mponents
Sensor, Center and Global center are Cyber Vision solutionaoaiponents.
The Cisco Cyber Vision solution can be used either dead@& 3-tier architecture:
1 2-tier architecture:One Center + Sensors
9 3-tier architecture:Global Center + Centers + Sensors

Cisco Cyber Visiddensorsare deployed at the edges of the industrial network. They receive

a copy of local or remote network traffic captured by SFANRSPANmirroring on local or
remote switch or a TAP (Test Access Point), perform deep packet inspection (DPI) and transfer
the lightweight analyzed metadata to a Center.

The Cisco Cyber Visi@enteris a central platform that gathers data from all the edge Sensors
and acts as the monitoring, detection and management platform for the whole solution.
Sensor DPI can also be activated on one or several Center Ethernet interface(s), which is
suitable in the following cases:

- Highly virtualized environmentsvirtual networks, environments based on cloud
solutiors. The center in that case is most often virtualized and embeds virtualized
sensor that can receive traffic from vswith

- Environment with high performance network allowing for RSPAN from remote
switches to a central location (Center). Note that using RSPAN has several drawbacks
in terms of packet timing and mix of raw traffic from several LAN.

- POCs (Proof of Concepts)demos / trainings that can be run without the needed of
deploying sensors and a collection network

The Cisco Cyber Visi@lobal Centeris an optional third tier that connects to a group of
Centers. This solution allows for central monitoring of all Centers deployed within an
organization, providing centralized access to the devices, activities and events, reporting and
management functins such as pushing the Knowledge Baspdates (threat info,
vulnerabilities) to all centers.

Centers can work as staradone or be enrolled to send their data to a Global Center. Enrolled

centers may be unenrolled from the Global Center. Note that on large database enrollment
and unenrollment may take significant time (more than 1 hour).

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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21.1 Center
The Center receives metadata from Sensors and stores it in an internal dat&ossgré SQL
To safeguard the data collected from the industrial network and ensure maximum reliability,
Ciscesupplied appliances include a RAID storage array, redundant internal cooling fans (x3)
and dual hotswappable power supplies.
Physical Servefppliances (Fall 2021)
1 Cisco UCS C220 B
1 Cisco UCS C22(6813 @
q CiscdJCS C225 M6N Cyber Vision
Virtual Server Conter
1 VMware ESXI 6.x or later
1 Microsoft Windows Server Hyp&f 2016 or later

Cloud Serve
1 Azure orAWS

2.1.2 Global Center

The Global Center gets acopyofrall G FNRBY f Ay1SR &/ SyYyGuSNB 6Ad
and process variables. Global Centers are used to push knowledge database (KDB) updates to
Centers to upgrade threat detection mechanisms and sync them across the entire platform.
Future versions athe architecture will be able to push software updates as well.

Up to 20 Centers can be enrolleda single Global Center.

Physical Server Appliances
1 Cisco UCS C220 M5 P
f Cisco UCS C225 M6N O

Cyber Visior
Global Cente
Virtual Server
1 VMwareESXI 6.x or later
1 Microsoft Windows Server Hyp&f 2016 or later
Cloud Server
1 Azure orAWS
A Global Center should be set up first, followed by the other Centers and, finally, the Sensors.
Indeed, both Sensors and Centers with sync will simply buffer all data until they can forward
it to their collecting device:
{ Sy a2 NI & -> geéhtériwilSyine Global center

1Setting up a Centen the cloud whether standalone or with sync, means that the collection network encompasses OT,
local IT and internet network layers, with Sensors establishingemeTLS connections to the Center (syslog and
RabbitMQ). Sensors should be configured with an intetimad source to avoid adding firewall rules (NTP on UDP 123). The
installation of direct OT to internet links is often prohibited, even as a secure channel.

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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2.1.3 Sersors

Edge Sensors are installed in the industrial network. These Sensors capture and analyze
network traffic, decoding protocolssing the Cisco Deep Packet Inspection (DPI) engine and
sending meaningful information to the Cisco Cyber Vision Center.

Available Sensor$pring2022)

ﬂ CiSCO |C 3000 Sensor Sensor 3(

91 Cisco Catalyst IE3400 / IE3300 émm Eocmm (sensor) C'$ ’
1 Cisco Catalyst IE9300 I£3400 IR 1101 9300 5400 IR 8340

1 CiscoCatalyst 9300 / 9400

1 CiscoIR1101

1 Cisco IR1800

1

Cisco Catalyst IR8300 Rugged Router

In addition to these Sensors, one or more available Ethernet interfaces on the Center can be
enabled to act as an embedded sensor. This requires either diadating or for traffic to be
routed (RSPAN to the applicable interface(s).

2.1.4 Extensions

Extensions are optional aeshs to the Center which provide more features, such as the
management of new device types, additional detection enginegjtegrations with
external services.

Currently there is two available extensions

2141 Sensor management extension

This extension is used to deploy theSy & 2 NB | LILX A Ol (A 2 ZNIAE DAE AINKC
deploymert. Please sesection6.2.2for more details.

2.1.4.2 Report management extension

Starting from version 4.3 you can use tieport management extension, which allows yiou
create security posturereports to support IT teams and help them weliver whitelabel
reportsand track progress of risk through historical report

For more information about this extension and how to use it, refer to Geco Cyber
VisionGUI User Guidavailable on cisco.com

2ERSPAN to a Center DPI interface is not supported.

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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2.2 Networks Segments
Three networks are involved in the Cybésion platform.
1 Administration Network used to access or manage the Center User Interface (Ul) and
interact with authorized external services (NTP, DNS, API orchestration, SIEM, etc.).
1 Collection Network used to manage all Cyber Vision SendBest isolated from the
operational plant traffic (separate VLAN/subnet), but if no VLAN / physical network
can be deployed, can use existing LdAKpact is minimal but needs to be assessed.
1 Industrial Network All industrial plant traffic and/or external interconnections meant
to be analyzed by the SensorsollectedSPAN traffic)

IT network

Admin Interface (eth0)

yber Vision
Center
Collection Interface (eth1

(o) (=) p— =

— —_— — P

B [
0 0® @0

Figure2-1 - Cyber Vision Network Segments

Best practice is to dedicate a separate (V)LAN to each segment. Nevertheless, it is possible to
have two or even all three segments on the same LAN.

Note: Starting from versiod.3cyber vision center include a new featuiexternal
communication that classifya communication initiated between a component/device
inside a monitored network and an external component/déRliease refere t.3release
notes for further details.

2.2.1 Center single or dual interface?
If the Admin and Collection network share the same LAN, the Center must be configured to
use a single interface. this case
- ThecenteS i Km aK2dzZ RYyQil 0S5 bdtzshBe uSedl td COREPY dzy A O |
- The Admin and Collection interfaces should share a single IP address on ethO.
This configuration (as either single or dual interface) is part of the initial Center setup and
cannot be changed later.
b23GS { Rdministiatio Sl 62 NJ ¢ A& dzZ&ASR F2NJ o20K [/ fASyd
message forwarding and actual system administration (GUI or CLI using SSH). Throughout this
3dzA RS> (G KS (S Nothpurdoses: dlight acces® &h8 adEninistration.
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2211 How to choose the Center configuration betweeingle vs dual interface
- When the Centeis ina Data Center, it is usually easier taugea single IP / VLANr
all connections
- When the Centers inan iDMZ¢ between IT and OT: the choice depends on the DMZ
internal architecture and® t A ®ghatio® a
o If two firewalls are used and most clients are in thail@ait makes sense to
have the Center collection interface connected to the OT firevealt
admin/access interface connected to the IT firewall
o If most GUI clients are connéagfrom OT, a single interface makes more sense
- When the Centeris inthe OT domain the choice depends on the OT network
architecture:
o LT GKS he¢ Aa | aFtlide ySGe2N)] oy2 &adzmy
sense to setup two interfaces on the Center
o |If several VLANs are used, it is best to dedicate one VLAN to the collection
network and anothemne to Center access/admin traffi@and two interfaces
are needed on the Center

2.2.1.2 Dual InterfaceCenter
Ethernet interfaces are allocated in th@lowing way:
1 Administration network interface (ethO)gives access to the user interface (GUI or
API), to the CLI through SSH and is used for communication with other systems (syslog
collector or SIEM, pxgrid, etc.).
1 Collection network interface (eth1¥onnects the Center to the sensors.
¢CKS /SYUiSN) 0LKeaAOlt 2NJ GANIdz- € | LILX Al yOSo

A 7

SGKMeUiKFEG FNBE NBaLISOiA@Ste fft20FGSR G2 GKS
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2.2.1.3 Single InterfaceCenter

Pagell

In cases of incompatibility with the industrial network infrastructure or when the Center is
setup in a remote data center, a single network interfag#hQ) can be used for both Admin
and Collection. A single IP address will be used to grant access to the Center and to manage

the Sensors as well.

Dual Interfaces

Application
Workstation

eth1 (VLAN y)
Cyber Vision
Center

° PLC

Administration Network

—— Collection Network
Industrial Network

......... SPAN

—— Aggregated Traffic

Single Interface

Application
Workstation

Cyber Vision
Center

—— Aggregated routed traffic
(Admin & Collection)
Industrial Network

......... SPAN

Figure2-2 - Cyber Vision Center Dual Interface vs Single Interface

2.2.2 Sensor Interfaces

Sensors analyze data on the industrial network and interact with their enrolled Center. Each
Sensor uses two networks and includes one or more optional Active Discovery interfaces.
These networks can share the same LAN / subnet as the Center, although it is a best practice

to use dedicated (V)LANS.

Cyber Vision

Sensors

Rev1.10

F o ov sy <"

Catalyst IR1101 Catalyst IR8300 Catalyst 9300/9400

Catalyst IE3300 106 Catalyst IE3400HD LTE Gateway Multiservice Router Aggregation Switch

1C3000 Industrial Compute

and IE3400 Switches 1P67 Switch
Hardware-Sensor
DPI via SPAN to support brownfield

Network-Sensors

Deep Packet Inspection built into network-elements eliminating the need for SPAN

Figure2-3 - Cyber Vision Sensors (Hardware and Network)
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2.2.2.1 DedicatedSensors
1 Collection network interface MIGMT por): connects the Center to the Sensors.
1 Host device administratiofMGMT port) Local manager interface
0 On Dedicated Senser the collection interface is used for both device
management (access to the local manager web interface) and the sensor
application, although two different IP addresses are used. As a result, the IP
addresses for hardware device administration and senspliegtion collection
need to be in the same subnet.
1 Industrial Network interface (Intlg Int4) receives SPAN traffic.
1 (Optional) Active discovery interfacefsan either
o use the MGMT interface if Active Discovery is used in the Host
device/Collection LANThis igequired if the discovery IP is in the same subnet
asMGMT and uses the Collection IP to send discovery packets.
o Or any of the otheinterfaces if the devices are in other subnets: a dedicated
IP will then be needed. Only Local discovery is performed (no routing)
o ICMPv6 can be used: in that case no IP is needed as IPv6 packets will be crafted
by the sensgrand MAC of the interface is used

Cisco Cyber Vision GUI

Administration network

Administration Network Interface

Collection network

eth0 Center
- RTEE GeTEEE
computer e
Industrial network
Collction NetworkInterface.
o ” 1 Normal operation
Host (Local mgr) network S 1C3000

Local Manager Network Interface

Configuration /
Troubleshooting

ne 0 DAVE  CONTROULER

il = i = e D owe  cowouin

ne 0 DRVE  CONTROLLER

Figure2-4 - Dedicated Sensorinterfaces

Note that for the 1C3000 EthernetO is used for both the collection interface (blue on the
schematia@above and the local manager admin interfa@gellow) Both need to be in the same
VLANf several VLANSs are used.
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2.2.2.2 Network Sensors
1 Administration network interface (IOx apication ¢ethO¢ Interface) connects the
Center to the Sensors.
1 Host device administrationLocal manager interface
0 AnyinterfacecanbeusetA G Aa I tf2gSR (2 02y @Se (K
address for the local manager on the VLAN.

1 Industrial network interface (I0x appethlé Interface) receives SPAN traffic.
1 (Optional) Active discovery interface(spn be mapped onto any IP / VLAN: the switch
or router must be configured to allow that VLAN on the trunk and on selected ports.
Network Sensor on Cisco Switches
Switch ASIC Dedicated CPU cores
E * ethO: Sensor collection interface (communication to Center)
. Trunk Py eth0 Cyber Vision
° AppGigl/l ———— Bridge < o . o
E * ethl: Capture interface — ERSPAN destination (RSPAN VLAN)
Monitor Session
Network Sensor on Cisco Industrial Router
PROUti"g Dedicated CPU cores
rocessor
* eth0: Sensor collection interface (communication to Center)
* virtual Port Group O eth0 Cyber Vision
< Virtual Port Group —————  ethl * ethl: Capture interface — ERSPAN destination

Figure 2-5 - Network Sensor Interfaces
More detailed instructions are provided in Chapf$ensors
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2.3 Standalone, Centralized and Global Center Architectures
The type of architecture deployed depends on the use case and environment.

2.3.1 Defining Your Project
Solutions can be used for:
1 Shortterm OT networkvisibility projects, where it helps to clearly identify OT assets
and their interactions to pinpoint vulnerabilities in both architecture and endpoints.
1 Longterm OT monitoringto track and control process integrity in a plant and get
control over industrial process assets and communications.

23.1.1 OT NetworkVisibility Project

This is the first step in any OT cybersecurity program. It seeks to assess various aspects of
critical infrastructures (cybersecurity controls, control system architectures and their
capabilities in terms of resiliency, availability and integrity) and idewptions to mitigate

and manage risks.

A Cyber Vision solution improves situational awareness, provides insight and identifies threats
and vulnerabilities in your control system.

OT Assessment: OT Visibility
1 Provide a comprehensive and detailed inventory of assets.
1 Generate maps and lists of flows describing asset relationships.
1 Identify existing issues and suggest corrective actions.

CKAA 1AYR 27F LINE 2 $etOnidepgnterit. A itopiiBhigliperiddtnance t 2 y 3
may be used as the host for a Center VM to collect data from the OT network and analyze it.
Running Cyber Vision center on a laptop ona performance machine is not recommended

for a long run.

The traffic collection can be performed in several ways:
1 SPAN (monitoring session) the OT traffic to a Sensor (e.g., IC3000) to send metadata
live to the Center
f Activate a Center DRUY 1 SNF I OS FyR dzaS GKS f I LJi2LIQa4
collect the OT SPAN traffic from different points.
1 Generate external PCAPs from your OT SPAN traffic and play it into your platform.

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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2.3.1.2 OT Network Monitoring Project

After the assessment project and identification of all critical processes to be monitored,

clients can move forward to the second step of a monitoring solution. OT networks must
Syadz2NE aeadsSvya INB 0SAy3a dzza SR AyY.ThiObeNRIl y OS
a key capability required to comply with legal or regulatory requirements (such as NIST CSF,
NERC CIP, EU NIS...).

Cyber Vision provides the ability to detect actual or attempted attacks on industrial systems.

Operational a 0
Insights Threat Detection

OT network Monitoring

1 Based on a prior assessment. 1 Reaitime alerting.
1 Identify configurations changes. 1 Integration with IT SOC.
1 Control process integrity. 1 Automated incident responses
1 Detect anomalies anohalicious
behaviors.
2.3.2 Common Architectures

The Cyber Vision platform can monitor several types of infrastructures ranging from small,
local networks to large, geographically distributed ones. Although every deployment is
uniquely adapted to the customer environment (which is profoundly varialdhég,gection
covers four typical architectures for the platform.

The Cisco Cyber Vision platform can be deployed as follows:

Standalone Architecture

Multiple Standalone Architecture
Centralized Multizone

Global Architecture

geeeg

Rev1.10 Cisco Confidential Cisco Cyber Vision Architecture Gt
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23.2.1 Standalone Architecture

A standalone architecture has one Center providing a Cyber Vision monitoring platform for
one or several plants on a restricted network (geographically or physically).

In this case, the Center is either installed in the plant Control Room, in a specific server farm
or an industrial DMZ (iDMZ).

Sensors can either be Hardware (dedicated appliances) or Network (switches or gateways
with an embedded sensor app).

Note: This kind of plant could include zones that are completely isolated from the network. These zones can be surveyed
using offline captures.

SITEA

Application
Workstation °

eth0 (Admin) Sensaf

E3400/
ethl (Collection IE3300
Cyber Vision

Center

ZONE 1 ZONE 2

Sensor

IC3000

Figure 2-6 - Cyber Vision Standalone Architecture
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2.3.2.2 Multiple Standalone Architecture

This architecture can be used whseveral isolated plants need to be monitored.
In it, a given standalone monitoring platform is reproduced in each plant.

SITEA

Application
Workstation O
C SITE B

N, ethO (Admin)
Application
Workstation ‘

- e
eth0 (Adm Application
ethl (Colli Workstation G
Cyber Vision
Center
ZONE 1

\ eth0 (Admin) ‘et

[":[[:)e3400 /

¥ ethl (Collection;

Cyber Vision
Center

ZONE 1

P ethi (Collection

1C3000

Cyber Vision
Center

ZONE 1

Pagel7

Sensor

1C3000

Figure 2-7 - Cyber Vision Multiple Standalone Architecture
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2.3.2.3 Centralized Multizone

This architecture is often used on medittotlarge networks that include a distribution
network (backbone) allowing communication between different plants or zones.

The Center aggregates data collected by Sensors on all systems under consideration and
provides a centralized situational awareness for OT staff to identify relationships within the
system.

eth0 (Admin)

Cyber Vision
Center

SITEA SITEB

Application

Application
Workstation ° ° Workstation

Sensor Sensor

Sensor Sensor

1C3000

1C3000

Figure 2-8 - Cyber Vision Centralized Multizone Architecture

2.3.2.4 Global Architecture

This architecture provides a global perspective for an entire organization. Each distributed
site or plant is monitored by a Center, with a Global Center collecting data from each Center
to allow the entire environment to be monitored from a central locat{HQ/SOC).

HQ socC

SITEA SITE B

Application
Workstation

Application
Application WZTKsulmn
Workstation

i Sensor
(10) 13400/
3 IE3300

E3400/ . Eeg -
DPlInterf:
3300 Cyber Vision =

e oth0 (Admin)

Cyber Vision
Center

Figure 2-9 - Cyber Vision Global Architecture
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2.3.3 Architecture Decision Matrix

Standalone
Architecture

=

Is the OT network manageable?
(VLANSs, SPAN functions)

Replace network switches on zones under consideration / deploy a
dedicated physical network for Cyber Vision

Multiple Standalone
Architecture

o-

Centralized Multizone
Architecture

=

Use a dedicated VLAN for Cyber Vision / allow routing through
expected networks for Center ¢ Sensor’s interactions

Which kind of
architecture
to deploy?

deploy a dedicated Cyber Vision platform for each plant

Network accessln(_}
all plants available?

PR de a Cyber Vision platform to
Visibility for all monitor all your available plants

extended plants?

deploy a (.Wber Vision platform to monitor all

industrial plants Global Architecture

Architecture

platform to monitor all your
ndustry

Figure 2-10- Architecture Decision Matrix

deploy a Global Cyber VIssono o

o
L
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2.4 Sensor Selection

Our recommendation is for customers to deploy the network sensor on the Catalyst
IE3300/1E34001E9300to provide visibility for the Cell/Area Zone. Sensors should be
deployed at the edge to capture flows &md from end devices. Deploying a
network/Dedicated Sensat a switch where a controller is attached is an ideal choice for
traffic monitoring, since all IO devices will respond to poll requests initiated by the
controller.

A Sensor may be installed on the Catalyst 9300, when it isn't possible to install a network
Sensor on every device in the Cell/Area Zone, to capture flows that would otherwise be
missed. For example, a Sensor installed on an industrial switch in-basad topology may

miss a communication flow which is not in its traffic path. Deploying a network Sensor on
the Catalyst 9300 will detect all inteell communication flows as well as flows coming from
higher layers to the Cell/Area Zone. FigurgQillustiates two flows that could be missed

with the depicted Sensor placement. Installing a Sensor on the Catalyst 9300 would provide
visibility to the northsouth flow. Note that the maintenance station to I/O flow may go
undetected if the flow doesn't cross thdistribution switch, unless more Sensors are
deployed.

Industrial Applications

£,

SO

Cyber Engineering Application FMC

Vision  Workstation Workstation
Center @

Distribution
PR Catalyst 9300
— Stack

g Cisco Industrial
D Catalyst
- IE3400 IE4000 Koud

Industrial
Switch | .
1E4000

Cisco IC3000

Catalyst
IE3200

Industrial
Switch
IE2000

Collection Network
......... SPAN
Traffic Flow

387224

Maintenance
Station

Figure 2-11- Sensor Deployment Example

Finally, the IC3000 Sensors are an option for brownfield deployments where it isn't possible
to have switches that supportr@etwork, SensorlC3000Sensors require SPAN or RSPAN to
be enabled to process packets. A Cisco IC3000 deployed with Cisco Cyber Vision has two
distinct sets of interfaces: a collection interface and mirror (or capture) interfaces. The
collection interface is a Layer 3 interfatbat is used to transport the metadata to the

Center. The capture interfaces collect SPAN traffic in titeaord from one or more VLANS.
Refer to the Industrial Security Design Guide for more exarmplesd sensor deployment
options.

3

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/IA_Security/IA_Security
_DG.pdf

Cisco Confidential
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3 Cisco Cyber VisiooCommon Architectures

Most industrial networks include equipment froseveral vendors and suppliers.
Heterogeneous environments composed of different solutions and systems, managed by
dozens of suppliers, are common. These environments support a large range of industrial
protocols and different kinds of architecture develapever more than 15 years.

Cyber Vision can be used to both discover and monitor your industrial environment.

The PurdudJniversity CIMmodel is used as a base framework for converged QT)
network architectures. Th€IMmodel provides a standardized description of IT and OT
systems by function and layer.

Enterprise Network

Site Business Planning and Logistics Network

Enterprise Zone

Industrial Demilitarized Zone

Industrial Zone Site Manufacturing Operations and Control
Cell/Area Zone Area Supervisory Control

Level 1
—

Safety Zone Safety-critical

Figure 3-1-1SA95 - CIM Model

The iDMZ is not part of theIMmodel but is now commonly referred to as layer 3.5.

This document breaks théIMmodel down into different zones to provide a better
understanding of industrial exchanges and how they can be tracked.

4 Computer Integrated Manufacturing, defines functions and data flows between functions. Similar to the ISA95 model, with

some differences atlevelm ® C2NJ 6 KS &1 1S 2F aAYLI AOAGe 6S8SQftf O2yaARSNJI 62
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3.1 Industrial Automation Reference Architecture

The figure below highlights typical devices, applications, network infrastructure and security
technology using th€Mmodel framework to provide contextual information for the design
and security implementation of industrial systems.

Firewall

ucs
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Enterprise Zone

iDMZ Applications and Services

°

App Servers Log Collector

Industrial DMZ

Industrial Applications

: i Third-party Plantwide Applications
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Catalyst 0
Tl 9000 Distribution Fiiin
¥ UCS Ssvtvancckh ucs
Industrial Zone
Inm‘fs"Amle‘l'J%wa”‘-/ \ ‘-mm‘s;v‘l\aggégwan
b b Cell/Area Zone

Multi-protocol Support

: . ; D o G
\. Profinet

Cisco Catalyst
IE3400
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Industrial
I Switch IE3300

- Cisco Catalyst
HMI 1E3200

| 5 —
Industrial
Industrial Switch, Industrial Switch " {
Trunk Link . 12000 IE4000 SANCHIES 00
Access Link ] I :
() Industrial Ring I a
Routed Link . I e ‘ & I
€= . Industrial Zones . I ’ } - - AL PLC /0
S S mmm e I e e— e /
I PLC /o . I PLC .
\ Malnlenance/ Y— i —
i Station

Figure 3-2 - Industrial Automation Reference Architecture

The Industrial Automation Reference Architecture is used in this document to describe Cyber
Vision interactions with the environment. The architecture addresses the need to break

down industrial processes into zones to monitor exchanges between themgased in

the ISVIEC 62443 standard. Communication channels between zones are referred to as
GO2YyRdzA (1 & D¢

In the example given in the figure above, each production cell is considered a separate zone

and all communications between zones can be monitored by activating a Cyber Vision sensor
in the edge 1IE330/3400 switches.
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The following architectures are covered in this document:
Medium-sized segmented network (Centedual interface)
Medium-sized flat network (Centersingleinterface)

Large network deployment (Center single interface + DPI interface)

)l
1
1
1 Distributed network deployment (Centedual interface + ®&bal Center)
1 Cyber Vision integrations

)l

As a part of this architecture reference (figur&8 we will describe how the Cyber

Vision platform (Center and Sensors) should be deployed in these environments.
As required by théSA/IEC 62443-3 (req. 5.2, youshallémonitor and control communication
at zone boundaries. ¢ KA & YSIya (KI 0 I1SABID® Sr\absFive Séheoist f &
should be deployed at the edge of each zone to control and monitor all network flows between
them.
Sensors are usually deployed behind industrial firewalls, within a given zone. Switches within
the zones are often configured to forward data through TRUNKS or Rings. In turn, those links
allow all exchanges outside the zone to be monitored and give cloower the enforcement
of firewall rules.
ThelSAL9/ adl yRINR R2SayQi NBIdZANBE Y2yAld2NRAyYy3
deployed on a particular switch within the zone when necessary, such as when a risk has been
ARSYUAFASR o0& &2dzNJ NA&a]l lylfteasSa 0adzOK | a ¥F2

Industrial Zone

At this level, the goal is to monitor all incoming and outgoing communications with both
industrial applications and thirgarty plantwide application zones. Every application involved

in the industrial plant operations will be tracked in these zones.

On this part of the system, application servers will reach the associated Cell/Area zones to
interact with the plant and access the Enterprise zone through the Industrial DMZ (IDMZ). Pay
attention when activating Sensor applications at this level, as yay end up monitoring
communications through the Internet and pollute your detection strategy.
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Cell/Area Zone

This part of the network is essential to plant operations and manages several processes. Each
process may be segmented as a zone and should be monitored at its edges.

This area often uses L2 (Ethernet level) communications to enable industrial devices (PLC, I/O,
IED, HMI, etc.) to work together.

For control and supervision, industrial devices are managed by application servers installed on
the Industrial Zone. Connections can be initiated from the servers to monitor processes and
configure devices, or they can be initiated by the devices themselvesend alerts about
errors or update the status of processes.

Sensors should be activated on the switches that aggregate connections to the distribution

f SOSt oLt [S@Stod / KSO1l GKS aSyazNna 5tL Ol

analyzed (see chaptes Sensors @ Ly Ol 8S4 6KSNBE ol yRARGK
capability, consider upgrading the switch model, adding a dedicated physical sensor or
reducing the amount of traffic to be analyZed

A reduction of the traffic to be analyzed can be accomplished in two ways:
1 Change traffic mirroring (selection of ports or VLAN)
f 'RR F FAEGSNI & | GOFLIIdZNS Y2RS¢ 2y GKS

This needs to be done carefully so that desired traffic is still monitored. Generally, this will be
traffic between cells/zones. Often, traffic within a zone can be ignored.

All sensors perform DPI on traffic and extract properties that are sent to the Center to keep
track of network behavior in terms of devices and activities and to provide access to process
variables. This allows the system to use baselines to compare refereaffic with actual
traffic and report any differences.

A selection of sensors can also perform threat detection based on Talos Snort signatures
(IC3000, Catalyst 9x00 series, Center embedded seqsordate).

5 Sensor configuration allows to add a filter to ignore some traffic or to focus on specific communication types

¢

~
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3.2 Medium-Sized Network (CenterDual Interface)

In this example, the Cyber Vision Center is installed at the level of the Industrial Zone and
sensors are deployed in different zones (Industrial and Cell/Area) to track their exchanges.
Two Catalyst 9400/9300 are used to track the Industrial Zone exchaagd other

network/Dedicated Senserare deployed at the Cell/Area level to track plantwide system
activities.

Applicatioj Level 4-5
Workstation ;
\ Enterprise Zone
/I]
) Industrial DMZ
P

Industrial Applications

Third-party Plantwide Applications
e ° Q Log Collector
Engineering Application -
Workstation Workstation  scapA Cyber Vision 57
Center T U Level 3
B ucs

Control Room
Application

Worketaion Industrial Zone

Level 0-2

..... Cell/Area Zone

Y N e ] ‘;
( = o

e HMI
. I Industrial
| Switch IE3300
Industrial
Industrial Switch, Industrial Switch - *
Trunk Link . IE2000 IE4000 ‘ ] Switch IE3300 I . 4
Access Link . | : . —F 3 1C3000 I
D Industrial Ring | 1 EE = N N
Routed Link . e I . I BEBEEB ;
€= . Industrial Zones ' | 3 « B PLC o Y
i 9 GREEN ZONE . B
Admin Network 248 RED ZONE
Collection Network I E E i m I S— e —— .
i 110 s PLC
\ ., YELLOWZONE *
Maintenance — —
= Station «

Figure 3-3 - Center Dual Interface Interactions

Administration and Collection flows between the Center and Sensors should be allowed on
FANBglLtta G RAFFSNByYy( f S0S Chaptér RefyrédwbDE | OOS
and TCP Flows for Cyber Vigion F 2 NJ (0 KSnuseA a0 2 F LJ2 NI &
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Industrial Zone

In this zone, the Catalyst 9400/9300 switches connect servers to the CORE network (IP
routing). Servers are connected to a TRUNK or an access port on the switch and the third
party application or the Cell/Area Zone, with those connections passing thriwgibMZ.

The Cyber Vision platform is designed to monitor a whole industrial plant. To ensure the best
performance of the system, the traffic to be monitored should be carefully selected to avoid
exceeding bandwidth limits and packet duplication at the Center. &\this should be done
before deployment, such tuning is typical during the first weeks based on actual traffic and
using the appropriate diagnosis tools: Sensor packet inputs, deduplication levels, CPU/RAM
load, etc.

It's best to have one dedicated Sensor per LAN. Avoid having several sensors monitoring the
same traffic (both sides of a router, for example). Cyber Vision Centers will aggregate data on
devices and activities, but more focused monitoring reduces systathdnd makes analysis

and forensics easier.

For instance, avoid enabling both ACCESS and TRUNK port mirroring, as it doubles the number
of packets fed to the DPI engine and the bandwidth used if the mirrored traffic is sent over
RSPAN.

Traffic flowing between two zones and observed by several sensors can also be reduced by
telling one sensor to ignore it and leaving the other unit to perform the DPI.

—— Industrial Application flows
------ Third-party application flows Application

Workstation

Enterprise Zone

-
o=

Industrial DMZ

Industrial Applications

TS GED D

Center

Figure 3-4 - Flows Between Zones

Ly G(GKA&a SEFYLX ST {Syaz2NJ ! OAYRdAZAINRI £ | LILIK A
the third-party applications because they are already monitored by Sensor B.

Flows between the Cell/Area zone could be collected at this point (centralized point for
monitoring the whole plant) or by Sensors installed in the Cells themselves. Note that the
ISA/IEC 62443 standard requires monitoring flows between zones but nohwihes. From

a cybersecurity point of view, the focus should be on ir#ene traffic. However, process
monitoring or detailed mapping may require monitoring inzane flows.

A focus on intezone communications further reduces the DPI load and the amount of
information sent to the Center, making it easier to use field devices with lower DPI capabilities
(such as a sensor embedded in a switch) to monitor relevant traffic.
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Industrial Application flows 6
------ Third-party application flows Application L evel 4-5
Workstation X
Enterprise Zone
L3
\
* Subnets on Third-party applications
*  Web access from legitimated servers (if controlled by a proxy/firewall) 2
« Cell/Areazone flow (if monitored by other Sensors) dustnal DMZ
‘ Ignore i

Industrial Applications

SensorA

- Log Collector
P "SR
Engineering Application (5361 S oy Production Time

Workstation Workstation  SCADA Cyber Vision
Center

Level 3
Control Room

Nt Industrial Zone

| os

Figure 3-5 - Ignoring Flows Already Monitored in the Industrial Zone

In the example given above, where traffic would be analyzed by more than one Sensor, either
the switch SPAN (mirroring) configuration or the Sensor capture mode (filter) should be
altered in one of these Sensors. For instance, Sensor A can be configigadrethe traffic
between the two zones (since it is already analyzed by Sensor B) by removing the Ethernet
port from the SPAN session, if there is a trunB,for adding a filter on Sensor A to ignore
traffic to and from the subnet of zone B.
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Cell/Area Zone

Multiple and heterogeneous protocols and architectures exist at this layer. The best strategy

is to identify different zones and the conduits that move data in and out of them, and then

to monitor those conduits.

In the examples below, the Cell/Area zone is split into several smaller areas identified by
colors. Each of the smaller areas corresponds to an industrial process or system. There might
be a physical network and subnet dedicated to each zone, VLANSs migised on a single

physical network, and sometimes all zones could share a single large LAN.

Note: In this last case, when all devices are on the same LAN, best practice would be to devise
a plan to segment the network for security and not only for traffic monitoring. Monitoring is
possible but high capability sensors aequired as much more information than needed will

be collected without a practical way to focus the monitoring.

Considering the blue zone (figurec30 | G G KA & LX I ydiz SEOKIy3ISa A\
need to be monitored, but all incoming andtgoing traffic should be tracked and analyzed.
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Figure 36 ¢ Ignoring Flows Already Monitored on Cell/Area Zone

On this kind of architecture, we may want to collect all traffic from the switches on the
distribution switch level. This could work well if the switch has the capability to monitor the
whole network.

In our example, the IE3400 is performing a VLAN aggregation to the distribution network,
making it a great point of collection for the entire Blue Zone. Other zones will be monitored
by other sensors.

As identified in the first point (industrial zone), flows from the Blue Zone are forwarded to
both application zones. This is why filters can be used to ignore those flows in sensors in the
application zones.
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The same strategy should be applied on Cell/Areas with éhealfng ringnetwork topology

In this second example, the different zones (Grey, Green, Yellow and Red) are all attached to
a ring and reach the industrial application zone through a resilient netwidtkhis traffic is
aggregated by the IE3400 at the top of the ring, as shown on figiire 3
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€= ! Industrial Zones proxy/firewall)
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PLC
o
Figure 3-6 - Flows on Cell/Area Zone

A monitoring session configuration on the IE3400 is enough to monitor exchanges and track
communications between the Industrial Zone and Cell/Area zone. On the other hand, inter
zone flows (communication between the colored zones) will not be monitoredffic
R2SayQi LI aa G§KNRdAAK Ado

In our example, the Red Zone is allowed to access all other colored zones in this area (Gray,
Green and Yellow). Even if traffic flowing through the IE3400 is monitored, it will miss traffic
that only flows between IE3300 units. An additional sensor n¢éetie installed to track
inter-zone communications from the Red Zone.
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3.3 Medium-Sized Network Deployment (Single Interface)

The examples given above provide some idea of which industrial flows can be captured and
monitored by the Cyber Vision platform. In this new example, the Center is deployed with a
single interface. This means that Administration, Maintenance and Colleekomanges all

pass through the same network interface.

The recommendedonfiguration is for customers to deploy a Center with a dual interface,
physically isolating access to these networks and increasing their protection. However, even if
a Center is used with a single interface, the networks will still be logically isdbgtele
internal firewall and hardening process.

In this architecture example, we focus on Cyber Vision Center interactions on the industrial
zone level, such as with a log collector (SIEM/Syslog), NTP server, Engineering Workstation,
and so forth. We then cover a very common industrial networking agodic: mapping
multiple OEM machines, production lines and/or systems configured with identical
parameters (IP addresses, industrial programs) on the Cell/Area zone using Network Address
Translations (NAT).

On the Cell/Area zone, all four colored zones (gray, green, yellow and red) are deployed on

the same LAN (192.168.1.0/24his setup is replicated in other sections of the plant (same

subnet, same IP} which is not an uncommon setup in planf® avoid network routing

conflicts, the firewall must perform a 1:1 NAAnly a few devices in the colored zones will be
exposed beyond the NAT boundary, with of course different IPs forssiap. The use of NAT
YIELIWAY3I F2NI Lt FRRNBaasSa Kla Iy AYLIOG 2y (K

The IC300@edicated Sensoris deployed to monitor traffic within the red zone, to monitor
aSafety System (SIS Yy R NBI Ra (KS aNBFf¢ f20Ff Lt 2F (K.

6 Note that Cyber Vision default behavior is to consider that devices with the same IP address are the same physical device.
WhenIPNBLX AOF A2y A& y2NNIfX adzOK Fa aO02L®kLI alAy3de H2N] akKzLl
to declare subnet that are reused: in that Cyber Vision will keep those devices sepaiciteay use the VLAN information

to differentiate devices when applicable.
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Sensors outside of the NAT boundary will see the exposed davibeR dzii 6 f S¢ Lt @&
way for Cyber Vision to know both devices are the same (different IP, Mac and most often no
other Id): the sensor placement is important.
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Figure 3-7 - Center Single Interface Interactions

3.3.1 Industrial Zone

In this zone, the Cyber Vision Center interacts with industrial and-grartly plantwide
application services. Both administration and maintenance flows from and to the Center
pass through its admin (eth0) interface. The firewall should allow all reqtlves for the
Cyber Vision systein

Application and Engineering Workstations
Thesesystens access the Center Ul (user interface) through a native-based
environment and interact with the platform using their account profiles. This traffic is
transported over HTTPS (TCP 448)ensure secure communication without warning about
the certificate:
- 9AGKSNI 0KS / Sy (i-Sgidd #oot CA aerfifiddtessHoaldibe iistalie8 6nF
the workstation browser as CA so that the Center web certificate is authenticated
- Or a customer provided web certificate, linked to a recognizetbgoorate CA, can
be installed
Another important flow required for maintenance and support tasks is SSH (Secure Shell,
TCP 22). This service is required to securely import and export data to the Center.

7 Refer to chapteb for detailed TCP and UDP requirements

¢ |
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Network Services

Services like the Network Time Protocol (NOBP123) and Syslog (UDP 514) are usgd

the Center. The first is used to synchronize time and the other sends Cyber Vision events to
an external server (logollectoror SIEM).

Syslog messages are forwarded in ckeat or can be secured usingCRoverTLS.

3.3.2 Cell/Area Zone

This zone is composed of the specific industrial zones under consideration. Generally,
{Syaz2zNBR INB RSLX28SR Ay (GKA& T2yS G2 O2yiGNRf
installed in these zones. Another option would be to transport RSPAN/SPANI tinadfDPI

interface on the Center.

Our concern in this example is the network translation (NAT) performed at the edge of that

zone to let the industrial servers reach the different colored zones, which are configured

with the same subnet range (192.168.1.0/24, in our example). The 1C3068played in the

red zone and has an IP address on that network.

¢KS O2YL) SEAGE KSNB Ad (KFIGZ FNRBY (KS RA&GNR
subnet 192.168.1.0/24 isn't reachable. The Center will be able to access only the external

routed address from that zone. To manage this situation, certain adjussrterthe

Center/Sensor configuration are required. (®der NATFspecific configuration

3.4 Large Network Deployment (Single + DPI)

The large network deployment example considers a Center deployed in a HQ Datacenter and
monitoring Sensordeployed on different sites (maybe in different geographical locations).
Based on this architecture, we suggest using a virtual private network (VPN) solution to
ensure confidentiality and integrity for these exchanges. Communication between the

Center and Sensors is performed by a message broker mechanism (@AtR@nced

Message Queuing Protocol, TCP 5671) through a cyphered (TLS 1.3) session, which secures
their exchange.

Figure 3-8 - Multi Site Deployment
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To establish connectivity between the Center and Sensors on this architecture, all required
flows will have to be allowed on the firewalls protecting the VPN. Interactions through the
Cyber Vision platforrk 2 S &igniidantly increase bandwidth consumption or result in
higher network use due to their small payload of metadata analyses.

Industrial Zone

The Cyber Vision Center interacts with industrial and tpady plantwide application
services on this zone. Both administration and maintenance flows from and to the Center
pass through its admin (eth0) interface. The firewall should allow all reqtlves for the
Cyber Vision system.

3.5 Distributed Network Deployment (Duahterface + Gobal Center)

The figure below presents a glotakhitecture connected to a Cyber Vision Global Center
deployed within the HQ SOC.

HQ SOC

''''''

7l

ZONE2

Y PRET

Figure 3-9 - Global Three-Tier Architecture
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4 Cyber Vision Considerations for Center Deployments

4.1 Cyber Vision Centers

Two types of Center installation are possible, either as a physical appliance (Cisco UCS
servers) or a Virtual Machine (VMWalk¢yperV, Cloud.

Several characteristics should be considered for each type. The Center can be standalone or
a Center with sync.

Depending on the use, eith&ingle or Dual interfacean be selected, depending on the
network topology and security requirements:

1 If the Center is set in the IDMZ as a dual device attached to both the IT and OT
networks, it is best to use two interfaces;

1 If the Center is installed in a remote location (such as a corporate data center), it
would be cumbersome to reserve two IP addresses and route two VLANS up to the
data center server.

4.1.1 Center as VM
As a virtual machine, please make sure that the following conditions are met.
Required configuration for a VM:
Hypervisor:
1 VMware vSpheréx or later.
OR
1 Microsoft HypefV Server 2016 or later.
OR
1 Amazon AWS
1 Microsoft Azure

Make sure hypervisor is set with the necessary rights for the instantiation of a new VM

Software Appliance
Virtual Machines

\‘3 N, aWS A

VMWare ESXi OVA HyperV VHD Amazon Web Microsoft Azure
Services
Minimum requirements Minimum requirements
Intel Xeon, 16 cores Intel Xeon, 16 cores
64GB RAM and 500GB SSD 64GB RAM and 500GB SSD
1 or 2 network interfaces 1 network interfaces

Figure 4-1 - Center VM Requirements
Note: AWS / AZURE center is only supported on single intertigdoyment.
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4.1.2 Centerand Global CenteAppliances
Two appliance models are available for the CenteGlobal Center.

When used to host a Global Center, the default internal storage (800GB SSD) should be
complemented with an additional pair of disks as each enrolled Center will add to the disk
space requirement (approx. 25GB for each enrolled Center, depending on theenomb
devices and presets on each Center).

CV-CNTR-M5S5 Center

Form factor 1RU Cisco UCS C220 M5 Rack Server

CV-CNTR-M5SS5 Center Appliance
Processors Intel Xeon 2.3 GHz with 16 cores UCs €220 based Rack Server
Memory 64GB DDR4-2933-MHz RDIMM/1Rx4/1.2v
RAID Cisco 12G Modular RAID controller with 2GB cache

RAID-1 and RAID-10 options

Internal storage 800GB 2.5in Enterprise performance 12G SAS SSD (3x

endurance)
Embedded Network Dual 10GBASE-T Intel x550 Ethernet ports
Interface Cards Access Interface: Collection Interface: Dual Redundant PSUs
(NICs) User access to Cyber Vision Ul Connection to Cyber Vision Sensors

AP| access for integrations

Power supplies Redundant Cisco UCS 1050W AC Power Supply for Rack Syslog export

Server

Figure 4-2 - Center M5S5

CV-CNTR-M5S3 Center

Form factor 1RU Cisco UCS C220 M5 Rack Server
CV-CNTR-MS5S5 Center Appliance

Processors Intel Xeon 2.3 GHz with 12 cores UCS C220 based Rack Server
Memory 16GB DDR4-2933-MHz RDIMM/1Rx4/1.2v
RAID Cisco 12G Modular RAID controller with 2GB cache

RAID-1 and RAID-10 options
Internal storage 480GB 2.5in Enterprise performance 12G SAS SSD (3x ‘ [

endurance)
Embedded Network Dual 10GBASE-T Intel x550 Ethernet ports ‘
Interface Cards Access Interface: Collection Interface: Dual Redundant PSUs
(NICs) User access to Cyber Vision Ul Connection to Cyber Vision Sensors

API access for integrations

Power supplies Redundant Cisco UCS 1050W AC Power Supply for Rack Syslog export

Server

Figure 4-3 - Center M5S3
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One UCS M¥éis now supported

CV-CNTR-M6N Center

Form factor 1RU Cisco UCS €220 M6 Rack Server S dutlns E
oo . -

Processors 3rd Generation Intel Xeon Scalable processors (1 or 2)
CV-CNTR-M6N Center Appliance
Memory 32 DDR4 DIMM slots: 16, 32, 64 and 128 GB up to 3200 UCS €220 based Rack Server
MHz
Support for the Intel Optane DC Persistent Memory (128G,
256G, 5126)

RAID Cisco 12G Modular RAID controller with 4GB cache
providing enterprise-class data protection for up to 10 SAS
and SATA Hard Disk Drives

or

Cisco 12-Gbps 9500-8e SAS HBA

Internal storage Backplane options:

® Upto 10 x 2.5-inch SAS and SATA HDDs and SSDs
and up to 4 NVMe PCle drives

® Upto 10 x 2.5-inch NVMe PCle SSDs (Al direct attach Access Interface: Collection Interface: Dual Redundant PSUs
Gend x4) User access to Cyber Vision Ul Connection to Cyber Vision

Embedded Network Dual 10GBASE-T Intel x550 Ethemet ports gp' Iaccess fORItegrauchs IR Sensor

Interface Cards yslog export

(NICs)

Power supplies Hot-pluggable, redundant 1050W AC, 1050W DC,

1600W AC, and 2300W AC

4.1.2.1 Access to the Center
An external device is required to access andfigure the Center.

To do so, connect an external display to the VGA port (1) and a keyboard to any USB port (2)
on the Center, or a console to the console serial port (3).

M5S

ooooooooooooo] 1.

,.-

Figure 4,4 - Connecting to a Center Physical Applianc&JCSM5S

M6N

Figure 4-5 - Connecting to a Center Physical Applianc&JCSM6N
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Connect interfaces
M5S

Figure 4-6 - Network and Admin Interfaces UCSM5S

M6N

e 0_-_0-..»_0.0-0 . at 0 0 0,

Loe smmemsasmenenn E o e e ) ol L ) 9 -

ey

Figure 4-7 - Network and Admin Interfacesi UCSM6N

L — s T e -ch

Global Center:
1 Connect the ethO interface to the network (1).
Center withDual Interface (two separate networks):

1 Administration interface (eth0): To connect the Center with the user interface or the
Global Center, connect the administration network cable to the administration LAN
port (1).

1 Collection interface (ethl): To connect the Center with its Sensors, connect the
collection network cable to the collection LAN port (2).

Center with Single Interface:

1 Connect the ethO interface to the network (Bdministration and Collection will use
the same interface.

NOTEFor CIMC usage, we recommend using the dedicated port for CIN@Gd3)ot merge
the CIMC function witfi).
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Optional additional hardware for Centers and Global Centers
Additional Ethernet portgards can be addet allow for CenterDRIn Centers:
1 UCSE@VLOMIRJA5: 4 port GE copper, MLOM c@ardt compatible with M6N)
1 UCSE@CIHRJ45: 4 port GE copper, PCle card
1 UCSE@CIHD10GF: 2 port SFP+ card
1 UCSECIHQL10GF: 4 port SFP+dar

Warning: interfacesnumberingstarts withadditional Ethernet cardahen present
O0SUKAX0Z UKSNBEF2NBE | RRAY3I 9UKSNYySG OF NRa
the cabling to be changed as ethO will move from embedded port 1 to additional card first
port, etc.

For Global Center with more than 5 enrolled Centers, the following optional storage
extension should be ordered:

1 UCSSD8B00GSS3KP 800GB 2.5in Enterprise Performance 12G SAISZSD
endurance) AsCenter default configuration is RAIDmirroring) a pair of disks must
be ordered. Larger capacity drives are also available (1,6To, 3To) but these are
unlikely to benecessary for Cyber Vision evien Global Center.
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Center Location

The location of the Center depends on the type of Center used (global or standalone).

42.1

Global Center Location

A Global Center provides visibility on all attached centers. The Global Center must be
installed in the correct location to ensure its security and availability.

A Global Center provides:

1

)l
)l
)l
il
)l

An asset inventory;

Visibility forvulnerabilities;

An overview of activities (no detail on floyys
Information on presets & events on remote Centers;
Centralized KDB updates.

External communication

The Global Center can be installed in the industrial DMZ, the corporate data ceresror
in the cloud.

HQ SOC

Figure 4-8 - Global Architecture
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4272 Standalone Center Location

Standalone Centers collect and process metadata féensors and store it on a local
database.

Centers can bastalled at different locations on the network. If we refer to the Purdue
/ISA95 model, it can be installed on:

1 Level 4 (Enterprise Zone)

1 Level 3.5 (DMZ)

1 Level 3 (Manufacturing Zone)
1 Level 2 (Local HMI LAN)

Internet DMZ
Level 5

Web Servers Email Servers

Manufacturing
Zone

Control Center/ £y

Processing LAN HNE  productiony Database /0 Mistorian  Domain  Engineedny
L 13 Application Server Server Controller Workstation
b Server

SCADA, DCS or Remote SCADA, DCS or
Cell/Area Zone Hybrid System #1 Hybrid System #2

Local HMILAN | oo i T W iwm FT
.!'=-- Level 2 ' e
£ F L

Ficld 1/0 Devices
et EA S EAS = Ea
Process

Sis Process SIS

Level O

Figure 4-9 - ISA-95 / Purdue Model
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4.3 Center Interactions

See chapteb 6Required UDP and TCP Flows for Cyber ¥isio® 2 NJ | O2 YLINBKSy a A
both required and optionatommunicationghat will have to be allowed in terms of routes

and firewalls o allow theCenter to interact and properly work with other components of the

solution

43.1 Center DPI

Virtual machines must be configured to ensure that a virtual interface is able to collect data
from the network target.

For example, on VMware or Hyp¥t add the promiscuous mode and delete VTP on the
switches.

On a physical UCS Center, you can add a dedicated NIC card for the DPI interface. Make sure
you have the correct span configuration on the switch side to be able to collect data.

4.3.2 Sensors

Sensors capture traffic from designated networks and seedningful data to the center.
Sensors are enrolled with a Center and both components are in continuous communication.

For the initial communication during installation, the Sensor application should be reachable
FTNRY G(GKS /SyiSNna O2fttSO0A2y AYUSNFI OSd ¢KS
in this initial communication:
1 Required
o AMPQ/TLS (TCP 5671)
0 SYSLOG (TCP 10514): useful to transfer Sensor log information to the Center.

See chapte6 6Required UDP and TCP Flows for Cyber ¥isio® 2 NJ | O2 YLINBKSy aAi
required and optional communications that will need to be allowed in terms of routes and
firewalls
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4.3.3 License

Firsttime installations of Cisco Cyber Vision include -@&@trial. Once the trial expires, a
connection to the cloud is required to continue using Cisco Cyber Vision, alld@xmmgpsto
be counted and billed.

Different licensing options exist depending on the network configuration, network policy and
whether a thirdparty service provider is involved. An online environment can benefit from a
direct connection to the cloud, possibly through a proxy, whereasftineenvironment

requires an additional license reservation. An industrial network with numerous Cisco Cyber
Vision Centers to manage may be equipped with a local satellite and use Cisco Smart
Software Manager Satellite GPrem as its licensing servidekewise, customers dealing

with a third-party service provider must use a local-Brem satellite, but under the

Managed Service License Agreement.

I
r

HTTPS Cisco.com

1Y
Ease of use

Cisco.
Trans gateway or HTTPS' iseo.com

II. Smart Software Cisco.com Clsco software
usage

HTFPS Manager Satellite

Licenses B
License Reservation assigned
manually ,
Cisco.com Cisco software
usage

Figure 4-10- Cyber Vision Licensing Options

[}8

Security policy

I,

Smart Licensing Services:
1 Cisco Smart Software Manager (CSSM): licensing service located in the cloud.

1 Cisco Smart Software Manager Satellite®am (CSSM Grem): a local service,
also named satellite, which connects to the cloud for license requests.

Online registration:flexible security policy, ease of use.

A number ofCisco Cyber Vision credits are purchased through a Smart Account and any
Center from the package can use these credits. To retrieve a license and ensure credit
management, the Cisco Cyber Vision Center sends usage information to the cloud directly
over the internet or via an https proxy. No additiorsdlutioncomponents are required for

this connection mode.

Access: CSSM or CSSMRBam.
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Offline registration:strong security policy.

As opposed to online registration, the association between credits and Centers is done
manually by the user. Getting a license requires the License Reservation feature to be
enabled and information to be copied and pasted between Cisco Cyber Vision endans.

Access: CSSM or CSSMRoem.
Managed Service License Agreement:

MSLA is a buying program used whenever there is a-fharty service provider involved

(the environment can be either online or offline). This mode requires the use of Cisco Smart
Software Manager Satellite GPrem, which is an oesite license server thatompletes the
license request with cisco.com. The procedure to retrieve a license is very similar to the
online method and is described under the same section.

Access: CSSM @®nem.
On-Prem registration:

On-Prem registration is also available without MSLA. This can be especially useful in

industrial networks with numerous Centers to manage. Each Cisco Cyber Vision Center sends
usage information to a locally installed appliance named satellite. Informatisant

periodically to cisco.com to keep the satellite in synchronization. This synchronization can
occur automatically in connected environments or manually in disconnected environments.

Access: CSSM @&nem.

License registration mode Transport modes

Online Direct to cisco.com

Direct to cisco.com via proxy

On-Prem (satellite)

Offline Direct to cisco.com with License Reservation

On-Prem (satellite)

MSLA (online/offline) On-Prem (satellite)

Figure 4-11- Cyber Vision Licenses

Internet access is required for online mode (can be through proxy). CSSM access is required.

For further details regarding licensing, you can consult this document:
https://www.cisco.com/c/en/us/td/docs/security/cyber vision/publications/Smart
Licensing/Releasé-2-0/b Cisco Cyber Vision Smart Licensing User Guide.html



https://www.cisco.com/c/en/us/td/docs/security/cyber_vision/publications/Smart-Licensing/Release-4-2-0/b_Cisco_Cyber_Vision_Smart_Licensing_User_Guide.html
https://www.cisco.com/c/en/us/td/docs/security/cyber_vision/publications/Smart-Licensing/Release-4-2-0/b_Cisco_Cyber_Vision_Smart_Licensing_User_Guide.html
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4.3.4 Active Directory (AD)

Centers can be integrated with an AD server to let-admin users authenticate with their
AD credentials. Users that were created on Cyber Vision remain available.

To use an AD server, you need a connection from the Center:
1 AD server IP address
1 Service port 389r secure connection to port 636 (TLS)
1 User root domain name
1

Group names (admin is local, other users should matclesigting groups on CCV)

4.3.5 Syslog
The center can send events to a systotiector (or SIEM server).

To ensure that the syslampllectoris reachable from the Center, the following information is
required:

1 [P address of the syslog server
1 Protocol used
1 Port 514 by defaulfconfigurable)
1 Syslog format
A secure mode can be used with a certificate.

4.3.6 DNS

One or more optional DNS servers can be configured to provide plairy server
information using names instead of IP addresses. DNS servers can also be used by scripts
running on the Center (Python 3 supported).

The following details are required for the DNS server:
1 IP address of the DNS server
1 Port TCP 53

4.3.7 Cisco ldentity Services Engin&g
An integration with Cisco ISE is possible via px@sid consumer and provider

The following details are required to integrate the two products:

CiscdSE
1 The IP address for I8Bministration
1 The IP address of the pxGrid node.
1 The FQDN of the pxGrid node.
1 An administration account name and password.
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Cisco Cyber Vision
9 The IP address of the Center.
1 The FQDN (Fully qualified Domain Name) of the Center.
1 Cisco Cyber Vision administrator access.

Port TCP/8910 needs to be open for SSL communiciatiooth directions
Port 443 need to be authorized to allow pull request from ISE.

For integration details check thenfiguration guide.

4.3.8 SecureXXDRthreat information and orchestration

From version 4.1, Cyber Vision users can link the GUI web interface with their S¥Q.ReX
account, with two benefits on their instance:

- Enabled2y (i SElddt 4LYPSEGAIlinktneey ¢ odzii(i2y &

172.20.1.21
At ol 1756-L71/BLOGIX5571 (Portl-Link
00) '
RockwellVlan20

IP:172.20.1.21
MAC: f4:54:33:82:b2:9

¢ Edit

Figure 4-12 - Cyber Vision Investigate in Cisco XDR
- 1OGAQGIGS GKS GaNRooz2yé¢ GKIG OFy 6S dzaSs
IPs and MAC addresses:

504 External Communications

It I 5

Direction nterna External IP erver Hostname
IP Port

Qutbound 10.2.0.242 142.251.36.42 443

Outbound e - 3p 443

Find observables on page
Outbound 10.2.0.242 217.20. 57.3480 ctldlwindowsupdate.com
Outbound 10.2.0.242 20.189 173.1443 v10.events.data.microsoft.com

Outbound 10.2.0.242 13.107 42

Figure 4-13 - Cyber Vision Investigate in Cisco XDR

~

R
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T2


https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Integrating-Cisco-Cyber-Vision-with-Cisco-Identify-Services-Engine-via-pxGrid.pdf
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504 External Communications I

Direction

Outbound

OQutbound

Outbound

Outbound

Outbound

Internal
P

10.2.0.242

10.2.0.242

10.2.0.242

10.2.0.242

10.2.0.242

[1]2 :

Received

Extermalli p¢ #\ Observables onPage  Select Al gD 21+ 00 0= 1770

-~ @ 24 Domains Select All

142.251.36.42 A - .
|__Jctidlwindowsupdate.com (-

[ ]edge-consumer-static.azureedge.net ()
13.107.21.23 —

‘ —~
|7‘ au.download.windowsupdate.com ‘:‘:,'

Select All
217.20.57.34

Bl8)8
) Iy
>
i |
>
=
5
>
=
=
@
&
o
@

[[J142.250.179.170 ()

20.189 17114: — i}
[ J13.89.179.00 (%)
‘eites’ R Add 188 Observables to Case

Figure 4-14- Cyber Vision Cisco XDR Observables

Tobenefit from the integration with SecuréXDR the following requirement apply:

Cisco SecuréXDR

1 A valid account for either of the three regions (email address may be different from

the one used to log on Cyber Vision)

Cisco Cyber Vision

1 Center AND client web browser both need to be able to resolve and connect to

https://securex.<region>.security.cisco.com. <region> may either be empty for North
2NJ aSdz FT2NJ 9dzZNRP LIS 2NJ 4l LI O¢
1 Port TCP/443 needs to be open for TLS communication to SecureX from the Center

I YSNA O

and the client.

For more information about SecureX threat insights and orchestration features, refer to
SecureX documentation.

Here belowis the list of all URLs called by t@esco Cyber Visiddenter in case you need to
authorize them, for example in a firewall.

Center:

North America

9 Cisco XDR Platform: https://visibility.amp.cisco.com/iroh/
1 Cisco XDR Private Intelligence: https://private.intel.amp.cisco.com/ctia/
1 Cisco XDR Automation: https://automate.us.security.cisco.com/api/

Europe

1 Cisco XDR Platform: https://visibility.eu.amp.cisco.com/iroh/
1 Cisco XDR Private Intelligence: https://private.intel.eu.amp.cisco.com/ctia/
1 Cisco XDR Automation: https://automate.eu.security.cisco.com/api/

T2 NJ
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Asia Pacific, Japan,and China

1 Cisco XDR Platform: https://visibility.apjc.amp.cisco.com/iroh/
1 Cisco XDR Private Intelligence: https://private.intel.apjc.amp.cisco.com/ctia/
1 Cisco XDR Automation: https://automate.apjc.security.cisco.com/api/

Web client:
1 conure.apjc.security.cisco.com
1 conure.us.security.cisco.com
i conure.eu.security.cisco.com

4.4 Setup and Configuration

44.1 Center Setup Considerations

When installing a Center, you should be aware that some information either cannot be
modified later orare complicated to modify:

1 Hostname

1 PKlused between Center and Sensors
91 Dual or single interface
1

Keyboard layout
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4.4.2 Center Integrations(Scenarios with Different Integrations: LDAP, SIEM,
Proxy, NAT etc.)

The following figure shows most integrations and the ports required to make sure the Center
is working normally with each one.

Cisco SSM

AMP cloud
@ SSE/Secure-X

= o
Firewall s Enterprise Zone
Parmit URL
TCP port 443 0P port 443
Permit URL Permpi‘??.lRL
Industrial DMZ
TCP port 5671
[ Pernqit IF

Firewall

UDP port 123
Permit IP

ISE: TCP 8910
Permit IP

Industrial Zone

TCP 53
Fermit

TCP port 514

Permit IP

UDP port 123
UDP port 105:

Permit IP

TCP port 22
Permit IP

Cell/Area Zone

Figure 4-15- Cyber Vision Interactions Flows
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5 Sensors

5.1 Cyber Vision Sensors

Cyber Vision Sensors provide effective information monitoring on an industrial network. The
Sensor DPI engine analyzes IT and OT protocols to detect abnormal behaviors and
cyberattacks, including malware and advanced persistent threats (APT).

Cyber Vision Sensors are 100% passive (no packet injection on industrial traffic), unless the
active discovery feature is activated. Sensors are designadatyzemonitored traffic

(SPAN sessions or TAP devices), perform deep packet inspection, extract metadata and
provide the Cyber Vision Center with meaningful insights from the plant.

Sensors should be deployed on different levels to improve network visibility.

For example, to extract meaningful information about the industrial plant, Sensors should be
RSL) 28SR Fa Of2aS G2 (KS /Sttk®%2ySa |a Llaaa
provide a complete analysis of industrial communication (ethernedparcific vendor

protocol) and a complete packet/frame analysis that excludes any kind of supplementary
encapsulation or translation (NAT/PAT).

'. @ Cyber Vision
Center

Application flow

B
i
[HH]
il
by

Ml

t1
X

BEHs oo~ BB BB B

OCe06 060

Figure 5-1 - Center-Sensor Interactions

1. Cyber Vision Center deployed on level 3 along thiehmanufacturing operations
servers.

2. Cyber Vision Sensor embedded directly on IE3400 and Catalyst 9300 switches.

3. For brownfield switches, Cyber Vision deployed via-boe SPAN using 1C3000
sensor.

4. Applicationflow consists of lightweight metadata that is streamed from Sensors to
the Center inline through thecollectionnetwork, eliminating the need for a
network-wide SPAN.
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5.2 Monitoring Industrial Flows

There are several concepts that should be considered wherstasticapturing data from an
industrial network, such as MAC address translation performed by routers, Multicast and

Broadcast flows, etc. The wagtwork devices are represented is determined by the point at
which data is captured.

Subnet 1 (192.168.1/24) Subnet 2 (192.168.2/24)

o IC3000
B sensor ,‘-““
on
Y

. cisco

23 P

Figure 5-2 - Considerations for L3 Exchanges

Toclearly identify meaningful process data and asset properties from your environment,
such as vendor name or firmware version, Cyber Vision Sensors should be deployed as close
to the system under consideration as possible.

Deploying Sensors by subnet or VLAN is highly recommended to avoid monitoring duplicated
sources of flows in the environment. In these situations, filters should be configured on each
Sensor to ensure is notmonitoring systems that are already being monitored.

Subnet 1 (192.168.1/24) Subnet 2 (192.168.2/24)
1C3000 1C3000
@ sensor ‘ ‘ sensor «. 1M
=

. ] Modbus Read Var '|||‘|I|. .|||‘|||. Modbus Read Var
_—

i cisco cisco

MAC

A A3 MAC 12 MAC 15 MAC B2

IP: ...1.17 P:..2.33 P17

Figure 5-3 - Avoid any Double Monitoring of Subnets

Sc%qgif!er
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5.2.1 Routers or kevel3 (L3)Switches

The Cisco Cyber Vision Sensor 10x container can be installed on routers or L3 switches
(performing IP routing/forwarding). These network elements work on a distribution level
which usually collects L2 plant flows (Cell/Ring zones) and their connectiba tedt of the
industrial system (SCADA, industrial applications, thady applications, etc.).

Another particularity of industrial L3 switches is their support for industriatrsedding ring
topologies and redundancy, the tokens of which are identified by the Sensorszbriea
monitoring is not required by cybersecurity frameworks or standardsvever, flows
between different zones should be monitored, especially if they have different security
requirements.

Dedicated

Sensor L2/L3 Switches

Sensor

L2/ Ring/Cell Switches
Sensor

VLAN 30 #'T

\cercamsss O™ cencossss ) \cercamss11 2™ carcoessta)
el o il
fqn—ﬂg\au-c29§54 CelkC29555 | T\ e CSs12 CelrC2855 13 ﬁ

Figure 5-4 - Monitoring Redundant Industrial Architectures

Be careful wherollecting data at higher levels (distribution level), especially if Internet
traffic is being monitored. Monitoring Internet flows in addition to traffic on the industrial
network will significantly increase the number of devicasdcomponents) present in the
Center database.

The Network default configuratiols toy 2 i NB O2 NR R S (idsfariinteiRet ¢ T 2 6¢ |
devices andoonlystore3 Sy SNI f I OGAGAGEE AYTF2NNIGAZ2Y 06 ¢
if necessary. If public IPs are used in the OT network, the range should be defined as
GLYGSNYIFEé¢ (G2 GdzyS GKS Y2yAG2NAy3 fS@St o

We recommend using distinct Sensors to monitor Cell/Area and industrial zones. Cell/Area
zone Sensors should monitor flows between application servers, SCADA and the plant;
industrial zone Sensors should control external flows to and from the industsimy
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The figure below shows the consequences of monitoring Internet traffic:

(206933 Devices and 40799 other components ]

SO TERU T
& 8.173.147.246 Ape 15,2020 10:17:23PM  Apr 15,2020 10:17:23PM  8.173.147.246 TS
b0 ekt

1 PM ! M

60207 Apr 15,2020 10:17:23PM  Apr 15,2020 10:17:23PM  130.84.160.207 *
\ ba:de:31:fdbd7:1b
119228.169.160 Apr 15,2020 10:17:23PM  Apr 15,2020 10:17:23PM  119.228.169.160
tlothe)

Figure5-5-Don 6t Monitor I nternet Traffic

Properly defining the points of traffic capture with customers is crucial. Too much data can
0S 20SNBKSEtYAYy3I YR 1SSL) &2dz TNRY aSSAy3 4KI
gives a false feeling of security.

5.2.2 Level2 SwitcheqL2)

Cisco Cyber Vision 10x containers can be deployed on L2 switches, which are usually
configured as access switches supporting one or several VLANs (broadcast domains).
Maintenance stations and other industrial elements (PLC/HMI/IO) are connected through
them to access specific environments.

Monitoring sessions on these switches can be configbsedelectingi KS &6 A G OKQa LJ2 1|
(network interface), VLAN or TRUNK ports. This choice impacts how Sensors will monitor the
system.

Mirroring sends a copyfselected ports and VLARN IE3x000 switch@sgressing (Tx)
packets are mirrored, on other Catalyst devi€edTx mirroring can be selected by user

523 Dedicated Sensors

Dedicated Sensors are designed to analyze industrial processes through SPAN or TAP
interfaces. These devices can receive SPAN (monitoring) trafficSwatoheswithout 10x
featuresor third-party network elements.
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5.3 Sensordocation

!l &4 RSAONAROSR Ay (GKS LINB@A2dzaz LI N¥ INI LIKAZ | {
flows between different parts of the industrial environment. Due to their limited behavior,

critical systems (OT networks) are predictable (HMIs / PLCs, SCAD#\ éRgineering

station / PLCs and other gateway communication, etc.), unlike communications with the

Internet that cancreate many componentsensors should be positionéal monitor OT

devices, not IT LAN.

At which level (Purdue) should sensors be positioned?

1 IT-OTcommunications should be monitored for sure, therefore at least the link or
trunk from the OT domain to the router/firewall separating OT from IT should be
monitored

1 Itis also critical to set sensors at Cell/Area level. Depl@engor at a switch where
all important PLCs are attached is an ideal choice to monitor the traffic because all
the 10O devices respond to the poll requests initiated by the controller. Deployment at
Cell/Area level is needed to be able to:

o ldentifyanyrogue devicepresenton the LAN
o Detect and/or monitor remote access activity, whether legitimate or rqgue

o Detect firmware or program changes, to update the inventory and match
vulnerabilities

1 Other locations may be useful depending on the network architecture: monitoring of
0KS SYy3aAaAySSNAy3 aldldrazyaszr {/!51k5/{ ySig2

5.4 Interactions

Cyber Vision Sensors are designed to analyze industrial traffic and share data only with their
enrolled Center. These exchanges are performed securely through a TLS session controlled

08 (KS /SyiuSNRa AYydSNylrt tYL O0tNRAR@GIGS YSeé Ly
Since Cyber Vision 3.2.0 firmware, secure exchanges between Sensors and Center are

managed by AMQPOTLS protocol (Advanced Message Queuing Protocol over TLS) through

TCP port 5671. Earlier versions u3a®@TCP port 443).

Sensors mugte abletoNB I OK G KS / SYyGSNJ 02t f SOGA2Yy- Ay (dSNF
interface server.

In addition to monitoring flow (metadata) exchanges between Sensors and the Center (TCP
5671), several other flows are required between thesdutioncomponents:

! SecureSyslogTCPLOp Mmn0Y {Syaz2Nna 234 LWzaKSR (2 (K

f HTTP® ¢/t nnoovyY ! fft26a GKS /SYdGdSNI G2 NBI OK
Cyber Vision application deployments and updates.
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Required Flows:

S0 080

Figure 5-6 - Centeré Sensor Required Flows

When deploying Sensorall these interactions should be allowed through firewalls and
integrated into the secure architecture design to enable each of these elements.

Details for required flows are given in Chapter 6.

54.1 Capture Mode

Capture mode issed to filterA Yy O2 YAY 3 GNI FFAO 2y GKS {Syaz2NR:
deployed,sensors perform &eep Packet Analysis (DPI) on incoming packets (from SPAN or

TAP) Metadata on the monitored flows is sent to the Cenfier storage, analysis and

display

Network captures should be made as close to the zone under consideration as possible to
help to quickly identify events occurring in critical systems.

Industrial systems are heterogeneous. Several industrial protocols and communication
modes are used, as well as Broadcast and Multicast exchanges, and Sand@s
configured toinclude or ignorghem.

NOTE: As by version 4.3 sensor deployment could be effective using custom template
which isa feature with a centralized method for managing the configuration of multiple
sensors.(See Release Note).


https://www.cisco.com/c/dam/en/us/td/docs/security/cyber_vision/Cisco-Cyber-Vision_Release-Notes-4-3-0.pdf
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By default, Sensors have four levels of capture available:

# Change Capture Mode

Capture Modes allows to filter the flows analyzed by the sensor.

O al

O optimal (Default)
O Industrial only:a

@ Custom

Figure 5-7 - Sensor Capture Modes

All
b2 FALGSNI A& LI ASR (G2 GKS aSyazfayd 5t LT | f

Optimal

52SayQi FylrftelsS Lt@n 2N Lt @c YdzZ GAOIad ¥Fft2p¢a
The following tcpdump filter is configured on the Sensor:

filter: not dst net 224.0.0.0/4 and not ip6 multicast

Industrial Only

CKAa FAECOSNI O2dZA R 06S FLIWX ASR (G2 Y2yAG2N) Ft2¢
through protocols such as Modbus (TCP 512) or CIP (Common Industrial P¢atGedl
44818), and other usual protocols, such as @RQDynamic ports).

Filter used when appliegiort 102 or port 502 or port 44818 or portrange 108091 or port
2085 or port 2404 or portrange 254b41 or portrange 284@847 or port 3480 or port
4000 or port 4840 or portrange 18248246 or port 20000 or port 47808 or portrange
5500055003 or port D81 or port 5313 or port 9940 or port 18507 or port 18519 or
ether[12:2] & Oxffff == 0x8892 or ether[12:2] & Oxffff == Ox88E3
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Custom

Custom filters are generally used to define what kind of flows should be removed
from/added to the analysis process. These are required to avoid duplicated monitoring flows
or to not monitor legitimated verbose flows.

Examples

In order tonot record alegitimate network monitoring platform SNMP requebut still
record thatplatform nonSNMP activities as well ather hosts performing SNMP through
the network:

not (host<snmp_platform_IPand portUDP161)

To exclude any monitoring of traffic coming from a legitimate host, based on its MAC
address (e.g., a PCAP replay station used for tests).

not ether host 54:00:12:37:23:16

Monitoring can be stopped for any activity to/from an IP. This could be used during
maintenance if there is a lot of activity from that device. If necessary, another sensor or
dedicated system could be used to monitor that specific activity.

not host 192.168.7.200

Or, when sensors are present on two LANs with intensive communication between them, the
Sensors should be set to exclude traffic from the other LAN to avoid duplicate monitoring.

not net 192.168.7/24

Note: filter processing, even when vepmplex, is still much faster than DPI processes. It is
more effective to discard traffic using even advanced logic than processing all packets.



Pages7

5.4.2 Network Considerations
Sensors have two types of network interfaces:
1 Collection Interface

9 Industrial Interfacse

54.2.1 Collection Interface

¢tKS {Syaz2Nna O02ftftSOlA2y AYyiSNFIOS Ydad 0SS NB
(ethl, or ethO if deployed as a singlgerface Center). All required management flows

should be allowed between these elements.

AAAAA

LT {Sya2NB NS RA&AO2yySOGSR FTNRBRY | [/ SYyiSNE |
file system while disconnected. A queuing process running on the platform manages the data
to be recoveredavoidingloss of monibred data.

A Sensor can directly communicate with its Center whenever they are connected on the
same subnet (VLAN or broadcast domain), through a routed network that allows traffic
between them or through a network translation (NAT/PAT) architecture. This latter case
requires additional attention and should be configured manually.

To ensure each Sensor is connected to the Center, check the following requirements:
T ¢KS /SYyiSNRa 0O02ftftSO0A2Y L-interfadeRNB&aa 02 NJ
o0 Onaduah Y SNF I OS / SYyiSNE G(KS {Syaz2Nna 3

the collection interface (ethl). On a routed network, a static route must
be configured on the Center to comply with this rule.

T { SyazNna O2tftSOGA2y Lt FRRNBaa +FyR 3LFGS
1 Center & Sensors must be configured in UTC time. (Local Manager time should
also be in UTC)
1 The following network flows must be allowed between them:
o AMQP/TLS (TCP 5671)
0 Securesyslog (TCP 10514)
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5.4.2.2 Route from Center to Sensor

2 KSy | aSya2NJ Aa SyNRffSRY gKSGKSNI dzaaAy3a (KS
package, thgjateway to reach the Center is a required field as soon as the sensor and center

are not on the same subnet.

Additional configurationmay beneeded on the Center side: basic route configuration
AyOfdzRSa | RSTFlrdZ G 3L GSgle 2y GKS a! RYAyk! OO
the Collection interfaceso will need to be configureifl two interfaces are used.

A default gateway or subnetpecific gateways can be declared on the Center collection
AYGSNFI OS dzaAy3a (GKS O2YYFIYyR fAYyS aaoa ySaoz2y
option. It is also possible to edit the linux network interface configuration, files using

64a6a ySioO2yFé A& LINBFSNNBR (2 | P2AR &aeyilEeE §

cv-admin@center—training:~$ sudo sbs netconf I

Configuring ethe

Please select configuration type:

Manual Static IP and gateway
DHCP Automatic (DHCPv4)

Bridge Add to SBS bridge
Fouta hdd route to ethd

DPI+Snort port Set eth@ as DPI+Snort interface

3 <Cancel>

Figure 5-81 Cyber Vision centerNetwork configuration
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5.4.2.3 Case oNATbetween center and sensor
IOSXE NAT

Several types of NAT may be used: IP NATing to hide the actual IP addresses for the Center
and/or Sensor from each other or port NATing (or PAT) to hide all sensor IP addresses from
the Center (all incoming connections will appear to be sourced from the 4B address). In
order to permit the connections listed in the next pages, the network administrator will need
to account for the NATiIng in place.

Ly G4KS OIFrasS 2F Lt b!¢Aayas GKS {SyazNna NBI
from the IP address used by the sensor for incoming connections (the local IP address).

Centers will not be able to initiate communications with the sensor as the kriBvaddress

(defined during enrollment) isn't valid on the LAN. Indeed, this is the whole point in terms of
security.

Le¢ Aa LlaaArofsS (2 2LISNI IS gAGK {Syaz2NBR WNBI f
Center, as most traffic is initiated from the Sensor to the Center, including configuration

changes such as capture mode. The critical information are the gateway and center IP

address when configuring a sensor.

IOX NAT
Starting fromlOS version 17.14 a new IOX feature for IE3v@§introduced.

d3natioxe that allow Sensotto share IP with platform

Switch IE3x00 10X

Sensor

<Sensor

Collection_IP> 169.254.1.2

AppGigabitEthernet 1/1
Switchport mode trunk

10S XE <collection vian>

<Switch
Collection_IP>

<Switch
Management_IP> 169.254.1.1

Gi*/*lz

IGi*!*Ix | Gi*/*ly

. » o
Switch / router |l amis iii —
to CV center PLC 10 DRIVE CONTROLLER

Figure 5971 IE3x I3nat-iox

Note: Active discovery is not possible on ethO when sensors are deploy¢@XiBAT.
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5.4.2.4 Industrial Interfaces

Industrial interfaceseceive SPAN traffiepply capture mode filter and sent the selected
packetsto Cyber Vision DPI process todmalyzed

The SPAXbr RSPANJaffic canbe generated from thireparty switches/routers, from Test
Access Point (TAP) devices or from Cisco network elements allowed to deploy a Cyber Vision
Sensor 10x application.

5.4.2.5 Active Dscovery

Active Discovery is a feature to enforce data enrichment on the network. As opposed to
passive traffic capture principles on which Cisco Cyber Vision is relying on and was originally
built around, Active Discovery is an optional feature that exploresitraffan active way

There are two different types of Active Discovery operations:
1 Broadcast

The sensorsends Broadcast packets targeting all the devices in the subnet. Devices that
support the protocol will give a response back and appear in Cisco Cyber Vision.

1 Unicast

The sensor sends Unicast packets to known components and analyses the responses

received.

IE3400 10X

Sensor

<AD ips...>

<Collection_IP>

\ VLAN 2508
Bridge
in case of configuration

through sensor management

extenslon: AppGigabitEthernet 1/1

<Local_Mgr_IP> A
<Admin. VLAN> Switchport mode trunk

10S XE <Collection_VLAN>
<AD VLANs...>

Switchport mode trunk

Gil/x
Gil/x Gi*/x Gi*ly
Switchport access <Collection_VLAN>
i isi i . ATEaN
. Cisco Cyber Vision Center ”lll [T i A
Switch or router or 5 . o
standalone sensor A L2 IV CONTROL

Figure 5-107 Active Discovery IE3400



Active discoveryugpported protocols:
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Broadcast

Unicast

M

T
T
T
T

Beckhoff
EtherNet/IP
Profinet
SiemensS7
ICMPV6

=

=A =4 =4 4 A4 4 4 4 -4 -4 -4 A A

BacNet
Beckhoff
DNP3
EtherNet/IP
GESRTP
HTTP-HTTPS
Melsoft
Modbus
Omron
SiemensS7
SiemensS7Plus
SNMPv2c
SNMPv3
WMI

Figure 5-1117 List of active discovery protocols

NOTEActive discovery could be as weNauableoption to discover roguéevice on the
Network andenhance data capturexperience.
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5.5 DedicatedSensors

Dedicated Senserare physical appliances dedicated solely to monitoring Industrial (OT)
Networks. They have no switching or routing functions when used as a Cyber Vision Sensor.
They can be used in two different mod&3nline and Offline

55.1 Cisco IC3000 Industrial Compute gateway (IC3000)
RequirementsSDCard, Firmware version at least 1.3.3

The Cisco Industrial Compute Gateway 1C3000 is usedetiGatedSensor using a Cyber
Vision Sensor I0x application.

Cisco IC 3000 =&}

-l Ethernet ports miim
) Copper ports are standardized RJ-45 connectors
U Ports 1 and 2 are used for copper SPAN captures
U Ports 3 and 4 are used for SFP
U Either 1GB copper interfaces
U Or Fiber cannectars
L] MGMT ENET port is used for connecting the SENSOR (IC 300§
to the CENTER
[J 21Ps are needed on the MGMT port

I Device lacal manager P

Industrial TR Leey .

Network
-—

O sensor collection IP
-J USB ports
L USB-1 for offline captures
] USB-2 for manual deployment
] Other ports
] Console (RJ-45 or mini-USB)

_J Appliance Ports

J Reset (factory mode) —— 5 Industrial Network (Copper SPAN]

s Collection Network (Sensor’s management)

g Industrial Network (Copper/Fiber SPAN)

Figure 5-127 IC3000

Sensors are directly connected to the Center. Sensors will analyze captured OT traffic and
AaSYR YSOGFRIFGF (2 (KS4m&SyuaSNRa 5tL LINRPOSAaa

OT Plant Cyber Vision
Sensor

-y
Purdue level 3 [JRES4

Cyber Vision

Center

Dl
Purdue level 2 [RES4

Figure5-13T Dedi cat edModensor 0s

Sensors can be configured manually (through Local Manager) or using the Cyber Vision
Sensor Management extension (automated deployment).
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5.6 Network Sensors

¢CKS /2@0SNI +AaA2y bSGg2N] {Syaz2NJ | LILX AOIGAZ2Y
that supportlOx applications (listed below). It allows the network element to perform both
network management and network monitoring actions at the same place.

9 Cisco Catalyst Industrial Ethernet 3300 Rugged Switch (IE3300)
0 Note: only the 10G version can run the Cyber Vision app. on iOX
Cisco Catalyst Industrial Ethernet 3400 Rugged Switch (IE3400)
Cisco Catalyst Industrial Etherr8800Rugged Switch (9B800)
CiscoCatalyst 930@Geries Switch (Catalyst 9300)
Cisco Catalyst 9400 Series Switch (Cataicf)
Cisco Catalyst IR1101 Rugged Series R{&&10)
Cisco Catalyst IRRORugged Series Router (BRD)
Cisco Catalyst IR8300 Rugged Ro{ik8340)

=4 =24 =4 A4 A4 A -

As an element of the industrial network, network Sensors only wodklime mode.

Cyber Vision Center

Application-Flow
Lightweight
Metadata

Figure 5-1471 Network Sensors
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5.6.1 Cisco Catalyst Industrial EthernEE300/IEA00/IE9300Rugged Switches

Thesendustrial switches are generally deployed in the Cell/Area zone and are responsible
for communication within that zone and exchanges to and from the manufacturing zone.

If used as a distribution switch (aggregating and managing-WitéxNforwarding), it
provides a privileged point for monitoring conduits between those zones.

8x RJ45 10/100/1000 BaseT connector (1)
2x SFP 10G fiber port (2)

SD CARD (3)

Console connectors (4) RJ-45 and mini-USB

Figure 5-157 Cisco Catalyst IE3300 10G Rugged Series Switch
Note:not all IE3300 are supporting I0X.

 1E33008.2X10Gmodels @ - ¢ & { | y) Rr@supp&idglioX aridtan run Cyber
Vision sensor app.

1 IE3300 support Cyber Vision application hosting when the platform has 4GB DRAM,
all 4G units start with Version ID (VID) fred6. A CLI command could be used to
identify whether its 2G vs 4G, looking at the Max DRAM size of "show platform

resources .
=  8x RJ4510/100/1000 BaseT connector (1)
= 2x SFP 1G fiber port (2)
= SDCARD (3)
=  Console connectors (4) RJ-45 and mini-USB

Figure 5-1671 Cisco Catalyst IE3400 Rugged Series Switch
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Figure 5-1771 Cisco CatalystlIE9300 Rugged Series Switch

IE3300/IE3400E9300Requirements

Cisco Catalyst IE3400 17.3.x 17.6.7/17.9.5/ 4GB SD Card
17.12.2

Cisco Catalyst IE3300 10G 17.6.x 17.6.7/17.95/ 4GB SD Card
17.12.2

Cisco Catalyst IE3300 * 17.11.x 17.12.2 4GB SD Card

Cisco Catalyst B300 17.12.x 17.12.2 4GB SD Card

Figure 5-1871 Cisco Catalystindustrial switcheslOS version for Cyber Vision sensor

1 Time configuration on UTC zone
1 MTU limitation to 1940 bytes due to monitored session by ERSPAN

¢KS / 80SN) xAaA2Yy {Syaz2NJLhE FLILXAOLFIGAZY A& |
IOS XE software amwllects network flows passing through its interfaces. Monitored

sessions on the switch will be forwarded by an ERSPAN session to the 10x Sensor industrial
interface.
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The 10x Cyber Vision Sensor must interact with its Cyber Vision Center. That communication
is performed by a collection interface at the I0x Sensor application level and is accessible
through the AppGigabitinterfacel/1.

IE3400 10X
<Collection_IP=> 169.254.1.2
VLAN 2508
in case of canfiguration
through sensor management
e AppGigabitEthernet 1/1
<Local_Mgr_IP> y
Admin VLAK> Switchport made trunk I
10S XE <Collection_VLAN>
Switchport made trunk
Gil/x
Gil/x Gi*/x Gi*ly
Switchport access <Collection_VLAN>
Cisco Cyber Vision Center - T ==
. it m ="
Switch or router or 8L

standalone sensor Re L] ORIVE  CONTROLLER

Figure 5-197 IE3300/IE34001E9300 Sensor Application Architecture

5.6.2 CiscoCatlyst 9300/9400Series Switches

Cisco Catalyst 9300/9400 switches are often deployed at the manufacturing level as a core
architecture, connecting different zones and their respective applications. It also manages
communications to/from the enterprise level and, sometimes, even to therihet.

= x24 RJ4510/100/1000 BaseT connector (1)
= mini-USB console connector (2)

Figure 5-2071 Catalyst 9000 Front Panel
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Catalyst 93009400 Requirements
Cisco 10S XE Version 17.02.01 (minimum)

120 GB SSD Djgkom Cyber VisionVersion 4.4and0S17.3.3for Caglyst 9300
and 17.5.%or Catalyst 940@xternal SSD dis&not mandatory, buta reserved
4Gmemory fromflashis needed

1 Time configuration on UTC zone

The Cyber Vision Sensor I0x application wenkslarly to the IE3300/IE3400 architecture, as
shown below:

Catalyst 9K 10X

<Collection_|P= 169.254.1.2

! VLAN 2508
Bridge

in case of configuration
through sensor management

extension: AppGigabitEthernet 1/0/1

<Local_Mgr_IP= -
~Amin - Switchport mode trunk I

10S XE <Collection_VLAN=

Switchport mode trunk

Gi*/*/x
GI"/*/% GI*/R GI*/"/y
Switchport access <Collection VLAN>
Cisco Cyber Vision Center |||il By i ==
Switch or router or 15 =
standalone sensor = L DAVE  CONTROLLER

Figure 5-217 Catalyst %00 Sensor Application Architecture
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5.6.3 Cisco Catalyst IR1101 Rugged Series Router

The IR110is anindustrial router that can be used as a Cyber Vision Sensor to monitor an
industrial plant.

1x RJ45 10/100/1000 BaseT connector (the one on the left) (1)
4x RJ45 10/100 BaseT connector (the ones on the right) (1)
SFP fiber port (2)

mini-USB console connector (3)

Figure 5-2271 Cisco IR1101 Integrated Services Rugged Series Router

Catalyst IR1101 Requirements
1 Cisco IOSE Version 17.02.01 (minimum)
1 Time configuration on UTC zone

The Cyber Vision Sensor I0x Application embedded on the router interacts with the 10S XE
software through an internal bridge. All traffic passing though the routed interface Gi0/0 can
be monitored using ERSPAN.

Virtual port groups must be used to differentiate ERSPAN and Management exchanges.

o " m

169.254.0.2 169.254.1.2

Virtualportgroup 1 Virtualportgroup 0
169.254.0.1 169.254.1.1

IOS XE  NAT or routing towards
the Center’s Collection
interface

Gin/0/0 Fa0/0/x Cex/yl/z

—= L=
H||l M [T e / Cellulark
PLC 8] DRIVE CONTROLLER networ

Figure 5-2371 Cisco IR1101 Sensor Application Architecture

IMPORTANTOnNlyrouted traffic can bespanned to the Sensor applicatiamaffic switched
at level2 between Fa0/100MBinterfaces is not visible in the routing module and can
therefore not be monitored.
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5.6.4 Cisco Catalyst IBDORugged Series Router

The IR1101 is an industrial router that can be used as a Cyber Vision Sensor to monitor an
industrial environmentThe four different models: IR1849, IR183)K9, IR183X9, and
IR1835K are supported.

Catalyst IR1831-K9

RS232 Serial (x2)

Gigabit Ethernet (GE)

Power and CAN LAN (x4)

Bus Port

Combo RJ45/SFP
GE WAN port (L3)

Pluggable Module
Slot (Cellular)

Wide Pluggable
Module Slot (Wi-Fi 6)

Pluggable Side

Figure 5-2471 Cisco IR1101 Integrated Services Rugged Series Router

Catalyst IRB0OORequirements
1 Cisco IOS XE Version1B/01 (minimum)
1 Time configuration on UTC zone

The Cyber Vision Sensor 10x Application embedded on the router interacts with the I0S XE
software through an internal bridge. Abuted traffic can be monitored using ERSPAN.

Virtual port groups must be used to differentiate ERSPAN and Management exchanges.

" “

169.254.0.2 169.254.1.2

IR1101

Virtualportgroup 1 Virtualportgroup 0
169.254.0.1 169.254.1.1

|OS XE  NAT or routing towards
the Center’s Collection
interface

Gi0/0/0 Fa0/0/x Cex/ylz

Cellular
PLC [[s] DRIVE CONTROLLER /\ network L\/
Figure 5-2571 Cisco IR1101 Sensor Application Architecture
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IMPORTANTOnNlyrouted traffic can be spanned to the Sensor application: traffic switched
at level2 between Fa 10/100MB interfaces is not visible in the routing module and can
therefore not be monitored.
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5.6.5 Cisco Catalyst IR8300 Rugged Series Router

IR8300 configuration for Cyber Vision is looking like IR1101, with the additional capability to
monitor also the leveR switched traffic, not only the routed traffitwo ERSPAN session are
therefore needed, one to monitor routed traffic (monitoring session in the router module)
and a second one to monitor all/a selection of switched traffic.

Switched ports Routed ports

T | T @ @0 -

o | | o |

s

Figure 5-267 Cisco IR18340Rugged Series Router

Note that additional modules can be added sapport many different transport layers:

W{HOHX [¢93 9mMk¢mMX / &0 SN + kalfis theyefore BaffiachNJ 2 y f &
these transport layer may only be monitorédhe payload igransiting using other protocols

on the Ethernet or SFP ports.
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Catalyst IR8340 Requirements
1 Cisco I0S XE Versibn81 (minimum)
1 Time configuration on UTC zone

Device ERSPAN and iOX application configuration:

IR8340 10X

169.254.0.2

Virtualportgroup 1
169.254.0.1

I0S XE  NAT or routing towards
the Center’s Collection
interface

Virtualportgroup 0 AppGigabitEthernet 0/1/1

168.254.1.1

Routed ports SIS Switched ports

Gio/0/0

‘ Fa0/0/x Gio/1/x

| I === o
|||Il n il [ BE=
Ia] === |

PLC [[¢] DRIVE  CONTROLLER

Figure 5-271 Cisco IR83405ensorApplication Architecture

Note: unlike the other iOX sensor, the choice of the internal isAldgt totally up to the
user, the following constrains apply:
1 the erspan VLAN to use for switched ports (orange) needs thégen in the range
23402349
1 monitoring sessiomumberat iOS level need to heicked between 1 and 4 for the
switched ports (orange)
f  monitoring session for the routed ports need to behigheE | YR R2Say Qi
be set on a VLAN (same as IR1101)
1 whenusing active discovery, sensor eth2 is uaad iOS configuration is the same as
on Catalyst 9x00 switches

N>
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6 Required UDP and TCP Flows for Cyber Vision

This section lists required and optional communications between Cyber gsiaton
components and third parties. Protocols and ports, whether fixed or configurable, are listed
in the tables below.

6.1 Namingof Endpoints and Overview

The specific communications required by the Cyber Vision platform differ dependiig on
project phase:

1 Deployment and enroliment phase

o Port requirement dferences between manual deployment and deployment
using the extensiowill be listed

1 Normal operation, including standard maintenance
1 Troubleshooting and support

Firewall rules should be restricted during normal operations for better security, and specific
rules should be enabled on request for troubleshooting and/or redeployment. Enroliment
may also be performed before physical setup on site.

The tablesn the next chapterdist the ports and direction for each type of communication
between the systems listed in this section.

The section belowlefinesa common interface reference name for each component of a
Cyber Vision system, in order to ensure that the required communication are comprehensive
and without any ambiguity.

Because some systems have several interfaces, thestablef f NBFSNJ (12 020K
0KS Ay i Sagra (OSY awa ded@2 NI ¢ @
The systems with multiple interfaces are: Center, Global Cebtelicated Sensoror 10x
sensor. These systems have the following-systems / ports:
1 dLocal mgg (local manager) interface manages the host device:

o Ethernet port is fixed odedicatedsensors (ethO on 1IC3000, variable for each
model of legacy Sentryo sensors);

o Can be any port on an IOx sensor, as long atteal mgitP address can be
reached on that interface;

o0 Third port on UCSEenter appliances (CIMGee Center appliance chapter
above).

|
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1 oCollectiort interface( traffic between Sensor app and Center:
o Ethernet port is fixed odedicatedsensors

A Same physical port dcal mgbut has a dedicated IP address for the
Cisco Cyber Vision sensor;

0 |0Ox sensors:

A OnIE3x00 and Catalyst 9x00 switchasy available port/VLAN can be
used, see Cyber Vision switch guide for configuration (trunk
configuration from that interface to the 10x application IP);

A On IR devices (IR1101, IR8340): the collection interface IP is routed to
one of the router ports, and will not be available on the switch ports
(complex configuration can override this but not recommended)

o Center:the Collection interfacenay be the same as Admin/accessseparate
(see below; chosen during Center setupseparate collection portis the
secondd & S Upkriwisible to the operating system (VM or UCS server).

1 o&Center Admin/accessnterface- the port and IP used to communicate with web
clients (APl and GUI) and thiparty systems (syslog, LDAP, NTP, etc.):

0 May be the sameénterfaceas Collection (chosen during Center setui).
separate Adminis the first portd & S (iviéinle to the operating system (VM
or UCS server)

1 OActive discover§interface(s) on Sensorsto poll a subnet or list of devices:

0 As a general rulergy available port(s) can be used, an IP address/VLAN will
need tobe set and used as sourgéut there are wo exceptions:

A On IC3000, if th&GMT port is used for Active Discovery, the address
dzZaSR (2 &SyR LJ O1 Sl aRevessd i trua iSthell K S
target LAN to discover is tremin/collection LANthe MGMT port is
the one to be usedIPwill be the Collection one.

A For ICMPv6 discovery, the source IP does not need to be set, Cyber
Visionwill setalocdl A y{ Lt @bathesél&edinterface®
based on its MAC address

o Packets are sent on the LAN only, therefore no specific route/firewall rules are
required.

1 oCapture interface(s) on sensousto get the raw traffic from the network:

o Dedicated Sensos: any port not used for either Admihpcal mgor Active
Discoverys used to capture traffic

o |Ox sensors: in addition to monitoring selected ports (SPAN configuration at
IOS level), additional ports can be configured to receive RSPAN traffic from
other sources, such as switches without IOx.

A IR1101IR18xximitation: only routed packets can be SPANed to the
sensor for analysi®acketghat areflowing between the switch ports

A ¥ v oA o~

cannotbe monitored & (G KS SYOSRRSR aéAiioOK

KT

al
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All otherCyber Visiomomponentshave a single interface:

T

Syslog collector: device receiving tslog messages from Centers. May also act as
an API client (splunk app, for instance);

DNS server: answering standard DNS requests (UDP 53);

SNMP server: servereeds to accepENMP traps (UDP 26n SNMP serveor
connect tothe Cyber Vision Center agent (UDP @#61Cyber Vision Admiatcess
interface);

LDAP server: Cyber Visioon-adminusers can authenticate on an Active Directory
server;

GUI/API clientanydeviceconnecting tathe center web servefTCP 443p use
either the GUI or API;

Admin client:anydevice used for system configuration or troubleshooting, usually
also a GUI/API client but in some cases SSH access is restricted to selected clients
(jump stations). Can be a laptop, a dedicated admin desktop, or a bastion or jump
station.

Cisco and thirgparty system$pxGrid (ISEXDR /SecureXsee sectior6.5

o Note: both the GUI client and the Center need to be able to conne¥XR /
SecureX URL



6.2 Deployment and Enrollment Phase
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The followings tables list the required and optional flows to allow (route and firewall rules)
during different situations for the initial setup and Sensor / Center enrollment.

6.2.1

Centers
Center installation configurations can either be completed using the setup wizard on the
console or a preconfigured VM package. In both cases, finalization of the configuration

requires the following accesses.

Source Destination Required? | Description and Further
Information
System Sub System Sub Protocol¢
system system/ | UDP/TCR Port
/ port port (configurable
range)
Admin n/a Center / Admin SSH, TCP22 Optional Most actions can be
client Global port performed using the
Center console, but SSH access
allows information to be
copied and pasted (e.g., SS
key).
Admin n/a Center/ Admin HTTP& TCP 443| Requiral Needed to create the first
client Global port user, set the license, enroll
Center Center with sync to a Globg
Center and configure third
party systems.
Admin n/a Center / Admin HTTR; TCP 80 | Optional Single access to retrieve thg
client Global port selfsign CA to install on
Center browsers to authenticate
the web server. Alternate
option is to install another
certificate for the server.
Center Admin/ | Global Access AMPQc TCP Required | Used when enrolling a
Access | Center 5671 Center with sync with a
Global Center.
Center Admin/ | Cisco license HTTP& TCP 443| Optional License may also be
Global Access | server or (direct or proxy) installed offline (copy/paste
Center Smart from Admin client) instead
Software of online using an HTTPS
Satellite connection.

Figure 6-17 Cyber Vision Center deploymentlist of ports
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Sensorg; Enrollment Using the Sensor Management Extension

A

Aa G2 dza$s

that allows for theinstallation,enrolimentand maintenance®f all Cisco sensdt¢hardware
or 10x).If the Sensor pp was deployed using the extension ameleds to be installed or

upgraded

- it will be done automaticallwhen upgrading the extensidor iOX sensors

- 1C3000 upgrade can be performed eitlvenen updating the Center with Combined
update files(requires SSH connectiqrr by redeploying the sensor using the
extension

The host configurationLocal mgitP address, password, NTP server) must be completed
before deploying the app.

Source Destination Required? | Description and Further
Information
System Sub System Sub Protocol¢
system system/ | UDP/TCR Port
/ port port (configurable
range)
Admin Dedicated Local mgr | HTTP& TCP Required | Local mgr IP, NTR
client Sensor 8443 & 8444 password configuration.
(Cisco)
Center Collecti | Sensor Local mgr | HTTPE TCP Required | Although the default port
on or 8443 (1C3000) or for enrollment is the
Admin 443 (10x) collection port, the admin
port may be used if the
NRBdziS R2SayQ
Center collection to Sensor
Local mgr.
Dedicated | Collecti | Center Collection | AMPQ¢ TCP Required | Successful enroliment is
Sensor/ | on 5671 checked by seeing incomin
IOx sensor data (Sensor processing
adl Gdza A& a3

Figure 6-27 Cyber Vision Sensormanagement extensioflist of ports

N>
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81C3000 sensors require firmware version 1.3.3 or later for enrollment using the extension. If the sensor is running a version
older than 1.3.3, we recommend upgrading the firmware before enrolling the sensor, whether using the extension or

manually.

9The NTP server may be unreachable at this step, but the time must be correct. If necessary, date & time can be set
GKS SyNefttYSY
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Sensorg, Manual Enrollment

SYNRBEfYSYy(d NBIdA NB&

Pager8

dzLJ 2 I Ringtaled)i K S
and making the enrollment package available either on a USB key or by copying the file to

the Sensotocal mgiOx data directory. See the relevant Sensor user manual for more

information.

Although enroliment using the extension is preferred, manual enrollment is possible for

Dedicated Sensos:

1 CiscdDedicated Sensos (currently IC3000 Industrial Computeshown as Cisco in
the table below;

Source Destination Required? | Description and Further
Information
System Sub System Sub Protocolg
system / system/ | UDP/TCR
port port Port
(configurable
range)
Admin Network Local mgr| HTTP TCP | Required | App installation and
client sensor 443 configuration (port
(Cisco) mapping)
Admin Dedicated | Local mgr| HTTPE TCP | Required | App installation and
client Sensor 8443& 8444 configuration (port
(Cisco) mapping) Local mgfixed
IP addressenrollment
file 10
FAT32 Dedicated | USB port | n/a Optional Allows aDedicated
USB key Sensor 2 Sensor to be enrolled,
(Cisco & including theLocal mgiP
Sentryo) address and password.
Dedicated| Collection | Center Collection| AMPQ¢ TCP | Required Successful enroliment is
Sensor / 5671 checked by seeing
IOx incoming data (Sensor
Sensor processing status is
GANBSYyé0®

Figure 6-37 Cyber Vision Sensor manual enrollmentist of ports

10R/W access to the 10x data directory, where the enrollment file needs to be uploaded, is not possible on IC3000 units

running firmware version 1.3.2. This was fixedénsion 1.3.3. One workaround for 1.3.2 isstt a temporary IP on the
sensor app and use scp to copy the enrolimenttéiléhe same directory, since it is shared between the Host and App.

{Sy



6.3 Normal Operation, Including Regular Maintenance
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Source Destination Required?| Description and Further
Information
System Subsystem/ | System Subsystem/ | Protocolq
port port UDP/TCR Port
(configurable
range)
Dedicated| Collection Center Collection AMPQ¢ TCP Required | Sending metadata to
Sensor / 5671 Center (DPI results) anq
(@)% accepting instructions.
Sensor
Dedicated| Collection Center Collection Securesyslogg | Optional | If not allowed, Center
Sensor / TCP 10514 GRAI 3¢ FAL S
[@)% include sensor logs.
Sensor
Center/ | Collection SNMP SNMPTRAPS | Optional | Device CPU/RAM load
Global server UDP162 information sent to
Center/ server.
Dedicated
Sensor /
[@)'¢
Sensor
SNMP Center/ Admin/ SNMPg UDP Optional | SNMP server can
server Global access 161 retrieve all health
Center indicators from Center
<raw IOx Sensor | Collection RAW traffic Required | IOx Sensors & Centers
RSPAN / Dedicated (Additional over RSPAN: if RSPAN | can be used with RSPA|
traffic> Sensor / ) : specific VLAN | is used traffic: switches on the
configuration
Center required on route must be enabled _
IO Sensors) to forwarq RSPAN traffi
on a dedicated VLAN
(<256).
API/GUI Center / Admin/ HTTPR TCP Optional | Standard web (GUI or
client Global Access 443 API) access to the
Center / SYyi SNDa Ay
Center Collection Global Access AMPQc TCP Required | Syncing data from
Center 5671 Centers to a Global
Center and getting
Knowledge Base
updates
Center/ | Admin/Access NTP source NTP¢ UDP 123 | Required | Note that Global
Global /| SYyi SNa Ol Yy
Center an NTP source for
Centers
Center/ | Admin/Access DNS DN UDP 53 | Optional | Required if thirdparty
Global server(s) systems are configured
Center by name rather than IP

address for online
license validationand
SecureX
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Source Destination Required?| Description and Further
Information
System Subsystem/ | System Subsystem/ | Protocolg
port port UDP/TCR Port
(configurable
range)
Center/ | Admin/Access ADserver LDAR; TCP 389| Optional | Required if noradmin
Global or 636(TLS) users are managed by
Center anActive Directory.
Center/ | Admin/Access Cisco HTTP& TCP Optional | Licenses can also be
Global license 443 (direct or validated offline instead
Center server or proxy) of using an HTTPS
Smart connection.
Software
Satellite
Center/ | Admin/Access Syslog Syslogg Optional | Required if data must
Global collector UDP/TCP/TLS be sentto a SIEM or to
Center 514 comply with a

(configurable)

centralized log
collection requirement.

Figure 6-47 Cyber Vision list of ports used




6.4 Troubleshooting and Support
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Troubleshooting and support need to be possible when the GUI (web server) is down.

Many troubleshooting activities require a connection to the Center or Sensor over SSH. This
I OO0S a & ndedtdoa afw@yisavailable. Most often, access is granted for a limited time,

possibly with strong authentication through a bastion or jump station.

¢CKS a2dz2NOS 2F GKS O2yySOUA2YysI aKz2gy +a a!
the bastion a jump station systeror an admin laptop.
Source Destination Protocol Required? | Description and further
information
System | Sub System Subsystem / | UDP/TCR Port
system / port (customrange)
port
Admin Center/ Admin/Access SSH; TCP 22 Required SSH for CLI, as well as filg
client Global or Backu transfers that may be
Center Collection P required using SCP: diag
console .
files, dumps, software
access
updates.
Admin (all Cyber ICMP (ping) Optional Totest routes (all Cyber
client Vision Vision components answe
components) ping requests).
Admin Dedicated Local mgr HTTPR TCP Required Q(!Si\/g: ggtre]fcilgang and fixing
client Sensor 8444,8443 L "
8445 valid iox application
console certificate
Admin IOx Sensor | Local mgr HTTPS TCP Required Allows checking and fixing
client 443 device config.
Center/ | Admin/ | Admin client Syslog; UDP Optional Allowstestingof syslog
Global access 514 feature using netcat for
Center (configurable) instance on admiwlient
Admin Dedicated Any @pture <RAW packetsx Optional Allows testing
client Sensor/ port interface/low level DPI.
IOx Sensor This is often not possible

unless a direct cable
connection is possible or
RSPAN is setup.

Figure 6-51 Cyber Vision centertroubleshooting list of ports
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6.5 Third-Party Systems

The following thirdparty systems can interact with Cyber Vision Centers during normal
operation. This schematic, taken from the Industrial Security Design Busdenmarizes

possible integrations, typical topologies and ports to open:
AMP cloud SSE/XDR
TCP port 443

Permit IP

TGP port 443
& Permit URL
rewall

Enterprise Zone

TCP port 443
Permit IP

ISE TCI
Permit

P port 8910
P

ial DMZ

TCP port 5671
Permit IP

UDP port 123
TCP port 443 Permit IP

Permit IP

Industrial Zone

TCP port| 514
Permit P

Cell/Area Zone

&

Figure 6-6 1 Cyber Vision integrations list of ports

11

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/Industrial_Automation/IA_Horizontal/lA_Security/IA_Security
_DG.pdf



7 Performances & Limitations

7.1 Center Scale

The performance of Cisco Cyber Vision is validated for a given version and defined hardware.
Cyber Visiomeleased.4.x or 5.0.xis approved fokwe different hardware appliances:
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Specifications
Item CMCNTRV5S3 CMCNTRV5S5 CVCNTRM6
Formfactor | LRY Cisco UCS C220 M5 R| 1RU Cisco UCS C220 M One Rack Unit (1RU) chassis
Server Rack Server
Processors Intel Xeon 2.4 GHz with 10 | Intel Xeon 2.3 GHz with | One or two AMD Milan or
cores 16 cores Rome processors. 24 core CH
Memor Two 16GB DDR4 2933MHz | Four 16GB DDR4 2933 | 128 GB RAM, 3TB drives
y RDIMM MHz RDIMM NvmecRaid logiciel
Cisco 12G RAID controller wit
Cisco 12G Modular RAIL cache backup_ to control
Cisco 12G Modular RAID | controller with 2GB SAS/SATA drives, or
RAID controller with 2GB cache | cache Cisco 12G SAS passthrough
RAIB1 and RAIELO options | RAIB1 and RAIELO HBA to control SAS/SATA
options drives
Up to 10 SFF NVMe PCle SS
_ Two or Four 800GB 2.5ii only. All drives are controlled
Internal Two or Four 4;3068 2.5 | enterprise performance | from CPUL. Only one CPU is
storage enterprise performance 6G | 5~ o g ggp (3x required when choosing NVM
SAS SSD (3x endurance) SSDs
endurance) .
1Management port
Embedded Cisco Virtual Interface Cards
network Dual 10GBASE Intel X550 | Dual 10GBASE Intel (VIC)
interface Ethernet ports x550 Ethernet ports _
cards (NICs) OCP 3.0 network interface
card (UCSO-ID10GC)
Up to two of the following hot
swappable power supplies:
1050 W (AC), 1050 W (DC),
Power Redundant Cisco UCS 1050 Redundant Cisco UCS | 1600 W (ACR300 W (AC)
: AC Power Supply for Rack | 1050W AC Power Suppl .
supplies Server for Rack Server One power supply is
mandatory; one more can be
added for 1 + 1 redundancy.

Figure 7-17 Cyber Vision center hardware list

Note: Global Centeronfiguration should be GENTRM5S5 with four 800GB SAS SSD drives
or VM equivalent.



Performance using this reference hardware
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Specifications
Number CVCNTRVI5S5 | CUCNTRM5S3 | CUCNTRMVI6
Ma>_< number of discovered components and 50,000 25000 50,000
devices
Max number of flows stored 8,000,000 4,000,000 16,000,000
Max number of sensors managed 150 75 300
Max number of enrolled Centers (Global 20

n/a 20
Center only)

Figure 7-27 Cyber Vision center performance

NOTE: Cyber Visiaersionhas nowa warningnotification oningestion atLl20k components
and ingestion stop at 150k components to avoid performance issue.

If the Center is deployed as a virtual machine:

1 the performance data given above will be valid if the Center is deployed on a
hypervisor running on hardware similar to what has been validated (CPU, RAM

SSCand IOP characteristics)

1 the hypervisor always needs to give the Cyber Vision appliance the resources it
requires.The Cyber Vision center needshave enough processpmemory and
disk capacities to run efficiently. Some latencies may impact the center
performance and resulh performance outage or service interruptions.
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For AWSnd Azurecenters the recommended sizes are:
1 For 10,00@omponens:
o CPU: Intel Xeon, 10 cores
0 RAM: 32GB minimum
o Storage:
A Center:1TB SSD minimum, RAID

A Global Centewith 5+ enrolled Local Centers: 1,538BD minimum,
RAID10

w Forup to 5,000 components
o CPU: Intel Xeon, 16 cores
0 RAM: 64GB minimum
o Storage:
A Center:1TB SSD minimum, RAID

A Global Center with 5+ enrolled Local Centers: 1.55B minimum,
RAID10

For Aure centerghe same recommendatiaapply,the predefined availableonfigurations
are:

VM Size  Family CPUs RAM (GiB) Data disks Max IOPS
D4s_v# General purpose 4 16 8 6400
D8s_v4 General purpose 8 32 16 12800
D16s_v4 General purpose 16 64 32 25600
D32s_v4 General purpose 32 128 32 51200
D48s_v4 General purpose 48 192 32 76800
D64s_v4  General purpose 64 256 32 80000

Figure 7-31 Cyber Vision Azure center

For all configurations, Temp storagef® > | YR &t NEBYAdzy RAa1é A&

Performance specifications all Cyber Visiomenters (Virtual or AWSAzuré are limited to
what is explained aboviease ofCVCNTRVI5SS.

12This configuration is below minimum requirements for normal operation, and should be used only for demos & trainings
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7.2 Center Performance: Disk Usage, RAM, I0P, CPU

Running a Center with a large database could place significant load on the use of several
resources. Sufficient resources must be dedicated to the Center, especially in a virtual
environment.

For example, a Center with more than 25,@#¥ices andcomponents or with its DPI
interface activated requires the following resources:

I CPU: 16 cores x 2.3Ghz available
1 RAM: 64GB available

9 Disk: 1 TB availahl&SDnandatory
1 10PS225K random write IOPS
7.3 Sensor Performance

Sensor performance depends on the hardware used. The following table shows the
maximum packets per second supported on a standard mix of protocols seen in industrial
networks

Max number of
Max packets per .
Platform second flows managed in
sensor
IC3000 12,000 15,000
IE3300/IE3400 9,600 12,000
IR1101 13,200 16,500%*)
IR8340 15,000 16,500%*)
IR1800 13,200 16,500%*)
Catalyst 9300 30,000 21,000
Center DPI 300,000 Match Center
IE8BOO 13,000 16,000

Figure 7-471 Cyber Vision sensor performance

*): to reach thidevel of performance, ah00GBSSD is requireth support Store and
Forward and packet capture

Remark:
1 12,000 pps @ average packet size of 750 bytes ~ 70 Mbps
1 12,000 pps @ average packet size of 1500 bytes ~ 140 Mbps

If maximum number of packets is regularly exceeded, Sensor will drop packets and may lead
to unexpected behavior.
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7.4 Network Bandwidth Used

7.4.1 Collection Network

The bandwidth required to link a Sensor and its Center is largely the product of the traffic on
the OT network monitored by the Sensor. Incoming bandwidth and the types of protocols
used have a significant impact on the size of the DPI results. Thestydaféect the

bandwidth required between the Sensor and Center. As a result, figures could change
dramatically depending on the application.3r0.Q the following figures have been

observed:

9 Standard bandwidth is less than 0.5% of the inconiaffic.

1 Some applications show a bandwidth use between 1 andrb&gerageof the
incomingtraffic.

1 A minimum of 4pbs is observed i6.0.0

Sensors will store data locally when the Center is unreachable. When communications
recover, the Sensor will try to seradl the flow tables it has stored locally as soon as possible.
Without policies to prevent it, the Sensor could overwhelm the link during this transmission.

7.4.2 Center to Glob&Center

Synchronization between a Center and its Global Center isn't necessarily impacted by
incoming traffic from the Sensor. Instead, synchronization between the Center and Global
Center is more heavily dependent on the numberdeficescomponents and activities.

Standard bandwidth between a Center and Global Center is less than the bandwidth of all
incoming Sensors. | 0.Q observations have bedike those for collection:

1 Standard bandwidth is less than 0.5% of the inconiatfjic.

1 Some applications show a bandwidth use between 1 andrb&gerageof the
incomingtraffic.

1 A minimum of &bpd’s is observed i%.0.0

Centers will continue to load data on their own when the Global Center is unreachable.
When communications recover, Centers will try to send the missing data to their Global
Center as soon as possible. Without policies to prevent network overloads, Ceatgas
overwhelm their link to the Global Center during this transmission.



Page88

8 Table of figures

Figure 21 - Cyber Vision Network Segments...........ccovvvveviiiiciiiin e, 9
Figure 22 - Cyber Vision Center Dual Interface vs Single Interface.................. 11
Figure 23 - Cyber Vision Sensors (Hardware and Netwark)..............cccvvveeernnnnne 11
Figure 24 - Dedicated Sensor Interfaces.......ccccccvvveeeeieiiiiii e, 12
Figure 25 - Network Sensor Interfaces...........cooovvvivveiiiicciii e, 13
Figure 26 - Cyber Visiorstandalone ArchiteCture............cccoooveieevieii e 16
Figure 27 - Cyber Vision Multiple Standalone Architecture...............ccccvveeennnnnes 17
Figure 28 - Cyber Vision Centralized Multizone Architecture.........ccccceveveeeeennn. 18
Figure 29 - Cyber Vision Global ArchiteCture..........ccceceeeieii i, 18
Figure 210 - Architecture DecCiSioN MatriX..........cccurerieeeriiiireieee e 19
Figure 211 - Sensor Deployment EXample..........cccvvveeiiiiiiieeeeiiiiieece e 20
Figure 31 - ISA9S CIM MOAEL.......uuuiiiiiiiiiiiiieiieeeee e 21
Figure 32 - Industrial Automation Reference Architecture...............cccevvvvvvnnnnnn. 22
Figure 33 - Center Dual Interface INteractions............cccccuvevvveeeeeiiniiiieeee e 25
Figure 34 - FIOWS BEIWEEN ZONES......uuuiiiiiiiiiiiiee e e 26
Figure 35 - Ignoring Flows Already Monitored in the Industrial Zone................ 27
Figure 36 - FIows 0N Cell/Ar€a ZONE.......ccoivviieieeiiiiieeeeeciien e eeeeaannees 29
Figure 37 - Center Single Interface Interactions.............cccccocveiiiiiieiiiiie e 31
Figure 38 - Multi Site DePlOYMENL.......cccoiiiiiiiiieeiiiiiiie e 32
Figure 39 - Global Three€Tier Architecture.............ccccocviiiiiiiieiieceeeeee e, 33
Figure 41 - Center VM ReQUIrEMENTS......coviiiiieeeeei it e e e 34
Figure 42 - Center M5S5. ...ttt 35
Figure 43 - Center M5S3. ...ttt 35
Figure 44 - Connecting to a Center Physical Appliance UCSM5S.................... 36
Figure 45 - Connecting to a Center Physical Appliance UCSM6N..................... 36
Figure 46 - Network and Admin Interfaces UCSMBS............cccovvvieiiniiiiiieeeennns 37
Figure 47 - Network and Admin InterfaceSUCSMBN..........ccvevviviiiiieiiinniiiiniin, 37
Figure 48 - Global ArChitECIUIE......uveiieiiceiiieieee e 39
Figure 49 - ISA95 / Purdue MOdEL..........cooouiiiiiiiiiiiice e 40
Figure 410- Cyber Vision Licensing OPLiONS..........uuvveeiiiiiiieeeeeiiiiiee e ssiienees 42
Figure 411 - Cyber ViSion LICENSES......cccccuviiiiiiiiiieeeeee et 43
Figure 412 - Cyber Vision Investigate in Cisco XDR................cccccecevvvvvvnnnnen.. 45
Figure 413 - Cyber Vision Investigate in Cisco XDR..............ccoeeccccivvvinnneee. . 45
Figure 414 - Cyber Vision Cisco XDR Observables...........cccccveiniiiciiincnnnne, 46
Figure 415 - Cyber Vision Interactions FIOWS...............cooieiiiiiiiiiiiiicieec e 48
Figure 51 - CenterSensor INtEraCtionS.......cccuvvv e eeriiii e e e eeeeeeaeaaens 49
Figure 52 - Considerations for L3 EXChanges. ..o 50
Figure 53 - Avoid any Double Monitoring of Subnets...........cccccoviiiieeeieeniinne. 50
Figure 54 - Monitoring Redundant Industrial Architectures...............ccccccvvvvvennee. 51
Figure 55-5 2y Q0 a2y A 02 NJ.LY.0.SNY.S.0....¢.NL.EFARR
Figure 56 - Centere Sensor Required FIOWS............ccuviviiiiiiiiiiiiee e 54
Figure 57 - SENSOr Capture MOUES........coiiiiiiiiieeiiiieee e 55
Figure 58 ¢ Cyber Vision center Network configuratian.................ccccvvvvevveenen. 58
Figure 59 € IE3X IBN@A0OX.......ccccoiiiiiii it "9
Figure 510 ¢ Active Discovery IE3400...........cooeiiiiiiiiiiiiiiiiiieeeeee e aeee e 60
Figure 511 ¢ List of active diSCOVery protOCOIS.........ccoovvviriieeriiiiiiieee e 61
Figure 512 CIC3000.........cccoiiiiiiiiei e e e e e rr e e e aaaaaaaeeas 62
Figure 513¢5 SRA OF 6 SR {.Sy 4.2 ND.A..a2.RS. ..o 62

Figure 514 ¢ NetWOTrK SENSOIS.......cuiiiiiiiiiiiiee e 63



Figure 515 ¢ Cisco Catalyst IE3300 10G Rugged Series Switch...................... 64
Figure 516 ¢ Cisco Catalyst IE3400 Rugged Series Switch..............cccvvvveeennnsd 64
Figure 517 ¢ Cisco Catalyst IE9300 Rugged Series SWitCh...............ceeeevveennnnn 65
Figure 518 ¢ Cisco Catalyst industrial switches IOS version for Cyber Vision

] 01T TP TP PP OPPP PP PPPPPPRRPPPRRY 65
Figure 519 ¢ IE3300/IE3400/IE9300 Sensor Application Architecture.............. 66
Figure 520 ¢ Catalyst 9000 Front Panel...........ccccceeviiiiiiiieiieecececcinn e 66
Figure 521 ¢ Catalyst 9x00 Sensor Application Architecture...............ccoccuvveenen. 67
Figure 522 ¢ Cisco IR1101 Integrated Services Rugged Series Router........... 68
Figure 523 ¢ Cisco IR1101 Sensor Application Architecture.............cccccvvvveeeee. 68
Figure 524 ¢ Cisco IR1101 Integrated Services Rugged Series Router............ 69
Figure 525¢ Cisco IR1101 Sensor Application Architecture...........cccvveeeernnnnee. 69
Figure 526 ¢ Cisco IR18340 Rugged SerieS ROULEL..........vvvveviieiieeeiieeeeeeeeieeen, 71
Figure 527 ¢ Cisco IR8340Sensor Application ArchiteCture.......ccccvvveeeeeeennnnnn. 72
Figure 61 ¢ Cyber Vision Center deployment list of parts.............cccccuviiiieeennenn. 76
Figure 62 ¢ Cyber Vision Sensor management extension list of ports..............Z7
Figure 63 ¢ Cyber Vision Sensor manual enrollment list of parts..............c...e.... 78
Figure 64 ¢ Cyber Vision list of ports USed..........ccccceeeeiiiiiiiiecciceeeeeee e 80
Figure 65 ¢ Cyber Vision center troubleshooting list of patts.................cceeeee 81
Figure 66 ¢ Cyber Vision integrations list Of POITS...........ccccoiiiiiiiiiiiiiiiiiieeeee 82
Figure 71 ¢ Cyber Vision center hardware list.........cccccceeeeiiiiiiieiiccccineeee, 83
Figure 72 ¢ Cyber Vision center performance........cccccceveeeeeeieieceieccccinivvinveeeee, 84
Figure 73 ¢ Cyber ViSiON AZUIe CENLEL........cooii it e e e e 85



PagedC

(blank page)



	1 Introduction
	1.1 Significant changes between 4.1.x and 5.0.x

	2 Cyber Vision Terminology
	2.1 Solution components
	2.1.1 Center
	2.1.2 Global Center
	2.1.3 Sensors
	2.1.4 Extensions
	2.1.4.1 Sensor management extension
	2.1.4.2 Report management extension


	2.2 Networks Segments
	2.2.1 Center single or dual interface?
	2.2.1.1 How to choose the Center configuration between single vs dual interface?
	2.2.1.2 Dual Interface Center
	2.2.1.3 Single Interface Center

	2.2.2 Sensor Interfaces
	2.2.2.1 Dedicated Sensors
	2.2.2.2 Network Sensors


	2.3 Standalone, Centralized and Global Center Architectures
	2.3.1 Defining Your Project
	2.3.1.1 OT Network Visibility Project
	2.3.1.2 OT Network Monitoring Project

	2.3.2 Common Architectures
	2.3.2.1 Standalone Architecture
	2.3.2.2 Multiple Standalone Architecture
	2.3.2.3 Centralized Multizone
	2.3.2.4 Global Architecture

	2.3.3 Architecture Decision Matrix

	2.4 Sensor Selection

	3 Cisco Cyber Vision – Common Architectures
	3.1 Industrial Automation Reference Architecture
	3.2 Medium-Sized Network (Center - Dual Interface)
	3.3 Medium-Sized Network Deployment (Single Interface)
	3.3.1 Industrial Zone
	3.3.2 Cell/Area Zone

	3.4 Large Network Deployment (Single + DPI)
	3.5 Distributed Network Deployment (Dual interface + Global Center)

	4 Cyber Vision Considerations for Center Deployments
	4.1 Cyber Vision Centers
	4.1.1 Center as VM
	4.1.2 Center and Global Center Appliances
	4.1.2.1 Access to the Center


	4.2  Center Location
	4.2.1 Global Center Location
	4.2.2 Standalone Center Location

	4.3 Center Interactions
	4.3.1 Center DPI
	4.3.2 Sensors
	4.3.3 License
	4.3.4 Active Directory (AD)
	4.3.5 Syslog
	4.3.6 DNS
	4.3.7 Cisco Identity Services Engine (ISE)
	4.3.8 SecureX/XDR threat information and orchestration

	4.4 Setup and Configuration
	4.4.1 Center Setup Considerations
	4.4.2 Center Integrations (Scenarios with Different Integrations: LDAP, SIEM, Proxy, NAT etc.)


	5 Sensors
	5.1 Cyber Vision Sensors
	5.2 Monitoring Industrial Flows
	5.2.1 Routers or Level-3 (L3) Switches
	5.2.2 Level-2 Switches (L2)
	5.2.3 Dedicated Sensors

	5.3 Sensors location
	5.4 Interactions
	5.4.1 Capture Mode
	5.4.2 Network Considerations
	5.4.2.1 Collection Interface
	5.4.2.2 Route from Center to Sensor
	5.4.2.3 Case of NAT between center and sensor
	5.4.2.4 Industrial Interfaces
	5.4.2.5 Active Discovery


	5.5 Dedicated Sensors
	5.5.1 Cisco IC3000 Industrial Compute gateway (IC3000)

	5.6 Network Sensors
	5.6.1 Cisco Catalyst Industrial Ethernet IE3300/IE3400/IE9300 Rugged Switches
	5.6.2 Cisco Catalyst 9300/9400 Series Switches
	5.6.3 Cisco Catalyst IR1101 Rugged Series Router
	5.6.4 Cisco Catalyst IR1800 Rugged Series Router
	5.6.5 Cisco Catalyst IR8300 Rugged Series Router


	6 Required UDP and TCP Flows for Cyber Vision
	6.1 Naming of Endpoints and Overview
	6.2 Deployment and Enrollment Phase
	6.2.1 Centers
	6.2.2 Sensors – Enrollment Using the Sensor Management Extension
	6.2.3 Sensors – Manual Enrollment

	6.3 Normal Operation, Including Regular Maintenance
	6.4 Troubleshooting and Support
	6.5 Third-Party Systems

	7 Performances & Limitations
	7.1 Center Scale
	7.2 Center Performance: Disk Usage, RAM, IOP, CPU
	7.3 Sensor Performance
	7.4 Network Bandwidth Used
	7.4.1 Collection Network
	7.4.2 Center to Global Center


	8 Table of figures

