atfren]e
CISCO.

Cisco Small Business

Cisco ProtectLink™ Web and Gateway 1.1



CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco Ironport, the Cisco logo, Cisco Lumin, Cisco Nexus, Cisco Nurse Connect, Cisco Stackpower,
Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, Flip Mino, Flip Video, Flip Video
(Design), Flipshare (Design), Flip Ultra, and Welcome to the Human Network are trademarks; Changing the Way We Work, Live, Play, and Learn, Cisco Store, and
Flip Gift Card are service marks; and Access Registrar, Aironet, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP,
CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Collaboration Without Limitation, EtherFast, EtherSwitch, Event Center, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, iQuick Study, IronPort, the IronPort logo, LightStream, Linksys, MediaTone, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking
Academy, Network Registrar, PCNow, PIX, PowerPanels, ProConnect, ScriptShare, SenderBase, SMARTnet, Spectrum Expert, StackWise, The Fastest Way to

Increase Your Internet Quotient, TransPath, WebEx, and the WebEx logo are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States
and certain other countries.

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0907R)

© 2010 Cisco Systems, Inc. All rights reserved. OL-21459-02



Contents

Chapter 1: Introduction 5
Cisco ProtectLink Versions 5

Cisco ProtectLink Web 5

Cisco ProtectLink Gateway 6

How ProtectLink Web Works 6

How ProtectLink Gateway Protects Emails 7

Web Filtering and Threat Protection 8

Email Protection 12

How Email Protection Works 12

Email Protection in a Standard Service 14

Chapter 2: Deploying Cisco ProtectLink Web/Gateway 15
ProtectLink Web System Requirements 15

ProtectLink Gateway System Requirements 15

Email Protection 16

Web Protection 16

Setting Up the Router and Upgrading the Firmware 17

Using the ProtectLink Home Page in the Configuration Utility 17

Registering ProtectLink Web/Gateway 18

Activating ProtectLink Web/Gateway 26

Rerouting Your Mail through ProtectLink Gateway 29

Chapter 3: Configuring Cisco ProtectLink Web/Gateway 30
Configuring Approved Clients 31

Configuring Approved URLS 33

Configuring Overflow Control 35

Configuring Web Threat Protection (Web Reputation) 36

Configuring URL Filtering 37

Enabling the System Log and Outbound Blocking Event Log 40

Cisco ProtectLink Gateway Administration Guide 3



Contents

Chapter 4: License Status and Renewal 42
Reviewing the License Status 42

Renewing the License 44

Renewing the License on SA 500 Series Routers 46

Renewing the License on RV Series Routers 51

Chapter 5: Configuring and Managing Email Protection 54
Launching the Web Portal for Email Protection o5

Features of the IMHS Web Portal 56

Viewing Reports 58

Working with Policies 61

Managing the Approved Senders 64

Managing the Quarantined Messages 66

Configuring the Summary Digest Mail for the Quarantine 67

Working with the Mail Tracking Logs 70

Administration Tasks in the IMHS Console 72

Managing Passwords 72

Importing User Directories 75

Co-Branding to Display a Company Logo in the Web Portal 77

Appendix A: Where to Go From Here 79

Cisco ProtectLink Gateway Administration Guide 4




Introduction

This chapter includes the following topics:
» Cisco ProtectLink Versions, page 5
«  How ProtectLink Web Works, page 6
How ProtectLink Gateway Protects Emails, page 7
Web Filtering and Threat Protection, page 8

Email Protection, page 12

Cisco ProtectLink Versions

This guide describes how to configure and deploy the following versions of Cisco
ProtectLink:

« “Cisco ProtectLink Web” on page 5
« “Cisco ProtectLink Gateway” on page 6

Cisco also provides the Cisco ProtectLink Endpoint. For more information about
Cisco ProtectLink Endpoint, see Cisco ProtectLink Endpoint 1.0 Administration
Guide.

Cisco ProtectLink Web

Cisco ProtectLink Web provides all users with the following:
= Web threat protection to prevent access to dangerous websites
= URL filtering to control employee access to non-business related websites

Cisco ProtectLink Web is a subset of Cisco ProtectLink Gateway, but provides
Web threat protection to unlimited number of users, unlike Cisco ProtectLink
Gateway, which is available in a 25-seat or 100-seat license.

Cisco ProtectLink Gateway Administration Guide 5
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How ProtectLink Web Works

How ProtectLi

Cisco ProtectLink Gateway

Cisco ProtectLink Gateway provides your Cisco Small Business router or security
appliance with the Web security features of Cisco ProtectLink Web and combines
it with email security to prevent spam, viruses, and phishing attacks in email.

However, unlike Cisco ProtectLink Web, Cisco ProtectLink Gateway is available in
a 25-seat or 100-seat license.

nk Web Works

Figure 2 shows the flow of website traffic as it moves from the Internet through
the Cisco ProtectLink Web service and the router or security appliance. The router
or security appliance blocks website threats.

Figure1 How ProtectLink Web Works
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For more information about Cisco ProtectLink Web, go to the following URL:

http://www.cisco.com/go/protectlink
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How ProtectLink Gateway Protects Emails

How ProtectLink Gateway Protects Emails

Figure 2 shows the flow of email traffic as it moves from the Internet through the
Cisco ProtectLink Gateway service and the router or security appliance.

Figure 2 How ProtectLink Gateway Works
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The ProtectLink Gateway Service stops email threats in the cloud by leveraging
the Trend Micro IMHS capabilities.

Figure 2 also shows how Cisco ProtectLink Gateway provides web filtering and
web threat protection.

For more information about Cisco ProtectLink Gateway, go to the following URL:

http://www.cisco.com/go/protectlink
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Web Filtering and Threat Protection

Web Filtering and Threat Protection

Cisco ProtectLink Web/Gateway provides web filtering and web threat protection.
Web filtering allows you to:
Manage Internet access.

For example, you can create policies that prohibit access to websites that
your company considers non-work related.

Create filters by category, time intervals, and days of the week.

For example, you can create filters that prohibit access to certain websites
from 8:00 a.m. to 12 p.m. (0800 to 1200) and from 1:00 p.m.to 5 p.m. (1300 to
1700).

Web threat protection protects your network by blocking access to malicious
websites. Web threat protection performs the following functions:

Categorizes websites in real time.

Cisco ProtectLink Web/Gateway employs dynamic rating technology to
categorize websites while users browse the Internet.

Blocks malicious websites in real time.

Cisco ProtectLink Web/Gateway uses an extensive database to determine
the reputation or rating of a requested URL. Then, ProtectLink Web/
Gateway checks the rating against your company’s defined restricted
categories. If there is a match, ProtectLink Web/Gateway denies access to
the website. ProtectLink Web/Gateway also evaluates the potential
security risk of any requested URL by querying the web security database
at the time of each HTTP request.

Cisco ProtectLink Gateway Administration Guide 8
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Web Filtering and Threat Protection

Depending on the Reputation Score of the website and the configured Security
Level, Web Protection blocks websites that are known or suspected to be a threat.

Reputation Score: This score determines whether a website is a threat or
not. Cisco calculates the score using proprietary metrics. Based on the
score, Cisco categorizes a URL as “likely to be a Web threat,” “very likely to
be a Web threat,” or “a Web threat.” Cisco considers a URL safe to access if
its score exceeds the configured Security Level, which is explained below.

Security Levels: The configured Security Level and the Reputation Score
determine whether Web Protection will allow or block access to a URL.
Choose one of the following levels:

- High: Blocks a greater number of website threats but increases the risk
of false positives.

- Maedium: Blocks most website threats and does not create too many
false positives. This is the recommended setting.

- Low: Blocks fewer website threats but reduces the risk of false
positives.

When ProtectLink Web/Gateway blocks a website, it sends a notification
message to the browser to inform the user that access to the site is denied based
on company policy.

NOTE If the URL Rating database does not return a rating result in time, the default action
is to allow access to the URL.

Cisco ProtectLink Gateway Administration Guide 9
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The following figures, Figure 3 and Figure 4, illustrate the flow of tasks in this

process.

Figure 3 Web Protection Workflow—Part 1

Is URL
Filtering or Web
Threat Protection
enabled?

lYes

Is client's Yes
IP address in
Approved Clients
list.

Pass

\

L *

Overflow Control Yes
set to temporarily block
URL requests?

Is queue full?

Log event

—>

Block

Is URL
Filterning
enabled?

Note: Rf and Rw are variables that
define the criteria that determines
the final action.

Isita No
business
hour?

i Yes

Is the
category
blocked?

Is the
category
blocked?

Yes Yes

No

\J

A

> Let Rf = False

Let Rf = True

See Part 2

193288

Cisco ProtectLink Gateway Administration Guide

10



Introduction
Web Filtering and Threat Protection

Figure 4 Web Protection Workflow - Part 2

From Part 1

Is URL

Filtering or Web
Threat Protection
enabled?

Note: Rf and Rw are variables that
define the criteria that determines
the final action.

Low
Lt Rw = False reputation Yes Let Rw = True
score
Yes No
Is (Rf OR Rw) ==

True?
Is URL in Yes
Approved > Log event
URL list?

No
\
Block A Pass

193289

Cisco ProtectLink Gateway Administration Guide



Introduction
Email Protection

Email Protection

This section includes the following topics:

How Email Protection Works, page 12
Email Connection-Level Reputation-Based Filtering, page 13

Email Protection in a Standard Service, page 14

NOTE This section only applies to Cisco ProtectLink Gateway. Cisco ProtectLink Web
does not provide email protection.

How Email Protection Works

The Cisco ProtectLink Gateway provides Email Protection through Trend Micro
IMHS, a high-performance, cost-effective hosted security service that protects
businesses against spam, viruses, and inappropriate content before they reach the
network.

Email Protection proceeds in the following way when an email is sent to an email
address at your company:

1.

The originating mail server looks up the domain name that is specified in the
email address.

Because your network is protected by IMHS, the Mail eXchange (MX) record for
your domain causes the email to be redirected to IMHS.

IMHS servers accept the message and perform message filtering and policy
matching on your behalf.

Assuming that a message is deliverable, the IMHS servers route the message to
your email servers.

Additionally, two layers of protection are provided:

Email Connection-Level Reputation-Based Filtering, page 13

Email Content-Based Filtering, page 13

Cisco ProtectLink Gateway Administration Guide 12
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Email Connection-Level Reputation-Based Filtering

When an email server attempts to connect to an Email Protection server, the Email
Protection server queries the Email Reputation Services (ERS) to determine
whether the IP address of the sender is trustworthy.

Email Protection performs this first level of filtering prior to receiving the actual
message. The content of the message is not scanned at this point.

The following tasks occur during the Email Protection process:

If the sending server's IP address is a known source of spam, the sending
server’s IP address will be marked as untrustworthy. Email Protection
permanently rejects connection attempts from this IP address.

If the sender’s computer is part of a botnet or is a zombie computer (both
jargon terms for networks or computers that send malicious email
automatically), the IP address will be in the ERS dynamic database. The ERS
dynamic database identifies spam sources as they emerge and continues
to track them for as long as they are active. Email Protection informs the
sending server that the server is temporarily unavailable.

If it the server is legitimate, the server tries to re-send the message to the
destination email server.

Email Content-Based Filtering

After the message passes the first layer of protection, Email Protection examines
the message contents to determine whether the email is spam or contains a threat.
The hosted service integrates anti-spam with antivirus, anti-phishing, and anti-
spyware technologies.

Cisco ProtectLink Gateway Administration Guide 13
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Email Protection in a Standard Service

ProtectLink Gateway’s Email Protection is provided as a Standard service-level
offering through Trend Micro IMHS. As a Standard service, ProtectLink Gateway’s
Email Protection provides the following features:

A simplified management console, which has pre-set protection defaults
and is updated and tuned by Cisco.

Multi-tiered anti-spam, antivirus, and anti-phishing protection for inbound
email traffic, with streamlined management for complete security requiring
minimal administration.

The administrator can quickly create “white lists” of approved senders
designated by email address or domain.

Access to reports, email tracking, and password administration. Internet-
based End-User Quarantine is also available for easy management.

Cisco ProtectLink Gateway Administration Guide 14




Deploying Cisco ProtectLink Web/Gateway

This chapter describes how to deploy Cisco ProtectLink Web/Gateway:
ProtectLink Web System Requirements, page 15
ProtectLink Gateway System Requirements, page 15
Setting Up the Router and Upgrading the Firmware, page 17
Registering ProtectLink Web/Gateway, page 18
Activating ProtectLink Web/Gateway, page 26

Rerouting Your Mail through ProtectLink Gateway, page 29

ProtectLink Web System Requirements

Before you deploy ProtectLink Web, make sure that your system meets the
requirements for Email Protection and Web Protection, as described below.

ProtectLink Gateway System Requirements

Before you deploy ProtectLink Gateway, make sure that your system meets the
following requirements:

Web Browser
Microsoft Internet Explorer 6.x or 7.0 or Mozilla Firefox 2.x or 3.0

Internet connection

Cisco ProtectLink Gateway Administration Guide 15



Deploying Cisco ProtectLink Web/Gateway 2
ProtectLink Gateway System Requirements

Email Protection

Email Protection does not require you to purchase additional hardware (other than
your mail gateway and router) located on your premises. All scanning hardware is
located offsite at Trend Micro’s secure network operating centers. To access the
Email Protection Administration console, a personal computer with access to the
Internet is required:

Web Browser: Microsoft™ Internet Explorer 6.x or 70 or Mozilla™ Firefox™
2xor3.0

Internet connection

Access to the MX records on the DNS server in order to reroute email
messages to Trend Micro servers. Contact your Internet Service Provider
for more information or for help with the configuration.

VN

WARNING Do not redirect your MX record until you receive confirmation that your account has
been established. If you redirect your MX record before your account is set up, your
email messages may be lost.

Web Protection

Web Protection does not require any additional hardware (other than your router)
located at your premises.

Cisco ProtectLink Gateway Administration Guide 16
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Setting Up the Router and Upgrading the Firmware

Setting Up the Router and Upgrading the Firmware

NOTE

Set up your router or security appliance and install the latest firmware by following
the instructions in the documentation for your device. With the latest firmware
installed, the Configuration Utility includes a ProtectLink module that you can find
in the menu bar. Refer to the following examples:

|FEEET Networking  Firewall  |\Protectiimkl Ve

Setup Firewall ProtectLink VPN Qo5 Administration IP5S L2 Switch

If ProtectLink is supported on your router or security appliance and you do not see
ProtectLink on the menu bar, upgrade the firmware. For more information, see the
administration guide for the device.

Using the ProtectLink Home Page in the Configuration Utility

NOTE

The Configuration Utility for your router or security appliance includes a page with
links to the ProtectLink website. These links make it easy for you to buy, register,
and activate ProtectLink services.

To open the page with links to the ProtectLink website:

(SA 500 Series Security Appliances only) Click Administration > License
Management.

The License Management page appears.

(Cisco RV Series Routers only) Click ProtectLink in the menu bar. On some
models, also click ProtectLink in the navigation tree.

The ProtectLink home page appears.

Different router models may have different configuration windows. Also, the
windows might appear in an order different than the order in this chapter. For more
information about the Configuration Utility, see the documentation for your router or
security appliance. Also, for more information about a window, see the
Configuration Utility’s online Help.

Cisco ProtectLink Gateway Administration Guide 17




Deploying Cisco ProtectLink Web/Gateway 2
Registering ProtectLink Web/Gateway

Registering ProtectLink Web/Gateway

NOTE

STEP 1

STEP 2

Register your service to activate your service and sign up for access to the web
portal for online administration.

(ProtectLink Gateway only) Fully activating your service requires entering a list of
the domains that you want to redirect for hosting to IMHS. IMHS then becomes the
primary mail host for the Email Protection portion of the ProtectLink Gateway
service. If you do not have this information, you can register the service now and
add the missing information later. You will receive instructions in the post-
registration email.

To register the service:

Launch the Configuration Utility for your router or security appliance, and then log
in.

Open the ProtectLink Home page or License Management page, as described in
Using the ProtectLink Home Page in the Configuration Utility, page 17.

If you do not have a ProtectLink user account, the Configuration Utility opens the
Register Your Product window.

stfraln
Ccisco.

@) TREND.

Home Products Purchase @=ilddigdl Security Info Partners About Us Find a product M

[knowledge Base Home > Support > Online Registration > Register Your Product
FAQs

| Update Center .

- _ Register Your Product
Supported Versions

Virus Response SE_W'CE Fleaze enter your Registration Key (for example xe-xoooeoooooe-ooooo) below and click Next.

i
i
| Beta Programs |
| Submission Wizard I Contact your reseller if you cannot locate yvour Registration Key.
| If you are a current ProtectLink Gateway user, and have purchased ancther router,
!|  Click here to register the new router.

'.Onl-i.ne Reg"istrat.i;:un

| » Help For further assistance, contact www.ci

193196

d. Legal Notice | Privacy Policy | Contact Us
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Registering ProtectLink Web/Gateway

STEP 3 Enter your Registration Key, and then click Next.

The Enter Registration Key page appears.

|Global sites =] ISearch lz‘
G’TREN 1 BASE % WP HEUI
MICRO
Home Products Purchase R=ll:higd Security Info Partners About Us [ Find a product v!l
_Kn°W|3dge Base | Hore = Support = Online Registration = Enter Registration Key
Fags

.Update Center

Enter Registration Key

Supported \.-'ers.ions

.Beta Prograrms

Wirus Response Service

= i i i rd Mo
e e Do you have more Registration key{s) to register? |

Prermium Support
[ C.)ni.i.ne R.eg.i.s.tr;a.tion

S If yes, please enter more Registration key(s) below:
elp

Continue |

d. Legal Motice | Privacy Policy | Contact Us

189940
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Deploying Cisco ProtectLink Web/Gateway
Registering ProtectLink Web/Gateway

STEP 4 Enter additional Registration Keys, if necessary, and then click Continue.

The Confirm License Terms page appears.

[Global Sites =] |Search lz‘
6‘1?%&0" B#EE FT EP W=

: Purchase =i Igs Security Info | Partners | About Us Find a product v!l

n = Licensze Agresment

Knowledge Base Horme = Support = Colin
Facs
Update Center

- _ Confirm License Terms
Supported Versions
Beta Programs Trend Micro licenses its products worldwide in accordance with certain terms and conditions, By breaking

— = the seal on the CD jacket in the product box or registering the product's Registration Key, you or your

| Mirus Respanse Service company or organization accepted a Trend Micro license agreement.

Subrnission Wizard i L . i

Below you will find a representative Trend Micro License Agreerment. If you or your company has

| Premium Support | already entered into a valid written license agreement with Trend Micro, click on the button below to

e ac 'l confirm your acceptance of that original written agreement. If, for some reason, you have not already

| online Registration accepted a license agreement with Trend Micro, review the following Trend Micro License Agreement and
> Help click an the button below if you accept its terms, If not, or if you have any questions, contact Trend

Micro before proceeding.

BY BUSINELS ANDD UTHERE EWNTITIE: Is SUBJECT IO THE FUOLLOWING LEGAL TEEM: ;!
AND CONDITIONS =

Enterprise and SME Software and Services
Date: April 2007 w.1
English-Multi-country

1. Binding Contract. This License Agreement (Agreement) is a binding
contract hetween Trend Micro Incorporated or a licensed affiliate
(Trend Micro) and the legal entity that will be using Trend Micro
Software or Services on a pald or trial use basis. An emplovese or
other agent, including a reseller or contractor which installs or
registers Softwars or Services, of this entity (Representative) must
accept this Agreement on behalf of the entity before the Software or
Service may be used. Entities whose Representative has wvalidly
accepted this Agreement are referrsd to as You. Please print this
Agreement and save a copy electronically.

MOTE: SECTIOW 20 OF THIS AGREEMENT LIMITS TREWD MICROZ LIABILITY.
SECTIONS &, 16, 17 AND 18 LIMIT OUR WARRAWNTY OBLIGATIONS AMND YOUR
REMEDIEZ. SECTION 10 ZETS FORTH IMPORTANI CONDITIONZ OF USE FOR

SOFTWARE AND SERVICES. SECTION 14 TELLS YOU WHAT INFORMATION WE

COTTEAT FROM THF SOFTWLRE YOIT THSTATT FFATL THESE SFOTTIOANS CAREFRIITTY LI

= Printer-Friendly Format

@ I Accept ¢ IDon't Accept *

Submit I

159592
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Registering ProtectLink Web/Gateway

STEP 5 Read the License Terms carefully. If you agree to the terms, select | Accept, and

then click Submit. The Confirm Product or Service Information page appears.

@) 1REND.

Products

.Knowledge Base

[Fags

.Update Center
.Suppor‘ted .\.-'ers.ions
.Bet;a. Prograrms

.\.-'ir.us Response Serific:e |

| submission Wizard

Prermium Support

| Purchase

|Global sites =1 ISearch
B#E P @ W=

O

Support LG rtners | About Us : [ Find a product

Kl

Haome > Support = Online Registration = Confirm Praduct Infarmation

Confirm Product or Service Information

Thank you for choosing Trend Micro,
rou get the following product/service:

Registration Key: t
ProtectLink

e— — Product name:
Online Registration Yersion type: Full
> Help Language: English
- Operating system: Wwindows
Platform: Gateway Service
License start date: 1/4/2008
Maintenance end date: 1/4/2009

Account Activation

Activating your service requires a list of the domains you wish to redirect for hosting by modifying your
M record to use Trend Micro InterScan Messaging Hosted Security as the primary domain host, Wwe
recommend further that you only accept mail from Trend Micro to limit authorized SMTP connections,

Domain 1 IP Address 1 I
Domain 2 I IP Address 2 I
Domain 3 I IP Address 3 I
Domain 4 IP Address 4 I

For additional dormains, please contact support at imhs support@trendmicro.com.

Messaging Environment:
Please cormplete this section accurately, Incomplete or inaccurate information based on observed traffic
for your account may require an adjustment in licensing terms,

Number of Users: *

Mote: For significant changes in gccount size, please contact Support at imhs support@trendmicro.com fo
discuss licensing requirements and future capacity needs,

For capacity planning purposes, do you expect any unusual message traffic events or content types that

would generate increased traffic requirerments? Cives g *

If TES, please explain:

=

For a copy of the Service Level Overview (SLO), please click here.

If the above information is correct, please continue with the registration process; otherwise, please
contact Trend Micro,

Continue Registration

d. Legal Motice | Privacy Policy | Contact Us
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Registering ProtectLink Web/Gateway

STEP 6 Inthe section Do you have Domain/IP address now?, choose one of the following
options:

Yes: Choose this option if you are ready to enter a list of the domains that you
want to redirect for hosting to IMHS. To fully activate your service you must
enter a list of your domains. Then enter each domain or IP address. If you
need to enter more than four domain names or IP addresses, contact Cisco
Support.

No: Choose this option if you are not ready to enter a list of the domains now.
In this case, the system will use temporary settings. You can update this info
later by contacting Cisco support.

STEP 7 Inthe Messaging Environment section, enter the following information:

Number of Users: Enter the number of users that will be registered with the
service, according to your purchase agreement.

Answer the capacity planning question by choosing one of the following
options:

- Yes: Choose this option if you expect unusual message traffic or content
types that would generate increased traffic requirements. Enter an
explanation of your situation in the text entry box.

- No: Choose this option if you do not expect unusual message traffic or
content types.
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The Registration Information page appears.

Purchase

Search m

Global Sites _.,:__,
BFEE B R KOS

Support

Security Info Find a product .v

:Knu'.vledge EBase

| FAQs

Update Center

Supported Versions

Beta Programs

\.-'lrus Response Servlc:e

Submission Wizard

:Premium Support

Home > Support > Cnline Re

Registration Information

MOTICES: The following online form asks you for contact information, including certain personal data.
By entering such information and clicking the Submit button at the bottom of the form, you are giving
your express consent for Trend Micro and its authorized agents to collect such personal data and to
process and store such personal data in countries, such as the United States, where Trend Micro has
offices and where the personal data protection laws may not be as strict as in your home country.

= part of itz compliance with U.S. export control laws, Trend Micro may also share certain information
vou provide below with a third-party service provider operating in the U.5. and Canada. This shared
data iz not retained by the third-party service provider once it verifies that your use of the software will
not violate U.S. export control laws.

(Required fields = )

Company names:

Company address: ]
City:

State/Province: !yi 2

ZIP/Postal code:

Country/Region:

| United States

Pleace create a logon 1D for your company profile. & temporary pa ord will be sent to you
via email after registering, which you =I"culd change the first time you log on.

(6 to 25 characters)

Logen ID:

Are you a Trend Micro reseller 7

" ves (% g *

Hawve you installed an evaluation copy of any of the products you are registering?

Linksys Router English Gateway Service, OS:
Windows

rved. Legal Notice | Privacy Policy | Contact Us

189854
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Registering ProtectLink Web/Gateway

STEP 8 Enter your contact details in full, including your email address and Logon ID for
your company profile, and then click Submit.

The Confirm Registration page appears, with your contact and domain details.

O]

|Global sites =1 ISearch
B#E P @ W=

@) 1REND.

Products

Bl

[ Find a product

Partners About Us

Purchase RElf:LIgd@ Security Info

Home :

Knowledge Base Hore = Support = Online Registration = Confirm Registration Information

|Fags
Update Center

- e Confirm Registration Information
.Suppor‘ted Versions

Beta Programs
R B Sl | Flease confirm that the information displayed below is correct:

| submission Wizard
Trend Micro Inc.

Company:
Prermium Support Street: 10101 M. De Anza Blvd,
— City: Cuperting
Online Registration State /Province: California
> Help Country/Region: United States
- ZIP fPostal code: 95014
Maintenance expiration date: 1/4/2009

An gmail notification will be sent to your contact email address before the product maintenance contract
expires,

Account Administrator Contact
Name: [Your contact details]

Title:

Phone number:

Email address:

Mailing address:

[¥ Send email notifications before product Maintenance expires.

[¥ 1 want to receive email virus alerts

Message Environment

Murnber of users 5
unusual message traffic events Mo
Explanation R

The list of the domains to redirect for hosting

Diomain 1t [Your Domain] IP 1: [Your IP Address]

Domain 2: MNAA IF 2: MNAA
Domain 3 MNAA IF 3: NAA
Domain 4: M3 IF 4: NAA

1. Legal Motice | Privacy Policy | Contact Us
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Registering ProtectLink Web/Gateway

STEP 9 Make sure the information is correct.
= Click Edit if you need to make changes.
= |If the information is correct, click OK.

The Activation Code page appears with your Activation Code displayed. You may
print this page for your records.

|Global Sites = ISearch m
o’ TREND. BFE S ET WELZ
MICRO
Home Products i Find a product v!l
Knowledge Base Hc;rne = Suppor;t > Online Registration = Activation Code
FaQs

Leee R Activation Code

."Suppor{ed-\.-'ersions

Beta Programs

A BTt Thank you for registering.

| submission Wizard

Premium Support Your logon ID, temporary password, and an Activation Code will be sent to the following
- ] email address: john_smith{@example.com

online Registration You can visit https:f folr.trendmicro.com fregistration/ and enter the logon ID and

3 Help password to view your Online Registration account or register additional products.

Platform Platform
(0s) (Application)
ProtectLink English Windows |Gateway Service |l Sl S aes
LR L S T .ﬂ‘ s

Product Name Language Activation Code

» From the router's console, click Protectlink and then click I have my Activation
Code (AC) and want to activate ProtectlLink Gateway.

® Your account administrator ( b ‘ ) will receive a
confirmation email with further instructions to initiate the mail redirection (MX
record modification for InterScan Messaging Hosted Security IP addresses)
along with account access login.

# For technical support, contact http://ww

sco.com/support

Questions? Contact Trend Micro.

_ox |

193207

s2d. Legal Motice | Privacy Policy | Contact Uz

STEP 10 In the future, you can visit https://olr.trendmicro.com/registration/ to view your
Online Registration Account or to register additional Cisco ProtectLink products.

STEP 11 Click OK to finish the registration process.
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Activating ProtectLink Web/Gateway

STEP 1

STEP 2

STEP 3

After completing ProtectLink Web/Gateway registration, you should receive within
24 to 48 hours an email indicating successfully registration of the service.

The email provides you with an Activation Code, affirming your Logon ID, and
giving you a temporary password for your company. You should change the
password after you log in.

The email also contains instructions for providing your email domains and mail
server IP address for redirection, if you did not complete that portion during the
registration process.

To activate the ProtectLink Web/Gateway service:

Launch the Configuration Utility for your router or security appliance and then log
in.

Open the ProtectLink Home page, as described in Using the ProtectLink Home
Page in the Configuration Utility, page 17.

At the bottom of the page, click the link to activate your service. The link may read
| have my Activation Code (AC) and want to activate ProtectLink Web/
Gateway or Use the Activation Code (AC) to activate ProtectLink services.

The Activate Your Product > Step 1: Enter Activation Code window appears.

N
ClIsCo.

@) 1ReND.

Home Products Purchase

Support EETIETTdiaTR ] Partners About Us

Find a product v

Knowledge Base Home > Support * Online Registration > Activate your product

Indate taier || Activate your product

”Support.ed .\..-‘ersi.u.)ns Ve
| al iy, > Step 1: Enter Activation Code

Beta Programs

| Virus Response Service |

Submission Wizard | Your Activation Code(for example s X0 Koo X0 30000 30000¢) is located on the Product
. Registration Certificate you received. You can contact Trend Micro if you cannot locate your Activation

.Premium Support Code. Enter your Activation Code below and click Next.

Online Registration

» Help Enter Activation code

-

193182
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2

STEP 4 Enter your Activation Code and then click Next.

The Activate Your Product > Step 2: Verify Product Information window appears.

@) 1REND.

ate Center |

ESuppor‘ted Versions |
EBeta Programs |
| Virus Response Service |
Submission Wizard |
;.I:-’.ren;iurn.éupport. |
[online Registration

| 2 Help

-Knowledge Base | [
| FAQs |

cisco.

Home Products RIS EECE Support i artners About Us Find a product

H0|:|.'.|e = Suppc‘l"t » Online Registration = Activate your product
Activate your product

> Step 2: Verify Product Information

Thank you for choosing Trend Micro. You purchased the following product(s):

Product Group Application Activation Code Registration Key Seat No. Expiry Date
ProtectLink Gateway Service ! + g 5 03/09/2010
If the information is correct, Click Next to continue; otherwise, please contact www.cisco.com/support

Back

193183
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Cisco ProtectLink Gateway Administration Guide

27




Deploying Cisco ProtectLink Web/Gateway 2

Activating ProtectLink Web/Gateway

STEP 5 Verify that the product information is correct.

If the information is correct, click Next.

If you see a message indicating that the information needs to be corrected, click

Back, and re-enter the activation code.

atfra]n
Cisco.

@) 1ReND.

Home Products Purchase E=idLigdl Security Info Partners About Us Find a product W
| Knowledge Base Ml Bome = Suppot = Online: Regiiation = Bctvaberyosprod s

FAQs | y

[lipdate Earter. 1| Activate your product

fSuppur‘ted.Versinns | ; —
e T = = Step 3: Finish Activation
Beta Programs |

| Virus Re-s_pElﬁ;e Service |
| Submission Wizard || Congratulations! You have activated your product.

L iain el The Activation Code(s) for your product(s) are listed below:
| Online Registration

» Help Product Group Application Activation Code Registration Key Seat No. Expiry Date
= 1 ProtectLink Gateway Service T 5 03/09/2010

# Your product will be active shortly. Internet speeds affect the process.

® Your Account Administrator ( .

—_—- . J will initiate email message redirection
(for InterScan Messaging Hosted Security IP Addresses).

» For further assistance, contact www.cisco.com/support.

193185
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The Activate Your Product > Step 3: Finish Activation window appears.

You have successfully activated the product. Your service will be active by the
next working day.
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Rerouting Your Mail through ProtectLink Gateway

After Trend Micro receives your activation details, Trend Micro sends you
additional emails.

The Web Protection Activation email provides a Logon ID and temporary
password, along with instructions to customize Web Protection for your
company.

The Email Protection Activation email includes your IMHS Username and
temporary Password to access the IMHS web portal, with instructions on
how to redirect your Mail Exchange (MX) record.

When your Email Protection account is set up correctly, a Test Email is sent
to ensure that email messages can flow through the Trend Micro servers

properly.

NOTE If you did not provide the Domain Name and/or IP Address of your email server
during registration, your Email Protection account is not created. Follow the
instructions in the post-registration email to provide these details. Do not redirect
your MX record until you receive the test email that your account has been properly
established. If you redirect your MX record before your account is fully set up, your
email messages may be lost.
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After you activating your account, configure your router for Web Protection as
described in the following sections:

Configuring Approved Clients, page 31

Configuring Approved URLS, page 33

Configuring Overflow Control, page 35

Configuring Web Threat Protection (Web Reputation), page 36
Configuring URL Filtering, page 37

Enabling the System Log and Outbound Blocking Event Log, page 40

NOTE Different router models may have different configuration windows. Also, the
windows might appear in an order different than the order in this chapter. For more
information about the Configuration Utility, see the documentation for your router or
security appliance. Also, for more information about a window, see the
Configuration Utility’s online Help.
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Configuring Approved Clients

STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

The Approved Clients List details the computers that have unrestricted Web
access. ProtectLink approves all URL requests from the specified IP addresses.

The Web Protection settings do not apply to the Internet requests of any computer
whose IP address is in this list.

To configure the Approved Clients list:

Launch the Configuration Utility for your router or security appliance, and then log
in.

(RV042/82/16 routers) Click ProtectLink on the menu bar.

The Web Protection window appears. The list of approved clients appears at the
bottom of the page.

Approved Clients

Approved Clients List Enable

Enable Approved Clients List: [

Apply | | Reset |

Approved Clients List
[~ | Approved Client IP Addresses | Edit

r 1112
- 1234
| Add_. || Delete |

(SA500 series routers) Click ProtectLink on the menu bar, and then click Global
Settings > Approved Clients in the navigation tree to display the list of approved
clients.

To enable the Approved Clients list, check the Enable Approved Clients List box,
and then click Apply or Save Settings.

To add a new client, or multiple clients in an IP address range, click Add.

NOTE Other options: To edit an entry, click the pencil button in the Edit
column. To delete an entry, click the check box and then click Delete. To
select all entries in the table, check the box in the top left corner of the
heading row.
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STEP 6 To identify the client (or clients), enter the following information:

IP Address Type: Choose Single to enter one IP address, or choose Range
to specify a range of IP addresses.

Start IP Address: For Single, enter the IP address. For Range, enter the first
IP address in the range.

End IP Address: For Single, leave this field blank. For Range, enter the last IP
address in the range. ProtectLink will approve all URL requests from the
specified IP addresses. For example, 1.1.1.2 - 1.1.1.10 will approve all the IP
addresses that fall in the range.

STEP 7 Click Apply or Save Settings. The details will appear in the Approved Clients List.

NOTE If your Configuration Utility includes all Web Protection settings on
one page, you can save the settings after configuring all of the desired
features on the page.
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Configuring Approved URLS

STEP 1

The Approved URLs List details the websites that always can be accessed. The
approved sites are defined by specific URLs or keywords within URLs.

To configure Approved URLs:

Launch the Configuration Utility for your router or security appliance, and then log
in.

STEP 2 Click ProtectLink on the menu bar, and then click Global Settings > Approved

URLs in the navigation tree.

NOTE If your Configuration Utility does notinclude a left navigation tree, click
ProtectLink and then choose Web Protection. Then scroll down to the
Approved URLs area of the page. The layout will vary from the illustration.

Approved URLs

Approved URLs List Enable

Enable Approved URLs List: [

Apply | | Reset |

Approved URLs List

- Approved URL Type Edit
[ www.irendmicro.com  Web site
u cisco URL keyword
| Add_. || Delete |

STEP 3 To enable this feature, check the Enable Approved URLs List box, and then click

Apply.

STEP 4 To add a new URL or keyword to the list, click Add.

NOTE Other options: To edit an entry, click the pencil button in the Edit
column. To delete an entry, click the check box and then click Delete. To

select all entries in the table, check the box in the top left corner of the
heading row.
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STEP 5 To specify either the exact URL or a keyword, enter the following information:

URL: Type the exact URL for the site (for example, www.yahoo.com) or enter
partial URL for use as a keyword (for example, yahoo).

Match Type: Choose one of the following options:

- Web site: Choose this option if you want to allow access only to the exact
URL that you entered in the URL box. For example, if you entered
www.yahoo.com for the URL, then your users can access
www.yahoo.com, but they will be blocked from www.yahoo.com.uk or
www.yahoo.co.jp.

- URL keyword: Choose this option if you want to allow access to any URL
that includes the keyword that you entered in the URL box. For example,
if you enter yahoo for the URL, then your users can access websites such
as www.yahoo.com, tw.yahoo.com, www.yahoo.com.uk, and
www.yahoo.co.jp.

STEP 6 Click Apply or Save Settings to save the settings. The details will appear in the
Approved Clients List.

NOTE If your Configuration Utility includes all Web Protection settings on
one page, you can save the settings after configuring all of the desired
features on the page.
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Configuring Overflow Control

STEP 1

STEP 2

STEP 3

STEP 4

Overflow Controls determines how ProtectLink handles excess URL requests.
During periods of overflow, you can either block the requests or to bypass URL
Filtering. Blocking the requests is the default setting and is recommended to
ensure that URL Filtering continues to protect your business during busy periods.

To configure Overflow Control:

Launch the Configuration Utility for your router or security appliance, and then log
in.

Click ProtectLink in the menu bar, and then click Web Protection > Overflow
Control in the navigation tree.

NOTE If your Configuration Utility does notinclude a left navigation tree, click
ProtectLink and then choose Web Protection. Then scroll down to the
Overflow Control area of the page. The layout will vary from the illustration.

Overflow Control
Overflow Control
The setting are applied to Web Threat Protection and URL Fitering.
*  Temporarily block URL requests (This is the recommended setting)
 Temporarily bypass URL requests
| Apply | | Rezet |

Choose one of the following options:

Temporarily block URL requests: Choose this option to manage overflow
by temporarily blocking all new website requests. This setting is
recommended.

Temporarily bypass URL requests: Choose this option to manage overflow
by temporarily bypassing URL Filtering for new website requests.

Click Apply or Save Settings to save the settings.

NOTE If your Configuration Utility includes all Web Protection settings on
one page, you can save the settings after configuring all of the desired
features on the page.
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Configuring Web Threat Protection (Web Reputation)

If you enable Web Threat Protection (also called Web Reputation), you can choose
the security level.

To configure Web Threat Protection:

STEP 1 Launch the Configuration Utility for your router or security appliance, and log in.

STEP 2 Click ProtectLink in the menu bar, and then click Web Protection > Web Threat
Protection in the navigation tree.

NOTE If your Configuration Utility does notinclude a left navigation tree, click
ProtectLink and then choose Web Protection. Then scroll down to the Web
Reputation area of the page. The layout will vary from the illustration.

Web Threat Protection

Web Threat Protection
Enabile Web Threat Protection: [~
Security Lewvel
= High Blocks a grester number of Web threats but increases the rizk of false pozsitives.
% Medium  Blocks most Wb thrests and does not creste too many falze postives. This is the recommended setting.

= Low Blocks fesver Web threats but reduces the risk of falze positives.

| Apply | | Rezet |

STEP 3 To enable this feature:
Check the Enable Web Threat Protection check box.

NOTE On some models, this check box appears at the top of the Web
Protection page.

Select the Security Level for Web Reputation:

- High: Blocks a greater number of web threats but increases the risk of
false positives. In other words, you may block websites that are safe.

- Medium: Blocks most web threats and does not create too many false
positives. This setting is recommended.

- Low: Blocks fewer web threats, but reduces the risk of false positives.
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STEP 4 Click Apply to save your settings.

NOTE If your Configuration Utility includes all Web Protection settings on
one page, you can save the settings after configuring all of the desired
features on the page.

Configuring URL Filtering

You can use URL Filtering to restrict access to specified URLs. You can set
different URL Filtering options for your business hours and your non-business
hours.

To configure URL Filtering:

STEP 1 Launch the Configuration Utility for your router or security appliance, and then log
in.

STEP 2 Click ProtectLink in the menu bar, and then click Web Protection > URL Filtering
in the navigation tree.

NOTE If your Configuration Utility does notinclude a left navigation tree, click
ProtectLink and then choose Web Protection. Then scroll down to the URL
Filtering area of the page. The layout will vary from the illustration.

STEP 3 To enable URL Filtering, check the Enable URL Filtering box.
STEP 4 Inthe Filtered Categories table, choose the categories and hours for filtering.

Filtered Categories: If you want to see the sub-categories, click the
expansion + button next to the Category name.

Business Hours: For each category or sub-category, check the box to
activate URL Filtering during the Business Days and Business Times that you
will define on this page.

Leisure Hours: For each category or sub-category, check the box to activate
URL Filtering during non-business hours. Non-Business Hours are the days
and times that are notincluded in the specified Business Days and Business
Times.

STEP 5 Define the Business Hours for URL filtering by choosing the Business Days and
Business Times:
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Business Days: Check the box for each day that you want to include in your
Business Hours. All days that are not selected will be considered Leisure
Hours for the purpose of URL filtering.

Business Times: Choose from the following options:

- All Day (24 hours): Choose this option if you want your Business Hours
to include all hours in the specified day.

- Specify Business Hours: Choose this option if you want your Business
Hours to be restricted to specified time periods. Then choose the
Morning and Afternoon time periods. All hours that are not included in
these ranges will be considered Leisure Hours for the purpose of URL
filtering.

Morning: Check the box to specify the morning hours (before noon). Use
the From and To drop-down lists to specify the range of Business Hours
for the morning.

Afternoon: Check the box to specify the afternoon hours. Use the From
and To drop-down lists to specify the range of Business Hours for the
afternoon.
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. T Instances
URL Categories Filtering Blocked
Business Hours = Leisure Hours

I
r
I I
r
I I
r
I I

Reset Counters: E

I

193208

STEP 6 Click Apply to save your settings.

NOTE If your Configuration Utility includes all Web Protection settings on
one page, you can save the settings after configuring all of the desired
features on the page.
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Enabling the System Log and Outbound Blocking Event Log

ProtectLink Web/Gateway can provide a system log (syslog) as well as an
Outbound Blocking Event log for all outbound events that it blocks. Enable these
features to maintain the logs.

To enable the syslog and the Outbound Blocking Event Log:

STEP 1 Launch the Configuration Utility of your router or security appliance, and then log
in.

STEP 2 Click the Administration on the menu bar, and then click Logging > Remote
Logging in the navigation tree. The Remote Logging Config page appears.

NOTE If your Configuration Utility does notinclude a left navigation tree, click
Administration, and then choose Log. Then scroll down to the Syslog area
of the page. The layout will vary from the illustration.
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STEP 3 Inthe Syslog Server field, enter the name or IP address of the syslog server.

NOTE If your Configuration Utility includes an Enable Syslog check box,
check the box to enable this feature.

STEP 4 Click Apply or Save Settings to save your settings.
STEP 5 To view the logs, use one of the following methods, depending on the model:

In a Configuration Utility with the left navigation tree, click Status on the
menu bar, and then click View Logs > Policy Enforcement Logs in the
navigation tree.

In a Configuration Utility with the Administration > Log page, click the View
Log button near the bottom of the page.

The Log page appears, where you can view All, System, Access, Firewall, and
VPN logs page by page.
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Using the Configuration Utility of your router or security appliance, you can view
your ProtectLink license status information and renew the license.

= Reviewing the License Status, page 42

 Renewing the License, page 44

Reviewing the License Status

To review license information:

STEP 1 Launch the Configuration Utility for your router or security appliance, and then log
in.

STEP 2 Click the ProtectLink on the menu bar, and then click License > Summary in the
navigation tree.

NOTE If your Configuration Utility does not include a left navigation tree, click
ProtectLink, and then choose License, to view the License Information
table. The layout will vary from the illustration.

License information last wpdated on: 031502006 07:33:41
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The status of the license is indicated by the status icon and the status message
near the top of the page.

= Cisco ProtectLink Service is Active.

= Cisco ProtectLink Service will expire in 30 days.

= Cisco ProtectLink Service has expired.

Q

STEP 3 Click Update Information to update your license information. Your license
information is updated and stamped with a date indicating when the license
information was last updated.

STEP 4 Click the View detailed license online link to view more details of your product
license.

The My Product Details Web page appears.

| Global Sites ~| [search lz‘
(’aI‘?E':'% AFE P EP LR

Home Products i ; W

.Knowledge Base 1] Horr;e > Support > Online Registration > My produc
FAQS
e e || My Product Details

Supported Versions

Beta Programs

| Virus Response Service
Submission Wizard Product:
Premium Support Version: Full

T———— = Operating system: Windows
Online Registration

: ) o
3 Help Platform: Gateway Service

Language: English
Licenses: 25
Activation Code: [Your Activation Code]
License expiration: | 1/4/2009 12:00:00 AM

189920

d. Legal Notice | Privacy Policy | Contact Us
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Renewing the License

Renewing the license, whether it is a 12-month license that you purchased or a 30-
day trial license involves purchasing a new Registration Key (RK).

With the new RK, follow the steps below to generate a new Activation Code (AC).

STEP 1 Log into the router.

STEP 2 Click the ProtectLink tab.

STEP 3 Click License.

STEP 4 Click Add a seat.

STEP 5 Log into TrendMicro Registration Server with your ProtectLink user ID.

STEP 6 If necessary, open the My Products window (Support > Online Registration > My

Products).
Global Sites + [search ]
9 TREND BFH Be WP 0903
MICRO
Home | Products @ Purchase QElULLIgE Security Info @ Partners = About Us Find a product vII
Knovwledge Base Heme > Support = 2 Registration > My Products
FAQs
Update Center
My Products
Supported Versions
Beta Programs
Virus Responsa Sarvice - -
Company Name: Cisco Systems, Inc. View/Edit Company Profile
Submission Wizard
Premium Support
Register New Product/Add Seat Renew Product Merge Licenses
Online Registration : i,
» My Products
» My Company g i g i N Expiration
+ Logout Item Product  Sales Type Key Date Activation Code Date
» Help 1 ProtectLink Retail LR-7M4H- 2/13/2010 WO 2/13/2011
Package S9SH~
VHVQ-CIFB SRR
SR
2 PratectLink Retsil LR-Q2PS- 2/15/2010 MMM NN 3/15/2010
Package  [X3DD- HHOOOO000000 @
7SKU-HYRQ =
EEEREE L o
o
o
-

STEP 7 Click Register New Product/Add Seat.
NOTE Do not click Renew Product.
STEP 8 Enter the new RK you have received from Cisco.

STEP 9 Click Next.
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STEP 10 Click Register New Product Separately.

Global Sites ~ |Search D
0 TREND BXH TP W 0202
MICcRO
Home @ Products | Purchase QSIS Security Info = Partners = About Us Find a product vI
= — -
Knowledge Base Home > Support > Online Registration > My praducts > Register New Product
FAQs
Update Center .
- Register New Product
Supported Versions
Beta Programs B Step 3: Similar Product Check
Virus Response Service
Submission Wizard | These products are similar to the ink you are regi ing.
Premium Support | If the new 5 seats of Protectlink you are r will be lled on the same network as one of
L 1| the below existing registered products, select that product so their seats can be merged into one
Online Registration License and corresponding Activation Code.
» My Products .
» My Company Product Name Activation Code Registration Key oy |
» Logout | | Expiration
> Help € |ProtectLink e o JoanonoCnu s 2/13/2011
L rotectLin - /13
ZCEUS-GQHWK-YBAVE | HRIOHIN0N
e Link Eﬂs-a:%?rm- Frws HoannEe00t s 3/15/2010
rotectlin SET- /15/201
GIDAW-EIVNT-UZTEC | -k KHKKK
Add Seats to Selected License Register New Product Separately o
S
=]

TrendMicro Registration Server generates a new AC.

Using the new AC, follow the steps in the following sections to renew the license
on your router.

«  “Renewing the License on SA 500 Series Routers” on page 46

=  “Renewing the License on RV Series Routers” on page 51
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Renewing the License on SA 500 Series Routers

To renew the license on SA 500 Series routers, follow these steps:

STEP 1 Loginto the SA500 Security Appliance Configuration Utility.

STEP 2 Click License Management to open the License Management window.

cisco (admin) Log

Frrawall IFS Protectlink YR Administration
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STEP 3 Inthe License Management window, click the link in Step 2 to register your

registration ke

ri yppll'ance Configuration Utility

Y.

cisco {(admin) Log Out

F Users

¥ Firmware &
Configuration
Diagnostics

¥ Traffic Meter
Time Zong

b Logging
Authentication

This link opens the ProtectLink Online Registration window on the TrendMicro

website.

License Management

Renew Instructions:
Step1:
Contact your Cisco reseller to purchass & registration key (RK) to renew your Protectlink licsnse
Step2:

Register your registration key (RIK) et filps:fiolr drendmicro.compredirectisisco renew aspx
by loaging in with your sxisting ID and password.

Step3:

Click here to use the Activation Cade and Enable Protectlink Gateway festures.

236382

STEP 4 Inthe Online Registration window, log in using your existing ProtectLink account.

Purc

hase UGS Security Info

Find & product v

i
Subrnission Wizard

Online Registration
*Help

-_.r-iome = Support > On

e Registration

Online Registration System

Welcome to the Trend Micro Online Registration system for Enterprise and Small/Medium Business
customers, Use this system to register, activate, renew, or merge multiple licenses for your
products/services.

Returning, registered (trial or full) users: -

Users of Trend Micro Consumer Products
(For example, Trend Micro Internet Security, Trend
Micro Internet Security Pro, Trend Micro Antitirus
Plus AntiSpyware)

Logon ID:

Use your Trend Micra Online Registration Account or

e S Wisit the TrendSecure website to access vour

acocount infarmation,

Password: Users of Trend Micro Services

[ (For example, Hosted Email Security, Worry-Free
e e L Business $ecurity Services)

To migrate your trial account, log on to the
Log on |

online Registration system using the same
credentials used to log on to your service,
Trend Micro Channel Partners

Please register your customer's Trend Micro
product/service using their Trend Micro
account instead of your own,

MNew users

If this is your first time registering or activating a Trend Micro Enterprise or Small/Mediurn Business
product or service, continue to create a new account.

236383
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After logging in, you should see a window like the following window:

Products

Purchase EULIS® Security Info

About Us Find a product

Knowledge Base

| Update Center

Supported Versions

Beta Programs

rus Response Service

Submission Wizard

Premium Support

Home > Support > e Reqglstration > My Products

My Products

Company Name: Cisco Systems, Inc. View/Edit Company Profile I

Register New Product/Renew

| Online Registration
| > My Products

|3 My Company

| > Logout

| Help

NOTE You must have a separate Trend account for each device.

ation istration S Expiration
Item Product Sales Type Key bt Activation Code Date
1 ProtectlLink Retall LR-7M4H-595H- | 2/13/2010 KKK e KR 2/13/2011
Package VHVQ-CIFB KA K-
| | OO0
2 ProtectLink Retall LR-Q2P5-X5DD-  |2/15/2010 RN KKK 3/15/2011
Package 7SKU-HYRQ MK
OO XUHNK-HHANK
3 Protectlink Retall LR-MTES-V4PQ-  |3/2/2010 KRR K KKK 4/2/2010
Package QDLC-QWNT JOURHK- {Expired!)
BESSSSEITES S re
4 ProtectLink Retall LR-3SCV-RXUB-  |3/16/2010 OGO 3/16/2011
Package 5LY9-EPAZ HHEKHK-
HIKKKH-KHRRK-KEARK,
5 ProtectLink Free LR-885E-MFPA- 5/11/2010 R KPR HR K
RUPY-XQ56 HERRK {Expired!)
6 ProtectLink Retall LR-EAL5-97GN- 5/26/2010 A YA H AN 5/26/2011
Package DV35-TB2P | HHOCK,
7 Protectlink Retall LR-PIVZ-HKDM-  5/27/2010 KKK e KR 6/27/2010
Package 4B3K-DCES RN K- {Expired!)
OO0
a8 ProtectLink Retall LR-955N-5345- 6/30/2010 ORI XOUK - 7/30/2010

Package MEDA-VUBT HOCK KK
JOOOOOOOOC X000

{Expired!)

* DD / MM / YYYY

Attention Worry Free Business Security Advanced Customers:

Have you recently upgraded to Worry Free Business Security Advanced but have not yet received instructions on how to
activate the Trend Micro Hosted Email Security service that you are now entited o?

If the answer is "Yes', do not worry. Please go to hittp://olrtrendmicro.com/redirect/ecmSupgrade to register your
service and receive account login details. Don't forget to write down your Client Server Messaging Suite Activation Code
isted in the products list above - you'll need it

STEP 5 Click Register New Product/Add Seat.

Home Products

| FAQs
Update Center
'Suppm‘ted Wersions
Beta Programs
_\.l'irus Response Service
| Submission Wizard
| Prermium éuppoﬁ
..On.\lna Registration
| > Help

Purchase Support EEIETGTRLT] Partners - About Us

Activate your product

= Step 1! Enter Activation Code

Your Activation Code(for example xx-xxoe-xoe oo xxx-xxxxx-xxxxx) is located on the Product
Registration Certificate you received. You can contact Trend Micro if you cannot locate your Activation
Code. Enter your Activation Code below and click Next.

Enter Activation code

236622

236335
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Renewing the License

STEP 6

STEP 7

STEP 8

STEP 9

STEP 10

STEP 11

Enter the new registration key and follow the online instructions.
Click Next.

Upon successful completion of the registration process, you receive an activation
code onscreen. You also receive an email from TrendMicro with the new activation
code. TrendMicro sends the email to the address associated with your ProtectLink
account.

After obtaining the new activation code, log out.
Go back to the License Management window of the SA500 Configuration Utility.

In the License Management window, click the link in Step 3 to register your
registration key.

This link opens the License Change window on the ProtectLink website.

In the License Change window, log in using the same login information you used in
the registration process.

Home | Products | Purchase [EEUGIGIES Security Info | Partners | About Us ! Find & product -

|Faos E
Irds cenar {| License Change

: Supported Yersions

= Step 2: Verify User ID

+Beta Programs
E.\.-'irus. R§§pon§e S_EWiCE | Enter your Logon 1D and Password and click Next to continue,

| Submission Wizard

iPrern.l.um Support Logon ID: i|

| online Registration
> Help

Password: I

Forgot your IDYPassword?

Back | Mext |

236386
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STEP 12 Confirm the new setup, then, to continue with the license change process, click
Submit.

Purchase [@slldgd Security Info : Partners : About Us Findaprodu‘ct R

[Fags ;
| Update Center License Change
ESUDlﬁDFtEd Wersions

| Step 3: Confirmati
| Beta Programs = Step onfirmation

E.\.-'irus Response Service |
ST b wieard 1 After you activate your new product/service with the following Activation Code: LR-WRGF-FDEQQ-
Lt REGZU-RPKMK-ZLOS3-BETXH, the following changes would ocour:

| Pramium Support To continue with the license change process, click the Submit button,

Online Registration Current Setup

| > Help
’ Product Group Application Activation Code Registration Key Seat No. Expiry Date
ProtectLink Gateway Service LR-BW 4R -WVKIK- 3 0772972010
IQP7-NVEH
Mew Setup
Product Group Application Activation Code Registration Key Seat MNo. Expiry Date
Frotectlink Gateway Service | Ro00RIOS0ROEIONHR = |[LR-QMWI-WL25- 3 0%/06/2010
- QAEU-CIUF

If this information is correct, dlick Submit to continue, Otherwise, contact Trend Micro for further
assistance,

Back | ! b
[}
[ta}
|
e
Upon successful registration, the following window appears:
Home Products Purchase QUGS Security Info : Partners : About Us Find a product v
| FAGSs "
Update Center License Change
Supported Versions
i Sets PFogFanTS = Step 4 Success
.\.-'\rus Response Service |
Subrmietion Wizard 1 Congratulations! You have activated your product.
PrarRim SUBPOFE The Activation Code(s) for your product{s) are listed below:
Gl Riegiatration Product Group Application  Activation Code Registration Key Seat No. Expiry Date
s Hel Protactlink Gateway Service XO0OOCIOOOODOMEIT00 LR-QMWI-\VL25- 3 09f06/2010
P 0000D0000000008 Q4EV-QIVF
® “Your service will be active by the next working day. Your Account Administrator
{steburke@cisco.com) will initiate email message redirection {Trend Micro Protectlink Gateway).
® For further assistance, contact imhs support@trendmicro.com. Include your Product Nameis), oo
Registration Key(s), Operating System, and any other details that would expedite your query. %
&
o

Your SA500 appliance detects the new license in a matter of few minutes.

NOTE Although the window indicates that the ProtectLink service becomes
active by the next day, it actually takes only few minutes for TrendMicro to
activate the service.
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Renewing the License on RV Series Routers

To renew the license on RVS4000, WRVS4400N, and RV042/82/16 routers, follow
these steps.

STEP 1 Connect to the router you want to upgrade:
NOTE You must be on the LAN as the router to be able to complete this step.

To connect to an RVS4000 or WRVS4400N router, enter the following URL in
the Address field of your browser:

http://router_address/new_purchase.htm

Replace router_address with the address of your router (for example,
192.168.1.1).

To connect to an RV042/82/16 router, enter the following URL in the
Address field of your browser:

http://router_address/Security_Protection_new_purchase.htm

Replace router_address with the address of your router (for example,
192.168.1.1).

A window similar to the following appears:

LiInNKSYS®

A Division of Cisco Systems. Inc.

10/100 8-port VPN Router

ProtectLink Setup DHCP System Port Firewall | Protectlink vPN Lo

Management Management ] Wizard

¥, TREND. ProtectLink cateway

Trend Micro™ ProtectLink Gateway is a hosted security service that stops spam and fiters URLs
to prevent unwanted content from passing through your Linksys router. ProtectLink stops over 7%
of spam and controls access to Web sites based on the categories you select,

vﬁl | want to buy Trend Micro ProtectLink Gatewa

D-ﬁ’ | have purchased ProtectLink Galewaz and want to register it

199891

STEP 2 Inthe ProtectLink Home window, click | have my Activation Code (AC) and want
to activate ProtectLink Gateway to register the product online.
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STEP 3 Enter the new activation code, then click Next.

STEP 4 Inthe Logon ID field, enter your user ID.

STEP 5 Inthe Password field, enter your password.

Home  Products

Knowledge Base

FAQs

Update Center

| Supported Versions
Bata Programs
.'\i'iﬂ.ll Response Service
| Submission Wizard
Pramivm Suppert

Online Ragistration

* Halp

@yTRen. |l

Clsco.

Support

y Info  Partners A Find & product "l

Home > Support > Online Registration> My product > License Change
License Change

> Step 21 Verify User ID

Enter your Logon 1D and Password and click Next to continue.,
Lagan ID:

Password:

Hiast |

199852

STEP 6 Click Next.

STEP 7 Inthe License Change window, verify your setup, then click Submit.

RETEE

Home Products

Knovwledge Base
FAQs
| Update Center
' Supported Versions
| Beta Pragrams
.Vlms Response Service |
 Submission Wizard |

| Premium Support

Online Registration
* Help

Purchase

el
CISCO.

Support

Security Info . Partners = About Us Find & product

Home > Support > Online Registration> My product * License Change
License Change

> Step 31 Confirmation

After you activate your new product/service with the following Activation Code: LR-USVE-SWIWF-
LTUXC-ZCEUS4-GQHWX-YE4VE, the following changes would occur:

To continue with the license change process, click the Submit button.
Current Setup
Product Group Application

Activation Code Registration Key Seat No. Expiry Date

Protectlink Gataway Service  FO00IHCGHESO0RDON LR-MTES-V4PQ- 5 04/02/2010
pr e QOLC-QUNT
MNew Setup
[Product Group  Application "Activation Code 'Registration Key Seat No. Expiry Date
Protectlink Gateway Servics 000000 M0000000E0000 LR-7M4H-595H- |5 02/13/2011
| HOOTCOO0C000000N \VHVG-CIFB

If this information is comrect. click Submit to continue. Otherwise, contact Trend Migro for further

assistance.

Back

1989853
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4

STEP 8 Inthe router’s Configuration Utility, click the ProtectLink tab and verify the status

of the license.

LINKSYS'

A Division of Cisco Systems, Inc.

ProtectLink

10/100 8-port

System System Port
Setup DHCP
Summary Management Management

Firewall ProtectLink VPN Log

| License

M) 1ReND

Trend Micro ProtectLink Gateway
Product License

©

License information last updated on: 03/02/2010 10:1€:41

Trend Micro ProtectLink Gateway is active

License Information Vigw detpilgd licgnss onling
Status: Activated
Filatform: Gatewsy Service

License axpires on: 04/01/2010 22:00:00

199854
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NOTE This chapter applies to Cisco ProtectLink only.
Use the web portal to configure and manage email protection:
Launching the Web Portal for Email Protection, page 55
Features of the IMHS Web Portal, page 56
Viewing Reports, page 58
Working with Policies, page 61
Managing the Approved Senders, page 64
Managing the Quarantined Messages, page 66
Working with the Mail Tracking Logs, page 70

Administration Tasks in the IMHS Console, page 72
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Launching the Web Portal for Email Protection

STEP 1

STEP 2

STEP 3

From the Configuration Utility for your router or security appliance, you can launch
the web portal for Trend Micro IMHS.

Launch the Configuration Utility for your router or security appliance, and then log
in.

Click ProtectLink in the menu bar, and then click Email Protection in the navigation
tree.

NOTE If your Configuration Utility does not include a left navigation bar, click
ProtectLink, then choose Email Protection.

The Email Protection page appears.

Email Protection @*_rr,tgv;g.

Email Protection

Etnail Protection is the hosted messaging security solution provided by Trend Micro InterScan Messaging Hosted Security (IMHS). The salution
protects vour husiness from spam, virus, phishing incidents, and inappropriste contert before reaching your network through email messages.

To access IMHS, go to hitp: fus imbs trendmicro.com/cizco

20049 Trend Micra Incarparated. All rights resened.

193195

Click the link on the page to launch the web portal for Trend Micro IMHS: https://
us.imhs.trendmicro.com/cisco.

The Trend Micro IMHS login page appears.

f#)TREND Lmksys:  InterScan Messaging Hosted Security

W i By

—

TREND MICRO
InterScan Messaging Hosted Security

Please type your username and password to access the admin console.

Username: ‘ ‘

Password: ‘ ‘ m

Forgot vour password?

Not a subscriber to the service? Click here to find out how to sign up today.

NOTE: Two new features have been released. (1) A co-branding feature which can be found
in the Administration section and (2) a new default rule for handling password protected
zip files (this does not change current policy settings).

® Copyright 1995-2007 Trend Micro Incorporated, All rights reserved.

189902
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STEP 4 Enter the Username and Password that you received when you activated the
Cisco ProtectLink Gateway, and then click Log On.

The IMHS web portal appears, with the Report > Dashboard displayed.

NOTE After you have logged onto IMHS for the first time, Cisco recommends changing
your password to help ensure the security of your IMHS account. See the
“Changing a User Password” section on page 74 for details.

Features of the IMHS Web Portal

The IMHS web portal allows you to create reports, view logs, perform
administrative tasks, and review policies. The console is illustrated in Figure 1.

Figure1 IMHS Web Portal

%) TREND. InterScan Messaging Hosted Security Loggedonas customer | LogOF - [ — (o]

Report - Standard Log On Status Log Off Hotlink (7]
Report & k\ A
Managed Domain o I'[ Hel
i nline Hel
Folie, Data collactad within the last 2 hours may not be displayad. Dashboard / Graph Specifics p
Approved Senders . a4
—’—aﬁg;;ﬁr;s——"—— - D::_‘ZQI:: =@heraitis.com [v] ) Refresh «—— Refresh Screen l Unique Email Acct: 437
* Logs I Dashboard .| Traffic ~.[ Size .| Threats “.[ Details “.| Top Spam .| Top Virus |
b Administration T
Total Traffic - Day of 1/30/08 Accepted Size - Day of 130108
]
700 B-w-u . el
[ B 2 = GO0 4
GO0 | 70
500 |
Navigation Menu e i ]
£ 400 s0 @ = ik
5 =
5 300 S niau
3 = s
200 -
100 10 100
4 s g5 58 85 88 88 88 " 9 "% % ® = 8 = 8 8 ®§ ®§ 8§ §
4 £ 6 43 4 8 ¢ d 4 4 & g8 £ 4 4 4 4 & € & 4 & £
Biockad [ Accoptod - Blockod % “Total = 5452 | [ I Mot Quarantinod B cuarntined “Total Sizo in KB= 3420 |
Threats Summary - Week of 12708 Threats Details - Week of 12708
L ' =
T AP a5 -
: 5 am - S
@ &
o — || __ |
2 am
iz
5
il -~ &
: B
T
2
¥ ‘
Blocke=3817 @ Clam=122 @ Phish=1 @ Spam=12712 “Total= 212 o 3
@ Vinus=0 @ Othars=0 | H ! 4 =
@
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In the page displayed above, the user interface includes the following tools:

Navigation Menu: Click menu items in the Navigation Menu to access
working pages within the IMHS web portal. When clicked, menu items with
right arrows open to reveal additional submenu items.

Dashboard / Tab Graph Specifics: Click a graph in the Dashboard or its
respective Tab, which displays details about the specific IMHS action.

Managed Domain: The domain shown in the Dashboard is the current
domain. Select other domains in the Managed Domain popup menu.

Online Help: Help is available in three ways: through the Online Help popup
menu, through the context-sensitive ? button, and through the Email to
support email link. Using the Online Help popup menu you can download
the IMHS manuals and access other help tools.

Log On Status: Displays the name of the log on account.
Log Off Link: Click the Log Off link to log out of the IMHS web portal.
Refresh page: Click the Refresh link to refresh the page.

NOTE A full treatment of all the Email Protection features in IMHS is beyond the scope of
this guide. For more details, refer to the Trend Micro InterScan Gateway Hosted
Security 1 Getting Started Guide and the Trend Micro InterScan Gateway Hosted
Security 1 End User Guide located at the following URL:
http://www.trendmicro.com/download/.
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Viewing Reports

Many reports are available to help you analyze the results of your Email Protection.

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

The Report > Dashboard page appears by default. You also can find this page by
clicking Reports in the navigation menu.

¥, TREND InterScan Messaging Hosted Security toggedonzs customer | LogOF [-----oor T [pe]

. Report - Standard Log On Status Log Off Hotlink

K A
Report ¥
B fianaged Domain C; I! Ml
nline Hel
el Data collected within the last 2 hours may not be displayed. Dashboard / Graph Specifics B
Approved Senders M i
_’_l;!-l:l-aur;ﬁl';;_.__—. D::Eg‘f” *@heraitis.com ¥ 73 Refresh ¢——— Refresh Screen l Unigque Email Acct: 437
¥ Logs | Dashboard [ Traffic [ Size “.[ Threats [ Details [ Top Spam .| Top Virus |
+ Administration T
‘ Total Traffic - Day of 1/30/08 Accepted Size - Day of 130/08
I
700 1
: . 000 1
400 ¢ 70
500
Navigation Menu r—fﬂ 500 1 L g
E 400 . ? &
e 0 2 & 300
5 300 o o .
200 - o
100 4 10 100
9y g 3§ g g 8 s 8 88 58 O "% g g g 8 8 8 8§ § 8 ®¥ 8
8 248 3 f 8 & 8 8 8 ¢ § 8§ & 8 2 £ & £ & & & &
Blocked | | Accaplod ~- Blockad % 'rmx.smiz‘ ‘ Hot Guacantined [ Ouarantined 'r.maxnu.nanm‘
Threats Summary - Week of 1727108 Threats Details - Week of 1727108
e : - =
il B -3
% am — w g
w g
o A | __B l__
2 am
| 2w
Clean 1%
T
- S ——————

Spam 25%

#of Mails

Blocksl=36.9T1 @ Clan=822 @ Phish=1 @ Spam=12712 “Total = 50,212
@ Vius=d @ Othars=0

STEP 2 For specifics concerning particular IMHS actions, click the appropriate tab or
graphic in the Dashboard page. For example, click the Traffic or the Total Traffic
graphic to view the details page.
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The details page appears. Refer to the following example of the Total Traffic page.

#, TREND InterScan Messaging Hosted Security Loggedonas customer | Leg OFf |-------- Help-----o--- [
- Report - Standard Email to Support (2]
Report
Helle Data collected within the |25t 2 Rours may not be dispiayed.
Approved Senders A
— | Managed [ e com ] 7 refrash Unigue Email Acct: 437
» Quarantines Demain: =
» Logs | Dashboard [ Traffic .| Size [ Threats . [ Details [ Top Spam “.[ Top Virus .
F Administration q
- ® paily | 01/30/08 [s] O Weekly T ok O Monthly THis (O Last 12 months
mm/dd/yy
(GMT-08:00) Export
Total Traffic for *@hereitis.com - Day of 1/30/08
700 -+ a5
850 & 0
75
600
70
550 -
(i)
G500 i 60
60 - 55
B 50
E 400 o
E 45 o
& 350 s
2 40 i
300 - -
260 4 a0
200 - 26
20
150
15
100
10
50 4 s
o — — o
(=) (=] (=] (=] (=] (=) (=] (=] (=] (=] (=] (=] (=] =]
= (= = =3 1= b= = £ =3 iz = e = =
g = A& @& =% B B8 & & & &8 = & & s
= = = =] = = =] = = = - - e - o
=
Blocked | Accepted -= Blocked % *Total = 6,981 ]
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Table 1 describes the Dashboard / Tab page graphics.

Table1 Dashboard / Tab page Graphics

Graphic Name Tab Name Description

Total Traffic Traffic Shows the total blocked and accepted
email traffic for the selected domain

Accepted Size Size Shows the total size (in KB) of accepted
email traffic for the selected domain

Threats Threats Shows what percentage of specific types

Summary of messages make up the email traffic for
the selected mail domain

Threats Details Details Shows detailed email traffic distribution for
the selected mail domain

Top Spam Top Spam Shows the top spam message recipients

Recipients for the selected mail domain

Top Virus Top Virus Shows the top virus message recipients for

Recipients the selected mail domain

Cisco ProtectLink Gateway Administration Guide

60




Configuring and Managing Email Protection 5

Working with Policies

Working with Policies

STEP 1

STEP 2

An IMHS policy is defined as a set of rules for a specific mail domain. Multiple rules
can exist for each domain (policy), but only a single policy can exist for any one
domain. Use the Policy menu to view the predefined policies governing your Email
Protection.

Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

Click Policies in the navigation menu.

The Policy page appears, displaying a list of the predefined Rules and the status
of each.

Figure 2 IMHS Policy / Spam Rule Settings

f#, TREND. |nterScan Messaging Hosted Security -ess=: on == airfaire | Loz 0f [~ [ — [
Policy @
Report
Poli | —
v I Policy for: All my groups W
d Senders [ — "B o]
Approve Al rules ] 15 per page |M|
b Quarantines
b Logs 1-8/8
b Administration Bules Action Crder ¥ Modified Status
airfaire: Virus-mass-mailing Delets 1 1/14/08 °
?II’FEII’E: E.xl:eedlng msgsizEoor Lo 2 1/14/08 o
£ of redpients
sirfzire: Spam or Phish v@:an:el 3 2/11/08 °
ﬁLr:aire: MNewslatter or spam- 4 1/23/08 9
Tag Subject
airfaire: Virus-uncleanable Quarantine 5 1/14/08 a
airfaire: High-risk attachment | Del. Attach ... 3 1/14/08 [ x]
sirfaire: Virus-cleanzble WirusClean 7 1/14/08 °
airfaire: Password protected Stamp 8 1/14/08 [/} o
=
1-8/8 =

Spam Rule Settings

NOTE The administrators can see the rules that apply to their organization.
ProtectLink customers have read-only access and may view the default
policy and modify the “Spam or Phish” and “Newsletter or spam-like” rules.
The administrator may change the action taken on messages identified from
the default action of Delete, Tag Subject, or Quarantine, as shown in the
Spam Rule Settings popup menu above.
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o

STEP 3 Use the following features, as needed:

Use the column headings to change the sort order. The rules are displayed
in a table, sorted by the order in which the rules are applied during scanning
by IMHS. The contents of each table can be resorted by clicking a column
heading. If you want to change the order of the information in the table, click
any column heading. The information will be sorted in ascending order.

Refer to the icons in the Status column to see the status of a rule.

Icon Status

Rule Enabled

Rule Disabled

The ProtectlLink (IMHS Standard) default policy settings are shown in Table 2.

Table 2 Standard Service Default Policy Settings

Rule

Description

Rule 1

This rule is designed to protect the user from
viruses that are often spread by mass mailing
type campaigns. If a message is identified as
containing a virus that cannot be cleaned and
the message shows mass-mailing behavior,
then the entire email message, along with the
virus, is deleted.

Rule 2:
Exceeding message size or allowed
number of recipients.

This rule is designed to protect the system
from Denial of Service (DOS) and Zip of Death
attacks. If the size of the incoming message
exceeds the default limit of 10MB or it has
been sent to more than 50 recipients in the
organization, then the message is deleted.
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Table 2 Standard Service Default Policy Settings (Continued)

Rule (Continued)

Description (Continued)

Rule 3:
Spam or Phish

This rule is designed to catch spam or
phishing email messages. The default action
is to delete all messages identified as spam
or phishing email messages. All IMHS
customers have the ability to change the
default action. It is highly recommend that
only the Delete or Quarantine actions are
used for this rule. All quarantined messages
are saved for seven days in the IMHS web-
accessible quarantine

Rule 4:
Virus-uncleanable

This rule is designed to protect the user from
viruses. If a message is identified as
containing a virus that cannot by cleaned,
then the virus attachment is deleted from the
email message before it is delivered.

Rule 5:
High-risk attachment

Disabled for Standard customers.

Rule 6:
Virus-cleanable

This rule is designed to protect the user from
viruses. If a message is identified as
containing a virus that can by cleaned, then
the virus is removed from the email message
before it is delivered. If the virus cleaning
process is unsuccessful, then the virus
attachment is deleted.

Rule 7:
Newsletter or spam-like

This rule is designed to catch “gray-mail”
such as newsletters. The default action for
these spam-like email messages is to Tag
Subject (with “Spam>”). It is highly
recommend that only the Tag Subject or
Quarantine actions are used for this rule. All
quarantined messages are saved for seven
days in the IMHS web accessible quarantine.

Cisco ProtectLink Gateway Administration Guide

63



Configuring and Managing Email Protection 5
Managing the Approved Senders

Table 2 Standard Service Default Policy Settings (Continued)

Rule (Continued) Description (Continued)

Rule 8: This rule is designed to allow advanced users
Password-protected zipped file to configure the action taken to handle email
attachments messages with password-protected zip file

attachments. By default, messages with
password-protected zip file attachment are
passed through to the recipient and a
notification is placed in the body of the mail

stating that the attached file was not scanned.

Managing the Approved Senders

For each domain that you manage, you can specify the email addresses or
domains that you approve as senders. The emails that are received from these
approved senders will not be subject to all of the checks that are normally
performed on incoming emails.

ERS will not block any email messages from the senders (or domains)
specified.

Content-based heuristic spam rules will not apply to email messages
received from the specified senders or domains.

All virus, content-based, and attachment rules will apply.
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To manage approved senders, follow these steps:

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Approved Senders in the navigation menu.

The Approved Senders page appears.

> TREND. |nterScan Messaging Hosted Security = ssses on == airfaire | Log OF |- Help-—------- it
Approved Senders (2]

Report
Policy

Managed
Comain:

sirfaire.com [w| 1 Refresh

Approved Senders |

} Quarantines it Dalete [ Add || for zirfaire.con

* Logs [ Sender Recipient Domain Date Approved

* Administration [0 |davegabc.com airfaire.com 2/11/08 3:06:47 PM s
D jane@abc.com zirfaire.com 2/11/08 3:12:57 PM %

STEP 3 To display the approved senders for a different managed domain, complete the
following tasks:

a. From the Managed Domain list, choose a particular domain that you manage, or
choose All Domains to see the Approved Senders for all domains.

b. Click Refresh to display the approved senders for the selected domain.
STEP 4 To add a sender, complete the following tasks:

a. From the Managed Domain list, choose whether to approve this sender for All
Domains or for a particular domain.

b. Click in the Add box, and then enter an email address (in the format
user@domain.com) or enter a domain (such as domain.com).

c. Click Approve Sender to add the sender to the list.
STEP 5 To edit an entry, complete the following tasks:

a. Click the entry.

b. Edit the text.

c. Click OK.

Cisco ProtectLink Gateway Administration Guide 65



Configuring and Managing Email Protection 5
Managing the Quarantined Messages

STEP 6 To delete an entry, complete the following tasks:
a. Click the check box for the entry.

b. Click Delete.

Managing the Quarantined Messages

You can enter criteria to find quarantine messages for a particular recipient,
domain, or sender. You can then choose whether to delete the messages or
release them from the quarantine.

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Quarantines in the navigation menu, and then click Query.

f#), TREND. InterScan Messaging Hosted Security Logged on 2= airfaire | Lo OF | ------—- HEIpE e

—

| Quarantine

Report

Policy e
J 4 .| Criteria
Approved Senders B E T - .
—— ) | |Recipient: @ | airfaire.com ||
* Quarantines =
Sender: | (Optionzl)
Query |
Settings ||| 5=arch
k Logs S - ca
- — - | @ Delete = Deliver (Mot Spam) Display: | 20 per page |¥ o
¥ Administraticn Pl . . . o= =)
| |0 bate Sender Subject =

STEP 3 Enter the search criteria.

= Recipient (required): Enter the recipient’s email user name. For example, if
the full email address is user@domain.com, you would enter user.

= Domain (unlabeled): Choose the domain from the drop-down list.
= Sender (optional): Enter the full email address or the domain of the sender.

= Display: Choose the number of messages to display per page. For faster
display, choose a lower number of messages on each page. Buttons allow
you to move through the pages.
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STEP 4 Click Search.

STEP 5

STEP 6

The results appear in a table. The information includes that date, sender, and
subject line. You can change the sort order by clicking a column heading. The
results will be sorted in ascending order based on the selected heading.

To delete messages, complete the following tasks:

a.

b.

C.

For each message that you want to delete, check the box in the first column of
the row.

—OR— Select all messages on the page by checking the box in the first
column of the header row.

Click the Delete button above the table. All selected messages will be deleted.

Repeat for the other pages of the display, as needed.

To release an item from the quarantine, complete the following tasks:

a.

For each message that you want to release, check the box in the first column of
the row.

—OR— Select all messages on the page by checking the box in the first
column of the header row.

Click the Deliver (Not Spam) button above the table.

NOTE When a message is released from the quarantine, IMHS processes
the request but does not apply the anti-spam criteria. The message is
then sent. However, be aware that a message may be blocked by the
receiving email server, based on the messaging security policies that are
in effect. IMHS does not control these policies. In this case, the email will
not arrive in the recipient’s email Inbox.

Repeat for the other pages of the display, as needed.

Configuring the Summary Digest Mail for the Quarantine

Configure IMHS to send a summary digest email message to each recipient who
has quarantined messages. You can choose the frequency, day of the week, and
time to send this message. You also can control the content of the message. The
digest mail can list up to 100 quarantined messages and provides a link for the
recipient to access messages of interest.

A digest email is sent only if this feature is enabled.

Cisco ProtectLink Gateway Administration Guide 67



Configuring and Managing Email Protection 5
Managing the Quarantined Messages

To configure the summary digest mail:

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Quarantines in the navigation menu, and then click Settings.

The Quarantine Settings window appears.

f¥)TREND Liuksvs.  InterScan Messaging Hosted Security Logged on as airfaire | Log Off |- Help— [ae]
Quarantine Settings @
Report
ol Managed Domain: | *@airfaire.com |¥ Disabled []

Approved Senders
£ Digest Mail Schedule for airfaire.com

* Quarantines
[] paily [] Monday [] Tuesday [] wednesday [] Thursday [] Friday [ ] Saturday [ | Sunday

Query
Settings I . .
Time: 12:00 AM [w uTtc v
} Logs o T
» Administration Digest Mail Template for airfaire.com

Sender's Email: ¥ |%DIGEST_RCPT%
Subject: ¥ Trend Micro IMHS quarantined spam %DIGEST_DATEY: for %DIGEST_RCF

(Maximum number of characters is 256.)

HTML Content:

<html><headzsstules datzoh JEACKEROUND-COIOR: Secacdh:
</style></§ "5 DIGEST_RCFT% - Spam digest recipient

mess=ge(sf——— — —

quarantine], %DIGEST_DATES - Spam digest date Available Tokens
eug.trendn] 2.DIGEST_BODY_HTMLI% - Spam digest summary in HTML format e
(usermamel———— == = = (Cpntext-specific)
quarantined %DIGEST_TOTAL_COUNTS: - Total spam quarantined

displays a | 2.DIGEST_PAGE_COUNT% -# of quarantined msg in spam digest

messages

bacolor="4d4d4d4" > <td><b>Date:</b></td=<td><b>From:</b></td | ¥|

Resat to Default HTML Content

TEXT Content:

Total number of quarantined spam message(s): %
DIGEST_TOTAL_COUNTZ

Release quarantined spam messages: https://us.imhs-
eug.trendmicre.com (username: %DIGEST_RCPRT%: )
Number of days to keep quarantined spam messages: 7

The folloving summary displays a maximum of 100 of the most
recent quarantined spam messsges:

[__Reset to Default TEXT Content

185808

Save Cancel

NOTE As illustrated in yellow, you can right-click any field in the Digest Mail
Template area to view the available tokens. Tokens are codes that you can
use to insert information such a the recipient’'s own email address, the date

of the digest email, and other details. More information is provided in the
step-by-step procedure below.

STEP 3 To enable this feature, click the Disabled icon in the upper right corner of the page.
Now the button label is Enabled. You can disable the feature by clicking the button

again. (This feature is disabled by default.)
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STEP 4

STEP 5

STEP 6

STEP 7

From the Managed Domain drop-down list, choose the domain for which the
digest email message will be created.

NOTE The domain used in the sender’s email address must be the same as
the domain to which the email will be delivered.

Select the frequency for sending the digest email message by checking the Daily
check box or the individual boxes for the days of the week.

NOTE Quarantined email messages are retained for seven days.

Select a Time and Time Zone when the digest email message should be sent.

Enter the following information to configure the email message that will be sent:

NOTE To enter a token into a field, first click to place the cursor at the
insertion point. Then right-click in that position to view the list of codes that
can be used. Click a code on the list to insert it.

Sender’s Email: Enter the email address to display in the header as the
sender of the email.

NOTE The default entry is the code ¥DIGEST_RCPT%, which
automatically inserts the recipient’s own email address in the From line of
the message.

Subject: Enter the text that appears in the digest email message subject line.

NOTE The default entry includes Trend Micro IMHS quarantined spam,
with the code ¥DIGEST_DATE% to insert the date of the email and the
code ¥DIGEST_RCPT% to automatically insert the recipient’'s own email
address in the From line of the message.

HTML Content: Enter the body of the HTML message, for users that can
receive HTML email messages.

NOTE The default content includes HTML formatting tags that you can
modify if you know HTML. The content of this message is the same as the
default content in the TEXT Content box. The message includes the total
number of quarantined messages, using the code
%DIGEST_TOTAL_COUNT%. There is also a link that the user can click to
connect to the IMHS Web EUQ login page. After logging in with the
assigned username and password, the user can review the messages
and specify any messages to release from the quarantine.

TEXT Content: Enter a plain text version of the message, without HTML
formatting tags, for users that cannot receive HTML email messages.
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STEP 8 Click Save to save your changes.

Working with the Mail Tracking Logs

Use the Logs > Mail Tracking section to search for and view mail tracking logs
based on a specific date or date range, sender, and/or recipient. Mail tracking
information is only available for the previous five days.

The Mail Tracking feature allows you to locate any message within the system
using sender and recipient information. It shows the status and the action taken on

the message such as the following:
Blocked or delayed at the system edge by reputation service
Accepted for processing and deleted with a virus
Accepted, processed, and delivered

Unresolved
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To view mail tracking logs:

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Mail Tracking in the navigation menu.

The Mail Tracking - Inbound Traffic page appears.

%) TREND. InterScan Messaging Hosted Security Logged on asbizenergy | Log Off Ie H
e
Mail Tracking - Inbound Traffic (2]
Report
Palicy

Dats collected within tha last 2 hours may net be displayed.

Approved Senders oy
1 | Criteria
¥ Quarantines

[o7/zerz007 [Ell16 <1[os ], [o7r30/2007 [E[1e =1[os =] radfic Daylight Time

Dates:
~ Logs mm/ddfyyyy hh mm mmiddiyeyy hh o mm

Mail Tracking | &
4 |sender: | i

b Administration

Redipient: [accountina@bizeneray.cam

Blocked Traffic | Accepted Traffic | Unresolved

Results as of 7730707 4:09:00 PM (Pacific Daylight Time) Total: 342

Timestarmp Sender Recipient Blocked by ERS Sender IP

.7f30r07 12:48:27 PM  kxsdeki@bourgoin-infoline, corm accounting@bizenergy, com ;I'Ernporarl,l 24,104,54.113

7/30/07 12147132 PM xfidnsgevacf@bowkerandassoccom accounting@bizenergy. com Termporary 24,104,54,119

F/30/07 12:46:56 PM wsfbguxt@bosw. cam accounting@hizenergy. cam Ternporary 24.104.54.119

F/30/07 12:45:37 PM wrsibjrveub@boazdrearm, com accounting@bizenergy.com Temporary 24,104,54.113 g

7/30/07 11151147 AM yiywpgafee@inbax ru accounting@bizenargy, corm Parmanant 80,146,96,190 %
=

STEP 3 Enter the criteria for the logs that you want to view:

= Dates: Work from left to right to choose the start range and end range. Click
the calendar button to choose a date. For time, use the hh drop-down list to
choose the hour (from 0 to 23) and use the mm list drop-down list to choose
the minutes (from 0 to 59). The displayed time zone is based on the settings
for the computer that you are using.

« Recipient: Enter the recipient’s email user name. For example, if the full email
address is user@domain.com, you would enter user.

= Sender (optional): Enter the full email address or the domain of the sender.
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STEP 4 Click Search.
The results appear.

STEP 5 Click atab to choose the type of messages to view: Blocked Traffic, Accepted
Traffic, or Unresolved.

Administration Tasks in the IMHS Console

This section includes the following tasks:
 Managing Passwords, page 72
= Importing User Directories, page 75

Co-Branding to Display a Company Logo in the Web Portal, page 77

Managing Passwords

Administrators can change Admin Password and End User Passwords.

All IMHS passwords require between eight and 32 characters. Cisco strongly
recommends the use of passwords that meet the following criteria:

Include multiple character types (a mix of letters, numbers, and other
characters).

- Do not use recognizable formats (for instance, your birthday, license
number, or employee ID number.

Refer to the following topics:
= Managing the Administrator Password, page 73

Changing a User Password, page 74
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Managing the Administrator Password

To change the Admin Password, follow these steps:

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Administration in the navigation menu, and then click Admin Password.

The Change Admin Password page appears.

) TREND. |nterScan Messaging Hosted Security Legged on =z airfaire | Log OFf |- e — [ae]
- "
Change Admin Password @
Report
Policy

Old password:

Approved Senders New password:

» Quarantines
Q Confirm password:

* Logs

+ Administration MNote - Passwords must be between 8-32 zlphanumeric characters,
Admin Password 1 [ﬁ [ﬁ
Save Cancel
|

End-user Password

Directory Management

Co-branding

Web Services

189911

STEP 3 Enter the following information:

= Old password: Enter your current password.

«  New password: Enter a new password that includes between eight and 32

characters.
- Confirm password: Enter the new password again.

STEP 4 Click Save.
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Changing a User Password

To reset an end-user password, follow these steps:

STEP 1 Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

STEP 2 Click Administration in the navigation menu, and then click End-user Password.

The Change End User Password page appears.

) TREND |nterScan Messaging Hosted Security =~ Less=¢ on 2= airfaire | Lo OfFf [ [ — e
|\
Change End User Password @
Report
Policy

. Registered end-user email address: Domain name:
Approved Senders

; @ | zirfaire.com v
F Quarantines = —

* Logs

+ Administration New password:

Admin Password Confirm password:

End-user Password I

= MNote - Passwords must be between 8-32 zlphanumeric characters,
Cirectory Management

Co-branding Save Cancel

Web Services

189912

STEP 3 Enter the following information:

« Registered end-user’s email address: Enter the first part of the email
address. For example, if the address is user@domain.com, enter user.

= New password: Enter a new password that includes between eight and 32
characters.

= Confirm password: Enter the new password again.

NOTE The end-user will need to know the new password to log in. The
system sends the end-user an email with an activation URL.
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STEP 1

STEP 2

Importing User Directories

Importing user directories into IMHS can help prevent spam attacks that send
emails to invalid addresses on your domain. For example, in a Directory Harvest
Attack (DHA), a spammer sends emails to all possible user names on a domain.
When the server returns “bounce” messages for the invalid addresses, the
spammers can deduce which email addresses were valid, and can use this list of
addresses for future attacks.

Importing user directories lets IMHS know legitimate email addresses and
domains in your organization. IMHS will not forward messages for invalid
addresses.

You can import directory files that are in the following formats:
- LDAP Data Interchange Format (LDIF: .Idf)
= Comma-separated Values (CSV:.csv) files.

To import a user directory file, follow these steps:

Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email
Protection, page 55.

Click Administration in the navigation menu, and then click Directory
Management.

The Directory Management page appears.

f®) TREND. InterScan Messaging Hosted Security = Lesssd cn == airfaire | Log Off | --------- Helpoooooooo- [ae]
Directory Management @
Report
Policy
Approved Senders Import User Directory
3 i ]
CHETETHTES Format™: CSV |»
¥ Logs —
Name®*:
* Administration
File location™:
Admin Password
End-user Pazsword [ verify File ][ Reset ]
Directory Management
Co-branding
Web Services Imported User Directories Disabled
*@azirfaire.com V EXPCF': to CSV -
o
MName Filename Type Date Imported =
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This page has two sections:
Import User Directory: Selections for importing a new user directory file.

Imported User Directories: The current user directory file(s) that IMHS is
using. IMHS replaces one mail domain users at a time. Users may be a
combination of multiple user directories.

STEP 3 Inthe Import User Directory section, enter the following information about the
directory that you want to import:

Format: Select the format type: LDIF or CSV.

Name: Enter a descriptive name for the file.

File location: Click Browse and select the file on your computer.
STEP 4 Click Verify File.

After the progress bar completes, a summary page appears, showing the
following information:

Summary: A summary of the information that you provided.

Domains and Number of Current Users to Replace Current Users: The
domains that you specified when you subscribed to the IMHS service.

Invalid domains: Domains that are included in your directory file, but are not
officially used on your IMHS service. IMHS cannot provide service for these
domains and their corresponding email addresses.

STEP 5 Click Import.

NOTE There are best practices for exporting and importing directories in
IMHS, as well as for administration and user directory verification. For details
on these practices, see the 7rend Micro InterScan Messaging Hosted
Security 1 Getting Started Guide, pages 3-23 to 3-26.)
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Co-Branding to Display a Company Logo in the Web Portal

IMHS allows the user to display a company logo in various places within the web
portal. When this feature is enabled, the selected logo appears in the following
places:

The banner bar of the IMHS login page

The left navigation pane of the IMHS GUI after you log in

The banner bar of the IMHS Web EUQ login page

The left navigation pane of the IMHS Web EUQ GUI after you log in

NOTE Resellers can set different logos for different domains, or allow
system administrators of the domain to set the logo for that domain,
separately from the reseller logo. The logo selected for a domain also
displays in the banner bar and navigation pane of the IMHS Web EUQ
associated with that domain.

Users at the reseller level may set different domains with the same logo, different
logos, or allow the domain administrators to set the logo to be displayed for their
domain. Resellers can also leave the feature disabled.

Verify that your logo image meets the following requirements:
Image height: 45 pixels
Image width: 45-150 pixels

Image file format: .gif, .jpg, or .png
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STEP 1

STEP 2

STEP 3

STEP 4

STEP 5

STEP 6

To display your logo, follow these steps:

Launch the web portal for IMHS, and log in.

NOTE For more information, see Launching the Web Portal for Email

Protection, page 55.

Click Administration in the navigation menu, and then click Co-branding.

The Co-branding page appears.

ICRO

Report

Policy

Approved Senders
¥ Quarantines
* Logs
* Administration

Admin Password

) TREND. |nterScan Messaging Hosted Security

Co-branding

Laegged en 2= airfaire

Log Off

End-user Password

Directory Management

Co-branding

Web Services

Managed Account/Domain: | airfaire

Banner Logo

~ Zesellen~

~ Resel’

I ) |

Browse...

Clear

Enzbled

e 3|

Save Cancel

189914

To enable this feature, click the Disabled icon in the right corner of the page. The

icon label is now Enabled. Later if you need to disable this feature, click the

Enabled icon. This feature is disabled by default.

From the Managed Account/Domain drop-down list, select the account or
domain that will display the logo.

Click Browse, and select the logo file on your computer.

Click Save.
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Cisco provides a wide range of resources to help you and your customer obtain
the full benefits of Cisco ProtectLink Web/Gateway.

Support

Cisco Small Business
Support Community

www.cisco.com/go/smallbizsupport

Online Technical Support
and Documentation (Login
Required)

WWwWWw.cisco.com/support

Phone Support Contacts

www.cisco.com/en/US/support/
tsd_cisco_small_business
_support_center_contacts.html

Software Downloads
(Login Required)

Go to tools.cisco.com/support/downloads, and
enter the model number in the Software Search box.

Product Documentation

Technical Documentation

www.cisco.com/en/US/products/ps9952/
tsd_products_support_series_home.html

Cisco Small Business

Cisco Partner Central for
Small Business (Partner
Login Required)

www.cisco.com/web/partners/sell/smb

Cisco Small Business
Home

www.cisco.com/smb

Marketplace

www.cisco.com/go/marketplace

Cisco ProtectLink Gateway Administration Guide

79


http://www.cisco.com/go/smallbizsupport
http://www.cisco.com/support
http://www.cisco.com/en/US/support/tsd_cisco_small_business_support_center_contacts.html
http://tools.cisco.com/support/downloads
http://www.cisco.com/en/US/products/ps9952/tsd_products_support_series_home.html
http://www.cisco.com/web/partners/sell/smb
http://www.cisco.com/smb
http://www.cisco.com/go/marketplace

	Introduction
	Cisco ProtectLink Versions
	Cisco ProtectLink Web
	Cisco ProtectLink Gateway

	How ProtectLink Web Works
	How ProtectLink Gateway Protects Emails
	Web Filtering and Threat Protection
	Email Protection
	How Email Protection Works
	Email Protection in a Standard Service


	Deploying Cisco ProtectLink Web/Gateway
	ProtectLink Web System Requirements
	ProtectLink Gateway System Requirements
	Email Protection
	Web Protection

	Setting Up the Router and Upgrading the Firmware
	Using the ProtectLink Home Page in the Configuration Utility
	Registering ProtectLink Web/Gateway
	Activating ProtectLink Web/Gateway
	Rerouting Your Mail through ProtectLink Gateway

	Configuring Cisco ProtectLink Web/Gateway
	Configuring Approved Clients
	Configuring Approved URLS
	Configuring Overflow Control
	Configuring Web Threat Protection (Web Reputation)
	Configuring URL Filtering
	Enabling the System Log and Outbound Blocking Event Log

	License Status and Renewal
	Reviewing the License Status
	Renewing the License
	Renewing the License on SA 500 Series Routers
	Renewing the License on RV Series Routers


	Configuring and Managing Email Protection
	Launching the Web Portal for Email Protection
	Features of the IMHS Web Portal
	Viewing Reports
	Working with Policies
	Managing the Approved Senders
	Managing the Quarantined Messages
	Configuring the Summary Digest Mail for the Quarantine

	Working with the Mail Tracking Logs
	Administration Tasks in the IMHS Console
	Managing Passwords
	Importing User Directories
	Co-Branding to Display a Company Logo in the Web Portal


	Where to Go From Here

