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Introduction W

Introduction

Overview

Use this guide to deploy Secure Email Gateway and Secure Email and Web Manager Virtual Appliances
on Microsoft Azure, Amazon Web Services (AWS) Elastic Compute Cloud (EC2), and Google Cloud
Platform (GCP). The guide is divided into sections for each deployment type, which include:

e Microsoft Azure Deployments, page 4
e Amazon Web Services (AWS) Elastic Compute Cloud (EC2) Deployments, page 19
¢ Google Cloud Platform (GCP) Deployments, page 30

About Secure Email Gateway and Secure Email and Web Manager Virtual
Appliances

Cisco Secure Email Gateway or Cisco Secure Email and Web Manager Virtual Appliances function the
same as physical Secure Email Gateway (formerly known as Email Security Appliance or ESA) and
Secure Email and Web Manager (formerly known as Security Management Appliance or SMA), with
only a few minor differences.

Supported CPU Types

Cisco Secure Email Gateway and Cisco Secure Email and Web Manager Virtual Appliances are
supported only on Intel Xeon Processors for all deployment types (Azure, AWS, and GCP).
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Microsoft Azure Deployments

Prerequisites

Before you begin the deployment activity, make sure you have the following details available:

e Microsoft Azure account credentials
e Any web browser to launch the Azure portal (https://portal.azure.com/)
e Secure Email Virtual Gateway or Secure Email and Web Manager Virtual Image

e [Optional] CentOS or Windows system with Azure CLI or PowerShell installed

Microsoft Azure Virtual Machine Size

The following values are the required VM size:

AsyncOS Virtual Model Azure VM Size vCPU/cores |Memory (RAM)
Version

AsyncOS 16.0 |C600V Standard D8s v3 8 32

AsyncOS 16.0 | M600V Standard D8s v3 8 32

S

Note By default, the instance is deployed with a single network interface (NIC), but it can support
up to three interfaces. User can add additional interfaces during initial deployment.

If additional interfaces are required, they should be added before the first boot-up of Secure
Email Gateway and Secure Email and Web Manager. Interfaces added after the initial
boot-up will not be detected by Secure Email Gateway and Secure Email and Web Manager

A

Note  The Azure virtual machine OS disk size for Secure Email and Web Manager Virtual M600v model is

reduced from 2 TB to 1 TB due to the limitation of sharing images with the OS disk greater than 1024
GB in the Azure compute gallery.
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Deploying Secure Email Gateway or Secure Email and Web Manager Instance
on Azure Platform

Perform these steps in order:

Steps |Do This More Information
1 Create the required components. Creating Components, page 5
2 Obtain the VM image. Getting Secure Email Virtual Gateway or Secure Email
and Web Manager Virtual Image, page 10
3 Configure Access Control - Configuring Access Control (IAM), page 11
Identity and Access Management
(IAM).
4 Log in and create the VM. Logging In and Creating Virtual Machine, page 13

Creating Components

Before You Begin:
Make sure you are able to access the Azure CLI. For more information, see Accessing the CLI, page 5.

Accessing the CLI

If Azure CLI is not installed in the client system, log in to the Microsoft Azure portal. You can use the
cloud shell option next to the global search tool.

Figure 1 Global Search Tool
)
Note e Do not use a line break (newline character) for any command if you copy and use the same content.

Line breaks are used for readability purpose only. Replace the line break with a single space.
For example,

az group create

--name cisco-rg

--location eastus

You must execute this command as: az group create --name cisco-rg --location eastus
The > symbol, wherever used for some commands, is the single quote (') and not the backquote (*).

e An extra line break or blank space could be introduced when you copy a lengthy URL or path. You

must remove this extra space when you copy the text to the CLI or browser; otherwise, you may see
an 'invalid argument' error.
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Procedure:

You can use the following steps in sequence to create the components:
1. Creating Resource Group

3. Creating Network Security Group

4. Setting Rules in Network Security Group

5. Creating Virtual Network and Subnets

6. Creating Single Network Interface

7. Creating Multiple Network Interfaces

Note  The commands mentioned in the examples in the following procedure steps (1 to 7) are used to create
one Secure Email Gateway instance.

Note  Before you begin, ensure that you have received the following information from Cisco:
e Azure Image path
e Identity and Access Management (IAM) App
e Password (Secret value)
e Application ID
The Secret Values and Azure Image path are valid for a specific period. The Secret Value and Azure

Image path details are sent to you by email.

Contact Cisco Technical Assistance if the Secret Value and Azure Image path are expired or if you need
any support.

1. Creating Resource Group

Execute the following command in the CLI:
az group create
--name <resource group name>
--location <location name>
Example:
az group create
--name cisco-rg

--location eastus
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2. Creating Storage Account

Execute the following command in the CLI:

az storage account create
--resource-group <resource group nhame>
--name <storage account name>
--location <location id>
--sku Standard LRS
--kind StorageVv2

Example:

az storage account create
--resource-group cisco-rg
--name ciscosa
--location eastus
--sku Standard LRS
--kind StoragevV2

3. Creating Network Security Group
A

Note  See the “Firewall Information” chapter in the appropriate user guide to view the list of ports to be opened
for the proper operation of Secure Email Gateway or Secure Email and Web Manager Virtual.

Execute the following command in the CLI:

az network nsg create
--resource-group <resource group name>
--name <security group name>

Example:

az network nsg create
--resource-group cisco-rg

--name cisco-nsg

4. Setting Rules in Network Security Group

Execute the following command in the CLI:
az network nsg rule create
--resource-group <resource group hame>
--nsg-name <security group name>
--name <Rule Name>
--access <Allow/Deny>
--protocol <protocol type>
--direction <Inbound/Outbound>
--priority <Rule ID>
--source-address-prefix <source subnet range>

--source-port-range <port range>
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--destination-port-range <port range>

--description <description or comments>

Example:

az network nsg rule create
--resource-group cisco-rg
--nsg-name cisco-nsg
--name All_ Port Traffic
--access Allow
--protocol "*"
--direction Inbound
--priority 110
--source-address-prefix "*"
—--source-port-range "*"
--destination-port-range "*"

--description "Opening traffic on all ports"

5. Creating Virtual Network and Subnets

Execute the following command in the CLI:
az network vnet create
-g <resource group name>
-n <virtual network name>
--address-prefix <address space>
--network-security-group <security group name>
az network vnet subnet create
-g <resource group name>
-n <virtual network name>
--address-prefix <address space>
--subnet-name <subnet name>
--subnet-prefix <subnet with netmask>

--network-security-group <security group name>

Example:
az network vnet create
-g cisco-rg
-n cisco-vnet
--address-prefix 10.1.0.0/16
--network-security-group cisco-nsg
az network vnet subnet create
-g cisco-rg
--vnet-name cisco-vnet
-n cisco-mgmt-subnet
--address-prefixes 10.1.0.0/24

--network-security-group cisco-nsg
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az network vnet subnet create
-g cisco-rg
--vnet-name cisco-vnet
-n cisco-datal-subnet
--address-prefixes 10.1.1.0/24
--network-security-group cisco-nsg
az network vnet subnet create
-g cisco-rg
--vnet-name cisco-vnet
-n cisco-data2-subnet
--address-prefixes 10.1.2.0/24

--network-security-group cisco-nsg

6. Creating Single Network Interface

~

Note  You can either create a single network interface (NIC) or multiple NICs (as described in step 7.
Creating Multiple Network Interfaces) based on your requirements.

Execute the following command in the CLI:
az network nic create
--resource-group <resource group name>
--name <network interface name>
--vnet-name <virtual network name>
--subnet <subnet name>
--network-security-group <security group name>

Example:

az network nic create
--resource-group cisco-rg
--name cisco-mgmt-nic
--vnet-name cisco-vnet
--subnet cisco-mgmt-subnet

--network-security-group cisco-nsg

1. Creating Multiple Network Interfaces

You can execute the same command used to create a single network interface with different interface
names for multiple NICs.

Example:

In the following example, three NICs are created - one NIC is mapped to the management interface, and
the other two NICs are mapped to data interfaces.
az network nic create

--resource-group cisco-rg

--name cisco-mgmt-nic

--vnet-name cisco-vnet

--subnet cisco-mgmt-subnet
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--network-security-group cisco-nsg
az network nic create

--resource-group cisco-rg

--name cisco-datal-nic

--vnet-name cisco-vnet

--subnet cisco-datal-subnet

--network-security-group cisco-nsg
az network nic create

--resource-group cisco-rg

--name cisco-data2-nic

--vnet-name cisco-vnet

--subnet cisco-data2-subnet

--network-security-group cisco-nsg

Getting Secure Email Virtual Gateway or Secure Email and Web Manager

Virtual Image

~

Note

Step 1
Step 2

Step 3
Step 4

An extra line break or blank space could be introduced when you copy a lengthy URL or path. You must
remove this extra space when you copy the text to the CLI or browser; otherwise, you may see an 'invalid
argument' error.

Procedure:

Open the preferred web browser and go to the following URL.
Example of URL format:

https://login.microsoftonline.com/<TenantID>/cauth2/authorize?client id=<ApplicationID>

&response type=code&redirect uri=https$3A%2F%2Fwww.microsoft.com%2F

~

Note  You can use the following URL format for Azure deployment in the China region:
https://login.chinacloudapi.cn/<Tenant 2
ID>/oauth2/authorize?client id=<Application (client)

ID>&response_type=code&redirect uri=https%$3A%2F%2Fwww.microsoft.com%2F

Log in using your Azure account credentials.

Replace <Tenant1D> with your Azure Tenant ID to obtain access to the image in the resource groups in
the URL mentioned in step 1.

A

Note  You can get the <Tenant1D> from the Azure Active Directory resource.
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Note  The <ApplicationID> (also known as the Client ID) is provided by Cisco.
You can use the Cisco <applicationID> as 3243d803-7fc5-4329-829%e-e08c5614c4d2 in the URL
mentioned in step 1.
Contact Cisco Technical Assistance if you need any support.

After you replace the <Tenant1D> and <applicationID>, the URL looks like:

https://login.microsoftonline.com/8elc37c0-b056-432e-81a7-44b1110c95cl/o0auth2/authorize
?client 1d=3243d803-7£fc5-4329-829%e-e08c5614c4d2&response type=code&redirect uri=https%3
AS2F%2Fwww.microsoft.com%2F

Configuring Access Control (IAM)

Microsoft

Procedure:

Step 1 Log in with your Azure account credentials when you access the URL mentioned in step1 of Getting
Secure Email Virtual Gateway or Secure Email and Web Manager Virtual Image, page 10.

The page redirects to the Microsoft (microsoft.com) home page.

Step2  Select Azure listed under “All Microsoft” drop-down list in the top-right corner of the page.

Figure 2 Microsoft Home page
Microsoft 365 ~ Teams ~ Windows  Surface  Xbox  Support All Microsoft ~  Search O Cart ¥ Signin w
Software PCs & Devices Entertainment Business Developer & IT Other
Windows Apps Shop Xbox Xbox Game Pass Ultimate Microsoft Cloud Developer Center Free downloads & security
OneDrive Accessories Xbox Live Gold Microsoft Security Documentation Education
Outlook Xbox games Microsoft Learn Gift Cards
Skype PC games Dynamics 365 Microsoft Tech Community Licensing
OneNote Windows digital games Microsoft 365 for business Azure Marketplace
Microsoft Teams Microsoft Industry AppSource

Microsoft Power Platform Visual Studio

Windows 365

VIEW SITEMAP >

Step3  Click on the Sign In option on the top right-side of the page.
You are logged into your Azure account and can view the Azure Dashboard.
Step4  Select the Resource Group to which you need to add the shared image.

Step 5 Select Access Control (IAM) in the Resource Group,
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Step 6

Step 7
Step 8
Step 9
Step 10

Step 11

Figure 3 Resource Group
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®
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Select Add role assignment under “Grant access to this resource” in the IAM window.
A new window opens.

Select Contributor under Role and click Next.

Select User, Group or Service Principal to assign access.

Click the Select Members link.

[Applicable for Secure Email Gateway users]: Search for
Cisco-Secure-Email-Virtual-Gateway in the “Select Members” window.

OR

[Applicable for Secure Email and Web Manager users]: Search for
Cisco-Secure-Email-And-Web-Manager in the “Select Members” window.

Select the required Secure Email Virtual Gateway or Secure Email and Web Manager version from the
search result.
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Figure 4 Select Members window

Select members X

Select O

| Cisco-

Cisco-Secure-Email-And-Web-Manager

Cisco-Secure-Email-Virtual-Gateway

After you select the member (for example, “Cisco-Secure-Email-Virtual-Gateway” as shown in the
figure in step 11), it appears under members list, with type category as “App.”

Step12 Click Next and then click Review + Assign.

Note You need to use either Azure CLI, PowerShell, or CloudShell to create a VM from the image shared

through Azure Compute Gallery.

Logging In and Creating Virtual Machine

Perform these steps in order:

Step1  Log in to the cloudshell CLIL

If Azure CLI is not installed in the client system, log in to the Microsoft Azure portal. You can use the
cloud shell option next to the global search tool.

Figure 5 Global Search tool

I D ZSreanh resources, scmaces, and docs 15 6/) E
__Na )

Note .

Do not use a line break (newline character) for any command if you copy and use the same content.
Line breaks are used for readability purpose only. Replace the line break with a single space.

The > symbol, wherever used for some commands, is the single quote (') and not the backquote ().

An extra line break or blank space could be introduced when you copy a lengthy URL or path. You

must remove this extra space when you copy the text to the CLI or browser; otherwise, you may see
an 'invalid argument' error.
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Step2  Run the following command in the cloud shell.
az login
--service-principal
-u '<Application ID>'
-p '<Secret Value>'

--tenant '<Cisco Tenant ID>'

Note  The <application ID>, <Secret Value>, and <Tenant I1D> are shared by Cisco. In the command
mentioned in step 2, the <Tenant 1D>used is Cisco’s Tenant ID. Contact Cisco TAC if you need support.

Example:
az login
--service-principal
-u '3243d803-7fc5-4329-829e-e08c5614c4d2"
-p 'gRG8Q~98CjkILX3deMT3X4DGz7rr36uTpIlUrOaNv'
--tenant '18965413-d29%e-40cb-a6e7-79aa456932b7"

You get the following response:

[

"cloudName": "AzureCloud",

"homeTenantId": "18965413-d29e-40cb-a6e7-79aa456932b7",
"id": "c9554b3f-247f-46b8-b0df-453c91lell5ae",
"isDefault": true,

"managedByTenants": [],

"name": "Primary Cisco Account",
"state": "Enabled",
"tenantId": "18965413-d29e-40cb-a6e7-79aa456932b7",
"user": {
"name": "3243d803-7fc5-4329-829e-e08c5614c4d2",
"type": "servicePrincipal"”

]
Step3  Run the az account get-access-token command in the cloud shell.

You get the following response:

{
"accessToken": "eyJ0eXAi0iJKV1QiLCJIhbgKZi9W8MREfCtw",
"expiresOn": "2022-08-29 20:23:43.000000",
"subscription": "c9554b3f-247f-46b8-b0df-453c91lellbae",
"tenant": "18965413-d29e-40cb-a6e7-79aa456932b7",

"tokenType": "Bearer"

A

Note  The access token has a validity period.
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Step4  Run the az login command again with your Tenant ID instead of the Cisco Tenant ID.
az login
--service-principal
-u '<Application ID>'
-p '<Secret Value>'
--tenant '<Client Tenant ID>'
Example:
az login
--service-principal
-u '3243d803-7fc5-4329-829e-e08c5614c4d2’
-p '"gRG8Q~98CJkILX3deMT3X4DGz7rr36uTpIlUrOaNv’
--tenant '972e674c-3473-4c04-b501-0825a01c25a2"

Note In step 4, the <Tenant 1D> used is your Tenant ID.

You get a similar response as mentioned in step 2.

Step5 Runthe az account get-access-token command in the cloud shell.

You get a similar response as metioned in step 3.

Step6 Runthe az vm create command in the Creating Virtual Machines, page 15 to create a virtual machine.

Creating Virtual Machines

You must execute the az vm create command before the validity of the access tokens (generated in step
3 of Logging In and Creating Virtual Machine, page 13) expire. Use the same user name and password
provided in the following example.

A

Note e Do not replace the user name and password with any other credentials.

e The shared image gallery path, and Secure Email Gateway version used in the example is 15.0.0.
Make sure that you use the appropriate path as required.

az vm create
--resource-group <resourcegroup in which the vm needs to be created>
--name <vm name>
-—-image <this is shared image gallery path that will be shared by cisco>
--size <VM size>
--admin-username <username 'admin' cannot be used, so enter a dummy username>
-—admin-password <similarly enter a dummy password>
--nics <network interfaces using which VM comes up>

--public-ip-sku Standard
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Note

Example:

az vm create

--resource-group cisco-rg
--name cisco-01
--image

'/subscriptions/fa0b9532-8761-4350-94fc-31f48fb7f2dc/resourceGroups/cisco-rg/provid
ers/Microsoft.Compute/galleries/CiscoContentSecurity/images/esa-15-0-0-104/versions
/15.0.0"

--size Standard D8s_v3

--admin-username dummy

--admin-password Dummy@123456

--nics cisco-mgmt-nic cisco-datal-nic cisco-data2-nic

--public-ip-sku Standard

After you run this command in the cloud shell, it moves to the "running" state. You must ensure that a
new instance is created in virtual machines with the VM name provided. The virtual machine remains in
the “running” state itself.

If you see a 'Microsoft.Network' or 'Microsoft.Compute' error message such as “Resource provider
'Microsoft.Network' used by this operation is not registered. We are registering for you. Registration
failed. Please register manually,” you must register the Resource Provider for your subscription from
the Azure portal manually. Contact Cisco TAC for further assistance.

Known Issues

Even though the virtual instance is created successfully, an error message may appear after the VM
creation command is executed and the deployment status from Azure could be marked as “Failed”
or “Timed Out.” You can ignore this message. This issue will be addressed in upcoming builds.

You can use boot diagnostics or serial console to know the actual state of the VM created.

The command executed in the cloud shell to create virtual machines does not stop automatically.
You need to cancel the command manually by pressing “Ctrl + C" once VM comes up successfully.

Default credentials (username: admin and password: ironport) are used to connect to the VM.
The dummy username and password that was used while creating the VM above will not work.

The Generation 2 Image does not boot after you deploy it on the Azure platform. You must reboot
the virtual machine after you deploy the Generation 2 image.

The following list of known issues are applicable to AsyncOS 16.0 - Secure Email Virtual Gateway and
Secure Email and Web Manager Virtual:

CSCwib5574 Reporting data mismatch between secondary and primary sma after backup in
Azure.

CSCwi73108 SMA instances in azure not properly getting powered on from powered off
state.

CSCwm59321 Date and Time issue from AZURE SMA cli.
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Appendix - Alternate Procedure

Accessing VHD File Using SAS URL, Uploading, and Converting to Azure Image

~

Note

Step 1

Step 2
Step 3

Step 4

You must only perform the steps mentioned in this procedure in certain exceptional cases, such as when

you cannot log into IAM or you cannot get access to the image.

Perform the following steps to access the .vhd file using a SAS URL, upload it, and convert it to an Azure

image:

Download the .vhd zipped file using the provided Shared Access Signature (SAS) URL.

A

Note It is recommended to download the file on a server due to the large size of the unzipped file
(Secure Email Gateway - 500 GB and Secure Email and Web Manager - 1 TB).

Unzip the downloaded file to obtain the .vhd file (for example, VHD_FILE.vhd).

Upload the .vhd file to your Azure account using the following CLI command:
azcopy copy <VHD FILE.vhd> <BLOB URL/VHD FILE.vhd?SAS TOKEN> --put-md5

where,
VHD_FILE.vhd - The .vhd file that you want to upload.
BLoB_URL - The destination URL in Azure Blob Storage where the .vhd file has to be uploaded.

sas_TokeN - The SAS token for authentication.

~

Note  You need to generate the SAS_TOKEN.

Convert the .vhd file to an Azure image using the following CLI command:

az image create -g <RESOURCEGROUP> -n <VM_NAME> --os-type Linux --hyper-v-generation
<VM_GENERATION : V2> --source <BLOB URL of VHD FILE.vhd file>

To convert the .vhd file to an Azure image through the Azure portal, enter the following details:

Field Name Description

Subscription Choose the subscription to manage the deployed resources
and costs.

Resource Group Choose the deployed resource group.

Instance Details

Name Enter the name of the instance.

Region Choose the region of the instance.

Zone Resiliency Check the checkbox to ensure that the Azure image is
replicated across multiple availability zones within the
region.
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Field Name Description
OS Disk
OS Disk Click either the Windows or Linux radio button to specify

the type of the OS.

VM Generation

Click either the Genl or Gen?2 radio button to specify VM
Generation.

Storage Blob Enter the URL of Azure Blob Storage.
Account Type Choose the type of the account.

Host Caching Choose the type of host caching.
Encryption

Key Management

Choose the key management (Platform-managed key or
Customer-managed key) to encrypt the OS and data disks.

Figure 6 Creating Azure Image through Azure Portal

— Microsoft Azure
Home > Images > Create an image >

Create an image

Project details

£ Search resources, services, and docs (G+/) l ¥ Copilot I

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

your resources.

'vhds/pl 15-0-1-002-C600.

Subscription * © SBG-SPR
Resource group * (O RG_auto-build_1
Create new
Instance details
Name * ESA-Sample-1
Region* © (Asia Pacific) South India
Zone resiliency © OJ
0s disk
OStype* O O Windows
®) Linux
VM generation * @ Q) Gen1
®) Gen2
Storage blob * @ https; 1sa.blob.core.windoy
Browse
Account type * O Standard HDD
Host caching * © Read/write
Encryption
You can encrypt the OS and data disks with a platf ged or o ged key. Learn more
Key management © Platform-managed key

Microso!

Step5  Use the newly created Azure image in the command mentioned in the Creating Virtual Machines,
page 15 section to create the Secure Email Gateway or Secure Email and Web Manager VM.

For more information on uploading the .vhd file to your Azure account, see
https://learn.microsoft.com/en-us/azure/storage/common/storage-use-azcopy-blobs-upload.

MD5 for VHD Files

Secure Email Gateway: 3YhyzCgTVFHxYQYVKSTvSw==
Secure Email and Web Manager: XI3s3YIxalXnOqhm3z3VTw==
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Amazon Web Services (AWS) Elastic Compute Cloud (EC2)

Deployments

About Amazon Machine Image

N

Note

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliance AMIs

Amazon Web Services (AWS) Elastic Compute Cloud (EC2) Deployments

For Amazon Web Services (AWS) Elastic Compute Cloud (EC2) deployments, use Amazon Machine
Images (AMIs) to create virtual machine instances inside EC2.

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances are supported on

AWS EC2.

For Secure Email Gateway and Secure Email and Web Manager, to get AMIs provisioned to your AWS

account, contact Cisco TAC with your AWS account details (AWS account ID and region).

Choose the AMI you require and proceed with deployment.

Cisco Secure Email Virtual Gateway

AsyncO0S for Cisco Secure
Email Virtual Gateway
Release

Virtual Appliance

AMI

AsyncOS 15.5 and later
(*We recommend using the
latest version. For

assistance, contact Cisco
TAC.)

C600V

Contact Cisco TAC to obtain the AMI.

Cisco Secure Email and Web Manager Virtual

Async0S for Cisco Secure
Email and Web Manager
Virtual Release

Virtual Appliance

AMI

AsyncOS 15.5 and later

(* Werecommend using the
latest version. For
assistance, contact Cisco
TAC.)

M600V

Contact Cisco TAC to obtain the AMI.

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances on Public Cloud Platforms Deployment Guide g



B Amazon Web Services (AWS) Elastic Compute Cloud (EC2) Deployments

Licensing

Cisco Secure Email and Web Manager Virtual public AMIs

Perform the following steps to find the shared public AMIs using the console:
1. Contact Cisco TAC to obtain the AMI ID.

Open the Amazon EC2 console.

Choose AMIs in the navigation pane.

Choose Public images in the first filter.

AN

In the search bar, enter the “build number” and “model” according to the virtual appliance model
you require.

You can use your existing Secure Email Gateway or Secure Email and Web Manager appliance license
for deployments in Amazon AWS. After you deploy and launch the instance, you can install the license.
You will have to pay only the AWS infrastructure charges.

If you are an existing customer, see the Obtain a Virtual License (VLN) topic in the Best Practices for
Virtual Secure Email Gateway, Virtual Secure Web Appliance, or Virtual Secure Email and Web
Manager Licenses tech notes. If you are a new customer, contact your nearest Cisco partner to obtain a
license.

Deploying on AWS

S

Note

Cisco Secure Email Gateway on-premise appliances are not supported on Cisco Secure Email and Web
Manager appliance deployments on AWS.
Perform the following steps to deploy a Secure Email Gateway or Secure Email and Web Manager virtual
appliance:
Do This More Info
Step 1 Prepare your environment by completing Preparing Your Environment, page 21.

prerequisite tasks and acquiring information
that you need before setting up an instance in

EC2.

Step 2 (Optional) For government or restricted AWS |(Optional) Creating an AMI in AWS Using a Pre-Signed
customers, create an AMI using a pre-signed |URL, page 22
URL.

Step 3 Select the AMI and choose the appropriate Selecting Virtual Appliance AMI and Choosing Instance
instance type. Type, page 23.

[l Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances on Public Cloud Platforms Deployment Guide
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Do This More Info
Step 4 Configure the network, subnet, IP address Configuring Instance Details, page 24.
assignment, and other details necessary for
your instance to be available and function as
required.
A
Note  One primary network interface
(management), is automatically
assigned to an instance. If required,
you can create data interfaces (D1, D2
for C600V).
Step5 Retain the default storage settings or configure |Configuring Storage, page 25.
the tags as required.
Step 6 Configure the security group. Review all the |Configuring Security Group, Review, and Launch
configuration settings and launch the instance. |Instance, page 25.
Step7 Install the license in the appliance. Configuring Your Launched Instance, page 26.
Step 8 Connect to the appliance’s web interface. You |Connecting to the Appliance’s Web Interface, page 26.
can run the System Setup Wizard, upload a
configuration file, or configure features.
Step 9 (Optional) If required, configure Elastic IP Creating Elastic IP Addresses, page 27.
addresses in the AWS EC2 Management
Console.
Step 10 Configure the appliance for license expiration |Configuring Appliance to Send Alerts, page 27.

alerts.

Preparing Your Environment

Make sure you have the required resources and files to deploy the Secure Email Gateway or Secure Email
and Web Manager virtual appliance on AWS EC2. These include:

e A valid license for Secure Email Gateway or Secure Email and Web Manager virtual appliance.

e The default username and password for your Secure Email Gateway or Secure Email and Web
Manager virtual appliance:

— admin and ironport
e Resources in your EC2 Management Console:

— If you require a persistent public IP address that can be associated to instances, decide which
Elastic IP address to use, or create a new one. The public IP address which is automatically
assigned during the process of launching a new instance is dynamic.

— Ensure you know which VPC to use, or configure a VPC to use with the deployment. You can
also use the default VPC.

— Based on how administrators and other users will access the appliance, you must determine the
type of IP address to be assigned to the appliance (public or private).

— Be aware of which IAM role to use, or configure a IAM role to use with the deployment.

— Configure the subnet, and ensure that the routing table has the default route pointing to the
Internet gateway.
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— Configure the Security Group, or create a new one.

— The most common ports to open for the virtual appliance to communicate properly are:
e SSH TCP 22
e TCP 443
¢ (Optional) ICMP, where required, for debugging.

¢ Confirm that you are able to access the private key (PEM or CER file) you want AWS to register
with the EC2 instance. You can also create a new private key during the process of launching the
virtual appliance instance.

N

ma For Windows clients, you need an SSH client to access the PEM file.

(Optional) Creating an AMI in AWS Using a Pre-Signed URL

Prerequisites

Step 1

Step 2

Step 3

Government and restricted Amazon Web Services (AWS) customers can use pre-signed URLs to create
Amazon Machine Images (AMI)s. The .bin file obtained from the URL is used to restore and register
the AMI in your AWS account.

Follow these instructions to complete the process and launch an EC2 instance:

e Ensure that your IAM user or role has the required permissions to use
Create-Restore-Image-Task and access the S3 bucket.

e Ensure AMI has necessary access to EC2, S3, and EBS services.

e Contact the Cisco Support to obtain pre-signed URL.

Download the .bin file of the AMI using the pre-signed URL. This makes the file locally available for
upload to the S3 bucket.

Upload the downloaded .bin file to an S3 bucket in your target AWS account.
Specify the custom AMI name, and the AWS region where you want to create the AMI.
CLI Command:

aws 83 cp ./<AMI-file-name.bin> s3://<your-target-bucket>/

Example:
aws s3 cp ami-0723c008267735f77.bin s3://ciscol23-ami-bucket/ami-0723c008267735f77.bin

Output:
upload:./ami-0723c008267735£77.bin to
s3://ciscol23-ami-bucket/ami-0723¢c008267735£77.bin

Run the aws ec2 create-restore-image-task command to restore and register the AMI
using the .bin file uploaded to your S3 bucket.

Specify the bucket name, object key (file name), a custom AMI name, and the AWS region where you
want to create the AMI.

CLI Command:
aws ec2 create-restore-image-task --bucket <bucket-name> --object-key
<AMI-file-name.bin> --name "<desired-AMI-name>" --region <regions
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Example:

aws ec2 create-restore-image-task --bucket ciscol23-ami-bucket --object-key
ami-0723c008267735£77.bin --name "ESA-Restore-AMI-170725" --region us-east-1
Output:

"ImageId": "ami-0Ocbabb5993a3d4b0b"

Note ® The command returns a JSON output with the newly created AMI ID.

e AMI creation can take several minutes. Monitor the status with: aws ec2 describe-images
--image-ids <ami-id>

Step 4 Once the AMI status is available, launch a EC2 instance using the restored AMI.

Selecting Virtual Appliance AMI and Choosing Instance Type

Ensure you have the correct region selected in your AWS account.
1. Navigate to your EC2 Management Console.
2. Click Launch Instance, select Launch Instance from the drop-down list.

3. Select the AMI from the drop-down list on the Amazon Machine Images (AMIs) page and click
Launch Instance from AMI.

4. Select the instance type from the drop-down list on the Launch an Instance page based on the
virtual appliance model. For example, if you need the Secure Email Gateway virtual appliance
C600V model, select c5.4xlarge, and the corresponding vCPU, vRAM, and so on.

Cisco Secure Email Virtual Gateway

The following values are the required VM size:

EC2 Instance Minimum

Product AsyncOS Version [Model Type vCPU vRAM Disk Size
Cisco Secure AsyncOS 16.0.3 |C600V c6i.4xlarge 16 32 GB 500 GB
‘E,'I':u';f:::;‘l’::ce AsyncOS 160 |C600V  |c5.4xlarge |16 32GB  |500 GB
AsyncOS 15.5 ceoov c5.4xlarge 16 32 GB 500 GB
AsyncOS 15.x ceoov c4.4xlarge 16 30 GB 500 GB
AsyncOS 14.x c100v c4.xlarge 4 7.5 GB 200 GB
C300v c4.2xlarge 8 15 GB 500 GB
C600V c4.4xlarge 16 30 GB 500 GB

Note By default, the instance is deployed with a single network interface (NIC), but it can support
up to three interfaces. User can add additional interfaces during initial deployment.

If additional interfaces are required, they should be added before the first boot-up of Secure
Email Gateway. Interfaces added after the initial boot-up will not be detected by Secure Email
Gateway.
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Cisco Secure Email and Web Manager Virtual

The following values are the required VM size:

Async0S EC2 Instance
Product Version Model |Type vCPU |vRAM Minimum Disk Size
Cisco Secure AsyncOS 16.0 |M600V  |c5.2xlarge 8 16 GB 2032 GB
Email and Web
Manager Virtual AsyncOS 15.5 |M600V  |c5.2xlarge 8 16 GB 2032 GB
. and later
Appliance
AsyncOS 15.x |M600V  |c4.2xlarge 8 15GB |2032 GB

AsyncOS 14.x |M100V  |Currently, - - -
image is not

available.
M300V  |c4.xlarge 4 7.5GB 1024 GB
M600V  |c4.2xlarge 8 15GB |2032 GB

Note By default, the instance is deployed with a single network interface (NIC), but it can support up to three
interfaces. User can add additional interfaces during initial deployment.
If additional interfaces are required, they should be added before the first boot-up of Secure Email and
Web Manager. Interfaces added after the initial boot-up will not be detected by Secure Email and Web
Manager.

5. Click Next: Configure Instance Details.

Configuring Instance Details

1. Enter the number of instances.

~

Note  The spot instances purchasing option allows you to buy spare compute capacity in the AWS
cloud. Refer to Amazon EC2 documentation for more information.

2. Choose the correct VPC from the Network drop-down list.
3. Choose the subnet required for this deployment, from the Subnet drop-down list.
4. Choose the required option from the Auto-assign Public IP drop-down list:

— Choose Use subnet setting (Enable) to assign a public IP address according to the settings
specified in the subnet settings.

— Choose Enable to request a public IP address for this instance. This option overrides the subnet
settings for public IP addresses.
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— Choose Disable if you do not require an auto assigned public IP. This option overrides the
subnet settings for public IP addresses.

Choose the IAM role.

Choose the Shutdown behavior. Cisco recommends choosing Stop.

Caution  Choosing Terminate will delete the instance and all its data.

Configuring Storage

(Optional) Check the Protect against accidental termination check box.

(Optional) Review and select other options like Monitoring, EBS-optimized instance, and
Tenancy, according to your requirements.

Choose the Network Interface.
¢ You can add more interfaces if required, from previously created network interfaces.

e To add another network interface, choose Add Device. You can specify up to two network
interfaces when you launch an instance. After you launch the instance, choose Network
Interfaces in the navigation pane to add additional network interfaces.

* You cannot auto-assign a public IP address if you specify more than one network interface.

e There is a maximum number of network interfaces you can create for an instance type. See Step
4 of (Optional) Creating an AMI in AWS Using a Pre-Signed URL, page 22.

e See Creating Elastic IP Addresses, page 27 to create static IP addresses.

Retain the default storage options. You may edit them as required.

~

Note  Cisco recommends using Provisioned IOPS SSD for all deployments. You may use General
Purpose SSD, but Provisioned IOPS SSD provides optimal performance. It may take up to
45 minutes for your instance to be available to log in for the first time.

Configuring Security Group, Review, and Launch Instance

[

Select the correct Security Group for the deployment.

Click Review and Launch.

Review your configuration, and ensure that all the details match your requirements.
Launch the instance.

Select an existing Key Pair, or create a new Key Pair and download it. Creating an instance without
a Key Pair is not supported.

Click Launch to launch the instance.
Click Instances.

You will be able to view the newly configured instance in the EC2 Instances page. If the instance’s
checks are successful, under the Status Checks column, a green check mark is displayed, followed
by 2/2 checks passed.

(Optional) View the system log by performing the following steps:

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances on Public Cloud Platforms Deployment Guide g



B Amazon Web Services (AWS) Elastic Compute Cloud (EC2) Deployments

a. Select the instance in the Instances page.

b. Click Actions.

c. Click Get System Log under Instance Settings.

d. If you see a login prompt, this indicates that the instance is up, and running.

9. (Optional) If you have chosen to assign a public IP to the instance, check if you access it using the
public IP address.

Configuring Your Launched Instance

1. Click Instances on your EC2 navigation panel.
2. Select the instance, and click Connect.

3. Review the connectivity information in the Connect to Your Instance dialog box. You will need
this information to connect to the virtual appliance through SSH. This includes the PEM file used
with the public DNS. Ensure that your key is not publicly visible.

N

Note  The default username is admin, and not root as displayed.

4. Use an SSH client to connect to the instance.

5. Use the 10adlicense command to paste the license via CLI, or load from a file.

~

Note For M600V appliances with the recommended 15 GB vRAM, you will see warning
messages about a mis-configured virtual machine image, or the RAID status being
suboptimal. These warning messages will display when using CLI commands like
loadlicense and upgrade. You may safely ignore these messages. The VRAM
configuration will not have an impact on the normal functioning of the appliance.

Connecting to the Appliance’s Web Interface

Use the web interface to configure the appliance software. When you select an instance, the IP address
is displayed in the Description tab. The default username and password are admin and ironport.

The following table lists the default ports for the virtual appliances:

Product HTTP Port  |HTTPS Port
Cisco Secure Email Gateway 80 443
Cisco Secure Email and Web Manager |80 443

For example, you can:

e Run the System Setup Wizard

~

Note The IP address and the default gateway are picked from AWS. These can be retained. It is
good practice to set all malware to Block.

e Upload a configuration file.
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Manually configure features and functionality.

For instructions on accessing and configuring the appliance, including gathering required
information, see the online help or user guide for your AsyncOS release, available from the relevant
location in Related Documentation, page 36.

To migrate settings from a physical appliance, see the release notes for your AsyncOS release.

Feature keys are not activated until you enable the respective features.

Creating Elastic IP Addresses

To create an Elastic IP address, perform the following steps:

1.
2.

®© ® N o & B

10.

Click Elastic IPs in the EC2 navigation pane.
Click Allocate new address.

Click Allocate. A new public IP address is allocated. You can either click the IP address, or click
Close.

Select the IP address you created.

Click Actions, and choose Associate Address.

Select the Resource type.

Choose the instance from the drop-down list.

Choose the private IP address to associate the Elastic IP address.
Click Associate.

Click Close.

Configuring Appliance to Send Alerts

For information on configuring the appliance to send alerts when the license is about to expire, see the
online help or user guide for your AsyncOS release, available from the relevant location in Related
Documentation, page 36.

Managing Your Virtual Appliance

Virtual Appliance License

~

Note  You cannot open a Technical Support tunnel before installing the virtual appliance license. The
information about Technical Support tunnels is available in the User Guide for your AsyncOS release.

The Cisco Content Security virtual appliance requires an additional license to run the virtual appliance
on a host. You can use this license for multiple, cloned virtual appliances.

For Cisco Secure Email Gateway virtual appliances:

Feature keys for individual features can have different expiration dates.

After the virtual appliance license expires, the appliance will continue to serve as an SMTP proxy
(Cisco Secure Email Gateway) or automatically handle quarantined messages (Secure Email and
Web Manager) without security services for 180 days. Security services are not updated during this
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period. On the Content Security Management appliance, administrators and end users cannot
manage quarantines, but the management appliance continues to accept quarantined messages from
managed Secure Email Gateway appliances, and scheduled deletion of quarantined messages will

occur.

~

Note  For information about the impact of reverting the AsyncOS version, see the online help or user guide for
your AsyncOS release.

Powering Off Virtual Appliance

Force reset, power off, and reset options are not fully supported. You can terminate or stop the instance
running the Secure Email Gateway or Secure Email and Web Manager virtual appliance.

CLI Commands on Virtual Appliance

The following are the CLI command changes for virtual appliances:

Supported on

Supported on
Virtual

Virtual Secure Email
Secure Email |and Web

Command Gateway Manager? Information

loadlicense Yes Yes This command allows you to install a license for
your virtual appliance. You cannot run System Setup
Wizard on the virtual appliance without installing a
license using this command first.

etherconfig Yes — The Pairing option is not included on virtual
appliances.

version Yes — This command will return all the information about
the virtual appliance except for the UDI, RAID, and
BMC information.

resetconfig Yes — Running this command leaves the virtual appliance
license and the feature keys on the appliance.

revert Yes Yes Behavior is described in the System Administration
chapter in the online help and user guide for your
appliance.

diagnostic Yes Yes The following diagnostic > raid sub-menu
options will not return information:
1. Run disk verify
2. Monitor tasks in progress
3. Display disk verify verdict

showlicense Yes Yes View license details.

For virtual Cisco Secure Email Virtual Gateway,
additional information is available via the
featurekey command.
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SNMP on Virtual Appliance

AsyncOS on virtual appliances will not report any hardware-related information and no
hardware-related traps will be generated. The following information will be omitted from queries:
® powerSupplyTable

® temperatureTable

® fanTable

® raidEvents

® raidTable
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Google Cloud Platform (GCP) Deployments

About Google Cloud Machine Image

You can use an Google Cloud Machine Image (GCMI) to create a virtual machine instance.

For Secure Email Gateway and Secure Email and Web Manager, to get GCMIs provisioned to your
Google Cloud account, contact Cisco TAC with your Google Cloud account details (Google Cloud email

address and region).

Choose the GCMI you require and proceed with deployment.

Google Cloud Virtual Machine Size

The following values are the required VM size:

Virtual Appliance Model Google Cloud VM Size |vCPU/cores Memory (RAM)
C600V n2-standard-16 16 64 GB

M600V n2-standard-16 16 64 GB

>

Note By default, the instance is deployed with a single network interface (NIC), but it can support
up to three interfaces. User can add additional interfaces during initial deployment.

If additional interfaces are required, they should be added before the first boot-up of Secure
Email Gateway and Secure Email and Web Manager. Interfaces added after the initial boot-up
will not be detected by Secure Email Gateway and Secure Email and Web Manager.

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliance GCMIs

Cisco Secure Email Virtual Gateway

AsyncO0S for Cisco

Secure Email Virtual |Virtual Appliance |Instance

Gateway Release Model Type GCMI

AsyncOS 16.0.2 or C600V n2-standard-16 Contact Cisco TAC to obtain the
later GCMLI.

Cisco Secure Email and Web Manager Virtual

Async0S for Cisco

Secure Email and Weh

Manager Virtual Virtual Appliance |Instance

Release Model Type GCMI

AsyncOS 16.0.2 or M600V n2-standard-16 Contact Cisco TAC to obtain the
later GCMLI.
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Copying Secure Email Gateway or Secure Email and Web Manager Image
Contact Cisco TAC with your Google Cloud Platform (GCP) account details (GCP email address
associated with the project) to obtain the GCP Image.
Execute the following command in the Google Cloud Platform console terminal:

gcloud compute --project=DESTINATION PROJECT ID images create
NEW IMAGE NAME --source-image=SOURCE IMAGE NAME
--source-image-project=SOURCE PROJECT ID

Example:

gcloud compute --project=global-walker-450611-t9 images create
esa-01 --source-image=phoebe-16-0-2-003-c600v-multi-ip-subnet
--source-image-project=gcp-contentsecurity-nprd-61277

Creating Secure Email Gateway or Secure Email and Web Manager Instance on
Google Cloud Platform

Perform the following steps to Create a Secure Email Gateway or Secure Email and Web Manager virtual

appliance:

Steps |Do This More Information

1 Prepare your environment. Preparing Your Environment, page 31

2 Configure the Virtual Machine. Configuring Virtual Machine, page 31

3 Choose OS and Storage. Choosing OS and Configuring Storage, page 32

4 Configure the network, firewall, Configuring Firewall and Network Interface, page 33
and network interface.

5 Configure Virtual Machine Creating Virtual Machines, page 34

Preparing Your Environment

Step 1 Open the Google Cloud Platform console.

Step2  Choose Compute Engine, and then Create instances.

Configuring Virtual Machine
To configure the Virtual Machine, perform the following steps:
Step1  Choose Machine configuration from the left pane.

Step2  Choose n2-standard-16 machine type from the drop-down list under Machine type.
Step3  Choose Automatic from the CPU platform drop-down list.
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A ADVANCED CONFIGURATIONS

Choosing 0S and Configuring Storage

To choose required Operating System and setting up the storage, perform the following steps:

Step 1 Choose OS and storage from the left pane.
Step2  Click CHANGE under Operating system and storage.
Step3  Choose CUSTUM IMAGES tab on the Boot disk page.
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Step4  Choose newly created image from the Image drop-down list.
Step5  Choose SSD persistent disk from the Boot disk type drop-down list.
Step6  Click SELECT.

Boot disk

Select an image or snapshot to create & boot disk or attach an existing disk. Canit find
what y g of VM solutions in Marketplace (A

PUBLIC IMAGES CUSTOM IMAGES SNAPSHOTS ARCHIVE SNAPSHOTS EXISTING DISKS
Sowrce project for images *
gep-contentsecurity-nond-61277 @ crance

[ Show deprecated images

ot )

[mmm -J

COMPARE DISK TYPES

= |

Pravision between 50 and 65536 GO

N SHOW ADVANCED CONFIGURATION

[ J

Configuring Firewall and Network Interface

To configure network settings, perform the following steps:

Step 1 Choose Networking from the left pane.

Step2  Configure the necessary firewall settings.

Note  Cisco Secure Email Gateway and Cisco Secure Email and Web Manager support a maximum of three
interfaces - management, datal, and data2.
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® Machine configuration
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® Networking
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i3
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Networking

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet

Load Balancer Health Checks

A Firewalls setup is not available for multiple network interfaces

® Security

| Metwork tags

® Advanced

Hostname

Set a custom hostname for this instance or leave it default. Choice is permanent

IP forwarding 0
[ Enable

Network performance configuration

Network bandwidth @

Enable per VM Tier_1 networking performance
Maximum outbound network bandwidth: 32Gbps
¥M fto Public IP: 7Gbps

Network interfaces o

Network interface is permanent

v mgmt mgmit-subnet IPv4 (10.0.1.0/24)
N d1 us-datal IPv4 (10.0.11.0/24)

W d2 d2 IPvd (10.0.12.0/24)

ADD A NETWORK INTERFACE

Creating Virtual Machines

To create an Virtual Machine, perform the following steps:

Step 1 Observability: retain the default settings.

Step2  Security: retain the default settings.

Step3  Advanced: retain the default settings.

Step4  Click Create to complete the Virtual Machine instance setup.
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Service and Support for Virtual Appliances

S

Note

To get support for virtual appliances, call Cisco TAC and have your Virtual License Number (VLN)
number ready.

Cisco TAC: http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
Support site for legacy IronPort: Visit http://www.cisco.com/web/services/acquisitions/ironport.html

For non-critical issues, you can also access customer support from the appliance. For instructions, see
the User Guide or online help.

If you file a support case for a Cisco Secure Email Virtual Gateway or Cisco Secure Email and Web
Manager Virtual, you must provide your contract number and your Product Identifier code (PID).

You can identify your PID based on the software licenses running on your virtual appliance, by
referencing your purchase order, or from the following lists:

e Product Identifier Codes (PIDs) for Cisco Secure Email Virtual Gateway, page 35
e Product Identifier Codes (PIDs) for Cisco Secure Email and Web Manager Virtual, page 36

Product Identifier Codes (PIDs) for Cisco Secure Email Virtual Gateway

Functionality PID Description

Cisco Secure Email CSEMAIL-SEC-SUB A Cisco Secure Email software
subscription license that can be
deployed on-premises, cloud or hybrid.

This Stock Keeping Unit (SKU) only
allows prepaid and annual billing
options.

Essential Includes:

e Anti-spam filtering

e OQOutbreak Filtering

e Sophos Anti-Virus filtering

e (Cisco Secure Email Malware
Defense - includes reputation and
Cisco Threat Grid sandboxing
capabilities

Advantage Includes:
e All Essential features

e Cisco Secure Email Encryption
Service

e Cisco Data Loss Protection (DLP)

Premier Includes:

e All Advantage features

¢ Cisco Secure Awareness Training

Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances on Public Cloud Platforms Deployment Guide g


http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html
http://www.cisco.com/web/services/acquisitions/ironport.html

[l Cisco Secure Email Gateway and Secure Email and Web Manager Virtual Appliances on Public Cloud Platforms Deployment Guide

Service and Support for Virtual Appliances

Functionality

PID

Description

Add-on - Intelligence Multiscan

Provides additional anti-spam
classification capabilities by combining
the results of the multiple anti-spam
classifiers with the Cisco IPAS
classifier in the Essentials, Advantage,
and Premier. It increases the spam catch
rate at the possible expense of a greater
number of false positives.

Add-on: Graymail Safe
Unsubscribe

Allows users who receive legitimate
marketing emails to unsubscribe safely
through a third party.

Add-on: McAfee Anti-Malware

Provides additional anti-virus
protection as an add-on to the Sophos
Anti-Virus engine that comes with the
Essentials, Advantage, and Premier.

Add-on: Image Analyzer

Provides scanning for adult content in
images contained in emails, often
deployed along with DLP to implement
acceptable user policies.

Centralized Email Management

SMA-EMGT-LIC

All centralized Secure Email
functionality.

Secure Email Relay

SECURE-EMAIL-RELAY

The Secure Email Relay allows
conversion from a traditional Secure
Email Gateway (SEG) to a dedicated
mass delivery Mail Transfer Agent
(MTA). The Secure Email Gateway
license supports transferring one
million messages every 24 hours.

Enabling Secure Email Relay mode
removes all other license options from
Smart Licensing and disables all
features except Bounced Tagging.

S

Note  Conversion to Secure Email
Relay mode for a virtual Secure
Email Gateway is irreversible.
Once converted, the virtual
Secure Email Gateway must be
replaced with a new virtual
Secure Email Gateway.

Product Identifier Codes (PIDs) for Cisco Secure Email and Web Manager Virtual

Functionality

PID

Description

Cisco Secure Email and Web
Manager Appliance (SMA)

SMA-EMGT-LIC

All Centralized Email Security
Functionality




Related Documentation

Related Documentation

For more information, including information about support options, see the Release Notes and User
Guide or online help for your AsyncOS release.

Documentation for Cisco
Secure Email Product: Location

Cisco Secure Email Gateway |https://www.cisco.com/c/en/us/support/security/email-security-applia
nce/series.html

Cisco Secure Email and Web | https://www.cisco.com/c/en/us/support/security/content-security-man
Manager agement-appliance/series.html

Cisco Secure Email Virtual https://www.cisco.com/c/en/us/support/security/email-security-virtua
Gateway l-appliance/series.html

Cisco Secure Email and Web |https://www.cisco.com/c/en/us/support/security/content-security-man
Manager Virtual agement-virtual-appliance/series.html

Cisco Secure Web Appliance |https://www.cisco.com/c/en/us/support/security/web-security-applian
ce/series.html

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of
Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The
use of the word partner does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2023-25 Cisco Systems, Inc. All rights reserved.
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