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Internal Troubleshooting Commands for Cisco SD-WAN

Introduction

Introduction

Cisco SD-WAN internal and manufacturing commands are used by the Cisco support team to debug and troubleshoot Cisco
SD-WAN device issues. These commands are hidden and password-protected. We do not recommend using these com-
mands. To access the hidden commands, you have to provide the required command and the associated password. In fu-
ture, the password for the hidden commands will be deprecated and most of these hidden commands will be removed.

Prerequisites

You need passwords to access and execute the Cisco SD-WAN hidden commands. Refer Cisco SD-WAN Internal

Commands section.

Conventions

For more information on document conventions, refer to Cisco Technical Tips Conventions.

Cisco SD-WAN Internal Commands

To access and execute the hidden internal commands, use the unhide viptela_internal command, and provide the pass-

word 5mok!ngk!li$.

Hidden Cisco SD-WAN Internal Commands

clear app dpi apps

show internal flow-sum-
mary

show internal app-route

tools internal mdio-read

clear app dpi cache

show internal fp

show internal cellular

tools internal mdio-write

clear app dpi protocol-hits

show internal ftm

show internal cfgmgr

tools internal mii-tool

clear app dpi summary

show internal gps

show internal cloudexpress

tools internal oui-lookup

clear autoip

show internal igmp

show internal container

tools internal poe-tool

clear certificate

show internal nat

show internal control

tools internal process_id

clear control port-index

show internal omp

show internal cxp-app

tools internal remove_ten-
ancy

clear dhcp server-packet-
stats

show internal orchestrator

show internal dbgd

tools internal tlv_tool

clear pseudo-commit

show internal pim

show internal dhcp

tools internal touch_test_root
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Cisco SD-WAN Internal Commands

Hidden Cisco SD-WAN Internal Commands

debug cfgmgr

show internal policy

show internal dnsd

tools internal tracker

debug fp dpi show internal resolv show internal dot1x tools internal valgrind_tool
debug ftm input_ip_packet | show internal rtm show internal dpi tools ping
request csr upload ... org- . . . .

9 P 9 show internal server-app show internal filter tools policy

unit

request csr upload ... sec-
ondary-org-unit

show internal snmp

show internal flow-db

tools traceroute

request history

show internal sysmgr

request internal reset

show internal wlan

request internal cloudex-
press

show internal system

request internal software
patch

show internal zbf

request internal embargo

show internal tcpopt-db

request internal software
patch-confirm

show omp ipv6-routes

request internal fec

show internal tcpopt-tcpd

request internal software un-
patch

tools flood-ping

request internal fp-dump

show internal tracker

request internal vdebug

tools internal clean_db

request internal ftm

show internal ttm

request internal vedge-cloud

tools internal container

request internal interface-
reset

show internal tunnel

request internal wlan

tools internal csr_read

request internal modem

show internal vrrp

request nms ... component
jemd gc-heap-dump

tools internal csr_write

request nms configuration-
db console

tools internal ethtool

request vmanage-certificate

tools internal i2cdetect

request service-gre

tools internal firmware-
printenv

show interface sfp raw-a0

tools internal i2cdump

request stream

tools internal fp-dump

show interface sfp raw-a2

tools internal i2cget

request vedge-upload

tools internal hostapd_cli

show internal admin-tech

tools internal i2cset

Cisco SD-WAN Internal Configuration Commands

bfd app-route flush-interval

system cloud-hosted

system fp-sw-bp-threshold

vpn O interface X tunnel-in-
terface vmanage-connections

bfd app-route keepalive-in-
terval

system daemon-reboot

system is_vmanaged

vpn X cloudexpress desired-
latencv

omp multithreading

system daemon-restart

system patch-confirm

vpn X cloudexpress desired-
loss
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Cisco SD-WAN Internal Commands

Cisco SD-WAN Internal Configuration Commands

omp timers multithreading-
high-timer

system dnsd-ttl

system port-bp-threshold

vpn X interface ipsecX ike re-
sponder

omp timers multithreading-
low-timer

system dpi-cache-expiry

system pseudo-confirm-
commit

vpn X interface ipsecX ipsec
local-traffic-selectors

policy tcp-finwait-time

system dpi-cache-size

system reboot-on-failure

vpn X interface ipsecX ipsec
remote-traffic-selectors

policy tcp-idle-time

system dpi-disable-track-tx

system simulated-color

vpn X interface X dhcp-
server options netmask

policy tcp-synwait-time

system dpi-enable

system simulated-devices

vpn X interface X nat port-
preserve

policy udp-idle-time

system dpi-gc-time

system simulated-wan-ip

vpn X interface X nat test-
timeout

snmp access-list-name

system dpi-multicore

system standalone

vpn X omp ipv6-advertise

snmp ipv6-access-list-name

system dpi-stat-time

system sw-vedge-cpu-load-
balance

vpn X router eigrp

snmp trap target vpn X
X XXX X retry

system fec-seq-sparse

system unpin-flows-with-re-
boot

vpn X router ospf ignore-
bad-lIsreq

snmp trap target vpn X
X.X.X.X X timeout

system fp-buffer-check

system ztp-status

vpn X router pim rp-address

system allow-sw-vedge

system fp-qgos-interval

vpn O interface X tunnel-in-
terface fec

system ancor-wan-tunnel-
pkts

system fp-gos-weight-per-
cent-factor

vpn O interface X tunnel-in-
terface limit-rate

Cisco SD-WAN Manufacturing Commands

To access and execute the hidden manufacturing commands, use the unhide viptela_manufacturing command, and
provide the password dubSbeStevr. This table lists the hidden Cisco SD-WAN manufacturing commands.

Cisco SD-WAN Manufacturing Commands

manufacturing modem

manufacturing config

manufacturing hardware
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Legal Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE
WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO
BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE
FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE.
IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO
REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS
ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES,
EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING
OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses
and phone numbers. Any examples, command display output, network topology diagrams, and other figures included in
the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative
content is unintentional and coincidental.

All printed copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should
be referred to for latest version.

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco

website at www.cisco.com/go/offices.
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countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks. Third-party trademarks
mentioned are the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1110R)
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