Guide

Planning Guide: Verizon Internet Access with VPN
for Cisco LTE eHWIC/GRWIC/819
Overview
Verizon Wireless offers four 3G/4G data services for enterprises to connect remote sites through Verizon Wireless
Long Term Evolution (LTE):
●

Machine-to-Machine (M2M) price plan with Internet access and dynamic IP: This service enables a router to
connect users or devices to the Internet or an enterprise network (through a customer premises equipment
(CPE)-based VPN such as IP Security [IPsec], generic routing encapsulation [GRE], Dynamic Multipoint
VPN [DMVPN], etc.).

●

M2M price plan with Internet access and static IP: This service offers the same services as the previous
one, except the 3G or 4G interface of each router receives a consistent predetermined 3G or 4G IP
address.

●

Mobile Private Network (MPN): This service enables a router to connect to an enterprise network. It requires
a customer premises-based VPN or Network Address Translation (NAT) for users behind the remote router
to access the network.

●

Mobile Private Network (MPN) with Dynamic Mobile Network Routing (DMNR): This service enables a
router to connect users to an enterprise private network without the need for a customer premises-based
VPN. Traffic does not traverse the Internet. Dynamic routing allows changing of local and remote IP
addresses without coordination with Verizon. It can be used with any Cisco VPN option, including Group
Encrypted Transport VPN.

This planning guide outlines the process to plan for Verizon Internet LTE service with customer premisesbased VPN (GRE, IPsec, IPsec with GRE, DMVPN, etc.). Relevant documents are also referenced.
1.

No special service is needed outside of an approved pricing plan for Internet access. However, the LTE
®

enhanced high-speed WAN interface card eHWIC must be used with a Cisco Integrated Services Routers
Generation 2 (ISR G2) router (Cisco 1900, 2900, or 3900 Series Integrated Services Router) whether provided
by the Verizon demonstration loan program or by your organization. For the CGR-2010 the LTE GRWIC is
required. For the C819G-4G-V, the LTE interface is integrated.
2.

This deployment guide is also applicable to Verizon Mobile Private Network without Verizon DMNR service for
private network access; however public Internet access would be dependent on the private network.

3.

Ensure you have a subscriber identity module (SIM/USIM/Mini-SIM, Verizon SKU "DIRECTSIM4G-D") for the
LTE eHWIC/GRWIC/819 with an approved pricing plan. Your Verizon account manager is the appropriate
contact for obtaining a SIM.
a. The SIM must be provisioned and associated with international mobility equipment identity (IMEI) of the LTE
eHWIC/GRWIC/819 modem before activation on an approved plan.
i. If this ISR is a demonstration unit provided by Verizon Wireless, an appropriately provisioned SIM should
be included as part of the package sent to you.
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b. No username or password needs to be set or defined.
i. If the service is Internet with dynamic IP addressing, the Access Point Name (APN) should already be
correct for the LTE eHWIC (VZWINTERNET). If so, skip to step 3.
ii. If the service is Internet with static IP addressing, the LTE network should set the APN without
configuration. If this does not occur, you must know the APN for this service. Your Verizon Wireless
representative can provide this information (ne01.vzwstatic, so01.vzwstatic, we01.vzwstatic, etc.).
4.

Check the LTE eHWIC (in the separate box) to see if the SIM is inserted. If not, insert the SIM using the
instructions found at:
www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/installation/guide/EHWIC-4GLTEHW.html#wp1147248. The GRWIC on CGR is similar. The 819 has a small SIM panel underneath.

5.

Install the LTE eHWIC into the ISR G2 (or GRWIC into the CGR-2010).
a. The instructions to physically install the LTE eHWIC into the ISR are available at:
www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/installation/guide/inst_ic.html#wp1037332. The

CGR-2010 is similar. The C819G-4G-V has the LTE already integrated.
b. Install the LTE eHWIC into the right-most eHWIC slot (looking at the rear of the ISR, slot 0/0) (Figure 1).
Figure 1.

6.

LTE eHWIC

Install the antenna cables to the LTE eHWIC/GRWIC/819 and the antennas onto the extension cables.
a. Instructions are in the section “Additional Information”.

7.

Power up the ISR, and ensure that the antennas are positioned appropriately.
a. With terminal or console access to the ISR G2 (logging the terminal console is recommended):
i. Power up the ISR. Hit Enter, and at the console prompt type “enable”. There should be no ID or
password set. If there is, follow the instructions to reset the password at:
www.cisco.com/en/US/products/ps5855/products_password_recovery09186a0080b3911d.shtml
ii. Position antennas for the best RSSI signal > -80 dBm and RSRP signal > - 105 dBm, with the show cell
0/0/0 radio command (show cell 0 radio for 819).
iii. Type “show run” to see if the configuration matches the key values shown in the appropriate
configuration example as provided later in this document.
iv. If the configuration does not match the appropriate configuration example, add or change the appropriate
lines through the command-line interface (CLI) config term, etc. Note: Even with the Internet with static
IP service, the cell interface remains “IP address negotiated”.
b. If the service is Internet with dynamic IP addressing, skip the next step.
c. If the service is Internet with static IP addressing, it may take up to 10 minutes after ISR power-up before
the LTE interface becomes active because the SIM must connect to the network and start a process to
configure the LTE modem appropriately. The ISR should not be powered down for at least 10 minutes after
initial power-up (with antennas attached). This process provisions the appropriate APN. If the networkbased process (SIM-Over-the-Air/Over-the-Air-Device Management [SIM-OTA/OTA-DM]) does not change
the APN, either the SIM is not properly activated or provisioned (Call Verizon Wireless Customer Care) or
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the SIM was installed in the LTE eHWIC without this network process completed and the ISR powered
down. If the latter, there are two ways to address the problem: 1) Power down the ISR, remove the SIM,
and then put the SIM into another LTE device (Novatel Mifi hotspot, LTE eHWIC, etc.). When that device
connects, reinsert the SIM into the LTE eHWIC, connect the antennas, power up, and wait 10 minutes. 2)
Use the local APN change command in step 9. The Cisco IOS Software command show cellular 0/x/0
profile displays the APN (show cellular 0 profile for the 819).
8.

If the LTE connection becomes active but then begins to flap (repeats going down and up periodically,
usually every 5 to 60 seconds), a configuration problem must be resolved.
a.

9.

This behavior can be caused by a network disconnect due to IP source address violations. It is
resolved by reconfiguring the traffic to be tunneled, NAT, or access control lists (ACLs) so that no
traffic is routed without being tunneled or subjected to NAT. If you cannot determine which IP
address is causing the IP source violation, contact the Verizon Wireless Enterprise Help Desk
(800 922-0204) and ask them to trace the call and report the IP address that is causing the
problem. Then correct or add NAT, ACL, or VPN to stop any packets without the LTE eHWIC IP
address from leaking out.

The data APN for Verizon Internet with Static IP LTE service is different than for Internet/Dynamic. The APN
depends on the U.S. region, and should be provided by your Verizon representative. If the value is incorrect
(IOS command show cellular 0/x/0 profile displays the APN, show cellular 0 profile for the 819), OTA-DM
has not changed it automatically. Change the value manually via the appropriate 1-line IOS command:
a.

For 15.2(4)M3 or M4 (ISR) or 15.3(1)T1 (CGR), below is an enable-mode command example:
cellular 0/0/0 lte profile create 1 ne01.VZWSTATIC (Note that the Data APN is profile 1)

b.

For IOS 15.3(3)M2 and later, additional APNs have been exposed (IMS, admin), so the profile
number has been changed from 1 to 3. Below is an example:
cellular 0/0/0 lte profile create 3 ne01.VZWSTATIC (Note that the Data APN is profile 3)

c.

The preceding methods also are applicable for Verizon MPN without DMNR service

Additional Information
●

Cisco LTE Portal: www.cisco.com/go/4g

●

Verizon planning/configuration documents:
www.cisco.com/en/US/products/ps5949/products_installation_and_configuration_guides_list.html

●

LTE eHWIC hardware overview, SIM install, antenna connection, and module install:
www.cisco.com/en/US/docs/routers/access/interfaces/ic/hardware/installation/guide/EHWIC-4G-LTEHW.html

●

LTE eHWIC Cisco IOS Software configuration (use the Verizon planning/configuration documents),
monitoring, and troubleshooting:
www.cisco.com/en/US/docs/routers/access/interfaces/software/feature/guide/EHWIC-4G-LTESW.html

●

LTE eHWIC antenna, cabling, and lightning arrestor instructions:

◦ www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/4G3G_ant.html
◦ www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/4Gantex15-10r.html
◦ www.cisco.com/en/US/docs/routers/access/wireless/hardware/notes/4Glar.html
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Configuration Guide: Verizon Internet Access, Static IP, LTE eHWIC
1.

For general recommendations regarding IOS and LTE firmware releases please see the table below.

ISR LTE SKU

LTE
Modem

Recommended
firmware

Recommended
IOS Release

EHWIC-4G-LTE-V

MC7750

3.5.10.6

15.5.3M4

EHWIC-4G-LTE-VZ

MC7350

5.5.58.01

15.5.3M4

C819G-4G-V-K9

MC7750

3.5.10.6

15.5.3M4

C819HG-4G-V-K9

MC7750

3.5.10.6

15.5.3M4

C819G-4G-VZ-K9

MC7350

5.5.58.01

15.5.3M4

C899G-LTE-VZ-K9

MC7350

5.5.58.01

15.5.3M4

NIM-4G-LTE-VZ

MC7350

5.5.58.01

XE 3.16.4

C819G-LTE-MNA-K9

MC7354

5.5.58.01

15.6.1T

C819GW-LTE-MNA-K9

MC7354

5.5.58.01

15.5.3M4

2.
a.

LTE modem firmware level can be checked with the Cisco IOS enable mode command “show
cellular 0/x/0 hardware” (for modular ISRs, “show cell x hardware for fixed port ISRs)
(where “x” is the cell interface number from “show ip interface brief” Cisco IOS command).

3.

If an LTE connection cannot be made, the Access Point Name (APN) should be checked (show cellular 0/x/0
profile, for 819 show cellular 0 profile). If it is not the correct APN (“VZWINTERNET” for Verizon Internet
Dynamic service, “xx01.VZWSTATIC” for Internet/Static service, where xx can be ne, so, we or mw), refer to
step 9 in the above planning section.

4.

This guide is for the Internet with VPN use case, with either Verizon Internet dynamic IP address service or
Verizon Internet static IP address service. Some VPN examples follow; other VPN methods can be used.

5.

All packets through the LTE interface must be sent via Port Address Translation (PAT) or VPN. If packets are
sent over LTE with the source IP address other than the LTE interface IP address, the LTE connection will be
disconnected (IP address violation). The ISR will attempt to reconnect, and a flapping condition will occur.
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High-Level Network Diagram
Figure 2.

Customer Design Scenarios

Because the configurations vary greatly depending on VPN type, listed will be the basic Internet
configuration, followed by Easy VPN, followed by DMVPN. These configurations are only examples; actual
configuration should match enterprise policies and best practices. However, routing protocol timers
should be within Verizon Wireless guidelines.
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ISR LTE eHWIC Internet Configuration for Primary Access
!### command allowing for “LTE test cellular” enable mode commands ###
service internal
!
hostname c1921-Internet
!
!### load appropriate IOS image ###
boot system flash:c1900-universalk9-mz.SPA.155-3.M4.bin
!
ip cef
!
!### CHAT Script to make a data call ###
chat-script ltescript "" "AT!CALL1" TIMEOUT 20 "OK"
!
!### This Loopback address used to source pings for testing purposes. ###
!
interface Loopback1
description ### always-on interface ###
ip address 1.2.3.9 255.255.255.255
ip nat inside
!
!### The maximum TCP MSS is set to 1300 bytes to allow for GRE, IPsec and
other network overhead. The route-map clears DF bits in the IP headers. ###
!
interface GigabitEthernet0/0
ip address 10.20.30.1 255.255.255.0
ip nat inside
ip tcp adjust-mss 1300
ip policy route-map clear-df
!
interface GigabitEthernet0/1
ip address 10.20.40.1 255.255.255.0
ip nat inside
ip tcp adjust-mss 1300
ip policy route-map clear-df
!
!### Interface Cellular –Receives Pool/WAN IP (dynamic or static) from P-GW.
The call will be activated using the Dialer Watch group. For static IP
address services, still use “ip address negotiated”. ###
!
interface Cellular0/0/0
ip address negotiated
ip nat outside
no ip unreachables
encapsulation slip
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer enable-timeout 1
dialer string ltescript
dialer watch-group 1
async mode interactive
pulse-time 0
!
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!### This NAT statement ensures non-VPN traffic leaving the ISR is sourced
with cellular interface’s IP address to avoid network auto-disconnect. All
traffic appears to come from the LTE IP address. ###
ip nat inside source list 100 interface Cellular0/0/0 overload
!
!### This ACL enables NATing of traffic leaving the cell interface. “Permit
ip any any” is no longer supported. This example will NAT any packet with
the 1st octet having an even number (including 10.x.x.x 172.x.x.x and
192.x.x.x, a superset of RFC1918 addresses). ###
access-list 100 permit ip 0.0.0.0 254.255.255.255 any
!
!### This static route sends all traffic destined for other than the ISR LAN
and loopback subnets out the LTE connection. ###
ip route 0.0.0.0 0.0.0.0 Cellular0/0/0
!
!### Route-map clears the DF-bit in packets the LTE interface. ###
!
route-map clear-df permit 10
set ip df 0
!
!### This section defines the LTE call activation triggers and timers. ###
!
!### The call will be triggered by this statement. The address “5.6.7.8” is
a “dummy” route. Any “dummy” value can be used. ###
dialer watch-list 1 ip 5.6.7.8 0.0.0.0
!### Wait for 60 sec. before activating the call after the initial boot. ###
dialer watch-list 1 delay route-check initial 60
!### The ISR will wait 1 sec. before activating the call. ###
dialer watch-list 1 delay connect 1
!
line 0/0/0
script dialer ltescript
modem InOut
no exec
transport input telnet
!
end

CGR-2010 with LTE GRWIC is configured similarly to the ISR with LTE eHWIC.
809, 819 and 829 are configured similarly to modular ISRs with these caveats:
- The cell interface is “cellular 0”
- The line interface representing LTE is “line 3”
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ISR LTE eHWIC Internet Configuration for Primary Access with DMVPN, No NAT, and
No Split Tunnel
!### addresses with values above 254 shown in the configuration are to
highlight those that must be changed. If accidentally used in a
configuration, they will result in error messages as they are disallowed
!### command allowing for “LTE test cellular” enable mode commands ###
service internal
!
hostname c1921-Internet
!
!### load the appropriate IOS image ###
boot system flash:c1900-universalk9-mz.SPA.155-3.M4.bin
!
ip cef
!
!### CHAT Script to make a data call ###
chat-script ltescript "" "AT!CALL1" TIMEOUT 20 "OK"
!
!### IKE/IPsec Definition to DMVPN Hub – IP addresses must be replaced ###
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isakmp key IkEkEy address 4.300.400.500
!
crypto ipsec transform-set SDM_TRANSFORMSET_1 esp-3des esp-sha-hmac
!
crypto ipsec profile SDM_Profile1
set transform-set SDM_TRANSFORMSET_1!
!
!### Tunnel interface for DMVPN – Change Tunnel Destination IP Address ###
!### EIGRP hello interval must be changed, conform to Verizon Contract ###
!### Head end DMVPN, EIGRP peer timer values should match what’s below ###
interface Tunnel0
description $FW_INSIDE$
bandwidth 1000
ip address 10.10.1.8 255.255.255.0
no ip redirects
no ip unreachables
no ip proxy-arp
ip hello-interval eigrp 1 300
ip hold-time eigrp 1 600
ip policy route-map clear-df
ip nhrp authentication NhRpKeY
ip nhrp map 10.10.1.1 4.300.400.500
ip nhrp network-id 123451
ip nhrp holdtime 3600
ip nhrp nhs 10.300.400.500
ip nhrp registration no-unique
ip route-cache flow
delay 1000
qos pre-classify
tunnel source Cellular0/0/0
tunnel destination 4.300.400.500
tunnel key 100000
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tunnel protection ipsec profile SDM_Profile1
!
!### This Loopback address used to source pings for testing purposes. ###
!
interface Loopback1
description ### always-on interface ###
ip address 1.2.3.9 255.255.255.255
!
!### The maximum TCP MSS is set to 1300 bytes to allow for GRE, IPsec and
other network overhead. The route-map clears DF bits in the IP headers. ###
!
interface GigabitEthernet0/0
ip address 10.20.30.1 255.255.255.0
ip tcp adjust-mss 1300
ip policy route-map clear-df
!
interface GigabitEthernet0/1
ip address 10.20.40.1 255.255.255.0
ip tcp adjust-mss 1300
ip policy route-map clear-df
!
!### Interface Cellular –Receives Pool/WAN IP (dynamic or static) from P-GW.
The call will be activated using the Dialer Watch group. For static IP
address services, still use “ip address negotiated”. ###
!
interface Cellular0/0/0
ip address negotiated
no ip unreachables
encapsulation slip
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer enable-timeout 1
dialer string ltescript
dialer watch-group 1
async mode interactive
pulse-time 0
!
!### This stanza represents the IP routing protocol of choice and
definitions ###
router eigrp 1
network 10.0.0.0
no auto-summary
!
!### This static route only allows traffic destined for the DMVPN head end
out the LTE connection. No other traffic is permitted to exit the LTE
interface ###
ip route 4.300.400.500 255.255.255.255 Cellular0/0/0
!
!### Route-map clears the DF-bit in packets exiting the LTE interfaces. ###
!
route-map clear-df permit 10
set ip df 0
!
!### This section defines the LTE call activation triggers and timers. ###
!
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!### The call will be triggered by this statement. The address “5.6.7.8” is
a “dummy” route. Any “dummy” value can be used. ###
dialer watch-list 1 ip 5.6.7.8 0.0.0.0
!### Wait for 60 sec. before activating the call after the initial boot. ###
dialer watch-list 1 delay route-check initial 60
!### The ISR will wait 1 sec. before activating the call. ###
dialer watch-list 1 delay connect 1
!
line 0/0/0
script dialer ltescript
modem InOut
no exec
transport input telnet
!
end

CGR-2010 with LTE GRWIC is configured similarly to the ISR with LTE eHWIC.
809, 819 and 829 are configured similarly to the ISR with LTE eHWIC with these caveats:
- The cell interface is “cellular 0”
- The line interface representing LTE is “line 3”
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ISR LTE eHWIC Internet Configuration for Primary Access: Easy VPN, Split Tunnel + NAT
!### addresses with values above 254 shown in the configuration are to
highlight those that must be changed. If accidentally used in a
configuration, they will result in error messages as they are disallowed
!### command allowing for “LTE test cellular” enable mode commands ###
service internal
!
hostname c1921-Internet
!
!### load the appropriate IOS image ###
boot system flash:c1900-universalk9-mz.SPA.155-3.M4.bin
!
ip cef
!
!### CHAT Script to make a data call ###
chat-script ltescript "" "AT!CALL1" TIMEOUT 20 "OK"
!
!### IKE/IPsec Definition to DMVPN Head end – IP addresses must be
replaced:-)
crypto isakmp policy 1
encr 3des
authentication pre-share
group 2
crypto isakmp key IkeKeY address 0.0.0.0 0.0.0.0
crypto isakmp keepalive 60
!
crypto ipsec client ezvpn ez
connect auto
group ezdemo key ezdemo
mode network-extension
peer 4.300.400.500
virtual-interface 2
username ezclient password ezclientpw
xauth userid mode local
!
!### This Loopback address used to source pings for testing purposes. ###
interface Loopback1
description ### always-on interface ###
ip address 1.2.3.9 255.255.255.255
ip nat inside
!
!### The maximum TCP MSS is set to 1300 bytes to allow for GRE, IPsec and
other network overhead. The route-map clears DF bits in the IP headers. ###
!
interface GigabitEthernet0/0
ip address 10.20.30.1 255.255.255.0
ip nat inside
ip tcp adjust-mss 1300
ip policy route-map clear-df
crypto ipsec client ezvpn ez inside
!
interface GigabitEthernet0/1
ip address 10.20.40.1 255.255.255.0
ip nat inside
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ip tcp adjust-mss 1300
ip policy route-map clear-df
crypto ipsec client ezvpn ez inside
!
!### Interface Cellular –Receives Pool/WAN IP (dynamic or static) from P-GW.
The call will be activated using the Dialer Watch group. For static IP
address services, still use “ip address negotiated”. ###
!
interface Cellular0/0/0
ip address negotiated
ip nat outside
no ip unreachables
encapsulation slip
load-interval 30
dialer in-band
dialer idle-timeout 0
dialer enable-timeout 1
dialer string ltescript
dialer watch-group 1
async mode interactive
crypto ipsec client ezvpn ez
pulse-time 0
!
!### This NAT statement ensures non-VPN traffic leaving the ISR is sourced
with cellular interface’s IP address to avoid network auto-disconnect. All
traffic appears to come from the LTE IP address. ###
ip nat inside source list 100 interface Cellular0/0/0 overload
!
!### This ACL enables NATing of traffic leaving the cell interface. “Permit
ip any any” is no longer supported. This example will NAT any packet with
the 1st octet having an even number (including 10.x.x.x 172.x.x.x and
192.x.x.x, a superset of RFC1918 addresses). ###
access-list 100 permit ip 0.0.0.0 254.255.255.255 any
!
!### This static route sends all traffic destined for other than the ISR LAN
and loopback subnets out the LTE connection. ###
ip route 0.0.0.0 0.0.0.0 Cellular0/0/0
!
!### Route-map clears the DF-bit in packets exiting the LTE interface. ###
!
route-map clear-df permit 10
set ip df 0
!
!### This section defines the LTE call activation triggers and timers. ###
!
!### The call will be triggered by this statement. The address “5.6.7.8” is
a “dummy” route. Any “dummy” value can be used. ###
dialer watch-list 1 ip 5.6.7.8 0.0.0.0
!### Wait for 60 sec. before activating the call after the initial boot. ###
dialer watch-list 1 delay route-check initial 60
!### The ISR will wait 1 sec. before activating the call. ###
dialer watch-list 1 delay connect 1
!
line 0/0/0
script dialer ltescript
modem InOut
© 2016 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Page 12 of 26

no exec
transport input telnet
!
end

CGR-2010 with LTE GRWIC is configured similarly to the ISR with LTE eHWIC.
809, 819 and 829 are configured similarly to the ISR with LTE eHWIC with these caveats:
- The cell interface is “cellular 0”
- The line interface representing LTE is “line 3”
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Sample Operation and Show Commands
LTE Call Comes Up
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DMVPN Show Commands with LTE (From show debug)

Addresses with values above 254 shown in the output below have been manually
changed, to highlight those that must be changed. If accidentally used in a
configuration, they will result in error messages as they are disallowed.
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Easy VPN Show Commands with LTE
Addresses with values above 254 shown in the output below have been manually
changed, to highlight those that must be changed. If accidentally used in a
configuration, they will result in error messages as they are disallowed.
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