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About This Guide

This preface introduces Cisco Subscriber Edge Services Manager Introduction Guide. The preface 
contains the following sections:

• Document Objectives 

• Audience 

• Document Organization 

• Document Conventions 

• Related Documentation 

• Obtaining Documentation 

• Obtaining Technical Assistance 

• Obtaining Additional Publications and Information

Document Objectives
This guide introduces Cisco Subscriber Edge Services Manager (SESM) features and components. 

Audience
This guide is intended for administrators, decision makers, IT managers, and others responsible for 
installing, configuring, and running SESM. 
v
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About This Guide
Document Organization
Document Organization
This guide includes the chapters shown in the following table:

Document Conventions
The following conventions are used in this guide:

• Italic font is used for parameters for which you supply a value, emphasis, and to introduce new 
terms.

• Bold font is used for user entry and command names.

• Computer font is used for examples.

Note Means reader take note. Notes contain helpful suggestions or references to materials not contained in 
this guide.

Caution Means reader be careful. In this situation, you might do something that could result in equipment 
damage or loss of data. 

Related Documentation
Documentation for SESM 3.3 includes:

• Release Notes for Cisco Subscriber Edge Services Manager 3.3(1)

• Cisco Subscriber Edge Services Manager Introduction Guide

• Cisco Subscriber Edge Services Manager Installation Guide

• Cisco Subscriber Edge Services Manager Administration and Configuration Guide

• Cisco Subscriber Edge Services Manager Web Portals Guide

• Cisco Subscriber Edge Services Manager Profile Management Guide

• Cisco Subscriber Edge Services Manager Web Services Gateway Guide

Chapter Title Description

Chapter 1 Overview of Subscriber Services Introduces the Cisco 
Subscriber Edge Services 
Manager (SESM) system.

Chapter 2 Managing the User Experience Provides an overview of 
SESM’s features for 
managing the user 
experience.

Appendix A Always-On Connectivity Using the Trusted ID Solution Describes the trusted ID 
solution.

Index
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About This Guide
Obtaining Documentation
• Cisco Subscriber Edge Services Manager Web Developer Guide

• Cisco Subscriber Edge Services Manager SDK Programmer Guide

• Cisco Subscriber Edge Services Manager Troubleshooting Guide

Documentation for SESM is online at:

http://www.cisco.com/univercd/cc/td/doc/solution/sesm/index.htm

Documentation for the Cisco SSG is online at:

• http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123newft/123t/123t_4/ssg/

• http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t13/ssg/

Information related to configuring the SSG authentication, authorization, and accounting features is 
included in:

• Cisco IOS Security Configuration Guide:

http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cgcr/sec_vcg.htm

• Cisco IOS Security Command Reference

If you are including the Cisco Access Registrar (a RADIUS server) in your SESM deployment, see the 
documentation for Cisco Access Registrar (AR) online at:

http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cnsar/index.htm

Obtaining Documentation
Cisco provides several ways to obtain documentation, technical assistance, and other technical 
resources. These sections explain how to obtain technical information from Cisco Systems.

Cisco.com
You can access the most current Cisco documentation on the World Wide Web at this URL:

http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco websites can be accessed from this URL:

http://www.cisco.com/public/countries_languages.shtml
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About This Guide
Obtaining Documentation
Documentation CD-ROM
Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM 
package, which may have shipped with your product. The Documentation CD-ROM is updated regularly 
and may be more current than printed documentation. The CD-ROM package is available as a single unit 
or through an annual or quarterly subscription.

Registered Cisco.com users can order a single Documentation CD-ROM (product number 
DOC-CONDOCCD=) through the Cisco Ordering tool:

http://www.cisco.com/en/US/partner/ordering/ordering_place_order_ordering_tool_launch.html

All users can order annual or quarterly subscriptions through the online Subscription Store:

http://www.cisco.com/go/subscription

Ordering Documentation
You can find instructions for ordering documentation at this URL:

http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

You can order Cisco documentation in these ways:

• Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from 
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

• Nonregistered Cisco.com users can order documentation through a local account representative by 
calling Cisco Systems Corporate Headquarters (California, USA.) at 408 526-7208 or, elsewhere in 
North America, by calling 800 553-NETS (6387). 

Documentation Feedback
You can submit comments electronically on Cisco.com. On the Cisco Documentation home page, click 
Feedback at the top of the page.

You can send your comments in e-mail to bug-doc@cisco.com.

You can submit comments by using the response card (if present) behind the front cover of your 
document or by writing to the following address:

Cisco Systems
Attn: Customer Document Ordering
170 West Tasman Drive
San Jose, CA 95134-9883

We appreciate your comments.
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About This Guide
Obtaining Technical Assistance
Obtaining Technical Assistance
For all customers, partners, resellers, and distributors who hold valid Cisco service contracts, the Cisco 
Technical Assistance Center (TAC) provides 24-hour, award-winning technical support services, online 
and over the phone. Cisco.com features the Cisco TAC website as an online starting point for technical 
assistance.

Cisco TAC Website
The Cisco TAC website (http://www.cisco.com/tac) provides online documents and tools for 
troubleshooting and resolving technical issues with Cisco products and technologies. The Cisco TAC 
website is available 24 hours a day, 365 days a year.

Accessing all the tools on the Cisco TAC website requires a Cisco.com user ID and password. If you 
have a valid service contract but do not have a login ID or password, register at this URL:

http://tools.cisco.com/RPF/register/register.do

Opening a TAC Case
The online TAC Case Open Tool (http://www.cisco.com/tac/caseopen) is the fastest way to open P3 and 
P4 cases. (Your network is minimally impaired or you require product information). After you describe 
your situation, the TAC Case Open Tool automatically recommends resources for an immediate solution. 
If your issue is not resolved using these recommendations, your case will be assigned to a Cisco TAC 
engineer.

For P1 or P2 cases (your production network is down or severely degraded) or if you do not have Internet 
access, contact Cisco TAC by telephone. Cisco TAC engineers are assigned immediately to P1 and P2 
cases to help keep your business operations running smoothly.

To open a case by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227) 
EMEA: +32 2 704 55 55 
USA: 1 800 553-2447 

For a complete listing of Cisco TAC contacts, go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

TAC Case Priority Definitions
To ensure that all cases are reported in a standard format, Cisco has established case priority definitions.

Priority 1 (P1)—Your network is “down” or there is a critical impact to your business operations. You 
and Cisco will commit all necessary resources around the clock to resolve the situation. 

Priority 2 (P2)—Operation of an existing network is severely degraded, or significant aspects of your 
business operation are negatively affected by inadequate performance of Cisco products. You and Cisco 
will commit full-time resources during normal business hours to resolve the situation.
ix
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Obtaining Technical Assistance
Priority 3 (P3)—Operational performance of your network is impaired, but most business operations 
remain functional. You and Cisco will commit resources during normal business hours to restore service 
to satisfactory levels.

Priority 4 (P4)—You require information or assistance with Cisco product capabilities, installation, or 
configuration. There is little or no effect on your business operations.

Cisco Developer Support Program
The Developer Support Program was developed to provide formalized support for Cisco interfaces to 
accelerate the delivery of compatible solutions to Cisco customers. The program web site at 
http://www.cisco.com/go/developersupport provides a central resource point for all your development 
needs.

Program Benefits

• Product and document downloads

• Bug reports

• Sample scripts

• Frequently Asked Questions

• Access to Developer Support Engineers

Many of the product and document downloads are accessible with a Cisco.com guest level login. 
However, as a member of the program, you will get access to all the program benefits listed above to 
promote your development efforts. The subscription also provides the ability to open support cases using 
the same infrastructure and processes used by Cisco Technical Assistance Center (TAC).

Our Subscription membership is fee-based. The Developer Support Agreement, with the subscription 
fees and list of supported interfaces, is available on the Developer Support Web site. 

Note The Cisco TAC does NOT provide support for this API/interface under standard hardware or software 
support agreements. All technical support for this API/interface, from initial development assistance 
through API troubleshooting/bugs in final production applications, is provided by Cisco Developer 
Support and requires a separate Developer Support contract. When opening cases, a Developer Support 
contract number must be provided in order to receive support.

Contacting Cisco Developer Support

You can contact Cisco Developer Support using the following:

• Email: developer-support@cisco.com

• Web: http://www.cisco.com/go/developersupport 
x
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Obtaining Additional Publications and Information
Obtaining Additional Publications and Information
Information about Cisco products, technologies, and network solutions is available from various online 
and printed sources.

• The Cisco Product Catalog describes the networking products offered by Cisco Systems, as well as 
ordering and customer support services. Access the Cisco Product Catalog at this URL:

http://www.cisco.com/en/US/products/products_catalog_links_launch.html

• Cisco Press publishes a wide range of networking publications. Cisco suggests these titles for new 
and experienced users: Internetworking Terms and Acronyms Dictionary, Internetworking 
Technology Handbook, Internetworking Troubleshooting Guide, and the Internetworking Design 
Guide. For current Cisco Press titles and other information, go to Cisco Press online at this URL:

http://www.ciscopress.com

• Packet magazine is the Cisco quarterly publication that provides the latest networking trends, 
technology breakthroughs, and Cisco products and solutions to help industry professionals get the 
most from their networking investment. Included are networking deployment and troubleshooting 
tips, configuration examples, customer case studies, tutorials and training, certification information, 
and links to numerous in-depth online resources. You can access Packet magazine at this URL:

http://www.cisco.com/go/packet

• iQ Magazine is the Cisco bimonthly publication that delivers the latest information about Internet 
business strategies for executives. You can access iQ Magazine at this URL:

http://www.cisco.com/go/iqmagazine

• Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering 
professionals involved in designing, developing, and operating public and private internets and 
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the_internet_protocol_journal.html

• Training—Cisco offers world-class networking training. Current offerings in network training are 
listed at this URL:

http://www.cisco.com/en/US/learning/index.html
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C H A P T E R 1

Overview of Subscriber Services

This chapter introduces the Cisco Subscriber Edge Services Manager (SESM) system. The chapter 
contains the following topics:

• What Are Subscriber Services?, page 1-1

• What Is the Cisco Subscriber Edge Services Solution?, page 1-2

• What Is SESM?, page 1-4

• SESM Features, page 1-5

• SESM Deployments, page 1-8

• SESM Components, page 1-11

What Are Subscriber Services?
A new wave of broadband deployments is underway as service providers accelerate the wireless, DSL 
and cable deployments to capture broadband customers.

Value-added, usage-based services are the key to establishing incremental revenue streams and retaining 
customers. As with pay-per-view in the cable and satellite TV industries, on-demand IP services will be 
essential for profits. These new services will need to be offered over broadband networks that continue 
to converge toward a single IP network.

Beyond the desire for greater bandwidth, one of the broadband business drivers is the mobile office. 
Public wireless LAN access enables additional productivity improvements and drives increasing demand 
for connectivity and broadband bandwidth. With this as a background, a massive rollout of hotspots is 
in progress. 

While not capturing the same attention as wireless public LANs, DSL and cable growth is also very 
strong. As more devices take advantage of wireless connectivity, there is an increasing demand for 
bandwidth in the home, office and in public venues.

Today, service providers continue to rationalize investments in new technologies using business models 
that justify public wireless and broadband deployments. Sustainable business models depend on how 
effectively service providers generate new revenue streams based on value-added service offerings. 
These services are increasingly made available over converged networks. Users have access to the same 
1-1
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Chapter 1      Overview of Subscriber Services
What Is the Cisco Subscriber Edge Services Solution?
services and content regardless of access technology (Wireless LAN, DSL, cable, mobile, etc.) and can 
be billed in a single consolidated statement. Bundled voice, video (TV) and Internet services are 
available from many service providers. 

To fulfill the potential of new access technologies, a service infrastructure is needed that meets the 
evolving demands of multiple markets. This on-demand service infrastructure starts at the network edge. 
At the network edge, users (often referred to as subscribers) are identified and appropriate access 
policies and service characteristics are both determined and enforced. The Cisco Subscriber Edge 
Services solution delivers the features to meet these needs.

Subscriber Edge Services Defined

The Cisco Subscriber Edge Services solution is all about services. This term can mean different things 
in the context of the Subscriber Edge Services solution. At the most fundamental and technical level, a 
service is defined in networking terms as a connection to a network destination: a subset of the service 
network. From a router perspective, a network destination is defined in terms of interfaces, next-hop 
definitions, and IP definitions.

Services have attributes. Some of these attributes refer to whether and how the user must be 
authenticated to access the services; other service attributes allow access filters and determine usage 
limits and quotas. The collection of attributes is known as a service profile.

At a slightly more abstract level, we can discuss services in terms of multiple Internet service providers, 
quality of service, tunneling, personal firewalls and traffic filters, dynamic bandwidth change, and so on.

Finally, at the user level, the same services may be described in more business-like terms: free services 
versus fee-based services, gold service versus bronze, service selection, personalized user experience 
and custom subscriber portals, advertising, video on demand, subscriber self provisioning, pre-paid 
services, and so on. From the service provider perspective, a subscriber is defined by means of a user 
profile, which determines the services he is entitled to.

Note Throughout the SESM documentation, we often refer to users as subscribers, as they are fee paying 
users. However, sometimes the term subscribers is inappropriate. In these cases, we refer to them as 
users.

What Is the Cisco Subscriber Edge Services Solution?
The Cisco Subscriber Edge Services solution is a carrier class, highly scalable, public access solution 
that is suitable for large deployments, and leverages IOS features on access routers to provide the access 
control. 

The Cisco Subscriber Edge Services solution, shown in Figure 1-1, fundamentally consists of two 
components: the Cisco Subscriber Edge Services Manager (SESM) and an access gateway that controls 
the user access at the edge of the IP network. 

The Cisco access gateway is based on Service Selection Gateway (SSG). SSG is a Cisco IOS feature 
module, available on a variety of Cisco routers. The SSG-based router is deployed at the network access 
control points, and can support many different types of topologies. 

SESM is used to manage and control the delivery of subscriber services across any SSG enabled 
network. SESM provides an integration point between the Cisco Subscriber Edge Services solution and 
other business support systems (BSS) that constitute a service provider management solution.
1-2
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What Is the Cisco Subscriber Edge Services Solution?
A BSS typically includes:

• A billing server.

• A subscriber or service management system.

• An AAA server.

If you cannot integrate SESM with your BSS or subscriber management system, you can use the SESM 
optional profile management component.

Figure 1-1 Cisco Subscriber Edge Services Solution

The Cisco Subscriber Edge Services solution provides:

• Web portals, which provide interaction with the user for:

– Web-based authentication.

– On-demand services through service selection.

• Location-based user experience.

• Seamless connection for nomadic users.

• Flexible accounting and billing capabilities, including prepaid and postpaid billing support.

• Always-on connectivity using trusted ID authorization.

• Support for Extensible Authentication Protocol (EAP) and EAP SIM (subscriber identity module), 
multiple VLANs, enhanced L2 security, and more.
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What Is SESM?
What Is SESM?
SESM enables service providers to manage and control the delivery of subscriber services across any 
SSG enabled network. 

SSG is deployed at the network access control points. Users connect to the service destinations through 
SSG. The role of SSG is to identify and authenticate the users, and then load a user-specific profile that 
governs the network services that the user is entitled to access.

SESM’s main functionality covers service delivery and control within SESM. SESM can be deployed as 
it stands but is configurable and customizable. SESM provides the central integration point between 
Cisco’s service edge network devices and your own subscriber management or business support systems 
(BSS). 

SESM interacts with the user to obtain identity and credentials for authentication and payment. In 
addition, SESM web portals interact with the user for service selection, subscriber account 
self-management and self-subscription. The SESM web portals can be personalized, localized, and 
customized to display advertisement and notifications based on where the user connects to the network 
and with which device. The goal is to provide users with a deep and satisfying experience as they connect 
to the network, use its resources, and disconnect. This is particularly challenging in a public LAN 
environment where first-time visitors, casual roamers, and other temporary guests mix with subscribers 
and permanent network users, such as the employees of the network owner.

SESM supports a variety of authentication methods for location-based and web-based authentication via 
page redirection. 

In some cases, users will access the network and connect smoothly and transparently, as if they were in 
an office environment. In other cases, they might use a client-based authentication application, such as 
the iPass solution used by certain network providers. More commonly, users will need to briefly interact 
with a set of authentication and service selection web pages via a standard browser application. 

A significant aspect of a service provider's business policy is the visual interaction between the user and 
the network. This interaction serves many purposes, such as authentication, service selection, service 
self-provisioning, payment, portals and branding, service notifications, or session termination. 

One of the most difficult choices for service providers is to decide whether to rely on the installation of 
specialized client software on the user's device. Such an agent can be more easily customized to deal 
with issues such as authentication protocols, security, and encryption. However, despite the theoretical 
technical advantages of such software, client modification is often not an acceptable solution.

A simple solution, with a broad application to different types of laptops, PDAs, and other network 
clients, is to provide this interaction in a public network by means of a browser. SESM provides a 
convenient means to control this interaction between the user and an arbitrary service provider web site 
(web portal) using a technique of web page redirection (also called captivation). 

SESM consists of a set of configurable, Java2 Enterprise Edition (J2EE) compliant components, that can 
be distributed on multiple servers to form a highly scalable and reliable subscriber edge services 
solution. You can use SESM to create, deliver, and account for services to hundreds of thousands of 
users.
1-4
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SESM Features
SESM Features
SESM provides the following features:

• Web-Based Authentication, page 1-5

• iPass Client Authentication Support, page 1-5

• Location-Based User Experience, page 1-6

• Captivation for Pushing Content to Users, page 1-6

• Seamless Connections for Nomadic Users, page 1-6

• Web Portals for User Interaction, page 1-7

• On-Demand Services Using Service Selection, page 1-7

• Flexible Billing Capabilities, page 1-7

• Optional Profile Management System, page 1-8

Web-Based Authentication
In an IP network, when a user connects, the user and password information is not readily available as it 
is in a PPP connection. SESM’s web-based authentication enables interaction with the user through the 
web portal to obtain the identity and credential information that is required for authentication. No 
additional client is required for web-based authentication.

For more information, see Chapter 2, “Managing the User Experience.”

iPass Client Authentication Support
SESM support for roaming users enables iPass users to connect to the Internet from public hotspots using 
their iPass account. iPass is a software-enabled virtual network operator (VNO) that provides enterprise 
connectivity services permitting secure access to information and applications on corporate networks. 

SESM enables iPass account holders to:

• Connect to the Internet using the iPass Smart Client—In this case, the requests are redirected 
through Captive Portal to the web portal for authentication.

• Connect to the Internet through a browser—In this case, iPass users are redirected by Captive Portal 
to the web portal Login page.

For more information, see Cisco Subscriber Edge Services Manager Administration and Configuration 
Guide.
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SESM Features
Location-Based User Experience
SESM identifies the location of a connected user using a set of flexible location attribute definitions. 
Based on the location, SESM provides various features to enhance the user experience.

Location-Based Open Gardens (Whitelists)

An open garden service (in SSG terminology) is a set of Internet destinations that can be accessed free 
of charge without subscriber identification/authentication or authorization. SESM supports the creation 
of location-specific whitelists to provide both web proxy users and non-web proxy users with different 
free access destinations depending on their location. Locations can be defined by hostname, IP ranges, 
or domain names. 

For more information, see Cisco Subscriber Edge Services Manager Administration and Configuration 
Guide.

Location-Based Branding

You can use SESM’s location awareness features in conjunction with other features to brand the web 
portal pages and offer free or different services according to the location. 

Location-Based Captivation

You can configure SESM and SSG to redirect users to specified portal pages depending on their location. 

Captivation for Pushing Content to Users
SESM provides various opportunities to push content to users:

• Initial captivation—Enables you to present important messages to subscribers immediately after 
authentication. These messages might be announcements of new services and procedures or identity 
and branding messages. This feature is especially useful after transparent authentication and 
non-web based login procedures, such as trusted ID login and so on.

• Periodic captivation—Presents advertisements at specified intervals for specified durations after 
authentication. 

• Advertising based on locations.

For more information, see Chapter 2, “Managing the User Experience.”

Seamless Connections for Nomadic Users
The SESM Plug and Play feature allows ISPs to provide Internet access and subscriber services to 
nomadic subscribers of PWLANs, regardless of how their web proxy and DNS settings are configured.

The SESM Plug and Play feature includes a web proxy and a DNS proxy to resolve the problem of 
nomadic PWLAN subscribers having statically configured DNS servers, and browsers configured to use 
web proxy servers.

For more information, see Cisco Subscriber Edge Services Manager Administration and Configuration 
Guide.
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SESM Features
Web Portals for User Interaction
SESM provides various options for using web portals in your Subscriber Edge Services solution:

• SESM provides several sample web portals for different access devices and user experiences. These 
can be used for demonstrations or as starting points for customization. 

• SESM web portals are J2EE web applications. You can customize them using the SESM SDK.

• You can use your own web portal and integrate with SESM using the SESM web services gateway 
(WSG).

For more information, see Chapter 2, “Managing the User Experience.”

On-Demand Services Using Service Selection
SESM enables you to provide the subscriber with various types of services. You can provide auto-logon 
services which will be activated automatically after successful user authentication. Other services can 
be activated by the user. The web portal presents a list of services to which the user is subscribed based 
on their subscriber profile, and presents a service authentication page for services that require it. The 
subscriber connects to services by selecting them from the list. Subscribers can disconnect from a single 
service, or they can disconnect from all services by logging out. 

You can enable subscribers to choose a different bandwidth from their regularly subscribed bandwidth 
for a particular service. For example, a subscriber might be subscribed to an Internet or video service 
with a 128-Kbps bandwidth but have the option to select 512-Kbps or 1-Mbps service on demand.

Flexible Billing Capabilities
The accounting and billing interfaces that work with a Subscriber Edge Services solution deployment 
are based on actual services used and the duration of use. These interfaces are implemented and 
configured on SSG. 

Postpaid Services

SSG can be configured to generate RADIUS accounting records and forward them to billing 
applications. SESM provides a Service Status page that can be used to display the cost of sessions.

Prepaid Services

The SSG prepaid feature supports an interface to a third-party billing server. The third-party server 
performs billing and accounting functions, which can include prepaid services features. 

The SESM Captive Portal features can be used in conjunction with the SSG prepaid feature to enhance 
the subscriber’s experience in a prepaid business model. The SSG prepaid feature enables redirection to 
SESM so that users can refill their account. Also, when a service connection is refused or a current 
session is disconnected because of lack of funds, SESM can display a message to the subscriber 
explaining the reasons for the service refusal.
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Optional Profile Management System
The standard SESM installation assumes that your deployment includes a BSS with a subscriber or 
service management system. If you cannot integrate SESM with your BSS or subscriber management 
system, you can use the SESM optional profile management component. 

The SESM profile management component manages and maintains user and service profile definitions, 
user groups definitions, and subscription information. The SESM profile management system supports 
authorization and authentication against the profile information in the profile management repository. 
You can use the SESM profile management system to implement self-care features for service 
registration and administration.

For more information, see Cisco Subscriber Edge Services Manager Profile Management Guide.

Support for Always-On Connectivity
The trusted ID solution provides always-on connectivity and removes the need for users to authenticate 
through SSG more than once from the same device or location. The trusted ID solution is implemented 
using a SESM SPE installation and Cisco Access Registrar (AR) 3.5.4 or later, with SPE light installed. 

SESM support for the trusted ID solution lets you enable and disable always-on connectivity in user 
profiles through CDAT, and lets users enable and disable always-on connectivity through the self-care 
pages in NWSP.

For more information about always-on connectivity, see Appendix A, “Always-On Connectivity Using 
the Trusted ID Solution.”

SESM Deployments
This section describes the two main types of SESM deployments:

• Standard SESM Deployment, page 1-9

• SESM Deployment with SESM Profile Management, page 1-10
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SESM Deployments
Standard SESM Deployment
In a standard SESM deployment SESM integrates with a third party profile management system and 
BSS. SESM and SSG query a RADIUS server for authentication and authorization information. One 
RADIUS server to consider in your deployment is the Cisco Access Registrar, a carrier class RADIUS 
platform that is fully tested with SESM.

The main components in a standard SESM deployment (SESM RADIUS installation) are shown in 
Figure 1-2.

Figure 1-2 Main Components in a Standard SESM Deployment
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SESM Deployment with SESM Profile Management
SESM provides an optional deployment, which uses the SESM profile management system. SESM’s 
profile management system includes a RADIUS Data Proxy (RDP) for authentication and authorization, 
self-care features in the SESM web portal, and an administrator application for managing user profiles 
and service profiles (CDAT). 

A SESM deployment with SESM profile management requires an LDAP-compliant directory. 

Figure 1-3 shows the main components in a SESM deployment with the SESM profile management 
system.

Note The SESM web portal in this deployment supports self-care features, such as service subscriptions, 
firewalls, accounts, and so on.

Figure 1-3 Main Components in a SESM Deployment with SESM Profile Management
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SESM Components
SESM components can be implemented in different combinations to provide different solutions.

Captive Portal (CP)

Captive Portal controls subscriber experiences by capturing subscriber requests and redirecting clients 
to preconfigured web pages. The default configuration for CP redirects subscriber browsers to either the 
NWSP web portal or to the Message portal.

SESM Web Portals

SESM web portals interact with subscribers to impact the user experience. They are designed to 
demonstrate deployment in the PWLAN and broadband markets. 

SESM web portals provide:

• Web-based authentication and logoff.

• Subscriber login and service selection.

• On-demand services.

• Access to multiple services simultaneously.

• Quality of service. 

• Session status and messages.

SESM web portals enable service providers to implement:

• Context sensitive and location-based branding and advertising.

• Personalized content.

Web Services Gateway (WSG)

WSG provides an interface to integrate your own web portal and BSS with SESM and SSG. WSG uses 
Simple Objects Access Protocol (SOAP).

SESM Web Proxy

SESM web proxy allows ISPs to provide Internet access and subscriber services to nomadic subscribers 
of PWLANs, regardless of how their web proxy settings are configured. This component resolves the 
problem of nomadic PWLAN subscribers with browsers configured to use web proxy servers that are not 
accessible in a PWLAN environment.

SESM DNS Proxy

SESM DNS proxy allows ISPs to provide Internet access and subscriber services to nomadic subscribers 
of PWLANs, regardless of how their web proxy and DNS settings are configured. This component 
resolves the problem of nomadic PWLAN subscribers with statically configured DNS servers.

Application Manager (AM)

AM is a web-based tool in which administrators can view and change configuration attributes for active 
SESM components. 
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Profile Management

The SESM profile management system provides user and service profile administration, authentication 
and authorization against a user and service profile repository (LDAP directory), and subscriber self-care 
features:

• Cisco Distributed Administration Tool (CDAT)—A web-based tool in which administrators can 
manage subscriber, service and policy information in an user and service profile repository and 
perform group level account management. 

• RADIUS Data Proxy (RDP)—A RADIUS server that handles authentication and authorization 
requests from SSG against the SESM user and service profile repository. 

• Self-care features in the SESM web portal enable subscribers to:

– Register and maintain their own accounts. 

– Subscribe to new services.

– Create subaccounts.

– Select dynamic bandwidth.

– Create personal firewalls. 
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Managing the User Experience

This chapter describes how SESM manages the user experience. The chapter contains the following 
topics:

• Web-Based Authentication, page 2-1

• Service Control Using Captivation, page 2-2

• Advertisement Captivation, page 2-4

• Authentication Options, page 2-5

• Web Portals for Interaction with Subscribers, page 2-6

• Developing and Customizing SESM Web Portals, page 2-7

• Using Your Own Web Portal, page 2-8

Web-Based Authentication
In an IP network, when a user connects, the user and password information is not readily available as it 
is in a PPP connection. SESM’s web-based authentication enables interaction with the user through the 
web portal to obtain the identity and credential information that is required for authentication. 

Web-based authentication uses captivation, which is the management of redirected HTTP requests from 
users’ browsers. SESM captivation works in conjunction with SSG’s TCP-redirection feature. 

Example

A user visits a hotspot and associates with the wireless network. He then starts his browser, which will 
attempt to fetch his home page. However, instead of the familiar home page, SSG and SESM redirect the 
unauthenticated user’s web browser to a local Login web page that instructs the user how to login, for 
example by credit-card, or username and password. When the user is authenticated, either the home page 
or another customized portal page is loaded, and the user can freely access the network.
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Service Control Using Captivation
The general captivation process is illustrated in Figure 2-1. 

Figure 2-1 SESM Captivation 

Service Control Using Captivation
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Service Control Using Captivation
The following topics describe the main types of SSG redirection and how they are supported by 
corresponding SESM captivation features:

• Unauthenticated User Captivation, page 2-3

• Unauthorized Service Captivation, page 2-3

For more information, see:

• Cisco Subscriber Edge Services Manager Installation Guide—Describes how to configure SSG to 
work with SESM.

• Cisco Subscriber Edge Services Manager Administration and Configuration Guide—Describes how 
to configure Captive Portal.

Unauthenticated User Captivation 
SSG and SESM manage the user experience by maintaining a session record. A user who attempts to 
access the network for the first time is considered an unauthenticated user until a session record is 
created. The session record (called a host object in SSG terminology) is created as a result of successful 
user authentication. The session record is removed when the user terminates his network interaction 
(logs out or times out).

Unauthenticated user captivation works as follows:

• The SSG TCP redirect feature redirects all HTTP traffic from unauthenticated users to Captive 
Portal. 

• Captive Portal: 

– Uses HTTP redirection to send the user’s browser to a (configurable) Login web page, such as 
the Login web page of the NWSP web portal.

– Optionally preserves the originally requested URL to perform a second redirection after 
authentication to the original URL. 

– Can redirect a subscriber to a home page URL or a predefined service address immediately after 
authentication.

Some benefits of implementing unauthenticated user captivation are: 

• Subscribers do not need to know the URL of the web portal Login web page because they are sent 
there automatically when they start a browser session. 

• Service providers can offer unauthenticated access to free services (also known as open gardens or 
whitelists) such as the default LAN network, but then requires the subscriber to authenticate before 
accessing the Internet or other services.

Unauthorized Service Captivation 
After a user has been authenticated, the user is authorized to use services for which were activated 
automatically by SSG or were previously activated by the user. When a user subsequently attempts to 
use a service for which she is not authorized, meaning the service is not activated, SSG can perform a 
TCP redirection to SESM Captive Portal instead of rejecting the request. 

This redirection is called unauthorized service captivation. After redirection, Captive Portal handles the 
request to gain connection or present an explanation to the subscriber. 
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Advertisement Captivation
Captive Portal supports service captivations in the following ways: 

• When a subscriber is not connected to a service, Captive Portal can perform HTTP redirection to a 
service selection page.

• When the subscriber is not subscribed to a service, Captive Portal can perform HTTP redirection to 
a subscription page. 

• When service connection is refused because of lack of funds in the subscriber account, Captive 
Portal can perform HTTP redirection to a web page to refill the account. 

Advertisement Captivation
Advertisement captivation enables you to display messages and advertisements to subscribers after 
authentication. This section describes the following types of advertisement captivation:

• Initial Captivation, page 2-4

• Periodic Captivation, page 2-4

For more information, see Cisco Subscriber Edge Services Manager Administration and Configuration 
Guide.

Initial Captivation
Initial captivation displays a message or greetings page to all subscribers immediately after successful 
authentication. This feature works as follows: 

• The SSG TCP redirect feature redirects HTTP requests for authenticated subscribers to Captive 
Portal. 

• Captive Portal performs HTTP redirection to a web page with any type of message and displays it 
for a specified length of time, after which the browser is redirected again to the originally requested 
service, to a SESM service selection page, or to an automatically connected service. 

Initial captivation provides an additional way for providers to present important messages to their 
subscribers, including announcements of new services and procedures or identity and branding 
messages. This is especially useful after transparent auto-login and non-web based login procedures, 
such as trusted ID login, 802.1x authentication, and so on.

Periodic Captivation
Periodic captivation redirects to advertisements at specified intervals for specified durations. This 
feature works as follows:

• For each logged-on subscriber, after the specified interval elapses, SSG performs TCP redirection 
of the next TCP packet originating from the subscriber to Captive Portal. 

• Captive Portal performs HTTP redirection to the advertisement content. 
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Authentication Options
Some possibilities for advertisement captivation using SESM are: 

• The Captive Portal can redirect to service-specific advertisements by identifying the service name 
or service URL that is being requested and presenting advertisements appropriate to subscribers of 
the service. 

• SESM can display advertisements tailored to subscriber characteristics stored in the profile, such as 
hobbies, age, or gender. 

Authentication Options
SSG performs authentication after receiving authentication credentials from SESM. Service providers 
can deploy SESM using the following authentication options:

• 2-Key and 3-Key Authentication, page 2-5

• Single Sign-On, page 2-5

• Always-On Connectivity, page 2-6

2-Key and 3-Key Authentication 
The standard 2-key authentication method authenticates against the following attributes stored in the 
subscriber profile: 

• Username 

• Password 

These attributes are used for authentication, authorization, and accounting. The web portal Login page 
prompts for these values. 

Some deployments might require more than the standard two keys for authentication. SESM supports 
3-key authentication. The keys can be a combination of RADIUS attributes, for example, using the 
subscriber’s telephone number. 

For more information, see:

• Cisco Subscriber Edge Services Manager Administration and Configuration Guide—Describes how 
to configure 2-key authentication.

• Cisco Subscriber Edge Services Manager Web Portals Guide—Describes how to configure 3-key 
authentication.

Single Sign-On

Single Sign-on for PPP Clients

When the single sign-on authentication option is enabled in SESM, the web portal queries SSG for the 
existence of a PPP connection for the host key or IP address of any request to SESM. If a PPP connection 
exists, SESM does not require additional authentication by the subscriber.
2-5
Cisco Subscriber Edge Services Manager Introduction Guide

OL-5365-01



 

Chapter 2      Managing the User Experience
Web Portals for Interaction with Subscribers
Single Sign-on for Non-PPP Clients

The single sign-on feature also is important for non-PPP subscribers. When the single sign-on 
authentication option is enabled in SESM, after a subscriber authenticates through the web portal, that 
subscriber does not need to sign on again for the duration of the session. 

This means that subscribers can stop the browser or navigate away from web portal pages and then return 
to the web portal pages later without the need to reauthenticate.

Always-On Connectivity
The SESM trusted ID solution provides transparent login, meaning that users do not need to authenticate 
through SSG more than once from the same device or location. Currently users must authenticate each 
time they connect. When the trusted ID feature is enabled, after authenticating for the first time, user 
information (trusted ID) is saved so that a connection from the same user is recognized and automatically 
authenticated the next time the user connects. The trusted ID information is the user’s MAC address. 

See Appendix A, “Always-On Connectivity Using the Trusted ID Solution” for more information.

Web Portals for Interaction with Subscribers
SESM web portals provide an interface for interaction with subscribers. The web portals interact with a 
Cisco edge device, and enable value-added services for both deployers and subscribers. You can install 
and configure the web portals to demonstrate commonly required functions, or use them as a starting 
point for customization. 

SESM Sample Web Portals

SESM includes the following sample web portals for different access devices and a variety of user 
experiences: 

• New World Service Provider (NWSP) portal—A comprehensive example of most features offered 
by the SESM web development kit. NWSP, which uses device type as one of the dimensions of user 
shape, can also return WAP-sized and PDA-sized pages. 

• Personal Digital Assistant (PDA) portal—Shows web pages formatted for a PDA device.

• Subscriber Portal (SP)—Demonstrates features for a PWLAN environment.

• Wireless Access Protocol (WAP) portal—Designed specifically for deployment in the mobile 
wireless industry. 

Web Portal Features

The main features of SESM web portals are: 

• Session logon and logoff.

• Personalized service lists.

• Service connection and disconnection requests.

• Access to multiple services simultaneously.

• Session status and messages—You can customize the display of RADIUS Attribute 18 reply 
messages for successful and unsuccessful logon.
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• Personalized web pages—A single SESM web portal can support multiple locales, access devices, 
brands, and other dimensions of the subscriber experience.

• Location-based branding and advertising.

Self-Care Features

In a SESM deployment with SESM profile management, the following self-care features are available to 
subscribers in SESM web portals:

• Register and maintain their own accounts. 

• Subscribe to new services.

• Create and manage subaccounts.

• Select dynamic bandwidth.

• Create personal firewalls. 

• Control their user experience, for example, enabling or disabling always-on connectivity.

Configuring the Look and Feel of Web Portals

You can configure the look and feel of the pages that are displayed and control the user experience by 
configuring the web portal based on the following characteristics:

• Access device—Laptop, WAP device, PDA, and so on.

• Locale—The language used in the web portal interface.

• Location—You can use location-based branding.

For more information, see Cisco Subscriber Edge Services Manager Web Portals Guide. 

Developing and Customizing SESM Web Portals
You can use a SESM web portal as the basis for creating a web portal that meets the service provider’s 
branding, look-and-feel, and functional requirements. SESM web portal applications are composed of 
JSPs written in specific markup languages. For information on customizing web portals, see Cisco 
Subscriber Edge Services Manager Web Developer Guide.

SESM also provides an SDK to enable service providers to develop additional features using APIs in the 
SESM web portals. The SESM libraries and other components required to build your own customized 
web portal are automatically installed by the SESM installation. 

The SESM SDK includes the following items:

• SESM core component class libraries.

• API documentation for the SESM libraries (Javadoc).

• Images and JSPs for each web portal application.

• Configuration and startup files for each web portal application.

• Sample data files, which can be used to demonstrate the web portal, are provided for each web portal 
application.

Cisco Subscriber Edge Services Manager SDK Programmer Guide explains how to use the SESM SDK 
to develop new components and customize existing components for a SESM web portal application.
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Using Your Own Web Portal
You can use your own web portal and integrate it with SESM and SSG using the SESM Web Services 
Gateway (WSG). WSG enables third-party web portals to integrate via web services using a Simple 
Objects Access Protocol (SOAP)-based interface. 

WSG is used for session control and service activation. It enables WSG client interface to control and 
access SSG for the following services:

– Authenticating, starting, and ending sessions on SSG. 

– Obtaining session status. 

– Activating and deactivating services.

Note We invite interested parties to contact us through a Cisco account representative to discuss potential uses 
for WSG and participate in feature planning efforts for future releases. For more information, see Cisco 
Subscriber Edge Services Manager Web Services Gateway Guide.
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Always-On Connectivity Using the Trusted ID 
Solution

This appendix describes the trusted ID solution and contains the following topics:

• Overview of Always-On Connectivity, page A-1

• Setup for Trusted ID Solution, page A-2

Overview of Always-On Connectivity
The SESM trusted ID solution provides transparent login, meaning that users do not need to authenticate 
through SSG more than once from the same device or location. Currently users must authenticate each 
time they connect. When the trusted ID feature is enabled, after authenticating for the first time, user 
information (trusted ID) is saved so that a connection from the same user is recognized and automatically 
authenticated the next time the user connects. The trusted ID information is the user’s MAC address, and 
is stored and maintained by AR. No additional management of MAC addresses is required.

The trusted ID solution is implemented using a SESM SPE installation and Cisco Access Registrar 
(AR) 3.5.4 or later, with SPE light installed. 

User Experience

When a user connects, AR queries SPE to determine whether the user has the trusted ID feature enabled:

• If trusted ID is not enabled, the user is asked to authenticate.

• If trusted ID is enabled:

– The first time a user connects after the trusted ID feature is enabled, the user is asked to 
authenticate. The user authenticates and the trusted ID is saved. 

– The next time the user connects, the user is identified as trusted and automatically authenticated.
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Setup for Trusted ID Solution
Setup for Trusted ID Solution
SSG

• SSG requires TAL (Transparent Auto-Logon) support.

• For MAC-based trusted ID, select one of the following options:

– SSG in DHCP path.

– SSG Lease Query support.

AR

You must install SESM SPE and AR before you install SPE light. 

• SPE light configures AR for Trusted ID support.

• AR caches attributes from successful authentications and maintains the list of trusted IDs mapped 
to the user names. No additional management of MAC addresses is required.

• AR handles the TAL requests from SSG.

• AR Uses SPE light for authentication and authorization. 

Note • Since each AR installation holds its own cache, load balancing several AR installations will not 
work with the trusted ID solution.

• Cache is held in memory, so there is no standby recovery (if AR goes down, users will need to 
authenticate again).

For more information about configuring AR for the trusted ID solution, see Cisco Access Registrar User 
Guide. See Related Documentation, page vi for the link to the AR documentation.

SESM

• The SPE schema has been extended to enable the SESM SPE installation program to add the Always 
On flag to user profiles. This requires that you extend the SPE schema in the SESM SPE installation 
before you install SPE light for AR. 

• Administrators can enable and disable the trusted ID feature in user profiles using the Allow Always 
On field in the CDAT interface.

• When trusted ID is enabled in CDAT, administrators can allow users to enable and disable the trusted 
ID feature by enabling the display of the Allow Always On field in the My Account Details page in 
the NWSP web portal. By default, display of the Allow Always On field is disabled.

• When the Allow Always On field is displayed in the My Account Details page in the NWSP web 
portal, subscribers can enable and disable the trusted ID feature.

For more information about configuring the trusted ID feature in SESM, see Cisco Subscriber Edge 
Services Manager Profile Management Guide.
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