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1 Preface 

This documentation provides information on the 3GPP and MTOSI OSS Integration. It 
describes the associated network management of its supported devices. This document is 
applicable for Prime Central release 1.4.1 and Prime Network release 4.2.1. 

 
This preface contains the following sections: 
 

¶ Conventions 

¶ Additional User Documentation 

¶ Obtaining Documentation, Obtaining Support, and Security Guidelines 
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2 Conventions  

This document uses the following conventions: 
 

Convention Indication 

boldfont Commands, keywords and user-entered text 
appear in bold font. 

italicfont Document titl es, new or emphasized terms, and 
arguments for which you supply values are in italic 
font. 

[] Elements in square brackets are optional. 

{x|y|z}  Required alternative keywords are grouped in 
braces and separated by vertical bars. 

[x|y|z]  Optional alternative keywords are grouped in 
brackets and separated by vertical bars. 

String A non-quoted set of characters.Do not use 
quotation marks around the string or the string will 
include the quotation marks. 

courierfont For code snippets and XML 

<> Non-printing characters such as passwords are in 
angle bracke-ts. 

[  ] Default responses to system prompts are in square 
brackets. 

!,# An exclamation point(!) or a pound sign(#)at the 
beginning of a line of code indicates a comment 
line. 

Note Means reader take note. Notes contain helpful suggestions or references to 
material not covered in the publication. 
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3 Additional User Documentation  

We sometimes update the documentation after original publication. Therefore, we suggest 
that you also review the latest version of the document from Cisco.com and check for any 
update. 
Other related documents are: 

¶ ASR 5000 Product page 

¶ 3GPP Telecom Management 

¶ MTOSI at TMForum 

¶ Addendum: Prime Network OSS Integration ς Sample SOAP Request Response on 
Cisco Developer Network 

http://www.cisco.com/en/US/products/ps11072/index.html
http://www.3gpp.org/ftp/Specs/html-info/TSG-WG--S5.html
http://www.tmforum.org/
https://developer.cisco.com/site/prime-network/documentation/
https://developer.cisco.com/site/prime-network/documentation/
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4 Obtaining Documentation , Obtaining Support, and Security 
Guidelines  

For information on obtaining documentation, submitting a service request, and 
gathering additional information, see the monthlȅ ²ƘŀǘΩǎ bŜǿ ƛƴ /ƛǎŎƻ tǊƻŘǳŎǘ 
Documentation, which also lists all new and revised Cisco technical documentation, at: 
htt p:// www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html 
 
{ǳōǎŎǊƛōŜ ǘƻ ǘƘŜ ²ƘŀǘΩǎ bŜǿ ƛƴ /ƛǎŎƻ tǊƻŘǳŎǘ 5ƻŎǳƳŜƴǘŀǘƛƻƴ as a Really Simple 
Syndication (RSS) feed and set content to be delivered directly to your desktop using a 
reader application. The RSS feeds are a free service and Cisco currently supports RSS 
version 2.0. 
 

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
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5 Prime Network Integration Layer  

 
Cisco Prime Network Integration Layer is a management solution which can be installed 
with Prime Network to provide simple and easy integration with other management 
systems. 
  
Cisco Prime Network Integration Layer provides standardized web service interfaces for 
3GPP (3rd Generation Partnership Project) and MTOSI (Multi Technology Operations 
Systems Interface) for Prime Network and also allows Prime Network to be seamlessly 
integrated with Prime Central applications in Cisco Prime for Evolved Programmable 
Networks deployment. The web services exposed by integration layer can be accessed by 
authorized SOAP client application to access relevant network data. 
  
To enable Northbound Interface functionality or before using the 3GPP and MTOSI web 
services, contact your local Cisco account representative. 

  
The Integration Layer can be deployed in two modes: 
 
a. Standalone Mode 
b. Suite Mode 
 

5.1 Standalone Mode 

In standalone mode, Prime Network Integration layer component is logically deployed on 
top of the Prime Network but resides as an application on the same box as the EMS. In this 
mode of deployment, the network and its data which is monitored and controlled by the 
Prime Network EMS can be accessed by the OSS client in standard (MTOSI or 3GPP) and 
Cisco defined formats via., a SOAP interface.  
 
The diagram below illustrates the standalone mode of deployment where Integration Layer 
and the Prime Network EMS reside on the same physical box. 
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5.2 Suite Mode 

The Integration Layer component can also be deployed in a distributed environment. The 
SOAPWeb Service component will be deployed on the Prime Central box and the individual 
EMS adaptor components will reside on the system where the Prime Network EMS is 
deployed.  
 
This mode of deployment enables the management of a larger set of devices with one 
SOAP component talking to multiple network facing EMS adaptors. The responses from the 
individual EMS adaptors will be aggregated and presented to the OSS user. 
 
The diagram below illustrates the suite mode of deployment. 
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6 Technologies  

 
The NMS / EMS uses SOAP / WSDL to implement the Web Services. This requires the OSS 
clients to use SOAP understandable clients to communicate and access the interfaces 
supported. The below table list the  technologies used to facilitate the OSS integration. 
 

Table 6-1 Technologies to Facilitate the OSS Integration 

Technology Explanation 

ESB Enterprise Service Bus. The apache Service Mix environment 

OSGi Open Software Gateway Interface, The Karaf environment. 

JMS Java Messaging Service, Queues and topics for communicating 
across integration layer and prime networks. 

SOAP Simple Object Access Protocol, Used for communicating with 
the Web Service end point 

Web Service Technology that exposes a SOAP / WSDL for accessing the 3GPP 
interfaces. 
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7 3GPP OSS Integration 

The 3GPP standard provides APIs to integrate EMS/NMS systems with OSS. The standard 
supports SOAP/XML, CORBA and CMIP based interface for the OSS to access the EMS / 
NMS systems. Though the 3GPP standard has provision to support various methods to 
integrate an EMS/NMS to OSS, the Prime Network provides a SOAP/XML interface to 
integrate with an OSS. 
 
The 3GPP standard can be extended to support vendor specific attributes. The OSS client 
applications that integrate with the 3GPP OSS interface can perform network management 
functions as defined by 3GPP specification called Interface Reference Points (IRP). 
 
This document describes the 3GPP interfaces to support the following IRPs via., SOAP 
interface: 
 

¶ Inventory Management IRP 

¶ File Transfer ( FT ) IRP 

¶ Notification IRP 

¶ Alarm IRP 
 
As part of  Prime Network  and Prime Central, 3GPP interface will be provided to support 
ASR5000 and ASR5500 devices. 
 
For a sample SOAP Request and Response for all the APIs defined in these interfaces, refer 
to the Prime Network OSS Integration Guide SOAP Request Response document on Cisco 
Developer Network. 
 

7.1 Supported Device s for 3GPP Interface 

 
The below table list of supported devices and management layer versions for 3GPP and 
MTOSI. 
 
Table 7-1: Supported Devices for 3GPP and MTOSI 

OSS NBI Interface Supported  DM Versions  Supported Devices 

3GPP PN 4.2.1, PC 1.4.1 ASR5500, ASR5000 

MTOSI PN 4.2.1, PC  1.4.1 All Devices supported by PN 
4.2.1 

 

7.2  3GPPIntegration Reference Point (IRP)  

 

https://developer.cisco.com/site/prime-network/documentation/
https://developer.cisco.com/site/prime-network/documentation/
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The Integration Reference Point (IRP) defines a standard way for the OSS client (IRP 
Manager) to refer and access the EMS / NMS (IRP Agents). 
 
The 3GPP Integration Layer will support an IRP Agent that provides support for the 
InventoryIRP, File Transfer IRP and Notification IRP. The Inventory IRP is a complete Cisco 
extension. The File Transfer IRP and Notification IRP has a restricted support in this release. 
This section includes the details on: 

¶ 3GPP Interfaces and supported APIs 

¶ Overview of 3GPP Inventory Management 

¶ 3GPP Inventory IRP InterfaceDetails 

¶ Overview of 3GPP File Transfer IRP 

¶ 3GPP File Transfer IRP Interface Details 

7.3 3GPP Interfaces and supported APIs  

 
This section lists the summary of the Interfaces and the associated APIs supported by 3GPP 
 

Sl.No Interface Name IRP 
Version 

API Name 3GPP 
Standard 

Cisco 
Extenson 

1 InventoryIRP v10.3.0 getAllInventory  Y 

2   getManagedElement  Y 

3   getAllManagedElementNames  Y 

4   getStatus  Y 

5   getActiveOperations  Y 

6 FileTransferIRP v10.0.0 listAvailableFiles Y  

7 AlarmIRP v11.1.0 getAlarmList Y  

8   AcknowlegeAlarm Y  

9   UnAcknowledgeAlarm Y  

10   setComment Y  

11   clearAlarms Y  

12 NotificationProducer v9.2.0 Subscribe Y  

13   Unsubscribe Y  

 
 

7.4 Overview of 3GPP Inventory Management  

Inventory Management SOAP interface is a vendor extension Web Service used to retrieve 
the physical and logical inventory data for ASR 5000 and ASR5500 devices manufactured by 
Cisco. The Inventory management Web Service provides three interfaces to retrieve 
physical and logical inventory data from the devices.The Interfaces are described in detail 
in this document under the 3GPP OSS Integration section. 
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The below table gives a list of functional areas supported along with the management data 
type. 
 
Table 7-2: Functional Area Supported by 3GPP 

Functional Area Management 
Data Type 

Description 

Inventory 
Management 

IM This functional area covers the inventory 
management needs of the OSS. The IRP Agents 
implement interfaces that enables the IRP 
Managers ( OSS clients ) to collect inventory data 
from IRP Agents ( EMS / NMS ) 

7.4.1 Physical Inventory  

Inventory Management includes information on following physical inventory data.  

¶ Managed element 

¶ Chassis 

¶ Card 

¶ Slot 

¶ Port 

¶ Sub-port 

¶ Power unit 

¶ Fan 
The attributes of the physical inventory units can be found in the Appendix section. 

7.4.2 Logical Inventory  

Inventory Management also captures information on following logical entities:  

¶ PGW 

¶ SGW 

¶ SAEGW 

¶ APN 

¶ GGSN 

¶ ACS ( Active Charging Service ) 

¶ AAA  

¶ GTPP 

¶ Operator Policy 

¶ SGSN 

¶ MME 
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Logical entities have both 3GPP prescribed data and Cisco specific vendor extensions. The 
attributes details are available in the Appendix section. 

7.5 3GPP Inventory IRP InterfaceDetails  

This section gives a description of all interfaces with their input, output and the description 
in detail. An OSS user can go through this section to better understand the interface and to 
use it according to their business needs. 
 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 
 
 
Table 7-3: 3GPP Interfaces Names 

Sl.No Interface Name Description 
1 getAllInventory This API is used to retrieve Inventory data for all 

supported devices under the management 
domain 

2 getAllManagedElementNames This API is used to retrieve the managed element 
name and types for all managed elements 
present in the management domain. 

3 getManagedElement This API is used to retrieve the inventory data for 
a specific Managed Element. 

4 getStatus This API is used to get the status of the following 
inventory retrieval operations,  

a. getAllInventory 
b. getManagedElement 

5 getActiveOperations This API provides information about currently 
running inventory retrieval operations. 
Information about the following operations will 
be provided along with the associated devices as 
applicable. 

a. getAllInventory 
b. getManagedElement 

7.5.1 InventoryIRP: : getAllInventory  

This interface is invoked by the OSS client to retrieve the physical and logical inventory 
information for the managed elements present under the management domain. 
The below table gives the list of parameters that should be used as input to retrieve 
physical and logical inventory information. 
 
Description: 
This interface will be used to generate inventory files according to 3GPP format. The 
inventory data will contain both physical and logical inventory information. Physical 
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inventory will contain information about the hardware details and the logical inventory has 
information about the following types of services running on the devices. 

¶ PGateway 

¶ SGateway 

¶ SAEGW 

¶ GGSN 

¶ APN Profile 

¶ ACS ( Active Charging Service ) 

¶ AAA  

¶ GTPP 

¶ Operator Policy 

¶ SGSN 

¶ MME 
 
The inventory data will be stored in XML files under preconfigured directories. Details 
about this configuration will be captured under the FTP Configuration section in this 
document. The inventory collection status will be indicated with a status file present under 
the output directory. The status file will contain the information about the managed 
elements, the device type, its status and the inventory file location. 
 
If FTP/SFTP servers are configured, the inventory data file will be moved to the respective 
machines depending on the availability of the primary and secondary FTP servers. If both 
the FTP and SFTP servers are not reachable, the inventory data files will be written to the 
local machine. 
! ŎƻǇȅ ƻŦ ǘƘŜ ǎǘŀǘǳǎ ŦƛƭŜ ǿƛƭƭ ōŜ ŀǾŀƛƭŀōƭŜ ǳƴŘŜǊ ǘƘŜ άLb{¢![[ψ5LwκǎƛƭŘŀǘŀέ ŘƛǊŜŎǘƻǊȅ ƻƴ ǘƘŜ 
host where the Integration Layer is installed. The detail of the status file is explained in this 
document under the Appendix section 
 

Table 7-4: Input Parameters to Retreive Physical and Logical Inventory Information 

Sl.No Parameter  Data Type Description 
1 InvokeIdentifierIn String This is an optional parameter passed 

by the OSS client user. The invoke 
Identifier value passed as input to this 
interface will be returned 
(InvokeIdentifierOut) by the Web 
Services Interface. The invoke 
Identifier can be used by the OSS client 
for correlation purpose. The value 
passed to this is not validated and is 
returned to the user as is. 

2 queryXpathExp String An XPath query string containing the 
Management Domain. The value 
ŜȄǇŜŎǘŜŘ ƛǎ άκa5Ґ/L{/hψtwLa9έΦ ¢ƘŜ 
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Interface will return an 
άLƭƭŜƎŀƭ!ǊƎǳƳŜƴǘέ Exception if this 
parameter is not specified or any value 
ƻǘƘŜǊ ǘƘŀƴ άκa5Ґ/L{/hψtwLa9έ ƛǎ 
specified. 

Output: 
The output will be in three parts: 

1. A regular SOAP response to the Web Service request which will contain the invoke 
identifier passed originally in the input and a response string indicating that the 
Inventory request is initiated with a request ID. 

2. One or more inventory XML files containing the physical and logical inventory data 
for the supported devices in the domain. The request ID will be part of the 
Inventory file name that is generated. The user can use the request ID to retrieve 
the inventory files generated for a given request.  

3. A Status file to indicate the status ( IN-PROGRESS, COMPLETED, FAILED ) for an 
inventory request. The Status file has the request ID as part of its name. 

Error: 
Any error that happens during the inventory file generation process will be notified to the 
caller via., a Inventory File Preparation Error. In addition to this the following SOAP 
responses will be returned for the Error conditions described below. 
 

Sl.No Error Condition Error Response 

1 Unable to reach the EMS system SOAP response indicating 
άbƻ 5aǎ ŀǾŀƛƭŀōƭŜέ ǿƛƭƭ ōŜ 
returned. 

2 No Managed Elements exist in the network SOAP response indicating 
άbƻ aŀƴŀƎŜŘ Elements exist 
ƛƴ ǘƘŜ ƴŜǘǿƻǊƪ ά ǿƛƭƭ ōŜ 
returned. 

 
NOTE:  
1. There will be one Inventory XML file per supported managed element. For a list of 

supported network equipments, please refer to the section Supported Devices for 
3GPP Interface. 

2. ¢ƘŜ оDtt LƴǾŜƴǘƻǊȅ ·a[ ŎƻƴŦƻǊƳǎ ǘƻ ǘƘŜ ·a[ ǎŎƘŜƳŀ άLƴǾŜƴǘƻǊȅbǊƳΦȄǎŘέΦ 
3. ¢ƘŜ ·a[ {ƘŜƳŀ άƛƴǾŜƴǘƻǊȅbǊƳΦȄǎŘέ ƛǎ ǘƘŜ bwa-specific shema for the Inventory 

Management NRM IRP IS alternateive 1 defined in 3GPP TS 32.692. 
 

7.5.1.1 InventoryIRP: : getAllInventory  Multi DM behaviour  
This section explains the API behavior in multi-DM environment. The following responses 
will be returned to the user under the specified conditions 
 

Sl.No Condition Behavior 
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1 When All associated 
Domain Managers ( DMs ) 
are free to take the request 

The request to collect inventory will be 
initiated to all DMs and the response indicating 
that the request is intiated will be sent with a 
request ID. 

2 When atleast one of the 
associated DMs is 
processing a previous 
inventory request 

The request will not be intiated. A reponse 
indicating that another request is in progress 
will be sent to the user. 

7.5.2 InventoryIRP: : getAllManagedElementNames  

This interface is used to get a list of managed element names supported under the 
ά/L{/hψtwLa9έ ƳŀƴŀƎŜƳŜƴǘ ŘƻƳŀƛƴ1. The interface returns a list of managed element 
names and their device family / device type. 
 
Description: 
 
This interface will be used to retrieve a list of managed elements for the given 
management domain. The response will contain the managed element name and the 
device family. 
The response of this interface can at a later point be used by the OSS client to selectively 
issue request to collect inventory for specific nodes using the άgetManagedElementέ 
interface. 
The below table gives the list of parameters that should be used as input to retrieve 
physical and logical inventory information. 
 
Input: 
Table 7-5: input Paramters to Retreive List of Managed Elements 

Sl.No Parameter  Data Type Description 
1 InvokeIdentifierIn String This is an optional parameter passed 

by the OSS client user. The invoke 
Identifier value passed as input to this 
interface will be returned 
(InvokeIdentifierOut) by the Web 
Services Interface. The invoke 
Identifier can be used by the OSS client 
for correlation purpose. The value 
passed to this is not validated and is 
returned to the user as is. 

2 queryXpathExp String An XPath query string containing the 
Management Domain. The value 
ŜȄǇŜŎǘŜŘ ƛǎ άκa5Ґ/L{/hψtwLa9έΦ ¢ƘŜ 
Interface will return an 

                                                       
1
In Prime Network 4.0, this interface will only return the name of devices that are managed by Prime Network. 
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άLƭƭŜƎŀƭ!ǊƎǳƳŜƴǘέ 9ȄŎŜǇǘƛƻƴ ƛŦ ǘƘƛǎ 
parameter is not specified or any value 
ƻǘƘŜǊ ǘƘŀƴ άκa5Ґ/L{/hψtwLa9έ ƛǎ 
specified. 

 
Output: 
 
The output for this method will be a SOAP response with a list of managed element names 
and their device family types. 
 
Error: 
 
Any error that happens during the inventory file generation process will be notified to the 
caller via., a Inventory File Preparation Error. In addition to this_SOAP responses will 
indicate the error conditions as described below.  
 

Sl.No Error Conditon Error Response 

1 Unable to reach the EMS system SOAP response indicating 
άbƻ 5aǎ ŀǾŀƛƭŀōƭŜέ ǿƛƭƭ ōŜ 
returned. 

2 No Managed Elements SOAP response indicating 
άbƻ aŀƴŀƎŜŘ  9ƭŜƳŜƴǘǎ ŀǊŜ 
ŦƻǳƴŘ ά ǿƛƭƭ ōŜ ǊŜǘǳǊƴŜŘΦ 

7.5.2.1 InventoryIRP: : getAllManagedElementNames Multi DM behavior  
 
This section describes the API behavior in a multiDM environment.  
The Request for retrieving all ManagedElement Names will be sent to all participating DMs. 
The response from each of the DM will be aggregated and the information will be sent to 
the requesting user. 

7.5.3 InventoryIRP: : getManagedElement  

This interface is used to get inventory data for a specific managed element. The inventory 
data will be stored in XML files on the configured FTP / SFTP server or on the local 
machine. 
Description: 
The inventory data will be stored in an XML file. The XML file will contain both physical and 
logical inventory data according to 3GPP format. The file will be stored under the 
configured storage location. 
 
If file transfer is enabled and both the primary and secondary destinations are not 
accessible, the XML file will be generated on the local machine under preconfigured folder. 
 
Input: 
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The below table gives the list of parameters that should be used as input to retrieve 
physical and logical inventory information. 
 
Table 7-6: Input Parameters to Retreive Specific Managed Element 

Sl.No Parameter  Data Type Description 
1 InvokeIdentifier String This is an optional parameter passed by the 

OSS client user. The invoke Identifier value 
passed as input to this interface will be 
returned (InvokeIdentifierOut) by the Web 
Services Interface. The invoke Identifier can 
be used by the OSS client for correlation 
purpose. The value passed to this is not 
validated and is returned to the user as is. 

2 queryXpathExp String An XPath query string containing the 
Management Domain. The value expected 
is άκa5Ґ/L{/hψtwLa9κa9Ґғa9 bŀƳŜҔ2έΦ 
The Interface will return an Exception if: 
The management domain is NOT 
CISCO_PRIME. 
The managed element is NOT specified OR 
managed. 

 
Output: 
The output will be in three parts: 

1. A regular SOAP response to the Web Service request which will contain the invoke 
identifier passed originally in the input and a response string indicating that the 
Inventory request is initiated with a request ID. 

2. Inventory XML file containing the physical and logical inventory data for the 
specified managed element. The request ID will be part of the Inventory file name 
that is generated. The user can use the request ID to retrieve the inventory file 
generated for a given request.  

3. A Status file to indicate the status (IN-PROGRESS, COMPLETED, FAILED) for an 
inventory request. The Status file has the request ID as part of its name. 

 
Error: 
 
The following Errors will be reported. 
 

Sl.No Error Condition  Error Response 

1 Unable to read the DMs SOAP reponse indicating 
άbh 5aǎ ŀǾŀƛƭŀōƭŜέ ǿƛƭƭ ōŜ 
reported. 

                                                       
2
The Managed Element name should be identical with that of Prime Network Administration GUI 
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2 Managed Element does not exist SOAP reponse indicating 
άaŀƴŀƎŜŘ 9ƭŜƳŜƴǘ ŘƻŜǎ ƴƻǘ 
ŜȄƛǎǘέ ǿƛƭƭ ōŜ ǊŜǘǳǊƴŜŘΦ 

NOTE: 
1. ¢ƘŜ оDtt LƴǾŜƴǘƻǊȅ ·a[ ŎƻƴŦƻǊƳǎ ǘƻ ǘƘŜ ·a[ ǎŎƘŜƳŀ άLƴǾŜƴǘƻǊȅbǊƳΦȄǎŘέΦ 
2. ¢ƘŜ ·a[ {ƘŜƳŀ άƛƴǾŜƴǘƻǊȅbǊƳΦȄǎŘέ ƛǎ ǘƘŜ bwa-specific shema for the Inventory 

Management NRM IRP IS alternateive 1 defined in 3GPP TS 32.692. 

7.5.3.1 InventoryIRP: : getManagedElement Multi DM behaviour  
This APIs behavior in a Multi DM environment is given below 
 

Sl.No Condition Behavior 

1 When all associated 
Domain Managers ( DMs ) 
are free to take the request 

The request to collect inventory will be 
initiated to all DMs and the response indicating 
that the request is intiated will be sent with a 
request ID. 

2 When atleast one of the 
associated DMs is 
processing a previous 
inventory request 

The request will not be intiated. A reponse 
indicating that another request is in progress 
will be sent to the user. 

 

7.5.4 InventoryIRP: : getStatus 

This interface is used to get the status of the inventory operations i.e., 
getManagedElement & getAllInventory. 
 

Description: 

3GPP inventory operations like getManagedElement and getAllInventory operations 
usually take longer time for inventory collection and to generate the output XML 
containing physical and logical inventory. At any point in time, if the user want to know the 
current status of the inventory operations, one can issue the getStatus with requestID as 
the input. 
 

Input: 

The below table gives the list of parameters that should be used as input to retrieve the 
status of inventory operation. 

 

Sl.No Parameter  Data Type Description 
1 requestID String This is a mandatory parameter that is 

generated during getAllInventory or 
getManagedElement operation. 
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Output: 

The output for this method will be a SOAP response which contains the status of the 
inventory IRP as IN_PROGRESS, SUCCESS, FAILED, and REQUEST_ID_NOT_FOUND. 

 

Error: 

The following errors will be reported. 
 

Sl.No Error Condition  Error Response 

1 REQUEST_ID_NOT_FOUND SOAP reponse indicates that 
specified input requestID 
was not found. 

 

7.5.5 InventoryIRP: : getActiveOperations  

Description: 

This API is used to get the list of currently running 3GPP inventory operations.  Information 
about the following operations can be queried: 
a. getManagedElement and  
b. getAllInventory  
The information provided as output of this API can be used by an OSS to plan and schedule 
an inventory collection routine by avoiding duplicate collection effort.  
 

Input: 

The below table gives the list of parameters that should be used as input to retrieve the 
active inventory operations. 

 

Sl.No Parameter  Data Type Description 
1 operationName String This is a non- mandatory parameter . This 

will specify the inventory operation name 

i.e., getAllInventory & getManagedElement.  

2 queryXpathExp String This is a non-mandatory parameter. An 
XPath query string containing the 
Management Domain. The value expected 
ƛǎ άκa5Ґ/L{/hψtwLa9κa9Ґғa9 bŀƳŜҔ έΦ 

Output: 

The output of this method will be the list of active inventory operations like getAllInventory 

& getM anagedElement for the particular device in the system. 
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Error: 

The following errors will be reported. 
 

Sl.No Error Condition  Error Response 

1 OPERATION_NOT_RUNNING SOAP reponse indicates that 
currently no inventory 
operation is running in the  
system. 

2 OPERATION_NOT_SUPPORTED SOAP reponse indicates that 
specified operation is not 
supported by this operation. 
Supported operations are 
getAllInventory & 

getManagedElement. 

 

7.6 Overview of 3GPP File Transfer IRP  

The 3GPP interface for File Transfer IRP provides APIs to retrieve file information. The API 

allows user to list files that are ƎŜƴŜǊŀǘŜŘ ŀǎ ŀƴ ƻǳǘǇǳǘ ƻŦ LƴǾŜƴǘƻǊȅ Lwtǎ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ŀƴŘ 

άƎŜǘaŀƴŀƎŜŘ9ƭŜƳŜƴǘέ ²{ ǊŜǉǳŜǎǘΦ ¢ƘŜ CƛƭŜ ¢ǊŀƴǎŦŜǊ Lwt ŀƭǎƻ ŀŘŘǎ ǎǳǇǇƻǊǘ ŦƻǊ ƎŜƴŜǊŀǘƛƴƎ ŀ 

FileReady and File Preparation Error Notification. The details of which will be discussed in the 

Notification section of this document. 

The FT IRP support the following file transfer protocols: 

¶ SFTP 

¶ FTP 

7.7 3GPP File Transfer IRP Interface Details  

 
This section describes the 3GPP File Transfer IRP Interface in details. The operations supported 
in File Transfer IRP, input, output and functionality will be explained. 
 
The WSDL document describing details of the interface can be accessed from the                 
Appendix section. 
 

7.7.1 File Transfer IRP::listAvailableFiles  

The API details with the input, output and their data types with the description is given 
below. 
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Description: 

The API will be used to list all available files that were generated by ǘƘŜ άƎŜǘ!LƭLƴǾŜƴǘƻǊȅέ ƻǊ 

άƎŜǘaŀƴŀƎŜŘ9ƭŜƳŜƴǘέ Ŏŀƭƭ ŦǊƻƳ ǘƘŜ LƴǾŜƴǘƻǊȅ Lwt ŀƎŜƴǘΦInput : 

 

Sl.No Parameter  Data Type Description 
1 managementDataType String This is a mandatory paramenter, should be 

provided by the OSS user. It specifies the 
type of the management data stored in the 
file.  
Different management data types are PM, 
CM, IM, TE, CT, NL, CG, OT,BASE.  
Currently we are supporting only IM ς 
Inventory Management. 

2 beginTime DateTime This is an optional parameter and is 
expressed in UTC time. 
Format : YYYY-MM-DDThh:mm:ss 
 
If user specifies in  
YYYY-MM-DDThh:mm:ss:mmm+/-TZ 
format, millisecond & timezone part will be 
ignored. 
This parameter specifies list of available 
files whose ready time are later or equal to 
this time. 
Note : OSS user has to provide the date 
time w.r.t management domain timezone. 

3 endTime DateTime This is an optional parameter and is 
expressed in UTC time. 
Format : YYYY-MM-DDThh:mm:ss 
 
If user specifies in  
YYYY-MM-DDThh:mm:ss:mmm+/-TZ 
format, millisecond & timezone part will be 
ignored. 
This parameter specifies list of available 
files whose ready time are earlier than this 
time. 
 

 
NOTE:  

¶ Output will list a unique set of files from both primary and seconday 
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¶ OSS user has to provide the input date time for beginTime and endTime with respect to 
management domain timezone. 

Output: 

This API will list the set of available files from the configured local, primary and secondary FTP 

servers 

Output paraments 

Sl.No Parameter  Data Type Description 
1 fileInfoList fileInfo This specifies the list of filesΩ 

information retrieved between the 
provided beginTime and endTime by 
the OSS user. 

2 Status String This  parameter specifies  the status of 
the operation. 
Possible values are 
OperationSucceeded and  
OperationFailed. 

 

Output paraments ς FileInfo object 
 

Sl.No Parameter  Data Type Description 
1 managementDataType String It specifies the type of the 

management data stored in the file 
which is provided by the OSS user in 
request.  
Different management data types are 
PM, CM, IM, TE, CT, NL, CG, OT,BASE.  
Currently we are supporting only IM ς 
Inventory Management. 

2 fileLocation String This specifies the complete path of the 
IM  file located on the disk along with 
filename. 
Format : IP:/<full path>_<filename> 

3 fileSize Long It identifies the size of the file in bytes. 

4 fileReadyTime DateTime It identifies the date and time when 
the file was created. 

5 fileExpirationTime DateTime It identifies the date and time beyond 
which the file may be deleted. 

6 fileCompression String It identifies the name of the 
compression algorithm used  for the 
file. 
Currently this will be empty as we are 
not supporting this. 
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7 fileFormat String It identifies the encodeing technique 
used by the file. 
Currently we support XML-schema. 

 

Error: 

The following error scenarios will be handled and reported by the API: 

Sl.No Condition Error 

1. 1. No files are available 2.  If no files present in the specified duration, 
FileInfoList in soap response will be empty 
ǿƛǘƘ ǎǘŀǘǳǎ άhǇŜǊŀǘƛƻƴ{ǳŎŎŜŜŘŜŘέΦ 

2 3. Empty begin time or endTime 4. The response should contain an error message 
ǎŀȅƛƴƎ άtƭŜŀǎŜ ŜƴǘŜǊ ōŜƎƛƴ¢ƛƳŜ ƛƴ standard 
UTC format YYYY-MM-55¢ƘƘΥƳƳΥǎǎέ 

3 5. Invalid Management Datatype 6. The response will have an error message 
άLƴǾŀƭƛŘ ƳŀƴŀƎŜƳŜƴǘ Řŀǘŀ ǘȅǇŜέΦ 

4 7. Invalid endTime (EndTime > 
BeginTime) 

8. The response should contain an errror 
"Endtime greater than beginTime". 

5 9. No beginTime & endTime 10. The response will list all the files present the 
directory 

6 11. No endTime input 12. The response should list all the available files 
in the directory whose time of creation lies 
between user provided beginTime and current 
system time (as endTime is not mentioned by 
user). 

7 13. No input beginTime 14. The response will list all the available files 
which are created before the specified 
endTime. 

8 15. Non UTC format of begin or 
endTime 

16. ¢ƘŜ ǊŜǎǇƻƴǎŜ ǿƛƭƭ Ŏƻƴǘŀƛƴ ŀƴ ŜǊǊƻǊ άtƭŜŀǎŜ 
provide the begin time in standard UTC format 
: YYYY-MM-55¢ƘƘΥƳƳΥǎǎΦέΦ 

9 17. Large volume of files, potential 
timeout candidate 

18. The response willl list all the available files for 
the duration provided from the primary and 
secondary directory. In case of huge data, an 
error wiƭƭ ōŜ ǎƘƻǿƴ ƭƛƪŜ ά/ƻǳƭŘ ƴƻǘ ƭƛǎǘ ǘƘŜ 
ŎƻƴǘŜƴǘǎ ƻŦ ŦƻƭŘŜǊΣ ғǇŀǘƘҔέ 

10 19. Timeout due to FTP server un-
reachable. 

20. The response willl list all the available files for 
the duration provided from the primary and 
secondary directory. In case of connection 
timeout from both the servers, an error will be 
ǎƘƻǿƴ ƭƛƪŜ ά.ƻǘƘ tǊƛƳŀǊȅ ŀƴŘ {ŜŎƻƴŘŀǊȅ ŀǊŜ 
bƻǘ ǊŜŀŎƘŀōƭŜέ 

11 21. Replication enabled between FTP 
servers but directory paths are 
incorrect. 

22. The response will list all the available files for 
the duration provided from the primary and 
secondary directory. In case directory paths 
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are not properly mentioned, error will be 
ǎƘƻǿƴ ƭƛƪŜ ά/ƻǳƭŘ ƴƻǘ ƭƛǎǘ ǘƘŜ ŎƻƴǘŜƴǘǎ ƻŦ 
ғǇŀǘƘҔΦέ 

 

7.7.1.1 ListAvailableFiles Multi DM Environ ment: 
 

Description : 

ListAvailable files operation in multi DM environment will be aggregated output of result from 

each DM. 

Input : 

ListAvailable files operation input for multi DM environment is same as input in standalone 

environment. 

Output: 

ListAvailable files operation output in  multi DM environment will be aggregated output from 

each DM. 

Sl.No Condition Error 

1 Exception occurred in DM1 or 
DM2 

If any exception  happens in DM1 but the same 
operation is successful in DM2, the the final 
result will  be  from DM2 

Error : 

The error conditions in standalone are applicable for multi DM environment as well. 

7.8 Overview of 3GPP Alarm IRP 

 
The 3GPP interface for Alarm Integration Reference Point provides APIs to retrieve the 

List of Tickets and to change the Life Cycle State of one or more Tickets in the Prime Network. 

7.9 3GPP Alarm IRP Interface Details  

 
This section describes the 3GPP Alarm IRP Interface in details.  The operations supported 

in Alarm IRP, input, output and functionality will be explained. 
 

The WSDL document describing the details of the Interface can be accessed from the                 
Appendix section. 
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7.9.1 AlarmIRP::GetAlarmList  

 
Description: 

This API is used to retrieve the list of Tickets in the Prime Network.  
 
Input: 

None required. 
 
Output: 

This API will give a list of AlarmInformation instances. 

Sl.No Parameter  Data Type Description 
1 alarmInformationList List It carries the AlarmInformation 

instances. For parameters contained 
in each AlarmInformation instance 
see the table below. 

2 Status ENUM 
(OperationSucceeded, 
OperationFailed) 

If all the Tickets are returned,  
status=OperationSucceeded. 
 
If there is any failure in retrieving 
the AlarmInformationList, status = 
OperationFailed. 

 

Output parameters:  AlarmInformation instance (Standalone mode) 

Sl.No Parameter  Data Type Description 
1. alarmId String It identifier which uniquely identifies a 

Ticket in the Prime Network. 

2 objectClass 
 

String The Object Identifier which identifies the 
device/component in the Prime Network. 
 
 

3 objectInstance String The Object Identifier which identifies the 
device/component in the Prime Network. 

4 alarmRaisedTime XMLGregorianCalendar The time when the Ticket is raised.  Shall 
be of best effort basis. 

5 alarmChangedTime XMLGregorianCalendar The latest time when the severity of the 
Ticket is changed. Shall be of best effort 
basis. 

6 probableCause String A short phrase denoting the cause of the 
Ticket 

7 ackState ENUM Possible values: Acknowledged or 
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Unacknowledged 
Denotes the acknowledegment status.  

8 alarmType ENUM Indicates the type of the Ticket 
Possible values:  ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎ !ƭŀǊƳϦΣ 
"Processing Error Alarm", "Environmental 
Alarm". "Quality Of Service Alarm"  or 
"Equipment Alarm" 

9 perceivedSeverity ENUM Indicates the ¢ƛŎƪŜǘΩǎ severity level. 
 

23. Possible values: Critical, Major, Minor, 
Warning, Intermediate, Cleared 

10 ackUserId String The ID of the user who has performed the 
Acknowledge operation.  
If the operation is perfomed by User1 on 
behalf of User2, user will see  - ά¦ǎŜǊмέ ŀǎ 
ά¦ǎŜǊнέΦ 

11 ackTime XMLGregorianCalendar The time when the Ticket is acknowledged. 

12 clearUserId String The ID of the user who has performed the 
Clear operation.  
If the operation is perfomed by User1 on 
behalf of User2, user will see  - ά¦ǎŜǊмέ ŀǎ 
ά¦ǎŜǊнέΦ 

13 alarmClearedTime XMLGregorianCalendar The time when the Ticket is cleared. 

 
Output parameters:  AlarmInformation instance (Suite Mode) 

Sl.N
o 

Parameter  Data Type Description 

1. alarmId String The identifier which uniquely identifies a Ticket in 
the Prime Central Fault Management 

2 notificationId Long Identifies the notification that carries the Alarm 
information uniquely per Managed Entity 

3 systemDN String Indicates the instance of the IRP Agent 

4 objectClass String The Object Identifier which identifies the 
device/component in the Prime Network. 
 
 

5 objectInstance String The Object Identifier which identifies the 
device/component instance in the Prime Network. 

6 alarmType ENUM Indicates the type of the Ticket 
Possible values:  ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎ !ƭŀǊƳϦΣ 
"Processing Error Alarm", "Environmental Alarm". 
"Quality Of Service Alarm"  or "Equipment Alarm" 

7 probableCause String A short phrase denoting the cause of the Ticket 

8 perceivedSeverit
y 

ENUM Indicates the TickŜǘΩǎ severity level. 
 
Possible values: Critical, Major, Minor, Warning, 
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Intermediate, Cleared 

9 specificProblem String 24. Describes specific problem associated with the 
ticket. 

10 additionalText String Description of the Ticket 

11 additionalInform
ation 

List Additional information related to the ticket. 
Contains the following fields: 
Identifier,AlarmCategory,AlarmServerAddress

,AlertGroup,  
AlarmManagedObjectAddress,AlertId  

12 ackTime XMLGregorianCal
endar 

The time when the Ticket is acknowledged. 

13 ackUserId String The ID of the user who has performed the 
Acknowledge operation.  
If the operation is perfomed by User1 on behalf of 
User2, user will see  - ά¦ǎŜǊмέ ŀǎ ά¦ǎŜǊнέΦ 

14 ackState ENUM Possible values: Acknowledged or Unacknowledged 
Denotes the acknowledegment status.  

15 eventTime XMLGregorianCal
endar 

The time when the Ticket is raised.  Shall be of best 
effort basis. 

 
Note: 

¶ In case of a standalone deployment, the active Tickets from the Prime Network are 
retrieved. 

¶ Lƴ ŎŀǎŜ ƻŦ ǎǘŀƴŘŀƭƻƴŜ ŘŜǇƭƻȅƳŜƴǘΣ tǊƛƳŜ bŜǘǿƻǊƪ ŘƻŜǎƴΩǘ archive  a cleared Ticket for 
an hour. So cleared alarms till an hour, will be retrieved by the API. 

¶ In case of a suite deployment, the active Tickets from the integrated Prime Networks 
ŀƴŘ tta ¢/!Ω{ through Prime Network will be retrieved through the Fault Management 
Component. 

¶ probableCause is not compliant to X733 Standards for PN tickets. 
 

Error: 

The following error scenarios will be handled and reported by the API: 

Sl.No Condition Error 
 1  Prime Fault management component 

is down. 
{h!t Cŀǳƭǘ ǎŀȅƛƴƎ ǘƘŀǘ άCould not send 
Message.έ ǿƛƭƭ ōŜ ǊŜǘǳǊƴŜŘΦ 

 

7.9.2 Alarm IRP::acknowledgeAlarms  

 
Description: 

The API will be used to acknowledge one or more Tickets in the Prime Network. 

Input: 
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Table 7-7: Input Paramters to acknowledge a list of Alarms 

Sl.No Parameter  Data Type Description 
1 alarmInformationAndSeverity

ReferenceList 
List List of 

AlarmInformation.alarmId(corresponds 
to ID of a Ticket in Prime Network) - It 
carries one or more identifiers 
identifying AlarmInformation instances 
in AlarmList, including optionally the 
perceivedSeverity of the 
AlarmInformation instance that is going 
to be acknowledged. 

2 ackUserId String The ID of the user who wishes to 
acknowledge the alarms 

 
Output:   
 
The API gives the information about the status of the acknowledge operation and the 
information about the Tickets that are not acknowledged. 
 

Sl.No Parameter  Data Type Description 
1 badAlarmInformation 

ReferenceList 
List List of pair of 

AlarmInformation.alarmId(same 
as the input), ENUM 
(UnknownAlarmId, 
AcknowledgmentFailed, 
WrongPerceivedSeverity) and 
additional failure reason - If all 
the Tickets are acknowledged, 
this information is absent. Else 
this list contains details about 
the Tickets that are not 
acknowledged along with the 
failure reason and additional 
failure reason for each Ticket. 

2 Status ENUM(OperationSucceeded, 
OperationFailed, 
OperationPartiallySucceeded) 

If some of the Tickets are 
acknowledged, status = 
OperationPartiallySucceeded. 
If all the Tickets are 
acknowledged, status = 
OperationSucceeded. 
If none of the Tickets are 
acknowledged, 
status=OperationFailed. 

 
Error: 
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The following error scenarios will be handled and reported by the API: 

Sl.No Condition Error 
1 25. Alarm Id(In this case the Ticket ID in 

Prime Network)  is not present in 
Prime Network 
(Standalone deployment) 

26. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "AcknowledgmentFailed" and 
additionalFailureReason - "Execution failed. 
Ticket is in use or does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

2 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is neither an 
Integer nor in the format ς 
{[NewAlarm(Id=<Ticket ID>)]} 
(Standalone deployment). 

27. The badAlarmInformationReferenceList will 
contain the corresponding Ticket ID along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άLƴǾŀƭƛŘ !ƭŀǊƳ LŘ 
ǇǊƻǾƛŘŜŘΦ tƭŜŀǎŜ ŜƴǘŜǊ ŀ ǾŀƭƛŘ !ƭŀǊƳ LŘΦέ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

3 28. Alarm Id(the Ticket ID in Prime 
Network)    is not present in Prime 
Fault Management 
(Suite deployment) 

29. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - ά¦ƴƪƴƻǿƴ!ƭŀǊƳLŘέ ŀƴŘ 
additionalFailureReason - "Alarm does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

4 Alarm Id(In this case the Ticket ID in 
Prime Network)provided is not an 
Integer (Suite deployment). 

30. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άUnable to look up 
Alarm Id. Error occured while looking up the 
Alarm Id.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 
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5 Alarm operation succeeded but FM 
updating failed for an Alarm Id(In this 
case the Ticket ID in Prime Network)   
(Suite deployment). 

31. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "AcknowledgmentFailed" and 
additionalFailureReason - ά!ƭŀǊƳ ƻǇŜǊŀǘƛƻƴ 
succeeded on DM. But failed to update FM." 

32. The overall status of the operation will be 
άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ the operation 
did not succeed for all/some of the remaining 
Ticket. 
FM update failure after the operation succeeded 
on the DM is considered as partial success. 

6 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is empty. 

33. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άId provided is invalid. 
Id cannot be null or empty.έ 

34.  
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

7 DM down 35. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason ς άAcknowledgmentFailedέ 
and additionalFailureReason ς άDM (<DM ID>) 
not found.έ 

36.  
The overall status of the operation will be 
άOperationFailedέ if the operation did not 
succeed for all the remaining Alarms or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Alarms. 

8 List don't have even a single Alarm Id 
(Empty list) 

SOAP Fault with message ς άLƴǾŀƭƛŘ wŜǉǳŜǎǘΦ !ǘ 
ƭŜŀǎǘ ƻƴŜ !ƭŀǊƳ LŘ ƛǎ ǊŜǉǳƛǊŜŘΦέ 

9 User (ackUserId) is not present  SOAP Fault with message ς άLƴǾŀƭƛŘ ¦ǎŜǊ LŘΦ ¦ǎŜǊ 
Id cannot be nulƭ ƻǊ ŜƳǇǘȅΦέ 

10 Alarm Ids in the request exceeded the 
limit specified in the 
com.cisco.prime.esb.tgpp.interface.cfg 
file. 

SOAP Fault with message ς άbǳƳōŜǊ ƻŦ ŀƭŀǊƳǎ ƛƴ 
request (<No. of Alarm Ids in request>) exceeded 
the maximum limit set (<bulkAlarmOpMaxLimit 
ǾŀƭǳŜ ƛƴ ŎŦƎΦ CƛƭŜҔύέ 

 

7.9.3 AlarmIRP::unacknowledgeAlarms  

 
Description: 
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The API will be used to unacknowledge one or more Tickets in the Prime Network. 

Input: 

Table 7-8: Input Paramters to unacknowledge a list of Alarms 

Sl.No Parameter  Data Type Description 
1 alarmInformationReferenceList List List of 

AlarmInformation.alarmId(corresponds 
to ID of a Ticket in Prime Network)  - It 
carries one or more identifiers 
identifying AlarmInformation in 
AlarmList. 
  

2 ackUserId String The ID of the user who wishes to 
unacknowledge the alarms 

 
Output:   
 
The API gives the information about the status of the unacknowledge operation and the 
information about the Alarms that are not unacknowledged. 
 

Sl.No Parameter  Data Type Description 
1 badAlarmInformation 

ReferenceList 
List List of pair of 

AlarmInformation.alarmId(same 
as the input)  and the failure 
reason - If all the Tickets are 
unacknowledged, this 
information is absent. Else this 
list contains details about the 
Tickets that are not 
unacknowledged along with the 
failure reason for each. 

2 Status ENUM(OperationSucceeded, 
OperationFailed, 
OperationPartiallySucceeded) 

If some of the Tickets are 
unacknowledged, status = 
OperationPartiallySucceeded. 
If all the Tickets are 
unacknowledged, status = 
OperationSucceeded. 
If none of the Tickets are 
unacknowledged, 
status=OperationFailed. 

 
Error: 

The following error scenarios will be handled and reported by the API: 
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Sl.No Condition Error 
1 37. Alarm Id(In this case the Ticket ID in 

Prime Network)  is not present in 
Prime Network 
(Standalone deployment) 

38. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "Execution failed. Ticket is in 
use or does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

2 Alarm Id(In this case the Ticket ID in 
Prime Network)  provided is neither 
an Integer nor in the format ς 
{[NewAlarm(Id=<Ticket ID>)]} 
(Standalone deployment). 

39. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " Invalid Alarm Id provided. 
tƭŜŀǎŜ ŜƴǘŜǊ ŀ ǾŀƭƛŘ !ƭŀǊƳ LŘΦέ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Alarms. 

3 40. Alarm Id(In this case the Ticket ID in 
Prime Network)  is not present in 
Prime Fault Management 
(Suite deployment) 

41. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - ά¦ƴƪƴƻǿƴ!ƭŀǊƳLŘέ ŀƴŘ 
additionalFailureReason - "Alarm does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

4 Alarm Id(In this case the Ticket ID in 
Prime Network)  provided is not an 
Integer (Suite deployment). 

42. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άUnable to look up 
Alarm Id. Error occured while looking up the 
Alarm Id.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

5 Alarm operation succeeded but FM 
updating failed for an Alarm Id(In this 
case the Ticket ID in Prime Network)   
(Suite deployment). 

43. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "AcknowledgmentFailed" and 
additionalFailureReason - ά!ƭŀǊƳ operation 
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succeeded on DM. But failed to update FM/ But 
no response received for FM update operation." 

44. The overall status of the operation will be 
άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ the operation 
did not succeed for all/some of the remaining 
Tickets. 
FM update failure after the operation succeeded 
on the DM is considered as partial success. 

6 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is empty. 

45. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " Id provided is invalid. Id 
cannot be null or empty.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

7 DM down 46. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason ς άAcknowledgmentFailedέ 
and additionalFailureReason ς άDM (<DM ID>) 
not found.έ 
 
The overall status of the operation will be 
άOperationFailedέ if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

8 List don't have even a single Alarm Id 
(Empty list) 

SOAP Fault with message ς άLƴǾŀƭƛŘ wŜǉǳŜǎǘΦ !ǘ 
ƭŜŀǎǘ ƻƴŜ !ƭŀǊƳ LŘ ƛǎ ǊŜǉǳƛǊŜŘΦέ 

9 User (ackUserId) is not present  SOAP Fault with message ς άLƴǾŀƭƛŘ ¦ǎŜǊ LŘΦ ¦ǎŜǊ 
LŘ Ŏŀƴƴƻǘ ōŜ ƴǳƭƭ ƻǊ ŜƳǇǘȅΦέ 

10 Alarm Ids in the request exceeded the 
limit specified in the 
com.cisco.prime.esb.tgpp.interface.cfg 
file. 

SOAP Fault with message ς άbǳƳōŜǊ ƻŦ ŀƭŀǊƳǎ ƛƴ 
request (<No. of Alarm Ids in request>) exceeded 
the maximum limit set (<bulkAlarmOpMaxLimit 
ǾŀƭǳŜ ƛƴ ŎŦƎΦ CƛƭŜҔύέ 

 

7.9.4 AlarmIRP:: SetComment 

 
Description: 

The API will be used to add a comment to one or more  Tickets in the Prime Network. 

Input: 
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Table 7-9: Input Paramters to add comment to a list of Alarms 

Sl.No Parameter  Data Type Description 
1 alarmInformationReferenceList List List of 

AlarmInformation.alarmId(corresponds 
to an ID of a Ticket in Prime Network)   
ς It carries one or more identifiers 
identifying AlarmInformation in 
AlarmList. 
  

2 ackUserId String The ID of the user who wishes to add 
comment to the list of Tickets 

3 commentText String The comment that is to be added to the 
list of Tickets. 

 
Output:   
 
The API gives the information about the status of the setComment operation and the 
information about the Alarms for those the setComment operation failed. 
 

Sl.No Parameter  Data Type Description 
1 badAlarmInformation 

ReferenceList 
List List of pair of 

AlarmInformation.alarmId(Same as the 
input) and the failure reason - If the 
comment is added to all the Alarms, 
this information is absent. Else this list 
contains details about the alarms for 
those the setComment operation 
ŘƛŘƴΩǘ ǎǳŎŎŜŜŘ ŀƭƻƴƎ ǿƛǘƘ ǘƘŜ ŦŀƛƭǳǊŜ 
reason for each. 

2 Status ENUM(OperationSucce
eded, OperationFailed, 
OperationPartiallySucc
eeded) 

If the comment is added to some of 
the Alarms, status = 
OperationPartiallySucceeded. 
If comment is added to all the Tickets, 
status = OperationSucceeded. 
If all comment is not added to any of 
the Tickets, status=OperationFailed. 

 
Error: 

The following error scenarios will be handled and reported by the API: 

Sl.No Condition Error 
1 47. Alarm Id(In this case the Ticket ID in 

Prime Network)  is not present in 
Prime Network 
(Standalone deployment) 

48. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "Execution failed. Ticket is in 
use or does not exist." 
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The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

2 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is neither an 
Integer nor in the format ς 
{[NewAlarm(Id=<Ticket ID>)]} 
(Standalone deployment). 

49. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " Invalid Alarm Id provided. 
tƭŜŀǎŜ ŜƴǘŜǊ ŀ ǾŀƭƛŘ !ƭŀǊƳ LŘΦέ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

3 50. Alarm Id(In this case the Ticket ID in 
Prime Network) is not present in 
Prime Fault Management 
(Suite deployment) 

51. The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - ά¦ƴƪƴƻǿƴ!ƭŀǊƳLŘέ ŀƴŘ 
additionalFailureReason - "Alarm does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

4 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is not an 
Integer (Suite deployment). 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άUnable to look up 
Alarm Id. Error occured while looking up the 
Alarm Id.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

5 Alarm operation succeeded but FM 
updating failed for an Alarm Id(In this 
case the Ticket ID in Prime Network) 
(Suite deployment). 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "AcknowledgmentFailed" and 
additionalFailureReason - ά!ƭŀǊƳ ƻǇŜǊŀǘƛon 
succeeded on DM. But failed to update FM/ But 
no response rŜŎŜƛǾŜŘ ŦƻǊ Ca ǳǇŘŀǘŜ ƻǇŜǊŀǘƛƻƴΦέ 
 
The overall status of the operation will be 
άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ the operation 
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did not succeed for all/some of the remaining 
Tickets.  FM update failure after the operation 
succeeded on the DM is considered as partial 
success. 

6 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is empty. 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - άLŘ provided is invalid. Id 
cannot be null or empty.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

7  The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason ς άAcknowledgmentFailedέ 
and additionalFailureReason ς άDM (<DM ID>) 
not found.έ 
 
The overall status of the operation will be 
άOperationFailedέ if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

8 List don't have even a single Alarm Id 
(Empty list) 

SOAP Fault with message ς άLƴǾŀƭƛŘ wŜǉǳŜǎǘΦ !ǘ 
ƭŜŀǎǘ ƻƴŜ !ƭŀǊƳ LŘ ƛǎ ǊŜǉǳƛǊŜŘΦέ 

9 User (commentUserId) is not present SOAP Fault with message ς άLƴǾŀƭƛŘ ¦ǎŜǊ LŘΦ ¦ǎŜǊ 
Id cannot bŜ ƴǳƭƭ ƻǊ ŜƳǇǘȅΦέ 

10 Alarm Ids in the request exceeded the 
limit specified in the 
com.cisco.prime.esb.tgpp.interface.cfg 
file. 

SOAP Fault with message ς άbǳƳōŜǊ ƻŦ ŀƭŀǊƳǎ ƛƴ 
request (<No. of Alarm Ids in request>) exceeded 
the maximum limit set (<bulkAlarmOpMaxLimit 
ǾŀƭǳŜ ƛƴ ŎŦƎΦ CƛƭŜҔύέ 

 

7.9.5 AlarmIRP::clearAlarms  

 
Description: 

The API will be used to Force Clear one or more Tickets in the Prime Network. 

Input: 

Table 7-10: Input Paramters to clear a list of Alarms 

Sl.No Parameter  Data Type Description 
1 alarmInformationReferenceList List List of 
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AlarmInformation.alarmId(corresponds 
to an ID of a Ticket in the Prime 
Network) - It carries one or more 
identifiers identifying AlarmInformation 
in AlarmList. 
  

2 ackUserId String The ID of the user who wishes to clear 
the Tickets 

 
Output:   
 
The API gives the information about the status of the clear operation and the information about 
the Alarms that are not cleared. 
 

Sl.No Parameter  Data Type Description 
1 badAlarmInformation 

ReferenceList 
List List of pair of 

AlarmInformation.alarmId(same 
as the input) and the failure 
reason - If all the Tickets are 
cleared, this information is 
absent. Else this list contains 
details about the Tickets that 
are not cleared. 

2 Status ENUM(OperationSucceeded, 
OperationFailed, 
OperationPartiallySucceeded) 

If some of the Tickets are 
cleared, status = 
OperationPartiallySucceeded. 
If all the Tickets are cleared, 
status = OperationSucceeded. 
If none of the Tickets are 
cleared, 
status=OperationFailed. 

 
Error: 

The following error scenarios will be handled and reported by the API: 

Sl.No Condition Error 
1 Alarm Id(In this case the Ticket ID in 

Prime Network)  is not present in 
Prime Network 
(Standalone deployment) 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "Execution failed. Ticket is in 
use or does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
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operation succeeded for some of the Tickets. 

2 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is neither an 
Integer nor in the format ς 
{[NewAlarm(Id=<Ticket ID>)]} 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " Invalid Alarm Id provided. 
tƭŜŀǎŜ ŜƴǘŜǊ ŀ ǾŀƭƛŘ !ƭŀǊƳ LŘΦέ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

3 Alarm Id(In this case the Ticket ID in 
Prime Network)  is not present in 
Prime Fault Management (Suite 
deployment) 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - ά¦ƴƪƴƻǿƴ!ƭŀǊƳLŘέ ŀƴŘ 
additionalFailureReason - "Alarm does not exist." 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

4 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is not an 
Integer (Suite deployment). 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - " UnknownAlarmId " and 
additionalFailureReason - άUnable to look up 
Alarm Id. Error occured while looking up the 
Alarm Id.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

5 Alarm operation succeeded but FM 
updating failed for an Alarm Id(In this 
case the Ticket ID in Prime 
Network)(Suite deployment). 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason - "AcknowledgmentFailed" and 
additionalFailureReason - ά!ƭŀǊƳ ƻǇŜǊŀtion 
succeeded on DM. But failed to update FM/ But 
no response received for FM update operation." 

The overall status of the operation will be 
άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ the operation 
did not succeed for all/some of the remaining 
Tickets. 
FM update failure after the operation succeeded 
on the DM is considered as partial success. 

6 Alarm Id(In this case the Ticket ID in 
Prime Network) provided is empty. 

The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
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the failureReason - άLŘ provided is invalid. Id 
cannot be null or empty.έ 
 
The overall status of the operation will be 
"OperationFailed" if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

7 DM down The badAlarmInformationReferenceList will 
contain the corresponding AlarmId along with 
the failureReason ς άAcknowledgmentFailedέ 
and additionalFailureReason ς άDM (<DM ID>) 
not found.έ 
 
The overall status of the operation will be 
άOperationFailedέ if the operation did not 
succeed for all the remaining Tickets or 
ƻǘƘŜǊǿƛǎŜ άhǇŜǊŀǘƛƻƴtŀǊǘƛŀƭƭȅ{ǳŎŎŜŜŘŜŘέ ƛŦ ǘƘŜ 
operation succeeded for some of the Tickets. 

8 List don't have even a single Alarm Id 
(Empty list) 

SOAP Fault with message ς άLƴǾŀƭƛŘ wŜǉǳŜǎǘΦ !ǘ 
ƭŜŀǎǘ ƻƴŜ !ƭŀǊƳ LŘ ƛǎ ǊŜǉǳƛǊŜŘΦέ 

9 User (clearUserId) is not present  SOAP Fault with message ς άLƴǾŀƭƛŘ ¦ǎŜǊ LŘΦ ¦ǎŜǊ 
LŘ Ŏŀƴƴƻǘ ōŜ ƴǳƭƭ ƻǊ ŜƳǇǘȅΦέ 

10 Alarm Ids in the request exceeded the 
limit specified in the 
com.cisco.prime.esb.tgpp.interface.cfg 
file. 

SOAP Fault with message ς άbǳƳōŜǊ ƻŦ ŀƭŀǊƳǎ ƛƴ 
request (<No. of Alarm Ids in request>) exceeded 
the maximum limit set (<bulkAlarmOpMaxLimit 
ǾŀƭǳŜ ƛƴ ŎŦƎΦ CƛƭŜҔύέ 

7.9.6 AlarmIRP::  notifyNewAlarm  

Once a new alarm is received from Prime Network, Prime Central notifies this alarm to all 
the subscribed OSS clients. Supported only non-security alarms.  
 
Note: Supported only on Suite Mode. 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 objectClass String Class of the Monitored entity  

2 objectInstance String The Object Identifier which 
identifies the 
device/component instance in 
the Prime Network. 

3 notificationId Long Identifies the notification that 
carries the Alarm information 
uniquely per Managed Entity 

4 eventTime XMLGregorianCalendar The time when the Ticket is 
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raised.  Shall be of best effort 
basis. 

5 systemDN String Indicates the instance of the 
IRP Agent 

6 notificationType String Type of the notification.The 
value will be "notifyNewAlarm"  

7 probableCause String A short phrase denoting the 
cause of the Ticket 

8 perceivedSeverity ENUM Indicates the ¢ƛŎƪŜǘΩǎ severity 
level. 
 
Possible values: Critical, 
Major, Minor, Warning, 
Intermediate, Cleared 

9 alarmType ENUM Indicates the type of the 
Ticket 
Possible values:  
ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎ !ƭŀǊƳϦΣ 
"Processing Error Alarm", 
"Environmental Alarm". 
"Quality Of Service Alarm"  or 
"Equipment Alarm" 

10 specificProblem String Indicates the specific problem 
associated with the alarm 

11 additionalText String Description of the Ticket 

12 additionalInformation List Additional information related 
to the ticket 
Contains the following fields: 
Identifier, AlarmCategory, 
AlarmServerAddress, 
AlertGroup, 
AlarmManagedObjectAddress, 
AlertId 

13 alarmId String The identifier which uniquely 
identifies a Ticket in the Prime 
Central Fault Management 

 
 

Note 1: probableCause is not compliant to X733 standards 
 

Note 2: Prime Central raises ADMC alarm when Domain Manager (Prime Network) is down. The 
same will be notified to OSS. Operator has to manually clear the alarm from Prime Central Fault 
Management. Alarm Life cycle for Prime Central ADMC alarm is not supported. 
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7.9.7 AlarmIRP::  noti fyAckStateChanged 

The subscribed OSS clients are notified regarding changes in the alarms Acknowledgement 
state.  
 
Note: Supported only on Suite Mode. 
 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 objectClass String Class of the Monitored 

entity  

2 objectInstance String The Object Identifier 
which identifies the 
device/component 
instance in the Prime 
Network. 

3 notificationId Long Identifies the notification 
that carries the Alarm 
information uniquely per 
Managed Entity 

4 eventTime XMLGregorianCalendar The time when the 
Ticket is acknowledged. 

5 systemDN String Indicates the instance of 
the IRP Agent 

6 notificationType String Type of the 
notification.The value 
will be 
"notifyAckStateChanged"  

7 probableCause String A short phrase denoting 
the cause of the Ticket 

8 perceivedSeverity ENUM Indicates the ¢ƛŎƪŜǘΩǎ 
severity level. 
 
Possible values: Critical, 
Major, Minor, Warning, 
Intermediate, Cleared 

9 alarmType ENUM Indicates the type of the 
Ticket 
Possible values:  
ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎ 
Alarm", "Processing 
Error Alarm", 
"Environmental Alarm". 
"Quality Of Service 
Alarm"  or "Equipment 
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Alarm" 

10 alarmId String The identifier which 
uniquely identifies a 
Ticket in the Prime 
Central Fault 
Management 

11 ackState ENUM Identifies the 
Acknowledgement state 
of the alarm 

12 ackUserId String Identifies the user who 
has changed the 
Acknowledgement state 

 

7.9.8 AlarmIRP::  notifyClearedAlarm  

The subscribed OSS clients are notified regarding the cleared notifications received from 
Prime Network. 
 
Note: Supported only on Suite Mode. 
 
 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 objectClass String Class of the Monitored entity 

2 objectInstance String The Object Identifier which identifies the 
device/component instance in the Prime 
Network. 

3 notificationId Long Identifies the notification that carries the 
Alarm information uniquely per Managed 
Entity 

4 eventTime XMLGregorianCalendar The time when the Ticket is raised.  Shall 
be of best effort basis. 

5 systemDN String Indicates the instance of the IRP Agent 

6 notificationType String Type of the notification.The value will be 
"notifyClearedAlarm"  

7 probableCause String A short phrase denoting the cause of the 
Ticket 

8 perceivedSeverity ENUM Indicates the ¢ƛŎƪŜǘΩǎ severity level. 
 
Possible values: Critical, Major, Minor, 
Warning, Intermediate, Cleared 

9 alarmType ENUM Indicates the type of the Ticket 
Possible values:  ά/ƻƳƳǳƴƛŎŀǘƛƻƴǎ 
Alarm", "Processing Error Alarm", 
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"Environmental Alarm". "Quality Of 
Service Alarm"  or "Equipment Alarm" 

10 alarmId String The identifier which uniquely identifies a 
Ticket in the Prime Central Fault 
Management 

11 clearUserId String Carries identity of the user who invokes 
clear alarm operation 

 

7.10 Overview of 3GPP Notification IRP 

The Notification IRP support provides support for subscribing and unsubscribing to 3GPP 
notifications. The current release supports Alarm Notification, Communication 
Surveillance (CS) Notification and File Transfer Notification..  
For FTIRP, once the Inventory file generation completes successfully a File Ready 
Notification will be sent. If the inventory collection or file generation encounters an issue 
a File Preparation Error Notification will be sent. 
 

7.11 3GPP Notification IRP Details  

This interface supports APIs that will allow an OSS user to subscribe and unsubscribe for 
various notification categories.  
 
The WSDL document describing the details of the Interface can be accessed from the                 
Appendix section. 

7.11.1 Notification IRP::subscribe  

This interface is used to subscribe to 3GPP notifications. This request will enable an OSS 
user to receive any 3GPP notifications that is supported by the IRP agent. Currently we 
support the following categories 
 

¶ File Transfer IRP Notifications ( FTIRP ) 

¶ Alarm Notifications (ALARMIRP) 

¶ Communication Surveillance Notifications (CSIRP) 
 
Description: 
The subscribe call can be issued by an OSS user to register for 3GPP notifications and 
enables the OSS user to receive the registered 3GPP notification. If the optional 
parameters are not given, the API registers the OSS user for all supported notification 
categories ( current release supports  File Trasfer Notifications, Alarm Notifications and 
Communication Surveillance Notifications  ). The Notification consumer should be active 
when notifications are sent. Notifications will not be stored for future forwards. 
 
Input: 
 



3GPP OSS Integration 

 
Cisco Prime OSS Integration Guide for MTOSI and 3GPP 
50    

The following table lists the input arguments for the request 
 

Sl.No Parameter  Data Type Description 
1 managerReference URL A valid URL where the 

OSS client / IRP 
manager will be 
listening to.  
The URL validation will 
not be done during the 
registration process. 
This is a mandatory 
field. 

2 timeTicks Long A long value indicating 
the time when this 
subscription request 
should expire. 
This is an optional 
value and is NOT 
supported in this 
release. Giving a non-
numeric value will 
throw a SOAP / Web 
Service exception. 

3 notificationCategories ntfIRPData:NotificationCategorySetType This is a set of strings 
that can be specified 
for which the 
subscription will be 
done. 
This is an optional 
parameter. In this 
release, we support 
the values 
ά![!waLwtέΣ ά/{Lwtέ 
άC¢LwtέΦ 
Being an optional 
parameter the user is 
not expected to give 
this as an input which 
will automatically 
subscribe the OSS user 
to receive the 
currently supported ( 
FT , ALARM and CS 
Notifications ). 

4 Filter String This is an optional field 
and is NOT supported 
int this release  . Any 
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value specified in this 
field will be ignored. 
If supported the user 
can use this field to 
have a customer 
filtering for specified 
Notification 
categories. 

5 ntfTrsnsServiceNS anyURI This parameter is used 
to specif the 
namespace  of the 
Web Notification 
Transmission Service 
that will be used for 
sending notification.  
This is a mandatory 
field, but in the 
current release, this 
field will not be used. 

 
NOTE: The managerReference and ntfTrsnsServiceNS are the only mandatory parameters. 
 
Output: 
 
The API gives the subscription ID as an output. This subscription ID will be used to 
unsubscribe for notifications. 
 

Sl.No Parameter  Data Type Description 
1 subscriptionID String The subscription ID will be returned 

upon a successful subscribe request. 
The subscription ID along with the 
manager Reference can be used to un-
subscribe for notifications. 

2 status ENUM Status of the subscribe operation 
performed. It can have values 
άOperationSucceededέΣ 
άOperationFailedέ ŀƴŘ 
άOperationFailedExistingSubscriptionέΦ 

 
Error: 
 
The following error conditions will be reported by the API 
 

Sl.No Condition Error 

1. Invalid Category Exception indicating an 
invalid manager Reference 



3GPP OSS Integration 

 
Cisco Prime OSS Integration Guide for MTOSI and 3GPP 
52    

or category 

2 Already registered category Exception indicating that 
any of the categories 
passed as input is already 
registered for this manager 
Reference. 

3 One or more categories are 
not supported 

An exception will be 
returned If any of the 
category entries passed  

 

7.11.1.1 Multi -DM Behaviour 
N/A 

7.11.2 Notification IRP::unsubscribe  

Description: 
This API is used to unsubscribe to any 3GPP notification. The managerReference that is 
passed as input will be used to un-subscribe the OSS  / requesting user. The 
managerReference is a mandatory parameter. 
The operation will un-subscribe the Notification consumer from all subscribed categories 
associated with the subscriptionID. If no subscriptionID passed as input, it will try to 
unsubscribe for all supported categories. 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 managerReference URL A valid URL where the 

OSS client / IRP 
manager will be 
listening to.  
This is a mandatory 
field. This value will be 
used to remove the  

2 subscriptionID String This is an optional 
parameter. 

 
Output: 
 
Upon successful completion of un-subscribe operation the manager reference will be 
returned. 
 

Sl.No Parameter  Data Type Description 
1 managerReference String The manager 

reference that was un-
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subscribed.  

2 Status ENUM Status of the 
unsubscribe operation 
performed. It can have 
values 
άOperationSucceededέ 
and 
άOperationFailedέΦ 

 
Error: 
 
The following error will be thrown under the specified conditions: 
 

Condition Error 
Manager Reference does not 
exist or invalid 

Exception indicating an invalid manager Reference 

Invalid Subscription ID or 
Manager Reference 

Exception indicating an invalid manager Reference or 
subscriptionID 

 

7.11.2.1 Multi -DM environment behavior  
N/A 

7.11.3 Notification IRP::getSubscriptionIds  

Description:  
This API returns all registered subscription Ids for the caller manager reference, passed as 
input. The managerReference is a mandatory parameter. 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 managerReference URL A valid URL where the OSS client / IRP 

manager will be listening to.  
This is a mandatory field.  

 
Output: 
 

Sl.No Parameter  Data Type Description 
1 subscriptionIdSet String It holds a set of the subscriptionId, each 

assigned as output parameter in previous 
subscribe operations invoked by the 
current IRPManager.   

2 status ENUM (Operation 
succeeded, 
Operation failed) 

If is successful, status = 
OperationSuceeded. 
If is failed, status = OperationFailed. 
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Error: 
 
The following error will be thrown under the specified conditions: 
 

Condition Error 

Manager Reference does 
not exist or invalid 

Exception indicating an invalid manager Reference 
  

 

7.11.4 Notification IRP::  getNotificationCategories  

Description: 
This API is used to query  the categories of notification supported by IRPAgent. IRPAgent 
returns the list of categories of notification supported. Each category of notification 
defines the name and the version of the IRP specification. The list of category of 
notification returned shall only contain the name and version of the IRP specifications that 
actually have notifications defined. IRPManager does not need to subscribe to invoke this 
operation. 
 
Input 
 
None 
 
Output: 
 
Upon successful completion of getNotificationCategories operation the 
NotificationCategoryList will be returned. 
 

Sl.No Parameter  Data Type Description 
1 NotificationCategoryList String SET OF (name and version of 

IRP specification) where each 
IRP is contained by IRPAgent 
and the attribute 
notificationNameProfile of 
the ManagedGenericIRP is 
not empty. 

2 status ENUM (Operation succeeded, 
Operation failed) 

If is successful, status = 
OperationSuceeded. 
If is failed, status = 
OperationFailed. 
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7.12 3GPP FT Notification Consumer  

The 3GPP Notification Consumer endpoint will be exposed as a Web Service endpoint. This 
endpoint can be used by the OSS users who wish to receive notifications to download the 
Notification Consumer Interface WSDL. 
This endpoint will not support any operation and is deployed for getting the 3GPP FT IRP 
Notification Consumer WSDL. 
The WSDL document can be accessed from the Appendix section. 

7.13 Overview of 3GPP Notifications  

The current version of Notification IRP will allow a subscribed user to receive the 
following notifications: 
 

¶ 3GPP File Ready Notification 

¶ 3GPP File Preparation Error Notification 

7.13.1 3GPP File Ready Notification  

A File Ready bƻǘƛŦƛŎŀǘƛƻƴ ǿƛƭƭ ōŜ ƎŜƴŜǊŀǘŜŘ ŦƻǊ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ŀƴŘ 
άƎŜǘaŀƴŀƎŜŘ9ƭŜƳŜƴǘέ !tL Ŏŀƭƭǎ ƻƴ ǘƘŜ LƴǾŜƴǘƻǊȅ LwtΦ hƴƭȅ ƻƴŜ CƛƭŜ wŜŀŘȅ bƻǘƛŦƛŎŀǘƛƻƴ ǿƛƭƭ 
be sent upon a successful completion of the inventory file creation. 

7.13.1.1 3GPP File Ready Notification SOAP Format 
 
The SOAP  format for the File Ready Notification is shown below. One File Ready 
Notification will be generated per request if atleast one file was generated. The 
notification contains information about all the successfully generated files.  
A notification sample is shown in the Appendix section. 

7.13.2 3GPP File Preparation Error Notification  

A File Preparation Error bƻǘƛŦƛŎŀǘƛƻƴ ǿƛƭƭ ōŜ ƎŜƴŜǊŀǘŜŘ ŦƻǊ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ŀƴŘ 
άƎŜǘaŀƴŀƎŜŘ9ƭŜƳŜƴǘέ !tL Ŏŀƭƭǎ ƻƴ ǘƘŜ LƴǾŜƴǘƻǊȅ IRP. Only one File 
PreparationNotification will be sent if an error is encountered during inventory collection 
or file generation. 

7.13.2.1 3GPP File Preparation Error Notification  SOAP Format 
This SOAP message for 3GPP File Preparation Error Notification is shown below. The SOAP 
message will not contain any information about the files. This notification will be 
generated if the file creation process encounters any error. 
 
A notification sample is shown in the Appendix section. 
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7.13.3 3GPP FT Notification Multi -DM Behavior  

Multi-DM environment when all participating DMs generate inventory files for all supported 

devices without encountering failure. 

1. Notification Consumer ( eg: OSS Client ) subscribes to notifications. 

2. Issues requŜǎǘ ǘƻ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ǘƻ ²Ŝō {ŜǊƛŎŜ ƻƴ t/ Ƙƻǎǘ 

3. All participating DMs are free to handle request. 

4. Request initiated on all participating DMs 

5. File Generation is successful on each of the DMs 

6. 9ŀŎƘ 5a ǎŜƴŘǎ ŀ άCƛƭŜwŜŀŘȅbƻǘƛŦƛŎŀǘƛƻƴέ 

7. Notification consumer ǊŜŎŜƛǾŜǎ ƻƴŜ άCƛƭŜwŜŀŘȅbƻǘƛŦƛŎŀǘƛƻƴέ ǇŜǊ 5a ƛƴǎǘŀƴŎŜΦ 

Multi-DM environment when no files are generated and DM encounters failure when 

generating inventory files for all managed devices 

1. Notification Consumer ( eg: OSS Client ) subscribes to notifications. 

2. IǎǎǳŜǎ ǊŜǉǳŜǎǘ ǘƻ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ǘƻ ²Ŝō {ŜǊƛŎŜ ƻƴ t/ Ƙƻǎǘ 

3. All participating DMs are free to handle request. 

4. Request initiated on all participating DMs 

5. File Generation is un-successful on each of the DMs 

6. 9ŀŎƘ 5a ǎŜƴŘǎ ŀ άCƛƭŜtǊŜǇŀǊŀǘƛƻƴ9ǊǊƻǊbƻǘƛŦƛŎŀǘƛƻƴέ 

7. bƻǘƛŦƛŎŀǘƛƻƴ ŎƻƴǎǳƳŜǊ ǊŜŎŜƛǾŜǎ ƻƴŜ άCƛƭŜtǊŜǇŀǊŀǘƛƻƴ9ǊǊƻǊbƻǘƛŦƛŎŀǘƛƻƴέ ǇŜǊ 5a ƛƴǎǘŀƴŎŜΦ 

Multi-DM environment with partial success and partial failure use case, when some files gets 

generated for a set of managed devices and fails for a sub-set of the devices. 

1. Notification Consumer ( eg: OSS Client ) subscribes to notifications. 

2. LǎǎǳŜǎ ǊŜǉǳŜǎǘ ǘƻ άƎŜǘ!ƭƭLƴǾŜƴǘƻǊȅέ ǘƻ ²Ŝō {ŜǊƛŎŜ ƻƴ t/ Ƙƻǎǘ 

3. All participating DMs are free to handle request. 

4. Request initiated on all participating DMs 

5. File Generation is successful for a sub-set of DMs and un-successful for a sub-set on 

each / some of the DMs 

6. 9ŀŎƘ 5a ǎŜƴŘǎ ŀ άCƛƭŜwŜŀŘȅbƻǘƛŦƛŎŀǘƛƻƴέ ŎƻƴǘŀƛƴƛƴƎ ǘƘƻǎŜ ŦƛƭŜǎ ǿƘƛŎƘ ǿŜǊŜ ǎǳŎŎŜǎǎŦǳƭƭȅ 

created and ŀ  άCƛƭŜtǊŜǇŀǊŀǘƛƻƴ9ǊǊƻǊbƻǘƛŦƛŎŀǘƛƻƴέ ŦƻǊ ǘƘƻǎŜ ŘŜǾƛŎŜǎ ǿƘŜǊŜ ǘƘŜ 5a Ŧŀƛƭǎ 

to generate any file. 

7. bƻǘƛŦƛŎŀǘƛƻƴ ŎƻƴǎǳƳŜǊ ǊŜŎŜƛǾŜǎ ƻƴŜ άCƛƭŜwŜŀŘȅbƻǘƛŦƛŎŀǘƛƻƴέ ŦƻǊ ŀ ǎŜǘ ƻŦ ǎǳŎŎŜǎǎŦǳƭ ŦƛƭŜ 

creation and one  άCƛƭŜtǊŜǇŀǊŀǘƛƻƴ9ǊǊƻǊbƻǘƛŦƛŎŀǘƛƻƴέ ŦƻǊ ŀƭƭ ǘƘŜ ŦŀƛƭŜd file creation per 

DM instance. 
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7.14 Overview of Communication Surveillance IRP (CS  IRP) 

This Communication Surveillance IRP object represents a capability that can emit heartbeat 
notification to all subscribed OSS clients periodically. The emission frequency is controlled 
by an attribute named heartbeatPeriod. 

7.15 3GPP Communication Surveillance  IRP Interface Details  

This section describes the 3GPP Communication Surveillance IRP Interface  details.  The    
        operations supported in CSIRP, input, output and functionality will be explained. 

 
The WSDL document describing the details of the Interface can be accessed from the                 
Appendix section. 
 

7.15.1 CSIRP::getHeartbeatPeriod  

The OSS client invokes this operation to obtan the current hearbeat period. The OSS client 
can invoke this request without any subscription.  
 
Input : 
 
No input parameters. 
 
Output: 
 
Upon successful completion of the operation the heartbeat period will be returned. 
 

Sl.No Parameter  Data Type Description 
1 heartbeatPeriod int  It denotes frequency at which 

IRPAgent transmits heartbeat 
notifications 

2 status ENUM (Operation 
succeeded, Operation failed) 

Status of setHeartbeatPeriod 
operation performed. 

7.15.2 CSIRP::setHeartbeatPeriod  

 
The OSS client invokes this operation to set the hearbeat period. The hearbeat period is in 
minutes ranges from 5 min to 60 min. After successful completion of the operation, IRP 
Agent shall emit the notifyHeartbeat immediately and continue to emit based on the 
newly specified heartbeatPeriod, to all established notification subscriptions of all 
subscribed OSS clients. If the heartbeatPeriod specified is same as the current value in 
IRPAgent, the operation shall fail The OSS client can invoke this request without any 
subscription. Any OSS client can change the value of the Heartbeat period, and the same 
values will be reflected across all the OSS clients. 
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Input : 
 

Sl.No Parameter  Data Type Description 
1 heartbeatPeriod int  It denotes the frequency at which 

IRPAgent transmits heartbeat 
notifications. 

 
 
Output: 
Upon successful completion of the operation, the heartbeat period will be reflected 
 

Sl.No Parameter  Data Type Description 
1 status ENUM (Operation 

succeeded, 
Operation failed) 

Status of the SetHeartbeatPeriod 
operation performed. 

 
Error: 
The following error will be thrown under the specified conditions: 
 

Condition Error 
invalidHeartbeatPeriod The input parameter of heartbeatPeriod is not within 

the allowed range 
conflictingHeartbeatPeriod The input parameter of heartbeatPeriod is same as the 

current value in IRPAgent. 

 

7.15.3 CSIRP::notifyHeartbeat  

 
The subscribed OSS clients are notified that the resources supporting the communication 
path between the IRPAgent and the notification receiving OSS clients are working. 
 
Input 
 

Sl.No Parameter  Data Type Description 
1 objectClass String Class of the Monitored entity  

2 objectInstance String The Object Identifier which 
identifies the device/component 
instance in the Prime Network. 

3 notificationId Long Identifies the notification that 
carries the Alarm information 
uniquely per Managed Entity 

4 eventTime XMLGregorianCalendar The time when the Ticket is raised.  
Shall be of best effort basis. 

5 systemDN String Indicates the instance of the IRP 
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Agent 

6 notificationType String Type of the notification.The value 
will be "notifyHeartBeat"  

7 heartbeatPeriod Integer It specifies the time between two 
emissions of heartbeat notifications. 
A value of zero implies there is no 
heartbeat emission. The unit is 
minute. Range: value range of 
heartbeat period is from 5min to 
60min, 0 is also a legal value 

8 locator String Identifies the communication path 
used by the notifications. The value 
ǿƛƭƭ ōŜ άŎƘŀƴƴŜƭ мέ 

9 triggerFlag ENUM Indicates the notification triggered 
source.The value of this parameter 
is "IRPAgent" 

 

7.16 Scheduling Web Services 

Prime Network Integration Layer uses Prime Network Scheduling framework to schedule 

the following 3GPP Web Services. 

¶ InventoryIRP:: getAllInventory 

¶ InventoryIRP:: getManagedElement 
 

For Scheduling Web Services, user has to use the options available in the Prime Network 

Component. 

For more details on the Prime Network Web Scheduler , see Cisco Prime Network 4.2.1 

User Guide. 

7.17 3GPP Standard Compliance 

 
This version of 3GPP inventory management is based on 3GPP Release 10 specification (TS 
32.690 V10.0.0). The interfaces to retrieve inventory information from the IRP Agent 
Ŧƻƭƭƻǿ ǘƘŜ άinventoryNRM.xsdέ ǎŎƘŜƳŀ described in TS 32.696 V10.3.0.  
 
The 3GPP standard does not define a SOAP solution set for Inventory Management. This is 
a Cisco extension for the SOAP solution. The XML output conforms to the 3GPP standard 
based inventoryNRM schema. The inventory file contains both the physical and logical 
inventory information. 
 

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/network/4-2-1/release/notes/CiscoPrimeNetwork-4-2-1ReleaseNotes.html
http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/network/4-2-1/release/notes/CiscoPrimeNetwork-4-2-1ReleaseNotes.html
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The logical inventory data contains both standard based and vendor (Cisco) extension data. 
The Vendor extension data will be present under the vendor specific data container 
(VsDataContainer) section inside the logical inventory section in the XML data file. For 
more details on these 3GPP vendor extensions, see Appendix. 
 
This version of 3GPP Alarm IRP Notifications (TS 32.111-1, TS 32.111-2, TS 32.111-5) and CS 
IRP (TS 32.351, TS 32.352, TS 32.355, TS 32.357) are based on 3GPP Release 12 
specification. 
 
Refer to the 3GPP and MTOSI standards in the link http://www.3gpp.org/specifications. 

7.18 Trouble Shooting  ɀ 3GPP 

The below table includes the issues that might be encountered while setting up OSS 
integration layer and steps to troubleshoot the problem. 
 

Table 7-11 OSS Integration Problems and Troubleshooting Procedure 

Problem 
Description 

Indication Probable Cause Troubleshooting Procedure 

Web Services 
Security 
Exception 

 

Web Service call to 
any of the Interfaces 
will throw a WS 
Security exception 
with authentication 
failure message 

 

The user ID / password 
provided for the web 
service call might not 
be correct. 

 

Use a proper User ID / password for 
the web services call. 

No DMs 
Available 
Exception 

 

Exception message 
from the Web Service 
call, stating that no 
DMs are available. 

 

The communication to 
PN is not proper. The 
Integration layer was 
not able to 
communicate with the 
domain manager ( DM 
). 

 

¶ Verify that the Prime 
Networks application is 
running. 

¶ Network Connectivity to the 
Prime Networks machine is 
proper. 

Exception 
indicating No 
Managed 
Element in 
Network 

 

A call to 
getAllInventory 
returns a Web 
Services exception 
stating that there are 
no Managed 
Elements in the 
network. 

 

The PN system is not 
configured to have any 
managed elements 

¶ Verify if the PN system 
contains any managed 
elements. 

¶ Add network elements that 
can be managed by PN. 

¶ Issue the Web Service request. 

¶ Verify if the Exception 
message disappears and Web 
Service response indicating 
start of inventory collection 
appears. 

http://www.3gpp.org/specifications
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¶ Verify if Inventory files are 
getting created 
 

Inventory files 
are not copied 
to FTP servers 

 

Inventory files are 
not present on the 
FTP server (primary 
and secondary) 
configured. 

 

The FTP server 
configuration is not 
proper. 

 

¶ Verify the FTP server 
hostname is reachable. 

¶ FTP / SFTP service is running 
on the configured hosts. 

¶ Login and password is 
properly specified during the 
FTP configuration setup. 

 
Note: The password will be encrypted 
in the configuration file. 

getManagedEle
ment returns a 
SOAP Exception 

 

A call to 
getManagedElement 
returns a Web 
Services exception 
stating that the 
device is not in up-
state though it is 
actually up. 

 

The device name 
specified in request is 
incorrect 

 

Cross check the device name in 
getAllManagedElementNames 
response and verify  if the device is 
not in up state 

 

getManagedEle,
ent returns an 
ME not in up 
state message 

Call to 
getManagedElement 
returns with 
exception indicating 
the ME is not in up-
state 

The Managed Element 
is either not managed 
by the EMS or is not a 
valid name. 

This is a valid condition. The managed 
element is expected to be managed by 
the EMS. 

Call to any 
WebService 
operation 
returns a 
timeout 
exception. 

JMS did not get 
response in specified 
time 3000 
milliseconds ( time 
out ) 

There might be an 
exception in the 
processing on the 
server. 

Please check the log file under the 
INSTALL_DIR/data/log, in the 
servicemix.log file for any exceptions. 

Call to any 
WebService 
operation 
returns an 
authentication 
failure error 

Exception is received 
by the SOAP client. 
Exception: 
java.lang.Exception: 
java.lang.IllegalStateE
xception: Error 
communicating with 
ANA host 
10.105.39.39 
 

The credential given 
does not match with 
the PN credential. 

Please make sure that the credentials 
given to the Web Service all is 
consistent with the PN credentials. 
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FTIRP 
Webservice 
does not list any 
files for a call to 
listAvailableFiles 

Message indicating :  
No files to display is 
given as a SOAP 
response 
  

No files exists on the 
system to be displayed 

Log on to the PN host, primary and 
secondary FTP server. Match the files 
based on the start time and end time 
supplied for the API. 

FTIRP 
Webservice gets 
files present on 
the local file 
system. 

FTP is configured on 
PN host. The File list 
info lists the files 
indicating the host IP 
where the Web 
Service is deployed 
instead of the FTP 
servers name. 

Probable cause: 

¶ (s)FTP servers 
are down. 

¶ (s)FTP 
credentials are 
not correct. 

¶ (s)FTP access is  
not allowed to 
the FTP 
servers. 

¶ Check the FTP access 

¶ Check the FTP permissions 

¶ Check the FTP credentials. 

FTIRP 
WebService gets 
files present 
under the 
primary FTP 
server only. 

Files listed are only 
from the primary FTP 
server. 

Replication is not 
configured. 

¶ The replication of FTP servers 
is not configured. 

Web Service 
Scheduler: 
getAllInventory 
and 
getManagedEle
ment Web 
services are 
scheduled but 
the jobs are not 
executed. 

The inventory files 
are not getting 
generated after the 
scheduled time 
elapses. 

The scheduler might be 
down on the Prime 
network DM. 

¶ Log on to the PN system on 
which the scheduling is done. 

¶ Verify in the scheduler logs to 
check if the job is scheduled. 

¶ Verify if the Web Service is 
accessible. 

OSS client 
subscribed to 
notifications 
with an invalid 
manager URI, 
but not 
receiving any. 

No notifications 
received. 

Manager URI (TCP 
connection) is not UP. 

Log on to the system(Prime Network 
in standalone mode, Prime Central in 
suite mode) which OSS client is 
subscribed to. 
 
Verify servicemix logs, and check for 
below error. 

 

¶ Caused by: 
java.net.SocketTimeoutException: 
SocketTimeoutException invoking 
http://<OSS Client ip>:<OSS Client 
port>/mockNotificationIRPNtfSer
viceSoapBinding: connect timed 
out 
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8 MTOSI OSS Integration 

Cisco implementation of MTOSI APIs provide North Bound Interface support for the 
retrieval of physical inventory, Carrier Ethernet connection resources and notifications of 
respecitive resource changes. 

 

¶ Managed Elements and Equipment Inventory 

¶ Ethernet Virtual Connection Resource Inventory 

¶ Inventory Object Create/Delete/Update and Attribute Value Change Notifications 
 

Cisco MTOSI Information Model is designed to conform to MTOSI 2.0 information model 
and operational APIs. Cisco reference implementation extensions are introduced to 
support proprietary APIs and name space as per Cisco PrimeSuite release. 
 
For a sample SOAP Request and Response for all the APIs defined in these interfaces, refer 
to the Prime Network OSS Integration Guide SOAP Request Response document on Cisco 
Developer Network. 
 

8.1 Supported Device s for MTOSI Interface 

 
The below table list of supported devices for MTOSI. 
 
Table 8-1: Supported Devices for 3GPP and MTOSI 

 Supported  DM Versions  Supported Devices 

MTOSI PN 4.2.1, PC 12 Device support is based on PN 
4.2.1 

8.2 MTOSI Interface and supported APIs  

 
This section lists the summary of the Interfaces and the associated APIs supported by MTOSI 
 

Sl.N
o 

Interface Name Interface 
Version 

API Name MTOSI 
Standar
d 

Cisco 
Extenso
n 

1 Managed 
ElementNames 
Retrieval 

MTOSI 2.0 getAllManagedElement
Names 

 Y 

2 ManagedElementRetrie
val 

MTOSI 2.0 getManagedElement Y  

3 Equipment Inventory 
Retrieval 

MTOSI 2.0 getAllEquipment Y  

4   getContainedEquipment Y  

https://developer.cisco.com/site/prime-network/documentation/
https://developer.cisco.com/site/prime-network/documentation/
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5   getEquipment Y  

6   getAllRemoteEquipmen
tByPTP 

 Y 

7 PhysicalTerminationPoi
nt Retrieval 

MTOSI 2.0 getAllSupportedPhysical
TerminationPoints 

Y  

8 ResourceInventoryRetri
eval 

MTOSI 2.0 getInventory Y  

9 NotificationProducer MTOSI 2.0 Subscribe Y  

10   Unsubscribe Y  

11 Connection Retrieval MTOSI 2.0 getSubnetworkConnecti
on 

Y  

12   getRoute Y  

13 FlowDomainRetrieval MTOSI 2.0 getFlowDomainFragme
nt 

Y  

14   getFlowDomainFragme
ntRoute 

Y  

15   getAllFlowDomainFrag
mentNames 

 Y 

 

8.3 MTOSI API Summary 

 
This section lists the MTOSI APIs with their Request, Response and Description. The APIs 
described here include the following 

- ManagedElement retrieval 
- ManagedElementNames Retrieval 
- Equipment Inventory Retrieval 
- Notification  
- ConnectionRetrieval 

The below  table describes the APIs  

 
Table 8-2: Supported APIs for Managed Elements, Equipment Inventory 

API                                         Request                          
                                   

Response                      
                       

Description                                  
         

getAllManagedElementNam
es( ... ) 

getAllManagedElement
NamesRequest  

getAllManagedElement
NamesResponse - a list 
Managed Element 
Names  

Returns all Managed Element 
Names. This is a proprietory API 
to facilitate getManagedElement 
API for a specific managed 
element retrieval.  

getManagedElement(...)  getManagedElementReq
uest - a list of RDN 
consisting of MD/ME 

getManagedElementRe
sponse - a specific 
Management Element 

Returns a requested Managed 
Element instance. See the 
corresponding wsdl/xsd files for 
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name value pairs  instance  more details.  

¶ ManageResourceInv
entory/IIS/wsdl/Ma
nagedElementRetrie
val/ManagedElemen
tRetrievalHttp.wsdl 

¶ ManageResourceInv
entory/IIS/xsd/Man
agedElementRetriev
alMessages.xsd  

ME Attribute Extension as per 
requirement are defined in ς  

¶ NetworkResourceFulfillm
ent/IIS/xsd/Cisco_ME_EQ
_Inventory.xsd  

getAllEquipment(..) getAllEquipmentRequest  
 - name of the ME or 
equipment holder for 
which to retrieve 
contained equipment 
and equipment holders  

getAllEquipmentRespo
nse  
  - a list of all of the 
equipment and 
equipment holders 
contained in a managed 
element or equipment 
holders  

Returns a list of Equipment 
Holder, Equipment. See the 
corresponding wsdl/xsd files for 
more details.  
¶ ManageResourceInvento

ry/IIS/wsdl/EquipmentInv
entoryRetrieval/Equipme
ntInventoryRetrievalHttp.
wsdl 

¶ ManageResourceInvento
ry/IIS/xsd/EquipmentInve
ntoryRetrievalMessages.x
sd 

Equipment Attribute Extension as 
per requirement are defined in ς 

¶ NetworkResourceFulfillm
ent/IIS/xsd/Cisco_ME_EQ
_Inventory.xsd  

getContainedEquipment(...) getAllEquipmentRequest  
- name of the equipment 
holder to retrieve the 
next level contained 
equipment and 
equipment holders  

getAllEquipmentRespo
nse   - a list of all of the 
equipment and 
equipment holders 
contained in the 
equipment holders  

Returns the next level contained 
Equipment Holder 
and Equipment list. See the 
corresponding wsdl/xsd files for 
more details.  
ManageResourceInventory/IIS/w
sdl/EquipmentInventoryRetrieval
/EquipmentInventoryRetrievalHtt
p.wsdl 
ManageResourceInventory/IIS/xs
d/EquipmentInventoryRetrievalM
essages.xsd 
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Equipment Attribute Extension as 
per requirement are defined in ς  
NetworkResourceFulfillment/IIS/
xsd/Cisco_ME_EQ_Inventory.xsd  

getAllSupportedPhysicalTer
minationPoints( ... )  

getAllSupportedPhysical
TerminationPointsReque
st - a list of RDNs that 
specify the containing 
equipment: 
MD/ME/EH[/EH/EH]/EQ  

getAllSupportedPhysica
lTerminationPointsResp
onse - a list of physical 
termination endpoints 
(PTP) of the specified 
equipment  

Returns a list PTPs. See the 
corresponding wsdl/xsd files for 
more details.  

¶ ManageResourceInvento
ry/IIS/wsdl/TerminationP
ointRetrieval/Terminatio
nPointRetrievalMessages.
wsdl 

¶ ManageResourceInvento
ry/IIS/xsd/TerminationPo
intRetrievalMessages.xsd
   

PTP Attribute Extensions per 
requirements are defined in ς  

¶ NetworkResourceFulfillm
ent/IIS/xsd/Cisco_ME_EQ
_Inventory.xsd  

subscribe(...)   subscribeRequest  - This 
operation allows the 
Client to subscribe for 
notifications  

subscribeResponse  
  -  an unique 
subscription identifier is 
returned to the Client 
OS to be used when 
invoking the 
unsubscribe() for the 
given topic.  Note that 
it must uniquely 
identify the request 
signature by its three 
elements: 
consumerEPR, topic, 
and selector.  

The subscribe operation used to 
receive subscriptions from 
consumers . See the 
corresponding wsdl/xsd files for 
more details.  
 

¶ Framework/IIS/wsdl/Noti
ficationProducer/Notifica
tionProducerHttp.wsdl 

¶ Framework/IIS/xsd/Notifi
cationMessages.xsd  

unsubscribe(...)   unsubscribeRequest  
  - This operation allows 
the Client to unsubscribe 
from a previous 
subscribed notification 
channel.  

unsubscribeResponse  
  -  response message 
structure of the 
unsubscribe operation. 
Note that it is an empty 
payload. Failure should 
be handled as an 
exception.  

The unsubscribe operation used 
to receive subscription 
cancellations from consumers. 
See the corresponding wsdl/xsd 
files for more details.  

¶ Framework/IIS/wsdl/Noti
ficationProducer/Notifica
tionProducerHttp.wsdl 

¶ Framework/IIS/xsd/Notifi
cationMessages.xsd  
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notify(...)   not applicable  not applicable  One way (notification) message 
structure of the notify operation.  
This operation allows event 
notification to a client OS for the 
following event types:  
¶ AttributeValueChangeTy

pe 
¶ ObjectCreationType 

¶ ObjectDeletionType  
For more details, see 
Framework/IIS/wsdl/Notification
Producer/NotificationProducerHt
tp.wsdl file. 

getSubnetworkConnection getSubnetworkConnecti
onRequest ς The SNC for 
which the details are 
requested  

getSubnetworkConnect
ionResponse ς The 
details of the SNC will 
be returned 

The SNC details includes: 
sncState 
direction 
LayerRate 
staticProtectionLevel 
sncType 
aEndTpDataList 
zEndTpDataList 
reRouteAllowed 
networkRouted 
isReportingAlarm 
isFixed 
etc., 
For Details on the attributes, 
refer to 
NetworkResourceFullfilment/IIS/
xsd/snc.xsd 

getRoute getRouteRequest ς The 
SNC for which the route 
information is requested 

getRouteResponse ς 
The route details of the 
SNC 

The Route Type element contains 
the partially ordered list of cross 
connects. 
For details on the attributes, 
refer to 
NetworkResourceFullfillment/IIS/
xsd/route.xsd 

 
NOTE: The above APIs will be supported to get information about individual MEs that 
participate in a ASR 9K cluster. 



MTOSI OSS Integration 

 
Cisco Prime OSS Integration Guide for MTOSI and 3GPP 
68    

8.4 MTOSI Inventory Management  

Cisco Prime Network supports the following features.  
 

¶ Managed Elements and Equipment Inventory 

¶ Inventory Object Create/Delete and Attribute Value Change Notifications 

¶ Ethernet Virtual Connection Resource Inventory 

¶ Connection Inventory  
 
Cisco MTOSI Information Model is designed to conform to MTOSI 2.0 information model 
and operational APIs. Cisco reference implementation extensions are introduced to 
support proprietary APIs and name space as per Cisco PRIME Release requirements. 
 
The sections below document all the APIs supported by Cisco Prime Central and Prime 
Network. Interfaces are defined in the WSDL and the corresponding data types can be 
found in XSD files. 

8.5 MTOSI Interface Details  
 

This section describes the MTOSI Interfaces supported. 

8.5.1 Managed Element Retrieval Interface  

 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.5.1.1 getManagedElement 
 
Description:  This operation returns a requested Managed Element instance.  
Input 

Sl.No Request Parameter  Data Type Description 
1 ManagedDomain RDN String The Managed 

domain name 
Name=MD, 
value=CISCO_PRIME 

2 ManagedElement Name RDN String The Managed 
element for which 
the request is made 
Eg: Name=ME, 
value=ME-NAME 

 
Output 

Sl.No Response Parameter  Data Type Description 
1 ManagedElementNameResponse ManagedElementNameResponse The Data 

pertaining to the 
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managed 
element is 
returned. For 
details please 
refer to the 
associated 
WSDLs given in 
this section.  

 
Error 
N/A 
 

8.5.1.2 getNetworkFunctionNamesByType 
Description:  This operation returns supported mobility network functions by the device. 
 
Input  
Sl.No Request Parameter  Data Type Description 
1 ManagedDomain RDN String The Managed 

domain name 
Name=MD, 
value=CISCO_PRIME 

2 ManagedElement Name RDN String The Managed 
element for which 
the request is made 
Eg: Name=ME, 
value=ME-NAME 

3 NetworkFunctionType String The network 
function supported 
by the device.  
Eg: Cisco_Mobility 

 
Output 

Sl.N
o 

Response Parameter  Data Type Description 

1 GetNetworkFunctionNames
ByTypeResponse 

GetNetworkFunctionNa
mesByTypeResponse 

 This API will return all the 
supported mobility network 
functions by the device. 

 
Error 
N/A 
 

8.5.1.3 getNetworkFunction  
Description:  This operation returns network function details for the input service. 
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Input  
Sl.No Request Parameter  Data 

Type 
Description 

1 ManagedDomain RDN String The Managed domain name 
Name=MD, value=CISCO_PRIME 

2 ManagedElement 
Name RDN 

String The Managed element for which the request is made 
Eg: Name=ME, value=ME-NAME 

3 NetworkFunctionType String This is the supported network function by the device. 
This string has three inputs,  
name ς name of the service, 
context ς context to which the service belongs to, 
serviceType ς service type of input service. 
Eg : 
'name':'PGW8','context':'PGW','serviceType':'PGWService' 

 
Output 

Sl.N
o 

Response Parameter  Data Type Description 

1 GetNetworkFunctionRespon
se 

GetNetworkFunctionRes
ponse 

 This API will return details about 
the service provided in input 
request. 

 
Error 
N/A 
 

8.5.2 Managed Element Names Retrieval Interface  

 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

 

8.5.2.1 getAllManagedElementNames 
Description: This operation allows a user to retrieve a list of managed element names 
that are managed by the NMS / EMS 
 
Input 

Sl.No Request Parameter  Data Type Description 
1 managedElementsNameRequest ANY The request 

contains an empty 
XML tag, used to 
query all the 
managed elements 
present  
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Output 

Sl.No Response Parameter  Data Type Description 
1 ManagedElementNamesResponse List<ManagedElementName> A List of 

Managed 
Element Names 
managed by the 
management 
system. For 
details on the 
Output 
parameters refer 
to the WSDL 
section. 

 
Error 
N/A 

8.5.3 Equipment Inventory Interface  

The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.5.3.1 getAllEquipment  
Description: This operation allows a user to retrieve the details about the Equipment 
queried. The output contains the complete information about the equipment. 
 
Input 

Sl.No Request Parameter  Data Type Description 
1 getAllEquipmentRequest RDN The MD and ME 

RDN List. Name=MD, 
value=CISCO_PRIME, 
Name=ME, 
value=ME_NAME_1  

 
Output 

Sl.No Response Parameter  Data Type Description 
1 getAllEquipmentResponse getAllEquipmentResponse A Complex 

Information 
sequence consisting 
of the Equipment 
with the details of 
holders and the 
associated 
equipments. For 
details please refer 
to the WSDL 
section. 
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Error 
N/A 

8.5.3.2 getContainedEquipment  
Description: This operation allows a user to retireve information about the equipments 
contained inside the queried equipment. 
 
Input 

Sl.No Request Parameter  Data Type Description 
1 getContainedEquipmentRequest RDN The MD and ME 

RDN List. Name=MD, 
value=CISCO_PRIME, 
Name=ME, 
value=ME_NAME_1  
The Name of the 
equipment holder to 
retrieve the next 
level of contained 
equipment 

 
Output 

Sl.No Response Parameter  Data Type Description 
1 getContainedEquipmentResponse getContainedEquipmentResponse The Next level of 

equipment 
contained inside 
the Equipment 
Holder. For 
details on the 
operation, refer 
to the WSDL 
section. 

 
Error 
N/A 

8.5.3.3 getEquipment  
Description: This operation allows a user to retireve information about the equipment 
specified in the request. 
 
Input 

Sl.No  
Request Parameter  

Data Type Description 

1 getEquipmentRequest RDN The MD and ME RDN 
List. Name=MD, 
value=CISCO_PRIME, 
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Name=ME, 
value=ME_NAME_1 , 
Name=EQ, 
value=EquipmentName 
The Name of the 
equipment. 

 
Output 

Sl.No Response Parameter  Data Type Description 
1 getEquipmentResponse getEquipmentResponse The details of the 

particular 
equipment queried 
will be returned. For 
details on refer to 
the WSDL section. 

Error 
N/A 

8.5.3.4 getAllRemoteEquipmentByPTP 
Description: This operation allows a user to retireve any remote equipments associated 
with the queried equipment. 
This API will be extensively used to query the GPON devices to get information about the 
remotely connected ONUs. For details about the API usage in the GPON technology, refer 
to the following link on GPON support. 
 
Input 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 ME String Managed Element name 

3 PTP String The ONU PTP FDN 
/rack=<chassisId>/slot=<SlotNo>/port=<ONU 
Port No> 
Sample:  
/rack=chassis/slot=3/port=gpon3/1 

 
Output 
The response will contain all the ONU's that are connected to this OLT GPON Port. Only ME 
level information of the ONU will be modeled in response. And the remote units are 
modeled as shelves. The  parameters in the response are explained below:  

Sl.N
o 

Response 
parameter 

Type Description 

1 getAllRemoteEq
uipmentByPTPR
esponse 

getAllRemo
teEquipme
ntByPTPRe

The Information about the units that are remotely 
connected to the given PTP. The details of the 
response, refer to GPON section. 
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sponse 

 
Error 
N/A 

8.5.4 Physical TerminationPoint Retrieval Interface  

The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.5.4.1 getAllSupportedPhysicalTerminationPoints  
Description:  This operation allows the user to get a list of physical termination points 
supported by the equipment queried for. 
 
Input 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 ME String Managed Element name 

3 EH String EquipmentHolder 

4 EQ String Equipment Under which the PTPs are to be 
queried. 

 
Output 
The Output returns a list of supported physical termination points present inside the 
Equipment.  

Sl.N
o 

Response 
parameter 

Type Description 

1 MD 
 

String Management Domain name 

2 ME String Managed Element name 

3 PTP String Physical Termination Point 
Eg: /rack=1/shelf=1/slot=2/port=1 

4 discoveredName String The Name of the PTP as constructured 
by the Integration Layer. This name is 
used to identify the PTP 
9ƎΥ άм-м ¢9bψD9έ ς for PTPs in PPM 
holder 
1 TEN_GE for PTPs that are under 
regular slots. 

5 VendorExtensions VendorExtension Vendor extensions to the basic 
information 

5.1 PTP_Line_Rate String Indicates the line rate as defined by 
the MTOSI standard 

5.2 PTP Admin_State String The Admin State of the PTP 

6 TransmissionParameteComplex Data Type ς Contains the transmission parameters 
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rs TransmissionParameterL
ist 

6.1 Layer Rate String The Layer rate for the PTP 
Eg: LR_Fast_Ethernet 

6.2 ParameterList ParameterList ( 
List<NVPair> ) 

Contains a list of Name value pairs. 
The contents depends on the values 
filled by the EMS system.  
Eg:<ns7:parameterList> 
   <ns2:nvs>                        
<ns2:name>AdminState</ns2:name>                      
<ns2:value>IN_SERVICE</ns2:value> 
</ns2:nvs> 
<ns2:nvs> 
<ns2:name>AlarmReporting</ns2:na
me> 
<ns2:value>On</ns2:value> 
</ns2:nvs> 
</ns7:parameterList> 

 
Error 
N/A 

8.5.5 Resource Inventory Retrieval Interface  

The WSDL document describing details of the interface can be accessed from the Appendix 
section. 

8.5.5.1 getInventory  
Description: This operation allows the user to get details about the inventory item queried 
for. The output contains the details of the physical inventory contained in the entity 
This is a generic API that can be used to get information about different technology 
contents. 
For Data Center entities,  refer to the section on DataCenter 
For getting information on MPLS-VPN entities, please refer to the section on MPLS-VPN 
 
A set of generic input and output is shown in the tables below. 
 
Input 

Sl.No Request parameter Type Description 
1 MD 

 
String This is the Management Domain name. 

2 ObjectType  String A sample data would be άCisco_DCέ 

3 Granularity  String ! {ŀƳǇƭŜ Řŀǘŀ ǿƻǳƭŘ ōŜ άC¦[[έ 

 
Output 
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The output for getInventory will be different for different input arguments. The exact 
details of the output can be found under the respective sections as described in the 
description section of this API. 
A Sample output for a Data Center operation is given below 
 

Sl.No Response parameter Type Description 
1 dcNm String Data Center name in the following 

format: 
<VCenter Name>:-:<Data Center 
name> 

2 Name NamingAttributeType  RDN of Data Center 

3 DM Specific Info Alias  

3.1 aliasName String PN Instance Identifier 

3.2 aliasValue String Identifier inside PN for the specific 
DataCenter instance 

4 VendorExtension 
VCenter  Information 

  

4.1 name String άCisco_vCenterέ 

4.2 value String VCenter Name 

 
Error 
The specific errors for the Data Center and MPLS VPN are described under the respective 
sections. 

8.5.6 Connection Retrieval Interface  

This section describes the operations supported in the Connection Retrieval Interface. 

8.5.6.1 getSubnetworkConnection 
Description: This operation is used to get details about a subnetwork connection. 
 
Input 
 

Sl.No Request parameter Type Description 
1 getSubnetworkConnectionRequest 

 
NamingAttributeType The SNC information is 

given as input 

 
Output 
 

Sl.
No 

Response parameter Type Description 

1 getSubnetworkConnection
Response 
 

getSubnetworkConnection
Response 

The detailed information about 
the queried SNC is returned. 
For details on the attributes, 
refer to 
NetworkResourceFullfilment/IIS/
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xsd/snc.xsd 

 
Error 
N/A 

8.5.6.2 getRoute 
Description: This operation is used to get details about the route for a particular 
subnetwork connection. 
 
Input 

Sl.No Request parameter Type Description 
1 getRouteRequest 

 
NamingAttributeType The name of the SNC is given as 

input 

 
Output 
 

Sl.No Response 
parameter 

Type Description 

1 getRouteResponse 
 

getRouteResponse The details of the route for the given SNC. For 
details on the attributes, refer to 
NetworkResourceFullfilment/IIS/xsd/Route.xsd 

 
Error 
N/A 

8.5.7 Flow Domain Retrieval Interface  

For explanation on the request and response for Flow Domains refer to the EVC section  

8.5.7.1 getFlowDomainFragment  
Description:This operation allows the user to get information about a Flow Domain 
fragment. 
 
Input 

Sl.No Request parameter Type Description 
1 getFlowDomainFragmentRequest 

 
NamingAttributeType  The input to the 

request will be the 
Managed Domain and 
the FlowDomain 
Fragment to be 
queried 

 
Output 

Sl.N
o 

Request parameter Type Description 

1 getFlowDomainFragmentRgetFlowDomainFragmentRThe Details of specified Flow 
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esponse 
 

esponse Domain Fragment. For Details on 
the attributes, refer to  
NetworkResourceFullfilment/IIS/x
sd/frfr.xsd 

 
Error 
N/A 

8.5.7.2 getFlowDomainFragmentRoute  
Description: This operation allows the user to get information about the Flow domain 
routes. 
 
Input 

Sl.No Request parameter Type Description 
1 getFlowDomainFragmentRouteRequest 

 
NamingAttributeType The Name of the 

Flow Domain 
FragmentRoute. 

 
Output 

Sl.
No 

Response  parameter Type Description 

1 getFlowDomainFragmentRo
uteResponse 
 

getFlowDomainFragmentRo
uteResponse 
 

Information about the flow 
Domian Fragment Route. 
For Details on the attributes, 
refer to  
NetworkResourceFullfilment/II
S/xsd/frfr.xsd 

 
Error 
N/A 

8.5.7.3 getAllFlowDomainFragmentNames  
Description: This operation allows the user to get a list of Flow domain fragment names. 
 
Input 

Sl.No Request parameter Type Description 
1 getAllFlowDomainFragementNamesRequest 

 
NamingAttributeType This is the 

Management 
Domain name. 

 
Output 

Sl.N
o 

Response  parameter Type Description 

1 getAllFlowDomainFragmentNamesResponse 
 

getAllFlowDomainFra
gmentNamesRespon

This is the 
Management 
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se Domain name. 
The Response 
contains  the 
names of the 
flow domain 
fragments in the 
domain. 

 
Error 
N/A 

8.6 Ethernet Virtual Circuit  

EVC resource retrieval is supported by these APIs: 

¶ getFlowDomainFragment  

¶ getFlowDomainFragmentRoute 

¶ getAllFlowDomainFragmentNames 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 
 
More details of the interfaces and data type are described in these files below. 

¶ ManagedResourceInventory/FlowDomainFragmentRetrieval wsdl file  

¶ ManagedResourceInventory/FlowDomainFragmentRetrieval xsd file 
 

The below table lists the APIs for the retrieval of Ethernet Virtual Connections (EVC). 
MTOSI Extension Points andExtensions are described below.  Service topologies 
supported include point to point, multipoint to mulitpoint and point to multipoint (E-Tree). 

8.6.1 Flow Domain Retrieval APIs  

The table below gives a list of APIs support for Ethernet Virtual Circuit. The APIs currently 
supported deal with information retrieval for Ethernet Flow Domain. 
 

Table 8-3: APIs for Retreiving EVC 

API                                
                      

Function                            
                      

Extension Point  and 
Extension                                                                   
   

getFlowDomainFragme
ƴǘόΧύ 

 

Retrieval of Flow Domain 
Fragment entities, CTP 
entity, and Matrix Flow 
Domain 
Fragment reference list. 
Upon success of this 
operation, EVC, service 
parameters, EFP and its 

Extension Points -  

¶ FlowDomainFragmentType-
>LayeredParametersType->LayerRateType 

¶ FlowDomainFragmentType-
>LayeredParametersType-
>vendorExtensions 

¶ FlowDomainFragmentType-
>TerminationPointDataListType-
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parameters, and 
Forwarding reference 
list will be returned  

>TerminationPointDataType-
>LayeredParametersType-
>vendorExtensions  

Extensions are defined in -  

¶ NetworkResourcesBasic/IIS/xsd/LayerRates
.xsd 

¶ NetworkResourcesBasic/IIS/xsd/Cisco_CE_
LayeredParam.xsd  

getFlowDomainFragme
ƴǘwƻǳǘŜόΧύ 

 

Retrieval of Matrix Flow 
Domain Fragment. Upon 
success of this 
operation, EoMPLS 
Forwarding Entities 
including Ethernet PW 
edge instances/cross-
connects and VFI when 
applicable will be 
returned.  

Extension Points -  

¶ FlowDomainFragmentRouteType -> 
MatrixFlowDomainFragmentType -
>LayeredParameterType-
>vendorExtensions 

¶ FlowDomainFragmentRouteType -> 
MatrixFlowDomainFragmentType-
>vendorExtensions  

Extensions are defined in 
NetworkResourcesBasic/IIS/xsd/Cisco_CE_Layered
Param.xsd  

getAllFlowDomainFrag
mentNamesόΧύ 

 

Retrieval of names 
of all the managed Flow 
Domain Fragments . Upon 
success of this 
operation, all Ethernet 
connection names will be 
returned.  

This is a proprietory API introduced to facilitate the 
client to perform subsequent retrieval of a named 
Ethernet connection.  

8.7 DataCenter 

This section covers the details of the Datacenter inventory retrieval functionality. This 
functionality was implemented as part of getInventory operation defined in Resource 
Inventory Retrieval Interface. 
 
Following are the datacenter inventory retrievals that are supported 
 

¶ List all Available Virtual Data Centers in Prime Network  

¶ List of Hosts (under a given datacenter) 

¶ List of HostCluster (under a given datacenter) 

¶ List of DataStore (under a given datacenter) 

¶ List of VMs (includes only names under a vCenter) 

¶ Details of aHost 

¶ Details of a HostCluster 

¶ Details of a DataStore 

¶ Details of a VM 
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Interface Name Description 
getInventory This API is used for Data Center inventory 

retrieval 

 
NOTE: The above API supports VSM card in ASR 9K device. 
 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 
 
The various operations using getInventory request are give below: 

8.7.1 List of all available data center name s 

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String This is the Management Domain name. 

2 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άCisco_DCέ 

3 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άC¦[[έ 

Output: 
The output will contain all available data centers. 
Some of the response parameters are explained below. 
 

Sl.No Response parameter Type Description 
1 dcNm String Data Center name in the following 

format: 
<VCenter Name>:-:<Data Center 
name> 

2 Name NamingAttributeType  RDN of Data Center 

3 DM Specific Info Alias  

3.1 aliasName String PN Instance Identifier 

3.2 aliasValue String Identifier inside PN for the specific 
DataCenter instance 

4 VendorExtension 
VCenter  Information 

  

4.1 name String άCisco_vCenterέ 

4.2 value String VCenter Name 

8.7.2 List of all available Host name from  a particular Data center.  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD String Management Domain name. 
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2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

3 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άCisco_V_Hostέ 

4 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άNAMEέ 

 
Output: 
The output will contain list of host names. The parameters in response is explained below. 
 

Response parameter Type Description 
hostNm String Host server name. 

8.7.3 Details of a particular host  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

3 Cisco_V_Host String The value for this parameter should 
contain the Host Server Name 

4 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ ά/ƛǎŎƻψ±ψIƻǎǘέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άFULLέ 

 
Output: 
The output will contain full details of the given host 
Some of the parameters in response are explained below. 
 

Sl.No Response parameter Type Description 
1 hostNm String Host Server  name. 

2 Name NamingAttributeType  RDN of Host Server 

3 discoveredName String Host Server name 

4 DMSpecificInfo Alias  

4.1                      aliasName String PN Instance Identifier 

4.2                      aliasValue String Identifier inside PN for the 
specific  Host server instance 

5 VendorExtension 
VCenter  Information 

  

5.1                              name String άCisco_vCenterέ 

5.2                              value String VCenter Name 

6 description String  

7 management_IP String  IP Address of the Host server 
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specified in the request 

8 dnsName String  

9 macAddress String  

10 State String  

11 softwareType String  

12 softwareVersion String  

13 Uuid String  

14 dataStoreAllocation CiscoVStoreAllocListType Details of associated data stores 

15 vNetwkIntfList CiscoVNetwkTPListType Detail of associated network 
interfaces 

15 vMotionEnabled boolean   

16 evcMode String  

17 Model String Host Server model name 

18 Vendor String Host Server vendor name 

19 hypervisorProperty CiscoVHypervisorType  

20 hostClusterRef NamingAttributeType RDN of Host Cluster in which the 
host is participating 

21 faultToleranceVersion String  

22 faultToleranceEnabled Boolean  

23 processPower CiscoVProcessingPwrType  

8.7.4 List of available Host cluster Name from a particular Data Center  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

4 ObjectType  String The value expected is 
ά/ƛǎŎƻψ±ψIƻǎǘ/ƭǳǎǘŜǊέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άNAMEέ 

 
Output: 
The output will contain list of Host Clusters from a particular Data Center. The parameters in 
response is explained below. 
 

Response parameter Type Description 
hostClusterNm String Host Cluster  name. 

8.7.5 Detail information of a Host cluster  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
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1 MD 
 

String Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

3 Cisco_V_HostCluster String The value for this parameter should 
contain the  Host Cluster Name 

4 ObjectType  String The value expected is 
άCisco_V_HostClusterέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άFULLέ 

 
Output: 
Response will contain detailed information of requested Host Cluster 
Some of the parameters are explained below. 
 

Sl.No Response 
parameter 

Type Description 

1 hostClusterNm String Host Cluster  name. 

2 Name NamingAttributeType  RDN of Host Cluster 

3 discoveredName String Host Cluster name 

4 DMSpecificInfo   

4.1                      aliasName String PN Instance Identifier 

4.2                      aliasValue String Identifier inside PN for the 
specific Host Cluster instance 

5 VendorExtension 
VCenter  Information 

  

5.1                               name String άCisco_vCenterέ 

5.2                              value String VCenter Name 

6 State String  

7 cpuAllocation CiscoVRsrcAllocType CPU allocation details 

8 memoryAllocation CiscoVRsrcAllocType  

9 isHaEnabled Boolean  

10 isDrsEnabled Boolean  

11 vmMigrationCount int  

12 evcMotion String  

13 isDpmEnabled Boolean  

 

8.7.6 List of Data Store Name 

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 Cisco_DC String The value for this should contain the 
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DataCenter name  as reported in 
response section of 8.7.1 

3 ObjectType  String The value expected is 
ά/ƛǎŎƻψ±ψ5ŀǘŀ{ǘƻǊŜέ 

4 Granularity  String The value expected ƛǎ άNAMEέ 

 
Output: 
The output will contain list of all available Data Store names from a particular data center. The 
parameter is explained below. 

 

Response parameter Type Description 
dataStoreNm String This is the Data Store name. 

8.7.7 Detail ed information of a particular Data Store.  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

3 Cisco_V_DataStore String The value for this parameter should 
contain the Data Store Name 

4 ObjectType  String The value expected is 
άCisco_V_DataStoreέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άFULLέ 

 
Output: 
Response will contain detailed information of requested Data Store. Some of the 
parameters are explained below. 
 

Sl.No Response parameter Type Description 
1 dataStoreNm String Data Store  name. 

2 Name NamingAttributeType  RDN of Data Store 

3 discoveredName String Name of the data Store from the 
request 

4 DMSpecificInfo   

4.1                       aliasName String PN Instance Identifier 

4.2                       aliasValue String Identifier inside PN for the 
specific Data Store instance 

5 VendorExtension 
VCenter  Information 

  

5.1                               name String άCisco_vCenterέ 

5.2                               value String VCenter Name 
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6 storeType String  

7 storeLocation String  

8 freeSpace CiscoQuantityUnitType  

9 provisionedSpace CiscoQuantityUnitType  

10 Capacity CiscoQuantityUnitType  

11 isAccessible String  

12 isMultiHostAccess String  

13 Uuid String  

8.7.8 List of available Virtual machine  ID   

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

4 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άCisco_VMέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άNAMEέ 

Output: 
The output will contain list of all available virtual machine names from VCenter. The 
parameter is explained below. 
 

Response parameter Type Description 
vmNm String Virtual Machine Name 

8.7.9 Detail ed informa tion of a particular data store  

Input to getInventory API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String This is the Management Domain name 

2 Cisco_DC String The value for this should contain the 
DataCenter name  as reported in 
response section of 8.7.1 

3 Cisco_VM String The value for this parameter should 
contain the  VM ID 

4 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άCisco_VMέ 

5 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άFULLέ 

 
Output: 
Response contains detailed information of the requested Virtual machine 

Sl.No Response parameter Type Description 
1 Name NamingAttributeType  RDN of Virtual machine 
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2 discoveredName String Virtual machine name 

3 DMSpecificInfo   

3.1                        aliasName String PN Instance Identifier 

3.2                        aliasValue String Identifier inside PN for the 
specific  VM instance 

4 VendorExtension 
VCenter  Information 

  

4.1                                name String άCisco_vCenterέ 

4.2                               value String VCenter Name 

5 State String  

6 productType String  

7 softwareType String  

8 softwareVersion String  

9 cpuAllocation CiscoVRsrcAllocType  

10 Uuid String  

11 memoryAllocation CiscoVRsrcAllocType  

12 dataStoreAllocation CiscoVStoreAllocListType Associated data store details 

13 serviceId String  

14 vmVersion String  

15 virtualCPU String  

16 minRequiredEVCMode String  

17 supportingHostRef NamingAttributeType Host server RDN 

8.8 L3 MPLS VPN  

MPLS VPN functionality is supported as part of two mtosi interfaces.  
Resource Inventory Retrieval Interface 
Connection Retrieval Interface 
 
Following is the flow to get MPLS inventory. 

1- Execute getInventory operation(for exact inputs please check the below 
table) implemented as part of ResourceInventoryRetrieval Interface to get all 
the configured L3 MPLS-VPN names 

2- Execute getSubNetworkConnection operation implemented as part of 
Connection Retrieval Interface to get the specific VPN details (for exact 
inputs please check the below table) 

3- Execute getRoute operation implemented as part of Connection Retrieval 
interface to get the available route table entries for the specific VPN. 

 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.8.1 Retrieving l ist of configured L3 MPLS-VPN names 

Input to getInventory API: 
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Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 ObjectType  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ ά{b/έ 

3 Granularity  String ¢ƘŜ ǾŀƭǳŜ ŜȄǇŜŎǘŜŘ ƛǎ άNAMEέ 

 
Output: 
The output will contain list of all configured VPN IDs. The  parameter is explained below. 
 

Sl.No Response parameter Type Description 
1 sncNm String This contains the VPN Id Information. 

For example: 
{"dmIdentifier":"net://net:1","vpnId":"1"} 
ǿƘŜǊŜ  άnet://net:1έ is the DM Identifier 
ŀƴŘ άмέ ƛǎ ǘƘŜ ±tb LŘ 

MPLS/VPN attribute retrieval is supported by these APIs: 

¶ getSubNetworkConnection 

¶ getRoute 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.8.2  Retrieving details of a VPN 

Input to getSubNetworkConnection API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String This is the Management Domain name 

2 MLSN  String This is Multi Layer SubNetwork 

3 SNC  String A  VPN  name as returned  in the 
response section of 4.6.1.1 

 
Output: 
The output contains detailed information about a VPN. Some of the parameters are 
explained below. 
 

Sl.No Response 
parameter 

Type Description 

1 Name NamingAttributeType  RDN of SNC 

2 discoveredName String VPN name 

3 DMSpecificInfo   

3.1                       aliasName String PN Instance Identifier 

3.2                       aliasValue String VPN Object ID 

4 vendorExtensions   

4.1                   Cisco_MPLS-       CiscoMPLSVPNAttrNameType MPLS VPN Naming Attribute 
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VPNAttrName Type 

5 Direction ConnectionDirectionType The value is ά/5ψ.Lέ i.e bi-
directional 

6 layerRate LayerRateType  

7 aEndTpDataList TerminationPointDataListType  

8 correlationIdentifier String  

9 callName String  

10 connectionId String  

8.8.3 Retrieving route details  

Input to getRoute  API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 MLSN  String This is Multi Layer SubNetwork 

3 SNC  String A  VPN  name as returned  in the 
response section of 4.6.1.1 

 
Output: 
The output contains information related to route tables and enpoints. 
Some of the parameters in the response are explained below: 
 

Sl.No Response 
parameter 

Type Description 

1 Direction ConnectionDirectionType The value is άCD_BIέ 
i.e  bi-directional 

2 aEndName NamingAttributeType  RDN of Interfaces 
associated with VRF 

3 connectionId String  

4 vendorExtensions   

4.1 52.                Cisco_MPLS-
VPNRouteAttrName 

53. CiscoMPLSVPNRouteAttrNameType  

4.1.1    VRF_Name 54. Naming attribute type RDN of VRF 

4.1.2 VRF_RouteTable 55. CiscoMPLSVPNRouteType VRF Route table 

4.1.3 DMSpecificInfo   

4.1.3.1  aliasName 56. String PN Instance Identifier 

4.1.3.2  aliasValue 57. String Identifier inside PN for 
the specific  VRF 
instance 

8.9 Floating Termination Point  

This functionality is implemented as part of getInventory operation defined in Resource 
Inventory Retrieval Interface. 
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The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.9.1 Retrieving details of all available port cha nnels in a device  

Input to getInventory  API: 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 ME String Managed Element name 

3 ObjectType  String The value should be άC¢tέ 

4 Granularity String  The value should be άC¦[[έ 

 
Output: 
The output will contain detailed information of all the available port channels in a device. Some of 
the parameters in the response are explained below: 
 

Sl.No Response parameter Type Description 
1 ftpInv FloatingTerminationPointInventoryType  

2 Name NamingAttributeType  RDN of FTP 

3 DM Specific Info   

3.1 aliasName String άtbψ5a_hL5έ 

3.2 aliasValue String Identifier inside PN 
for the specific  
DataLinkAggregation  
instance 

4 vendorExtensions   

4.1        Cisco_FTP_AttrName CiscoFTPAttrNameType FTP Attribute 
Naming type 

4.1.1               aggrProtocolType CiscoFTPAggrProtocolEnumType  

4..1.2                          adminState CiscoFTPAdminStateEnumType  

4.1.3                          bandwidth String  

4.1.4                          grpNumber String  

4.1.5             memberIpAddrList CiscoIPAddressListType  

4.1.6                         macAddress String  

4.1.7                   ftpMemberList PhysicalTerminationPointListType List of PTP RDN 

4.1.8                 dot3adLacpAttrs CiscoFTPLACPNameAttrType  

8.10 Gigabit Passive Optical Network  

This section describes about the GPON inventory APIs. The below mentioned figure 
describes the modeling associated to a GPON NE ( OLT ) ϧ ŎƻƴƴŜŎǘŜŘ hb¦Ωǎ. 
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The GPON inventory retrieval  functionality is implemented using the below operations: 
 
a. getAllRemoteEquipmentByPTP ς new operation added to Equipment Inventory 

Retrieval Interface ς To retrieve the list of remote ONUs attached to a OLT GPON Port 
Specified in request. 

b. getAllSupportedPhysicalTerminationPoints ς existing operation under Physical 
Termination Point Retrieval Interface enhanced to retrieve the ports under a remote 
ONU. Ports Types retrieved are RF, GPON, Ethernet & VOIP. 

Interface Name Description 

getAllRemoteEquipmentByPTP This API is used for GPON remote 
unit(ONU) inventory retrieval 

 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.10.1 List of all available GPON remote unit(ONU) details  

Input to getAllRemoteEquipmentByPTP API: 
 
The request will have the FDN of a port obtained from getAllSupportedPTP response for an 
OLT GPON card. 
 

Sl.No Request parameter Type Description 
1 MD 

 
String Management Domain name 

2 ME String Managed Element name 

3 PTP String The ONU PTP FDN 
/rack=<chassisId>/slot=<SlotNo>/port=<ONU 
Port No> 
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Sample:  
/rack=chassis/slot=3/port=gpon3/1 

 
Output: 
The response will contain all the ONU's that are connected to this OLT GPON Port. Only ME 
level information of the ONU will be modeled in response. And the remote units are 
modeled as shelves. The  parameters in the response are explained below:  
 

Sl.N
o 

Response 
parameter 

Type Description 

1 EH  Equipment 
Holder 

MD= Management Domain name/ME = 
Management Element name/EH= 
remote_unit="'/rack=<chassisId>/slot=<SlotNo>/p
ort=<ONU PortNo>'/shelf='<ONUId>'" 
 
Sample: 
MD=CISCO_PRIME/ME=GPON/EH=remote_unit="'
/rack=chassis/slot=3/port=gpon3/1'/shelf='3/PON 
1/1'" 

1.1 DM Specific Info Alias  

1.1.1    aliasName String PN Instance Identifier 

1.1.2    aliasValue String ONU Object ID 

1.2 resourceState String  Operational  state of ONU  
 
Possible Values: 

1. ά²hwYLbDέ 
2. άbhbψ²hwYLbDέ 
3. PLANNING 
4. UNKNOWN 

 

1.3 holderType String άǊŜƳƻǘŜψǳƴƛǘέ 

1.4 holderState String ά¦bYbh²bέ 

1.5 location String Location of GPON ONU 

1.6 VendorExtension 
 
EquipmentHolde
r Information 

  

1.6.1     
Cisco_EQH_soft
wareVersion 

String ONU Firmware Version 

    

2 EQ Equipment MD= Management Domain name/ME = 
Management Element name/EH= 
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remote_unit="'/rack=<chassisId>/slot=<SlotNo>/p
ort=<ONU PortNo>'/shelf='<ONUId>'" 
EQ= <ONUId> 
 
Sample: 
MD=CISCO_PRIME/ME= GPON/EH= 
remote_unit="'/rack=chassis/slot=3/port=gpon3/
1'/shelf='3/PON 1/1'"/EQ= 3/PON 1/1 
 

2.5 userLabel String ONU Name 

2.6  discoveredName String ONU Id 

2.7 DM Specific Info Alias  

2.7.1    aliasName String PN Instance Identifier 

2.7.2    aliasValue  ONU Object ID in PN 

2.8 VendorExtension 
 Equipment 
Information 

  

2.8.1     
Cisco_EQ_Descri
ption 

String ONU Description 

2.9 installedEquipm
entObjectType 

String ά/ƛǎŎƻψDthbψhb¦έ 

2.10 installedSerialNu
mber 

String ONU Serial Number 

2.11 resouceFullfillme
ntState 

String Admin State of ONU 
 
Possible Values: 

1. άLbψ{9w±L/9έ 
2. άh¦¢ψhCψ{9w±L/9έ 

2.12 protectionRole String ά¦bYbh²bέ 

2.13 protectionSche
ma 

String άt{{ψ¦bYbh²bέ 

2.14 installedVersion String ONU Hardware Version 

2.15 owner String ONU Contact info 

8.10.2 Physical Termination Point Retrieval Interfac e 

 

Interface Name Description 

getAllSupportedPhysicalTerminationPoints This API is used for retrieving a list of 
physical termination endpoints (PTP) 
of the specified equipment  for GPON 
and of the ports under remote 
unit(ONU) 
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The WSDL document describing details of the Interface can be accessed from the Appendix 
section. 

8.10.3 List of all supportedPTP of a Remote Unit(ONU)  

Input to getAllSupportedPTP API for GPON ONU: 
The request will be the FDN that identifies an individual ONU. This FDN hierarchy can be 
obtained from getAllRemoteEquipmentByPTP response explained above. 
 

Sl.No Request 
parameter 

Type Description 

1 MD 
 

String Management Domain name 

2 ME String Managed Element name 

3 EH String remote_unit=<OLT GPON PTP RDN value>/shelf=<ONUId> 
Sample: 
remote_unit="'/rack=chassis/slot=3/port=gpon3/1'/shelf='3/PON 
1/1'" 
 

4 EQ String  <OLT SlotNo>/ PON <ONU PortNo>/<ONU Id> 

Sample:  3/PON 1/1 
 

 
Response: 
The response lists the ports available for given ONU. The port types are: 

¶ Ethernet 
¶ VOIP 
¶ RF and 
¶ GPON 

Not all port types will be available under every ONU, based on the profile associated to a 
particular ONU the applicable ports are displayed by PN and thereby this API. The 
parameters in the response are explained below: 
 

Sl.N
o 

Response parameter Type Description 

1 Ethernet  Details of Ethernet port 
MD= Management Domain name/ME= OLT 
GPON Device Name/PTP= 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'"/port= <ONU 
Etheret Po rt Id> 
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Sample: 
MD=CISCO_PRIME/ME= GPON/PTP= 
remote_unit="'/rack=chassis/slot=3/port=gp
on3/1'/shelf='3/PON 1/1'"/port= Eth 4 
 

1.1 DM Specific Info Alias  

1.1.1    aliasName String PN Instance Identifier 

1.1.2    aliasValue String ONU PTP Object ID 

1.2 resourceState String  ά¦bYbh²bέ 
 

1.3 VendorExtension 
 ONU PTP Information 

  

1.3.1  Cisco_PTP_portType String ά9ǘƘŜǊƴŜǘέ 

1.3.2   
Cisco_PTP_Admin_State 

String  Admin State of ONU Ethernet port 
 
Possible Values: 

1. WORKING 
2. NON_WORKING 
3. UNKNOWN 

1.3.3 Cisco_PTP_Line_Rate String Line Rate of ONU Ethernet Cable 
 
Possible Values: 

1. 10.0 Mbps 
2. 100.0 Mbps 
3. 1000.Mbps 

 

1.4 
 

transmissionParameterL
ist 

  

1.4.1 LayerRate LayerRat
eType 

LayerRate of ONU Ethernet 
 
Possible Values: 

1. LR_Ethernet 
2. LR_DSR_Fast_Ethernet 
3. LR_DSR_Gigabit_Ethernet 

 

    

2 PON String Details of PON port 
MD= Management Domain name/ME= OLT 
GPON Device Name/PTP= 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'"/port= <ONU 
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PON Port Id> 
 
Sample: 
MD=CISCO_PRIME/ME= GPON/PTP= 
remote_unit="'/rack=chassis/slot=3/port=gp
on3/1'/shelf='3/PON 1/1'"/port= PON 1 
 

2.1 DM Specific Info Alias  

2.1.1    aliasName String PN Instance Identifier 

2.1.2    aliasValue String ONU PTP Object ID 

2.2 resourceState String  ά¦bYbh²bέ 

2.3 VendorExtension 
 ONU PTP Information 

  

2.3.1     Cisco_PTP_portType String άthbέ 

2.3.2     
Cisco_PTP_Admin_State 

String  Admin state of GPON ONU PON port  
 
Possible Values: 

1. WORKING 
2. NON_WORKING 
3. UNKNOWN 

2.4  
transmissionParameterL
ist 

  

2.4.1 LayerRate LayerRat
eType 

άCisco_LR_GPON_Gigabit_ITUέ 

    

3 RF String Details of RF port 
Details of PON port 
MD= Management Domain name/ME= OLT 
GPON Device Name/PTP= 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'"/port= <ONU RF 
Port Id> 
 
Sample: 
MD=CISCO_PRIME/ME= GPON/PTP= 
remote_unit="'/rack=chassis/slot=3/port=gp
on3/1'/shelf='3/PON 1/1'"/port= RF 1 
 

3.1 DM Specific Info Alias  

3.1.1    aliasName String PN Instance Identifier 

3.1.2    aliasValue String ONU PTP Object ID 
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3.2 resourceState String  Operational state of ONU RF port 
 
Possible Values: 

1. WORKING 
2. NON_WORKING 
3. UNKNOWN  

3.3 VendorExtension 
 ONU PTP Information 

  

3.3.1     Cisco_PTP_portType String  άwCέ 

3.3.2     
Cisco_PTP_Admin_State 

String  Admin state of ONU RF port 
 
Possible Values: 

1. WORKING 
2. NON_WORKING 
3. UNKNOWN 

3.4  
transmissionParameterL
ist 

  

3.4.1 LayerRate LayerRat
eType 

άLR_Not_Applicableέ 

    

4 VoIP String Details of VoIP port 
MD= Management Domain name/ME= OLT 
GPON Device Name/PTP= 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'"/port= <ONU 
VoIP Port Id> 
 
Sample: 
MD=CISCO_PRIME/ME= GPON/PTP= 
remote_unit="'/rack=chassis/slot=3/port=gp
on3/1'/shelf='3/PON 1/1'"/port= VoIP 1 
 

4.1 DM Specific Info Alias  

4.1.1    aliasName String PN Instance Identifier 

4.1.2    aliasValue String ONU PTP Object ID 

4.2 resourceState String  ά¦bYbh²bέ 

4.6 VendorExtension 
 ONU PTP Information 

  

4.6.1     Cisco_PTP_portType String ά±ƻLtέ 

4.6.2     
Cisco_PTP_Admin_State 

String  Admin state of ONU VoIP port 
 



MTOSI OSS Integration 

 
Cisco Prime OSS Integration Guide for MTOSI and 3GPP 
98    

Possible Values: 
1. WORKING 
2. NON_WORKING 
3. UNKNOWN 

4.7  
transmissionParameterL
ist 

  

4.7.1 LayerRate LayerRat
eType 

άLR_Not_Applicableέ 

8.10.4 Inventory Notification  

The Integration Layer (IL) will expose interfaces for enabling clients of the IL to register and 
receive notifications of interest. The currently supported IL interfaces consist of the 
following: 
 

¶ WS-SOAP interface that supports MTOSI-conformant operations 

¶ JMS interface that supports the same MTOSI operations using serialized Java 
objects 

The IL notification framework should be based on the above interfaces. This entails the 
following: 
 

¶ Support the MTOSI-style notification topic registration pattern for the WS-SOAP 
interface:  

¶ SubscribeResponse subscribe 
(Holder<Header> mtopHeader, 
SubscribeRequest mtopBody ) throws SubscribeException; 

¶ UnsubscribeResponse unsubscribe 
(Holder<Header> mtopHeader, 
UnsubscribeRequest mtopBody ) throws UnsubscribeException; 

 
The subscribe request specifies the following:  

¶ Consumer - URI 

¶ Topic - The string indicating the classification of events of interest 

¶ Selector - Notification Filter 
 

The subscribe response contains a subscriptionID. The unsubscribe request requires the 
subscriptionID(s) and topic(s) provided at the time of registration.Support for standard JMS 
topic subscription for the JMS interface. 
 
On the notification consumer side, each client type (WS-SOAP or JMS) is expected to 
support a slightly different flow. 
 
WS-SOAP clients will need to perform the following  
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¶ Expose the NotificationConsumer API as defined by the 
NotificationConsumerHttp.wsdl and documented in the MTOSI R2.0 Framework 
DDP 

¶ Use the Subscribe operation to register for notifications. 
 

JMS clients will be consuming POJOs with the following format. 
ArrayList<Object> consisting of following in this order:  

1. com.cisco.prime.esb.fmw.api.Header 
2. org.tmforum.mtop.fmw.xsd.notmsg.v1.Notify 

 
For Prime 1.0, the supported notification types will include: 

¶ Object Creation Notification 

¶ Object Deletion Notification 

¶ Attribute Value Change Notification 

8.10.4.1 VRF  related N otification s 
/ƻƴǎǳƳŜǊǎ ǿƘƻ ƘŀǾŜ ǎǳōǎŎǊƛōŜŘ ǘƻ ǘƘŜ άLb±9b¢hw¸ψbh¢LCL/!¢Lhb{έ ǘƻǇƛŎ ǿƛƭƭ ǊŜŎŜƛǾŜ 
notifications related to VRF under the following circumstances  

 

¶ Whenever a VRF gets added 

¶ Whenever a VRF gets added 

¶ Whenever a CTP gets associated with a VRF 

¶ Whenever a CTP gets dissociated with a VRF 

¶ Whenever the IP Address of the CTP changes 
 

The following table gives a quick overview about the information received for the 
supported notifications.  Only the important attributes are detailed in the table below. 
 

Operation 
 

Notification Type 
ObjectType 

attribute value 
Object Name(FDN) 

Type of Object 
sent in 

Notification 
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VRF Addition  
58. Object Creation 59. Cisco_V_Route  60. HINTS= TIME:<Date in seconds 

format>;DMLIST:<comURI> 
61. MD=CISCO_PRIME 
62. ME=<ME Name> 
63. MLSN=Prime Network 
64. Cisco_V_Route=<VRF Name>  

65. ObjectCreationType. 
Cisco_routeList 

66.  

VRF Deletion  
67. Object Deletion 68. Cisco_V_Route  69. HINTS= TIME:<Date in seconds 

format>;DMLIST:<comURI> 
70. MD=CISCO_PRIME 
71. ME=<ME Name> 
72. MLSN=Prime Network 
73. Cisco_V_Route=<VRF Name> 

74. NA  

IP Interface(Site) 
Association with a 
VRF  

75. Object Creation 76. CTP  77. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

78. MD=CISCO_PRIME 
79. ME=<ME Name> 
80. CTP=<CTP Name> 

81. ObjectCreationType.o
bject 
 

Contained Object: 

8.10.4.1.1.1.1 ctp 

IP Interface(Site) 
Disassociation with 
a VRF  

82. Object Deletion. 83. CTP  84. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

85. MD=CISCO_PRIME 
86. ME=<ME Name> 
87. CTP=<CTP Name> 

88. NA 

89. IP Interface(Site) 
Changes  

90. Attribute Value 
Change 

91. CTP 92. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

93. MD=CISCO_PRIME 
94. ME=<ME Name> 
95. CTP=<CTP Name> 

96. ObjectCreationType.o
bject 
 
 

97. Contained Object: 

8.10.4.1.1.1.2 ctp 

8.10.4.2 Datacenter Logical Inventory related N otification s 
 
/ƻƴǎǳƳŜǊǎ ǿƘƻ ƘŀǾŜ ǎǳōǎŎǊƛōŜŘ ǘƻ ǘƘŜ άLb±9b¢hw¸ψbh¢LCL/!¢Lhb{έ ǘƻǇƛŎ ǿƛƭƭ ǊŜŎŜƛǾŜ 
notifications for the following changes in DataCenter logical Inventory.  
 

Logical Inventory 
Type 

Change Notification Type 

Host 

Addition of a Host 98. Object Creation 

Deletion of a Host 99. Object Deletion 

Changes in Host Attribute value Change 

Changes in HostHypervisor Attribute Value Change 

Changes in HostProcessor 100. Attribute Value Change 

Changes in HostCPUCapacityProvision 101. Attribute Value Change 

Changes in HostDiskCapacityProvision 102. Attribute Value Change 

Changes in HostMemoryCapacityProvision 103. Attribute Value Change 

Association of a Virtual Network Entity to a Host 104. Object Creation 

Dis-association of a Virtual Network Entity to a Host 105. Object Deletion 

Changes in Host Virtual Network Entity 106. Attribute Value Change 
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Association of a Data Store with a Host 107. Object Creation 

Dis-association of a Data Store with a Host 108. Object Creation 

Changes in the Data Store Associated with the Host 109. Attribute Value Change 

Virtual Machine 

Migration of Virtual Machine to a new Host/ 
Addition of a new Virtual Machine under a Host 

110. Object Creation 

Disassociation of a Virtual Machine with Host 111. Object Deletion 

Changes in Virtual Machine 112. Attribute Value Change 

Changes in VMMemoryCapacityAllocation 113. Attribute Value Change 

Changes in of a VMCPUCapacityAllocation 114. Attribute Value Change 

Association of a Virtual Network Entity with a Virtual Machine 115. Object Creation 

Dis-association of a Virtual Network Entity with a Virtual 
Machine 

116. Object Deletion 

Changes in Virtual Machine Virtual network entity 117. Attribute Value Change 

Association of a Data Store with a Virtual Machine 118. Object Creation 

Dis-association of a Data Store with a Virtual Machine 119. Object Creation 

Changes in the Data Store Associated with the Virtual Machine 120. Attribute Value Change 

Host Cluster 

Addition of a Host Cluster 121. Object Creation 

Deletion of a Host Cluster Object Deletion 

Changes in Host Cluster Attribute Value Change 

Changes in HostClusterCPUCapacityProvision Attribute Value Change 

Changes in HostClusterDiskCapacityProvision Attribute Value Change 

Changes in HostClusterMemoryCapacityProvision Attribute Value Change 

Data Store 

Addition of a new Data Store Object Creation 

Deleteion of a Data Store Object Deletion 

Changes in the DataStore Attribute Value Change 

 
The following table gives a quick overview about the information received for the 
supported notifications. Only the important attributes are detailed here. 
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Operation  
Notification 
Type 

ObjectType 
attribute value 

Object Name(FDN)  
Type of Object sent in 
Notification 

Addition of a 
Host 

 
Object Creation 

122. Cisco_V_Host 123. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

124. MD=CISCO_PRIME 
125. Cisco_DC=<ME Name>:-:<DC 

Name> Cisco_V_Host=<Host 
Name> 

126. ObjectCreationType. 
Cisco_hostList 

127.  

8.10.4.2.1.1.1 Deletion of a 
Host 

128.  
129. Object Deletion 

130. Cisco_V_Host 131. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

132. MD=CISCO_PRIME 
133. Cisco_DC=<ME Name>:-:<DC 

Name> Cisco_V_Host=<Host 
Name> 

 
134. NA 

 
 

8.10.4.2.1.1.2 Changes in Host 8.10.4.2.1.1.3 Attribute value 
Change 

135. Cisco_V_Host  136. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

137. MD=CISCO_PRIME 
138. Cisco_DC=<ME Name>:-:<DC 

Name> Cisco_V_Host=<Host 
Name> 

139. AttributeValueChangeType. 
Cisco_hostList 

140.  

8.10.4.2.1.1.4 Changes in 
HostHypervisor 

8.10.4.2.1.1.5 Attribute Value 
Change 

141. Cisco_V_Host  142. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

143. MD=CISCO_PRIME 
144. Cisco_DC=<ME Name>:-:<DC 

Name> Cisco_V_Host=<Host 
Name> 

145. AttributeValueChangeType. 
Cisco_hostList 

146.  

8.10.4.2.1.1.6 Changes in 
HostProcessor 

147.  
148. Attribute Value 

Change 

149. Cisco_V_Host 150. HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

151. MD=CISCO_PRIME 
152. Cisco_DC=<ME Name>:-:<DC 

Name> Cisco_V_Host=<Host 
Name> 

153. AttributeValueChangeType. 
Cisco_hostList 

154.  

Changes in 
HostCPUCapacity
Provision 

155. Attribute Value 
Change 

156. Cisco_V_Host 157. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

158. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 

159. AttributeValueChangeType. 
Cisco_hostList 
 

Changes in 
HostDiskCapacity
Provision 

160. Attribute Value 
Change 

161. Cisco_V_Host 162. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

163. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 

164. AttributeValueChangeType. 
Cisco_hostList 
 

Changes in 
HostMemoryCap
acityProvision 

165. Attribute Value 
Change 

166. Cisco_V_Host 167. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

168. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 

169. AttributeValueChangeType. 
Cisco_hostList 
 

Association of a 170. Object Creation 171. Cisco_V_networkTP 172. HINTS=TIME:<Date in seconds ObjectCreationType.object 
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Virtual Network 
Entity to a Host 

format>;DMLIST:<comURI> 
173. MD=CISCO_PRIME 

Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

  
 
Contained object: 
Cisco_V_NetworkTPType  
 

Dis-association of 
a Virtual 
Network Entity 
to a Host 

174. Object Deletion Cisco_V_networkTP 175. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

176. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

NA 

Changes in Host 
Virtual Network 
Entity 

177. Attribute Value 
Change 

Cisco_V_networkTP 178. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

179. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

180. AttributeValueChangeType.
attributeList 
 
Contained object: 
Cisco_V_NetworkTPType  
 

Association of a 
Data Store with a 
Host 

181. Object Creation Cisco_V_dataStoreAlloca
tion 

182. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

183. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_dataStoreAllocation=<
Allocated Datastore Name> 

ObjectCreationType.object 
 
Contained object: 
Cisco_V_StoreAllocType 
 

Dis-association of 
a Data Store with 
a Host 

184. Object Creation Cisco_V_dataStoreAlloca
tion 

185. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

186. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_dataStoreAllocation=<
Allocated Datastore Name> 

NA 

Changes in the 
Data Store 
Associated with 
the Host 

187. Attribute Value 
Change 

Cisco_V_dataStoreAlloca
tion 

188. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

189. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> Cisco_V_Host=<Host 
Name> 
Cisco_V_dataStoreAllocation=<
Allocated Datastore Name> 

190. AttributeValueChangeType.
attributeList 
 
Contained object: 
Cisco_V_StoreAllocType 
 

Migration of 
Virtual Machine 
to a new Host/ 
Addition of a 
new Virtual 

191. Object Creation Cisco_VM 192. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

193. MD=CISCO_PRIME 
Cisco_DC=<ME Name>  

194. Cisco_VM=<VM ID> 

ObjectCreationType.Cisco_v
MList 
 



MTOSI OSS Integration 

 
Cisco Prime OSS Integration Guide for MTOSI and 3GPP 
104    

Machine under a 
Host 

Disassociation of 
a Virtual 
Machine with 
Host 

195. Object Deletion Cisco_VM 196. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

197. MD=CISCO_PRIME 
Cisco_DC=<ME Name>  
Cisco_VM=<VM ID> 

NA 

Changes in 
Virtual Machine 

198. Attribute Value 
Change 

Cisco_VM 199. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

200. MD=CISCO_PRIME 
Cisco_DC=<ME Name> 
Cisco_VM=<VM ID> 

AttributeValueChangeType. 
Cisco_vMList 
 

Changes in 
VMMemoryCapa
cityAllocation 

201. Attribute Value 
Change 

Cisco_VM 202. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

203. MD=CISCO_PRIME 
Cisco_DC=<ME Name>  
Cisco_VM=<VM ID> 

AttributeValueChangeType. 
Cisco_vMList 
 

Changes in of a 
VMCPUCapacityA
llocation 

204. Attribute Value 
Change 

Cisco_VM 205. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

206. MD=CISCO_PRIME 
Cisco_DC=<ME Name>  
Cisco_VM=<VM ID> 

AttributeValueChangeType. 
Cisco_vMList 
 

Association of a 
Virtual Network 
Entity with a 
Virtual Machine 

207. Object Creation Cisco_V_networkTP 208. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

209. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name>  
Cisco_VM=<VM ID> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

ObjectCreationType.object 
  
 
Contained object: 
Cisco_V_StoreAllocType 
 

Dis-association of 
a Virtual 
Network Entity 
with a Virtual 
Machine 

210. Object Deletion Cisco_V_networkTP 211. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

212. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name>  
Cisco_VM=<VM ID> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

NA 

Changes in 
Virtual Machine 
Virtual network 
entity 

213. Attribute Value 
Change 

Cisco_V_networkTP 214. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

215. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name>  
Cisco_VM=<VM ID> 
Cisco_V_networkTP=<Virtual 
Network Entity Name> 

216. AttributeValueChangeType.
attributeList 
 
Contained object: 
Cisco_V_StoreAllocType 
 

Association of a 
Data Store with a 
Virtual Machine 

217. Object Creation Cisco_V_dataStoreAlloca
tion 

218. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

219. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name>  
Cisco_VM=<VM ID> 

ObjectCreationType.object 
 
Contained object: 
Cisco_V_StoreAllocType 
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Cisco_V_dataStoreAllocation=<
Allocated Datastore Name> 

Dis-association of 
a Data Store with 
a Virtual 
Machine 

220. Object Creation Cisco_V_dataStoreAlloca
tion 

221. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

222. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name>  
Cisco_VM=<VM ID> 
Cisco_V_dataStoreAllocation=<
Allocated Datastore Name> 

NA 

Addition of a 
Host Cluster 

223. Object Creation Cisco_V_HostCluster 224. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

225. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

ObjectCreationType.Cisco_h
ostClusterList 
 

Deletion of a 
Host Cluster 

Object Deletion Cisco_V_HostCluster 226. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

227. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

NA 

Changes in Host 
Cluster 

Attribute Value 
Change 

Cisco_V_HostCluster 228. H HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

229. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

AttributeValueChangeType.
Cisco_hostClusterList 
 

Changes in 
HostClusterCPUC
apacityProvision 

Attribute Value 
Change 

Cisco_V_HostCluster 230. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

231. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

AttributeValueChangeType.
Cisco_hostClusterList 
 

Changes in 
HostClusterDiskC
apacityProvision 

Attribute Value 
Change 

Cisco_V_HostCluster 232. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

233. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

AttributeValueChangeType.
Cisco_hostClusterList 
 
 

Changes in 
HostClusterMem
oryCapacityProvi
sion 

Attribute Value 
Change 

Cisco_V_HostCluster 234. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

235. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_HostCluster=<Host 
Cluster Name> 

AttributeValueChangeType.
Cisco_hostClusterList 
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Addition of a 
new Data Store 

Object Creation Cisco_V_DataStore 236. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

237. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_DataStore=<Datastore 
Name> 

AttributeValueChangeType.
Cisco_dataStoreList 
 

Deleteion of a 
Data Store 

Object Deletion Cisco_V_DataStore 238. H HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

239. MD=CISCO_PRIME 
Cisco_DC=<ME Name>:-:<DC 
Name> 
Cisco_V_DataStore=<Datastore 
Name> 

NA 

Changes in the 
DataStore 

Attribute Value 
Change 

Cisco_V_DataStore 240. HINTS=TIME:<Date in seconds 
format>;DMLIST:<comURI> 

241. MD=CISCO_PRIME 
242. Cisco_DC=<ME Name>:-:<DC 

Name> 
Cisco_V_DataStore=<Datastore 
Name> 

AttributeValueChangeType.
Cisco_dataStoreList 
 

8.10.4.3 Gigabit Passive Optical Network(GPON) related Notification  
/ƻƴǎǳƳŜǊǎ ǿƘƻ ƘŀǾŜ ǎǳōǎŎǊƛōŜŘ ǘƻ ǘƘŜ άLb±9b¢hw¸ψbh¢LCL/!¢Lhb{έ ǘƻǇƛŎ ǿƛƭƭ ǊŜŎŜƛǾŜ 
notifications for the following changes in Gigabit Passive Optical Network Physical 
Inventory.  
 
The following table gives a quick overview about the information received for the 
supported notifications. 
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Operation 
 

Notification 
Type 

ObjectTyp
e attribute 

value 
Object Name(FDN) 

Description of  
Notification 

ONU Addition   
Object Creation 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
ONT 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
aliasName= PN Instance Identifier 
aliasValue = ONU Object Id 
resourceState= ONU operational state 
holderType=  remote_unit 
holderState = UNKNOWN 
 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
EQ = <GPON OLT Slot No>/<ONU PortNo> 
PON/<ONU Id> 
discoveredName= ONU Id 
aliasName= <PN Instance Identifier> 
aliasValue = <ONU Object Id> 
vendorExtension 
installedEquipmentObject = 
Cisco_GPON_ONU 
installedSerialNumber= <ONU Serail No> 
resourceFulfillmentState= <ONU Admin 
State> 
protectionRole= UNKNOWN 
protectionSchemeState= PSS_UNKNOWN 

 
Notification for the 
Remote Equipment(ONU) 
addition 

ONU Port 
Addition 

 
Object Creation 

 
ONT 

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
PTP= 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'"/port = <ONU 
Ethernet/RF/PON/VoIP PortId> 
aliasName= PN Instance Identifier 
aliasValue = ONU Object Id 

Notification for the 
wŜƳƻǘŜ 9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ 
ports 
(Ethernet/PON/RF/VoIP) 
addition 
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vendorExtension 
Cisco_PTP_portType = 
Ethernet/RF/PON/VoIP 
Cisco_PTP_Admin_State= 
ғ9ǘƘŜǊƴŜǘκwCκthbκ±ƻLt ǇƻǊǘ ƻŦ hb¦Ωǎ 
Admin State> 
layerRate = <layerRate of 
Ethernet/RF/PON/VoIP port of ONU> 
 
For Ethernet Port:  
Cisco_PTP_Line_Rate= <Line rate of ONU 
Ethernet port> 

ONU Deletion   
Object Deletion 

 
ONT  

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
EQ =<ONU RDN  Value> 

 
Notification for the 
Remote Equipment(ONU) 
deletion 

ONU Firmware 
Information 

 
Attribute Value 
Change  

 
ONT 

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<
SlotNo>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
vendorExtension 
Cisco_EQH_softwareVersion= <ONU 
Firmware Version> 
holderType= remote_unit 

243.  

 
Notification for the 
Remote 
9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ 
firmware(software 
version) information 

Change Location 
of ONU  

 
Attribute Value 
Change 

 
ONT 

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
aliasName= PN Instance Identifier 
aliasValue = <ONU Object Id> 
holderType= remote_unit 
holderState = UNKNOWN 
location = <ONU Port Location> 
 

 
Notification for the 
wŜƳƻǘŜ 9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ 
location change 
information 
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Change Serial No 
of ONU 

 
Attribute Value 
Change 

 
ONT 

 
HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 
MD=CISCO_PRIME 
ME=<ME Name> 
EH = 
remote_unit="'/rack=<chassisId>/slot=<Slot
No>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 
EQ = <GPON OLT Slot No>/<ONU PortNo> 
PON/<ONU Id> 
aliasName= <PN Instance Identifier> 
aliasValue = <ONU Object Id> 
vendorExtension 
installedEquipmentObject = 
Cisco_GPON_ONU 
installedSerialNumber= <ONU Serail No> 
protectionRole= UNKNOWN 
protectionSchemeState= PSS_UNKNOWN 
 

Notification for the 
wŜƳƻǘŜ 9ǉǳƛǇƳŜƴǘΩǎ 
(ONU) Serial No Change 
information 
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ONU State 
Change  

 

Attribute Value 
Change 

 

ONT 

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = 
remote_unit="'/rack=<chassisId>/slot=<
SlotNo>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 

EQ = <GPON OLT Slot No>/<ONU 
PortNo> PON/<ONU Id> 

aliasName= <PN Instance Identifier> 

aliasValue = <ONU Object Id> 

vendorExtension 

installedEquipmentObject = 

Cisco_GPON_ONU 

resourceFulfillmentState= <ONU 
Admin State> 

protectionRole= UNKNOWN 

protectionSchemeState= 
PSS_UNKNOWN 

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = 
remote_unit="'/rack=<chassisId>/slot=<
SlotNo>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 

aliasName= PN Instance Identifier 

aliasValue =< ONU Object Id> 

 

Notification for the 
Remote 
9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ {ǘŀǘŜ 
Change information 
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resourceState=< ONU Operational 
state> 

holderType=  remote_unit 

holderState = UNKNOWN 

 

GPON OLT 
Pluggable 
Removed 

 

Attribute Value 
Change 

 

Pluggable
Transceiv
er 

 

 

 

 

 

 

 

 

 

ONT 

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = <Chassis No> 

EH = <Slot No> 

EQ = <Pluggable Port No> 

resourceFulfillmentState= 
<Pluggable Port Plug-out State> 

 

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = 
remote_unit="'/rack=<chassisId>/slot=<
SlotNo>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 

aliasName= PN Instance Identifier 

aliasValue =< ONU Object Id> 

resourceState=  Non Working  

holderType= remote_unit 

holderState = UNKNOWN 

 

Notification for the 
Transceivers state 

 

 

 

 

 

 

 

 

 

Notification for the 
Remote 
9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ {ǘŀǘŜ 
Change to 
άbhbψ²hwYLbDέ 
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GPON OLT 
Pluggable Plug-
in 

 

Attribute Value 
Change 

 

Pluggable
Transceiv
er 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ONT 

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = <Chassis No> 

EH = <Slot No> 

EQ = <Pluggable Port No> 

resourceFulfillmentState= 
<Pluggable Port Plug-in State> 

installedSerialNumber= <Connector 
Serial No> 

<vendorExtension> 

Cisco_EQ_PID = <Pluggable 
Transceiver Pid> 

Cisco_EQ_Description = <Connector 
port Description>  

 

HINTS= TIME:<Date in seconds 
format>;DMLIST:<comURI> 

MD=CISCO_PRIME 

ME=<ME Name> 

EH = 
remote_unit="'/rack=<chassisId>/slot=<
SlotNo>/port=<ONU 
PortNo>'/shelf='<ONUId>'" 

aliasName= PN Instance Identifier 

aliasValue =< ONU Object Id> 

resourceState=  WORKING 

 

Notification for the 
Transceivers state 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Notification for the 
Remote 
9ǉǳƛǇƳŜƴǘΩǎόhb¦ύ {ǘŀǘŜ 
Change to WORKING 
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holderType= remote_unit 

holderState = UNKNOWN 

 

 

8.11 Delta Inventory Management  

Delta Inventory provides a facility to retrieve all Managed Elements whose physical 
inventory has changed since a specified time.  

8.11.1 Managed Element  Names Retrieval   Interface details  

 

Interface Name Description 
getAllManagedElementNamesTS This API is used for delta inventory management 

 
getAllManagedElementNamesTS API is used for Delta Inventory Management.  
 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 

8.11.1.1 Get Delta Inventory changes  
To get the list of Managed Elemets whose inventory has changed, the 
getAllManagedElementNamesTS request needs to be issued with <timestamp> value in 
UTC Format.  
The response will contain a list of all managed elements which have been added, deleted 
or modified since the time specified in the request. Explaining one such entry from the 
response here. 
 

       Input to getAllManagedElementNamesTS for get delta inventory changes : 
 

Request parameter Type Description 
Timestamp Date Valid time in UTC Format  i.e  

άdd-MMM-yyyy HH:mm:ssέ 
For example:   
2013-02-28T14:15:30 

 
Output: 
 

Sl.No Response parameter Type Description 
1 name String Name of the ME 

2 timestamp Date  Last inventory updated time   

3 operation OperationType Type of change in the ME i.e ADD, 
DELETE or UPDATE 

4 Hints String Current time in millis followed by 
comURI 
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Error: 
 

Condition Error 
Blank value  in <timestamp> tag 
                         -or- 
Incorrect format in <timestamp> tag 
                       -or- 
Empty timestamp tag <timestamp/> 

Umarshalling Error 

8.11.1.2 startTrackingDelta Inventory  
 
NOTE: This API is deprecated from PN 4.1 onwards. The Start Tracking procedure will be 
performed by the Prime Network Integration Layer during its initialization phase. 
The API description is provided here for users who want to use an older version for 
integration. 
 
To start tracking Inventory changes, getAllManagedElementNamesTS request has to be 
issued without <timestamp> tag.  
 
The response contains a message, regarding the outcome of Start Tracking Delta Inventory 
Request, in addition to the list of Managed Elements. From this point on, any physical 
inventory changes to the Managed Elements will be tracked. 
 
Input to getAllManagedElementNamesTS for start tracking inventory changes : 
 

Request parameter Type Description 
Nil NA No parameters needed to initiate Start tracking 

inventory changes 

 
Output: 

Sl.No Response parameter Type Description 
1 Name String Name of the ME 

2 Operation OperationType Type of change on the Managed 
Element. 
¢Ƙƛǎ ǾŀƭǳŜ ǿƛƭƭ ōŜ  ǎŜǘ ǘƻ ά¦bYbh²bέ  
in  this  response as this is the initial 
request to list all Managed Elements 

3 Hints String Contains current time in millis followed 
by comURI 

4 Status String Contains  the status of the Start 
Tracking  Inventory changes request.  
On success the status displayed is: 
άStart Tracking Executed successfullyέ 
On failure, the status displayed is: 
άStart Tracking Execution failed.έ 
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NOTE: Any failure in sending the Start Tracking request will not stop this API from listing 
devices. However the status label will clearly capture the information that start tracking 
failed. 

 

  NOTE: The explicit request to start delta inventory tracking  is not required from PN 

version 4.1. The tracking is started internally when the Prime Network Integration Layer 

starts. 

Sl.No Scenario Result 

1 Prime Network restarts  If a Prime Network restarts,then all the Managed 
9ƭŜƳŜƴǘǎ ǿƛƭƭ ōŜ ǎƘƻǿƴ ŀǎ ŘƛǊǘȅ  ƛΦŜ άUPDATEέ in the 
operation field in response. 

2  When there are no 
changes after Start 
Tracking was initiated 
         -or- 
When Start Tracking 
procedureitself  has failed 
 

The response will contain  the message "No changes 
detected or Start tracking not issued."  

8.12 MTOSI Standard Compliance 

Cisco MTOSI Information Model is designed to conform to MTOSI 2.0 specifications. 
Cisco reference implementation extensions are introduced to support proprietary APIs and 
name space as per Cisco Prime Release requirements. Refer to the MTOSI standards in the 
link: http://www.tmforum.org/MultiTechnologyOperations/2319/home.html 

8.13 Trouble Shooting  - MTOSI 

The below table includes the issues that might be encountered while setting up OSS 
integration layer and steps to troubleshoot the problem. 
 
Table 8-4: OSS Integration Problems and Troubleshooting Procedure 

Problem 
Description 

Indication Probable Cause Troubleshooting Procedure 

Web Services 
Security 
Exception 

 

Web Service call to 
any of the Interfaces 
will throw a WS 
Security exception 
with authentication 
failure message 

 

The user ID / password 
provided for the web 
service call might not 
be correct. 

 

Use a proper User ID / password for 
the web services call. 

No DMs 
Available 
Exception 

Exception message 
from the Web Service 
call, stating that no 

The communication to 
PN is not proper. The 
Integration layer was 

¶ Verify that the Prime 
Networks application is 
running. 

http://www.tmforum.org/MultiTechnologyOperations/2319/home.html
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 DMs are available. 
 

not able to 
communicate with the 
domain manager ( DM 
). 

 

¶ Network Connectivity to the 
Prime Networks machine is 
proper. 

getManagedEle
ment returns a 
SOAP Exception 

 

A call to 
getManagedElement 
returns a Web 
Services exception 
stating that the 
device is not in up-
state though it is 
actually up. 

 

The device name 
specified in request is 
incorrect 

 

Cross check the device name in 
getManagedElements response and 
correct if device is not in up state 

 

Delta Inventory: 
Not receiving 
delta inventory 
change 
notifications. 

Notifications are not 
received if there is an 
inventory change. 

If PN-IL is in standlone 
mode and if the OSS 
user is not subscribed 
for the notifications. 

Subscribe for the notifications on 
MTOSI Notification Producer Web 
Service. 

9 Cisco Specific Interfaces 

This section describes the Cisco specific extensions provided in addition to the standard 
APIs.  
 

Á Cisco Specific Vendor APIs are provided for the following functional areas: 
Á Alarm Life Cycle Management 
Á Alarm Retrieval 

 
For a sample SOAP Request and Response for all the APIs defined in these interfaces, refer 
the Prime Network OSS Integration Guide SOAP Request Response document on Cisco 
Developer Network. 

9.1 Cisco Specific Interfaces and supported APIs  

This sections gives a list of Cisco specific extensions provided to the MTOSI interface. 
 

Sl.No Interface Name API Name Cisco 
Extenson 

1 AlarmIRP AcknowlegeAlarm Y 

2  DeAcknowledgeAlarm Y 

3  AddNote Y 

4  Retire Y 

5  Clear Y 

6 AlarmRetrieval getSubtentingAlarms Y 

 

https://developer.cisco.com/site/prime-network/documentation/
https://developer.cisco.com/site/prime-network/documentation/
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9.2 Alarm Life Cycle Management  

The alarm life cycle management support allows  any OSS user to perform the following 

operations on any Prime Network Ticket.  All the following operations are synchronous in 

nature 

¶ Acknowledge 

¶ De-Acknowledge 

¶ Clear 

¶ Retire 

¶ AddNote 

The WSDL document describing the details of the Interface can be accessed from the Appendix 

section. 

The following table lists the Alarm Life Cycle actions supported by PrimeNetwork.  
 

DM/Operation Ack DeAck Clear AddNote Retire 

PN ã ã ã ã ã 

9.2.1 AlarmMgmt::Acknowlege  

Add compliance for all the APIs. 
 

Description: 
This API is used to acknowledge a Prime Network Ticket. 

Input: 

Sl.No Parameter  Data Type Description 
1 uniqueId String This  parameter  describes the Prime 

Network Ticket ID. 
This ID could be an integer or of  
format  {[NewAlarm(Id=X)]} 

2 Hint String Optional value that can be used as 
extra meta data in processing the 
requests. For example, OSS application 
or FM can use this as a 
timestamp/version/state value that 
can be used to correlate actions to 
avoid issues with concurrent actions 
performed on a Prime Network Ticket. 

3 Note String Optional note to include while 
performing the operation. 

4 Username String Optional attribute. The user on behalf 
of whom the operation is done. 
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Output: 

Sl.No Parameter  Data Type Description 
1 uniqueId String The same value which is used in the 

operation. 

2 Hint String The same value which is used in the 
operation. 

3 Success Boolean Value denoting the result of the 
operation - άǘǊǳŜέ ƛƴ ŎŀǎŜ ƻŦ ǎǳŎŎŜǎǎΦ 

Error: 

Sl.No Condition Error 

1 Invalid ID provided for the 
operation in StandAlone 
Integration layer deployment. 

When user provides improper ticketId (not in 
expected format), the operation will return soap 
fault with the detail containing the 
alarmApiException. The alarmApiException code 
will be API_ERROR and message will contain the 
information: 
Please enter the PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 

2 Ticket does not exist on the 
PrimeNetwork. 

The operation will return soap fault with the detail 
containing the alarmApiException. 
The alarmApiException code will be API_ERROR 
and message will contain the information: 
DM[<comURI>]=>Message[API_ERROR:<Operation 
Name> operation failed. Reason: 
<DM_Error_Message>] 
where:  

9.2.1.1.1.1.1 <Operation Name>: the operation 
name, e.g. Acknowledge 

9.2.1.1.1.1.2 <comURI>: the comURI of the 
responding DM 

9.2.1.1.1.1.3 <DM_Error_Message>: the error 
message returned by DM. 

9.2.2 AlarmMgmt::De -Acknowlege  

Description: 
This API is used to de-acknowledge a Prime Network Ticket. 

Input: 

Sl.No Parameter  Data Type Description 
1 uniqueId String This  parameter  describes the Prime 

Network Ticket ID. 
This ID could be an integer or of  
format  {[NewAlarm(Id=X)]} 

2 Hint String Optional value that can be used as 
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extra meta data in processing the 
requests. For example, OSS application 
or FM can use this as a 
timestamp/version/state value that 
can be used to correlate actions to 
avoid issues with concurrent actions 
performed on a Prime Network Ticket. 

3 Note String Optional note to include while 
performing the operation. 

4 Username String Optional attribute. The user on behalf 
of whom the de-acknowledge 
operation is done. 

 
Output: 

Sl.No Parameter  Data Type Description 
1 uniqueId String The same value which is used in the  

operation. 

2 Hint String The same value which is used in the 
operation. 

3 Success Boolean Value denoting the result of the 
operation - άǘǊǳŜέ ƛƴ ŎŀǎŜ ƻŦ ǎǳŎŎŜǎǎΦ 

 
     Error: 

Sl.No Condition Error 

1 Invalid ID provided for the 
operation in StandAlone 
Integration layer deployment. 

When user provides improper ticketId (not in 
expected format), the operation will return soap 
fault with the detail containing the 
alarmApiException. The alarmApiException code 
will be API_ERROR and message will contain the 
information: 
Please enter the PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 

2 Ticket does not exist on the 
PrimeNetwork. 

The operation will return soap fault with the detail 
containing the alarmApiException. 
The alarmApiException code will be API_ERROR 
and message will contain the information: 
DM[<comURI>]=>Message[API_ERROR:<Operation 
Name> operation failed. Reason: 
<DM_Error_Message>] 
 
where:  
<Operation Name>: the operation name, e.g. 
Acknowledge 
<comURI>: the comURI of the responding DM 
<DM_Error_Message>: the error message returned 
by DM. 
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9.2.3 AlarmMgmt::Clear  

Description: 
This API is used to force clear a Prime Network Ticket. 

Input: 

Sl.No Parameter  Data Type Description 
1 uniqueId String This  parameter  describes the Prime 

Network Ticket ID. 
This ID could be an integer or of  
format  {[NewAlarm(Id=X)]} 

2 Hint String Optional value that can be used as 
extra meta data in processing the 
requests. For example, OSS application 
or FM can use this as a 
timestamp/version/state value that 
can be used to correlate actions to 
avoid issues with concurrent actions 
performed on a Prime Network Ticket. 

3 Note String Optional note to include while 
performing the operation. 

4 Username String Optional attribute. The user on behalf 
of whom the operation is done. 

 
Output: 

Sl.No Parameter  Data Type Description 
1 uniqueId String The same value which is used in the 

operation. 

2 Hint String The same value which is used in the 
operation. 

3 Success boolean Value denoting the result of the 
operation - άǘǊǳŜέ ƛƴ ŎŀǎŜ ƻŦ ǎǳŎŎŜǎǎΦ 

Error: 

Sl.No Condition Error 

1 Invalid ID provided for the 
operation in StandAlone 
Integration layer deployment. 

When user provides improper ticketId (not in 
expected format), the operation will return soap 
fault with the detail containing the 
alarmApiException. The alarmApiException code 
will be API_ERROR and message will contain the 
information: 
Please enter the PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 
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2 Ticket does not exist on the 
PrimeNetwork. 

The operation will return soap fault with the detail 
containing the alarmApiException. 
The alarmApiException code will be API_ERROR 
and message will contain the information: 
DM[<comURI>]=>Message[API_ERROR:<Operation 
Name> operation failed. Reason: 
<DM_Error_Message>] 
 
where:  
<Operation Name>: the operation name, e.g. 
Acknowledge 
<comURI>: the comURI of the responding DM 
<DM_Error_Message>: the error message returned 
by DM. 
 

9.2.4 AlarmMgmt::Retire  

Description: 
This API is used to retire(archive) a Prime Network Ticket. 

Input: 

Sl.No Parameter  Data Type Description 
1 uniqueId String This  parameter  describes the prime 

network ticket ID. 
This ID could be an integer or of  
format  {[NewAlarm(Id=X)]} 

2 Hint String Optional value that can be used as 
extra meta data in processing the 
requests. For example, OSS application 
or FM can use this as a 
timestamp/version/state value that 
can be used to correlate actions to 
avoid issues with concurrent actions 
performed on an  Prime Network 
Ticket. 

3 Username String Optional attribute. The user on behalf 
of whom the operation is done. 

 
 Output: 

Sl.No Parameter  Data Type Description 
1 uniqueId String The same value which is used in the 

operation. 

2 Hint String The same value which is used in the 
operation. 

3 Success boolean Value denoting the result of the 
operation - άǘǊǳŜέ ƛƴ ŎŀǎŜ ƻŦ ǎǳŎŎŜǎǎΦ 
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Error: 

Sl.No Condition Error 
1 Invalid ID provided for the 

operation in StandAlone 
Integration layer deployment. 

When user provides improper ticketId (not in 
expected format), the operation will return soap 
fault with the detail containing the 
alarmApiException. The alarmApiException code 
will be API_ERROR and message will contain the 
information: 
Please enter the PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 

2 Ticket does not exist on the 
PrimeNetwork. 

The operation will return soap fault with the detail 
containing the alarmApiException. 
The alarmApiException code will be API_ERROR 
and message will contain the information: 
DM[<comURI>]=>Message[API_ERROR:<Operation 
Name> operation failed. Reason: 
<DM_Error_Message>] 
 
where:  
<Operation Name>: the operation name, e.g. 
Acknowledge 
<comURI>: the comURI of the responding DM 
<DM_Error_Message>: the error message returned 
by DM. 
 

9.2.5 AlarmMgmt::Add Note  

Description: 
This API is used to add a note to a Prime Network Ticket. 

Input: 

Sl.No Parameter  Data Type Description 
1 uniqueId String This  parameter  describes the Prime 

Network Ticket ID. 
This ID could be an integer or of  
format  {[NewAlarm(Id=X)]} 

2 Hint String Optional value that can be used as 
extra meta data in processing the 
requests. For example, OSS application 
or FM can use this as a 
timestamp/version/state value that 
can be used to correlate actions to 
avoid issues with concurrent actions 
performed on an Prime Network 
Ticket. 

3 Note String The  mandatory note which is to be 
added to the Prime Network Ticket. 
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4 Username String Optional attribute. The user on behalf 
of whom the operation is done. 

 
 Output: 

Sl.No Parameter  Data Type Description 
1 uniqueId String The same value which is used in the 

operation. 

2 Hint String The same value which is used in the 
operation. 

3 Success Boolean Value denoting the result of the 
operation - άǘǊǳŜέ ƛƴ ŎŀǎŜ ƻŦ ǎǳŎŎŜǎǎΦ 

 
 Error: 

Sl.No Condition Error 
1 Invalid ID provided for the 

operation in StandAlone 
Integration layer deployment. 

When user provides improper ticketId (not in 
expected format), the operation will return soap 
fault with the detail containing the 
alarmApiException. The alarmApiException code 
will be API_ERROR and message will contain the 
information: 
Please enter the PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 

2 Ticket does not exist on the 
PrimeNetwork. 

The operation will return soap fault with the detail 
containing the alarmApiException. 
The alarmApiException code will be API_ERROR 
and message will contain the information: 
DM[<comURI>]=>Message[API_ERROR:<Operation 
Name> operation failed. Reason: 
<DM_Error_Message>] 
 
where:  
<Operation Name>: the operation name, e.g. 
Acknowledge 
<comURI>: the comURI of the responding DM 
<DM_Error_Message>: the error message returned 
by DM. 

9.3 Alarm Retrieval  

This is a vendor extension API provided to retrieve any alarms.  
 
The WSDL document describing the details of the Interface can be accessed from the 
Appendix section. 
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9.3.1 AlarmRetrieval::getsubtendingEvents  

This API allows the user to get all subtending events for an Alarm or a Ticket in PrimeNetwork. 
 
Description: 
This API is used to list all subtending events associated with an Alarm or a Ticket in Prime 

Network . 

 Input : 
 

Parameter  Data Type Description 
uniqueId String This  parameter  describes the Prime Network Ticket 

ID. 
This ID could be an integer or of  format  
{[NewAlarm(Id=X)]} 

 
 Output: 

 

Sl.No Parameter  Data Type Description 
1 eventId String This  gives the PN event id for the input 

ticket provided by user. 

2 correlationId String This refers to the alarmId to which the 
event is associated with. 

3 Description String This gives the description of the event. 

4 Source String Identifier of the model object that is the 
root cause of the event 

5 duplicationCount String The duplication count as it is calculated 
by the VNE. This count is meaningful for 
flapping events and represents the total 
number of non-cleared events that are 
aggregated by this flapping event. 

6 Severity String The severeness of the event in the 
system. Severity enumeration 
(Indeterminate, Information, Cleared, 
Warning, Minor, Major , Critical) 

7 Timestamp String This gives the origin timestamp of the 
event. 

8 Archived String Indicates whether this event is archived 
in the database of Prime Network. 

9 ElementTypeA String The brand name of the device this 
network event is associated with. 

10 ElementTypeZ String In case of a link, will return the Z size 
element type. 

11 DetectionType String Represents the way this event was 
detected.  Possible Values: service, 
syslogs, trap v1/v2/v3 
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12 extendedName String This value can be used to distinct 
between event types defined outside 
Prime Network, In external OSS systems 
such as PPM which forward events to 
Prime Network. 

13 State String The event state is a short, textual 
description of Name field (defined in 
send-alarm-msg-util.xml) 

14 suppressionDisplay String Indicates whether this event should be 
displayed in the GUI 

15 Name String Event's type enumeration. For example: 
Link down, Port up, Login etc. 

16 reductionCount String The reduction count as it is calculated by 
the VNE. This count is meaningful for 
flapping events and represents the total 
number of events that are aggregated by 
this flapping event. 

17 creationInDeviceTimezone String A human readable string representing 
the event creation time in the device 
timezone 

 
Error: 

 

Sl.No Condition Error 
1 Improper TicketID When user provides improper ticketId 

(not in expected format), below error 
will be shown.  
Id provided is invalid. Please enter the 
PN Ticket Number or OID(format:  
[NewAlarm(Id=<Ticket Number>)] 

2 TicketID does not exist If user provided ticketId does not exist in 
PrimeNetwork, below errorwill be 
shown,  
GetSubtendingEvents operation failed. 
Reason: ERROR (1200000006): OID 
doesn't exist 

3 Too many events to be processed If the ticketID provided by the user has 
10,000 events associated with it, an 
error will be thrown like, 
GetSubtendingEvents operation failed. 
Reason:Too many events to be 
processed for the Ticket. 
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9.4 Trouble Shooting  ɀ Cisco Specific Interfaces 

The table below includes the issues that might be encountered while setting up OSS 
integration layer and steps to troubleshoot the problem. 
 
Table 9-1: OSS Integration Problems and Troubleshooting Procedures for Cisco Specific Interfaces 

Problem 
Description 

Indication Probable Cause Troubleshooting Procedure 

Web Services 
Security 
Exception 

 

Web Service call to 
any of the Interfaces 
will throw a WS 
Security exception 
with authentication 
failure message 

 

The user ID / password 
provided for the web 
service call might not 
be correct. 

 

Use a proper User ID / password for 
the web services call. 

No DMs 
Available 
Exception 

 

Exception message 
from the Web Service 
call, stating that no 
DMs are available. 

 

The communication to 
PN is not proper. The 
Integration layer was 
not able to 
communicate with the 
domain manager ( DM 
). 

 

¶ Verify that the Prime 
Networks application is 
running. 

¶ Network Connectivity to the 
Prime Networks machine is 
proper. 

Subtending 
Alarms: 
Exception 
indicating too 
many events. 

Exception message:  
Reason:Too 
many events to 
be processed for 
the Ticket 

 

There are too many 
events associated with 
the Alarm ID/Ticket ID 
supplied.  

¶ The number of events 
assoiated with the 
Alarm/Ticket  is more than 
10K. 
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10 Appendix I ɀ References to WSDL Documents 

10.1 3GPP WSDL Documents  

This section contains references to the following WSDL Documents: 

¶ 3GPP Inventory WSDL 

¶ 3GPP FT IRP WSDL 

¶ 3GPP Alarm IRP WSDL 

¶ 3GPP Notification IRP WSDL 

¶ 3GPP Notification Consumer WSDL 

10.2 3GPP Inventory  WSDL 

The WSDL for 3GPP Inventory Management IRP can be accessed from the following URL: 
 
https://<server>:<tgppPort>/ TGPPInventoryIRP_RPC ?wsdl 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
tgppPort ς is the port number where CXF service for TGPP is running. By default port number is 
9220. 

10.3 3GPP FT IRP WSDL 

The WSDL for 3GPP File Transfer IRP can be accessed from the following URL: 
 
https://<server>:<tgppPort>/ TGPPFileTransferIRP_RPC?wsdl 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
tgppPort ς is the port number where CXF service for TGPP is running. By default port number is 
9220. 

10.4 3GPP Alarm IRP WSDL 

The WSDL for 3GPP Alarm IRP can be accessed from the following URL: 
 
https://<server>:<tgppPort>/TGPPAlarmIRPServices?wsdl 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
tgppPort ς is the port number where CXF service for TGPP is running. By default port number is 
9220. 

10.5 3GPP Notification IRP WSDL 

The WSDL for 3GPP File Transfer IRP can be accessed from the following URL: 
 
https://<server>:<tgppPort>/TGPPNotificationIRP_RPC?wsdl 
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Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
tgppPort ς is the port number where CXF service for TGPP is running. By default port number is 
9220. 

10.6  3GPP Notification Consumer WSDL 

This WSDL will be used by the Notification Consumer ( OSS ) to receive 3GPP Notifications. 
This WSDL does not support any operation and is provided for the OSS client user to download 
the WSDL.
The WSDL for 3GPP File Transfer IRP can be accessed from the following URL: 
 
https://<server>:<tgppPort>/TGPPNotificationIRP_Consumer?wsdl 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
tgppPort ς is the port number where CXF service for TGPP is running. By default port number is 
9220. 

10.7 MTOSI WSDL Documents 

This section contains references to the following WSDL Documents: 

¶ Managed Element Retrieval WSDL 

¶ Managed Element Names Retrieval WSDL 

¶ Equipment Inventory Retrieval WSDL 

¶ Termination Point Retrieval WSDL 

¶ Resource Inventory Retrieval WSDL 

¶ Connection Retrieval WSDL 

¶ Ethernet Virtual Connection (EVC) Resource Retrieval WSDL 

10.8 Managed Element Retrieval W SDL 

The WSDL documents can be obtained by following URL  
 
https://<server>:< mtosiPort>/ManagedElementRetrieval_RPC?wsdl 
https://<server>:<mtosiport>/ ManagedElementNamesRetrieval_RPC?wsdl 
Where: 
server- is the hostname or IP address of Prime Central or Prime Network Server 
mtosiPort - is the port number where the mtosi service is running. By default port number is 
9110. 

10.9 Managed Element Names Retrieval WSDL 

The WSDL document can be obtained from the following URL  
 
https://<server>:<mtosiPort>/ManagedElementNamesRetrieval_RPC?wsdl 
Where: 
server- is the hostname or IP address of Prime Central or Prime Network Server 
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mtosiPort - is the port number where the mtosi service is running. By default port number is 
9110. 

10.10  Equipment Invent ory Retrieval WSDL  

WSDL document can be obtained by following URL  
 
https://<server>:<mtosiPort>/ EquipmentInventoryRetrieval_RPC?wsdl 
 
Where: 
server- is the hostname or IP address of Prime Central or Prime Network Server 
mtosiPort - is the port number where the mtosi service is running. By default port number is 
9110. 

10.11  Termination Point Retrieval WSDL  

The WSDL document can be obtained by following URL  
 
https://<server>:<mtosiPort>/ TerminationPointRetrieval_RPC?wsdl  
Where: 
server- is the hostname or IP address of Prime Central or Prime Network Server 
mtosiPort - is the port number where the mtosi service is running. By default port number is 
9110. 
 

10.12  Resource Inventory Retrieval WSDL  

The WSDL document can be obtained by following URL 
 
https://<server>:<mtosiPort>/ResourceInventoryRetrieval_RPC?wsdl 
 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
mtosiPort ς is the port number where CXF service for MTOSI is running. By default port number 
is 9110. 

10.13  Connection Retriev al WSDL 

The WSDL document can be obtained by following URL 
 
https://<server>:<mtosiPort>/ConnectionRetrievalRPC?wsdl 
Where: 
server ςis the hostname or IP address of Prime Central  or Prime Network Server 
mtosiPort ς is the port number where CXF service for MTOSI is running. By default port number 
is 9110 
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10.14  Ethernet Vir tual Connection (EVC) Resource Retrieval WSDL 

The WSDL document can be obtained by following URL 
 
https://<server>:<mtosiPort>/FlowDomainRetrievalRPC?wsdl 
Where: 
serverςis the hostname or IP address of Prime Central  or Prime Network Server 
mtosiPort ς is the port number where CXF service for MTOSI is running. By default port number 
is 9110 

10.15   

10.16  Cisco Specific Extensions WSDL Documents 

This section has references to the following WSDL Documents: 

¶ Alarm Life Cycle Management WSDL 

¶ Alarm Retrieval Management WSDL 

10.17  Alarm Life Cycle Management WSDL 

The WSDL for Alarm Life Cycle management Interface can be accessed from the following URL: 
 
https:// <server>:<alarmMgmtPort>/AlarmManagementAPI?wsdl 
Where: 
server  - is the hostname or IP address of Prime Central  or Prime Network Server where the 
Web Service is running. 
alarmMgmtPort  ς is the port number where CXF service for Alarm Mgmt API is running. By 
default port number is 9020. 

10.18  Alarm Retrieval Management WSDL  

The WSDL for Alarm Retrieval interface can be accessed from the following URL: 
 
https://<server>:<alarmMgmtPort>/AlarmRetrievalAPI?wsdl 
Where: 
server  - is the hostname or IP address of Prime Central  or Prime Network Server where the 
Web Service is running. 
alarmMgmtPort  ς is the port number where CXF service for Alarm Mgmt API is running. By 
default port number is 9020. 
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11 Appendix II ɀ 3GPP-Miscellaneous  

This section includes: 

¶ 3GPP inventoryNrm Schema File  

¶ 3GPP Inventory File 

¶ 3GPP Detailed Inventory Information 

¶ 3GPP Status File 

¶ 3GPP Notifications 

¶ FTP Configuration  

11.1  3GPP inventoryNrm Schema File  








































































































































































