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Preface

Preface

This documentation provides informatioon the 3GPP and MTOSI OSS Integration. It
describes the associated network management of its supported devites.document is
applicable for Prime Central releasdI.and Prime Network release2.1.

This preface containsthe following sections:

1 Conventions
9 Additional User Documentation
1 ObtainingDocumentation Obtaining Support, and Security Guidelines

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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Conventions

Conventions

This document usesthe following conventions:

Convention Indication

boldfont Commands, keywords and user-entered text
appearin bold font.

italicfont Document titl es,new or emphasizd terms, and
arguments for which you supply valuesarein italic
font.

I Ekments insquare bradets ae optional.

{x|y|z} Required alternative keywordsare groupedin

bracesand separated by vertical bars.

[Xlylz] Optional alternative keywords are grouped in
brackets and separated by vertical bars.

String Anon-quoted set of characters.Donot use
quotation marksaround the string or the string will
include the quotation marks.

courierfont For code snippets and XML
<> Non-printing charaders such aspassvordsare in
angle brade-ts.
[] Default responsesto system prompts are in square
brackets.
L# Anexclamation point(!) or a pound sign(#at the
beginning of aline of code indicates a comment
line.
Note Means reader take note. Notes contain helpful suggestions or references t

material not covered in the publication.

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
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Additional User Documentation

Additional User Documentation

We sometimes update the documentation after original publication. Therefeessuggest
that youalso reviewthe latest version of thelocumentfrom Cisco.comand check foany
update.

Other relateddocumentsare:

ASR 5000 Product page

3GPP TelecoManagement

MTOSI at TMForum

Addendum: Prime Network OSS IntegratB8ample SOAP Request Response on
Cisco Developedetwork

)l
1
1
il
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http://www.cisco.com/en/US/products/ps11072/index.html
http://www.3gpp.org/ftp/Specs/html-info/TSG-WG--S5.html
http://www.tmforum.org/
https://developer.cisco.com/site/prime-network/documentation/
https://developer.cisco.com/site/prime-network/documentation/

Obtaining Documentation, Obtaining Support, and Security Guidelines

Obtaining Documentation , Obtaining Support, and Security
Guidelines

Forinformation on obfining docunentation, subnitting a serice request, and

gathering additional information, sse the montHé 2 K| 41 Qa bSé Ay / Aao02
Documentationwhich also lists all new and rewsed Ciscaechnical docunentation, &:

htt p:// www.cisco.com/en/US/docs/general/ whatsnew/whatsnew.html

{dz6 aONROGS (G2 (GKS 2KI (0Qa bSasaRgalySimpl©2 t NB R dz
Syndication (RSS) feed and settent to be delivered directly to your desktop using a

reader application. The RSS feeds are a free service and Cisco currently supports RSS
version 2.0.

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
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Prime Network Integration Layer

5 Prime Network Integration Layer

Cisco Prime Network Integration Layer is a managerselntion which can be installed
with Prime Network to provide simple and easy integration with other management
systems.

Cisco Prime Network Integration Layer provides standardized web service interfaces for
3GPP (3rd Generation Partnership Project) BiidDSI (Multi Technology Operations
Systems Interface) for Prime Netwakd dso allows Prime Network to be seamlessly
integrated with Prime Central applications in Cisco Prime for Evolved Programmable
Networks deploymentThe web servicesxposed by integtion layercan be accessed by
authorized SOAP client application to access relevant network data.

To enable Northbound Interface functionality or before using the 3GPP and MTOSI web
services, contact your local Cisco account representative.

The Integation Layer can be deployed in two modes:

a. Standalone Mode
b. Suite Mode

5.1 Standalone Mode

In standalone mode, Prime Netwoltktegration layeicomponent idogicallydeployed on
top of the Prime Networkut resides as an application on the same box as the. BEMSis
mode of deployment, the network and its data which is monitored and controlled by the
Prime Network EMS can be accessed by the OSS client in stéhtdad&| or 3GPBRhd
Cisco defined formats via., a SOAP interface.

The diagram below illustragethe standalone mode of deployment where Integration Layer
and the Prime Network EMS reside on the same physical box.

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
12




Prime Network Integration Layer

Prime Network Integration Layer - Standalone Deployment

0SS Client

| 3GPP SOAP | MTOSI SOAP

Prime Network
INTEGRATION LAYER

Prime Network
EMS

5.2 Suite Mode

The Integration Layer component catsobe deployed in a distributed environment. The
SOAPWeb Service component will be deployed on the Prime Central box and the individual
EMS adaptor components will reside on the system where the Prime Network EMS is
deployed.

This mode of deployment enablése management of a larger set of devices with one
SOAP component talking to multiple network facing EMS adaptors. The responses from the
individual EMS adaptors will be aggregated and presented to the OSS user.

The diagram below illustrates the suite d®of deployment.

Prime Network Integration Layer — Suite Deployment

0SS Client

3GPP SOAP WS MTOSI SOAP WS
Prime Central

PN EMS Adaptor PN EMS Adaptor
U U
Prime Network Prime Network
EMS EMS

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
13




Technologies

6 Technologies

The NMS / EMS uses SOAP / WSDL to implement the Web Services. This requires the OSS
clients to use SOAP understandable clients to communicate and atteesaterfaces
supported The below tabldist the technologies use to facilitate the OSS integration.

Table6-1 Technologies to Facilitate the OSS Integration

Technology Explanation

ESB Enterprise Service Bus. The apache Service Mix environme

OSGi Open Software Gatewdnterface, The Karaf environment.

JMS Java Messaging Service, Queues and topics for communica
across integration layer and prime networks.

SOAP Simple Object Access Protocol, Used for communicating wit
the Web Service end point

Web Service Technobgy that exposes a SOAP / WSDL for accessing the
interfaces.

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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3GPP OSS Integration

7 3GPP OSS Integration

The 3GPP standard provides APIs to integrate EMS/NMS systems with OSS. The standard
supports SOAP/XML, CORBA and CMIP based interface for the OSS to access the EMS /
NMS systemsThough the 3GPPstandard has provision to support various methods to
integrate an EMS/NMS to OSS, the Prime Network provides a SOAP/XML interface
integrate with an OSS.

The 3GPP standard can be extended to support vendor specific attributes. The OSS client
applications that integrate with the 3GPP OSS interface can performonetwanagement
functions as defined by 3GPP specification called Interface Reference Points (IRP).

This document describes the 3GPP interfatesupport the following IRPs via., SOAP
interface:

Inventory Management IRP
File Transfer ( FT ) IRP
Notification IRP

Alarm IRP

= =4 -4 A

As part of Prime Networland Prime CentraBGPP interface will be provided to support
ASR5000 and ASR5500 devices.

For asample SOAP Requestd Responséor all the APIs defined in these interfaces, refer
to the Prime Network OSS tegration Guide SOAP Request Respodseument onCisco
Developemetwork.

7.1 Supported Device s for 3GPP Interface

The below tabldist of supporteddevicesand management layer versiorisr 3GPP and
MTOSI.

Table7-1: Supported Devices for 3GPP and MTOSI

OSS NBI Interface Supported DM Versions | Supported Devices

3GPP PN4.2.1, PC 4.1 ASR5500, ASR5000

MTOSI PN 42.1, PC 4.1 All Devices supported by PN
42.1

7.2 3GPHntegration Reference Point (IRP)

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
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The Integration Reference Point (IRP) defines a standard wrayhé OSS clientiRP
Manage) to refer and access the EMS / NNFSR Agents).

The 3GPRntegration Layer will support an IRP Agent that provides support for the
InventorylRPFile Transfer IRP and Notification .IRRe Inventory IRP isc@mplete Gsco
extension.The File Transfer IRP and Notification IRP has a restricted support ineaiserel
This section includes the details on:

1 3GPP Interfaces and supported APIs

1 Overview of 3GPRventory Management

1 3GPHRnventory IRRnterfaceDetails

1 Overview of 3GPP File Transfer IRP

1 3GPP File Transfer IRP Interface Details

7.3 3GPP Interfaces and supported APIs

This section lists the summary of the Interfaces and the associated APIs supported by 3GPP

SI.No| Interface Name IRP APl Name 3GPP Cisco
Version Standard| Extenson

InventorylRP v103.0 | getAllinventory

getManagedElement

getAllManagedElementName

getStatus

<|<|=<|=<|=<

getActiveOperations

FileTransferIRP v10.0.0 | listAvailableFiles

AlarmIRP v11.1.0 | getAlarmList

AcknowlegeAlarm

OO N0 WINEF

UnAcknowledgeAlarm

setComment

e
= O

clearAlarms

=
N

NotificationProducer | v9.2.0 | Subscribe

<|<|=<|<|=|=<|=<|=<

=
w

Unsubscribe

7.4 Overview of 3GPP Inventory Management

Inventory Management SOAP interface iseador extension Web Service used to retrieve

the physical and logical inventory data for ASR 5000 and ASR5500 devices manufactured by
Cisco. The Inventory management Web Service provides three interfaces to retrieve

physical and logical inventory data nathe deviceslhe Interfaces are described in detail

in this document undethe 3GPP OSS Integratisection.

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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The below tablagives a list of furtional areas supported along with the management data
type.

Table7-2: Functional Area Supported by 3GPP

Functional Area Management Description

Data Type
Inventory M This functional area covetise inventory
Management management needs of the OSS. The IRP Agents

implement interfaces that enables the IRP
Managers ( OSS clients ) to collect inventory datg
from IRP Agents (EMS / NMS)

7.4.1 Physical Inventory

Inventory Management includes information on followipigysical inventory data.
Managed element

Chassis

Card

Slot

Port

Subport

Power unit

Fan

The attributes of the physical inventory units can be founthewAppendixsection.

E R N

7.4.2 Logical Inventory

Inventory Management also captures information on following logical entities:
PGW

SGW

SAEGW

APN

GGSN

ACS ( Active Charging Service )
AAA

GTPP

Operator Policy

SGSN

MME

=4 =4 8 -8 -8 -9 _-4_-4_-5_-5_-°
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Logical entities have both 3GPP prescribed data and Cisco specific vendor extensions. The
attributes details are availabia the Appendixsection.

7.5 3GPPInventory IRP InterfaceDetails

This section givesdescription of all interfaces with their input, output and the description
in detail. An OSS user can go through this section to better understand the interface and to
use it according to their business needs.

The WSDL document describing the details he# tnterface can be accessed from the
Appendixsection.

Table7-3: 3GPP Interfaces Names

SI.LNo | Interface Name Description

1 getAllinventory This APl is used retrieve Inventory data for all
supported devices under the management
domain

2 getAllIManagedElementNames | This APl is used to retrieve the managed elemg

name and types for all managed elements
present in the management domain.

3 getManagedElement This APl is used to retrieve the inventory data f
a specific Managed Element.
4 getStatus This APl is used to get the status of the followin

inventory retrieval operations,

a. getAllinventory

b. getManagedElement
5 getActiveOperations This API providdasformation about currently
running inventory retrieval operations.
Information about the following operations will
be provided along with the associated devices
applicable.

a. getAllinventory

b. getManagedElement

7.5.1 InventoryIRP: : getAllinventory

This interfae is invoked by the OSS client to retrieve fite/sical andogicalinventory
information for the managed elements present under the management domain.

The below tablegives the listof parameters that should be used as input to retrieve
physical and logical inventomformation.

Description:
This interface will be used to generateventory files according to 3GPP format. The
inventory data will contain both physical and logicalentory information. Physical

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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inventory will contain information about the hardware details and the logical inventory has
information about the following types of services running on the devices.
PGateway

SGateway

SAEGW

GGSN

APN Profile

ACS (Active Changi Service )

AAA

GTPP

Operator Policy

SGSN

MME

=4 =4 -8 8 -4 -4 -4 _-4_-45_-5_-°

The inventory data will be stored in XML files under preconfigured directoietails
about this configuration will be captured under tHETP_Configuratiosection in this
document. The inventory collection status will be indicated with a status file present under
the output directory. The status file will contain the information about the managed
elements, the device type, its status and the inventory file location.

If FTP/SFTBervers are configured, the inventory data file will be moved to the respective
machines depending on the availability of the primary and secondary FTP servers. If both

the FTP and SFTP servers are not reachable, the inventory data files wiikten to the

local machine.

I O2L® 2F (KS alrddza FAES gAfft oS F@FAftlofS
host where the Integration Layer is installed. The detail of the status file is explained in this
document under theAppendixsection

Table7-4: Input Parameters to Retreive Physical and Logical Inventory Information

SI.No Parameter Data Type Description

1 Invokeldentifierin String This is amoptional parameter passed
by the OSS client user. The invoke
Identifier value passed as input to thig
interface will be returned
(InvokeldentifierOut) by the Web
Services Interface. The invoke
Identifier can be used by the OSS clig
for correlation purpos. The value
passed to this is not validated and is
returned to the user as is.

2 queryXpathExp String An XPath query string containing the
Management Domain. The value

AAAAA

SELISOGSR A& daxkasT

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
19




3GPP OSS Integration

Interface will return an

GLEt STl fExdediazY Big G £
parameter is not specified or any valy
20KSNJ GKIYy dakas5Tl/
specified.

Output:
The output will be in three parts:

1. Aregular SOAP response to the Web Service request which will contain the invoke
identifier passed originallyn the input and a response string indicating that the
Inventory request is initiated with a request ID.

2. One or more inventory XML files containing the physical and logical inventory data
for the supported devices in the domain. The request ID will be péarthe
Inventory file name that is generated. The user can use the request ID to retrieve
the inventory files generated for a given request.

3. A Status file to indicate the status (-mMROGRESS, COMPLETED, FAILED ) for an
inventory request. The Status fitas the request ID as part of its name.

Error.

Any error that happens during the inventory file generation process will be notified to the
caller via., a Inventory File Preparation Ertaraddition to this the following SOAP
responses will be returneaf the Error conditions described below.

SI.No Error Condition Error Response

1 Unable to reach the EMS system SOAP response indicating
Gb2 5aa | O Af
returned.

2 No Managed Elements exist in the network SOAP response indicating

Gb2 al HeémBriskexis
Ay GKS yShag2l
returned.

NOTE:

1. There will be one Inventory XML file per supported managed elentemt.a list of
supported network equipments, please refer the section Supported Device for
3GPP Interface

2.¢KS oDtt LY@Syid2NB -a[ O2yF2NXa G2 (KS

3.¢KS - a] {KSYI aAvy @S y-spec@sheldforkha Rventokyda G KS
Management NRM IRP IS alternateive firg in 3GPP TS 32.692.

7.5.1.1 InventoryIRP:: getAllinventory Multi DM behaviour
This section explains the API behavior in DM environment. The following responses
will be returned to the user under the specified conditions

|SLNo | Condition | Behavior |

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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1 When All associated The request to collect inventory will L
Domain Managers ( DMs )| initiated to all DMs and the response indicati
are free to take the requesi that the request is intiated will be sent with

request ID.
2 When atleast one of the The request will not be intiatedA reponse
assoated DMs is indicating that another request is in progre
processing a previous will be sent to the user.

inventory request

7.5.2 InventorylRP: : getAllManagedElementNames

This interface is used to get a list ofanaged element names supported under the
G/ L{/ hyt wLa9é¢ YllyThaisefacy teturis2aYist Afynanaged element
names and their device family / device type.

Description:

This interface will be used to retrieve a list of managed elements far given
management domain. The response will contain the managed element name and the
device family.

The response of this interface can at a later point be used by the OSS client to selectively
issue request to collect inventory for specific nodes using dgetManagedElemeist
interface.

The below tablegives the listof parameters that should be used as input to retrieve
physical and logical inventomformation.

Input:

Table7-5: input Paramters to Retreive List of Managed Elements

SI.No Parameter Data Type Description

1 Invokeldentifierin String This is an optional parameter passed

by the OSS client user. The invoke
Identifier value passed as input to thig
interfacewill be returned
(InvokeldentifierOut) by the Web
Services Interface. The invoke
Identifier can be used by the OSS clig
for correlation purpose. The value
passed to this is not validated and is
returned to the user as is.

2 queryXpathExp String An XPatlguery string containing the
Management Domain. The value
SELISOGSR A& akasT
Interface will return an

1In Pime Network 4.0this interface will only return the name dévices that are managed by Prime Network
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GLEESTFE! NBdzYSyié
parameter is not specified or any valy
20KSNJ GKIYy dakas5Tl/
specified.

Output:

Theoutput for this method will be a SOAP response with a list of managed element names
and their device family types.

Error:
Any error that happens during the inventory file generation process will be notified to the

caller via., a Inventory File Preparati&crror. In addition to thisSSOAP responses will
indicate the error conditions as described below.

SI.No Error Conditon Error Response

1 Unable to reach the EMS system SOAP response indicatir
Gb2 5aa | @A
returned.

2 No Managed Elements SOAP response indicatit
Gb2 al yl 3SR
F2dzyR & oAff

7.5.2.1 InventoryIRP:: getAllManagedElementNames Multi DM behavior

This secbn describes the API behavioramultiDM environment.

The Request for retrieving all ManagedElement Namiédse sent to all participating DMSs.
The response from each of the DM will be aggregated and the information will be sent to
the requesting user.

7.5.3 InventorylRP: : getManagedElement

This interface is used to get inventory data for a specific managed etefiea inventory

data will be stored in XML files on the configured FTP / SFTP server or on the local
machine.

Description:

The inventory data will be stored in an XML file. The XML file will contain both physical and
logical inventory data according to B8 format. The file will be stored under the
configured storage location.

If file transfer is enabled and both the primary and secondary destinations are not
accessible, the XML file will be generated on the local machine under preconfigured folder.

Input:

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
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The below tablegives the listof parameters that should be used as input to retrieve
physical and logical inventoigformation.

Table7-6: Input Parameters to Retreive Specific Managed Element

SI.No

Parameter Data Type Description

1

Invokeldentifier String This is an optional parameter passed by 1
OSS client user. The invoke Identifier val
passed as input to this interface will be

returned (InvokeldentifierOut) by the Wel
Services Interface. Thievoke Identifier can
be used by the OSS client for correlation
purpose. The value passed to this is not
validated and is returned to the user as ig

queryXpathExp String An XPath query string containing the
Management Domain. The value expecte
isdka5rI/ L{/ hyt wL a 9% 4
The Interface will return an Exception if:
The management domain is NOT
CISCO_PRIME.

The managed element is NOT specified (
managed.

Output:
The output will be in three parts:

1.

Error:

A regular SOAP response to the Web Senggeest which will contain the invoke
identifier passed originally in the input and a response string indicating that the
Inventory request is initiated with a request ID.

Inventory XML file containing the physical and logical inventory data for the
specifed managed element. The request ID will be part of the Inventory file name
that is generated. The user can use the request ID to retrieve the inventory file
generated for a given request.

A Status file to indicate the status (FROGRESS, COMPLETED,FAiEan
inventory request. The Status file has the request ID as part of its name.

The following Errors will be reported.

SI.No Error Condition Error Response

1 Unable to read the DMs SOAP reponse indicatir
Gbh 5aa I @A
reported.

“The Managed Eleemt name should be identical with that ofife Network Administration GUI

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
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2 Managed Element does not exist SOAP reponse indicatir
Galyl 3SR 9f S)
SEAAGE SAT T

NOTE:
1. ¢KS oDtt LYy@SyGu2NR -a[] O2yF2N¥xa (2 GKS
2.¢KS - a[ {KSYIlI aAy @S y-specNdEshemBoditiednfeatonh & 0 K

Management NRM IRP [S alternateive 1 defined in 3GPP TS 32.692.

S

7.5.3.1 InventorylRP:: getManagedElement Multi DM behaviour
This APIs behavior in a Multi DM environment is given below

SI.No Condition Behavior

1 When  all associated The request to collect inventory will b
Domain Managers ( DMs | initiated to all DMs and the response indicati
are free to take the requesi that the request is intiated will be sent with

request ID.
2 When atleast one of thq The request will not be intiated. A repon
associated DMs i| indicating that another request is in progre

processing a mevious| will be sent to the user.
inventory request

7.5.4 InventorylRP: : getStatus

This interface is used to get the status of the inventory operations i.e.,
getManagedEment & getAllinventory.

Description:

3GPP inventory operations like getManagedElement and getAllinventory operations
usually take longer time for inventory collection and to generate the output XML
containing physical and logical inventory. At any pairtime, if the user want to know the
current status of the inventory operations, one can issue the getStatus with requestID as
the input.

Input:

The below table gives the lisf parameters that should be used as ingatretrieve the
status ofinventory operation.

SI.No Parameter Data Type Description

1 requestiD String This is a mandatory parameter that is
generated duringyetAllinventory or
getManagedElement operation

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
24




3GPP OSS Integration

Output:

The output for this method will be a SOAP respomdech contains thestatus of the

inventory IRP as IN._PROGRESS, SUCCESS, FAILED, and REQUEST_ID. NOT_FOUND

Error.

The followingerrors will be reported.

SI.No Error Condition

Error Response

1 REQUEST ID_NOT_FOUND

SOAP reponse indicates th
specified input requestll
wasnot found.

7.5.5 InventorylRP: : getActiveOperations

Description:

This APl is used to get the list of currently running 3GPP inventory operations. Information
about the following operations can be queried:
a. getManagedElement and

b. getAllinventory

The informatiom provided as output of this API can be used by an OSS to plan and schedule

an inventory collection routine by avoiding duplicate collection effort.

Input:

The below table gives the lisf parameters that should be used as ingatretrieve the

activeinventoryoperations.

SI.No Parameter Data Type Description

1 operationName String This is a nonmandatory parameter . This
will specify the inventory operation name
i.e.,getAllinventory & getManagedElement.

2 queryXpathExp String This is a nomandatory parameterAn
XPath query string containing the
Management Domain. The value expecte
Aada axkab5T/ L{/ hyt wlL a

Output:

The outputof this method will bethe list of active inventory operations likgtAllinventory
& getM anagedElementfor the particular device in the system.

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
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Error.

The followingerrors will be reported.

SI.No Error Condition Error Response

1 OPERATION_NOT_RUNNING SOAP reponse indicates th:
currently no inventory
operation is runningn the
system.

2 OPERATION_NOT_SUPPORTED SOAP reponse indicates thg
specified operation is not
supported by this operation,
Supported operations are
getAllinventory &
getManagedElement.

7.6 Overview of 3GPP File Transfer IRP

The 3GPP interface for File TransferpR®ides APIs to retrieve file information. The API
allows user to listfilesthatre3SY SN} 0 SR & Iy 2dzillzi 2F Ly @Syiz

GaSdal ylI 3SR9f SYSyiGé¢ 2{ NBIldzSadd ¢KS CAfS ¢NIYy
FileReady and EilPreparation Error Notification. The details of which will be discussed in the

Notification section of this document.
The FT IRP support the following file transfer protacols

1 SFTP
1 FTP

7.7 3GPP File Transfer IRP Interface Details

This section describes tI3PP File Transfer IRP Interface in details. The operations supported
in File Transfer IRP, input, output and functionality will be explained.

The WSDL document describing details ofititerface can be accessed from the
Appendixsection.

7.7.1 File Transfer IRP::listAvailableFiles

The API details with the input, output and their data types with the description is given
below.
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Description:

The API will be used to list all available files that were generatédfys G 3ISG! Lt LY @Sy (2
Ga3Sdalyll3aSR9tSYSyidé¢ OFffinpif:NRPY (GKS LYy@Syi2NER L

SI.No Parameter Data Type Description

1 managementDataTypq String This is a mandatory paramenter, should K
provided by the OSS user. It specifies the
type of the management data stored in th
file.

Different management data types aRM,
CM, IM, TE, CT, NL, CG, OT,BASE
Currently we are supporting only 1/
InventoryManagement.

2 beginTime DateTime This is an optional parameter and is
expressed in UTC time.

Format :YYYMM-DDThh:mm:ss

If user specifies in
YYYMM-DDThh:mm:ss:mmm+TZ
format, millisecond & timezone part will b
ignored.

This parameter specifidist of available
files whose ready time are later or equal {
this time.

Note : OSS user has to provide the date
time w.r.t management domain timezone
3 endTime DateTime This is an optional parameter and is
expressed in UTC time.

Format :YYYMM-DDThhmm:ss

If user specifies in
YYYMM-DDThh:mm:ss:mmm+IZ
format, millisecond & timezone part will b
ignored.

This parameter specifies list of available
files whose ready time are earlier than thi
time.

NOTE:
1 Output will list a unique set of fileBom both primary and seconday
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I OSS user has to provide the input date time for beginTime and endTitmeespect to
management domain timezone.

Output:

This API will list the set of available files from the configlwmedl, primary andsecondary FTP

seners

Output paraments

SI.No

Parameter

Data Type

Description

1

fileInfoList

fileInfo

This specifies the list of fil&s
information retrieved between the
provided beginTime and endTime by
the OSS user.

Status

String

This parameter specifies the stainfs
the operation.

Possible values are
OperationSucceeded and
OperationFailed.

Output paramentsc Filelnfo object

SI.No

Parameter

Data Type

Description

1

managementDataType

String

It specifies the type of the
management data stored in the file
which is provided by the OSS user in
request.

Different management data types are
PM, CM, IM, TE, CT, NL, CG, OT,BA
Currently we are supporting only 1/
Inventory Management.

fileLocdion

String

This specifies the complete path of th
IM file located on the disk along with
filename.

Format : IP:/<full path>_<filename>

w

fileSize

Long

It identifies the size of the file in bytes

fileReadyTime

DateTime

It identifies the date andime when
the file was created.

fileExpirationTime

DateTime

It identifies the date and time beyond
which the file may be deleted.

fileCompression

String

It identifies the name of the
compression algorithm used for the
file.

Currently this will beempty as we are
not supporting this.
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7 fileFormat String It identifies the encodeing technique
used by the file.
Currently we support XM&chema.
Error:

The following error scenarios will be handled and reported by the API:

SI.No Condition Error

1. Nofiles are available If no files present in the specified duration,
FileInfoList in soap respongell be empty
GAGK adlkddza ahLISNI GA

2 Empty begin time or endTime The response should contain an error messg
alkeAy3a atft St aSstdhgaidS N
UTC format YYWM-55 ¢ KKYYYYa 3§

3 Invalid Management Datatype The response will have an error message
GLYDFEAR YIylI3SYSyi

4 Invalid endTime (EndTime > The response should contain an errror

BeginTime) "Endtime greater than beginTime".

5 No beginTime & endTime . The response will list all the files present the
directory

6 . No endTime input . The response should list all the available file
in the directory whose time of creation lies
between user provided beginTime and curre
system time(as endTime is not mentioned by
user).

7 . No input beginTime . The response will list all the available files
which are created before the specified
endTime.

8 . Non UTC format of begin or L ¢KS NBaLRyasS gAftt O2

endTime provide the begirtime in standard UTC forma
YYYXIM55 ¢ KKYYYYaade o
9 . Large volume of files, potential . The response willl list all the available files fg
timeout candidate the duration provided from the primary and
secondary directory. In case of huge data, al
errorwif £ 0SS akKz2gy fA1S
O2yiSyida 2F T2t RSNE
10 . Timeout due to FTP server-un . The response willl list all the available files fq
reachable. the duration provided from the primary and
secondary directory. In case of connection
timeout from both the servers, an error will b
aK2gy fA1S da. 20K t NR
b2 NBI OKI 0f S¢
11 . Replication enabled between FTP | The response will list all the available files fo
servers but directory paths are the duration provided from th primary and
incorrect. secondary directory. In case directory paths

Cisco Prim®SSintegration Guide for MTOSI and 3GPP

29



3GPP OSS Integration

are not properly mentioned, error will be
aK2g6y tA1S G/ 2dzZ R y?2
FLIGKH®DE

7.7.1.1 ListAvailableFiles Multi DM Environ ment:

Description :

ListAvailable files operation in multi D&mvironment will be aggregated output of result from
each DM.

Input :

ListAvailable files operation input for multi DM environment is same as input in standalone
environment.

Output:

ListAvailable files operation output in multi DM environment will bereggted output from
each DM.

SI.No Condition Error
1 Exception occurred in DM1 or | If any exception happens in DM1 but the sam
DM2 operation is successful in DM2, the tfieal
result will be from DM2

Error :
The error conditions in standalone aapplicable for multi DM environment as well.

7.8 Overview of 3GPP Alarm IRP

The 3GPP interface for Alarm Integration Reference Point provides APIs to retrieve the
List of Ticketsand to change the Life Cycle State of one or nlockets in the Prime Network

7.9 3GPP Alarm IRP Interface Details

This section describes the 3GPP Alarm IRP Interface in ddtadsoperations supported
in Alarm IRP, input, output and functionality will be explained.

The WSDL document describing the details of the Interface cancbessed from the
Appendixsection.
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7.9.1 AlarmIRP::GetAlarmList

Description:

This API is used to retrieve the listTa¢kets in the Prime Network
Input:

None required.

Output:

This API will give a list Alarminformation instances.

SI.No Parameter Data Type Description

1 alarminformationList | List It carries the Alarminformation
instancesFor parameters containe
in each Alarminformation instance
see the table below.

2 Status ENUM If all the Ticketsare returned
(OperationSucceede( status=OperationSucceeded.
OperationFailed)

If there is any failure in retrieving
the AlarminformationListstatus =
OperationFailed.

Output parameters Alarminformation instance(Standalone mode)

SI.No| Parameter Data Type Description

1 alarmid String It identifier which uniquely identifiea
Ticket in the Prime Network.

2 objectClass String The Object Identifier which identifies the

device/component in thé’rime Network

3 objectinstance String The Object Identifier which identifies the
device/component in thé’rime Network

4 alarmRaisedTime | XMLGregorianCalendg The time when thélicketis raised. Shall
be of best effort basis.

5 alarmChangedTim¢ XMLGregorianCalendd The latest time when the severity of the
Ticketis changed. Shall be of best effort
basis.

6 probableCause String A short phrase denoting the cause of the
Ticket

7 ackState ENUM Possible values: Acknowledged or
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Unacknowledged
Denatesthe acknowledegmenstatus.

alarmType

ENUM

Indicates the type of th&icket

Possible valuesa / 2 YY dzy A Ol { A
"Processing Error Alarm", "Environmenta
Alarm". "Quality Of Service Alarm" or
"Equipment Alarm”

perceivedSeverity | ENUM

Indicates thet A O js&vérify vel.

. Possible values: Critical, Major, Minor,
Warning, Intermediate, Cleared

10

ackUserld

String

ThelD of the user who has performed the
Adknowledge operation

If the operation is perfomed by Userl on
behalf of User2user will see-& | &S NIM
G! aSNHE D

11

ackTime

XMLGregorianCalendg The time when th& icketis acknowledged.

12

clearUserld

String

The ID of the user who has performed the
Clearoperation.

If the operation is perfomed by Userl on
behalf of User2user will see-& | & S NM
G! aSNHE D

13

alarmClearedTime

XMLGregorianCalendg The time when th& icketis cleared.

Output parameters Alarminformation instanceg(Suite Mode)

SI.N| Parameter Data Type Description

o]

1. alarmid String Theidentifier which uniquely identifies @icket in
the Prime Central Fault Management

2 notificationld Long Identifiesthe notification that carries the Alarm
information uniquelyper Managed Entity

3 systemDN String Indicates the instance of the IRP Agent

4 objectClass String The Objectdentifier which identifies the
device/component in the Prime Network.

5 objectinstance | String The Object Identifier which identifies the
device/component instance in the Prime Network.

6 alarmType ENUM Indicates the type of th&icket
Possible valuesd / 2 YYdzy A OF GA2Yy a
"Processing Error Alarm”, "Environmental Alarm".
"Quality Of Service Alarm" or "Equipment Alarm"

7 probableCause | String A short phrase denoting the cause of the Ticket

8 perceivedSeverit | ENUM Indicates theTickS { s@\erity level.

y

Possible values: Critical, Major, Minor, Warning,
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Intermediate, Cleared

9 specificProblem | String . Describes specific problem associated with the
ticket.

10 | additionalText String Description of the Ticket

11 | additionallnform| List Additional information related to the ticket

ation Contains the following fields:

Identifier,AlarmCategory,AlarmServerAddress
LAlertGroup,
AlarmManagedObjectAddress,Alertld

12 | ackTime XMLGregorianCa The time when the Ticket is acknowledged.

endar

13 | ackUserld String ThelD of the user who has performed the
Adknowledge operation
If the operation is perfomed by Userl on behalf of
User2 userwillsee-a ! a SNME Fa a! i

14 | ackState ENUM Possible values: Acknowledgedumacknowledged
Denctesthe acknowledegment status.

15 | eventTime XMLGregorianCa The time when the Ticket is raised. Shall be of be

endar effort basis.
Note:

1 In case of a standalone deployment,

retrieved.
T LYy OFas
an hour. So cleared alarms till an hour, will be retrieved by the API.

1 In case of a suite deployment, the active Tickets from the integrated Prime Networks

I YR t t ahrotigh Priine Network will be retrieved through the Fault Management

Component.
1 probableCauseés not compliant to X733 Standards for PN tickets.

Error.

27

the acflveketsfrom the Prime Network are

01 yRIE 2y S RS aidhiged vduwsdTizketiorNA Y $

The following error scenarios will be handled and reported by the API:

SI.No

Condition

Error

1

is down.

Prime Fault management componer| { h ! t

Cl dzf G Coaltl riothsghd G K |

Messageg oAff 0SS NBGdzNYS

7.9.2 Alarm IRP::acknowledgeAlarms

Description:

The API will be used to acknowledge one or midokets in the Prime Network

Input:
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Table7-7: Input Paramters to acknowledge a list of Alarms

SI.No | Parameter Data Type Description
1 alarminformationAndSeverity| List List of
ReferencelList Alarminformation.alarmi¢corresponds

to ID of a Tickein Prime Network)- It
carries one or more identifiers
identifying Alarminformation instanceg
in AlarmList, including optionally the
perceivedSeverity of the
AlarmInformation instance that is goin
to be acknowledged.

2 ackUserld String The ID of the user whaishes to
acknowledge the alarms

Output:

The API gives the information about the status of the acknowledge operation and the
information about theTicketsthat are not acknowledged.

SI.No | Parameter Data Type Description
1 badAlarminformation | List List of pair of
ReferencelList AlarmInformation.alarml¢same

as the input) ENUM
(UnknownAlarmid,
AcknowledgmentFailed,
WrongPerceivedSeverjtyand
additional failure reasonlf all
the Ticketsare acknowledged,
this information is absent. Else
this list contains details about
the Ticketsthat are not
acknowledgedilong with the
failure reason and additional
failure reason for eachiicket

2 Satus ENUM(OperationSucceeded If some of theTickesare
OperationFailed, acknowledged, status =
OperationPartiallySucceede( OperationPartiallySucceeded.
If all theTickesare
acknowledged, status =
OperationSucceeded.

If none of theTickes are
acknowledged
status=OperationFailed.

Error.
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The following error scenarios will be handled and reported leyAR!I:

SI.No

Condition

Error

1

. Alarm IdIn this casdhe Ticket ID in

Prime Network)is not present in
Prime Network
(Standalone deployment)

. ThebadAlarmInformatiofReferenceList will

contain the correspondinglarmldalongwith
the failureReason"AcknowledgmentFailed" ang
additionalFailureReasot'Execution failed.
Ticket is in use or does not exist."

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
2U0KSNBAASY tah NISND A e { dz
operation succeeded for some of tféckets

Alarm IdIn this case the Ticket ID in
Prime Network)provided is neither an
Integer nor in the format,
{INewAlarm(ld=<Ticket IDH}
(Sandalone deployment

. The badAlarminformatiofReferenceList will

contain the correspondingicket IDalongwith
the failureReasor" UnknownAlarmld " and
additionalFailureReasomx Ly @ f AR | |
LINE ARSR® tfSIaS SydS§

The overall status of the operation wiié
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

. Alarm Idthe Ticket ID in Prime

Network) is not present in Prime
FaultManagement
(Suite deployment)

. ThebadAlarmInformatiofReferenceList will

contain the corresponding Alarmiadongwith
the failureReasord | y 1y 28y ! f I NY
additionalFailureReasori'Alarm does not exist.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remaininfjcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

Alarm IdqIn this case the Ticket ID in
Prime Networkprovided isnot an
Integer (Suitedeploymen).

. The badAlarmInformatioReferencelList will

contain the corresponding Alarmédongwith
the failureReason" UnknownAlarmld " and
additionalFailureReasorUnable to look up
Alarm Id. Error occured while looking up the
Alarm Id¢

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tAéckets
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Alarmoperation succeeded but FM
updating failedfor an Alarm Idn this
case the Ticket ID in Prime Network)
(Suite deployment)

. ThebadAlarmInformatiofReferenceList will

contain the corresponding Alarmadongwith

the failureReason"AcknowledgmentFailed" ang
additionalFailureReasomx ! f I N 2 LJS
succeeded on DM. But failed to update FM."

. The overall ®tus of the operation will be

GhLISNF GA 2yt | NItRel®petasiof d
did not succeed for all/lsome of the remaining
Ticket

FM update failure after the operation succeede
on the DM is considered as partial success.

Alarm IdIn this case the Ticket ID in |

Prime Networkprovided issmpty.

The badAlarminformatioReferencelList will
contain the corresponding Alarmidongwith
the failureReason" UnknownAlarmld " and
additionalFailureReasondd provided is invalid.
Id cannot be null or empty.

The overall status of the operation will be

"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

DM down

. The badAlarmInformatioReferencelList will

contain the corresponding Alarmédongwith
the failureReasog GAcknowledgmentFailed
and additionalFailureReas@tDM (<DM ID»
not found £

The overall status of the operation will be

0OperationFailedif the operation did not
succeed for all the remaining Alarms or
20KSNBAAS GhLISNI A2yt
operation succeeded faome of the Alarms.

List don't have eveasingleAlarmId
(Empty list)

SOAP Fault witmessageed L y @ £ A R
fSHad 2y8 tFNY LR

V)

User (ackUserld) is not present

Aa
SOAP Fault witmessageed L y @ £ AR !
Id cannotbendl 2 NJ SYLJié ¢

10

Alarm Ids in the request exceeded th
limit specified in the
com.cisco.prime.esb.tgpp.interface.c]
file.

SOAP Fault witmessage;d b dzY 6 SNJ 2 7
request (<No. of Alarm Ids in requektxceeed
the maximum limit set (gulkAlarmOpMaxLimit
@FtdzS Ay OF3Id CAfSHULE

7.9.3 AlarmIRP::unacknowledgeAlarms

Description:
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The API will be used to unacknowledge one or nlockets in the Prime Network

Input:

Table7-8: Input Paramters tounacknowledge a list of Alarms

SI.No

Parameter

Data Type Description

1

alarminformationReferencelis List List of
AlarmInformation.alarmli¢(torresponds
to ID of a Tickein Prime Network)- It
carries one or more identifiers
identifying Alarminformatiorn
AlarmList.

ackUserld

String The ID of the user who wishes to
unacknowledge the alarms

Output:

The API gives the information about the status of the unacknowledge operation and the
information about the Alarms that are not unacknowledged.

SI.No

Parameter

Data Type

Description

1

badAlarminformation
ReferencelList

List

List of pair of
Alarminformation.alarmi¢same
as the input)and the failure
reason- If all theTicketsare
unacknowledged, this
information is absent. Else this
list contains details about the
Ticketsthat are not
unacknowledgealong with the
failure reason for each

Status

ENUM(OperationSucceeded
OperationFailed,
OperationPartiallySucceede(

If some of theTicketsare
unacknowledged, status =
OperationPartiallySucceeded.
If all theTicketsare
unacknowledged, status =
OperationSucceeded.

If none of theTicketsare
unacknowledged,
status=OperationFailed.

Error.

The following error scenariagill be handled and reported by the API:
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SI.No | Condition Error
1 . Alarm IqIn this case the Ticket ID in | ThebadAlarminformatiolReferenceList will
Prime Network)is not present in contain the corresponding Alarmidongwith
Prime Network the failureReasor"Execution failed. Ticket is in
(Standalone deployment) use or does not exist."
The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets
2 Alarm IdIn this case the Ticket ID in | The badAlarminformatioReferenceList will
Prime Network)provided is neither | contain the corresponding Alarmidongwith
an Integer nor in the formag the failureReasor" Invalid Alarm Id provided.
{[NewAlarm(ld=Ticket ID}} tftSFHaS SyadSNI I @FftAR
(Sandalone deployment
The overall status of the operation will be
"OperationFailedif the operation did no
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of the Alarms.
3 . Alarm IdIn this case the Ticket ID in | ThebadAlarminformatiolReferenceList will
Prime Network)is not present in contain the corresponding Alarmidongwith
PrimeFault Management the failureReasord | y 1y 28y ! f I N
(Suite deployment) additionalFailureReasoi'Alarm does not exist.
The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remaininfjcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets
4 Alarm IdIn this case the Ticket ID in | The badAlarminformatioReferenceList will
Prime Network)provided isnot an contain the corresponding Alarmadongwith
Integer(Suitedeploymen). the failureReason" UnknownAlarmid " and
additionalFailureReasomiUnable to look up
Alarm Id. Error occured while looking up the
Alarm Id¢
The overdlstatus of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tAHéckets
5 Alarm operation succeeded but FM | ThebadAlarminformatioRReferenceList will

updating &iledfor an Alarm I€in this
case the Ticket ID in Prime Network)
(Suite deployment)

contain the corresponding Alarmadongwith
the failureReasorn"AcknowledgmentFailed" an
additionalFailureReaso ! f bpddHtion

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP

38



3GPP OSS Integration

succeeded on DM. But failed to update FBut
no response received for FM update operatibn|

. The overall ®tus of the operation will be
GhLISNF GA2yt | NItReldpetasion d
did not succeed for all/lsome of the remaining
Tickets
FMupdate failure after the operation succeede
on the DM is considered as partial success.

6 Alarm IdIn this case the Ticket ID in | The badAlarminformatioReferenceList will

Prime Networkprovided issmpty. contain the corresponding Alarmidongwith

the failureReasonr" Id provided is invalid. Id

cannot be null or empty.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remaininfjcketsor
20KSNBAAS GahLISNI A2yt
operation succeeded for some of tféckets

7 DM down . The badAlarmInformatioReferenceList will
contain the corresponding Alarmadongwith
the failureReasog GAcknowledgmentFailed
and additionalFailureReas@tDM (<DM ID»
not found ¢

The overall status of the operation will be
oOperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

8 List don't have eveasingleAlarmIid | SOAP Fault witnessageed L y @+ £ A R ]
(Empty list) tSraid 2yS 'fFNY LR Aa
9 User (ackUserld) is not present SOAP Fault witmessage d L y g £ AR !

LR OFryy2i 06S ydzZ f 2NJ
10 Alarm Ids in the request exceeded th SOAP Fault witmessage & b dzY 6 SNJ 2 7

limit specified in the request (<No. of Alarm Ids in requesexceeed
com.cisco.prime.esb.tgpp.interface.c] the maximum limit set (gulkAlarmOpMaxLimit
file. @ tdzS Ay OF3Id CAfSHULE

7.9.4 AlarmIRP:: SetComment

Description:
The API will be used to add a comment to one or mbiekets in the Prime Network

Input:
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Table7-9: Input Paramters to add comment to a list of Alarms

SI.No | Parameter Data Type Description

1 alarminformationReferencelLig List List of
Alarminformation.alarmi¢corresponds
to an ID of a Tickein Prime Network)
¢ It carries one or more identifiers
identifying AlarmInformation in
AlarmList.

2 ackUserld String The ID of the user who wishesadd
comment tothe list of Tickets

3 commentText String The comment that is to be added to th
list of Tickets

Output:

The API gives the information about the status of the setComment operation and the
information about the Alarms for those tleetComment operation failed.

SI.No

Parameter Data Type

Description

1

badAlarminformation | List

ReferencelList

List of pair of
Alarminformation.alarmi@Same as the
input) and the failure reasonlf the
comment is added to all thalarms
this information is absent. Else this lig
contains details about the alarnfier
those the setComment operation

RARY QG &dzOOSSR | f
reason for each

Satus

eeded)

ENUM(OperationSucc
eded, OperationFailed
OperationPartiallySuc

If the comment is added tsome of
the Alarms status =
OperationPartiallySucceeded.

If comment is added to all th&ickets
status = OperationSucceeded.

If allcomment is not added to any of
the Tickets status=OperationFailed.

Error:

The following error senarios will be handled and reported by the API:

SI.No

Condition

Error

1

. Alarm IdIn this case the Ticket ID in |

Prime Network)is not present in
Prime Network
(Standalone deployment)

ThebadAlarminformatiofReferencelList will
contain the corresponding Alarmiadongwith

the failureReasor"Execution failed. Ticket is in
use or does not exist."
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The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remaingTicketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

Alarm IdIn this case the Ticket ID in
Prime Network)provided is neither an
Integer nor in the format,
{[NewAlarm(ld=Ticket IDH}
(Sandalonedeploymen).

. The badAlarmInformatioReferencelList will

contain the corresponding Alarmédongwith
the failureReasor" Invalid Alarm Id provided.
tftSrasS SyaSNI I+ @ItAR

The overall status of the operation will be
"OperationFailedif the operaion did not
succeed for all the remainingcketsor
2U0KSNBAAS GhLISNI GA2Yyt
operation succeeded for some of tféckets

. Alarm IqIn this case the Ticket ID in
Prime Network)s not present in
PrimeFault Management
(Suitedeployment)

. ThebadAlarmInformatiofReferenceList will

contain the corresponding Alarmédongwith
the failureReasord | y 1y 28y ! f I N
additionalFailureReasoit'Alarm does not exist.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remaininfjcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tf@ckets

Alarm IdIn this case the Ticket ID in
Prime Network)rovided isnot an
Integer(Suitedeploymen).

The badAlarminformatioReferenceList will
contain the corresponding Alarmiadongwith
the failureReasor" UnknownAlarmld " and
additionalFailureReasomiUnable to look up
Alarm Id. Error occured while looking up the
Alarm Id¢

The overall status dhe operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

Alarm operation succeeded but FM
updating failedfor an Alarm Idn this
case the Ticket ID in Prime Network)
(Suite deployment)

ThebadAlarminformatioReferenceList will
contain the corresponding Alarmédongwith

the failureReason"AcknowledgmentFailed" ang
additionalFailureReasor | f | NJY on2 LJS
succeeded on DM. But failed to update FBut
noresponse$ OSA @SR F2NJ Ca

The overall w®tus of the operation will be
GhLISNI GA 2yt | NItRelSpetasion d
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did not succeed for all/lsome of the remaining
Tickets FM update féure after the operation
succeeded on the DM is considered as patrtial
success.

Alarm IdIn this case the Ticket ID in
Prime Network)provided isempty.

The badAlarminformatioReferenceList will
contain the corresponding Alarmadongwith
the failureRason- & LpRvided is invalid. Id
cannot be null or empty.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
2U0KSNBAAS GhLISNI GA2Yyt
operation succeeded for some of tféckets

The badAlarminformatioReferenceList will
contain the corresponding Alarmédongwith
the failureReasoq GAcknowledgmentFailed
and additionalFailureReas@uDM (DM ID»
not found ¢

The overall status of the operation will be
oOperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded faome of theTickets

List don't have eveasingleAlarm Id
(Empty list)

SOAP Fault witmessagee d L Yy @ £ AR v

User commentUserldlis not present

tSIradg 2yS ''fFNXY LR A&
SOAP Fault witmessageged L y @ £ AR !
Idcannotts ydzf £ 2NJ SYLJi& o

10

Alarm Ids in the request exceeded th
limit specified in the
com.cisco.prime.esb.tgpp.interface.c;

file.

SOAP Fault witmessage; d b dzY 6 SNJ 2 7
request (<No. of Alarm Ids in requesexceeed
the maximum limit set (gulkAlarmOpMaxLimit
gl t£dzS Ay OF3Id CAfSHOLE

7.9.5 AlarmIRP::clearAlarms

Description:

The API will be used to Force Clear one or miackets in the Prime Network

Input:

Table7-10: Input Paramters to clear a listf Alarms

SI.No

Parameter Data Type Description

1

alarminformationReferencelis List

List of
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Alarminformation.alarmi¢corresponds
to an ID of a Ticket in the Prime
Network)- It carries one or more
identifiers identifying Alarminformation
in AlarmList.

2 ackUserld String The ID of the user who wishesdtear
the Tickets

Output:

The API gives the information about the status of the clear operation and the information about
the Alarms that are not cleared.

d.No | Parameter Data Type Description
1 badAlarminformation | List List of pair of
ReferenceList AlarmInformation.alarmi¢same

as the inputyand the failure
reason- If all theTicketsare
cleared this information is
absent. Else this list contains
details about theTicketsthat
are notcleared

2 Satus ENUM(OperationSucceeded If some of theTicketsare
OperationFailed, cleared status =
OperationPartiallySucceede( OperationPartiallySucceeded.
If all theTicketsare cleared
status = OperationSucceeded.
If none of theTicketsare
cleared
status=OperationFailed.

Error.

The following error scenarios will be handled and reported by the API:

SI.No | Condition Error

1 Alarm IdIn this case the Ticket ID in | ThebadAlarmInformatiofReferenceList will
Prime Network)is not present in contain the corresponding Alarmadongwith
Prime Network the failureReason"Execution failed. Ticket is in
(Standalone deployment) use or does not exist."

The overall status of the operation will be
"OperationFailedif the operation did not
succeedor all the remainingricketsor
20KSNBAAS GhLISNI A2yt
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operation succeeded for some of tféckets

Alarm IdIn this case the Ticket ID in
Prime Network)provided is neither an
Integer nor in the format;
{[NewAlarm(ld=TicketiD3]}

The badAlarminformatioReferenceList will
contain the corresponding Alarmadongwith
the failureReason" Invalid Alarm Id provided.
tftSrasS SyGa4SNI+ @FfAR

The overall status of the operation will be
"OperationFailedif the operation dd not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

Alarm IdqIn this case the Ticket ID in
Prime Network)is not present in
PrimeFault Management (Suite
deploymen)

ThebadAlarmInformatiofReferenceList will
contain the corresponding Alarmédongwith

the failureReasord | y 1y 20y ! f I N
additionalFailureReasori' Alarm does not exist.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tAéckets

Alarm IdIn this case the Ticket ID in
Prime Networkprovided isnot an
Integer(Suitedeployment).

The badAlarminformatioReferenceList will
contain the corresponding Alarmiadongwith
the failureReasorn" UnknownAlarmid " and
additionalFailureReasorUnable to look up
Alarm Id. Error occured while looking up the
Alarm Id¢

The overalktatus of the operation will be
"OperationFailedif the operation did not
succeed for all the remaininfjcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

Alarm operation succeeded but FM
updating faied for an Alarm Idn this
case the Ticket ID in Prime
Network)Suite deployment)

ThebadAlarminformatioReferenceList will
contain the corresponding Alarméadongwith

the failureReason "AcknowledgmentFailed" ang
additionalFailureReasor ! f | NMion2 LJS
succeeded on DM. But failed to update FBUt
no response received for FM update operatibn|

The overall &tus of the operation will be
GhLISNF GA 2yt | NtRelSpetasion d
did not succeed for all/lsome of the remaining
Tickets

FM updatefailure after the operation succeede(
on the DM is considered as partial success.

Alarm IdqIn this case the Ticket ID in
Prime Network)provided isempty.

The badAlarminformatioReferenceList will
contain the corresponding Alarmalongwith
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the failureReason & LpRvided is invalid. Id
cannot be null or empty.

The overall status of the operation will be
"OperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tféckets

DM down

The badAlarminformatioReferenceList will
contain the corresponding Alarmédongwith
the failureReasolg GAcknowledgmentFailed
and additionalFaill@Reasorg ¢OM (<DM ID»
not found £

The overall status of the operation will be
dOperationFailedif the operation did not
succeed for all the remainingcketsor
20KSNBAAS GhLISNI A2yt
operation succeeded for some of tAéckets

List don't have eveasingleAlarmId
(Empty list)

SOAP Fault witmessagee d L Yy @ £ AR v

User €leaiUserld is not present

f8Frad 2y8 'EFNY LR Aa
SOAP Fault witmessageed L y @ £ AR !
LR OFLyy2i 08 ydf f 2NJ

10

Alarm Ids in the request exceeded th
limit specified in the
com.cisco.prime.esb.tgpp.interface.c]
file.

SOAP Fault witmessage; d b dzY 6 SNJ 2 7
request (<No. of Alarm Ids in requektxceeed
the maximum limit set (gulkAlarmOpMaxLimit
@F tdzS Ay OF3Id CAfSHULE

7.9.6 AlarmIRP:: notifyNewAlarm

Once a new alarm is receivémm Prime NetworkPrime Central notifies this alarm #dl
the subscribed OSS clien®&upported only norsecurity alarms.

Note: Supported only on Suite Mode.

Input

SI.No | Parameter Data Type Description

1 objectClass String Class of the Monitored entity

2 objectinstance String The Obiject Identifier which
identifies the
device/component instance ir
the Prime Network.

3 notificationld Long Identifiesthe notification that
carries the Alarm information
uniquelyper Managed Entity

4 eventTime XMLGregorianCalendar The time when the Ticket is
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raised. Shall be of best effort
basis.

5 systemDN String Indicates the instance of the
IRP Agent

6 notificationType String Type of the notification.The
value will be'notifyNewAlarm"

7 probableCause String A short phrase denoting the
cause of the Ticket

8 perceivedSeverity ENUM Indicates thet A O |s&veérify 3
level.

Possible values: Critical,
Major, Minor, Warning,
Intermediate, Cleared

9 alarmType ENUM Indicates the type of the
Ticket

Possible values:

G/ 2YYdzy A OF (A2
"Processing Error Alarm”,
"Environmental Alarm".
"Quality Of Service Alarm" o
"Equipment Alarm”

10 specificProblem String Indicates the specific problen
associated with the alarm

11 additionalText String Description of the Ticket

12 additionallnformation | List Additional information related

to the ticket

Contains the following fields:
Identifier, AlarmCategory
AlarmServerAddress
AlertGroup,
AlarmManagedObjectAddres
Alertld

13 alarmid String Theidentifier which uniquely
identifies a Ticket in the Prim¢
Central Fault Management

Note 1:probableCause is not compliant to X733 standards

Note 2: Prime Centrahises ADMC alarm when Domain Manager (Prime Network) is down. The
same will be notified to OSSperator has to manuallglear the alarm from Prime Central Fault
Management. Alarm Life cycle for Prime Central ADMC alarm is not supported.
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7.9.7 AlarmIRP:: noti fyAckStateChanged

Thesubscribed OSS clients are notified regarding changes in the alarms Acknowledgement
state.

Note: Supported only on Suite Mode.

Input

SI.No | Parameter Data Type Description

1 objectClass String Class of the Monitored
entity

2 objectinstance String The Object Identifier
which identifies the
device/component
instance in the Prime
Network.

3 notificationld Long Identifiesthe notification
that carries the Alarm
information uniquelyper
Managed Entity

4 eventTime XMLGregorianCatelar The time when the
Ticket isacknowledged.

5 systemDN String Indicates the instance of
the IRP Agent

6 notificationType String Type of the
notification.The value
will be
"notifyAckStateChanged
7 probableCause String A short phrase denoting
the cause of the Ticket
8 perceivedSeverity | ENUM Indicates thet A O1 S {
severity level.

Possible values: Critical,
Major, Minor, Warning,
Intermediate, Cleared

9 alarmType ENUM Indicates the type of the
Ticket

Possible values:

G/ 2YYdzy A Ol (
Alarm", "Processing
Error Alarm",
"Environmental Alarm".
"Quality Of Service
Alarm” or "Equipment
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Alarm"

10 alarmlid

String

Theidentifier which
uniquely identifies a
Ticket in the Prime
Central Fault
Management

11 ackState

ENUM

Identifies the
Acknowledgement state
of the alarm

12 ackUserld

String

Identifies the user who
has changed the
Acknowledgement state

7.9.8 AlarmIRP:: notifyClearedAlarm
The subscribed OSS clients are notified regarding the cleared notificateweived from

Prime Network.

Note: Supported only on Suite Mode.

Input

SI.No | Parameter Data Type Description

1 objectClass String Class of the Monitored entity

2 objectinstance String The Object Identifier which identifies the
device/componeninstance in the Prime
Network.

3 notificationld Long Identifiesthe notification that carries the
Alarm informationuniquelyper Managed
Entity

4 eventTime XMLGregorianCalendar | The time when the Ticket is raised. Sha
be of best effort basis.

5 systemDN String Indicates the instance of the IRP Agent

6 notificationType | String Type of the notification.The value will be
"notifyClearedAlarh

7 probableCause | String A short phrase denoting the cause of th
Ticket

8 perceivedSeverity ENUM Indicates thet A O {s&vérity evel.
Possible values: Critical, Major, Minor,
Warning, Intermediate, Cleared

9 alarmType ENUM Indicates the type of th&icket
Possible valuestt / 2 Y Y dzy A O {
Alarm”, "Processing Error Alarm",
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"Environmental Alarm™Quality Of
Service Alarm" or "Equipment Alarm"

10 alarmid String Theidentifier which uniquely identifies a
Ticket in the Prime Central Fault
Management

11 clearUserld String Carries identity of the user who invokes

clear alarm operation

7.10 Overview of 3GPP Notification IRP

The Notification IRP support provides support for subscribing and unsubscribing to 3GPP
notifications. The current release suppoAkarm Notification, Communication

Surveillance (CS) Notification and File Transfer Notification.

ForFTIRP, mce the Inventory file generation completes successfully a File Ready
Notification will be sent. If the inventory collection or file generation encounters an issue
a File Preparation Error Notification will be sent.

7.11 3GPP Notification IRP Details

This interface supports APIs that will allow an OSS user to subscribe and unsubscribe for
various notification categories.

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

7.11.1 Notification IRP::subscribe

This interface is used to subscribe to 3GPP notificatibhs request will enable an OSS
user to receive any 3GPP natifications that is supported by the IRP agent. Currently we
support the followingcategories

1 File Transfer IRP NotificationSTIRPp
1 Alarm Notifications (ALARMIRP)
1 Communication Surveillance Notifications (CSIRP)

Description:

The subscribe call can be issued by an OSS ussgister for 3GPP notifications and
enables the OSS ugerreceive the registered 3GPP notificatidhthe optional
parameters are not given, the API registers the OSS user for all supported notification
categories ( current release supporisle Trasfer Notifications, Alarm Notifications and
Communication @veillance Notificationg. The Notification consumer should be active
when notifications are sent. Notifications wilbt be stored for future forwards.

Input:
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The following table lists the input arguments for the request

SI.No

Parameter

Data Type

Description

1

managerReference

URL

A valid URL where the
OSS client/ IRP
manager will be
listening to.

The URL validation wi
not be done during the
registration process.
This is a mandatory
field.

timeTicks

Long

A long value indicating
the time when this
subscription request
should expire.

This is an optional
value and is NOT
supported in this
release. Giving a nen
numeric value will
throw a SOAP / Web
Service exception.

notificationCategories

ntfIRPData:NotificationCategorySetTy

This is aet of strings
that can be specified
for which the
subscription will be
done.

This is an optional
parameter. In this
release, we support
the values

al! [ ! waLwt €
aC¢Lwt ¢
Being an optional
parameter the user is
not expected to give
this as an input wich
will automatically
subscribe the OSS usgq
to receive the
currently supported (
FT , ALARM and CS
Notifications ).

Flter

String

This is an optional fielg
and is NOT supported
int this release . Any
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value specified in this
field will be ignored.
If supported the user
can use this field to
have a customer
filtering for specified
Notification
categories.

ntfTrsnsServiceNS

anyURI

This parameter is use(
to specif the
namespace of the
Web Notification
Transmission Service
that will be used for
sendingnotification.
This is a mandatory
field, but in the
current release, this
field will not be used.

NOTE: ThenanagerReferencandntfTrsnsServiceN&re the only mandatory paraeters.

Output:

The API gives the subscription ID as an output. This sptsoriD will be used to
unsubscribe for notifications.

SI.No

Parameter

Data Type

Description

1

subscriptionID

String

The subscription ID will be returned
upon a successful subscribe request
The subscription ID along with the
manager Reference can bsed to un
subscribe for notifications.

status

ENUM

Status of the subscribe operation
performed. It can have values
oOperationSucceeded
¢OperationFailed | y R
oOperationFailedExistingSubscription

Error.

The following error conditions will beported by the API

SI.No

Condition

Error

1.

Invalid Category

Exception indicating an
invalid manager Reference
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or category

2 Already registered category Exception indicating that
any of the categories
passed as input is already
registered for thisnanager

Reference.
3 One or more categories arg An exception will be
not supported returned If any of the

category entries passed

7.11.1.1 Multi -DM Behaviour
N/A

7.11.2 Notification IRP::unsubscribe

Description:

This API is used to unsubscribe to any 3@ cation. The managerReference that is
passed as input will be used to-gnbscribe the OSS / requesting usdre
managerReference is a mandatory parameter.

The operation will ursubscribe the Notification consumer from all subscribed categories
assaiated withthe subscriptionID. If no subscriptionID passed as input, it will try to
unsubscribe for all supported categories.

Input
SI.No | Parameter Data Type Description
1 managerReference | URL A valid URL where the
OSS client / IRP
manager will be
listening to.
This is a mandatory
field. This value will bg
used to remove the
2 subscriptionID String This is an optional
parameter.
Output:
Upon successful completion of «wouibscribe operatiothe manager reference will be
returned.
SI.No | Parameter Data Type Description
1 managerReference | String The manager
reference that was un
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subscribed.

2 Status ENUM Status of the
unsubscribe operation
performed. It can have
values
dOperationSucceeded
and

dOperationFailedl ®

Error:

The following errowill be thrown under the specified conditions:

Condition Error

Manager Reference does not| Exception indicating an invalid manager Reference
exist or invalid
Invalid Subscription ID or Exception indicating an invalid manager Reference o
ManagerReference subscriptionID

7.11.2.1 Multi -DM environment behavior
N/A

7.11.3 Notification IRP::getSubscriptionlds

Description
This API returns all registered subscription Ids for the caller manager reference, passed a
input. The managerReference is a mandatory parameter.

Input
SILNo | Parameter Data Type Description
1 managerReference | URL A valid URL where the OSS client / IRP
manager will be listening to.
This is a mandatory field.
Output:
SI.No | Parameter Data Type Description
1 subscriptionldSet String It holds a set of the subscriptionld, each
assigned as output parameter in previol
subscribe operations invoked by the
current IRPManager.
2 status ENUM (Operation If issuccessfylstatus =
succeeded, OperationSuceeded.
Operation failed) If is failed status = OperationFailed.
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Error:

The following error will be thrown under the specified conditions:

Condition Error
Manager Reference does | Exception indicating an invalidanager Reference
not exist or invalid

7.11.4 Notification IRP:: getNotificationCategories

Description:

This API is used to query the categories of notification supported by IRPAgent. IRPAgent
returns the list of categories of notification supporteBach category of notificatio
defines the name and the version of the IRP specification. The list of category of
notification returned shall only contain the name and version of the IRP specifications that
actually have notifications defined. IRPManager does not need to subscrihedie this
operation.

Input
None
Output:

Upon successful completion of getNotificationCategories operation the
NotificationCategoryLiswvill be returned.

SI.No | Parameter Data Type Description

1 NotificationCategoryList | String SET OF (name awmdrsion of
IRP specification) where eag
IRP is contained by IRPAger
and the attribute
notificationNameProfile of
the ManagedGenericlRP is

not empty.
2 status ENUM (Operation succeede| If is successfuktatus =
Operation failed) OperationSuceeded.

If is failed status =
OperationFailed.
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7.12 3GPP FT Notification Consumer

The 3GPP Notificatic®nsumer endpoint will be exposed as a Web Service endpoint. This
endpoint can be used by the OSS users who wish to receive notifications to download the
Notification Consumer Interface WSDL.

Thisendpoint will not support any operation and is deployed for getting the 3GPP FT IRP
Notificaion Consumer WSDL.

The WSDL document can be accessed fronAtigendixsection.

7.13 Overview of 3GPP Notifications

The current version of Notification IRP will allow a subscribed user to receive the
following notifications:

1 3GPP File Ready Notification
1 3GPP File Preparation Error Notification

7.13.1 3GPP File Ready Notification

AFileReady 2 0 A TAOF GA2Y gAff ©06S IASYSNIGSR FT2NJ a3€
G3Sdbdalyll3aSR9tSYSyidé¢ 1tL OFffta 2y (KS Ly@Syl
be sent upon a successful completion of the inventory file creation.

7.13.1.1 3GPP File Ready Notification SOAP Format

The SOAP format for the File Ready Notification is shown below. One File Ready
Notification will be generated per request if atleast one file was generated. The
notification contains information about all the successfully generated files.

A notification sample is shown in th&ppendixsection

7.13.2 3GPP File Preparation Error Notification

A FilePreparation Errob 2 G A FA Ol GA2Y gAff 06S ISYSNIGSR T2
Ga3Sdal ylI 3SR9f SYSy (¢ IRPLONYdnéFilea 2y (G(KS Ly @Syl
Preparatiomotification will be senif an error is encountereduringinventory collection

or file generation

7.13.2.1 3GPP File Preparation Error Notification SOAP Format
This SOAP message for 3GPP File Preparation Error Notification isbeowriThe SOAP
message will not contain any information about the files. This notification will be
generated if the file creation process encounters any error.

Anotificationsample is shown in th&ppendixsedion.
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7.13.3

3GPP FTNotification Multi -DM Behavior

Multi-DM environment when all participating DMs generate inventory files for all supported
devices without encountering failure.

No gk~ whRE

Notification Consumer ( eg: OSS Client ) subscribes to notifications.
Issuesreq8a il G2 a3SG!ffLYOSYG2NRe G2 2SS0 {
All participating DMs are free to handle request.

Request initiated on all participating DMs

File Generation is successful on each of the DMs

91 OK 5a a4SyR& I GCAfSwSIReb2GAFAOLIGARZ2YE
Notification consumeNBE OS A @Sa 2yS AGaCAf SwSIFReb2GAFTAOIGA

w»
2
S
O«
N>

Multi-DM environment when no files are generated and DM encounters failure when
generating inventory files for all managed devices

aprwbdE

6.
7.

Notification Consumer ( eg: OSS Client ) subscribes to notifications.

3addzSa NBIdzSad G2 a3SG!fttLY@SYyGa2NERe G2 2
All participating DMs are free to handle request.

Request initiated on all participating DMs

File Generation is uauccessful on each of the DMs

9 OK 5a &4SYR& I ACAfStNBLINIFGA2YINNRND2GAT
b2 AFAOIGA2Y O2yadzYSNI NBEOSA@GSa 2yS GCAf St N

w»
(@]]

Multi-DM environment with partial success and partial failure use case, when some files gets
generated for a set of managed devices and fails for asstilof the devics.

a s wd e

Notification Consumer ( eg: OSS Client ) subscribes to notifications.

LaadzSa NBIljdzSad G2 a3aSa!fttLy@Sya2Nee G2 2S06
All participating DMs are free to handle request.

Request initiated on all participating DMs

File Generation is successfal a subset of DMs and wsuccessful for a subet on

each / some of the DMs

9N OK 5a &4SYR&A& | AGCAftSwSIReEb2GAFTAOFGAZ2YE O2
createdand! GCAf St NSBLI N GA2YINNRBNDL2GATFTAOIGA2YE

to generate any file.

. b20AFAOFGAZ2Y O2yadzYSNI NBOSA@Sa 2yS GaCAfSwS

creationandone ¢ CA £ St NS LI NI (A 2y 9 NN Nileiedtidgnp& | G A 2y §
DM instance.
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7.14 Overview of Communication Surveillance IRP (CS IRP)

ThisCommunication Surveillance IBBject represents a capability that can emit heartbeat
notification to all subscribed OSS clients periodically. The emission freggesuaytrolled
by an attribute named heartbeatPeriod.

7.15 3GPPCommunication Surveillance IRP Interface Details

This section describes the 3GPP Communication Surveillance IRP Intddtks. The
operations supported in CSIRP, input, output and functionality will be explained.

The WSDL document describing the details of the Interface can be accessed from the

Appendixsection.

7.15.1 CSIRP::geHeartbeatPeriod

The OSS client invokes this operation to obtan the current hearbeat period. The OSS client

can invoke this request without any subscription.
Input :

No input parameters

Output:

Upon successful completion of the operation the heartbeatiod will be returned.

SI.No | Parameter Data Type Description
1 heartbeatPeriod int It denotes frequency at which
IRPAgent transmits heartbeat
notifications
2 status ENUM (Operation Status of setHeartbeatPeriod
succeeded, Operation failed| operationperformed.

7.15.2 CSIRP::setHeartbeatPeriod

The OSS client invokes this operation to set the hearbeat peftoel hearbeat period is in
minutes rangesrom 5 min to 60 min After successful completion of the operation, IRP
Agent shall emit thenotifyHeartbeat immediately and continue to emit based on the
newly specified heartbeatPeriogd to all established notification subscripti®s of all
subscribed OSS client$.the heartbeatPeriodspecified is same as the current valinre
IRPAgent, the operation shall falhe OSS client can invoke this request without any

subscription. Any OSS client can change the value of the Heartbeat period, and the same

values will be reflected across all the OSS clients.
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Input :
SI.No | Parameter Data Type Description
1 heartbeatReriod int It denotes the frequency at which
IRPAgent transmits heartbeat
notifications.
Output:
Upon successful completion of the operation, the heartbeat period will be reflected
SI.No | Parameter Data Type Description
1 status ENUM (Operation | Status of the SetHeartbeatPeriod
succeeded, operation performed.
Operation failed)
Error.

The following error will be thrown under the specified conditions:

Condition

Error

invalidHeartbeatPeriod

The input parameter of heartbeatPeriod is not within

the allowed range

conflictingHeartbeatPeriod

The input parameter of heartbeatPeriod is same as th
current value in IRPAgent.

7.15.3 CSIRP::notifyHeartbeat

Thesubscribed OSS clients are notifidtat the resources supporting the communicati
path between thedRPAgent and the notificationeeiving OSS cliendése working

Input

SI.No | Parameter Data Type Description

1 objectClass String Class of the Monitored entity

2 objectinstance String The Obiject Identifier which
identifies the device/component
instance in the Prime Network.

3 notificationld Long Identifiesthe notification that
carries the Alarm information
uniquelyper Managed Entity

4 eventTime XMLGregorianCalendar | The time when the Ticket is raised.
Shall be of best effort basis.

5 systemDN String Indicates the instance of the IRP
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Agent

6 notificationType String Type of the natification.The value
will be"notifyHeartBeat

7 heartbeatPeriod Integer It specifies the time between two

emissions of heartbeat notifications
A value ofzero implies there is no
heartbeat emission. The unit is
minute. Range: value range of
heartbeat period is from 5min to
60min, O is also a legal value

8 locator String Identifies the communication path
used by the natifications. The valug
gAff o0Sw&a OKI yy St
9 triggerFlag ENUM Indicates the notification triggered
source.The value of this parameter
is "IRPAgent"

7.16 Scheduling Web Services

Prime Network Integration Layer uses Prime Network Scheduling framework to schedule
the following 3GPP Web Services.

1 InventorylRP:getAllinventory
1 InventorylRP:getManagedElement

For Scheduling Web Servicaser has to use the options available in the Prime Network
Component.

For nore details on the Prime Netwoil/eb Scheduler , se@isco Prime Network21
User Guide

7.17 3GPP Standard Compliance

This version of 3GPP inventory management is based on 3GPP Releasefitatspe¢TS
32.690 V10.0.0)The interfaces to retrievenventory information from the IRP Agent
F2f f 2ipveniolylSRMéxsél & O HeScvitded in TS 32.696 V10.3.0.

The 3GPP standard does not define a SOAP solution set for Inventory Management. This is
a Cisco eension br the SOAP solutiomhe XML outputconforms to the 3GPP standard
based inventoryNRM schema. The inventory file contains both the physical and logical
inventory information.
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Thelogical inventory data contains both standard based and vendor (Ciscosexiatata.
The Vendor extension data will be present under the vendor specific data container
(VsDataContaingrsection inside the logical inventory section in the XML data Fibe.
more details on these 3GPP vendor ewd®ns, seé\ppendix

This version of 3GPP Alarm IRP Notifications (TS 32,114 32.1122, TS 32.115) and CS
IRP (TS 32.351, T®.352, TS 32.355, TS 32.357) dased on 3GPP Release 12

specification.

Refer to the 3GPP and MTQ8&Indards in the linkttp://www.3gpp.org/specifications

7.18 Trouble Shooting 7z 3GPP

The below tableincludes the issues that might be encountered while setting up OSS
integration layer and steps to troubleshoot the problem.

Table7-11 0SS Integration Problems and Troubleshooting Procedure

Problem Indication Probable Cause Troubleshooting Procedure
Description

Web Services | Web Service call to | The user ID / passwor( Use a proper User ID / password for
Security any of the Interfaces | provided for the web | the web services call.

Exception will throw a WS service call might not

Security exception be correct.

with authentication

failure message

No DMs Exception message | The communication to 1 Verify that the Prime
Available from the Web Servicg PN is not proper. The Networks application is
Exception call, stating that no | Integration layer was running.

DMs are available. | not able to 1 Network Connectivity to the
communicate with the Prime Networks machine is
domain manager ( DM proper.

).
Exception A callto The PN system is not 1 Verify if the PN system
indicating No getAllinventory configured to have any contains any managed
Managed returns a Web managed elements elements.
Element in Services exception 1 Add network elements that
Network stating that there are can be managed by PN.

no Managed 9 Issue the Web Service requef

Elements in the  Verify if the Exception

network. message disappears and We

Service response indicating
start of inventory collection
appears.
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91 Verify if Inventory files are
getting created

Inventory files
are not copied
to FTRservers

Inventory files are
not present on the
FTP server (primary
and secondary)
configured.

The FTP server
configuration is not
proper.

1 Verify the FTP server
hostname is reachable.

1 FTP/SFTP service is running
on the configured hosts.

1 Login and passovd is
properly specified during the
FTP configuration setup.

Note: The password will be encrypteq
in the configuration file.

getManagedEle
ment returns a
SOAP Exception

Acallto
getManagedElement
returns a Web
Services exception
stating that the
deviceis not in up
state though it is

The device name
specified in request is
incorrect

Cross check the device name in
getAllManagedElemerNames
response anderify if the device is
not in up state

actually up.
getManagedEle,| Call to The Managed Elemen{ This is a valid condition. The manage
entreturns an | getManagedElement| is either not managed | element is expected to be managed

ME not in up
state message

returns with
exception indicating
the ME is not in up
state

by the EMS or is not a
valid name.

the ENVB.

Call to any JMS did not get There might be an Please check the log file under the
WebService response in specified| exception in the INSTALL_DIR/data/log, in the
operation time 3000 processing on the servicemix.log file for any exceptions|
returns a milliseconds (time | server.

timeout out)

exception.

Call to any Exception is received The credential given | Please make sure that the credential
WebService by the SOAP client. | does not match with | given to the Web Service all is
operation Exception: the PN credential. consistent with the PN credentials.
returns an java.lang.Exception:

authentication
failure error

java.lang.lllegalState
xception: Error
communicating with
ANA host
10.105.39.39
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FTIRP
Webservice
does not list any
files for acall to
listAvailableFiles

Message indicating :
No files to display is
given as a SOAP
response

No files exists on the

system to be displayed

Log on to the PN host, primary and
secondary FTP server. Match the filg
based on the start time and end time
supplied for the API.

FTIRP FTP is configured on| Probable cause: i Check the FTP access
Webservice gets PN hostThe File list 1 (SFTP servers 1 Check the FTP permissions
files present on | info lists the files are down. 1 Check the FTP credentials.
the local file indicating the host IP 1 (SFTP
system. where the Web credentials are

Service is deployed not correct.

insteadof the FTP 1 (S)FTP access

servers name. not allowed to

the FTP
servers.

FTIRP Files listed are only | Replication is not 1 The replication of FTP server
WebService gety from the primary FTP| configured. is not configured.
files present server.
under the
primary FTP
server only.
Web Service Theinventory files The scheduler might b 1 Log on to the PN system on
Scheduler: are not getting down on the Prime which the scheduling is done.
getAllinventory | generated after the | network DM. 1 Verify in the scheduler logs tq
and scheduled time check if the job is scheduled.
getManagedEle | elapses. 1 Verifyif the Web Service is
ment Web accessible.

services are
scheduled but
the jobs are not

executed.

OSS client No notifications Manager URI (TCP Log on to the system(Prime Network
subscribed to received. connection) is not UP. | in standalone mode, Prim@entral in
notifications suite mode) which OSS client is

with an invalid subscribed to.

manager URI,

but not Verify servicemix logs, and check for

receiving any.

below error.

1

Caused by:
java.net.SocketTimeoutExceptio
SocketTimeoutException invokir]
http://<OSS Client ip>:<OSS Cli¢
port>/mockNotificatonIRPNtfSer
viceSoapBindingonnect timed
out
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8.1

MTOSI OSS Integration

Cisco implementation of MTOSI APIs provide North Bound Interface support for the
retrieval of physical inventory, Carrier Ethernet connection resources and notifications of
respecitiveresource changes.

1 Managed Elements and Equipméntventory
1 Ethernet Virtual Connection Resource Inventory
1 Inventory Object Create/Delete/Update and Attribute Value Change Notifications

Cisco MTOShformation Model is designed twonform toMTOSI 2.0 imirmation model
and operational APIs. Cisoeference implementatiorextensions are introduced to
support proprietary APlsral name space as per Cisco PrimeSuite release.

For asample SOAP Requestd Responséor all the APIs defined in these interfaces, refer
to the Prime Network OSS Integration Guide SOAP Request Resjmmuseent onCisco
DevelopemNetwork

Supported Device s for MTOSI Interface

The below tabldist of supporteddevicesfor MTOSI.

Table8-1: Supported Devices for 3GPP and MTOSI

Supported DM Versions | Supported Devices

MTOSI PN4.2.1, PC 12 Device support is based on P
421

8.2

MTOSI Interface and supported APIs

This section lists the summary of the Interfaces and the associated APIs supported by MTOSI

SI.N | Interface Name Interface APl Name MTOSI | Cisco
o] Version Standar| Extenso
d n
1 Managed MTOSI 2.0 | getAllManagedElement Y
ElementNames Names
Retrieval
2 ManagedElementRetrie| MTOSI 2.0 | getManagedElement Y
val
3 Equipment Inventory MTOSI 2.0 | getAllEquipment Y
Retrieval
4 getContainedEquipment Y
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5 getEquipment Y
6 getAllRemoteEquipmen Y
tByPTP
7 PhysicalTerminationPoi| MTOSI 2.0 | getAllSupportedPhysical Y
nt Retrieval TerminationPoints
8 ResourcelnventoryRetrii MTOSI 2.0 | getinventory Y
eval
9 NotificationProducer MTOSI 2.0 | Subscribe Y
10 Unsubscribe Y
11 | Connection Retrieval MTOSI 2.0 | getSubnetworkConnecti| Y
on
12 getRoute Y
13 | FlowDomainRetrieval | MTOSI 2.0 | getFlowDomainFragme|Y
nt
14 getFlowDomainFragme| Y
ntRoute
15 getAllFlowDomainFrag Y
mentNames

8.3 MTOSI API Summary

This section lists thMITOSI APIs with their Request, Response and Description. The APIs
described here include the following

- ManagedElement retrieval

- ManagedElementNames Retrieval

- Notification

Equipment Inventory Retrieval

- ConnectionRetrieval
The below table describes théAPls

Table8-2: Supported APIs for Managed Elements, Equipment Inventory

API

Request

Response

Description

getAllManagedElementNargetAllManagedElement

es(...)

NamesRequest

getAllManagedElemer
NamesResponsea list
Managed Element
Names

Returns all Managed Element
Names. This is a proprietory AP
to facilitate getManagedElemen
API for a specific managed
element retrieval.

getManagedElement(...)

getManagedElementRg¢
uest- a list of RDN
consisting of MD/ME

getManagedElementR
sponse- a specific
Management Element

Returns a requested Managed
Element instance. See the
corresponding wsdl/xsd files for

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP

64



MTOSI OSS Integration

name value pairs

instance

more details.

i ManageResourceln
entory/l1IS/wsdl/Ma
nagedElementRetri
val/ManagedEleme
tRetrievalHttp.ved|
ManageResourceln
entory/l1S/xsd/Man
agedElementRetrie
alMessages.xsd
ME AttributeExtensioras per
requirement are defined i
9 NetworkResourceFulfilln
ent/l11S/xsd/Cisco_ME_E
_Inventory.xsd

getAllEquipment(..)

getAllEquipmentReque
- name of the ME or
equipment holder for
which to retrieve
contained equipment
and equipment holders

getAllEquipmentResp
nse

- a list of all of the
equipment and
equipment holders
contained in a manage
element or equipment
holders

Returns a list of Equipment
Holder, Equipment. See the
corresponding wsdl/xsd files for
more details.
 ManageResourcelnvent
ry/lIS/wsdl/Equipmentin
entoryRetrieval/Equipme
ntinventoryRetrievalHttp
wsdl
ManageResourcelnvent
ry/lIS/xsd/Equipmentinvg
ntoryRetrevalMessages,
sd
EquipmentAttribute Extensioras
per requirement are defined ig
9 NetworkResourceFulfilln
ent/lIS/xsd/Cisco_ME_FE|
_Inventory.xsd

getContainedEquipment(..,

getAllEquipmentReque
- name of the equipmer
holder to retrieve the
next level ontained
equipment and
equipment holders

getAllEquipmentRespq
nse - a list of all of the
equipment and
equipment holders
contained in the
equipment holders

Returns the next level containe
Equipment Holder
andEquipment list. See the
corresponding wsdisd files for
more details.
ManageResourcelnventory/lIS/
sdl/EquipmentinventoryRetrieva
/EquipmentinventoryRetrievalH{
p.wsdl
ManageResourcelnventory/IIS/
d/EquipmentinventoryRetrievall
essages.xsd
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Equipment AttributeExtensioras
per requirement are defined ig

NetworkResourceFulfillment/lIS
xsd/Cisco_ME_EQ_Inventory.x

getAllSupportedPhysicalTe
minationPoints( ... )

getAllSupportedPhysici
TerminationPointsReqy
st - a list of RDNs that
specifythe containing
equipment:
MD/ME/EH[/EH/EH]/EC

getAllSupportedPhysic
ITerminationPointsRes
onse- a list of physical
termination endpoints
(PTP) of the specified
equipment

Returns a list PTPs. See the
corresponding wsdl/xsd files for
more details.

1 ManagResourcelnventg
ry/l1IS/wsdl/TerminationP
ointRetrieval/Terminatio
nPointRetrievalMessage
wsdl
ManageResourcelnvent
ry/l1IS/xsd/TerminationPg
intRetrievalMessages.xs

PTP Attribute Extensions per
requirements are defined ig
1 NetworkResourceFulfilln
ent/l1IS/xsd/Cisco_ME_E
_Inventory.xsd

subscribe(...)

subscribeRequest This
operation allows the
Client to subscribe for
notifications

subscribeResponse

- an unique
subscription identifier |
returned to the Client
OS to be used when
invoking the
unsubscribe() for the
given topic. Note that
it must uniquely
identify the request
signature by its three
elements:
consumerEPR, topic,
and selector.

The sulscribe operation used to
receive subscriptions from
consumers . See the
corresponding wsdl/xsd files for
more details.

 Framework/IIS/wsdl/Not
ficationProducer/Notifica
tionProducerHttp.wsdl
Framework/II1S/xsd/Notif
cationMessages.xsd

unsubscribe(...)

unsubscribeRequest

- This operation allows
the Client to unsubscrit
from a previous
subscribed notification
channel.

unsubscribeResponse

- response message
structure of the
unsubscribe operation
Note that it is an empt]
payload. Failure shoul
be handled as an
exception.

The unsubscribe operation useq
to receive subscription
cancellations from consumers.
See the corresponding wsdl/xsd
files for more details.

I Framework/lIS/wsdl/Not
ficationProducer/Notifica
tionProducerHttp.wsdl
Framework/lIS/xsd/Notif
cationMessages.xsd
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notify(...)

not applicable

not applicable

One way (notification) message
structure of the notify operation,
This operation allows event
notification to a client OS for the
following event types:

9 AttributeValueChangeTy

pe

9 ObjectCreationType

9 ObjectDeletionType
For more details, see
Framework/lIS/wsdl/Notification
Producer/NotificationProducerH
tp.wsdl file.

getSubnetworkConnection

getSubnetworkConnec]
onRequest; The SNC f(
which the details are
requested

getSubnetworkConne
ionResponse The
details of the SNC will
be returned

The SNC details includes:
sncState

direction

LayerRate
staticProtectionLevel
sncType

aEndTpDataList
zEndTpDataList
reRouteAllowed
networkRouted
isReportingAlarm

isFixed

etc.,

ForDetails on the attributes,
refer to
NetworkResourceFullfilment/11S
xsd/snc.xsd

getRoute

getRouteRequest The
SNC for which the rout
information is requeste

getRouteResponse
The route details of thi
SNC

The Route Type element contai
the partially odered list of cross
connects.

For details on the attributes,
refer to
NetworkResourceFullfillment/IIS
xsd/route.xsd

NOTEThe above APIs will be supported to get information about individual MEs that
participate in a ASR 9K cluster
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8.4 MTOSI Inventory Management
Cisco Prime Network suppatthe following features.

Managed Elements and Equipméntentory

Inventory Object Create/Delete and Attribute Value Change Notifications
Ethernet Virtual Connection Resource Inventory

Connection Inventory

= =4 —a -9

CiscoMTOSI Information Model is designeddonform toMTOSI 2.0 information model
and operational APIs. Cisoeference implementatiorextensions are introduced to
support proprietary APIs and name space as per Cisco PRIME Release requirements.

The sections ®low document all the APIs supported by Cisco Prime Central and Prime
Network. Interfaces are defined in the WSDL and the corresponding data types can be
found in XSD files

8.5 MTOSI Interface Detalls

This section describes the MTOSI Interfaces supported.

8.5.1 Managed Element Retrieval Interface

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.5.1.1 getManagedElement

Description: This operation&turns a requested Marged Element instance.

Input

SI.LNo | RequestParameter Data Type Description

1 ManagedDomain RDN String The Managed
domain name
Name=MD,
value=CISCO_PRIM

2 ManagedElement Name RDN | String The Managed
element for which
the request is made
Eg: Name=ME,
value=MENAME

Output

SI.No | ResponsdParameter Data Type Description

1 ManagedElementNameRespon| ManagedElementNameResponse| The Data

pertaining to the
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managed
element is
returned. For
details please
refer to the

associated
WSDLs given in
this section.
Error
N/A

8.5.1.2 getNetworkFunctionNamesByType
Description: This operation eturnssupported mobility network functions by the device.

Input

SI.LNo | RequestParameter Data Type Description

1 ManagedDomain RDN String The Managed
domain name
Name=MD,
value=CISCO_PRIM

2 ManagedElement Name RDN | String The Managed
element for which
the request is made
Eg: Name=ME,
value=MENAME

3 NetworkFunctionType String The network
function supported
by the device.
Eg: Cisco_Mobility

Output

SI.N | ResponsdParameter Data Type Description

o]

1 GetNetworkFunctionNames| GetNetworkFunctionNa | This API will return all the

ByTypeResponse mesByTypeResponse | supported mobility network
functions by the device.
Error
N/A

8.5.1.3 getNetworkFunction
Description: This operationeturnsnetwork function details for the input service.
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Input
SI.No| RequestParameter | Data | Description
Type
1 ManagedDomain RDI String | The Managed domain name
Name=MD, value=CISCO_PRIME
2 ManagedElement String | The Managed element for which tlmequest is made
Name RDN Eg: Name=ME, value=MEAME
3 NetworkFunctionTypeg String | This is the supported network function by the device.
This string has three inputs,
namec name of the service,
context¢ context to which the service belongs to,
serviceType senice type of input service.
Eg:
‘name":'PGWS8','context":'PGW','serviceType":'PGWSen
Output
SI.N | ResponsdParameter Data Type Description
o]
1 CGetNetworkFunctionRespon GetNetworkFunctionReg This API will returdetails about
se ponse the serviceprovided in input
request
Error
N/A

8.5.2 Managed Element Names Retrieval Interface

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.5.2.1 getAllManagedElementNames
Description: This operation allows a user to retrieve a list of managed element names
that are managed by the NMS / EMS

Input
SIL.LNo | RequestParameter Data Type Description
1 managedElementsNameRequg ANY The request

contains an empty
XML tag, used to
query all the
managed elements
present
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Output
SI.No | Responsd?arameter Data Type Description
1 ManagedElementNamesRespon List<ManagedElementName> | A List of
Managed
Element Names
managed by the
management
system.For
details on the
Output
parameters refer
to the WSDL
section.

Error
N/A

8.5.3 Equipment Inventory Interface
The WSDL document describing the details of the Interface can be accessed from the

Appendixsection.

8.5.3.1 getAllEquipment
Description: This operation allows a user to retrieve the details about the Equipment
queried. The output contains the complete information about the equipment.

Input

SI.No | RequestParameter Data Type Description

1 getAllEquipmentRequest RDN The MD and ME
RDN List. Name=MI[
value=CISCO_PRIM
Name=ME,
value=ME_NAME_1

Output

SI.No | Responsd?arameter Data Type Description

1 getAllEquipmentResponse getAllEquipmentResponse A Complex

Information
sequence consisting
of the Equipment
with the details of
holders and the
associated
equipments. For
details please refer
to the WSDL
section
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Error
N/A

8.5.3.2 getContainedEquipment
Description: This operation allows a user to retireve rimfation about the equipments

contained inside the queried equipment.

Input

SI.No

RequestParameter

Data Type

Description

1

getContainedEquipmentReque

RDN

The MD and ME
RDN List. Name=MI[]
value=CISCO_PRIM
Name=ME,
value=ME_NAME_1
The Name of the
equipment holder to
retrieve the next
level of contained
equipment

Output

SI.No

ResponseéParameter

Data Type

Description

1

getContainedEquipmentRespon:

getContainedEquipmentRespon] The Next level of

equipment
contained inside
the Equipment
Holder. For
details on the
operation, refer
to the WSDL
section.

Error
N/A

8.5.3.3 getEquipment
Description: This operation allows a user to retireve information about the equipment

specified in the request.

Input

SI.No Data Type Description
RequestParameter

1 getEquipmentRequest RDN The MD and ME RDN

List. Name=MD,
value=CISCO_PRIME
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Name=ME,
value=ME_NAME_1,
Name=EQ,
value=EquipmentNamj
The Name of the

equipment.
Output
SI.No | Responsd?arameter Data Type Description
1 getEquipmentResponse getEquipmentResponse The details of the
particular

equipment queried
will be returned. For
details on refer to
the WSDlsection.

Error
N/A

8.5.3.4 getAllRemoteEquipmentByPTP
Description: This operation allows a user to retireve any remote equipments associated
with the queried equipment.
This API will be extensively used to query the GPON devices to get information about the
remotely connected ONUSs. For details about the API usage in the GPON technology, refer
to the following linkon GPONsupport.

Input

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 ME String Managed Element name

3 PTP String The ONU PTP FDN
/rack=<chassisld>/slot=<SlotNo>/port=<OlI
Port No>
Sample:
/rack=chassis/slot=3/port=gpon3/1

Output

The response will contain all the ONU's that are connected to this OLT GPON Port. Only ME
level information of the ONU will be modeled in resporsed the remote units are

modeled as shelves. Th

garameters in the response are explained below:

uipmentByPTPR| teEquipme
esponse ntByPTPRe

SILN | Response Type Description
0 parameter
1 getAllRemoteEq| getAllRemo The Information about the units that are remote

connected to the given PTP. The details of the
response, refer t&GPONsection.
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| | | sponse

Error
N/A

8.5.4 Physical TerminationPoint Retrieval Interface
The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.5.4.1 getAllSupportedPhysicalTerminationPoints
Description: This operation allows the user to get a list of palgemination points
supported by the equipment queried for.

Input
SI.No Request parameter | Type Description
1 MD String Management Domain name
2 ME String Managed Element name
3 EH String EquipmentHolder
4 EQ String Equipment Under which the PT&= to be
queried.
Output
The Output returns a list of supported physical termination points present inside the
Equipment.
SI.LN | Response Type Description
o] parameter
1 MD String Management Domain name
2 ME String Managed Element name
3 PTP String Physical Termination Point
Eg: /rack=1/shelf=1/slot=2/port=1
4 discoveredName String The Name of the PTP as constructur
by the Integration Layer. This name i
used to identify the PTP
9 3 ¥M a9 bgidd BTEs in PPM
holder
1 TEN_GE for PTPs that argler
regular slots.
5 VendorExtensions VendorExtension Vendor extensions to the basic
information
51 PTP_Line_Rate String Indicates the line rate as defined by
the MTOSI standard
5.2 PTP Admin_State String The Admin State of the PTP
6 TransmissionParamet| Complex Data Type Contains the transmission parametel
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rs TransmissionParameter|
ist
6.1 Layer Rate String The Layer rate for the PTP
Eg:.LR_Fast Ethernet
6.2 ParameterList ParameterList ( Contains a list of Name value pairs.
List<NVPair>) The contents depends on the values

filled by the EMS system.
Egxns7:parameterList>

<ns2:nvs>
<ns2:name>AdminState</ns2:name:
<ns2:value>IN_SERVICE</ns2:valus
</ns2:nvs>
<ns2:nvs>
<ns2:name>AlarmReporting</ns2:ng
me>
<ns2:value>On</ns2:value>
</ns2:nvs>
</ns7:parameterList>

Error
N/A

8.5.5 Resource Inventory Retrieval Interface

The WSDL document describing details ofititerface can be accessed from tAgpendix
section.

8.5.5.1 getinventory
Description: This operation allows the user to get details about the inventory item queried
for. The output contains the details of the physical inventory contained in the entity
This is a generic API that can be used to get information about different technology
contents.
For Data Center entitiegefer to the sectioron DataCenter
For getting information on MPE&PN entities, please refer to the seeton MPLSVPN

A set of generianput andoutput is shown in the tables below.

Input

SI.No Request parameter | Type Description

1 MD String This is the Management Domain nam
2 ObjectType String A sample data would b&Ciso DG

3 Granularity String I {FYLXS RIGF g2d
Output
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Theoutput for getinventory will be different for different input arguments. The exact
details of the output can be found under the respective sections as described in the
descriptionsection of this API.

A Sample output for a Data Center operation is given below

SI.No Response parameter| Type Description

1 dcNm String Data Center name in the following
format:
<VCenter Name=xData Center
name>

2 Name NamingAttributeType RDN oData Center

3 DM Specific Info Alias

3.1 aliasName| String PN Instance Identifier

3.2 aliasValue String Identifier inside PN for the specific
DataCenter instance

4 VendorExtension

VCenter Information

4.1 name | String oCisco_vCentér

4.2 value | String VCenter Name

Error

Thespecific errors for the Data Center and MPLS ¥WRNescribed under the respective

sections.

8.5.6 Connection Retrieval Interface
This section describes the operations supported in the Connection Retrieval Interface

8.5.6.1 getSubnetworkConnection
Description: This operation is used to get details about a subnetwork connection.

Input

SILNo | Request parameter Type Description

1 getSubnetworkConnectionReque| NamingAttributeType The SNC information is

given as input

Output

Sl. | Response parameter | Type Description

No

1 getSubnetworkConnectior] getSubnetworkConnection The detailed information about

Response Response the queried SNC is returned.

For details on the attributes,
refer to

NetworkResourceFullfilment/IIS]
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\ \ | xsd/snc.xsd

Error
N/A

8.5.6.2 getRoute
Description: This operation is used to get details about the route for a particular
subnetwork connection.

Input

SI.No Request parameter | Type Description

1 getRouteRequest NamingAttributeType The name of the SNC is given as

input
Output
SI.No | Response Type Description
parameter

1 getRouteResponse getRouteRespons| The details of the route for the given SNC. F
details on the attributes, refer to
NetworkResourceFullfilment/IIS/xsd/Route.x

Error

N/A

8.5.7 Flow Domain Retrieval Interface
For explanation on the request and response for Flow Domains refer ta\fkisection

8.5.7.1 getFlowDomainFragment
Description:This operation allows the user to get information about a Flow Domain

fragment.
Input
SI.No | Request parameter Type Description
1 getFlowDomainFragmentReque NamingAttributeType The input to the
request will be the
Managed Domain and
the FlowDomain
Fragment to be
queried
Output
SI.N| Request parameter Type Description
o]
1 getFlowDomainFragmentl getFlowDomainFragment| The Details of specified Flow
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esponse esponse Domain Fragmentor Details on
the attributes, refer to
NetworkResourceFullfilment/IIS/
sd/frfr.xsd

Error
N/A

8.5.7.2 getFlowDomainFragmentRoute
Description: Thisperation allows the user to get information about the Flow domain

routes.
Input
SI.No | Request parameter Type Description
1 getFlowDomainFragmentRouteReques| NamingAttributeTypg The Name of the
Flow Domain
FragmentRoute.
Output
Sl. | Responseparameter Type Description
No
1 getFlowDomainFragmentR{ getFlowDomainFragmentR{ Information about the flow
uteResponse uteResponse Domian Fragment Route.
For Details on the attributes,
refer to
NetworkResourceFullfilment/|
S/xsd/frfr.xsd
Error
N/A

8.5.7.3 getAllFlowDomainFragmentNames
Description: This operation allows the user to get a list of Flow domain fragment names.

Input

SI.LNo | Request parameter Type Description

1 getAllFlowDomainFragementNamesReque| NamingAttributeType This is the
Management
Domain name.

Output

SI.N | Responseparameter Type Description

0

1 getAllFlowDomainFragmentNamesResponsg getAllFlowDomainFra This is the

gmentNamesRespon Management
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se Domain name.
The Response
contains the
names of the

flow domain
fragments in the
domain.

Error

N/A

8.6 Ethernet Virtual Circuit

EVC resource retrieval is supported by these APIs:

1 getFlowDomainFragment

1 getFlowDomainFragmentRoute

1 getAllFlowDomainFragmentNames
The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

More details of the interfaces and data type are described in these files below
1 ManagedResourcelnventofyflowDomainFragmentRetrieval wsdl file
1 ManagedResourcelnventory/FlowDomainFragmentRetrieval xsd file

The below tabldists theAPIs for the retrieval of Ethern®tirtual Connections (EVC).

MTOSI Extension Points andExtensions are ibestbelow. Service topologies

supportedincludepoint to point, multipoint to mulitpoint and point to multipoint (Eree).
8.6.1 Flow Domain Retrieval APIs

The table below givea list of APIs support for Ethernet Virtual Circuit. The APIs currently

supported deal with informatio retrieval for Ethernet Flow Domain.

Table8-3: APIs for Retreiving EVC

API Function Extension Pointand
Extension

getFlowDomainFragm Retrieval ofFlow Domain | Extension Points

yioxo Fragmententities, CTP 1 FlowDomainFragmentType
entity, andMatrix Flow >LayeredParametersTypd.ayerRateType
Domain f FlowDomainFragmentType
Fragmentreference list. >LayeredParametersType
Upon success of this >vendorExtensions
operation, EVC, service Y FlowDomainFragmentType

parameters EFP anits >TerminationPointDataListType

Cisco Prim®SSintegration Guide for MTOSI and 3GPP
79




MTOSDSS Integration

parameters, and
Forwarding reference
list will be returned

>TerminationPointDataType

>| ayeredParametersType
>vendorExtensions
Extensions are defined in

9 NetworkResourcesBasic/lIS/xsd/LayerRg

xsd

9 NetworkResourcesBasic/l1S/xsd/Cisco_(

LayeredParam.xsd

Retrieval of Matrix Flow
Domain Fragment. Upon
success of this
operation,EOMPLS
Forwarding Entities
including Ethernet PW
edge instances/cross
connects and Vivhen
applicable will be
returned.

getFlowDomainFragm
yiw2dzi S6 X0

Extension Points

i FlowDomaiFragmentRouteType
MatrixFlowDomainFragmentType
>LayeredParameterType
>vendorExtensions
FlowDomainFragmentRouteType
MatrixFlowDomainFragmentType
>vendorExtensions
Extensions are defined in
NetworkResourcesBasic/lIS/xsd/Cisco_CE_Lay
Param.xsd

Retrieval of names

of allthe managed Flow
Domain FragmentsUpon
success of this
operation,all Ethernet
connection names will be
returned.

getAllFlowDomainFrag
mentName® X 0

This is a proprietory API introduced to facilitate t
client to perform subsequent retrieval of a name
Ethernet connection.

8.7 DataCenter

This section covers the details of tli@atacenter inventory retrieval functionalitylhis
functionality was implemergd as part ofgetinventory operation defined in Resource

Inventory Retrieval Interface.

Following are thalatacenter inventory retrievalthat are supported

Details of aHost
Details of aHostCluster
Details of eDataStore
Details of avM

=4 =4 8 8 -4 -9 -4 -4 -2

List all Available Virtual Data Centers in Prime Network
List of Hosts (under givendatacenter)

List of HostCluster (undergavendatacenter)

List of DataStoreufider a given datacentgr

List of VMs (includes only names under a vCenter)
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Interface Name Description
getlnventory This APl is usddr Data Center inventory
retrieval

NOTE: The above API supports VSM card in ASR 9K device.

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

The various operations using getinventory request are give below:

8.7.1 List of all available data center name s

Input to getinventoryAPI

SI.No Request parameter | Type Description

1 MD String This is the Management Domain nan

2 ObjectType String ¢CKS ol f dzS C&E DB O S

3 Granularity String ¢KS ol tdzS SELISOU S

Output:

The output will contain all available data centers.

Some of the response parameters are explained below.

SI.No Response parameter| Type Description

1 dcNm String Data Center name in the following
format:
<VCenter Name=xData Center
name>

2 Name NamingAttributeType RDN of Data Center

3 DM Specific Info Alias

3.1 aliasName| String PN Instance Identifier

3.2 aliasValue String Identifier inside PN for the specific
DataCenter instance

4 VendorExtension

VCenter Information
4.1 name | String oCisco_vCenteér
4.2 value| String VCenter Name

8.7.2 List of all available Host name from a particular Data center.

Input to getinventory API:

SI.No Request parameter | Type Description
1 MD String Management Domain name.
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2 Cisco_DC String The value for this should contain the
DataCenter nameas reported in
response section @8.7.1

3 ObjectType String ¢KS oI t dzS CidoLISHDS S

4 Granularity String ¢CKS oIt dzS NAMEJIS O §

Output:

The output will contan list of host nameslTheparameters in responsis explained below.

Response parameter | Type Description

hostNm String Host server name.

8.7.3 Details of a particular host

Input to getinventory API:

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 Cisco_DC String The value for this should contain the
DataCenter name as reported in
response section 8.7.1

3 Cisco_V_Host String The value for this parameteshould
contain the Host Server Name

4 ObjectType String ¢KS ol tdzS§ SELISOU S

5 Granularity String ¢CKS oIt dzS FBIELIS O §

Output:

The output will contairull details of thegiven host
Some of the parameters in response asplained below.

SI.No Response paramete| Type Description
1 hostNm String Host Server name.
2 Name NamingAttributeType RDN of Host Server
3 discoveredName String Host Server name
4 DMSpecificinfo Alias
4.1 aliasName | String PNInstance ldentifier
4.2 aliasValue | String Identifier inside PN for the
specific Host serveinstance
5 VendorExtension
VCenter Information
5.1 name | String oCisco_vCentér
5.2 value | String VCenter Name
6 description String
7 management_IP String IP Address of the Host server
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specified in the request

8 dnsName String

9 macAddress String

10 Sate String

11 softwareType String

12 softwareVersion String

13 Uuid String

14 dataStoreAllocation CiscoVStoreAllocListTyp¢ Details ofassociated datateres

15 vNetwkIntfList CiscoVNetwkTPListType| Detail of asociatechetwork
interfaces

15 vMotionEnabled boolean

16 evcMode String

17 Model String Host Server model name

18 Vendor String Host Serverendor name

19 hypervisorProperty CiscoVHypervisorType

20 hostClusterRef NamingAttributeType RDN of Host Clustér which the
host is participating

21 faultToleranceVersion| String

22 faultToleranceEnabled Boolean

23 processPower CiscoVProcessingPwrTyj

8.7.4 List of available Host cluster Name from a particular Data Center

Input to getinventory API:

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 Cisco_DC String The value for this should contain the
DataCenter name as reported in
response section @8.7.1

4 ObjectType String The value expected is
G/ Aa@egad/ t dzad SNE

5 Granularity String ¢CKS oIt dzS NAMEJIS O §

Output:

The outputwill containlist of Host Clusterfrom a particular Data Centefhe parameters in
responsdasexplained below.

Response parameter

Type

Description

hostClusterNm

String

Host Cluster name.

8.7.5 Detall information of a Host cluster

Input to getinventory API:

| SI.No

| Request parameter

[ Type

| Description
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1 MD String Management Domain name

2 Cisco_DC String The value for this should contain the
DataCenter name as reported in
response section @.7.1

3 Cisco_V_HostCluster | String The value for this parameter should
contain the Host Cluster Name

4 ObjectType String The value expected is
oCisco_V_HostCluster

5 Granularity String ¢CKS oIt dzS FEIELIS O §

Output:

Response will contaidetailed informationof requested Host Cluste

Some of the parameters aexplained below.

SI.No Response Type Description
parameter
1 hostClusterNm String Host Cluster name.
2 Name NamingAttributeType RDN of HosCluster
3 discoveredName String Host Cluster name
4 DMSpecificinfo
4.1 aliasName | String PN Instance Identifier
4.2 aliasValue | String Identifier inside PN for the
specific Host Cluster instance
5 VendorExtension
VCenter Information
5.1 name | String oCisco_vCentér
5.2 value | String VCenter Name
6 Sate String
7 cpuAllocation CiscoVRsrcAllocType CPU allocation details
8 memoryAllocation CiscoVRsrcAllocType
9 isHaEnabled Boolean
10 isDrsEnabled Boolean
11 vmMigrationCount int
12 evcMotion String
13 isDpmEnabled Boolean
8.7.6 List of Data Store Name
Input to getinventory API:
SI.No Request parameter | Type Description
1 MD String Management Domain name
2 Cisco_DC String The value for this should contain the
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DataCenter name as reported in
response section @8.7.1

3 ObjectType String The value expected is

G/ Aa02yexy5F 4 {G2N
4 Granularity String The value expectel NAME
Output:

The output willcontain list of allavailable Data Store namaérom a particular data centefThe
parameteris explained below.

Response parameter | Type Description
dataStoreNm String This is the Data Store name.

8.7.7 Detail ed information of a particular Data Store.
Input to getinventory API:

SI.No Request parameter | Type Description
1 MD String Management Domain name
2 Cisco_DC String The value for this should contain the

DataCenter name as reported in
response section 8.7.1

3 Cisco_V_DataStore String The value for this parameter should
contain theData Store Name

4 ObjectType String The value expected is
oCisco_V_DataState

5 Granularity String ¢KS oIt dzS FBIELIS O §

Output:

Response will contairdetailed information of requested Data StoreSome of the
parameters are explained below.

SI.No Response paramete| Type Description

1 dataStoreNm String Data Storename.

2 Name NamingAttribute Type RDN of Data Store

3 discoveredName String Name of the data Store from thi
request

4 DMSpecificlnfo

4.1 aliasName | String PN Instance ldentifier

4.2 aliasValue | String Identifier inside PN for the
specificData Storénstance

5 VendorExtension

VCenter Information
5.1 name | String oCisco_vCenteér
5.2 value | String VCenter Name
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6 storeType String
7 storeLocation String
8 freeSpace CiscoQuantityUnitType
9 provisionedSpace CiscoQuantityUnitType
10 Capacity CiscoQuantityUnitType
11 isAccessible String
12 isMultiHostAccess String
13 Uuid String
8.7.8 List of available Virtual machine ID

Input to getinventory API:

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 Cisco_DC String The value for this should contain the
DataCenter name as reported in
response section @8.7.1

4 ObjectType String tKS @I f dzS CéoLIBMO i §

5 Granularity String ¢CKS @I t dzS NBMEJIS O S

Output:

The output will containlist of all available wtual machine namedrom V@&nter. The
parameter isexplained below.

Response parameter

Type

Description

vmNm

String

Virtual Machine Name

8.7.9 Detail ed informa tion of a particular data store

Input to getinventory API:

SI.No Request parameter | Type Description

1 MD String This is theVlanagement Domain name

2 Cisco_DC String The value for this should contain the
DataCenter name as reported in
response section @8.7.1

3 Cisco_VM String The value for this parameter should
contain the W1 ID

4 ObjectType String ¢ KS @It dzS C&eLIRMO i S

5 Granularity String ¢KS @It dzS FBIELISOG S

Output:

Response comins detailedinformation of the requested/irtual machine

SI.No

Response paramete

Type

Description

1

Name

NamingAttribute Type

RDN o#irtual machine
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2 discoveredName String Virtual machinename
3 DMSpecificlnfo
3.1 aliasName| String PN Instance Identifier
3.2 aliasValue| String Identifier inside PN for the
specific VM instance
4 VendorExtension
VCenter Information
4.1 name | String oCisco_vCentér
4.2 value | String VCenter Name
5 Sate String
6 productType String
7 softwareType String
8 softwareVersion String
9 cpuAllocation CiscoVRsrcAllocType
10 Uuid String
11 memoryAllocation CiscoVRsrcAllocType
12 dataStoreAllocation CiscoVStoreAllocListTyp¢ Associated data store details
13 serviceld String
14 vmVersion String
15 virtualCPU String
16 minRequiredEVCModeg String
17 supportingHostRef NamingAttributeType Host server RDN

8.8 L3 MPLS VPN

MPLS VPN functionality is supported as part of two mtosi interfaces.
Resource Inventory Retrieval Interface
Connection Retrieval Interface

Followingisthe flow to get MPLS inventory.
1- Executeggetinventory operatioffor exact inputs pleaseheck the below

table) implemented as part desourcelnventoryRetrieval Interface to get all

the configured L3 MPE&PN names
2- Execute getSubNetworkConnection operation implemented as part of

Connection Retrieval Interface to get the specific VPN detailexact

inputs please check the below table)

Execute getRoute operation implemented as part of Connection Retrieval

interface to get the available route table entries for the specific VPN.

The WSDL document describing the details of the Interface cacdessed from the
Appendixsection.

8.8.1 Retrieving | ist of configured L3 MPLS-VPN names
Input to getinventory API:
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SI.No Request parameter | Type Description

1 MD String Management Domain name

2 ObjectType String ¢tKS ol tdzS§ SELISOU S

3 Granularity String ¢CKS oIt dzS NAMEJIS O §

Output:

The output will contairist of all configuredVPN Ds. The parameter iexplained below.

SI.No Response parameter| Type Description

1 sncNm String This contains th&PN Idnformation.
For example

{"dmldentifier":"net://net:1","vpnld™":"1"}
% K S NiBt://netdl € is the DM Identifier
YR amMé A& GKS +tb
MPLS/VPN attribute retrievad supported by these APIs:

1 getSubNetworkConnection

1 getRoute
The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.8.2 Retrieving details of a VPN
Input to getSubNetworkConnection API:

SI.No Request parameter | Type Description

1 MD String This is the Management Domain narm

2 MLSN String This is Multi Layer SubNetwork

3 SNC String A VPNnameasreturned in the
responsesection of 4.6.1.1

Output:
The output contains detailed irdrmation about a VPN Some of theparameters are
explained below.

SI.No Response Type Description
parameter
1 Name NamingAttributeType RDN of SNC
2 discoveredName String VPN name
3 DMSpecificlnfo
3.1 aliasName| String PN Instance Identifier
3.2 aliasValue| String VPNObjectID
4 vendorExtensions
4.1 Cisco_MPLS CiscoMPLSVPNAttrNameTy MPLS VPN Naming Attribute
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VPNAttrName Type
5 Direction ConnectionDirectionType The walue isd / 5 yi.e €
directional
6 layerRate LayerRateType
7 aEndTpDataList TerminationPointDataListTyp
8 correlationldentifier String
9 callName String
10 connectionld String

8.8.3 Retrieving route details

Input to getRoute API:

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 MLSN String This is Multi Layer SubNetwork

3 SNC String A VPN name as returned in the
response section of 4.6.1.1

Output:

The outputcontains information related to route tables and enpoints.
Someof the parameters in the response are explained below:

SI.No | Response Type Description
parameter
1 Direction ConnectionDirectionType The value isCD_H
i.e bidirectional
2 aEndName NamingAttributeType RDN of Interfaces
associatedvith VRF
3 connectionld String
4 vendorExtensions
4.1 . Cisco_MPLS | CiscoMPLSVPNRouteAttrNameType
VPNRouteAttrName
41.1 VRF_Name . Naming attribute type RDN of VRF
4.1.2 VRF_RouteTabl. CiscoMPLSVPNRouteType VRF Routéable
4.1.3 DMSpecificlnfo
4.1.3.1 aliasName . String PN Instance Identifier
4.1.3.2 aliasValue . String Identifier inside PN fol
the specific VRF
instance

8.9 Floating Termination Point

This functionalitysimplemented as part ofjetinventoryoperation defined in Resource
Inventory Retrieval Interface.
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The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.9.1 Retrieving details of all available port cha nnels in a device

Input to getinventory API:

SI.No Request parameter | Type Description

1 MD String Management Domain name

2 ME String Managed Element name

3 ObjectType String The value shouldb&é C ¢ t €

4 Granularity String The value shouldbé@ C| [ [ €
Output:

The outputwill contain detailed information of all the available port channels in a deiome of
the parameters in the response are explained below:

SI.No| Response parameter | Type Description

1 ftplnv FloatingTerminationPointinventory Ty

2 Name NamingAttribute Type RDN ofTP

3 DM Specific Info

3.1 aliasName String at bybhase

3.2 aliasValue String Identifier inside PN
for the specific
DatalLinkAggregatio
instance

4 vendorExtensions

4.1 Cisco_FTP_AttrNam{ CiscoFTPAttrNameType FTP Attribute
Naming type

41.1 aggrProtocolTypg CiscoFTPAggrProtocolEnumType

4.1.2 adminState | CiscoFTPAdminStateEnumType

4.1.3 bandwidth | String

4.1.4 grpNumber | String

4.1.5 memberlpAddrList] CiscolPAddressListType

4.1.6 macAddress String

4.1.7 ftpMemberList | PhysicalTerminationPointListType List of PTP RDN

4.1.8 dot3adLacpAttrs| CiscoFTPLACPNameAttrType

8.10 Gigabit Passive Optical Network
This section describes about the GPON inventory APIs. The below mentioned figure

A > 4 oA X

describeghe modeling associated to@PON NE (OLF) O2yySOGSR hb! Q&
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OLT - ME4620 Remote Unit{(ONU)

Chassis

Remote

[T shelf(en)

v

Remote

Physical Termination Point Equipment (EQ)
(Ethernet/PON/RF/VolIP)

The GPON inventory retrievdunctionalityisimplementedusing the below operations

a. getAllRemoteEquipmentByPTP new operation added to Equipment Inventory
Retrieval Interface; To retrieve the list of remote ONUs attached to a OLT GPON Port

Specified imequest.

b. getAllSupportedPhysicalTerminationPointg existing operation under Physical
Termination Point Retrieval Interfa@nhanced to retrieve the ports under a remote
ONU. Ports Types retrieved are RF, GPON, Ether&lIR

Interface Name

Description

getAllIRemoteEquipmentByPTP

This API is usddr GPON remote
unit(ONU) inventory retrieval

The WSDL document describing the details of the Interface can be accessed from the

Appendixsection.

8.10.1 List of all available GPON remote unit(ONU) details
Input to getAllRemoteEquipmentByPTP API:

The request will have the FDN of a port obtained from getAllSupportedPTP response for an

OLT GPON card.

SI.No Request parameter | Type Description

1 MD String ManagementDomain name

2 ME String Managed Element name

3 PTP String The ONU PTP FDN
/rack=<chassisld>/slot=<SlotNo>/port=<OlI
Port No>
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Sample:
/rack=chassisslot=3/port=gpon3/1

Output:
The response will contain all the ONU's that are connected to this OLT B&#OR®nly ME
level information of the ONU will be modeled in respor&sied the remote units are
modeled as shelves. Thearameters in the response are explained below:

SILN | Response Type Description
0 parameter
1 EH Equipment | MD=Management Domain namlE =
Holder Management Element namigH=
remote_unit=""/rack=<chassisld>/slot=<SlotNo>
ort=<ONUPortNo>/shelf=<ONUId*
Sample:
MD=CIEO_PRIME/ME=GP@K=remote_unit=""
Irack=chassis/slot=3/port=gpon3/1'/shelf="3/PO
/1
1.1 | DM Specific Info| Alias
1.1.1 | aliasName String PN Instance Identifier
11.2 | aliasValue String ONU Object ID
12 resourceState | String Operational state ofONU
Possible Values:
1. a2 hwYLbDE
2. bhby2 hwYLbDE¢
3. PLANNING
4. UNKNOWN
1.3 | holderType String GNBY20Sydzy Al é
14 | holderState String Gl bYbh2be¢
1.5 | location String Location of GPON ONU
1.6 | VendorExtensior
EquipmentHolde
r Information
16.1 String ONU Firmware Version
Cisco_EQH_soft
wareVersion
2 EQ Equipment | MD=Management Domain namelE =

Management Element namigH=
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remote_unit=""/rack=<chassisld>/slot=<SlotNo>
ort=<ONUPortNo>/shelf=<ONUId*
EQ=<ONUId>
Sample:
MD=CISCO_PRIME/ME= GPON/EH=
remote_unit=""/rack=chassis/slot=3/port=gpon3;
1'/shelf="3/PON 1/1TEQ=3/PON 1/1
2.5 | usealabel String ONU Name
2.6 | discoveredName String ONU Id
2.7 | DM Specific Info| Alias
2.7.1| aliasName String PN Instance Identifier
2.7.2 | aliasValue ONU Object In PN
2.8 | VendorExtensior
Equipment
Information
2.8.1 String ONU Description
Cisco_EQ_Desc
ption
2.9 | installedEquipm | String G/ Aa02¢yDt hbyhb! ¢
entObjectType
2.10 | installedSerialNy String ONU Serial Number
mber
2.11 | resouceFullfillme String Admin State of ONU
ntState
Possible Values:
1. aLby{9wzxL/ 9¢
2.h)] ¢pyhCyP{9wxL/ 9¢
2.12 | protectionRole | String Gl bYbh2hbe¢
2.13 | protectionSche | String at{{ WY bYbh2b¢
ma
2.14 | installedVersion | String ONU Hardware Version
2.15 | owner String ONU Contact info

8.10.2 Physical Termination Point Retrieval Interfac e

Interface Name

Description

getAllSupportedPhysicalTerminationPoir] This API is usddr retrievinga list of

physical termination endpoints (PTH
of the specified equipmenfor GPON
and of the ports under remote
unit(ONU)
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The WSDL document describing details of the Interface can be accessed frapptredix
section.

8.10.3 List of all supportedPTP of a Remote Unit(ONU)

Input to getAllSupportedPTP API for GPON ONU:
The request will béhe FDN that identifies an individual ONThis FDN hierarchy can be
obtained fromgetAllRemoteEquipmentByPTésponse explained above.

SI.No | Request Type | Description
parameter

1 MD String | Management Domain name

2 ME String | Managed Element name

3 EH String | remote_unit=<OLT GPON PTP RDN vdkiestif=<ONJId>
Sample:
remote_unit=""/rack=chassis/slot=3/port=gpon3/1'/shelf="3/P(
/1

4 EQ String | <OLT SlotNd*PON <ONU Porth/<ONU Id>
Sample:3/PON 1/1

Response

The response lists the poréwvailable for given ONU. The port types:are

1 Ethernet

1 VOIP

T RFand

17 GPON

Not all port types will be available under every ONU, based on the profile associated to a
particular ONU the applicable ports are displayed by PN and thereby thish&PlI.
parametersin the response are explained below:

SI.N | Response parameter | Type Description
0
1 Ethernet Details of Ethernet port

MD=Management Domain nam&lE= OLT
GPON Device Name/PTP=
remote_unit=""/rack=<chassisld>/slot=<SIq
No>port=<ONU
PortNo>/shelf='<ONUId*/port= <ONU
EtheretPort 1d>
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Sample:

MD=CISCO_PRIME/ME= GPON/PTP=
remote_unit=""/rack=chassis/slot=3/port=g
on3/1'/shelf="3/PON 1/1'Mport= Eth 4

1.1 | DM Specific Info Alias

1.1.1 | aliasName String PN Instance ldentifier
1.12 | aliasValue String ONU PTB®bject ID
1.2 | resourceState String ) bYbh2bE¢

1.3 VendorExtension
ONU PTP Information

1.3.1| Cisco_PTP_portType | String G9OKSNYySI:¢

1.3.2 String Admin State of ONU Ethernet port
Cisco_PTP_Admin_Sta
Possible Values:

1. WORKING

2. NON_WORKING

3. UNKNOWN

1.3.3 | Cisco_PTP_Line_Rate | String Line Rateof ONU Ethernet Cable

Possible Values:
1. 10.0 Mbps
2. 100.0 Mbps
3. 1000.Mbps

1.4 transmissionParameter
ist

1.4.1 | LayerRate LayerRat | LayerRate of ONU Ethernet
eType
Possible Values:

1. LR_Ethernet

2. LR_DSR_Fast_Ethernet

3. LR_DSR_Gigabit_Ethernet

2 PON String Details of PON port

MD=Management Domain namielE= OLT
GPON Device Name/PTP=
remote_unit=""/rack=<chassisld>/slot=<SlIq
No>/port=<ONU
PortNo>/shelf='<ONUId>"/port= <ONU
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PON Port Id>

Sample:

MD=CISCO_PRIME/ME= GPON/PTP=
remote_unit=""/rack=chassis/slot=3/port=g
on3/1'/shelf="3/PON 1/1'Tport= PON 1

2.1 | DM Specific Info Alias
2.1.1 | aliasName String PN Instance ldentifier
2.12 | aliasValue String ONU PTB®bject ID
2.2 | resourceState String ) bYbh2bE¢
2.3 | VendorExtension
ONU PTP Information
2.3.1| Cisco PTP_portType String ¢ hbe
2.3.2 String Adminstate of GPONXDNU PON port
Cisco_PTP_Admin_Sta
Possible Values:
1. WORKING
2. NON_WORKING
3. UNKNOWN
2.4
transmissionParameter
ist
2.4.1 | LayerRate LayerRat | dCisco LR_GPON_Gigabit &' TU
eType
3 RF String Details of RF port
Details of PON port
MD=Management Domain nam&lE= OLT
GPON Device Name/PTP=
remote_unit=""/rack=<chassisld>/slot=<SIq
No>port=<ONU
PortNo>*/shelf='<ONUId>"/port= <ONU RF
Port Id>
Sample:
MD=CISCO_PRIME/ME= GPON/PTP=
remote_unit=""/rack=chassis/slot=3/port=g
on3/1'/shelf="3/PON 1/1'"port= RF 1
3.1 | DM Specific Info Alias
3.1.1 | aliasName String PN Instance ldentifier
3.12 | aliasVvalue String ONU PTB®bject ID
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3.2 | resourceState String Operationalstate ofONU RF port

Possible Values:
1. WORKING
2. NON_WORKING
3. UNKNOWN

3.3 VendorExtension
ONU PTP Information

3.3.1| Cisco PTP_portType| String awcCe

3.3.2 String Adminstate ofONU RF port
Cisco_ PTP_Admin_Sta
Possible Values:

1. WORKING
2. NON_WORKING
3. UNKNOWN
3.4
transmissionParameter
ist
3.4.1 | LayerRate LayerRat | d_R_Not_Applicabée
eType
4 VolP String Details of VoIP port
MD=Management Domain namielE= OLT
GPON Device Name/PTP=
remote_unit=""/rack=<chassisld>/slot=<SlIq
No>/port=<ONU
PortNo>/shelf='<ONUId>"/port= <ONU
VolIP Port 1d>
Sample:
MD=CISCO_PRIME/ME= GPON/PTP=
remote_unit=""/rack=chassis/slot=3/port=g
on3/1'/shelf="3/PON 1/17port= VoIP 1
4.1 | DM Specific Info Alias
4.1.1 | aliasName String PN Instance ldentifier
4.1.2 | aliasValue String ONU PTB®bject ID
4.2 | resourceState String ) bYbh2b¢

4.6 VendorExtension
ONU PTP Information

4.6.1| Cisco PTP_portType String ax2Lt e

4.6.2 String Adminstate ofONUVoIP port
Cisco_PTP_Admin_Sta
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Possible Values:
1. WORKING
2. NON_WORKING
3. UNKNOWN
4.7
transmissionParameter
ist
4.7.1 | LayerRate LayerRat | d_R_Not_Applicabfe
eType

8.10.4 Inventory Notification

The Integration Layer (IL) will expose interfaces for enabling clients of the IL to register and
receve notifications of interest.The currently supported IL interfaces consist of the
following:

1 WSSOAP interface that supports MT&@8hformant operations
1 JMS interface that supports the same MTOSI operations using serialized Java
objects
The IL notification framework should be based on the above interfaces. This entails the
following:

1 Support theMTOSIstyle notification topic registration pattern for the \ASOAP
interface:
1 SubscribeResponse subscribe
(Holder<Header> mtopHeader,
SubscribeRequest mtopBody ) throws SubscribeException;
1 UnsubscribeResponse unsubscribe
(Holder<Header> mtopHeader,
UnsulscribeRequest mtopBodythrows UnsubscribeException;

The subscribe request specifies the following:
1 Consumer URI
1 Topic- The string indicating the classification of events of interest
1 Selector- Notification Filter

The subscribe response contains ubscriptionID. The unsubscribe request requires the
subscriptionID(s) and topic(s) provided at the time of registration.Support for standard JMS
topic subscription for the JMS interface

On the notification consumer side, each client type {8CAP or JMS3 expected to
support a slightly different flow.

WSSOAP clients will need to perform the following
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1 Expose the NotificatimConsumer API as defineg the
NotificationConsumerHttp.wsdl and documented in the MTOSI R2.0 Framework
DDP

1 Use the Subscribeperation to register for notifications.

JMS clients will be consumin@®0s with the following format.
ArrayList<Object> consisting of following in this order:

1. com.cisco.prime.esb.fmw.api.Header

2. org.tmforum.mtop.fmw.xsd.notmsg.v1.Notify

For Prime 1.0the supported notification types will include:
1 Object Creation Notification
1 Object Deletion Notification
1 Attribute Value Change Notification

8.10.4.1

/| 2y adzySNE&

= =4 -4 -4 -

g K2

VRF related N otification s

KI S &dz0 aONROSR
notifications related to VRF under the following circumstances

Whenever a VRF gets added
Whenever a VRF gets added
Whenever a CTP gets associated with a VRF
Whenever a CTgets dissociated with a VRF
Whenever the IP Address of the CTP changes

The following table gives a quick overview about the information received for the
supported notifications.Only the important attributesre detailedin the table below

Operation

Notification Type

ObjectType
attribute value

Object NaméFDN)

Type of Object
sentin
Notification
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VRF Addition

Object Creation

Cisco_V_Route

MD=CISCO_PRIME
ME=<ME Name>

MLSN:Prime Network
Cisco_V_Route<VRF Name>

HINTS TIME:<Date in secondsObjectCreationType
format>;DMLIST:<comURI>

Cisco_routeList

VRF Deletion

Object Deletion

Cisco_V_Route

MD=CISCO_PRIME
ME=<ME Name>

MLSN:Prime Network
Cisco_V_Route<VRF Name>

HINTS TIME:<Date in seconds|NA
format>;DMLIST:<comURI>

Object Creation CTP HINTS TIME:<Date in seconds|ObjectCreationType
IP Interface(Site) format>;DMLIST:<comURI>  pject
IAssociation with g MD=CISCO PRIME
VRF ME=<ME Name>
CTR<CTRName> Contained Object:
8.10.4.1.1.1.1 ctp
Object Deletion. CTP HINTS TIME:<Date in seconds|NA
IP Interface(Site) format>;DMLIST:<comURI>
Disassociation wit MD=CISCO PRIME
a VRF ME=<ME Name>
CTR<CTHName>
IP Interface(Site) |Attribute Value CTP HINTS TIME:<Date in secondsObjectCreationType
Changes Change format>;DMLIST:<comURI>  |bject
MD=CISCO_PRIME
ME=<ME Name
CTR<CTPName> ContainedObject
8.10.4.1.1.1.2 ctp
8.10.4.2 Datacenter Logical Inventory related N otification s

/| 2y adzySNa&

6K2 KI @S

adzo aONAOSR

02

notificationsfor the following changes in DataCentegical Inventory.

Logical Inventory Change Notification Type
Type
/Addition of a Host Object Creation
Deletion of a Host ObjectDeleion
Changes in Host Attribute value Change
Changes in HostHypervisor Attribute Value Change
Host Changes itdostProcessor Attribute Value Change

Changes in HostCPUCapacityProvision

IAttribute Value Change

Changes in HostDiskCapacityProvision

IAttribute Value Change

Changes in HostMemoryCapacityProvision

IAttribute Value Change

/Association of a Virtuéetwork Entity to a Host

Object Creation

Disassociation of a Virtual Network Entity to a Host

Object Deletion

Changes in Host Virtual Network Entity

IAttribute Value Change
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IAssociation of a Data Store with a Host

Object Creation

Disassociation of Data Store with a Host

Object Creation

Changes in the Data Store Associated with the Host

IAttribute Value Change

Virtual Machine

Migration of Virtual Machine to a new Host/
)Addition of a new Virtual Machine under a Host

Object Creation

Disassociation of a Virtual Machine with Host

Object Deletion

Changes in Virtual Machine

Attribute Value Change

Changes in VMMemoryCapacityAllocation

IAttribute Value Change

Changes in of a VMCPUCapacityAllocation

IAttribute Value Change

/Associatiorof a Virtual Network Entity with a Virtual Machine

Object Creation

Dis-association of a Virtual Network Entity with a Virtual
Machine

Object Deletion

Changes in Virtual Machine Virtual network entity

IAttribute Value Change

Association of a Data Stoweth a Virtual Machine

Object Creation

Disassociation of a Data Store with a Virtual Machine

Object Creation

Changes in the Data Store Associated with the Virtual Machi

Attribute Value Change

Host Cluster

Addition of a Host Cluster

Object Creation

Deletion of a Host Cluster

Object Deletion

Changes in Host Cluster

Attribute Value Change

Changes in HostCluster@®apacityProvision

Attribute Value Change

Changes in HostClusterDiskCapacityProvision

Attribute Value Change

Changes itdostClusterMemoryCapacityProvision

Attribute Value Change

Data Store

Addition of a new Data Store

Object Creation

Deleteion of a Data Store

Object Deletion

Changes in the DataStore

/Attribute Value Change

The following table gives a quick overviatout the information received for the
supported notificationsOnly the important attributes are detailed here.
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Operation

Notification
Type

ObjecfType
attribute value

Object NaméFDN)

Type of Object sent in
Notification

Addition of a
Host

ObjectCreation

Cisco_V_Host

HINTS TIME:<Date in second
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DEME Name>:<DC
Name>Cisco_V_HostHost
Name>

ObjectCreationType.
Cisco_hostList

Deletion of a
Host

ObjectDeleion

Cisco_V_Host

HINTS TIME:<Date iseconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>Cisco_V_HostHost
Name>

NA

Changes in Hos

Attribute value
Change

Cisco_V_Host

HINTS TIME:<Date in second
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>Cisco_V_HostHost
Name>

AttributeValueChangeTyps
Cisco_hostList

Changes in
HostHypervisor

Attribute Value
Change

Cisco_V_Host

HINTS TIME:<Date in second
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DEME Name>:<DC
Name>Cisco_V_HostHost
Name>

AttributeValueChangeTypq
Cisco_hostList

Changes in
HostProcessor

IAttribute Value
Change

Cisco_V_Host

HINTS TIME:<Date in second
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>Cisco_V_HostHost
Name>

AttributeValueChangeTyps
Cisco_hostList

Changes in
HostCPUCapac
Provision

IAttribute Value
Change

Cisco_V_Host

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>Cisco_V_HostHost
Name>

AttributeVValueChangeTyps
Cisco_hostList

Changes in
HostDiskCapaci
Provision

IAttribute Value
Change

Cisco_V_Host

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_D&ME Name>:<DC
Name>Cisco_V_HostHost
Name>

IAttributeVValueChangeTypg
Cisco_hostList

Changes in
HostMemoryCaj
acityProvision

IAttribute Value
Change

Cisco_V_Host

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>Cisco_V_Host<Host
Name>

AttributeVValueChangeTypq
Cisco_hostList

/Association of a

Object Creation

Cisco_V_networkTP

HINTSTIME:<Date in seconds

ObjectCreationType.objec
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Virtual Network
Entity to a Host

format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_D&ME Name>:<DC
Name>Cisco_V_HostHost
Name>
Cisco_V_networkT&Virtual
Network Entity Name>

Contained object:
Cisco_V_NetworkTPType

Disassociation ¢
a Virtual
Network Entity
to a Host

Object Deletion

Cisco_V_networkTP

HINTSTIME:<Date in seconds
format>;DMLISTcomURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>:<DC
Name>Cisco_V_HostHost
Name>
Cisco_V_networkT&Virtual
Network Entity Name>

NA

Changes in Hos
Virtual Network
Entity

IAttribute Value
Change

Cisco_V_networkTP

HINTSTIME:<Date in seconds
format>;DMLISTromURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>:<DC
Name>Cisco_V_HostHost
Name>
Cisco_V_networkTEVirtual
Network Entity Name>

AttributeValueChangeTypq
attributeList

Contained object:
Cisco_V_NetworkTPType

/Association of a
Data Store with
Host

ObjectCreation

tion

Cisco_V_dataStoreAlloHINTSTIME:<Date in seconds

format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>:<DC
Name>Cisco_V_HostHost
Name>
Cisco_V_dataStoreAllocatierx
Allocated Datastore Name>

ObjectCreationType.objec

Containedobject:
Cisco_V_StoreAllocType

Disassociation ¢
a Data Store wit
a Host

Object Creation

tion

Cisco_V_dataStoreAlloHINTSTIME:<Date in seconds

format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_D&ME Name>:<DC
Name>Cisco_V_HostHost
Name>
Cisco_V_dataStoreAllocatierx
Allocated Datastore Name>

NA

Changes in the

IAttribute Value

Cisco_V_dataStoreAlloHINTSTIME:<Date in seconds

AttributeVValueChangeTypq

Virtual Machine
to a new Host/
IAddition of a

new Virtual

Data Store Change tion format>;DMLIST:<comURI> [attributeList

/Associated with MD=CISCO_PRIME

the Host Cisco_ DEKME Name>:<DC |Contained object:
Name>Cisco_V_HostHost |Cisco_V_StoreAllocType
Name>
Cisco_V_dataStoreAllocatierx
Allocated Datastore Name>

Migration of Object Creation [Cisco_VM HINTSTIME:<Date in secondsObjectCreationTyp€&isco

format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>

MList

Cisco_ VM<VM ID>
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Machine under g
Host

llocation

Disassociation dObject Deletion [Cisco_ VM HINTSTIME:<Datén seconds |NA
a Virtual format>;DMLIST:<comURI>
Machine with MD=CISCO_PRIME
Host Cisco_ DEME Name>
Cisco_ VMM ID>
Changes in Attribute Value  |Cisco_VM HINTSTIME:<Date in seconds/AttributeValueChangeTypq
Virtual Machine [Change format>;DMLIST:<comURI> [Cisco_vMList
MD=CISCO_PRIME
Cisco_ DEKME Name>
Cisco VM<VM ID>
Changes in Attribute Value  [Cisco_VM HINTSTIME:<Date in seconds/AttributeValueChangeTyp¢
VMMemoryCapiChange format>;DMLIST:<comURI> [Cisco_vMList
cityAllocation MD=CISCO_PRIME
Cisco_ DE<ME Name>
Cisco_ VMM ID>
Changes in of alAttribute Value  |Cisco_VM HINTSTIME:<Date in seconds/AttributeValueChangeTypg
VMCPUCapacitiChange format>;DMLIST:<comURI> [Cisco_vMList

MD=CISCO_PRIME
Cisco_DE&ME Name>
Cisco VM<VM ID>

Association of a
\Virtual Network
Entity with a

\Virtual Machine

Object Creation

Cisco_V_networkTP

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>

Cisco_VM<VM ID>
Cisco_V_networkT&Virtual
Network Entity Name>

ObjectCreationType.objec

Contained object:
Cisco_V_StoreAllocType

Disassociation ¢
a Virtual
Network Entity

Object Deletion

Cisco_V_networkTP

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

NA

Virtual Machine
Virtual network
entity

Change

with a Virtual Cisco_ DEKME Name>:<DC
Machine Name>
Cisco_VM<VM ID>
Cisco_V_networkT&Virtual
Network Entity Name>
Changes in Attribute Value  [Cisco_V_networkTP  HINTSTIME:<Date in secondsiAttributeValueChangeTyp¢

format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_ DEKME Name>:<DC
Name>

Cisco_VM<VM ID>
Cisco_V_networkT&Virtual
Network Entity Name>

attributeList

Contained object:
Cisco_V_StoreAllocType

/Association of a
Data Store with
Virtual Machine

Object Creation

Cisco_V_dataStoreAllo
tion

HINTSTIME:<Date iseconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>

ObjectCreationType.objec

Contained object:
Cisco_V_StoreAllocType

Cisco_ VMVM ID>
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Cisco_V_dataStoreAllocatierk
Allocated Datastore Name>

Dis-association ¢
a Data Storavith
a Virtual
Machine

Object Creation

Cisco_V_dataStoreAllo
tion

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DE&ME Name>:<DC
Name>

Cisco_ VMM ID>
Cisco_V_dataStoreAllocatierx
Allocated Datastore Name>

NA

Addition of a
Host Cluster

Object Creation

Cisco_V_HostCluster

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEME Name>:<DC
Name>
Cisco_V_HostClusterHost
Cluster Name>

ObjectCreationType.Ciscq
ostClusterList

Deletion of a
Host Cluster

Object Deletion

Cisco_V_HostCluster

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEME Name>:<DC
Name>
Cisco_V_HostClusterHost
Cluster Name>

NA

Changes in Hos
Cluster

Attribute Value
Change

Cisco_V_HostCluster

HHINTSTIME:<Date in secon
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>:<DC
Name>
Cisco_V_HostClusterHost
Cluster Name>

AttributeValueChangeTyps
Cisco_hostClusterList

Changes in
HostClusterCPU
apacityProvision

Attribute Value
Change

Cisco_V_HostCluster

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_D&ME Name>:<DC
Name>
Cisco_V_HostClusterHost
Cluster Name>

AttributeVValueChangeTypq
Cisco_hostClusterList

Changes in
HostClusterDisk
apacityProvision

Attribute Value
Change

Cisco_V_HostCluster

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>
Cisco_V_HostClusterHost
Cluster Name>

AttributeVValueChangeTypq
Cisco_hostClusterList

Changes in

Attribute Value

HostClusterMen/Change

oryCapacityProy
sion

Cisco_V_HostCluster

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>
Cisco_V_HostClusterHost

AttributeValueChangeTyps
Cisco_hostClusterList

Cluster Name>
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Addition of a
new Data Store

Object Creation

Cisco_V_DataStore

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_D&ME Name>:<DC
Name>
Cisco_V_DataStoreDatastore
Name>

AttributeValueChangeTyps
Cisco_dataStoreList

Deleteion of a
Data Store

Object Deletion

Cisco_V_DataStore

HHINTSTIME:<Date in secon
format>;DMLIST:<comURI>
MD=CISCO_PRIME
Cisco_DE&ME Name>:<DC
Name>
Cisco_V_DataStoreDatastore
Name>

NA

Changes itthe
DataStore

Attribute Value
Change

Cisco_V_DataStore

HINTSTIME:<Date in seconds|
format>;DMLIST:<comURI>
MD=CISCO_PRIME

Cisco_ DEKME Name>:<DC
Name>
Cisco_V_DataStoreDatastore

AttributeValueChangeTypq
Cisco_dataStoreList

Name>

8.10.4.3

/| 2y adzySNE&

Gigabit Passive Optical Network(GPON) related Notification

g K2

Kl &8

4dzo AaONAOSR

G2 GKS daLb+x9b

notifications for the following changes in Gigabit Passive Optical Net#nydical
Inventory.

The following table gives a quiokerview about the information received for the
supported notifications.
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Operation

Notification
Type

ObjectTyy
e attribute]
value

Object Name(FDN)

Description of
Notification

ONU Addition

Object Creation

ONT

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH=
remote_unit=""/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf='<ONUId>""
aliasName= PN Instance Identifier
aliasValue = ONU Objddt
resourceState= ONU operational state
holderType= remote_unit
holderState = UNKNOWN

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =
remote_unit=""/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf="<ONUId>"
EQ = <GPON OLT Slot No>/<ONU Portl
PON/<ONU Id>

discoveredName= ONU Id

aliasName= <PN Instance Identifier>
aliasValue = <ONU Object Id>
\vendorExtension
installedEquipmentObject =

Cisco_ GPON_ONU
installedSerialNumber= <ONU Serail No
resourceFulfilment@te= <ONU Admin
State>

protectionRole= UNKNOWN
protectionSchemeState= PSS_UNKNOV|

Notification for the
Remote Equipment(ONU
addition

ONU Port
Addition

Object Creation

ONT

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Narmre

PTP=
remote_unit=""/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf="<ONUId>"/port = <ONU
Ethanet/RF/PON/VolP Portid
aliasName= PN Instance ldentifier
aliasValue = ONU Obiject Id

Notification for the
wSY2030S 91 dzA
ports
(Ethernet/PON/RF/VoIP)
addition
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vendorExtension

Cisco_PTP_portType =
Ethernet/RF/PON/VolP
Cisco_PTP_Admin_State=

F OGKSNYSGikwCkt hbk %
Admin State>

layerRate = <layerRate of
Ethernet/RF/PON/VolP port of ONU>

For Ethernet Port:
Cisco_PTP_Line_Rate= <Line rate of O
Ethernet port>

ONU Deletion

Object Deletion

ONT

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =
remote_unit=""/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf='<ONUId>"
EQ =<ONRDN Value>

Notification for the
Remote Equipment(ONU
deletion

ONU Firmware
Information

Attribute Value
Change

ONT

HINTS TIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH=
remote_unit=""/rack=<chassisld>/slot
SlotNo*port=<ONU
PortNo>'/shelf="<ONUId>"
vendorExtension
Cisco_EQH_softwareVersisnrkONU
Firmware Version>

holderType= remote_unit

m

Notification for the
Remote

9 1j dzA LIY Sy (1 Qi
firmware(software
version) information

Change Location
of ONU

Attribute Value
Change

ONT

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =
remote_unit=""/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf="<ONUId>"
aliasName= PN Instance ldentifier
aliasValue = <ONU Object Id>
holderTyperemote_unit
holderState = UNKNOWN
location = <ONU Port Location>

Notification for the
wSY20dS 9l dzA
location change
information
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Change Serial N
of ONU

Attribute Value
Change

ONT

HINTSTIME:<Date in seconds
format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =
remote_unit="/rack=<chassisld>/slot=<§
No>/port=<ONU
PortNo>'/shelf="<ONUId>"

EQ = <GPON OLT Slot No>/<ONU Portl
PON/<ONU ld>

aliasName= <PN Instance Identifier>
aliasValue = <ONU Object Id>
\vendorExtension
installedEquipmentObject =

Cisco_ GPON_ONU
installedSerialNumber= <ONU Serail No
protectionRole= UNKNOWN
protectionSchemeState= PSS_UNKNOV|

Notification for the
wSY203S 91 dzA
(ONU) Serial No Change
information
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ONU State
Change

Attribute Value
Change

ONT

HINTS TIME:<Date in seconds
format>;DMLIST:<comURI>

MD=CISCO_PRIME
ME=<ME Name>

EH =
remote_unit=""/rack=<chassisld>/slot
SlotNo>/port=<ONU

PortNo>'/shelf="<ONUId>"

EQ = <GPON OLT Slot No>/<ONU
PortNo> PON/<ONU Id>

aliasName= <PN Instanackehtifier>
aliasValue = <ONU Object Id>
vendorExtension

installedEquipmentObject =
Cisco_ GPON_ONU

resourceFulfillmentState= <ONU
Admin State>

protectionRole= UNKNOWN

protectionSchemeState=
PSS_UNKNOWN

HINTS TIME:<Date in seconds
format>;DMLIST:<comURI>

MD=CISCO_PRIME
ME=<ME Name>

EH =
remote_unit=""/rack=<chassisld>/slot
SlotNo>/port=<ONU

PortNo>'/shelf="<ONUId>"

aliasName= PN Instance Identifier

Notification for the
Remote

9 1j dzA LIY Sy (i Q¢+
Change information

aliasValue =< ONU Object Id>
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resourceState=©NU Operational
State>

holderType remote_unit

holderState RINKNOWN

GPON OLT
Pluggable
Removed

Attribute Value
Change

PluggablHINTS TIME:<Date in seconds

Transcei
er

ONT

format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =<Chassis No>

EH = <Slot No>

EQ =<Pluggable Port No>

resourceFulfillmentState=
<Pluggable Port Plemut State>

HINTS TIME:<Date in seconds
format>;DMLIST:<comURI>

MD=CISCO_PRIME
ME=<ME Name>

EH =

remote_unit=""/rack=<chassisld>/slot

SlotNo>/port=<ONU
PatNo>'/shelf="<ONUId>"

aliasName= PN Instance Identifier
aliasValue =< ONU Object Id>
resourceState=Non Working
holderType remote_unit

holderState =UNKNOWN

Notification for the
Transceivers state

Notification for the
Remote

9 1j dzA LIY Sy (1 Q1
Change to
aGbhby2z hwYL]I
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GPON OLT
Pluggable Plug
in

Attribute Value
Change

Transcei
er

ONT

PluggablHINTS TIME:<Date in seconds

format>;DMLIST:<comURI>
MD=CISCO_PRIME

ME=<ME Name>

EH =<Chassis No>

EH = <Slot No>

EQ =<Pluggable Port No>

resourceFulfillmentState=
<Pluggable Port Pltig State>

installedSerialNumber= <Connect
Serial No>

<vendorExtension>

Cisco_EQ_PID = <Pluggable
Transceiver Pid>

Cisco_EQ_Descriptien<Connector
port Description>

HINTS TIME:<@te in seconds
format>;DMLIST:<comURI>

MD=CISCO_PRIME
ME=<ME Name>

EH =
remote_unit="/rack=<chassisld>/slot
SlotNo>/port=<ONU

PortNo>'/shelf="<ONUId>""

aliasName= PN Instance |dentifier

aliasValue =< ONU Object Id>

Notification for the
Transceivers state

Notification for the
Remote

9 1j dzA LIY Sy (i Qi
Change to WORKING

resourceStateaWORKING
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holderType renote_unit

holderState UNKNOWN

8.11 Delta Inventory Management

Delta Inventoryprovides a facility to retrieve all Managed Elementsose physical
inventory has changed since a specified time

8.11.1 Managed Element Names Retrieval Interface details

Interface Name

Description

getAllIManagedElementNamesTS

This API is usddr deltainventory management

getAllIManagedElementNamesTAPlis used foDelta Inventory Management.

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.

8.11.1.1 Get Delta Inventory changes
To get the list of Managed Elemets whose inventory has changed, the
getAllManagedElementNamesT8quest needs to be issued with <timestamp> value in
UTC Format.
The response will contain a list of all managed elements whigk haen added, deleted
or modified since the time specified in the request. Explaining one such entry from the
response here.

Input to getAllIManagedElementNamesTS for get delta inventory changes :

Request parameter | Type Description
Timestamp Date Valid time in UTC Format i.e
odd-MMM -yyyy HH:mm:s§
For example:
201302-28T14:5:30
Output:
SI.No Responsearameter | Type Description
1 name String Name of the ME
2 timestamp Date Last inventory updated time
3 operation OperationType | Type ofchange in the ME i.e ADD,
DELETE or UPDATE
4 Hints String Current time in millis followed by
comURI
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Error:

Condition Error
Blank value in <timestamp> tag Umarshalling Error
-Or_
Incorrect format in <timestamp> tag
_or_
Empty timestamp tag <timestamp/>

8.11.1.2 startTrackingDelta Inventory

NOTEThis APl is deprecated from PN 4.1 onwafdthe Start Tracking procedure will be
performed by the Prime Networkitegration Layeduring its initialization phase.
TheAPI description is provided here for users who want to use an older version for
integration.

To start tracking Inventory changegetAllManagedElementNamesTi®&quest has to be
issued without <timestamp> tag.

The response contains a messaggarding the outcome of Start Tracking Delta Inventory
Request in addition to the list of Managed ElementSrom this point on, any physical
inventory changes to thlanaged Elementwill be tracked.

Input to getAllManagedElementNamesTS for start traady inventory changes :

Request parameter | Type Description
Nil NA No parameters needed to initiate Start tracking
inventory changes

Output:

SI.No Responsgarameter | Type Description

1 Name String Name of the ME

2 Operation OperationType | Type ofchange on the Managed
Element.

CKAA @I fdzS gAftf ¢
in this response as this is the initial
request to list all Managed Elements
3 Hints String Contains current time in millis followe
by comURI

4 Satus String Contains the status dhe Start
Tracking Inventory changes request.
On success the status displayed is:
oStart Tracking Executed successtully
On failure, the status displayed is:
oStart Tracking Execution failéd.

Cisco Prime OSS Integrati@nidefor MTOSI and 3GPP
114




MTOSI OSS

Integration

NOTE: Anyailure in sending thé&tart Tracking requst will not stop this API from listing
devices. However thatatus label will clearly capture the information that start tracking

failed.

NOTEThe explicit request to start delta inventory tracking is not required fiRi¥in
version4.1. The tracking is startedternallywhen the Prime Networkntegration Layer

starts.
SI.No Scenario Result
1 Prime Network restarts | If a Prime Network restarts,then all the Managed
9t SYSyiGa oAttt o0GPDATER thy
operationfield in response.
2 When there are no The response will contain thmessage "No changes

changes after Start

Tracking wasitiated
_Or-

When Start Tracking

procedureétself hasfailed

detected or Start tracking not issued."

8.12 MTOSI Standard Compliance

Cisco MTOSI Information Model is designed donform toMTOSI 2.0 specifications.
Ciscaeference implementatiorextensions are introduced to support proprietary ARt a
name space as per Cisco PriRelease requirementfefer to the MTOStandards in the
link: http://www.tmforum.org/MultiTechnologyOperations/2319/home.html

8.13 Trouble Shooting - MTOSI

The below tableincludes the issues that might be encountered wtlslketting up OSS
integration layer and steps to troubleshoot the problem.

Table8-4: OSS Integration Problems and Troubleshooting Procedure

Problem Indication Probable Cause TroubleshootingProcedure
Description
Web Services | Web Service call to | The user ID / passwor( Use a proper Usdb / password for
Security any of the Interfaces | provided for the web | the web services call.
Exception will throw a WS service call might not

Security exception be correct.

with authentication

failure message
No DMs Exception message | The communication to 1 Verify that the Prime
Available from the Web Service PN is not proper. The Networks application is
Exception call, stating that no | Integration layer was running.
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DMs are available.

not able to
communicate with the
domainmanager ( DM

)-

1 Network Connectivity to the
Prime Networks machine is
proper.

getManagedEle
ment returns a
SOAP Exception

A call to
getManagedElement
returns a Web
Services exception
stating that the
device is not in up
state though it is
actually up.

The device name
specified in request is
incorrect

Cross check the device name in
getManagedElements response and
correct if device is not in up state

Delta Inventory:
Not receiving
delta inventory
change
notifications.

Notifications are not
received if there is an
inventory change.

If PNIL is in standlone
modeand if the OSS
user is not subscribed
for the notifications.

Subscribe for the notificationsn
MTOSI Notification Producer Web
Service.

9 Cisco Specific Interfaces

This section describes tl&sco specific extensions provided in addition to the standard

APS.

A Cisco Specific Vendor APIs are provided for the following functional areas:
A Alarm Life Cycle Management

A Alarm Retrieval

For asampk SOAP Requeanhd Responsdor all the APIs defined in these interfaces, refer
the Prime Network OSS Integration Guide SOAP Request Regjmmseent onCisco
Developemetwork

9.1 Cisco Specific Interfaces and supported APIs

This sections gives a list of Cisco speexiensions provided to the MTOiterface.

SI.No

Interface Name

API Name

Cisco
Extenson

AlarmIRP

AcknowlegeAlarm

DeAcknowledgeAlarm

AddNote

Retire

Clear

OO~ WINEF

AlarmRetrieval

getSubtentingAlarms

<|<|=<|=<|<]|=<
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9.2 Alarm Life Cycle Management

The alarm life cycle management support allows any OSS user to perform the following
operations on any Prime Network Ticket. All the following operationsymehronous in
nature

Acknowledge
De-Acknowledge
Clear

Retire

AddNote

= =4 4 4

The WSDL document describing the details of the Interface can be accessed frAppérelix
section.

The following table lists thAlarm Life Cyclactions supported byrimeNetwork

DM/Operation Ack DeAck | Clear | AddNote Retire
PN a a a a a

9.2.1 AlarmMgmt::Acknowlege
Add compliance for all the APIs.

Description:
This APl is used to acknowledge a Prime Network Ticket.

Input:
SI.No Parameter Data Type Description
1 uniqueld String This parameter describes the Prime

Network Ticket ID.

ThisID could be an integer or of
format {[NewAlarm(ld=X)]}

2 Hint String Optional value that can be used as
extra meta data in processing the
requests. For exampl€SS applicatior
or FM can use this as a
timestamp/version/state value that
can be used to correlate actions to
avoid issues with concurrent actions
performed on aPrime Network Ticket

3 Note String Optional note to include while
performing the operation.
4 Username String Optional attribute. The user on behalf

of whom the operation is done.
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Output:
SI.No Parameter Data Type Description
1 uniqueld String The same value which is used in the
operation.
2 Hint String The same value which is used in the
operation.
3 Success Boolean Value denoting the result of the
operation-& (. NHzS ¢ Ay Ol
Error:
SI.No Condition Error
1 Invalid ID provided for the When user provides improper ticket(dot in
operation in StandAlone expected format), the operation will return soap
Integration layer deployment. | fault with the detail containing the
alarmApiException. The alarmApiException codks
will be API_ERROR and message will contain th
information:
Please enter the PN Ticket Number or OID(form
[NewAblrm(ld=<Ticket Number>)]
2 Ticketdoes not exist on the The operation will return soap fault with the detal

PrimeNetwork

containing the alarmApiException.
The alarmApiException code will be API_ERROI
and message will contain the information:
DM[<comURI}=>Message[AP|_ERR&®Bperation
Name>operation failed. Reason:
<DM_Error_Messagg>

where:

9.2.1.1.1.1.1 <Operation Name>: the operation
name, e.g. Acknowledge

9.2.1.1.1.1.2 <comURI>:the comURI of the
responding DM

9.2.1.1.1.1.3 <DM_Error_Message>the error
message returned by DM.

9.2.2 AlarmMgmt::De -Acknowlege

Description:

This APl is used to geknowledge a Prime Network Ticket.

Input:
SI.No Parameter Data Type Description
1 uniqueld String This parameter describes the Prime
Network Ticket ID.
ThisIDcould be an integer or of
format {[NewAlarm(ld=X)]}
2 Hint String Optional value that can be used as
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extra meta data in processing the
requests. For example, OSS applicat
or FM can use this as a
timestamp/version/state value that
can be used teorrelate actions to
avoid issues with concurrent actions
performed on arime Network Ticket

3 Note String Optional note to include while
performing the operation
4 Username String Optional attribute. The user on behalf
of whom the deacknowledge
operation is done.
Output:
SI.No Parameter Data Type Description
1 uniqueld String The same value which is used in the
operation.
2 Hint String The same value which is used in the
operation.
3 Success Boolean Value denoting the result of the
operation-& 4 NHzS¢ Ay Ol
Error:
SI.No Condition Error
1 Invalid ID provided for the When user provides improper ticketld (not in
operation in StandAlone expected format), the operation will return soap
Integration layer deployment. | fault with the detail containing the
alarmApiException. The alarmApiException cod¢
will be API_ERROR and message will contain th
information:
Please enter the PN Ticket Number or OID(form
[NewAlarm(ld=<Ticket Number>)]
2 Ticketdoes not exist on the The operation will return soap fault with the detal

PrimeNetwork

containing the alarmApiException.

The alarmApiException code will be API_ERROI
and message will contain the information:
DM[<comURI}=>Message[AP|_ERR&®peration
Name>operation failed. Rason:
<DM_Error_Messagg>

where:

<Operation Name>the operation name, e.g.
Acknowledge

<comURI>the comURI of the responding DM
<DM_Error_Messagethe error message returne
by DM.
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9.2.3 AlarmMgmt::Clear

Description:
This API is used to force cledPiame Network Ticket.

Input:
SI.No Parameter Data Type Description
1 uniqueld String This parameter describes the Prime

Network Ticket ID.

ThisID could be an integer or of
format {[NewAlarm(ld=X)]}

2 Hint String Optional value that can be used as
extra meta data in processing the
requests. For example, OSS applicat
or FM can use this as a
timestamp/version/state value that
can be used to correlate actions to
avoid issues with concurrent actions
performed on a@rime Network Ticket

3 Note String Optional note to include while
performing the operation.
4 Username String Optional attribute. The user on behalf

of whom the operation is done.

Output:
SI.No Parameter Data Type Description
1 uniqueld String The same value which is used in the
operation.
2 Hint String The same value which is used in the
operation.
3 Success boolean Value denoting the result of the
operation-a 4 NHzS¢ Ay Ol
Error:
SI.No Condition Error
1 Invalid ID provided for the When user provides improper ticketld (not in

operation in StandAlone expected format), the operation will return soap
Integration layer deployment. | fault with the detail containing the
alarmApiException. The alarmApiException codk
will be API_ERROR and message will contain th
information:

Please enter the PN Ticket Number or OID(form
[NewAlarm(ld=<Ticket Number>)]
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The operation will return soap fault with the detal
containing the alarmApiException.

The alarmApiException code wikk API_ERROR
and message will contain the information:
DM[<comURI}=>Message[AP|_ERR&®peration
Name>operation failed. Reason:
<DM_Error_Messagg>

2 Ticketdoes not exist on the
PrimeNetwork

where:

<Operation Name>the operation name, e.g.
Acknowledge

<comURI>the comURI of the responding DM
<DM_Error_Message*he error message returne
by DM.

9.2.4 AlarmMgmt::Retire

Description:
This API is used to retire(archive) a Prime Network Ticket.

Input:
SI.No Parameter Data Type
1 uniqueld String

Description

This parameter describes the prime
network ticket ID.

ThisIDcould be an integer or of
format {[NewAlarm(ld=X)]}

Optional value that can be used as
extra meta data in processing the
requests. For example, OSS applicat
or FM can use this as a
timestamp/version/state vala that
can be used to correlate actions to
avoid issues with concurrent actions
performed on anPrime Network
Ticket

Optional attribute. The user on behalf
of whom the operation is done.

2 Hint String

3 Username String

Output:

SI.No

Parameter

Data Type

Description

uniqueld

String

The same value which is used in the
operation.

Hint

String

The same value which is used in the
operation.

Success

boolean

Value denoting the result of the
operation-a 4 NHzS¢ Ay Ol
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Error:
SI.No Condition Error
1 Invalid ID provided for the When user provides improper ticketld (not in
operation in StandAlone expected format), the operation will return soap
Integration layer deployment. | fault with the detail containing the
alarmApiException. ThedarmApiException code
will be API_ERROR and message will contain th
information:
Please enter the PN Ticket Number or OID(form
[NewAlarm(ld=<Ticket Number>)]
2 Ticketdoes not exist on the The operation will return soap fault with thaetalil

PrimeNetwork

containing the alarmApiException.
The alarmApiException code will be API_ERROI
and message will contain the information:
DM[<comURI}=>Message[AP|_ERR&®Bperation
Name>operation failed. Reason:
<DM_Error_Messagg>

where:

<Operation Name>the operation name, e.g.
Acknowledge

<comURI>the comURI of the responding DM
<DM_Error_Messagethe error message returne
by DM.

9.2.5 AlarmMgmt::Add Note

Description:

This API is used to add a note to a Prime Network Ticket.

Input:

SI.No

Parameter

Data Type

Description

1

uniqueld

String

This parameter describes the Prime
Network Ticket ID.

ThisIDcould be an integer or of
format {[NewAlarm(ld=X)]}

Hint String

Optional value that can be used as
extra meta data in processing the
requests. For example, OSS applicat
or FM can use this as a
timestamp/version/state value that
can be used to correlate actions to
avoid issues with concurrent actions
performed on arPrime Network
Ticket

Note

String

The mandatory note which is to be
added to thePrime Network Ticket
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4 Username String Optional attribute. The user on behalf
of whom the operation is done.
Output:
SI.No Parameter Data Type Description
1 uniqueld String The same value which is used in the
operation.
2 Hint String The same value which is used in the
operation.
3 Success Boolean Value denoting the result of the
operation-& (. NHzS ¢ Ay Ol
Error:
SI.No Condition Error
1 Invalid ID provided for the When user provides improper ticketld (not in
operation in StandAlone expected format), the operation will return soap
Integration layer deployment. | fault with the detail containing the
alarmApiException. The alarmApiExceptiodeo
will be API_ERROR and message will contain th
information:
Please enter the PN Ticket Number or OID(form
[NewAlarm(ld=<Ticket Number>)]
2 Ticketdoes not exist on the The operation will return soap fault with the deta

PrimeNetwork containing tre alarmApiException.

The alarmApiException code will be API_ERROI
and message will contain the information:
DM[<comURI}=>Message[AP|_ERR&®peration
Name>operation failed. Reason:
<DM_Error_Messagg>

where:

<Operation Name>the operation name, e.g.
Acknowledge

<comURI>the comURI of the responding DM
<DM_Error_Message*he error message returne
by DM.

9.3 Alarm Retrieval

This is a vendor extension API provided to retrieve any alarms.

The WSDL document describing the details of the Interface can be accessed from the
Appendixsection.
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9.3.1 AlarmRetrieval::getsubtendingEvents
This API allows the user to get all subtending events for an Alarriioket in PrimeNetwork.

Description:
This API is used to list all subtending events associated with an Alarm or a Ticket in Prime

Network .

Input :
Parameter Data Type Description
uniqueld String This parameter describes the Prime Netwaidket
ID.
ThisIDcould be an integer or of format
{[NewAlarm(ld=X)]}
Output:
SI.No Parameter Data Type | Description
1 eventld String This gives the PN event id for the inpu
ticket provided by user.
2 correlationid String This refers to the alarmlid tehich the
event is associated with.
3 Description String This gives the description of the event.
4 Source String Identifier of the model object that is the
root cause of the event
5 duplicationCount String The duplication count as it is calculatec

by the VNE. This count is meaningful f(
flapping events and represents the tota
number of noncleared events that are
aggregated by this flapping event.

6 Severity String The severeness of the event in the
system. Severity enumeration
(Indeterminate Information, Cleared,
Warning, Minor, Major , Critical)

7 Timestamp String This gives the origin timestamp of the
event.

8 Archived String Indicates whether this event is archiveq
in the database of Prime Network.

9 ElementTypeA String The brand name dhe device this
network event is associated with.

10 ElementTypeZ String In case of a link, will return the Z size
element type.

11 DetectionType String Represents the way this event was

detected. Possible Values: service,
syslogs, trap v1/v2/v3
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12 extendedName String This value can be used to distinct
between event types defined outside
Prime Network, In external OSS systen
such as PPM which forward events to
Prime Network.

13 State String The event state is a short, textual
description of Name éid (defined in
sendalarmmsgutil.xml)

14 suppressionDisplay String Indicates whether this event should be
displayed in the GUI

15 Name String Event's type enumeration. For example
Link down, Port up, Login etc.

16 reductionCount String The reductiorcount as it is calculated b)

the VNE. This count is meaningful for
flapping events and represents the totg
number of events that are aggregated |
this flapping event.

17 creationinDeviceTimezon| String A human readable string representing
the event cration time in the device
timezone

Error:
SI.No Condition Error
1 Improper TicketID When user provides improper ticketld

(not in expected format), below error
will be shown.

Id provided is invalid. Please enter the
PN Ticket Number or OID(format:
[NewAlarm(ld=<Ticket Number>)]

2 TicketlD does not exist If user provided ticketld does not exist |
PrimeNetwork, below errorwill be
shown,

GetSubtendingEvents operation failed.
Reason: ERROR (1200000006): OID
doesn't exist

3 Too many events to be pressed If the ticketID provided by the user has
10,000 events associated with it, an
error will be thrown like,
GetSubtendingEvents operation failed.
Reason:Too many events to be
processed for the Ticket.
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9.4 Trouble Shooting z Cisco Specific Interfaces

The table below includes the issues that might be encountered while setting up OSS
integration layer and steps to troubleshoot the problem.

Table9-1: OSS Integration Problems and Troubleshooting Procedures igmoCSpecific Interfaces

Problem Indication Probable Cause Troubleshooting Procedure
Description

Web Services | Web Service call to | The user ID password | Use a proper User ID / password for
Security any of the Interfaces | provided for the web | the web services call.

Exception will throw a WS service call might not

Security exception be correct.

with authentication

failure message

No DMs Exception message | The communicatiomo 1 Verify that the Prime
Available from the Web Service PN is not proper. The Networks application is
Exception call, stating that no | Integration layer was running.

DMs are available. | not able to 1 Network Connectivity to the
communicate with the Prime Networks machine is
domain manager ( DM proper.

).
Subtending Exception message: | There are too many 1 The number of events
Alarms: Reason:Too events associated with assoiated with the
Exception many events to | the Alarm ID/Ticket ID Alarm/Ticket is more than
indicating too be processed for supplied. 10K.
many events. the Ticket
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10 Appendix | z References to WSDL Documents
10.1 3GPPWSDLDocuments

This section contains references to the following WSDL Documents:
1 3GPHnventoryWSDL
1 3GPHT IRRVSDL
1 3GPRAlarm IRRNSDL
1 3GPMotification IRRVSDL
1 3GPMotification ConsumewSDL

10.2 3GPPInventory WSDL
The WSDL for 3GPP Inventory Management IRP can be accessed from the following URL:

https://<server>:<tgppPort>/ TGPPInventorylRP_R®rS€HI

Where:

servercisthe hostname or IP address of Prime Central or Prime Network Server
tgppPort¢ is the port number where CXF service T@PHRs runnirg. By default port number is
9220.

10.3 3GPPFT IRPWSDL
The WSDL for 3GPP File Transfer IRP can be accessed ffollowirg URL:

https://<server>:<tgppPort>/ TGPPFileTransferIRP_RPC?wsdlI

Where:

servercis the hostname or IP address of Prime Central or Prime Network Server
tgppPort¢ is the port number where CXF service T&@PHRs runnirg. By default port number is
9220.

10.4 3GPPAlarm IRP WSDL
The WSDL for 3GPP Alarm IRP can be accessed from the following URL:

https://<server>:<tgppPort>/TGPPAlarmIRPServices?wsdlI

Where:

servercis the hostname or IP address of Prime Central or Prime Network Server
tgppPort¢ is the port number where CXF service T&PHRs runnirg. By default port number is
9220.

10.5 3GPPNotification IRP WSDL
The WSDL for 3GPP File Transfer IRP can be accessed from the following URL:

https://<server>:<tgppPort>/TGPPNotificationIRP_RPCI?wsd
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Where:

servercis the hostname or IP address of Prime Central or Prime Network Server
tgppPort¢ is the port number where CXF service T&PRs runnirg. By default port number is
9220.

10.6 3GPPNotification Consumer WSDL

This WSDL will be used by thetiication Consumer ( OSS ) to receive 3GPP Noaotifications.

This WSDL does not support any operation and is provided for the OSS client user to download
the WSDL.

The WSDL for 3GPP File Transfer IRP can be accessed from the following URL:

https://<server><tgppPort>/TGPPNotificationIRP_Consumer?wsdl|

Where

servercis the hostname or IP address of Prime Central or Prime Network Server
tgppPort¢ is the port number where CXF service T&@PRs runnirg. By default port number is
9220.

10.7 MTOSI WSDL Documents

This section contains references to the following WSDL Documents:
Managed Element Retrieval $DL

Managed Element Names Retrieval WSDL

Equipment Inverdry Retrieval WSDL

Termination Point Retrieval WSDL

Resource Inventory Retrieval WSDL

Connection Retriesd WSDL

Ethernet Vitual Connection (EVC) ResouRsgrieval WSDL

e

10.8 Managed Element Retrieval W SDL
The WSDL documents can be obtained by following URL

https://<server>:< mtosiPort>/ManagedElementRetrieval RPC?wsdlI
https://<server>:<mtosiport>/ ManagedElementNamesRetrieval RPC?wsdl

Where:

server is the hostname or IBddress of Prime Central or Prime Network Server

mtosiPort - is the port number where the mtosi service is running. By default port number is
9110.

10.9 Managed Element Names Retrieval WSDL
TheWSDL document can be obtained from the following URL

https://<server>:antosiPort/ManagedElementNamesRetrieval_RPC?wsd|
Where:
servert is the hostname or IP address of Prime Central or Prime Network Server
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mtosiPort- is the port number where the mtosi service is running. By default port number is
9110.

10.10 Equipment Invent ory Retrieval WSDL
WSDL document can be obtained by following URL

https://<server>.<mtosiPort>/ EquipmentinventoryRetrieval RPC?wsdlI

Where:

server is the hostname or IP address of Prime Central or Prime Network Server
mtosiPort- is the port number whee the mtosi service is running. By default port number is
9110.

10.11 Termination Point Retrieval WSDL
TheWSDL document can be obtained by following URL

https://<server>:tosiPort/ TerminationPointRetrieval RPC?wsdlI

Where:

server is the hostname or IBddress of Prime Central or Prime Network Server

mtosiPort- is the port number where the mtosi service is running. By default port number is
9110.

10.12 Resource Inventory Retrieval WSDL
TheWSDL document can be obtained by following URL

https://<server>:tosiPort>/ResourcelnventoryRetrieval RPC?wsdl

Where:

servercis the hostname or IP address of Prime Central or Prime Network Server

mtosiPortc is the port number where CXF service for MTOSI is running. By default port number
is 9110.

10.13 Connection Retriev al WSDL
TheWSDL document can be obtained by following URL

https://<server>:<mtosiBrt>/ConnectionRetrievalRPC?wsdlI

Where:

servercis the hostname or IP address of Prime Central or Prime Network Server

mtosiPort ¢ is the port number where CXF service B6FOSI is running. By default port number
is 9110
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10.14 Ethernet Vir tual Connection (EVC) Resource Retrieval WSDL
TheWSDL document can be obtained by following URL

https://<server>:<mtosiPort>/FlowDomainRetrievalRPC?wsdI

Where:

servecis the hostname or IRddress of Prime Central or Prime Network Server

mtosiPort ¢ is the port number where CXF service for MTOSI is running. By default port number
is 9110

10.15
10.16 Cisco Specific Extensions WSDL Documents

This section has references to the following WSDL Documents:
1 Alarm Life Cycle Management WSDL
1 Alarm Retrieval Management WSDL

10.17 Alarm Life Cycle Management WSDL
The WSDL for Alarm Life Cycle management Interface can be accessed from the following URL:

https:// <server:<alarmMgmtPort>/AlarmManagementAPI?wsdl

Where:

server - is the hostname or IP address of Pri@entral or Prime Network Serwehere the
Web Service is running.

alarmMgmtPort ¢ is the port number where CXF service Adarm Mgmt APis running. By
default port number is 020.

10.18 Alarm Retrieval Management WSDL

The WSDL for Alarm Retrieval interfaeg be accessed from the following URL:

https://<server>:<alarmMgmtPort¥AlarmRetrieval API?wsdlI

Where:

server - is the hostname or IP address of Prime Central or Prime Network Sdrees the
Web Service is running.

alarmMgmtPort ¢ is the port numbemwhere CXF service fétarm Mgmt APils running. By
default port number is 020.
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11 Appendix 11 z 3GPP-Miscellaneous

This section includes:

3GPP inventoryNrm Schema File
3GPRnventoryFile

3GPP Detailed Inventory Information
3GPP Status File

3GPP Notifications
FTRConfiguration

= =4 -4 -4 -8 -9

11.1 3GPP inventoryNrm Schema File

<?xml version="1.0" encoding="UTF-8"?>

<!--
3GPP TS 32.696 Inventory Management NRM IRP
Inventory data file NRM-specific XML schema
inventoryNrm.xsd

-——>

<schema
targetNamespace=

"http://www.3gpp.org/ftp/specs/archive/32 _series/32.696#inventoryNrm”
elementFormDefault="qualified"”
xmlns="http://www.w3.o0rg/2001/XMLSchema"
xmlns :xn=

"http://www.3gpp.org/ftp/specs/archive/32 _series/32.626#genericNrm”
xmlns:in=

"http://www.3gpp.org/ftp/specs/archive/32 _series/32.696#inventoryNrm”

>

<import
schemaLocation="../../../ConfigurationManagement/GenericNetworkResourcesIR
P/SolutionSet/xsd/genericNrm.xsd"”

namespace=
"http://www.3gpp.org/ftp/specs/archive/32 _series/32.626#genericNrm"

/>

<!-- Inventory Management Alternative 1 NRM IRP NRM class associlated XML
elements -->

<simpleType name="eightOctetsType">

<restriction base="hexBinary">

<length value="8"/>

</restriction>

</simpleType>

<simpleType name="fourOctetsType">

<restriction base="hexBinary">

<length value="4"/>

</simpleType>
<simpleType name= >
<restriction base= >
/>
/>

</simpleType>
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