stfran]e.
CISCO

Cisco Routed PON Manager
User Guide

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential



CAUTION

Refer to the Install Guide before Installation

Warranty Notice: Device Attenuation Required

Do not connect OLT directly to ONUs without proper attenuation. PON transceivers will be

permanently damaged unless connected with minimum 16dB attenuation (20dB recommended).

Damage from optical overload will void warranty.

Combination of attenuator and splitters can provide required attenuation. Refer to the example:

Micro OLT
% Attenuator Box/HGW
ONU
1:4 Splitter
-_SFIN ONU
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Document Purpose

This document serves as the User Guide for the Routed PON Manager software. It describes
the architecture, installation, setup, security features, and usage information for the PON
Manager. This document is intended for users of the PON Manager who are responsible for
configuring Controller, OLT, and ONU devices and subscriber services on the PON Network.
The document is also intended for system administrators for the purpose of installation and
maintenance for the Routed PON Manager Web Server.

Although the open-source MongoDB is shown as part of the Routed PON architecture,
MongoDB is not provided as part of the Routed PON Manager package. MongoDB is a
dependency of the PON Manager. Installation, maintenance, and operation of MongoDB is
considered out of scope.

12
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Introduction

The Cisco Routed PON Manager is the management solution for PON Networks. The Routed
PON architecture is shown in Figure 1 and consists of the Routed PON Manager graphical user
interface, Routed PON Netconf Server, and Routed PON Controller. Together these
components provide a complete network management solution for provisioning and monitoring
Cisco Routed PON OLT devices, as well as the subtended ONUs compliant with the XGS-PON
and 10G-EPON standards.

Cisco Routed PON

Customer Applications
Cisco PON Manager Cisco PON Netconf Server
Web Asp T NETCONF
Server AR
—_— Claco PON N 3
Syseno YANG Model T\ |
1/:( HTTPSIREST Cisco PON BBF

YANG  YANG
[ Web Server J Uatabass Connector

Cisco PON REST APl €

Cisco Router Clsco Router Cisco Router
Claco PON A& Claco PON A7 J Claco PON #21
EEE 1604.2 b ﬁ ﬁ
L Management Network

cwos 3 S

Cizco PON REST APl  Cizco PON REST APl Cisco PON REST API

G 93071 XGS-PON G 988 CMCI @ IEEE 802 .3av 10G-FFPON, DRPoE-SP-0AMYZ 0

PON ONU e s
“~ONU
— e

Figure 1 - Cisco Routed PON Architecture
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Routed PON Manager

The Routed PON Manager is a single-page web application (Web App) and an accompanying
REST API that provides a graphical user interface for managing the PON Network. The Web
App is built on the Angular web application framework, which provides an HTML and JavaScript

13
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front-end user interface. The REST API accompanies the Web App for the purposes of
providing access to MongoDB for managing Routed PON Manager users and the PON
Network.

The Routed PON Manager has the following features:
e Alarm management.
e Dashboard view with a summary of PON network conditions.
e Device monitoring and statistics.
e Device provisioning and management.

e Service configuration, including VLANSs, Service Level Agreements (SLAs), 802.1X
Authentication, DHCP Relay, and PPPoE.

e Logging for diagnostics and troubleshooting.
e Polyglot graphical OMCI (and future 10G EPON OAM) service configuration tool.
e Routed PON Controller database management.

e Routed PON Manager user management.

Netconf Server

The Netconf Server provides a standard Netconf interface and customer facing API for
managing the PON network. The Netconf Server is built on the Netopeer2 and Sysrepo open-
source architecture and interfaces with MongoDB. The Netconf solution supports standard
Broadband forum (BBF) [TR-383] and [TR-385] YANG models for configuring subscriber
services for the PON network. In addition to standard YANG models, Cisco YANG models
provide a complete Netconf management solution for PON Controllers, OLTs, and ONU
devices. See Cisco Routed PON Netconf Server ConfD Addendum for more information on the
Netconf solution.

Routed PON REST API

The Routed PON REST API is a component of the PON Manager that provides an application
programming interface over HTTPS for managing PON devices for the Cisco solution.
Customers can build device provisioning, service configuration, performance monitoring, logging
collection, and other applications on top of the API for managing the PON network. In addition to
customer applications, the PON Manager Web App utilizes the API's PON and user
management interfaces. The APl implements a JSON interface that aligns directly with the PON

14
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Controller data model and interfaces with the MongoDB datastore for accessing configuration,
state, statistics, logging, and file collections.

The Routed PON REST API implements endpoints for managing the following:

e Device configuration and status for PON Controllers, OLTs, ONUs, and
Switches/Routers.

e Service configuration, including ONU Service Configuration (SRV-CFG), VLANs, Service
Level Agreements (SLAs), 802.1X Authentication, DHCP Relay, and PPPoE.
Performance management statistics.

Device logs.
File management, including OLT firmware, ONU firmware, and device pictures.

MongoDB Datastore

The Mongo database (MongoDB) provides the datastore for the Cisco Routed PON. The
MongoDB datastore contains all of the configuration, state, statistics, alarms, and logging data
for the devices in the PON network. Northbound interfaces, such as the Routed PON Manager,
Netconf Server, and customer applications interface with MongoDB to provision and retrieve
monitoring information for devices in the PON network. MongoDB serves as the interface
between the PON Manager, Netconf, and the PON Controller. The PON Controller defines the
format and schema of the documents in the database.

Provisioning data generally flows "downstream" through the management network. The PON
Manager and the Netconf interfaces write device configuration to MongoDB. The PON
Controller reads the configuration data from MongoDB and programs the OLT and ONU devices
accordingly.

Monitoring data, including device state, statistics, alarms, and logging, is collected and flows
"upstream" through the management network. The PON Controller periodically collects state
information from devices in the PON network and writes the monitoring data to MongoDB. The
PON Manager reads the monitoring data from MongoDB for display in the Web App.

Architecture Overview

The Routed PON Manager software is composed of a graphical user front-end web application
(Web App) and a RESTful interface (REST API) that provides access to the MongoDB
datastore. These software components integrate with the Apache2 web server and Django
REST framework as shown in Figure 2.

15
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Figure 2 - Routed PON Manager Architecture

Routed PON Manager Web Application

The core of the Routed PON Manager Web App is built on the Angular 13 framework and
Bootstrap web front-end toolkit, along with libraries that support specific elements of the user
interface. The Cytoscape library provides network visualization utilities for graphical tools such
as the Polyglot OMCI Editor. Device statistics charts and graphs are built using the D3 Graphs
package and ngx-charts library. The Font Awesome library provides icons and fonts for the user
interface. See Section Web Interface for information on using the Web App.
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Routed PON Manager Web Server and API

The Routed PON Manager Web Server is built on the ubiquitous Apache HTTP server, with
Django running as a WSGI plugin and exposing a REST API. The REST APl is a Cisco-created
interface to the Routed PON Controller database being hosted in MongoDB.

The PON Manager utilizes the user, group, permissions, and session management features of
the Django REST framework to provide secure access and authorization for the web interface.
See the Security and Accounts sections for more information on the PON Manager security and
account management features.

By default, Django does not support integration with non-relational databases. The djongo
library is used in parallel with a custom module to communicate with MongoDB. As HTTP
requests are received, they are handled by Django accordingly, but are mapped to the custom
module for database operations instead of Django’s default ORM.

Private APlIs

The REST API implements a number of ‘private’ endpoints that are intended to be used by the
PON Manager Web App only. These ‘private’ APIs are not published in customer
documentation and should not be used in customer applications. Private endpoints are not
considered stable APls and subject to change from release to release.

MongoDB

The Mongo database provides the datastore for the Cisco Routed PON, and is used to store
PON device provisioning and monitoring information collected by the PON Controller. MongoDB
is an open source, secure database (www.mongodb.com) which employs a NoSQL
architecture. See section MongoDB Installation for information on installation and configuration
for use in Cisco management solutions.

In addition to the PON device configuration and monitoring information, MongoDB is also used
to store users, permissions, and session information used by the Django REST framework. The
PON Controller defines the data model used to manage the PON network.
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Installation

There are two primary ways of installing and configuring the PON Manager: Debian Package
installation and Docker container. This setup guide assumes that you have already set up a
MongoDB server as described in the Cisco Routed PON Installation Guide. The Cisco PON
Manager package is available for download on the official Cisco Software Download page.

NOTE: Verify lighttpd or another web server is not already installed on the system before
installing PON Manager. Also, verify that web servers and other services are not listening
on TCP ports 80, 443, and 8013. Uninstall lighttpd and other web servers prior to
installing PON Manager.

Requirements and Dependencies

Supported Browsers

Browser Version
Firefox 94 x.x and later
Chrome 99.x.x and later

Supported Operating Systems

Operating System Version

Ubuntu 20.04
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Required Packages

The following Ubuntu Linux apt packages are installed by the Debian package. See Section
Installation Methods for installation instructions.

NOTE: MongoDB is not installed by the Debian package. See Cisco Routed PON Installation
Guide for information on MongoDB installation, setup, and operation.

Package Ubuntu 20.04
Apache2 2.4.41
Libapache2-mod-wsgi-py3 4.6.8
Libjpeg8-dev 8.0.0
Lsb-release 11.1.0
Mongo 4.4.0
openssl 1.11
Pip3 20.0.2
Python 3.8.2
Python3-dev 3.8.2
Python3-venv 3.8.2
Systemd 2454
Zlib1g-dev 1.2.11
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Python Package Dependencies (pip3)
The following Python 3 packages are installed with pip3 by the Debian package within a Routed
PON Manager specific Python virtual environment. See Section Installation Methods for

installation instructions.

Package Version

dataclasses 0.6

Django 2.2.28

django-cors-headers 3.4.0

django-rest-swagger 2.2.0

djangorestframework 3.11.2

djongo 1.2.30

drf-spectacular 0.17.2

jsondiff 1.3.0

jsonschema 3.2.0

Pillow Ubuntu 18.04 == 8.4.0, Ubuntu 20.04 == 9.2.0
pymongo Ubuntu 18.04 == 4.1.1, Ubuntu 20.04 == 4.3.3
python-resize-image 1.1.19

simplejson 3.16.0

sqlparse 0.24

zxcvbn 4.4.28

© 2024 Cisco and/or its affiliates. All rights reserved.
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Package Contents

The Routed PON Manager software is provided as a .zip file. The contents of the package are

described in the table below.

File/Directory

Description

tibit-ponmgr_R4.0.0_all.deb

Debian Package based Routed PON Manager
application

docker/ Directory containing docker container and
configuration files
docker/databases.json Docker container based Routed PON Manager

configuration file. See Docker

docker/docker-compose.ymi

Contains VM install parameters to be utilized by
docker compose

docker/Dockerfile

Responsible for building docker image

docker/README.txt

Quick startup guide for installing and configuring
PON Manager Docker container

docker/recovery_email_configuration.json

Docker container based Routed PON Manager
configuration file. See Docker

docker/tibitdev-api.conf

Docker container based Routed PON Manager
configuration file. See Docker

docker/tibitdev-web.conf

Docker container based Routed PON Manager
configuration file. See Docker

docker/user_database.json

Docker container based Routed PON Manager
configuration file. See Docker

examples/

Directory containing example REST API query
requests

legacy_uninstall.py

Uninstallation script for Routed PON Manager
versions R1.2.0 and below

LICENSES.txt

Lists the licensing information for third party
software used

mongodb_install.sh

Installs mongoDB
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mongodb_start.sh

Starts forked mongod instance

mongodb_uninstall.sh

Removes mongodb application, logs,
configuration, and databases

README.txt

Quick startup guide for installing and configuring
PON Manager debian package

tibit_ponmgr_selfsigned_cert_req.conf

Configuration file for self-signed certificate
created during installation

tools/

Directory containing tools and utilities relating to
Routed PON Manager

tools/generate_django_key.py

Python 3 script to generate a randomized
Django key

tools/bulk_configure/

Directory containing bulk configuration utility

tools/bulk_configure/bulk_configure.py

Bulk configuration Python 3 script

tools/bulk_configure/olt_bulk_config.csv

File where OLT device info to be pre-provisioned
is configured

tools/bulk_configure/onu_bulk_config.csv

File where ONU device info to be pre-
provisioned is configured

tools/bulk_configure/README .txt

Guide for utilizing the bulk configuration utility

tools/db_import/

Directory containing database import utility

tools/db_import/db_import.py

Database import Python 3 script. Imports device
firmware, pictures, and ONU Service
Configuration files into MongoDB.

tools/branding/

Contains script and files for creating a custom
branded PON Manager.

version.txt

Version information

Installation Methods

This section describes the steps to install and uninstall the Routed PON Manager software

using the provided installation scripts.

NOTE: Read all steps including the notes section prior to installing the software.

22
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Debian Package

The tibit-ponmgr_R4.0.0_all.deb package handles installation of all dependencies except for
Python.

Prerequisites:

Ensure that you have an active internet connection.

Install/upgrade existing python3 package to be equal to or greater than version 3.6.7.
Install/upgrade existing pip3 package to be equal to or greater than version 9.0.0.
Ensure that you have your MongoDB Server running that will manage user
authentication and serve as your default database.

e Ensure you have the latest ubuntu updates.

Installation Steps:

NOTE: By default, Routed PON Manager will deploy over HTTPS utilizing a self-signed
certificate created during installation. THIS IS NOT SAFE FOR A PRODUCTION
ENVIRONMENT. If installing Routed PON Manager for any use other than evaluation, you
should use legitimate certificates. See Using Alternate Certificates for how to configure
alternate certificates.

1. Open a shell and change to the root directory of Routed PON Manager application.

2. Optional | If desired, you can configure the self-signed certificate created during
installation by modifying the configuration file within this package directory;
‘tibit_ponmgr_selfsigned_cert_req.conf. There are two sections that may be modified:

o [req_distinguished_name]

countryName Country code. | Ex: ‘US’ (United States), etc
ST State or Province

localityName City or Locality

organizationName Name of organization
organizationalUnitName Name of group/unit within organization

CN Fully Qualified Domain Name of system
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o [alt_names]

DNS.*number*

Name to access web server.
Configure additional names by adding
more ‘DNS.x’ lines with increasing
numbers in place of ‘X’ in the example
above.

Ex.

DNS.1 = tibitdev-web

DNS.2 = tibitdev-api

DNS.3 = www.MCMS.com

IP.*number*

IP of machine. Configure additional
interfaces by adding more ‘IP.x’ lines
with increasing numbers in place of X’
in the example above.

Ex.

IP.1=127.0.0.1

IP.2=10.1.10.225

3. Use apt to install the package.

o Use the following command to install PON Manager with the default self-signed

certificate:

sudo apt install ./tibit-ponmgr R4.0.0 all.deb

o Optional | Use the following command to install PON Manager with the
customized self-signed certificate configured in Step (2):

sudo TIBIT_PONMGR_CERT_REQ=/path/tO/file.Conf apt \
install ./tibit-ponmgr R4.0.0 all.deb

© 2024 Cisco and/or its affiliates. All rights reserved.
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Configuration steps:

Ensure that you have root/sudo access to modify files.

1. Navigate to the directory: ‘/etc/tibit/ponmgr/
e Within this directory, there are several PON Manager configuration files that will need to
be edited with a text editor of your choice.

e user_database.json

o Stores configuration for database to be used for user authentication.

Key Description

host Hostname/IP Address of the MongoDB server hosting your user
database.

name Name of your user database. Default user database name is
‘tibit_users’.
(If it doesn't exist, it will be created)

port MongoDB port number.

auth_enable Boolean value determining if the MongoDB server at host:port is
using authentication.

auth_db Name of your MongoDB authentication database.
(Used when auth_enabled = true)

username The username of the MongoDB user to authenticate with.
(Used when auth_enabled = true)

password The password of the specified MongoDB user.
(Used when auth_enabled = true)

tls_enable Boolean value specifying whether the MongoDB server at
host:port is using encryption.

ca_cert_path The local path to the encryption certificate.

compression Boolean value specifiything whether to enable snapy
compression for MongoDB connections.
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dns_srv Boolean value specifying whether the MongoDB server is using
a DNS seed list.
db_uri Raw MongoDB connection URI. All Other fields are ignored if

this is used.

replica_set_enable

Boolean value specifying if the MongoDB server is running as a
replica set.

replica_set name

The name of the MongoDB replica set.
(Used when replica_set_enabled = true)

replica_set hosts

List of hosts to be used as the MongoDB replica set.
(Used when replica_set_enabled = true)

django_key

Cryptographic key used by django. The format of the field is a
freeform string, however, Django recommends it be minimum 50
characters with minimum 5 unique characters. See section
Django Key for more information on the Django Key.

(Note: that a randomized key will be generated during
installation if the ‘django_key’ field is not present.)

databases.json

o Stores list of all available PON databases in PON Manager.

Key Description

host Hostname/IP Address of your mongoDB server hosting your
PON Controller database

name Name of your PON Controller database. Default PON Controller
database name is ‘tibit_pon_controller’.
(If it doesn't exist, it will be created)

port MongoDB server port number.

auth_enable Boolean value determining if the MongoDB server at host:port is
using authentication.

auth_db Name of your MongoDB authentication database.
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(Used when auth_enabled = true)

username The username of the MongoDB user to authenticate with.
(Used when auth_enabled = true)

password The password of the specified MongoDB user.
(Used when auth_enabled = true)

tls_enable Boolean value specifying whether the MongoDB server at

host:port is using encryption.

ca_cert_path

The local path to the encryption certificate.

dns_srv Boolean value specifying whether the MongoDB server is using
a DNS seed list.
db_uri Raw MongoDB connection URI. All Other fields are ignored if

this is used.

replica_set_enable

Boolean value specifying if the MongoDB server is running as a
replica set.

replica_set name

The name of the MongoDB replica set.
(Used when replica_set_enabled = true)

replica_set_hosts

List of hosts to be used as the MongoDB replica set.
(Used when replica_set_enabled = true)

e recovery_email_configuration.json
o Configures SMTP email server for sending user password recovery emails.

Key Description

host Host to use for sending email

port Port to use for the SMTP server defined above
Type: String

use_tls Use TLS connection

‘true’ or false’
Type: String

user Username for the SMTP server

© 2024 Cisco and/or its affiliates. All rights reserved.
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password Password for user

2. Restart Apache
e ‘sudo systemctl restart apache2.service’

Using Alternate Certificates:

This section describes the steps to replace the default self-signed certificate and key with
alternates.

Prerequisites:

e You will need a valid certificate and private key
To change the certificate and keys, these configuration files will need to be modified (located in
/etc/tibit/ponmgr/):

1. tibitdev-api.conf
a. Within this configuration file, there is a section titled; ‘HTTPS Options’. There will
be two directives; SSLCertificateFile and SSLCertificateKeyFile
b. Replace the existing values of each of these directives with the path to a valid
certificate and private key, respectively.

2. tibitdev-web.conf
a. Within this configuration file, there is a section titled; ‘HTTPS Virtualhost'. There
will be two directives; SSLCertificateFile and SSLCertificateKeyFile
b. Replace the existing values of each of these directives with the path to a valid
certificate and private key, respectively.

3. Restart Apache

Validation Steps after Installation:

In a browser, navigate to “http://*IPofServerGoesHere*”
o Ex. “http://10.1.10.255”

Installation Notes:

o If you run into issues after updating the configuration files and restarting apache,
try clearing your browser’s cache.
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o Itis recommended that 127.0.0.1 be used for the mongoDB server if you have it
running locally

o Web pages are served from the default port 443. Any request over non-secure
port 80 is redirected to port 443.

o Location of install: /opt/tibit/ponmgr, /etc/tibit/ponmgr, /var/www/html (Symbolic
links)
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uninstall

To Remove (keep config files):
- Run: "sudo apt remove tibit-ponmgr"
This will remove the PON Manager, but will leave configuration files behind

To Remove (remove config files):
- Run: "sudo apt remove tibit-ponmgr --purge”
This will remove the PON Manager, and will also remove configuration files

Legacy Uninstall:

- Run: "sudo ./legacy _uninstall.py"
This will remove PON Manager versions R1.3.0 and prior

© 2024 Cisco and/or its affiliates. All rights reserved.
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MongoDB Installation
NOTE: MongoDB is not provided as part of the PON Manager package.

MongoDB serves the purpose of being the datastore for the Cisco Routed PON. This includes

all PON-specific information as well as user models. See Cisco Routed PON Installation Guide
for information on MongoDB installation, setup, and operation.

© 2024 Cisco and/or its affiliates. All rights reserved.
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Security

TCP/IP Ports and Network Services

Routed PON Manager installs and is deployed over the Apache2 HTTP web server. By default,
the apache2 web service is configured to listen on the following TCP/IP ports:

Network Service | TCP Port Description

HTTP 80 Listens for all HTTP traffic. Redirects all traffic to secure
port 443.

HTTPS 443 Listens for all secure HTTPS traffic.

REST API 8013 Listens for all HTTPS ftraffic for Routed PON Manager

REST API.

In addition to providing network services, the Routed PON Manager Server requires network

services from external systems to operate. PON Manager requires client access to the following

network services:

Network Service | TCP Port Description

MongoDB 27017 Default TCP port of the MongoDB server that the PON
Manager connects to.

Open Layers 443 Open Layers/OpenStreetMap render server that

(Open Street generates all geographic maps for PON Manager.

Maps)

DNS Names:
- https://openlayers.org
- https://a.tile.openstreetmap.org
- https://b.tile.openstreetmap.org
- https://c.tile.openstreetmap.org

Role Based Access Control

Routed PON Manager utilizes user roles and permissions to control what actions each user may

perform. Every user may be assigned a role by a System Administrator. Each role within the
system may have a set of permissions defined for what any user within that role may do. Each
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permission has an access type associated with it based on the Create, Read, Update, Delete
(CRUD) model. For example, a user role may be assigned the permission to read an OLT’s
configuration data, but may not be assigned permission to update it.

These permissions are enforced within the PON Manager REST API. For every call the Web
Client makes to the server, the attached user session provides the REST API with the
information needed to verify that user. After being verified to have an existing and valid session,
that user’s permissions are then checked for the required permissions for that operation. If the
user does not have the required permissions, the server takes no action and informs the Web
Client that the user is not permitted to access the requested data. One exception is PON
Manager login. A user will not have a valid session prior to login, so no permissions are checked
here. See Authentication for more information on session authentication.

The Web Client hides and disables content within the web application based upon the
permissions of the current user. A user who only has read permissions, for example, will not
have any save, create/add, or delete buttons available to them throughout the application. See
Accounts for more information on configuring users, roles, and permissions using the Web
Client.

HTTPS

PON Manager supports use of HTTPS for the REST APl and Web App via Apache
configuration by default. HTTPS ensures the confidentiality, authenticity, and integrity of all PON
Manager network traffic. Non-secure HTTP is not supported.

Authentication

The PON Manager utilizes the session authentication mechanism from the Django framework.
This mechanism associates a given HTTP request with a user.

Authentication relies on the following session state and data:

e Session ldentifier is represented as a cookie with the key: °__host-sessionid’, which is
a token that associates an HTTP request to a user. This token maps directly to the
primary key of a Session Object stored in MongoDB.

e CSRF Token (Cross Site Request Forgery protection token) is sent to the requester in
the form of a set-cookie header. This token is required to be sent on all unsafe HTTP
verb (Post, Put, Delete, etc.)] requests as a header with the key; ‘X-CSRFToken’
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e Session Object stores encoded data for the session, including the associated user, as a
document in MongoDB in the PON Manager User Database (tibit_users). A unique
Session identifier identifies the session object.

The following describes the process of authenticating a user session:

1. Before a successful request can be made, the user must authenticate via
email/password and retrieve a valid session token. (POST /user/authenticate/)

2. Upon successful authentication, the requester must send the *__host-sessionid’ cookie
and X-CSRFToken header (if required, for unsafe HTTP verbs) on every request.

3. Ifan HTTP request lacks a valid Session Token, a 403 (Forbidden) response will be
returned.

Session Expiration

A user session will expire after a period of inactivity. The session expiration timeout is
configured in the PON Manager User Database in units of minutes. The session expiration
timeout can be configured on a user’s role or globally for all sessions. The default global timeout
period is 20 minutes after the last successful HTTP request. If a request is made with an expired
Session Token, a response of 403 will be returned. The user will have to re-login and
authenticate with PON Manager when their session expires.

Session Purging

A new Session Obiject is created and stored in MongoDB upon successful authentication. This
is the case even if the user already has a previous Session Object(s) stored. Expired Session
Objects are purged from MongoDB every 24 hours.

System Diagrams

User Authentication and Session Establishment

The following diagram displays the sequence of creating a user session.
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WEB
REST API MongoDB
CLIENT Apache2/Django/RestAPI gum

HTTP POST
Jfuser/authenticate/

tmail, password ’ D

Authenticate usar
crecentials

>Jser found

Create Session

Insert(django _session) }

Session
Object
created

LH R A

HTTP 200 OK
‘ set-cookie: sessionid, set-cookie: csrftoken

1. HTTP POST - a user makes an HTTP request with a valid email and password
combination to the REST API to authenticate.

2. find(auth_user) - the REST API queries the user collection tibit_users in MongoDB to
find and return the user profile matching the email password combo provided.

3. Insert(django_session) - the REST API creates a session associated with the
authenticating user and inserts the session object into MongoDB.

4. HTTP 200 OK - the user receives a successful response containing two ‘set-cookie’
headers for the session identifier and csrftoken.

Authentication for Existing Session

The following diagram displays the sequence of successfully authenticating with a valid user
session.

35
© 2024 Cisco and/or its affiliates. All rights reserved.



WEB

CLIENT REST API MongoDB
Apache2/Django/RestAP
HTTP DELETE /olt/70:b3:d5:xx:xxee/
Cookie: sessionid, X-CSRFToken
CSrnokRen }
D Autbenticate Session '
'ffﬁ'a Django session .
‘ . D Session
: Found
. Diet"evt Session User
: find(auth user) 'Y '
‘ ' JUser Found
D Delete OLT '
delete(OLT-CFG) ) :
. ‘ : )ou Deleted
. ‘ HTTP 200 OK x

1. HTTP DELETE - a user makes an HTTP request containing a valid sessionid and
csrftoken cookie

2. find(Django_sesson) - the REST API queries the session collection in MongoDB to find
and return the session object with a matching sessionid.

3. find(auth_user) - the REST API queries the user collection tibit_users in MongoDB to
find and return the user profile associated with the session object.

4. delete(OLT-CFG) - the authenticated request is performed

5. HTTP 200 OK - a successful response is returned to the user

Authentication Failure
The following diagram displays the sequence of failed authentication
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WEB

i REST API MongoDB

Apache2/Django/RestAPI

users

HTTP DELETE /olt/70:b3:d5m00x0exx/ - .
Cookie: sessionid®, X-CSRFToken: csritoken ’ : .

Authenticate Session
Token

; o find(Django _session + \No Session
- . ‘ : Found

‘ HTTP 403 FORBIDDEN

* The Session Token (sessionid cookie) is
either; invalid, expired, or missing. The user
could not be authenticated

TR R R

1. HTTP DELETE - a user makes an HTTP request containing an invalid, expired, or
missing sessionid cookie.

2. find(Django_sesson) - the REST API queries the session collection in MongoDB to find
and return the session object with a matching sessionid. No valid session object is
found.

3. HTTP 403 FORBIDDEN - an unsuccessful forbidden response is returned to the user.
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Django Key

The Django REST API framework defines a ‘SECRET_KEY’ which is used for cryptographic
signing within the Django framework. The key is used by the framework for various internal
cryptographic signing functions, such as signing session cookies and other serialized data. The
key is not used for user password hashing, salting, or storage.

The Django key is user modifiable and is configured under the “django_key” field in
user_databases.json. The key is automatically generated when the PON Manager package is
installed if the field doesn’t exist or it's empty. The generate_django_key.py script is provided
with the PON Manager package in the ‘tools/’ directory and can be used to generate a new
Django key value. The format of the field is a freeform string, however, Django recommends it
be minimum 50 characters with minimum 5 unique characters. The Apache web server must be
restarted for changes to the Django Key to take effect. All active web sessions are invalidated
when the key is changed, forcing users to reauthenticate.

When deploying multiple PON Managers that use the same user database, the ‘django_key’
should be configured with the same value across all Routed PON Manager instances. While it is
possible to use multiple PON Manager instances using the same user database with different
secret keys, this can potentially result in unexpected behavior and is not recommended.
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Web Interface

Logging In for the first time

If using a configured user database that has no users, the user is prompted to create the first
administrative user. Otherwise, the user is directed to enter their credentials to access the Web

App.

If using the default self-signed or other untrusted certificate, a security exception must be added
in the browser for both the PON Manager Web App and REST API. To do so, connect to the IP
address for the Web App. The browser displays a warning similar to the following:

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 10.2.10.222. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details

Learn maore..,

Go Back (Recommended) Advanced...

L.

‘Websites prove their identity via certificates. Firefox does not trust this site because it uses a
certificate that is not valid fer 10.2.10.222.

Error code: MOZILLA_PEIX_ERROR_SELF_SIGMED_CERT

iew Certificate

Go Back (Recommended) [ Accept the Risk and Continue

Even with the security exception, HTTPS traffic is still encrypted. Click the button labeled
“Advanced” and then click the button labeled “Accept the Risk and Continue”.

Creating and Managing Accounts

When a new Routed PON Manager system is installed, the first user to access the Web App is
prompted to create a user. This user account will be an administrator by default.
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Administrators are responsible for creating additional user accounts. This can be done from the
Accounts tab.

Creating an account adds the new user to the user’s database as configured in the
user_database.json configuration file. Passwords are encrypted and are not stored in plain text.

Password Requirements

Password requirements for user accounts are configurable for Admin users via the User
Configuration tab. By default, user account passwords require;

A minimum length of 12 characters
A maximum length of 64 characters
A password strength of ‘weak’ or higher
Cannot contain user email or name

Create Account

e S =t
=
w
I

When entering a password, a user will be displayed a popup on the password field indicating
the defined password requirements and current adherence to the requirements, via a red X or
green checkmark. If available, feedback will be provided to the user within the popup indicating
how the password may be better improved.

If the password does not adhere to the configured requirements, a label below the field will
appear in red to indicate that the password is invalid and cannot be saved.

NOTE: Administrative users creating new users and modifying existing users are warned
if a password does not adhere to the defined password requirements but will be allowed
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to save a non-compliant password. In this case, a label below the password field will
appear in orange to indicate that the password is invalid but can still be saved.

Logging Out

The option to logout is accessible from the Site Navigation menu on the left of the PON
Manager user interface. When selected, a confirmation dialog appears.

If a user is approaching the maximum allowable time period of inactivity, a warning is displayed
to the user notifying them that they will be logged out. If no action is taken, the user will be
logged out.

Version

A user can see more about the version of the Routed PON Manager
by clicking on the “Version” label on the bottom of the Site Navigation
menu. This button displays a popup that gives details on the current

Dashboard build being used as well as any third party software used in the

creation of the Routed PON Manager.
Network

Global Config
* Accounts
Search

Logout

<« Collapse

Current Database:
Default

Version: R2.3.0
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Site Customization

To customize the look and feel of the PON manager user interface, you have two options:

1. Option 1: Create a package with custom branding that will be installed along with the
PON Manager. To do this, follow the instructions provided in the README.ixt file located
in the tools/branding folder of the installation package. The README.txt contains
detailed steps on running a script to customize the PON Manager package before
installation.

2. Option 2: If the PON Manager is already installed, you can make changes directly to the
user interface after installation. The Routed PON Manager provides the ability to add
custom logos and backgrounds to make the site look more brand-specific. There are four
places that the Web App provides the means to customize the appearance of the
interface: the background of the login screen, the footer text and logo of the login screen
and the corner logo visible after login. After logging into the Web App, any user can
customize the look of the PDM by clicking on the Cisco Communications logo on the
upper left corner of the screen. After clicking on the logo, a popup appears showing the
current images and a preview for the user of what the selected images would look like
after saving.

@ Dashboard

&5 Network Cisco PON Manager

© Global Config

& Accounts

Q Search

4 Logout

« Collapse

Current Database:

Default

$23712

These two methods give you flexibility in customizing the PON Manager according to your
preference.
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Note: Images uploaded larger than the recommended size will not be displayed.

Site Navigation

After having logged into the PON Manager, site navigation is visible on the left-hand side of the
window. The current page that is selected is marked by the highlighted section of this navigation
menu. The first view a user sees after logging in is the Dashboard page. From anywhere on the
site it is possible to transition between the Dashboard, Network, Global Config, Search, and
Accounts pages as well as logout of the application. The Global Config section expands to its
own menu for navigation to the Alarms, SLAs, Services, Files, Databases, and Devices pages.
This menu may be collapsed to allow for more horizontal screen space. The ID of the current
database in use is shown at the bottom of the menu. The following images show the navigation
menu with Network selected, the expanded Global Config menu, and the view when collapsed.

2= Network

© Global Config

@ Dashboard

&8 Network AlRIma

SLAs

© Global Config

38+ Accounts Services

Q  Search

4+ Logout

Devices
« Collapse
Automation

Current Database:

Default ‘& Accounts

Auto Refresh

Most pages of PON Manager will automatically refresh their data. This occurs every 5 seconds
on most pages. Some pages that require retrieval of larger amounts of data may use a longer
timer such as 10-15 seconds. Those pages that require the most data will not update
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automatically, but will have a refresh button to update the page’s data manually. It is not
required to refresh the browser to retrieve the updated data for a tab.

PON Controller Database Compatibility

The PON Manager is designed to be backwards compatible supporting PON Controller
database revisions R2.0.4 and greater. The Web App only displays configuration parameters
that are applicable and available for the version specified in the device configuration document
stored in the database. When using older, previous releases of the database or device
configuration files, only configuration and state attributes for that version will be displayed in the
Ul. Meaning any attribute added after the configuration version the user is currently using will be
hidden and not saved to the database when making configuration edits. This is most often seen
on the Network portion of the web interface and pertains to all devices.

The PON Manager uses the field ‘CNTL.CFG Version' in the device's configuration
document to determine what fields are shown in the Ul. This field as well as the entire
device configuration file can be updated from the PON Manager by navigating to the page
Global Config = Databases — Update.

i3 (4] e8:04:70:70:0c:5c {14 fields }
= _id efb TR0 008
i3 CMTL {1 field }
CFG Version R2.3.0
L3 FRMIK { G fiald=
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The PON Manager Dashboard view displays an option to select a database for use, counts of
devices in the database, counts of alarms for each device type, and counts of Automation
States for each device type. Clicking an alarm level for a device will display those alarms in a
table. Clicking on the number in Automation States or the horizontal bar, will show all the
devices within that state in a table. The Automation tiles are only displayed if PON Auto has run
on the database.

Database selection determines the source of the configuration, state, statistics, alarms and logs
presented in the Dashboard, Network, Global Configuration, and other portions of the user
interface for this session. When selecting, if the database is accessible the green checkmark will
show as a button to choose the database. If the database is offline however, a red “X” will be
shown indicating the database cannot be chosen.
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Server Rack 7 » @O.‘fline
5

has gone offline due to Heartbeat failure:

715

Devices are categorized into three different states: Online, Offline, and Pre-Provisioned. These
counts are reflected in pie charts and percentages. Beneath the device counts are bar charts
displaying the total number of Raised and Unacknowledged alarms of each type for each device
type. If a database becomes unreachable during its use the following message is displayed to
the user to notify them of the problem.

& Warning

aei siskisc] gralhai dalabass and Conlad ke dalnbass admnslnaioe

Alarms Summary

The alarm counts for a given device type are shown at the bottom of that device type’s tile. The
bars in these charts are clickable to see more detail for the selected alarm level. For example,
after clicking on the “Info” bar, a table of all Information level alarms populates below the device
summary tiles.

= ONUs
73,728
Total
73728 |0 0
cinling Cfline Pre-Provisioned

100% 0% 0%
73728 Total ONU Alarms

o -] o & & =1 =
Ememgency  Aler Coritheal Eror Wiarning Pt rfa Dstrug
Alarm Lewvel
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The Alarms table displays the ID of the device the alarm is for, followed by the time the alarm
was reported, the Alarm ID, and the IDs of the parent OLT and PON Controller (where

applicable).

Al DML bl alarms

Network

523716

The Network page allows the user to view/edit the states and configurations of the devices
(PON Controllers, Switches/Routers, OLTs, and ONUs) in the selected database. The user is
shown the hierarchy of devices they are viewing, and may monitor device states, alarms, logs,
and statistics, and configure settings.

Devices

Cisco defines several device types listed in the table below which are top-level management
entities within the PON Manager. Each device is represented in the Device Navigation Tree and
is identified in the tree by the icon shown in the table below.

Device Icon | Description

Switch/Router? & Network switch with respect to switch properties associated with
PON. Switches are discovered by OLT devices through LLDP.

PON Controller = | Cisco PON Controller with respect to management of the
application service, not the system hosting the Controller.

OLT = | Cisco MicroPlug OLT device.

ONU - ONUs compliant with the XGS-PON or 10G EPON standards.

' The term “switch” is used generically throughout this document to reference a switching or routing

device.
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Device Navigation Tree

Q, Go to Devic

€

v PON Automation

@ V' pm-dev-1

v MGMT LANS

v &% MGMTLAND
v B/ pmdevi

v F  edbaT0:70:05ba (202)

- v
& 7 eS8 bhaT0TIS a0 (Registered)

v B/ pmdev

v oV

v/ ARCN139bicie (Registered)

v Topology

v & California

v Q Petaluma

v

S
-
L=
R
L=

v
-
-
-
-

Faid

Vv

Der6 (Registered)

BFWS00131322 {Registered)

70:b3.d5:52:35.ac (2/2)

a8 9a 92 1M b7 12 (Registered)

70:b3:d5:52:3b:84 (3/3)

 ISKT71e81c38 (Registered)
' ISKT71e81d98 (Registered)

switch 5

10M - eS8 bd70:70:05:ba (2/2)

ALPHel930e76 (Regstered)

1/0/2 - 70:b3:¢55
a8 9a 93 M7 12 (Registered)

e8 b4 70 7118 a0 (Registered)

100/5 - 7T0°b3.05.52:3b.84 (3/3)

ARCN136b1c1e (Registered)
SKT71e81c38 (Registered)

SKT71e81a88 (Reqgistered)

®

On the left side of the network page there is a
navigation tree that displays the manageable
devices available from the selected database.
The tree has four root-level branches: MGMT
LANSs, Topology, and Unattached Devices. By
default, there is one branch under the MGMT
LANSs branch, “Unnamed”. This name may
change and others will appear later if
Management LAN Names are assigned to PON
Controllers. Each named Management LAN
branch lists all of the PON Controllers using that
name as sub-branches. Under Controllers, OLTs
are sorted by OLT MAC address.

All identified switches appear under the Topology
branch organized by geographic labels if
assigned. This provides a switch-based hierarchy
to access the same OLT and subtended ONU
devices which can also be found under the
MGMT LAN hierarchy described above. Under
Switches, OLTs are sorted and organized by the
switch port number the OLT is plugged into. The
OLT learns the switch port number from the
switch using LLDP. An “Unknown Switch” will
appear if there are OLTs without LLDP
information.

Unattached Devices lists all devices on the
network that do not have a parent device. Many
factors could determine when a device is listed as
unattached. For example, the device’s previous
parent device may have been removed from the
network.

Each device type is marked by their unique icon

to help quickly identify the device type. All PON Controller, Switch/Router, OLT, and ONU
branches also have a secondary icon indicating device status and alarms. This device tree will
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automatically update any open nodes. Each of these device branches list the device’s ID (Name
if available) as clickable text to navigate to that device. Note: it is not possible to navigate to a
Management LAN. Each OLT branch also displays the number of online ONUs out of the total
ONUs beneath it, and every ONU also displays its current state.

The width of this tree pane may be adjusted by dragging the right border to the left or right.
There is also a help icon at the bottom right that opens a popup to explain the various icons and
levels of the tree.

hl POMN Aotomation

Active warnings and alarms for devices will be displayed as icons on W MGMTLANS

the tree nav next to their respective device. When hovering over the y o

icon, a panel will be displayed showing what type of alarm it is and how 3 B o PorGrh ipmdoe )
many there are. Clicking on the icon will navigate users to the device's , > 1 G recrpn e
alarm page and clicking on the alarm type in the panel will pre-filter the N

page's alarm table showing only that type of alarm. P
Corisicad
Efrer

Different statuses of devices in the tree can be identified by the icons in
the table below:

£ Wamings

Warnings

Status Icon | Description

No alarms v Device is online with no active warnings or errors.

Offline @ Device is offline. This icon will display as priority over errors or
warnings.

Errors f Device has active errors. The sum of errors are shown within its
badge. This icon takes priority over warnings on the same device.

Warnings © | Device has active warnings. The sum of warnings are shown
within its badge.

At the top of the navigation tree there is the “Go to Device” section. By expanding this section,
the user may select a criteria to search on, enter the search text to find a specific device, and
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then select the arrow to navigate to that device. Selecting the advanced search button takes the
user to the Search page of the application.

ONU Device States

In the network device tree, device state is displayed to the right of the ONU in parentheses.

These ONU device states display the current state of the ONU in relation to its parent OLT. The

device states will not appear for ONUs within the “Unattached Devices” section of the tree as

these ONUs are not associated with any OLT.

State

Description

Deregistered

The ONU is deregistered and inventoried in the OLT configuration
file. This indicates a Loss-of-signal (LOS) condition for this ONU.

Disabled GPON: a disable serial number PLOAM was sent to the ONU,
disabling the serial number for the ONU. EPON: the upstream
transmit laser is disabled for the ONU.

Disallowed The ONU is administratively disabled. The MAC Address of the

Admin parent OLT was not found within the list of allowed MAC

Addresses for this ONU.

Disallowed Error

The ONU deregistered and is blocked from registering by the OLT
due to excessive upstream errors.

Disallowed GPON: The expected ONU Registration ID does not match the
Reg ID actual ONU Registration ID.

Dying Gasp The ONU deregistered due to Dying Gasp (loss of power).
Offline The ONU is offline.
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Pending Reset | A reset has been requested for the ONU.

Preprovisioned The ONU is configured before being attached to the network and
discovered by the PON Controller (CFG without a STATE).

Registered The ONU is registered on the OLT and is inventoried in the OLT
configuration.

Reset The ONU is in the process of being reset.

Unprovisioned The ONU is attempting to register with the OLT. New ONUs are in
this state temporarily until they are configured on the OLT.

Unspecified The ONU is registered on the OLT and is not inventoried in the
OLT configuration.

Hierarchy View

MGMT LAN CONTROLLER SWITCH QLT a0
MAME: Unnamed MAME: HAME: MAME MAME:
MALCT  DSiDRET 095740 WAL Bei3bhiad 58606 WAL TOib3E5E234:18 MAG; ad:#a93iMEa:10
PORAT I0: /003 STATE Unspacified
Sumrnary Identficatian Firmware CPEs Sarvices Porls *

OMNU Summary

MAC Address: ab:Ba:95:M:6a:10

Displayed at the top of the Network page, the Hierarchy View bar displays the current hierarchy
of devices that are being viewed. Starting on the left with the Management LAN, the selected
PON Controller and/or Switch/Router, OLT and ONU are displayed. The Name, ID/MAC
Address, Switch Port (for OLTs), and State (for ONUSs) of the current hierarchy devices are all
displayed here. Each device listed, excluding the MGMT LAN, is clickable to quickly navigate to
any device in the hierarchy. Only those devices that have already been selected are shown
here. For example, if a user selects a PON Controller to view, and then selects an OLT under
that Controller, they would see the following (Note that the ONU portion of the hierarchy is not
displayed in this example):
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MAC: Tb3d5:52:34:18

MGRMT LAKN CONTROLLER SWITCH aLT
MAME: Unnamed MAME: MAME: MAME:
WA 08:00:27:09:51:4b MAG: Be:3brad:68:69:8c MAG: Tob3:d5:52:34:15
PORT I
k4 Summary Identification Firmware Parts
OLT Summary

PON Controller

Summary

The Summary tab displays information relevant to the device’s current state and status. Values

such as the total alarm count, MAC Address, version, OLT and ONU counts, and status are
displayed as well as the time stamp when the PON Controller’s state was updated. A table is

also shown to display the Raised and Unacknowledged alarms in more detail. The summary tile

also displays a quick indication of PON Auto status for this device at the top of the card.

Controller Summary

‘.|J‘-‘_-\.

POM Automation

=2 - B - S - T - - 8

Status:

Alarms

Emergency:
Alert:
Zritical:
Errar:
Warning:
Hotice:
Imfo:

Debug:

Surmmary

Status:

Last Status Update:
Configuration Status:
Version:

QLT Count (anline § tatal):
QMU Count (online | total):
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R3.0.0-rc23
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523725

52




Identification

There are two tiles on the PON Controller Identification page. The first displays identifying
information about the Controller such as its Name, ID, Picture, and more. Several of these items
are configurable by clicking on the Edit button at the bottom of the tile. The second tile shows a
table of all network interfaces on the PON Controller device.

Mutworion on this Controller

Configure Controller Name

At the top of the card above the
Controller picture there will be an
input box which you can type in any
name with no restrictions for the new
Controller name. Click SAVE to save
your changes.

Configure Controller Picture

Where the “Picture” label was before
you will see a dropdown list of all of
the Controller pictures in your
database. Select the one you want to
see a preview of. (If you do not see
the picture you want, you can add
pictures by going to: Global Config,
Files, Pictures tab). Click SAVE to
save your changes.

Note: Differences between what is in the state file from what is in the configuration file of
devices will be shown in red next to the field of the mismatched value like so:

= General Configurations

MAC: DD:2E-E5ad ab22
Alarm Profile: Default
Stats Sample Time [seconds]: &00
Stots Maximum Size [bytes]: VROO0000
Syslog Maximum Size [bytes]: 10000000
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Configure Location Coordinates

The Location Coordinates field accepts Decimal Degrees(excluding direction designation and
degree symbol) formatted as /atitude,longitude with latitude first followed by longitude separated
with a comma. e.g. 38.24,-122.64

To view the device's position on a map, click the blue link icon to the right of the field Location
Coordinates. If no coordinates are defined, then there will be no device marker on the map.

NOTE: The device accessing Routed PON Manager must have external access to the internet
for mapping capability.

Firmware

The PON Controller Firmware tab has two tiles. The first displays the configured maximum
allowed parallel ONU firmware upgrades on this Controller. This attribute can be changed by
clicking Edit. The second tile lists all ONU firmware upgrades reported by the PON Controller.
The table displays the ONU that was/is being upgraded, its parent OLT’s ID, the firmware bank,
filename, and the last available upgrade status. This status updates automatically and shows
the progress of an active upgrade.
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QMU Firmwara Configuration

Max FW Upgraces;

EDIT

OMU Firmwara Upgrades

TIBIADE bin  Success

Authentication

This tab allows for the configuration of RADIUS settings on this PON Controller. The Shared
Secret, Revive Interval, and Failure Threshold are configured here along with the RADIUS
servers and User Access Monitoring settings.
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RADIUS Configurations

Sharen Secrel

Revive interval:

Fallure Threshoid:

Max Retry

Hela Perod:

Guiet Pernod:

Failure Penco

Auth Retranzant Num:
Auth Retransenit Timeout:
Auth Retransmd Backot Time
Servers

Semver 1

1P ftdiress
Port
Prority:
Satus:
Total Auth Complete:
Total Auth Timeout:
Current Auth Complete
Current Auth Timeout:
Revive Num:
Sevear 2
IP Agdress:
Part
Priarnty:
Status:
Tatal Auth Complete:
Total Auth Timeout:
Current Auth Complete:
Current Auth Timeout!
Revive Num:
Sener 3
I Audress:
Part
Prority:
Slatus.
Total Auth Complete:
Total Auth Timeout:
Current Auth Complets
Current Auth Timeout:
Revive Num:
User Access Monitoring
Usernane:
Eranle
Recover Threshola:
Check nterval:
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OLT Inventory

Each PON Controller has its own OLT Inventory. When navigating to this tab the user sees all of
the OLTs managed by this Controller. OLT IDs, Names, Primary Controllers, and Inventory
information are shown. The image below shows a Controller's OLTs before being inventoried.

{

In the Edit view, a user has the ability to set each OLT to be saved in this Controller’s inventory
as Primary, Secondary, Excluded, or Not Inventoried. OLTs that do not have a Controller
(common case for Pre-Provisioned OLTs) can be added by toggling “Show Unattached” while
editing. The example below shows the Edit view of the same Controller after its OLTs were all
set to Primary.

23730

523731

Add OLT to Inventory

Select the dropdown in the Inventory Config column of the OLT you wish to configure. Choose if
you would like to make this Controller its “Primary” Controller, “Secondary” Controller in case its
primary fails, or “Excluded” from being controlled by this Controller. Click SAVE to save the
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changes. Note that text will appear red for Inventory Config and State while the controller cycles
through before recognizing the changes.

Remove OLT from Inventory

Select from the Inventory Config column the dropdown of the OLT you wish to configure.
Choose “Not Inventoried” and click SAVE to save your changes.

Monitoring

A PON Controller has four sub-tabs beneath Monitoring. The Config sub-tab contains the
configuration for the Controller’'s alarm profile, statistics sample time, and all logging. Logging
levels may be set for various types of Authentication, Controller, OLT, TAPI, and UMT Relay
logs.

Alarms

See Alarms section for information about the alarms page.

Logs

See Logs section for information about the logs page.
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Operations

There are several fields describing a PON Controller's behavior. From this tab, the PON
Controller can be Paused or Shutdown, and the OLT Timeout, Management LAN Name, and
Loop Delay can be configured. All data belonging to this Controller may also be deleted. The

delete action prompts for a confirmation and cannot be undone if confirmed.

Operational Settings

MAC

Pause:

Shutdown:

OLT Timeout:

MGMT LAN:

Loop Delay:

Loop Count:

Last Loop:

UMT Discovery Timeout:

Delete Controller

Delete this controller and il's

Pause a Controller

To pause a controller, click EDIT to modify the configuration. Select “True” from the Pause

false

false

300

MGMT LAN 1

4

24120

2022-07-01 2215142

8

records lrom the dalabase

523732

dropdown menu. When the PON Controller is paused, the Controller continues to run, but skips

processing configuration changes and gathering monitoring data for OLTs and ONUs. Click

SAVE to apply your changes.
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Shutdown a Controller

To shutdown a controller, click EDIT to modify the configuration. Select “True” from the
Shutdown dropdown menu. When PON Controller Shutdown is set to 'true’, the PON Controller
application completes outstanding processing for OLTs and ONUs and cleanly exits. Click
SAVE to apply your changes.

Delete a Controller

Click DELETE and confirm you wish to delete all configuration records from the database in the
popup. After confirming the popup, the Controller’s records will be immediately deleted.

Switch/Router

Summary

A Switch/Router's Summary tab shows the Switch’s ID, System Name, IPv4 and IPv6
Addresses for quick reference.

Switch/Router Summary

Chassis |ID; 10:da 43.d75bed

FOM Automation

5l IER- R B -ER

Status: DONE

Summary

System Name:
IPv4 Address: 169,254 100,100
IPvwE Address:

Identification

Similar to the Identification tab of a Controller, this tab for a Switch allows the viewing and
configuration of a Switch’s Name, Tag, Location, and more. The configurable fields are listed
under the “Configuration” heading, while informational read-only fields are listed under “State”. If
a Switch’s picture configuration is set to an image in the database, it displays that image in
place of the default blue icon.
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Configuration

Picture:

Labels:

NETCONF Rame: Tade28.04 dus)
Tap

Create Date: 20220314 175849 243303
Location Coordinates: [

Addross:

Region Phoer s

PO: Gilbert
Siato

1Pvt Addrons

IPvE Addruss:

Systam Name: Mo Tk

Motk RouterQS 6.42.12 (long term)

System Description: CRAIEAG LS

523734

Configure Switch/Router Name

At the top of the card above the switch picture, there will be an input box where you can type in

any name with no restrictions for the new switch name. Click SAVE to save your changes.

Configure Switch/Router Picture

Where the “Picture” label was before, you will see a dropdown list of all of the switch pictures in

your database. Select the one you want to see a preview of. (If you do not see the picture you

want, you can add pictures by going to: Global Config, Files, Pictures tab). Click SAVE to save

your changes.

Configure Location Coordinates

See Configure Location Coordinates
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OLT Inventory
Much like the PON Controller’'s OLT Inventory, the Switch OLT Inventory lists all of the OLTs

plugged into the Switch. The main view displays each OLT’s status, MAC Address, and Name,
alongside the Switch ID, and each OLT’s Port ID. The image below shows a Switch with three

OLTs that are active but not inventoried.

OLT Inventory

80 3had B B hE 11073

EDNT

B23735

The next example shows the edit view of the same Switch’s OLT Inventory after one OLT has
been added. After adding the OLT to the inventory, the Port ID becomes editable. One case
where a user may want to edit the Port ID is so the PON Manager will show when the actual
port the OLT is in does not match the configured/desired port, indicating the OLT was moved.
To show and edit Unattached OLTs (OLTs that do not belong to a Switch), toggle the “Show
Unattached” option.
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OLT Inventory

523736

Add OLT to Inventory

Click the Add button on the OLT which you would like inventoried. This will then inventory the
OLT in the Switch’s configuration and will allow you to edit the Port ID. Click the SAVE button on
the bottom of the card in order to save your changes.

Remove OLT from Inventory

After clicking EDIT, click the Remove button. Click the SAVE button to save your changes. The
OLT reports online or offline status, but the user is no longer able to make changes to the Port
ID.

Operations

The Operations tab contains actions that apply to a Switch.
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Delete a Switch/Router

Click DELETE to remove configuration records for this switch from the database and confirm the
operation in the popup. There is no need to save changes after you confirm the popup. The
Switch’s records will be immediately deleted. This action cannot be undone.

Delete Switch/Router Data

Remowve this switch/router and it's records from the database
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OLT

Summary
OLT Summary

OLT PON Autemation

EE g N N NI
Status DONE
ONU PON Automation on this OLT

’u—ovs_? STARY Eo"msomuol_ﬁio‘s—;m?ﬁ?

[

PON Protection
PON Protection Status: Desabled

Automatic Switchover Status Disarmed
OLT Protection Partner

Alarms

Emergency:

Alert:

Critical

Error:

Warning:

Hotice

info:

Debug:

Summary

Status Online

Last Status Update N2 NV A2 P

Online Duration 14d, 198, 50m
Since: 72022, 3.50:3T FM

Uptime- 34, 21h, 34m_ 37

Configuration Status: Vahd

Version R3.0.0-1c28

ONU Count (online / total)

The OLT Summary tab contains three tiles
with information about that OLT. The first tile
has the total Raised and Unacknowledged
alarm counts and device status details. The
second tile displays the provisioned
bandwidth of the OLT. Finally, the third tile is
a detailed list of Raised and Unacknowledged
alarms on this OLT.

Several details about the OLT can be found
on the first tile. The ‘Online Duration’ field is
displayed for an online OLT and shows the
duration of time that this OLT has been
online. When the OLT is offline, the summary
tab displays both ‘Offline Duration’ and ‘Last
Online Duration’. The ‘Offline Duration’ shows
how long the OLT has been offline. ‘Last
Online Duration’ displays the length of time
the OLT was previously online before it went
offline.
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ONUs in ACTIVE Task

Filter

Autornation Status

523739

Provisioned Bandwidth Summary

The OLT Summary’s provisioned bandwidth tile
provides a quick view of the OLT’s configured

Provisioned Bandwidth Summary guaranteed and best effort rates for both

Downstream upstream and downstream bandwidth based on
SLA Eandwidth its ONUs’ SLAs. The guaranteed row is a
Guaranteed. 128 Kbps summation of the priority # rows below it. The
Best Effort: 10 Gbps priority # comes from the configured priorities of
Total 10 Gbps each of the ONUs’ SLAs and are ordered 1-8.

Each priority row is a summation of all ONUs on

Lpstream L
that OLT whose SLA has that priority.
S5LA Bandwidth
Fieed Q0
Guaranteed: 125 Kbps
Priority 1: 126 Khps
Besl Effort. 10 Gbps
Total 10 Gbps
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Identification

MAC

Labels

\Vendor:

Mode!

HW Rev

Senal Number

FW Version

Production Code
Manufacturing Serial Number
ASIC

Parent Controller:

PON Controller Version:

D8 Conlig Version

Create Date

Picture:

Location Coordinates. [
Address:

HETCONF Name:

Taq

Allowed Switch/Router Ports:

Switch/Router Descnption

Chassis 1D
System Name.
Port 1D

1Pvd Address:
1PvE Address.

System Description

Port Description

TIBITCOM
TXM-MPOLTO1C

OLT-70B3D5523

111211900091

130713

00:28.55.e4.2b:22

R10.0

R3.0.0

2022.03-04 17:31:34.924408

PIC-OLT-TBIT-C-SFP

70:63:65:52-35:a¢

8c:3b s0:83:69:3¢c
Demo Switch 5
1043

10.1.2073

AM4200-8XEF ProSAFE 8.poct
10GBASE-T and 8-port 10G SFP+
120.712,. 81.00.1¢

OLT port

523741

The OLT Identification tab contains various
fields that help to describe and identify the OLT.
The single tile lists details about the OLT
hardware, firmware and a few configurable
items. There is also a Switch Description at the
bottom that provides the OLT’s parent Switch
information as well.

Several values are configurable from this tab
including the OLT’s Name, Picture, and Tags.

Configure OLT Name

Click EDIT. At the top of the card above the
OLT picture, there will be an input box where
you can type in any name with no restrictions
for the new OLT name. Click SAVE to save
your changes.

Configure OLT Picture

Click EDIT. Where the “Picture” label was
before, you will see a dropdown list of all of the
OLT pictures in your database. Select the one
you want to see a preview of. (If you do not see
the picture you want, you can add pictures by
going to: Global Config, Files, Pictures tab).
Click SAVE to save your changes.

Configure Location Coordinates

See Configure Location Coordinates
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Firmware

The Firmware tab contains two sub-tabs that allow for managing the Firmware on a given OLT
and monitoring the firmware status on subtended ONUs, respectively; OLT Firmware and ONU
Firmware.

OLT Firmware

The OLT Firmware sub-tab shows the configured and active settings for the OLT’s firmware.
The tile displays the firmware versions in each firmware bank and the current version that is
running. When editing, the firmware banks allow for the selection of any version of OLT
firmware found in the database.

OLT Firmware

Current version:
Bank Pointer:
Bank Q;
File: R 0-CLT-Fwin
Wersion 2210
Bank 1:
Fiia: 22 DU0-CLT-Pa in
WVersion:
Bank 2!
File: R1.31-207-FWhin
WVersion: R1.X1
Bank 3:
File: R1.30L Fi hin
Wersion 21,3

EDAT

523742

Upgrade OLT Firmware

To upgrade the OLT firmware, click EDIT. Set the Bank Pointer by selecting the bank from the
dropdown with the desired Firmware Image to be used. Ensure that this dropdown is not set to
‘Upgrade Disabled’. For Banks 0-3, use the dropdowns to select the desired firmware image for
each bank. Click SAVE.

Disable OLT Firmware Upgrade

To disable firmware upgrade for an OLT, click EDIT. Set the Bank Pointer dropdown to
‘Upgrade Disabled’. Click SAVE. Note: disabling firmware upgrade does not cancel a download
that is already in-progress.
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ONU Firmware

The ONU Firmware sub-tab is similar to the PON Controller ONU Firmware tab, displaying the
maximum allowed parallel upgrades on this OLT and the firmware upgrade status for all ONUs
connected to this OLT. The first tile allows for the viewing and configuration of the maximum
parallel ONU upgrades on this OLT. The second tile displays the ONU firmware upgrade status,
which lists the ID of the ONU, the firmware bank the file was saved to, the filename, and the
status. The status column displays the last reported status for the firmware upgrade: “Success”,
“‘Downloading” with percent complete, or “Failed”.

ONU Firmware Configuration

Max Parallal FW Lpgradss Pes OLT 4

OMNU Firmware Upgrades

ONLU 1D lank l=rame Srapgs P

BR&S00131311 1] P& -GPON-BPWS-1504-3.2.30.bin Success
BRWED0I1402 1] F-GRON-BFWS-1500-2.2 3. bin Succoss
1 v
Services

The Services tab provides a detailed summary of the services configured on this OLT. This tab
displays a list of ONUs attached to this OLT with dropdown panels, which the user can expand
to see the detailed service configuration for each ONU.
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Service Configurations for ONUs

Switch Port: 1/0/5 VLAN is configured and active:  VLAN is configured but NOT active:  ONU has no configured VLANs:
Expand all Clear all VLANs

ONU: ARCN139b1c1e ONU Service Configuration: Disabled v

ONU: ISKT71e81c38 ONU Service Configuration: Add CTag v

ONU: ISKT71e81d98 ONU Service Configuration: Disabled v

A maximum of eight OLT Services (0..7) can be configured per ONU and up to 16 VLANs can
be configured per service. Deleting an OLT Service or VLAN configuration can also be
performed on this tab.

ONU: I1SKT71e81c38 ONU Service Configuration: Add CTag
Number of OLT Service Ports: 1 ONU Service Cenfiguration Parameters:
CVID: 1003
Swi NMI VLANS oLT PON VLANS ONU CPE
5105.c1003.cx Service Ports 50.c1003.cx UNI s0.Cx.Cx
e () Data, SLA® Max 1:
OLT Service Port  WName  Enable Mode TCONT Service Port  Downstream QoS Map  Downstream COS  SLA  Upstream Priority Value  NNIVLANs PON WVLANS
OLT-Service 0 Data  Enabled TCONT and XGEM - - - Max copy 5105.c1003.cx s0.c1003.cx

The diagram is a visual representation of the OLT services configured on the selected ONU.
Each configured OLT service will appear in the diagram as a single row containing a Switch,
OLT, ONU, and CPE block. The SWI block represents the switch or router the OLT is inserted
into. The OLT block has text displaying OLT Service port number, name, and SLA configuration.
The ONU block has text representing which UNI port number correlates to this OLT Service.
The CPE block and UNI VLANs connection adapt to the diagram depending on the selected
Service Configuration, Service Values, and selected Downstream QoS Map. The NNI, PON,
and UNI VLAN lines will appear green if the config values are matching the state values.
Alternatively, the lines will appear red if the config values do not match the state values.
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Edit Mode

This section provides an overview of the edit mode for OLT Services. Here, the user can make
and save changes to the OLT Services configuration. To begin, click the Edit button.

ONU: ISKT71e81d98 ONU Service Configuration: Add CTag

Number of OLT Service Ports: 1
Add CTag -

ONU Service Configuration Parameters:

cvID 1001

Swi NNIVLANS oLT PON VLANS ONU CPE

5105.c1001.cx Service Ports. 50.c1001.cx UNI 50.c0.c0
—q ()’ Data, SLA® Max 10

OLT Senvice Port Name Enable Mode TCONT Senvice Port Downstream QoS Map ~ SLA Upstream Priority Value  NNIVLANS PON VLANS

OLT-services W Data True 7 TCONT and XGEM ™ None e Max 7 Copy v 5105 c¢1001  cx s0 ¢1001  cx

s c c s c c

X or 0-4094

.- ol

Save Cancel

1. ONU Service Configuration — Select a built-in service (Disabled, Add CTag,
Unmodified) or a specific SRV-CFG file from the dropdown. Depending on the service,
the user may then also edit the “Service Values”. Requirements for these inputs depend
on the service configuration file selected.

2. Configure OLT Service Ports — Set the name, enable, mode and TCONT Service Port
reference. An OLT Service port with the mode set to “XGEM Only” will require a TCONT
Service Port reference. The TCONT Service Port reference must be an OLT Service on
the same ONU with the mode set to “TCONT and XGEM”. See OLT Services for more
information.

3. SLA and CoS - Set SLA by selecting it from the dropdown. See OLT Services for
information about the Mode, Downstream QoS Map and Upstream Priority Values.

4. Add OLT Service Ports — Add an OLT Service to an ONU by clicking the “Add Service”
button.

5. Remove OLT Service Ports — Remove an OLT Service from an ONU by clicking the
red trash can icon. This option is not available for the first service of a 10G EPON ONU
as the primary link cannot be deleted.

6. Add VLAN Tags - Add a VLAN by clicking filling in the next available blank row. Users
may enter ‘X’ to match any, 0 for untagged/priority tagged or the VLAN ID values 1 -
4095.

7. Remove VLAN Tags - Remove VLAN by clicking the red circular button to at the end of
the row.
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Ports
PON

FON Mode HES-PON
PO Enalsle: rug
Lhiscowery Feriod [ms] o
Encryption: Bidirectional
Encrypticn Key Time [5): a0
Laser Shutdowm: aser Qi
Loss of Signal: talge
Max Frame Size [bytes): SE00
Daowwenstresan FEC: frue
Upstream FEC: true
Guand Time [17.8ns]: il
Freamble Length [12.8ns]: a4
Errar Det Max Ratio: 0%
Erros Det Min Sarmple [bursis]: 100
Frror Det Max HEC Ratio: 20%
Erraw Dzt Min HEC Samph: [headsas]: L]
PON D ASTEII5196 (Auto)
Fitrr Reach: Standard (020 km}
Shared Dovenstream Policer: true

The OLT Ports tab has two sub-
tabs. The PON sub-tab has a
single tile with the OLT PON port
configuration. Note that fields
listed on this sub-tab depend on
the OLT PON Mode setting. If
the PON Mode is set to ‘XGS-
PON’, this tab lists XGS-PON
configuration settings and state
information. If the PON Mode is
set to “10G EPON’, this tab
shows configuration and state
specific to 10G EPON. (The
PON mode is set to ‘XGS-PON’
in the example shown).

Note: the MAC Address shown
at the top of this tile is the PON
Port MAC Address, not the ID of
the OLT.

When configuring a pre-

provisioned OLT, the device will
have no state data. Because of
this the interface will display the

PON Mode defined not by the OLT’s state, but by the global PON Mode setting. When

configuring an OLT that does have state data, the OLT will not be allowed to change from the
global PON Mode to the other (unless the global PON Mode is set to both XGS-PON and 10G
EPON). There will also be an indicator shown if the OLT is in the wrong PON Mode based on

the global PON Mode setting.
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The NNI sub-tab contains the OLT’s Management VLAN, Management TPID, and configuration
for the NNI Max Frame Size, LLDP Transmit and Receive toggles. The MAC Address shown at
the top of this tile is the NNI Port MAC Address, which is equivalent to the ID of the OLT.

< Summary Identification Firmware Services Ports
PON NNI
NNI
MAC:
Management VLAN: 4090
Management TPID: 34984
Max Frame Size [bytes]: 9800
LLDP Transmit: false
LLDP Reciave: true

R23743

NNI Networks

The NNI Networks tab is used to configure and manage NNI VLANS, bridging, and networking
for the OLT device.

Config

The Config tab is used to configure and manage OLT NNI Networking, including MAC learning
controls and NNI Network inventory. The MAC learning controls configure the aging time for
CPE MAC addresses and allow a CPE to move between ONUSs.
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MAC Learning

Age Limit [Seconds]: 3600

Allow CPEs To Move: false

The NNI Network inventory is used to configure VLANs and Networks for Layer2 Switch
Domains (L2SD) on an OLT device. NNI network inventory configuration includes the VLAN
stack, DHCP Relay Protocol Filters, PPPoE filter, Learning Limit, along with the PON Flood ID
and the associated Downstream Flooding SLA. Existing NNI networks may be added to the
OLT’s inventory and new networks may be created as well.

Note: PON Manager does not support configuring EAPOL for NNI Networks.

PRI Metworks
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The Learning Table displays dynamically learned and statically configured CPE MAC addresses
for an NNI Network. Click the Learning Table column to view the list of CPE devices learned on

a network. The following fields are displayed in the learning table: ONUs, OLT Service Ports,
CPE MAC Addresses and Unicast IDs.
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PON Flood Type

The PON Flood Type and ID are used to configure the destination for downstream broadcast,
multicast, and unlearned frames which do not have a dynamically learned or static MAC
Address table entry. This configuration determines the type of destination to forward flooding
traffic. There are 4 PON Flood Type options: Private, Shared, Auto, or All ONUs. The ‘All ONUs’
option is available only for EPON ONUs. Changing the PON Flood Type will affect the accepted
range of values for PON Flood IDs. Selecting “Private” will set the “Downstream Flooding SLA”
field to “None”. Selecting “Auto” will disable the configuration of the PON Flood ID field.

The ranges of the PON Flood IDs and meaning of the PON Flood Type depend on the type of
PON being used: EPON or GPON. The ranges and descriptions for each type are described in
the table below.

EPON Flooding
Type Range Description
Private 5121 - 6013 (not Frames are flooded to a single ONU on the specified unicast

5375, 5631, 5887) | LLID.

Shared 6014 - 6141 Frames are flooded to one or more ONUs on the specified
multicast LLID.

Auto - PON Flooding ID is automatically set by the PON controller
to a unicast or multicast LLID depending on the number of
ONUs attached to the NNI Network.

All ONUs | 32766 Frames are flooded to all ONUs on the broadcast LLID
defined by EPON.
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GPON Flooding
Type Range Description
Private 1154 - 1534 (not | Frames are flooded to a single ONU on the specified unicast
1279) (bidirectional) XGem Port ID.

Shared 1919 - 2046 Frames are flooded to one or more ONUs on the specified
multicast (downstream only) XGem Port ID.

Auto - PON Flooding ID is automatically set by the PON controller
to a unicast or multicast XGem Port ID depending on the
number of ONUs attached to the NNI Network.

Add An Existing NNI Network To Inventory

To add an existing NNI Network to inventory, first click the ‘Edit’ button on the desired

OLT NNI Network table. Following this, select the ‘Add’ button in the ‘Inventoried’ column of the
NNI Network to be added. An NNI Network can be added to inventory if it is Active and Not
Inventoried, as indicated by their respective columns.

Add a new NNI Network to Inventory

To add a new NNI Network to inventory, first click the ‘Edit’ button on the desired

OLT NNI Network table. Following this, select the ‘Add New’ button on the bottom of the panel.
This inserts a new row to be configured. The new NNI Network can be found as the last entry in
the table. The Network VLAN needs to be configured before the table can be saved. The PON

Flood ID, Learning Limit, Static MAC Addresses, Downstream Flooding SLA, PPPoE filter, and
DHCP relay can be configured as well.

Remove an NNI Network from Inventory

To remove an NNI Network from inventory, first click the ‘Edit’ button on the desired

OLT NNI Network table. Following this, select the ‘Remove’ button in the ‘Inventoried’ column of
the NNI Network to be removed. An NNI Network that exists and can be removed from inventory
has the state; Inventoried.

Enable DHCP Relay

Note: DHCP Relay requires the DHCP Host Processing function to be enabled in the PON
Controller.

To enable UMT encapsulation of the DHCP Relay on an NNI network, first click the ‘Edit’ button
on the desired OLT NNI Network table. Set DHCPv4 and/or DHCPVG6 in the Enable Filters
column to ‘umt’, which programs the OLT to forward DHCP messages over a UMT tunnel to the
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DHCP Relay Agent Host Processing function in the PON Controller. When enabled, the DHCP
Relay Agent inserts Option 82 in DHCP messages received from the client. Set the DHCPv4(v6)
dropdown to ‘pass’ to disable this feature.

DHCP Relay must also be configured for the ONU Service associated with this NNI Network.
See Enable DHCP Relay in ONU Service for more information.

Enable PPPoE

Note: PPPoOE requires the PPPoE Intermediate Agent Host Processing function to be
enabled in the PON Controller.

To enable PPPoE on an NNI network, first click the ‘Edit’ button on the desired OLT NNI
Network table. Set PPPoE in the Enable Filters column to ‘umt’.

PPPoE must also be configured for the ONU Service associated with this NNI Network. See
Enable PPPoE in ONU Service for more information.

Add Static MAC Addresses

Click the icon in the column ‘Learning Table’ for the network VLAN you wish to add to. After
clicking ‘Edit’ in the popup you can start adding CPE MAC addresses. Start by selecting the
ONU and the OLT service port you would like to add to and then type in a properly formatted
MAC address. The ‘ADD’ button will then allow you to add to the table. Save to the database by
clicking the ‘SAVE’ button before closing the popup or your edits will be lost.

MAC Addresses

The MAC Addresses tab displays a table showing all NNI networks on the OLT. CPE MAC
addresses are displayed with their associated service which maps to their Unicast ID (GPON:
ALLOC ID/Gem Port ID, EPON: LLID), VLAN tags, ONU, OLT-Service and the type, being either
“Learned” or “Static”.
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OLT CPE MAC Addresses
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ONU Inventory
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--------
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The ONU Inventory tab allows for the viewing and configuration of this OLT’s inventory of

ONUs. The inventory allows the OLT to quickly re-add and reconfigure attached ONUs upon

restart. The table shown on this tab displays the ONU IDs, Serial Number/MAC Address, Name,

State, ONU Inventory ID, and ALLOC IDs/LLIDs, and the disable Serial Number/Upstream

Laser state. An ONU that has more information than what can be displayed has a chevron in the
far right Expand column. Clicking on the row acts like an accordion. When expanded, the
configured ALLOC IDs/LLIDs for the OLT Services are shown. The first image below shows this
table with the second row expanded in view mode.

Note: Cisco strongly recommends that all ONUs be inventoried on the OLT they are

connected to. This is required to permit fast restart and avoid transmit collisions from

faulty ONUs that continue to use stale configuration after system reboots.
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Add ONU to Inventory

Click EDIT to modify the OLT’s inventory. If an ONU is not inventoried, the row displays an Add
button. This sets the ONU to be saved in the OLT’s inventory and allows for the inventory

values to be edited. The “Add all” button has the same functionality, but for all ONUs that aren’t
inventoried. The ALLOC ID/LLID inputs provide the acceptable ranges and display warnings for
disallowed values as they are filled in. The ONU ID is also settable from here. All ONU IDs must
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be unique per OLT, as well as all ALLOC IDs/LLIDs. Once the desired ONUs are added and
their values updated, click SAVE.

OMLU Inventory
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Remove ONU from Inventory

Click EDIT to modify the inventory. If the Remove button is selected, this sets the ONU to be
removed from the OLT’s inventory. This action does not remove the ONU from the OLT, only

the inventory configuration data.

Disable Serial Number

When the ONU is added to the inventory, several operations are available to the user. There is
an action to use the Disable and Enable Serial Number features of the OLT Inventory. The
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Disable toggle action disables the ONU’s transmit laser so it can no longer send messages to
the OLT. To trigger this action enable the toggle and click SAVE.

7 Active ONU D

«/ Inventoried ARCN139b1c1e Registered 1 1155 ] A
— Remove .

128

ALLOC ID{ [ Sync ONUs ALLOC IDs ]

OLT-Service 0 OLT-Service 1 OLT-Service 2 OLT-Service 3
1155

(Inwentoried, Mot Active)

OLT-Service 4 OLT-Service 5 OLT-Service 8 OLT-Service 7

Update ONU IDs, Alloc ID, and LLIDs in Inventory

A SYNC checkbox appears if the configured settings do not match what is active in the OLT’s
state. Clicking SYNC disables the input fields and will set them each to match their value from
the OLT’s state upon saving. This action is only available when the configuration does not
match what is active.

Monitoring

OLT Monitoring contains five sub-tabs: Stats, Config, Alarms, Logs, and Debug. The Config tab
allows the user to view and edit the OLT’s alarm profile and to enable real-time stats.

The Alarms sub-tab displays the same table seen on the Summary tab to see the active alarms
in detail. See the Alarms section of this document for more information on Alarms. See the Logs
section of this document for more information on Logs.

The Logs sub-tab lists all log messages for this OLT that exist within the selected time range of
one Hour, Day, Week, Month, or three Months. There is also an option to clear all existing logs
for this OLT. Upon clicking this, the user is prompted to confirm the deletion. If confirmed, all
logs for this OLT are removed from the database. This cannot be undone.
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The next sub-tab under Monitoring for an OLT is the Stats tab, which presents a view of the
statistics generated about the OLT’s operation. See Statistics for more details on using this tab
to select and display statistics counters and graphs for this device.

ONUs Stats

The OLT statistics tab also allows you to see the statistics for all of the managed ONUs for that
respective OLT. The ONUs Statistics tab will display all of the subtended ONUs on one line
graph per selected statistic. Users can see all of the ONUSs or just a selected few. The color of
the line on the graph will correspond to the outline color on the ONU after the desired stats have
been selected. Hovering over the graph will show more information about the datapoint closest
to the cursor. Under each line graph will be a bar chart that shows the accumulated total of each
ONU over the selected time period. Zooming and panning can be done by clicking on the graph
first.
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The Debug sub-tab contains a single tile that allows the user to configure OLT Debug Logging
Level, as well as generate and download a JSON formatted dump of the OLT debug
information.

Generating and downloading OLT Diagnostic data is a multi-stage process. First, click
‘Generate’ to trigger the PON Controller to collect diagnostic information from the OLT device.
The ‘Download’ button remains disabled until the data collection is complete. Once the PON
Controller completes the data collection, PON Manager detects that the process is complete
and the ‘Download’ button is enabled, allowing the user to download the diagnostic data to the
local PC.
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OLT Debug Options

MAC

OLT Diagnostic Data:

Generate debug information for this OLT, it's controller and switch/routar.

Generate 4 Download

“Mote: Generate is disabled when parent controller is pausad/offline.

Logging Level: INFO

Operations

There are several operations that may be performed on an OLT from this tab.
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Reset OLT

Reset this OLT

Reset

Delete OLT Data

Ramoawe this OLT and ifs records fram the database

Delete

Allow OMNLU Reqistration

Clear an OMNUSs) Trom the Disallowed Emor state

Allow ONUs

Enable OMU Senal Mumbsar

Send Enable Serial Mumber command to an inventoried OMUI(S
ALl
Enable ORUs
Enter an OHU Senal Number to enable a specihic ONUY or ‘ALL" to send a broadcast enable MEssge

Reset the OLT

When clicked, the user is prompted to confirm the action. Once confirmed, the OLT is sent a
signal to restart. This process may take a few minutes.

Delete the OLT

The Delete action removes all configuration, state, statistics, and logging data for this OLT from
the database. (However, Delete does not remove the OLT from any PON Controller or Switch
OLT Inventories). After the delete is confirmed, it cannot be undone.
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Allow ONU Registration

When an OLT detects a faulty ONU on the PON (e.g., ONU transmitting over other ONUs), the
OLT restricts the ONU’s access to the PON and transitions the ONU to the Disallowed Error
state. The Allow ONU Registration operation clears the Disallowed Error State condition for a
specific ONU or all ONUs in the Disallowed Error State.

To clear the Disallowed Error for an ONU, select the desired ONU or ALL from the dropdown
field ‘Reg Allow ONU’. Next, click the ‘ALLOW ONUSs’ button to trigger the OLT to allow the
ONU(s) to register.

If the OLT is busy in the process of allowing an ONU(s) to register, the message ‘Allow ONU
Registration operation is in progress . . ." is displayed and the ‘ALLOW ONUSs’ button is
disabled. Wait for the OLT to complete the pending Allow ONU Registration operation before
attempting another Allow ONU operation.

Enable ONU Serial Number/Upstream Laser

The Enable Serial Number action is an operation that enables an ONU’s transmit laser such that
it can communicate to the OLT. A specific ONU MAC/SN can be entered to enable a specific
device or ‘ALL’ can be entered to send a broadcast enable message to all ONUs on the PON.

Rogue ONU

Disallowed Error and Idle Optical Power are Rogue ONU tasks for OLT automation. If issues
occur during these tasks, the user will have the ability to start Fast Recovery, Isolation, or
Remediation by clicking the button under Rogue ONU Alarm Status. Status of the operation is
displayed under the Alarm resolution section. An operation can be canceled at any time by
clicking the Cancel button.

86
© 2024 Cisco and/or its affiliates. All rights reserved.



Task: DIS ERR

Reset All ONUs:

Reset OLT:

Disable All Serial Numbers:
Disable Serial Number:

Rogue ONU Alarm Status

@® OLTRX Optical Level Idle (dBm):

Last Time:
Last Results:
Alarm Count:

Alarm Resolution
Fast Recovery:
Isolation:
Remediation:

Suspects:

Rogues:

Restart automation Delete Overrides

Identification

true
true
true
true

Fast Recovery Cancel

40

Not Started
Not Started
Not Started

show suspects >~ (0)

show rogues ~ (0)

The Identification tab hosts the configurations for the ONU’s Name, Picture, Location, Address,
NETCONF Name, Tag, Create Date, Allowed OLTs, and Expected Registration ID (XGS-PON

only). This ID may be any String or ‘ANY’ to allow any registration ID value. Beneath the
configurable items, there is a section of state details. Included here is data about the ONU’s
Model, Vendor, Firmware, and more. If the ONU has its picture configured, then the image is

displayed in place of the default blue icon.
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ID:BFNS00131322

Configuration

Labels:

Picture:

Location Coordinates: (£
Address:

NETCONF Name:

Tag:

Create Date:

Allowed O1 Ts:

Expected Registration 10:

State

Host MAC Address:
Registration 1D:
Vendor:

Model:

Manufacturer:
Hardware Version:
Equipment 1D:

Logical ID:

Logical Password:

DB Config Version:
Parent PON Controller:
PON Controller Version:

PIC-ONU-BFWS-150A

BFWS00131322

2022-03-04 17:31:37.304286
084 70:70:05'ba

ANY

B
BFWS

205
ONT150A 1.0 04/2020

R3.0.0
00:26:55.e4:ab 22

R3.0.0

523751

Configure ONU Name

Click EDIT. At the top of the card above the
ONU picture, there will be an input box
where you can type in any name with no
restrictions for the new ONU name. Click
SAVE to apply your changes.

Configure ONU Picture

Click EDIT. Where the “Picture” label was
before you will see a dropdown list of all of
the ONU pictures in your database. Select
the one you want to see a preview of. (If you
do not see the picture you want, you can add
pictures by going to: Global Config, Files,
Pictures tab). Click SAVE to apply your
changes.

Configure Location Coordinates

See Confiqure Location Coordinates
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Firmware

The ONU Firmware tab provides information about the installed firmware on this ONU. The
Upgrade Status field refreshes during a firmware upgrade to reflect the progress/status. The
currently running version is shown along with some identifying information about the ONU, such
as its model number. The interface differs for XGS-PON and 10G EPON ONUs. XGS-PON
ONUs show the OMCI Download Parameters, while 10G EPON ONUs display the DPoE
Download Parameters.

ONU Firmware

ONU Firmware

Bank Pointer: 0 Bank Pointer: 0
Bank 0: Bank 0:
File: FW-EPON-SAGE-SGFN11AEL-0xT926.hin File: FW-GPON-ALPH-34000-5025_007_SFU24 bin
Version: 0x7926 Version: 5025_007_SFU24
Bank 1:
DPoE Download Parameters File: FW-GPON-ALPH-34000-5025_007_SFU24 bin
Final Ack Timeout [Seconds]: 60 Version: 5025_007_SFU24
State OMCI Download Parameters
Upgrade Status: None Max Window Size [bytes]: 54
Current Version: 0x7926 Backoff Divisor: 2
Firmware Filename: Comcast_v3.10 14_MAC14w Backoff Delay [Seconds]: 5
Software Bundle: Comcast v3.10.14 MAC14 Max Retries: 4
ONU Model: SGENT1AEL End Download Timeout [Seconds]: 0
Equipment ID:

Hardware Version: State

Upgrade Status: None

Current Version: 5025 007 SFU24
=2 ONU Model:

Equipment ID:
Hardware Version:

10G EPON ONU

BVM4KOOBRAD915-0083

XGS-PON ONU

Upgrade ONU Firmware

Click EDIT to update the firmware options. The user can select the active firmware bank and
what firmware version to assign to each bank. Note: only Bank 0 is available in 10G EPON
Mode. Use the “Bank Pointer” drop-down to select which firmware bank should be active and
used. All compatible firmware images within the database, and the firmware currently installed
(if not found in the database) are presented as options for each file bank. The options are listed
by the compatible ONU model then version. After selecting the desired ONU firmware versions
for each bank, click SAVE. This updates the ONU configuration and triggers a download of the
new firmware(s) if needed.
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Disable ONU Firmware Upgrade

To disable firmware upgrade on an ONU, click EDIT. Select the “Upgrade Disabled” option from
the “Bank Pointer” selection. For each Bank, set the “Config Version” field to ‘None’. Click
SAVE. Note: this action does not cancel a firmware upgrade if it is already in-progress.

CPEs

Note: Displaying CPE information requires the Authentication, DHCP, and/or PPPoE Host
Processing function to be enabled in the PON Controller.

The CPEs tab lists CPEs attached to the ONU which have been learned through 802.1X
authentication and DHCP Relay. For each learned CPE, the table includes the CPE ID (MAC
Address), 802.1X State, IPv4 Address, DHCPv4 State, DHCPv4 Lease Time, IPv6 Address,
DHCPv6 State, and DHCPvV6 Valid Lifetime. Each row of the table can be expanded to display
all available state information for a specific CPE. The CPE’s PPPoE information can also be
viewed here if applicable. Note: the table filter only applies to the values listed in the main
columns, not the data within the expandable rows.

1171672021

200141680143  Success 1012370 ACK 600 2111 dd8df  Request 2 .‘G'{:j ;., &
CNTL oLT
version R230-rc36 MAC Aadress
MAC Address
802X

PPPOE State Success
State -

Client MAC

Clent MAC

Circuit 1D OLT-Senvice 0

1154
11152021, 91610 AM
117152021, 91611 AM

Remote 1D

U RADIUS

Create Time . User Name Override Default

Last Success Time NAS Identifier NASID
NAS Port ID NAS-Port-D

DHCPv4 DHCPVE

State ACK State Request
Clent MAC

Clent D Type 0003 HW 0001 LLA 2¢0141680443
Chent @ Addr
Cient Req'd IP Addr
31 ServerlD Type 0001 HW. 0001 Time: 27¢9a93b LLA' ¢46516135a13
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CPEs may also be deleted from this tab. After clicking ‘Edit’ the user sees three delete buttons:
Delete Selected, Delete Expired, and Delete All. To manually select CPE entries for deletion,
mark each CPE to be deleted by clicking the checkbox for that CPE in the ‘Delete’ column.
Once all CPEs to be deleted are checked, click on the Delete Selected button. This removes all
of the marked CPEs from the database. The Delete Expired button deletes all CPEs whose
DHCPv4 and DHCPvV6 State is “EXPIRED”. If only DHCPv4 or DHCPV6 is enabled, then the
Delete Expired button will remove all CPEs whose respective DHCP State is “EXPIRED”.
Finally, the Delete All button removes all CPEs for this ONU from the database. These actions
cannot be undone after completion.

Services

The Services tab contains all subscriber service-related configuration that applies to this ONU.
This includes selection of the GPON OMCI or EPON DPoE service configuration to be
programmed on the ONU, Service Level Agreements enforced by the OLT, VLAN tag matching
and manipulation, DHCP Relay Agent Option 82, and 802.1X Authentication configuration. ONU
Services contains four sub-tabs: Config, MIB Reset, MIB Config, and MIB Current. The Services
Config sub-tab has multiple sections.
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OLT Services

In the “OLT Services” tile, there’s a table with a row for each OLT Service Port (0..7). The table
has tabs that when selected, will change the columns of the table to display different categories
of configuration (DHCP Relay, PPPoE) for each of the OLT Service Ports.

OLT Services

LILT Service U - Enaabded TOOMT and XEEM - - Dsata Mz

QLT Servics 1 Disabded KGEM Only T-Sarvce 0 - [CLT-Service O] - M (DLT-Service 0)
QLT Service 2 Disabded TCOMT sind XEEM . - - M

QLT Servics 3 Disalzbed TCOMNT and XEEM - - - [TET)

DILT Service 4 Disalslid TCOMNT and XKEEM . - . [ RS

QLT Servica 5 Dizalbed TCONT and XOEM . - - [LETS

CILT Servica & Dialbad TCONT and XGEM - - - Mz

CILT Seryicas 7 Dizablad TCONT and XGEM M

"Mote: «
Edit

For XGS-PON ONUs, the OLT Service Port has two modes: ‘TCONT and XGEM’ or ‘XGEM
Only’. Setting the mode to “TCONT and XGEM’ mode configures the OLT Service Port to
operate as both a TCONT and associated XGEM. With ‘XGEM Only’ mode, the Service Port
operates as an XGem Port only and must reference a Service Port that operates as a TCONT.
This allows for multiple XGEM ports per TCONT.

Enable OLT Service Ports

To enable an OLT Service, click the “OLT Service Ports” tab. Click the Edit button. The “Enable”
column contains options “True” and “False”. Set the selection to “True” for the desired OLT
Service Port. Setting “Enable” to “False” disables the OLT Service. This may take a few minutes
to take full effect.

Note: Service 0 cannot be disabled for 10G EPON ONUs.
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Service Configuration Mismatches

If an OLT Service is enabled that is not configured in the selected ONU Service Configuration
(SRV-CFG), then a red warning icon will appear. If the selected ONU Service Configuration
(SRV-CFG) references an OLT Service that is not enabled, then an orange warning icon will
appear. Hovering over either of the icons will show a tooltip explaining what’s wrong.

Note: Mismatch warnings currently only available with XGS-PON ONUs

ONU Services

OLT Services

Service Configuration: Add CTag
MIB Reset on Reg: false
Process Service Config Once: false

OLT Service Ports DHCP Rela cVID: 0
Service Port References

Service Enable OLT Service 0 /
UNI Ports

. Virtual Ports Physical Ports
OLT Service 0 False M 513 257 UNI-ETH 1

258 UNI-ETH 2
259 UNI-ETH 3

OLT Service 1 A True e

Set the Downstream QoS Map

To configure the Downstream QoS Map for an OLT Service, click the “OLT Service Ports” tab.
Click the Edit button and locate the column for “Downstream QoS Map”. For a specific OLT
Service, choose the desired Downstream QoS Map configuration from the options. Once the
desired Downstream QoS map is selected, click Save. This may take a few minutes to take full
effect.

The Downstream QoS Map selection only applies to XGS-PON ONUs using a configuration
where multiple XGem Ports are configured with a single T-CONT. Furthermore, the
Downstream QoS Map selection is only configured on the OLT Service Port that is operating as
a T-CONT, where the Mode is set to “TCONT and XGEM".

Set the SLA

To configure the SLAs for an OLT Service, click the “OLT Service Ports” tab. Click the Edit
button. Locate the column for “SLA”. For any of your OLT Service Ports, choose the desired
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SLA configuration from the options. Once the desired SLA is selected, click Save. This may take
a few minutes to take full effect.

Configure VLAN Tagging

To configure the VLANs of an OLT Service click the “VLAN Tagging” tab. Tagging is organized
by NNI-side and PON-side tag formats. The NNI-side tags define the tag stack format for egress
frames and match format for ingress frames on the OLT’s NNI port. Likewise, the PON-side tags
define the tag stack format for frames transmitted and received on the OLT’s PON port. If the
NNI-side tags are not equal to the PON-side tags, the OLT performs VLAN tag translation,

push, or pop operations to produce the configured tag format.

Configure VLAN Priority

To configure the VLAN Upstream Priority Value (VLAN CoS bits) for an OLT Service click the
“VLAN Tagging” tab. The Upstream Priority Value can be configured as either ‘Copy’ or a
specific priority value from 0 to 7.

e Copy : Copy the priority bits from the inner C-Tag for OLT configurations that add an
outer VLAN tag. Copy the priority bits from the original VLAN tag to the new VLAN tag
for OLT configurations that translate an outer VLAN tag.

e Priority 0..7 : Set the priority to a specific value between ‘0’ and ‘7’ in VLAN tags that
are added or translated by the OLT, where ‘7’ is the highest priority and ‘0’ is the lowest.

Add a VLAN

To add a VLAN tag to an OLT Service click the “VLAN Tagging” tab. Click the Edit button. Enter
the VLAN tag stack S-Tag, outer C-Tag, and inner C-Tag values. lllegal tag and conflicting tag
formats are flagged and highlighted to the user when adding or modifying VLAN tags. The user
is allowed to save changes only when all inputs are valid. If the changes are not desired and
should not be saved, click the CANCEL button to exit the edit view and discard the changes.
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Remove a VLAN

To remove a VLAN of an OLT Service click the “VLAN Tagging” tab. Click on the red minus
circle and click the Save button.

Enable DHCP Relay

Note: DHCP Relay requires the DHCP Host Processing function to be enabled in the PON
Controller.

UMT encapsulation can be enabled for both DHCPv4 and DHCPVG6.

To enable UMT encapsulation of the DHCP Relay for an OLT Service Port, click the “DHCP
Relay” tab. Click the Edit button. Set the Enable dropdown to either; DHCPv4 Only, DHCPv6
Only, or DHCPv4 and DHCPv6. These selections program the OLT to forward the selected
DHCP messages over a UMT tunnel to the DHCP Relay Agent Host Processing function in the
PON Controller. Enter values for Circuit ID, Remote ID, and Enterprise Number and click ‘Save’.
When DHCPv4 Relay is enabled, the DHCP Relay Agent inserts Option 82 in DHCP messages
received from the client. When DHCPV6 Relay is enabled, the DHCP Relay Agent sets the
Circuit ID value as the DHCPv6 Interface-Id (Option 18), and combines the Enterprise Number
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value with Remote ID to set OPTION_REMOTE_ID (37) in relay forward messages. Set the
Enable dropdown to ‘None’ to disable this feature.

DHCP Relay must also be configured for the NNI Network configured for this service. See
Enable DHCP Relay in NNI Network for more information.

Enable PPPoE

Note: PPPoE requires the PPPoOE Intermediate Agent Host Processing function to be
enabled in the PON Controller.

To enable PPPoE on an ONU’s OLT-Service Port click the “PPPoE” tab. Click the Edit button.
Change the Enable dropdown to True and enter the desired Circuit and Remote IDs. Click the
Save button when complete to submit the changes to the database for configuration.

PPPoE must also be configured for the NNI Network configured for this service. See Enable
PPPoE in NNI Network for more information.

ONU Services

The “ONU Services” tile displays information about the service configuration programmed on
the ONU device itself. The selected Service Configuration is displayed here along with the input
values and ports referenced within it. The “UNI Ports” subsection is used to configure and
enable service for specific ports on the ONU. This configuration only applies when the ONU is
configured for ‘Unmodified’ or ‘Add CTag’ built-in services. Virtual Ethernet Interface Ports
(VEIPs) and physical ports available on the ONU are listed. Both virtual and physical ports may
be present, depending on the type of ONU. In this case, the user is given the option to select
between the virtual and physical ports for the service.

The fields "MIB Reset on Registration” and “Process Service Config Once” are available for
configuration on GPON devices.
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ONU Services
Service Configuration: ARCN-AddCTag
MIB Reset on Req: false
Process Service Config Once: false

Service Values
[ONU]J[CVID]: 1001

Service Port References

OLT Service 0

UNI Ports
Virtual Ports Physical Ports
513 257 UNI-ETH 1
258 UNI-ETH 2
259 UNI-ETH 3

Set the ONU Service Configuration

To edit an ONU'’s service configuration, use the ‘ONU Services’ tile on the Config sub-tab.
There are three steps to configuring the ONU Service Configuration (SRV-CFG).
1. Select the Service Configuration ID for this ONU. There are several options to select
from:
‘Disabled’ - Disables service for this ONU.
b. ‘Unmodified’ - Configures the ONU with a service that forwards customer traffic
applying no VLAN tag modifications.
c. ‘Add CTag’ - Configures the ONU to push/pop a C-Tag. If this service is selected,
a CVID must be specified in Step (2).
d. <SRV-CFG file> - All other values not listed above in a..care SRV-CFG files
stored in MongoDB. Depending on the file selected, additional Service Values
may need to be configured in Step (2).
2. Set the Service Values for the selected configuration. These are typically VLAN IDs or
credentials that need to be configured for the specific service.
3. Set the UNI Ports for the service. This step applies when using the built-in ‘Unmodified’
and ‘Add CTag’ services only.

o
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Provisioned Bandwidth Summary
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Provisioned Bandwidth Summary

The Services Config sub-tab provisioned
bandwidth tile provides a quick view of the
ONU’s and its parent OLT’s guaranteed
and best effort rates for both upstream and
downstream bandwidth based on its
configured SLAs. The guaranteed row is a
summation of the priority # rows below it.
The priority # comes from the configured
priorities of each of the ONUs SLAs and
are ordered 1-8. For the OLT Bandwidth
column, each priority row is a summation
of all ONUs on that OLT whose SLA has
that priority.

The MIB Reset and MIB Current sub-tabs display the MIB Reset State and MIB Current State
respectively, as expansion trees. All keys at each level of the tree are sorted alphabetically for

viewing.
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MIB Config

The MIB Config sub-tab displays detailed information about the ONU’s service configuration. If
the ONU is assigned a SRV-CFG file, this tab displays the configuration using the same
expandable tree structure as the MIB Reset and MIB Current sub-tabs. The MIB configuration is

98
© 2024 Cisco and/or its affiliates. All rights reserved.



not available to display when the ONU service configuration is disabled or is using the built-in
Unmodified or Add CTag services. The OMCI diagram depicting the data flow path for that
Service Configuration is displayed under the MIB configuration tree tile.

Note that the MIB Reset and MIB Config sub-tabs only apply to GPON ONUs, and do not have
content for 10G EPON ONUs.
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Ports

The ONU Ports tab contains 3 sub-tabs: PON, UNI and Voice. The PON sub-tab lists the values
for Bidirectional PHY Delay and PON Mode, as well as ALLOC ID (OMCC) and OMCI Trans
Corr ID in XGS-PON, and ONU Encryption and ONU Number in 10G EPON.
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ONU PON Port ONU PON Port

Bidirectional PHY Delay [ns]: 0 Bidirectional PHY Delay [ns]: 0

Encryption: Downstream PON Mode: KGS-PON

PON Mode: 10G EPON ALLOC ID (OMCC): 1

ONU Number: OMCI Trans Corr ID: 22679
10G EPON ONU XGS-PON ONU

The UNI sub-tab shows a table with five rows, each representing a UNI port. The image shown
below is for an ONU which has three UNI ports. Listed in the table are the Enabled, State, ME
ID, Speed, Max Frame Size, Duplex, Loopback and Power over Ethernet (PoE) values for each
UNI port. DPoE Broadcast Rate Limit and ONU MAC Learning configuration is also supported
on 10G EPON ONUs. All of these values except for State and ME ID are editable for each UNI
port. The State and ME ID columns are hidden while editing.

OMU UNI Ports

Fort N . L & - _

S Enabied Siate MEID Spead Frame Cuplox Loophack FioE
Eix

UHI-ETH 1 trn unknowryna link) 2u ALD FTHIE) At falsn fise

UNI-ETH 2 trus unknoasming link) 258 ALD 2000 At falsa lalse

UNI-ETH 3 triné unknrstaring link) 2549 ALfD 0 At falia flss

UNI-ETH 4 trus unkngwring link) P60 Auin 000 Aarta false talse

UNI-ETH 5 rua unkrssarng link) 281 ALD 000 Auts talga alas

The Voice sub-tab appears only for XGS-PON ONUs. This page displays two UNI-POTS and
lets the user configure if the ports are enabled or not. The page also displays state information
such as the ME ID, State and Hook State.
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PON Ll Valoa
Voice Ports
UNI-POTS 1
Enable: Irus
BE ID: TEA
State: dizabled
Hook Stato: on
UNI-POTS 2
Enabiba: trua
ME 1D 770
Stato: disabied
Hook State: on

Monitoring

ONU Monitoring contains five sub-tabs: Config, Alarms, Logs, Stats, and Debug. The Config tab
allows the user to view and edit the ONU’s alarm profile.

The Alarms sub-tab displays the same table seen on the Summary tab to see the active alarms
in detail. See the Alarms section of this document for more information on Alarms. See the Logs
section of this document for more information on Logs.

The Logs tab provides the user with all logs for this ONU that exist within the selected time
range of one Hour, Day, Week, Month, or three Months. There is also an option to clear all
existing logs for this ONU. Upon clicking this, the user is prompted to confirm the deletion. If
confirmed, all logs for this ONU are removed from the database. This cannot be undone.

Sesect date range to vew logs

() Howr ) Day ) week ) Meran (B3 3 Monins
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The next sub-tab under Monitoring for an ONU is the Stats tab, which presents a view of the
statistics generated about the ONU’s operation. See Statistics for more details on using this tab
to select and display statistics counters and graphs for this device.

The final sub-tab for ONU Monitoring is the Debug tab. Clicking the “Generate All” button will
generate and download a JSON formatted dump of the ONU debug information.

Debug Configuration

ONU Diagnostic Data:

Generate debug information for this ONU, it's OLT, controller and switch/router.

Generate all

Operations

There are up to five (depending on the PON Mode) actions available for an ONU: Reset, Allow
ONU Registration, Disable ONU Laser, Restart ONU Automation, and Delete.
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Reset QMU

Delete OMLU Data

Remaove this ONU and its records from the database

Allow OMNU Registration

Clear this QML from e Disallowed Ermor state for ALL OLTs

Disable ONU Laser

Disable the laser on this QML for a period of time

Reset the ONU

Click the ‘RESET button to reset an ONU. When clicked, the Reset button prompts the user to
confirm the Reset action with a popup. Once confirmed, this will trigger the ONU to restart. This
process may take several minutes.

Allow ONU registration

When an OLT detects a faulty ONU on the PON (e.g., ONU transmitting over other ONUs), the
OLT restricts the ONU’s access to the PON and transitions the ONU to the Disallowed Error
state. The Allow ONU Registration operation clears the Disallowed Error State condition for this
ONU. Click the ‘ALLOW REGISTRATION'’ button to clear the Disallowed Error for this ONU.
The ‘ALLOW REGISTRATION'’ button is disabled when the ONU is not in the Disallowed Error
state.
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If the OLT is busy in the process of allowing registration for a different ONU, the message ‘Allow
ONU Registration operation is in progress . . .’ is displayed and the ‘ALLOW REGISTRATION’
button is disabled. Wait for the OLT to complete the pending Allow ONU Registration operation
before attempting the Allow Registration operation for this ONU.

Disable ONU Laser

The Disable ONU Laser operation is available for EPON devices only. To disable the ONU laser
for a period of time, enter an integer within 1 to 60 in seconds into the field ‘Disable Time
Period’. Then, click the ‘DISABLE’ button to disable the ONU laser for the period of time defined
above.

Delete the ONU

Click ‘DELETE’ to remove the ONU from the system. The Delete action removes all
configuration, state, statistics, and logging data for this ONU from the database. This also
removes the ONU from any OLT Inventories. After the delete action is confirmed, it cannot be
undone.

Task: DISALLOWED ONU

Sample Size: 3
Repeat Threshold: 300
History Size: 10
Reset ONU: frue
Rogue ONU Alarm Status Fast Recovery Cancel

@® OLTRX Initial Power (dBm): -10.254
@® OLTRX Power (dBm): -105
Status: ok
Last Time:

Last Results:

Alarm Count:

Alarm Resolution
Fast Recovery: Not Started

Restart automation
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Statistics

The stats sub-tab is available under the Monitoring tab for PON Controllers, OLTs, and ONUs. It
presents a view of the statistics generated about the device’s operation. All available statistics
are shown within the accordions for each stats group. To display the graph for any given
statistic, mark the checkbox next to the field name. Numerical values in the right column display
the statistics' most recent value or for counter values, the accumulated value based on the
selected time period.
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The Stats tab has advanced controls for selecting the time range, refresh interval, and other
statistics display controls. The controls are numbered in the figure below and described in the
sections below.

1 2 3

4 5 6
® 1day W c 5s v Q Show time outliers Show outlier averages n

@ Enable Real-Time Statistics

* Real-Time stats not available on ONU charts

Choose a link: ‘ google v ‘ Launch Grafana Q

1) Time selection. Selecting the dropdown for time range selection offers the following
options to the user. A custom time range can be specified by selecting the start and end
date inputs, which present a calendar for the user to choose the day to start or stop the
range at. Choosing a set “To” date will stop the graphs from automatically updating.
Simple, predefined ranges from 15 minutes to the last month can be applied with one
click. After choosing a time period, click “Apply time change” to see it in the graphs.

2) Refresh. The refresh icon with the drop down allows the user to configure how often to
refresh the statistics data. The data may be manually refreshed by clicking the refresh
icon button here or it can be paused by selecting “Off”.

3) Reset zoom. The reset or clear zoom button restores the X/Y axis zoom on graphs to
their default, zoomed-out values.

4) Show time outliers. Although the PON Controller tries to gather stats at consistent time
intervals, many scenarios can occur where there may be a long period of time between 2
or more stat gathering cycles. Often when this happens a large spike or drop can be
seen on the line graphs which would be confusing if the user assumes that period
between stats (x-axis) is consistent with the other time periods on the graph. Clicking
“Show time outliers” will find these anomalies on the graph and display those times as a
dotted line instead of a solid line. The PON Manager does this by finding the average
time between stat gathering cycles for the selected time period and looks for times
greater than twice the average.

5) Show outlier averages. This can only be used after “Show time outliers” is clicked. This
feature will then use what is the average period of time between stat cycles to fill the gap
in time of the statistical outliers with estimated time periods of stat gathering where they

106
© 2024 Cisco and/or its affiliates. All rights reserved.



should have occurred. It will then use however many new points that were created to fill
the gap on the x-axis to find the average y-axis value and distribute that value between
all the new points of data. This will often lower the spike on the graph and show a more
accurate measurement of the y-axis values.

6) Clear statistics. Click the trash can to clear all statistics for this device. Upon clicking
the trash can button the user is prompted to confirm. When confirmed, all statistics for
this Controller are deleted from the database. This cannot be undone.

Displaying Graphs

All graphs on the Stats tab follow the same layout. Each graph displays a single statistic, where
the X-Axis is the date and time the statistic was reported, and the Y-Axis units depend on each
individual statistic. For example, Y-Axis represents the number of frames counter for TX
Encrypted Frames statistic shown in the figure below.

OLI-PON TX Encrypted Frames (Frames)

l|

wN S 0 Av e AN XA 2ru

s il YR ¥ '“’W
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X-Axis Zoom

Each graph has controls for zooming and viewing data. Clicking the plus and minus buttons on
the Axis Zoom, zooms in and out of the graphs for a more detailed view of the data. When
zoomed in on graph data, click and drag the graph to view different data in the series. The Y-
Axis Zoom and vertical click-and-drag is controlled individually for graphs. X-Axis Zoom and
horizontal click-and-drag controls are aligned and apply to all graphs that are displayed, aids
with troubleshooting by displaying multiple metrics aligned to the same point in time. A red line
is displayed on the graph if the statistics data extends outside the range of current zoom.
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Alternatively, users can zoom and pan on the graphs by clicking anywhere inside of the graph
area and then using their mouse to scroll in and out or to click and drag.

Real-Time Statistics

When viewing statistics for an ONU or OLT, there is a special option to toggle “Real-Time
Statistics”. This option uses data gathered every interval (as defined by the PON Controller’s
Real-time Statistics Sample Time) to update the view of the graphs and total statistic counts.

ONU-POMN TX Optical Lewvel
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G
B
-~
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The total statistic counts will update steadily as the current values are reported for each PON
Controller real-time statistics sample interval. These can be seen next to the checkboxes for
selecting which statistics to graph. On the graphs themselves, Real-Time Statistics creates an
extra data point that is connected to the graph by a green line. This value changes regularly and
represents the accumulation of the value since the most recent collection of complete statistics
by the PON Controller.

ONUs under OLT stats

The OLT stats page is unique in that it shows the statistics of the ONUs that it manages. A tab
is located at the top of the page that allows users to navigate between the OLT statistics and the
ONUs. The ONU statistics will show both a line chart containing all the ONUs on one chart and
a bar chart that shows the accumulated values of each ONU for the selected time period. The
colors of the lines on both the line and the bar chart will correspond with the outline around the
list of ONUs at the top of the page. To remove one of the ONUs on the graph, just click on its
address at the top of the page. More information can be found in the OLT Monitoring Stats
portion of this document.
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Grafana

NOTE: Grafana must be installed prior to using the features described in this section.

Grafana is an open source data visualization tool that runs separately from the Cisco Routed
PON. The Stats Exporter in conjunction with Prometheus, an open-source data collection
software tool-kit, is available for Routed users (See TN0O73 for more information). The OLT and
ONU statistics pages provide a way to link users to a Grafana server for a more in-depth view of
statistics.

Choosa a link: | ONU Dashboard ~ Launch Gratana *

Prerequisites

There are several prerequisites to using this feature in PON Manager:

1. Install the Grafana server on a supported operating system within the network
accessible from PON Manager. See the Grafana documentation for more information on
installing.

2. Install and configure the Stats Exporter which is packaged with the PON Controller.

3. Create dashboards for OLT and ONU devices in Grafana that PON Manager can link to.

Grafana Dashboard Links

Users can create up to 50 links to preconfigured Grafana dashboards. When creating links,
users have the option to add query parameters into their links to help pre-populate their
dashboards with the ONU and OLT’s names and IDs. The query parameters will automatically
take information about whatever device a user is on and include it in the link, so there’s no need
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https://grafana.com/docs/grafana/latest/setup-grafana/installation/

to specify devices when creating the links as they can be used across all devices of the same

type.

<_‘

Cenfigura links to Grafana dashboards

Hama

How do links work? Links allow you 1o ga dimctly 1o pre-configured Gratana dashboards from 1he PON Manager. There are sevenl pra-defined
query parameders that act as varables i help 1 out the dashboands: var—olt_id={{0LT ID:} & var-olt_id={{0LT MAHE}} {¥ pow aw an an CNL
fhan you will also have ({080 T03) & { /0N RAMEL )L Varable quary paramaters for Grafana akways start with war-, You can adit tha variable namas
in the pre-gafined query parameaters that tha PON Manager provides but do not edit the names within the brackets {{}}, or the brackets
themsalves. The POMN Marager repkaces the {47651 wilh e approprialea information when Bunching Gralana.

LIAL Quary PRramatars

LML Diashiboand hittpeios alhost 3000/ 4 DA 1 yBOne oru- pen-overviaw var-ony_d=[{0NU IDkAvar-anu_name= B include OUT ID
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B inciude ONU D
B inciude CNL Hama

Dalata

Query parameters defined as part of the dashboard’s URL and are surrounded by double
braces {{QUERY-PARAM}}. PON Manager replaces the {{QUERY-PARAM}} with the device
identifier or device name when clicking the “Launch Grafana” to open a tab to the selected
dashboard. The format of the dashboard URL with example query parameters {{OLT ID}} and
{{ONU ID}} is shown below. A description of the query parameters supported by PON Manager
is listed in the table below.

https://grafana-server:3000/d/QAZ1y8Qnz/pon?orgld=1&olt={{OLT ID}}&onu={{ONU ID}}

PON Manager Query Parameter Description
Option
Include OLT ID {{OLT ID}} MAC Address identifying the OLT device.

Available when displaying OLT statistics.

device (OLT-CFG.OLT.Name). Available
displaying OLT statistics.

Include OLT Name | {{OLT Name}} User configurable name identifying the OLT

when
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Include ONU ID {{ONU ID}} GPON Serial Number or EPON MAC Address
identifying the ONU device. Available when
displaying OLT or ONU statistics.

Include ONU Name | {{ONU Name}} User configurable name identifying the ONU
device (ONU-CFG.ONU.Name). Available when
displaying OLT or ONU statistics.

Upgrading Routed PON Manager

Users should take note that a database schema change took place in R3.1.0 that allows for
better scalability of both system logs and statistics data collection. After upgrading from R3.0.X
and earlier to R4.0.0, users are encouraged to run several scripts located in the “tools/” directory
that will merge old collections and then delete them from the database. If users do not, they will
only be able to see data collected from the time the upgrade took place and not before. This
only ever needs to be done once per database. Directions are located in the README.txt file in
the Routed PON Manager package.

Alarms
U Alarms

Show:

® Al () Raised () Unacknowledged () Raised and Unacknowledged
0:Emergency 1:Alert 2:Critical 3:Error 4:Warning 5:Notice 6:Info 7:Debug

Filter

Time Stats  Severity Alarm I Instance =80 Atk LlastAckTime  LastAckUser  Comments  Last Raised Time Last Clearsd Time

6/2/2023, 4:36:10 PM Cleared 6-INFO STATE:ONU:SRV-CFG = DISABLED - 5 No 6/2/2023, 1:42:53 PM 6/2/2023, 4:36:10 PM
6/20/2023, 11:52:39 AM Cleared 4-WARNING STATE:ONU:SRV-CFG = CFG FAILED - 2 No 6/20/2023, 11:51:57 AM  6/20/2023, 11:52:39 AM
lterns per page: 10

The alarms sub-tab displays a history of alarms on that device as well as controls to
acknowledge and purge alarms from the database. Alarms in the table can be filtered based on
their state; Raised for active alarms, Unacknowledged for alarms that haven’t been
acknowledged by an operator or by both Raised and Unacknowledged. They can also be
filtered based on their severity.
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The Time column will either display the time the alarm was last raised if it is still active or the
time it was cleared if it is no longer active. The State column displays either Raised for active
alarms or Cleared for alarms that have stopped. The Raised Count column shows users how
many times the alarm was triggered. Last Ack Time and Last Ack User will display the last time
the alarm was acknowledged and the user that acknowledged it, updating whenever a new user
acknowledges the alarm. Comments can also be added to the alarm without the need to
acknowledge it. The comments section can be used to add notes, resolution info, user
assignments and more to help with collaboration between team members.

Logs

The Logs sub-tab contains a table of logs the devices have entered the database. The user may
select a time range of one Hour, Day, Week, Month, or three Months to retrieve all logs from
within that range. Logs can then be sorted by time or severity, as well as filtered by time,
severity, and message. To delete all logs, click on the “Clear Logs” button. This prompts the
user to confirm the action. After this is performed it cannot be undone.

(=] Logs
el dale range o ]!
&) ™y O € () maonin ()
Global Config

Global configurations can be created, configured, and deleted from the Global Config tab.

Alarms
The Alarms tab and relevant device sub tabs are used for viewing, creating, editing, and
deleting alarm configurations that can be set in a device’s configuration.
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View and Edit Alarm Configurations

Select an existing alarm configuration via the ‘Select Alarm Configuration’ dropdown.

Along the top of the alarm table, there will be a tab group that allows for navigation between the
different alarm types for a given device. Only State and Statistics alarms can be added or
deleted from an alarm configuration. OLT Device alarms for an OLT and XGS-PON and 10G-
EPON Alarms for an ONU are static and can only be edited, not created or deleted. These
device specific alarms can have their Severity edited, as well as the ability to suppress the
alarm if it's not desired.

To add a new alarm criteria within the selected configuration, select the ‘Edit’ button on the
bottom panel. Then, select the tab for the alarm type to be viewed, edited, or added. Following
this, select the ‘Add’ button also located on the bottom panel. This inserts a new alarm entry row
into the table for the selected alarm type that can then be configured. The ‘Save’ button is
disabled until this additional row is completely configured. Once the alarm configuration has
been edited, select the ‘Save’ button to update this configuration.

To delete an existing alarm criteria within a configuration, toggle the checkbox in the left-most
column titled ‘Delete’. When the ‘Save’ button is selected or the table is navigated to a different
alarm type, the alarm criteria is removed from the configuration.
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Create an Alarm Configuration

On the top panel, select the button ‘Create’ to start a new alarm configuration. A configuration
ID must be entered into the ID field for the configuration to be saved. The ‘Create’ button is
disabled if currently creating a new configuration or when actively editing a configuration.

Aarm Gonfiguratians Tor QLT
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A new alarm configuration can be based on an existing Alarm configuration. Select the
‘Duplicate’ button on the top panel with the alarm configuration to be duplicated selected. The
new ID for this duplicated configuration is the original ID with ‘-copy’ appended to the end.
Update the configuration ID and fields as desired, and save. The Duplicate button is disabled if
currently duplicating a configuration or when actively editing a configuration.

Delete an Alarm Configuration

To delete an existing alarm configuration, select the ‘Delete’ button on the top panel with the
alarm configuration to be deleted selected. The Delete button is disabled if the ‘Default’
configuration is selected or when actively editing a configuration.

SLAs

The SLAs tab is used for viewing, creating, editing, and deleting SLA profiles that can be set in
a device’s configuration.
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View and Edit SLA Configurations

Select an existing SLA configuration via the ‘Select Sla Configuration’ dropdown.

To edit an SLA configuration, select the ‘Edit’ button on the bottom panel. Once the SLA
configuration has been edited, select the ‘Save’ button to update this configuration.

Create an SLA Configuration

On the top panel, select the ‘Create’ button to create a new SLA configuration. A configuration
ID must be entered into the ID field for the configuration to be saved. The ‘Create’ button is
disabled if currently creating a new configuration or when actively editing a configuration.

SLA Profile Configurations

A new SLA configuration can be based off of an existing SLA configuration. Select the
‘Duplicate’ button on the top panel with the SLA configuration to be duplicated selected. The
new ID for this duplicated configuration is the original ID with ‘-copy’ appended to the end.
Update the configuration ID and fields as desired, and save. The Duplicate button is disabled if
currently duplicating a configuration or when actively editing a configuration.
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Delete an existing configuration

To delete an existing SLA configuration, select the ‘Delete’ button on the top panel with the SLA
configuration to be deleted selected. The Delete button is disabled if the ‘Min’ or ‘Max’
configuration is selected or when actively editing a configuration.

Services

The Services tab is used for creating/editing/viewing various service based configurations and
profiles.

Profiles

The Profiles tab is used for creating/editing/viewing Service Profile Configurations that can be
later set in an ONU configuration.
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View and Edit Service Profile Configurations

Select an existing service configuration via the ‘Select Service Configuration’ dropdown.

To edit a Service configuration, select the ‘Edit’ button on the bottom panel. Once the Service
configuration has been edited, select the ‘Save’ button to update this configuration.

The top configuration section titled “Header” can be used to edit the title, add inputs, add ports,
as well as create and add to Compatibility tables.

The bottom configuration section titled “OMCI” can be used to traverse a Service configuration.
The ME, IE, Attribute, and value can be viewed and edited.
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1. To shift the position of an ME within the service configuration, toggle the up and down
arrows left-most of the Management Entity

2. Expandable sections have a blue chevron next to them. Clicking this chevron toggles
expansion and collapsing of the section.

3. Currently configured ME IDs can be quickly viewed to the right-most position of the
Management entity.

4. Service configuration elements that support multiple actions beyond editing have a
clickable ellipsis next to them that displays a menu of actions.
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5. To add a new management entity to the selected configuration, select the ‘edit’ button on
the bottom panel. Following this, then select the ‘Add Management Entity’ button also
located on the bottom panel. This brings up a popup that steps through configuring an

ME. After the ME has been added via the popup, select the ‘Save’ button to update this
configuration.

When a valid service configuration is selected, a diagram depicting the data flow path can be
viewed. If desired, using the search bar in the top-left hand corner of the diagram pane, a
specific ONU can be applied to see the behavior with that ONU MIB configuration. To do so,
search for the desired ONU and select it within the dropdown that appears when typing in the
“Search ONU” field. After selecting the ONU, click the blue arrow to the right of the field. It may
take a few moments for the ONU-specific information to be applied to the diagram.
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Create a Service Profile Configuration

On the top panel, select the ‘Create’ button to start a new Service configuration. A configuration
ID must be entered into the ID field for the configuration to be saved. The ‘Create’ button is
disabled if currently creating a new configuration or when actively editing a configuration.

A new Service configuration can be based off of an existing Service configuration. Select the
‘Duplicate’ button on the top panel with the Service configuration to be duplicated selected. The
new ID for this duplicated configuration is the original ID with ‘-copy’ appended to the end.
Update the configuration ID and fields as desired, and save. The Duplicate button is disabled if
currently duplicating a configuration or when actively editing a configuration.

Delete an existing Service Profile Configuration

To delete an existing Service configuration, select the ‘Delete’ button on the top panel with the
Service configuration to be deleted selected. The Delete button is disabled when actively editing
a configuration.

120
© 2024 Cisco and/or its affiliates. All rights reserved.



Downstream QoS Map

The Downstream QoS Map tab is used for creating/editing/viewing QoS Mappings for
downstream traffic received by the OLT on the NNI port. These profiles are referenced by
GPON ONU Multi-XGem configurations and define the mapping between priority bits in the
VLAN tag to OLT Service Ports (i.e., XGem Ports).

Downstream QoS Map Configurations

omse | omee e

WLAM Priority Bit Valuse  OLT-Service OMsst

The mapping is defined as a list of VLAN Priority Bit (CoS) values 0..7 to OLT-Service Offsets
0..7, where the OLT Services represent a T-CONT and a group of associated XGem Ports. The
OLT-Service Offset is the relative location of the OLT Service Port in the group of OLT Service
ports representing the T-CONT and XGem Ports. This allows downstream traffic being sent to
the ONU to be carried on different XGem Ports based on the CoS values. The Downstream
QoS Map is referenced by the ONU Service configuration on the OLT Service Port operating in
‘T-CONT and XGEM’ mode.

The use of the Downstream QoS Map carries several restrictions which must be kept in mind
when configuring the service:
e All Alloc-IDs assigned to the OLT-Services referenced by the Downstream QoS Map
must be in consecutive order.
e A Downstream QoS Map cannot be assigned to an OLT-Service if its Service Offsets
refer to XGEM-only OLT-Services which do not exist on the ONU.
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e Before disabling an OLT-Service which is referred to by a Downstream QoS Map, the
Downstream QoS Map reference MUST be cleared from the “‘T-CONT and XGEM’ OLT-
Service.

e Only three unique Downstream QoS Maps can be assigned to a single OLT but the
same Downstream QoS Map can be used across different OLTs.

e A Downstream QoS Map where all OLT-Service Offset values are set to zero cannot be
assigned to an OLT Service as this is the same as having no downstream CoS mapping.

View and Edit Downstream QoS Mappings

Select an existing Downstream QoS Map via the ‘Select Downstream QoS Map Configuration’
dropdown.

To edit a Downstream QoS Map, select the ‘Edit’ button on the bottom panel. Once the
Downstream QoS Map has been edited, select the ‘Save’ button to update this configuration.

Create a Downstream QoS Mapping

On the top panel, select the ‘Create’ button to start a new Downstream QoS Map. A
configuration ID must be entered into the ID field for the configuration to be saved. The ‘Create’
button is disabled if currently creating a new configuration or when actively editing a
configuration.

A new Downstream QoS Map can be based off of an existing mapping. Select the ‘Duplicate’
button on the top panel with the Downstream QoS Map to be duplicated selected. The new ID
for this duplicated configuration is the original ID with ‘-copy’ appended to the end. Update the
configuration ID and fields as desired, and save. The Duplicate button is disabled if currently
duplicating a configuration or when actively editing a configuration.

Delete an existing Downstream QoS Mapping

To delete an existing Downstream QoS Map, select the ‘Delete’ button on the top panel with the
mapping to be deleted selected. The Delete button is disabled when actively editing a
configuration.

Files
The Files tab is used for uploading and deleting files as well as editing the metadata of firmware
and pictures.
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Pictures

To upload a picture, select the ‘Upload’ button along the bottom panel. Then, select the “Choose
File” button to bring up a file browser to select the desired image. Any file with a MIME type of
‘image/*’ can be used.

Firmware

To upload a firmware image, select the ‘Upload’ button along the bottom panel on the relevant
OLT or ONU tab. Then, select the “Choose File” button to bring up a file browser to select the
desired image. The OLT firmware upload accepts files of type ‘.bin’. The ONU firmware upload
accepts files of any type.

Services

To upload a service configuration, select the ‘Upload’ button along the bottom panel. Then,
select the “Choose File” button to bring up a file browser to select the desired configuration. Any
file of type ‘.json’ is accepted.

Editing and Deleting

The following section describes the editing and deletion process for each type of file;
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Pictures

It is possible to delete or edit the device type of an uploaded picture. To do so, select the ‘Edit’
button along the bottom panel.

To delete a picture, toggle the checkbox in the left-most column titled ‘Delete’. When the ‘Save’
button is selected, this picture is removed from the database. If the file is currently saved to a
device’s configuration then instead of a checkbox an info icon will be displayed. Clicking this
icon will open a popup that lists up to ten devices that have that file assigned in their
configurations. This file will not be deletable unless it is removed from all device configurations.

To edit the device type of a picture, change the dropdown in the right-most column titled ‘Device
Type’ to the desired type. Select ‘Save’.

Firmware

It is possible to delete or edit the supported models and version of an OLT firmware image. It is
also possible to delete or edit the vendor, supported models, and version of an ONU firmware
image. To do so, select the ‘Edit’ button along the bottom panel on the appropriate tab.
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To delete an OLT or ONU firmware image, toggle the checkbox in the left-most column titled
‘Delete’. When the ‘Save’ button is selected, this image is removed from the database. If the file
is currently saved to a device’s configuration then instead of a checkbox an info icon will be
displayed. Clicking this icon will open a popup that lists up to ten devices that have that file
assigned in their configurations. This file will not be deletable unless it is removed from all
device configurations.

To modify the supported models of an OLT or ONU firmware image, change the checked
options in the dropdown in the column titled ‘Compatible Models’ to the desired options. Select
‘Save’.

Services

It is possible to delete or modify the version and title of a service configuration. To do so, select
the ‘Edit’ button along the bottom panel on the appropriate tab.

To delete a service configuration, toggle the checkbox in the left-most column titled ‘Delete’.
When the ‘Save’ button is selected, this configuration is removed from the database. If the file is
currently saved to a device’s configuration then instead of a checkbox an info icon will be
displayed. Clicking this icon will open a popup that lists up to ten devices that have that file
assigned in their configurations. This file will not be deletable unless it is removed from all
device configurations.

Databases

The Databases tab is used for adding, removing, modifying, initializing, and updating databases
for Routed PON Manager.
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The Routed PON Manager allows a user to initialize a database with default configurations,
pictures, and firmware images. The user may select any of the SLA, Service, PON Controller,
Switch, OLT, ONU and PON Auto default configuration documents as well as default device
pictures and firmware images that come with the install package. The user may then choose a
database from the existing list of configured databases. It is important to note that when
inserting pictures, firmware or other large files, it may take a few minutes to complete the
upload. After initialization, the inserted documents and files may be edited or modified as
normal.
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Note: Only one version update is allowed at a time. It is not possible to skip versions.
The Databases Update tab supports upgrading a database to use the latest configuration
schemas. This allows a network to access the full capabilities of the PON Controller. This
should be done for all devices, SLAs and alarm configurations on the network for each release.

There is an option to update every configuration on the network, by selecting the checkbox in
the top left-hand corner of the table, in the header. Choosing this option overwrites any existing
configurations already using the version to which you are upgrading.
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The Databases Manage tab supports adding, modifying existing, cloning, and deleting database
connections from Cisco Routed PON Manager. To view the data for a database connection,
select the ID from the drop down at the top of the tab. If the MongoDB server is offline or cannot
be reached, the “Status” will show Offline and a ‘Heartbeat failure’ warning panel appears under
the drop down. If a server is Online but has not been initialized yet (blank or non-existent), a
‘Not Populated’ warning panel appears under the dropdown.

Manage Database Connections
Manage Database Connections

Server Rack 7 ol

R23TUMTI -

& bMongoDB sarver at 10.4.10.2:27017 has gone
offline due to Heartbeat failure: 10.4.10.2:27017

/N Database 'R2Z31UMTY is Mot Populated e

Conneclion Details Connection Details
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Note: PON Manager users and user profiles are stored in the users database (e.g., tibit_users).
The users database connection settings cannot be modified using the Web App.
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Add a New Database Connection

On the bottom of the panel, select the ‘Create’ button to create a new MongoDB database
connection. A Database ID must be entered into the Database ID field on the top of the panel
for the connection to be saved. The Database ID field is the name of the database as it appears
in Routed PON Manager. This does not necessarily have to be the Name of the database as it
exists in MongoDB. See the section Configurable Fields to properly configure the new database
connection. Click the save button to create the connection.

Modify an Existing Database Connection

Select the database connection to be modified in the dropdown ‘Select Database’.

On the bottom of the panel, select the button ‘Edit’ to modify the selected database connection.
See the section; Configurable Fields to properly configure the new database connection. Click
the Save button to update the connection.

Clone an Existing Database Connection

Select the database connection to be cloned in the dropdown ‘Select Database’.

Click the ‘Clone’ button on the bottom of the panel and enter a new “Database ID” for new
database connection. If desired, modify connection information for the cloned database
connection. See the section Configurable Fields for a description of the connection fields. Click
the Save button to create the connection.

Delete an Existing Database Connection

Select the database connection to be deleted in the dropdown ‘Select Database’.

On the bottom of the panel, select the button ‘Delete’ to remove the selected database
connection. The Delete button will be disabled when the ‘Default’ database connection is
selected. This connection cannot be removed.

Configurable Fields

The configurable fields for a database connection are as follows:

Key Description

Database ID Name of the database as it appears in the Ul.
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Connection Type

Direct - Connect to MongoDB instance via Ul guided host, port
and name

Replica Set - Connecting to MongoDB replica set

URI - Connect to MongoDB via raw URI

Database URI

MongoDB connection URI string. (If used, all other fields
except for Database Name are ignored)

Database Name

Name of PON Controller database.

Host Hostname/IP Address of your MongoDB server hosting the
MongoDB instance.

Port MongoDB server port number.

Enable Auth Boolean specifying if the MongoDB server at host:port is using

authentication.

Auth Database

Name of your MongoDB authentication database.
(Available when Enable Auth is true)

Username The username of the MongoDB user to authenticate with.
(Available when Enable Auth is true)

Password The password of the specified MongoDB user.
(Available when Enable Auth is true)

Enable TLS Boolean value specifying if the MongoDB server at host:port is

using encryption.

CA Certificate Path

Path to the encryption certificate.

Enable Replica Set

Boolean specifying if the MongoDB server is a replica set.

Replica Set Name

The name of the MongoDB replica set. (Available when Enable
Replica Set is true)

Replica Set Hosts

List of host servers that are a part of the replica set. (Available
when Enable Replica Set is true)
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Devices

Create

The Devices Create tab is used for pre-provisioning PON Controllers, Switches, OLTs, and
ONU device configurations.
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A base configuration template is selected when configuring a new device. The new device being
created is based on this base configuration template.

A new OLT and ONU configuration may be inventoried under a PON Controller and Switch or
OLT, respectively, but is not required.
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Inventory

The Devices Inventory tab is used for generating an inventory report for all Switches, PON
Controllers, OLTs, and ONUs on the system.

Device Inventory
© Gilobal Config @ x1sx () Json () csv

Alamms Generate inventory report for all devices.

SLAs Genesale

Databases
Devices

Automation

22  Accounts

Clicking the “Generate” button will start the process. To generate a device inventory, state and
configuration documents are collected for all devices managed by PON Manager from the
current database. This process can take several minutes for larger databases.

After the inventory report has been generated it can be downloaded directly to the user’s local
computer. There are three file type options: XLSX, JSON, or CSV. If XLSX is selected, one
Excel Worksheet will be downloaded consisting of one sheet for each device type. If JSON or
CSV is selected, a Zip file will be downloaded consisting of one file for each device type.
Alternate file formats may be selected and downloaded without re-generating the inventory
report.

Search

The Search tab is a user's view into the database. From here, users can query the database to
discover devices on their network that match a specified attribute for a requested value. The
menu items that are listed are retrieved directly from the database and may show small changes
when using different databases.
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Values that are returned from the database are placed in a table along with the MAC address of
the device that matches the specified query. By clicking on the device ID in the table row, users
can navigate to that device in the Network tab.

There are eight choices of operations for querying a database. “All” searches for all values while
“Containing” looks for partial matches. The others are used for values that contain numbers with
the exception of “=” which looks for an exact match.

Collections of search queries can be saved and loaded to prevent the user from having to
rebuild common searches each time they come to the page. Multiple criteria can be added to
one search. These saved searches can also be edited or deleted.

Bulk Updating

The Search page also has another function, bulk updating. Most configurable fields can be bulk
updated by first searching on that attribute name. If a field is available to be safely bulk updated,
the row beneath the header row in the table of results will display an input field. Users can then
select the devices they want to update, make their desired change on the input field and save
by clicking the save icon. A response from the database will change the ‘Change Status’ column
to indicate if the change was successful, pending or failed to save.
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Note: Only 1 attribute can be updated at a time.

Accounts

The Accounts tab is used for creating, editing, viewing, and managing user profiles and roles.
All users have the ability to update their first and last names as well as passwords. However,
only a user that has been assigned the built-in Administrators role may view and edit the

information of other users.

Personal

The default view of the Accounts page is the Personal tab. This tab presents the email address,
first name, last name, last login time, and user logs of the currently logged in user. The first tile
allows the user to edit their first and last name as well as their password. The second tile
displays the user action logs. All of the logs shown here are relevant to the logged in user only.
It is possible to retrieve all logs within the last hour, day, week, or month and to sort and filter by

the values in the table.

Personal Administration

e User Profile

Email: tibit@tibtcom.com
First Name: Tibit
Last Name: User
Last Login: BA5/2023, 11:24:00 AN
Edit
Your Logs

Displaying logs from the last hour

(®) Hour () Day () Week (_) MWonth (_) 3 Months Refresh logs & Download alllogs
Filter
Time & Severity 1P Ay URL Mathod Status Messsge
fuser/password
B/15/2023, 11:24:46 AN INFO 192.168.32.1  frequirements GET 000K -
funauthenticated!
fvZionusfconf
/152023, 11:24:45 AM  NFO 10210222 onus/eonties st 000K -
N15KT718810380
MZionus
fautomat
6MS/2023, 1124:45 AN INFO 10240220  2omaton GET 200K -
Istates
NI5KTT 1681238/
B/15/2022, 11:24:45 AW INFO To2qpzzz CUSMTMAY o 200 0K
' ) o NISKTT1e81c38/ -
fvZionusfalarm-
6/15/2023, 11:24:45 AN INFO 10210222 histories GET 20006 -
NISKT7 16812380
ltems per page: 5 - 1 -5 of 12921 >3

© 2024 Cisco and/or its affiliates. All rights reserved.

135



Change Password

To change the password of the currently logged in user click the Edit button of the first tile. To
update the password, enter the new desired password in the Password field. To see what was
entered as plain text, click on the eye icon at the right of the field. To view the chosen
passwords status, hover the cursor over the Password input field. See Password Requirements
for more detailed information. Re-enter the new password in the Confirm Password field. Click
SAVE to confirm and accept the changes. These changes will take effect immediately and the
new password will be required the next time the user logs in.

Administration
This tab is used to manage all user profiles, roles, as well as the user session timeout. It is only
visible and available to users assigned to a role with the Accounts, Admin Read permission.

Users

An active user count is displayed at the top of the card with the number of users currently active
and the number of users total. Users are displayed in a table sorted alphabetically by email.
Each user’s email, first and last names, assigned roles, and session expiry age are listed as
well as the creation date of the account and the last login time for the account. The table may be
sorted by any column except for assigned roles. Each row is expandable by clicking to see the
full list of the user’s roles as a comma separated list. Administrators are able to edit any user’s
account details, assigned roles, view their assigned roles, or delete the user. However,
Administrators do not have the ability to remove themselves from the Administrators role from
their own account. If an administrator user needs to be removed from this role it must be done
from a different administrator's account. The session expiry age is based on what roles the user
is in. If a user is in multiple roles with different expiry ages, they will have the highest age from
their roles.
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All Users

Current active users count: 1 of 2

T
A teslargtioom corn Teclar AR Admirisiranons, Read Only, &0

R ol o o Cirly R Rz Oinly 15

m

Create a New User
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Next to the Edit button on the main view, there is also a Create button. Clicking this button
opens a dialog with inputs for a new user account. Email, first name, last name, roles, and a
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password must be provided for a new user account. However, it is optional to assign roles to a
new user.

It is recommended, but not required, that the chosen password adheres the configured
requirements. To view the chosen passwords status, hover the cursor over the Password input
field. See Password Requirements for more detailed information.

It is highly recommended that a user changes their password from the Personal tab after their
first login with the created password. Once all required files have been filled in and are valid, the
new account may be created.

Create new user

Emal *

emali@domain.com

First Moma*

Ernal

Lagt Mara *
Password Must:

X Contain betwoan 12 and 127 charactors

" Mot contain any (J[';*17.,] charactar(s)

W Mol inchude amail

v Mot include name

* Password strength must be weak or batter

el Passrwcad ©
Password Strength: (Very Weak) ==
Feedback: This is a top-10 common password

T

Tizbar

Read Cinky

=] =

Modify an Existing User

To edit existing users, click the Edit button at the bottom left of the table. The table columns vary
slightly during edit, as the Date Created and Last Login values are not editable and new
password fields are also added.

From this view, a user with the Accounts Admin Update permission may edit the first and last
names, assigned roles, and passwords of all users at once.
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It is recommended, but not required, that the chosen password adheres the configured
requirements. To view the chosen passwords status, hover the cursor over the New Password
input field. See Password Requirements for more detailed information. The Confirm Password
field is required once a value has been entered in the New Password field for that row.

Once all desired changes have been entered and are valid, the Save button is enabled and the
user may click Save. To clear these changes without saving click Cancel.

lestldoras com oo ani Adminisraiom *

Delete a User

A user account can also be deleted from this view if the logged-in user has the Accounts Admin
Delete permission. Deleting a user is done in the same view as editing. Click Edit at the bottom
left of the table. For every user to delete, select the checkbox in the left-most Delete column.
The inputs for that user’s information become disabled. Upon save, any users with this box
checked are deleted. Once saved, the deletion cannot be undone.

Roles

Upon switching to the Roles tab the following screen is shown. The table lists all system roles
sorted alphabetically by name. For each role the user count, permission count, and session
expiry age are displayed. The far right column, Edit, contains a menu to edit the users assigned
to the role, permissions the role has, timeout for the role, or to delete the role. Note: The built-in
‘Administrators’ and ‘Read Only’ roles cannot have their permissions changed or be deleted.
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Create a New Role

To create a new role, click on the green Create button at the bottom of the main Roles tab view.
This opens a dialog with two inputs and a permissions table. The new role must be assigned a
unique name. It is optional to assign users to the role upon creation. All read permissions except
for Accounts Admin are selected by default and not removable. After a unique name has been
input, the new role can be created. The users and permissions can always be changed.

Create new role
Rcoousts
Ad i O o g [ O O
—
Dashbsand O O O 0
Globsl Conbg
AlanTs O O O A4
Autormation = O O d
- 1 [ ] ]
= =
- ] [ ]
ar = | O o g
as = O |

-l
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View Permissions

Note: View permissions only control what is displayed in the Ul and DOES NOT restrict
APl access to users.

View permissions are used to show or hide sections of the Ul from a group of users. Disabling
view permissions will hide the tabs and reroute users back to login if they navigate to the pages.
View permissions other than Admin, are enabled by default and can only be disabled for the
Global Config.

Modify an Existing Role’s Users

By selecting the users option from the edit menu a dialog is displayed with two tables. The left
table shows all users that are not a member of that role. The right shows all users that are.
Users may be added to the role by selecting each user to add from the non members table, then
the green right-facing arrow. They may also be removed by choosing the users from the
members table and selecting the red left-facing arrow. The Save button is enabled once
changes are made.

Edit Customer Service Role Assigned Users

Filter Filter
Non Members T _} Agsigned Members T
.3
chi@tibitcom.com onu@tibitcom.com
SAVE CAMCEL
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Modify an Existing Role’s Session Expiry Age

To edit a Role’s Session Expiry Age select the Timeout option from the edit menu. To use the
global Session Expiry Age, set the “Role Specific Session Expiry Age” to false. To override the
global and set a Role Specific Session Expiry Age, set this value to True and specify the desired
age.

Edit 'Administrators' Session Expiry Age

True -

60

Save Cance

Delete a Role

To delete a user role, select the menu icon in the Edit column of the main Roles view table.
Click on the Delete option. If the role contains no users, a prompt to confirm the deletion is
displayed. Upon confirmation the role is deleted, This cannot be undone. If there are users
assigned to the role, a warning message is displayed alerting the user that a role can not be
deleted if it contains users. All users must be removed from the role before deleting. Note: the
built in Administrators and Read Only roles can not be deleted at any time.

Logs

The Logs tab displays a table of PON Manager log entries for all users. An Administrator may
choose to see the logs for the last Hour, Day, Week, or Month. Each log message includes a
timestamp, severity level, the email of the user, the IP address the request came from, the
relative PON Manager REST API URL that was accessed, the HTTP method used, the HTTP
status code, and a message describing the request/event if applicable. Clicking “Download all
logs” will save the logs to the user’s computer in json format. Clicking “Refresh logs” will get the
latest logs from the database.
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All Logs
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User Configuration

Status

200 OK

200 0K

200 OK

200 0K

200 0K

Mossage

Sessions

The Sessions tab contains a single option to set the length of time in minutes for how long a

1777

user should remain logged in without activity. If a user is logged in and there is no activity from
them within the time limit defined here, then they are automatically logged out and their session

is invalidated.
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Session Expiry Age

Timeout (Minutes): 50

Display Preferences

The Display Preferences tab provides the ability to configure Timestamp Format and PON Mode
of Routed PON Manager system wide for all users.

System Display Preferences

Timestamp Format *

Local Time v
POM Mode *©

KGS-PON -

.. JE

Timestamp Format

There are two options for Timestamp Format; Local Time, and UTC. All timestamps within the
PON Manager Ul will be formatted based on this choice. When changed, the timestamp display
format will be updated for all users in the current database after they logout and login again or
refresh the page. Note that changing this option does not change the format of timezones in the
PON Controller database, only the display format within the PON Manager.
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PON Mode

There are three options for PON Mode; XGS-PON, 10G EPON, and XGS-PON & 10G EPON.
This setting controls what PON Mode specific configurations will be available to modify within
the Ul. When a PON Mode is selected, all configurations in the interface that do not apply to the
given PON Mode will be removed.

For demonstration and lab systems that have both XGS PON and 10G EPON OLTs and ONUs,

select ‘XGS-PON & 10G EPON’ to have the ability to properly configure and provision both

types of devices.

User Configuration

The User Configuration tab provides the ability to configure the password requirements for new
users and existing users changing passwords.

See Password Requirements for more details.

Various aspects of user password composition requirements can be configured, including;

Minimum Password Requirements

Minimum Length {Characters):
Maximum Length [Characters):
Minimum Lowercase Count (Characters):
Minimum Uppercase Count (Characters):

Minimum Number Count (Characters):

Minimum Special Character Count {Characters):

Excluded Characters:
Minimum Strength:
Exclude Email:
Exclude Name:

ASCIH Standard Characters Only:

Minimum and maximum length

Minimum amount of lowercase, uppercase, numbers, and special characters

A blacklist of excluded characters

Minimum Strength
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o Password strength utilizes an entropy-based algorithm in conjunction with a
blacklist of most common passphrases that predicts how insecure a given
password is.

e Disallow passwords from containing the users name or email
e Disallow any characters not contained with the Standard Range ASCII character set
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