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New and Changed Information
The following table provides an overview of the significant changes up to the current release. The
table does not provide an exhaustive list of all changes or of the new features up to this release.

Table 1. New Features and Changed Behavior in the Cisco Nexus Insights application in Cisco DCNM

Feature Description Release Where Documented

Cisco Nexus Dashboard
Support

Cisco Nexus Insights
app can be deployed as
a service on Cisco
Nexus Dashboard.

5.1 Installing Cisco Nexus
Insights App on Cisco
Nexus Dashboard

Multi Cisco DCNM sites
support.

Monitor sites from
multiple Cisco DCNM
controllers with single
instance of Cisco NI.

5.1 Cisco Nexus Insights
App Initial Setup

This document is available from your Nexus Insights GUI as well as online at www.cisco.com. For
the latest version of this document, visit Cisco Nexus Insights Documentation.
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Cisco Nexus Insights Installation and Setup

About Cisco Nexus Insights
Cisco Nexus Insights ( Cisco NI ) is a real-time monitoring and analytics application.

Cisco Nexus Insights Components
The Cisco Nexus Insights (Cisco NI) application monitors a data center network and pinpoints issues
that can be addressed to maintain availability and reduce surprise outages. Cisco NI’s
understanding of your network allows it to provide proactive advice with a focus on maintaining
availability and alerting customers about potential issues that can impact up-time.

The Cisco NI app provides log collection functionalities which are useful when working with Cisco
TAC. It provides a way for Cisco customers to collect tech support across multiple devices and
upload those tech supports to Cisco Intersight Cloud. Additionally, it enables capability for Cisco TAC
teams to collect technical support on demand for a particular device.

Cisco NI app consists of the following components:

• Data Management—Settings to configure flows and schedule jobs to collect software telemetry
and flow telemetry data.

◦ Flow Configuration—Manage flow configuration rules on the site enabled on Cisco NI app.

◦ Collection Status—Displays the node capabilities and collection status of the nodes for the
features that are supported and not supported.

◦ Bug Scan—Provides access to configure, schedule, on-demand bug scan that runs for a
selected site. Bug Scan generates system anomalies and alerts that are critical for a
particular node on the site.

◦ Best Practices—Provides access to configure, schedule, on-demand compliance job that runs
for a selected site. The compliance job collects technical support information and runs them
against known set of signatures and then flags the defects that are not compliant.

◦ Third Party Integrations—Provides access to onboard a AppDynamics Controller on to the
Cisco NI app.

◦ Export Data—Streams the data collected from Cisco NI app through a Kafka exporter to send
the summary of the data in Cisco NI app email.

• Devices—Provides various ways of viewing the behavior of the nodes based on Resource
Utilization, Environmental, Statistics, End Point Analytics, and Flow Analytics.

• Analyze Alerts—Access to total advisories, notices, PSIRTs, hardware, software, and hardening
check advisories applicable to your network.

◦ Advisories

▪ Field Notices—Notices such as end-of-life notices for switch hardware and software.

▪ PSIRTs—Product Security Incident Response Team notices that display three levels of
advisory severity for switch hardware and software in your network.
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▪ Best Practices—Provides access to configure and schedule a compliance job that runs for
a selected site.

▪ Firmware Upgrade Path and Upgrade Impact—To upgrade to a recommended software
version, Cisco NI app suggests an upgrade path and determines the potential impact of
the upgrade to the first-hop.

◦ Anomalies

▪ Bug Scan—Provides access to configure and schedule bug scan that runs for a selected
site.

◦ Troubleshoot

▪ Log Collection—Collect and upload the logs for devices in your network to Cisco
Intersight Cloud. Enables Cisco TAC to trigger on-demand collection of logs for user
devices on the site and pull the logs from Cisco Intersight Cloud.

▪ Connectivity Analysis—The connectivity analysis job traces all possible forwarding paths
for a given flow, isolates offending nodes in the network for a given flow, and helps
troubleshoot to narrow down the root cause of the issue.

• Data Collection—The streaming of telemetry data is done by the Operating System on the site
nodes. As each data source is different and the format in which data is streamed is different,
there are corresponding collectors running analytics that translate the telemetry events from
the nodes into data records to be stored in the data lake. The data stored in the data lake is in a
format that the analytics pipeline can understand and work upon.

The following telemetry information is collected from various nodes in the site:

◦ Resources Analytics—This includes monitoring software and hardware resources of site
nodes on Cisco DCNM.

◦ Environmental—This includes monitoring environmental statistics such as fan, CPU,
memory, and power of the site nodes.

◦ Statistics Analytics—This includes monitoring of nodes, interfaces, and protocol statistics on
Cisco DCNM and site nodes.

◦ Flow Analytics—This includes detecting anomalies in the flow such as average latency,
packet drop indication, and flow move indication across the site.

◦ Endpoint Analytics—This includes monitoring endpoints on the Cisco Site nodes for rapid
endpoint moves across nodes, interface, and endpoint groups, and duplicate IP address.

• Resource Utilization and Environmental Statistics—Resource analytics supports configuration,
operational, hardware resources. Environmental covers CPU, memory, temperature, and fan
speed. System analytics also covers, Anomalies, and trending information of each resource and
graphing of parameters which help Network operators to debug over period of time.

• Predictive Analytics and Correlation—The value-add of this platform is predicting failures in the
site and correlating internal site failures to the user-visible or interested failures.

• Anomaly Detection—Involves understanding the behavior of each component while using
different machine learning algorithms and raising anomalies when the resource behavior
deviates from the expected pattern. Anomaly detector applications use different supervised and
unsupervised learning algorithms to detect the anomalies in the resources and they log the
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anomalies in an anomaly database.

Downloading Cisco Nexus Insights Application
Use this procedure to download Cisco Nexus Insights application from the Cisco DC App Center.

Before you begin

You must have administrative credentials to download applications from Cisco DC App Center.

Procedure

1. Log in to the Cisco DC App Center with admin privileges.

2. Click the Download Applications icon. A new browser tab or window opens to the Cisco App
Center.

3. Search for Cisco Nexus Insights application using the search bar.

4. Select the Cisco Nexus Insights application you want to download and click Download

5. Review the license agreement and, if OK, click Agree and download. The Cisco Nexus Insights
application is downloaded to your local machine.

6. Note the download location of the Cisco Nexus Insights file on your local machine.

7. Move the downloaded Cisco Nexus Insights file to a http server, which can then be uploaded to
Cisco Nexus Dashboard.

Prerequisites
Before you begin the initial set up of the Cisco NI application for Cisco DCNM, make sure the
following prerequisites are met:

• Cisco Nexus Dashboard Prerequisites

◦ You have configured Fabric connectivity in Cisco Nexus Dashboard. See Cisco Nexus
Dashboard User Guide for more information.

◦ The data network must have IP reachability to the fabrics' in-band IP addresses.

◦ You have configured at least 6 persistent IP addresses from the data network to be used in
NI collector services. See section Cluster Configuration in the Cisco Nexus Dashboard User
Guide for more information.

◦ For a DCNM site installation, the collectors will use persistent IP addresses. You must
configure the persistent IP addresses before enabling the Cisco NI app with a nxos-fabric
deployment profile.

◦ If adding a DCNM site, the Cisco Nexus Dashboard computes must be L2 adjacent (all of the
computes should be in the same subnet).

• If adding a Cisco DCNM site, the site must be running DCNM Release 11.5(2) or later.

• In DCNM, the primary and standby hosts (HA) return a status of OK:
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1. In Cisco DCNM, click Administration.

2. Under Cisco DCNM Server, click Native HA.

3. Check the HA Status attribute as shown in the following


It may take some time for both hosts to be recognized. Once the OK status is
displayed, AMQP notifications can begin. Check the AMQP server status below.

• The AMQP Server returns a status of OK:

1. In Cisco DCNM, click Dashboard.

2. In the Server Status tile, click Health Check.

3. Check the status of the AMQP Server component as shown in the following
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• Precision Time Protocol (PTP) must be configured on all nodes you want to support with Cisco
NI. In both managed and monitor site mode, the user must ensure PTP is correctly configured
on all nodes in the site. To ensure Precision Time Protocol is setup correctly:

◦ For details about Precision Time Protocol Easy Fabric, refer to Precision Time Protocol for
Easy Fabric.

Ensure PTP is enabled in Cisco DCNM easy site setup. The Advanced tab on Cisco DCNM site
setup, check the box for Enable Precision Time Protocol (PTP). For details, refer to Add/Edit
Fabric.

◦ The PTP Grandmaster should be provided by a device that is external to the network site.
This device should act as the PTP Grandmaster to the site, but only needs to provide usec-
level clock quality that is required by the Cisco NI flow analytics functions.

Guidelines and Limitations
Cisco NI is not supported if a firewall is present between the fabric and Cisco Nexus Dashboard
cluster.

See Cisco Nexus Dashboard Deployment Guide for information regarding the ports required by the
Cisco Nexus Dashboard cluster and its applications.

Installing Cisco Nexus Insights App on Cisco Nexus
Dashboard
Use this procedure to install Cisco Nexus Insights application on the Cisco Nexus Dashboard using
GUI.


Before enabling the Cisco NI app, ensure that Cisco Nexus Dashboard cluster has at
least three healthy master nodes.

Before you begin

• You have installed and configured the Cisco Nexus Dashboard. See the Cisco Nexus Dashboard
Deployment Guide.

• You have administrator credentials to install Cisco NI application.

• You have downloaded the app from Cisco DC App Center.

Procedure

1. Log in to the Cisco Nexus Dashboard GUI with admin privileges.

2. In the Navigation pane, choose Services > Service Catalog.

3. You can download and install the app from the AppStore. In the Navigation pane, choose
Service Catalog > AppStore.

a. In the Cisco NI tile, click Install. Cisco NI will download the application directly from the
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Cisco DC App Center and install it. After the process completes, the application will be
available in your Service Catalog.

b. Once the application installation is completed, click Enable.

4. You can also manually install the app.

a. Click Actions > Upload App.

b. In the URL enter the http address and click Upload. Click the Refresh icon to check the
upload status.

c. Once the application installation is completed, click Enable.

5. Select Deployment Profile from the menu. Select the deployment profile physical-standard-
nxos-fabric or physical-small-nxos-fabric. The deployment profile defines the resources that the
Cisco Nexus Dashboard will allocate to the Cisco NI app. See Important Notes.

6. Click Enable.

7. Once the application is enabled, click Open. The No Sites Enabled page is displayed.

8. Click Configure Sites to set up the Cisco NI app. See Add a Site for details.

Important Notes

Table 2. Resource Requirements for Deployment Profile physical-standard-nxos-fabric

Type Minimum Usage Maximum Usage

CPU 11 cores 58 cores

Memory 7.52 GB 63.35 GB

Storage 547.61 GB -

Table 3. Resource Requirements for Deployment Profile physical-small-nxos-fabric

Type Minimum Usage Maximum Usage

CPU 3 core 15 cores

Memory 4.29 GB 44.02 GB

Storage 547.61 GB -

• To change the deployment profile from ACI to NX-OS or from NX-OS to ACI, you must delete the
Cisco NI app and reinstall the app.

• For more information on the Cisco Nexus Dashboard App Infra Services see the Cisco Nexus
Dashboard User Guide.

• For cluster sizing information and recommended number of nodes based on specific use cases,
see the Cisco Nexus Dashboard Capacity Planning Tool.

Add a Site
Use this procedure to add a site on to the Cisco Nexus Dashboard using GUI. Any apps installed on
Cisco Nexus Dashboard can access the added sites.
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See Cisco Nexus Dashboard User Guide for more information.

Before you begin

• You have installed and configured the Cisco Nexus Dashboard.

• You must have administrator credentials to add a site on Cisco Nexus Dashboard.

• You have configured Fabric connectivity. See Cisco Nexus Dashboard User Guide for more
information.

Procedure

1. Log in to the Cisco Nexus Dashboard GUI with admin privileges.

2. Click Sites on the left navigation pane.

3. Click Actions > Add Site.

4. Select the type of site you want to add. Select DCNM for sites managed by Cisco DCNM.

5. On the Add Site page enter the following:

◦ Host Name/IP Address — In-band IP address used to communicate with the site controller.

◦ User Name and Password — used to manage the site.

6. Click Select Sites to to select the DCNM fabrics managed by the controller you provided. Any
apps installed on Cisco Nexus Dashboard can access the added sites.

7. Select the site and click Select. You can select multiple sites.

8. In the Sites on DCNM table, click the edit icon to modify the site name. The site name must be
unique.

9. To add multiple sites from another Cisco DCNM, repeat steps 3-7.

10. (Optional) Click on the Geographical Location map to specify where the site is located.

11. Continue with the installation of the Cisco Nexus Insights application on Cisco Nexus Dashboard
using GUI.

Cisco Nexus Insights App Initial Setup
The first time you launch the Cisco NI app, Welcome to Nexus Insights page is displayed.

The Cisco Nexus Insights Setup page enables you to configure the Cisco NI application setup for
data collection and flow configuration. You can also enable or disable Early Access Mode on the
Nexus Insights Setup page.

The Data Collection Setup page enables you to onboard multiple sites, configure software telemetry
and flow telemetry. Click Configure for a list of sites, status, and flow analytics status. The site
status is disabled by default.

The Early Access Mode allows you to enable beta Nexus Insights features and enhancements. Once
the beta features are enabled, they cannot be disabled.
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Procedure

1. On the Welcome to Nexus Insights page, click Begin First Time Setup. The Nexus Insights
Setup page appears.

2. On the Nexus Insights Setup page, click Configure to configure the Data Collection Setup. The
Data Collection Setup page appears.

3. In the list of available sites, choose a site you want to monitor with Cisco NI.

4. From the Fabric Type drop-down list, choose the site type.

◦ VXLAN: Identifies the site as a VXLAN site type.


If your network is a VXLAN site and you want to see VXLAN-specific
information in the Cisco NI application, you must select this option.

◦ Classic: Identifies the site as a Classic LAN site.

5. From the Mode drop-down list, choose the mode you want to use for the site selected:

◦ Managed :Cisco DCNM monitors and manages the configuration of the nodes in the selected
site. This option allows the Cisco NI app to push the telemetry configuration to the nodes in
the chosen site.

◦ Monitored :Cisco DCNM does not deploy configuration to the nodes. Cisco DCNM discovers
the nodes and displays them in the topology (read-only). Cisco NI app will not send
telemetry configuration to the nodes.



If this option is chosen, telemetry must be configured directly on the nodes
in order for Cisco NI app to receive data. The configuration shown in the
Example must be added on the NX-OS switches to stream telemetry data to
Cisco NI app when the site is configured to be in Monitored mode.



The REST API software_telemetry_config() and flow_telemetry_config() can
be used in managed mode and monitor mode; however, monitor mode has
the best use case. See Cisco Nexus Insights REST API Examples for
information.

6. In Loopback Interface ID field, enter the interface ID. It is logical interface through which the
node connects to Cisco Nexus Dashboard. It must be in the same VRF as the in-band IP address.

7. In VRF field, enter the VRF.

8. From the SW Telemetry Configuration drop-down menu, choose Enable to apply streaming
policies onto the site and onboard the site. You can choose to enable software telemetry for
multiple sites.

9. To enable hardware telemetry see Flow Rules Configuration.

10. Click Add.

11. Click Done.

Next time you launch the Cisco NI application, click Review First Time Setup to review the
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setup. Check Do not show on launch for the setup page to not appear again.

12. (Optional) To edit the configuration, from the Settings menu, choose Nexus Insights Setup. In
the Nexus Insights Setup page, click Edit Configuration.

Example

configure terminal

{

feature ntp
ntp server <IP address> prefer use-vrf management

feature lldp
feature icam
feature telemetry

telemetry
  destination-profile
  use-vrf management
destination-group 500
    ip address <IP address of> port 57500 protocol gRPC encoding GPB
    use-chunking size 4096
destination-group 501
    ip address <IP address of> port 57500 protocol gRPC encoding GPB-compact
    use-chunking size 4096
sensor-group 506
    data-source NX-API
    path "show system routing mode" depth unbounded
sensor-group 511
    data-source DME
    path sys/intf depth unbounded filter-condition
or(and(updated(ethpmAggrIf.operSt),eq(ethpmAggrIf.operSt,"down")),and(updated(ethpmAgg
rIf.operSt),eq(ethpmAggrIf.operSt,"up")))
sensor-group 500
    data-source NX-API
    path "show icam scale" depth unbounded
    path "show environment temperature" depth unbounded
    path "show spanning-tree summary" depth unbounded
    path "show processes cpu" depth unbounded
    path "show processes memory physical" depth unbounded
    path "show system resources" depth unbounded
    path "show module" depth unbounded
    path "show processes log" depth unbounded
sensor-group 502
    data-source DME
    path sys/intf depth 0 query-condition query-target=subtree&target-subtree-
class=ethpmPhysIf,rmonEtherStats,rmonIfIn,rmonIfOut,ethpmAggrIf,l1PhysIf,pcAggrIf,ethp
mPortCap
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sensor-group 503
    data-source DME
    path sys/intf depth 0 query-condition query-target=subtree&target-subtree-
class=eqptFcotLane,eqptFcotSensor
sensor-group 504
    data-source NX-API
    path "show routing ip summary cached vrf all" depth unbounded
    path "show routing ipv6 summary cached vrf all" depth unbounded
    path "show ip mroute summary vrf all" depth unbounded
    path "show ipv6 mroute summary vrf all" depth unbounded
    path "show vpc" depth unbounded
    path "show vrf all" depth unbounded
    path "show mac address-table count" depth unbounded
    path "show nve vni" depth unbounded
    path "show nve peers detail" depth unbounded
    path "show vlan summary" depth unbounded
    path "show system internal icam app hardware internal forwarding table
utilization" depth unbounded query-condition show-output-format=json
    path "show system internal icam app system internal access-list resource
utilization" depth unbounded query-condition show-output-format=json
sensor-group 505
    data-source NX-API
    path "show environment power" depth unbounded
    path "show system internal flash" depth unbounded
    path "show clock" depth unbounded
    path "show feature" depth unbounded
    path "show environment fan detail" depth unbounded
sensor-group 501
    data-source NX-API
    path "show lacp counters detail" depth unbounded
    path "show lacp interface" depth unbounded
    path "show port-channel summary" depth unbounded
    path "show lldp traffic interface all" depth unbounded
sensor-group 507
    data-source DME
    path sys/cdp depth 1 query-condition query-target=subtree&target-subtree-
class=cdpIf,cdpAdjEp,cdpIfStats
    path sys/bgp depth 1 query-condition query-target=subtree&target-subtree-
class=bgpEntity,bgpInst,bgpDom,bgpDomAf,bgpPeer,bgpPeerEntry,bgpPeerEntryStats,bgpPeer
Events,bgpPeerAfEntry
    path sys/lldp depth 1 query-condition query-target=subtree&target-subtree-
class=lldpIf,lldpAdjEp,lldpIfStats
sensor-group 508
    data-source DME
    path sys/intf depth 1 query-condition query-target=subtree&target-subtree-
class=pcAggrIf&query-target-filter=deleted()
sensor-group 509
    data-source NX-API
    path "show ip igmp interface vrf all" depth unbounded
    path "show ip igmp groups vrf all" depth unbounded
    path "show ip igmp snooping statistics" depth unbounded
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    path "show ip igmp snooping" depth unbounded
    path "show ip igmp snooping groups" depth unbounded
    path "show ip igmp snooping groups summary" depth unbounded
    path "show ip igmp snooping groups detail" depth unbounded
    path "show ip pim statistics vrf all" depth unbounded
    path "show ip pim interface vrf all" depth unbounded
    path "show ip pim neighbor vrf all" depth unbounded
    path "show ip pim rp vrf all" depth unbounded
    path "show ip pim route vrf all" depth unbounded
    path "show queuing burst-detect detail" depth unbounded
sensor-group 510
    data-source NATIVE
    path adjacency
    path mac-all
subscription 500
    dst-grp 500
    snsr-grp 506 sample-interval 3600000
    snsr-grp 511 sample-interval 0
    snsr-grp 500 sample-interval 59000
    snsr-grp 502 sample-interval 60000
    snsr-grp 503 sample-interval 62000
    snsr-grp 504 sample-interval 61000
    snsr-grp 505 sample-interval 300000
    snsr-grp 501 sample-interval 60000
    snsr-grp 507 sample-interval 65000
    snsr-grp 508 sample-interval 0
    snsr-grp 509 sample-interval 63000
subscription 501
    dst-grp 501
    snsr-grp 510 sample-interval 0
end

Cisco NI Switch Configuration Status
1. Click Settings > Nexus Insights Setup > Edit Configuration. The Sites table displays the

onboarded sites.

2. Double-click Switch Status to display the onboarded switch configurations, status, and
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additional details.

The switch status includes:

• Grey—Nodes are in initial state and unconfigured.

• Green—Nodes configured successfully.

• Orange—Nodes are currently being configured.

• Red—Nodes that failed configuration.

Note: When you enable the telemetry configuration for a site and if Red Count is
greater than 0,
it implies that the initiated operation is not successful for enabling or disabling
the site.
Click Count and then click Retry for configuration to be pushed again to nodes.
Click Any Counts to view expected configurations. You can exit the Nexus Insights
Setup screen and return for immediate refresh of the screens.

3. Select a switch and click View Expected Configuration to view expected switch configuration
details.
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Disabling and Deleting Cisco Nexus Insights App on
Cisco Nexus Dashboard

Before you begin

You need administrator credentials for Cisco Nexus Dashboard.

Procedure

1. Log in to Cisco Nexus Dashboard as an admin.

2. In the Navigation pane, choose Services > Service Catalog to view the apps hosted on Cisco
Nexus Dashboard.

3. Select the Cisco Nexus Insights app.

4. Click image::../../../images/more-icon.jpg[] and then click Disable to disable the app.

5. Click image::../../../images/more-icon.jpg[] and then click Delete to delete the app.
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Cisco Nexus Insights Upgrade

Upgrade Paths for Cisco NI
• Upgrade from Cisco NI 5.0 on Cisco DCNM 11.4(1) or 11.5(1) to Cisco NI 5.1 on Cisco Nexus

Dashboard 2.0.2 is not supported.

• Upgrade path from Cisco NIR 2.2.2 on Cisco DCNM 11.4(1) or 11.5(1) to Cisco NI 5.1 on Cisco
Nexus Dashboard 2.0.2 is not supported.

• Upgrade path from Cisco NIA 2.1.2 on Cisco DCNM 11.4(1) or 11.5(1) to Cisco NI 5.1 on Cisco
Nexus Dashboard 2.0.2 is not supported.

For cluster sizing information and recommended number of nodes based on specific use cases, see
the Cisco Nexus Dashboard Capacity Planning Tool.
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Cisco Nexus Insights Settings

Cisco Nexus Insights Application Topology
The Cisco NI app on Cisco DCNM supports the following topologies:

• Leaf switch-Spine switch for 2-HOP and 3-HOP flow telemetry correlation.

• Leaf switch-Spine switch-Superspine switch for 3-HOP and 4-HOP flow telemetry correlation.

The following illustration describes the Leaf switch-Spine switch topology for 2-HOP flow telemetry
correlation.

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow telemetry data. For example: With the flow telemetry HOP line,
the packet flows from Leaf 1.1 to Leaf 1.n are considered as 2 flow telemetry hops.

The following illustration describes the Leaf switch-Spine switch topology for 3-HOP flow telemetry
correlation.

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
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are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Leaf 1.n are considered are 3 flow
telemetry hops.

The following illustration describes the Leaf switch-Spine switch-Superspine switch for 3-HOP flow
telemetry correlation.

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: The packet flows from Leaf 1.1 to
Superspine-1 and then to Leaf 1.n are considered as 3 flow telemetry hops.

The following figure describes the Leaf switch-Spine switch-Superspine switch for 4-HOP flow
telemetry correlation.
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The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Spine 1.m to Leaf 1.n are considered as
4 flow telemetry hops.

Supported Scenarios

The Cisco Nexus Insights application topology supports the following scenarios.

VXLAN

• vPC on leaf switch

• Border spine switch

• Border leaf switch

• IR or Multicast underlay

• EBGP or IBGP

• IPv4 underlay

• IPv4 or IPv6 overlay

Legacy/Classic LAN

• vPC on leaf switch

• IPv4 or IPv6

Supported Roles

The Cisco Nexus Insights application topology supports the following roles.
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VXLAN and Classic LAN

• Leaf switch

• Border switch

• Access

• Spine switch

• Border spine switch

• Aggregation

• Border gateway for spine switch

• Superspine switch

• Border Superspine switch

• Core router

• Edge router

• Border gateway Superspine switch

Guidelines and Limitations
• IPv6 is not supported for Cisco Nexus Insights application in the Cisco DCNM. Cisco Nexus

Insights does not support nodes with IPv6 management address on Cisco DCNM.

• When the Device Connector is unclaimed from the on-premise GUI Cisco NI application, the
Device Connector must be unclaimed from Intersight for Log Collector’s connected TAC
functionality to work.

• Cisco DCNM allows network-admin and network-operator roles to assign read or write access for
specific fabrics. Cisco Nexus Insights app displays only those fabrics that are granted
permission.

• Cisco NI app does not allow RBAC role on Cisco DCNM.

• The Telemetry Manager/Policy Gateway takes about 10 minutes to detect the site mode changes
in Cisco DCNM from managed mode to monitored mode or vice versa.

• To enable telemetry on monitored site through Cisco NI app, you must first delete all existing
telemetry configurations on all the nodes in the monitored site before you enable this site from
Cisco NI app. The telemetry then assigns the receiver IP addresses to these nodes, which the
Data Collection Setup page displays. The telemetry configuration will not push any telemetry
configurations to the nodes because they are monitored. Therefore you have to check the
receiver IP addresses from the Data Collection Setup page and must configure the nodes
manually.

• For flow telemetry the Cisco NI app captures the maximum anomaly score for a particular flow,
for the entire cycle of the user specified time range. This anomaly score calculation is
inconsistent with the other resources anomaly calculation.

• Cisco NI app does not support software telemetry and flow telemetry data from switches to the
flow collector running on Cisco Nexus Dashboard compute nodes over IPv6.
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• For instances where one or more sites do not recover from disabling state, you must stop and
restart the Cisco NI application in Cisco Nexus Dashboard. This will recover the failed disable
state.

• The vPC domain ID for different vPC pair can not be the same across a fabric, when the Cisco NI
app is in managed or monitored mode on Cisco Nexus Dashboard.

• Cisco Nexus 7000 switches support only software telemetry in default VDC. Software telemetry
fails to get enabled if the default VDC does not have modules and interfaces.

• You have to create L2 VNI Switch Virtual Interfaces on every leaf switch, Border Leaf, and
Border Gateway for Cisco NI flow path stitching to function and display correct VNI
information. This symmetric configuration may not be required for forwarding but is required
for Cisco NI to obtain the fabric information.

• If the Cisco NI app is enabled for a site using the following methods:

◦ Connected to the Cisco Nexus Dashboard cluster

◦ Or, connected to some other Cisco Nexus Dashboard cluster

then installation and enabling of the Cisco NI app fails with an error message.

• After Cisco Nexus Dashboard reboot, it is recommended to wait until the following are complete
for the Cisco Nexus Dashboard to restore functionality:

◦ The Cisco Nexus Dashboard cluster displays green. Or

◦ The acs health CLI command displays healthy.

• If the oper-state of Interface and Port Channel is down before Cisco NI app installation, then
Interface and Port Channel down anomaly will not be raised. After Cisco NI app installation,
anomaly is captured only when the oper-state is up or down.

• Cisco NI app depends only on in-band network for all communication with the fabric and Cisco
Nexus dashboard may not accurately reflect the reachability status for Cisco NI app.

Cisco Nexus Insights App Settings
Once Cisco NI app is installed and configured, a group of icons and a list menu comprising the Cisco
NI app settings is displayed above the work pane. The following table describes each:

• Data Collection Setup—Click Edit Configuration for a list of sites, status, enable, disable, and
delete sites. The site status is disabled by default.

• The Early Access Mode lets you enable beta Nexus Insights features and enhancements. Once
the beta features are enabled, they cannot be disabled.

Displayed across the top of the work pane is a group of icons and a list menu comprising the Cisco
NI app settings. The following table describes each:
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Property Description

Time Range Specify a time range for the summary table to
display the data that is collected during the
specified interval.

Site Choose a site containing the nodes from which
to collect telemetry data.

View all sites Overview of all the sites with anomaly score,
advisory severity, and top sites by anomaly and
advisory. It also includes summary of node
inventory and anomalies for each site.

Clicking this icon allows you to view the Cisco NI
application notifications. View notifications
from Cisco for the following:

• Anomalies occurred based on the selected
time range.

• Anomalies that are in progress.

• New process, new advisory, and new
anomaly notifications.

Clicking this icon allows you to alter the
following:

• Data Management—Lets you configure the
following:

◦ Manage flow configuration.

◦ Displays collection status of the nodes for
Software Telemetry and Flow Telemetry
features that are supported and not
supported.

◦ Lets you configure, schedule, and run
compliance check and bug scan jobs on
the chosen site.

◦ Lets you configure the third party
integration controller.

• System Status—Displays software,
hardware, operational, and capacity usage of
the application on the compute cluster.

• Nexus Insights Setup—Lets you configure
the data collection setup to enable the site in
VXLAN or Managed mode.
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Property Description

Clicking this icon allows you to view the
following:

• Quick Start Guide—An overview of Cisco NI
application.

• Welcome Screen—The splash screen to start
the Cisco NI application from the beginning.

• User Guide—The documentation for
installation, configuration, and use of Cisco
NI application.

• About Nexus Insights—Displays the
application version number and metadata
version.

Toggle between Anomaly Score and Firmware. Each node type display anomaly breakdown based
on the detected firmware versions instead of the breakdown by anomaly scores.

The following illustration describes View all sites in the Cisco Nexus Insights app.

System Status
Click Settings > System Status to display the following page.

The system status page displays the health of flows. When there are system alerts over a recent
time duration, click Show All Alerts.

The health container periodically monitors the statistics and raises system anomalies when it
detects abnormalities.

The summary table lists the system anomalies or alerts raised over a duration, severity set to either
warning or critical, status, description, and recommendation. Statistics are collected from the flow
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telemetry collector and flow telemetry correlator.

The following system anomalies are summarized.

• Flow Telemetry Collector—Flow collector reports the number of flow telemetry records
known as flow events averaged over 30 seconds and specifies two thresholds; global threshold
and compute threshold. The compute thresholds are per compute and global threshold are for
all computes in the Cisco DCNM. The collector container is stressed because it is processing
more flow telemetry records than its threshold.

• Flow Telemetry Correlator—Flow correlator reports the stitched flows averaged over 30
seconds and specifies two thresholds; Global Lower and Global Upper threshold breached over
a period of time. The threshold occurs when the number of unique flows have increased and
the system is under pressure.

When a lower threshold is breached then a warning system anomaly is raised and when the upper
threshold is crossed then a critical anomaly is raised.

Flow Collector Anomalies

Flow Correlator Anomalies
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Service Level Thresholds

System Anomalies Description

Flow Telemetry Collector The following are flow thresholds:

• Lower Threshold—54000

• Global Lower Threshold—54000

• Upper Threshold—60000

• Global Upper Threshold—60000

Flow Telemetry Correlator The following are flow thresholds:

• Global Lower Threshold—10800

• Global Upper Threshold—12000
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Setting Up the Cisco Intersight Device
Connector

About Device Connector
Data center apps such as the Cisco Nexus Insights app is connected to the Cisco Intersight cloud
portal through a Device Connector which is embedded in the management controller of the Cisco
Nexus Dashboard platform.

See Cisco Nexus Dashboard User Guide for Configuring the Device Connector and Claiming a
Device.
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Cisco Nexus Insights Overview

Navigating Cisco Nexus Insights
The Cisco Nexus Insights application consists of the Navigation pane and Work pane.

Navigation Pane

The Cisco NI application navigation pane consists of the following categories:

Site Overview: The main dashboard for the Cisco NI application provides immediate access to site
dashboard with advisories, anomalies, alerts, timeline, and top nodes with anomalies.

Dashboard: The main dashboard for the Cisco NI app provides immediate access to site dashboard
with anomalies.

Devices: The detailed view of the nodes with a graphical representation of top nodes and top
resources.

Analyze Alerts: Access to total advisories, notices, PSIRTs, hardware, software, and hardening
check advisories applicable to your network.

Troubleshoot: Collect logs for specified devices that can be attached to service requests using the
Cisco Intersight Cloud. Also provides access to configure and schedule compliance check jobs that
run for a specific fabric.

Browse: Resources, environmental, statistics information for interfaces and protocols, flow
analytics for viewing average latency, flow move indicator, and packet drops, event analytics, and
endpoint analytics for viewing audit logs, events, and faults.

Integrations: AppDynamics integration allows Cisco NI application to provide insights for the data
received from the AppDynamics metrics using the AppDynamics controller.
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Expanding Dashboard, Analyze Alerts, Troubleshoot, and Browse reveals additional functions:

Work Pane

The work pane is the main viewing location in the Cisco NI app. All information tiles, graphs,
charts, and lists appear in the work pane.

Dashboard Work Pane
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In an information tile, you can usually click on a numeric value to switch to the Browse work pane:

1 Launches the Browse work pane with all of the items displayed from the graph in the information
tile.

2 Launches the Browse work pane with only the selected items displayed from the number in the
information tile.

Browse Work Pane

The Browse work pane isolates the data for the parameter chosen on the Dashboard. The Browse
work pane displays a top node lists, graphs over time, and lists all the nodes in an order defined by
the anomaly score:
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Clicking on one of the nodes in the list opens the Details work pane for that selection.

Details Work Pane

The Details work pane provides resource details about the item selected in the event list on the
Browse work pane. The Details work pane consists of:

• General Information: Includes the anomaly score and the node name.

• Resource Trends: Includes operational resources, configuration resources, and hardware
resources.

• Anomalies: Includes all anomalies for the node resource.

Top Navigation Pane

The Cisco NI top navigation pane consists of the bookmark  icon. Any detailed view or page can
be bookmarked and saved for later use. The bookmark saves the entire view, time range, nodes
chosen, and creates a snapshot of the view. There is no limit for number of bookmarks added to the
list.

Add a Bookmark

1. Click any detailed view from the left navigation pane, for example, Browse Resources, Browse
Environmental, Browse Statistics, Dashboard view, or any specific view.

2. Click the bookmark icon on the top navigation pane.

3. The orange bookmark icon indicates that the selected detailed view is saved and added to the
list of bookmarks. Bookmarks remember the original time range, start date and time, end date
and time that the detailed view is created and saves the view or page to the list.

View a Bookmark

1. Click the bookmark icon on the top navigation pane.

2. Click any bookmark from the list to open the bookmarked page including the node view and
selected time range. It helps you take a snapshot of detailed view pages for later use.

Delete a Bookmark

1. Click the bookmark icon on the top navigation pane.

2. Click the bookmarked page from the list to open the bookmarked page.

3. Unselect the bookmark icon.
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Site Overview
The site dashboard displays the alerts detected and anomalies detected in the site nodes. It also
recommends advisories for the nodes in the selected site.

The Cisco NI application main dashboard provides immediate access to a high-level view of the
advisories, notices, PSIRTs, bugs, best practice violations and collection logs applicable to your
network, schedule and configure bug scan, and compliance check jobs.

Property Description

Anomalies By
Category

Displays the number of Anomalies by their Category. Anomaly categories
include:

• Flows

• Resources

• Application

• Environmental

• Statistics

• Endpoints

• Connectivity Analysis

• Bug

Advisories By
Category

Displays the number of Anomalies (internal site failures) and their
severity level. Clicking on the area shows detail fault information, such as
Node and Anomaly Score.

• PSIRT

• Field Notice

• HW EOL

• SW EOL

• Compliance

Total Controllers Displays the total number of controllers in your network.

Total Switches Displays the total number of switches in your network.
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Property Description

[ Critical | Moderate |
Healthy ] Devices

Displays the total number of devices determined to be in one of the
following categories:

• Critical Devices

• Moderate Devices

• Healthy Devices

Device counts in the higher category (Critical is highest) appear in the
displayed count. If no devices are currently in the Critical category, then
the device count of the Moderate category is displayed. If no issues are
detected in any device, then the device count of the Healthy category is
displayed.

Advisories Displays the total number of advisories delivered for software and
hardware in your network.

Issues By Severity Displays the total number of issues (anomalies, bugs, and PSIRT notices)
delivered for software and hardware in your network.

Click any property from Anomalies by Category and Advisories by Category to access the Analyze
Alerts work pane.

Node Inventory

The dashboard displays the following information of the nodes in the site.

Property Description

Anomaly Score Displays the overview of top nodes and their
anomaly scores. The anomaly scores are based
on the features that contribute to the anomaly.

Leaf Nodes Displays the total number of leaf nodes in the
site with anomalies.

Spine Nodes Displays the total number of spine nodes in the
site with anomalies.

Controllers Displays the total number of controllers in the
site.

• Toggle between Anomaly Score and Firmware. Each node type display anomaly breakdown
based on the detected firmware versions instead of the breakdown by anomaly scores.

• Click Leaf Nodes, Spine Nodes, and Controllers to view the details of the individual nodes in
the site from Browse Nodes work pane.
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Alert Detection Timeline
The timeline displays various anomalies that occurred during the entire cycle of user selected time
range. The graph displays the time zones when the anomalies occurred.

• On the Timeline Dashboard click the anomaly dots on the timeline at a particular time. The side
pane lists the various anomalies at the selected time.

• Click Analyze, to display the Anomaly Analytics page.

The Anomaly Details page describes the life span of the anomaly, when the anomaly is created,
cleared, estimated impact, and recommendations.

• Choose Analyze Buffer for anomaly time buffers. The life span displays the graph for the buffer
time before and after the anomaly occurred.

• Toggle between Current and Detection Time. The estimated impact displays the detection time.

• Toggle between graphical or tabular view on the mutual occurrences section.

The mutual occurrences section displays the system view of the anomaly. The comparison chart
describes the other faults, events, and audit logs that occurred at the same time when the anomaly
occurred.

The in-depth analysis section displays the resource utilization view of the anomaly. The comparison
chart describes the statistics of the resource utilization for various resource types that is of interest
to the anomaly. For example: DOM statistics.

The comparison charts also describe other related resource utilization information for anomaly
analysis. For example: Compare and analyze statistical details such as flow configuration, interface
utilization ingress, and interface utilization egress that are related to the anomaly type, which lets
the user analyze the system resource utilization.

Alert Detection Timeline Icons

• The colored round dots correspond to event analytics including events, faults, and audit logs for
the node.

• Multiple rings around it in the timeline represents a group of objects. A ring by itself in the
timeline represents single object.

• The heart icon represents the anomalies exclusively. The blue circle indicates the currently
selected anomaly.

Configure Analysis

1. Click Site Overview on the left navigation.

2. On the Dashboard tab click Timeline > Analyze on the side pane.

3. Click Configure Analysis to analyze anomalies on nodes with a customizable graph. Select and
add objects for each node to compare resource utilization for various resources.

4. On the Chart Selection Table, click Add Chart and then select Chart Type and Chart Name.
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Select resource types such as Statistics, Environmental, Resources, and Flows. For each resource
type, select resources such as DOM, FCS, CPU, Memory, and so on for the nodes with the
anomalies.

5. Check the box against the added charts and click Save to save all added charts.

6. Click Save.

The comparison chart updates automatically and displays the resource utilization for the selected
nodes with the anomalies. You can compare and analyze resources for the selected nodes with the
anomalies.

Cisco Nexus Insights Independence
The site and leaf nodes in the Cisco NI app support various hardware versions depending on the
Cisco DCNM release. The Cisco NI app features are categorized as follows:

• Application level feature-Features supported on the Cisco NI application and are independent
on the node’s software and hardware. These features are enabled on all the nodes on the site.

• Node level features-Features supported by the Cisco NI application and are dependent on site
node hardware and software capabilities. These features are enabled/disabled based on the
node capabilities.

The Cisco NI app collects the node capabilities to determine the features supported for each node
on the site.

Click Settings > Data Management > Collection Status.

The Collection Status page displays the nodes with the features that are supported and the features
that are not supported. For the features that are not supported the nodes will not collect data for
that particular node.
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Anomaly Score and Anomaly Precedence
The Top Nodes by Anomalies page summarizes anomalies based on the severity of the anomaly.

The following are examples of anomaly precedence for family of anomalies or individual
anomalies based on the severity of the anomaly:

• A Leaf node has a critical anomaly and another Leaf node has nine major anomalies. In this
case the Leaf node with nine major anomalies takes precedence over the Leaf node with a
critical anomaly.

• A node has two critical and four major anomalies and another node has two critical and three
major anomalies. It is almost always true that the node having less anomalies with high
anomaly score gets precedence over node having more anomalies with less anomaly score.

• A node has one anomaly with score 91 and another node has nine anomalies with score 89
each. The node with nine anomalies that consumed 89 % is in worst case than the node with
one anomaly that consumed 91%. In this case the node with nine anomalies gets the
precedence.

• In case a Leaf node1 and a Leaf node2 have anomaly score more than a Leaf node4. The
anomaly score for anomalies on Leaf node1 and Leaf node2 is 88, while both the anomalies on
Leaf node4 have anomaly score 81, then the Leaf node with anomaly score 88 gets precedence.

◦ Anomaly score for anomalies on Leaf node1 and Leaf node2 is 4^8.8 = 198668

◦ Anomaly score for both the anomalies on Leaf node4 is 4^8.1 + 4^8.1 = 150562

Topology Dashboard
The Cisco Nexus Insights application dashboard provides access to the topology view of all the
nodes with anomalies in the site.

Click Site Dashboard > Topology tab on the right dashboard pane.

The Cisco Nexus Insights application dashboard provides access to the topology view of all the
nodes with anomalies in the Cisco DCNM site.

The page displays the list of nodes, node types, interface names, LLDP information from a leaf node
to another leaf node, IPN, and anomaly score on the link. The view lets you distinguish between a
spine node, leaf node, and boarder leaf node with different colors and interface names.

IPN links are spine node links connected to the IPN and are distinguished from the links connected
to the internal leaf nodes. The IPN is shown as a physical entity in the topology.

Toggle Spine nodes, Leaf nodes, and Controllers to add or remove nodes from the topology view.
Toggle each anomaly score to add or remove from the topology view.
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Use zoom in capability to narrow down on portions of the infrastructure based on logical
constructs such as EPG, VRF, Tenant.

View, sort, and filter anomalies through the topology work pane. You can refine the displayed nodes
by the following filters:

• Name - Display only nodes with a specific name.

• VRF - Display only nodes from a specific VRF.

• Endpoint - Display only nodes for a specific endpoint.

• IP - Display only nodes for a specific IP address.

Use the operators to filter the refinement.

The anomaly score is represented by the dot in the topology. The topology view helps find the nodes
that are impacted by anomalies.

Click the node on the topology to view additional details for the node. The side panel displays
general additional anomaly details for the node.

Topology Dashboard Limitations

• The topology view supports the nodes that are LLDP enabled.
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Cisco Nexus Insights Dashboard

Custom Dashboard
The custom dashboard lets you create a unique dashboard and add views on to the dashboard. This
custom dashboard appears in the left navigation pane beneath the System Dashboard. In the work
pane, the custom dashboard widget displays the top level information about each view pinned to
the dashboard.

Create a Custom Dashboard

1. On the left navigation, click the + icon next to the Dashboard to create a custom dashboard.

2. Select a time range in the work pane.

3. Add a unique name in the text box. To edit the name, click the edit icon next to the name.

There is no limit for number of custom dashboards.

Add Views on to the Custom Dashboard

1. Click any detailed view from the left navigation pane, for example, resource detail, event detail,
flow detail, dashboard view, or any specific view.

2. Click the pin icon on the right top navigation pane.

◦ To pin to an existing custom dashboard, check the box for the existing dashboard.

◦ Or, to create a new custom dashboard, click Add. Enter a unique name in the text box.

3. Click Save.

The custom dashboard appears on the left navigation beneath the Site Dashboard. There is no
limit for number of views pinned to the dashboard.

View the Custom Dashboard

1. Click the custom dashboard from the left navigation pane.

2. Click any pinned view from the work pane.

Each view in the custom dashboard saves the entire snapshot of the page including the user
selected time range for any specific node or nodes.

Delete Views from the Custom Dashboard

1. Click the custom dashboard from the left navigation pane. The custom dashboard widget
displays the top level information about each view added.

2. Select any view in the work pane, click the pin icon for the selected view to delete or unpin the
view from the custom dashboard.
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Dashboard
Each node in the site streams telemetry data and events to a service in the Cisco NI app. The Cisco
NI app analyzes the data and detects any anomalies. The Dashboards in the app provide relevant
information to view.

The Cisco Nexus Insights (Cisco NI) application dashboard provides immediate access to advisories
and anomalies occurring in the network.

The Advisories on the dashboard display three levels of advisory severity for switch hardware and
software in your network. It categorizes by severity and identifies software versions and hardware
platforms to which the advisories apply. Advisories are delivered based on the detection of relevant
field notices, PSIRTs, bugs, software, hardware, and hardening violations. Cisco Nexus Insights
considers this information and recommends:

• Software or hardware upgrades to address bugs, PSIRTs, and field notices

• CALL TAC

• Cisco Recommendations

• Software Upgrade Path and Upgrade Impact

The Cisco Nexus Insights ( Cisco NI ) application main dashboard provides immediate access to
anomalies occurring in the network. Anomalies are learned deviations from the last known "good"
state of a switch and are displayed by type and severity. Anomalies include resource utilization,
environmental, and interface-level errors, and are color coded based on severity:

• Critical: Red

• Major: Orange

• Minor: Yellow

• Warning: Turquoise

• Information: Blue

• Healthy: Green

In the Leaf Nodes and Spines blocks on the Dashboard, the large central number is the total count
of those devices. The six colored icons at the bottom of the block are the six anomaly levels, and the
small number below each icon is the count of devices at that anomaly level. The sum of these
anomaly counters will be the same as the large total count.

Some factors that contribute to the presence of anomalies are exceeded thresholds and excessive
rates of change.
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Cisco Nexus Insights Devices

Devices
The Nodes pane displays the graph with top nodes based on Resource Utilization, Environmental,
Statistics, End Point Analytics, and Flow Analytics, which are various ways of viewing the behavior
of the nodes. Based on the chosen top nodes by category, the summary pane displays the nodes with
their anomaly score, firmware, serial, model, and type.

• Click the Node from the summary pane to display all the gathered information for the selected
node.

The Node Overview section displays the top five resources in Nexus Insights Analytics-Resource
Utilization, Environmental, Statistics, and Flow Analytics with the break down of the faults and
events. The Anomalies section displays the anomalies that the system detects.

• Click the Node for the node summary pane to display all the gathered information for the
selected node.

• Click the  on the right top corner of the summary pane to show the Node Details page.

• Click the Overview tab.

The Node Details page on the Overview tab displays General Information, Node Overview, and
Anomalies. The Node Overview section displays the top five resources in Cisco NI Analytics-
Resource Utilization, Environmental, Statistics, and Flow Analytics with the break down of the
faults and events. The Anomalies section displays the anomalies that the system detects.

• On the detail page for the selected node, click the ellipses  icon on the right top navigation
pane for additional related information for the node such as, Flows, Statistics, Resources,
Anomalies, Environmental Resources for the node.

• Click a category from the list to open browse work pane for that particular node.

The Alerts tab on the Node Details page displays the anomalies occurred on the nodes for the
chosen top nodes by category.

• Click on the anomaly in the Node Details page to open the side pane with general details of the
anomaly.

• Click Analyze for the anomaly details page to display the Lifespan, estimated impact,
recommendations, mutual occurrences, and in-depth analysis of the anomaly.

• Hover over the anomalies, faults, events in the mutual occurrences graph. Click on them for
detailed analysis of mutual occurrences of the anomaly.
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Cisco Nexus Insights Analyze Alerts

Anomalies
The Anomalies dashboard displays the graph with top nodes by anomaly score based on Type and
Severity. The page also summarizes the anomalies with severity, detection time, resource type, and
node.

• Click an anomaly in the summary pane for the side pane to display additional details of the
anomaly.

• Click Analyze. The Analyze Anomaly page displays the general information of the anomaly, life
span, recommendations, mutual occurrences, in-depth analysis and related details.

• Hover over the anomalies, faults, events in the mutual occurrences graph. Click on them for
detailed analysis of mutual occurrences of the anomaly.

• Click the ellipses  menu on the right top navigation.

• Click a node from the list to open browse work pane for that particular node.

You can also double-click the anomaly in the summary pane to open the Anomaly Details page.
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Anomaly Diagnostics Impact and Recommendation

The Cisco NI app uses the enhanced framework and workflow mappings on Cisco DCNM to
recommend you the enhanced anomaly diagnostics and impact. The Recommendations section in
the Analyze Anomaly page describe the anomaly diagnostics recommendations. See Anomalies for
details.

All the anomalies in Cisco DCNM are static anomalies, except for DOM related anomalies.

Anomaly Filters
The Analyze Alerts on the Cisco NI application provides immediate access to anomalies occurring in
the network. View, sort, and filter anomalies through the Anomalies work pane.

You can refine the displayed anomalies by the following filters:

• Detection Time - Display only anomalies with a specific detection time.

• Last Seen Time - Display only anomalies with a specific time.

• Description - Display only anomalies with a specified description.

• Cleared - Display only anomalies with cleared or uncleared status.

• Nodes - Display only anomalies for specific nodes.

• Category - Display only anomalies from a specific category.

• Resource Type - Display only anomalies of a specific resource type.

• Severity - Display only anomalies of a specific severity.

As a secondary filter refinement, use the following operators:

• == - with the initial filter type, this operator, and a subsequent value, returns an exact match.

• != - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

• contains - with the initial filter type, this operator, and a subsequent value, returns all that
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contain the value.

• !contains - with the initial filter type, this operator, and a subsequent value, returns all that do
not contain the value.

Advisories
The Advisories dashboard displays the advisories by Type and Severity.

• From the Advisories By drop-down list, select Severity to display the total number of advisories
that are major, minor, and critical. The page summarizes the advisories with severity, detection
time, resource type, affected nodes, and title.

• From the Advisories By drop-down list, select Category to display the total number of advisories
by category such as PSIRT, Field Notice, HW EOL, SW EOL, and Compliance. The page
summarizes the advisories with severity, detection time, resource type, affected nodes, and title.

Cisco Nexus Insights uses signatures bundled with metadata to detect new Bugs, PSIRTs, Field
Notices, and End of Life Notices. This metadata is updated as and when new signatures are
available. The apps connected to cloud can fetch the new metadata. The metadata version for Cisco
Nexus Insights Release 5.1 is 12. From the Settings menu, click About Nexus Insights to view the
metadata version.

• Click an advisory in the summary pane for the side pane to display additional details of the
advisory.

• Click Analyze. The Advisory Detail page displays the lifespan and recommendations.

• Click the recommendation for further analysis on the node.

• Hover over the alerts, faults, events in the mutual occurrences graph. Click on them for detailed
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analysis of mutual occurrences of the advisory.

• Click a row in the Associates Advisories section for the side pane to display the list of affected
nodes.

The side pane also displays the general advisory information for the affected node.

You can also double-click the advisory in the summary pane to open the Advisory Details_ page.

Advisory Filters

The Analyze Alerts on the Cisco NI application provides immediate access to advisories occurring in
the network. View, sort, and filter advisories through the Advisory work pane.

You can refine the displayed advisories by the following filters:

• Detection Time - Display only advisories with a specific detection time.

• Last Seen Time - Display only advisories with a specific time.

• Cleared - Display only advisories with cleared or uncleared status.

• Title - Display only advisories with cleared or uncleared status.

• Affected Nodes - Display only advisories for specific nodes.

• Category - Display only advisories from a specific category.

• Resource Type - Display only advisories of a specific resource type.

• Severity - Display only advisories of a specific severity.

As a secondary filter refinement, use the following operators:

• == - with the initial filter type, this operator, and a subsequent value, returns an exact match.

• != - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

• contains - with the initial filter type, this operator, and a subsequent value, returns all that
contain the value.

• !contains - with the initial filter type, this operator, and a subsequent value, returns all that do
not contain the value.

PSIRT Notices
PSIRTs are Product Security Incident Response Team notices that display three levels of advisory
severity for switch hardware and software in your network. It categorizes by severity and identifies
software versions and hardware platforms to which the advisories apply.

Notices are Field Notices such as end-of-life notices for switch hardware and software.

Advisories are delivered based on the detection of relevant field notices, PSIRTs, software,
hardware, and hardening violations. Cisco NI considers this information and recommends:
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• Advisories are based on severity and type.

• Severity displays the number of critical, severe, or moderate advisories that are applicable to
devices in your network.

• Displays the advisory types and the number of affected devices in your network for each
advisory.

• Advisory Recommendations and Report.

Browse PSIRT Notices

On the Cisco NI app navigation:

1. Click Site Overview.

2. Navigate to Advisories By Category > PSIRTs on the right work pane.

The Advisory Detail page displays the summary table with PSIRTs occurred by type.

3. Click the advisory for the side panel to display additional details about the advisory.

4. Click Analyze to display life span, mutual occurrences, recommendations, and associated
advisories.

The recommendations section displays the link to the software and hardware versions and
firmware update analysis.

5. Click Firmware Upgrade Analysis.

The recommended firmware and applicable nodes are displayed.

6. Click Done

The Firmware Upgrade Analysis page opens with recommended upgrade paths.

See Software EOL and Hardware EOL for more details.

Cisco Recommended Firmware Version

To check the firmware version/anomaly score for the nodes in the selected site:

1. Navigate to the Cisco NI app and click Devices.

2. On the top navigation choose a Site.

On the Browse Nodes pane the summary table displays the Firmware Version for the nodes.

3. Hover over the sign next to the firmware for the recommended version.

4. Click on the entry in the table for additional NX-OS firmware upgrade details.
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Software EOL
On the Cisco NI app top navigation:

1. Click Site Overview.

2. Navigate to Advisories By Category > SW EOL on the right work pane.

The Advisory Detail page displays the summary table with advisories by type.

3. Click the advisory for the side panel to display additional details about the advisory.

4. Click Analyze to display life span, mutual occurrences, recommendations, and associated
advisories. You can also see recommendations for version.

5. Click Firmware Upgrade Analysis.

The page displays recommended firmware and applicable nodes.

6. Click Analysis to display the recommended upgrade paths with multiple hops and disruptions.

7. Click Disruptions for the side panel to display the configurations.

8. Click Target on the Recommended Update Paths.

9. On the side panel

a. Click View Full Release Notes to view the published release notes.

b. Click Open Bugs to view the bugs in the current release notes.

c. Click Caveats to view the caveats in the current release.

For details about Firmware Upgrade Path and Upgrade Impact, see Firmware Upgrade Path and
Upgrade Impact.

Hardware EOL
On the Cisco NI app top navigation:

1. Click Site Overview.

2. Navigate to Advisories By Category > HW EOL on the right work pane.

The Advisory Detail page displays the summary table with advisories by type.

3. Click the advisory for the side panel to display additional details about the advisory.

4. Click Analyze to display life span, mutual occurrences, recommendations, and associated
advisories. You can also see recommendations for version.

Firmware Upgrade Path and Upgrade Impact
When attempting to upgrade to a recommended software version, Cisco NI app suggests an upgrade
path and helps to determine the potential impact of the upgrade to the first-hop. The upgrade
impact checks for NX-OS version and configuration compatibility. BIOS compatibility is not checked.
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The upgrade paths table displays the various upgrade paths and the associated devices affected,
non-disruptive and disruptive count.

The upgrade impact table indicates if the upgrade to the first-hop will be disruptive or non-
disruptive.

Advisory Software Upgrade
Software upgrade recommendations typically appear in the Advisories list after a bug scan is
completed. To initiate an upgrade impact, follow these steps:

1. In the navigation pane, click the browse view icon next to the Advisories option.

2. In the advisories list table, locate the software upgrade recommendation identified by the S/W
Ver. in the Type column.

3. Click the software version in the Title column and then click Software Version in the title
column.

The Advisories Detail dialog appears.

4. Click Upgrade Impact and then click Run Upgrade Impact on the Confirm Action dialog.

A note appears in the Advisory Details dialog stating that the "Upgrade Impact is currently
running". In the Upgrade Impact Results table, the devices that could be impacted by the
upgrade are listed and the Result column indicates that the impact process is "PENDING". Once
the upgrade impact begins, the Result column changes to "RUNNING".

In the Upgrade Paths table, the Non Disruptive and Disruptive columns reflect the count for non-
disruptive and disruptive types of upgrades of the Recommended Upgrade Paths.

Once complete, the upgrade impact result can be one of the following:

◦ NON-DISRUPTIVE: Devices can likely be upgraded to the new suggested software version
without disrupting the network.

◦ DISRUPTIVE: Devices can be upgraded to the new suggested software version but with
disruption, described by the reason on the result dialog.

◦ FAIL: A technical error occurred, described by the reason on the result dialog.
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Troubleshoot Cisco Nexus Insights

Log Collector
The Log Collector feature lets you collect and upload the logs for devices in your network to Cisco
Intersight Cloud. It also enables Cisco TAC to trigger on-demand collection of logs for specified user
devices and pull the logs from Cisco Intersight Cloud.

The Log Collector has two modes:

• User initiated - The user collects the logs for specified devices and then the user uploads the
collected logs to Cisco Intersight Cloud.

• TAC initiated - Cisco TAC triggered on-demand collection of logs for specified devices and pulls
the logs from Cisco Intersight Cloud.

Device Connectivity Warning

Cisco NI app uses the Cisco DCNM Switch Interaction Manager (SIM) to communicate with the
devices present in the network. In case the fabric / switch is not configured properly, Cisco NI
cannot communicate with the device through SIM.

When you try to run an on-demand bug scan, log collection, or compliance job, the device
connectivity warning is shown next to such a device which has an issue. Also, such problematic
devices are not selectable since Cisco NI cannot connect to them.

This warning is also displayed on the Devices Browse page if a user wants to know which switches
are not reachable by Cisco NI.

User Initiated Upload to Cisco Intersight Cloud
This section contains the steps required for you to upload the logs to Cisco Intersight Cloud and
Cisco TAC pulls the logs from Cisco Intersight Cloud.

Before you begin

Before you upload the collected logs to Cisco Intersight Cloud:

• Cisco NI app is connected to Cisco Intersight Cloud.

• Cisco NI app is connected to Cisco Intersight Device Connector. See About Device Connector for
details.

Procedure

1. Click Troubleshoot > Log Collector > New Log Collection.

2. Enter a name for Log Collect Details.

3. Select any pre-selected controllers.
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4. Click Add Nodes to add any nodes to collect logs.

5. Click Add.

6. Click Start Collection to initiate the log collection process.

When the Log Collector job is complete, the new job appears in the Log Collector summary
table.

7. Click the job in the summary table for the side pane to display additional job details.

8. Click the  icon on the right top corner to open Log Collection status page.

9. Select the Node and click the dots in the Action column.

10. Click Upload File to TAC Assist to upload to Cisco Intersight Cloud.

Log Collector Filter

To display specific devices in the list, use the filter utility:

+ * Operators - display devices using an operator. Valid operators are:

• == - display devices with an exact match. This operator must be followed by text and/or symbols
that are the exact software version, product ID, device name, or assigned IP address of the
device.

• contains - display device names or platform identifiers containing entered text or symbols. This
operator must be followed by text and/or symbols.

◦ Version - display devices that are running a specific software version.

◦ Platform - display devices that are a specific type defined by the platform ID.

◦ Device Name - display devices that are specifically named.

◦ IP Address - display devices that are assigned a specific IP address.

TAC Initiated Pull from Cloud
The TAC initiated collector also enables Cisco TAC to trigger on-demand collection of logs for
specified user devices in the Cisco Intersight Cloud to the Device Connector.

1. Click Troubleshoot > Log Collector.

When the TAC assist job is complete, the new job appears in the Log Collector summary table.

2. Click the job in the summary table for the side pane to display additional job details.

3. Click the  icon on the right top corner to open Log Collection status page.

Connectivity Analysis Job
The connectivity analysis job is a micro-service launched through Cisco NI, used for tracing end-to-
end forwarding path for a given flow and narrowing down the offending device on its path.
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The connectivity analysis job detects and isolates offending nodes in the network for a given flow
and includes the following functionalities.

• Traces all possible forwarding paths for a given flow across source to destination endpoints.

• Identifies the offending device with issue, resulting in the flow drop.

• Helps troubleshoot to narrow down the root cause of the issue, including running forwarding
path checks, software and hardware states programming consistencies through consistency-
checkers, and further details related to packets walkthrough.

The Cisco NI agent is a RPM based application service, which is pre-installed on the Cisco NX-OS.
The Cisco NI agent gets the path for a specific flow. The job uses the path returned from the agent
and goes to the next hop running the connectivity analysis job.

Click Troubleshoot > Connectivity Analysis on the left navigation pane to schedule a connectivity
analysis job that gathers information about your network across all fabrics and all sites.

Start a Connectivity Analysis Job
Use this procedure to schedule a new connectivity analysis job for all the devices compatible with
the job.

1. Choose Troubleshoot > Connectivity Analysis from the left navigation pane.

2. Click New Connectivity Analysis on the right side of the work pane.

3. Choose VXLAN or Classic LAN installation mode.

4. The Analyze Connectivity page appears.

5. Enter the required fields and optional fields to configure the job.

Connectivity Analysis Job Input Fields

Classic Lan - L3 routed flow Mandatory: Source IP address, Destination IP address, and VRF
name (if non-default).

Optional: All the other fields such as Source MAC address,
Destination MAC address, and Source VLAN.

VXLAN – L2 VNI switched flow Mandatory: Source IP address, Destination IP address,
Destination MAC address, and Source MAC address.

Optional: All the other fields on the UI.

VXLAN – L3 VNI routed flow Mandatory: Source IP address, Destination IP address, and VRF
name.

Optional: All the other fields such as Source MAC address,
Destination MAC address, and Source VLAN.

6. Toggle between the Mode - Quick or Full IP address checks in the network. The Quick validator
traces the network path using L2, L3, and VXLAN CLI for a specific flow to detect and isolate the
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offending nodes that result in the flow drop.

The Full validator runs consistency checker between software and hardware for programming
consistencies. It also traces the network path using L2, L3, and VXLAN CLI for a specific flow.

7. Click View Nodes to display the devices compatible with the job and RPM version.

8. Click Upgrade to trigger a latest Cisco NI agent RPM install for all the devices that are
compatible with the latest version.

◦ Status displays upgrade is in progress.

◦ There is visual distinction on which consistency checker passed or failed.

◦ Status displays success.

9. Click Run Analysis to run the connectivity analysis job.

View Connectivity Analysis Job
1. Choose Troubleshoot > Connectivity Analysis and then click the job in the summary pane.

2. Click  on the side pane.

This page displays the job configurations, path summary for the flow from source to destination.

Currently Running Jobs

The Currently Running Jobs lists the jobs that are currently executing.

Click a job or click View Details from the list to display the Job Details page. The job details page
shows the tabular and topological view of the job. On the right corner of the page, toggle between
tabular and topological view of the job.

Topology View

The Topology view displays all the devices that are traversed to reach the destination. It displays all
available paths to the destination. It performs consistency check on each of the devices and displays
the aggregated overlay and underlay information.

In a VXLAN type job, the topology view represents the VXLAN encapsulation between source and
destination. Encapsulation and decapsulation happen along the source and destination between the
sites.
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Click the device in the topology view to display job flow path details for the node. This page
summarizes the flow configuration, consistency checker results where the errors occurred, status
for consistency checker, and event log for connectivity analysis issues.

While tracing the path for a site for each ingress interface, the overlay and underlay for a VXLAN
type job are represented in the consistency checker results.

Each row in the consistency checker represents a device. Details of the device such as egress path,
ingress path, peer device, and peer VLAN are aggregated within a row. Click View Details for
additional details.

Tabular View

The tabular view summarizes the devices that are running the job. The consistency check results
show multiple paths for the job. Each row describes a device.

Each detail view aggregates the paths for a device. Click View Details for additional details such as
consistency check and path information. In case consistency check fails, you can select the failed
devices and run bug scan or log collection job on these devices.

The Event Log section displays the current running job. It consists of job logs helpful for checking
and debugging the job as it progresses. The log includes information such as devices discovered,
warnings, or errors.
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Reuse Connectivity Analysis to Start Another Job
Use this procedure to edit the configuration for a previous connectivity analysis job:

1. Click the browse view icon on the left navigation pane to view the Global Job List page. Change
the time range from the calendar on this page to view the previously configured jobs list.

2. Click the job from the Job Details page to display the connectivity analysis job details.

3. Click Edit this config to edit the configuration details.

4. Click Run to execute the job with new configuration.
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Browse Cisco Nexus Insights
The Browse section of the Cisco NI application contains the following areas of statistical and
analytical information:

• Resource Utilization —Displays utilization, rate of change, trends, and resource anomalies
over time for operational, configuration and hardware resources.

• Environmental —Displays switch environmental resources such as fan, power, CPU, and
memory.

• Statistics —Displays switch nodes interface usage and protocol statistics.

• Flow Analytics —Displays telemetry information collected from various devices in the site.

• Endpoint Analytics —Displays endpoint anomalies for the nodes collected across the entire
site.

Resource Utilization
The Resource Utilization of the Cisco NI application contains two areas of data collection.

Resource Utilization Dashboard

The Resource Utilization dashboard displays utilization, rate of change, trends, and resource
anomalies over time for operational, configuration and hardware resources. Top leaf nodes and
spine nodes are displayed based on the factors that produced the high utilization.

Property Description

Top Nodes by Capacity The leaf node observations search can be more
refined by filtering the information by the top
leaf nodes.

Node Details Displays the node trend observations by
resource type:

• Operational Resources

• Configuration Resources

• Hardware Resources

Guidelines and Limitations

• The Hardware Resources tab in Resource Utilization Dashboard is not supported for Cisco
Nexus 7000 series switches. The hardware resources do not have a direct mapping to the objects
that show in Cisco NI app. The command that shows hardware details does not provide the
percentage of entries used and the maximum number of entries allocated for a particular
feature. The Cisco NI app raises the anomalies and details page for any resource in Hardware
Resources tab for Cisco Nexus 7000 series switches.
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Resource Utilization Filters

View, sort, and filter statistics through the Browse Resource Utilization work pane.

You can refine the displayed statistics by the following filters:

• Node - Display only nodes.

As a secondary filter refinement, use the following operators:

• == - with the initial filter type, this operator, and a subsequent value, returns an exact match.

• != - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

• contains - with the initial filter type, this operator, and a subsequent value, returns all that
contain the value.

• !contains - with the initial filter type, this operator, and a subsequent value, returns all that do
not contain the value.
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Property Description

Top Nodes by Displays the top nodes by:

• MAC

• IPv4 Host Routes

• IPv6 Host Routes

• IPv4 Prefix Routes

• IPv6 Prefix Routes

• Multicast Routes

• VLAN

• VRF

• Port Usage

• Ingress Port Bandwidth

• Egress Port Bandwidth

• CoPP

• LPM

• HRT

• L2 QoS TCAM

• L3 QoS TCAM

• VTEP

• VNI L2

• VNI L3

• VLAN

• Ingress VLAN ACL

• Egress VLAN ACL

• Ingress Port ACL

• Ingress Routed ACL

• Egress Routed ACL
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Property Description

Operational Resources Displays a list of operational resources based on
anomaly score. List information includes:

• Anomaly Score

• Node

• MAC

• IPv4 Host Routes

• IPv6 Host Routes

• IPv4 Prefix Routes

• IPv6 Prefix Routes

• Multicast Routes

Configuration Resources Displays a list of configuration resources based
on anomaly score. List information includes:

• Anomaly Score

• Node

• VLAN

• VTEP

• VNI

◦ L2

◦ L3

• VRF
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Property Description

Hardware Resources Displays a list of configuration resources based
on anomaly score. List information includes:

• Anomaly Score

• Node

• Port Usage

• Port Bandwidth

• CoPP

• LPM

• HRT

• QoS TCAM

◦ L2

◦ L3

• VLAN ACL

◦ Ingress

◦ Egress

• Port ACL

◦ Ingress

• Routed ACL

◦ Ingress

◦ Egress

Browse Resource Utilization

• Click the node in the summary pane for the side pane to display additional details of the node.
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• On the side summary pane, click the  icon on the right top corner to open the Resource Details
page.

• Click the Overview tab.

The Node Details page on the Overview tab displays General Information, Anomaly Score, Node
Overview, and Resource Trends for resource utilization properties.

• On the detail page for the selected node, click the ellipses  icon on the right top navigation
pane for additional related information for the node such as, Flows, Statistics, Resources,
Anomalies, Endpoint Analytics, Events, and Environmental Resources, and Node Details for the
node.

Click a category from the list to open browse work pane for that particular node.

• The Alerts tab on the Node Details page displays the anomalies occurred on the node.

Environmental
The Environmental of the Cisco NI application contains two areas of data collection.

Environmental Dashboard

The Environmental Dashboard displays utilization, rate of change, trends, and anomalies over time
for switch environmental resources such as fans, power, CPU, and memory.
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Property Description

Top Nodes by Utilization Displays the percentage utilized per component:

• CPU

• Memory

• Temperature

• Fan Utilization

• Power Supply

• Storage

Node Details Displays the node trend observations by
environmental resource type.

Click the node card in the Top Nodes by Utilization to display the Environmental Details page. The
details include general information, resource trends for environmental properties, and anomalies
for the environmental resources.

Environmental Filters

View, sort, and filter statistics through the Browse Environmental Resources work pane.

You can refine the displayed statistics by the following filters:

• * Node - Display only nodes.

As a secondary filter refinement, use the following operators:

• == - with the initial filter type, this operator, and a subsequent value, returns an exact match.

62



• != - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

• contains - with the initial filter type, this operator, and a subsequent value, returns all that
contain the value.

• !contains - with the initial filter type, this operator, and a subsequent value, returns all that do
not contain the value.

Property Description

Top Nodes by Displays the top nodes by:

• CPU (percent utilization)

• Memory (percent utilization)

• Temperature

• Fan Utilization

• Power Supply

• Storage

Browse Environmental Resources

• Click the node in the summary pane for the side pane to display additional details of the node.

• On the side summary pane, click the  icon on the right top corner to open the Environmental
Details page.

• Click the Overview tab.

The Node Details page on the Overview tab displays General Information, Anomaly Score, Node
Overview, and Resource Trends for environmental resource properties.

• On the detail page for the selected node, click the ellipses (  ) icon on the right top navigation
pane for additional related information for the node such as, Flows, Statistics, Resources,
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Anomalies, Endpoint Analytics, Events, and Environmental Resources, and Node Details for the
node.

Click a category from the list to open browse work pane for that particular node.

• The Alerts tab on the Node Details page displays the anomalies occurred on the node.
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Statistics Dashboard
The Statistics Dashboard displays top switch nodes by interface errors or usage, and protocol
statistics.

Property Description

Top Nodes by Interface Utilization Displays the top nodes based on the combined
bandwidth utilization of it’s interfaces.

Top Nodes by Interfaces Displays the top nodes and lists the transmit and
receive bandwidth utilization of each of it’s
interfaces.

In the Top Nodes by Interfaces click the node card to display the Interface Details page.

Interface Details

Click the node card in the Top Nodes by Interfaces to display the node interface details. The details
include anomaly score, node, interface, type, operation status, summary of anomalies, trends,
errors, configured protocols, DOM statistics, and microbursts.

The Anomalies section summarizes the anomaly detection details. The path summary section
describes the source IP and destination IP address for the node with anomaly.

The trends section displays the network traffic trend over time for packets received, packets
transmitted, bytes received, bytes transmitted, utilization rate, and errors. The charts in this section
interprets network traffic behavior, peaks, and patterns over time.

The configured protocols section displays the interface protocols that are enabled and disabled with
trends and errors.

The statistics section displays the DOM properties of the physical interface for the node.

The microbursts section displays the top microburst detected in the node by peak value and
duration.

Browse Statistics Filters
Browse Statistics filters the interfaces to visualize the top interfaces by anomalies through the
Browse Statistics work pane.

You can view, sort, and filter statistics through the Browse Statistics work pane. You can refine the
displayed statistics by using the following filters:

• Node - Display only nodes.

• Interface - Display only interfaces.

• Interface Type - Display only specific interface types.

• Protocol - Display only protocols.
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• Operational State - Display nodes with specific operational state.

• Admin State - Display nodes with specific admin status.

As a secondary filter refinement, use the following operators:

• == - with the initial filter type, this operator, and a subsequent value, returns an exact match.

• != - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

• contains - with the initial filter type, this operator, and a subsequent value, returns all that
contain the value.

• !contains - with the initial filter type, this operator, and a subsequent value, returns all that do
not contain the value.

Property Description

Top 10 Interfaces by Displays the top interfaces by:

• Transmit Utilization

• Receive Utilization

• Error

Interface Statistics Displays a list of interface statistics based on
anomaly score. List information includes:

• Anomaly Score

• Interface

• Interface Type

• Node

• Receive Utilization

• Transmit Utilization

• Errors

Protocol Statistics Displays a list of protocol statistics based on
anomaly score. List information includes:

• Anomaly Score

• Protocol

• Node

• Count

• Errors
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
In order for the Cisco NI app to receive data from the nodes, confirm that all the
nodes in the site are synced with PTP grandmaster for hardware telemetry and
NTP clock for software telemetry.

Browse Statistics
The Browse Statistics dashboard displays interface statistics and protocol statistics for the top
interfaces by anomalies for nodes.

• Click Interface Statistics tab or Protocol Statistics tab on the browse page.

• Click the node in the summary pane for the side pane to display additional details of the node.

• On the side summary pane, click the  icon on the right top corner to open the Statistics Details
page.

• Click the Overview tab.

The Statistics Details page on the Overview tab displays General Information, Anomaly Score,
Node Overview, and Resource Trends for statistics properties.

• On the detail page for the selected node, click the ellipses (  ) icon on the right top navigation
pane for additional related information for the node such as, Flows, Statistics, Resources,
Anomalies, Endpoint Analytics, Events, and Environmental Resources, and Node Details for the
node.

Click a category from the list to open browse work pane for that particular node.

• The Alerts tab on the Node Details page displays the anomalies occurred on the node.

• The Protocols tab displays the protocols configured and configuration status on the node.

Interface Statistics
The Browse Statistics dashboard displays interface statistics for the top interfaces by anomalies for
nodes that are of type - physical, port channel, and virtual port channel (PC and vPC) interfaces.

The green dot next to the interface name represents the operational status that the interface is
active. The red dot next to the interface name represents that the interface is down.

The interface type is physical, port channel, or virtual port channel (PC or vPC) interface.

• Double-click each row in the Interface Statistics page to display the interface detail page. This
page summarizes node name, physical interface name, operational status, and admin state. The
page also displays protocols, QoS, and DOM properties of the physical interface.

The port channel is an aggregate of physical interfaces and they can be statically channeled or can
be dynamic using LACP protocols. The statistical data that is collected such as number of packets,
bytes, and various errors are similar to that of physical interfaces. The sourcename differentiates
the physical interface from port-channel (aggregated interfaces). The operational data is obtained
by looking at additional set of objects that gives the admin-status, oper-status and list of member
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interfaces for both PC and vPC.

• Click a row in the Interface Statistics page for the side pane to display additional details of the
node such as, node name, port channel name, operational status, and admin state. The page also
displays the anomalies, traffic, and member interfaces associated in the port channel.

The vPC is a logical interface that spans across two physical switches for fault tolerance. Double-
click each row in the Interface Statistics page, to display the interface detail page. This page
summarizes node name, virtual port channel name, domain id, operational status, and admin state.
The page also displays the anomalies, traffic, and the member interfaces associated in the nodes
that are in the virtual port channel.

Micro-Burst Support for Interface Statistics
A burst of traffic impacts the output buffer of a physical interface port given the channel is already
subscribed with line-rate flows.

These bursts are often hard to detect with just given queuing parameters, such as buffer cells used
and buffer cells unused as there is a high variance of usage of these buffers.

The Cisco Nexus 9000 series switches provide a capability of detecting this by issuing an interrupt
that is triggered when a queue occupancy rises above x bytes and falls below y bytes. This x _& _y
bytes are configurable per queue per interface. You can configure up to 8 output queues per
physical interface port.

When the UTR software collector receives a GRPC telemetry stream for the path show queuing
burst-detect detail, according to the parser for the encoding path, data is formatted, and it’s
written to the telemetry output topic of Kafka.

Configuring and Monitoring Micro-Burst

See Micro-Burst Monitoring for details.

Supported Platforms

See Supported Platforms for details.

Micro-Burst Anomaly

Anomalies are raised in Cisco NI app based on the number of micro-bursts at the interface level.
Micro-burst anomaly jobs run every 5 minutes in a container environment, which checks for
micro-burst records in micro-burst database. If the number of micro-bursts per interface is greater
than microburst count threshold at any given point of time, then a minor anomaly is raised per
interface in a node. At that point any anomaly record is written to Elasticsearch.

The Cisco NI app raises these anomalies in the Cisco NI Operations > Interface Statistics tab.

1. The flows that are displayed in the summary table are gathered from Flow Telemetry data for a
corresponding egress interface. The Cisco NI app matches the egress interface and egress queue
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to gather the corresponding micro-burst.

2. Based on the percentage of threshold, micro-burst is either low, high, or medium. The
percentage of threshold is inverse to sensitivity. When the number of micro-bursts are greater
than 100 on a particular interface, an anomaly is raised.

3. In case the flow telemetry is enabled and micro-burst is enabled, then Cisco NI app displays the
estimated impact of flows for a particular micro-burst anomaly.

4. In case the flow telemetry is disabled and micro-burst anomaly is enabled, then Cisco NI app
displays no Estimated Impact for that anomaly.

5. Flows that are contributing or impacted by micro-burst.

Browse Micro-Burst Anomaly

To browse micro-burst anomalies, make sure flow telemetry is enabled and flow rules are
configured on the site. The flows are available in the summary table when the flow rules are
configured.

On the Interface Statistics summary pane:

1. Click the anomaly to display the side pane with additional details.

2. Click Analyze.

3. The detailed view page summarizes the flows that are impacted, mutual occurrences, lifespan,
and recommendations.

a. Click the Affected Object in the side pane to display the Interface Details for the node. The
page displays the interface details, number of bursts, time stamp, aggregated flow details,
and top 25 micro-bursts by peak value.

b. Click View Report for top 100 flows contributing or impacted by micro-burst.

c. In the Affected Entities side view pane, select a flow and click  to display the flow details
page.

Micro-Burst Diagnostic Impact and Recommendation
The micro-burst egress interface of the node and other details of the node are associated with the
flow records in the flow database. In the Cisco NI app

1. Click Analyze Alerts > Anomalies to browse anomalies.

2. Filter by ResourceType == Interface; Description == Microburst

3. The summary pane lists the anomalies with minor or major micro-burst severity.

4. Click the anomaly with micro-burst severity for the side pane to display the affected object.

a. Click the affected object on the side pane to display the affected entities and anomalies
associated with the affected object.

5. Click the anomaly in the summary pane to open the side pane with details.

a. Click Analyze on the side pane to display flow record details.
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b. Click  on the right corner of the side pane.

The flow record details page displays Overview, Alerts, and Trends tabs on the page.

c. Click the Overview tab. The path summary section displays the node where the micro-burst
anomaly occurred.

d. Click the Alerts tab to display the anomalies that are associated with micro-burst.

e. In the Mutual Occurrences section click the circles to see the anomalies that occurred at a
particular time.

The mutual occurrences show the aggregated flows that are micro-burst affected. They are
not individual flows that are affected.

Protocol Statistics
The Browse Statistics dashboard displays protocol statistics for the top interfaces by anomalies for
nodes that are of type CDP, LLDP, LACP, BGP. This page also displays node name and Count - the
number of interfaces that the protocol is using or the number of sessions that the protocol is using
for the node.

The BGP protocol data can be classified broadly into operational and statistical data. The
operational data comprises of additional set of objects that gives the admin-status, oper-status and
list of VRFs and VRF level information such as vrfName, vrfOperState, vrfRouteId, list of address
family associated with each VRF, and list of peer and peer-entry information associated with each
VRF. The statistical data comprises of peer-entry counters such as number of open’s, updates,
keepalives, route-refresh, capability, messages, notifications and bytes sent and received. It also
includes peer-entry address family level the route count.

• Click a row on the Protocol Statistics summary page for the side pane to display additional
details.

• Double-click a row with the protocol BGP for protocol details of the node such as, node name,
protocol name, admin state, operational state and additional details. This page also displays the
anomalies, neighbor nodes that are active, errors in the node, neighbor IP address, details about
the established neighbors and not connected neighbors that the BGP protocol is using from the
node family.

• Double-click a row with the protocol CDP , LLDP , or LACP for protocol details of the node such
as, node name, protocol name, anomalies, interfaces that are active, errors in the node, and
more details of the interface.
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Multicast Protocol Statistics

The Browse Statistics dashboard displays protocol statistics for the top interfaces by anomalies for
nodes that are of type PIM, IGMP, and IGMP Snoop protocol.

Internet Group Management Protocol

Use filters from browse statistics page to display the summary of a specific node for IGMP interface.
The General Information section displays the anomaly score, node name, protocol, number of
interfaces enabled for a specific node, and number of groups enabled on the interface. On Cisco
DCNM the IGMP groups can be enabled on VLAN and can also be enabled on the interface.

The Anomalies section displays the anomalies that are generated on a node specific to IGMP.

The Configured IGMP Interfaces section displays the interfaces that are enabled with IGMP. It
displays the interface name, VRF, IP address, IGMP querier, membership count, version, and errors.

The IGMP interfaces can be configured in 3 methods on the specific node. These are not
configurable from Cisco NI app.

• Enable PIM in the interface.

• Statistically bind the interface to a protocol.

• Enable link reports.

• Double-click a row for the side pane to display additional interface details. This includes groups
enable status, statistical data about error counters, flags that are enabled on IGMP, and other
properties that are specific to the node.

The Multicast Groups section displays the IGMP groups related details such as source, multicast
group, VRF, version, last reporter, and outgoing interface specific to the IGMP group. It is possible to
have multiple outgoing interfaces.
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Internet Group Management Protocol Snoop

Use filters from browse statistics page to display the summary of a specific node for IGMP Snoop. In
the VLAN the IGMP is enabled by default, where the IGMP snoops on VLAN for information. The
General Information section displays the anomaly score, protocol, node name, number of groups,
and number of instances where IGMP Snoop is enabled on the instances per VLAN.

The Anomalies section displays the anomalies that are present in the node specific to IGMP Snoop
instance.

The Trends section displays the number of instances and break down of errors related to IGMP
Snoop for a specific node. The number of instances are any number of bridge domains, where some
are IGMP Snoop enabled and some are IGMP Snoop disabled.

• The Up represents the instance count that are IGMP Snoop enabled.

• The Down represents the instance count that are IGMP Snoop disabled.

The IGMP Snoop Instances section displays information per VLAN. This includes VLAN, admin
state, querier address, querier version, multicast routing state (enabled or disabled), node querier
state (enabled or disabled), and summary of errors.

• Double-click a row for the side pane to display other configured details specific to IGMP Snoop
instance. This includes VLAN name, VLAN ID, properties that are enabled or disabled, statistical
details and various error counters specific to the IGMP Snoop instance.

The Multicast Group section displays details such as source, multicast group, VLAN, version, last
reporter, and outgoing interfaces for each IGMP Snoop group.

Protocol Independent Multicast

Double-click the protocol type PIM to display the summary of a specific node for PIM.

The General Information section displays the anomaly score, node name, protocol, number of
domains, number of interfaces, and number of groups for the protocol.

The Anomalies section displays the anomalies that are generated on a node specific to the PIM.

The Trends section displays the errors and break down of errors related to PIM for a specific node.

The Multicast PIM Domains section displays the domain details for PIM specific to the node. It
displays the basic information such as tenant, VRF, admin state where VRF is enabled or disabled,
and rendezvous point addresses.

• Double-click a row for the side pane to display additional details about the specific multicast
PIM domain. This includes VNI IDs, flags that are enabled, various errors and statistics
information.

• Click on rendezvous point address, for example 1, which displays a side pane with IP address
details. This includes the group range the rendezvous point address refers to, lists the group
range for a particular rendezvous address.
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The Multicast PIM Interfaces section displays the summary table with interfaces that are enabled
with PIM. It displays the VRF, IP address, designated router address, neighbor addresses, and errors
for a specific PIM interface.

• Double-click a row for the side pane to display neighbor specific details. This includes statistics
information for the neighbor, flags that are enabled with in the neighbor, and errors that are
specific to the node.

The Multicast PIM Groups section summarizes the PIM group related details such as RPF source,
RPF neighbors, VRF, group address, incoming interfaces, and flags that are enabled for the PIM
group.

Multicast Protocol Statistics Limitations
• The PIM, IGMP, and IGMP Snoop multicast statistics protocols are supported only on Cisco

Nexus 9000 series switches.

• The PIM, IGMP, and IGMP Snoop multicast statistics protocols are not supported for the
following:

◦ Cisco Nexus 7000 and 3000 series switches.

◦ Cisco N9K-X9636C-R, N9K-X9636Q-R, N9K-X96136YC-R, and N3K-C3636C-R line cards.

• When Cisco NI app programs these devices in Managed mode it avoids enabling the NXAPI
export for the unsupported devices. When the fabric is in Monitored mode, the generated
configuration avoids the NXAPI commands for the unsupported devices. If you configure these
exports manually using direct switch configuration and if the data for these features comes
from the unsupported devices, the multicast statistical data may be shown in the Cisco NI app
UI.

• The total multicast routes (S, G, and *G together) supported per device is 8000 and per fabric is
64000.

Protocol Statistics Limitations

• The CDP protocol statistics is not supported for Cisco Nexus 7000 series switches.

• Cisco NI app does not support BGP PrefixSaved statistics on the following:

◦ Cisco Nexus 3000, 7000, and 9000 series switches.

◦ Cisco N9K-X96136YC-R, N9K-X9636C-R, N9K-X9636Q-R, and N3K-C3636C-R line cards.

73



Flow Analytics
The Flow Analytics section of the Cisco NI application displays the anomalies detected in the flow
such as average latency, packet drop indication, and flow move indication collected from various
nodes in the site.

Flow Analytics Overview
Flow Analytics provides deep insights at a flow level giving details such as average latency, packet
drop indicator and flow move indicator. It also raises anomalies when the latency of the flows
increase or when packets get dropped because of congestion or forwarding errors.

Each flow has a packet counter representing the number of packets entering the ASIC for that flow
over a period of time. This period of time is called aggregation interval. There are several points
where flow statistics for a given flow can be aggregated. Aggregation can happen in the ASIC,
switch software, and server software.

Flow Analytics Hardware Requirements
For details on Flow Telemetry support for Cisco Nexus platform switches, see Cisco NI Release Notes
Compatibility Information section.

Flow Analytics Guidelines and Limitations
For details on Flow Telemetry hardware support, see Cisco NI Release Notes Compatibility
Information section.

• Output port information for outgoing traffic from N9K-C93180YC-EX, N9K-C93108TC-EX, and
N9K-C93180LC-EX line cards will not be displayed.

• Flow analytics does not support multicast traffic. The access list must be provisioned to exclude
the multicast traffic flows.

• A maximum of 63 VRFs are supported on flow telemetry nodes.

• The number of anomalies in the Site Overview dashboard will not match the number of
anomalies in the flow browse page. The Site Dashboard contains the total anomaly count for the
time range you selected. The flow records are not aggregated in the flow browse view, where
multiple flow records can point to the same anomaly entry.

• The L3-VNI flows show as L2-VNI flows when the VXLAN flow is dropped in the ingress node.
When VXLAN packets are dropped in the first-hop, the exported VXLAN flow telemetry records
will indicate the drop. However, they don’t carry the VNI information in it. The Ingress interface
from the flow telemetry export along with the VRF associated with the interface, does not
deduce if the flow is L2-VNI or L3-VNI. In this case Cisco NI app associates the L2-VNI for the
flow.

• When a VXLAN encapsulated packet enters an Cisco Nexus 9500-EX switch and feature overlay
(EVPN) is configured, the packet will be treated like a VXLAN transit node packet. Also the
ingress interface and egress interface are set as zeros in the flow telemetry export. The ingress
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and egress interfaces are needed to consider this record for flow analytics. The limitation on
these switches results in the Cisco Nexus 9500-EX switch not being considered in the path
stitching and correlation if the switch is in ingress, transit, or egress direction. Cisco Nexus 9500-
EX switches will be treated like a transit node for an overlay packet.

• The ingress and VRF information will not be shown for all interfaces which use the flow
telemetry 'tenant-id' for encoding the logical interface ID, as this ID will be used for 'overlay-id'.
It’s not possible to derive the logical interface (SVI with trunk port, sub interface, SVI with trunk
and port channel) and get the VRF associated with it. This results in the flow browse page and
details page not showing the ingress and egress VRFs.

• On the Cisco Nexus 9500-EX switches connected to VPC pair, the current design limits in
identifying the ingress leaf nodes between VPC pairs causing the loss of flow in Cisco NI app.

• When there are 29 million anomalies in the indices, flow database writes are too slow, which
causes KAFKA lag on 350 nodes supported for software telemetry and flow telemetry. The
KAFKA lag results in partial data in Cisco NI app user interface.

• Flow Analytics information is retained for 7 days or until flow database reaches 80%, which
ever happens first, then older flow analytics information is deleted from the database.

• Flow telemetry and flow telemetry events will not export drop bit if there is an egress ACL drop
in Cisco Nexus FX switches.

• For Cisco NI app to receive Flow Telemetry data, the TCAM region for ing-netflow must be set to
512. See Nexus 9000 TCAM Carving.

Flow Analytics Dashboard
The Flow Analytics Dashboard displays telemetry information collected from various devices in the
site. The flow analytics records let the user visualize the flows in the site and their characteristics
across the entire Cisco DCNM site.

Property Description

Top Nodes by The flow analytics engine also runs machine-
learning algorithms on the behavior of the flows
to raise anomalies in the behavior, such as
Average Latency, Packet Drop Indicator, and
Flow Move Indicator. The graph represents the
anomalies in the behavior over a period of time.

Top Nodes by Flow Anomalies Flow telemetry and analytics gives in-depth
visibility of the data plane. The flow analytics
engine collects the flow records streamed from
the nodes and converts to understandable flow
records. Top nodes by flow anomalies displays
the nodes in the network with the most
anomalies.

In the Top Nodes by Flow Anomalies click the node card to display the Flow Records page.
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Flow Record Details

Click the node card in the Top Nodes by Flow Anomalies to display the flow record details. The
details include anomaly score, record time, flow type, aggregated flow information, summary of
anomalies, path summary, and charts for flow properties.

On the Overview tab, the Aggregated Flow section displays in-depth analysis of flow anomalies
including source, destination, Ingress, and Egress details.

The Path Summary section describes the source IP and destination IP address for the node with
anomaly.

On the Alerts tab, the Anomalies section summarizes the anomaly detection details.

On the Trends tab, The Related Details section displays anomaly analysis with the comparison
charts for each flow property against time.

Browse Flow Records
The Browse Flow Records page displays the active nodes, ingress nodes, egress nodes, and flow
collection filters, which display the anomalies in the site nodes.

The Browse Flow Records page displays Site flows by Anomaly Score, Packet Drop Indicator,
Average Latency, and Flow Move Indicator.

Property Description

Nodes Shows all the nodes where the flows are
reported.
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Property Description

Filters Display the node flow observations sorted by the
following filters:

• Record Time

• Nodes

• Flow Type

• Protocol

• Source Address

• Source Port

• Destination Address

• Destination Port

• Ingress Node

• Ingress VRF

• Source VNI

• Egress Node

• Egress VRF

• Destination VNI

Site Flows by A time series plot for flow analytics properties
such as anomaly score, average latency, packet
drop indicator, and flow move indicator that are
recorded in the entire site for the time interval
you selected. The node flows recorded for Top
Sources and Top Destinations are also shown.
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Property Description

Top Flows Lists the top flows in the entire site that scored
highest in the following:

• Anomaly Score—The score is based on the
number of detected anomalies logged in the
database.

• Record Time—The node flows are captured
at individual record times between the start
and end time that you selected. Flow
analytics records multiple entries for a flow
that are captured at individual record times.

• Packet Drop Indicator—The flow records
are analyzed for drops. The primary method
of detecting drops is based on the drop bit
received from the switch (flow records).

• Latency—The time taken by a packet to
traverse from source to destination in the
site. A prerequisite for site latency
measurement is that all the nodes shall be
synchronized with uniform time.

• Flow Move Indicator—The number of times
a Flow moves from one leaf node to another.
The first ARP/RARP or regular packet sent by
that endpoint appears as a flow entering the
site through the new leaf node.

Double click the flow for additional details. The Flow Details page displays the general information
of the flow, anomalies, path summary, charts, and related details.

Flow Telemetry Events
Flow telemetry events are enabled implicitly when flow telemetry is enabled and flow rules are
configured. The flow telemetry enables triggering events when a configured rule is met, where
packets are exported to the collector for analysis.

Flow telemetry events enhance and complement current flow analytics in Cisco NI. They enrich
anomaly generation for flow telemetry and flow telemetry events.

It monitors application security, application performance, and troubleshooting. This is achieved
using the periodic flow table event records exported every second.

The data export to Cisco NI app is done directly from the hardware without control plane needing
to handle the data. Statistics are assembled as a packet with a configurable MTU size and a defined
header. These packets are sent as in-band traffic from Cisco DCNM fabric. Headers are configured
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by software, and packets streamed are UDP packets.

When flow telemetry is available for a triggered flow telemetry event, then you can navigate to
flow details page for aggregated information. These events are based on the following drop events:

• Cisco ACL Drop—When packet hits sup-tcam rules and the rule is to drop the packet, the
dropped packet is counted as ACL_Drop and it will increment the forward drop counter. When
this occurred, it usually means the packet is about to be forwarded against basic Cisco ACI
forwarding principals. The sup-tcam rules are mainly to handle some exceptions or some of
control plane traffic and not intended to be checked or monitored by users.

• Buffer Drop—When the switch receives a frame and there are no buffer credits available for
either ingress or egress interface, the frame is dropped with buffer. This typically hints at a
congestion in the network. The link that is showing the fault could be full or the link containing
the destination may be congested. In this case a buffer drop is reported in flow telemetry
events.

• Forward Drop—The packets that are dropped on the LookUp block (LU) of the Cisco ASIC. In a
LU block a packet forwarding decision is made based on the packet header information. If the
packet is dropped, forward drop is counted. There may be a variety of reasons when forward
drop is counted.

• Policy Drop—When a packet enters the fabric, the switch looks at the source and destination
EPG to check for a contract that allows this communication. If the source and destination are in
different EPG’s, and there is no contract that allows this packet type between them, the switch
drops the packet and labels it as SECURITY_GROUP_DENY. This increments the forward drop
counter. In this case a policy drop is reported in flow telemetry events. A policy drop occurs
because of missing contracts to allow the communication.

• Policing Drop—When packets are dropped due to policer configured at the EPG level or on the
ingress interface, then a policing drop anomaly is reported in flow telemetry events.

• IDS Drop—The header errors we detected in parser for IDS such as header cksum error, IP
length mismatch, CFG_ft_ids_drop_mask, zero DMAC and so on for both inner and outer headers if
applicable. The IDS error codes are detected and translated, which are reported as IDS drop
anomalies in flow telemetry events.

TCP packet RTO anomaly is not supported on Cisco DCNM.

Flow Telemetry Events Vs Flow Telemetry

• The flow telemetry event packets are exported only when configured events occur, where as
flow telemetry packets are streamed continuously.

• The flow telemetry events are captured for all traffic, where as flow telemetry is captured for
filtered traffic.

• The total number of collectors between flow telemetry and flow telemetry events is 256.

Guidelines and Limitations for Flow Telemetry Events

• Flow telemetry event anomalies are aggregated. For example, a packet drop anomaly occurred
from time T0 to T1. No packet drop anomaly occurred from time T1 to T2. Another packet drop
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anomaly occurred from time T2 to T3. Although there is no anomaly from T1 to T2, the time
stamp for the aggregated packet drop anomalies is from T0 to T3.

• The flow telemetry events do not report policing drop anomalies in Cisco NI app, when the
egress data plane policer is configured on front-panel ports and there is traffic drop.

• To export flow telemetry events on FX platform switches, you must configure flow telemetry
filters.

Browse Flow Telemetry Events
1. Click Analyze Alerts > Anomalies to browse anomalies.

2. Filter by Category == Flows

3. Click the anomaly with Resource Type flowEvent.

4. Click Analyze on the side pane to display additional details of the anomaly.

5. See the description of the anomaly for packet drop, TCP packet retransmission, policy drop,
forward drop, and cumulative drop count.

The Analyze Anomaly page displays the estimated impact, recommendations, and mutual
occurrences. The estimated impact displays the flows affected.

a. Click View Report for the side pane to display list of flows, number of packets dropped or
impacted over time, affected interfaces, in-depth analysis of drop flow events per interface,
and buffer drop anomalies. Every flow telemetry drop event shows the interface affected.

b. The Recommendations section displays the flows that cause the buffer drop, flow details, and
flow telemetry events at the node level.

Host Overlay Flow Monitoring
The host overlay flow monitoring and flow traffic analysis on Cisco DCNM allows the following on
the site:

• Monitoring of IPv4 and IPv6 host flows on the overlay from server VTEPs.

• Provides information about the host overlay flow’s VNI, fabric-ingress, fabric-egress interfaces.

• Provides information about the host overlay flow’s network path inside the fabric, drops
experienced by the host overlay flow inside the fabric, packet count, byte count, and burst
information of the traffic.

Trunk and sub-interface ingress interfaces will not show site VRF.

When Cisco DCNM site is configured as Classic site type, the following flow telemetry are collected:

• The host underlay flow traffic is correlated as classic flows.

• The overlay flows are correlated as host overlay flow traffic.

• The node configuration to collect interface to VLAN mapping is done by the telemetry manager.
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Configuring Host Overlay Flow Monitoring

1.

Click  > NI Setup > Data Collection Setup > Edit Configuration

2. On the Data Collection Setup page, select the site.

a. Choose a mode in the Mode column.

b. Enable Flow Telemetry ACL Configuration Status for the selected site.

c. Enable Software Telemetry Configuration Status for the selected site.

d. Choose Classic in the VXLAN/Classic column.

3. Click Save.

Host Overlay Flow Monitoring Guidelines and Limitations

• Classic fabric type is supported.

• VXLAN fabric type is not supported.

• Cisco Nexus 9000 -FX, -FX2, and -GX platform switches are supported.

Browse Host Overlay Flow Monitoring
1. Click Browse > Flow Analytics from the Cisco NI app navigation.

2. Filter by Nodes.

3. Double-click an anomaly in the summary pane.

4. The Flow Record Details page opens with Overview, Alerts, Trends tabs.

The Flow Record Information section displays the flow type, protocol, and anomaly score. The
Aggregated Flow section describes the source and destination IP address, VLAN information.
The Path Summary section displays the source, destination, node/interface details, packet
exceptions such as forwarding drop, buffer drop for the outer data packet for the site.

5. Click an anomaly in the summary pane to display the side pane with general information,
source, ingress, and flow type.

For host overlay flows, the Logical Encap column in the browse table shows the flow’s VNI
information.
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Endpoint Analytics
The Endpoint Analytics section of the Cisco NI application contains endpoint information, charts,
and history for the nodes with endpoint anomalies collected across the entire Cisco DCNM site.

Endpoint Analytics Overview
Endpoint Analytics provides detailed analytics of endpoints learnt in the site with the following
information:

• The endpoints present on the leaf switches - browse endpoint analytics using filter options, such
as IP address, MAC address, node, entity name and so on.

• The endpoints in the site at a particular time - view the endpoint history.

• The endpoint information for compute administrator - view the endpoint placement
information and correlation to virtual machine and hypervisor.

• The policies applied on an endpoint - view the discover configuration and operational
information of the endpoint.

The following anomalies are detected as part of endpoint analytics:

• The rapid endpoint moves across nodes, interface, and endpoint groups.

• Detect endpoints that have duplicate IP address.

• Detect missing endpoints that fail to get learnt after a node reboot.

Endpoint Analytics Dashboard
The Endpoint Analytics Dashboard displays time series information for the top nodes with number
of endpoints that are varying. The Endpoint Analytics provides detailed analytics of endpoints
learnt in the site.

Property Description

Top Nodes by Number of Endpoints Displays the top nodes based on the number of
active endpoints.

Top Nodes by Endpoint Anomalies Displays the nodes in the network with the most
endpoint anomalies.

In the Top Nodes by Endpoint Anomalies click the node card to display the Endpoint Details page.

Browse Endpoint Analytics
The Browse Endpoint Analytics page summarizes the endpoints that are sorted by anomaly score.
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• Double-click the endpoint anomaly in the table to display the Endpoint Details page.

• Or, click an endpoint in the summary table for the side pane to display configuration,
operational, endpoint status, and additional details about the anomaly.

• Click the  icon on the right top corner of the side pane to display the Endpoint Details page.

The following anomalies are detected as part of endpoint analytics:

• The rapid endpoint moves across nodes, interface, and endpoint groups.

• Detect endpoints that have duplicate IP address.

Endpoint Analytics Details

The Overview tab displays general information about the endpoint. The Endpoint Details page
describes general information about the endpoint based on configuration and operation of the
endpoint. The configuration section displays the MAC address, BD, VRF, and Encap details for the
selected endpoint. The operational section displays the Node name, Interface, VM id, hypervisor id,
and other details.

This page also lists the Endpoint History and Duplicates.

The Endpoint History lists in decrease order of when the endpoint was updated. It lists the
endpoints moving over a period of time between interfaces and across the nodes. Hovering over
the highlighted value shows the change for that value. Hovering over Changes column shows all
changes.
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The L2 endpoints have VLAN information while L3 endpoints have VRF information.

The Duplicates section lists duplicate IP addresses attached to the endpoint. Duplicate IP address
occurs when two different nodes with the same IP address are attached to an endpoint in certain
period of time.

The Alerts tab displays the summary of the anomalies occurred on the nodes for the selected
endpoint. Click an anomaly in the summary table to display a side pane with anomaly details.

• Click Analyze for the anomaly details page to display the Lifespan, estimated impact,
recommendations, mutual occurrences, and in-depth analysis of the anomaly.

• Hover over the anomalies, faults, events, and Audit Logs in the mutual occurrences graph. Click
on them for detailed analysis of mutual occurrences of the anomaly.

• In the In-Depth Analysis section click Configure Analysis. See Configure Analysis for details.
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Endpoint Analytics Filters

Browse Endpoint Analytics displays the graph with top 5 endpoints by anomaly score over a period
of time.

You can view, sort, and filter endpoints through the work pane. You can refine the displayed
endpoints by the following filters:

• VRF - Displays nodes with IP address.

• BD - Displays nodes with domain id.

• MAC Address - Display nodes with MAC address.

• Nodes - Display only nodes.

• Interface - Display only interfaces.

• IP address - Display nodes with IP address.

• Encap - Displays nodes with specific encapsulation.

• Status - Display nodes with the status.

• Time - Display endpoints that had the last update happened at this time.

The filter refinement lets you select the filter, operator, and value. You can use the following
operators:

== - with the initial filter type, this operator, and a subsequent value, returns an exact match.

!= - with the initial filter type, this operator, and a subsequent value, returns all that do not have
the same value.

contains - with the initial filter type, this operator, and a subsequent value, returns all that contain
the value.

!contains - with the initial filter type, this operator, and a subsequent value, returns all that do not
contain the value.

85



Data Management

Flow Rules Configuration
The Flow Rules Configuration page enables you too assign VRF rules and collect flow telemetry
details on the selected site. Use the following procedure to create a VRF flow collection rule
configuration per site.

Procedure

1. Click Settings > Data Management > Flows to manage the flow configuration:

2. From the Site drop-down list, choose the site.

3. From the table below, create a filter to configure flow telemetry rules.

a. Click the Plus icon and enter the filter Name.

b. Enter the VRF.

4. In the Rule Name table, create the VRF rules.

a. From the Protocol drop-down list, select the protocol.

b. Enter the source IP address, source port, destination IP address, and destination port.

c. Click the checkmark.

d. Click the Plus icon to create new rules.

5. Click Save.

6. At the top of the page, toggle to enable or disable Flow Telemetry.

1. To verify that flow configuration status, click Collection Status. On the Collection Status page,
select the site from the Site drop-down list. The page displays the nodes indicating where the
flows are being exported.
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Collection Status
Click Settings > Data Management > Collection Status to alter the following:

The Collection Status displays data collection of System Metrics, Software Telemetry, and Flow
Telemetry information per node for the last hour.

The summary pane displays the node capabilities and the features supported and unsupported for
each node.

Bug Scan
The Cisco NI app settings provides access to configure and schedule bug scan that runs for a
selected site.

Cisco NI app collects technical support information from all the devices and runs them against
known set of signatures, and then flags the corresponding defects. Cisco NI app also generates an
advisory for the customer.

In case the fabric is not configured properly to communicate with the device, Cisco NI app notifies
the following:

• The device is not configured for node interaction.

• You can not run bug scan job on the device.

• Cisco NI app can’t connect to the device.

If the node interaction is not healthy on the device, you can’t select the device for bug scan to collect
logs. The device can not be selected to configure a job.

Default Bug Scan

When the Cisco NI app is installed, the app runs a default bug scan per site. When you enable the
site in the Cisco NI app settings, the default schedule/frequency of the bug scan is enabled. You can
edit the default schedule of the bug scan. Bug Scan throws system anomalies. The schedules are
staggered across the site.

You can run compliance check and bug scan jobs at the same time on the same site or on different
sites.

Important Notes
The recommended time interval for scheduling bug scan is dependent on the load on the Cisco
Nexus Dashboards, the number of devices in a fabric, and tech support file size. We recommend to
run the bug scan run on 100 devices over a 24 hour period.

For example, if there are multiple fabrics such as fabic1 with 100 devices, fabric2, fabric3, fabric4,
and fabric5 with 25 devices each, bug scan can be scheduled for fabric1 on alternate days, say at
12:00 AM. Rest of the fabrics, adding up to 100, can also be scheduled together for alternate days,
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but not on the same day as the fabric1. Since fabric2, fabric3, fabric4 and fabric5 each have 25
devices and add to 100, the bug scan could be staggered and scheduled every 6 hours starting at 12
AM. So, based on above, the schedule could look like:

Day 1

• fabric1 at 12:00 AM

Day 2

• fabric2 at 12:00 AM

• fabric3 at 6:00 AM

• fabric4 at 12:00 PM

• fabric5 at 6:00 PM

You can measure the time taken by each fabric and schedule bug scan accordingly with some buffer
time for each fabric.

Schedule Bug Scan Configuration
On the Bug Scan tab, the Site allows you to choose a site containing the nodes for which to collect
telemetry data.

1. Click Settings > Data Management > Bug Scan to schedule a bug scan on the selected sites.

The Job Configuration page appears.

2. Click Scan Now to schedule a bug scan job for the selected site.

Choose the scheduled job time and date and click Apply.

3. Click the browse view icon on the left navigation pane to view the scheduled jobs for the
selected site and time range from the Fabric Job List page.

To display specific devices in the list, use the filter utility.

4. When the job is complete, the anomalies are populated.

On-Demand Bug Scan Configuration

To run a on-demand bug scan for a selected site containing the nodes for which to collect telemetry
data:

1. Click Settings > Data Management > Bug Scan to schedule a bug scan on the selected sites.

The Job Configuration page appears.

2. Select the fabric or site on the far-right of the work pane.

3. Click Scan Now.
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There is no option to select the devices to run the bug scan.

4. When the job is complete, the anomalies are populated.

Bug Scan System Anomalies

Bug Scan generates system anomalies and alerts that are critical for a particular node on the
selected site. See Anomalies for details.

Best Practices
You can schedule or run a Compliance Check on your network. Cisco NI app collects technical
support information from the fabric and runs them against known set of signatures and then flags
the defects that are not compliant. Cisco NI app also generates an anomaly list for the customer.

When the Cisco NI app is installed, the Cisco NI app runs a default best practice per site. When you
enable the site in the Cisco NI app settings, the default schedule/frequency of the best practice is
enabled. You can edit the default schedule of the best practice to run the compliance check.

Edit Best Practice Configuration

1. Click Settings > Data Management > Best Practices on the right navigation pane to schedule a
best practice fabric job for compliance check on the selected fabrics or site.

The Best Practices page appears with general details and summary.

2. Click the edit configuration icon to the far right side of the work pane.

3. Choose the Start Time, Repeat Every, End On, End Date to schedule a job time and date.

4. Click Save.

5. Click Collect Now.

Collects the compliance check/best practice across all the nodes for the selected site.

The Best Practices History section summarizes the status of the scheduled jobs.

6. Click a row in the History section for the side pane to display the nodes and the status of the job.

You can run compliance check and bug scan jobs at the same time on the same site or on
different sites.
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Best Practices System Anomalies

Best Practices generates system anomalies and alerts that are critical for a particular node on the
selected site. See Advisories summary table for the critical, major, and minor advisories.

1. Click on the anomaly to display the side panel with additional details.

2. Click Analyze to display recommendations, life span, mutual occurrences, and associated
advisories.

See Cisco Recommended Firmware Version for additional details.

Export Data
The Export Data feature enables you to export the data collected by Cisco NI app over Kafka and
Email. Cisco NI is the producer of data such as advisories, anomalies, audit logs, faults, and
statistical data. When you import a Kafka broker all the data is written as a topic. You can then
configure an email scheduler to specify the data you would like to receive in an email and the
frequency of the email.

Cisco Intersight is used for email notifications. See About Device Connector for more information.

Guidelines and Limitations

• You can configure up to 10 emails per day for periodic job configurations.

• Make sure all configuration in the Message Bus Configuration and Email page are removed
before disabling Software Telemetry on any fabric and removing the fabric from Cisco DCNM.

• Before configuring your Kafka Export, you must add the external Kafka IP address as a known
route in your Cisco Nexus Dashboard cluster configuration.

Configure Kafka Exporter

Use the following procedure to configure the Kafka exporter:

1. Click Settings > Data Management > Export Data.
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2. On the Message Bus Configuration page, click Add New.

3. Enter the following:

a. Kafka broker IP address and port.

b. Select the security mode. Unsecured, SSL and SASLPLAIN mode is supported

c. In the General Settings configure topic name on which the data has to be sent and select
Basic or Advanced mode.

The Kafka export details for the anomaly and advisory are displayed.

d. In the Collection Settings for each category choose the severity level for anomalies and
advisories.

4. Click Save.

This configuration sends immediate notification when the selected anomalies or advisories occur.

Configure Email

Use the following procedure to configure an email scheduler that sends the summary of the data
collected from the Cisco NI app:

1. Click Settings > Data Management > Export Data > Email > Add New.

2. On the General Settings enter the following:

a. Name

b. Email

You can enter comma separated values for Email.

c. Format (Text/HTML)

d. Start Date

e. Collect Every (Days, Hours, Weeks)
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f. In the Mode, select Basic or Advanced

The Email export details for the anomaly and advisory are displayed.

g. In the Collection Settings for each category select the severity level for anomalies and
advisories. Select all that apply.

3. Click Save.

You will receive an email about the scheduled job on the provided Start Date and at the time
provided in Collect Every. The subsequent emails follow after Collect Every frequency expires. If
the time provided is in the past, you will receive an email immediately and the next email is
triggered after the expiry of the duration from the start time provided.
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Integrations

About AppDynamics Integration
Cisco Nexus Insights app provides insights to monitor the most common and complex challenges in
the maintenance of infrastructure operations, which involves monitoring, troubleshooting,
identification and resolving the network issues.

AppDynamics provides application performance management (APM) and IT operations analytics
that helps manage the performance and availability of applications in the data center.
AppDynamics provides the required metrics for monitoring, identifying, and analyzing the
applications that are instrumented with AppDynamics agents.

AppDynamics hierarchy consists of the following components:

• Network Link—Provides the functional means to transfer data between network entities.

• Node—A working entity of an application and is a process running on a virtual machine.

• Tier—Grouping of nodes into a logical entity. Each tier can have one or more nodes.

• Application—A set of tiers make up an application.

• Controller—A controller consists of a set of accounts with each account comprising a list of
applications. Each account in the controller is an instance.

Integrating AppDynamics allows Cisco NI to collect operational data and metrics of the applications
monitored by AppDynamics, and then correlate the collected information with the data collected
from the site nodes.

In a scenario where an application communicates through the site, AppDynamics provides various
metrics about the application and the network, which can be used to isolate the cause of the
anomaly. The anomaly can be in the application or the underlying network. This in turn allows
network operators to monitor the network activity and detect anomalies.

The AppDynamics agents are plug-ins or extensions, hosted on the application. They monitor the
health and performance of the network nodes and tiers with minimal overhead, which in turn
report to the AppDynamics controller. The controller receives real-time metrics from thousands of
agents and helps troubleshoot and analyze the flows.

Cisco NI app connects to the AppDynamics controller and pulls the data periodically. This data from
AppDynamics controller, rich in application specific information is fed to the Cisco NI app, thereby
providing Cisco Nexus Insights for the traffic flowing through the site nodes.

From AppDynamics, you can create your own health rule on the available metrics, which
contributes to the overall anomaly score of the entity.

The integration of Cisco NI with AppDynamics enables the following:

• Monitoring and presenting AppDynamics hierarchy in Cisco NI.

• Gathering and importing network related metrics into the Cisco NI application.
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• Presenting statistics analytics, flow analytics, and topology view on the data collected from
AppDynamics controller.

• Detecting anomaly trends on metrics collected from AppDynamics controller and raising
anomalies on detection of such events.

• The AppDynamics integration uses API server and multiple instances of Telegraph data
collecting container to support load balancing of the onboarded controllers.

• Fabric flow impact calculation for AppDynamics anomalies.

Installing AppDynamics
Before you begin using Cisco NI application Integrations, you must install AppDynamics
Application Performance Management and Controller. See Getting Started for details.

Onboard AppDynamics Controller
Use this procedure to onboard a AppDynamics Controller on to the Cisco NI application using GUI.
For Cisco Nexus Insights and AppDynamics integration, the Cisco Nexus Dashboard’s data network
must provide IP reachability to the AppDynamics controller. See the Cisco Nexus Dashboard
Deployment Guide.

Before you begin

• You must have installed AppDynamics application and controller.

• You must have administrator credentials for Cisco NI application.

• You must have user credentials for AppDynamics controller. *

Procedure

1. Click the Settings icon on the far-right side of the work pane.

2. Click Data Management > Third Party Integrations tab.

3. Select a site at the top of the Site dashboard to onboard the AppDynamics controller.

4. Click Add Integration on the far-right side of the work pane.

◦ Enter Controller Name, Controller IP, and Controller Port. Controller Name is a string type
and spaces are not allowed.

◦ Select Controller Protocol.

◦ Enter AppDynamics Account Name, User Name, and Password. Cisco NI app supports only
password based authentication while onboarding controller.

◦ Click Save.

When the Status is Enabled, the onboarding for the controller is complete.

5. Click Done.
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AppDynamics Controller in Cisco NI

On the Third Party Integration work pane, the active status indicates that the controller is active
to fetch data. The down status indicates that the Cisco NI will not fetch data from the AppDynamics
controller. You can hover over the red dot to see the reason for down status. You can delete a
controller on the Third Party Integration work pane from Actions.

Each controller supports multiple account names for the same host name. Each account name
supports multiple applications monitored by the controller. Therefore, a controller can support
multiple applications monitored by AppDynamics.

Cisco Nexus Insights and AppDynamics Integration
Dashboard
The AppDynamics Dashboard allows you to onboard controllers and presents a view of the Top
Applications by Anomaly Score along with various metrics. Once a controller is onboarded, data
related to applications monitored by that controller is pulled by Cisco NI. It can take up to 5 minutes
for the first set of data to appear on the GUI. The AppDynamics health state information provided
for each entity is aggregated and reported by Cisco NI on the dashboard.

The AppDynamics dashboard displays the overview of the applications monitored by the
AppDynamics controller.

Controller Connectivity— Represents the number of integrations that are Up or Down.

Anomalies by Severity—The Cisco NI app runs statistical analytics on the metrics received from the
AppDynamics controller.

The Top Applications by Anomaly Score displays top six out of all the applications based on the
anomaly score.

• Click the number on Anomalies by Severity for Anomalies page.

The application widget displays the top application by anomaly score. The anomaly score of the
application as computed in Cisco NI, health state of tiers and nodes as reported by AppDynamics is
also included.
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Click the widget for additional details about the monitored application.

Browse AppDynamics Integration Application
The browse page presents the applications and history of the anomaly score plotted on a timeline.
Detailed information including operational, statistics, and metrics, for each tier or application is
also presented.

Use the filter Category == Application for the summary pane to list the anomalies. The summary
pane lists the anomaly score, controller name, account, application name, number of tiers, number
of nodes, throughput, TCP loss, and errors.

1. Click an anomaly in the summary pane for the side pane to display additional details.

a. Click Analyze.

The Analyze Anomaly details page displays estimated impact application, recommendations,
mutual occurrences, and other details affected by the anomaly.

b. Click View Report.

The side pane displays the flow groups affected where each flow group can correspond to
multiple fabric flows. View reports also display the proxy/entity IP address, node source,
and node destination IP address.

2. Click Number of Tiers in the summary pane for the side pane to list the available tiers. Click
each tier from the list to display health score, number of nodes, and usage statistics.

3. Click Number of Nodes in the summary pane for the side pane to list the available nodes. Click
each node from the list to display statistics about the node.
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4. Click Application Name in the summary pane for the side pane to display additional details
such as general information of the application, controller name, controller IP, account name,
health of the tier, health of the node, business transaction health, and usage analytics.

5. On the side summary pane, click the  icon on the right top corner to open AppDynamics
Application details page. This page displays application statistics details such as anomaly score,
application tiers summary, application nodes summary, network charts for the node
communication, and summary table of anomalies.

The Application Network Links table shows how the different components of AppDynamics
application network flow map are communicating among each other. Detailed information
about a network link, including flow counts and anomalies are used for further analysis.

6. Double-click each row in the summary pane for the particular AppDynamics monitored
application to display AppDynamics Application View page.

AppDynamics Application View

The AppDynamics Application View page presents an overview of the application health state
including tier health, node health, and business transaction health.

The Application Statistics section displays the graphical representation of the flow properties and
a timeline graph representing the properties.

The Tiers section displays the health state of the tiers in the application. Click each row in the tier
section for the side panel to display additional tier usage details.

The Nodes section displays the health state of the nodes in the application. Click each row in the
node section for the side panel to display additional node usage details.

The Application Network Links section displays the link summary for the nodes.

1. Click Network Connection for the side panel to display additional flow connection details.

2. Click Browse Network Flows on the side pane to navigate to Browse Flow Records with the
flow properties set in the filter.

The Anomalies section summarizes the anomalies with severity and other essential details of
the anomaly.

3. Click each row in the Anomalies section for the side pane to pop up with additional details of
the anomaly.

4. Click Analyze for in-depth analysis, mutual occurrences, estimated impact, lifespan, and
recommendations on the anomaly.

5. Click Done.

Guidelines and Limitations
• After Cisco NI App upgrade, AppDynamics takes about 5 minutes to report the information in

AppDynamics UI.
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• Connectivity from Cisco NI to AppDynamics controller using proxy is not supported.

• Operational data deleted on AppDynamics takes up to 90 minutes to reflect on Cisco NI app.

• The health and count of AppDynamics business transactions displayed in the application details
page do not match the flow count in Cisco NI application.

• Cisco NI does not support fabric topologies as transit-leaf does not have the VRF deployed and
flow table in transit-leaf will not export the flow record to Cisco NI. Hence Cisco NI will not
stitch the path fully and will not display complete path summary with all the information.

Topology View
The topology view represents the stitching between nodes where these nodes are connected to the
site.

The topology view includes the application nodes and leaf nodes. Toggle between show or not show
the nodes with anomaly score. The anomaly score is represented by the dot in the topology.

The topology view represents a hierarchical view of Application > Node > Leaf and the links
between them with a logical or network view of how various objects are related.

AppDynamics Anomalies

From AppDynamics application, you can create your own health rule on the available metrics,
which contributes to the overall anomaly score of the entity. If the health rules are violated and a
violation is generated by the AppDynamics controller, then Cisco NI pulls these health violations
and generates anomalies on these violations.

The anomalies in the summary table include the following:

• Anomalies raised on the metrics from the AppDynamics controller.

• Health violation on the network metrics that the AppDynamics controller raised.

• Anomalies at the application level and node level.

If there is an anomaly on the interface of application(s) impacted by the interface, then an anomaly
is identified and shown.

Depending on the anomaly score and the level at which the anomaly occurs, the corresponding
flows impacted are identified. Information related to the flow metrics with the leaf nodes
information enable statistics analytics, pin point the source of the anomaly, whether it is the
application or network, and the impacted entities.

The fabric flow impact calculation for AppDynamics anomalies calls flow APIs to fetch the fabric
flows corresponding to the AppDynamics flow groups that were affected by the anomaly. Cisco NI
app displays the top 100 fabric flows ordered by the anomaly score for AppDynamics anomalies.
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Supporting Third-Party Nodes for Cisco
Nexus Insights Application

About Third-Party Nodes Support for Cisco NI
Application
The Cisco Nexus Insights app in Cisco DCNM provides a way to gather data from third-party nodes
through Cisco NI application. The data is acquired through the third-party collector service using
REST based EAPI method calls provided by the collector service.

The following telemetry information is collected from third-party nodes in the site:

• Environmental Statistics—This includes monitoring environmental statistics such as CPU,
memory, fan, temperature, and power usage, and storage details of the site nodes.

• Interface Statistics—This includes monitoring of nodes, interfaces, and protocol statistics on
Cisco DCNM and site nodes using LLDP and LACP.

• Resource Statistics—This includes monitoring software and hardware resources of site nodes on
Cisco DCNM using IPv4 unicast, IPv4 multicast, and MAC.

Third-Party Hardware Support for Cisco DCNM
The Cisco NI app in Cisco DCNM supports Arista 7050SX and 7280SR platform switches.

Third-Party Nodes Limitations for Cisco NI Application
The following are limitations for third-party nodes for Cisco NI application.

• The Interface Statistics for LLDP and LACP do not support Flap Count, Entries Aged Count, and
PDU Timeout Count.

• The Interface Statistics for MAC do not support local and static endpoints.

• Third-party nodes are discovered in a separate fabric.

• Third-party nodes are supported only on Monitored mode.

• Third-party nodes are accessible in non-privileged mode for data to be streamed.

Enabling Third-Party Nodes for Data Collection
Adding or removing the third-party nodes from the site will generate a control message, which
triggers the third-party collector service present in the UTR pipeline to start or stop collecting data
from the specific node.

To discover and enable third-party nodes to Cisco DCNM site:

• Create an external site to discover the third-party nodes, refer to Creating an External Fabric for
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details.

• To discover the third-party nodes, refer to Discovering New Switches for details.

• Add the third-party nodes to the external site, see Adding non-Nexus Devices to External Fabrics
for details.

Configuring Third-Party Nodes in Cisco DCNM
Before you begin adding the third-party nodes to the site on Cisco DCNM, make sure the following
requirement is met:

• You must have administrator credentials for doing the third-party node discovery.

Most of the Interface Statistics data is obtained with out any specific configuration for the third-
party nodes. The following configuration is required for collecting port channel and storage
statistics.

1. Setup the port channel for LACP. See Port Channel Configuration Procedures for details.

2. Execute the aaa authorization exec default local CLI command to collect storage statistics.

100

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_3_1/config_guide/lanfabric/b_dcnm_fabric_lan/control.html#task_c3y_y34_qhb
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/11_3_1/config_guide/lanfabric/b_dcnm_fabric_lan/control.html#task_hdk_yrb_1kb
https://www.arista.com/en/um-eos/eos-section-12-3-port-channel-configuration-procedures


Cisco Nexus Insights REST API Examples

AllResources()
Get all the resources.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilization/resources.json
Parameters :
   None
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilization/resources.json'
Response   :
   {
       "totalResultsCount": 5,
       "totalItemsCount":5,
       "entries": [
           {
               "categoryName": "",
               "resourceName": "EndPoints",
           }
           <-- SNIP LIST OF ALL OTHER RESOURCES -->
           {
           }
       ]
   }

AnomaliesDetails()
Get the anomalies in the system.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/anomalies/details.json
Parameters :
   startTs  (optional) => Start timestamp, default:now-1h
   endTs    (optional) => End timestamp, default:current-time
   count    (optional) => Num.of nodes in response, default:10
   orderBy  (optional) => Sort per the given field
Example :
    curl -ksb -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/anomalies/details.json'
Response :
    {
        "totalItemsCount": 90,
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        "totalResultsCount": 90,
        "offset": 0,
        "entries": [
            {
                "anomalyId": "QUE000000000018",
                "category": "System Resource",
                "startTs": "2018-09-19T16:45:05.679Z",
                "endTs": "2018-09-19T16:58:05.778Z",
                "entityName": "svc_ifc_policyelem",
                "severity": "critical",
                "anomalyType": "build-up",
                "nodeNames": [
                    "leaf2"
                ],
                "resourceType": "queue",
                "resourceName": "recvQ",
                "anomalyStr": "[svc_ifc_policyelem] : Unexpected build-up of 7487
message[s] in recvQ",
                "anomalyScore": 83
            },
            {
                "anomalyId": "QUE000000000007",
                "category": "System Resource",
                "startTs": "2018-09-19T15:16:10.420Z",
                "endTs": "2018-09-19T16:49:01.289Z",
                "entityName": "svc_ifc_policyelem",
                "severity": "critical",
                "anomalyType": "build-up",
                "nodeNames": [
                "leaf1"
                ],
                "resourceType": "queue",
                "resourceName": "recvQ",
                "anomalyStr": "[svc_ifc_policyelem] : Unexpected build-up of 7502
message[s] in recvQ",
                "anomalyScore": 83
            }
        ]
    }

AnomaliesSummary()
Get summary of the anomalies in the system.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/anomalies/summary.json
Parameters :
   startTs  (optional) => Start timestamp, default:now-1h
   endTs    (optional) => End timestamp, default:current-time
Example :
    curl -ksb -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/anomalies/summary.json'
Response :
    {
        "totalAnomalyCount": 2,
        "totalAnomalyScore": 120.0,
        "entries": [
            {
                "severity": "warning",
                "anomalyCount": 1,
                "anomalyScore": 40.0
            },
            {
                "severity": "major",
                "anomalyCount": 1,
                "anomalyScore": 80.0
            }
        ]
    }

FlowTelemetryConfig()
Get the hardware flow telemetry configuration for the given switch.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/ftExpectedConfig.json?switch=<serialnum>
Parameters :
   serialnum  (required) => path: string type
Example :
    curl -ksb -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/ftExpectedConfig.json?switch=<serialnum>'
Response :
    {
      configure terminal
      nip access-list telemetryipv4acl
        30 permit udp 23.0.0.0/8 eq 60 29.0.0.0/8 eq 60
        31 permit udp 29.0.0.0/8 eq 60 23.0.0.0/8 eq 60
      65535 deny ip any
        nipv6 access-list telemetryipv6acl
      65535 deny ipv6 any
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        feature analytics
        flow exporter telemetry
      destination 152.22.254.2 use-vrf default
        transport udp 30000
        source loopback0
        dscp 44
        flow exporter telemetryExp_1
      destination 152.22.254.4 use-vrf default
        transport udp 30000
        source loopback0
        dscp 44
        flow exporter telemetryExp_2
      destination 152.22.254.3 use-vrf default
        transport udp 30000
        source loopback0
        dscp 44
      flow record telemetryRec
        match ip source address
        match ip destination address
        match ip protocol
        match transport source-port
        match transport destination-port
        collect counter bytes
        collect counter packets
      flow monitor telemetryMon
        record telemetryRec
        exporter-bucket-id 1 0 1365
        exporter telemetryExp_0
        exporter-bucket-id 2 1366 2730
        exporter telemetryExp_1
        exporter-bucket-id 3 2731 4095
        exporter telemetryExp_2
      flow profile telemetryProf
        collect interval 1000
        source port 787
      flow filter telemetryFP
        ipv4 telemetryipv4acl
        ipv6 telemetryipv6acl
      flow system config
        exporter-id 80
        monitor telemetryMon input
        profile telemetryProf
        filter telemetryFP"

 }

FlowsDetails()
Get detailed flows.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/flows/details.json
Parameters :
   startTs  (mandatory) => Start timestamp,
   endTs    (mandatory) => End timestamp, default:current-time
   filter   (optional) => Lucene format filter
{srcIp,srcPort,dstIp,dstPort,ProtocolName,ingressVrf,egressVrf}, default:null
   statName (optional) => Stat name {flow:latency, flow:epmove, flow:pktdrop,
flow:ingressburstmax, flow:egressburstmax, flow:ingressPktCount, flow:egressPktCount}
   granularity (optional) => Granularity of time period
   fabricName (optional) => limit the records pertaining to this fabricName

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/flows/details.json'
Response:
    {
        "nodeName": null,
        "description": "",
        "statName": null,
        "entries": [
            {
                "flowId": "44.3.3.26:0",
                "srcIp": "44.3.3.26",
                "dstIp": "42.2.2.22",
                "srcPort": "0",
                "dstPort": "0",
                "protocol": "61",
                "protocolName": "ANY-HOST",
                "ingressVrf": "ctx4_1",
                "egressVrf": "ctx4_1",
                "flowType": "IPV4",
                "ingressTenant": "tele4",
                "egressTenant": "tele4",
                "stats": [
                    {
                        "ingressPktCount": 6875,
                        "ingressByteCount": 8250000,
                        "egressPktCount": 0,
                        "egressByteCount": 0,
                        "ingressBurst": 0,
                        "ingressBurstMax": 4800,
                        "egressBurst": 0,
                        "egressBurstMax": 0,
                        "hashCollision": 0,
                        "latency": 0,
                        "srcMoveCount": 0,
                        "dstMoveCount": 0,
                        "moveCount": 0,
                        "dropPktCount": 0,
                        "dropNodes": [
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                            "telemetry-hw-spine1"
                        ],
                        "paths": [
                            [
                                {
                                    "node": "telemetry-hw-leaf3",
                                    "nodeType": "Leaf",
                                    "ingressVifs": [
                                        "eth1/1"
                                    ],
                                    "egressVifs": [
                                        "eth1/49"
                                    ]
                                },
                                {
                                    "node": "telemetry-hw-spine1",
                                    "nodeType": "Spine",
                                    "asicDropCode": 128,
                                    "dropReason": "",
                                    "dropType": "info",
                                    "ingressVifs": [
                                        "eth2/2"
                                    ],
                                    "egressVifs": [
                                        ""
                                    ]
                                }
                            ]
                        ],
                        "nodeNames": [
                            "telemetry-hw-leaf3",
                            "telemetry-hw-spine1"
                        ],
                        "ingressNodes": [
                            "telemetry-hw-leaf3"
                        ],
                        "egressNodes": [],
                        "anomalyScore": 1,
                        "dropReasons": [],
                        "srcEpg": "testl3out",
                        "dstEpg": "",
                        "ts": "2019-02-01T19:18:56.458Z",
                        "originTs": "2019-02-01T19:18:38.445Z",
                        "terminalTs": "2019-02-01T19:20:42.419Z"
                    }
                ],
                "srcEpg": "testl3out",
                "dstEpg": ""
            }
        ]
    }
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FlowsSummary()
Browse the flows.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/flows/summary.json
Parameters :
   startTs  (optional) => Start timestamp, default:now-1h
   endTs    (optional) => End timestamp, default:current-time
   filter              => Lucene format filter, default:null
   fabricName (optional) => limit the records pertaining to this fabricName
Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/flows/summary.json'
Response:
    {
        "nodeName": null,
        "description": "",
        "statName": null,
        "entries": [
            {
                "flowId": "44.3.3.26:0",
                "srcIp": "44.3.3.26",
                "dstIp": "42.2.2.22",
                "srcPort": "0",
                "dstPort": "0",
                "protocol": "61",
                "protocolName": "ANY-HOST",
                "ingressVrf": "ctx4_1",
                "egressVrf": "ctx4_1",
                "flowType": "IPV4",
                "ingressTenant": "tele4",
                "egressTenant": "tele4",
                "stats": [
                    {
                        "ingressPktCount": 6875,
                        "ingressByteCount": 8250000,
                        "egressPktCount": 0,
                        "egressByteCount": 0,
                        "ingressBurst": 0,
                        "ingressBurstMax": 4800,
                        "egressBurst": 0,
                        "egressBurstMax": 0,
                        "hashCollision": 0,
                        "latency": 0,
                        "srcMoveCount": 0,
                        "dstMoveCount": 0,
                        "moveCount": 0,
                        "dropPktCount": 0,
                        "dropNodes": [
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                            "telemetry-hw-spine1"
                        ],
                        "paths": [
                            [
                                {
                                    "node": "telemetry-hw-leaf3",
                                    "nodeType": "Leaf",
                                    "ingressVifs": [
                                        "eth1/1"
                                    ],
                                    "egressVifs": [
                                        "eth1/49"
                                    ]
                                },
                                {
                                    "node": "telemetry-hw-spine1",
                                    "nodeType": "Spine",
                                    "asicDropCode": 128,
                                    "dropReason": "",
                                    "dropType": "info",
                                    "ingressVifs": [
                                        "eth2/2"
                                    ],
                                    "egressVifs": [
                                        ""
                                    ]
                                }
                            ]
                        ],
                        "nodeNames": [
                            "telemetry-hw-leaf3",
                            "telemetry-hw-spine1"
                        ],
                        "ingressNodes": [
                            "telemetry-hw-leaf3"
                        ],
                        "egressNodes": [],
                        "anomalyScore": 1,
                        "dropReasons": [],
                        "srcEpg": "testl3out",
                        "dstEpg": "",
                        "ts": "2019-02-01T19:18:56.458Z",
                        "originTs": "2019-02-01T19:18:38.445Z",
                        "terminalTs": "2019-02-01T19:20:42.419Z"
                    }
                ],
                "srcEpg": "testl3out",
                "dstEpg": ""
            }
        ]
    }
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FlowsTopFlows()
Get the flows top flows.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/flows/topFlows.json
Parameters :
   startTs  (optional) => Start timestamp, default:now-1h
   endTs    (optional) => End timestamp, default:current-time
   granularity (optional) => Granularity of time period
   statName (optional) => Stat name {flow:latency, flow:epmove, flow:pktdrop}
   fabricName (optional) => limit the records pertaining to this fabricName
Example:
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/flows/topFlows.json'
Response:
    {
        "nodeName": null,
        "description": "",
        "statName": null,
        "entries": [
            {
                "flowId": "44.3.3.26:0",
                "srcIp": "44.3.3.26",
                "dstIp": "42.2.2.22",
                "srcPort": "0",
                "dstPort": "0",
                "protocol": "61",
                "protocolName": "ANY-HOST",
                "ingressVrf": "ctx4_1",
                "egressVrf": "ctx4_1",
                "flowType": "IPV4",
                "ingressTenant": "tele4",
                "egressTenant": "tele4",
                "stats": [
                    {
                        "ingressPktCount": 6875,
                        "ingressByteCount": 8250000,
                        "egressPktCount": 0,
                        "egressByteCount": 0,
                        "ingressBurst": 0,
                        "ingressBurstMax": 4800,
                        "egressBurst": 0,
                        "egressBurstMax": 0,
                        "hashCollision": 0,
                        "latency": 0,
                        "srcMoveCount": 0,
                        "dstMoveCount": 0,
                        "moveCount": 0,
                        "dropPktCount": 0,
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                        "dropNodes": [
                            "telemetry-hw-spine1"
                        ],
                        "paths": [
                            [
                                {
                                    "node": "telemetry-hw-leaf3",
                                    "nodeType": "Leaf",
                                    "ingressVifs": [
                                        "eth1/1"
                                    ],
                                    "egressVifs": [
                                        "eth1/49"
                                    ]
                                },
                                {
                                    "node": "telemetry-hw-spine1",
                                    "nodeType": "Spine",
                                    "asicDropCode": 128,
                                    "dropReason": "",
                                    "dropType": "info",
                                    "ingressVifs": [
                                        "eth2/2"
                                    ],
                                    "egressVifs": [
                                        ""
                                    ]
                                }
                            ]
                        ],
                        "nodeNames": [
                            "telemetry-hw-leaf3",
                            "telemetry-hw-spine1"
                        ],
                        "ingressNodes": [
                            "telemetry-hw-leaf3"
                        ],
                        "egressNodes": [],
                        "anomalyScore": 1,
                        "dropReasons": [],
                        "srcEpg": "testl3out",
                        "dstEpg": "",
                        "ts": "2019-02-01T19:18:56.458Z",
                        "originTs": "2019-02-01T19:18:38.445Z",
                        "terminalTs": "2019-02-01T19:20:42.419Z"
                    }
                ],
                "srcEpg": "testl3out",
                "dstEpg": ""
            }
        ]
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    }

FlowsTopNodes()
Get the flows top nodes.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/flows/topNodes.json
Parameters :
   startTs  (optional) => Start timestamp, default:now-1h
   endTs    (optional) => End timestamp, default:current-time
   granularity (optional) => Granularity of time period
   statName (optional) => Stat name {flow:latency, flow:epmove, flow:pktdrop},
default:flow-latency
   fabricName (optional) => limit the records pertaining to this fabricName
Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/flows/topNodes.json'
Response:
    {
        "entries": [
            {
                "nodeName": "telemetry-hw-spine1",
                "description": "",
                "stats": [
                    {
                        "ts": "2019-02-01T19:16:32.002Z",
                        "latency": 6
                    }
                ]
            },
            {
                "nodeName": "telemetry-hv-leaf1",
                "description": "",
                "stats": [
                    {
                        "ts": "2019-02-01T19:16:32.002Z",
                        "latency": 5
                    }
                ]
            }
        ]
    }

FabricsAnomalySummary()
Get the fabric anomaly summary.
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REST URL   :
    GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/fabricsSummary.json
Parameters :
    fabricName (mandatory) => Name of the Fabric
    startTs                => Start timestamp, default:current-time - 1 hour
    endTs                  => End timestamp, default:current-time
    include="anomalyScore" => Requires the Latest Maximum anomalyscores of the fabric,
default:'no'
    history                => Requires the timeseries data of sum(anomaly scores,
default:'no'
    granularity            => applicable if history = "yes" , granulairy of the
timeseries data, default=5m
Example    :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/fabricsSummary.json'
Response   :
    {
        "anomalyScore" : "X"
        "entries": [
                 {
                     totalAnomalyScore ;  X
                     ts : now
                 }
                 .........
                 {
                     totalAnomalyScore ;  X
                     ts : now
                 }
        ],
        "totalResultsCount": N,
        "totalItemsCount": N
    }

FabricsList()
Get the fabrics list.

REST URL   :
    GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/fabrics.json
Parameters :
    filter              => Lucene format filter, default:null
Example    :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/fabrics.json'
Response   :
    {

"totalResultsCount": 5,
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"totalItemsCount": 5,
"entries": [
{
"fabricName": "Fab2",
"fabricId": "3",
"vendor": "CISCO_NX-OS",
"fabricType": "VXLAN",
"switchCount": 8,
"controllerCount": 0,
"configStatus": "ENABLED",
"onboardStatus": "ENABLED",
"mgmtAddrs": [],
"flowCollectionStatus": "",
"flowCollectionPort": 0,
"clusterTimeDiff": 0,
"fabricMode": "configure",
"nwkVrf": "default",
"nwkLoopback": "0"
},
{
"fabricName": "Fab3",
"fabricId": "3",
"vendor": "CISCO_NX-OS",
"fabricType": "Classic",
"switchCount": 4,
"controllerCount": 0,
"configStatus": "ENABLED",
"onboardStatus": "ENABLED",
"mgmtAddrs": [],
"flowCollectionStatus": "",
"flowCollectionPort": 0,
"clusterTimeDiff": 0,
"fabricMode": "configure",
"nwkVrf": "default",
"nwkLoopback": "0"
},
{
"fabricName": "Fab4",
"fabricId": "3",
"vendor": "CISCO_NX-OS",
"fabricType": "VXLAN",
"switchCount": 10,
"controllerCount": 0,
"configStatus": "ENABLED",
"onboardStatus": "ENABLED",
"mgmtAddrs": [],
"flowCollectionStatus": "",
"flowCollectionPort": 0,
"clusterTimeDiff": 0,
"fabricMode": "configure",
"nwkVrf": "default",
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"nwkLoopback": "0"
},
{
"fabricName": "Fab5",
"fabricId": "4",
"vendor": "CISCO_NX-OS",
"fabricType": "Classic",
"switchCount": 1,
"controllerCount": 0,
"configStatus": "MONITOR",
"onboardStatus": "MONITOR",
"mgmtAddrs": [],
"flowCollectionStatus": "",
"flowCollectionPort": 0,
"clusterTimeDiff": 0,
"fabricMode": "monitor",
"nwkVrf": "default",
"nwkLoopback": "0"
},
{
"fabricName": "NIR",
"fabricId": "3",
"vendor": "CISCO_NX-OS",
"fabricType": "VXLAN",
"switchCount": 16,
"controllerCount": 0,
"configStatus": "ENABLE_FAIL",
"onboardStatus": "ENABLE_FAIL",
"mgmtAddrs": [],
"flowCollectionStatus": "",
"flowCollectionPort": 0,
"clusterTimeDiff": 0,
"fabricMode": "configure",
"nwkVrf": "default",
"nwkLoopback": "0"
}
]
}

Nodes()
Get the list of nodes.
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REST URL   :
    GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/nodes.json
Parameters :
    startTs (mandatory) => Start timestamp
    endTs               => End timestamp, default:current-time
    count               => Num.of nodes in response, default:1000
    filter              => Lucene format filter, default:null
Example    :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/nodes.json'
Response   :
    {
        "entries": [
            {
                "nodeRole": "leaf",
                "nodeId": "302",
                "nodeName": "rleaf-scrimshaw2",
                "nodeMgmtpIp": "1.2.3.4"
            },
            {
                "nodeRole": "spine",
                "nodeId": "205",
                "nodeName": "swmp14-dopplebock",
                "nodeMgmtpIp": "1.2.3.4"
            },
            <--snip-->
        ],
        "totalResultsCount": 11,
        "offset": 0,
        "totalItemsCount": 11
    }

ProtocolsDetails()
Get Telemetry Protocol Statistics details.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/details.json
Parameters :
   startTs  (mandatory) => Start timestamp
   endTs                => End timestamp, default:current-time
   fabricName           => limit the records pertaining to this fabricName
   nodeName             => Name of node
   statName             => <protocol[:counter[:qualifier]],
protocol[:counter[:qualifier]]...>
   history              => '1' or '0', default is '0', indicates time-series request
   granularity          => Granularity of time period, default:5m
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   orderBy              => One statName of the format <protocol[:counter[:qualifier]]>
   filter               => Lucene format filter to query for specific nodeName or
sourceName, default:null
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/details.json'
Response   :
   {
       "totalResultsCount": 6,
       "totalItemsCount": 6,
       "offset": 0,
       "description": "Protocol statistical counters",
       "entries": [
           {
               "nodeName": "leaf-103",
               "entries": [
                   {
                       "sourceName": "phys-[eth1/14]",
                       "entries": [
                           {
                               "counterName": "InterfaceUtilisationIngress",
                               "value": 60.625,
                               "trending": "up",
                               "stats": [
                                   {
                                       "ts": "2018-10-24T05:05:00.000Z",
                                       "value": 60.625
                                   },
                                   {
                                       "ts": "2018-10-24T05:00:00.000Z",
                                       "value": 59.827586206896555
                                   },
                                   {
                                       "ts": "2018-10-24T04:55:00.000Z",
                                       "value": 59.57142857142857
                                   }
                               ]
                           }
                       ]
                   },
   <--snip-->
                   {
                       "sourceName": "phys-[eth1/11]",
                       "entries": [
                           {
                               "counterName": "LldpPktsEgress",
                               "value": 111.0,
                               "trending": "up",
                               "stats": [
                                   {
                                       "ts": "2018-10-24T05:05:00.000Z",
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                                       "value": 111.0
                                   },
                                   {
                                       "ts": "2018-10-24T05:00:00.000Z",
                                       "value": 110.10344827586206
                                   },
                                   {
                                       "ts": "2018-10-24T04:55:00.000Z",
                                       "value": 109.61904761904762
                                   }
                               ]
                           }
                       ]
                   }
               ]
           }
       ]
   }

ProtocolsResources()
Get Telemetry Protocol Statistics resources.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/resources.json
Parameters :
   filter               => Lucene format filter, default:null
   fabricName           => limit the records pertaining to this fabricName
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/resources.json'
Response   :
   [
       {
           "protocol": "interface",
           "counter": "utilisation",
           "qualifiers": [
               "ingress",
               "egress"
           ]
       },
       {
           "protocol": "interface",
           "counter": "bytes",
           "qualifiers": [
               "ingress",
               "egress"
           ]
       },
   <--snip-->
       {
           "protocol": "lldp",
           "counter": "pkts",
           "qualifiers": [
               "ingress",
               "egress"
           ]
       },
       {
           "protocol": "lldp",
           "counter": "errors"
       }
   ]

ProtocolsTopEntities()
Get Telemetry Protocol Statistics.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
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nir/api/api/telemetry/protocols/topEntities.json
Parameters :
   startTs  (mandatory) => Start timestamp
   endTs                => End timestamp, default:current-time
   fabricName           => limit the records pertaining to this fabricName
   statName             => parameter to find topEntities
protocol[:counter[:qualifier]]
   granularity          => Granularity of time period, default:5m
   filter               => Lucene format filter to query for specific nodeName or
sourceName, default:null
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/topEntities.json'
Response   :
   {
       "totalResultsCount": 6,
       "totalItemsCount": 6,
       "offset": 0,
       "description": "Protocol statistical counters",
       "entries": [
           {
               "nodeName": "leaf-103",
               "entries": [
                   {
                       "sourceName": "phys-[eth1/4]",
                       "entries": [
                           {
                               "counterName": "InterfaceUtilisationIngress",
                               "value": 65.53333333333333,
                               "trending": "down",
                               "stats": [
                                   {
                                       "ts": "2018-10-24T05:20:00.000Z",
                                       "value": 65.53333333333333
                                   },
                                   {
                                       "ts": "2018-10-24T05:15:00.000Z",
                                       "value": 65.78571428571429
                                   }
                               ]
                           }
                       ]
                   },
                   {
                       "sourceName": "phys-[eth1/14]",
                       "entries": [
                           {
                               "counterName": "InterfaceUtilisationIngress",
                               "value": 59.666666666666664,
                               "trending": "up",
                               "stats": [
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                                   {
                                       "ts": "2018-10-24T05:20:00.000Z",
                                       "value": 59.666666666666664
                                   },
                                   {
                                       "ts": "2018-10-24T05:15:00.000Z",
                                       "value": 59.5
                                   }
                               ]
                           }
                       ]
                   },
   <--snip-->
               ]
           }
       ]
   }

ProtocolsTopNodes()
Get Telemetry Protocol Statistics.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/topNodes.json
Parameters :
   startTs  (mandatory) => Start timestamp
   endTs                => End timestamp, default:current-time
   fabricName           => limit the records pertaining to this fabricName
   nodeName             => Name of node
   statName             => interface:utilization
   summarize            => '1' or '0', default is '0', summarizes across protocols
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/protocols/topNodes.json'
Response   :
    {
        "totalResultsCount": 6,
        "totalItemsCount": 6,
        "offset": 0,
        "description": "Protocol top nodes by score",
        "entries": [
            {
                "nodeName": "leaf-103",
                "entries": [
                    {
                        "counterName": "protocol|utilization",
                        "stats": [
                            {
                                "ts": "2019-02-08T13:50:00.000Z",
                                "value": 62.333333333333336
                            },
                            {
                                "ts": "2019-02-08T13:45:00.000Z",
                                "value": 62.833333333333336
                            }
                        ],
                        "value": 62.333333333333336,
                        "trending": "down"
                    }
                ]
            },
    ....
    }

HealthDiagnostics()
Get the health diagnostics.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/health/collectionStats.json
Parameters :
   None
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/health/collectionStats.json'
Response   :
   {
       "totalItemsCount": 11,
       "entries": [
           {
               "nodeName": "pod20-leaf3",
               "stats": [
                   {
                       "resource": "sysStats",
                       "totalItemsCount": 9600,
                       "lastUpdatedTs": "2018-06-13T10:25:52.468Z",
                       "state": "HEALTHY"
                   }
               ]
           },
           <--snip-->
       ]
   }

ServiceHealth()
Get the health of the services.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/health/serviceHealth.json
Parameters :
   None
Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/health/serviceHealth.json'
Response   :
   {
       "entries": [
           {
               "serviceType": "THIRD_PARTY_SERVICE",
               "serviceName": "elastic",
               "state": "HEALTHY",
               "displayName": "Data Store"
           },
           {
               "serviceType": "CISCO_SERVICE",
               "serviceName": "correlator",
               "state": "HEALTHY",
               "displayName": "Correlator"
           },
           <--snip-->
       ]
   }

SoftwareTelemetryConfig()
Get the software telemetry configuration for the given switch.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/swExpectedConfig.json?switch=<serialnum>
Parameters :
   serialNumber  (required) => path: string type
Example :
    curl -ksb -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/swExpectedConfig.json?switch=<serialnum>'
Response :
    {

    feature ntp
    ntp server <IP address> prefer use-vrf management

    feature lldp
    feature icam
    feature telemetry
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  telemetry
  destination-profile
        use-vrf management
  destination-group 500
        ip address <IP address of> port 57500 protocol gRPC encoding GPB
        use-chunking size 4096
  destination-group 501
    ip address <IP address of> port 57500 protocol gRPC encoding GPB-compact
    use-chunking size 4096
  sensor-group 506
    data-source NX-API
    path "show system routing mode" depth unbounded
  sensor-group 511
    data-source DME
    path sys/intf depth unbounded filter-condition
or(and(updated(ethpmAggrIf.operSt),eq(ethpmAggrIf.operSt,"down")),and(updated(ethpmAgg
rIf.operSt),eq(ethpmAggrIf.operSt,"up")))
  sensor-group 500
    data-source NX-API
    path "show icam scale" depth unbounded
    path "show environment temperature" depth unbounded
    path "show spanning-tree summary" depth unbounded
    path "show processes cpu" depth unbounded
    path "show processes memory physical" depth unbounded
    path "show system resources" depth unbounded
    path "show module" depth unbounded
    path "show processes log" depth unbounded
  sensor-group 502
    data-source DME
    path sys/intf depth 0 query-condition query-target=subtree&target-subtree-
class=ethpmPhysIf,rmonEtherStats,rmonIfIn,rmonIfOut,ethpmAggrIf,l1PhysIf,pcAggrIf,ethp
mPortCap
  sensor-group 503
    data-source DME
    path sys/intf depth 0 query-condition query-target=subtree&target-subtree-
class=eqptFcotLane,eqptFcotSensor
  sensor-group 504
    data-source NX-API
    path "show routing ip summary cached vrf all" depth unbounded
    path "show routing ipv6 summary cached vrf all" depth unbounded
    path "show ip mroute summary vrf all" depth unbounded
    path "show ipv6 mroute summary vrf all" depth unbounded
    path "show vpc" depth unbounded
    path "show vrf all" depth unbounded
    path "show mac address-table count" depth unbounded
    path "show nve vni" depth unbounded
    path "show nve peers detail" depth unbounded
    path "show vlan summary" depth unbounded
    path "show system internal icam app hardware internal forwarding table
utilization" depth unbounded query-condition show-output-format=json
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    path "show system internal icam app system internal access-list resource
utilization" depth unbounded query-condition show-output-format=json
  sensor-group 505
    data-source NX-API
    path "show environment power" depth unbounded
    path "show system internal flash" depth unbounded
    path "show clock" depth unbounded
    path "show feature" depth unbounded
    path "show environment fan detail" depth unbounded
  sensor-group 501
    data-source NX-API
    path "show lacp counters detail" depth unbounded
    path "show lacp interface" depth unbounded
    path "show port-channel summary" depth unbounded
    path "show lldp traffic interface all" depth unbounded
  sensor-group 507
    data-source DME
    path sys/cdp depth 1 query-condition query-target=subtree&target-subtree-
class=cdpIf,cdpAdjEp,cdpIfStats
    path sys/bgp depth 1 query-condition query-target=subtree&target-subtree-
class=bgpEntity,bgpInst,bgpDom,bgpDomAf,bgpPeer,bgpPeerEntry,bgpPeerEntryStats,bgpPeer
Events,bgpPeerAfEntry
    path sys/lldp depth 1 query-condition query-target=subtree&target-subtree-
class=lldpIf,lldpAdjEp,lldpIfStats
  sensor-group 508
    data-source DME
    path sys/intf depth 1 query-condition query-target=subtree&target-subtree-
class=pcAggrIf&query-target-filter=deleted()
  sensor-group 509
    data-source NX-API
    path "show ip igmp interface vrf all" depth unbounded
    path "show ip igmp groups vrf all" depth unbounded
    path "show ip igmp snooping statistics" depth unbounded
    path "show ip igmp snooping" depth unbounded
    path "show ip igmp snooping groups" depth unbounded
    path "show ip igmp snooping groups summary" depth unbounded
    path "show ip igmp snooping groups detail" depth unbounded
    path "show ip pim statistics vrf all" depth unbounded
    path "show ip pim interface vrf all" depth unbounded
    path "show ip pim neighbor vrf all" depth unbounded
    path "show ip pim rp vrf all" depth unbounded
    path "show ip pim route vrf all" depth unbounded
    path "show queuing burst-detect detail" depth unbounded
  sensor-group 510
    data-source NATIVE
    path adjacency
    path mac-all
  subscription 500
    dst-grp 500
    snsr-grp 506 sample-interval 3600000
    snsr-grp 511 sample-interval 0
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    snsr-grp 500 sample-interval 59000
    snsr-grp 502 sample-interval 60000
    snsr-grp 503 sample-interval 62000
    snsr-grp 504 sample-interval 61000
    snsr-grp 505 sample-interval 300000
    snsr-grp 501 sample-interval 60000
    snsr-grp 507 sample-interval 65000
    snsr-grp 508 sample-interval 0
    snsr-grp 509 sample-interval 63000
  subscription 501
    dst-grp 501
    snsr-grp 510 sample-interval 0
end
    }

UtilizationNodeDetails()
Get the node details.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilization/nodeDetails.json
Parameters :
   None
Example    :
  curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilizationnodeDetails.json'
Response   :
    {
       "totalResultsCount": 157,
       "totalItemsCount":157,
       "entries": [
           {
               "nodeName": "node-1",
               "entries": [
                   {
                       "resourceName":"cpu",
                       "latestValue":"85",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"down",
                       "values":[
                           { "value":"85", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   },
                   {

126



                       "resourceName":"memory",
                       "latestValue":"84",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"up",
                       "values":[
                           { "value":"84", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   },
                   <-- snip , LIST OF ALL OTHER RESOURCES -->
                   {
                       "resourceName":"ports",
                       "latestValue":"83",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"up",
                       "values":[
                           { "value":"83", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   }
               ]
          },
          {
              "nodeName": "node-2"
              <-- same as in node-1 -->
          }
          <----snip LIST OF ALL OTHER NODES --->
          {
              "nodeName": "node-10"
              <-- same as in node-1 -->
          }
      ]
   }

UtilizationTopNodes()
Get top nodes by utilization.

REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilization/topNodes.json
Parameters :
   None
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Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/utilization/topNodes.json'
Response   :
   {
       "totalResultsCount": 10,
       "totalItemsCount":10,
       "entries": [
           {
               "nodeName": "node-1",
               "entries": [
                   {
                       "resourceName":"cpu",
                       "latestValue":"85",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"down",
                       "values":[
                           { "value":"85", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   },
                   {
                       "resourceName":"memory",
                       "latestValue":"84",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"up",
                       "values":[
                           { "value":"84", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   },
                   {
                       "resourceName":"ports",
                       "latestValue":"83",
                       "maxValue":"100",
                       "resourceCategory":"",
                       "trending":"up",
                       "values":[
                           { "value":"83", "ts":"2018-02-21T20:21:03.109Z" },
                           {},
                           <--snip-->
                           {}
                       ]
                   }
               ]
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          },
          {
              "nodeName": "node-2"
              <-- same as in node-1 -->
          }
          <----snip--->
          {
              "nodeName": "node-10"
              <-- same as in node-1 -->
          }
      ]
   }

Features()
Get the features on the site.
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REST URL   :
   GET /api/telemetry/features.json

Parameters :
   fabricName  (required) => Fabric Name

Example :
  curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/features.json?fabricName='tel''

Response :
      {
      "multicast": {
          "name": "multicast",
          "descr": "Multicast Support (IPV4) feature"
      },
      "topology": {
          "name": "topology",
          "descr": "Fabric Topology Feature",
          "feature_version": "BETA"
      },
      "flows": {
          "name": "flows",
          "descr": "Flow Telemetry Feature"
      },
      "endpoint": {
          "name": "endpoint",
          "descr": "EndPoint Analytics Feature"
      },
      "microburst": {
          "name": "microburst",
          "descr": "Microburst Feature"
      },
      "anomaly_analyze": {
          "name": "anomalyanalyze",
          "descr": "Anomaly Analysis support"
      }
    }

NodeCapability()
Get the node capability.
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REST URL   :
   GET https://<ip:port>/sedgeapi/v1/cisco-nir/api/api/telemetry/nodeCapability.json
Parameters :
   fabricName           => limit the records pertaining to this fabricName
   nodeName             => Name of node

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/nodeCapability.json?fabricName=tel3&nodeNames=tel3-hv-leaf1'
Response   :
{

 'fabric-tel3/node-tel3-hv-leaf1':
     {

         'nodeName': 'tel3-hv-leaf1',
         'fabricName': 'tel3',
         'features': [
             'endpoints',
             'multicast',
             'flows'
             ]
        }
}

AdvisorySummary()
Get the summary of the advisories in the site, aggregated by category.
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REST URL   :
    GET /api/telemetry/advisories/summary.json

Parameters :
    startTs  (optional) => Start timestamp, default:now-1h
    endTs    (optional) => End timestamp, default:current-time
    aggr                => "category"

Example :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/advisories/summary.json?aggr=category'

   Response :

   Aggregated by Category
      {
     "totalAdvisoryCount": 20,
     "entries": [
       {
         "category": "PSIRT",
         "advisoryCount": 4,
       },
       {
         "category": "Field Notice",
         "advisoryCount": 2,
       },
       {
         "category": "HW EOL",
         "advisoryCount": 1,
       },
       {
         "category": "SW EOL",
         "advisoryCount": 1,
       },
       {
         "category": "Compliance",
         "advisoryCount": 12,
       }
     ]
   }

Get the summary of the advisories in the site, aggregated by type.
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REST URL   :
    GET /api/telemetry/advisories/summary.json
Parameters :
    startTs  (optional) => Start timestamp, default:now-1h
    endTs    (optional) => End timestamp, default:current-time

Example :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/advisories/summary.json'

   Response :
      {
      "totalAdvisoryCount": 20,
        "entries": [
            {
                "severity": "critical",
                "advisoryCount": 3
            },
            {
                "severity": "major",
                "advisoryCount": 14
            },
            {
                "severity": "warning",
                "advisoryCount": 3
            }
        ]
      }

AdvisoryDetails()
Get the advisories details in the site.

REST URL   :
      GET /api/telemetry/advisories/details.json

Parameters :
      startTs  (optional) => Start timestamp, default:now-1h
      endTs    (optional) => End timestamp, default:current-time
      count    (optional) => Num.of nodes in response, default:10
      orderBy  (optional) => Sort per the given field
      fabricName          => limit the records pertaining to this fabricName

Example :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/advisories/details.json'

   Response :
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   {
       "totalItemsCount": 10,
       "totalResultsCount": 10,
       "offset": 0,
       "entries": [
         {
           "advisoryId": "PSI8a838d9b4ecd865885f69d26d18aedde",
           "category": "PSIRT",
           "startTs": "2020-06-25T22:27:31.000Z",
           "endTs": "2020-06-28T07:07:59.000Z",
           "advisoryScore": 0,
           "fabricName": "DC-West",
           "entityName": "ACI",
           "resourceType": "PSIRT",
           "resourceName": "CSCvh32392",
           "advisoryStr": "Cisco Nexus 9000 Series Switches ACI Mode Privilege
Escalation Vulnerability",
           "advisoryReason": "A vulnerability in the SPINE and LEAF components of the
Cisco Application Policy Infrastructure Controller (APIC) software could allow an
authenticated, local attacker to gain elevated privileges and execute arbitrary
commands with root privileges on an affected device.\n\nThe vulnerability is due to
insufficient sanitization of user-supplied input on certain background daemon
operations running on the affected underlying NX-OS operation system. An attacker
could exploit this vulnerability by injecting specially crafted strings via the
Command-Line Interpreter (CLI) which may contain malicious content which may trigger
superuser or root level commands. A successful exploitation could allow the attacker
to gain elevated privileges and execute arbitrary commands with root privileges on the
affected system, allowing for a complete compromise to the APIC operating
system.\n\nPlease refer to the Security Advisory:
https://tools.cisco.com/security/center/content/    CiscoSecurityAdvisory/cisco-sa-
20190306-apic-spine-leaf-privesc\n\n<B>Symptom:</B>\nPlease refer to the Security
Advisory.\n\n<B>Conditions:</B>\nPlease refer to the Security Advisory.\n\n<B>
Workaround:</B>\nPlease refer to the Security Advisory.\n\n<B>Further Problem
Description:</B>\nPlease refer to the Security Advisory.\n\n<B>Credit:</B>\nCisco
would like to thank Octav Opaschi with DETACK GmbH for reporting this
vulnerability.\n\n<B>PSIRT Evaluation:</B>\nThe Cisco PSIRT has assigned this bug the
following CVSS version 3 score. The Base CVSS score as of the time of evaluation is
7.8:\nhttps://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS
:3.0/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H\n \nCVE ID CVE-2019-1592 has been assigned to
document this issue.   \n \nAdditional information on Cisco's security vulnerability
policy can be found at the following
URL:\nhttp://www.cisco.com/en/US/products/products_security_vulnerability_policy.html\
n\n",
           "recommendation": true,
           "impact": false,
           "vendor": "CISCO_ACI",
           "severity": "critical",
           "alertType": "advisory",
           "acknowledged": false,
           "ackTs": null,
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           "cleared": false,
           "streamingAnomaly": false,
           "clearTs": null,
           "masterClearTs": null,
           "expired": false,
           "nodeNames": [
             "DCW-spine1",
             "DCW-leaf3",
           ]
         },
         {
           "advisoryId": "FIE31ad745bec50bff2b4f43d9b22487a6a",
           "category": "Field Notice",
           "startTs": "2020-06-25T22:28:58.000Z",
           "endTs": "2020-06-28T07:07:59.000Z",
           "advisoryScore": 0,
           "fabricName": "DC-West",
           "entityName": "ACI",
           "resourceType": "Field Notice",
           "resourceName": "CSCvh32391",
           "advisoryStr": "FN64210: APIC-L2/M2 Server Network Mode Set Incorrectly -
Configuration Change Recommended",
           "advisoryReason": "Cisco has recently identified a defect in the Cisco
Application Centric Infrastructure (ACI) that could potentially affect customers who
run these Cisco Application Policy Infrastructure Controller (APIC)
appliances:\nServer - APIC-Cluster-L2\nServer - APIC-Cluster-M2\nServer - APIC-
L2\nServer - APIC-M2\nServer - APIC-Server-L2\nServer - APIC-Server-M2\nThe APIC-L2/M2
server Cisco Integrated Management Controller (CIMC) network mode was set to
Shared_Lom_ext mode instead of Dedicated mode. APIC servers have a default requirement
to set the network mode to Dedicated mode,or it can be reconfigured to Shared_Lom mode
which is also supported. Shared_Lom_ext mode is incorrect and this setting causes some
issues in the network connectivity and discovery does not function.",
           "recommendation": true,
           "impact": false,
           "vendor": "CISCO_ACI",
           "severity": "major",
           "alertType": "advisory",
           "acknowledged": false,
           "ackTs": null,
           "cleared": false,
           "streamingAnomaly": false,
           "clearTs": null,
           "masterClearTs": null,
           "expired": false,
           "nodeNames": [
             "DCW-apic1",
             "DCW-apic2",
             "DCW-apic3"
           ]
         },
         {
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           "advisoryId": "HWEb5cb1b5206ea47f94952e44914d8f5bb",
           "category": "HW EOL",
           "startTs": "2020-06-25T22:28:58.000Z",
           "endTs": "2020-06-28T07:07:59.000Z",
           "advisoryScore": 0,
           "fabricName": "DC-West",
           "entityName": "ACI",
           "resourceType": "HWEOL",
           "resourceName": "CSCvh32393",
           "advisoryStr": "End-of-Sale and End-of-Life Announcement for the Cisco
Application Policy Infrastructure Controller (APIC-L2 and APIC-M2)",
           "advisoryReason": "Cisco announces the end-of-sale and end-of life-dates
for the Cisco Application Policy Infrastructure Controller (APIC-L2 and APIC-M2). The
last day to order the affected product(s) is     June 20,2019. For more information,
visit https://www.cisco.com/c/en/us/products/collateral/cloud-systems-
management/application-policy-infrastructure-controller-apic/eos-eol-notice-c51-
742143.html",
           "recommendation": true,
           "impact": false,
           "vendor": "CISCO_ACI",
           "severity": "minor",
           "alertType": "advisory",
           "acknowledged": false,
           "ackTs": null,
           "cleared": false,
           "streamingAnomaly": false,
           "clearTs": null,
           "masterClearTs": null,
           "expired": false,
           "nodeNames": [
             "DCW-apic1",
             "DCW-apic2",
             "DCW-apic3"
           ]
         },
         {
           "advisoryId": "MAN6klasdu8d5206ea47f94952e44914d8f5bb",
           "category": "Compliance",
           "startTs": "2020-06-25T22:28:58.000Z",
           "endTs": "2020-06-28T07:07:59.000Z",
           "advisoryScore": 0,
           "fabricName": "DC-West",
           "entityName": "NXOS",
           "resourceType": "Management Plane",
           "resourceName": "CSCvh32392",
           "advisoryStr": "Apply an ACL to vty access",
           "advisoryReason": "Devised to prevent unauthorized direct communication to
network devices, infrastructure ACLs (iACLs) are one of the most critical security
controls that can be implemented in networks. iACLs use the idea that nearly all
network traffic simply traverses the network and is not destined for the network
itself.\r\n\r\nThe key to an iACL is its construction. iACLs are built on the premise
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of permitting connections among trusted hosts or networks that require communication
with network infrastructure devices according to established security policies and
configurations. This required communication typically consists of management- and
control-plane traffic. Common examples of these types of connections are external BGP
(eBGP), SSH, and SNMP. After the required connections have been permitted, all other
traffic to the infrastructure is explicitly denied.\r\n\r\nAll transit traffic that
crosses the network and is not destined for infrastructure devices is then explicitly
permitted (this permission typically occurs through a transit ACL [tACL], discussed
later in this document).\r\n\r\nThe protections provided by iACLs are relevant to both
the management and control planes. The implementation of iACLs can be made easier
through the use of distinct addressing for network infrastructure devices. Refer to
the Cisco white paper A Security-Oriented Approach to IP
Addressing(https://www.cisco.com/c/en/us/about/security-center/security-ip-
addressing.html) for more information about the security implications of IP
addressing.\r\n\r\nThis example iACL configuration illustrates a structure that can be
used as a starting point when beginning the iACL implementation
process:\r\n\r\n!\r\nip access-list extended ACL-INFRASTRUCTURE-IN\r\n! !--- Permit
required connections for routing protocols and\r\n! !--- network management\r\n
permit tcp host <trusted-ebgp-peer> host <local-ebgp-address> eq 179\r\n   permit tcp
host <trusted-ebgp-peer> eq 179 host <local-ebgp-address>\r\n   permit tcp host
<trusted-management-stations> any eq 22\r\n   permit udp host <trusted-netmgmt-
servers> any eq 161\r\n! !--- Deny all other IP traffic to any network device !\r\n
deny ip any <infrastructure-address-space> <mask>\r\n! !--- Permit transit traffic
!\r\n   permit ip any any\r\n!\r\nFor the strongest protection of infrastructure
devices, deployed iACLS should be applied in the ingress direction on all interfaces
for which an IP address has been configured, including interfaces that connect to
other organizations, remote-access segments, user segments, and segments in data
centers. Note an iACL cannot provide complete protection against vulnerabilities when
the attack originates from a trusted source address.\r\n\r\nThe use of Cisco NX-OS
port profiles can greatly simplify the deployment and maintenance of ACLs, including
iACLs.\r\n\r\nRefer to the Cisco white paper Protecting Your Core: Infrastructure
Protection Access Control Lists(
https://www.cisco.com/c/en/us/support/docs/ip/access-lists/43920-iacl.html) for more
information about iACLs.",
           "recommendation": true,
           "impact": false,
           "vendor": "CISCO_STANDALONE",
           "severity": "warning",
           "alertType": "advisory",
           "acknowledged": false,
           "ackTs": null,
           "cleared": false,
           "streamingAnomaly": false,
           "clearTs": null,
           "masterClearTs": null,
           "expired": false,
           "nodeNames": [
             "DCW-leaf2"
           ]
         }
      ]
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     }

AdvisoryRecommendations()
Get the recommendations for a specific advisory.

REST URL   :
      GET /api/telemetry/advisories/recommendations.json

Parameters :
    advisoryid => Advisory ID
    fabricName (optional) => limit the records pertaining to this fabricName

Example :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/advisories/recommendations.json?advisoryid=FN4259d9b4ecd865885f6
9d26d18aedde&fabricName=DC-West'

   Response :
       {
       "totalItemsCount": 1,
       "totalResultsCount": 1,
       "entries": [
         {
           "recommendationId": "MD5hash1",
           "recommendationType" : "FIELD_NOTICE",
           "recommendationTitle": "To address the field notice FN70016, please follow
the below steps",
           "recommendationDescription": "To address the vulnerabilities, upgrade to
the version(s) ",
           "nodeNames" : ["node1","node2","node3","node4"]
         }
       ],
       "firmwareAnalysis" : [],
       "connectivityAnalysis" : [],
       "bugScanner" : [],
       "logCollector" : [],
       "relatedAlerts" :
["FN5555d9b4ecd865885f69d26d18aedde","FN6666d9b4ecd865885f69d26d18aedde"]
     }

Upgrade Software
      {
        "totalItemsCount": 1,
        "totalResultsCount": 2,
        "entries": [
          {
            "recommendationId" : "MD5hash1",
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            "recommendationType" : "UPGRADE_SW",
            "recommendationTitle" : "Software Version upgrade recommended",
            "recommendationDescription" : "To address the vulnerabilities, upgrade to
the version(s) 7.0(3)I7(8)",
            "nodeNames" : ["node1","node2"]
          },
          {
            "recommendationId" : "MD5hash2",
            "recommendationType" : "CALL_TAC",
            "recommendationTitle" : "Contact Cisco Technical Assistance Center(TAC)",
            "recommendationDescription" : "For further assistance please contact the
Cisco Technical Assist Center(TAC)"
            "nodeNames" : ["node3","node4"]
          }
        ],
        "firmwareAnalysis" : ["MD5hash1", "MD5hash2"],
        "connectivityAnalysis" : [],
        "bugScanner" : [],
        "logCollector" : [],
        "relatedAlerts" :
["PSI555d9b4ecd865885f69d26d18aedde","BUG666d9b4ecd865885f69d26d18aedde"]
      }

AlertTimeline()
Get the timeline for all alerts including advisories and anomalies.

REST URL   :
      GET /api/telemetry/alerts/timeline.json

Parameters :
      startTs             => Start timestamp, default:current-time - 1 hour
      endTs               => End timestamp, default:current-time
      granularity         => Granularity, default:1 sec

Example :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/alerts/timeline.json'

   Response :

      {
      "totalResultsCount": 1,
      "totalItemsCount": 1,
      "description": "Returning alerts timeline",
      "entries": [
      {
        "fabricName": null,
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        "entries": [
          {
            "startTs": "2020-08-22T01:55:00.000Z",
            "endTs": "2020-08-22T02:00:00.000Z",
            "recordCount": 3,
            "entries": [
              {
                "alertScore": 41,
                "recordCount": 2,
                "severity": "minor",
                "alertType": "advisory"
              },
              {
                "alertScore": 41,
                "recordCount": 1,
                "severity": "minor",
                "alertType": "anomaly"
              }
            ]
          },
          {
            "startTs": "2020-08-22T02:10:00.000Z",
            "endTs": "2020-08-22T02:15:00.000Z",
            "recordCount": 6,
            "entries": [
              {
                "alertScore": 21,
                "recordCount": 5,
                "severity": "warning",
                "alertType": "anomaly"
              },
              {
                "alertScore": 61,
                "recordCount": 1,
                "severity": "major",
                "alertType": "anomaly"
              }
            ]
          }
        ]
      }
      ]
      }

ConnectivityAnalysisSummary()
Get a list of the connectivity analysis jobs in the site.

REST URL   :
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   GET /api/telemetry/jobs/summary.json

Parameter filters for connectivity analysis jobs:
         startTs          => (string) start time
         endTs            => (string) end time
         userName         => (string) user id
         fabricName       => (string) fabric name
         configType       => (string) config type

Parameters accepted as general filters:
          startTs             => (string) start time
          endTs               => (string) end time
          fabricName          => (string) fabric name
          userName            => (string) user id
          type                => (string) job type
          status              => (string) job status value:
"ABORTED","RUNNING","FAILED" "COMPLETE" "RUNNING"
          configTypes         => (string) config type
          timeStamp           => (string) time stamp
          instanceId          => (string) instance id
          source              => (string) source IP
          configId            => (string) config id
          instanceJobStatus   => (string) instance job status
          isOutputInvalid     => (boolean) is out put invalid

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/jobs/summary.json?count=10&endTs=2020-07-31T13%3A54%3A16-
07%3A00&fabricName=Data%20Center&offset=0&startTs=2020-07-31T12%3A54%3A16-
07%3A00&status=FAILED'

Response   :
    {
             "totalItemsCount": 5,
             "totalResultsCount": 5,
             "offset": 0,
             "entries": [
                 {
                     "configId": "FSV11603979246987346747",
                     "jobType": "Instant",
                     "instanceId": "FSV11603979246987346747",
                     "endTs": "2020-07-16T22:58:34.801+0000",
                     "errorCode": null,
                     "configType": "FSV",
                     "fabricId": "Data Center",
                     "deviceIds": [
                         "SAL1926J1RC",
                         "FDO205012N0"
                     ],
                     "status": "COMPLETE",
                     "startTs": "2020-07-16T22:57:29.939+0000",

141



                     "triggeredBy": "INSTANT",
                     "logInfo": null,
                     "configData": "Source IP:81.11.13.1 Destination IP:81.13.13.1
Source VRF:Default Mode:QUICK",
                     "sourceIP": "81.11.13.1",
                     "dstIP": "81.13.13.1"
                 }
             ]
      }

ConfigFlowJob()
Post a connectivity analysis job.
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REST URL   :
   POST /api/telemetry/connectivityAnalysis/configFlowJob.json

Parameters :
      userName (required)       =>                    (string)
      FSV_TYPE (required)       => Type of job to run (string)
      FSV_SIP (required)        => Source IP          (string)
      FSV_DIP (required)        => Destination IP     (string)
      FSV_L3_SIP_TYPE (required) => L3 Source IP Type  (string) "V4 / V6"
      FSV_L3_DIP_TYPE (required) => L3 Dest IP Type   (string) "V4 / V6"
      FSV_VLAN                   => VLAN              (string)
      FSV_VRF                     => VRF name         (string)
      FSV_SMAC                    => Source MAC       (string)
      FSV_DMAC                    => Dest MAC         (string)
      FSV_RUN_TYPE (required)     => Run Type         (string) "QUICK / FULL"

Example :
   curl -k -i -X POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/configFlowJob.json'

   curl -k -i -X POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/job.json'

Payload :
    {
    "userName": "admin",
    "FSV_TYPE": "FSV_VXLAN_L2_VNI",
    "FSV_SIP": "2001::150:10:10:2",
    "FSV_DIP": "2001::150:30:30:2",
    "FSV_L3_SIP_TYPE": "V6",
    "FSV_L3_DIP_TYPE": "V6",
    "FSV_VLAN": "1",
    "FSV_VRF": "inband",
    "FSV_SMAC": "ab:ab:ab:ab:ab:ab",
    "FSV_DMAC": "cd:cd:cd:cd:cd:cd",
    "FSV_RUN_TYPE": "FULL"
    }

Response :
    {
    "Message": "Flow State Validator configuration accepted",
    "jobid": "FSV9610070054840149634"
    }

StopFlowConfig()
Stop a connectivity analysis job.
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REST URL   :
   POST /api/telemetry/connectivityAnalysis/stopFlowConfig.json

Parameters :
    configId => (string) job configId

Example :
   curl -k -i -X POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/stopFlowConfig.json'

Response :
    {
    "Message": "Flow State Validator stop request accepted",
    }

ConnectivityAnalysisDevices()
View packages on devices.

REST URL   :
    GET /api/telemetry/connectivityAnalysis/devices.json

Parameters :
    None
    Pagination, sorting, filter must be taken care from client side.

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/devices.json'

Response   :
  {
      "totalItemsCount": 2,
      "totalResultsCount": 2,
      "offset": 0,
      "entries": [
          {
              "id": "SAL171631G9",
              "mgmtIp": "172.31.204.191",
              "nodeId": null,
              "deviceName": "HW-EOR-1",
              "maintenanceScore": 8,
              "deviceId": "SAL171631G9",
              "platformId": "N9K-C9508",
              "version": "9.3(5)",
              "fabricId": "VxLAN_Prakash",
              "eolDate": 0,
              "userName": [],
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              "deviceType": "spine",
              "isActive": true,
              "isCrv": false,
              "hasConnectionIssue": false,
              "date": null,
              "recoSWRelease": "9.3(4)",
              "advisoryDetails": null,
              "issues": null,
              "RPMInfo": [
                  {
                      "id": null,
                      "packageName": "nia",
                      "currentVersion": "1.3.1.1",
                      "currentImageName": "nia-1.3.1.1-9.3.5.lib32_n9000",
                      "latestVersion": "1.3.1.1",
                      "latestImageName": "nia-1.3.1.1-9.3.5.lib32_n9000.rpm",
                      "status": "Installed",
                      "minimumCompatibleVersion": "1.3.1.1",
                      "publishedDate": null
                  }
              ]
          },
          {
              "id": "FDO20380UFC",
              "mgmtIp": "10.195.157.19",
              "nodeId": null,
              "deviceName": "HW-1",
              "maintenanceScore": 8,
              "deviceId": "FDO20380UFC",
              "platformId": "N9K-C93180YC-FX",
              "version": "9.3(5)",
              "fabricId": "VxLAN_Prakash",
              "eolDate": 0,
              "userName": [],
              "deviceType": "leaf",
              "isActive": true,
              "isCrv": false,
              "hasConnectionIssue": false,
              "date": null,
              "recoSWRelease": "9.3(4)",
              "advisoryDetails": null,
              "issues": null,
              "RPMInfo": [
                  {
                      "id": null,
                      "packageName": "nia",
                      "currentVersion": "1.3.1.1",
                      "currentImageName": "nia-1.3.1.1-9.3.5.lib32_n9000",
                      "latestVersion": "1.3.1.1",
                      "latestImageName": "nia-1.3.1.1-9.3.5.lib32_n9000.rpm",
                      "status": "Installed",
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                      "minimumCompatibleVersion": "1.3.1.1",
                      "publishedDate": null
                  }
              ]
          }
      ]
  }

RpmUpgrade()
Upgrade RPM for connectivity analysis job.

REST URL   :
   POST /api/telemetry/connectivityAnalysis/rpmUpgrade.json
Parameters :
    Provide cookies in the POST request.

Example  :

   curl -k -i -X POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/rpmUpgrade.json'

Payload  :

  {
      "userId": "admin",
      "deviceList": [{
      "deviceIdList": ['SAL17183ZNN'],
      "imageName": "nia-1.3.1.1-9.3.5.lib32_n9000.rpm",
      "packageName": "nia"
      }]
  }

Response   :
    {
      "jobStatus": "Success"
    }

FlowConfig()
View configuration of a connectivity analysis job.
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REST URL   :
    GET /api/telemetry/connectivityAnalysis/flowConfig.json

Parameters :
    userName     => (string) user name
    configId     => (string) configId to be queried

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/flowConfig.json?userName=admin&configId=FSV
9939566630437945664'

Response   :
    {
    'totalItemsCount':1,
    'totalResultsCount':1,
    'offset':0,
    'entries':[
        {
          "FSV_DIP": "101.1.2.161",
          "FSV_L3_DIP_TYPE": "V4",
          "FSV_L3_SIP_TYPE": "V4",
          "FSV_RUN_TYPE": "QUICK",
          "FSV_SIP": "101.1.1.51",
          "FSV_TYPE": "FSV_VXLAN_L3_VNI",
          "FSV_VRF": "Default",
          "configId": "FSV9939566630437945664",
          "devData": [      // device list for which job got triggered
            {
              "current_version": "1.3.1.1",
              "deviceID": "FDO23320ACB",
              "deviceName": "N9K24",
              "deviceVersion": "9.3(4.198)",
              "fabricID": "VxLAN",
              "is_active": true,
              "is_busy": false,
              "is_compatible": true,
              "is_installed": true,
              "message": "Package Version Compatible",
              "min_version": "1.3.1.1"
            }
          ],
          "deviceUpdateTime": "2020-07-15T04:08:50.588567",
          "sv_data_type": "CONFIG",
          "userName": "admin"
        }
    ]
    }
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FlowSummary()
View path summary tabular view of connectivity analysis job.

REST URL   :
   GET /api/telemetry/connectivityAnalysis/flowSummary.json

Parameters :
    userName    => (string) user id
    configId    => (string) job configId

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/flowSummary.json?userName=admin&configId=FS
V9939566630437945664'

Response:
    {
        'totalItemsCount':1,
        'totalResultsCount':1,
        'offset':0,
        'entries':[
            {
                'details':{
                    'paths':[

                    ],
                    'ccDetails':[

                    ],
                    'tunnel_type':'N/A'
                },
                'underlayDetails':{
                    'paths':[

                    ],
                    'ccDetails':[

                    ],
                    'tunnel_type':'N/A'
                },
                'overlayDetails':{
                    'paths':[

                    ],
                    'ccDetails':[

                    ],
                    'tunnel_type':'N/A'
                },
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                'failures':[

                ],
                'isVtep':False,
                'ingressPaths':1,
                'tunnel_type':'',
                'fwdStatus':'SUCCESS',
                'svStatus':'N/A',
                'trafficStatus':'N/A',
                'egressPaths':1,
                'deviceFSVStatus':'QUICK run completed',
                'connectedFrom':'Source',
                'deviceName':'Site-1-Ex_Leaf',
                'deviceId':'FDO20160TQX',
                'hop':[
                    1
                ],
                'VPC':False,
                'fabricId':'VxLAN_Scale'
            }
        ]
    }

FlowTopology()
View path summary graph view of connectivity analysis job.

REST URL   :
      GET /api/telemetry/connectivityAnalysis/flowTopology.json

Parameters :
      userName    => (string) user id
      configId    => (string) job configId

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/flowTopology.json'

Response:
    {
      'totalItemsCount':1,
      'totalResultsCount':1,
      'offset':0,
      'entries':[
          {
              'vertices':[
                  {
                      'deviceName':'Source',
                      'deviceId':'Source',
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                      'connectedFrom':''
                  },
                  {
                      'details':{
                          'paths':[

                          ],
                          'ccDetails':[

                          ],
                          'tunnel_type':'N/A'
                      },
                      'underlayDetails':{
                          'paths':[

                          ],
                          'ccDetails':[

                          ],
                          'tunnel_type':'N/A'
                      },
                      'overlayDetails':{
                          'paths':[

                          ],
                          'ccDetails':[

                          ],
                          'tunnel_type':'N/A'
                      },
                      'failures':[

                      ],
                      'isVtep':False,
                      'ingressPaths':1,
                      'tunnel_type':'',
                      'fwdStatus':'SUCCESS',
                      'svStatus':'N/A',
                      'trafficStatus':'N/A',
                      'egressPaths':1,
                      'deviceFSVStatus':'QUICK run completed',
                      'connectedFrom':'Source',
                      'deviceName':'Site-1-Ex_Leaf',
                      'deviceId':'FDO20160TQX',
                      'hop':[
                          1
                      ],
                      'VPC':False,
                      'fabricId':'VxLAN_Scale'
                  },
                  {
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                      'deviceName':'Destination',
                      'deviceId':'Destination',
                      'connectedFrom':'Site-1-Ex_Leaf'
                  }
              ],
              'links':[
                  {
                      'source':'Source',
                      'target':'Site-1-Ex_Leaf',
                      'type':'DEFAULT'
                  },
                  {
                      'source':'Site-1-Ex_Leaf',
                      'target':'Destination',
                      'type':'DEFAULT'
                  }
              ]
          }
      ]
    }

FlowDeviceDetails()
View flow device details.

REST URL   :
   GET /api/telemetry/connectivityAnalysis/flowDeviceDetails.json
Parameters :
    userName    => (string) user id
    configId    => (string) job configId
    deviceId    =>   (string) device serial number

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/connectivityAnalysis/flowDeviceDetails.json?userName=admin&confi
gId=FSV11603979246987346747'

Response:
    {
      'totalItemsCount':1,
      'totalResultsCount':1,
      'offset':0,
      'entries':[
          {
              'details':{
                  'paths':[
                      {
                          'log_oif':'port-channel1402',
                          'phy_oif':'port-channel1402',
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                          'po_members':[
                              'Ethernet1/15',
                              'Ethernet1/16',
                              'Ethernet1/47',
                              'Ethernet1/48'
                          ],
                          'vlan':'',
                          'nbr':'Destination'
                      }
                  ],
                  'ccDetails':[
                      {
                          'ingressInterface':'port-channel1201',
                          'vlan':'N/A',
                          'connectedFrom':'Source',
                          'ccResults':[

                          ],
                          'failedCCCount':0,
                          'passedCCCount':0
                      }
                  ],
                  'tunnel_type':None
              },
              'underlayDetails':{
                  'paths':[

                  ],
                  'ccDetails':[

                  ],
                  'tunnel_type':'N/A'
              },
              'overlayDetails':{
                  'paths':[

                  ],
                  'ccDetails':[

                  ],
                  'tunnel_type':'N/A'
              },
              'failures':[

              ],
              'isVtep':False,
              'ingressPaths':1,
              'tunnel_type':'',
              'fwdStatus':'SUCCESS',
              'svStatus':'N/A',
              'trafficStatus':'N/A',
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              'egressPaths':1,
              'deviceFSVStatus':'QUICK run completed',
              'connectedFrom':'Source',
              'deviceName':'Site-1-Ex_Leaf',
              'deviceId':'FDO20160TQX',
              'hop':[
                  1
              ],
              'VPC':False,
              'fabricId':'VxLAN_Scale'
          }
      ]
    }

ViewEventLogs()
View event logs for a connectivity analysis job.

REST URL   :
   GET /api/telemetry/jobs/details.json

Parameters :
    userName         => (string) user id
    instanceId       => (string) instance id

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/jobs/details.json?userName=admin&instanceId=FSV11603979246987346
747'

Response:
  {

    "totalItemsCount": 1,
    "totalResultsCount": 1,
    "offset": 0,
    "entries": [
          {
              "eolDate": null,
              "configData": null,
              "fabricId": "Data Center",
              "errorCode": null,
              "epoch": 2,
              "logInfo": null,
              "configType": null,
              "alertDescription": null,
              "alertTitle": null,
              "instanceId": "FSV10231128169560266774",
              "advisoryDescription": null,

153



              "configId": "FSV10231128169560266774",
              "allImageReco": null,
              "isOutputInValid": null,
              "alertId": null,
              "id": "vLsQXHMBzV_3An8Rs5dc",
              "info": "WARNING: FHR not found for Source IP 2002:0:64::c and
Destination IP 2002:0:257::c",
              "configName": null,
              "advisoryId": null,
              "errorMessage": null,
              "tsPath": null,
              "eventType": null,
              "userName": "admin",
              "timeStamp": "2020-07-17T09:17:45.172+0000",
              "jobId": null,
              "instanceJobStatus": "ABORT",
              "jobEventSource": "FSV",
              "triggeredBy": "INSTANT",
              "instanceEventType": "ABORTED"
            }
                ]

  }

LogCollectionSummary()
Get a list of the log collection jobs in the site.

REST URL   :
   GET /api/telemetry/jobs/summary.json

Parameter filters for connectivity analysis jobs:
     startTs              => (string) start time
     endTs                => (string) end time
     userName              => (string) user id
     fabricName          => (string) fabric name
     configTypes         => (string) config type => "TACASSIST"

Parameters accepted as general filters:
      startTs             => (string) start time
      endTs               => (string) end time
      fabricName          => (string) fabric name
      userName                => (string) user id
      type                => (string) job type
      status              => (string) job status value:  "ABORTED","RUNNING","FAILED"
"COMPLETE" "RUNNING"
      configTypes         => (string) config type
      timeStamp           => (string) time stamp
      instanceId          => (string) instance id
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      source              => (string) source
      configId            => (string) config id
      instanceJobStatus   => (string) instance job status
      isOutputInvalid     => (boolean) is out put invalid

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/jobs/summary.json?configTypes=TACASSIST&startDate=1594762503000&
endDate=1595487599000&fabricId=fab_1'

Response   :
    {
           "totalItemsCount": 1,
           "totalResultsCount": 1,
           "offset": 0,
           "entries": [
               {
                   "instanceId": "TACASSISTi5LMg9EfSMKXfthqf7Ppcw",
                   "configId": "TACASSISTi5LMg9EfSMKXfthqf7Ppcw",
                   "configType": "TACASSIST",
                   "status": "COMPLETE",
                   "jobType": "Instant",
                   "startTime": 1595367175285,
                   "endTime": 1595367184932,
                   "fabricId": "scale2",
                   "deviceCount": 3,
                   "errorCode": null,
                   "triggeredBy": "LOG",
                   "jobId": null,
                   "logInfo": null,
                   "configData": null,
                   "isOutputInvalid": null,
                   "deviceIds": ["SAL2003WWJ1", "SAL2003X9KP", "SAL1808MHFG"]
               }
           ]
      }

PostLogCollectionJob()
Post a log collection job.

REST URL   :
   POST /api/telemetry/config/addJob.json

Parameters :
      userName (required)                  => (string) user id
      configId (required)                  => (string) config id => it should be "New"
      configName (required)                => (string) config name
      fabricName (required)                => (staring) fabric name
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      configType (required)                => (string) config type => it should be
"TACASSIST" for log collection job
      platformLogCollection (required)     => (boolean) => it should be always true
      recurrencePattern (required)         => (string) => it should be always
"Instant" for log collection job
      recurrenceStartDateTime (optional)   => (epoch) => current time epoch(new
Date().getTime())
      nodeNames (required)                 => (array of object {
                                              deviceId => (string) serial
                                              platformId => (string) model
                                              deviceName => (string) nodeName
                                              version => (string) version})

Example :
   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/addJob.json'

Payload :
    {
      "configId": "NEW",
        "configName": "Log Collection",
        "userName": "",
        "fabricName": 10,
        "configType": "TACASSIST",
        "platformLogCollection": true,
        "recurrencePattern": "Instant",
        "recurrenceStartDateTime": 1596223470054,
        "nodeNames": [{
            "deviceId": "FDO22340143",
            "platformId": "N9K-C9348GC-FXP",
            "deviceName": "goog-l186",
            "version": "7.0(3)I7(6)",
            "nodeId": "node-1"
        }]
    }

Response :
    {
        "status": 201,
          "reason_code": "Success",
          "configId": "TECASSISTba4d687c-cfde-11ea-96a7-b655223bd493",
          "configName": "TECASSIST _Daily1",
          "configType": "TECASSIST",
          "configEvent": "CREATED",
          "description": "Config Job with ID: COMPLIANCEba4d687c-cfde-11ea-96a7-
b655223bd493 is created"
       }
       {
           "status": 400,
           "reason_code": "Failed",
           "configId": "",
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           "configName": "",
           "configType": "",
           "configEvent": "",
           "description": "Recurrence Pattern is missing"
    }

StopLogCollectionJob()
Stop a configured log collection job.

REST URL   :
   POST     /api/telemetry/config/stopJob.json

Parameters :
          userName(mandatory)         => To filter with userName
          fabricName(mandatory)       => To filter with fabric Name
          configType(optional)        => To filter with config type
          instanceId(mandatory).      => to filter with instanceId
          configId(mandatory)         =>  to filter with configId

Example :
   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/stopJob.json'

Response :
    {
      "status": 200,
              "reason_code": "Success",
              "configId": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
              "configName": "COMPLIANCE_Daily1",
              "configType": "COMPLIANCE",
              "configEvent": "UPDATED",
              "description": "Config Job with ID: COMPLIANCEb026bf7a-cfdd-11ea-90e0-
b655223bd493 is updated"
    }

LogCollectionDeviceDetails()
View devices status for a job.

REST URL   :
    GET /api/telemetry/job/devices.json

Parameters :
    userName    => (string) user id
    instanceId  => (string) job instance id
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Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/job/devices.json?userName=admin&instanceId=FSV993956663043794566
4'

Response   :
  {
      "totalItemsCount": 1,
      "totalResultsCount": 1,
      "offset": 0,
      "entries": [{
          "deviceName": "57-n93kv-933-cco-9",
          "deviceId": "9U07SV309V3",
          "version": "9.3(3)",
          "status": "PENDING" => job status value: "SUCCESS","PENDING","FAIL","ABORT"
          "tsPath": [
              "/sedgeapi/v1/cisco-nir/data/111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_1of3.tgz",
              "/sedgeapi/v1/cisco-nir/data/111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_db_2of3.tgz",
              "/sedgeapi/v1/cisco-nir/data/111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_logs_3of3.tgz"
          ],
          "tsPathPrefix": "/sedgeapi/v1/cisco-nir/data/",
          "techsupport": [{
                  "fileName": "111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_1of3.tgz",
                  "uploadStatus": "NotStarted",
                  "statusMO": "",
              },
              {
                  "fileName": "111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_db_2of3.tgz",
                  "uploadStatus": "Completed",
                  "statusMO": "5f3d8568616c642d31fa0c73",
              },
              {
                  "fileName": "111.2.1.173/tsod-
TACASSISTi0sKTqPTQDu_wBfDzuEDUgservieEdge-apic_scale2-apic1_sysid-1_2020-07-31T16-
40PDT_db_2of3.tgz",
                  "uploadStatus": "Completed",
                  "statusMO": "5f3d8568616c642d31fa0c73",
              }
          ]

      }]
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  }

Upload Status Details  :

uploadSatus enum:
 - Unknown -> default error status if error while getting upload status
 - NotStarted
 - Pending
 - Scheduled
 - CollectionInProgress
 - CollectionComplete
 - UploadPending
 - UploadInProgress
 - UploadPartsComplete
 - Completed
 - CollectionFailed
 - UploadFailed

TechSuportUpload()
Upload collected technical support logs.
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REST URL   :
   POST     /api/telemetry/job/techsupportupload.json

Parameters :
    instanceId      => (string) instance id
    fileName        => (string) fileName
    deviceId        => (string) device id
    origin          => (string) "UI" => it should be "UI" always

Example  :

   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/job/techsupportupload.json'

Response   :
    {
      Status Code: 200
      Response Payload : {"message": "In progress"}

      Status Code: 403
      Response Payload : {"message": "User does not have write access privileges"}

      Status Code: 404
      Response Payload : {"message": "Device not found"}

      Status Code: 503
      Response Payload : {"message": "Another upload in progress"}

      Status Code: 503
      Response Payload : {"message": "Not connected to Intersight or Device Connector
is not working"}

    }

BugScanJob()
Get a list of bug scan or best practice jobs.

REST URL   :
    GET /api/telemetry/config/jobs.json

Parameters :
       userName(mandatory)             => To filter with userName
       fabricName(mandatory)           => To filter with fabric Name
       configTypes(optional)           => To filter with config type (configType is
either LOG or COMPLIANCE)
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Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/jobs/summary.json?configTypes=COMPLIANCE&startDate=1594762503000
&endDate=1595487599000&fabricId=fab_1'

Response   :
    {
    "configId": "COMPLIANCEba4d687c-cfde-11ea-96a7-b655223bd493",
                    "userName": "admin",
                    "fabricName": "test",
                    "configType": "COMPLIANCE",
                    "eventType": "START",
                    "recurrencePattern": "Daily",
                    "recurrenceInterval": 1,
                    "recurrenceStartDateTime": 1595615400000,
                    "recurrenceEndType": "BY_OCCURENCES",
                    "recurrenceEndDateTime": 1595615400005,
                    "recurrenceEndOccurrences": 5,
                    "configName": "COMPLIANCE_Daily1",
                    "platformBugAnalyzer": "true",
                    "platformComplianceCollectionPolicy": "HARDENING_AND_SCALE",
                    "platformHardeningCheck": "true",
                    "platformHealthChk": "false",
                    "platformLogCollection": "true",
                    "platformLogCollectionPolicy": "NO_COLLECTION",
                    "platformReco": "true",
                    "platformScaleCheck": "false",
                    "platformUpgradeImpact": "false",
                    "nodeNames": []
                },
                {
                    "configId": "LOGc7332154-d005-11ea-9b86-e6eaa41670d7",
                    "userName": "admin",
                    "fabricName": "test",
                    "configType": "LOG",
                    "eventType": "START",
                    "recurrencePattern": "Daily",
                    "recurrenceInterval": 1,
                    "recurrenceStartDateTime": 1595615400000,
                    "recurrenceEndType": "BY_OCCURENCES",
                    "recurrenceEndDateTime": 1595615400005,
                    "recurrenceEndOccurrences": 5,
                    "configName": "LOG_Daily1",
                    "platformBugAnalyzer": "true",
                    "platformComplianceCollectionPolicy": "HARDENING_AND_SCALE",
                    "platformHardeningCheck": "true",
                    "platformHealthChk": "false",
                    "platformLogCollection": "true",
                    "platformLogCollectionPolicy": "NO_COLLECTION",
                    "platformReco": "true",
                    "platformScaleCheck": "false",
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                    "platformUpgradeImpact": "false",
                    "nodeNames": []
    }

Parameters for configTypes = LOG  :

           startTs              => (string) start time
           endTs                => (string) end time
           userName              => (string) user id
           fabricName          => (string) fabric name
           configTypes         => (string) config type, --> this is LOG"
Parameters accepted as general filters:
           startTs             => (string) start time
           endTs               => (string) end time
           fabricName          => (string) fabric name
           userName                => (string) user id
           type                => (string) job type
           status              => (string) job status value:
"ABORTED","RUNNING","FAILED","COMPLETE","STOPPED"
           configTypes         => (string) config type
           timeStamp           => (string) time stamp
           instanceId          => (string) instance id
           source              => (string) source
           configId            => (string) config id
           instanceJobStatus   => (string) instance job status
           isOutputInvalid     => (boolean) is out put invalid

Response  :
{
    "totalItemsCount": 1,
    "totalResultsCount": 1,
    "offset": 0,
    "entries": [
        {
            "instanceId": "TACASSISTi5LMg9EfSMKXfthqf7Ppcw",
            "configId": "TACASSISTi5LMg9EfSMKXfthqf7Ppcw",
            "configType": "TACASSIST",
            "status": "COMPLETE",
            "jobType": "Instant",
            "startTime": 1595367175285,
            "endTime": 1595367184932,
            "fabricId": "scale2",
            "deviceCount": 3,
            "errorCode": null,
            "triggeredBy": "LOG",
            "jobId": null,
            "logInfo": null,
            "configData": null,
            "isOutputInvalid": null,
            "deviceIds": ["SAL2003WWJ1", "SAL2003X9KP", "SAL1808MHFG"]
        }

162



    ]
  }

EditJobConfiguration()
Edit a job configuration. Add a configurable job to be scheduled by job scheduler.

REST URL   :
   POST /api/telemetry/config/addJob.json

Parameters :
    None

Example:
   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/addJob.json'

Request :
   {
       "configId": "NEW", (optional, if not provided will check for existing recurring
job or creates a new one)
       "configName": "ConfigName0", (optional, backend generates one if not provided)
       "userName": "admin", (mandatory)
       "fabricName": "test", (mandatory)
       "configType": "COMPLIANCE", (mandatory, options: [LOG, COMPLIANCE])
       "platformReco": "true", (mandatory, generates recommendations based on job
result)
       "platformBugAnalyzer": "true", (mandatory, set true for Bug Scan (LOG), false
for Best Practices (COMPLIANCE))
       "platformLogCollection": "true", (mandatory, always set true)
       "platformHardeningCheck": "true", (mandatory, set true for Best Practices
(COMPLIANCE), false for Bug Scan (LOG))
       "recurrencePattern": "Daily", (mandatory, options: [Instant, Daily, Weekly])
(removed support for Hourly)
       "recurrenceInterval": 1, (mandatory for recurring jobs)
       "recurrenceStartDateTime": 1595615400000, (mandatory, milliseconds since epoch)
       "recurrenceEndType": "BY_OCCURENCES", (mandatory for recurring jobs, options:
[BY_OCCURENCES, BY_DATE, NO_END_DATE])
       "recurrenceEndOccurrences": 5, (mandatory for recurring jobs when recurrence
end type is BY_OCCURRENCES)
       "recurrenceEndDateTime": 1595615400000 (mandatory for recurring jobs when
recurrence end type is BY_DATE)
   }

  {
      "configId": "NEW",
      "configName": "ConfigName0",
      "userName": "admin",
      "fabricName": "test",
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      "configType": "LOG",
      "platformHealthChk": "false",
      "platformReco": "true",
      "platformUpgradeImpact": "false",
      "platformBugAnalyzer": "true",
      "platformLogCollection": "true",
      "platformHardeningCheck": "true",
      "platformScaleCheck": "false",
      "recurrencePattern": "Instant",
      "recurrenceStartDateTime": 1595615400000
  }

Response:
    {
            "status": 201,
            "reason_code": "Success",
            "configId": "COMPLIANCEba4d687c-cfde-11ea-96a7-b655223bd493",
            "configName": "COMPLIANCE_Daily1",
            "configType": "COMPLIANCE",
            "configEvent": "CREATED",
            "description": "Config Job with ID: COMPLIANCEba4d687c-cfde-11ea-96a7-
b655223bd493 is created"
    }

StopBugScanJob()
Stop a configured bug scan job.
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REST URL   :
      POST    /api/telemetry/config/stopJob.json

Parameters :
    userName(mandatory)           => To filter with userName
    fabricName(mandatory)         => To filter with fabric Name
    configType(optional)          => To filter with config type
    instanceId(mandatory).        => to filter with instanceId.

Example:
   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/stopJob.json'

Response:
    {
          "status": 200,
          "reason_code": "Success",
          "configId": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
          "configName": "COMPLIANCE_Daily1",
          "configType": "COMPLIANCE",
          "configEvent": "UPDATED",
          "description": "Config Job with ID: COMPLIANCEb026bf7a-cfdd-11ea-90e0-
b655223bd493 is updated"
    }

BugScanDeviceSummary()
Get the device details for the running bug scan job.
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REST URL   :
   GET /api/telemetry/job/deviceSummary.json
Parameters :
      userName(optional)            => To filter with userName
      fabricName(optional)          => To filter with fabric Name
      configType(optional)          => To filter with config type
      instanceId(required)          => to filter with instanceId.

Example:
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/job/deviceSummary.json'

Response:
    {
    {
          "nodeName": "Sl-123",
          "deviceId" : "SL123456",
          "status": "Success",
          "version" :"9.3(4.235)",
          "Message": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
          "instanceId": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
          "configId": "COMPLIANCE",
          "configType": "COMPLIANCE",
      },
              {
          "nodeName": "Sl-1231",
          "deviceId" : "SL1234562",
          "status": "Success",
          "version" :"9.3(4.235)",
          "Message": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
          "instanceId": "COMPLIANCEb026bf7a-cfdd-11ea-90e0-b655223bd493",
          "configId": "COMPLIANCE",
          "configType": "COMPLIANCE",
      }
    }

RecommendedFirmware()
Get the impacted nodes for firmware analysis.
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REST URL   :
   GET /api/telemetry/firmwareAnalysis/recommendedFirmware.json

Parameters :
      recommendationId => Recommendation Ids of the software version/calltac
recommendations
      fabricName => limit the records pertaining to this fabricName

Example:
      curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/firmwareAnalysis/recommendedFirmware.json'

Response:
  {

      "totalResultsCount": 1,
      "totalItemsCount": 3,
      "description": "Returning recommended firmware versions and impacted nodes",
      "entries": [
        {
          "recommendationId":"MD5hash1",
          "recommendedFirmware" : "5.0(1k)",
          "recommendationType": "UPGRADE_SW",
          "nodeNames" : ["node1","node2"]
        },
        {
          "recommendationId":"MD5hash2",
          "recommendedFirmware" : "4.2(4i)",
          "recommendationType": "UPGRADE_SW",
          "nodeNames" : ["node3","node4"]
        },
        {
          "recommendationId":"MD5hash3",
          "recommendedFirmware" : "Contact Cisco Technical Assistance Center(TAC)",
          "recommendationType": "CALLTAC",
          "nodeNames" : ["node5","node6"]
        }
      ]
  }

FirmwareUpgradePath()
Get the update analysis paths for recommended firmware.

REST URL   :
   POST  api/telemetry/firmwareAnalysis/recommendedPath.json

Parameters :
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   None

Example :
   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/firmwareAnalysis/recommendedPath.json -d '

Request   :
   {
      "userId": "admin",
      "advisoryId": "",
      "recommendationId": "41896ab5ce262d3349f48bf4bfb3a258-EOL",
      "vendor": "CISCO NXOS",
      "refresh": false,
      "devices": [
      {
       "fabricName": "EOL",
       "nodeName": "TOR-1",
       "serial": "SAL1814PTDK",
       "model": "N9K-C9396PX",
       "version": "7.0(3)I7(1)",
       "nodeRole": "leaf",
       "recommendedFirmware": "7.0(3)I7(8)"
       }
       ]
   }

Response :
  {
    "totalResultsCount": 1,
    "totalItemsCount": 1,
    "description": "",
    "entries": [
        {
            "status": "Completed",
            "startTs": "2020-08-12T10:36:20Z",
            "endTs": "2020-08-12T10:37:11Z",
            "totalNodes": "1",
            "disruptiveNodes": "1",
            "nonDisruptiveNodes": "0",
            "errorNodes": "0",
            "versionHops": [
                "7.0(3)I7(1)",
                "7.0(3)I7(8)"
            ],
            "upgradeNote": {
                "7.0(3)I7(8)": {
                    "openBugs": [],
                    "closedBugs": [],
                    "procedure": [],
                    "caveats": [],
                    "releaseNotes":
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"https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-
x/release/notes/70378_nxos_rn.html"
                }
            },
            "disruptiveNodesDetail": [
                {
                    "TOR-1": {
                        "impact": "disruptive",
                        "nodeName": "TOR-1",
                        "module": "1",
                        "bootable": "Yes",
                        "installType": "reset",
                        "reason": "",
                        "firmware": "7.0(3)I7(1)",
                        "model": "N9K-C9396PX",
                        "compatibility": "No incompatible configurations"
                    }
                }
            ],
            "nonDisruptiveNodesDetail": [],
            "errorNodesDetail": []
        }
    ]

    }

NotificationMessages()
Get all inbox notifications.

169



REST URL   :
    GET  /api/telemetry/inbox/message.json

Parameters :
      userId (required)     => User ID

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/inbox/message.json?userId=admin'

Response   :
    {
        "postId": "Ccopostid5",
        "title": "Cisco Nexus Insights for the Cisco Data Center Network Manager
Release 5.0 is now on cisco.com",
        "description": "Cisco Nexus Insights for the Cisco Data Center Network Manager
Release 5.0 is now on cisco.com",
        "read": false,
        "postDate": "2020-05-18T11:59:00Z",
        "link": "https://dcappcenter.cisco.com/network-insights-resources.html",
        "releaseNoteLink": "https://www.cisco.com/c/en/us/td/docs/data-center-
analytics/ni/apic/5-0-1/release-notes/Cisco-NI-ACI-Release-Notes-501.html",
        "softwareDownloadLink": "https://dcappcenter.cisco.com/network-insights-
resources.html",
        "releaseNoteLinkTitle": "Cisco Nexus Insights for the Cisco Data Center
Network Manager Release Notes, Release 5.0",
        "softwareDownloadLinkTitle": "Cisco Network Insights Resources Download",
        "version": "5.0.1"
    }

UpdateMessage()
Update inbox notifications.
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REST URL   :
    POST  /api/telemetry/inbox/message.json

Parameters :
      None

Example    :
    curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/inbox/message.json'

Request   :
  {
    "postId": "Ccopostid1",
    "userId": "admin"
  }

Response   :
    {
      "postId": "Ccopostid1",
      "title": "Cisco Nexus 9000 Series NX-OS 7.0(3)I7(6) is now on cisco.com",
      "description": "Cisco Nexus 9000 Series NX-OS 7.0(3)I7(6) is now on cisco.com",
      "read": false,
      "postDate": "2019-03-18T11:59:00Z",
      "link": "https://software.cisco.com/download/home/285954710",
      "releaseNoteLink": "",
      "softwareDownloadLink": "https://software.cisco.com/download/home/285954710",
      "releaseNoteLinkTitle": "Cisco Nexus 9000 Series NX-OS Release Notes, Release
7.0(3)I7(6)",
      "softwareDownloadLinkTitle": "Nexus 9000 Series Switches Download",
      "version": "7.0(3)I7(6)"
    }

NodeCRV()
Get the Cisco Recommended Version for the node.
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REST URL   :
    GET /api/telemetry/nodes.json

Parameters :

    includeCRV(optional)    => To get CRV for a node, values are true/false, default
value is false

Example    :
    curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/nodes.json?includeCRV=True'

Response   :
    {
      "nodeName": "nia-apic1",
      "fabricName": "pls",
      "ciscoRecommendedVersion":"4.2(4m)",
      "nodeMgmtpIp": "172.29.151.51",
      "nodeMgmtInbIp": "100.1.1.10",
      "nodeId": "1",
      "podId": "1",
      "nodeRole": "controller",
      "operSt": "active",
      "nodeType": "controller",
      "modTs": "2020-08-19T08:50:04.655Z",
      "lastRebootEpochTs": 1592894421553.0,
      "lastRebootTs": "2020-06-23T06:40:21.553Z",
      "lastResetReason": "unknown",
      "systemUpTime": "57:02:07:34.000",
      "model": "APIC-SERVER-M2",
      "serial": "FCH2242V17C",
      "version": "4.2(4m)",
      "vendor": "CISCO ACI",
      "nodeDn": "topology/pod-1/node-1/sys",
      "modType": "",
      "operStChange": false,
      "clusterTimeDiff": -128552,
      "lineCards": [],
      "fabricCards": [],
      "psus": [],
      "fans": [],
      "hash": "2390071730165347883"
    }

MetadataRefresh()
Get latest version of metadata.
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REST URL   :
   GET  /api/telemetry/metadata/latest.json

Parameters :
      None

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/metadata/latest.json'

Response   :
   {

      "Content": [

      {

        "Chksum": "1c8962846d034d880b4d9d801827b58a320bba96",

        "Filename": "borg.tar.gz",

        "Name": "IC"

      },

      {

        "Chksum": "c520c1c69560d4aebc652bb0c0e8ebc960860e05",

        "Filename": "aciborg.tar.gz",

        "Name": "ACIIC"

      },

      {

        "Chksum": "8e168a0a4792543d4fee6ad7fe64c1616a57b277",

        "Filename": "bug.tar.gz",

        "Name": "BUGS"

      },

      {

        "Chksum": "be1d0ac2e63a8f34600fc75009779163e1c1b36f",

        "Filename": "hardening.tar.gz",
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        "Name": "HARDENING"

      },

      {

        "Chksum": "7b9e3215f40b6f389d8e722ff4aa2c7312cde647",

        "Filename": "upgrade.tar.gz",

        "Name": "UPGIMG"

      },

      {

        "Chksum": "fa471167d1c9259e86d7ec79b2a4eee84e249e65",

        "Filename": "cdets.tar.gz",

        "Name": "CDETS"

      },

      {

        "Chksum": "62a27443be10e66d9694228c0927eb4fe995024c",

        "Filename": "swrel.tar.gz",

        "Name": "SWREL"

      }

      ],

      "Date": "2019-06-27",

      "MetadataChksum": "3fa596a767f5f61cc1d2c9441ac3c2c113839d99",

      "MetadataFilename": "nia-metadata.tar.gz",

      "Version": 2

}
   }

MetadataUpdate()
Update to latest version of metadata.
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REST URL   :
      POST    /api/telemetry/metadata/update.json

Parameters :
   filter               => filter default:null
   fabricName           => limit the records pertaining to this fabricName

Example    :

   curl -k -i -XPOST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/metadata/update.json'

Response   :
  {
        {

          "Chksum": "1c8962846d034d880b4d9d801827b58a320bba96",

          "Filename": "borg.tar.gz",

          "Name": "IC"

        },

        {

          "Chksum": "c520c1c69560d4aebc652bb0c0e8ebc960860e05",

          "Filename": "aciborg.tar.gz",

          "Name": "ACIIC"

        },

        {

          "Chksum": "8e168a0a4792543d4fee6ad7fe64c1616a57b277",

          "Filename": "bug.tar.gz",

          "Name": "BUGS"

        },

        {

          "Chksum": "be1d0ac2e63a8f34600fc75009779163e1c1b36f",

          "Filename": "hardening.tar.gz",
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          "Name": "HARDENING"

        },

        {

          "Chksum": "7b9e3215f40b6f389d8e722ff4aa2c7312cde647",

          "Filename": "upgrade.tar.gz",

          "Name": "UPGIMG"

        },

        {

          "Chksum": "fa471167d1c9259e86d7ec79b2a4eee84e249e65",

          "Filename": "cdets.tar.gz",

          "Name": "CDETS"

        },

        {

          "Chksum": "62a27443be10e66d9694228c0927eb4fe995024c",

          "Filename": "swrel.tar.gz",

          "Name": "SWREL"

        },

      "Date": "2019-07-04",

      "MetadataChksum": "3fa596a767f5f61cc1d2c9441ac3c2c113839d99",

      "MetadataFilename": "nia-metadata.tar.gz",

      "Version": 3

  }

FlowEventDetails()
Get the flow telemetry events summary.

REST URL   :
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   GET /api/telemetry/flowEvents/details.json

Parameters :
      startTs  (required) => Start timestamp,
      endTs    (required) => End timestamp, default:current-time
      nodeName (required) => limit the records pertaining to this node
      fabricName (optional) => limit the records pertaining to this fabricName
      anomalyId (required) => this is used to limit the events to specif type that
anomaly was raised for
      filter   (optional) => Lucene format filter
{srcIp,srcPort,dstIp,dstPort,ProtocolName,ingressVrf,egressVrf}, default:null
      granularity (optional) => Granularity of time period

Example    :
   curl -k -i -XGET 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/flowEvents/details.json?anomalyId=flowEvent_fwdDrop_tel5-gx-
leaf3_tel5&endTs=2020-09-28T11%3A15%3A13-
07%3A00&fabricName=tel5&filter=srcIp%3A%2215.15.15.1%22%20AND%20dstIp%3A%22101.1.0.2%2
2%20AND%20protocolName%3A%22ANY-HOST%22%20AND%20ingressVrf%3A%22VRF1%22&startTs=2020-
09-28T17%3A28%3A02.000Z'

Response:
    {
      "nodeName": "tel5-gx-leaf3",
      "description": "",
      "statName": null,
      "entries": [
      {
          "flowId": "15.15.15.1:0",
          "srcIp": "15.15.15.1",
          "dstIp": "101.1.0.2",
          "srcPort": "0",
          "dstPort": "0",
          "protocol": "61",
          "protocolName": "ANY-HOST",
          "ingressVrf": "VRF1",
          "egressVrf": "",
          "flowType": "Timestamp",
          "ingressTenant": "FTE_Testing_Tenant",
          "egressTenant": "",
          "ingressVlan": "0",
          "egressVlan": "",
          "ingressVni": "0",
          "egressVni": "",
          "srcEpg": "gx_leaf3_PolicingDrop_2410_15",
          "dstEpg": "",
          "ingressVif": "eth1/1",
          "egressVif": "",
          "stats": [
              {
                  "ingressNodes": [
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                      "tel5-gx-leaf3"
                  ],
                  "egressNodes": [
                      ""
                  ],
                  "anomalyScore": 61,
                  "ts": "2020-09-28T17:27:17.681Z",
                  "originTs": "2020-09-28T17:27:17.681Z",
                  "terminalTs": "2020-09-28T17:27:17.681Z"
              }
          ],
          "hasFlowRecord": false
      }
      ],
      "totalResultsCount": 1,
      "totalItemsCount": 1,
      "offset": 0

    }

ScheduleExport()
Configure export services such as Kafka and Email exporter.

REST URL   :
   POST /api/telemetry/config/scheduleExport.json

Parameters :
   fabricName  (required) => Fabric Name

Example :
curl -k --request POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/scheduleExport.json?fabricName=fab1'-H 'Content-Type:
application/json' -d'

Input :

  Unsecured Kafka Exporter
    {
    "type": "kafka",
    "exporterName": "exporter11",
    "security": "unsecured",
    "ipAddress": "10.1.1.1",
    "port": "9092",
    "mode": "basic",
    "frequency": "immediate",
    "topicName": "stats",
    "anomaliesSeverities": ["critical", "major"],
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    "faultAndEventsSeverities": ["critical", "minor"],
    "advisoriesSeverities": ["major"],
    "auditLogsTypes": ["create"],
    "statisticsTypes": ["interfaces"]
    }

  Basic Secured Kafka Exporter
    {
    "type": "kafka",
    "exporterName": "exporter11",
    "security": "sasl",
    "username": "admin",
    "password": "ns3965!",
    "ipAddress": "10.1.1.1",
    "port": "9092",
    "mode": "basic",
    "frequency": "immediate",
    "topicName": "stats",
    "anomaliesSeverities": ["critical", "major"],
    "faultAndEventsSeverities": ["critical", "minor"],
    "advisoriesSeverities": ["major"],
    "auditLogsTypes": ["create"],
    "statisticsTypes": ["interfaces"]
    }

  Advanced SSL Secured Kafka Exporter
    {
    "type": "kafka",
    "exporterName": "exporter-adbvanced",
    "security": "ssl",
    "cacert": "xxxxxxx",
    "clientcert": "yyyyyy",
    "clientkey": "zzzzzz",
    "ipaddresses": "10.1.1.1",
    "port": "9092",
    "mode": "advanced",
    "frequency": "immediate",
    "anomaliesTopicName": "stats",
    "anomaliesSeverities": ["resources:critical,major", "flows:major"],
    "faultAndEventsSeverities": ["critical", "minor"],
    "faultAndEventsTopicName": "stats",
    "advisoriesSeverities": ["psirt:major", "fieldNotice:minor", "endOfLife:major"],
    "advisoriesTopicName": "stats",
    "auditLogsTypes": ["create"],
    "auditLogsTopicName": "stats",
    "statisticsTypes": ["interfaces"],
    "statisticsTopicName": "stats"
    }

  Basic Email Exporter
    {
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    "type": "email",
    "exporterName": "exporter1",
    "mode": "basic",
    "frequency": "1d",
    "emailId": "abc@xyz.com",
    "anomaliesSeverities": ["critical", "major"],
    "faultAndEventsSeverities": ["critical", "minor"],
    "advisoriesSeverities": ["major"],
    "auditLogsTypes": ["create"],
    "format": "text"
    }

  Advanced Email Exporter
    {
    "type": "email",
    "exporterName": "exporter1",
    "mode": "advanced",
    "frequency": "1d",
    "anomaliesEmailId": "abc@xyz.com",
    "anomaliesSeverities": ["critical", "major"],
    "faultAndEventsSeverities": ["critical", "minor"],
    "faultAndEventsEmailId": "abc@xyz.com",
    "advisoriesSeverities": ["major"],
    "advisoriesEmailId": "abc@xyz.com",
    "auditLogsTypes": ["create"],
    "auditLogsEmailId": "abc@xyz.com",
    "format": "text"
    }

UnscheduleExport()
Remove the configured Kafka export service.
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REST URL   :
   POST   /api/telemetry/config/unscheduleExport.json?fabricName=fabt2

Parameters :
   fabricName  (required) => Fabric Name

Example :
curl -k --request POST 'https://<ip:port>/sedgeapi/v1/cisco-
nir/api/api/telemetry/config/unscheduleExport.json?fabricName=fabt2' -H 'Content-Type:
application/json' -d

Input :
  {
    "type": "kafka",
    "exporterName": "exporter5"
  }
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Troubleshooting Cisco Nexus Insights
Application on Cisco DCNM

Troubleshooting Cisco Nexus Insights Common GUI
Issues

• The Cisco NI app has the ability to display historical data. The specific time duration can be
selected from the available calendar to see data within that particular time range.

• The majority of issues will be due to receiving data from the APIs other than what was
expected. Opening the Developer Tools Network tab and repeating the last action will show
the API data received. If the issue is with the APIs, then troubleshooting will need to continue on
the backend.

• If the API requests and responses are accurate then check the Developer Tools Console tab for
any errors.

• After initial installation the application needs time to start. During this time, the GUI may
exhibit incomplete or unstable behavior. It is recommended to wait several minutes before
starting to use the application.

• Take screenshots just before and just after reproducing an issue. Screenshots along with a full
network capture saved as HAR with contents can be used to issue reports. If an issue report has
a HAR recording attached then there is a significantly higher chance that the root cause can be
identified and resolved quickly.

• If the Cisco NI GUI page loads to a skeleton template with spinner then this means almost none
of the APIs are responding.

• If the Cisco NI GUI page is taking a while to load sites then this means the fabrics.json API is not
responding or not returning any sites.

• If the site anomaly score does not agree with reported anomalies, or the node counts are
incorrect, then check the fabricsSummary.json response for the site anomalyScore value, and
check the nodes.json response for the types and counts of nodes reported.

• If the expected sites are not shown in the site selection dropdown, first verify that they are not
included in the fabrics.json response entries, then rerun setup and edit the data collection
setup configuration to view the state of the configured sites. Make sure the appropriate sites are
enabled and that no errors are reported. This data comes from the get_nir_fabrics request.

• For Flow Analytics issues make sure the following requirements are met:

◦ The capability.json request is made when the GUI loads and returns true. If it returns false,
it means the site does not support this feature.

◦ Navigate to Application Settings tab and make sure Flow Collection has been enabled, the
Management In-Band EPG has been selected, and verify the flow collection filters have been
correctly configured.

◦ Navigate to Collection Status tab and check if the nodes are returning flow telemetry.
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Troubleshooting at Cisco Nexus Insights Application
Level

• To view capacity usage, navigate to NI, right-click the settings icon and choose System Status.

• If there is no data shown in Cisco NI dashboard, check the Setup page. Navigate to NI, right-click
the settings icon and choose Rerun Setup.

◦ If no site is enabled, try to enable a site from available sites.

◦ If no site is available, check if Cisco DCNM site is setup properly.

• To view telemetry data collection status, navigate to NI, right-click the settings icon and choose
Collection Status. Any red dot indicates that the telemetry data is not streamed. Possibilities for
red dot are:

◦ Switch is in monitor mode and telemetry configuration may not be available.

◦ Switch telemetry configuration CLI may be missing or causing error.

• Flow Telemetry or Software Telemetry status is displayed as disable-failed due to filter rule
modify operation if a switch in the fabric has bad credentials or connectivity issues.

To restore the Flow Telemetry or Software Telemetry status, perform the following steps:

• Remove the affected switch.

• Recover the switch. Wait for 10 minutes and then re-add the switch back to the fabric.

Configure Telemetry on Cisco DCNM Site in Managed
Mode
The following steps configure and enable telemetry on Cisco DCNM site in managed mode.

1. Ensure the switches on Cisco DCNM site display In-Sync status as shown in the following
illustration. Click Save & Deploy, if the switches on Cisco DCNM site display Out-of-Sync status.

2. Click Settings > Network Insights Setup > Edit Configuration on the right top of Cisco NI app.

a. Select VxLAN or Classic site type.
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b. Select the Managed Mode site mode.

c. Click Add and then Apply.

3. The Software Telemetry Configuration Status shows Enabling and then Enabled or Enable
Failed status.

4. Once the status shows Enabled or Enable Failed, navigate to Fabric Builder UI screen.

a. Verify that all switches display In-Sync status.

b. Click Save & Deploy, if the switches display Out-of-Sync status.

5. Click Settings > Flow Collection Configuration on the right top of Cisco NI app.

a. Choose the site from the drop-down menu.

b. Select the switch to create a flow collection rule.

c. Click Save.

d. Toggle Flow Collection to enable flow telemetry on the switches.
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6. Click Settings > Network Insights Setup > Edit Configuration. Once the status shows Enabled
or Enable Failed, repeat Steps 4a and 4b.

Disable Telemetry on Cisco DCNM Site in Managed Mode

The following steps disable telemetry configuration on Cisco DCNM site in managed mode.

1. Click Settings > Network Insights Setup > Edit Configuration on the right top of Cisco NI app.

2. Click Delete > Apply for the switch you want to disable telemetry. It disables software telemetry
and flow telemetry for the switch.

3. The Software Telemetry Configuration Status shows Disabling, Disabled, or Disable Failed
status.

4. Navigate to Fabric Builder UI screen.

a. Verify that all switches display In-Sync status.

b. Click Save & Deploy, if the switches display Out-of-Sync status.
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