NIr
CISCO

Cisco Nexus Dashboard Insights User
Guide, Release 6.0.2 - For Cisco DCNM



Table of Contents

New and Changed Information
Cisco Nexus Dashboard Insights Setup
About Nexus Dashboard Insights
Cisco Nexus Dashboard Insights Components
Add a Site on Cisco Nexus Dashboard
Setting Up Cisco Nexus Dashboard Insights
Cisco Nexus Dashboard Insights Configuring the Basics for Day 0 Setup
Cisco Nexus Dashboard Insights Configuring the Basics for Day N Setup
Nexus Dashboard Insights Switch Configuration Status
Guidelines and Limitations
About Device Connector
Overview
Navigating Nexus Dashboard Insights Overview Page
Configuring the Time Zone for Nexus Dashboard Insights
Overview Page
Alert Detection Timeline
Top Nodes by Anomaly Score
Anomaly Score and Anomaly Precedence
Guidelines and Limitations
Cisco Nexus Dashboard Insights Topology
Add and Manage Sites in Site Groups and Run Assurance Analysis
Assurance Analysis
Add a Site Group
Run Assurance Analysis for a Site
Offline Script
Upload a File to a Site Group and Configure Assurance Analysis
Guidelines and Limitations for Configuring Assurance Analysis for Site Groups
Manage Site Groups
Configure Site Groups
Bug Scan
Guidelines and Limitations
Schedule Bug Scan
On-Demand Bug Scan
Best Practices
On-Demand Best Practice
Export Data
Collection Status

Application Menu

o o N U1 01 L1 W

14
45
a7
a7
18
48
21
22
27
27
28
28
29
33
33
33
34
35
37
38
39
41
41
42
42
A3
44
44
45
50
51



System Status
Import and Export of Configurations
Guidelines and Limitations
Exporting a Configuration
Importing a Configuration
Central Dashboard
Central Dashboard
Dashboard
Custom Dashboard
Explore
About Explore DCNM with NX-OS
Use Cases
Guidelines and Limitations
Creating a What Query
Supported Queries
Nodes
Nodes
Analyze Alerts
Analyze Alerts
Anomalies
Anomaly Filters
Analyze Anomalies
Configuring Anomaly Properties
Managing Anomalies
Advisories
Analyze Advisories
Alert Rules
Alert Rules
Guidelines and limitations
Creating Alert Rules
Managing Alert Rules
Troubleshoot
Delta Analysis
Guidelines and Limitations
Creating Delta Analysis
Viewing Delta Analysis
Viewing Health Delta Analysis
Viewing Policy Delta Analysis for DCNM
Managing Delta analysis
Log Collector
Log Collector Dashboard

51
54
54
55
55
57
57
61
61
63
63
63
63
65
65
69
69
70
70
70
71
72
75
76
76
g7
80
80
80
81
82
83
83
84
84
85
86
88
89
90
90



TAC Initiated Log Collector

Uploading logs to Cisco Intersight Cloud

Connectivity Analysis

Schedule a Connectivity Analysis

Connectivity Analysis Dashboard
Browse

Resources

Environmental

Interfaces

Microburst Support for Interface Statistics

Microburst Diagnostic Impact and Recommendation

Protocols
Multicast Protocol Statistics Limitations
Flows
Flows Hardware Requirements
Flows Guidelines and Limitations
Flows Dashboard
Browse Flow Records
Flow Telemetry Events
Browse Flow Telemetry Events
Host Overlay Flow Monitoring
Browse Host Overlay Flow Monitoring
Endpoints
Endpoints Dashboard
Endpoints Browse Tab
Configure Flows

Flow Telemetry

Flow Telemetry Guidelines and Limitations

Configure Flow Telemetry

Monitoring the Subnet for Flow Telemetry

Netflow
Netflow Types
Netflow Guidelines and Limitations
Configure Netflow
sFlow
sFlow Guidelines and Limitations
Configure sFlow

Firmware Update Analysis
Firmware Update Analysis
Guidelines and Limitations

Creating New Firmware Update Analysis

91

91

94

94

96

98

98
103
107
110
111
112
118
119
119
119
120
121
123
125
125
126
127
127
127
130
130
130
131
131
133
133
134
134
136
136
137
138
138
138
138



Pre-Validation Criteria for Cisco DCNM 139

Viewing Defect Analysis 141
Integrations 143
About AppDynamics Integration 143
Installing AppDynamics 144
Onboard AppDynamics Controller 144
Cisco Nexus Dashboard Insights and AppDynamics Integration Dashboard 146
Browse AppDynamics Integration Application 147
Guidelines and Limitations 148
Topology View 148
About DNS Integration 150
Configure DNS File Upload 151
Configure DNS Server Onboarding for Query 153
Configure DNS Zone Transfer 154
Alternate Method to Access the Integrations Page 156
DNS Integration Guidelines and Limitations 156
About VMware vCenter Server Integration 157
Prerequisites 157
Guidelines and limitations 158
Add vCenter Server Integration 158
vCenter Server Dashboard 158
Browse 159
Supporting Third-Party Nodes for Cisco Nexus Dashboard Insights 161
About Third-Party Nodes Support for Nexus Dashboard Insights 161
Third-Party Hardware Support for Cisco DCNM 161
Third-Party Nodes Limitations for Nexus Dashboard Insights 161
Enabling Third-Party Nodes for Data Collection 161

Configuring Third-Party Nodes in Cisco DCNM 162



First Published: 2021-12-17
Last Modified: 2022-08-23

Americas Headquarters
Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

http://www.cisco.com

Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE
SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET
FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by
the University of California, Berkeley (UCB) as part of UCBOs public domain version of the UNIX
operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF
THESE SUPPLIERS ARE PROVIDED OAS IS" WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED
SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS

OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL,
EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to
be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figuresincluded in the document are shown for illustrative purposes
only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP
documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the

U.S. and other countries. To view a list of Cisco trademarks, go to this URL: http://www.cisco.com/go/
trademarks . Third-party trademarks mentioned are the property of their respective owners. The

use of the word partner does not imply a partnership relationship between Cisco and any other
company. (1110R)

© 2017-2022 Cisco Systems, Inc. All rights reserved.


http://www.cisco.com/go/trademarks
http://www.cisco.com/go/trademarks

New and Changed Information

The following table provides an overview of the significant changes up to the current release. The
table does not provide an exhaustive list of all changes or of the new features up to this release.
Table 1. New Features and Changed Behavior in the Cisco Nexus Dashboard Insights

Feature Description Release Where Documented

Cisco Nexus Dashboard Features and use cases 6.0.2 IN!

Fabric Controller
(NDFC) Support

Flow Rate Statistics

DNS Integration

AppDynamic SaaS
integration support

Digitize advisories

Risk and Conformance
report

for the Cisco Nexus
Dashboard Insights
service using the Cisco
Nexus Dashboard
platform with the
Nexus Dashboard
Fabric Controller
fabric. Nexus
Dashboard Fabric
Controller was
formerly known as
Data Center Network
Manager.

Figure out the
incoming flow rate for
your specific setup by
viewing the incoming
pipeline rates for the
fabric and at the per-
switch level.

Use DNS Integration to
enable the name
resolution feature to
telemetry data.

Ability to connect to
AppDynamics
controller using a
proxy for SaaS or cloud
deployments.

Digitize release notes,
field notices, and
EOL/EQOS advisories.

Configure software and
hardware conformance
report.

6.0.2

6.0.2

6.0.2

6.0.2

6.0.2

System Status

About DNS Integration

About AppDynamics
Integration

Viewing Defect Analysis

Risk and Conformance
Report



Feature

Additional pre-
validation criteria for
Firmware Update
Analysis

Offline sites
enhancements

Beta feature - VMware
vCenter Integration

Description

Additional pre-
validation criteria such
as spine redundancy
check and endpoint
network redundancy
for nodes for Firmware
Update Analysis.

Ability to display
PSIRTSs, Field Notices,
and EOL advisories for
offline sites.

Add VMware vCenter
integration to to collect
data and metrics of the
virtual machines and
hosts monitored by
VMware vCenter.

Release

6.0.2

6.0.2

6.0.2

Where Documented

Pre-Validation Criteria
for Cisco DCNM

Offline Script

About VMware vCenter
Server Integration

This document is available from your Nexus Insights GUI as well as online at www.cisco.com. For

the latest version of this document, visit

Cisco Nexus Insights Documentation


https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-insights/series.html

Cisco Nexus Dashboard Insights Setup

About Nexus Dashboard Insights

Cisco Nexus Dashboard Insights (Nexus Dashboard Insights) is a real-time monitoring and analytics
service.

The user content describes features and use cases for the Nexus Dashboard Insights service using
the Cisco Nexus Dashboard platform with the Nexus Dashboard Fabric Controller fabric. Nexus
Dashboard Fabric Controller was formerly known as Data Center Network Manager.

Cisco Data Center Network Manager (DCNM) is renamed as Cisco Nexus Dashboard Fabric
Controller (NDFC) starting with Release 12.0.1a.

Cisco Nexus Dashboard Insights Components

The Cisco Nexus Dashboard Insights (Nexus Dashboard Insights) monitors a data center network
and pinpoints issues that can be addressed to maintain availability and reduce surprise outages.
Nexus Dashboard InsightsOs understanding of your network allows it to provide proactive advice
with a focus on maintaining availability and alerting customers about potential issues that can
impact up-time.

Nexus Dashboard Insights provides log collection functionalities which are useful when working
with Cisco TAC. It provides a way for Cisco customers to collect tech support across multiple devices
and upload those tech supports to Cisco Intersight Cloud. Additionally, it enables capability for Cisco
TAC teams to collect technical support on demand for a particular device.

A DCNM site is comprised of a fabric running NX-OS that is either fully managed or only monitored
by DCNM. All of the switches in the fabric can be analyzed as a part of the site. With a NX-OS based
fabric, the fabric could be a DCNM managed fabric or it could be configured using other means
such as CLI, Ansible, or any other configuration automation mechanism. For fabrics not using
DCNM for configuration management, DCNM must be installed and the fabric must be discovered
in read-only or monitor mode. Nexus Dashboard Insights uses DCNM for topology discovery and to
identify the role of the switch in the fabric. A Site Group is a logical entity that can contain a single
site or multiple sites.

Nexus Dashboard Insights consists of the following components:
¥ Explore-Allows you to discover assets and their object associations in an easy-to-consume

natural language query format.

¥ Configure Site GroupNSettings to configure flows and schedule jobs to collect software
telemetry and flow telemetry data.

" Bug ScanNProvides access to configure, schedule, on-demand bug scan that runs for a
selected site. Bug Scan generates system anomalies and alerts that are critical for a
particular node on the site.

" Best PracticesNProvides access to configure, schedule, on-demand compliance job that runs



for a selected site. The compliance job collects technical support information and runs them
against known set of signatures and then flags the defects that are not compliant.

Assurance Analysis-Provides assurance in real time. For assurance analysis of sites in Site
Groups, the data collection, model generation, and results generation are carried out
simultaneously.

Export DataNEnables you to export data collected by Nexus Dashboard Insights over Kafka
and Email.

FlowsNManage flow configuration rules on the site enabled on Nexus Dashboard Insights.

Alert Rules-Enables you to acknowledge all new detected anomalies that match a criteria
and adjust the anomaly score accordingly.

Compliance Requirement-This feature is currently not supported.

Collection StatusNDisplays the node capabilities and collection status of the nodes for the
features that are supported and not supported.

¥ Third Party IntegrationsNProvides access to onboard a AppDynamics Controller on to the
Nexus Dashboard Insights.

¥ Export DataNStreams the data collected from Nexus Dashboard Insights through a Kafka
exporter to send the summary of the data in an email.

¥ NodesNProvides various ways of viewing the behavior of the nodes based on Resource
Utilization, Environmental, Statistics, Endpoints, and Flows.

¥ Analyze AlertsNAccess to total advisories, notices, PSIRTs, hardware, software, and hardening
check advisories applicable to your network.

" Anomalies-Anomalies consists of anomalies raised for resource utilization, environmental
issues, interface and routing protocol issues, flows, endpoints, events, adding sites and
uploading files for assurance analysis, compliance, change analysis, and static analysis.

" Advisories-Advisories consists of relevant impact due to field notice, EOL/EOS of software
and hardware, PSIRTs at a node level and compliance.

# Field NoticesNNotices such as end-of-life notices for switch hardware and software.

# PSIRTsNProduct Security Incident Response Team notices that display three levels of
advisory severity for switch hardware and software in your network.

¥ Troubleshoot

" Delta Analysis-Delta analysis enables you to analyze the difference in the policy, run time
state, and the health of the network between two snapshots.

" Log CollectorNCollect and upload the logs for devices in your network to Cisco Intersight
Cloud. Enables Cisco TAC to trigger on-demand collection of logs for user devices on the site
and pull the logs from Cisco Intersight Cloud.

" Connectivity AnalysisNThe connectivity analysis job traces all possible forwarding paths for
a given flow, isolates offending nodes in the network for a given flow, and helps
troubleshoot to narrow down the root cause of the issue.

¥ Change Management

" Firmware Update Analysis-This feature suggests an upgrade path to a recommended



software version and determines the potential impact of the upgrade. It also helps with the
pre-upgrade and post-upgrade validation checks.

Add a Site on Cisco Nexus Dashboard

Use this procedure to add a site in Cisco Nexus Dashboard using the GUI. Any services installed in
Cisco Nexus Dashboard can access the added sites.

SeeCisco Dashboard User Guide for more information.

Before you begin

¥ You have installed and configured the Cisco Nexus Dashboard.
¥ You must have administrator credentials to add a site on Cisco Nexus Dashboard.

¥ You have configured fabric connectivity. See Cisco Nexus Dashboard User Guide for more
information.

Procedure

1. Log in to the Cisco Nexus Dashboard GUI with admin privileges.
Click Sites in the left Navigation pane.
In the Sites page, click Add Site .

In the Add Site page, in the Site Type field, choose DCNM and perform the following actions.

o > w DN

In the Host Name/IP Address field, add the in-band IP address used to communicate with the
site controller.

6. In the User Name and Password fields, add the values used to manage the site. As admin with
read-write privileges, enter your DCNM username and password values.

7. (Optional) If you leave the Login Domain field empty, the siteOs local login is used.

8. In the Sites in DCNM area, click Select Sites to select the DCNM fabrics managed by the
controller you provided. Any services installed in Cisco Nexus Dashboard can access the added
sites.

9. Select the site and click Select . You can select multiple sites.
10. In the Site Type field, click Add . You can view the new site in the Sites page.

11. (Optional) In the Sites table, if required, you can click the edit icon to modify the site name. The
site name must be unique. To add multiple sites from another Cisco DCNM, repeat the above
steps.

12. (Optional) Click on the Geographical Location map to specify where the site is located.

13. Continue with the installation of Cisco Nexus Dashboard Insights in Cisco Nexus Dashboard
using the GUI.


https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-2x.pdf
https://www.cisco.com/c/dam/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-2x.pdf

Setting Up Cisco Nexus Dashboard Insights

Use the following task to complete the initial setup of Cisco Nexus Dashboard Insights.

Site Groups is a logical entity that can contain a single site or multiple sites. All
sites within a Site Group must be of the same type.

Before you begin

¥ You have installed the Cisco Nexus Dashboard Insights service.

¥ The appropriate sites are added in Cisco Nexus Dashboard.
For Nexus Dashboard Fabric Controller (NDFC) Site Onboarding:

¥ The data port of your switch for telemetry and the management port of the switches must be
reachable using the data network of a Cisco Nexus Dashboard Insights cluster.

¥ The data network of NDFC must be reachable using the data network of a Cisco Nexus
Dashboard Insights cluster.

For Nexus Dashboard Fabric Discovery (NDFD) Site Onboarding:

¥ The data port of your switch for telemetry and the management port of the switches must be
reachable using the data network of a Cisco Nexus Dashboard Insights cluster.

| You must always onboard NDFD on a Cisco Nexus Dashboard Insights cluster.

Procedure

1. In the Cisco Nexus Dashboard Insights service page, in the  LetOs Configure the Basics page, in
the Site Groups Setup area, click Configure .

2. Inthe Site Groups Setup page, click Add New Site Group

3. In the Add New Site Group dialog box, General area, in the Name field, enter a name for the
Site Group.

A Site Group name must be unique in the Cisco Nexus Dashboard Insights

service.

In the Configuration area, click Add Site(s) , and in the Entity area, click Add Member
Click Select Member .

Click the Select a Site dialog box, to view the discovered sites that are listed.

In the Add New Site Group dialog box, Configuration area, choose Add Site .

Choose the appropriate site, and click  Select to add the site.

© ©®© N o u

In the Add New Site Group dialog box, Status field, choose the appropriate status to enable or
disable the site.



10. Click the Configure link for your site.

11. In the Configuration dialog box, in the General Configuration area, enter values for the

Username and Password fields.

You must have admin read/write privileges to perform these actions. Enter
. your DCNM username and password values.

12. Check the checkmark for your site when done. Click Save.

13. Inthe in the Site Groups Setup page, click Done .

The site is enabled in the Configure Site Group > General tab. This completes the initial setup.

A site must be enabled to perform further configurations or to enable other tasks
in the service.

Cisco Nexus Dashboard Insights Configuring the
Basics for Day O Setup

If you are performing the setup in Cisco Nexus Dashboard Insights for the very first time, then
follow the steps in this section after your initial setup for Cisco Nexus Dashboard Insights is
complete.

1. When you launch Nexus Dashboard Insights, in the No Site Groups enabled area, click
Configure Site Groups
‘dseb Nexus Dashboard
No Site Group enabled
2. In the Nexus Dashboard Insights Prerequisites dialog box, verify that you have configured

the required mandatory settings.



Insights Setup

Let's Configure th  Nexus Dashboard Insight
prerequisites | PrereqUISIteS

Certain NTP and In-Band IP configurations are mandatory for
Insights to function. For help configuring these settings please
refer to the Cisco ACI documentation:

Site Groups Setup

« NTP Configuration /
€ o Cisco ACI NTP Configuration Documentation / \ /\ fi
[ / \
| o Cisco DCNM NTP/PTP Configuration Documentation | [ \
: ] - C e
Learn more about Service Engine and ug * In-Band Site Configuration < >® < Do
o Cisco ACI In-band Configuration Documentation o @

o Cisco DCNM In-band Configuration Documentation

D | have reviewed and addressed the prerequisites for Insights

Let's Get Started

If you need help configuring these settings, refer to the documentation links:

a
b.

C.

3.

10

NTP Configuration for Cisco DCNM  Cisco DCNM NTP/PTP Configuration Documentation
In-Band Site Configuration for Cisco DCNM  Cisco DCNM In-band Configuration Documentation

Check the check box for | have reviewed and addressed the prerequisites for Cisco Nexus
Dashboard Insights , and click LetOs Get Started .

In the LetOs Configure the Basics page, in the Site Groups Setup area, click Configure , and
verify your site group is displayed as expected.

Insights Setup

Let's Configure the Basics

After you have addressed the prerequisites for Nexus Dashboard Insights, there are a few things that you'll need to set up before diving in. Let's set those things up
now.

Site Groups Setup

Spend less time guessing and more time being productive. View and enable sites for data collection. Store flows to analyze the
network, troubleshoot issues with traffic, proactively detect issues in site behavior, and stay informed of the performance of your
network.

Learn more about Nexus Dashboard and using flow analytics productively.


https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151/control.html#concept_pys_qqj_14b
https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/configuration/lanfabric/cisco-dcnm-lanfabric-configuration-guide-1151/control.html#concept_pys_qqj_14b

4. Inthe Site Groups Setup area, click Add New Site Group

Nexus Insights Setup - Site Groups

Site Groups Setup

Spend less time guessing and more time being productive. View and enable sites for data collection. Store flows to analyze the network, troubleshoot
issues with traffic, proactively detect issues in site behavior, and stay informed of the performance of your network

Site Groups  Integrations

Add New Site Group

Name Data Collection Type Entities Description

No data

5. In the Add New Site Group dialog box General area, add the name and description for your
Site Group.

6. In the Configuration area, in the Data Collection Type area, choose Add Site(s) . This will
enable you to choose the sites that you want to add to this Site Group.

7. Inthe Entity area, click Add Member and then click Select Member

8. From the Select a Site dialog box, choose the appropriate site, and click  Select.

In the Add New Site Group dialog box, the site that you just added displays in the Entity area
table.

9. Inthe Configuration column, click Configure

10. In the Configure dialog box, in the General Configuration area, perform the following tasks:

11



Configuration 5

| Default LAN Credentials

Switch Credentials to Override the Default Configuration

Save

a. Inthe Fabric Type field, select the appropriate option. The options are Classic or VXLAN .

b. In the Loopback field, enter the loopback configured on the switches that provide
connectivity to the Cisco Nexus Dashboard in-band IP address.

c. Inthe VREF field, enter the VRF name associated with the loopback interfaces. This is the VRF
that provides connectivity to the Cisco Nexus Dashboard in-band IP addresses.

Default and non-default VRFs are supported. In VXLAN/EVPN fabrics they must be
. part of the underlay.

d. In the Username and Password fields, as an admin with read/write privileges, enter your

DCNM username and password.

11. In the Default LAN Credentials area, in the Username and Password fields, as admin for the
switches, enter your LAN username and LAN password.

12



Add switches to the list and specify their credentials below only if the switch
credentials do not match the default credentials provided above.

12. In the Switch Credentials to Override the Default Configuration area, click Add Switch
Credential and add the following information for the appropriate switches in the Switch
Credentials area.

a. Inthe Switch Name field, enter the name for the switch.

b. Inthe Switch IP field, enter the IP address for the switch.

c. Inthe Switch Username field, enter the username for the switch.
d. Inthe Switch Password field, enter the password.

e. Check the check mark to complete to add your entries, and add additional switches as
appropriate.

13. Click Save.
14. In the Add New Site Group dialog box, in the Status column for your site, select Enable .
15. Check the check mark for your site to complete the configuration.

To add additional sites in the Site Group, repeat the earlier set of steps starting by clicking Add
Member inthe Entity area.

16. Click Save.
The site/s are added in the Site Group.

17. In the Site Groups Setup area, click Done.

18. Inthe LetOs Configure the Basics page, click Done .

To enable and configure site group tabs, continue with the following task.

Enabling or Configuring Site Group Tabs

In the Overview page, at the top, choose your Site Group. Click the Actions menu next to it and
choose Configure Site Group . In the Configure Site Group  page, enable or configure the relevant
features listed by tabs. You do not have to follow a sequential order to proceed with these tasks. You
can perform/enable the tasks in any order.

¥ General tab: Site Group details are provided here including the site group name, data collection
type and such. Site details related to sites that are in the site group are also listed here with
details related to Collection Status, Configuration Status, Node Status, and Type.

¥ Bug Scan tab: For details, see Bug Scan.
¥ Best Practices tab: For details, see Best Practices.

¥ Assurance Analysis tab: For details about running Assurance Analysis on Site Groups
containing sites or uploaded files, see  Add a Site Group and Run Assurance Analysis for a Site
and Upload a File to a Site Group and Configure Assurance Analysis

¥ Export Data tab: For details, see Export Data .

13



¥ Flows tab: For details, see Flows.
¥ Alert Rules tab: For details, see Alert Rules .

¥ Collection Status tab: Telemetry data displaying a status check is displayed here such as Site
Name, Node, Resource, Environmental, Statistics, Endpoints, Events. See the following example

page.

Configure Site Group - IG_DEFAULT

|

General Bug Scan Best Practices Assurance Analysis Export Data Flows Alert Rules Compliance Requirement Collection Status

Collection Status for Last Hour

Filters / °
Site Name Node Resource Environmental Statistics
VxLAN UTE4-FX2-29 ® Enabled ® Enabled ® Enabled
VxLAN UTE4-FX2-28 ® Enabled ® Enabled © Enabled
VxLAN UTE4-FX2-16 ® Enabled ® Enabled ® Enabled
VxLAN UTE4-FX2-14 ® Enabled ® Enabled ® Enabled
VxLAN UTE4-EX-17 ® Enabled ® Enabled ® Enabled

Cisco Nexus Dashboard Insights Configuring the
Basics for Day N Setup

If your Day O setup is complete, and you are launching the Cisco Nexus Dashboard Insights service
again, then perform the following actions.

1. When you launch the Nexus Dashboard Insights service, the Overview page is displayed.

2. In the top right side of the page, click the Settings icon > Application > Setup .

/ﬁ\ .éllns.cnl‘;. Nexus Dashboard Feedback Help v admin v

InSightS ifavg9 > -+« Central Dashboard Aw n @

Overview Status Application >

—— Overview within the last 2 hours - importEsportconfiguratin | Site Groups > |
Download Offline Script Integrations >
\ Explore
Dashboard Topology i
2 Nodes
About
Ll Analyze Alerts o
Alerts Summary « Advisories (0) Anomaly Score v Summary * Healthy e Critical * Major * Minor *Warning  Info

3. In the LetOs Configure the Basics page, click Click the Prerequisites for Cisco Nexus
Dashboard Insights  link, and verify that you have configured the required mandatory settings.

4. After verifying, and if required, check the check box for | have reviewed and addressed the
prerequisites for Cisco Nexus Dashboard Insights , and click LetOs Get Started .

5. In the Site Groups Setup area, click Edit configuration , and in the Site Groups Setup area,
verify your site group is displayed as expected.

14



If you want to perform edits to a Site Group, click the Actions menu > Edit for your
| Site Group and perform your edits. To edit a site in a Site Group, see Manage Site
Groups.

6. Click Done.

Nexus Dashboard Insights Switch Configuration Status

1. In the Overview page, on the top, next to your selected Site Groups, click the Actions menu >
Configure Site Group

2. Inthe Configure Site Group  page, Sites area table displays the onboarded sites.

Configure Site Group - Scale_Fabric

General Bug Scan Best Practices Assurance Analysis Export Data Flows Alert Rules Compliance Requirement Collection Status

General
| Site Group Details Edit Site Group
NAME DATA COLLECTION TYPE DESCRIPTION
Scale_Fabric Site Restored during Upgrade
| o
i Sites
Collection Status Name Configuration Status Node Status Type
® Enabled - Configured Scale_Fabric ® OK Q0 ©6 OO0 ®O DCNM

3. Double-click a value displayed in the  Node Status column to display the on-boarded switch
configurations, status, and additional details.

The switch status includes:

¥ Grey NNodes are in initial state and unconfigured.
¥ Green NNodes configured successfully.
¥ Orange NNodes are currently being configured.

¥ RedNNodes that failed configuration.

Note: When you enable the telemetry configuration for a site and if Red Count is
greater than 0,

it implies that the initiated operation is not successful for enabling or disabling

the site.

Click Count and then click Retry for configuration to be pushed again to nodes.

Click Any Counts to view expected configurations.

You can exit the {CiscoNIRFullName} Setup page and return for immediate refresh of
the pages.
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4.

16

Configure Site Group - Scale_Fabric X

General Bug Scan Best Practices Assurance Analysis Export Data Flows Alert Rules Compliance Requirement Collection Status

General Site Scale_Fabric X
Site Group Details
Q Search t
nd76vg-Leaf
NAME DATA COLLECTION TYPE
Scale_Fabric Site
© nd76vg-Leaf ( View Expected Configuration )
Switch General Information N
Sites S i
() nd77vg-Leaf SWITCH SERIAL
Switch FDO230118MH
Collection Status Name SWITCH IP
© EOR
@ Enabled - Configured Scale_Fabric Switch 172.28.243.113
SOFTWARE TELEMETRY RECEIVER IP PORT
@fndvgleat 9.1.223.94:57500
Switch
FLOW TELEMETRY RECEIVER IP PORT
9 nd85vg-SP 9.1.223.91:5640
Switch 9.1.223.92:5640
9.1.223.93:5640
@ RS SWITCH MODEL
Switch
NOK-C93108TC-FX
SWITCH SOFTWARE VERSION
9.3(6)
Status A
SOFTWARE TELEMETRY CONFIGURATION STATUS
Select a switch and click View Expected Configuration to view expected switch configuration

details in the Expected Configuration area.

Configure Site Group - Scale_Fabric X

General Bug Scan Best Practices Assurance Analysis Export Data Flows Alert Rules Compliance Requirement Collection Status

General
Expected Switch Configuration for
nd76vg-Leaf

Site Group Details

NAME DATA COLLECTION TYPE
Scale_Fabric Sita Software Telemetry  Flow Telemetry
A
Sites Configure Terminal
‘ Copy Configuration
Collection Status Name ) .
E configure terminal
® Enabled - Configured Scale_Fabric

feature ntp
ntp server 9.1.223.21 prefer use-vrf default

feature lldp
feature icam
feature telemetry

telemetry
destination-profile
use-vrf default
source-interface loopback100
destination-group 500
ip address 9.1.223.94 port 57500 protocol gRPC encoding GPB
use-chunkina size 4096



As a user, you must configure the appropriate switches by using the recommended
configuration. From the  Expected Configuration area, you can view and copy
configurations under  Software Telemetry  and Flow Telemetry . For more details,
see Configure Flows .

Guidelines and Limitations

The Cisco Nexus Dashboard Insights service, release 6.0.1 allows you to discover both ACI and
DCNM sites.

About Device Connector

Data center apps and services such as Cisco Nexus Dashboard Insights is connected to the Cisco
Intersight cloud portal through a Device Connector which is embedded in the management
controller of the Cisco Nexus Dashboard platform.

See Cisco Nexus Dashboard User Guide for Configuring the Device Connector and Claiming a
Device.

For connectivity requirements, see  Network Connectivity Requirements
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https://www.intersight.com/help/saas/getting_started/system_requirements#network_connectivity_requirements

Overview

Navigating Nexus Dashboard Insights Overview Page

The Nexus Dashboard Insights GUI consists of the Navigation pane and Work pane.

Navigation Pane
The Nexus Dashboard Insights navigation pane contains the following categories:

Overview : The main page for Nexus Dashboard Insights provides immediate access to site groups,
with advisories, anomalies, alerts, timeline, and top nodes by anomaly score, and topology view.

Dashboard : The custom dashboard allows you to create a unique dashboard and add views to the
dashboard.

Explore : The Explore feature allows you to discover assets and their object associations in an easy-
to-consume natural language query format.

Nodes : A detailed view of the nodes with a graphical representation of top nodes and top resources.

Analyze Alerts : Access to total advisories, field notices, and PSIRTs, as well as anomalies that
include top nodes by anomaly score, severity, and other details. The sub-tabs in this area are as
follows:

¥ Anomalies: The Anomalies Dashboard consists of anomalies raised for resource utilization,
environmental issues, interface and routing protocol issues, flows, endpoints, events, assurance
analysis for sites and uploaded files, compliance, change analysis, and static analysis.

¥ Advisories: The Advisories Dashboard consists of relevant impact due to field notice, EOL/EOS of
software and hardware, PSIRTs at a node level and compliance.
Troubleshoot : The sub-tabs in this area are as follows:
¥ Delta Analysis: Delta analysis enables you to analyze the difference in the policy, run time state,
and the health of the network between two snapshots.

¥ Log Collector: Collect and upload the logs for devices in your network to Cisco Intersight Cloud.
Enables Cisco TAC to trigger on-demand collection of logs for user devices on the site and pull
the logs from Cisco Intersight Cloud.

Browse : The sub-tabs in this area are as follows:
¥ Resources*: This includes monitoring software and hardware resources of site nodes on the

Cisco APIC.

¥ Environmental: This includes monitoring environmental statistics of hardware resources such
as fan, CPU, memory, and power of the site nodes.

¥ Flows: This feature provides deep insights at a flow level giving details such as average latency,
packet drop indicator and flow move indicator.
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¥ Endpoints: This includes monitoring endpoints on the Cisco site nodes for rapid endpoint moves
and endpoints that do not get learnt back after a reboot across the entire Cisco ACI.

¥ Interfaces: AnalyticsNThis includes monitoring of interfaces on the Cisco APIC and site nodes.

¥ Protocols: AnalyticsNThis includes monitoring protocols on the Cisco APIC and site nodes.
Change Management : The sub-tab in this area is as follows:

¥ Firmware Update Analysis: This feature suggests an upgrade path to a recommended software
version and determines the potential impact of the upgrade. It also helps with the pre-upgrade
and post-upgrade validation checks.

Top Menu

Along the top of your Nexus Dashboard Insights page and above the Work pane, there are
additional links and icons available as follows:

Site Group or Site : The link displays the name of the Site Group or a Site. To change the selection to
a different Site Group or Site, click the Site Group or Site link to display the Select Site Group or
Site dialog box and change your selection.

To configure the selected Site Group or Site, click the Actions menu next to the Site Group, and click
Configure Site Group

To add Compliance Requirements to the selected Site Group, click the Actions menu > Add >
Compliance Requirement . To add Alert Rules to the selected Site Group, click the Actions menu >
Add > Alert Rules

Help Center : Above the Central Dashboard , Notifications , Bookmark and Settings icons is the
Help drop-down menu. Click Help > Help Center to access the Help Center page which contains
links to documentation resources. Click the Nexus Dashboard Insights tile to find the appropriate
resources.

Central Dashboard : This link takes you to the Central Dashboard page which provides an overview
of alerts at-a-glance, top site groups by anomalies or by advisories, and other site group related
details.

Notifications  icon: Click this icon to view notifications from Cisco : o

¥ Anomalies occurred based on the selected time range
¥ Anomalies that are in progress

¥ New process, new advisory, and new anomaly notifications

Bookmark icon: O Any detailed view or page can be bookmarked and saved for later use. The
bookmark saves the entire view, time range, nodes chosen, and creates a snapshot of the view.
There is no limit for number of bookmarks that can be added to the list.

1. Click any detailed view from the left navigation pane, for example, Browse Resources, Browse
Environmental, Browse Statistics, Dashboard view, or any specific view.
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2. Click the bookmark icon on the top navigation pane.

3. The orange bookmark icon indicates that the selected detailed view is saved and added to the
list of bookmarks. Bookmarks remember the original time range, start date and time, end date
and time that the detailed view is created and saves the view or page to the list.

View a Bookmark:

1. Click the bookmark icon on the top navigation pane.

2. Click any bookmark from the list to open the bookmarked page including the node view and
selected time range. It helps you take a snapshot of detailed view pages for later use.

Delete a Bookmark:

1. Click the bookmark icon on the top navigation pane.
2. Click the bookmarked page from the list to open the bookmarked page.

3. Unselect the bookmark icon.

Settings icon:

©

In the drop-down menu for this icon, you see Application , Site Groups , Integrations

When you click the Application icon, you can choose from Status , Import/Export configuration
Download Offline Script  , Setup , About .

¥ Status: Click this to see Application Status such as alerts and capacity usage.

¥ Import/Export configuration: This feature allows you to import and export configurations such
as Site Groups, Alert Rules, Export Settings and such.

¥ Download Offline Script: Click this to download the offline script that is required to upload files
to run assurance analysis.

¥ Setup: Click this for the link to the Nexus Dashboard Insights setup page.

¥ About: Click this to get details about Nexus Dashboard Insights version number.

When you click the Site Groups icon, you can choose to Manage Site Groups. For details, see
Manage Site Groups .

When you click the Integrations icon, you can choose to Manage or Add Integrations. For details,
see Integrations .

Work Pane

The Work pane is the main viewing location in Nexus Dashboard Insights. All information tiles,
graphs, charts, and lists appear in the work pane. When viewing the Overview page, it contains the
Dashboard tab and the Topology tab.
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Dashboard Tab

In the Nexus Dashboard Insights dashboard view, there are different tiles in this area such as Alerts
Summary, Anomaly Score, Alert Detection Timeline, Anomalies Breakdown, Advisories Breakdown,
and Top Nodes by Anomaly Score.

In an information tile, you can click a numeric value to switch to view more details about the
specific item you clicked.

Topology Tab

In the Nexus Dashboard Insights topology view, information with a radial graph for the selected
Site Group is displayed. There is a filters options available to choose what you want to view such as
by nodes and anomaly scores.

sited > -+ Central Dashboard A I {:—
Overview within the last 2 hours v Last Updated: a few seconds ago v
Dashboard Topology

Topology for site4_fabric v

@ ~iNodes
SELECT POD Filters / e

ALL PODS

OPTIONS
Show Lines

Show Names

NODES

e Spine 1
G Leaf

@ Border Gateway 1

e Controller 0
) Site
@ Remote Leaf 0 '5‘4-@6,70

© rier2 Lear
View More Vv
site4-BGW1 @ site4—spinet e
(A £

444 44

(5

ANOMALY SCORE

T
)
o
5
=

Warning 0
Minor
Major 0

Critical

@

Configuring the Time Zone for Nexus Dashboard
Insights

By default the Nexus Dashboard Insights GUI displays the userOs local time zone date and time.
Starting with this release, you can configure your time zone setting to a different time zone in
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Nexus Dashboard. The time zone feature is available per user and is stored in your user
preferences.

The time zone that you select will be reflected in the time values displayed in your GUI. All the
detection timelines and timestamps that are shown in the GUI will be reflect the time values for the
time zone you have selected.

Procedure

1. Log in to Nexus Dashboard.

2. Choose admin > User Preferences

3. Inthe User Preferences page, in the Time Zone area, the default time zone value is selected as
Automatic

This is the userOs local time zone.

4. Inthe Time Zone Preference field, choose Manual .

5. In the Nearest City field, enter your preferred city to populate the appropriate time zone in the
Time Zone field.

Alternatively, you can drag the pin in the map to the city of your choice, and it will populate the
fields for Nearest City and Time Zone .

6. Click Save.

The time zone that you select will be reflected in the time values displayed in your Nexus
Dashboard Insights GUI. All the detection timelines and timestamps that are displayed in the Nexus
Dashboard Insights GUI will reflect the time values for the time zone you have selected.

Overview Page

The Overview page, in the Work pane contains the  Dashboard tab and the Topology tab. These
tabs are described in this section

Dashboard Tab

The Dashboard tab displays the alerts detected and anomalies detected in the site nodes. It also
displays recommended advisories for the nodes in the selected site.

Each node in the site streams telemetry data and events to a service in Nexus Dashboard Insights
which then analyzes the data and detects any anomalies. The Dashboards provide relevant
information to view.

In Nexus Dashboard Insights, you can view relevant information and select specific items to view
details. The Cisco Nexus Dashboard Insights dashboard provides immediate access to advisories
and anomalies occurring in the network.

The Advisories on the dashboard display three levels of advisory severity for switch hardware and
software in your network. It categorizes by severity and identifies software versions and hardware
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platforms to which the advisories apply. Advisories are delivered based on the detection of relevant
field notices, PSIRTSs, bugs, software, hardware, and hardening violations. Cisco Nexus Dashboard
Insights considers this information and recommends:

¥ Software or hardware upgrades to address bugs, PSIRTs, and field notices

¥ CALL TAC

¥ Cisco Recommendations

¥ Software Upgrade Path and Upgrade Impact
The main dashboard provides immediate access to anomalies occurring in the network. Anomalies
are learned deviations from the last known "good" state of a switch and are displayed by type and
severity. Anomalies include resource utilization, environmental, and interface-level errors, and are
color coded based on severity:

¥ Critical: Red

¥ Major: Orange

¥ Minor: Yellow

¥ Warning: Turquoise

¥ Information: Blue

¥ Healthy: Green
In the Anomaly Score summary area, the total nodes are displayed. Depending upon your

configuration, you may see a different display. For DCNM VXLAN sites, the breakdown shows Leaf
Nodes and Spine Nodes . For DCNM Classic sites, the breakdown shows only  Nodes.

In this page, you can also view a breakdown of anomalies by severity when you choose Anomalies
Breakdown by Severity . Next to the colored severity dots, the numbers are a count of devices at
that anomaly level. The sum of these anomaly counters will be the same as the large total count of
anomalies.

Some factors that contribute to the presence of anomalies are exceeded thresholds and excessive
rates of change.

The Dashboard tab provides the following details in tiles:
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Property

Anomalies By
Category

Advisories By
Category

Total Controllers
Total Switches

[ Critical | Moderate |
Healthy ] Devices

Advisories
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Description
Displays the number of Anomalies by their Category. Anomaly categories
include:

¥ Flows

¥ Resources

¥ Application

¥ Environmental

¥ Statistics

¥ Endpoints

¥ Connectivity Analysis

¥ Bug

Displays the number of Anomalies (internal site failures) and their
severity level. Clicking on the area shows detail fault information, such as
Node and Anomaly Score

¥ PSIRT

¥ Field Notice

¥ HW EOL

¥ SW EOL

¥ Compliance

Displays the total number of controllers in your network.
Displays the total number of switches in your network.
Displays the total number of devices determined to be in one of the
following categories:

¥ Critical Devices

¥ Moderate Devices

¥ Healthy Devices
Device counts in the higher category (Critical is highest) appear in the
displayed count. If no devices are currently in the Critical category, then
the device count of the Moderate category is displayed. If no issues are

detected in any device, then the device count of the Healthy category is
displayed.

Displays the total number of advisories delivered for software and
hardware in your network.



Property Description

Issues By Severity Displays the total number of issues (anomalies, bugs, and PSIRT notices)
delivered for software and hardware in your network.

Click any property from  Anomalies by Category  and Advisories by Category  to access the Analyze
Alerts work pane.

Node Inventory

The dashboard displays the following information of the nodes in the site.

Property Description

Anomaly Score Displays the overview of top nodes and their
anomaly scores. The anomaly scores are based
on the features that contribute to the anomaly.

Nodes Displays the total number of nodes in the site
with anomalies.

NOTE: Depending upon your DCNM

configuration, you may see a single  Nodes count
or a breakdown for Leaf Nodes and Spine
Nodes .

¥ Toggle between Anomaly Score and Firmware. Each node type display anomaly breakdown
based on the detected firmware versions instead of the breakdown by anomaly scores.

¥ Click the node number to view the details of the individual nodes.

Topology Tab

The Cisco Nexus Dashboard Insights dashboard provides access to the topology view of all the
nodes with anomalies in the site.

Click Site Dashboard > Topology tab on the right dashboard pane.

For a topology view of all the nodes with anomalies in the Site Group, in the Overview page, view
the Work pane Overview area. Click the Topology tab.

Topology displays the interconnection of the nodes in the fabric using the LLDP protocol
information. The page displays the list of nodes, node types, interface names, LLDP information
from a leaf node to another leaf node, IPN, and anomaly score on the link. In this view, you can
distinguish between a spine node, leaf node, and border leaf node with different colors and
interface names.

IPN links are spine node links connected to the IPN and are distinguished from the links connected
to the internal leaf nodes. The IPN is shown as a physical entity in the topology.

Toggle Spine nodes, Leaf nodes, and Controllers to add or remove nodes from the topology view.
Toggle each anomaly score to add or remove from the topology view.
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Use the zoom in capability to narrow down on portions of the infrastructure based on logical
constructs such as EPG, VRF, Tenant.

View, sort, and filter anomalies through the topology work pane. You can refine the displayed nodes
by the following filters:

¥ Name - Display only nodes with a specific name.
¥ VRF - Display only nodes from a specific VRF.
¥ Endpoint - Display only nodes for a specific endpoint.

¥ |P - Display only nodes for a specific IP address.
Use the operators to filter the refinement.

The anomaly score is represented by the dot in the topology. The topology view helps find the nodes
that are impacted by anomalies.

Click the node on the topology to view additional details for the node. The side panel displays
general additional anomaly details for the node.
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Topology Tab Limitations

Nodes that do not have LLDP information are not shown in the topology.

Alert Detection Timeline

The timeline displays various alerts that occurred during the entire cycle of user selected time
range. In the Overview page, in the Work pane, in the Dashboard tab, in the Alert Detection
Timeline , The graph displays the time zones when the alerts occurred. The timeline displays
anomalies and advisories The color of an anomaly or advisory is based on its severity.

For further details, see Analyze Alerts .

Alert Detection Timeline Icons

¥ The colored round dots correspond to events, faults, and audit logs for the node.

¥ Multiple rings around it in the timeline represents a group of objects. A ring by itself in the
timeline represents single object.

¥ The heart icon represents the anomalies exclusively. The blue circle indicates the currently
selected anomaly.

Top Nodes by Anomaly Score

In the Overview page, in the Work pane, in the Dashboard tab, the Top Nodes by Anomaly Score
area is displayed.

This section displays the overview of top nodes and their anomaly scores. Each node card displays
anomalies and advisories that are further broken down by categories.

Click a node card headline for the  Node Details page to display the general information, node
overview, and a table of anomalies that apply to the nodes. The Node Overview section displays the
categories of the node such as Resource Utilization, Environmental, Statistics, Flows, and Events.
Click each of these features to display specific information for the selected node.

Top Nodes by Anomaly Score View All
@ Node - FB-LEAF5 @ Node - FB-LEAF4
& Critical & Critical
Anomalies Breakdown By Category 25893 Anomalies Breakdown By Category 25098
Total Total
° (25820) ° (25024)
(61) ° (61)
. (6) (6)
(4) (4)
(1) (2)
(1) (1)
Advisories Breakdown By Category 8 Advisories Breakdown By Category 8
Total Total
. (8) ° @)

27



Anomaly Score and Anomaly Precedence

The Top Nodes by Anomalies  page summarizes anomalies based on the severity of the anomaly.

The following are examples of anomaly precedence for family of anomalies or individual
anomalies based on the severity of the anomaly:

¥ A Leaf node has a critical anomaly and another Leaf node has nine major anomalies. In this
case the Leaf node with nine major anomalies takes precedence over the Leaf node with a
critical anomaly.

¥ A node has two critical and four major anomalies and another node has two critical and three
major anomalies. It is almost always true that the node having less anomalies with high
anomaly score gets precedence over node having more anomalies with less anomaly score.

¥ A node has one anomaly with score 91 and another node has nine anomalies with score 89
each. The node with nine anomalies that consumed 89 % is in worst case than the node with
one anomaly that consumed 91%. In this case the node with nine anomalies gets the
precedence.

¥ In case a Leaf nodel and a Leaf node2 have anomaly score more than a Leaf node4. The
anomaly score for anomalies on Leaf nodel and Leaf node2 is 88, while both the anomalies on
Leaf node4 have anomaly score 81, then the Leaf node with anomaly score 88 gets precedence.

" Anomaly score for anomalies on Leaf nodel and Leaf node2 is 4"8.8 = 198668

" Anomaly score for both the anomalies on Leaf node4 is 4"8.1 + 4"8.1 = 150562

Guidelines and Limitations

¥ When the Device Connector is unclaimed from the on-premise GUI Nexus Dashboard Insights,
the Device Connector must be unclaimed from Intersight for Log CollectorOs connected TAC
functionality to work.

¥ Cisco DCNM allows network-admin and network-operator roles to assign read or write access for
specific fabrics. Cisco Nexus Dashboard Insights displays only those fabrics that are granted
permission.

¥ Nexus Dashboard Insights does not allow RBAC role on Cisco DCNM.

¥ The Telemetry Manager/Policy Gateway takes about 10 minutes to detect the site mode changes
in Cisco DCNM from managed mode to monitored mode or vice versa.

¥ To enable telemetry on monitored site through Nexus Dashboard Insights, you must first delete
all existing telemetry configurations on all the nodes in the monitored site before you enable
this site from Nexus Dashboard Insights. The telemetry then assigns the receiver IP addresses to
these nodes, which the Data Collection Setup page displays. The telemetry configuration will not
push any telemetry configurations to the nodes because they are monitored. Therefore you
have to check the receiver IP addresses from the Data Collection Setup page and must configure
the nodes manually.

¥ For flow telemetry Nexus Dashboard Insights captures the maximum anomaly score for a
particular flow, for the entire cycle of the user specified time range. This anomaly score
calculation is inconsistent with the other resources anomaly calculation.
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¥ For instances where one or more sites do not recover from disabling state, you must stop and
restart Nexus Dashboard Insights in Cisco Nexus Dashboard. This will recover the failed disable
state.

¥ The vPC domain ID for different vPC pair can not be the same across a fabric, when the Nexus
Dashboard Insights is in managed or monitored mode on Cisco Nexus Dashboard.

¥ Cisco Nexus 7000 switches support only software telemetry in default VDC. Software telemetry
fails to get enabled if the default VDC does not have modules and interfaces.

¥ You must create Layer 2 VNI Switch Virtual Interfaces on every leaf switch, Border Leaf, and
Border Gateway for Nexus Dashboard Insights flow path stitching to function and display
correct VNI information. This symmetric configuration may not be required for forwarding but
is required for Nexus Dashboard Insights to obtain the fabric information.

¥ A Switch Virtual Interface must be configured for all host-facing VLANs. This enables Nexus
Dashboard Insights to locate the corresponding VNIs irrespective of routed or bridged flows.

¥ After Cisco Nexus Dashboard reboot, it is recommended to wait until the following are complete
for the Cisco Nexus Dashboard to restore functionality:

" The Cisco Nexus Dashboard cluster displays green. Or
" The acs health CLI command displays healthy.

¥ If the oper-state of Interface and Port Channel is down before Nexus Dashboard Insights
installation, then Interface and Port Channel down anomaly will not be raised. After Nexus

Dashboard Insights installation, anomaly is captured only when the oper-state is up or down.

¥ Nexus Dashboard Insights depends only on in-band network for all communication with the
fabric and Cisco Nexus dashboard may not accurately reflect the reachability status for Nexus
Dashboard Insights.

Cisco Nexus Dashboard Insights Topology

The Nexus Dashboard Insights on Cisco DCNM supports the following topologies:

¥ Leaf switch-Spine switch for 2-HOP and 3-HOP flow telemetry correlation.

¥ Leaf switch-Spine switch-Superspine switch for 3-HOP and 4-HOP flow telemetry correlation.

The following illustration describes the Leaf switch-Spine switch topology for 2-HOP flow telemetry
correlation.
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Spine 1.1 Spine 1.m Spine 2.1 Spine 2.m

Flow 2
Telemetry --- ]
HOP Leaf 1.1 Leaf 1.n Leaf 2.1 Leaf 2.n

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow telemetry data. For example: With the flow telemetry HOP line,
the packet flows from Leaf 1.1 to Leaf 1.n are considered as 2 flow telemetry hops.

The following illustration describes the Leaf switch-Spine switch topology for 3-HOP flow telemetry
correlation.

Spine 1.1 Spine 1.m Spine 2.1 Spine 2.m

Flow
Telemetry ~------------
HOP

Flow
Telemetry ---
HOP  Leaf 1.1 Leaf 1.n Leaf 2.1 Leaf 2.n

502840

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Leaf 1.n are considered are 3 flow
telemetry hops.

The following illustration describes the Leaf switch-Spine switch-Superspine switch for 3-HOP flow
telemetry correlation.
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Superspine 1 sSuperspine x

Leaf 1.1 Leaf 1.n Leaf 2.1 Leaf 2.n

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: The packet flows from Leaf 1.1 to
Superspine-1 and then to Leaf 1.n are considered as 3 flow telemetry hops.

The following figure describes the Leaf switch-Spine switch-Superspine switch for 4-HOP flow
telemetry correlation.

Superspine 1 Superspine x

Leaf 1.1 Leaf 1.n Leaf 2.1 Leaf 2.n

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Spine 1.m to Leaf 1.n are considered as
4 flow telemetry hops.
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Supported Scenarios
The Nexus Dashboard Insights topology supports the following scenarios.
VXLAN

¥ vPC on leaf switch

¥ Border spine switch

¥ Border leaf switch

¥ IR or Multicast underlay
¥ EBGP or IBGP

¥ |Pv4 underlay

¥ |Pv4 or IPv6 overlay
Legacy/Classic LAN

¥ vPC on leaf switch

¥ IPv4 or IPv6

Supported Roles
The Nexus Dashboard Insights topology supports the following roles.
VXLAN and Classic LAN

¥ Leaf switch

¥ Border switch

¥ Access

¥ Spine switch

¥ Border spine switch

¥ Aggregation

¥ Border gateway for spine switch
¥ Superspine switch

¥ Border Superspine switch
¥ Core router

¥ Edge router

¥ Border gateway Superspine switch
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Add and Manage Sites in Site Groups and
Run Assurance Analysis

Assurance Analysis

Nexus Dashboard Insights enables you to perform assurance analysis using two methods: You can
either select and analyze sites that are part of a Site Group, or you can upload files to be part of a
Site Group and analyze them.

¥ You can select and analyze sites that are part of a Site Group.

¥ You can upload files as part of a Site Group and run assurance analysis on the uploaded files.
Select and analyze sites that are part of a Site Group

Assurance analysis involves collecting data from sites, running the analysis to create a model with
the collected data, and generating the results.

Assurance analysis provides assurance in real time. For assurance analysis of sites in Site Groups,

the data collection, model generation, and results generation are carried out simultaneously. The
collected data is analyzed immediately after collection followed by result generation. This is
repeated after a fixed time interval as specified by the user. For details, see Add a Site Group and
Run Assurance Analysis for a Site

Upload files as part of a Site Group and run assurance analysis on the uploaded files

For assurance analysis of uploaded files, a one-time assurance is provided. This assurance analysis
allows you to decouple the data collection stage from the analysis stage. The data is collected using
a Python script and the collected data is then uploaded to Nexus Dashboard Insights to provide a
one-time assurance. The collected data can also be analyzed at a later time. It enables the user to
collect the data during change management windows and then perform the analysis. For details,
see Offline Script and Upload a File to a Site Group and Configure Assurance Analysis

Add a Site Group

In this procedure, in Cisco Nexus Dashboard Insights, you add a Site Group, and you select site/s
that are available in Cisco Nexus Dashboard Insights. Before sites can be selected for a Site Group,
they must first be added in Cisco Nexus Dashboard.

Prerequisites

Before you start this procedure, the administrator for Cisco Nexus Dashboard must have completed
adding the appropriate site/s inthe  Sites area. For more details, see the Cisco Nexus Dashboard User
Guide. When this task is complete in Cisco Nexus Dashboard, click the Cisco Nexus Dashboard
Insights service from the  Services area of the Cisco Nexus Dashboard Navigation pane, and wait for
the service to load.

If there is no Site Group in Cisco Nexus Dashboard Insights already created, the No Site Group
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enabled page will be displayed when you enter the service. Click the Configure Site Group  tab,
and follow the steps below. If a Site Group is already configured when you enter Cisco Nexus
Dashboard Insights, the Overview page is displayed.

Procedure

Follow these steps to add site/s to your Site Group.

1. Inthe Overview page, at the top, choose your Site Group.
2. Click the Settings icon on the top right >  Site Groups > Manage .
/ﬁ\ .élllslélt;l Nexus Dashboard Feedback Help v admin v
InSightS ifava9 > «-- Central Dashboard Aw I @
Overview Application >
Dashboard OVGFVIeW within the IaSt 2 hours N7 Manage Site Groups > ¢
Integrations >
% Bl Dashboard Topology ’
) Nodes
3. Inthe Manage Site Groups page, click Add New Site Group
4. In the Add New Site Group dialog box General area, add the name and description for your
Site Group.
5. In the Configuration area, in the Data Collection Type area, choose Add Site(s) . This will
enable you to choose the sites that you want to add to this Site Group.
6. Inthe Entity area, click Select Member
7. From the Select a Site dialog box, choose the appropriate site, and click Select. To add
additional sites in the Site Group, repeat this step.
8. In the Add New Site Group dialog box, click the check mark to complete the task, and click
Save. The site/s are added in the Site Group.
To run Assurance Analysis for your Site Group, after adding a Site to a Site Group, see Run

Assurance Analysis for a Site .

Run Assurance Analysis for a Site

Prerequisites

The site/s are added in the Site Group. For details see  Add a Site Group .

Procedure

Follow these steps to run Assurance Analysis for your Site Group.

1

2.
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3. Inthe Configure Site Group  page, perform the following actions:
a. Click the Assurance Analysis tab, click the pencil/edit icon.

b. In the Configuration dialog box, set the State field to Enabled , to enable the Assurance
Analysis.

c. Specify the appropriate Analysis start time, the repeat frequency of the analysis cycle, and
when you want the analysis to end. Click  Save.

4. In the Configure Site Group  page, you can see your site, and the State displays that your
Assurance Analysis is enabled.

In the Assurance Analysis tab, if there is no other analysis currently running for a
site, you have the option to click the ~ Run Now button for that site to run a one-
time instant analysis.

Offline Script

In the Cisco Nexus Dashboard Insights Overview page, click the Settings icon > Download Offline
Collection Script  to download the Python script. Run the downloaded script to collect the data for
assurance.

The following items are provided in the Offline Script:

¥ Data Collection Script for Assurance Analysis
¥ Alert Rules Migration Script
¥ Compliance Requirements Migration Script

¥ Script to display PSIRTSs, Field Notices, and EOL advisories for offline sites

Data Collection Script for Assurance Analysis

The Nexus Dashboard Insights data collection script is a Python script that polls the Cisco APIC and
Cisco DCNM clusters for a series of REST API and CLI calls. The Nexus Dashboard Insights data
collection script for DCNM supports only out-of-band management connectivity. For information
about the REST API calls and CLI calls, see the readme.md file that is included with the script.

See the readme.md file for information on the Python dependencies and the process to install the
dependencies in a virtual environment. The readme.md file provides the complete list of objects
and show commands collected from the Cisco DCNM, spine switches, and leaf switches. The
readme.md file is available inside the same zip file with the script file. The script is downloadable
directly from the Nexus Dashboard Insights Settings icon.
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The workstation on which the script is being launched must have out-of-band management
connectivity to the Cisco ACI and Cisco DCNM clusters. Make sure that every node in the Cisco
DCNM fabric has an out-of-band management IP address configured. Make sure that the firewall
does not block HTTPS (for using the REST API) and SSH. Make sure that the proxy settings are
properly set to allow HTTPS connections.

The readme.md file provides the syntax for using the script. By default, the script will run 3
iterations of the data collection at a 3 minute interval between iterations, although you can specify

the number of iterations by using the -iterations  option. The total expected collection time ranges
between 18 to 20 minutes from start to finish for 3 snapshots for a fabric with around 20 leaf
switches. Larger fabrics will take longer time depending on complexity of the configuration and
scale of the fabric.

Alert Rules Migration Script

This script is to migrate the Event Rules in Cisco Network Assurance Engine (Cisco NAE) release 5.1
to Alert Rules in Cisco Nexus Dashboard Insights, release 6.0.1. You will require the exported
configuration file and the Assurance group name from the Cisco NAE setup to run this script.

Compliance Requirements Migration Script

This script is to migrate the compliance requirements from Cisco Network Assurance Engine (Cisco
NAE) release 5.1 to a given site group in Cisco Nexus Dashboard Insights, release 6.0.1. You will
need the exported configuration file from Cisco NAE 5.1 setup to run this script.

Script to display PSIRTSs, Field Notices, and EOL advisories for offline sites

This script is to display PSIRTSs, Field Notices, and EOL advisories for offline sites. It also displays
Cisco Recommended Version for offline sites.

After you upload a file to a Site Group, select the Site Group or site. See [Upload a File to a Site
Group and Run Assurance Analysis] . The PSIRTSs, Field Notices, and EOL advisories are displayed in
the Overview Page in the Advisories Breakdown area.

To view the Cisco Recommended Version for offline sites, navigate to the Nodes page. In the Nodes
table, hover around the orange triangle icon to view the Cisco Recommended Version for the node.

Anomaly Score Node Model Role Type Serial Last Reboot Time Firmware

& Critical g?'_zl?;j;’]ﬂ NSK-C9336PQ Spine Spine SAL184TAVGN OA:; ;9122?32 J ey 14.2(4n),
@ Ciitical g?ﬁ?;j;g}ea NIK-CI316D-GX Spine Spine FDO23300GUG 00; ‘3;83?; ;7 " 15.2(3¢)
@ Ciitical ;?ﬁg;\sgé”m NIK-CI364C Spine Spine FDO21520XZJ 8;‘3;82?;; - 15.2(3¢)
@ Ciitical g‘gﬁg}l\'i'g NIK-CI3180YC-FX Leaf Remote Leaf FDO22152M56 33.6:‘316{.34%1?:715 o 15.2(3¢)
$ Critical ;‘?’EIE;\';?S NOK-CI3180YC-EX  Leaf Border Leaf FDO2049171Y (0);‘2?5?:(;8 o 15.2(3¢)
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Upload a File to a Site Group and Configure Assurance
Analysis

In this procedure, in Cisco Nexus Dashboard Insights, you add a Site Group, and you upload files of
Data Collection Type Upload File to the Site Group. Then you run Assurance Analysis for your Site
Group.

Prerequisites
If required, download the Python script to collect the data for assurance.

In the Cisco Nexus Dashboard Insights Overview page, click the Settings icon > Download Offline
Collection Script  to download the Python script. Run the downloaded script to collect the data for
assurance.

/ﬁ\ .éllls.élc;. Nexus Dashboard Feedback Help v admin v ‘
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Overview

Dashboard

Q. Explore
Dashboard Topology Setup

) Nodes

About

The python offline data collection script is only supported on Mac OS or CentosOS.
Running the script from a Windows server will result in an error and Cisco Nexus
Dashboard Insights will indicate that the APIC version is unsupported.

Use the following procedure to upload a file to a Site Group and run Assurance Analysis. This
Assurance Analysis will be a point-in-time snapshot based analysis. To perform an Assurance
Analysis on an uploaded file, create a Site Group first. Then upload and associate the file containing
data with the Site Group.

I As you have uploaded the file in Cisco Nexus Dashboard Insights, the Cisco Nexus
. Dashboard Site Manager will not be aware of such a file.

Upload a file containing your collected data and associate it with a Site Group.

If there are no Site Groups in the Cisco Nexus Dashboard Insights service already created, the No
Site Group enabled page will be displayed when you enter the service. Click the Configure Site
Group tab, and follow the steps below. If a Site Group is already configured when you enter the
Cisco Nexus Dashboard Insights service, the Overview page is displayed.

Follow these steps to add a file to your Site Group.

1. Click the Settings icon on the top right >  Site Groups > Manage .
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2. Inthe Manage Site Groups page, click Add New Site Group

3. In the Add New Site Group dialog box General area, add the name and description for your
Site Group.

4. In the Configuration area, in the Data Collection Type area, choose Upload File . This will
enable you to upload the file that you want to add to this Site Group.

5. In the Site field, add a name.

6. Select or drag and drop a file in the  Select a file or drag and drop it in here area. Accepted
files are .gz.

7. Click Save. The file is added in the Site Group.
Follow these steps to run Assurance Analysis for your Site Group.

1. Inthe Overview page, at the top, choose your Site Group.
2. Click the Actions menu next to the selected Site Group, and choose Configure Site Group

3. In the Configure Site Group  page, General tab, under Sites, verify that the Collection Status
for your file is enabled.

4. Click the Assurance Analysis tab, locate your uploaded file, and click the Run Offline Analysis
tab to run a one-time instant analysis.

5. After the analysis is completed, in the  Overview page, in the Alert Detection Timeline area,
choose the snapshot time when the data in the uploaded file was collected.

The snapshot should be added for when the data in the uploaded file was collected
and not when the analysis was run on the uploaded file.

6. Click Apply to view the Alerts.

Guidelines and Limitations for Configuring Assurance
Analysis for Site Groups

¥ Cisco Nexus Dashboard Insights supports ACI and DCNM fabrics simultaneously. However, only
homogenous fabric types are supported for addition to Site Groups. In a single Site Group, only
a single site type is supported. You cannot combine ACI and DCNM sites in a Site Group.

¥ To add additional sites to the Site Group, you must first add the site in Cisco Nexus Dashboard
Site Manager . Then you can enable them in the Site Group.

¥ If you take the Assurance Analysis from a Site Group and export the raw data set to upload a file
to a Site Group, the uploaded file Assurance Analysis will only generate assurance related

38



anomalies.

¥ Currently, if you begin an Assurance Analysis for an uploaded file site in Cisco Nexus Dashboard
Insights, you can simultaneously continue to run the Assurance Analysis for sites that are
already in progress. They will all run without any disruption to the behavior.

¥ If there are multiple files in a Site Group, choose a specific site and run Assurance Analysis on
that site. For uploaded files, you must run Assurance Analysis on demand. You can run the
Assurance Analysis multiple times, although it will be on the same data.

¥ For Assurance Analysis for uploaded files, when you upload a file in a specific Site Group, you
cannot associate that file with another Site Group.

¥ Alert Rules are valid in Assurance Analysis for uploaded files.

¥ In the Configure Site Group > Assurance Analysis page, the default frequency rate is set to

run at every 15 minutes. If you observe that the jobs you have scheduled are queuing up, or the
frequency is set to a time that is less than the time it takes to complete the jobs, then make the
following adjustments to your jobs: Increase the frequency interval time so that the jobs do not
overlap and the scheduler is able to complete one job before the next job is added to the
scheduler queue. It is recommended that you set the frequency rate at 30 minutes.

Manage Site Groups

This section describes how to edit or delete sites from a Site Group and Integrations.

Edit a Site in a Site Group
To edit a site in a site group, perform the following actions:

1. Inthe Overview page, at the top, choose your Site Group.

2. Click the Settings icon on the top right >  Site Groups > Manage .

3. In the Manage Site Groups page, Site Groups tab, click the Actions menu associated with the

site you want to edit, and choose Edit .
4. In the Edit Site Group page, modify the site, and click Save to save your edits.
Delete a Site from a Site Group
To delete a site from a site group, perform the following actions:

1. Inthe Overview page, at the top, choose your Site Group.

2. Click the Settings icon on the top right >  Site Groups > Manage .

3. Inthe Manage Site Groups page, Site Groups tab, click the Actions menu to the right of the site

you want to edit, and select Edit .

4. In the Edit Site Group dialog box, click the x to the right of the site you want to edit, and click

Save to delete the site.

Alternatively, you can delete a site from a site group as follows.
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1. Inthe Overview page, click the Actions menu next to the selected Site Group name, and choose
Configure Site Group

2. Inthe General tab, click Edit Site Group

3. Click the x to the right of the site you want to edit, and click Save to delete the site.

If the site you want to delete is the last site in a Site Group, then you must delete
| the entire Site Group as there is a restriction that all Site Groups must contain at
least one site.

Delete the Last Site from a Site Group

To delete a Site Group and the last site in it, perform the following actions:

1. Inthe Overview page, at the top, choose your Site Group.

2. Click the Settings icon on the top right >  Site Groups > Manage .

3. In the Manage Site Groups page, Site Groups tab, click the Actions menu associated with the
site you want to delete, and choose Delete .

This deletes the Site Group and the last remaining site in it.

If you want to perform a corrective action after the site is removed, and you want to add the site
back, follow the steps to add a site in Nexus Dashboard Insights.

Delete an Uploaded File from a Site Group

To delete an uploaded file and the associated site from a site group, perform the following actions:

1. Inthe Overview page, choose you Site Group.
2. Click the Actions menu next to your Site Group >  Configure Site Group
3. Inthe Configure Site Group  page, click the File Management tab.

4. Click the delete icon to the right of the site you want to delete.

When you delete an uploaded file from a Site Group, you delete the uploaded file
and also remove the associated site.

Integrations

For details about Integrations, see the following section.

¥ About AppDynamics Integration
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Configure Site Groups

Bug Scan

The Bug Scan feature enables you to schedule a bug scan or run an on-demand bug scan on your
network. Nexus Dashboard Insights collects technical support information from all the nodes and

runs them against known set of signatures, and flags the corresponding defects and PSIRTs. Nexus
Dashboard Insights also generates advisories for PSIRTs and anomalies for defects. See Analyze
Alerts for more information.

This feature allows you to choose a site containing the nodes from which to collect telemetry data.

If the CPU and memory usage is below the set threshold then the tech support logs are collected and
the scheduled bug scan is carried out for the nodes. If the CPU and memory usage is above the set
threshold, the nodes are excluded from the scheduled bug scan.

In case the site is not configured properly to communicate with the device, Nexus Dashboard
Insights notifies the following:

¥ The device is not configured for node interaction.

¥ You can not run on-demand bug scan job on the device.

¥ Nexus Dashboard Insights cannot connect to the device.

If the node interaction is not healthy on the device, you cannot select the device for bug scan to
collect logs. The device cannot be selected to configure a job.

Default Bug Scan

When Nexus Dashboard Insights is installed, the service runs a default bug scan per site. When the
site is enabled in Nexus Dashboard Insights, the default schedule and frequency of the bug scan is
enabled. You can edit the default schedule of the bug scan.

The default bug scan and best practices follow the following schedule.

1. When the first site is added to Nexus Dashboard Insights, default bug scan is scheduled for once
a week starting the closest Monday at 12 AM GMT. Default best practices is scheduled for once a
day starting at Monday 5 AM (5 hours after the bug scan job).

2. When a new site is added to Nexus Dashboard Insights, default bug scan is scheduled for once a
week starting 6 hours after the previous default time. The schedule will loop back to Monday at
12 AM at 28 sites. Default best practices is scheduled daily at the time 5 hours after the bug scan
time. The schedule will loop back running daily at 5 AM for every 5 sites.

Table 2. Example

Site Number Bug Scan Schedule Best Practices Schedule
Site 1 Once a week starting Monday at  Once a day starting at 5 AM
12 AM (12+5)
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Site Number Bug Scan Schedule Best Practices Schedule

Site 2 Once a week starting the closest Once a day starting at 11 AM
Monday at 6 AM (6+5)

Site 3 Once a week starting Monday at  Once a day starting at 5 PM
12 PM (12+5)

Site 4 Once a week starting Monday at  Once a day starting at 11 PM
6 PM (6+5)

Site 5 Once a week starting Tuesday at Once a day starting at 5 AM
12 AM (12+5)

Guidelines and Limitations

¥ The recommended time interval for scheduling a bug scan is dependent on the load on the Cisco
Nexus Dashboards, the number of nodes in a site, and tech support file size. We recommend to
run the bug scan run on 100 nodes over a 24 hour period.

For example, if there are multiple sites such as sitel with 100 nodes, site2, site3, site4, and site5
with 25 nodes each, bug scan can be scheduled for sitel on alternate days, say at 12:00 AM. Rest
of the sites, adding up to 100, can also be scheduled together for alternate days, but not on the
same day as the sitel. Since site2, site3, site4 and site5 each have 25 nodes and add to 100, the
bug scan could be staggered and scheduled every 6 hours starting at 12 AM. So, based on above,
the schedule could look like:

Day 1
" sitel at 12:00 AM
Day 2

" site2 at 12:00 AM
" site3 at 6:00 AM
" site4 at 12:00 PM
" siteb at 6:00 PM

You can measure the time taken by each site and a schedule bug scan accordingly with some
buffer time for each site.

¥ The status of the bug scan is displayed as unavailable after updating the frequency of the
schedule.

¥ If a bug scan job is running, and another bug scan job is scheduled, the second bug scan job will
fail.

Schedule Bug Scan

Use this procedure to schedule a bug scan.

42



Procedure

(=Y

From the Site Group menu, select a Site Group or site.
From the Actions menu next to the Site Group, choose Configure Site Group > Bug Scan to

schedule a bug scan on the selected sites.

The Bug Scan page appears. By default, bug scan is enabled for a site. The  General table
displays all the sites.
Click / to schedule a bug scan job for the selected site.
Complete the following fields.
a. Select Enabled to enable a bug scan.
b. Select the Start Time, Frequency, and End Time.
c. Click Save.

d. Click Scan Now

If the CPU and memory is above 65%, the nodes are excluded from the bug

scan.

The History table displays bug scan job information such as site name, status, type, nodes, start
and end time.

. Click the job in the table for the side pane to display additional job details.
. Click the 7 iconto display Bug Scan status page.

. (Optional) Select an In Progress job and click  Stop to stop a job.

On-Demand Bug Scan

Use this procedure to run an on-demand bug scan.

Procedure

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose  Configure Site Group > Bug Scan to run
an on-demand bug scan on the selected sites.
The Bug Scan page appears. By default, bug scan is enabled for a site.

3. The General table displays all the sites. Select a site and click  Scan Now .
The History table displays bug scan job information such as site name, status, type, nodes, start
and end time.

4. Click the job in the table for the side pane to display additional job details.

5. Click the 7 icon to display Bug Scan status page.

43



6. (Optional) Select an In Progress job and click  Stop to stop a job.

Best Practices

You can schedule or run a Best Practices job on your network. Nexus Dashboard Insights collects
technical support information from the site and runs them against known set of signatures and
then flags the defects that are not compliant. Nexus Dashboard Insights also generates an anomaly
list for the customer. See Analyze Alerts for more information.

When the Nexus Dashboard Insights is installed, the service runs a default best practice job per site.
When the site is enabled in Nexus Dashboard Insights, the default schedule and frequency of the
best practice is enabled. You can edit the default schedule of the best practices job.

SeeDefault Bug Scan for information about schedule.

Schedule Best Practice

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose  Configure Site Group > Best Practice .
The Best Practices page appears. By default, best practice is enabled for a site. The General
table displays all the sites.

Click /" to schedule a best practice job for the selected site.

Select the Start Time, Repeat Every, End On, End Date.

Click Save.

Click Scan Now .

N o g M ®

The History table displays best practice job information such as site name, status, type, nodes,
start and end time.

8. Click the job in the table for the side pane to display additional job details.
9. Click the =7 icon to display Best Practice status page.

10. (Optional) Select an In Progress job and click  Stop to stop a job.

On-Demand Best Practice

Use this procedure to run an on-demand best practice.

Procedure

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose  Configure Site Group > Best Practice to
run an on-demand best practice on the selected sites.

The Best Practice page appears. By default, best practice is enabled for a site.
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3. The General table displays all the sites. Select a site and click  Scan Now .

The History table displays best practice job information such as site name, status, type, nodes,
start and end time.

4. Click the job in the table for the side pane to display additional job details.

5. Click the 7 icon to display Best Practice status page.

6. (Optional) Select an In Progress job and click  Stop to stop a job.

Export Data

The Export Data feature enables you to export the data collected by Nexus Dashboard Insights
over Kafka and Email. Nexus Dashboard Insights produces data such as advisories, anomalies,
audit logs, faults, statistical data, risk and conformance reports. When you import a Kafka broker,

all the data is written as a topic.

Additionally, you can configure an email scheduler to specify the data and the frequency with
which you want to receive the information in an email.

Cisco Intersight is used for email notifications. See  About Device Connector for more information.

Risk and Conformance Report

Starting from release 6.0.2, Risk and Conformance reports are scheduled to be generated everyday
for each site, and you can subscribe to the latest reports by configuring an email scheduler. See
Configure Email .

Risk and Conformance reports provides the status of the overall inventory for a site, including
software release, hardware platform, and a combination of software and hardware conformance.

Risk and Conformance report contains the following information:

¥ Time stamp specified in the email scheduler
¥ Applicable site

¥ Frequency specified in the email scheduler
¥ Classification of devices into severities

¥ Node name

¥ Software and hardware conformance status
¥ Serial number

¥ IP address

¥ Software version

¥ Hardware model

¥ Software and hardware EOL date

The Risk and Conformance report also contains a detailed list of software and hardware
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components. For hardware components, modules such as switch, line card, fan, and power supply
unit are also listed.

In a Risk and Conformance report, devices are classified into the following 3 severities based on the
software release or hardware platform EOL dates. The severities include:

¥ Critical: EOL date is less than 3 months from today
¥ Warning: EOL date is between 3 months and 9 months from today

¥ Healthy: EOL date is more than 9 months from today or EOL is not announced

The End of SW Maintenance Releases Date in the End-of-Sale and End-of-Life
Announcement is used as reference milestone to classify the inventory into a
category of Critical, Warning, or Healthy.

Intersight connectivity is required to receive the reports via email.

Example of Risk and Conformance report for software

Notification Period:
9 Dec 2021, 07:15AM UTC to 10 Dec 2021, 07:15AM UTC

Configured on Site dcnm-32 to be sent everyday.

Software Risk Conformance

4Critical 0 Warning 1 Healthy

Critical (EOL less than 90 days from now)

Node Name Serial IP Software Version EOL Date

N9k-Sp1l FDO222336L7 10.1(2) 2021-12-20
N9k-Sp2 FD02223366G 10.1(2) 2021-12-20
N9k-ToR1 FD0O222009TT 10.1(2) 2021-12-20
N9k-ToR2 FD0222204CV 10.1(2) 2021-12-20

Warning (EOL between 90 days and 249 from now)

Node Name Serial IP Software Version EOL Date

Example of Risk and Conformance report for hardware
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