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New and Changed Information
The following table provides an overview of the significant changes up to the current release. The
table does not provide an exhaustive list of all changes or of the new features up to this release.

Table 1. New Features and Changed Behavior in the Cisco Nexus Dashboard Insights

Feature Description Release Where Documented

Cisco Nexus Dashboard
Insights Setup

Setup the service after
installation including
how to add a Site
Group, Day 0 setup, and
Day N setup.

6.0.1 Cisco Nexus Dashboard
Insights Setup

Add Sites or Upload
Files to Site Groups and
Run Assurance Analysis

Add and manage sites
in Site Groups and run
Assurance Analysis for
a site and for uploaded
files.

6.0.1 Add and Manage Sites
in Site Groups and Run
Assurance Analysis

Explore Discover assets and
their object
associations in an easy-
to-consume natural
language query format.

6.0.1 Explore

Delta Analysis Analyze the difference
in the policy, run time
state, and the health of
the network between
two snapshots.

6.0.1 Delta Analysis

Analyze Alerts View Anomalies and
Advisories generated
by Nexus Dashboard
Insights. Nexus
Dashboard Insights can
proactively detect
different types of
anomalies throughout
the network and root
cause the anomalies.

6.0.1 Analyze Alerts

Alert Rules Acknowledge all new
detected anomalies that
match the criteria and
adjust the anomaly
score accordingly.

6.0.1 Alert Rules
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Feature Description Release Where Documented

Import and Export of
Configurations

Import and export
certain configurations
in Nexus Dashboard
Insights.

6.0.1 Import and Export of
Configurations

Central Dashboard View an overview of
the Site Groups
available in the multi-
cluster setup, and the
alerts (anomalies and
advisories) associated
with the Site Groups.

6.0.1 Central Dashboard

Netflow Determine information
such as source,
destination, class of
service, and causes of
congestion by
configuring Netflow to
monitor packets on the
interface and provide
telemetry data.

6.0.1 Netflow

Netflow Determine information
such as source,
destination, class of
service, and causes of
congestion by
configuring Netflow to
monitor packets on the
interface and provide
telemetry data.

6.0.1 Netflow

sFlow sFlow provides the
visibility to enable
performance
optimization, an
accounting and billing
for usage, and defense
against security threats.

6.0.1 Netflow

Flow Telemetry See the switches in the
flow with the help of
flow table exports from
the nodes. All flows are
monitored as a
consolidated view in a
unified pipeline for
your site.

6.0.1 Flow Telemetry
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Feature Description Release Where Documented

Kafka and Email
support

Export data collected
by Nexus Dashboard
Insights over Kafka and
Email.

6.0.1 Export Data

Endpoints In this release, support
to search for deleted IP
addresses is available.
Filtering by hostname
is also supported as a
Beta feature.

6.0.1 Endpoints

Interfaces
enhancements

With this release, SVIs
are supported in
addition to physical
ports, port channels,
and vPCs . For vPC
interface, logical
neighbors information
is displayed.

6.0.1 Interfaces

Log Collector
enhancements

Collect and upload the
logs for the devices in
your network to Cisco
Intersight Cloud.

6.0.1 Log Collector

Firmware Update
Analysis

Suggests an upgrade
path to a recommended
software version and
determines the
potential impact of
upgrade impact. It also
helps with the pre-
upgrade and post-
upgrade validation
checks.

6.0.1 Firmware Update
Analysis

Beta feature-DNS
Integration

Use DNS Integration to
enable the name
resolution feature to
telemetry data.

6.0.1 About DNS Integration

This document is available from your Nexus Insights GUI as well as online at www.cisco.com. For
the latest version of this document, visit Cisco Nexus Insights Documentation .
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Cisco Nexus Dashboard Insights Setup

About Cisco Nexus Dashboard Insights
Cisco Nexus Dashboard Insights ( Nexus Dashboard Insights ) is a real-time monitoring and
analytics service.

Cisco Nexus Dashboard Insights Components
The Cisco Nexus Dashboard Insights (Nexus Dashboard Insights) monitors a data center network
and pinpoints issues that can be addressed to maintain availability and reduce surprise outages.
Nexus Dashboard InsightsÕs understanding of your network allows it to provide proactive advice
with a focus on maintaining availability and alerting customers about potential issues that can
impact up-time.

Nexus Dashboard Insights provides log collection functionalities which are useful when working
with Cisco TAC. It provides a way for Cisco customers to collect tech support across multiple devices
and upload those tech supports to Cisco Intersight Cloud. Additionally, it enables capability for Cisco
TAC teams to collect technical support on demand for a particular device.

A DCNM site is comprised of a fabric running NX-OS that is either fully managed or only monitored
by DCNM. All of the switches in the fabric can be analyzed as a part of the site. With a NX-OS based
fabric, the fabric could be a DCNM managed fabric or it could be configured using other means
such as CLI, Ansible, or any other configuration automation mechanism. For fabrics not using
DCNM for configuration management, DCNM must be installed and the fabric must be discovered
in read-only or monitor mode. Nexus Dashboard Insights uses DCNM for topology discovery and to
identify the role of the switch in the fabric. A Site Group is a logical entity that can contain a single
site or multiple sites.

Nexus Dashboard Insights consists of the following components:

¥ Explore-Allows you to discover assets and their object associations in an easy-to-consume
natural language query format.

¥ Configure Site GroupÑSettings to configure flows and schedule jobs to collect software
telemetry and flow telemetry data.

! Bug ScanÑProvides access to configure, schedule, on-demand bug scan that runs for a
selected site. Bug Scan generates system anomalies and alerts that are critical for a
particular node on the site.

! Best PracticesÑProvides access to configure, schedule, on-demand compliance job that runs
for a selected site. The compliance job collects technical support information and runs them
against known set of signatures and then flags the defects that are not compliant.

! Assurance Analysis-Provides assurance in real time. For assurance analysis of sites in Site
Groups, the data collection, model generation, and results generation are carried out
simultaneously.

! Export DataÑEnables you to export data collected by Nexus Dashboard Insights over Kafka
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and Email.

! FlowsÑManage flow configuration rules on the site enabled on Nexus Dashboard Insights.

! Alert Rules-Enables you to acknowledge all new detected anomalies that match a criteria
and adjust the anomaly score accordingly.

! Compliance Requirement-This feature is currently not supported.

! Collection StatusÑDisplays the node capabilities and collection status of the nodes for the
features that are supported and not supported.

¥ Third Party IntegrationsÑProvides access to onboard a AppDynamics Controller on to the
Nexus Dashboard Insights.

¥ Export DataÑStreams the data collected from Nexus Dashboard Insights through a Kafka
exporter to send the summary of the data in an email.

¥ NodesÑProvides various ways of viewing the behavior of the nodes based on Resource
Utilization, Environmental, Statistics, Endpoints, and Flows.

¥ Analyze AlertsÑAccess to total advisories, notices, PSIRTs, hardware, software, and hardening
check advisories applicable to your network.

! Anomalies-Anomalies consists of anomalies raised for resource utilization, environmental
issues, interface and routing protocol issues, flows, endpoints, events, adding sites and
uploading files for assurance analysis, compliance, change analysis, and static analysis.

! Advisories-Advisories consists of relevant impact due to field notice, EOL/EOS of software
and hardware, PSIRTs at a node level and compliance.

" Field NoticesÑNotices such as end-of-life notices for switch hardware and software.

" PSIRTsÑProduct Security Incident Response Team notices that display three levels of
advisory severity for switch hardware and software in your network.

¥ Troubleshoot

! Delta Analysis-Delta analysis enables you to analyze the difference in the policy, run time
state, and the health of the network between two snapshots.

! Log CollectorÑCollect and upload the logs for devices in your network to Cisco Intersight
Cloud. Enables Cisco TAC to trigger on-demand collection of logs for user devices on the site
and pull the logs from Cisco Intersight Cloud.

! Connectivity AnalysisÑThe connectivity analysis job traces all possible forwarding paths for
a given flow, isolates offending nodes in the network for a given flow, and helps
troubleshoot to narrow down the root cause of the issue.

¥ Change Management

! Firmware Update Analysis-This feature suggests an upgrade path to a recommended
software version and determines the potential impact of the upgrade. It also helps with the
pre-upgrade and post-upgrade validation checks.

Add a Site on Cisco Nexus Dashboard
Use this procedure to add a site in Cisco Nexus Dashboard using the GUI. Any services installed in
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Cisco Nexus Dashboard can access the added sites.

See Cisco Dashboard User Guide  for more information.

Before you begin

¥ You have installed and configured the Cisco Nexus Dashboard.

¥ You must have administrator credentials to add a site on Cisco Nexus Dashboard.

¥ You have configured fabric connectivity. See Cisco Nexus Dashboard User Guide  for more
information.

Procedure

1. Log in to the Cisco Nexus Dashboard GUI with admin privileges.

2. Click Sites  in the left Navigation pane.

3. In the Sites  page, click Add Site .

4. In the Add Site  page, in the Site Type  field, choose DCNM  and perform the following actions.

5. In the Host Name/IP Address  field, add the in-band IP address used to communicate with the
site controller.

6. In the User Name  and Password  fields, add the values used to manage the site. As admin with
read-write privileges, enter your DCNM username and password values.

7. (Optional) If you leave the Login Domain  field empty, the siteÕs local login is used.

8. In the Sites in DCNM  area, click Select Sites  to select the DCNM fabrics managed by the
controller you provided. Any services installed in Cisco Nexus Dashboard can access the added
sites.

9. Select the site and click Select . You can select multiple sites.

10. In the Site Type  field, click Add . You can view the new site in the Sites  page.

11. (Optional) In the Sites  table, if required, you can click the edit icon to modify the site name. The
site name must be unique. To add multiple sites from another Cisco DCNM, repeat the above
steps.

12. (Optional) Click on the Geographical Location map to specify where the site is located.

13. Continue with the installation of Cisco Nexus Dashboard Insights in Cisco Nexus Dashboard
using the GUI.

Setting Up Cisco Nexus Dashboard Insights
Use the following task to complete the initial setup of Cisco Nexus Dashboard Insights.

! Site Groups is a logical entity that can contain a single site or multiple sites. All
sites within a Site Group must be of the same type.
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Before you begin

¥ You have installed the Cisco Nexus Dashboard Insights service.

¥ The appropriate sites are added in Cisco Nexus Dashboard.

Procedure

1. In the Cisco Nexus Dashboard Insights service page, in the LetÕs Configure the Basics  page, in
the Site Groups Setup  area, click Configure .

2. In the Site Groups Setup  page, click Add New Site Group .

3. In the Add New Site Group  dialog box, General  area, in the Name  field, enter a name for the
Site Group.

! A Site Group name must be unique in the Cisco Nexus Dashboard Insights
service.

4. In the Configuration  area, click Add Site(s) , and in the Entity  area, click Add Member .

5. Click Select Member .

6. Click the Select a Site  dialog box, to view the discovered sites that are listed.

7. In the Add New Site Group  dialog box, Configuration  area, choose Add Site .

8. Choose the appropriate site, and click Select  to add the site.

9. In the Add New Site Group  dialog box, Status  field, choose the appropriate status to enable or
disable the site.

10. Click the Configure  link for your site.

11. In the Configuration  dialog box, in the General Configuration  area, enter values for the
Username  and Password  fields.

! You must have admin read/write privileges to perform these actions. Enter
your DCNM username and password values.

12. Check the checkmark for your site when done. Click Save.

13. In the in the Site Groups Setup  page, click Done .

The site is enabled in the Configure Site Group  > General  tab. This completes the initial setup.

! A site must be enabled to perform further configurations or to enable other tasks
in the service.

Cisco Nexus Dashboard Insights Configuring the
Basics for Day 0 Setup
If you are performing the setup in Cisco Nexus Dashboard Insights for the very first time, then
follow the steps in this section after your initial setup for Cisco Nexus Dashboard Insights is
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complete.

1. When you launch Nexus Dashboard Insights, in the No Site Groups enabled  area, click
Configure Site Groups .

2. In the Nexus Dashboard Insights Prerequisites  dialog box, verify that you have configured
the required mandatory settings.

If you need help configuring these settings, refer to the documentation links:

a. NTP Configuration for Cisco DCNM Cisco DCNM NTP/PTP Configuration Documentation

b. In-Band Site Configuration for Cisco DCNM Cisco DCNM In-band Configuration Documentation

c. Check the check box for I have reviewed and addressed the prerequisites for Cisco Nexus
Dashboard Insights , and click LetÕs Get Started .

3. In the LetÕs Configure the Basics  page, in the Site Groups Setup  area, click Configure , and
verify your site group is displayed as expected.
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4. In the Site Groups Setup  area, click Add New Site Group .

5. In the Add New Site Group  dialog box General  area, add the name and description for your
Site Group.

6. In the Configuration  area, in the Data Collection Type  area, choose Add Site(s) . This will
enable you to choose the sites that you want to add to this Site Group.

7. In the Entity  area, click Add Member  and then click Select Member .
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8. From the Select a Site  dialog box, choose the appropriate site, and click Select .

In the Add New Site Group  dialog box, the site that you just added displays in the Entity  area
table.

9. In the Configuration  column, click Configure .

10. In the Configure  dialog box, in the General Configuration  area, perform the following tasks:

a. In the Fabric Type  field, select the appropriate option. The options are Classic  or VXLAN .

b. In the Loopback  field, enter the loopback configured on the switches that provide
connectivity to the Cisco Nexus Dashboard in-band IP address.

c. In the VRF field, enter the VRF name associated with the loopback interfaces. This is the VRF
that provides connectivity to the Cisco Nexus Dashboard in-band IP addresses.

d. In the Username  and Password  fields, as an admin with read/write privileges, enter your
DCNM username and password.
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11. In the Default LAN Credentials  area, in the Username  and Password  fields, as admin for the
switches, enter your LAN username and LAN password.

! Add switches to the list and specify their credentials below only if the switch
credentials do not match the default credentials provided above.

12. In the Switch Credentials to Override the Default Configuration  area, click Add Switch
Credential  and add the following information for the appropriate switches in the Switch
Credentials  area.

a. In the Switch Name  field, enter the name for the switch.

b. In the Switch IP  field, enter the IP address for the switch.

c. In the Switch Username  field, enter the username for the switch.

d. In the Switch Password  field, enter the password.

e. Check the check mark to complete to add your entries, and add additional switches as
appropriate.

13. Click Save.

14. In the Add New Site Group  dialog box, in the Status  column for your site, select Enable .

15. Check the check mark for your site to complete the configuration.

To add additional sites in the Site Group, repeat the earlier set of steps starting by clicking Add
Member  in the Entity  area.

16. Click Save.

The site/s are added in the Site Group.

17. In the Site Groups Setup  area, click Done .

18. In the LetÕs Configure the Basics  page, click Done .

To enable and configure site group tabs, continue with the following task.

Enabling or Configuring Site Group Tabs

In the Overview  page, at the top, choose your Site Group. Click the Actions menu next to it and
choose Configure Site Group . In the Configure Site Group  page, enable or configure the relevant
features listed by tabs. You do not have to follow a sequential order to proceed with these tasks. You
can perform/enable the tasks in any order.

¥ General  tab: Site Group details are provided here including the site group name, data collection
type and such. Site details related to sites that are in the site group are also listed here with
details related to Collection Status, Configuration Status, Node Status, and Type.

¥ Bug Scan  tab: For details, see Bug Scan.

¥ Best Practices  tab: For details, see Best Practices .

¥ Assurance Analysis  tab: For details about running Assurance Analysis on Site Groups
containing sites or uploaded files, see Add a Site Group  and Run Assurance Analysis for a Site
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and Upload a File to a Site Group and Configure Assurance Analysis .

¥ Export Data  tab: For details, see Export Data .

¥ Flows  tab: For details, see Flows .

¥ Alert Rules  tab: For details, see Alert Rules .

¥ Collection Status  tab: Telemetry data displaying a status check is displayed here such as Site
Name, Node, Resource, Environmental, Statistics, Flows, Endpoints, Events. See the following
example page.

Cisco Nexus Dashboard Insights Configuring the
Basics for Day N Setup
If your Day 0 setup is complete, and you are launching the Cisco Nexus Dashboard Insights service
again, then perform the following actions.

1. When you launch the Nexus Dashboard Insights service, the Overview  page is displayed.

2. In the top right side of the page, click the Settings icon > Application  > Setup .

3. In the LetÕs Configure the Basics  page, click Click the Prerequisites for Cisco Nexus
Dashboard Insights  link, and verify that you have configured the required mandatory settings.

4. After verifying, and if required, check the check box for I have reviewed and addressed the
prerequisites for Cisco Nexus Dashboard Insights , and click LetÕs Get Started .

5. In the Site Groups Setup  area, click Edit configuration , and in the Site Groups Setup  area,
verify your site group is displayed as expected.
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!
If you want to perform edits to a Site Group, click the Actions menu > Edit  for your
Site Group and perform your edits. To edit a site in a Site Group, see Manage Site
Groups .

6. Click Done .

Nexus Dashboard Insights Switch Configuration Status
1. In the Overview  page, on the top, next to your selected Site Groups, click the Actions menu >

Configure Site Group .

2. In the Configure Site Group  page, Sites  area table displays the onboarded sites.

3. Double-click a value displayed in the Node Status  column to display the on-boarded switch
configurations, status, and additional details.

The switch status includes:

¥ Grey ÑNodes are in initial state and unconfigured.

¥ Green ÑNodes configured successfully.

¥ Orange ÑNodes are currently being configured.

¥ RedÑNodes that failed configuration.

Note: When you enable the telemetry configuration for a site and if Red Count is
greater than 0,
it implies that the initiated operation is not successful for enabling or disabling
the site.
Click Count and then click Retry for configuration to be pushed again to nodes.
Click Any Counts to view expected configurations.
You can exit the {CiscoNIRFullName} Setup page and return for immediate refresh of
the pages.

15



4. Select a switch and click View Expected Configuration  to view expected switch configuration
details in the Expected Configuration  area.
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!
As a user, you must configure the appropriate switches by using the recommended
configuration. From the Expected Configuration  area, you can view and copy
configurations under Software Telemetry  and Flow Telemetry . For more details,
see Configure Flows .

Guidelines and Limitations
The Cisco Nexus Dashboard Insights service, release 6.0.1 allows you to discover both ACI and
DCNM sites.

About Device Connector
Data center apps and services such as Cisco Nexus Dashboard Insights is connected to the Cisco
Intersight cloud portal through a Device Connector which is embedded in the management
controller of the Cisco Nexus Dashboard platform.

See Cisco Nexus Dashboard User Guide  for Configuring the Device Connector and Claiming a
Device.

For connectivity requirements, see Network Connectivity Requirements .
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Overview

Navigating Nexus Dashboard Insights Overview Page
The Nexus Dashboard Insights GUI consists of the Navigation pane and Work pane.

Navigation Pane

The Nexus Dashboard Insights navigation pane contains the following categories:

Overview : The main page for Nexus Dashboard Insights provides immediate access to site groups,
with advisories, anomalies, alerts, timeline, and top nodes by anomaly score, and topology view.

Dashboard : The custom dashboard allows you to create a unique dashboard and add views to the
dashboard.

Explore : The Explore feature allows you to discover assets and their object associations in an easy-
to-consume natural language query format.

Nodes : A detailed view of the nodes with a graphical representation of top nodes and top resources.

Analyze Alerts : Access to total advisories, field notices, and PSIRTs, as well as anomalies that
include top nodes by anomaly score, severity, and other details. The sub-tabs in this area are as
follows:

¥ Anomalies: The Anomalies Dashboard consists of anomalies raised for resource utilization,
environmental issues, interface and routing protocol issues, flows, endpoints, events, assurance
analysis for sites and uploaded files, compliance, change analysis, and static analysis.

¥ Advisories: The Advisories Dashboard consists of relevant impact due to field notice, EOL/EOS of
software and hardware, PSIRTs at a node level and compliance.

Troubleshoot : The sub-tabs in this area are as follows:

¥ Delta Analysis: Delta analysis enables you to analyze the difference in the policy, run time state,
and the health of the network between two snapshots.

¥ Log Collector: Collect and upload the logs for devices in your network to Cisco Intersight Cloud.
Enables Cisco TAC to trigger on-demand collection of logs for user devices on the site and pull
the logs from Cisco Intersight Cloud.

Browse : The sub-tabs in this area are as follows:

¥ Resources*: This includes monitoring software and hardware resources of site nodes on the
Cisco APIC.

¥ Environmental: This includes monitoring environmental statistics of hardware resources such
as fan, CPU, memory, and power of the site nodes.

¥ Flows: This feature provides deep insights at a flow level giving details such as average latency,
packet drop indicator and flow move indicator.
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¥ Endpoints: This includes monitoring endpoints on the Cisco site nodes for rapid endpoint moves
and endpoints that do not get learnt back after a reboot across the entire Cisco ACI.

¥ Interfaces: AnalyticsÑThis includes monitoring of interfaces on the Cisco APIC and site nodes.

¥ Protocols: AnalyticsÑThis includes monitoring protocols on the Cisco APIC and site nodes.

Change Management : The sub-tab in this area is as follows:

¥ Firmware Update Analysis: This feature suggests an upgrade path to a recommended software
version and determines the potential impact of the upgrade. It also helps with the pre-upgrade
and post-upgrade validation checks.

Top Menu

Along the top of your Nexus Dashboard Insights page and above the Work pane, there are
additional links and icons available as follows:

Site Group or Site : The link displays the name of the Site Group or a Site. To change the selection to
a different Site Group or Site, click the Site Group or Site link to display the Select Site Group or
Site  dialog box and change your selection.

To configure the selected Site Group or Site, click the Actions menu next to the Site Group, and click
Configure Site Group .

To add Compliance Requirements to the selected Site Group, click the Actions menu > Add  >
Compliance Requirement . To add Alert Rules to the selected Site Group, click the Actions menu >
Add  > Alert Rules .

Help Center : Above the Central Dashboard , Notifications , Bookmark  and Settings  icons is the
Help  drop-down menu. Click Help  > Help Center  to access the Help Center  page which contains
links to documentation resources. Click the Nexus Dashboard Insights tile to find the appropriate
resources.

Central Dashboard : This link takes you to the Central Dashboard page which provides an overview
of alerts at-a-glance, top site groups by anomalies or by advisories, and other site group related
details.

Notifications  icon: Click this icon to view notifications from Cisco : 

¥ Anomalies occurred based on the selected time range

¥ Anomalies that are in progress

¥ New process, new advisory, and new anomaly notifications

Bookmark  icon:  Any detailed view or page can be bookmarked and saved for later use. The
bookmark saves the entire view, time range, nodes chosen, and creates a snapshot of the view.
There is no limit for number of bookmarks that can be added to the list.

1. Click any detailed view from the left navigation pane, for example, Browse Resources, Browse
Environmental, Browse Statistics, Dashboard view, or any specific view.
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2. Click the bookmark icon on the top navigation pane.

3. The orange bookmark icon indicates that the selected detailed view is saved and added to the
list of bookmarks. Bookmarks remember the original time range, start date and time, end date
and time that the detailed view is created and saves the view or page to the list.

View a Bookmark:

1. Click the bookmark icon on the top navigation pane.

2. Click any bookmark from the list to open the bookmarked page including the node view and
selected time range. It helps you take a snapshot of detailed view pages for later use.

Delete a Bookmark:

1. Click the bookmark icon on the top navigation pane.

2. Click the bookmarked page from the list to open the bookmarked page.

3. Unselect the bookmark icon.

Settings  icon:

In the drop-down menu for this icon, you see Application , Site Groups , Integrations .

When you click the Application  icon, you can choose from Status , Import/Export configuration ,
Download Offline Script , Setup , About .

¥ Status: Click this to see Application Status such as alerts and capacity usage.

¥ Import/Export configuration: This feature allows you to import and export configurations such
as Site Groups, Alert Rules, Export Settings and such.

¥ Download Offline Script: Click this to download the offline script that is required to upload files
to run assurance analysis.

¥ Setup: Click this for the link to the Nexus Dashboard Insights setup page.

¥ About: Click this to get details about Nexus Dashboard Insights version number.

When you click the Site Groups  icon, you can choose to Manage  Site Groups. For details, see
Manage Site Groups .

When you click the Integrations  icon, you can choose to Manage  or Add  Integrations. For details,
see Integrations .

Work Pane

The Work pane is the main viewing location in Nexus Dashboard Insights. All information tiles,
graphs, charts, and lists appear in the work pane. When viewing the Overview  page, it contains the
Dashboard  tab and the Topology  tab.
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Dashboard Tab

In the Nexus Dashboard Insights dashboard view, there are different tiles in this area such as Alerts
Summary, Anomaly Score, Alert Detection Timeline, Anomalies Breakdown, Advisories Breakdown,
and Top Nodes by Anomaly Score.

In an information tile, you can click a numeric value to switch to view more details about the
specific item you clicked.

Topology Tab

In the Nexus Dashboard Insights topology view, information with a radial graph for the selected
Site Group is displayed. There is a filters options available to choose what you want to view such as
by nodes and anomaly scores.

Overview Page
The Overview  page, in the Work pane contains the Dashboard  tab and the Topology  tab. These
tabs are described in this section
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Dashboard Tab

The Dashboard  tab displays the alerts detected and anomalies detected in the site nodes. It also
displays recommended advisories for the nodes in the selected site.

Each node in the site streams telemetry data and events to a service in Nexus Dashboard Insights
which then analyzes the data and detects any anomalies. The Dashboards provide relevant
information to view.

In Nexus Dashboard Insights, you can view relevant information and select specific items to view
details. The Cisco Nexus Dashboard Insights dashboard provides immediate access to advisories
and anomalies occurring in the network.

The Advisories on the dashboard display three levels of advisory severity for switch hardware and
software in your network. It categorizes by severity and identifies software versions and hardware
platforms to which the advisories apply. Advisories are delivered based on the detection of relevant
field notices, PSIRTs, bugs, software, hardware, and hardening violations. Cisco Nexus Dashboard
Insights considers this information and recommends:

¥ Software or hardware upgrades to address bugs, PSIRTs, and field notices

¥ CALL TAC

¥ Cisco Recommendations

¥ Software Upgrade Path and Upgrade Impact

The main dashboard provides immediate access to anomalies occurring in the network. Anomalies
are learned deviations from the last known "good" state of a switch and are displayed by type and
severity. Anomalies include resource utilization, environmental, and interface-level errors, and are
color coded based on severity:

¥ Critical: Red

¥ Major: Orange

¥ Minor: Yellow

¥ Warning: Turquoise

¥ Information: Blue

¥ Healthy: Green

In the Leaf Nodes and Spines blocks on the Dashboard, the large central number is the total count
of those devices.

In this page, you can also view a breakdown of anomalies by severity when you choose Anomalies
Breakdown by Severity . Next to the colored severity dots, the numbers are a count of devices at
that anomaly level. The sum of these anomaly counters will be the same as the large total count of
anomalies.

Some factors that contribute to the presence of anomalies are exceeded thresholds and excessive
rates of change.
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The Dashboard  tab provides the following details in tiles:

Property Description

Anomalies By
Category

Displays the number of Anomalies by their Category. Anomaly categories
include:

¥ Flows

¥ Resources

¥ Application

¥ Environmental

¥ Statistics

¥ Endpoints

¥ Connectivity Analysis

¥ Bug

Advisories By
Category

Displays the number of Anomalies (internal site failures) and their
severity level. Clicking on the area shows detail fault information, such as
Node  and Anomaly Score .

¥ PSIRT

¥ Field Notice

¥ HW EOL

¥ SW EOL

¥ Compliance

Total Controllers Displays the total number of controllers in your network.

Total Switches Displays the total number of switches in your network.

[ Critical | Moderate |
Healthy ] Devices

Displays the total number of devices determined to be in one of the
following categories:

¥ Critical Devices

¥ Moderate Devices

¥ Healthy Devices

Device counts in the higher category (Critical is highest) appear in the
displayed count. If no devices are currently in the Critical category, then
the device count of the Moderate category is displayed. If no issues are
detected in any device, then the device count of the Healthy category is
displayed.

Advisories Displays the total number of advisories delivered for software and
hardware in your network.
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Property Description

Issues By Severity Displays the total number of issues (anomalies, bugs, and PSIRT notices)
delivered for software and hardware in your network.

Click any property from Anomalies by Category  and Advisories by Category  to access the Analyze
Alerts  work pane.

Node Inventory

The dashboard displays the following information of the nodes in the site.

Property Description

Anomaly Score Displays the overview of top nodes and their
anomaly scores. The anomaly scores are based
on the features that contribute to the anomaly.

Leaf Nodes Displays the total number of leaf nodes in the
site with anomalies.

Spine Nodes Displays the total number of spine nodes in the
site with anomalies.

Controllers Displays the total number of controllers in the
site.

¥ Toggle between Anomaly Score and Firmware. Each node type display anomaly breakdown
based on the detected firmware versions instead of the breakdown by anomaly scores.

¥ Click Leaf Nodes , Spine Nodes , and Controllers  to view the details of the individual nodes in
the site from Browse Nodes  work pane.

Topology Tab

The Cisco Nexus Dashboard Insights dashboard provides access to the topology view of all the
nodes with anomalies in the site.

Click Site Dashboard  > Topology  tab on the right dashboard pane.

For a topology view of all the nodes with anomalies in the Site Group, in the Overview  page, view
the Work pane Overview  area. Click the Topology  tab.

Topology displays the interconnection of the nodes in the fabric using the LLDP protocol
information. The page displays the list of nodes, node types, interface names, LLDP information
from a leaf node to another leaf node, IPN, and anomaly score on the link. In this view, you can
distinguish between a spine node, leaf node, and border leaf node with different colors and
interface names.

IPN links are spine node links connected to the IPN and are distinguished from the links connected
to the internal leaf nodes. The IPN is shown as a physical entity in the topology.

Toggle Spine nodes, Leaf nodes, and Controllers to add or remove nodes from the topology view.
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Toggle each anomaly score to add or remove from the topology view.

Use the zoom in capability to narrow down on portions of the infrastructure based on logical
constructs such as EPG, VRF, Tenant.

View, sort, and filter anomalies through the topology work pane. You can refine the displayed nodes
by the following filters:

¥ Name - Display only nodes with a specific name.

¥ VRF - Display only nodes from a specific VRF.

¥ Endpoint - Display only nodes for a specific endpoint.

¥ IP - Display only nodes for a specific IP address.

Use the operators to filter the refinement.

The anomaly score is represented by the dot in the topology. The topology view helps find the nodes
that are impacted by anomalies.

Click the node on the topology to view additional details for the node. The side panel displays
general additional anomaly details for the node.
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Topology Tab Limitations

Nodes that do not have LLDP information are not shown in the topology.

Alert Detection Timeline
The timeline displays various alerts that occurred during the entire cycle of user selected time
range. In the Overview  page, in the Work pane, in the Dashboard  tab, in the Alert Detection
Timeline , The graph displays the time zones when the alerts occurred. The timeline displays
anomalies and advisories The color of an anomaly or advisory is based on its severity.

For further details, see Analyze Alerts .

Alert Detection Timeline Icons

¥ The colored round dots correspond to events, faults, and audit logs for the node.

¥ Multiple rings around it in the timeline represents a group of objects. A ring by itself in the
timeline represents single object.

¥ The heart icon represents the anomalies exclusively. The blue circle indicates the currently
selected anomaly.

Top Nodes by Anomaly Score
In the Overview  page, in the Work pane, in the Dashboard  tab, the Top Nodes by Anomaly Score
area is displayed.

This section displays the overview of top nodes and their anomaly scores. Each node card displays
anomalies and advisories that are further broken down by categories.

Click a node card headline for the Node Details  page to display the general information, node
overview, and a table of anomalies that apply to the nodes. The Node Overview  section displays the
categories of the node such as Resource Utilization, Environmental, Statistics, Flows, and Events.
Click each of these features to display specific information for the selected node.
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Anomaly Score and Anomaly Precedence
The Top Nodes by Anomalies  page summarizes anomalies based on the severity of the anomaly.

The following are examples of anomaly precedence for family of anomalies or individual
anomalies based on the severity of the anomaly:

¥ A Leaf node has a critical anomaly and another Leaf node has nine major anomalies. In this
case the Leaf node with nine major anomalies takes precedence over the Leaf node with a
critical anomaly.

¥ A node has two critical and four major anomalies and another node has two critical and three
major anomalies. It is almost always true that the node having less anomalies with high
anomaly score gets precedence over node having more anomalies with less anomaly score.

¥ A node has one anomaly with score 91 and another node has nine anomalies with score 89
each. The node with nine anomalies that consumed 89 % is in worst case than the node with
one anomaly that consumed 91%. In this case the node with nine anomalies gets the
precedence.

¥ In case a Leaf node1 and a Leaf node2 have anomaly score more than a Leaf node4. The
anomaly score for anomalies on Leaf node1 and Leaf node2 is 88, while both the anomalies on
Leaf node4 have anomaly score 81, then the Leaf node with anomaly score 88 gets precedence.

! Anomaly score for anomalies on Leaf node1 and Leaf node2 is 4^8.8 = 198668

! Anomaly score for both the anomalies on Leaf node4 is 4^8.1 + 4^8.1 = 150562

Guidelines and Limitations
¥ When the Device Connector is unclaimed from the on-premise GUI Nexus Dashboard Insights,

the Device Connector must be unclaimed from Intersight for Log CollectorÕs connected TAC
functionality to work.

¥ Cisco DCNM allows network-admin and network-operator  roles to assign read or write access for
specific fabrics. Cisco Nexus Dashboard Insights displays only those fabrics that are granted
permission.

¥ Nexus Dashboard Insights does not allow RBAC role on Cisco DCNM.

¥ The Telemetry Manager/Policy Gateway takes about 10 minutes to detect the site mode changes
in Cisco DCNM from managed mode to monitored mode or vice versa.

¥ To enable telemetry on monitored site through Nexus Dashboard Insights, you must first delete
all existing telemetry configurations on all the nodes in the monitored site before you enable
this site from Nexus Dashboard Insights. The telemetry then assigns the receiver IP addresses to
these nodes, which the Data Collection Setup page displays. The telemetry configuration will not
push any telemetry configurations to the nodes because they are monitored. Therefore you
have to check the receiver IP addresses from the Data Collection Setup page and must configure
the nodes manually.

¥ For flow telemetry Nexus Dashboard Insights captures the maximum anomaly score for a
particular flow, for the entire cycle of the user specified time range. This anomaly score
calculation is inconsistent with the other resources anomaly calculation.
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¥ For instances where one or more sites do not recover from disabling state, you must stop and
restart Nexus Dashboard Insights in Cisco Nexus Dashboard. This will recover the failed disable
state.

¥ The vPC domain ID for different vPC pair can not be the same across a fabric, when the Nexus
Dashboard Insights is in managed or monitored mode on Cisco Nexus Dashboard.

¥ Cisco Nexus 7000 switches support only software telemetry in default VDC. Software telemetry
fails to get enabled if the default VDC does not have modules and interfaces.

¥ You must create Layer 2 VNI Switch Virtual Interfaces on every leaf switch, Border Leaf, and
Border Gateway for Nexus Dashboard Insights flow path stitching to function and display
correct VNI information. This symmetric configuration may not be required for forwarding but
is required for Nexus Dashboard Insights to obtain the fabric information.

¥ A Switch Virtual Interface must be configured for all host-facing VLANs. This enables Nexus
Dashboard Insights to locate the corresponding VNIs irrespective of routed or bridged flows.

¥ After Cisco Nexus Dashboard reboot, it is recommended to wait until the following are complete
for the Cisco Nexus Dashboard to restore functionality:

! The Cisco Nexus Dashboard cluster displays green. Or

! The acs health CLI command displays healthy.

¥ If the oper-state  of Interface and Port Channel is down before Nexus Dashboard Insights
installation, then Interface and Port Channel down anomaly will not be raised. After Nexus
Dashboard Insights installation, anomaly is captured only when the oper-state  is up or down.

¥ Nexus Dashboard Insights depends only on in-band network for all communication with the
fabric and Cisco Nexus dashboard may not accurately reflect the reachability status for Nexus
Dashboard Insights.

Cisco Nexus Dashboard Insights Topology
The Nexus Dashboard Insights on Cisco DCNM supports the following topologies:

¥ Leaf switch-Spine switch for 2-HOP and 3-HOP flow telemetry correlation.

¥ Leaf switch-Spine switch-Superspine switch for 3-HOP and 4-HOP flow telemetry correlation.

The following illustration describes the Leaf switch-Spine switch topology for 2-HOP flow telemetry
correlation.
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The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow telemetry data. For example: With the flow telemetry HOP line,
the packet flows from Leaf 1.1 to Leaf 1.n are considered as 2 flow telemetry hops.

The following illustration describes the Leaf switch-Spine switch topology for 3-HOP flow telemetry
correlation.

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Leaf 1.n are considered are 3 flow
telemetry hops.

The following illustration describes the Leaf switch-Spine switch-Superspine switch for 3-HOP flow
telemetry correlation.
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The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: The packet flows from Leaf 1.1 to
Superspine-1 and then to Leaf 1.n are considered as 3 flow telemetry hops.

The following figure describes the Leaf switch-Spine switch-Superspine switch for 4-HOP flow
telemetry correlation.

The Flow Telemetry HOP line crossing every switch in the illustration represents the switches that
are capable of exporting the Flow Telemetry data. For Example: With the two flow telemetry HOP
lines, the packet flows from Leaf 1.1 to Spine 1.1 and then to Spine 1.m to Leaf 1.n are considered as
4 flow telemetry hops.
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Supported Scenarios

The Nexus Dashboard Insights topology supports the following scenarios.

VXLAN

¥ vPC on leaf switch

¥ Border spine switch

¥ Border leaf switch

¥ IR or Multicast underlay

¥ EBGP or IBGP

¥ IPv4 underlay

¥ IPv4 or IPv6 overlay

Legacy/Classic LAN

¥ vPC on leaf switch

¥ IPv4 or IPv6

Supported Roles

The Nexus Dashboard Insights topology supports the following roles.

VXLAN and Classic LAN

¥ Leaf switch

¥ Border switch

¥ Access

¥ Spine switch

¥ Border spine switch

¥ Aggregation

¥ Border gateway for spine switch

¥ Superspine switch

¥ Border Superspine switch

¥ Core router

¥ Edge router

¥ Border gateway Superspine switch
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Add and Manage Sites in Site Groups and
Run Assurance Analysis

Assurance Analysis
Nexus Dashboard Insights enables you to perform assurance analysis using two methods: You can
either select and analyze sites that are part of a Site Group, or you can upload files to be part of a
Site Group and analyze them.

¥ You can select and analyze sites that are part of a Site Group.

¥ You can upload files as part of a Site Group and run assurance analysis on the uploaded files.

Select and analyze sites that are part of a Site Group

Assurance analysis involves collecting data from sites, running the analysis to create a model with
the collected data, and generating the results.

Assurance analysis provides assurance in real time. For assurance analysis of sites in Site Groups,
the data collection, model generation, and results generation are carried out simultaneously. The
collected data is analyzed immediately after collection followed by result generation. This is
repeated after a fixed time interval as specified by the user. For details, see Add a Site Group  and
Run Assurance Analysis for a Site .

Upload files as part of a Site Group and run assurance analysis on the uploaded files

For assurance analysis of uploaded files, a one-time assurance is provided. This assurance analysis
allows you to decouple the data collection stage from the analysis stage. The data is collected using
a Python script and the collected data is then uploaded to Nexus Dashboard Insights to provide a
one-time assurance. The collected data can also be analyzed at a later time. It enables the user to
collect the data during change management windows and then perform the analysis. For details,
see Offline Script  and Upload a File to a Site Group and Configure Assurance Analysis .

Add a Site Group
In this procedure, in Cisco Nexus Dashboard Insights, you add a Site Group, and you select site/s
that are available in Cisco Nexus Dashboard Insights. Before sites can be selected for a Site Group,
they must first be added in Cisco Nexus Dashboard.

Prerequisites

Before you start this procedure, the administrator for Cisco Nexus Dashboard must have completed
adding the appropriate site/s in the Sites  area. For more details, see the Cisco Nexus Dashboard User
Guide. When this task is complete in Cisco Nexus Dashboard, click the Cisco Nexus Dashboard
Insights service from the Services  area of the Cisco Nexus Dashboard Navigation pane, and wait for
the service to load.

If there is no Site Group in Cisco Nexus Dashboard Insights already created, the No Site Group

32



enabled  page will be displayed when you enter the service. Click the Configure Site Group  tab,
and follow the steps below. If a Site Group is already configured when you enter Cisco Nexus
Dashboard Insights, the Overview  page is displayed.

Procedure

Follow these steps to add site/s to your Site Group.

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Settings icon on the top right > Site Groups  > Manage .

3. In the Manage Site Groups  page, click Add New Site Group .

4. In the Add New Site Group  dialog box General  area, add the name and description for your
Site Group.

5. In the Configuration  area, in the Data Collection Type  area, choose Add Site(s) . This will
enable you to choose the sites that you want to add to this Site Group.

6. In the Entity  area, click Select Member .

7. From the Select a Site  dialog box, choose the appropriate site, and click Select . To add
additional sites in the Site Group, repeat this step.

8. In the Add New Site Group  dialog box, click the check mark to complete the task, and click
Save. The site/s are added in the Site Group.

To run Assurance Analysis for your Site Group, after adding a Site to a Site Group, see Run
Assurance Analysis for a Site .

Run Assurance Analysis for a Site

Prerequisites

The site/s are added in the Site Group. For details see Add a Site Group .

Procedure

Follow these steps to run Assurance Analysis for your Site Group.

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Actions menu next to it and choose Configure Site Group .
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3. In the Configure Site Group  page, perform the following actions:

a. Click the Assurance Analysis  tab, click the pencil/edit icon.

b. In the Configuration  dialog box, set the State  field to Enabled , to enable the Assurance
Analysis.

c. Specify the appropriate Analysis start time, the repeat frequency of the analysis cycle, and
when you want the analysis to end. Click Save.

4. In the Configure Site Group  page, you can see your site, and the State  displays that your
Assurance Analysis is enabled.

!
In the Assurance Analysis  tab, if there is no other analysis currently running for a
site, you have the option to click the Run Now  button for that site to run a one-
time instant analysis.

Offline Script
In the Cisco Nexus Dashboard Insights Overview  page, click the Settings icon > Download Offline
Collection Script  to download the Python script. Run the downloaded script to collect the data for
assurance.

The following items are provided in the Offline Script:

¥ Data Collection Script for Assurance Analysis

¥ Alert Rules Migration Script

¥ Compliance Requirements Migration Script

Data Collection Script for Assurance Analysis

The Nexus Dashboard Insights data collection script is a Python script that polls the Cisco APIC and
Cisco DCNM clusters for a series of REST API and CLI calls. The Nexus Dashboard Insights data
collection script for DCNM supports only out-of-band management connectivity. For information
about the REST API calls and CLI calls, see the readme.md file that is included with the script.

See the readme.md file for information on the Python dependencies and the process to install the
dependencies in a virtual environment. The readme.md file provides the complete list of objects
and show commands collected from the Cisco DCNM, spine switches, and leaf switches. The
readme.md file is available inside the same zip file with the script file. The script is downloadable
directly from the Nexus Dashboard Insights Settings icon.

The workstation on which the script is being launched must have out-of-band management
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connectivity to the Cisco ACI and Cisco DCNM clusters. Make sure that every node in the Cisco
DCNM fabric has an out-of-band management IP address configured. Make sure that the firewall
does not block HTTPS (for using the REST API) and SSH. Make sure that the proxy settings are
properly set to allow HTTPS connections.

The readme.md file provides the syntax for using the script. By default, the script will run 3
iterations of the data collection at a 3 minute interval between iterations, although you can specify
the number of iterations by using the -iterations  option. The total expected collection time ranges
between 18 to 20 minutes from start to finish for 3 snapshots for a fabric with around 20 leaf
switches. Larger fabrics will take longer time depending on complexity of the configuration and
scale of the fabric.

Alert Rules Migration Script

This script is to migrate the Event Rules in Cisco Network Assurance Engine (Cisco NAE) release 5.1
to Alert Rules in Cisco Nexus Dashboard Insights, release 6.0. You will require the exported
configuration file and the Assurance group name from the Cisco NAE setup to run this script.

Compliance Requirements Migration Script

This script is to migrate the compliance requirements from Cisco Network Assurance Engine (Cisco
NAE) release 5.1 to a given site group in Cisco Nexus Dashboard Insights, release 6.0.1. You will
need the exported configuration file from Cisco NAE 5.1 setup to run this script.

Upload a File to a Site Group and Configure Assurance
Analysis
In this procedure, in Cisco Nexus Dashboard Insights, you add a Site Group, and you upload files of
Data Collection Type Files  to the Site Group. Then you run Assurance Analysis for your Site Group.

Prerequisites

If required, download the Python script to collect the data for assurance.

In the Cisco Nexus Dashboard Insights Overview  page, click the Settings icon > Download Offline
Collection Script  to download the Python script. Run the downloaded script to collect the data for
assurance.
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!
The python offline data collection script is only supported on Mac OS or CentosOS.
Running the script from a Windows server will result in an error and Cisco Nexus
Dashboard Insights will indicate that the APIC version is unsupported.

Use the following procedure to upload a file to a Site Group and run Assurance Analysis. This
Assurance Analysis will be a point-in-time snapshot based analysis. To perform an Assurance
Analysis on an uploaded file, create a Site Group first. Then upload and associate the file containing
data with the Site Group.

! As you have uploaded the file in Cisco Nexus Dashboard Insights, the Cisco Nexus
Dashboard Site Manager will not be aware of such a file.

Upload a file containing your collected data and associate it with a Site Group.

If there are no Site Groups in the Cisco Nexus Dashboard Insights service already created, the No
Site Group enabled  page will be displayed when you enter the service. Click the Configure Site
Group  tab, and follow the steps below. If a Site Group is already configured when you enter the
Cisco Nexus Dashboard Insights service, the Overview  page is displayed.

Follow these steps to add a file to your Site Group.

1. Click the Settings icon on the top right > Site Groups  > Manage .

2. In the Manage Site Groups  page, click Add New Site Group .

3. In the Add New Site Group  dialog box General  area, add the name and description for your
Site Group.

4. In the Configuration  area, in the Data Collection Type  area, choose Upload File . This will
enable you to upload the file that you want to add to this Site Group.

5. In the Site  field, add a name.

6. Select or drag and drop a file in the Select a file or drag and drop it in here  area. Accepted
files are .gz.

7. Click Save. The file is added in the Site Group.

Follow these steps to run Assurance Analysis for your Site Group.

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Actions menu next to the selected Site Group, and choose Configure Site Group .

3. In the Configure Site Group  page, General  tab, under Sites , verify that the Collection Status
for your file is enabled.
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4. Click the Assurance Analysis  tab, locate your uploaded file, and click the Run Offline Analysis
tab to run a one-time instant analysis.

5. After the analysis is completed, in the Overview  page, in the Alert Detection Timeline  area,
choose the snapshot time when the data in the uploaded file was collected.

! The snapshot should be added for when the data in the uploaded file was collected
and not when the analysis was run on the uploaded file.

6. Click Apply  to view the Alerts.

Guidelines and Limitations for Configuring Assurance
Analysis for Site Groups

¥ Cisco Nexus Dashboard Insights supports ACI and DCNM fabrics simultaneously. However, only
homogenous fabric types are supported for addition to Site Groups. In a single Site Group, only
a single site type is supported. You cannot combine ACI and DCNM sites in a Site Group.

¥ To add additional sites to the Site Group, you must first add the site in Cisco Nexus Dashboard
Site Manager . Then you can enable them in the Site Group.

¥ If you take the Assurance Analysis from a Site Group and export the raw data set to upload a file
to a Site Group, the uploaded file Assurance Analysis will only generate assurance related
anomalies.

¥ Currently, if you begin an Assurance Analysis for an uploaded file site in Cisco Nexus Dashboard
Insights, you can simultaneously continue to run the Assurance Analysis for sites that are
already in progress. They will all run without any disruption to the behavior.

¥ If there are multiple files in a Site Group, choose a specific site and run Assurance Analysis on
that site. For uploaded files, you must run Assurance Analysis on demand. You can run the
Assurance Analysis multiple times, although it will be on the same data.

¥ For Assurance Analysis for uploaded files, when you upload a file in a specific Site Group, you
cannot associate that file with another Site Group.

¥ Alert Rules are valid in Assurance Analysis for uploaded files.

Manage Site Groups
This section describes how to edit or delete sites from a Site Group and Integrations.

Edit a Site in a Site Group

To edit a site in a site group, perform the following actions:

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Settings icon on the top right > Site Groups  > Manage .

3. In the Manage Site Groups  page, Site Groups  tab, click the Actions menu associated with the
site you want to edit, and choose Edit .
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4. In the Edit Site Group  page, modify the site, and click Save to save your edits.

Delete a Site from a Site Group

To delete a site from a site group, perform the following actions:

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Settings icon on the top right > Site Groups  > Manage .

3. In the Manage Site Groups  page, Site Groups  tab, click the Actions menu to the right of the site
you want to edit, and select Edit .

4. In the Edit Site Group  dialog box, click the x  to the right of the site you want to edit, and click
Save to delete the site.

Alternatively, you can delete a site from a site group as follows.

1. In the Overview  page, click the Actions menu next to the selected Site Group name, and choose
Configure Site Group .

2. In the General  tab, click Edit Site Group .

3. Click the x  to the right of the site you want to edit, and click Save to delete the site.

!
If the site you want to delete is the last site in a Site Group, then you must delete
the entire Site Group as there is a restriction that all Site Groups must contain at
least one site.

Delete the Last Site from a Site Group

To delete a Site Group and the last site in it, perform the following actions:

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Settings icon on the top right > Site Groups  > Manage .

3. In the Manage Site Groups  page, Site Groups  tab, click the Actions menu associated with the
site you want to delete, and choose Delete .

This deletes the Site Group and the last remaining site in it.

If you want to perform a corrective action after the site is removed, and you want to add the site
back, follow the steps to add a site in Nexus Dashboard Insights.

Delete an Uploaded File from a Site Group

To delete an uploaded file and the associated site from a site group, perform the following actions:

1. In the Overview  page, choose you Site Group.

2. Click the Actions menu next to your Site Group > Configure Site Group .

3. In the Configure Site Group  page, click the File Management  tab.

4. Click the delete icon to the right of the site you want to delete.
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! When you delete an uploaded file from a Site Group, you delete the uploaded file
and also remove the associated site.

Integrations

For details about Integrations, see the following section.

¥ About AppDynamics Integration
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Configure Site Groups

Bug Scan
The Bug Scan feature enables you to schedule a bug scan or run an on-demand bug scan on your
network. Nexus Dashboard Insights collects technical support information from all the nodes and
runs them against known set of signatures, and flags the corresponding defects and PSIRTs. Nexus
Dashboard Insights also generates advisories for PSIRTs and anomalies for defects. See Analyze
Alerts  for more information.

This feature allows you to choose a site containing the nodes from which to collect telemetry data.
If the CPU and memory usage is below the set threshold then the tech support logs are collected and
the scheduled bug scan is carried out for the nodes. If the CPU and memory usage is above the set
threshold, the nodes are excluded from the scheduled bug scan.

In case the site is not configured properly to communicate with the device, Nexus Dashboard
Insights notifies the following:

¥ The device is not configured for node interaction.

¥ You can not run on-demand bug scan job on the device.

¥ Nexus Dashboard Insights cannot connect to the device.

If the node interaction is not healthy on the device, you cannot select the device for bug scan to
collect logs. The device cannot be selected to configure a job.

Default Bug Scan

When Nexus Dashboard Insights is installed, the service runs a default bug scan per site. When the
site is enabled in Nexus Dashboard Insights, the default schedule and frequency of the bug scan is
enabled. You can edit the default schedule of the bug scan.

The default bug scan and best practices follow the following schedule.

1. When the first site is added to Nexus Dashboard Insights, default bug scan is scheduled for once
a week starting the closest Monday at 12 AM GMT. Default best practices is scheduled for once a
day starting at Monday 5 AM (5 hours after the bug scan job).

2. When a new site is added to Nexus Dashboard Insights, default bug scan is scheduled for once a
week starting 6 hours after the previous default time. The schedule will loop back to Monday at
12 AM at 28 sites. Default best practices is scheduled daily at the time 5 hours after the bug scan
time. The schedule will loop back running daily at 5 AM for every 5 sites.

Table 2. Example

Site Number Bug Scan Schedule Best Practices Schedule

Site 1 Once a week starting Monday at
12 AM

Once a day starting at 5 AM
(12+5)
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Site Number Bug Scan Schedule Best Practices Schedule

Site 2 Once a week starting the closest
Monday at 6 AM

Once a day starting at 11 AM
(6+5)

Site 3 Once a week starting Monday at
12 PM

Once a day starting at 5 PM
(12+5)

Site 4 Once a week starting Monday at
6 PM

Once a day starting at 11 PM
(6+5)

Site 5 Once a week starting Tuesday at
12 AM

Once a day starting at 5 AM
(12+5)

Guidelines and Limitations
¥ The recommended time interval for scheduling a bug scan is dependent on the load on the Cisco

Nexus Dashboards, the number of nodes in a site, and tech support file size. We recommend to
run the bug scan run on 100 nodes over a 24 hour period.

For example, if there are multiple sites such as site1 with 100 nodes, site2, site3, site4, and site5
with 25 nodes each, bug scan can be scheduled for site1 on alternate days, say at 12:00 AM. Rest
of the sites, adding up to 100, can also be scheduled together for alternate days, but not on the
same day as the site1. Since site2, site3, site4 and site5 each have 25 nodes and add to 100, the
bug scan could be staggered and scheduled every 6 hours starting at 12 AM. So, based on above,
the schedule could look like:

Day 1

! site1 at 12:00 AM

Day 2

! site2 at 12:00 AM

! site3 at 6:00 AM

! site4 at 12:00 PM

! site5 at 6:00 PM

You can measure the time taken by each site and a schedule bug scan accordingly with some
buffer time for each site.

¥ The status of the bug scan is displayed as unavailable  after updating the frequency of the
schedule.

¥ If a bug scan job is running, and another bug scan job is scheduled, the second bug scan job will
fail.

Schedule Bug Scan
Use this procedure to schedule a bug scan.
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Procedure

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose Configure Site Group  > Bug Scan  to
schedule a bug scan on the selected sites.

The Bug Scan  page appears. By default, bug scan is enabled for a site. The General  table
displays all the sites.

3. Click  to schedule a bug scan job for the selected site.

4. Complete the following fields.

a. Select Enabled  to enable a bug scan.

b. Select the Start Time, Frequency, and End Time.

c. Click Save.

d. Click Scan Now

! If the CPU and memory is above 65%, the nodes are excluded from the bug
scan.

5. The History  table displays bug scan job information such as site name, status, type, nodes, start
and end time.

6. Click the job in the table for the side pane to display additional job details.

7. Click the  icon to display Bug Scan  status page.

8. (Optional) Select an In Progress job and click Stop  to stop a job.

On-Demand Bug Scan
Use this procedure to run an on-demand bug scan.

Procedure

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose Configure Site Group  > Bug Scan  to run
an on-demand bug scan on the selected sites.

The Bug Scan  page appears. By default, bug scan is enabled for a site.

3. The General  table displays all the sites. Select a site and click Scan Now .

The History  table displays bug scan job information such as site name, status, type, nodes, start
and end time.

4. Click the job in the table for the side pane to display additional job details.

5. Click the  icon to display Bug Scan  status page.
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6. (Optional) Select an In Progress job and click Stop  to stop a job.

Best Practices
You can schedule or run a Best Practices job on your network. Nexus Dashboard Insights collects
technical support information from the site and runs them against known set of signatures and
then flags the defects that are not compliant. Nexus Dashboard Insights also generates an anomaly
list for the customer. See Analyze Alerts  for more information.

When the Nexus Dashboard Insights is installed, the service runs a default best practice job per site.
When the site is enabled in Nexus Dashboard Insights, the default schedule and frequency of the
best practice is enabled. You can edit the default schedule of the best practices job.

See Default Bug Scan  for information about schedule.

Schedule Best Practice

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose Configure Site Group  > Best Practice .

The Best Practices  page appears. By default, best practice is enabled for a site. The General
table displays all the sites.

3. Click  to schedule a best practice job for the selected site.

4. Select the Start Time, Repeat Every, End On, End Date.

5. Click Save.

6. Click Scan Now .

7. The History  table displays best practice job information such as site name, status, type, nodes,
start and end time.

8. Click the job in the table for the side pane to display additional job details.

9. Click the  icon to display Best Practice  status page.

10. (Optional) Select an In Progress job and click Stop  to stop a job.

On-Demand Best Practice
Use this procedure to run an on-demand best practice.

Procedure

1. From the Site Group menu, select a Site Group or site.

2. From the Actions menu next to the Site Group, choose Configure Site Group  > Best Practice  to
run an on-demand best practice on the selected sites.

The Best Practice  page appears. By default, best practice is enabled for a site.
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3. The General  table displays all the sites. Select a site and click Scan Now .

The History  table displays best practice job information such as site name, status, type, nodes,
start and end time.

4. Click the job in the table for the side pane to display additional job details.

5. Click the  icon to display Best Practice  status page.

6. (Optional) Select an In Progress job and click Stop  to stop a job.

Export Data
The Export Data  feature enables you to export the data collected by Nexus Dashboard Insights
over Kafka and Email. Nexus Dashboard Insights produces data such as advisories, anomalies,
audit logs, faults, and statistical data. When you import a Kafka broker, all the data is written as a
topic. You can then configure an email scheduler to specify the data and the frequency with which
you want to receive the information in an email.

Cisco Intersight is used for email notifications. See About Device Connector  for more information.

Guidelines and Limitations

¥ Before configuring your Kafka Export, you must add the external Kafka IP address as a known
route in your Nexus Dashboard cluster configuration.

¥ You can configure up to 10 emails per day for periodic job configurations.

¥ Make sure all configuration in the Message Bus Configuration  and Email  page are removed
before disabling Software Telemetry on any fabric and removing the fabric from Cisco DCNM.

¥ The following categories will be included for Anomalies in the Kafka and Email messages:
Resources, Environmental, Statistics, Endpoints, Flows, Bugs.

¥ The following categories will not be included for Anomalies in the Kafka and Email messages:
Security, Forwarding, Change Analysis, Compliance, System.

Configure Kafka Exporter

Use the following procedure to configure the Kafka exporter:

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Actions menu next to it and choose Configure Site Group  and click the Export Data
tab.

3. In the Message Bus Configuration  area, click Add New  and perform the following tasks.

a. In the Site Name  field, select the appropriate site.

b. In the IP Address and Port fields, enter the Kafka broker IP address and port.

c. In the Mode  field, select the security mode. The supported modes are Unsecured, Secured
SSL and SASLPLAIN mode.

d. In the General Settings  area, enter the name and topic name, where the data must be sent,
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and select the Basic or Advanced mode.

The Kafka export details for the anomalies and advisories are displayed.

4. In the Collection Settings  area for each category, choose the severity level for anomalies and
advisories.

5. Click Save.

This configuration sends immediate notification when the selected anomalies or advisories occur.

Configure Email

Use the following procedure to configure an email scheduler that sends the summary of the data
collected from Nexus Dashboard Insights:

1. In the Overview  page, at the top, choose your Site Group.

2. Click the Actions menu next to it, choose Configure Site Group , and click the Export Data  tab.

3. In the Email  area, click Add New , and perform the following actions:

a. In the General Settings  area, in the Site Name  field, choose the site name.

b. In the Name  field, enter the name.

c. In the Email  field, enter the email address. For multiple email addresses, use commas as
separators.

You can enter comma separated values for Email.

d. In the Format  field, choose Text or HTML.

e. In the Start Date  field, enter the start date.

f. In the Collect Every  field, specify the days or weeks.

g. In the Mode  field, select Basic or Advanced.

The Email export details for the anomaly and advisory are displayed.

4. In the Collection Settings  area for each category select the severity level for anomalies and
advisories. Select all that apply.

5. Click Save.

You will receive an email about the scheduled job on the provided Start Date  and at the time
provided in Collect Every . The subsequent emails follow after Collect Every  frequency expires. If the
time provided is in the past, you will receive an email immediately and the next email is triggered
after the expiry of the duration from the start time provided.

Collection Status
In the Overview  page, at the top, choose your Site Group. Click the Actions menu next to it and
choose Configure Site Group  and click the Collection Status  tab.
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The summary pane displays the node capabilities and the features supported and unsupported for
each node. Nodes from different releases are supported and their specific details by categories such
as resources, flows, and endpoints are displayed.
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Application Menu

System Status
The System Status page displays Alerts and Capacity Usage for Nexus Dashboard Insights.

Nexus Dashboard Insights gathers resource utilization and shows the utilization, trends, and alerts
when thresholds are exceeded or a sudden change from normal behavior is observed.

1. From the Settings icon, click Application  > Status .

The System Status page displays Alerts and Capacity Usage.

The Alerts area displays the active and alerts cleared in the last 7 days. The Capacity Usage area
displays the capacity usage status, capacity breakdown, and timespan.

2. Click Show All Alerts  to view all the alerts.

3. Use the filter bar to filter the alerts.

Alerts

The alert table lists the alerts raised for Nexus Dashboard Insights with details such as severity set
to either warning or critical, status, start and end time, description, and recommendation. Statistics
are collected from flow collector and flow correlator. The health container periodically monitors
the statistics and raises alerts when it detects abnormalities. The following alerts are summarized.

¥ Flow Collector Level ÑFlow collector reports the number of flow telemetry records known as
flow events averaged over 30 seconds and specifies two thresholds; Lower and upper local
threshold breached over a period of time. The collector container is stressed because it is
processing more flow telemetry records than its local threshold.

¥ Flow Correlator Level ÑFlow correlator reports the stitched flows averaged over 30 seconds
and specifies two thresholds; Lower and upper local global threshold breached over a period of
time. The threshold occurs when the number of unique flows have increased and the system is
under pressure.
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When a lower local threshold is breached then a warning alert is raised and when the upper
threshold is crossed then a critical alert is raised.

Service Level Thresholds

System Anomalies Description

Flow Collector Level The following are flow thresholds:

¥ Lower ThresholdÑ18000

¥ Global Lower ThresholdÑ54000

¥ Upper ThresholdÑ20000

¥ Global Upper ThresholdÑ60000

Flow Correlator Level The following are flow thresholds:

¥ Lower ThresholdÑ54000

¥ Upper ThresholdÑ60000

Capacity Usage

The Capacity Usage area displays the capacity usage status, capacity breakdown, and timespan.
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Import and Export of Configurations
The import and export of configurations feature enables you import and export the following
configurations in Nexus Dashboard Insights:

¥ Site Groups

! Sites

! Flow Settings

! Microburst

! Jobs such as analysis, bug scan, best practices

¥ Alert Rules

¥ Compliance

¥ Export Settings

¥ Flow Rules

¥ User Preferences

Only an administrator can manage all operations for configuration import and export.

Guidelines and Limitations
¥ You must be an administrator user to import or export a configuration.

¥ Importing or exporting configuration of Nexus Dashboard Insights Integrations such as App
Dynamics is not supported.

¥ Site Groups and sites for Upload File  data collection type are not supported.

¥ Running more than one import job simultaneously could yield unpredictable results and is not
supported. Perform only one import job at a time.

¥ Importing a configuration appends the existing configuration in Nexus Dashboard Insights.

¥ The Site Group import process is ignored if the Site Group name is the same in the source and
destination.

¥ Importing a configuration does not affect existing anomalies, and existing assurance analyses.

! Existing anomalies continue to exist after importing a configuration.

¥ Host passwords from the imported configurations are not valid and must be re-entered to
enable the imported Site Groups configurations to work properly. We recommend that you
create a backup configuration by exporting the existing configuration before importing a
configuration. The NAT configuration is ignored and not exported with the Site Groups
configuration.

¥ The site must be onboarded on the Cisco Nexus Dashboard instance before importing an Site
Group containing that site.

! Import of site configurations will fail if the site is not present.

! Import of site configurations will fail if the site name on the Site Group is different from the
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site name on Cisco Nexus Dashboard.

¥ Site Group import will fail if any of the sites are in a different Site Group. For example, if you
have an Site Group ÒIG1Ó with ÒSite1Ó as an existing site, and then you import ÒIG2Ó with ÒSite1Ó,
then the import of IG2 will fail and the configurations for ÒSite1Ó will not be updated.

¥ In this release, import and export of the Site Group is disabled for Export Kafka Data feature
using the Message Bus Configuration  dialog box in the GUI.

¥ Import and export of configuration is not supported for Multi-cluster Connectivity feature in
Nexus Dashboard. Only the configurations local to Nexus Dashboard cluster is exported, and the
configurations of remote Nexus Dashboard cluster is not exported.

Exporting a Configuration
Use the following procedure to export a configuration.

Procedure

1. Choose Settings  > Application  > Import Export Configuration .

2. Click New Import/Export .

3. In the New Import/Export  page, click Export .

4. Click Start  All the configurations available in Nexus Dashboard Insights are exported. All the
existing configurations on the host, which includes, Sites Groups, Alert Rules, Compliance,
Export Settings, Flow Rules, and User Preferences are exported.

5. The Import/Export  table displays information of the exported files such as status, type, and
content.

6. Click Click  and choose Download  once the export job status has moved to Completed .
The exported configuration is downloaded as a compressed file.

7. Click Click  and choose Delete  to delete the configuration.

Importing a Configuration
Use the following procedure to import a configuration.

Procedure

1. Choose Settings  > Application  > Import Export Configuration .

2. Click New Import/Export .

3. In the New Import/Export  page, click Import .

4. Select the downloaded compressed tar.gz configuration file and click Start . The import job
details are displayed in the Import/Export  table.

5. Click Click  and choose Apply  once the import job status has moved to Validated .

6. Select the configurations to import and click Apply  The Import/Export  table displays the
details of the imported configuration.

50



!
When the status of the import job status is Partially Failed , some of the
configurations would be added and some would be skipped due to failures. To
view the reasons for the failure hover the mouse over the status column.
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Central Dashboard

Central Dashboard
In Cisco Nexus Dashboard, the Multi-cluster Connectivity  tab allows you to connect multiple
clusters together for a Single Pane of Glass (SPOG) view and administration of the clusters and their
sites, services, and configurations. When you add a second cluster, a federation of clusters is
formed. The cluster from which you create the federation becomes the "primary" cluster with a
number of unique characteristics that do not apply to other clusters in the group.

See Cisco Nexus Dashboard User Guide  for information on Multi-cluster Connectivity.

In Cisco Nexus Dashboard, the Central Dashboard  provides an overview and status of the entire
system with all clusters, sites, and services across the entire group of clusters you have created and
allows you to quickly find obvious issues, such as connectivity loss to one of the clusters.

After configuring the clusters in Cisco Nexus Dashboard, you can access and perform all operations
on the Site Group or site in Cisco Nexus Dashboard Insights. To add a new Site Group see Add a Site
Group .

In Cisco Nexus Dashboard Insights, the Central Dashboard  provides an overview of the Site
Groups available in the multi-cluster setup, and the alerts (anomalies and advisories) associated
with the Site Groups.

! The site name and Site Group name must be unique in a multi-cluster setup.

1. Click Central Dashboard  in the top right of Nexus Dashboard Insights page.
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