


https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/index.html












https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/guide-c07-739242.html




https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
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Setting up SD-Access Wireless with Cisco DNA Center 
This section provides a step-by-step guide to setting up wireless capabilities in SD-Access through Cisco DNA Center. Cisco DNA 

Center is the single pane of glass that provides automation, policy, and assurance for the SD-Access solution. 

One of the prerequisites in setting up the SD-Access wireless is to have the Cisco DNA Center installed. The Wireless LAN 

Controller (WLC) should be installed with the image supported by the Cisco DNA Center. 

The workflow and screenshots in the further sections are taken from Cisco DNA Center 1.3.3.  

The Identity Service Engine (ISE) needs to be installed and ready with the following personas at a minimum: The Primary 

PAN/PSN/MNT. Refer to the ISE deployment guide mentioned below to suite a distributed model that supports the scale required. 

The Identity Service Engine (ISE) has to have the following service running: PxGRID and ERS API.  

For more information on the compatible software recommendation for SDA, please refer to the compatibility matrix guide posted 

below. 

SD-Access Compatibility Guide 

For Cisco DNA Center install and upgrade process, please follow the instructions on the given link: 

Cisco DNA Center Install Guide.  

To install and set up the Cisco Wireless LAN Controller (WLC) and to get the initial configuration completed. Please refer the 

instructions below for the Aire-OS /Catalyst 9800 platforms  

Cisco Aire-OS  8540 deployment guide: 

Cisco Aire-OS  5520 deployment guide: 

Cisco Catalyst 9800 deployment guide: 

Installation guide for Identify Service Engine (ISE) 

 

RMA Process for Fabric wireless 
The Return Material Authorization (RMA) workflow in Cisco DNA Center provides users the ease of automation to replace failed 

devices quickly, thus improving productivity and reducing operational expense. RMA provides a common workflow to replace 

routers, switches, and access points. 

Currently, the RMA workflow on the Cisco DNA center can be utilized only for fabric Access-Point. The RMA workflow for a 

fabric Wireless Lan Controller and EWC-9k is not supported with Cisco DNA Center 2.2.x.x. To replace a fabric Wireless Lan 

Controller, kindly raise a TAC case to have an expert drive the RMA  process.  

For more information on the RMA workflow, please refer to the configuration guide of the Cisco DNA Center. 

RMA workflow configuration on the Cisco DNA Center. 

 

 Migration: AireOS to C-9800 

https://www.cisco.com/c/en/us/solutions/enterprise-networks/software-defined-access/compatibility-matrix.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/1-3-3-0/install_guide/2ndGen/b_cisco_dna_center_install_guide_1_3_3_0_2ndGen.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/8540-WLC-DG/b_Cisco-8540-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-6/install_guide/b_ise_InstallationGuide26.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-1-2/user_guide/b_cisco_dna_center_ug_2_1_2/b_cisco_dna_center_ug_2_1_1_chapter_011.html
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With the introduction of the Catalyst 9800 Wireless LAN 

Controller, existing customers who have deployed fabric 

with the AireOS based controller would require a migration 

path towards the C-9800 based controller. In this section, 

we will detail the steps that can aid the customer in 

migrating their fabric-enabled wireless from AireOS to 

C9800.  

An SD-Access fabric site can support multiple Wireless 

LAN Controllers within a single fabric site. An exception 

to this when using EWC-9k. A fabric site can only support 

a maximum of two embedded wireless LAN controllers 

within a fabric site. The migration outlined in this section 

can't be used to migrate from an AireOS to an EWC-9k 

controller. The first step in the emigration path is to 

onboard the catalyst C-9800 Wireless LAN Controller on 

the Cisco  DNA Center inventory app. The details of how 

to discover the device and add them to the inventory are 

mentioned in the following section: 

Discovery of Devices on the Cisco DNA Center 

Once the device is discovered and added to the inventory, 

the device needs to be provisioned. To provision the 

wireless LAN controller, we would have to take a phased 

approach. A managed site could either be a building or a 

floor within the site hierarchy needs to be unmanaged from 

the current Aire-OS controller and be managed by the  C-

9800 controller.  Once the device is provisioned, the site is 

migrated and managed by the C-9800 controller. The C-9800 controller can now be added to the fabric as a fabric-enabled 

Wireless LAN Controller.  

 

  

 

 

 

 

 

A site once migrated to the C-9800 controller will have the AP dissociate from the current Aire-OS based controller. The AP will 

now associate with the C-9800 controller, this can result in a downtime for the AP to download the new image and relevant config 

from the C-9800 controller. Please ensure that the migration is planned with a proper maintenance window accommodating this 

downtime. 

 

Seamless roaming is supported for the same SSID  across these controllers. A wireless endpoint associated with an AP on an Aire-

OS based controller can seamlessly roam to an AP associated with the C-9800 based controller. For seamless roaming to happen 

the controllers needs to be configured with the respective mobility configuration. 

 

For  Cisco DNAC- 2.1.2.x version and below, the mobility configuration is automated by the Cisco DNA Center. For releases 

2.2.x.x  and above the mobility configuration needs to be provisioned using the workflow provided on the inventory app. 

Note N+1 HA is not supported with Aire-OS and C-9800  acting as primary and secondary to each other.  Due 

to the config model differences between the Aire-OS based controller and the C-9800, the Cisco DNA 

center will not provision these controllers to act in N+1 HA mode. The N+1 HA mode in wireless allows 

controllers to act a primary and secondary for sites, acting as a backup to each other 
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 AP fallback a common feature used in wireless to allow an AP to do fallback from the primary controller to the secondary 

controller is not supported in this scenario. For redundancy aspects, a customer could deploy the  Aire-os or the C-9800 WLC in 

HA-SSO mode. 

 

 

9800 Embedded Wireless LAN Controller(EWC) 
One of the pre-requisites to install the Embedded Wireless Controller on a Catalyst 9k switch is to have netconf enabled. The 

Cisco DNA Center takes care of the enabling netconf on the device. The netconf is one of the methods the Cisco DNA Center uses 

to provision configuration to the devices.  

The below section highlights the steps required to enable netconf manually on the Catalyst 9k switch if not done through the Cisco  

DNA Center. For the Cisco DNA center to provision netconf to the device ensure netconf is selected as one of the credentials 

during the discovery process.  The Catalyst Switch should be running in install mode for the wireless package to be installed. The 

version of the wireless package should be the same as that of the Cisco IOS-XE version running on the switching platform. 

If the Catalyst 9k switch is running on 16.11.1c, the 9800-SW package should be of the same version -16.11.1. For the wireless 

package to install properly you need to have the DNA-advantage license active on the switch. You can check this through show 

version command. If not, you can activate the evaluation through the normal license commands. 

The software for the wireless package on the Catalyst 9k family is located on Cisco.com under the switching product family.  

The images are also posted as special releases, to obtain the images under the special release browse through the SDA 

compatibility matrix. 

 

 

 

 

 

 

The EWC is currently supported only with SD-Access deployments. The Cisco DNA Center is used to provision and install the 

wireless package on the Catalyst 9k switch. 

 

 

 

 

 

 

 

 

Note Cisco DNA Center expects the mobility name to be user-defined and not to use the default mobility 
group name for security reasons. 







19  

 
 
Step 7    The Cisco DNA center shows the summary of the config provisioned on the device such as the SSID config. 

 

 
 

Step 8    After the embedded wireless is added, save the fabric configuration: 
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SD-Access WLC underlay discovery 

Please upgrade your browser to the latest version before logging in to Cisco DNA Center. 

 
Procedure 
 

Step 1 Log in to Cisco DNA Center using the management IP address and credentials assigned when it was installed. 

 

 

 
 

 

Step 2 Once logged in, you will see the Cisco DNA Center landing page. 
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Enabling all the given options for the credentials during the discovery will initiate the Cisco DNA Center to configure them on the discovered 

WLC. The Cisco DNA Center will log in to the device through Telnet/SSH and enable  SNMP  and netconf on the device. The SNMP read/write 

is used for Assurance, while the netconf being one of the methods to provision configuration on the Wireless LAN Controller (WLC). Please 

refer to the Wireless LAN controller configuration guide on how to enable SSH on the platform. 
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Step 4 Collapse the Credentials section and expand the Advanced section. Select Telnet and/or SSH by clicking on it. 

SSH is enabled by default on the AIRE-OS based Wireless LAN Controller (WLC). To enable SSH on the Catalyst 9800  

WirelessLAN Controller(WLC), refer to the configuration guide. 

 

 

Click Discover in the lower right corner. Once the discovery starts, the page will present the discovery settings and details. 

 
 

Similarly, discover other devices in your network that you would like to make part of the fabric. Names of wired devices will begin appearing on 

the right of the screen as they are discovered. 

Again, the assumption here is that the other fabric wired devices (border and edge nodes) have been discovered already. Cisco Discovery Protocol 

discovery is recommended for switches. 
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SD-Access Design 

Get started using Cisco DNA Center Design 

Cisco DNA Center provides a robust Design application to allow customers of every size and scale to easily define their physical 

sites and common resources. This is implemented using a hierarchical format for intuitive use, while removing the need to redefine 

the same resource in multiple places when provisioning devices. 

 
Procedure 

 

Step 1 Create the sites and site hierarchy of your network, using the Design page similar to the example below. 
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Step 8 Click Finish to complete the Guest SSID design phase 

 

 

Step 9    Optionally, you can configure a customized RF profile. The profile in the design phase is then applied in the 

provisioning phase (described later in this guide). Scroll down the wireless page to view the available 

wireless radio frequency profiles. 
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To create a new profile, click Add. The following page is displayed. 

 

 

 

 

 

 

 

 

 

 

 

Choose customization parameters (dynamic bandwidth selection, DCA channel flexibility, and HD RF settings) for the parent 

profile on the 2.4- or 5-GHz band. 
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AAA server per SSID 
In this section, we will discuss the AAA server per SSID feature introduced as part of the Cisco DNAC-2.2.1.0 release. 

Prior to Cisco DNAC-2.2.1.0 release the AAA sever used by an SSID was defined in the design network settings. The 

number of the AAA server that can be defined in the network settings was limited to just two. There was no way to specify 

a unique set of AAA servers that can be mapped to an SSID, as the AAA servers defined under the design settings page 

were common to the wired and wireless infrastructure. The AAA server per SSID allows an administrator to map up to 

six AAA servers per SSID. An upgrade from a pre-Cisco DNAC 2.2.1.0 to 2.2.1.0 or above will have the AAA server 

auto-populated and migrated from the network settings to the per SSID AAA server settings. 

The AAA server defined for an SSID can be a mix of an ISE PSN and regular AAA servers. The feature provides the 

flexibility to define a different group of AAA servers for an enterprise SSID and a different set of servers for the Guest 

SSID. It is a common practice to isolate AAA servers for trusted and untrusted users. Administrators can also override the 

AAA servers defined for an SSID at the floor/building or a location within the site hierarchy. When doing an override, the 

Cisco DNAC will provision multiple SSID with the same name but a different profile name based on the layer where the 

override was done. The feature is supported on the Aire-OS-based controllers and the Catalyst 9800 Wireless LAN 

Controllers. The support for this feature on the EWC-9k platforms is only supported from the Cisco DNAC-2.2.2.0 release 

onwards. 

If using Aire-OS based controllers, the maximum number of global AAA servers that can be supported on the platform is 

limited to 32. The sum of all the different AAA servers configured under the SSID should be within the limit of 32. If the 

AAA servers exceed the value of 32, a provisioning failure would occur. 

The AAA server per SSID workflow on an SSID would be activated only if the security configuration on the SSID requires 

authentication and authorization. Any changes made to the AAA server on an SSID would require the WLC to be re-

provisioned for the new settings to take effect.  

The following defines the steps to enable the AAA server per SSID feature. 

Step1:  Integrate/add the ISE PAN/AAA servers to the Cisco DNAC. 

              Navigate to System->Settings->External services ->Athentication and policy servers.  

 

 

Step2:  The next step is to create an SSID, and map the AAA servers on the SSID. The AAA server mapping can be done while 

creating the SSID. Any modification to the AAA server can be done post SSID creation by navigating to the Design->Network 
Settings. 
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Step4:  This is an optional step. To override the AAA server per site. Navigate to the respective site and modify the 
AAA server. The icon   shows the SSID inherits the settings such as a AAA server from the global configuration 
and the absence of it signifies the configuration is overridden at the site level. 

 

 
 
Step4:  Provision the WLC to have the SSID and AAA server configs to be pushed on the WLC. To provision, the WLC 
navigate to Provision->Inventory. Select the WLC and on the action tab select provision.   

Once the WLC is provisioned successfully. For an Aire-OS based controller, the AAA servers are configured globally 
and mapped to the SSID. For the Catalyst 9800 based Controllers, the Cisco DNAC uses the following sequence to map 
the AAA server per SSID. AAA Servers are created first and the servers get mapped to a server group. The server 
groups now get mapped into a method list and the method list is mapped to the SSID. For Accounting, the method list is 
mapped to the respective policy profile used by the SSID. 

 



40  
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https://cs.co/sda-segment-sdg
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A new contract is created but it is not yet deployed. To deploy it, click on the new contract checkbox and click on Deploy.  
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Click on Change and Save to see that this policy gets applied.  

Verify from the Policies Matrix page that the Scalable Group Access List policy got created.  

 

The above screenshot is for illustration purposes only. Create a policy depending on your selection of scalable groups. 

 

Peer to Peer Blocking  
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If you want to configure stateful switchover high availability (SSO HA), you need to add the second WLC to the same site at 

this point. Then, from the same Device Inventory page, click the WLC you want to configure as primary and go to the High 

Availability tab. Here enter the Management and Redundancy Management information for both the primary and secondary 

controllers and then click OK. The controllers will reboot, and after some time you will see only one WLC in the inventory. 

From now on, you can continue to provision as if it was a single WLC. 
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Step 3  Once the WLC is added to the site, select it and click Provision. 

 

Step 4  Select the location where the WLC is placed, the Settings defined in the network profiles such as the Syslog/SNMP and NTP 

are pushed to the WLC 
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country code is mapped to a Building and the floors beneath it inherit it from the building.  

Refer to the screenshot below to understand the country codes pushed to the WLC by the Cisco DNA Center. 

 

Step 7 The configuration pushed through Cisco DNA Center can be viewed on the WLC, such as the RADIUS 

server for authentication and accounting. Also, two WLANs are created with WLAN ID >17 and status 

disabled, one for each site the WLAN is associated with. The WLANs will be disabled until you configure 

Host Onboarding and assign a pool to the SSID. 

 

 

Screenshot for Cisco Catalyst 9800 WLC: 






































































































































