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Solution Overview

Description

The exponential growth of network traffendthe pressure®f efficiently rumingnetwork operationgpose huge
challenges for network operator®roviding quickntent-basedservice delivery with optimal network utilization aitiee
ability to react to bandwidth and latency demand fluctuations in real time is vital to suddégstionto Software
Defined Networks (SDNs) and autonmtiof operational taskss the optimal wayo become more efficient and
competitive.

Cisco Crosswork Network Controliea turnkey network automation solutiofor deploying and operating IP transport
networksthat delivers mcreased service agility, cost efficiency, and optimization for fastertiveistomer value and

lower operating cost The solutiorcombines interbased network automation to deliver critical capabilities for service
orchestration and fulfilment, netwdr optimization, service path computation, device deployment and management, and
anomaly detection and automatiemediation.Usingtelemetry gathering and automated respons€ssco Crosswork
Network Controlledelivers network optimization capabilitiesahare nearly impossible to replicate even with a highly
skilled and dedicated staff operating the network.

The fully integrated solution combindsnctionality from multiple Crosswork components installed upon a common
Crosswork infrastructure, as well eslustry-leadingcapabilities from Cisco® Network Services Orchestrator (AIRD)
Cisco Segment Routing Path Computation ElemenrP(&R)Its unified user interfaceprovides a single pane of glass for
reaktime visualizatiorof the network topologyand services, provisioningjonitoring, and optimization.

2 Kl 0Qa bS¢ Ay ¢KAa wStSIas
This release of Cisco Crosswork Network Controller supports the following new features and capabilities:

5 { dzLJLJ2 NSfiowrffiglddl) & S NAAth tieSadsigtance of Cisco Customer Experience (CX) specialists, you tran use
Cisco Crosswork Network Controflegerviceextensihility framework andAPIgo visualize existing (also called
cbrownfieldd 0 & S NJave BeSeil onfafClistdom model ahdvebeenimplemented in Cisco NSO.

o«

FlexAlgo: Crosswork Network Controller now supports us&efimenRoutingFlexible Algorithn{FlexAlgo)to
customize and compute IGP shortest mativer a néwork according to constraints specified in the FAdgorithm
in which each device participates.

o«

SRv6Crosswork Network Controller now suppok8VPNservices over SRVGL2VPN EVPN VPWS)

o«

Multipoint VPLS using EVPRisco Crosswork Network Controllemnextends L2VPN EVPN VPWS support with
the addition ofL2VPN EVPN VPLS and the following service topologies: ELAN, ETREE, and Custom.

UELANany-to-any: Full mesh topology where all sites communicate with one another. The same RTs are assigned across
allnodes.

UETREEBub-spoke Route targets are assigned in a manner which spokes are able to communicate with the hub, but not
with each other. A spoke is definechibde-role is defined for a given site.

UCustom User will manually define RT values for eaité s

o«

TreeSID VisualizationTreeSID is a technology used to implement multicast trees in segment routed transport
networks. Using Cisco Crosswork Network Controller, the visualization of such trees render in the Ul

¢

EMS Services Suppoiio enable seree-driven workflow for packet networks, Element Management System
(EMS) services are bundled with the Crosswork Network Controller Advantage pack. The EMS functions include
inventory, fault, and Software Image Management (SWIM)

Unventory service integr&&tda RSSLI Ay @Sy (i2NE O2ft SOGA2Yy gAGK / Aald2 / N
enriches the existing device onboarding workflow to gather more insights about the devicanBidgiltice packages
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https://blogs.cisco.com/sp/flexible-algorithm-makes-segment-routing-traffic-engineering-even-more-agile

o«

enable deep inventory collection when the user mahy attaches a device to the Crosswork Data Gateway. The
collection is persisted in the database and monitored usingrtkentory APls

UFault service is associated with alarm management. It provides API support for subscription, request, retrieval, and
auto-clearing of alarms for Topolodsisualizatiorservices. Monitored using theault APlsthe fault service improves the
existing topology views by showing the alarm status for devices and links

USWIM is integrated with Crosswork Change Automation and manade@&wIM APLslt allows operators to view,
import, and delete software images, as well as push software images to the devibesnetwork. SWIM improves
compliance, accelerates upgrades, and improves the network engineer experience.

Configurable Service Point$he configurable service points feature allows a user to define a list of service points
and to appear on the servigaovisioning tree in the Provisioning Ul.

Service HealthService Healtmonitoring is available for both Basic Monitoring and Advanced MonitoRnghelp
selecting the appropriate monitoring option for your needs, see the se&amsic andAdvanced Monitoring Rules

In total, Basic + Advanced Monitoring provides up to 52,000 services that can be monitored. For more information
on Service Health, see Cisco Service Health iBthetion Components and Integrated Architectusection

Note: ServiceHealth is accessible through Limited Availability. Engage your account team for further details.

UExternal Storagsupported in conjunction with Internal Storagéor expandechistoricalService Health monitoring
datacapacity.

UThe Service Health Cailéon Jobs administrative option provides the capability to view Parameterized Jobs (template
based collection jobs) that supports a greater number of jobs, adding the ability to view CLI collection jobs. This is useful
when troubleshooting collection joissues by examining details of individual devices using Parameterized Jobs. Devices
are identified by their Context ID (protocol) so to determine if they are GMNI, SNMP ;loaseld jobs

Supported Use Cases

s}

(e}

o«

o«

[}

Orchestrated servic@rovisioning:Provisioning of layer PN(L2VPN) and layer 3 VPN (L3VPN) services with
underlay transport policies to define, meet, and maintain SLAs, using the Ul oJAiRSegmenRoutingFlexible
Algorithm (FlexAlgo)provisioning andisualizing tacustomize and compute IGP shortest pativer a network
according to specified constraints.

Realtime network and bandwidth optimization:intent-based closedoop automation,congestion mitigationand
dynamic bandwidth management based on Segment Routing and-RS\@ptimization of bandwidth resource
utilization by setting utilization thresholds on links and calculating tactical alternate paths when thresholds are
exceeded.

Local Congestion Managemeritocal Congestion Mitigation (LEpfrovides localized mitigation recommendations
within surrounding interfaces, with the use of standard protocols. Data is gathered #imeahnd when
congestion is detected, solutions ares@ Sa i SR® [ / ainthek 2 2L avihidhvelSyidds thathe
control of making changes in the network is in the hands of the operator.

Visualization of network and service topology and inventoiisibility into device and service inventory and
visualization of devices, links, and transport/PN services and their health status on majih logical or
geographical contest

Performancebased closedoop automation: Automated discovery and remediation of problems in the network by
allowing Key Péormance Indicator (KPI) customization and monitoring ofgeéined remediation tasks when a
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KPI threshold is breacheBor this use cas&isco Crosswork Health Insights and Cisco Crosswork Change
Automation must be installed.

s Planning, scheduling, andudomating network maintenance tasksScheduling an appropriate maintenance
window for a maintenance task after evaluating the potential impact of the task (using WAE Design). Automating
the execution of maintenance tasks (such as throughput checks, sefiwmrades, SMU installs) using playbooks.
For this use cas€isco Crosswork Health Insights and Change Automation must be installed.

8 Secured zerdouch onboarding and provisioning of device®@nboarding new IO&R devices analtomatically
provisioning Day0 configuration resulting in faster deployment of new hardware at lower operatisgFemsthis
use caseCisco Crosswork Zero Touch Provisioning must be installed.

o«

Visualization of native SR path¥isualizing the native path using theteroute SBMPLS multipath command to
get the actual paths between the source and the destination can be achieved using Path Query. With Cisco
Crosswork Network Controller, a traceroute command runs on the source device for the destinaRmufeE 1D
and assists in retrieving the paths.

o Discovery, Analysis, and Visualization of Mghist Treesusing TreeSID in SegmerfRoutedNetworks: Visualizing
pre-provisioned Segment Routing Path Computation Element$ (3FreatedMulticast Treesising TREBID
within your network is critical for video broadcasting and streaming service providers who must usestulti
protocols to replicate traffic and send it to different points in the network. With Cisco Crosswork Network
Controller, users can visualize gveovisioned Tree Segment Identifier (T¥8&) SR paths easily and quickly

Solution Components and Integrated Architecture

The following diagram providesa highS @St Af f dZAGNF GA2Y 2F K2g GKS azfdziizyQa
pane of glassa execute the primary supported use cases.

Hierarchical Controller(s)

Data Collection

Device Packs

Collectors (SNMP, Telemetry, CLI, ...)

PCEP, IGP, BGP-LS SNMP, Syslog, gNMI, MDT CLI | NETCONF

Network Devices

The following components make up the Cisco Crosswork Network Contdlksolution:
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Note:  Crosswork Zero Touch Provisioning, Crosswork Health Insights, Crostwdick Change Automation, and
Service Health are optional aduh components.

e}

o«

Cisco Crosswork Activiepology

Cisco CrossworRptimization Engine

o«

e}

Cisco CrosswoiRata GatewayCDG)

CrossworkCommon Ul and API

o«

Crossworknfrastructureand Shared Services

(=}

Cisco Crosswotlealth Insights an@isco Crosswoi®hange Automation

o«

o«

Cisco Crosswotero-Touch Praisioning (ZTP)

(e}

Cisco Network Services Orchestrator (NSO)

o«

Cisco Segment Routing Path CompigiatElemen{SRPCE)

Cisco Service Health

o«

Cisco Crosswork Active Topology

Cisco Crosswoltk Ot A @S ¢ 21J2f 238 Qa f 2 3A OlrehHinte yisbilitHiSc2tiz pldysici an@lodical Y | LJa  LJIN.
network topology, service inventory, alBRTE policies and RSVYE tunnels, all withia single pane of glas$hey enable

operators to see, ab-glance, the status and health of the devices, services, and policies. Services and transport policies

can bevisualized endo-end as an overlay within the context of the topology map. Cisco Crosswork Active Topology

provides device grouping functionality so that operators can set up their maps to monitor exactly the set of devices,

services, and locations for vdh they are responsible. In addition, operators can save custom views for quick and easy

access to the views and functionality they use on an ongoing basis.

Cisco Crossworptimization Engine

Cisco Crosswork Optimization Engine providestigad network optimization allowing operators to effectively maximize
network capacity utilization, as well as increase service velocity. Leveragirgmealrotocols such as BGES and Path
Computation Element Communication Protocol (PCEPPCERand Crosswork pization Engine enabglosedloop
tracking of the network state, reacting quickly to changes in network conditions to supportteesdtig network.

Cisco Crossworkata Gateway(CDG)

Cisco Crosswork Data Gateway is a secure, common collection pldtfiogathering network dat&rom multi-vendor
devices. lis an onpremise application deployed close to network devittest support multiple data collection protocols
includingMDT, SNMP, Clstandardsbased gNMI (diah), and syslogAny type of data can be collected Byosswork Data
Gateway as long as it can be delivered over one of the supported protacdtgs way, ican provide support for a
growingset of use cases and customizations.

To address scale challenges, Cisco GrarssData Gateway is implemented as a number of VMs and designed with a

distributed architecture in mind. Each lightweight VM manages a subset of the overall network and as the network grows,
additional VMs can be added horizontally to address the new aelsmi@n the compute resourcels.also supports a

Tt SEAG0ES NBRdzy Rl yoOe 02y T A 3 dzAerihaigitial seiup,C8de Crasgwork Kédwork LIS NI (1 2 ND &
Controller automatically orchestrates the collection across the multiple Cisco Crosswoi&&eveay VMsAPIs and

configuration examples are availableiliostrate how to adchew collection jobs (outsidef those built for you byCisco
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Crosswork Network Controlleto gather additional information from your networkhe collected data can be blished
to approved destinations. Supported destinations are Kafka and gRPC messaging bus.

CrossworkCommon Ul and API

LEf /Aa02 / NRraag2N] b S arg@oMded withiyaiskde! dorBmbRgraptiicdryisdriintedayel: This G &
commonUlbridad G23SGKSNJ GKS FSIGdz2NBa 2F Fff / NRaasg2N] bSidis2N]
network topology and service visualization, service and transport provisioning, and system administration and

management functions. When optional adt Crosswork components are installed, their functionediire also fully

integrated into the common Ul. Having all functionality within a commarinstead of having tseparatelynavigate

individual application UJgnhances the operational experiencedaimcreases productivity.

AommonAPlenabky NP a&ag2N)] bSig2N] /2y (iNRBf { SNpdaiddsidRBdeNtcasydoiatA £ A (& @

for all APIs exposed by various birltcomponents. The API provides a RE&d Northbound Interface to exterha

systems (e.g., OSS systems) to integrate with Cisco Crosswork Network Controller. RESTCONF and YANG data models are
made available for optimization use cases. Fataills about the APIs and examples of their usage theCisco Crosswork

Network Automation APl Documentation on Cisco DevNet

Crossworknfrastructureand Shared Services
The Cisco Crosswork Infrastructure provides a resilient and scalable platfasmiadnall Cisco Crossworkmponentscan
be deployedThs infrastructure and shared services provide

8 A single AR¢ndpoint for accessing all APIs of Crossvamlicationsdeployed

s A shared Kafka bus to pass data between applications

s Shareddatabasés) (such as relational and gragbj applications to store data

8 A singe shared database to store all gathered tseeges data from the network

o A robust Kubernetebased orchestration layer to provide for procdssel resiliency

8 Tools for monitoing the health of the infrastructure and the clusterwiftual machines\{Ms) on which it resides

Cisco CrossworKealth Insights andCisco Crosswork&hange Automation

Cisco Crosswork Health Insights and Cisco Crosswork Change Automatiompoaentsthat can optionally be installed
with Cisco Crosswork Network Controller.

Cisco Crosswork Health Insights performs-tima¢ Key Performance Indicator (KPI) monitoring, alerting, and
troubleshooting. Cisco Crosswork Health Insights enables programmabi&nitg and analytics. It provides a platform
dynamicallyfor addressing changes to the network infrastructure. Cisco Crosswork Health Insights builds dynamic
detection and analytics modules that allow operators to monitor and @bdutnetwork events lbsed on usedefined
logic.

Cisco Crosswork Change Automation automates the process of deploying changes to the network. Orchestration is defined
via an embedded Ansible Playbook and then configuration changes are pushed to Cisco Network Servicest@rchestra
(NSO) to be deployed to the network.

Thesecomponentswithin Cisco Crosswork Network Controller enable cldseg discovery and remediation of problems
in the network. Operators can match alarms to fuefined remediation tasksvhich are performed wén a defined Key
Performance Indicator (KPI) threshaddreached. This reduces the time it takes to discover and repair a problem while
minimizing the risk of human erroesulting frommanual network operator intervention.

© 2022 Ciscaand/or its affiliates All rights reserved. PageBof 121

I


https://developer.cisco.com/docs/crosswork
https://developer.cisco.com/docs/crosswork

Cisco CrossworKero-Touch Preisioning (ZTP)
Cisco Crosswork ZTP can optionally be installed with Cisco Crosswork Network Controller.

Cisco Crosswork ZTP is an integrated turnkey soluticeuftmmaticallyonboarding and provisioning new I&XR devices
resulting infasterdeploymentof new hardware at lower operating casOperators can quickly and easily bring up devices
using a Ciscoertified software image and a dagro software configuratiorAfter it isprovisioned in this way, the new
device is onboarded to the Crosswork @evinventory where it can be monitored and managéohg withother devices.

Cisco Crosswork ZTP offers Secure ZTP functionality in addition to the Classic ZTP functionality. Secure ZTP is based on RFC
8572 standards and uses secure transport protocots @ertificates to verify devices and perform downloads. Secure ZTP

is useful when public Internet resources must be traversed to reach remote network devices, or when the devices are from
third-party manufacturers. With Secure ZTP, the device and the Ciesswork ZTP bootstrap server authenticate each

other using the device's Secure Unigue Device Identifier (SUDI) and Crosswork server certificates over TRBA{ATPS.

secure HTTPS channel is established, the Crosswork bootstrap server allows théadeqgeest to download and apply a

set of signed image and configuration artifacts adhering to the RFC 8572 YANG dJdtertize image (if any) is

downloaded and installed, and the device reloads with the new image, the device downloads configundgitsnasd

executes them.

Cisco Network Services Orchestrator (NSO)

Cisco Network Services Orchestrator (NSO) isrehestration platform that makes use of pluggable function packs to
translate networkwide service inteninto devicespecific configurationCisco NSO provides flexible service orchestration
and lifecycle management across physical network elements and-blased virtual network functions (VNFs), fulfilling

the role of the Network Orchestrator (NFVO) within the EE8topean TelecommunicatisrBtandards Institute)

architecture. It provides complete support for physical and virtual network elements, with a consistent operational model
across both. It can orchestrate across mutihdor environments and support multiple technology stacks, englftie
extension of enelo-end automation to virtually any use case or device.

Cisco NSO has a rich set of APIs designed to allow developers to implement service applications. It provides the
infrastructure for defining and executing the YANG data motielsareneeded to realize customer servicdsis also
responsible for providing the overall lifecycle management at the network service level.

Serviceand cevicemodels written using YANG modelling languageableCisccb { h (12 ST T A Odewgniitbe WY LIQ
device capabilities and automatically generate the minimum required configuration to be deployed in the network. This

feature, facilitated byCisccb { h Qa C! { ¢ a listcapabloBcAraRAring<criEnt configuration states with a

a S NWintedtSaquiEhen generating the minimum set of changes required to instantiate the service in the network.

All Crossworlkkomponentsthat are included in Cisco Crosswork Network Controller or are optionabag/dvith the
exception of Cisco Crosswork Zfguire integration with Cisco NSO.

dscoCrosswork Network Controlleequiresthe following Cisco NSO function packs:

8 SRTE core function pack (CFP) enables provisioning of explicit and dynamic segment routing policies, including
SRv6, andn-demand SR Epolicy instantiation for prefixes with a specific color.

¢

Sample function packs for IEG&Mpliant L2VPN and L3VPN provisioning. These function packs provide baseline
L2VPN and L3VPN provisioning capabilities, based on IETF NM models. Prior to custothizatiGcample
function packs enable provisioning of the following VPN services:

Note: The Service Health function pack should be independently installed apart from Cisco Crosswork Network
Controller function packs

L2VPN:

o«
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UPointto-point VPWS using TargeteDR

UPointto-point VPWS using EVPN

UMultipoint VPLS using EVRhith service topologieELAN, ETREE, and Custom)
o L3VPN

8 Sample IEFEompliant RSVAPE function pack intended as a reference implementation for R&/fannel
provisioning, to be customized as required.

Note: By default, the IEF€ompliant NM models are used. If your organization wishes to continue to udddhe
modelsthat were provided with the previous versipa manual setup process is required. Consult your Cisco
Customer Experience representative for more information.

Note: The Cisco NSO sample function packs are provided as a starting point for VPN servioaipigvisi

Fdzy OlA2yltAlGe Ay [/ Aa02 / Nraag2N)] bSdiég2N)] /2y iNBff SN
network configurations, they are intended to demonstrate the extensible design of Cisco Crosswork Network
Controller. Answers to common questins can be found on Cisco Devnet and Cisco Customer Experience
representatives can provide answers to general questions about the sanfuipport for customization of the

samples for your specific use cases can be arranged through your Cisco account team

Note: Cisco NSO currently does not support bundle ethernet (BE), route distinguisher (RD), or B&getite

(RT) functions with L2VPN EVPN. Although it does support multihoming and L2VPN route policy, there is no option
to specify an RD value in L2VPN foEafPN ELAN/ETREE, nor is there an option to specify load balancing type. To
perform these functions, contact your Cisco account team for a set of custom configuration templates and advice
on configuring bundles manually.

Cisco Segment Routing Path Computex Element(SRPCE)

Cisco SIRCE is an IR multidomain stateful PCE supporting both segment routing (SRRa@sdurce Reservation
Protocol(RSVP). Cisco-BRE builds on the native Path Computation Engine (PCE) abilities withiR I@¥ices, and

provides the ability to collect topology and segment routing IDs throughB;Ralculate paths that adhere to service

SLAs, and program them into the source router as an ordered list of segments. A Path Computation Client (PCC) reports
and delegates contraf headend tunnels sourced from the PCC to a PCE peer. The PCC and PCE establish a Path
Computation Element Communication Protocol (PCEP) connection tHA€ERIses to push updates to the network and
re-optimize paths where necessary.

Cisco SIRCE canither reside on server resources using virtualized XRv9000 , or as a converged application running within
IOSXR Routers.

Note: Adding static routes for autdiscovering the scale nodes from-BRE after 2,000 nodes is not supported.

CiscoService Health

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details
Service Health substantially reduces the time required to detect and troubleshoot service quality lissw@stors the
health status oprovisionedL2/L3 VPN servicesd enables operators tpinpoint why and where a service is degraded. It

can also provide serviegpecificmonitoring, troubleshooting, assurance, and proacthaeisalitythrough a heuristic model
that visualizes the:

8 Health status osub-services (device, tunne) a map when a single service is selected
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8 Service logical dependency tree and help diperatorin troubleshooting in case of degradation by locating where
the problem resides, an indication of possible symptoms, and impaatietrics in case of degradation

o Historicalview of service health statugp to 60 days

Service Health also provides the following:

8 Service Health monitoring is available for both Basic Monitoring and Advanced Moniptings For help
selecting the appropriate monitoring option for your needs, see the se&asicand Advancedvonitoring Rules

e}

Service Health providdaternal Storageof monitoring data up to a maximum limit of 50 GB. This data is stored on
your system. If yoexceed the limit of the internal storage, historical data will be lost. If you choose to extend
Service Health storage capacity, you can optionally configuternal Storagén the cloud using an Amazon Web
Services (AWS) cloud account. By leveragingriadtStorage, all existing internal storage data wilabtomatically
moved to the external cloud storageeeConfiguring Service Health External Storage Settiaggendix for more
details)and your internal storage will act locally as cache storagefigioing External Storage for Service Health
SyadNBa e2dz gAff y20 288 KAAG2NROIt RFEGF FT2NJ aSNBWAOSa
service health data for any service you choose to stop monitoring when you select the aptetain historical
monitoring service for the data. For more information on Internal and External Storage, and how to retain historical
monitoring service data when stopped, see the Appendix sesttumfiguring Service Health External Storage
Settingsand Stopping Service Health monitoring

Note: If you anticipate monitoring a large amount of Service Health services, Cisco recommends you configure
External Storage after you install Service Health and before you begin monitoring services so to avoid exceeding
the Internal Storage and losing historical data.

[}

Service Health supports poHr-point L2VPN.

Note: Currently, Service Health does not support multipoint L2VPN.

o«

To view subservices supported by Service Health L2VPN/L3VPN, Sestive Health Supported Subséces
appendix section. Details are provided that define which subservices are supported by each VPN service flavor.

o«

Service Health support for Cisco Network Services Orchestrator (NSO) Layered Service Architecture (LSA) adds
additional NSO cluster instags: one of CFS type, and two of RFS type. These additional NSO types serve as a high
availability feature. By distributing your devices across the different types, the LSA feature in Service Health allows
for dynamic configurations for assurance. To manthgeService Health provider Access, sebfsdministration >

Manage Provider Acces3 he Providers screen appears. See the Crossdrknistration guide and NSO
documentation for additional, detailed information.

¢

The Service Health Collection Jobs administrative option provides the capability to view Parameterized Jobs
(template-based collection jobs) that supports a greater numbejobs, adding the ability to view CLI collection
jobs. This is useful when troubleshooting collection job issues by examining details of individual devices using
Parameterized Jobs. Devices are identified by their Context ID (protocol) so to deterrhimye diré GMNI, SNMP,

or Cldbased jobs. Additionally, you may export the collection job information to review. The information provided
is collected at the time the export is initiated in a .csv. file

Note: When exporting the collection status, you must fill lre information each time an export is executed. In
addition, make sure to review the Steps to Decrypt Exported File content available on the Export Collection Status
pop up to ensure you can access and view the expdrtiEadmation.

o«

Service Health providesxpanded redundancy/High Availability (HA) for Assurance Graph Manager, Expression
Orchestrator, and Crosswork Expression Tracker microselicesnstances are now availabl€éljo view, select
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Administration > Crosswork Managemn the Crosswork Summatb, select Crosswork Service Health to view the
Application Details screen and Microservices.

UFor example, if you click thessurance Graph Manageame, two redundant/high availability instances appear. In
certain situations, one of the instances vio#t in the activeactive mode while the other is in the actiggandby mode.
This ensures that if one instance goes down, the second acts as a redundant, HA, backup

8 Heuristic Packages: Three additional Rules have been added to assist in Basic moavrindels (Rulé2VPN
NM- Basic , Ruk2VPNNM-P2RBasic, Ruk3VPNNM-Basic ) where a rule to generate Assurance Graph
information, for example Basic L2VPN NM P2P services, can be used along with two sub services. Heuristic Package
Metrics now has theapability for CLI based metrics and GMNI filtering customizations of packages.

Multi-Vendor Capabilities

¢2RI&Qa ySig2N)la KI @S GeLMAOltfte 0SSy odaAtd dzJ 2@0SNJ) GAYS
hardware and software. Furtherme, there is a lack of industry standardization, making support for these networks using

a single tool challenging.

Service providers require an integrated solution to manage thady devices that will reduce operational expenses and
maintenance overhad, as well as eliminate the need to build custom operational applications to deploy and maintain
different vendor products for a single network.

Because it uses standarbdased protocolsCisco Crosswork Network Controll@smulti-vendorcapabilitiesfor:

o Network service orchestration via Cisco NSO using CLI and Netconf/YANG. Cisco NSO is a Y-Ah@model
platform for automating provisioning, monitoring, and managing applications and services acrosgemdir
networks.

o«

Telemetry datacollection using SNMP with standardased MIBs, syslog, and gNMI with standard OpenConfig
models. Cisco CDG also supports Native YANG data models for external destinations and proprietary SNMP MIBs
with custom packages.

¢

Topology and transport discovevia SRPCE, using IGP and BIGE with link utilization and throughput collected
via SNMP using standard MIBs.

o Transport path computation using PCEP.

Note:  For thirdparty network device support, use cases must be validated by Cisco Customer Experience
represeri  GA @Sa Ay (i K@ndd dediroringrs, MdpeciallyitiEgacy platforms and-standard devicesr
services are involved.

Extensibility

The Cisco Crosswork Network Controller provisioning functionality can be extended using the productiapplicat
programming interfaces (APIs). For more information about the product APIs, s€isttee Crosswork Network
Automation APl Documentation on Cisco DevNet

The provisioning Ul is extensible as it is rendered based on the Yang, mbdrlnew services are introduced, they can be
easily incorporated.

Ul Overview

Log In

Log into the web Ul by entering the following URL inGhd2 ¢ 8 SNa | RRNBaa ol NY
https://<Crosswork Management Network Virtual IP (IPv4)> :30603/
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or
https://  [<Crosswork Management Network Virtual IP (IPv6)>] : 30603/
Note:  The IPv6 address in the URL must be enclosed with brackets.

In the Log In window, enter the usema& and password configured during installation and dliag In

Selfsigned certificateAt first-time access, some browsers display a warning that the site is untrusted. When this happens,

follow the prompts to add a security exception and downloadgb#signed certificate from the server. After you
download the certificatethe browser accepts the server as a trusted site in all future login attempts.

CA signed certificate: For production use, a CA signed certificate may be installed and is recethsoetadavoid a

warning that the site is untrusted.

Dashboard

After successful login, the Home page opens. The Home page displays the dashboard which providegaatat
operational summary of the network being managed, including reachability anchtipeal status of devices, as well as

transport policies and VPN services. The dashboard is made up of a series of dashlets. The specific dashlets included in

your dashboard depend on which Cisco Crosswork applicagionshaveinstalled. Links in each ghalet allow you to drill

down for more details.

cisco Crosswork Network Controller

A / Dashboard

Traffic Engineering

doeoo

Last Refresh: 28-APR-2022 11:51:32 AM PDT | ) Refresh | 38 Customize View

SR-MPLS SRv6 Tree-SID RSVP-TE
Total Policy Count Total Policy Count Total Policy Count Total Tunnel Count
. @0 e0 @0 0 @0 o0 @0 @0 @0 ©0 @0 o0
Device
LD Oper Do... Adm Do... Oper Up Oper Do... Adm Do... Oper Up Oper Do... Adm Do... Oper Up Oper Do... Adm Do... Oper Up
{} View in TE Dashboard
VPN Services Device Status VPN Service Health
Total Services Total Devices Total Services Monitored
Reachability
& Success 5 0 0 0 7 0 3
: L] Q @ (] o Q@
© Failed 0
Unreachable Degraded Unknown Reachable Good Dearaded
@ In-Progress 0 Operational Status 0 0
4 0 0 3 ° o
[x} o e [ Initiated Paused
Error Down Unmanaged oK

Note: Your Dashboard may differ from this screen capture, which also displays optional components you may not

have installed.

Navigation

The main menu along the left side of the window provides access to alré&saand functionality in Cisco Crosswork
Network Controller, as well as to device management and administrative tasks. The Home, Topology, Services & Traffic
Engineering, Device Management and Administration menu options are available when all natianeatsf Cisco
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Crosswork Network Controller are installed. Additional menu options are available in the main menu depending on which
Cisco Crosswork aetth applications are installed.

Home
The home page contains the dashboard, as describ8ahghboard
Topology

The network topology can be displayed on a logical map or a geograffecamap where the devices and links are

shown in their geographic context. The logical map shows deviagkthair links, positioned according to an automatic

layout algorithm. The geo map shows single devices, device groups, device clusters, links, and tunnels, superimposed on a
map of the world. Each device location on the map reflects the device's GPShatesdiongitude and latitude).

The Topology page consists of a map showing managed devices and the links between them along with a device table
listing managed devices. In the map you can see the status and health of the devices at a glance. Clicking®imahe

table highlights the device on the map and shows details of the device and its associated links. Use the toggle buttons to
switch between the logical map (shown below) and the geographical @lagking on the question maik the map

provides a detailed legend of the various symbols and their meaning

';','s'c"o" Crosswork Network Controller &0 ° o

A / Topology Last Refresh: 26-Oct-2021 08:50:13 AM PDT | ©
[@ Show Topology v = Device Groups All Locations v == Show Layers v (2) [¢ Saved Views Select a saved view
Al Locations
Topology
& <) Topology
/i\ Canada
S . IPDomain  Reachability
Engineering R . N .
oX:) /'@ 00 1@ 0@
% Router Reachable Unreachable Unknown Degraded
Devi 2
Management @ Devices Total 8 1
'm’ P-TOFLEFT\\
Administration . . N
P-TOPRIGHT Qw Host Name IP Address Reac... Devi... Product ...
@ P-BOTTOMLEFT 192.168.... @ Re.. @ Ro.. ciscoNCS...

PE-A
P-BOTTOMRIG.. 192.168.... @ Re. @ Ro.- ciscoNCS...

P-TOPLEFT 192168.. @Re. @Ro. CiscoNCS..
P-TOPRIGHT 192.168.. @Re.. @ Ro. CiscONCS..

P-BOTTOMLEFT P-BOTTOMRIGHT PCE-RR Qun. @ Fo-

Houslen |
0 PE-A 192.168.... @ Re.. @ Ro-- ciscoNCS...
s i
o D + PE-B 192.168.. @Re. @Ro. CISCOX..
Mexico Mexico —

PE-C 192168.. @Re~ @Ro. CISCOX..

Buadalajara Cuba

. Auto-Focus | +j«
.
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Services & Traffic Engineering

\I‘If Fll‘

Traffic Engineering

TE Dashboard

Bandwidth On Demand

Bandwidth Optimization
Administration

Path Query

Provisioning (NSQ)

The Services & Traffic Engineering menu provides access to VPN and transport provisioning and visualization functionality,
bandwidth management functionalifys well as access to the configuration pages used to enable Feature Packs. For more
information, see theCisco Crosswork Optimization Engine 4.1 User Gigoe

ChooseVPN servicesr Traffic Engineeringo see managed VP$érvices oSRTEpolicies/RSVHE tunnels within the
context of a logical or geographical map.

ChooseProvisioning(NSOYo access the provisioning Ul rendered from the Cisco NSO models. Here you can create L2VPN
and L3VPN services,-3R policies, SR ODN templates, aBY¥IRTE tunnels. You can also create the resources required for
these services and policies, such as resource pools, route policies for L2ZVPN and L3VPN services, and SHDHsts for SR
policies. SRE policies and RSYE tunnels can be attached to VPNviees to define and maintain SLAstiacking

network changes and automatically reagfto optimize the network

Device Management
MNetwork Devices

Inventory Jobs

Credential Profiles

Groups

The Device Management menu provides access to deglaged functionality, including adding, managing, and grouping
devices, creating and managing credential profiles, and viewing a history of eelated jobs.
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Administration

Manage Provider Access
Crosswork Manager

Backup and Restore
Certificate Management
Smart Licensing Registration
Tags

Users and Roles

PAVAVAN

Alarms

Settings

Collection Jobs

Heuristic Packages

Data Gateway Management

Data Gateway Global Settings

The Administration menu provides access to all system management functions, data gateway management, Crosswork
cluster and application health ackup and restore, smart licensing and other setup and maintenance functionarthat
typically performed by an administrator.

Refer to theCisco Crosswork Infrastructure 4.4 and Applications Administration Gridgormation about these
functions.

Orchestrated Service Provisioning

Overview

By using the scenarigorkflows described in this section, we are providing examples of how to configure the system to
RSt AGSNI GKS 2LISNI G2NNRa AYyGSYRSR O2yFA3Idz2NI A2y ¢KSaS
Crosswork Network Controller. They anéended to demonstrate the flexibility of the platform. Additional customization

is possible either by leveraging the resources available on Cisco DevNet or through engagement with Cisco Customer
Experience.

Objective
Provision VPN services with undertegnsport policies to meet and maintagervicelevel agreements3LA.
Challenge

The network state changes continuously and so quickly that it is difficult to track and react to network problems fast
enough to avoid congestion and maintain SLAs. In a typical lifecycle, there is a feedback loop that traditionally requires
manualmonitoring andintervention, which is time and resourcentensive.
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Solution

With network automation, the objective is to automate the feedback loop to enable quicker reaction to and remediation
of network events. WittCisco Crosswork Network Contro]leetwork operators can orchestrate VRPNand L3VPN

services across the transgaretwork, via a programmable interfacén a very quick and efficient manner. Segment

routing traffic engineering (SRB polices can be configured to continuously track network changes and automatically
react to optimize the network. These SEpolicescan serve as the underlay configuration for the VPN services to
automatically maintain the SLAs.

The services required for this solution can be created and managed using the Cisco Crosswork Network Controller Ul. L2/L3
VPN Yang modélased service intentare implemented using the Cisco NSO sample function patish provide sample

service models that can be extended and ftnaed to meet customer need®ptionally, Service Health monitoring can be
enabled to see which services are working as provisipiiésues have been flaggezhd what symptoms are detailed so

to quickly address and fix.

Note:  The Cisco NSO sample function packs are provided as a starting point for VPN service provisioning functionality in
Cisco Crosswork Network Controller. While the¥¢af Sa OFy 0SS dzaSR al a Aaé Ay a2yYS fAY
are intended to demonstrate the extensible design of Cisco Crosswork Network Contfallrers to common questions

can be found on Cisco Devnet and Cisco Customer Experience cale @noswers to general questions about the

samplesSupport for customization of the samples for your specific use cases can be arranged through your Cisco account

team.

How Does it Work?

1. User creates an SR policy/ODN template with intent (e.g., bandthidatency) using the Cisco Crosswork
Network Controller Ul or ARIs

2. User creates a VPN service using the Ul or APIs and specifies the following:
UThe endpoints participating in the VPN
UOther required VPN parameters
UThe SRTE policy/ODN templatihat isto be associated with the VPN service

w

During the provisioning process for the above steps, Cisco NSO configuresTtBepSity and the VPN service on
the specified endpoints.

4. When the service is active, the network interacts with thePSHE to dynaroally program the path that meets the
intent in the configured SRE policy/ODN template. The headend device requests a path from tR€ERia PCEP
(for dynamic SHE policies). If the requespecifiehandwidth, the SRPCE gets the path from Cisco Gweark
Optimization Engine.

5. The SRPCE sends the path to the headend device via PCEP and updates the headend if path changes are required.
Usage Scenarios

We will walk you through the following usage scenarios that illustrate the execution of the orcleess@tvice
provisioning use case using tliésco Crosswork Network Controllgk:

8 Scenario X Implement and Maintain SLA for an L3VPN Service fMEES (using ODN)

8 Scenario 2 Implement and Maintain SLA for an L3VPN Service for SRv6 (using ODN)

o Scenario ¥ Mandate a Static Path for an EVMWRWS Service using an ExplieifT& policy
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6 Scenario 4 Provision an L2VPN service over an RBYRinnel with reserved bandwidth

o«

Scenario & Provisiona Soft Bandwidth Guarantee with Optimization Constraints

Additional Resources

s For information about segment routing and segment routing policies, reféra@isco Crosswork Optimization
Engine 4.1 User Guidere.

8 Cisco NSO documentationingludedin the Ciso NS(.7.5.1imagehere:

Scenario X Implementand Maintain SLA for a L3VPN Servicr SRMPLSusing ODN)

Scenario Context

This scenario waskyou through the procedure for provisioning an L3VPN servicertitptires a specific SLA objective. In
this examplethe lowest latency path is the SLA objectiVée customer requires a low latency path for high ptyori

traffic. The customeralso wants to use disjoint paths, i.e., two unique paths that steer traffic from the same sour¢e and
the samedestination avoiding common links so that there is no single point of failure.

This is achieved using Segment RoufBigOn-Demand Next Hop (ODN). ODN allows a service-Baddouter to
automatically instantiate aSRTE policyo a BGP nexttop when required (osdlemand). The headend is configured with
an ODN template with a specific color that defines the, @lt¥hich the traffic path will be optimized when a prefix with
the specified color is receiveBrefixes are defined in a route policy that is associated with the L3VPN.

Cisco Crosswork Network Controleantinues to monitoithe networkandwill automaticallyoptimize the network based
on the defined SLAn a closed loop.

You also have the option within the workflow to enable Service Health monitoringianalizeFlexAlgo as a constraint.
With Service Health, you may monitor a ser@deealth status and esthe insightprovided into degraded and down
servicedo visualize, inspect, anoubleshootfor improvednetwork optimization.

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details

With FlexAlgo, you maygustomize an IGP shortest path computation according to-dséned algorithms where the IGP

computes paths on a us@efined combination of metric type and constraias well aziew afiltered topologybasedon
your specific FlexAlgodefinitions.

The following topology provides the base for this scenario:

o
m
>
’
’
.

P-BOTTOMLEFT P-BOTTOMRIGHT PE-C

In this scenario, we will:
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o«

Create a segment routing ODN template watpecificcolor onthe endpointsto ensure that traffic is transported

within an LSP (underlay) and that a bgxith tunnel is created dynamically when a prefix wilie specifiedcolor is
received. The ODN template defines the SLA on which you want to optimize the path. In this case, we will optimize
on latency.

o«

Specifythat the computed paths be disjointhey wil not share the same link.

8 Create a route policy on each endpoint to be used to bind the L3VPN to the ODN terfplateoute policy adds a
color attribute to the customer prefixes and advertises via BGP to other endpoints. This color attribute s used
indicate the SLA required for these prefixes.

s Create & L3VPN service witBendpointsand enable Service Healthonitoring.

o«

Visualize how this overlay/underlay configuration optimizes the traffic path and automatically maintains the SLA
while monitory’ 3 & 2 dzZNJ & SNIWA OSQa KSIf (K
Assumptions and Prerequisites

8 To use ODN, BGP peering for the prefixestbe configured between the endpoints PEs. Usually for L3VRhNis
is the VPNv4 and VPNv6 address family peering.

6 For Service Health enablemeervice Health must be installed.

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details

[}

(Optional)Service Healtlprovidesinternal Storageof monitoring data up to a maximum limit of 50 GB. This data is
stored on your system. If you exceed the limit of the internal storage, historical data will be lost. If you choose to
extend Service Health storage capacity, you can configuternal Storagén the cloud using an Amazon Web
Services (AWS) cloud accouBy leveraging External Storage, all existing internal storage data will be automatically
moved to the external cloud storage (s€enfiguring Service Health External Storage Settiaggendix for more

details) and your internal storage will act localy@che storageConfiguring External Storage for Service Health
SyadaNBa e2dz gAff y2G t2a8S KAAG2NAOIt RIGEF FT2NJ aSNBAOSa
service health data for any service you choose to stop monitoring wheseleat the option to retain historical
monitoring service for the data. For more information on Internal and External Storage, and how to retain historical
monitoring service data when stopped, see the Appendix sesttmmfiguring Service Health Extern@forage
Settingsand Stopping Service Health monitoring

o«

.SF2NB dzaiAy3a {SNBAOS |1 SIfGKQa ! aadzNl y Quflycanfigurédiard Sy & dzNB
created with a profile associated to the service. If not, Subservice Details metriseawlithat no value has yet to
be reported.

o«

L3VPN service monitoring supports XR devices and does not support XD devices. Thus, after an L3VPN service is
created and Service Health monitoring is enabled, if a provider and devices are removed, and thebaadded

service monitoring remains in a degraded state with a METRIC_SCHEDULER error. To recover, service monitoring
must be stopped and restarted.

o (Optional)Flexible Algorithmsand the IDs that are usenhust be configured in your network.

Workflow

[}

Step 1 Create an ODN template tnap color to an SLA objective and constraints

o Step 2Create & L3V Rouk Rolicy

6 Step 3 Create and provision the L3VPN segvic
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o Step 4Enable Service Health monitoring

o Step 5Visualize the New VPN Service on the Map to See the Traffic Path

o Step 6 Observe automatic network optimization

o Step 7Inspecta degradedservice usingervice Healtho determine active symptoms

Note:  Screen captures, showing services and data, are for example purposes only and may notedleciytbe
devices or data described in the workflow content.

Step 1. Create an ODN template toap color to an SLA objective and constraints

In this step, we will create an ODN template on each endpoint. The ODN template specifies the color and thie ithient
case, latency and disjointness. This ODN template will be usdghtmicallycreate tunnels (ordemand) when prefixes

with matching colors are received via BGP. Traffic to these prefixes will be automatically steered into the newly created
tunnels, hereby meeting the SLA objective and constraints intended for these prefixes and signaled using colors in the
BGP routes.

Disjointness constraints work by associating a disjoint group ID with the ODN tengpldtell tunnels with the same

disjoint grouplD will be disjoint, i.e., they will use different links, nodes and shared risk link groups depending on how the
disjoint groups are configured

We will create the following ODN templates:
8 HeadendPEA, color 72, latency, disjoint path (link), group - L3VPN_NNMSRTEODN_72a
8 Headend P, color 71, latency, disjoint path (link), group ID-18VPN_NNMSRTEODN_71a
s Headend PB and PE, color 70, latencyL3VPN_NMSRTEODN_70
8 Headend P, color 72, latencyL3VPN_NMSRTEODN_72b

o Headend PE, color 71, latencyL3VPN_NNMSRTEODN_71c
For example purposes, we will show how to create the first ODN templ&89PN_NMSRTEDODN_72a. The other ODN
templates can be created using the same procedure.

Procedure

1. Goto Services & Traffic Engineering > Provision{N$O)> SRTE > ODN emplate

2. Click+to create a new template and give it a uniqgue name.
In this case, the name iSVPN_NMSRTEDDN_72a. ClickContinue

You may also browse for an existing template onnsystem so to import the file. The information from the
imported file is populated into the form.

ODN Template

Import service via file

Name

3. Choose the hea#nd devicePEA, and specify the colof2.

4. Under dynamic, select f | i &s/tt@ énétrietype. This is the SLA objective on which we are optimizing.
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5. Select thepcecheck box to specify that the path should be computed by th®6SR, not by the Path Computation
Client (PCC).

6. Definethe requiredconstraints In this casewe want the computed aths to be disjoint in that they must not
share a link.
Under disjointpath, choosdink as the type, and specify a numeric group ID, in this cE&&eas the grougd.

Note: You maychoose the group ID. All paths requested with the same gidwpill bedisjoint from each other.

Note: Optionally, you may configufelexAlgoas a constraint.

L3VPN_NM-SRTE-ODN_72-a
head-end

[+] 7 @

name

FE-4

maximum-sid-depth

color *

72 @

bandwidth

~ dynamic

Enable dynamic ()

metric-type

latency e

pee @

flex-alg

» metric-margin

~ disjoint-path

Enable disjoint-path ()
type ¥

link v

group-id *
16 @

7. Commit your changes or cli€ky Runto checkwhat will be configured on the devicégfore you commit

8. Check that the new ODN template appears in the table and itsigioming state iSuccessClickX in the Actions
column and choos€onfig Viewto see the Yang modélased service intent data that details the ODN template
you created.
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ODN Template Total 5| Last Refresh: 12-Oct-2021 04:10:25 PM PDT | & | §#

Name Provisioning State Date Created Acti...
L3VPN_NM-SRTE-ODN_70 @ Success 12-Oct-2021 03:59:31 PM PDT
L3VPN_NM-SRTE-ODN_71-a @ Success 12-Oct-2021 03:57:33 PM PDT
L3VPN_NM-SRTE-ODN_71-¢ Q Success 12-0ct-2021 04:06:27 PM PDT
I L3VPN_NM-SRTE-ODN_72-a @ Success 12-0ct-2021 03:53:41 PM PDT

L3VPN_NM-SRTE-ODN_72-b Q Success 12-0ct-2021 04:04:20 PM PDT

Manage

Config View

Edit

Delete

Cross Launch

View In NSO
View Plan Data

Service Options
Check-Sync
Sync-From
Sync-To
Re-Deploy Dry Run
Re-Deploy
Re-Deploy Reconcile (2

[CRONORORS)

Reactive-Re-deploy @

Clean-Up @
Configured Data »
Wiew =
¥ chbject {1}

¥ ciscomsr=te=cfp=sr=odnrodn=template {4}
nane ! LIVPN_HM=-S5RTE=ODH_ T2-a
color & 72

¥ dynamic {1}
¥ poce (O}
[empty object)
metric=type @ latency
¥ disjoint-path (I}
type ¢ link
group=id & 16
¥ head-end [1)
v 0 {1}

name ! PFE=-&

Cancel

9. Create the other ODN templates listed above in the same manner.
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Step 2. Create a L3VIN Rouk Rolicy

In this step, we will create a route policy for each endpaintd we will specify the same color as defined in the ODN
template for that endpointThe route policy defines the prefixes to which the SLA applies. When traffic frosp#wfied
network with a matching color is received, paths are computed based on the SLA defined in the ODN template.

We will create the following route policies:

o

Color 70, IPv4 prefix 70.70.70.0/303VPN_NMSRTERRPEA-7
Color 71, IPv4 prefix 70.70.0130 - LBVPN_NMSRTHRRPEB-7
Color 72, IPv4 prefix 70.70.72.0/303VPN_NMSRTERRPEG7

For example, we withow how tocreate the first route policy L3VPN_NMSRTERRPEA-7. The other route policies can
be created using the same procedure.

Procedue
1. Go toServices & Traffic Engineering > Provision{iN$O)> L3vpn > L3vpn Route Policy
2. Click+to create a new route policy and give it a unique name.
3. Under Color, click. Specify the same color that is specified in the ODN template f&, P& and clickContinue
4. Enter the required IPv4 or IPv6 prefixes to identify the network traffic.instance, expand ipv4 anlick +to
create a newprefix. Enter IPv4 prefiX0.7070.0/30and clickContinue
L3vpn Route Policy {L3VPN_NM-SRTE-RP-PE-A-7} O < color{70} *
name * id*
L3VPN_MNM-SRTE-RP-PE-A-7 ‘5) 70 @
color Total 1 8% exclusive
falze @
\E\ description
il exciugive description falze @
I 70 false falze
o pud
Enable ipuaﬂ
prefix Tatal 143
extra-policy Total 04% prefix
p; ﬁ E\ I F0.70.70.0/30
name oparation acdress
Mo Rows To Shaow
> ipvE

ClickXin the topright corner to close the Color pane.
Commit your changes.
Check that the new route policy appears in the table.

Create the other route policies listed above in the same manner.
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Note: After creating an L3VPN Route Policy, the VPN profile for each route policy will be automatically created.
The VPN profile will be referenced from the L3VPN service. This will bind the route policy to the L3VPN service.
Thus, VPN profiles for each of thmute policies we created in the previous step will be created:

1 L3VPN_NMSRTEHRRPEA-7

1 L3VPN_NMSRTERRPEB-7

1 L3VPN_NMSRTERRPEG7

Step 3. Create and provision the L3VPN segvic

In this step, we

will create the L3VPN service with three endpointg, PEB,and PEC. Each endpoint will be associated

with an ieprofile, which in turn points to a VPN profiteat contains the route policy with the same color as specified in
the ODN template. In this way, traffic that matches the specified prefixes and cdlitweviieated according to the SLA

specifications.

1. Go toServices & Traffic Engineering > Provision{iN$O)> L3vpn > L3vpfService

2. Click+to create a new service and give it a unique na@kckContinue

3. Create an igrofile, which is a containethat definesthe route distinguisher (RD), route targets, and the
export/import route policy. We will create an-grofile for each endpoint, as follows:

UL3VPN_NM_SR_OBEPEA-7 with route distinguisher 0:70:70

UL3VPN_NM_SR_OBRPEB-7 with route distinguisher 0:70:71

UL3VPN_NM_SR_OBEPEG7 with route distinguisher 0:70:72

a. Under ieprofile, click+to create a new igrofile and give it a unique name.
b. Enter the route distinguisher that will differentiate the IP prefixes andenfiem unique.
c. Define the required VPN targets, including route targets and route target types (import/export/both).
d. Under vpnpolicies, in the export policy dropdown list, choose the relevant VPN profile (which contains the
route policy). Thisorms the association between the VPN and the ODN template that defines the SLA.
L3VPN_NM-SRTE-ODN-70 o< ie-profile{L3VPN_NM_SR_ODN-IE-PE-A-7 } X
vpn-id * e-profile-id *
L3VPN_NM-SRTE-ODN-70 @ L3VPN_NM_SR_ODN-IE-PE-A-7 @

custom-template

4]/ @

name

~ ie-profiles *

ie-profile Selected 1/ Total 3L
v vpn-policies *
ie-profile-id rd
import-policy
v
I L3VPN_NM_SR_ODN-IE-PE-A-7 0:70:70 exporpoliey
L3VPN_NM_SR_ODN-IE-PE-B-7 0:70:71 L3VPN_NM-SRTE-RP-PE-A-7v | ()

L3VPN_NM_SR_ODN-IE-PE-C-7 0:70:72
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rd
0:70:70

Selected 0 / Total 0%

5]

s vpn-targets *
vpn-target Selected 0 / Total 14
E3al. [v]
No Rows To Show . o .
id route-target-type
100 baoth
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|
e. Click X in the topight corner when you are done.
f.  Similarly, create the other IE profiles.

4. Define each VPN endpoint individuaBBEA, PEB, and P¥

a. Under vpnnodes, clik+, select the relevant device from the dropdown Jleid clicklontinue
b. Enter the local autonomous system number for network identification.

c. Select the igorofile you created in the previous step.

d. Define the network access parameters for communicatiom the PE towards the CE:

UUnder vpnnetwork-accesses, click + to create a new set of VPN access parameters and provide a unique ID. Click
Continue

Uln the portid field, provide the name of a loopback interface that will be dedicated for this VRF.
UUnder ipconnection > IPv4 > addrealocationtype, choosestatic-address

UUnder statieaddresses, there is a table where you can create a list of IP addresses for network access for this endpoint.
After creating at least one address, you can seleciragry address.

In the address table, clickto create a new address and provide a unique ID. Cliokinue Specify the IP address and

prefix length of the loopback interface.

UClickXin the topright corner to return to the VPN network access paraenst
USelect the address you just created from the dropdown list in the priraddyess field.

UDefine BGP routing protocol parameters, including the peer AS number and local AS number, IP address type (IPv4), the
IP address of the BGP neighbor, and thenbar of hops allowed between the BGP neighbor and the PE device.

e. ClickXin the topright corner when you are done.
f. Repeat these steps for each endpoint.

5. Commit your changes or cli€ky Runto checkwhat will be configured on the devicégfore youcommi.
6. Check that the new L3VPN service appears in the table and its provisioning Siateéss
Step 4. Enable Service Health monitoring

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details

1. Go toServices & Trdiic Engineering > VPN Servic8$he map openen the left side of the screeandthe table
opens orthe rightside ofthe screen

2. Inthe Actions column, click for the new service you want to start monitoring health.

3. ClickStart Monitoring.
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> VPN Services Refined By: All endpo... v

Provisioning Health (Monitoring: 4 services)
5@ (0 > o - 00 3Q 00
Success Failed Provisioning Good Degraded Down
Total 5 £#
|
Health Service Key Type Provisioning State Last Updated Ti... Actions
Dl L2NM-EVPN-SRTE-105 L2vpn-Se... @ Success 27-Jul-2021 05:...
Dl L2VPN_NM_P2P_SRTE-... L2vpn-Se... ® Success 07-Sep-2021 1...
(] L3VPN_NM-SRTE-70 L3vpn-Se... @ Success A2-Aus-a021.0
View Details
[} 12nm-evpn L2vpn-Se... Success
© Edit/Delete

I2nm-evpn-01_sr L2vpn-Se... Success
° e e

Note: The Health column color coding indicates the health of the service: Green = Good; Orange = Degraded; Red
= Down Gray = Not Monitoring.

4. Inthe Monitor Service pojup, select the Monitoring LeveFor help selecting the appropriate monitoriteyel for
your needs, see the sectidasic and Advanced Monitoring Rules

Monitor Service

Monitoring Level ~ ‘ @

Basic Monitoring

© Gold_L2VPN_Co Advanced Monitoring fPN_ConfigProfile custom

Thresholds to USe wur vuu Levrn ser...
Thresholds to use for Gold L2VPN services

() Silver_L2VPN_ConfigProfile custom

Cpu Threshold Max 0%
Thresholds to use for Silver LZVPN se...

Jitter Rt Threshold 80 sec
Latency Rt Threshold 500 sec
Max Acceptable In Qut Pkt Delta 100
Memfree Threshold Min - 10
Packet Loss Threshold 1%

Start Monitoring

Note: Onceyou have started monitoring the health of this servidgjou selecthe Actions colummandclickX to
view additional Service Health optiongouwill see Stop Monitoring Pause Monitoring Edit Monitoring
Settings Assurance Graph
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View Details

Edit/Delete

Stop Monitoring

Pause Monitoring

Edit Monitoring Settings

Assurance Graph

Note: If youselectEdit Monitoring Settingsyoumayupdate the Monitoring Level setting from Basic Monitoring
to Advanced Monitoring, or from Advanced Monitoring to Badionitoring, at any time.

Note: If you later decide t&top Monitoringa service that has already been started, you have the option to retain
the historical service data for that stopped service. SeeStoppingService Healthmonitoring section in the
Appendk for additional steps and details.

5. ClickStart Monitoring.

6. Repeat this step for each service you wish to start health monitoring.

7. ClickXin the topright corner when you are done.

Step 5. Visualize the New VPN Service on the Map to See the Traffic Path

1. Inthe L3VPN Service table, click on the service name oiXciickhe Actions column and choosgew Details
from the menu. The map opens and the service details are shown to the right of the map.

or

Go toServices & Traffic EngineeringyPN Services
The map opens and a table of VPN services is displayed to the right of the map.

Click on the VP the Services tabldf there are many services in the table, you can filter by name, type, or
provisioning state to help locate the VPN.

In the map, you wilseethe VPN as an overlan the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.

Note: The image below shows VPN overlay in the logical map. Use the buttons at the top right of t. ? .g
to toggle between the logical and geographical maps.
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(] shaw Groups @ { ) VPN Services Refined By: All endpo...
@ Dvpn-srte-odn-70
[] shaw Pamicipating Only ™ Provisioning Health (Monitoring: 4 services)
7@ e 0@ 1@ 00 0@
Succes: Faed  in-Progress Gocat Decraced  Dawn
Total 1 €%
+ Create | Fiters Applied (1)~ [
Health Service Key T Type Provisioning State LastUpda.. @  A..
odn
I ] |3vpn-sre-odn-70 L3vpn-Senvice @ Success 26-0ct-2021..,

I+ @®

Auto-Focus <

Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in the
selected VPN.

2. Inthe Actions column, click to drill down to a detailed view of the VPN service, including the device
configurations and the computed transport paths.

3. To see the computed paths for this VPN, click on the Transport tab in the Service Details pane. All the dynamically
created SRE policies are listed in the Transport tab. Select one or mofigESRlicies to see the path from
endpoint to endpoint on the rap.
In this example, we are looking at the disjoint paths computed frorA REPEB and from PH to PEC.

A / Services & Traffic Engineering / VPN Services Last Refresh: 26-Oct-2021 11:16:58 AM GMT=3 | O

[ Show VPN Services ~  E Device Groups All Locations

(% Saved Views  Select a saved view eee SaveView v
ripe—
Show Groups i o 1l e
B Stow Partcipsting Only | [ Show IGP Path o @Y <> Service Details ®

s
- Name I3vpn-site-adn-70
4 Provisioning Success
Health & Good | Monitoring Profile Gold_L3VPN_ConfigProfile s.

Health Transport Configuration <F; Path Query

' SR POLICY Selected 2 [ Total 6 £
23] '
@\_/ A-PEG Health Headend Endpoint Calor Admin ... Oper St... Actions:
i AG3 %

o) A-PES A-PED 70 [+ [+]
A-PES [ @ A-PE3 A-PED 70 [+ [+]
PA1 (5] A-PEG A-PES 71 ) )

PAd [ o) A-PE3 A-PES 71 o o

AGE [ @ A-PES A-PE3 72 o )

@ A-PEG A-PE3 72 ) )

A-PE3

4. To see the physical path between the endpoints, selectShew IGP Patbheck box in the tojeft corner of the
map. Hover with your mouse ovarselected policy in the table to highlight the path in the map and show prefix
SID and routing information.
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[ Show Partcipating Oniy | [ Show 67 Pan show Groups @ {) Service Details o | %

Name |Jv
A Provisioning Su:

Health & Good | Monitoring Profile Gold_L3VPN_CanfigProfile 5. @)

A
Health Transport Configuration <} Path Query
SR POLICY Selected 2 / Total 6
A-PEG
v
Health Headend Endpoint Calor Admin . Oper St.. Actions
AGH ren
RR %
AG3 ] A-PES A-PEG (1] [+]
Prefix SID: 17112
() A-PE3 A-PES ] (]
bap_c_71_ep_192.188.0.17_discr_100
PA1 () A-PEG A-PES 71 (] @
Prd () A-PE3 " m-PES 71 ] (]
] A-PES A-PE3 1] (1]
r
(=] A-PEG A-PE3 ') @
AGZ
A-PES
Prefix SID: 17118 z

A-PE3

5. Tofilter the topology to a specific Fledlgoconstraintand visualizeénodes and links you have configured manually
in your network click the lntton at the top right of the ma[,a and do the following:

Links

Devices Metrics Flex Algo

i) When Flex Algo is enabled utilization is overridden

-

g.

Click theFlex Algaab.

From the dropdown list, choose up to BlexAlgolIDs.

View theFlexAlgoTypes and confirm that the selection is correct. Also, note the color assignments for each
Flex-Algo ID

(Optional) Check th8how selected Flex Algo topology ordiieck box to isolate thElexAlgo IDon the

topology map. When this option is enabled, SR policy selection is disabled.

Check theshow Flex Algo A+B links orty show only those lirdkkand nodes that participate in both klalgos

ClickApply. You must clickpplyfor any additional changes tour FlexAlgoselections to see the update on
the topology map.

Note: If a selected Flexible Algorithm is defined with criteriathete are no links and node combinations that
match it (for example, a defined affinity to include all nodes or links with the color blue), then the topology map
will be blank. If a selected Flexible Algorithm is not configured on a node or link, theeftndt blue link or

node color appears.

(Optional) Cliclsave Viewo save the topology view and Flexible Algorithm selections.

Step 6. Observe automatic network optimization

© 2022 Ciscoand/or its affiliates All rights reserved. Page29of 121



The SHPCE constantly monitors the network and automatically optimizes the trafficipeded on the defined SLA. For
AffdzZa0ONF GA2Yy LIzN1I2aSas tSiQa 221 Fd gKFG KIFLWLISya gKSy
BOTTOMLEFT andBBTTOMRIGHT. This means that the previous path fretnt®[PEC is no longer viable. Thdoee,

the SRPCE computes an alternative path, both fromAt® PEC and from P to PEB, to compensate for the link that is

down and to maintain the disjoint paths.

Recomputed paths:

PEA > PEC PEA >P-BOTTOMLEFT sB®TTOMRIGHT >-BE PEA > FTOPLEFF RBOTTOMRIGHT >-P
C
PEA > PEB PEA > PTOPLEFY RTOPRIGHT > {BE PEA > PBOTTOMLEFT STRPRIGHTRE
B
. Pittsburgh SR POLICY

. 4 United States @'\
PTOPLEFT g
FANSA P-TOPRIGHT - |/,

PE-B

Headend Endpoint Color
db‘]ei]d‘; 5| N {*}
Santa Fe
9 " O PE-B PE-A 70
é‘ =2 . Wil

] PE-C PE-A 70

! . PE-C =
[~ ¢ P-BOTTOMRIGHT "2/%°°"  Jackieon 2 PE-A PE-B 71
P-BOTTOMLEFT [0 PEC PE-B 71
! S ! New U.r‘n::ms eaaee ‘:‘ PE-B PE-C 72

e SonAntonio | ousE

ierrriasitl i v PE-A PE-C 72

- e

Step 7. Inspecta degradedservice usingervice Healtho determine active symptoms

Note:  Service ldalthis accessible through Limited Availability. Engage your account team for further details

In this step, we will monitor the VPN services using Assurance Graph capabilities and inspect any services or related nodes

that are degraded. By inspectiniget root causes that lead to reported active symptoms and impacted services, you can
determine what issues must be addressed first to maintain a healthy setup and what requires further inspection and
troubleshooting.

1. ClickXin the topright corner to return to the VPN Services list.

2. Click on the name of a service that shows as being degraded. The map will update to highlight the service you
selected.
Degraded services show an orange icon in the Health column. You cabyfiltealth state (Down, Degraded,
Good) by clicking in the space at the top of the column and selecting the appropriate filter. To clear the filter, click
the X next to the designated filter appearing in the space at the top of the column and it will reathdéltering
and default to showing all VPN Services in the list.

Note: If a service is not yet being monitored, the icon in the Health column will show as the color grey. To enable
monitoring for such a service, cligkand selecStart Monitoring.

3. Inthe Actons column, clickk and clickView Details The Service Details screen appears on the right side.

4. With the Health tab selectedeview Active Symptoms for the degraded service (including the Root Cause,
Subservice, Priority, and Last Updated details) present in the Health tab if the service is being currently monitored.
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> Service Details e X
Name |3vpn-srte-odn-70
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L3VPN_ConfigProfile sys... ()

Health Transport Configuration % Path Query

Active Symptoms (4)

Total 44% F

Root Cause (7) Subservice Prior... 4 Last Updated

VRF Route to peer-vpn-ip-address: 70.70.7... subservicevrf.plai... 255 26-Oct-2021...
VPN Interface GigabitEthernet0/0/0/6.70 Op...  subservice.interfa... 255 26-Oct-2021...
No connected routes reported for VRF: 13vp.. subservice.ce.pe... 255 26-Oct-2021...
VRF Route to peer-vpn-ip-address: 70.70.7... subservicevrf.plai... 255 26-Oct-2021...

5. Click on a Root Cause and view both the SgmDetails and the Failed Subexpressions & Metrics information.

> Service Details e X

Name |3vpn-srte-odn-70
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L3VPN_ConfigProfile sys... ()

Health Transport Configuration < Path Query
s Symptom Details X =
Name VPN Interface GigabitEthernet0/0/0/6.70 Operational
status is not up.
Sub Service subservice.interface.health system
Last Updated 26-0ct-2021 12:00:32 PM GMT+3

v Failed Subexpressions & Metrics

Show Only Failed . Expand All | Collapse All
Name Expression
Value
Q interface_oper == "up’ false
explabel oper_up
V¥ symptomMetrics

metric.interface.oper system(device=A-PE6, gigEthlfid=GigabitEther...  down

~ subExps

observedValue down
~  symptomMetrics

metric.interface.oper system(device=A-PES, gigEthlfld=GigabitEthe... down

6. Select the Transport and Configuration tabs and review the details provided.
7. To further isolate the degraded service details, ciék the top-right corner to retun to the VPN Services list.

8. Again, click on the name of the degraded service in the list SEn¢éice Details panel appears and thap
updates, isolating the corresponding devices participating with that service.
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9. Within the map, view further service hitla details doing the following:

UAt the topleft of the map, select the Show Participating Only check box so the map only shows the participating

services.

Uln the map, hover your mouse over one of the devices and smaller badges that indicate healttastht@view the
pop-up information relating to its Reachability State, Host Name, Node IP, and Type.

10. Inthe Actions column, clicK for the degraded service in the list and clsésurance GraphThe topology map of
services and subservices appear wite hervice Details panel showing Service Key, Status, Sub Semées
Active Symptomsletails.

deoo
ey @
2 () ce 2
°r
—— - -
S @ ——
PRSI TR e, 9 b 1071
£

Note: This will take time to update after a service has been enabled for monitoring, and may take-ipto 5

minutes.

Atthe top-right of the map, select thetack icon to select the appearance option for the Subservigiege + Icon
+ Labelr State + IconFor example:

Assurance Graph: L2VPN_R_EVPN_SRTE-1

Show: [ @ @ Down & Degraded only: (7) |

.::.....‘T‘.‘.; :?.;“(?;‘-‘.\ frird
g
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A / Services & Traffic Engineering / VPN services / Assurance Graph: L2VPN_R_EVPN_SRTE-1

Soft Dependencies: (7)

2
Subservices

Appearance
{2 State + Icon + Label

o

State + lcon

| ShowA3) |

Last Refresh: 19-Jul-2022 04:57:36 PM PDT |

Show Histary ()

B (> service Details

Service Key  L2VPN_R_EVPN_SRTE-1
@ Degraded

Advanced | Geld_L2¥PN_ConfigProfile system

Status
Monitoring Settings

Sub Services 22 (Good: 18, Degraded: 4, Down: 0)

Jitter-RT (@ Latency-RT @ PktLoss-DS (D
Reset All Max. B0 MSEC Max. 500 MSEC Max. 1%
0.023usecag® 52.657msecavg  40.909%00 @
(]
. (oo >
Active Symptoms (2)
T Filter 0 / Tetal 24 ..7
Root Gause (7) Subservice Pt
Packet Loss (Destination -> Source) threshald cros... subservice.l2vpn..., 255
@ Packet Lass (Source -> Destination) threshold cros subservice.[2vpn, 255
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11. In the topology map, selectdegraded subservice. The Subservice Details panel appears with subservice metrics,
as well as subservice specific Active Symptoms and Impacted Services details.

UActive SymptomsProvides symptom details for nodes actively being monitored.

Umpacted ServicesProvides information for services that are impacted by issues based on hiktodo#oring of
health status.

Note: Use your mouse to on subservices in the map for details on the degraded health. At the top left of the map,
select Down & Degraded Only or Soft Dependencies to further isolate subservices.

e Tyow o Fraonng sum

ArEs A-PES
LINVLSRTE-107-PE-34 LINM-SHTE-107-PE-35

bt eath sbgp e haats
AbEs APES

12. Inspect the Active Symptonasnd mpacted Services information and theot causes associated with the degraded
service so to determine what issues may need to be addressed to maintain a healthy setup.

To further troubleshoot a service health issue (such dewécethat is degraded due to not properly fetching data),
continue with the following step® examine if the issue is associated with a collection job.

13. SlectAdministration > Collection Jobs
The Collection Jobs screen appears.

14. Select the Parameterized Jotab.

15. Review the Parameterized Jobs list to pinpoint devices that may have service degaifiulationissues.
By reviewing Parameterized Jobs, you can identify and focus on GMNI, SNMP ;lzek@lidbs by their Context
ID (protocol) for further troubleshating purposes.

16. In the Job Details panel, select the collection job you want to export and cliekpuet button to download the
status of collection jobs for further examination. The information provided is collected at the time the export is
initiated in a .csv file.

The Export Collection Status pop up appears.

Note: When exporting the collection status, you must fill in the information each time an export is executed. In
addition, make sure to review the Steps to Decrypt Exported File content available &xjplort Collection Status
pop up to ensure you can access and view the exported information.

17. ClickExport
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18. To check the status of the exported collection job data, aliekv Export Statust the top right of the Job Details
panel.
The Export Status Jopanel appears providing the status of the export request.

19. Review the exportedcsviile for collection jobdetailsandthe possible causef the degraded device

Summary and Conclusion

As we observed in this example, operators can use Cisco Crosswork Network Controller to orchestrate L3VPNs with SLAs
and to maintain these SLAs usingTRpolicies that continuously track network conditions and automatically react to
optimize the networkThis automation increases efficiency and reduces human error that is generally unavoidable with
manual tasksEnabling Service Health to monitor provisioned services allows for more detailed symptoms, metrics, and
analyzation of each service.

Scenaria2 ¢ Implement and Maintain SLA for an L3VPN Service for&§Rsing ODN)

Scenario Context

This scenario waskyou through the procedure for provisioning an L3VPN servicerffitptires a specific SLA objective. In

this examplethe lowest latency path is th8LA objectiveThe customer requires a low latency path for high priority

traffic. The customemwants to use disjoint paths, i.e., two unique paths that steer traffic from the same source #mel
samedestination avoiding common links so that thererie single point of failureThe customer also wants to enable
SRv6which utilizeghe IPv6 protocol to handle packets with more efficiency, increase security and performance, allowing
for a significantly larger number of possible addresses.

This is achiead using Segment Routif§R)OnDemand Next Hop (ODN). ODN allows a service-aaddouter to
automatically instantiate aSRTE policyo a BGP nexttop when required (oslemand). The headend is configured with

an ODN template with a specific color trdfines the SLA upon which the traffic path will be optimized when a prefix with
the specified color is receiveBrefixes are defined in a route policy that is associated with the L3VPN.

Cisco Crosswork Network ControleEmtinues to monitorthe network andwill automaticallyoptimize the network based
on the defined SLAn a closed loop.

The following topology provides the base for this scenario:

%) @ @

TOP-LEFT TOP-RIGHT PE-B

PE-A

@ @

BOTTOM-LEFT BOTTOM-RIGHT PE-C

In this scenario, we will:

s Create a segment routing ODN template watlspecifiaccolor onthe endpointsto ensure that traffic is transported
within an LSP (underlay) and that a bgxith tunnel is created dynamically when a prefix witie specifiedcolor is

© 2022 Ciscaand/or its affiliates All rights reserved. Page34of 121



¢
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(e}

received.Enable SRV@PV6) for service and link detailthe ODN template defines the SLA on which you want to
optimize the path. In this case, we will optimize on latency.

Specifithat the computed paths be disjointhey will not share the same link.

Create a route policgn each endpoint to be used to bind the L3VPN to the ODN temglais.route policy adds a
color attribute to the customer prefixes and advertises via BGP to other endpoints. This color attribute is used to
indicate the SLA required for these prefixes.

Createan L3VPN service withendpoints PEA, PEB, and PE. This is theverlayconfiguration.

Visualize how this overlay/underlay configuration optimizes the traffic path and automatically maintains the SLA.

Assumptions and Prerequisites

o]

To use ODMith SRv6BGP peering for the prefixesustbe configured between the endpoints/PEs. Usually for
L3VPNthis is the VPNv4 and VPNv6 address family peeaind this BGP peering is required to be over IPv6

Workflow

o«

o

Step 1 Create an ODN template map color to an SLA objective and constraints

Step 2Create & L3VPNRoute Policy

Step 3 Create and provision the L3VPN service

Step 4Visualize the New VPN Service on the Map to See the Traffic Path

Step 5.0bserve automatic network optimization

Step 1. Create an ODN template toap color to an SLA objective and constraints

In this step, we will create an ODN template on each endpoint. The ODN template specifies the color and thie ithient
case, latency and disjointnesehis ODN template will be useddgnamicallycreate tunnels (ordemand) when prefixes

with matching colors are received via BGP. Traffic to these prefixes will be automatically steered into the newly created
tunnels, thereby meeting the SLA objective ahstraints intended for these prefixes and signaled using colors in the
BGP routes.

Disjointness constraints work by associating a disjoint group ID with the ODN tengpldtell tunnels with the same

disjoint group 1D will be disjoint, i.e., they wille different links, nodes and shared risk link groups depending on how the
disjoint groups are configured

We will create the following ODN templates:

o

o

s}

o

6

HeadendPEA, color 72, latency, disjoint path (link), group ID-18VPN_NMSRTEODN_72a
Headend P, color 71, latency, disjoint path (link), group ID-18VPN_NNMSRTEODN_71a
Headend PB and PE, color 70, latencyL3VPN_NMSRTEODN_70

Owith multipleheadends in thé&SRv6 enable@DN template, the same locator name should be configured on the
headend routers. Otherwise, different ODN templates should be created for each headend.

Headend P, color 72, latencyL3VPN_NMSRTEODN_720
Headend P, color 71, latencyL3VPN_NMBRTEODN_71c

For example purposes, we will show how to create the first ODN templZB¥ PN_NMSRTEODN_72a. The other ODN
templates can be created using the same procedure.
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Procedure

1. Goto Services & Traffic Engineering > Provision{hNgO)> SRTE > ODN'emplate

2. Click+to create a new template and give it a uniqgue name.
In this case, the name iSVPN_NMSRTEODN_72a.

3. Choose the headend devideEA, and specify the colof2.
4. Undersrv6, select thé&enable srvBoggle.
5. Under locator, enter theequired SRvBocator-name.

Note: The locator name should match what is configured on the router.

6. Under dynamic, select f | i &s/t@ @nétric type. This is the SLA objective on which we are optinizi

7. Select thepcecheck box to specify that the path should be computed by th€ SR, not by the Path Computation
Client (PCC).

8. Define the required constraints. In this case, we want the computed paths to be disjoint in that they must not
share a link.
Under disjointpath, choosdink as the type, and specify a numeric group ID, in this case, 16.
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-;'I',-;';,- Crosswork Network Controller

ODN-Temnplate {L3VPN_NM-SRTE-ODN_72-a}

name *

L3VPN_NM-SRTE-ODN_72-a @

custom-template

(+] 7@

name

head-end

(4] 7@

name

maximum-sid-depth

@
calor *
72 @
bandwidth
@
source-address
@
» srvb
~ dynamic
Enable dynamic ()
i e
latency o
B =0
flex-alg
@
> matrie-margin
-~ disjoint-path
Enable disjoint-path @)
type *
link w
group=id *
16 @
sub-id
@
> affinity
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Enable srv6 -C>®

~ locator

Enable locator -:>®

locator-name *

ALGOrS5 @
behavior

ubB-insert-reduced v @
binding-sid-type

srv6-dynamic v ®

Commit your changes or clieky Runto checkwhat will be configured on the devicégfore you commit

9. Check that the new ODN template appears in the table and its provisioning sgiedsssClickX in the Actions
column and choos€onfig Viewto see the Yang modélased service intent data that details the ODN template
you created.

ODN Template Total 5| Last Refresh: 12-Oct-2021 04:10:25 PM PDT | O | $#
Name Provisioning State Date Created Acti...
L3VPN_NM-SRTE-ODN_70 @ Success 12-0ct-2021 03:59:31 PM PDT
L3VPN_NM-SRTE-ODN_71-a @ Success 12-0ct-2021 03:57:33 PM PDT
L3VPN_NM-SRTE-ODN_71-¢ @ Success 12-0Oct-2021 04:06:27 PM PDT

I L3VPN_NM-SRTE-ODN_72-a ® Success 12-0ct-2021 03:53:41 PM PDT
L3VPN_NM-SRTE-ODN_72-b @ Success 12-0Oct-2021 04:04:20 PM PDT

Manage
Edit
Delete

Cross Launch

View In NSO
View Plan Data

Service Options
Check-Sync
Sync-From
Sync-To
Re-Deploy Dry Run

PEEOE

Re-Deploy
Re-Deploy Reconcile (2)
Reactive-Re-deploy @
Clean-Up @
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Configured Data X

View +
v object {1}
v cisco-sr-te-cfp-sr-odn:odn-template {5}

name : L3VPN_NM-SRTE-ODN_72-a

v srve {1}
w locator {1}

locator-name : ALGErS

color @ 72

¥ dynamic {3}
v pce {8}

(empty object)
metric-type : latency

v disjoint-path {2}
type @ link
group-id * 16
v head-end [1]
v @ {1}

name : PE-A

Copy To Clipboard

10. Create the othe ODN templates listed above in the same manner.
Step 2. Create a L3VPNRoute Policy

In this step, we will create a route policy for each endpaanid we will specify the same color as defined in the ODN
template for that endpointThe route policy defines therpfixes to which the SLA applies. When traffic from the specified
network with a matching color is received, paths are computed based on the SLA defined in the ODN template.

We will create the following route policies:
8 Color 70, IP&prefix 7070:70::0/64 - L3VPN_NMSRTERRPEA-7
o Color 71, IP&prefix 70:70:71:0/64 - L3VPN_NMSRTERRPEB-7

8 Color 72, IP&prefix 70:70:72:0/64 - L3VPN_NMSRTERRPEG7
For example purposes, we wsthow how tocreate the first route policy L3VPN_NMSRTERRPEA-7. Tte other route
policies can be created using the same procedure.

Procedure

=

Go toServices & Traffic Engineering > Provisioning > L3vpn > L3vpn Route.Policy
Click+to create a new route policy and give it a unique name.

Under Color, click. Specify the sae color that is specified in the ODN template for&REOQ, and clickContinue

A w0 DN

Enter the required IPv6 prefixes to identify the network traffic.
In this case, IBprefix 70:70:70::0/ 64.
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L3vpn Route Policy {L3VPN_NM-SRTE-RP-PE-A-7} O < color{70}
name * id *
L3VPN_NM-SRTE-RP-PE-A-7 @ 70
color Total 14# exclusive
false
/@
description
id exclusive description
70 false
> ipvad
v ipv6
Enable ipvé ﬂ
ipv6-prefix
extra-policy Total 04 T
/| @ ipv6-prefix
name operation address 70:70:70::/64
No Rows To Show
5. ClickXin the topright corner to close the Color pane.
6. Commit your changes.
7. Check that the new route policy appears in the table.
8. Create the other route policies listed above in the same manner.

Total 14%

Note: After creating an L3VPN Route Policy, the VPN profile for each route policy will be automatically created.
The VPN pfile will be referenced from the L3VPN service. This will bind the route policy to the L3VPN service.

Thus, VPN profiles for each of the route policies we created in the previous step will be created:

1 L3VPN_NMBRTHRRPEA-7

1 L3VPN_NMRTHERRPEB-7

1 L3VPN_NMSRTERRPEG7

Step 3. Create and provision the L3VPN service

In this step, we will create the L3VPN service with three endpointg, PEB, and PE. Each endpoint will be associated
with an ieprofile, which in turn points ta VPN profiléhat contains the route policy with the same color as specified in
the ODN template. In this way, traffic that matches the specified prefixes and color will be treated according to the SLA

specifications.

1. Go toServices & Traffic EngineeringProvisioningNSO)> L3vpn > L3vpervice
2. Click+to create a new service and give it a unique na@kckContinue

3. Create an igorofile, which is a containethat definesthe route distinguisher (RD), route targets, and the
export/import route policy We will create an iprofile for each endpoint, as follows:

0 L3VPN_NM_SR_OBBNPEA-7 with route distinguisher 0:70:70
0 L3VPN_NM_SR_OBBNPEB-7 with route distinguisher 0:70:71
0 L3VPN_NM_SR_OBBRPEG?7 with route distinguisher 0:70:72
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a. Under ieprofile, click+to create a new igrofile and give it a uniqgue name.
b. Enter the route distinguisher that will differentiate the IP prefixes and make them unique.
c. Define the required VPN targets, including route targets and route target typesiif@pport/both).
d. Under vpnpolicies, in the export policy dropdown list, choose the relevant VPN profile (which contains the
route policy). This forms the association between the VPN and the ODN template that defines the SLA.
L3VPN_NM-SRTE-ODN-70 o< ie-profile{L3VPN_NM_SR_ODN-IE-PE-A-7 } X

L3VPN_NM-SRTE-ODN-70 L3VPN_NM_SR_ODN-IE-PE-A-7

Q@

custom-template Selected 0 / Total 0%} rd
0:70:70 @
/@
~ vpn-targets *
name
vpn-target Selected 0 / Total 14#
+| 7/ @ (]
No Rows To Show il (7]
id route-target-type
100 both

~ ie-profiles *

ie-profile Selected 1/ Total 343
~ vpn-palicies *
ie-profile-id rd
import-policy
v 5 IE-PE_A- 20-70
I L3VPN_NM_SR_ODN-IE-PE-A-7 0:70:70 e ———"
L3VPN_NM_SR_ODN-IE-PE-B-7 0:70:71 L3VPN_NM-SRTE-RP-PE-A-7v ()
L3VPN_NM_SR_CDN-IE-PE-C-7 0:70:72

g. Click X in the topight corner when you are done.
h. Similarly, create the other IE profiles.

4. Define each VPN endpoint individualREA, PEB, and PE.

Under vpnnodes, cliclk, select the relevant device from the dropdown Jshd clickContinue
Enter the local autonomous systenumber for network identification.

Select the iegprofile you created in the previous step.

Define the network access parameters for communication from the PE towards the CE:

= ooow

Under vpnnetwork-accesses, click + to create a new set of VPN access paramedgpsovide a unique ID. Click
Continue

1 Inthe portid field, provide the name of a loopback interface that will be dedicated for this VRF.
I Under ipconnection > IR&¥> addressallocationtype, choosestatic-address

1 Understaticaddresses, there is a table where you can create a list of IP addresses for network access for this endpoint.
After creating at least one address, you can select a primary address.
In the address table, clickto create a new address and provideique ID. Clickontinue Specify the IP address and
prefix length of the loopback interface.

9 ClickXin the topright corner to return to the VPN network access parameters.
1 Select the address you just created from the dropdown list inptfimary-address field.

1 Define BGP routing protocol parameters, including the peer AS number and local AS number, IP addres$)type (IPv
the IP address of the BGP neighbor, and the number of hops allowed between the BGP neighbor and the PE device.
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Enable Bv6 and provide the addre$amily name and locatename.The locatomame must match what is configured
on the L3VPN PEs.

e. ClickXin the topright corner when you are done.
f. Repeat these steps for each endpoint.

5. Commit your changes or cli€ky Runto ched what will be configured on the devicégfore youcommit

6. Check that the new L3VPN service appears in the table and its provisioning Siateéss
Step 4. Visualize the New VPN Service on the Map to See the Traffic Path

1. Inthe L3VPN Service table, clicktbae service name or click in the Actions column and choos&ew from the
menu. The map opens and the service details are shown to the right of the map.

or

Go toServices & Traffic EngineeringPN Services
The map opens and a table of VPN servicesayed to the right of the map.

Click on the VP the Services tabldf there are many services in the table, you can filter by name, type, or
provisioning state to help locate the VPN.

In the map, you will sethe VPN as an overlan the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.

Note: The image below shows VPN overlay in the logical map. Use the buttons at the top right of t. @ .rJ
to toggle between the logical and geographical maps.

A / Services & Traffic Engineering / VPN Services Last Refresh: 12-Oct-2021 11:00:15 PM PDT | ¢

[ Show VPN Services = Device Groups All Locations v 2 Saved Views Select a saved view Save View v

All Locations

w2 () VPN Services >Refined By: All endpo... v

| Show Participating Only

s

Total 1 £
+ Create l?l
O @ N Service Key Type Provisioning State LastUpdated ... @  Actions
ey 5
&+ - o FEB
o "fiﬁr = United States £7) 7]
BErT £ St Lou
ot 3 '," & IL3VPN,NM-S L3vpn-Ser @ Success 12-Oct-2021 10:

P
.......

Torredr Gulf of

......
Mexico

Auto-Focus | <+

Mexico

Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in the
selected VPN.

Note: When a Provision State shows a Failed state, an information icon appé#sss true whether you are on

the VPN Services, Service Details, and many of the Provisioning screens that show a table of services and their
Provisioning status. If you select the icon, Error Message details appear describing the failure. Youatiak also

the Show Error Detailéink to view the Component Errors screen and take action to fix the error. Each failed
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source provides further error message details and recommendations. For example, in the Action column for the

failed source on the componeSt NNE NE & ONB Sy > @&2dz YI & Of GhékSyn§Symc2 NJ RAFFS
To, SyneFrom, CompareConfig View Job Statusthat will assist in fixing the error. Service level actions are also

available for additional options (such, &= Deploy, Reacive-Re-deploy, ReDeploy ReconcileCleanup, etc.)

that will assist in fixing the service level error. Use the information icons that appear next to these options, as

well, for further fix details.

PN_NM_P2F L2vpn-Service @ Success 18-0ct-2(
vpn-Service @ Success 22-Aug-2(
Error Message X
vpn-Service Failled Q) 15-Jul-202 VPN ;‘ 15-Jul-203
¥ y ° A oML Failed to authenticate towards device *
* VPN xrv9k-7: SSH host key mismatch O-Aug=<
< - 18
vpn-Service Aug-2( X
et o Success 1OALg=20 VPN.  Show Error Details s
Component £ L
Source Saverty Error Monsage Rocommendation Actions
Check-Sync
Y
}. D  ERR Foi 3 3

Reactive -Re - deploy
Re-Deploy Reconcile 7
Clean-Up
Sync-From
Recommendation Sync-To

Device configuration rejected

Device configuration rejected. more

2. Inthe Actions column, click to drill down to a detailed view of the VPN service, including the device
configurations and the computed transport paths.

Service Name Type Provisioning ... Last Updat... Actions
View Details -
I L3VPN_NM-SRTE-ODN... L3VPN.. @ Success . )
Edit / Delete

3. To see the computed paths for this VPN, click on the Transport tab in the Service Details pane. All the dynamically
created SR E policies arbsted in the Transport tab. Select one or moreT&Rpolicies to see the path from
endpoint to endpoint on the map.

In this example, we are looking at the disjoint paths computed frorA REPEB and from P to PEC.
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A / Services & Traffic Engineering / VPN Services Last Refresh: 15-0¢ct-2021 11:46:53 AM PDT | O
B Show VPN Services I Device Groups Unassigne... (% Saved Views  Select a saved view ess SaveView
A Locases | Unassignes Devicss
[T —— Show 167 P Bsovoon:| & () Service Details - | %

=
Name LIVPN_NM-SRTE-ODN-70
' 4 Provisianing Success
Summary Transport «}; Path Query
PE-B SRv6 POLICY Selected 2 / Total 6. £F
[¥]
TOP-RIGHT Headend Endpoint Color Admin Status Oper Status Actions.
ey
PE-B PE-A 70 [+] [+]
O eec PE-A 70 ™) @
TOP-LEFT PE-A PE-B bl o °
' 0 Pec PE-B n © ©
Y PE-C 72 ) )
[] PEB PE-C 72
PE-A ° L
BOTTOM-LEFT
BOTTOM-RIGHT
PEC 7]
Auto-Focus | <=

4. To see the physical path between the endpoints, selectShew IGP Patbheck box in the togeft corner of the
map. Hover with your mouse over a selected policy in the table to highlight the path in the map and show prefix
SID and routing information.
A | Services & Traffic Engineering | VPN Services

Last Refresh: 15-Oct-2021 11:47:23 AM PDT | &

[ Show VPN Services £ Device Groups Unassigne...

[= Saved Views  Select a saved view eer SaveView v
M Locatons | Unavsired Do
[ Show Participating Orty | [ Show 1GP Path B srowsraups | @ n { senvice Details X
s
= Name L3VPN_-SRTE-ODN-70
' ES Provisioning Success
Summary Transport < Path Query
FE-B SRvB POLICY Selected 2 / Total 6 £
[v]
TOPRIGHT Headend Endipoint Golor AdminStatus  OperSwsws  Actions
%
PE-B PE-A 70 o o
PE-C PE-A 70 o ')
PE-A PE-B 7 o o
] PEC PE-B n o )
PE-A PE-C 72 ] )
[ PE-rea PE-C 7 o )

B Auto-Focus | <

Step 5. Observe automatic network optimization

The SHPCE constantly monitors the network and automatically optimizes the traffic path based on the defined SLA. For
AffdzZa0ONF GA2Yy LMzNILI2&aSas tSiQa GF1S | f 22 tasel the link Kdtwieenf | LILIS Y &
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BOTTOMLEFT andB®TTOMRIGHT. This means that the previous path fremt®PEC is no longer viable. Therefore,
the SRPCE computes an alternative path, both from/A® PEC and from P to PEB, in order to compensate for ¢h
link that is down and to maintain the disjoint paths.

Recomputed paths:

PEA > PEC PEA > BOTTOMEFT > BOTTGRIGHT > PE PEA > TOREEFP BOTTOMRIGHT > PE
PEA > PEB PEA > TOREFP TOFRIGHT > PE PEA > BOTTOMEFT > TGRIGHT PEB
@ Show VPN Services £ Device Groups Unassigne... v (@ Saved Views Select a saved view Save View
D“snwl’am;vpmmgumv | [ showlap patn Ve o odsc B3 ‘ Timni B = <) serice Details - | x

s
= Name L3VPN_NM-SRTE-ODN-70
Provisioning Success

o Summary Transport +; Path Query
= SRv6 POLICY Selected 2 / Total 6 ¢
(v]
Heade..  Endpoint  Color Admi... Oper..  Actions
%
United States
PE-B PE-A 70 ") ™)
PE-C PE-A 70 [ [
PE-C PE-B 7 ) )
3 PE-A PE-B 7 ° °
PE-A PE-C 72 ") ")
] PE-B PE-C 72 (1] (1]

BOTTOM-RIGHT

Rulf af

Summary and Conclusion

As we observed in this example, operators can use Cisco Crosswork Network Controller to orchestratédr BRRISs

with SLAs and to maintain these SLAs usingESPRolicies that continuousisack network conditions and automatically

react to optimize the network. This automation increases efficiency and reduces human error that is generally unavoidable
with manual tasks.

Scenaria3 ¢ Mandate a Static Path for an EVPWPWS Service using angdiigit MPLS SR E Policy

Scenario Context

To ensure that missiearitical traffic within a VPN traverses the higher capacity interfaggker than the lower capacity
interfaces, we will create point-to-point EVPNVPWS service and associate a preferred patplicity MPLSSRTE policy
on both endpoints for service instantiation. In this way, we will mandate a static path for the madioal traffic.

In this scenario, we will see how quick and easytd igeate SR'E policies and VPN services by uploading a file containing

all the required configurations. We will download sample files (templates) from the provisioning Ul, fill in the required

data, and then import the file via the Wlastly, we will se the Service Health functionality to review the health of the

services and view the Assurance Graph bast24Hra SGNA O& (2 oSGGSNI Fyl .81 S 2dz2NJ & SNIA

Note:  In this scenario, reference to S specifically means-3E over MPLS.

In this senario, we will:

8 Create a SID list list of prefix or adjacency Segment IDs, each representing a device or link along the path.
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Provision an explicit SRE policywhich will reference the SID list, thus creating a predefined path into which the
EVPN efix will be routed.

Provisioma pointto-point EVPNVPWS servicgom PEA to PECand attach the expliciBRTE policy

Visualize the path of the serviemd review the health of the services

Assumptions and Prerequisites

o

o}

e}

[}

(e}

For transport mapping to LRN service, devices must be configured withlthgn allcommand.
ForService Health enablemer8ervice Health must be installed

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details

(Optional)Service Health providdaternal Storageof monitoring data up to a maximum limit of 50 GB. This data is
stored on your system. If you exceed the limit of the internal storage, historical data will be lost. If you choose to
extend Service Healtstorage capacity, you can configuggternal Storagén the cloud using an Amazon Web
Services (AWS) cloud accouBy. leveraging External Storage, all existing internal storage data will be automatically
moved to the external cloud storage (s€enfiguring Service Health External Storage Settiaggendix for more
details) and your internal storage will act locally as cache stor@gefiguring External Storage for Service Health
ensures you will not lose historical data for services that co®inui 2 Y2y AG2NJ I aSNWAOSQa KSI
service health data for any service you choose to stop monitoring when you select the option to retain historical
monitoring service for the data. For more information on Internal and External Storagepantbhretain historical
monitoring service data when stopped, see the Appendix sesttmmfiguring Service Health External Storage
Settingsand Stopping Service Health monitoring

.SF2NB dzaiy3a {SNBAOS 1 SIfiKQa ! aestavgbgefufly canfigurédihd Sy & dzNB
created with a profile associated to the service. If not, Subservice Details metrics will show that no value has yet to
be reported

For Service Health, you must configure 2 buckets on the Y1731 profile associated widlvite If you have fewer
than 2 buckets configured, Service Health cannot report the Y1731 probes/KPIs on the service details page.

Workflow

o

6

o«

o«

o«

o«

o

s}

Note:

Step 1.Prepare for Creating a SID List

Step 2Create the SID List in the Provisioning Ul

Step 3 Create an explicit SRE policy for each VPN endpoint by importing a file

Step 4 Create and provision the L2VPN service

Step 5Attach the SRE policies to the L2VPN Service

Step 6 Enable Service Health monitoring

Step 7Visualize the L2VPN on the Map

Step 8Inspect a degraded servicsing Service Healdind Last24Hr Metrics to identify issues

Screen captures, showing services and data, are for example purposes only and may natedlecithe

devices or data described in the workflow content.

Step 1. Prepare for Creating a SID List
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The SID list consists of a series of prefix or adjacency SIDs, each representing a node or link along on the path. Each
segment is an entb-end path from the sorce to the destination, and it instructs the routers in the network to follow the
specified path instead of the shortest path calculated by the IGP.

To build the SID list, you will ne¢ite MPLS labels diie desired traversing pathYou can get thesebals from the devices
themselves or you can invoke the northbound Cisco Crosswork Optimization Engine API to retrieve this information.

Refer toCisco Crosswork Network Automation APl Documentatio@isno Devnebr more information about the API.

Procedure

1. Prepare the input required to produce the SID list for the path from endpoint to endpoint. You will need the router
ID of each endpoint, as follows:

{
"input": {
"head - end": "100.100.100.7",
"end - point"; "100.100.100.5",
"sr -policy -path": {
"path - optimization - objective": "igp - metric"
}
}
y
2. Invoke the API on the Cisco Crosswork Network Controller sbyuesing the input prepaed in the previous step.
For example:
curl -- location -- request POST
'https://10.194.63.198:30603/crosswork/nbi/optima/v1/restconf/operations/cisco - crosswork -

optimization - engine - sr - policy -operations:sr - policy -dryrun’ \
-- header 'Content - Type: application/y ang- data+json' \
-- header 'Accept: application/yang - datatjson' \

-- header 'Authorization: Bearer
eyJhbGciOiJIUzUxMiJ9.eyJzdWIiOiJhZG1pbilsimlzRnJvbU5IdOxvZ2luljoidHJ1ZSIsInBvbGlieV9pZCl6ImFkb

WiluliwiY XV0aGVudGIljYXRpb25EY XRIljoiMjAyMSOwMyOyMIQxNjozODozNy43NL2MTZaWOdNVFOILCJIzdWNjZXNzZnV
sQXV0aGVudGljY XRpb251YW5kbGVycyl6IIF1ZXJ5RGFOYWJhc2VBdXRozZW50aWNhdGlvbkhhbmRszXIiLCJIpc3MiOiJod
HRwOIwvXC9sb2NhbGhvc3Q6NTQ40VwWVvULINPIiwibGFzdFOuYW1lljoic21pdGgiLCJjcmVKkZW50aWFsVHIWZSI61IVzZXJ
uYW1IUGFzc3dvemRDcecmVKkZW50aWFsliwiY XMMBHROCHM6XCOcLzEWL]ESNC42My4xOTg6MzA2MDNcL2FwcC1kYXNoY
m9hcmQiLCIhdXRoZW50aWNhdGIvbk1ldGhvZCI6IIF1ZXJ5RGFOYWJIhc2VBdXRoZW50aWNhdGlvbkhhbmRszZXIiLCJsb25
nVGVybUF1dGhlibnRpY2F0aW9uUmVxdWVzdFRva2VuVXNIZCI6ImZhbHNIliwiY2hhbmdIX3B3ZCl6imZhbHNIliwiZXhwl
JoXNJE2NDU5SOTWLCJIpY XQIOJE2MTYOMzEXMjAsImZpcnNOX25hbWUIiOiJgb2huliwianRpljoiU1QtODQtOFVIWXMybEt
3R2d1Z3RIYjlAMzVMTFINTGVVRIp60OURYNGpoeFcxakhsV01VYXdXSWgxbUdTd01aRC1tOEK1S2Z0amI2ZmIWTUhIYnBYY
JBMMFZgRFc2WVppUFVUbHRpNFVpZnNUeG9aQ284WWpPWEC2VIF]SOMwb29I1WjJhc3BWanMz YySEE 058K DN
GCFRIWXRPeWJtViljY XMtMSJ9.VidkOw8KsOv5M_08zBqWochT3k9VIPN2NjSn5ESSc5Pf
4ds004kk6xuzx5_cggauiEICuUMnzmRzneSToAuA" \

-- data -raw {
"input": {
"head - end™: "100.100.100.5",
"end - point"; "100.100.100.7",
"sr - policy -path": {
"path - optimization - objective

ap - metric"
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3. Note the SID list ID in the API response. You will use this when creating the SID list in the next step. For example:

"cisco - crosswork - optimization - engine - sr - policy - operations:output": {
"segment - list - hops": [

{
"step": O,
"sid"; 23p02, |
"ip -address": "100.100.100.7",
"type": "node  -ipv4"
}
1,
"igp -route™: [
{
"node": "PE -A",
"interface": "GigabitEthernet0/0/0/0"
3
{
"node": "P - TOPLEFT",
"interface": "GigabitEthernet0/0/0/2"
3
{
"node"™: "P - BOTTOMRIGHT",
"interface": "GigabitEthernet0/0/0/3"
}

1,

"st ate": "success",

"message":

Step 2. Create the SID List in the Provisioning Ul

In this scenario, we will create a SID list for traffic fromORB PEA and another SID list for traffic in the opposite
direction.

Procedure

1. Go toServices & Traffic Engineering > Provision{hgO)> SRTE > Sliist

2. Click+to create a newSID lisand give it a uniqgue namé-or this example, the SID list namé&2¥PN_NMP2R
SRTEPEG240. ClickContinue

3. Under sid click + to create a new SID index and give it a numeric valueCGlitikue

4. Under mpls, enter the SID ID that was received in the API resposeqri.
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Sid240 O < sid{1 } X

name * index *
Sid240 @ L @
sid * Selected 1 [ Total 14£¥ type *
mpls ipvd
Ad
~ mpls *
index label *
23002 @

ClickXin the topright corner to return to the SID list. Your new SID appears in the inbéx ta
Repeat these steps to create additional SID indexes, as required.
Commit your changes

Check that the nev8ID lisappears in the table

© © N o v

Create another SID list for the traffic from-REo PEC. For this example, the SID list name2¥PN_NMP2R
SREPEA-240

Step 3. Create an explicit SRE policy for each VPN endpoint by importing a file

In this step, we will pvisiontwo explicitSRTE policiesvhich will reference the SID Isstreated in Step 1.

The first SR'E policy specifies REas the headend dmprovides the IP address of AEs the tail end. The second-BR
policy specifies RE as the headend and provides the IP address €T BE the tail end.

Instead of manually filling in each field in the provisioning Ul, we will import an xml fileicimgall the configurations
required to create the SRE policy.

Procedure

1. Go toServices & Traffic Engineering > Provision{hgO)> SRTE > Policy
2. Click Impor above the table.

3. Download the sample .jsaor .xml file which will serve as a template for the required configuration.
In the Import Service dialog, click tBewnload sample .json and .xml files (.zilmk.
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Import Service

back into crosswork to create a new service.

Search to identify service type of imported file

hv

File Name

Sample xmil or json files contains basic service parameter
that can be modified in your local machine, and then imported

| | ( Browse )

I Download sample json and .xml files (.zip) I

4. Unzip the downloaded file and openBplicy.xml in an XML editor.

5. Edit the xml fileas required. Provide a name for the-BR policyand specify the SID list to be associated with this

policy. Save the xml file.

<config gming="http:/S/tail-f.com/ns/config/l.0">

<SETRE. Eing="http://cisco.comdns Do/ RER clsco-Ladn-sEnRer
<policies smlns="http://cisco.com/ns/nso/cip/clsco-tedn-sr-te-sr-policies">

<policys

<namer3SR-Folicy HCS-540-1 N540-400G-1</name:>

<head-end>
<name>1l.56.26.169</namez>
</head-end>
[stail-end=10.14.24 17</tail-ends]
<colorr20100</color>
<binding-gid-2100</binding-gid>
<path>
<preferencexlil</prefarences
<dynamlcx
“metric-typexie</metric-typesx
<metric-margine
<relative=di</relativex
</metric-marginz
<constraintss
<gig-limit»10</gig-1imic>
< fconstraintss
< fdynamic
</paths
<path»
<preferencex200</prefarences
<explicit>

I(m—list}

<name>3I0 NCS-540-1 M540-400G-1</name>

welght>10</welght>
</gid-list>
<constraintss
“affinitys
<rulex
<actionrinclude-all<faction:>
<oolor>GREEN/colors
<coloar>RED</color>
</rule:>
<farfinitys
</constraintss>
<fexplicits
</pathx
</policys>
<gid-list>
<name>5I0_NCS-540-1_W340-400G-1</name>
<&
<index>l</index>

<label=2B090</ labalx
=/ mRiE”
Rk
</gdd-lisc>
</policiss>
=/ sETREr
<fcontige
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6. Inthe Import Service dialog, seld@blicyas the type of file to import, browse to the edited xml file, and click
Import. If there are any errors in the file, you will be notified. If there are no errors, the file will be imported. The
policy will be created and the devices will be configured accordingly.

7. Checkwhetherthe newSRTE policyappears in théPolicytable and its Povisioning State iSuccess

8. ClickX in the Actions column and choo§®onfig Viewto see to see the Yang moeehsed service intent data that
details the SRE policy you created. You can also check the devices themselves to make sure that they were
provisioned correctly.

Step 4. Create and provision the L2VPN service

In this step, we will crate and provision a P2P VPN service withARIAd PEC as the endpoints. The VPN service will
reference the SR E policies we created in the previous step to ensure that the traffic traversing the VPN will follow the
path defined in the SID lists.

As we dil with the SRTE policy, we will create the VPN service by importing an xml file containing all the required
configurations. Once we have provisioned the VPN service, we will edit it in the provisioning Ul in order to associate the
SRTE policies.

Procedue

1. Go toServices & Traffic Engineering > Provision{iN$O)> L2vpn > L2vpfService
2. Click Impor above the table.

3. If you did not download the sample .json or .xml fileStap 3,do so now.

4. Openl2nm.xmlin an XML editor.

5. Edit the xml file as required. Provide a name for the L2VPN, configure each endpoint, and define the VPN
parameters.

This is the configuration for PEin our example:

© 2022 Ciscaand/or its affiliates All rights reserved. Pageblof 121



vpn-node-id @ PE-4
v sipnaling-options [1]
¥y @ {2}
tyoe * vpn-comnon:t-1ldp
v t-ldp-pwe {13}
¥ sc-pd-list [1]
v @ {2}
peer-addr ¢ 189.1808.183.5
ve-id ¢ 249
v vpn-network-accesses {1}
v vpn-network-access [1]
v @ {2}
v connection {2}
encapsulation-type : vpn-common: dotlg
¥ dotlg-interface {2}
12-access-type : vpn-common:dotlg
¥ dotlg {2}
c-vlan-id : 248
physical-inf : GigebitEthernetd/8,/8,/2
id 248

ne-id * PE-A

6. Save the xml file.

7. Inthe Import Service dialog, selé2vpn serviceas the type ofile to import, browse to the edited xml file, and
clicklmport. If there are any errors in the file, you will be notified. If there are no errors, the file will be imported.
Theservicewill be created and the devices will be configured accordingly.

8. Checkhat the newL2VPN servicappears in the.2VPN Servidable and its Provisioning State $8iccess

9. ClickX in the Actions column and choo§®nfig Viewto see the Yang modélased service intent data that details
the VPN service you created. You canalheck the devices themselves to make sure that they were provisioned
correctly.

Step 5. Attach the SR'E policies to the L2VPN Service

At this stage, the provisioned L2VPN service you created does not have associ@teg@Rries that define the transport
path. In this step, we will edit the L2VPN service in the provisioning GUI, attach the relevEBtBRcies to each
endpoint, and reprovision it.

Procedure

1. Locate the L2VPN in the VPN Service table.

2. ClickX in the Actions column and choo&slit

3. Under vpnnodes, selecPEA and click theEditbutton above the table.

4. In the pane that opens on the right, open tteservicemapping > temappingsection.

5. In the skpolicy tab, in the policy field, enter the name of the-BRpolicy created for P&
L2VPN_NMP2RSRTEPEA-240
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6. ClickXin the topright corner to close the RE pane.
7. Repeat the above steps for fEand attach the SRE policyt2VPN_NMP2RSRTEPEG240.
8. ClickCommitChanges

Step 6. Enable Service Health monitoring

Note: Service Health igccessible through Limited Availability. Engage your account team for further details.

1. Go toServices & Traffic Engineering > VPN Servigée map opens and a table of VPN Services is displayed to the
right of the map.

2. Inthe Actions column, click for the new service you want to start monitoring health.

3. ClickStart Monitoring.

> VPN Services Refined By: All endpo... v
Provisioning Health (Monitoring: 4 services)

50 0 0o 00 3@ 00

Success Failed Provisioning Good Degraded Down

Total 5 £#
|
Health Service Key Type Provisioning State Last Updated Ti... Actions

Dl L2NM-EVPN-SRTE-105 L2vpn-Se... @ Success 27-Jul-2021 05:...

Dl L2VPN_NM_P2P_SRTE-... L2vpn-Se... ® Success 07-Sep-2021 1...

(] L3VPN_NM-SRTE-70 L3vpn-Se.. @ Success A2-Aus-a021.0
View Details

[} 12nm-evpn L2vpn-Se... @ Success EitDelete

12nm-evpn-01_sr L2vpn-Se... Success
° e e

Note: The Health column color coding indicates the health of the service: Green = Good; Orange = Degraded; Red
= Down, Gray = Not Monitoring.

4. In the Monitor Service gwup, select the Monitoring LeveFor help selecting the appropriate monitoring level
option for your needs, see the secti®asic and Advanced Monitoring Rules
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Monitor Service

Monitoring Level ~ ‘ @

Basic Monitoring

© Gold_L2VPN_Co 5 4 anced Mon itoring fPN_ConfigProfile custom

Thresholds to use rwur uu LevrFm ser..
Thresholds to use for Gold L2VPN services

() Silver_L2VPN_ConfigProfile custom
Cpu Threshold Max 0 %
Thresholds to use for Silver LZVPN se...
Jitter Rt Threshold 80 sec
Latency Rt Threshold 500 sec
Max Acceptable In Out Pkt Delta 100
Memiree Threshold Min 10

Packet Loss Threshold 1%

Start Monitoring

Note: Onceyou have started monitoring the health of this servidgjouselectthe Actions colummandclickX to
view additional Service Health optiongou will seeStop Monitoring Pause Monitoring Edit Monitoring
Settings Assurance Graph

View Details

Edit/Delete

Stop Monitoring
Pause Monitoring
Edit Monitoring Settings

Assurance Graph

Note: If youselectEdit Monitoring Settingsyoumayupdate the Monitoring Level setting from Basic Monitoring
to Advanced Monitoring, or from Advanced Monitoring to Basic Monitoring, at any time.

Note: If you later decide t&top Monitoringa service that has already been started, you have the option to retain
the historical service data for that stopped service. SeeStioppingService Healthmonitoring section in the
Appendix for additional steps and details

5. ClickStart Monitoring.
6. Repeat this step for each service you wish to start healdmitoring.

7. ClickXin the topright corner when you are done

Step 7. Visualize the L2VPN on the Map

In this step wewill take a look at the representation of the L2VPNonthephag R ¢ SQf f aSS GKS LI (iKa
from PEA to PEC and vice versa, bad on the explicit SRE policies we created.

Procedure

1. Inthe L2VPN Service table, in the Actions column for the new VPNX @iak choose/iew Detailsfrom the
menu. The map opens and the service details are shown to the right of the map.
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or

Go toServices & Traffic Engineering > VPN Services

The map opens and a table of VPN services is displayed to the right of the map.
a. Click on the VP the Services tabldf there are many services in the table, you can filter by name, type, or

provisioring state to help locate the VPN.
b. Inthe map, you will sethe VPN as an overlan the topology It shows a representation of the endpoints and

a dashed line that indicates that it is a virtual path.
Note:  The image below shows the VPN overlay in the geogcaphiap. Use the buttons at the top right of the map

® to toggle between the logical and geographical maps.

a 4 () VPN Services Refined By: All endpo... v/

Provisionin ™

Total 1 £¢
+ Create Filters Applied (1) v |y
Health Service Key T Type Provisioning State LastUpda.. @ A
I ® 120m-p2p-240 L2vpn-Service @ Success 27-0ct-2021

United States

Mavica =

c. Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in the
selected VPN.

& {) VPN Services Refined By: All endpo... v/
Q 2
2 - Provisoning Hoskh (Monloring: 6 services)
8@ e 0e 5@ ] 00
RS
‘ + Create Fiters Applied (1) v [y
Heailth Service Key T Type Provisioning State Last Upda... ® A
12nm
I ) 12nm-p2p-240 L2vpn-Service @ Success 27-0Oct-2021

United States

2. Under the Actiongolumn, click and chooseView Detailsto drill down to a detailed view of the VPN service,
including the device configurations and the computed transport paths.

3. Inthe Transport tab, select one or more-BR policies to see the path from endpoint to eontht on the map. The
image below shows the path for REto PEA. TheShow IGP Patbheck box in the top left corner of the map is
selected so the physical path is shown. The dashed line indicates that this link is being used to transport multiple
services.
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Aitocations
[ show Panicipating oy | (B Show 1GP Path Show Grows | @ B {) Senice Details - X

Name [2nm-p2p-240
A Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L2VPN_ConfigProfile sys__ (f)
Health Transport Configuration <} Path Query
APEZ SR POLICY Selected 1/ Total 28
T
Health Headend Endpoint Color Admin..  OperSt Actions
AG1 5
) A-PES A-PE2 240 ™ ]
o A-PE2 A-PES 240 [+ )

AG3

A-PES

(2]
+

Step 8. Inspect a degraded servicsing Service Healdnd Last24Hr Metrics to identify issues

Note: Service Healtis accessible through Limited Availability. Engage your account team for further details

In this stepwe will review the Service Health assurance graph and utilizeale24Hr Metricso identify issues within a
specific time range. By isolating the issues within a specific time range, you can drill down on the details that may have
caused the degradedaf down) service that can lead to troubleshooting the service or the node to address detailed
symptoms. For this example, we will inspect a degraded service.

1. ClickXin the top right corner to return to the VPN Services list

2. Click on the name of service that shows as being degraded. The map will update to highlight the service you
selected.
Degraded services show an orange icon in the Health column. You can filter by health state by clicking in the space
at the top of the column and selecting tlappropriate filter. To clear the filter, click tBénext to the designated
filter appearing in the space at the top of the column and it will remove all filtering and default to showing all VPN
Services in the list.

Note: If a service is not yet being monitatethe icon in the Health column will show as grey. To enable
monitoring for such a service, cligkand selecStart Monitoring.

3. Inthe Actions column, click and clickView Details The Service Details panel appears on the right side where you
can review Active Symptoms for the service (including the Root Cause, Subservice, Priority, and Last Updated
details) present in the Health tab if the service is being currently monitoredeRékie details provided.
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) Service Details I x

Name 12nm-p2p-240
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L2VPN_ConfigProfile sys... ®

Health Transport Configuration < Path Query

Active Symptoms (2)

Total 2 4% EJ

Root Cause @ Subservice Prior... 4 Last Updated
VPWS State degraded. Device: 172.16.1.11... subservicevpws.c... 15 27-0ct-2021...
VPWS State degraded. Device: 172.16.1.11...  subservicevpws.c.. 15 27-0ct-2021...

4. Click on a Root Cause and view both the Symptom Details and the Failed Subexpressions & Metrics information.

Y Service Details X

Name 12nm-p2p-240
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L2VPN_ConfigProfile sys... (1)

Health Transport Configuration «} Path Query
v Symptom Details X =
Name VPWS State degraded. Device: 172.16.1.118, XConnectGroup: |12nm-p2p-
240, XconnectName: |2nm-p2p-240
Sub Service subservice.vpws.ctriplane.health system
Last Updated 27-0ct-2021 03:56:16 PM GMT+3

~ Failed Subexpressions & Metrics

Show Only Failed @ Expand All | Collapse All
Name Expression
Value
@ xconnect_state == ‘up’ && ac_state == 'up’ && evpn_state == 'up’ false
™ subExps
Q xconnect_state == 'up’ && ac_state == 'up' && evpn_state == 'up' false
] xconnect_state == 'up’ && ac_state == 'up’ && evpn_state == 'up’ false

> symptomMetrics

V' subExps
] Xconnect_state == 'up' && ac_state == 'up' && evpn_state == 'up’ false
(] xconnect_state == "up' && ac_state == 'up' && evpn_state == 'up’ false

> symptomMetrics

> subExps

5. To further isolate the degraded service details, cldk the top-right corner to return to the VPN Serviced.lis

6. Again, click on the name of the degraded service in the list. The map will update and isolate the corresponding
devices participating with that service.

Within the map, to view further service health details, do the following:
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a. Inthe map, hover your mese over the device showing as degraded and its smaller badges that indicate
health status and review the pepp information relating to its Reachability State, Host Name, Node IP, and
Type.

b. Atthe topleft of the map panel, you may also select thleow Paticipating Onlycheck box so the map only

shows the participating services.

7. Inthe Actions column, click for the degraded service in the list and cligsurance GraphThetopologymap of
services and subservicappear with theService Detailpanel showing Service Key, Status, and Sub Services
details.Metrics also appear, such as JitleT (Jitter Round Trip), LaterRY (Latency Round Trip), Pktl-Dss
(Packet Loss from Destination to Sour@a)d PktLosSD (Packet Loss frdBource to DestinationAdditionally,a
table of Active SymptomBstingRoot Cause, Subservice, Priority, and Last Updated distaitgpulated

Note: This will take time to update after a service has been enabled for monitoring, and may take-ifto 5
minutes.

8. At the topright of the screen, select thBhow Historymode toggle The historical Date Range graph appear

Thisgraph shows different ranges of historical health service monitoring details from one day (1d) up to sixty days

(60d).
You can select th(+) icon at the topright to zoom in on the event or use your mouse to draw a rectangle over
events to further zoom. Events that are consecutive may appear as a line of white space

Note: After selectingShow History the Date Range graph opens by defaulthte tange of one dayl(). If no
events of significance have occurred over the last day, or even in the last several days (ich3a, it is
possible no data is available to display. Select a different time range, startin§ditittbroaden the data
collection range that is available to display

Assurance Graph: L2ZNM-P2p-SRTE-803 Show History -;

[@]DateRange 1d 2d 3d 5d 10d 20d 30d 60d

No Data to Display for selected Date/Day Range. Please select a different time range

Assurance Graph: L2VPN_NM-EVPN-VPWS-SR Show History @)
[@ Date Ra 1d 2d 3d 5d 7d 10d 20d 30d 60d
e ®0AAO L0
Initiated'Stopped ]
Paused
Degraded [ m
Down/Failed
28 Apr 29Apr
Health State: @Good @ Degraded @ Down Paused @ Initiated | Monitoring State: @ Failed @ Stopped

Note: When you select an event on the Date Range graph, a tool tip with information about that event appears

(such as date and time of the event, and severity level and number of symptomsar@lidikere within the chart
to hide the tool tip.

9. Review the Root Cause information by either hovering your mouse over a particular row or click the arrow to

expand the Service Details panel to full screen mode. Columns can be resized using your mousarosgtact
the gear icon to deselect or select columns you want to appear
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Note: Once you enabl&how Historymode,Root Cause information in the Active Symptoms table will start to
show the blue Last 24Hr Metrics icon. Data from the device will be initidiyel@, however, and may take some
time beforeLast24Hr Metricsbegins to populate with data. Until then, the value of zero is reported.

Sub Services 12 Up 7, Degroded S Down 0
Symptoms (3)
oy
Root Cause (7 Lserne
t Anice 809
( =y -]

10. You can also use the map and click on the degraded node to bring up Service Details information on both Active
Sympbms and Impacted Services

1 Active SymptomsProvides symptom details for nodes actively being monitored

1 Impacted ServicesProvides information for services that are impacted by issues based on historical
monitoring of health status
Note: If you view the Subservice Details panel, each subservice metric-RittdratenciRT, PktLosBS PktLoss
S gAff AYyAGALFEte& NBLE2NI || @GFfdz2S 2F TSN . &SR 2y |
metric values to begin reporting

11. Use the active and impacted informationittspect the degraded service details to determine the issues that led
to the degraded service
12. To further isolate the possible issues and to utilizelthst24Hr Metrics perform the following steps:
a. Inthe Date Range graph, use your mouse to select the range of historical health service monitoring details from one
day (1d) up to sixty days (60d).
Note: At the top-right of the Date Range graph, select the appropriate icoretter zoom in or out, horizontally

scroll through the date ranges, or refresh the graph to go back to the most recent event, for exaioyplean
also use your mouse to draw a rectangle over events to further zoom in on degraded devices. Events that are

consecutive may appear as a line of white space.

b. Click on a degraded service in the graph. The Service Details panel reloads, showing any active symptoms and the
root causes to be inspecteftxpand the table and information as necessary for further details
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13. Next,select theShow: Down & Degraded Onbheck box in the tofeft corner of the map so only Subservices
which are degraded, along with other dependent but healthy subservices, appear. Inspect the Service Details panel
showing the active syptoms and their root cause

14. Deselect théshow: Down & Degraded Onbheck box and select tigoft Dependenciesheck box in the tojpeft
O2NYySNI 2F (GKS YI L {2Fd 5SLISYRSyOASa AYLIASa GKFG |
KSHEGK® 1'a | NBadzZ §d G§KS RSINIRSR KSHEGK 2F GKS OKAf
Use he +or ¢ symbols in the bottorright corner of the map to zoom in or out on services mapped. Sele tihe
view the Link Color Legend that explains all of the icons, symbols, badges, and colors and their definitions.

Note: You can also select tt&ubservicescon in the topright corner of the map to show service appearance
options.

15. Selectthe degraded service in the map to show the subservice details
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16. Select theActive Symptomdab to show any root causes for the service health details that are displayethend
select thelmpacted Servicetab to show services where their health is degraded

17. ClickXin the topright corner to return to the VPN Services list and in the Actions columnXcfamkthe degraded
service in the list and clickssurance Grapto show the Service Details panel

18. Again, select th&how Historytoggle in the topright corner of the Service Details panel before selecting the blue
metrics icon in one of the Root Cause rows. The Symptoms Metriast 24 Hr bar chart appears.
This charprovides details of the metric patterns for different sessions states (such as active, idle, failed) for
individual root cause symptoms with Status, Session, Start Time, and Duration information to assist in
troubleshooting prevailing issues. Use your rseto hover over the chart to view the different details.

Continue to troubleshoot a service health issue using Parameterized Jobs

To further troubleshoot a service health issue (such as a device that is degraded due to not properly fetching data),
continue with the following stepso examineif the issue is associated withcollection job

19. SelectAdministration > Collection Jobs
The Collection Jobs screen appears.

20. Select theParameterized Jolkiab.

21. Review the Parameterized Jobs list to pinpoint devibes may have service health degradation issues.
By reviewing Parameterized Jobs, you can identify and focus on GMNI, SNMP -lzeke@ldbs by their Context
ID (protocol) for further troubleshooting purposes.

22. In the Job Details panel, select the colleatjob you want to export and click tlexport button to download the
status of collection jobs for further examination. The information provided is collected at the time the export is
initiated in a .csv file.

The Export Collection Status pop up appears.

Note: When exporting the collection status, you must fill in the information each time an export is executed. In
addition, make sure to review the Steps to Decrypt Exported File content available on the Export Collection Status
pop up to ensure you can accesdanew the exported information.

23. ClickExport

24. To check the status of the exported collection job data, &fiekv Export Statust the top right of the Job Details
panel.
The Export Status Jobs panel appears providing the status of the export request.

25. Review the exported .csv file for collection job details and the possible cause of the degraded device.

Summary and Conclusion

In this scenario, we observed how simple it is to create explietESPolicies and attach them to a L2VPN service in order
mandate a static path for the missiamitical traffic. We saw how editing a prdefined template and then importing it into

the system enables quick and easy provisioning of services afiESR®licies. We were then able to visualize the actual
traffic paths on the maplLasty, we used Service Health to monitor the health of the new service using the Assurance
Graph,Last24hr Metrics, and SubExpressions metrics to view when service may have been up, degraded, or down, and
what the root causes were identified.
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Scenario 4 Provision an L2VPN service over an RSW#unnel with reserved bandwidth

Scenario Context

Forthe continuousstream transmission required foich data media types, such asleo and audipbandwidth

reservation is often required to provide higher quality of service. Cisco Crosswork Network Controller supports the
creation and management of RSVE tunnels to resrve guaranteed bandwidth for an individual floRSVP is a pélow
protocol that requests a bandwidth reservation from every node in the path of the flow. The endpoints, or other network
devices on behalf of the endpoints, send unicast signaling messagstablish the reservation before the flow is allowed.

If the total bandwidth reservation exceeds the available bandwidth for a particular LSP segment, the LSP is rerouted
through another LSR. If no segments can support the bandwidth reservation,tuRade and the RSVP session is not
established.

In this scenario we will
8 Create RSVPE tunnels with reserved bandwidth.
o Enable Bandwidth on Demand functionality.
8 Provision a VPN service froREA to PEBand attach the RSVYPE tunnels as underlay daguration.
8 Visualize the path of the traffic when link utilization is below the bandwidth threshold. This path would change if
the bandwidth utilization on the link crossed the specified threshold.
Assumptions and Prerequisites
s For transport mapping todVPN service, devices must be configured withl#wpn allcommand.
8 For Service Health enablement and usage to monitor a services health, Service Health must be installed.

For steps to enable Service Health during this scenaricErable Servicélealthon page25. For additional
Service Health related details, see thppendixon pagell2

o«

o (Optional)Service Health providdaternal Storageof monitoring data up to a maximum limit of 50 GB. This data is
stored on your system. If you exceed the limit of the internal storage, historical data will be lost. If you choose to
extend Service Health storage capacity, you can configuternal Storgein the cloud using an Amazon Web
Services (AWS) cloud accouBy. leveraging External Storage, all existing internal storage data will be automatically
moved to the external cloud storage (s€enfiguring Service Health External Storage Settiaggendk for more
details) and your internal storage will act locally as cache stor@gefiguring External Storage for Service Health
SyadNBa e2dz gAff y20 288 KAaAG2NAROFt RFEGF FT2NJ aSNBAOSa
service helih data for any service you choose to stop monitoring when you select the option to retain historical
monitoring service for the data. For more information on Internal and External Storage, and how to retain historical
monitoring service data when stoppeslee the Appendix sectisi©onfiguring Service Health External Storage
Settingsand Stopping Service Health monitoring

=}

(Optional)For initializing aleuristic Package to monitor health of a servj@es the Appendisection,Initializing
Heuristic Packges to monitor the health of a servicéor detailed stepgo be performed prior to starting
monitoring.

Workflow
Step 1Create an RSVPE tunnel for both directios of the L2VPN

o«

o Step 2Create the L2VPN serviaadattach the RSVP tunnel to the service

o Step 3Visualize the L2VPN service on the map
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Step 1. Create an RSVFE tunnel for both directios of the L2VPN

&
QX
(0p))
zZ
8

In this step, we will create an RSVE tunnel from P& to PEB and fromPBtoPE = | yR ¢SQff N
1200 on the link.

1. Go toServices & Traffic EngineeringP¥ovisioning(NSO) > RSVFE > Tunnel
2. Click+to create a newRSVHE tunnehnd give it a uniqgue namélickContinue

3. Inthe Identifier field, enter a numeric identifier for the tunnel. You will use this identifier later when you associate
this RSVAE tunnel with the L2VPN service. For this exantpk identifier i2220

4. In the source and destination fields, enter the loopbackO IP address of the sourég &R# the destination (PE)

devices. This is the TE router ID.
To find the TE router ID, go to Topology and click on a device in the nratherlist of devices. The Device Details
pane opens and the TE router ID is shown under the Routing section.

Device Details

Details Links

s Summary

Host Name PE-A
Reachability State Q Reachable
Operational State ) OK
Node IP  172.16.1.45
Civic Address Chennai, Tamilnadu, India, Asia, 600002
Geo Location Latitude 30.000000, Longitude 80.000000
Device Group All Locations = Unassigned Devices
Product Type ciscoCRS165
Connect To Device [FJ SSH IPv4
Last Update 02-Mar-2021 10:55:13 PM GMT+2

» Routing

TE Router ID  100.100.100.5

ISIS System ID  0000.0000.0005 Level-1/2
ASN 1

5. Define the endpoints:

a. Under headend, select the headend device from the dropdown list.
b. Under tailend, select the tailend device from theagrdown list.

6. Reserve bandwidth on the link. Undertt@andwidth > generic, enter the bandwidth threshold for the link.

7. Define the path of the RSVIFE tunnel. You have the option to define an explicit path or to have the path locally
computed by the partigiating devices. Alternatively, you can have theP&FE compute a path dynamically. For
this scenario we will have the path locally computed.

a. Under p2pprimary-paths, dick+to create a newpath.
b. Inthe pane that opens on the right, give the path a name.

c. Select the path computation methagipath-locally-computed
d. Specify a numeric preference for the path. The lower the number, the higher the preference.
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e. Define the optimization metric, in this oasgp.
RSVP-TE Tunnel {L2VPN_NM-P2P-RSVPTE-PE- p2p-primary-path{L 2VPN_NM-P2P-RSVPTE-PE-A-

A-2220} o < 2220} X

name *
L2VPN_NM-P2P-RSVPTE-I (?)

signaling-type
te-types:path-setup-rswp  (7)

path-computation-method

head-end *
ath-locally-computed
PE-A x v | @ p y p v @
7 preference
tail-end 1 ®
PE-B x v | (@

> optimizations
~ te-bandwidth

technology > explicit-route-objects-always
generic

generic
1200 @

% p2p-primary-paths

» traffic-steering

( Dry Run) ( Delete ) ( Cancel )

8. ClickCommit Changes

9. Verify that the RSVPE tunnel appears in the list of tunnels and its Provisioning St&iecisess

A / Services & Traffic Engineering / Provisioning

Services/Policies Tunnel Total 5| Last Refresh: 01-Apr-2021 11:30:58 AM GMT+3 | O | §#
HESOUrce Fool -
1
v L2VPN
MName Provisioning State Date Created Acti. . -
ID-Pools
L2vpn Route Policy IETF-RSVP-TE-1 @ Success 28-Mar-2021 09:55:47 AM G...
L2vpn-Service IETF-RSVP-TE-2 © Failed @  31-Mar-2021 12:32:28 AM G...
« L3VPN || L2VPN_NM-P2P-RSVPTE-PE-A-2220 @ Success 17-Mar-2021 11:28:30 AM G...
L2VPN_NM-P2P-RSVPTE-PE-B-2220 @ Success 17-Mar-2021 11:28:32 AM G...
L3vpn Route Policy
rsvp-TE-demeke @ Success 17-Mar-2021 07:49:42 PM G...

L3vpn-Service
VPN Profiles
~ RSVP-TE

Tunnel

10. Click on the tunnel name to visualize the tunnel on the map and to see the tunnel details.
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& Show Traffic Engineering = Device Groups All Locations v [¢ Saved Views Select a saved view ees Save View v

All Locations Minneapolis ; :
[] Show Participating Only oS < > RSVP-TE Tunnel Details X
L= Sioux Falls |
5 <!
verait Summary
salbkake City Chersare Ghiceo Headend @ PE-A (100.100.100.5)
) : o Endpoint @ PE-B (100.100.100.6)
¥ United States £7) Tunnel ID 2220
EFT ! 3 P
jne L[X N o Description -
o= KENTUCKY Path Name  L2VPN_NM-P2P-RSVPTE-PE-A-2220
LSPID 2
jas ) Ve ) Path Type  Unknown
Flagstaff, £ ot e e
’ See more v
MISS1551PPI ALABANP-TOPRIGHT = )
P-TOPLEFT M epart o A Explicit Route Object (ERO)
) - K Jackson
5 & CEBoToMcHT Hop Node P Interface Name
" P Tall 0 P-TOPLEFT 20.20.10.2 GigabitEthernet(
- -., 0 Houston ew Urieans
Hermosillo 2 : Zananion? RLoF 1 P-TOPRIGHT 20.20.10.14 GigabitEthernet(
Chihuahua 4
CorpusGhrist 2 PE-B 20.20.10.26 GigabitEthernet(
) ;¢ “Matarmioros B = oucc-rocus | - 3 PE-B 100.100.100.6
b : ] »
Mexico

Step 2. Create the L2VPN serviaadattach the RSVP tunnel to the service

In this step, we will create a P2P L2VPN service using the provisioning GUI. If you want to create the service by importing a
template, refer toScenario 8 Mandate a static path for an EVRNPWS service using an egpplSRTE policy

1. Go toServices & Traffic Engineering > Provisioning (NSO) > L2VPN > L2vpn.Service
2. Click + to create a new service and give it a unique natiekContinue
3. Choose vprcommon:tidp in the vprsvectype field.

4. Define each VPHEndpoint individuallyg PEA and PEB.

a. Under vpnnodes, click-.
b. Select the relevant device from the ymode-id and nedid dropdown lists and clicRontinue

5. Define the LDP signaling options by creating one or more pseudowires. In this case, speéifyatelD of the
peer device (PB), and provide a unique numeric label to identify the pseudowire.

6. Attach the RSVP tunnel to the service:

a. Under teservicemapping > temapping, click the teéunnelHlist tab.

b. Click theetf-te-servicetab.
c. Enter thename of the RSVPE tunnel you want to attach to this L2VPN service. The tunnel ID will be extracted from

the tunnel configuration.
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s te-service-mapping

~ te-mapping
te

sr-policy te-tunnel-list

v te-tunnel-list

Enable te-tunnel-list -:)

tunnel-te-id-source *
te-tunnel-id ietf-te-service
ietf-te-service -
L2VPN_NM-P2P-RSVPT (@)

fallback
disable v @

Note:  If you have an RSVIFE tunnel on the device that was configured externally to Cisco Crosswork Network
Controller, you camprovide the tunnel ID under the teinnelid tab.

7. Define the VPN network access. In this case, we are using dotlq encapsulation and we have specified the physical
interface (GigabitEthernet0/0/0/2) and the VLAN ID (2220).

8. Follow the above steps for FEaswell.

9. ClickCommit ChangesVerify that the L2VPN appears in the list of VPN services and that its Provisioning state is
Success

A / Services & Traffic Engineering / Provisioning

Services/Palicies szpn Service Total 15| Last Refresh: 04-Apr-2021 12:22:38 PM GMT+3 | O | £
8. Recent -
~ Global Vpn Id Provisioning State Date Created Actions

Resource Pool

o LavPN L2NM-EVPN-EXPLICIT-180 @ Success 17-Mar-2021 11-29-22 AM GMT .

b pou L2NM-SRTE-PW-DYNAMIC-1290 @ Success 17-Mar-2021 11:31:14 AM GMT ..
-Fools
L2VPN_NM-EVPN-VPWS-NATVE-200 @ Success 17-Mar-2021 11:27:32 AM GMT...
L2vpn Route Policy L2VPN_NM-EVPN-VPWS-SRTE-230 @ Success 17-Mar-2021 11:28:27 AM GMT...
L2vpn-Service L2VPN_NM-EVPN-VPWS-SRTE-ODN-250 @ Success 17-Mar-2021 11:28:09 AM GMT..
o Laven L2VPN_NM_P2P-NATIVE-210 @ Success 17-Mar-2021 11:27:19 AM GMT...
[ L2vPN_NM_P2P_RSVPTE-2220 @ Success | 17-Mar-2021 11:28:45 AM GMT...
L3vpn Route Policy

L2VPN_NM_P2P_SRTE-240 @ Success 17-Mar-2021 11:27:51 AM GMT...
L3vpn-Service 2nm-p2p © Failed @©  28-Mar-2021 09:57:03 AM GMT...

VPN Praofiles |2vpn-p2p-rsvp @ Success 31-Mar-2021 02:31:37 AM GMT... -

4 »

Step 3. Visualize the L2VPN service on the map

Ly GKA& aidSL) 6SQff GFr1S  t2271 4 (deSthepBHsImStEaBoimilktakier 2y 2 F
from PEA to PEB and vice versa, based on the RS¥Runnels we created.
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Procedure

1. Inthe L2VPN Service table, click on the service name. The map opens and the service details are shown to the right
of the map.

or

Go to Services & Traffic EngineeringyPN Services
The map opens and a table of VPN services is displayed to the right of the map.

Click on the VP the Services tabléeWhen there are many services in the table, you can filter by name, type, or
provisiming state to help locate the VPN.

In the map, you will sethe VPN as an overlan the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.

Note: The image below shows the VPN overlay in the geographical map. Use the buttons at the top right of the

map @ to toggle between the logical and geographical maps.

A / Services & Traffic Engineering / VPN Services Last Refresh: 04-Apr-2021 12:59:37 PM GMT=3 |

= Show VPN Services v = Device Groups Unassigne... [# Saved Views Select a saved view ces Save View (v
A1l Locations / Unassignad Davices FITNESE TR '\,-?
[] Show Participating Only SOUT MR e » & <) Service Details =X
DAKOTA WISCONS
HL > . ]
) - > |
WYOMING Slou s = 11 Name L2VPN_NM_P2P_RSVPTE-2220
."I
Detrait
) 10WA ¢ Summary Transport
NEBRASKA - \\ -~
Cheyenne Omnaha Chicaga —
Saltiake City . 4
— uwers o OHIO ~ Configured Data
. DIANA
UTAH LI United States :
EHSTTOMLEFT ‘-La s View -
KANSAS ’
pAsCLOOT v object {1} -
-"’ A=) KENTUCKY
/ 8 - ‘," ~ v ietf-l2vpn-ntwivpn-service {3}
-
B | : : OKLAHOMA 4 EMNESSEE ¥ vpn-nodes {1}
Santa Fe ' B
Flagstaff - Amaitlo I Memphis ¥ vpn-node [2]
ARIZON A MEXICO \ ! - v 8 {5}
’
. id ¢ PE-
PTC:?II‘I:FT @ - MISSISSIPPI ALABAMB-TOPRIGHT vpn-node-id : PE-A
0 GEORGIA s P :
. S N PE-A Shreveport Jachson b ¥ signaling-options [1]
5 e {2
P-BOTTOMRIGHT LOUISIANA v {2}
SONORA \. . . lelaﬁassee type : vpn-common:t-ldp
ALl " ) New Orlgans
. CHIHUAHUA "= . SanAntonio CUSieN ELOF v t-ldp-pwe {1}
Hermosilla — Y
Chihuahua S Ny v ac-pu-list [1]
LELILL ™} CorpusChrist
§ + v @ {2}
" , “Matamanos e
B.C.5 Torredn . Gulf of —

-
N.L

JURANGO j - e .
La Faz b QURANS : AU Mexic Auto-Focus | g Copy To Clipboard
X Mexico

Havar

2. To see the hops in the route between-REnd PEB, click the Transport tab and select orrenmore of the
underlying TE tunnels to see the path from endpoint to endpoint on the map. The image below shows beth RSVP

TE tunnels selected in the Transport tab and the route fromd\R&PEB and from P to PEA is shown on the
logical map.
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f / Services & Traffic Engineering / VPN Services Last Refresh: 04-Apr-2021 12:56:32 PM GMT+3 | ¢

[ Show VPN Services v = Device Groups Unassigne... -~ [# Saved Views Select a saved view . Save View ~
All Locations / Unassigned Devices
[ show Participating Only Show Groups | @ < > Service Details ses x
=
- Name L2VPN_NM_P2P_RSVPTE-2220
A
Summary Transport
RSVP-TE Tunnels Selected 2/ Total 2 4

P-BOTTOMLEFT
Ad
Tunnel.... He. .. En._. A o A

2220 PE-A PEB
PE-A P-TOPRIGHT PE-B ° °
P-TOPLEFT
G 2220 PE-B  PE-A o ()

P-BOTTOMRIGHT

Auto-Focus || + [ 3

3. As theRSVHFE tunnels are configured with a reserved bandwidth, if the bandwidth utilization across the link
exceeds the specified bandwidth, the path would be rerouted.

Summary and Conclusion

This scenario illustrated how to create RSNEPtunnels with resergebandwidth and attach them to an L2VPN service to
meet the high quality of service requirements for continuous streaming of rich data media. We observed the path on the
map. This path would be recomputed if the bandwidth utilization on the link crossetahdwidth reservation threshold

Scenaridb ¢ Provision a Soft Bandwidth Guarantee with Optimization Constraints

Scenario Context

Service providers must be able to provide fast connections with the lowest latency possible to meet the needs of
Odza i 2 YSNRQ LISF] GNIFFAO dziAft AT FdA2y GAYS& yR (G2 Reéeyl YAO!
throughout the day. For this purpose, the operator might need to reserve bandwidth on specific links to ensure a

dedicated path thatan handle a set amount of traffic with a specific optimization intent. The Bandwidth on Demand

(BWaoD) feature within Cisco Crosswork Network Controller enables this functionality. Paths with the requested bandwidth

are computed when availabl#.a paththat guaranteeshe requested bandwidtitannot be foundan attempt will be

made tofind abest effortpath.

In this scenario, we will use BWoD to calculate the lowest TE metric path with a specified amount of available bandwidth
between two endpoints.

This scenario uses the following topology as a base:
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& |{) Traffic Engineering Refined By: Headend ... v/

e SR-TE RSVP-TE

3 8 oe 100 10

PCEInit PCCinit | AdminDown OperUp Oper Down

SR POLICY Selected 0/ Total 11

+ Create | }E |L!

Headend Endpoint Color Admin St... Oper Status Actions

F1.0500.com

\ \ o ~F5.cisco.com
w \ United Statés ] \
= ‘ -

PO0DO0Q0OOOLOOPO
OPOPO0POCOOO0BOOO

Auto-Focus

Venezuela

The goal is to create a path from F2.cisco.com to F7.cisco.com that can accommodate 250 Mbps of traffic while keeping
the utilization at 80%BWoD will initially try to find a single path to accommodadte tequested bandwidth without
exceeding the utilization threshold. If a single path cannot be found, BWoD may recommend splitting the path.

In this scenario we will:

o«

Orchestrate a new SRE policy with bandwidth and TE constraints.
8 Configure and enable ByD.

o Verify the state of the SRE policy and view the path on the map

Workflow

5 Step 1Create a BWoD SHE Policy with the Requested Bandwidth and Optimization Intent

o Step 2Enable and Configure BWoD

6 Step3x SNAFe GKI G GKS 1lRfAOeQa 21LISNXidA2yIFf adlraS Aa y2é

Step 1. Create a BWoD SR Policy with the Requested Bandwidth and Optimization Intent
1. Go toServices & Traffic EngineeringProvisioning(NSO)> SRTE > Policy
2. Clik +to create a newSRTE policyand give it a uniqgue hamelickContinue

3. Define the endpoints:

a. Under headend, click+ and select the headend device from the dropdown list and @ightinue ClickXto close
the Headend pane.

b. Enter the IP address dii¢ taikend device.

c. Enter a color to identify the traffic.

4. Define the parameters on which the path will be computed:

a. Under path, click.

b. Enter a path preference and cli€lontinue

c. Inthe dynamiegpath tab, selecte in the metrictype dropdown list as th optimization objective.
d. Select thepcecheck box to have the SIRCE compute the paths for this policy.
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path{123 }

preference *
123

S

sr-te-path-choice

explicit-path dynamic-path

~ dynamic

Enable dynamic ()

metric-type

te ~
pe @

> metric-margin

> constraints *

e. ClickXto close the path pane.

5. In theBandwidthfield enter the requested bandwidth in Kbps. In this case, we are requediidilyibps or 250000
Kbps.

head-end * Selected 0/ Total 18F

(4] @

name

F2 cisco.com

tail-end *
192.168.100.7 @

calor *
787878 @

binding-sid

path * Selected 0 |/ Total 16¥

[+ 7 @

preference

123

andwidth
250000 @

6. ClickCommit ChangesThe new policy is created and appears in the list eTSRolicies. The provisioning state
dK2dzZ R 0SS a{dz00Saaode
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Palicy

Mame Pravisioning State Date Created

w00 -poc SUCCESS 11-Feb-2021 03:27:17 AM PST
i h — -

bwOD-pee_F2_F? @ Success 11-Feb-2021 03:35:03 AM PST

srte_c_300_ep_100.100100.3222222 QSU:CCS& 10-Feb-2021 06:52:38 PM PST

7. Verify the newpolicy by viewing its details and its representation on the map:

a. ClickX in the Actions column and choosgew.

b. The map opens with the SRE policy details displayed to the right of the map.
Note that the operational state of the policy is down because #RPCE alone is not able to address bandwidth
computations beforehe BWoD functionality within Cisco Crosswork Network Controller is enabled.

ShawiCe Pui | (B Show Participating Only

Bl = <) sRPolicy Details

Hudson
Bay

Canada

Mexico

Venezuely

Calombia

Ecuador

Step 2. Enable and Configure BWoD

1. Go toServices & Traffic Engineeringdandwidth on Demand

s

e Summary
Headend
Endgoint
Color
Description
Path Name

AL BwoD Policy Bandwicth
o Metric Type
Accumulated Metric

Disjolnt Group

PCE Inktiated
Delagated PCE
MNon-delegated PCEs
Afnity

# F2.clsco.com (192.168.100.2)
®F7.cisco.com (192.158.100.7)/ 192.168.100.7
787878

cfg_srte_c_787878_op_192.168.100.7_discr_1

n Demand

250 Mbps
TE
0
D:

Assoclation Source: -

Type:
false
10.194.60.51

10,194.60.52

Excluds-Any: -
Includa-Any: -
Include-Al;

Segment -
PCE Computed Time -

Last Update

Path

11-Feb-2021 11:35:07 AM PST

See more W/

Segment Segment Typs Label [ Nade Inteetace Sid Type

[P

No Rows To Show

2. Toggle the Enable switch Toue, and enter80to set the utilization threshold percentage. To find descriptions of
other options, hover the mouse ov®.

3. ClickCommitChanges

© 2022 Ciscaand/or its affiliates All rights reserved.

Page7lof 121



Bandwidth On Demand Conﬁgu ration
Configuration | Basic Advanced
Enable (7 Primary Objective (%) Link Utilization (%)
False -:) True Maximize Available Bandwidth ~ 80
Re-optimization Interval (%) Metric Re-Optimization Time (7
60 01 hrs. ~ 1 30mins

( Get Default Values ) ( Discard Changes )

Step3. + SNATe GKFG (GKS LRfAOEQa 2LISNI GA2Y | €

Qx
[axN
[N
w»
>
Qx

V26
1. Go toServices & Traffic Engineering > Provisioning
2. Inthe Policy table, locate and select the path computed for the endpoints.

3. The path is shown as an overlay on the mapeck theShow IGP Patkheck box to see the physical path between
the endpoints.

Hudson E &1() sr Policy Details o) ¢

Bay S
<, Summary

B Stowicepatn | [B Show Partcipating Ony

- Headend ® F2.cisco.com (192.168.100.2)
Canada r
% Endpoint 9§ F7.cisco.com (192.168.100.7)/ 192.168.100.7
Color 787878

Descripton -

PathName  cfg_srte_c_787878_ep_192.168.100.7_discr_1

Policy Type  Bandwidth on Demand

Admin State OuUp

w e Binding SID 1005034
F1.cis00.com : 7 ProfieiD -
F3.0s00.com
é/' $ Utiization 0 Mbps

F5.clsco com Delay 3
BWOD Policy Bandwidth 250 Mbps
£2 cisco.com Metric Type  TE
32y 2 Accumulated Metric 0
& D «"" *Fr.os0000m
4 n Fo.cibco o Disjoint Group  1D:
Association Source: -
.
Sargasso Type: -
3 Facscocom  Spg PCE Initiated  false
Gult of s Delegated PCE  10.194.60.51
Mexico Non-delegated PCEs  10.194.60.52
Cuba Affnity  Exclude-Any: -
Include-Any: -
Include-All: -

e, -
(2N Seament

"5 Seq

United Statés

Mexico

See more Vv

Path
Venezuela Segment Segment Type Label » Node Interface

el i B Avro-Focus | < 0 Node SID 16007 192.168.100.7 F7.cisco.com

Summary and Conclusion

Operators can set and maintain bandwidth requirements based on optimization intent usiByWo® functionality
provided in Cisco Crosswork Networn@oller. This scenario illustrated how to provision arTRpolicy with a specific
bandwidth request. We saw how to enable BWoD functionality so that traffic is rerouted automatically to maintain
bandwidth requirementsThis automation alleviates thegk of manually tracking and configuring paths to accommodate
bandwidth requirements set by SLAs.
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Bandwidth and Network Optimization
Overview
Objective

Tactically optimize the network during times of congestion in-tizaé.

Challenge

Networkcongestion leads to poor entlistomer experiences. If you have poor connections, slow streaming video, and
packet loss, your users will be dissatisfied, which leads to a poor perception of your service in the marketplace. In the
worst-case scenario, youretwork issuedead to service level agreement (SLA) or contract violations and the loss of your
brand equity.Network operators need a toolset to help automate bandwidth optimization and efficiently steer traffic with
little operator intervention.

Solution

Cisco Crosswork Network Controlf@ovides local congestion mitigation (LCM) as a solution for bandwidth management
and congestiomitigation. This isanenhanced functionality introduced in Cisco Crosswork Network Contebller

Local Congestion Mitigéon (LCM)

Instead of optimizindor bandwidth resource in the network by rerouting traffic in the entire network (eme&nd path

optimization), LCM checks the capacity locally, in and around the congested area, at an interface level and reroutes traffic

between the endpoints of the congested interface (local interfmes| optimization). Focusiran an issudocally
eliminatesthe need for simulating edgm-edge traffic flows in the network throughfall traffic matrix whichis both
cumbersome to create anid less scalablas node counts continue to increase.

LCMprovides recommendations tdivert the minimum amount of trdic away from the congested interface to bring it out
of congestion. LCM performs the collection of BRpolicyand interface counterthrough SNMP. It estimates the amount

of traffic that may be diverted and, if the user approves, performs the mitigalioough the deployment of Tactical

Traffic Engineering (TTERTE policiesMitigating congestion locally does not require the use of the full Segment Routing
Traffic Matrix (SRM). TTE SRE policiesare createdat the deviceon only either side of thecongested linkwith the

shortest paths possible that do not congest interfaces elsewhere.

How Does LCM Work?

1. LCM first analyzes the Optimization Engine Model (a realtime topology and traffic representation of the physical
network) on a regular cadence

2. In this example, after a congestion check interval, LCM detects congestion when Node 2 utilization goes above the

70% utilization threshold
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Crosawork

Interface Threshold: 70% Optimization Optimization
Total Traffic Interface: 800 Mbps
Total SR Policy Traffic: 500 Mbps

SNMP interface and SR policy
headend measurements

Existing SR-TE policy
Node \ """ "sssnnnnnunufNodepununnansnnnnnnnnnnsfiode -n-------)
1

Congestion Detected
(Current Utilization: 80%)

3. LCM calculates how much traffic is eligible to divert.

LCM only diverts traffic that is not already routed byeaisting SR policy (for example: unlabeled -i@Red, or
carried via FlexAlgo SIDs). The traffic within an SR policy will not be included in LCM calculation and will continue
to travel over the original programmed path

Eligible traffic is computedybtaking the interface traffic stagtics that account for all traffic on the interface and
subtracting the sum of traffic stestics for allSRTE policieshat flow over the interface

Total interface trafficg SR policyraffic = Eligible traffic that can be optimized

This process must account for any ECMP splittigFopolicieto ensure the proper accounting &R policyraffic.
In this example, the total traffic on congested Node 2 is 800 Mbps. The total trafficSiR policiesouted over
Node 2 is 500 Mbps.

The total traffic that LCM can divert in this example is Blips: 800 Mbpsc 500 Mbps = 300 Mbps

4. LCM calculates the amounf traffic that must be sent over alternate paths by subtracting the threshold
equivalent traffic from the total traffic on the interface. In this example, the amount to be diverted i$bpG:

800 Mbpsg 700 Mbps (70% threshold) = 100 Mbps

LCM must route 100 Mbps of 300 Mbps (eligible traffic) to another pétite that if the Oveiprovisioning Factor
(OPF) percentage is set to 10, then LCM must route 110 (100 Mbps x 1.10) of the eligible traffic. The OPF can be set
in the Advanced tab within the LCM Configuration window.

5. LCM determines how many TER policieare needed and their pas. The ratio of how much LCM eligible traffic
can stay on the shortest path to the amount that mustrbeouted, will determine the number of TTER policies
that are needed on the shortest versus alternate paths, respectively.

In thisexample LCM needs to divedne-third of the total eligible traffic (L0®01bps out of 30Mbps) away from

the congested link. Assuming a perfect ECMP, LCM estirtteiethree tactical SRTE policiegre requiredto

create this traffic splitonetactical SRTE plicy will take the diversion path artdo tactical SRIEpolicies will take

the original path. There is sufficient capacity in the path between Node 2 and Node 4. Therefore, LCM recommends
three TTESR policiegeach expected to route approximately 1Rbps) to be deployed from Node 2 to Node 3 via
SRPCE:

U2 TTESR policie® take a direct path to Node 3 (200 Mbps)
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UL TTESR policyakesa pathvia Node 4 (100 Mbps)
These recommendations will be listed in th€M Operational Dashboard

LCM Operational Dashboard

doee

Crosswork
Optimization \ .
Engine v - OE Model

SNMP interface and SR policy
headend measurements

Assuming you deploy these TSR policies.CM continues to monitor the deployed TTE policies and will
recommend modifications or deletions as needed in the [@drational DashboardTTESR policyemovall
recommendations will occur if the mitigated intade would not be congested if these policies were removed
(minus a hold margin This helps to avoid unnecessary BREpolicghurn throughout the LCM operation.

Usage Scenarios

We will walk you through the following usage scenario that illuss#te execution ofbandwidth-constrained
optimization and LCM

Scenarid ¢ Use Local Congestion Mitigation (LCM) to reroute traffic on an-otilezed link

Additional Resources

Cisco Crosswork Optimization Engine Documentation

Scenariob ¢ Use Local Congestion Mitigation (LCM) to reroute traffic on an euslized link

Scenario Context

In this scenario, we will enable LCM and observe the congestion mitigation recommendations to de&Rpdlidies
GKSY dziAt AT I GA 2 ys rgasdes the SadidedBilation Ahgesh8NWe vidllPreview the recommended
TTESRpolicies before committing them to mitigate the congestion.

This example uses the following topology:
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@ F9-752.cisco.com Gulf of Mial

Mexico

Bahamas

Mexico

We will observe the actions taken when the link betwdehciscacomandF5.cisco.conbecomes ovedutilized. Note that
there is currently no indication of congestion on that link

Assumptions and Prerequisites
The following is a neexhaustive list of higievel requirements for proper LCM operation:

Congestion Evaluiain
LCM requires traffic statistics from the following:
o SNMP interface traffic measurements
8 SNMP headend SR policy traffic measurements
Congestion Mitigation

The headend device must support Fiiiated SRTE policies with autoroute steering.

Devices should be configed withforce - sr -include to enable traffic steering into SRE policies with autoroute. For
example:

segment - routing traffic - eng pcc profile <id> autoroute force - sr - include

8 The headend device must support Equal Cost Mrath (ECMP) across multiple parallelT&ERpolicies.
For more information, contact your Cisco Account representative.

Workflow

5 Step 1. Enable LCM and configure the global utilization thresholds

8 Step 2. View link congestion on the map

6 Step 3. View TTE SR policy recommendations in the LCM Operational Dashboard
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Step 4. Vidate the TTE SR policy deployment

6 Step 5. Remove the TTE SR policies upon LCM recommendation

Step 1. Enable LCM and configuttee globalutilization threshold
1. Go toServices & Traffic Engineering > Local Congestion MitigatiBomainID and clickConfiguration
2. Toggle the Enable switch Taue, andenter the global utilization threshold you want to set. In this case, the

threshold is set aB0%, and thelnterfaces to Monitor >All Interfacesoption is selected.

To see informatiomboutother configuration options, hover the mouse 0@
Configuration

Basic Advanced

Enable (%) Color (3 Utilization Threshold (@)

False @ ) True 2000 80

Range: 1 to 4294967295 Range: 0 to 100

Utilization Hold Margin (2 Delete Tactical SR Policies when Disabled (?) Profile ID (@

g False () True 1981

Range: 0 to Utilization Threshold Range: 0 to 65535

Congestion Check Interval (7) Max LCM Policies per Set (7) Interfaces to Monitor (7)

300 seconds v 8 () Selected Interfaces @ All Interfaces

Range: 60 to B6400 seconds Range: 1to 8

Description (7)

LCM Startup Config

3. ClickCommit Changes

Note: After committing the configuration changes, LCM will dispsgommendation®n the LCMOperational
Dashboardif congestion occurs on any monitored interfaces. LCMnetlcommit or deploy new TTE policies
automatically. Later, you will b&ble to preview the recommended TTE policies and decide whether or not to
commit and deploy them onto your network.

Step 2. View link congestion on the map
The link betweerF3.cisco.conandF5.cisco.comh @ y2¢ 02y 3SaidSRe [ SiGQa asSS (KL
1. Go toServices & Traffic Engineering > Traffic Engineering

2. Click onthe link to view link details, including utilization information. Note that utilization onRA&CS5501
interfaces hasurpassed the custom LCM threshold defined 386
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B <) Link Details o/ X
Canada s
pet Summary
Name i 1
State @) Up
Link Type L3 OSPF V2
; Last Update  15-Apr-2022 10:20:22 PM PDT
_‘a A 3 i . s . A Side Z Side
F:wo;"\a e . @ Node F3.clsco.com F5.cisco.com
A ‘ g
o 5 cisco.com F7.cisco.com TE Router ID 192.168.100.3 192.168.100.5
1|
s ¥ { IF Name GigabitEthernet0/0/0/1 GigabitEthernet0/0/0/0
1 ». IF hernet0/0/0/1 GigabitEthernet0/0/0/0
"9'“\3 'ty Type ETHERNETCSMACO ETHERNETCSMACD
cisco.com -
ERONG R 1P Address 100.100.1.17 100.100.1.18
\ / Sargasso Utilization ||5 88% (158.8Mbps/1Gbps) Io% (0Bps/1Gbps)
i @ o Sea 1GP Metric 1 B\ ¥ 1
FO.762.ck8c0.com Gulf of Mialh gt
M Mexico ™™ Delay Metric 1 .
) - TE Motrc i | Node F3.cisco.com
~ OSPFRouterID 1921
faneld LA & OSPF Area 0 TE Router ID 192.168.100.3
”609 20 Ses o Admin Groups
s + IF Name GigabitEthernet0/0/0/1
Auto-Focus | 4+ IF Description GigabitEthernet0/0/0/1
Type ETHERNETCSMACD
IP Address 100.100.1.17
Utilization |15.88% (158.8Mbps/1Gbps)

Step 3. ViewTTE SR policgcommendations in the LCM Operational Dashboard

LCM has detected the congestion and computed tactical policies to mitigate the congestioh we can preview and

then decide whether or not to commit them.

1. Go toServices & Traffic Engineering-scal Congestion Mitigation

Whencongestion is detected, the domain displays the urgency type and recommendations that are available. Click

the question mark icons to display more information about the urgency type and when the most recent

recommendationwvas given

A / Services & Traffic Engineering / Local Congestion Mitigation

LCM Domains

of

&f

&f

Domain Identifier O Domain Identifier 101 Domain Identifier 102

@ Disabled @ Enabled @ Enabled
LCM Startup Config LCM Startup Config LCM Startup Config
@ Urgency: MEDIUM ®

Configure ? Recommendations Available (?)

2. Open theOperational Dashboar(Services & Traffic Engineering > Local Congestion Mitigation > Dmna™ >
Operational Dashboajd
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Thedashboard shows that F3.cisco.com utilization has surpassed 13% and is now %.16a50 shows that
F5.cisco.com utilization has also surpassed the 11% threshold and is now 19.26%. In the Recommended Action
column, LCM recommends the deployment of TTE policy solution sets (Create Set) to address the congestion on

the interface. Thd&xpected Utilization column shows the expected utilization of each of the interface after the
recommended action is committed

Operational Dashboard

1 Congested Interfaces (2) | @ Mitigating Interfaces (0) | #% Mitigated Interfaces (0)

e
Urgency: MEDIUM
Node Interface Threshold Evaluation ® LCMState () Policies @ Policy Set ® Recommended @ Commit @ Expected @ Solution Update Actions
Utilization Utilization Deployed Status Action Status Utilization Time
F3.cisco.com GigabitEther.. 13% I 16.05% # Congested 0 Create Set None 8.03% 19-Apr-2022 02:
F5.cisco.com GigabitEther... 1% I 19.26% i Congested 0 Create Set None 9.63% 19-Apr-2022 02:..
3. Before committing TTE policies, you can preview the deployment of each TTE policy solution séin@hek
Actionscolumn and choos@review Solution.
Operational Dashboard
1 Congested Interfaces (2) | @ Mitigating Interfaces (0) | 4% Mitigated Interfaces (0) o
Commit All Urgency: MEDIUM
Node Interface Threshold Evaluation ?® LCM Sta sected (@ Solution Update Actions
Utilization Utilization lization Time
F3.cisco.com  GigabitEther... 13% I 16.05% i Cong 3% Preview So“q'go”
) o View Deployed Policies
F5.cisco.com GlgabltEther... 11% I 19.26% “ Con 3% T PP LTI

The resulting window displays the node, interface, and the recommended action for each TTE policy. From the
Preview window, you can select the individual TTE policies, and view different aspects amafioio as you
would normally do in the topology map. You can expand each policy to view individual segments. After reviewing

the potential implications on your network, you can decide whether or not to deploy the bypass policies that LCM
recommends.

Thefollowing figure shows the recommended TTE policies for node F3.cisco.com and interface

GigabitEthernet0/0/0/1. The top path shows the node SID (orange outline), headend and endpoint (A and Z)
because the mouse pointer hovers over that segment.
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Show IGP Path | [] Show Participating Only ; & { ) Preview Recommended TTE Policies
(} JSte. Ma -

i Node F3.cisco.com
' Minnespol Interface GigabitEthernet0/0/0/1
Headend Endpoint Color Recommended Action
; v F3.cisco.com F5.cisco.com 2000 CREATE
4 Se... Segme... L Algo [ N... Interf... Sl...
FS.cisco.com
Prefix SID: 16505 , 0 ) ONod.. 16 1 192.16..  F5... Strict
j Pittsbu
United States
& - F3.cisco.com F5.cisco.com 2001 CREATE
ja
) Se... Segme... o Algo P N.. Interf... Sl...
Fd.cisco.com Witmifiat 6 1 19216 Fo PR
e 0 © Nod 16 92.16 9 Strict
1 ® GP 10 0 100.10 F9- GigabitEthe U

P 2 ONod 16 | 19216..  FS Strict

®

F9-752 cisco.com 0

Gulfof ".“+

Bi
Mexico
Mexico i

Auto-Focus |+

Cuba Back To LCM Dashboard

4. Atfter you are done viewing the recommended TTE policies on the map, go backQpehationalDashboardand
clickCommit All The LCNbtatecolumn changes tiitigating.

All LCM recommendations per domain must be committed in order to mitigate congestion and produce the
expected utilization as shown in ti@perational DashboardThe mitigating solution is based alhLCM
recommendations being committed because of dependes between solution sets

Operational Dashboard

0 Congested Interfaces (0) | @ Mitigating Interfaces (2) | # Mitigated Interfaces (0) e
Commit All Urgency: LOW
Node Interface Threshold Evaluation ?® LCMState (@ Policies @ Policy Set ?® Recommended @ Commit ® Expected ® Solution Update Actions

Utilization Utilization Deployed Status Action Status Utilization Time
F5.cisco.com GigabitEther.. 1M% |19 78% @ Mitigating 2 OK No Change CONFIRMED 9.89% 19-Apr-2022 03....
F3.cisco.com GigabitEther... 13% I 15.88% @ Mitigating 2 OK No Change CONFIRMED 7.94% 19-Apr-2022 03....

Step 4. Validate the TTER policgeploymens

1. Clicko > Eventdab to open the Events window in which you can monitor LCM events. You see events for the
LCM recommendatins, the commit actions, as well as any exceptions.

Note: Crosswork Optimization Engine will report network events that are detected based on the policies and
features you have enabled. For example, if a link drop causes-ai $Blicy to go down, or if LCMtdcts

congestion, an event is displayed. These alerts are reported in the Ul and, if desired, can be forwarded to third
party alerting/monitoring tools.

2. Return to theOperational Dashboardo see that theL CM state changes tditigated for all TTE policy solution
sets.

Note: The LCM state change will take up to 2 times longer than the SNMP cadence
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3. Confirm the TTE policy deployment by viewing the topology map.

/I £ A 01 AstiodsgolurinkaBd choos¥iew Degoyed Policies The deployed policies are displayed in focus
within the topology map. All other policies are dimmed

. B- l( ) Deployed Policies Refined By: Headend ...

o :0,/] SR-MPLS

—wiL

Node: F3.cisco.com | Interface: GigabitEthernet0/0/0/1

A 0® 20 00
| AdminDown  OperUp  Oper Down
SR POLICY Selected 2 / Total 2 8¢
1DANG- 8
A _—
Cy
F3.cisco.com o 7o - E
. nev, X FS.cisco.com m Headend Endpo..  Color  Admi..  Oper..  Actions
. | uraw coto\ United i $ e
a1 co | p 53
g - b, oy
Al.llI ' H | g -
“e ) (11 05 sl M  F3ciscocom FS.cisc.. 2000 [ ™) [
ARIZ 74 pm—
9 Faciscocom ’ < B F3ciscocom FScisc.. 2001 ™) ) -]

D &

+
' B Auto-Focus  +i+
“Medellin "\;’_, Venezuela:

4. View the SR policy details. From thetionscolumn2 ¥ 2y S 2F (KS RSLJ 28 SWewl2t A OASax
Details Note that thePolicy Typds Local Congestion Mitigation
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SR Policy Details

Details Historical Data

Headend ' F3.cisco.com | Source 1P 192.168,100.3
TE RID: 192.168.100.3
PCC IP: 192.168.100.3

Endpoint ' F5.cisco.com | Dest IP: 192.168.100.5
TE RID; 192.168.100.5

Color 2000
v Summary
Admin State @ Up
Oper State @ Up
Binding SID 1005011
Policy Type Local Congestion Mitigation
Profile ID 1981
Description -
Traffic Rate 39.28 Mbps
Unused False
Delay 1 (i)
BWOD Policy Bandwidth 0 Mbps
Accumulated Metric 0
Delegated PCE  10.194.60.51

Non-delegated PCEs -
PCE Computed Time -
Last Update 22-Apr-2022 01:31:10 PM PDT
See less A
v Candidate Path
Path Name Preference

B v lcm_to_F5_cisco_com_c_2000

Segment Segment T, Label Ago
0 ONodeSID 16505 1

see) |- X
Collapse All
Path Type State
Explicit 00
Node Intertace SID
F5 cisco.com Stre

Path Name Icm_to_F5_cisco_com_c_2000
Oper State Q@ Up | @ Active
Metric Type UNKNOWN

Disjoint Group 1D:
Association Source: «

Type: -
PCE Initiated true

Affinity Exclude-Any: -
Include-Any: -

Include-All: -

Segment Type Unprotected

SID Algorithm -
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Step 5. Remove the TTE SR policies upon LCM recommendation

1. After some time, the deployed TTE SR policies may no longer be needed. This occurs if the utilization will continue
to stay under the threshold withouhe LCMinitiated TTE policiedf this is the case, LCM generates new
recommended actions to delete the TTE SR policy sets.

2. ClickCommit Allto remove the previously deployed TTE SR policies.
3. Confirm the removal by viewing the topology map and SR Palidy.t

Summary and Conclusion

In this scenario, we observed how to leverage LCM to alleviate traffic congestion in the network. LCM takes the manual
tracking and calculation out of your hands but at the saime gives you control as to whether to implement the
congestion mitigation recommendations, or not. You can preview the recommendations and see how the potential
deployment will take effect in your network before you deploy them. As traffic changestraCid the deployed TTE SR
policies and decides whether or not they are still needed. If not, LCM recommends deleting them

Network Maintenance Window

Overview
Objective

Schedule and automate maintenance workflowish minimal network interruption and mst efficient results
Challenge

Maintenance activities typically require system downtime and temporary disruption of services. Keeping downtime and
disruption to a minimum is critical but challenging. Therefore, maintenance activities must take place during a carefully
calculated optimatime slot, usually when activity is at its lowest.

Solution

CiscaCrosswork Change Automation a@tsco Crosswoikealth Insightsre optional adebn applications that provide the

functionality needed to automate the scheduling and execution of mainteadasks. Planning the optimal time for
YFEAYGiSylryOS | OiA@AlGASa Oy 06S R2yS addds5aa08t BAdzAAFHAERAE
topology snapshots exported from Cisco Crosswork Network Controller using APIs.
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How Does it Work?

Crosswork Network Controller WAE Design
Crosswork VWAN Automation
Optimization Engine
Engine
g Use WAE Design to evaluate impact of node
Periodically export topology plan files to a central Tz e evan_t removal (traffic volume of links, violations,
repository using the API plan file and open in changes to low latency paths between key
WAE Design locations in the netwaork)
h ]
[ Is the simulated impact is acceptable? ]
Rerun simulation with
Impact Acceptable Impact Mot Acceptable adjusted topology
4 : I
WAN Autormnation

Crosswork Engine

Change

Automation 1 Evaluate alternatives (add capacity to avoid

Create/schedule the change via Crosswork congestion, adjust QoS, deploy tactical SR-TE to
Change Automation steer traffic non-SPF etc)
h 4
4 )
Validate the impact
assessment prior to the
maintenance window

o«

Using the Crosswoietwork Controller APIs, you can create topology snapshots (plan files) which capture and
represent topology state at a given point in time, including the IGP topology as well as interface level statistics
(traffic load). For impact analysis purposes,shanapshots should be representative of a time period to be
evaluated for an upcoming maintenance activity. For example, if you are planning a router upgrade at midnight on
a Monday, you would take snapshots from several Mondays at midnight to evalymtaltyraffic loads at this

time. You can export these plan files to a central storage repository, where a library of topology plan files can be
stored for a specified period of time.

/| A&402 219 58ar3dy fHaFsaadsgzl Nhe@abnipdE Baiaghénkndedvindow.

For example, in the case of upgrading a router, Cisco WAE Design can simulate the resulting traffic load on the
remaining devicesfter traffic is diverted from the device being upgraded. You can also explore theeirap

deploying tactical traffic engineering policies to further optimize the topology during the maintenance window. For
more information, contact your Cisco Customer Experience representative.

o«

Usage Scenarios

Scenario/ ¢ Perform a software upgrade on a provider device during a scheduled maintenamdew

Additional Resources

Cisco Crosswork Change Automation and Health Insights User Guide

Cisco WAE Design documentation

Cisco Crosswork Network Automation APl Documentatio@isno Devnet
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Scenario/ ¢ Perform a software upgrade on a provider device during a scheduled maintenance
window

Scenario Context

This scenario assumes that Cisco WAE Design has been used to dhelimigact of removing a P node from the

network to perform a software upgradduring a specific timeframe. In this scenario, we will choose a predefined playbook
to automate the execution of the SMU on the device, and we will schedule it to run dugng¢determined

maintenance window.

Assumptions and Prerequisites
8 CiscoCrosswork Change Automation must be installed and running.
8 You must have access to Cisco WAE Design.

s The Device Override Credentials must be set for Crosswork Network Change Aoitorodite functional. Go to
Administration > Settings > System Settings > Network Automation

Workflow

s Download Topology Plan Files for Impact Analysis

o Schedule and execute the SMU by running a playbook

s Verify the SMU install jobompletion status

Step 1. Download Topology Plan Files for Impact Analysis

When considering when to take down a device for maintenance so that there will be the least impact to the network, you
need information about the traffic trends around that device at the targeted time. Using the Cisco Crosswork Optimization
API, you can denload plan files that capture a snapshot of the network topology at that time. If you download plan files

at the same time over a period of time, you can use Cisco WAE Design to analyze the traffic trends. Based on this analysis,
you can decide whether thimpact to the network would be acceptable or not.

Refer toCisco Crosswork Network Automation APl Documentation on Cisco Devnatre information about the RI.

Procedure

1. Prepare the input required to download the plan file. You need to specify the version of Cisco WAE design that you
will be using for analysis and the format in which you want the plan file, either txt or pin.

Note: If you download the plan file as a txt filggycan view it in any text editor. If you download it as a pin file,
you can open it only in Cisco WAE design.

The input for this scenario is as follows:

1
"input": {
"version ™" 7.3.1 ",
"format ": " txt ",
}
}
y
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2. Invoke the API on the Cis@osswork Network Controller server using the input prepared in the previous step. For

example:
curl -- location -- request POST
'https://10.194.63.198:30603/ crosswork/nbi/optima/vl/restconf/operations/cisco - crosswork -
optimization - engine - operations:get - plan \
-- header 'Content - Type: application/yang - data+json' \
-- header 'Accept: application/yang - datatjson' \

-- header 'Authorization: Bearer

eyJhbGciOiJIUzUxMiJ9.eyJzdWIiOiJhZG1pbilsimlzRnJvbU5IdOxvZ 2luljoidHJ1ZSIsInBvbGlieV9pZCl6ImFkb
WIuliwiYXV0aGVudGljY XRpb25EY XRIljoiMJAyMSOwMyOyMIQxNjozODozNy43NDY2MTZaWOdNVFOILCJzdWNjZXNzZnV
sQXV0aGVudGljYXRpb251YW5kbGVycyl6lIF1ZXJ5RGFOYWJhc2VBdXRoZW50aWNhdGlvbkhhbmRsZXIiLCJpc3MiOiJod
HRwOIwvXC9sb2NhbGhvc3Q6NTQ40VwWvULNPIiwibGFzdFOuYW1lljoic21pdGgiLCJjcmVkZW50aWFsVHIWZSI61\zZX
uYW1IUGFzc3dvemRDecmVkzZW50aWFsliwiY XVkljoiaHROCHM6XC9cLzEWL]ESNC42My4xOTg6MzA2MDNcL2FwcC1kYXNoY
m9hcmQILCIhdXRoZW50aWNhdGIvbk1ldGhvZCI6IIF1ZXJ5RGFOYWJIhc2VBdXRoZW50aWNhdGlvbkhhbmRszZXIiLCJsb25
nVGVybUF1dGhlbnRpY2F0aW9uUmVxdWVzdFRva2VuVXNIZCI6ImZhbHNIliwiY 20B8B3ZCI6ImZhbHNIliwiZXhwl
JOXNJE2NDUSOTIWLCIpY XQIOJE2MTYOMZzEXMjAsImZpcnNOX25hbWUIiOiJgb2huliwianRpljoiU1QtODQtOFVIWXMybEt
3R2d1Z3RIYjl4AMzVMTFINTGVVRIp60OURYNGpoeFcxakhsV01VYXdXSWgxbUdTd01aRC1tOEk1S2Z0amI2ZmIWTUhIYnBYY
iBMMFZgRFc2WVppUFVUbHRPpNFVpZnNUeG9a@RSMRA2NV IF]SOMwb29IWjJhc3BWanMzYnA3bHo5VkhySIBCTzISTDN
GCFRIWXRPeWJtViljY XMtMSJ9.VidkOw8KsOv5M_08zBqWochT3k9VIPN2NjSn5ES3c5Pf
4ds004kk6xuZx5_cggauiElICuUMnzmRzneSToAuA" \

-- data - raw {
"input": {
"version ":" 7.3.1 ",
"format "1 " txt ",
}
}

3. Note the plan file content in the API response. It is encoded for security purposes and must be dexfoded
you can view the content.

"cisco -crosswork - optimization - engine - operations:output”: {
"status": "accepted",

"plan -file  content™
PE5IdHdvems+CIByb3BIcnR5CVZhbHVICIRpdGXICQpWZXJzaW9uCTcuMy4xCgo8TmV0d29ya09wdGIvbnM+CkOwdGlvbg
IWYWx1ZQpFbmZvemNIQWRqUOIETG9jY WxpemF0aW9uCVRSVUUKCjxDaXJjdWI0cz4KTmFtZQl<<<>>>0b2RIQQIJbnRIcm
ZhY2VBCU5vZGVCCUIudGVYyZmFjZzUIJQ2FwYWNpdHKIRGVsY XkJRGIzdMITmVO8YFBEAATvcglOZXRIbnRTh3VyY
2UJTmVOSW50UkUwQ1BVYMWOJTmVOSW50UKkUWQ1BVNWZpZXIIJQWxnb3JpdGhtCVImbGFnCUSmbGFNCVBmMbGFnCUVn
mMmbGFNCUxmbGFnCg=="

}

4. Use a script to decode the plan file or copy the plan file content into a decoder. After decoding theep hamufil
can see the content of the model to be used in Cisco WAE Design. It includes a full snapshot of the topology,
including the devices, interfaces, links, LSPs, traffic levels, and other information.

5. Open the plan file in Cisco WAE Design, simulatelévice going down, and observe the impact on the network.
Refer to theCisco WAE Design documentatfon more information.
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6. Based orthe analysis, decide omaptimaltime to execute the SMU.
Step 2. Schedule and execute the SMU by running a playbook

If the simulated impact is acceptable, you can create and schedule the change by running a pilagdaagdkCisco
Crosswork Change Automation.rfbis scenario, we will run a predefined playbook to install a Software Maintenance
Update (SMU) on devices tagged under a certain geographic location (NY).

Note:  If the predefined (stock) plays and playbooks do not meet your specific needs, you can créate gaygs and
playbooks. To create a custom play, giNetwork Automation > Play Lisaind to create a custom playbook, go to
Network Automation > Playbook List

1. Go toNetwork Automation > Run Playbook

2. Browse the Available Playbooks,lmhd click thdnstall a SMU playbook. You can also filter using keywords to
identify the playbook. Note that the playbook execution stages, supported software platform, software version,
and individual play details are displayed on the right side.

® O O O O
Select Playbook Select Devices Parameters Execution Policy Confirm
Available Playbooks Install a SMU or an optional package on a router
Q, Search here Last Modified: 14-0Oct-2020, 1:45 AM by Cisco
Software Platform: 10SXR  &\ersion: 1.0.0

Predefined Playbooks (33) My Playbooks All Playbocks
4 \ Description: Install SMU or an optional package on a router.

Delete ACL based traffic steering configs

v Pre Maintenance (1) “v Maintenance (4)
Delete DSCP based traffic steering configs
1 Verify package consistency on router 2 Perform DLM node lock on device(s)

Enable/Disable traffic collector
3 Install add package(s)
[ Install a SMU or an optional package on a router
4Install activate package(s)
Interface State change for XE device
5 Install commit package(s)
Interface State change on XR

Node State Snapshot v Post Maintenance (1)

Prefix Set ADD/DELETE & Verify package in committed list on router

Push config using NAMs

Remove interface from Bundle Ether and delete bundle-ether -

Cancel

3. ClickNextto go o the next task: Select Devices. All devices tagged with City: NY will be selected for SMU
installation.

4. Under the City tag on the left, cli®kY. The devices tagged with NY are listed on the right and are automatically
selected.
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C ® O O O
Select Playbook Select Devices Parameters Execution Palicy Confirm

LIST v @® Select Device Tag () Select Device Manually + Allow Bulk Jo
Select Tags* Clear All Tag Selected | PNY X ) Tags will be resolved dynamically at runtime to determine constituent de
City Devices with selected tag
O ™(2) Reachability St... Operational State Host name Software Pla... Provider Unique Identifier
O cA3)
@® NY(2)

@® Reachable @ OK P-BOTTOMRIGHT 105 XR bcc1beOc-d1ecc-4932-9(
O WAQ) @ Reachable Q oK P-TOPRIGHT I0S XR ce944bd2-c476-4391-9
Default

5. ClickNextto go to thenext task: Define Parameters.

6. Edit the runtime parameters to execute the SMU playbook. Alternatively, you can upload a JSON file that contains

the parameter values. The following values are used specifically for this scenario. You can change them as

required:

a | YRSNI G@SNATFE LI Ol 3S O2 golestianitpgadiddt. 2y GKS RSOAOSE
a

b. ! YRSNJ aLISNF2N)Y 5[ a VY2 R8y dmGidregyyintdival@sB &h85sredpifctivalyx
o . o) o
Select Playboak Select Devices Parameters Execution Policy Confirm
v Install a SMU or an optional package on a router B @
v Verify package consistency on router ? Ej] [®

collection_type

mdt R

Data collection type

v Perform DLM node lock on device(s) @ B B

retry_count

3

Number of time node lock will be retried

retry_interval

55

Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns', 'us' (or 'ps'), 'ms', 's’, 'm', 'h'.

c. ' YRSNJ aLyadGl tft | Rdonhdadd jahdapdmize astlselBhter h& <SHS package name> in
item 1and setregionasNODES
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O ® o O

Select Playbook Select Devices Parameters Execution Policy Confirm
v Install add package(s) ® B B
optimize
false w
Whether or not to optimize the package list installation. If check mode is set the packages list will be available as facts.
v packages (? ®

item 1

xrv-9k-base-2.0.0.144-r721.CSCuv93809xBE6_64.rpm

JSON List of SMU package names to be installed on the router, or a tar containing SMU packages

region

MNODES

The region in which the host belongs.

Settype asSCPRand enter values for theource addressdestination anddim_credential_profile

Underingtall activate package(s)click@, select action, and setctionto Activate.
Underlnstall commit package(s3etactionto Commit

UnderVerify package in committed list on roufesetcollection_typeto mdt, and enter the <SMU package name> in
item 1

@~ o
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O 8 & O O
Select Playbook Select Devices Parameters Execution Policy Confirm
v Install activate package(s) @ B @
action
Activate v

The install action to perform on the router

v Install commit package(s) @ EiR

action

Commit w

The install action to perform on the router

v Verify package in committed list on router ?) B

collection_type

mdt w

Data collection type

v packages @ ®

7. ClickNextto go to the next task: Define Execution Policy.

8. SelectContinuousas the Execution mode so that the playbook will run uninterrupted with no pauses. Under
Failure policy, select the action you want taken if the executiondailsort or rolback.

9. Schedule the execution for the optimal time calculated during the impact analysis stage. UnchBcktNew
option. Note the calendar and timer that are displayed to schedulechexk and perform plays. Select the date
and time for the schedulethaintenance.
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@ C O & O
Select Playbook Select Devices Parameters Execution Policy Confirm
: Dry Run
P Continuous o Single Stepping o —
P — Run the playbook withaut - J = \flew the configuration
@ — o= Run the Playbook one @ == changes without performing

interruption.

Collect Syslog (7)
Yes  (e) Mo

Schedule

Run Now ||

Schedule Pre-
check [Asia/Jerusalem)(Z)

Add

2021-04-09 i

A, Increment hours A, Increment miretes

@ @

W Decrsment hours W Decrement mirutss

Schedule
Perform (Asia/Jerusalem)(Z)
2021-04-09 o

A, Increment: hours A, Increment miretes

I

W Decrement hours ' Decrement miruies

play at a time, and

a commit.

specify when to pause.

Failure policy (%)
On failure Abort

All Scheduled Jobs
Previous Today
Mext

Sunday Monday
4 5
11 2
18 19
25 26

10. ClickNextto go to the next task: Confirm Job.

11. Review your job details. Label your job with a unique name. RlickPlaybookThe SMU installation is now
scheduled to run in the planned maintenance window.
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Show jobs for selected devices only
April 2021 T
Day
Tuesday Wednesday  Thursday Friday Saturday
. 3
£ 7 8 9 0
7 4 15 7
20 21 22 23 24
- - - -
Page9lof 121























































































