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Solution Overview

Description

The exponential growth of network traffendthe pressure®f efficiently rumingnetwork operationgpose huge
challenges for network operator®roviding quickntent-basedservice delivery with optimal network utilization aitiee
ability to react to bandwidth and latency demand fluctuations in real time is vital to suddégstionto Software
Defined Networks (SDNs) and autonmtiof operational taskss the optimal wayo become more efficient and
competitive.

Cisco Crosswork Network Controliea turnkey network automation solutiofor deploying and operating IP transport
networksthat delivers mcreased service agility, cost efficiency, and optimization for fastertiveistomer value and

lower operating cost The solutiorcombines interbased network automation to deliver critical capabilities for service
orchestration and fulfilment, network optimization, service path computation, device deployment and management, and
anomaly detection and automatiemediation.Usingtelemetry gathering and automated respons€isco Crosswork
Network Controlledelivers network optimization capabilities thate nearly impossible to replicate even with a highly
skilled and dedicated staff operating the network.

The fully integrated solinn combinedunctionality from multiple Crosswork components installed upon a common
Crosswork infrastructure, as well as indudeggdingcapabilities from Cisco® Network Services Orchestrator (AIRD)
Cisco Segment Routing Path Computation ElemenrP(&R)Its unified user interfaceprovides a single pane of glass for
reaktime visualizatiorof the network topologyand services, provisioningjonitoring, and optimization.

Supported Use Cases

8 Orchestrated service provisionindprovisioing oflayer 2VPN(L2VPN) and layer\B”?N(L3VPN3ervices with
underlay transport policies tdefine,meet, and maintain SL#\ using the Ul or APMLtilizingFlexible Algorithm
(FlexAlgoprovisioning andriisualizing tacustomize and compute IGP shortest path oveeawork according to
specified constraints.

Realtime network and bandwidth optimization:intent-based closedoop automation, congestion mitigatioand
dynamic bandwidth management based on Segment Routing and-RS\@ptimization of bandwidth resoerc
utilization by setting utilization thresholds on links and calculating tactical alternate paths when thresholds are
exceeded.

o«

Local Congestion Managemeritocal Congestion Mitigation (LCM provides localized mitigation recommendations
within surrounding interfaces, with the use of standard protocols. Data is gathered iimeaand when

O2y3SaiGAz2y A& RSUGSOGSRI a2t duitheX 23 LIENFhicHei@a@DEsSHatiieS R [ / a K
control of making changes in the network is in the hands of the operator.

(e}

¢

Visualization of network and service topology and inventonisibility into device and service inventory and
visualization of devices, linkand transportor VPN services and their health status on logical maps or within their
geographical context.

¢

Performancebased closedoop automation: Automated discovergand remediaion of problems in the network by
allowingKey Performance Indicator (KRUstomization and monitoring of pidefined remediation tasks when a
KPI threshold is breacheBor this use cas&isco Crosswork Health Insights and Cisco Crosswork Change
Automation must be installed.

(e}

Planning, schedulingand automating network mainénance tasksScheduhgan appropriate maintenance

window for a maintenance task after evaluating the potential impact of the task (using WAE Design). Automating
the execution of maintenance tasks (such as throughput checks, software upgrades, SM$) insitadl playbooks.

For this use cas&isco Crosswork Health Insights and Change Automation must be installed.
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8 Secured zerdgouch onboarding andprovisioning of devicesOnboarding new IGER devices anautomatically
provisioning Day0 configuratioesuting infasterdeployment ofnew hardware at lower operating castor this
use caseCisco Crosswork Zero Touch Provisioning must be installed.

8 Visualization of native SR path¥isualizing the native path using the traceroute RLS multipath commanat
get the actual paths between the source and the destination can be achieved using Path Query. With Cisco
Crosswork Network Controller, a traceroute command runs on the source device for the destinaRaufeE 1D
and assists in retrieving the paths.

Solution Components and Integrated Architecture

The following diagram providesa highS @St Af f dZAGNF GA2Y 2F K2g GKS azfdziizyQa
pane of glass to execute the primary supported use cases.

BSS Hierarchical Controller(s)

Common Ul & NBI (RESTCONF, REST)

P
Transport
Services
L3/L2 VPN
Sample
Function Pack

Internal Communication Channel

SR-TE CFP

Data Collection

Device Packs
Collectors (SNMP, Telemetry, CLI, ...)

PCEP, IGP, BGP-LS SNMP, Syslog, gNMI, MDT CLI | NETCONF

Network Devices

isco Confidentia

The following components nka up the Cisco Crosswork Network Contradlé€rsolution:

Note:  Crosswork Zero Touch Provisioning, Device Health Monitoring (Crosswork Health Insights), Crosswork Network
Change Automation, and Service Health are optionatl@idomponents.

Cisco Serviceddlth

o«

(=}

CiscaCrosswork Active Topology

6 Cisco Crosswol®ptimization Engine

o«

Cisco CrosswoiBata GatewayCDG)

o«

CrossworkCommon Ul and API

6 Crossworknfrastructureand Shared Services
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5 Cisco Crosswoltkealth Insights an@isco Crosswoi®hange Automation

8 Cisco Crosswotkero-Touch Provisioning (ZTP)

8 Cisco Network Services Orchestrator (NSO)

8 Cisco Sgment Routing Path Computation Elem¢8SRPCE)

o Cisco Serviceddlth

Cisco Crosswork Active Topology

Cisco Crosswoltk Ot A @S ¢ 212t 238 Qa f 2 3A OlrehHinte yisbilitHiSc2t# pldysici an@lodical Y I LJa  LJIN.

network topology, service inventory, al8RTE policies and RSVYE tunnels, all withia singé pane of glassThey enable
operators to see, ab-glance, the status and health of the devices, services, and policies. Services and transport policies
can be visualized entb-end as an overlay within the context of the topology map. Cisco Crosswavie Acipology

provides device grouping functionality so that operators can set up their maps to monitor exactly the set of devices,
services, and locations for which they are responsible. In addition, operators can save custom views for quick and easy
acces to the views and functionality they use on an ongoing basis.

Cisco Crossworptimization Engine

Cisco Crosswork Optimization Engine providestiaad network optimization allowing operators to effectively maximize
network capacity utilization, as wels increase service velocity. Leveraging-tiea¢ protocols such as BGES and Path
Computation Element Communication Protocol (PCEPPCERand Crosswork Optimization Engine esaiibsedloop
tracking of the network state, reacting quickly to changes in network conditions to supportteesdtig network.

Cisco Crossworkata Gateway(CDG)

Cisco Crosswork Data Gateway is a secure, common collection platform for gathering nettedriird multi-vendor
devices. lis an onpremise application deployed close to network devitiest support multiple data collection protocols
includingMDT, SNMP, Clstandardsbased gNMI (diah), and syslogAny type of data can be collected Byoswork Data
Gateway as long as it can be delivered over one of the supported protacdigs way, ican provide support for a
growingset of use cases and customizations.

To address scale challenges, Cisco Crosswork Data Gateway is implemented asreoh¥idls and designed with a
distributed architecture in mind. Each lightweight VM manages a subset of the overall network and as the network grows,
additional VMs can be added horizontally to address the new demands on the compute restuatsessupprts a

Tt SEA0ES NBRdzy Ry Oe& 02y T A 3 daferihaigitial seiup, C8de Crasgwork Kedwork LIS NI (1 2 ND &

Controller automatically orchestrates the collection across the multiple Cisco Crosswork Data GatewA? Mad
configuration examfes are available tdlustrate how to adchew collection jobs (outsidef those built for you byCisco
Crosswork Network Controllgto gather additional information from your networkhe collected data can be published
to approved destinations. Suppodealestinations are Kafka and gRPC messaging bus.

CrossworkCommon Ul and API

LEf /Aa02 / NRraag2N] b S arg@oMded withiyaiskd@e! dorSmbRgraptiicdryisdriintetayel: This G &
common Ul brings together the features of all Crosswoi® G 6 2 NJ / 2y G NRf £ SNR& O2YLRySyidas
network topology and service visualization, service and transport provisioning, and system administration and

management functions. When optional adth Crosswork components are installed, theinctionalitesare also fully

integrated into the common Ul. Having all functionality within a commarindlead of having tseparatelynavigate

individual application UJgnhances the operational experience and increases productivity.

Aommon APlerllles/ NP &aag2N] bSié2N] /2y GNRT f SNdviddsisBgeMicasygoiatA f A (& ®

for all APIs exposed by various birltcomponents. The API provides a RB&ed Northbound Interface to external
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systems (e.g., OSS systems) to integwatke Cisco Crosswork Network Controller. RESTCONF and YANG data models are
made available for optimization use cases. Fatails about the APIs and examples of their usage theCisco Crosswkr
Network Automation APl Documentation on Cisco DevNet

Crossworknfrastructure and Shared Services

The Cisco Crosswork Infrastructure provides a resilient and scalable platform on which all Cisco Ccosspanr&ntscan
be deployedThs infrastructureand shared services provide

8 A single AR#ndpoint for accessing all APIs of Crossvamlicationsdeployed

8 A shared Kafka bus to pass data between applications

o«

Shared databasgs) (such as relational and gragb) applications to store data

A singe shared database to store all gathered tsrees data from the network

e}

o«

A robust Kubernetebased orchestration layer to provide for procdssel resiliency

Tools for monitoring the health of the infrastructure atite cluster of vm on which it resides

[}

Cisco Crossworkealth Insights andCisco Crossworkhange Automation

Cisco Crosswork Health Insights and Cisco Crosswork Change Automatiompoaentsthat can optionally be installed
with Cisco Crosswork Netwo@ontroller.

Cisco Crosswoiealth Insights performs reéime Key Performance Indicator (KPI) monitoring, alerting, and
troubleshooting. Cisco Crosswork Health Insights enables programmable monitoring and analytics. It provides a platform
dynamicallyfor addressing changes to thetwork infrastructure. Cisco Crosswork Health Insights builds dynamic

detection and analytics modules that allow operators to monitor and @bdutnetwork events based on useefined

logic.

Cisco Crosswork Change Automation automates the process lfyitegp changes to the network. Orchestration is defined
via an embedded Ansible Playbook and then configuration changes are pushed to Cisco Network Services Orchestrator
(NSO) to be deployed to the network.

Thesecomponentswithin Cisco Crosswork Networlk@roller enable closedoop discovery and remediation of problems
in the network. Operators can match alarms to fuiefined remediation tasksvhich are performed when a defined Key
Performance Indicator (KPI) threshdddreached. This reduces the tinteakes to discover and repair a problem while
minimizing the risk of human erroesulting frommanual network operator intervention.

Cisco CrossworKero-Touch Provisioning (ZTP)
Cisco Crosswork ZTP can optionally be installed with Cisco CrossworkkNeomtroller.

Cisco Crosswork ZTP is an integrated turnkey soluticeufimmaticallyonboarding and provisioning new IXR devices
resulting infasterdeployment ofnew hardware at lower operating casOperators can quickly and easily bring up desic
using a Ciscoertified software image and a dagro software configuratiorAfter it isprovisioned in this way, the new
device is onboarded to the Crosswork device inventory where it can be monitored and mataggdvithother devices.

Cisco Crossurk ZTP offers Secure ZTP functionality in addition to the Classic ZTP functionality. Secure ZTP is based on RFC
8572 standards and uses secure transport protocols and certificates to verify devices and perform downloads. Secure ZTP

is useful when publimternet resources must be traversed to reach remote network devices, or when the devices are from
third-party manufacturers. With Secure ZTP, the device and the Cisco Crosswork ZTP bootstrap server authenticate each
other using the device's Secure Uniquevize Identifier (SUDI) and Crosswork server certificates over TLS/ATEPS.

secure HTTPS channel is established, the Crosswork bootstrap server allows the device to request to download and apply a

© 2021 Ciscaand/or its affiliates All rights reserved. Page7 of 100


https://developer.cisco.com/docs/crosswork
https://developer.cisco.com/docs/crosswork

set of signed image and configuration artifacts adihgito the RFC 8572 YANG schefiger the image (if any) is
downloaded and installed, and the device reloads with the new image, the device downloads configuration scripts and
executes them.

Cisco Network Services Orchestrator (NSO)

Cisco Network Servic&€rchestrator (NSO) is)archestration platform that makes use of pluggable function packs to
translate networkwide service inteninto devicespecific configurationCisco NSO provides flexible service orchestration
and lifecycle management across plogsinetwork elements and clodohsed virtual network functions (VNFs), fulfilling
the role of the Network Orchestrator (NFVO) within the EESiopean Telecommunications Standards Institute)
architecture. It provides complete support for physical anduagtnetwork elements, with a consistent operational model
across both. It can orchestrate across mutihdor environments and support multiple technology stacks, enattiag
extension of endo-end automation to virtually any use case or device.

Cisco I$0 has a rich set of APIs designed to allow developers to implement service applications. It provides the
infrastructure for defining and executing the YANG data motielsare needed to realize customer servicdsis also
responsible for providing the overall lifecycle management at the network service level.

Serviceand cevicemodels written using YANG modelling languageableCisccb { h 2 SFFAOASYy (f & WY LI

device capabilities and automatibabenerate the minimum required configuration to be deployed in the network. This
feature, facilitated byCisccb { h Qa C! { ¢ a listcapabloBcAraRring<crEnt configuration states with a
& SNIZA OS Q &henyghér&ingihe migirRum set of eimges required to instantiate the service in the network.

All Crossworlkcomponentsthat are included in Cisco Crosswork Network Controller or are optionabagdvith the
exception of Cisco Crosswork Ziejuire integration with Cisco NSO.

dscoCrosswaok Network Controllerequiresthe following Cisco NSO function packs:

8 SRTE core function pack (CFP) enables provisioning of explicit and dynamic segment routing policies, including
SRv6, andn-demand SR E policy instantiation for prefixes with a specdolor.

o«

Sample function packs for IEG&Mpliant L2VPN and L3VPN provisioning. These function packs provide baseline
L2VPN and L3VPN provisioning capabilities, based on IETF NM models. Prior to customization, these sample
function packs enable provisiorg of the following VPN services:

Note: The Service Health function pack should be independently installed apart from Cisco Crosswork Network
Controller function packs

L2VPN:

¢

U Pointto-point VPWS using Targeted LDP

U Pointto-point VPWS using EVPN

[}

L3VPN

s Sample IEFcompliant RSVAPE function pack intended as a reference implementation for R&/fannel
provisioning, to be customized as required.

Note: By default, the IEF€ompliant NM models are used. If your organization wishes to continue to udddhe
modelsthat were provided with the previous versipa manual setup process is required. Consult your Cisco
Customer Experience representative for more information.

Note: The Cisco NSO samfilmction packs are provided as a starting point for VPN service provisioning

functionality in Cisco Crosswork Network ControkelK A £ S G KS &l YLX Sa OFly 6S dzaSR
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network configurationsthey are intended to demonstrate the extensible design of Cisco Crosswork Network
Controller. Answers to common questions caa found on Cisco Devnet and Cisco Customer Experience
representatives can provide answers to general questions about the san§uipport for customization of the
samples for your specific use cases can be arranged through your Cisco account team

Cisco Sgment Routing Path Computation Eleme(8RPCE)

Cisco SRCE is an I@8R multidomain stateful PCE supporting both segment routing (SRRasdurce Reservation
Protocol(RSVP). Cisco-BRE builds on the native Path Computation Engine (PCE) abilities withiR I@¥ices, and
provides the ability to collect topology and segment routing IDs through!BS;Ralculate paths that adhere to service
SLAs, and program them intioe source router as an ordered list of segments. A Path Computation Client (PCC) reports
and delegates control of heaehd tunnels sourced from the PCC to a PCE peer. The PCC and PCE establish a Path
Computation Element Communication Protocol (PCEP)amiam that SFPCE uses to push updates to the network and
re-optimize paths where necessary.

Cisco SIRCE can either reside on server resources using virtualized XRv9000 , or as a converged application running within
IOSXR Routers.
CiscoService Health

Note: Service Health igot generally available yet. At this stage, it is availédgre-launch laloratory evaluation

only. Engage your account team if you are interested in participating in the evaluation.

Service Health substantially reduces the time regdito detect and troubleshoot service quality issuésnonitors the
health status oprovisioned L2/L3 VPN servicasd enables operators fpinpoint why and where a service is degraded. It
can also provide serviegpecificmonitoring, troubleshooting, ssurance, and proactivausalitythrough a heuristic model
that visualizes the:

o Health status of sulgervices (device, tunnei) a map when a single service is selected

8 Service logical dependency tree and help diperatorin troubleshooting in case afegradation by locating where
the problem resides, an indication of possible symptoms, and impacting metrics in case of degradation

o Historicalview of service health statugp to 60 days

Supported Device Software

oS Version | SRPCE |PCHnit PCdanit NSO+CF Crosswork Crosswork ZTP | Service
Infrastructure | Optimization
CLI NETCONF 4.1 Engine

IOSXR 6.5.3 yes yes yes

6.6.3 yes yes yes yes yes

7.1.2 yes yes yes yes yes

7.2.1 yes yes yes yes yes

7.3.1 yes yes yes yes yes yes yes
(Cisco
ASR9000
Series only)

7.3.2 yes yes yes yes yes yes yes yes

© 2021 Ciscaand/or its affiliates All rights reserved. Paged of 100



7.4.1 yes yes yes yes yes yes yes
IOSXE 17.4.1 yes yes yes yes yes

17.5.1 yes yes yes yes yes

17.6.1 yes yes yes yes yes

Note:  10S XR versions below 7.x do not have gNMI support.
Note:  PCHnit is not supported for SRv6.

Multi-Vendor Capabilities

¢t2RI&Qa ySig2Nla KI@FS GeLAOlrtfe 0SSy odaAtd dzLd 2@0SNJ GAYS |
hardware and software. Furthermore, there is a lack of industry standardization, making support for these networks using

a single tool ch&nging.

Service providers require an integrated solution to manage thady devices that will reduce operational expenses and
maintenance overhead, as well as eliminate the need to build custom operational applications to deploy and maintain
different vendor products for a single network.

Because it uses standartiased protocolsCisco Crosswork Network Controllezsmulti-vendorcapabilitiesfor:

8 Network service orchestration via Cisco NSO using CLI and Netconf/YANG. Cisco NSOrnsoaet-4hen
platform for automating provisioning, monitoring, and managing applications and services acrosgemadtir
networks.

Telemetry datecollectionusing SNMRvith standardsbased MIBs, syslog, and gNMI with standard OpenConfig
models. Cisco CDdBso supports Native YANG data models for external destinations and proprietary SNMP MIBs
with custom packages.

[}

[}

Topology and transport discovery via-BRE, using IGP and BIGE with link utilization and throughput collected
via SNMP using standard MIBs.

8 Transport path computation using PCEP.
Note:  For thirdparty network device support, use cases must be validated by Cisco Customer Experience

NELINSaSyGal GAGSa wehdofigkvironetri asgedialyNiegacy YldHorind and-atandard devicesr
services are involved.

Extensibility

The Cisco Crosswork Network Controller provisioning functionality can be extended using the product application
programming interfaces (APIs). For more information about the product APIs, s@ist@Crosswork Network
Automation APl Documentation on Cisco DevNet

The provisioning Ul is extensible as it is rendered based on the Yang, mbdrlnew services are introduced, they can be
easily incorporated.
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Ul Orerview

Log In

[ 23 Ayid2 (GKS
https://<Crosswork

or

https://

Note:

K]

oe

Management Network Virtual IP (IPv4)>

[<Crosswork Management Network Virtual IP (IPv6)>]

The IPv6 address in the URLSst be enclosed with brackets.

Sy G SNXy3

iKS
:30603/

: 30603/

In the Log In window, enter the username and password configured during installation aricbgitrk

F2tt26Ay3 !

Selfsigned certificateAt first-time access, some browsers display a warning that the site is untrusted. When pipisrisa
follow the prompts to add a security exception and download the-sglfied certificate from the server. After you
download the certificatethe browser accepts the server as a trusted site in all future login attempts.

CA signed certificate: Forgmtuction use, a CA signed certificate may be installed and is recommended so to avoid a
warning that the site is untrusted.

Dashboard

After successful login, the Home page opens. The Home page displays the dashboard which providegaacat

operatioral summary of the network being managed, including reachability and operational status of devices, as well as

(et

transport policies and VPN services. The dashboard is made up of a series of dashlets. The specific dashlets included in
your dashboard depend owhich Cisco Crosswork applicatigres haveinstalled. Links in each dashlet allow you to drill

down for more details.

nmim
cisco

f / Dashboard

3

Total Policy Count

VPN Services

5

Total Services

® Success
D Failed

@ Provisioning

Crosswork Network Controller

Segment Routing - MPLS Traffic Engineering

BWQD

BW-Opt

Last Refresh: 30-Sep-2021 11:17:50 AMPDT | () Refresh | 82 Customize View

RSVP Traffic Engineering

Policy States
) 8
Oper Up
L) 0
Oper Down
L) 0

Admin Down

Device Status

0

Total LSP Count

PCE PCC

Total Devices
Reachability
0 0 0 7
L] o (7} o
Unreachable Degraded Unknown Reachable
Operational Status
0 0 0 7
(] (] e 9
Error Down Unmanaged OK

VPN Service Health

de00

LSP States

o 0
Oper Up

o 0
Oper Down

o 0
Admin Down

Total Services Monitored
0 3 0
Q Q@ o
Up Degraded Down
0 0
(---] "

Initiated

Paused

Note: Your Dashboard may differ from this screen capture, which also displays optional components you may not

have installed.
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Navigation

The main menu along the left side of the window provides access to all features and functionality in Cisco Crosswork
Network Controller, as well as to device management and administrative tasks. The Home, Topology, Services & Traffic
EngineeringDevice Management and Administration menu options are available when all native components of Cisco
Crosswork Network Controller are installed. Additional menu options are available in the main menu depending on which
Cisco Crosswork aeth applicationsre installed.

Home
The home page contains the dashboard, as describ&ahghboard
Topology

The network topology can be displayed on a logical mapgeographicalgeo)map where the devices and links are

shown in their geographic context. The logical map shows devices and their links, positioned according to an automatic
layout algorithm. The geo map shows single devices, device groups, devicesclirsts, and tunnels, superimposed on a
map of the world. Each device location on the map reflects the device's GPS coordinates (longitude and latitude).

The Topology page consists of a map showing managed devices and the links between them alodgwidthtable

listing managed devices. In the map you can see the status and health of the devices at a glance. Clicking on a device in the
table highlights the device on the map and shows details of the device and its associated links. Use the togmaédutto

switch between the logical map (shown below) and the geographical @lagking on the question maitk the map

provides a detailed legend of the various symbols and their meaning

sl Crosswork Network Controller 6@ 00

A / Topology Last Refresh: 26-Oct-2021 08:50:13 AM PDT | O
[@ Show Topology /= Device Groups All Locations v == Show Layers v (2) (¢ Saved Views  Select a saved view eee

Al Locations
Topology

.’I\ Canada B’gh <> T0p0|Ogy

>

Services & =
Trafiic

Engineering

IP Domain  Reachability

80 7@ 00 1 00

5 Router Reachable Unreachable Unknown Degraded

Meraaiare Devices Total 8%

‘I} P-‘Iﬁﬁ\\g

Administration

Host Name IP Address Reac... Devi... Product ...

PE-A P-BOTTOMLEFT 192.168.... @ Re... @ Ro.. ciscoNCS..

P-BOTTOMRIG..  192.168.. @~Re. @ Ro.  CiSCONCS...

P-TOPLEFT 192.168.... @ Re-. @ Ro-- ciscoNCS...
P-TOPRIGHT 192.168.. @Re.. @@ Ro. CiSCONCS..
P-BOTTOMLEFT P-BOTTOMRIGHT PCE-RR @un. ©rRo.
Housign
o PE-A 192.168.... @Re. @Ro. CciscoNCS..
f.of Mian
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Services & Traffic Engineering

J\ VPN Services

Services &
T‘rafﬁc‘
Engineering Traffic Engineering

[«___] o
() Affinities

Device :
Management Bandwidth On Demand

{:} Bandwidth Optimization

Administration Local Congestion Mitigation
Path Query

Provisioning (NSO)

The Services & Traffic Engineenmgnu provides access to VPN and transport provisioning and visualization functionality,
bandwidth management functionalifyas well as access to the configuration pages used to enable Feature Packs. For more
information, see theCisco Crosswork Optimization Engine 3.0 User Guide

ChooseVPN servicesr TrafficEngineeringo see managed VP$érvices oSRTEpolicies/RSVHE tunnels within the
context of a logical or geographical map.

ChooseProvisioning(NSOYo access the provisioning Ul rendered from the Cisco NSO models. Here you can create L2VPN
and L3VPNesvices, SRE policies, SR ODN templates, and R®/fennels. You can also create the resources required for
these services and policies, such as resource pools, route policies for L2ZVPN and L3VPN services, and SHDHsts for SR
policies. SRE policis and RSVPE tunnels can be attached to VPN services to define and maintain Sirzcking

network changes and automatically reagfto optimize the network

Device Management
MNetwork Devices

Inventory Jobs

Credential Profiles

Groups

The Device Management menu provides access to deglaged functionaliy, including adding, managing, and grouping
devices, creating and managing credential profiles, and viewing a history of deldtzd jobs.
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Administration

Manage Provider Access
Crosswork Manager

Backup and Restore
Certificate Management
Smart Licensing Registration
Tags

Users and Roles

PAVAVAN

Alarms

Settings

Collection Jobs

Heuristic Packages

Data Gateway Management

Data Gateway Global Settings

The Administration menu provides access to all system management functions, data gateway memtagzosswork
cluster and application health, backup and restore, smart licensing and other setup and maintenance functiare that
typically performed by an administrator.

Refer to theCisco Crosswork Infrastructureldind Applications Administration Guidler information about these
functions.

Orchestrated Service Provisioning

Overview

By using the scenario workflows described in this section, we are providing examples of how to configure the system to
RSt AGSNI GKS 2LISNI G2NNRa AYyGSYRSR O2yFA3Idz2NI A2y ¢KSaS
Crosswork Netwde Controller. They are intended to demonstrate the flexibility of the platform. Additional customization
is possible either by leveraging the resources available on Cisco DevNet or through engagement with Cisco Customer
Experience.

Objective
Provision VPNervices with underlay transport policies to meet and maintarvicelevel agreements3LA.
Challenge

The network state changes continuously and so quickly that it is difficult to track and react to network problems fast
enough to avoid congestion and maintain SLAs. In a typical lifecycle, there is a feedback loop that traditionally requires
manualmonitoring andintervention, which is time and resourcentensive.
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Solution

With network automation, the objective is to automate the feedback loop to enable quicker reaction to and remediation
of network events. WittCisco Crosswork Network Contro]leetworkoperators can orchestrate MPNand L3VPN

services across the transport networka a programmable interfacén a very quick and efficient manner. Segment

routing traffic engineering (SRB polices can be configured to continuously track network chareged automatically

react to optimize the network. These SEpolices can serve as the underlay configuration for the VPN services to
automatically maintain the SLAs.

The services required for this solution can be created and managed using the Cisem@rditwork Controller Ul. L2/L3
VPN Yang modélased service intents are implemented using the Cisco NSO sample functiopwidcksprovide sample
service models that can be extended and ftnaed to meet customer need®ptionally, Service Health miboring can be
enabled to see which services are working as provisipiiésues have been flaggezhd what symptoms are detailed so
to quickly address and fix.

Note:  The Cisco NSO samjfilmction packs are provided as a starting point for VPN service pooiigj functionality in
Cisco Crosswork Network ControlerK A £ S G KS &l YL Sa Oly 0SS dzaSR al,theyhdé Ay
are intended to demonstrate the extensible design of Cisco Crosswork Network Contfgirers to common quesins

can be found on Cisco Devnet and Cisco Customer Experience can provide answers to general questions about the
samplesSupport for customization of the samples for your specific use cases can be arranged through your Cisco account
team.

How Does it Wd?

1. User creates an SR policy/ODN template with intent (e.g., bandwidth, latency) using the Cisco Crosswork
Network Controller Ul or ARIs

2. User creates a VPN service using the Ul or APIs and specifies the following:
U The endpoints participating in the VPN
U Other required VPN parameters
U The SRE policy/ODN templatihat isto be associated with the VPN service

3. During the provisioning process for the above steps, Cisco NSO configuresTtBepSity and the VPN service on
the specified endpoints.

4. When thre service is active, the network interacts with the SBE to dynamically program the path that meets the
intent in the configured SRE policy/ODN template. The headend device requests a path from tR€ERia PCEP
(for dynamic SR E policies). If theeguestspecifiesbandwidth, the SFPCE gets the path from Cisco Crosswork
Optimization Engine.

5. The SRPCE sends the path to the headend device via PCEP and updates the headend if path changes are required.
Usage Scenarios

We will walk you through the folleing usage scenarios that illustrate the execution of the orchestrated service
provisioning use case using tliésco Crosswork Network Controllgk:

8 Scenario X Implement and Maintain SLA for an L3VPN Service fdFEEgusing ODN)

8 Scenario 2 Implement and Maintain SLA for an L3VPN Service for SRv6 (using ODN)

6 Scenario ¥ Mandate a Static Path for an EVMWRWS Service using an ExpliciT&Bolicy
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6 Scenario 4 Provision an L2VPN service over an RBYRinnel with reserved bandwidth

o Scenario & Provision a Soft Bandwidth Guarantee with Optimization Constraints

Additional Resources

8 For information about segment routing and segment routing policefgr to the Cisco Crosswork Optimization
Engine User Guide

8 Cisco NSO documentationingludedin the Cisco NSO imagere:
https://software.dsco.com/download/home/286323467/type/286283941/release/5.5.2

Scenario X Implementand Maintain SLA for a L3VPN Servicir SRMPLSusing ODN)

Scenario Context

This scenario wadkyou through the procedure for provisioning an L3VPN serviceréitptires a specific SLA objective. In
this examplethe lowest latency path is the SLA objectiVée customer requires a low latency path for high priority
traffic. The customeralso wants to use disjoint paths, i.e., two unique paths that steer traffic fltmrsame source ano
the samedestination avoiding common links so that there is no single point of failure.

This is achieved using Segment RoutBigOn-Demand Next Hop (ODN). ODN allows a service-beddouter to
automatically instantiate aSRTE policyo a BGP nextop when required (osdemand). The headend is configured with
an ODN template with a specific color that defines the, Sithich the traffic path will be optimized when a prefix with
the specified color is receiveBrefixes are defined in a route policy that is associated with the L3VPN.

Cisco Crosswork Network Controlgantinues to monitoithe networkandwill automaticallyoptimize the network based
on the defined SLAn a closed loop.

You also have the option within the workflow to enable Service Health monitoringiandlizeFlexible AlgorithmHKlex
Algo) as a constraint. With Service Health, you may monitor a se®/iwsaih status and use the insighgsovided into
degraded and down servicés visualize, inspect, antoubleshootfor improvednetwork optimization.

Note: Service Health is not generally available yet. At this stage, it is available faupieh laboratory evaktion
only. Engage your account team if you are interested in participating in the evaluation.

With Flex Algo, you magustomize an IGP shortest path computation according to-dséned algorithms where the IGP
computes paths on a us@efined combinatn of metric type and constrainas well aziew afiltered topologybasedon
your specific Flex Algdefinitions

The following topology provides the base for this scenario:
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P-BOTTOMLEFT P-BOTTOMRIGHT PE-C

In this scenario, we will:

s Create a segment routing ODN template watlspedic color onthe endpointsto ensure that traffic is transported
within an LSP (underlay) and that a bgsith tunnel is created dynamically when a prefix vihie specifiedcolor is

received. The ODN template defines the SLA on which you want to opttmeipath. In this case, we will optimize
on latency.

o«

Specifithat the computed paths be disjointhey will not share the same link.

[}

Create a route policy on each endpoint to be used to bind the L3VPN to the ODN termplateute policy adds a

color dtribute to the customer prefixes and advertises via BGP to other endpoints. This color attribute is used to
indicate the SLA required for these prefixes.

[}

Create a L3VPN service witBendpointsand enable Service Healthonitoring.

o Visualize howvthis overlay/underlay configuration optimizes the traffic path and automatically maintains the SLA
GKAES Y2y AG2NRAy 3 @2dzNJ AaSNBAOSQa KSIf K

Assumptions and Prerequisites

8 To use ODN, BGP peering for the prefixestbe configured between the endpoints PEs. Usually for L3VRhis
is the VPNv4 and VPNv6 address family peering.

o For Service Health enableme®ervice Health must be installed.

Note: Service Healtis not generally available yet. At this stage, it is available fofaanech laboratoryevaluation
only. Engage your account team if you are interested in participating in the evaluation

[}

.SF2NB dzaiAy3a {SNBAOS |1 SIfGKQa ! aadzNl y Quflycanfigurédiard Sy & dzNB
created with a profile associated to the servidf not, Subservice Details metrics will show that no value has yet to
be reported.

(=}

(Optional)Flexible Algorithmsand the IDs that are usedhust be configured in your network.
Workflow

o Step 1Create an ODN template tnap color to an SLA objective and constraints

(=}

Step 2 Create & L3VPNRouk Rolicy

o«

Step 3 Create and provision the L3VPN segvic

o«

Step 4Enable Service Health monitoring
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o Step 5Visualize the New VPN Service on the MaBee the Traffic Path

o Step 6 Observe automatic network optimization

o Step 7Inspecta degradedservice usingerviceHealthto determine active symptoms

Note:  Screen captures, showing services and data, are for example purposes only and may not always reflect the
devices or data described in the workflow content.

Step 1. Create an ODN template toap color to an SLA objective and constraints

In this step, we will create a@DN template on each endpoint. The ODN template specifies the color and the intdns
case, latency and disjointness. This ODN template will be usdyhtmmicallycreate tunnels (ordemand) when prefixes

with matching colors are received via BGRiffia to these prefixes will be automatically steered into the newly created
tunnels, thereby meeting the SLA objective and constraints intended for these prefixes and signaled using colors in the
BGP routes.

Disjointness constraints work by associatindisjoint group 1D with the ODN templasnd all tunnels with the same

disjoint group ID will be disjoint, i.e., they will use different links, nodes and shared risk link groups depending @ how t
disjoint groups are configured

We will create the fdbwing ODN templates:
s HeadendPEA, color 72, latency, disjoint path (link), group ID-18VPN_NMSRTEODN_72a
8 Headend PH, color 71, latency, disjoint path (link), group ID-18VPN_NNMSRTEODN_7i1a
s Headend PB and PE, color 70, latencyL3VPNNM-SRTEODN_70
s Headend P, color 72, latencyL3VPN_NMSRTEODN_72b

8 Headend PE, color 71, latencyL3VPN_NMSRTEODN_71c
For example purposes, we will show how to create the first ODN templZB¥PN_NMSRTEODN_72a. The other ODN
templates can b created using the same procedure.

Procedure

1. Go toServices & Traffic Engineering > Provision{hNg$O)> SRTE > ODN'emplate

2. Click+to create a new template and give it a uniqgue name.
In this case, the name iSVPN_NMSRTEDDN_72a. ClickContinue

3. Choose the heaénd devicePEA, and specify the colof2.
4. Under dynamic, select f | i &s/th@ énétrietype. This is the SLA objective on which we are optimizing.

5. Select thepcecheck box to specify that the gashould be computed by the $SFCE, not by the Path Computation
Client (PCC).

6. Definethe requiredconstraints In this caseye want the computed paths to be disjoint in that they must not
share a link.
Under disjointpath, choosdink as the type, and sgzify a numeric group ID, in this ca$é, as the grougd.

Note: You maychoose the group ID. All paths requested with the same gidwgill be disjoint from each other.

Note: Optionally, you may configure Flexible Algorithm @égo) as a constraint.
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L3VPN_NM-SRTE-ODN_72-a
head-end

[+ @

name

maximum-sid-depth

color *

72 @

bandwidth

~ dynamic

Enable dynamic ()

metric-type

latency ~

pee (@

flex-alg

» metric-margin

~ disjoint-path

Enable disjoint-path ()
type ¥

link v

group-id *
16 @

7. Commit your changes or cli€ky Runto checkwhat will be configured on the devicégfore you commit

8. Check that the new ODN template appears in the table and its provisioning sg&iedsssClickX in the Actions
column and choos€onfig Viewto seethe Yang modebased service intent data that details the ODN template
you created.
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ODN Template Total 5| Last Refresh: 12-Oct-2021 04:10:25 PM PDT | & | §#

Name Provisioning State Date Created Acti...
L3VPN_NM-SRTE-ODN_70 @ Success 12-Oct-2021 03:59:31 PM PDT
L3VPN_NM-SRTE-ODN_71-a @ Success 12-Oct-2021 03:57:33 PM PDT
L3VPN_NM-SRTE-ODN_71-¢ Q Success 12-0ct-2021 04:06:27 PM PDT
I L3VPN_NM-SRTE-ODN_72-a @ Success 12-0ct-2021 03:53:41 PM PDT

L3VPN_NM-SRTE-ODN_72-b Q Success 12-0ct-2021 04:04:20 PM PDT

Manage

Config View

Edit

Delete

Cross Launch

View In NSO
View Plan Data

Service Options
Check-Sync
Sync-From
Sync-To
Re-Deploy Dry Run
Re-Deploy
Re-Deploy Reconcile (2

[CRONORORS)

Reactive-Re-deploy @

Clean-Up @
Configured Data »
Wiew =
¥ chbject {1}

¥ ciscomsr=te=cfp=sr=odnrodn=template {4}
nane ! LIVPN_HM=-S5RTE=ODH_ T2-a
color & 72

¥ dynamic {1}
¥ poce (O}
[empty object)
metric=type @ latency
¥ disjoint-path (I}
type ¢ link
group=id & 16
¥ head-end [1)
v 0 {1}

name ! PFE=-&

Cancel

9. Create the other ODN templates listed above in the same manner.

© 2021 Ciscaand/or its affiliates All rights reserved. Page20of 100



Step 2. Create a L3VPNRouk Rolicy

In this step, we will create a route policy for each endpaintd we vill specify the same color as defined in the ODN
template for that endpointThe route policy defines the prefixes to which the SLA applies. When traffic from the specified
network with a matching color is received, paths are computed based on the Shéddiefithe ODN template.

We will create the following route policies:

o

Color 70, IPv4 prefix 70.70.70.0/303VPN_NMSRTERRPEA-7
Color 71, IPv4 prefix 70.70.71.0/303VPN_NNMSRTHRRPEB-7
Color 72, IPv4 prefix 70.70.72.0/303VPN_NMSRTERRPEG7

For example, we withow how tocreate the first route policy L3VPN_NMSRTERRPEA-7. The other route policies can
be created using the same procedure.

Procedure
1. Go toServices & Traffic Engineering > Provision{iN$O)> L3vpn > L3vpn Route Policy
2. Click+to create a new route policy and give it a unique name.
3. Under Color, click. Specify the same color that is specified in the ODN template f&, P& and clickCortinue.
4. Enter the required IPv4 or IPv6 prefixes to identify the network traffic.instance, expand ipv4 anlick +to
create a newprefix. Enter IPv4 prefix0.70.70.0/30and clickContinue
L3vpn Route Policy {L3VPN_NM-SRTE-RP-PE-A-7} O < color{70} *
name * id*
L3VPN_MNM-SRTE-RP-PE-A-7 ‘5) 70 @
color Total 1 8% exclusive
falze @
\E\ description
il exciugive description falze @
I 70 false falze
o pud
Enable ipuaﬂ
prefix Tatal 143
extra-policy Total 04% prefix
p; ﬁ E\ I F0.70.70.0/30
name nperatlnn acdress
Mo Rows To Shaow
> ipvE

ClickXin the topright corner to close the Color pane.
Gommit your changes.
Check that the new route policy appears in the table.

Create the other route policies listed above in the same manner.
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Note: After creating an L3VPN Route Policy, the VPN profile for each route policy will be automatically created.
The VPN profile will be referenced from the L3VPN service. This will bind the route policy to the L3VPN service.
Thus, VPN profiles for each of thmute policies we created in the previous step will be created:

1 L3VPN_NMSRTEHRRPEA-7

1 L3VPN_NMSRTERRPEB-7

1 L3VPN_NMSRTERRPEG7

Step 3. Create and provision the L3VPN segvic

In this step, we will create the L3VPN service with three endpoint&, PEB,and PEC. Each endpoint will be associated
with an ieprofile, which in turn points to a VPN profiteat contains the route policy with the same color as specified in
the ODN template. In this way, traffic that matches the specified prefixes and cdlitweviieated according to the SLA

specifications.

1. Go toServices & Traffic Engineering > Provision{iN$O)> L3vpn > L3vpfService

2. Click+to create a new service and give it a unique na@kckContinue

3. Create an igrofile, which is a containethat definesthe route distinguisher (RD), route targets, and the
export/import route policy. We will create an-grofile for each endpoint, as follows:

U L3VPN_NM_SR_OBEPEA-7 with route distinguisher 0:70:70

U L3VPN_NM_SR_OBEPEB-7 with route distingusher 0:70:71

U L3VPN_NM_SR_OBEPEG?7 with route distinguisher 0:70:72

a
b.

o

© 2021 Ciscaand/or its affiliates All rights reserved.

Under ieprofile, click+to create a new igrofile and give it a unique name.
Enter the route distinguisher that will differentiate the IP prefixes and make them unique.
Define the required VPN targets, including route targets and route target types (import/export/both).

Under vpnpolicies, in the export policy dropdown list, choose the relevant VPN profile (which contains the
route policy). This forms the association Wween the VPN and the ODN template that defines the SLA.
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L3VPN_NM-SRTE-ODN-70 o< ie-profile{L3VPN_NM_SR_ODN-IE-PE-A-7 } X
e-profile-id *

vpn-id *
L3IVPN_NM-SRTE-ODN-70 @ L3IVPN_NM_SR_ODN-IE-PE-A-7 @

custom-template Selected 0 Total 0 rd

0:70:70 @
/@
v vpn-targets *
name
vpn-target Selected 0 { Total 14%
/@
No Rows To Show
id route-target-type
100 both
~ ie-profiles *
ie-profile Selected 1/ Total 34%
~ vpn-policies *
ie-profile-id rd
import-policy
~
I L3VPN_NM_SR_ODN-IE-PE-A-7 0:70:70 exporpalicy
L3VPN_NM_SR_ODN-IE-PE-B-7 0:70:71 L3VPN_NM-SRTE-RP-PE-A-Tv | (@)
L3VPN_NM_SR_ODN-IE-PE-C-7 0:70:72

e. Click X in the topight corner when you are done.
f.  Similarly, create the other IE profiles.
4. Define each VPN endpoint individualBEA, PEB, and PE.
Under vpnnodes, click, select therelevant device from the dropdown lisaind clickContinue

a.
b. Enter the local autonomous system number for network identification.

o

Select the ieprofile you created in the previous step.

d. Define the network access parameters for communication from the PErttsntbe CE:
U Under vprnetwork-accesseslick +to create a newset of VPN access parametarsd providea uniquelD. Click
Continue
U In the portid field, provide the name of a loopback interface that will be dedicated for this VRF.
U Under ipconnection 3Pv4 > addresallocationtype, choosestatic-address

U Under staticaddresses, there is a table where you can create a list of IP addresses for network access for this

endpoint. After creating at least one address, you can select a primary address.
In theaddress table, lck +to create a newaddressandprovidea uniquelD. ClickContinue Specify the IP address

and prefix length of the loopback interface.
U ClickXin the topright corner to return to the VPN network access parameters.
U Select the addresgou just created from the dropdown list in the primaagdress field.

U Define BGP routing protocol parameters, including the peer AS number and local AS number, IP address type (IPv4),
the IP address of the BGP neighbor, and the number of hops allowed &etive BGP neighbor and the PE device.

e. ClickXin the topright corner when you are done.

f.  Repeat these steps for each endpoint.
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5. Commit your changes or cli€ky Runto checkwhat will be configured on the devicégfore youcommit

6. Check that the new L3VPN service appears in the table and its provisioning Stateéss
Step 4. Enable Service Health monitoring
Note: Service Healtis not generally available yet. At this stage, it is available fotgqunech laboratory evaluation

only. Engage your account team if you are interested in participating in the evaluation

1. Go toServices & Traffic Engineering > VPN Servigtée map opens and a table of VPN Services is displayed to the
right of the map.

2. Inthe Actions column, click for the new service you want to start monitoring health.

3. SelectStart Monitoring.

> VPN Services Refined By: All endpo... v
Provisioning Health (Monitoring: 4 services)

50 (0] > 0@ 0Q 3@ 0e

Success Failed Provisioning Good Degraded Down

Total 5 £#
|
Health Service Key Type Provisioning State Last Updated Ti... Actions

Dl L2NM-EVPN-SRTE-105 L2vpn-Se... @ Success 27-Jul-2021 05:...

Q.. L2VPN_NM_P2P_SRTE-..  L2wpn-Se.. (@ Success 07-Sep-2021 1...

(] L3VPN_NM-SRTE-70 L3vpn-Se.. @ Success A2-Aus-anaan
View Details

[} 12nm-evpn L2vpn-Se... @ Success CitDelete

12nm-evpn-01_sr L2vpn-Se... Success
° e e

Note: The Health column color coding indicates the health of the service: Green = Good; Orange = Degraded; Red
= Down Gray = Not Monitoring.

4. The Monitor Service pepp gpears. Select which service to monitor and again &tekt Monitoring.
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Monitor Service
£ (® Gold_L3VPN_ConfigProfile system
Thresholds to use for Gold L3VPN...

() Silver_L3VPN_ConfigProfile system

Thresholds to use for Silver L3VP...

V4

Show Groups @ {7 VPN Services

Provisioniny
s g
~ 0 0
79 0e o] -]
S Success Failed In-Progress

< |

Service Key

Gold_L3VPN_ConfigProfile system
Thresholds to use for Gold L3VPN services 2vpn-115sr-118igp..

[2vpn-evpn-srte-255

Cpu Threshold Max  70.5 %
12vpn-evpn-srte_no...
Memifree Threshold Min 10
Tunnel Throughput Threshold 50 mbps I2vpn-p2p-250

Vpn Intf Pkt Discards Threshold 10 [3vpn-260
3vpn-260

Vipn Intf Pkt Error Threshold 10
[3vpn-270

[3vpn-srte-odn-70

Start Monitoring

7 e - SN

Health (Monitoring: 3 services)

39 0@

Good Degraded

Type

L2vpn-Service
L2vpn-Service
L2vpn-Service
L2vpn-Service
L3vpn-Service
L3vpn-Service

L3vpn-Service

00

Down

Provisioning State

@ Success
@ Success
@ Success
@ Success
@ Success
& Success

@ Success

Refined By: All endpo... v

Total 7 L%

Last Upda... 3 A...

View Details

Edit/Delete

Start Monitoring

Note: Now that you have started monitoring the health of this service, in the Actions columnXdicckiew
additional Service Health optionStop Monitoring Pause Monitoring Assurance Graph

View Details
Edit/Delete

Stop Monitoring
Pause Monitoring

Assurance Graph

5. Repeat this step for each service you wish to start health monitoring.

6. ClickXin the topright corner when you are done.

Step 5. Visualize the New VPN Service on the MaBde the Traffic Path

1. Inthe L3VPN Service table, click on the service name oiXciickhe Actions column and choosgew from the
menu. The map opens and the service details are shown to the right of the map.

or

Go toServices & Traffic EngineeringFN Services
The map opens and a table of VPN services is displayed to the right of the map.

Click on the VPM the Services tabldf there are many services in the table, you can filter by name, type, or
provisioning state to help locate the VPN.

In themap, you will se¢he VPN as an overlan the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.
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Note: The image below shows VPN overlay in the logical map. Use the buttons at the top tlghhwdp @
to toggle between the logical and geographical maps.

@ upa-srte—odn-70
[ shew Participating Only

) shaw Groups @ {» VPN Services

Eallk ]

Auto-Facus

Refined By: All endpo... v

Health (Wonitoring: 4 services)

19 0 0e

Gaca Degraced oawn
Total 1 €%
Filters Appiied (1)~ [y

Type Provisianing State LastUpda.. ) A

L3vpn-Service @ Success 26-0ct=2021...

Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in the

selected VPN.

2. Inthe Actions column, click to drill down to a detailed view of the VPN service, including the device

configurations and the computed transport paths.

Health Service Key T
odn
I o 13vpn-srte-odn-70

3. To seele computed paths for this VPN, click on the Transport tab in the Service Details pane. All the dynamically

Last Upda... @)

View Details
Edit/Delete

Stop Monitoring
Pause Monitoring

Assurance Graph

created SR E policies are listed in the Transport tab. Select one or mefieES®licies to see the path from

endpoint to endpoint on the map.

Inthis example, we are looking at the disjoint paths computed frorAR& PEB and from PH to PEC.
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A / Seivices & Traffc Engineering / VPN Services Last Refresh: 26-Oct-2021 11:16:58 AM GMT=3 | O

[@ Show VPN Services = Device Groups Al Locations

[# saved Views Select a saved view eee SaveView v
A Locatons
Show Groups = i il
B Show Partipating only | ] Shew k6P Path o« ©8 <> Senice Details X

&
= Name [3vpn-srte-adn-70
A Provisioning Success

Health & Good | Monitoring Profile Gald_L3VPN_ConfigProfile s... (3

Health Transport Configuration - Path Query

SR POLICY Selected 2 [ Total 6 £

@ T
&\_/ A-PES Health Headend Endpaint Calor Admin ... Oper St... Actions.
5
AG3 %

[] A-PES A-PEB 70 Qo (1]

A-PES (] A-PE3 A-PE6 70 Q (1]
o1 @ A-PEE A-PES5 71 [+ [+]

PA4 @ A-PE3 A-PES5 71 Q@ [+]

AG4 e A-PES A-PE3 72 Qo (1]

= @ A-PEB A-PE3 72 (] Q

A-PE3

4. To see the physical path between the endpoints, selectShew IGP Patiheck box in the topeft corner of the
map. Hover with your mouse oversalected policy in the table to highlight the path in the map and show prefix
SID and routing information.

an Lecaers

|8 Show Participating Only | [ Show IGP Path Show Groups @ <) Service Details -l X
=
— Name [3vpn-site-odn-70
A Provisioning Success
Health & Gaod | Monitoring Profile Gold_L3VPN_Confighrofile s.. (5
Health Transport Configuration -} Path Query
SR POLICY Selected 2 { Total 6 £
A-PEG
T
Health Headend Endpoint Calor Admin . Oper St. Actions
AGH -
RR 5}
AG3 @ A-PES A-PEG 70 (1] [+]
Prefix SID: 1711
relix 30 : (-] A-PE3 A-PE6 70 (] ©
bgp_c_71_ep_192.168.0.17_discr_100
P (o] A-PE6 A-PES 71 (] )
PAd @ apes | "llpes 7 o o
© A-PES A-PE3 72 ] )
@ A-PES A-PE3 72 (1] [+]
AGZ
A-PES
Prefix SID: 17118 @

A-PE3

5. To use Flexible Algorithm to filter the topology to a specific Flex Algo and visuadiee and links you have
configured manually in your networklick the button at the top right of the mz @@ and do the following:

a. Click theFlex Algaab.
From the dropdown list, choose up to 2 Flexible Algorithm IDs.

c. View the Flexible Algorithm Types and confirm that the selection is correct. Also, note dine col
assignments for each Flexible Algorithm.

d. (Optional) Check th8how selected Flex Algo topology ortiieck box to isolate the Flexible Algorithms
on the topology map. When this option is enabled, SR policy selection is disabled.

e. Check theshow Flex Algé\+B links onljto show only those links and nodes that participate in both
Flexible Algorithms.

f.  ClickApply. You must clickpply for any additional changes to Flexible Algorithm selections to see the
update on the topology map.
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Note; If a selected Fldxie Algorithm is defined with criteria but there are no links and node combinations
that match it (for example, a defined affinity to include all nodes or links with the color blue), then the
topology map will be blank. If a selected Flexible Algorithnotsconfigured on a node or link, then the
default blue link or node color appears.

g. (Optional) Cliclsave Viewo save the topology view and Flexible Algorithm selections.
Step 6. Observe automatic network optimization

The SHPCE constantly monitors the netwaakd automatically optimizes the traffic path based on the defined SLA. For
AffdzZAGONI GA2Y LIzN1J2aSax tSGQa 221 i 6KFG KFLILISya 6KSy
BOTTOMLEFT andBBTTOMRIGHT. This means that the previous patin PEA to PEC is no longer viable. Therefore,

the SRPCE computes an alternative path, both fromA® PEC and from P to PEB, to compensate for the link that is

down and to maintain the disjoint paths.

Recomputed paths:

PEA > PEC PEA > PBOTTOMLEFT sB®TTOMRIGHT >-BE PEA > FTOPLEFY RBOTTOMRIGHT >-P
C

PEA > PEB PEA > PTOPLEFY RTOPRIGHT >{BE PEA > PBOTTOMLEFT TPPRIGHTPE
B

@ ILLIt e A "% pittsburgh SR POLICY
Lo United States @‘\*
PTOPLEFT . AT
RAN P-TOPRIGHT 1,/
PE-B
Headend Endpoint Color
b . ‘ X
Santa Fe
: - [] PE-B PE-A 70
J Wil
] PE-C PE-A 70
PE-A . PEC —
; I~ e = P-BOTTOMRIGHT V%P2 Jackson & PE-A PE-B 71
P-BOTTOMLEFT [] PE-C PE-B 71
! : Mo New OnEar o [] PE-B PE-C 72
’ | SanAntonic 2
i Chihdahua ‘ M PEA PE-C 72
-

Step 7. Inspecta degradedservice usingerviceHealthto determine active symptoms

Note:  Service Healtlls not generally available yet. At this stage, it is available fotgunech laboratory evaluation only.
Engage your account team if you are interested in participating in the evaluation

In this step, v will monitor the VPN services using Assurance Graph capabilities and inspect any services or related nodes
that are degraded. By inspecting the root causes that lead to reported active symptoms and impacted services, you can
determine what issues must lmdressed first to maintain a healthy setup and what requires further inspection and
troubleshooting.

1. ClickXin the topright corner to return to the VPN Services list.

2. Clickon the name of a service that shows as being degraded. The map will updatgligitt the service you

selected.
Degraded services show an orange icon in the Health column. You can filter by health state (Down, Degraded,
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Good) by clicking in the space at the top of the column and selecting the appropriate filter. To clear theliiker
the X next to the designated filter appearing in the space at the top of the column and it will remove all filtering
and default to showing all VPN Services in the list

Note: If a service is not yet being monitored, the icon in the Health column vallsts the color grey. To enable
monitoring for such a service, cligkand selecStart Monitoring.

3. Inthe Actions column, click and clickView Details The Service Details screen appears on the right side.

4. With the Health tab selectedeview Active Symptoms for the degraded service (including the Root Cause,
Subservice, Priority, and Last Updated details) present in the Health tab if the servioggisureently monitored.

) Service Details | x
Name |3vpn-srte-odn-70
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L3VPN_GonfigProfile sys... @

Health Transport Configuration J: Path Query

Active Symptoms (4)

Total 44% | ¥ ]
Root Cause @ Subservice Prior... 4 Last Updated
VRF Route to peer-vpn-ip-address: 70.70.7... subservicevrf.plai... 255 26-0ct-2021...
VPN Interface GigabitEthernet0/0/0/6.70 Op...  subservice.interfa.. 255 26-Oct-2021...
No connected routes reported for VRF: 13vp. subservice.ce.pe.... 255 26-0ct-2021...
VRF Route to peer-vpn-ip-address: 70.70.7.. subservicevrf.plai.. 255 26-Oct-2021...

5. Click on a Root Cause and view both the Symptom Details and the Failed Subexpressions & Metrics information.
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? Service Details v %

Name |3vpn-srte-odn-70
Provisioning Success
Health @ Degraded | Monitoring Profile Gold_L3VPN_ConfigProfile sys... (3)

Health Transport Configuration J: Path Query
v Symptom Details X 2
Name VPN Interface GigabitEthernet0/0/0/6.70 Operational
status is not up.
Sub Service subservice.interface.health system
Last Updated 26-0ct-2021 12:00:32 PM GMT+3

v Failed Subexpressions & Metrics

Show Only Failed . Expand All | Collapse All
Name Expression
Value
4] interface_oper == ‘up’ false
explabel oper_up
V¥  symptomMetrics

metric.interface.oper system(device=A-PEB6, gigEthlfld=GigabitEther... down

' subExps

observedValue down
' symptomMetrics

metric.interface.oper system(device=A-PES, gigEthlfld=GigabitEthe... down

6. Select the Transport and Configuration tabs agnview the details provided.
7. To further isolate the degraded service details, cék the top-right corner to return to the VPN Services list.

8. Again, click on the name of the degraded service in the list SEneice Details panel appears and thap
updates, isolating the corresponding devices participating with that service.

9. Within the map, view further service health details doing the following:
U At the top-left of the map, select the Show Participating Only check box so the map only shows the@atmtici
services.

U In the map, hover your mouse over one of the devices and smaller badges that indicate health status and review the
pop-up information relating to its Reachability State, Host Name, Node IP, and Type.

10. Inthe Actions column, clicK for the degraded service in the list and clisksurance GraphThe topology map of
services and subservices appear with the Service Details panel showing Service Key, Status, Sulr®krvices

Active Symptomsletails.
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Note: This will take timdo update after a service has been enabled for monitoring, and may take ufi® 5
minutes.

11. In the topology map, selectdegraded subservice. The Subservice Details panel appears with subservice metrics,
as well as subservice specific Active Symptomdmapacted Services details.

U Active SymptomsProvides symptom details for nodes actively being monitored.

U Impacted ServicesProvides information for services that are impacted by issues based on historical monitoring of
health status.

Note: Use your mouse ton subservices in the map for details on the degraded health. At the top left of the map,
select Down & Degraded Only or Soft Dependencies to further isolate subservices.
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12. Inspect the Active Symptonasd Impacted Services information and tlu®t causes associated with the degraded
service so to determine what issues may need to be addressed to maintain a healthy setup.

Summary and Conclusion

As we observed in this example, operators can use Cisco Crosswork Network Controller to orchestrate LB\GMS wit
and to maintain these SLAs usingT@Rpolicies that continuously track network conditions and automatically react to
optimize the network. This automation increases efficiency and reduces human error that is generally unavoidable with
manual tasksEnabling Service Health to monitor provisioned services allows for more detailed symptoms, metrics, and
analyzation of each service.

Scenaria2 ¢ Implement and Maintain SLA for an L3VPN Service foré§Rsing ODN)

Scenario Context

This scenario waskyou through the procedure for provisioning an L3VPN servicerdwatires a specific SLA objective. In
this examplethe lowest latency path is the SLA objectiVée customer requires a low latency path for high priority

traffic. The customemants to use @joint paths, i.e., two unique paths that steer traffic from the same sourcet@tiie
samedestination avoiding common links so that there is no single point of failike customer also wants to enable
SRv6which utilizeghe IPv6 protocol tdhandle packets with more efficiency, increase security and performance, allowing
for a significantly larger number of possible addresses.

This is achieved using Segment RoufBigOn-Demand Next Hop (ODN). ODN allows a service-baddouter to

automatically instantiate arfSRTE policyo a BGP nextop when required (osdemand). The headend is configured with

an ODN template with a specific color that defines the SLA upon which the traffic path will be optimized when a prefix with
the specified color iseceived Prefixes are defined in a route policy that is associated with the L3VPN.

Cisco Crosswork Network Controlgantinues to monitoithe networkandwill automaticallyoptimize the network based
on the defined SLAn a closed loop.

The followingtiopology provides the base for this scenario:

%¢) @ @

TOP-LEFT TOP-RIGHT PE-B

PE-A

@ @

BOTTOM-LEFT BOTTOM-RIGHT PE-C

In this scenario, we will:

s Create a segment routing ODN template watlspecifiaccolor onthe endpointsto ensure that traffic is transported
within an LSP (underlay) and that a bgsth tunnel is created dynamically when a prefix vilib specifieccolor is
received.Enable SRV@PV6) for service and link detailhe ODN template defines the SLA on which you want to
optimize the path. In this case,emwill optimize on latency.
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Specifyithat the computed paths be disjointhey will not share the same link.

Create a route policy on each endpoint to be used to bind the L3VPN to the ODN terfplateute policy adds a
color attribute to the customeprefixes and advertises via BGP to other endpoints. This color attribute is used to
indicate the SLA required for these prefixes.

o«

o«

Createan L3VPN service witBendpoints PEA, PEB, and PE. This is theverlayconfiguration.

8 Visualize how this overlayhderlay configuration optimizes the traffic path and automatically maintains the SLA.

Assumptions and Prerequisites

8 To use ODMith SRV6BGP peering for the prefixesustbe configured between the endpoints/PEs. Usually for
L3VPNIthis is the VPNv4 and VPNv6 address family pegaing this BGP peering is required to be over IPv6

Workflow

o Step 1Create an ODN template tnap color to an SLA objective and constraints

o Step 2Create a L3VPNRoute Policy

6 Step 3. Create and provision the L3VPN service

o Step 4Visualize the New VPN Service on the Map to See the Traffic Path

Step5. Observe automatic networkatimization

o«

Step 1. Create an ODN template toap color to an SLA objective and constraints

In this step, we will create an OD&mplate on each endpoint. The ODN template specifies the color and the jirtethis
case, latency and disjointness. This ODN template will be usdghtmicallycreate tunnels (ordemand) when prefixes

with matching colors are received via BGP. Taadfithese prefixes will be automatically steered into the newly created
tunnels, thereby meeting the SLA objective and constraints intended for these prefixes and signaled using colors in the
BGP routes.

Disjointness constraints work by associatingsjailnt group ID with the ODN templatend all tunnels with the same

disjoint group 1D will be disjoint, i.e., they will use different links, nodes and shared risk link groups depending loa how t
disjoint groups are configured

We will create the followig ODN templates:

o HeadendPEA, color 72, latency, disjoint path (link), group ID-18VPN_NNMSRTEODN_72a

¢

Headend P, color 71, latency, disjoint path (link), group ID-L8VPN_NNMSRTEODN_71a
s Headend PB and PE, color 70, latencyL3VPN_NMSR'EODN_70

U With multiple headends in th&Rv6 enable®DN template, the same locator name should be configured on the
headend routers. Otherwise, different ODN templates should be created for each headend.

8 Headend P, color 72, latencyL3VPN_NMSRTEDDN 72-b

s Headend PE, color 71, latencyL3VPN_NMSRTEODN_71c
For example purposes, we will show how to create the first ODN templZB¥ PN_NMSRTEODN_72a. The other ODN
templates can be created using the same procedure.

Procedure

1. Go toServices & Traffic Engineering > Provisio(iMgO) SRTE > ODNemplate
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2. Click+to create a new template and give it a unigue name.
In this case, the name iISVPN_NMSRTEODN_72a.

3. Choose the headend devideEA, and specify the colof2.
4. Under sré, select theEnable srvBoggle.
5. Under locator, enter theequired SRvBocator-name.

Note: The locator name should match what is configured on the router.

6. Under dynamic, select f | (i &s/tH@ @nétric type. This is the SLA objective on which we are optimizing.

7. Select thepcecheck box to specify that the path should be computed by th€ SR, not by the Path Computation
Client (PCC).

8. Definethe requiredconstraints In this casewe wantthe computed paths to be disjoint in that they must not
share a link.
Under disjointpath, choosdink as the type, and specify a numeric group ID, in this case, 16.
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-;'I',-;';,- Crosswork Network Controller

ODN-Temnplate {L3VPN_NM-SRTE-ODN_72-a}

name *

L3VPN_NM-SRTE-ODN_72-a @

custom-template

(+] 7@

name

head-end

(4] 7@

name

maximum-sid-depth

@
calor *
72 @
bandwidth
@
source-address
@
» srvb
~ dynamic
Enable dynamic ()
i e
latency o
B =0
flex-alg
@
> matrie-margin
-~ disjoint-path
Enable disjoint-path @)
type *
link w
group=id *
16 @
sub-id
@
> affinity
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Enable srv6 -C>®

~ locator

Enable locator -:>®

locator-name *

ALGOrS5 @
behavior

ubB-insert-reduced v @
binding-sid-type

srv6-dynamic v ®

Commit your changes or clieky Runto checkwhat will be configured on the dedsbefore you commit

9. Check that the new ODN template appears in the table and its provisioning sgiedsssClickX in the Actions
column and choos€onfig Viewto see the Yang modélased service intent data that details the ODN template
you created.

ODN Template Total 5| Last Refresh: 12-Oct-2021 04:10:25 PM PDT | O | $#
Name Provisioning State Date Created Acti...
L3VPN_NM-SRTE-ODN_70 @ Success 12-0ct-2021 03:59:31 PM PDT
L3VPN_NM-SRTE-ODN_71-a @ Success 12-0ct-2021 03:57:33 PM PDT
L3VPN_NM-SRTE-ODN_71-¢ @ Success 12-0Oct-2021 04:06:27 PM PDT

I L3VPN_NM-SRTE-ODN_72-a ® Success 12-0ct-2021 03:53:41 PM PDT
L3VPN_NM-SRTE-ODN_72-b @ Success 12-0Oct-2021 04:04:20 PM PDT

Manage
Edit
Delete

Cross Launch

View In NSO
View Plan Data

Service Options
Check-Sync
Sync-From
Sync-To
Re-Deploy Dry Run

PEEOE

Re-Deploy
Re-Deploy Reconcile (2)
Reactive-Re-deploy @
Clean-Up @
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Configured Data X

View +
v object {1}
v cisco-sr-te-cfp-sr-odn:odn-template {5}

name : L3VPN_NM-SRTE-ODN_72-a

v srve {1}
w locator {1}

locator-name : ALGErS

color @ 72

¥ dynamic {3}
v pce {8}

(empty object)
metric-type : latency

v disjoint-path {2}
type @ link
group-id * 16
v head-end [1]
v @ {1}

name : PE-A

Copy To Clipboard

10. Create the other ODN templates listed above in the same manner.
Step 2. Create a L3VPNRoute Policy

In this step, we will create a route policy for each endpaamidwe will specify the same color as defined in the ODN
template for that endpointThe route policy defines the prefixes to which the SLA applies. When traffic from the specified
network with a matching color is received, paths are computed based on thdefihad in the ODN template.

We will create the following route policies:
8 Color 70, IP&prefix 7070:70::0/64 - L3VPN_NMSRTERRPEA-7
o Color 71, IP&prefix 70:70:71:0/64 - L3VPN_NMSRTERRPEB-7

8 Color 72, IP&prefix 70:70:72:0/64 - L3VPN_NMSRTERRPEG7
For example purposes, we wgthow how tocreate the first route policy L3VPN_NMSRTERRPEA-7. The other route
policies can be created using the same procedure.

Procedure

=

Go toServices & Traffic EngineeringP¥ovisioning > L3vpn > L3vpn Route Palicy
Click+to create a new route policy and give it a unique name.

Under Color, click. Specify the same color that is specified in the ODN template f&, P and clickContinue

A w0 DN

Enter the required IPv6 prefixés identify the network traffic.
In this case, IBprefix 70:70:70::0/ 64.
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L3vpn Route Policy {L3VPN_NM-SRTE-RP-PE-A-7} O < color{70}
name * id*
L3VPN_NM-SRTE-RP-PE-A-7 @ 70
color Total 14# exclusive
false
/@
description
id exclusive description
70 false
> ipvad
v ipv6
Enable ipvé ﬂ
ipv6-prefix
extra-policy Total 04 T
/| @ ipv6-prefix
name operation address 70:70:70::/64
No Rows To Show
5. ClickXin the topright corner to close the Color pane.
6. Commit your changes.
7. Check that the new route policy appears in the table.
8. Create the other route policies listed abowvethe same manner.

Total 14%

Note: After creating an L3VPN Route Policy, the VPN profile for each route policy will be automatically created.
The VPN profile will be referenced from the L3VPN service. This will bind the route policy to the L3VPN service.

Thus, VPN profiefor each of the route policies we created in the previous step will be created:

1 L3VPN_NMBRTHRRPEA-7

1 L3VPN_NMRTHERRPEB-7

1 L3VPN_NMSRTERRPEG7

Step 3. Create and provision the L3VPN service

In this step, we will create the L3VPN service with threepeimis: PEA, PEB, and PE. Each endpoint will be associated
with an ieprofile, which in turn points to a VPN profitbat contains the route policy with the same color as specified in
the ODN template. In this way, traffic that matches the specifiedipes and color will be treated according to the SLA

specifications.

1. Go toServices & Traffic Engineering > Provision{hgO)> L3vpn > L3vpiervice
2. Click+to create a new service and give it a unique na@kckContinue

3. Create an igorofile, which is a containethat definesthe route distinguisher (RD), route targets, and the
export/import route policy. We will create an-grofile for each endpoint, as follows:

0 L3VPN_NM_SRDNIEPEA-7 with route distinguisher 0:70:70
0 L3VPN_NM_SRDNIEPEB-7 with route distinguishe0:70:71
0 L3VPN_NM_SRDNIEPEGT7 with route distinguisher 0:70:72

© 2021 Ciscaand/or its affiliates All rights reserved.

Page38of 100



o p

o

Under ieprofile, click+to create a new igrofile and give it a unique name.

Enter the route distinguisher that will differentiate the IP prefixes and make them unique.

Define the equired VPN targets, including route targets and route target types (import/export/both).

d. Under vpnpolicies, in the export policy dropdown list, choose the relevant VPN profile (which contains the
route policy). This forms the association between the \@R8Ithe ODN template that defines the SLA.

L3VPN_NM-SRTE-ODN-70

vpn-id *
L3VPN_NM-SRTE-ODN-70 @)

custom-template

4]/ @

name

~ ie-profiles *

ie-profile

ie-profile-id

I L3VPN_NM_SR_ODN-IE-PE-A-7
L3VPN_NM_SR_ODN-IE-PE-B-7

L3VPN_NM_SR_ODN-IE-PE-C-7

No Rows To Show

0:70:70
0:70:71

0:70:72

o<

Selected 0 / Total 0%

Selected 1 / Total 34%

ie-profile{L3VPN_NM_SR_ODN-IE-PE-A-7 }

e-profile-id *
L3VPN_NM_SR_ODN-IE-PE-A-7

rd
0:70:70

~ vpn-targets *

vpn-target

+]- &

id

100

~ vpn-palicies *

import-policy

-
@

)
&

export-policy
L3VPN_NM-SRTE-RP-PE-A-7+

@

g. Click X in the topight corner when you are done.

h. Similarly, create the other IE profiles.

4. Define each VPN endpoint individuaBEA, PEB, and P¥

o ®

o

Select the ieprofile you created in the previous step.

Enter the local autonomous system number for network identification.

route-target-type

both

Under vpnnodes, click-, select the relevandevice from the dropdown lisand clickContinue

d. Define the network access parameters for communication from the PE towardsthe C

Selected 0 / Total 14§

1 Under vpranetwork-accesses,lick +to create a newset of VPN access parametarsd providea uniquelD. Click

Continue

1 Inthe portid field, provide the name of a loopback interface that will be dedicated for this VRF.

I Under ipconnection > IR&¥> adiressallocationtype, choosestatic-address

1 Under statieaddresses, there is a table where you can create a list of IP addresses for network access for this endpoint.

After creating at least one address, you can select a primary address.
In the addresséble, dick +to create a newaddressandprovidea uniquelD. CliciContinue Specify the IP address and

prefix length of the loopback interface.

1 ClickXin the top-right corner to return to the VPN network access parameters.
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1 Select the address you justeated from the dropdown list in the primagddress field.

1 Define BGP routing protocol parameters, including the peer AS number and local AS number, IP addres$)type (IPv
the IP address of the BGP neighbor, and the number of hops allowed between Fhedifhbor and the PE device.
Enable SRv6 and provide the addréssily name and locatename.The locatomame must match what is configured
on the L3VPN PEs.

e. ClickXin the topright corner when you are done.

f. Repeat these steps for each endpoint.
5. Commityour changes or clidRry Runto checkwhat will be configured on the devicégfore youcommit

6. Check that the new L3VPN service appears in the table and its provisioning Siateéss
Step 4. Visualize the New VPN Service on the Map to See the Traffic Path

1. Inthe L3VPN Service table, click on the service name oiXciickhe Actions column and choosgew from the
menu. The map opens and the service details are shown to the right of the map.

or

Go toServices & Traffic EngineeringPN Services
The map pens and a table of VPN services is displayed to the right of the map.

Click on the VP the Services tabldf there are many services in the table, you can filter by name, type, or
provisioning state to help locate the VPN.

In the map, you will sethe VPN as an overlayn the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.

Note: The image below shows VPN overlay in the logical map. Use the buttons at the top right of t. @ .r)
to togglebetween the logical and geographical maps.

A / Services & Traffic Engineering / VPN Services Last Refresh: 12-0Oct-2021 11:00:15 PM PDT | ¢

[ Show VPN Services = Device Groups All Locations v [ Saved Views Select a saved view .ee Save View v

A Locaions g =
| Show Partcipating Only e N , & {) VPN Services >Refined By: All endpo... v

> Provisioning

Minneapolis ! 19 (8] <] 0Q®
Success

Failea In-Progress

Total 1 £
[+ create | [v]
@ : Service Key Type Provisioning State Last Updated ... @ Actions
2 .
@ ; = o PE-B
“";"r' United States 2 S
CEFT ‘R 51 Loul
4 /" & IL3VPN;NM-S . L3wpn-Ser.. @ Success 12-Oct-2021 10:
0
i
_-«.,.‘}
ipvé 3,
S e, 90 9 I
L 07070 ANATESmeag
o = e P Ve NG T PR I@
@* 2 <
£5) BOTTOM-RIGHT " o oP°
ey
OTTOM-LEET
Torredn Gulf of
Mexico
Mexico [ Auto-Focus |

Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in the
selected VPN.
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Note: When a Provision State shows a Failed state, an information icon appears. Tiesahéther you are on

the VPN Services, Service Details, and many of the Provisioning screens that show a table of services and their
Provisioning status. If you select the icon, Error Message details appear describing the failure. You can also click
the Show Error Detaildink to view the Component Errors screen and take action to fix the error. Each failed
source provides further error message details and recommendations. For example, in the Action column for the
failed source on the componentErrors s8rg = @ 2dz YIF & Of A 01 X TRANKSRASHES NB Y i
To, SyneFrom, CompareConfig View Job Statusthat will assist in fixing the error. Service level actions are also
available for additional options (such, #&eDeploy, ReactiveRedeploy, ReDeploy ReconcileClearup, etc.)

that will assist in fixing the service level error. Use the information icons that appear next to these options, as
well, for further fix details.

VPN_NM_P2F L2vpn-Service @ Success 18-0ct-2(
vpn-Service @ Success 22-Aug-2(
Error Message X
vpn-Service Failed 15-Jul-202 VPN v
l ° ‘ o Failled to authenticate towards device *
‘ VEINC xrvBk-7: SSH host key mismatch e
< - .
vpn-Service Success 16-Aug-20 .
P o 9 P Show Error Details ss
Comg tE L 4
Source Severity Error Message Rocommendation Actions
ERF
L]
0 i ERROF f L 2

Reactive -Re-deploy
Re-Deploy Reconcile &
Clean-Up

Sync-From
Recommendation Sync-To

Device configuration rejected

Device configuration rejected, .. more

2. Inthe Actions column, click to drill down to a detailed view of the VPN service, including the device
configurations and the computed transport paths.

Service Name Type Provisioning ... Last Updat. .. Actions
View Details -

I L3VPN_NM-SRTE-ODN..  L3VPN.. @ Success

Edit / Delete

3. To see the computed paths for this VPN, click on the Transport tab in the Service Details pane. All the dynamically
created SRE policieare listed in the Transport tab. Select one or moreT&olicies to see the path from
endpoint to endpoint on the map.

In this example, we are looking at the disjoint paths computed frordA REPEB and from P to PEC.
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A / Services & Traffic Engineering / VPN Services Last Refresh: 15-0¢ct-2021 11:46:53 AM PDT | O
B Show VPN Services I Device Groups Unassigne... (% Saved Views  Select a saved view ess SaveView
A Locases | Unassignes Devicss
[T —— Show 167 P Bsovoon:| & () Service Details - | %

=
Name LIVPN_NM-SRTE-ODN-70
' 4 Provisianing Success
Summary Transport «}; Path Query
PE-B SRv6 POLICY Selected 2 / Total 6. £F
[¥]
TOP-RIGHT Headend Endpoint Color Admin Status Oper Status Actions.
ey
PE-B PE-A 70 [+] [+]
O eec PE-A 70 ™) @
TOP-LEFT PE-A PE-B bl o °
' 0 Pec PE-B n © ©
Y PE-C 72 ) )
[] PEB PE-C 72
PE-A ° L
BOTTOM-LEFT
BOTTOM-RIGHT
PEC 7]
Auto-Focus | <=

4. To see the physical path tveeen the endpoints, select thBhow IGP Patbheck box in the togeft corner of the
map. Hover with your mouse over a selected policy in the table to highlight the path in the map and show prefix
SID and routing information.
A | Services & Traffic Engineering | VPN Services

Last Refresh: 15-Oct-2021 11:47:23 AM PDT | &

[ Show VPN Services £ Device Groups Unassigne...

[= Saved Views  Select a saved view eer SaveView v
M Locatons | Unavsired Do
[ Show Participating Orty | [ Show 1GP Path B srowsraups | @ n { senvice Details X
s
= Name L3VPN_-SRTE-ODN-70
' ES Provisioning Success
Summary Transport < Path Query
FE-B SRvB POLICY Selected 2 / Total 6 £
[v]
TOPRIGHT Headend Endipoint Golor AdminStatus  OperSwsws  Actions
%
PE-B PE-A 70 o o
PE-C PE-A 70 o ')
PE-A PE-B 7 o o
] PEC PE-B n o )
PE-A PE-C 72 ] )
[ PE-rea PE-C 7 o )

B Auto-Focus | <

Step 5. Observe automatic networkptimization

The SHPCE constantly monitors the network and automatically optimizes the traffic path based on the defined SLA. For
Affdza0ONFGA2Yy LMzNILI2&aSas tSiQa Gr1S F 221 Fd 6KFG KILWLISya
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BOTTOMLEFT andBOTTOMRIGHT. This means that the previous path fremt®PEC is no longer viable. Therefore,
the SRPCE computes an alternative path, both fromAt® PEC and from P to PEB, in order to compensate for the
link that is down and to mintain the disjoint paths.

Recomputed paths:

Source and Destination Old path New path

PEA > PEC PEA > BOTTOMEFT > BOTTGRIGHT > PE PEA > TOR.EFP® BOTTOMRIGHT > RE
PEA > PEB PEA > TOR.EFP TORRIGHT > PE PEA > BOTTOMEFT > TGRIGHT PEB
@ Show VPN Services £ Device Groups Unassigne... Vv [ Saved Views Select a saved view Save View

[0 show Participating Onty | ] Show IGP Path Thundes B amir & <) Service Details e | X

s
= Name L3VPN_NM-SRTE-ODN-70
Provisioning Success

Summary Transport ; Path Query

SRv6 POLICY Selected 2 / Total 6 ¢

(v]

@ T ‘ Heade..  Endpoint  Color Admi... Oper..  Actions
E PES X
United States
i PE-B PE-A 70 [ ')
PE-C PE-A 70 © o
PE-C PE-B n ) )
o5

z PE-A PE-8 n (1) (1]
PE-A PE-C 72 () )
PEC ] PE-B PE-C 72 () ()

Rulf at

Summary and Conclusion

As we observed in this example, operators can use Cisco Crosswork Network Controller to orchestratédr SHRIGs

with SLAs and to maintain these SLAs usingESPolicies that continuously track network conditiamsl automatically

react to optimize the network. This automation increases efficiency and reduces human error that is generally unavoidable
with manual tasks.

Scenaria3 ¢ Mandate a Static Path for an EVPIWPWS Service using an ExplicitBRPolicy

Scenaio Context

To ensure that missiearitical traffic within a VPN traverses the higher capacity interfaggker than the lower capacity
interfaces, we will create point-to-point EVPNVPWS service and associate a preferred patplicit) SRTE policyon
both endpoints for service instantiation. In this way, we will mandate a static path for the migsical traffic.

In this scenario, we will see how quick and easy it isdate SRTE policies and VPN services by uploading a file containing

all the required configurations. We will download sample files (templates) from the provisioning Ul, fill in the required

data, and then import the file via the Wlastly, we will use # Service Health functionality to review the health of the

services and view the Assurance Graph bast24Hra SGNA O& (2 o0SGGSNI Fyl .8l S 2dz2NJ & SNIBA

Note: In this scenario, reference to SE specifically means-$E over MPLS.

In thisscenario, we will:
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o«

Create a SID list list of prefix or adjacency Segment IDs, each representing a device or link along the path.

o«

Provision an explicBRTE policywhich will reference the SID His thus creating a predefined path into which the
EVMN prefix will be routed.

¢

Provisioma pointto-point EVPNVPWS servicigom PEA to PECand attach the expliciBRTE policy

o«

Visualize the path of the serviemd review the health of the services

Assumptions and Prerequisites
8 For transport mapping th2VPN service, devices must be configured with2lapn allcommand.
8 ForService Health enablemer8ervice Health must be installed
Note: Service Healtis not generally available yet. At this stage, it is available fotaanech laboratory evaluation

only.Engage your account team if you are interested in participating in the evaluation

.SF2NB dzaiy3a {SNBAOS 1 SIfiaKQa ! aadzNg y Quflycanfigurédicd Sy & dzNB
created with a profile associated to the service. If not, SuliserDetails metrics will show that no value has yet to
be reported

[}

[}

For Service Health, you must configure 2 buckets on the Y1731 profile associated with the device. If you have fewer
than 2 buckets configured, Service Health cannot report the Y1731 ghi€Bés on the service details page.

Workflow

o Step 1Prepare for Creating a SID List

o Step 2Create the SID List in the Provisioning Ul

Step 3 Create an explicit SRE policy for each VPN endpoint by importing a file

o«

Step 4 Create and provision the L2VPN service

(e}

Step 5Attach the SR E policiesd the L2VPN Service

o«

o«

Step 6 Enable Service Health monitoring

s Step 7Visualize the L2VPN on the Map

6 Step 8.Inspect a degraded servicsing Service Healdnd Last24HrMetrics to identify issues

Note:  Screen captures, showing services and data, are for example purposes only and may not always reflect the
devices or data described in the workflow content.

Step 1. Prepare for Creating a SID List

The SID list consists of a series of prefix or adjacency SIDs, each representing a node or link along on the path. Each
segment is an entb-end path from the source to the destination, and it instructs the routers in the network to follow the
specified p¢h instead of the shortest path calculated by the IGP.

To build the SID list, you will neéite MPLS labels tie desired traversing pathYou can get these labels from the devices
themselves or you can invoke the northbound Cisco Crosswork OptimiEatgine API to retrieve this information.

Refer toCisco Crosswork Network Automation APl Documentatio@isno Devnebr more information about the API.
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Procedure

1. Prepare the input required torpduce the SID list for the path from endpoint to endpoint. You will need the router
ID of each endpoint, as follows:

1
"input": {
"head - end": "100.100.100.7",
"end - point": "100.100.100.5",
"sr - policy -path": {
"path - optimization - object ive™ "igp - metric"
}
}
¥
2. Invoke the API on the Cisco Crosswork Network Controller sbyuesing the input prepared in the previous step.
For example:
curl -- location -- request POST
'https://10.194.63.198:30603/crosswork/nbi/optima/v1/restconf/oper ations/cisco - crosswork -
optimization - engine - sr - policy -operations:sr - policy -dryrun’ \
-- header 'Content - Type: application/yang - datatjson' \
-- header 'Accept: application/yang - datatjson' \

-- header 'Authorization: Bearer

eyJhbGciOiJlUzUxMiJ9.eyJzdWIiOiJhZG1pb ilsimizRnJvbU5IdOxvZ2luljoidHJI1ZSIsInBvbGljeV9pZCl6l

mFkbWIuliwiY XV0aGVudGljY XRpb25EY XRIIjoiMjAyMSOwMyOyMIQxNjozODozNy43NDY2MTZaWO0dNVFOiLCJzdWN
JZXNzZnVsQXV0aGVudGljYXRpb251YW5kbGVycyl6lIF1ZXI5RGFOYWJhc2VBdXRoZW50aWNhdGlvbkhhbmRsZXIiL
CJpc3MiOiJodHRwOIwvXC9sPNhbGhvec3QENTQ40VwvU1NPIliwibGFzdFOuYW1lljoic21pdGgiLCJjcmVkZW50aWF
SVHIWZSI611VzZXJuYW1IUGFzc3dvemRDemVkZW50aWFsliwiY XVkljoiaHROCHM6XC9cLzEWLJESNC42My4xOTg6M
zA2MDNcL2FwcC1kYXNoYm9hcmQiLCIhdXRoZW50aWNhdGIvbk1lldGhvZCI6IIF1ZXJ5RGFOYWJIhc2VBdXRoZW50aWN
hdGIlvbkhhb mRsZXIiLCJIsb25nVGVybUF1dGhlbnRpY2F0aWw9uUmVxdWVzdFRva2VuVXNIZCI6ImZhbHNIliwiY2hhb
mdIX3B3ZCl6ImZhbHNIliwiZXhwljoxNJE2NDUS5OTIWLCJIpY XQIiOjE2MTYOMzExMjAsImZpcnNOX25hbWUiOiJgb2h
uliwianRpljoiU1QtODQtOFVIWXMybEt3R2d1Z3RIYjl4AMzVMTFINTGVVRIp6OURYNGpoeFcxakhsVO1VY XdXgxb
UdTd01aRC1tOEk1S2Z0amI2ZmIWTUhIYnBYY]BMMFZgRFc2WVppUFVUbHRpNFVpZnNUeG9aQ284WWpPWECc2VIFSOM
wb29IWjIhc3BWanMzYnA3bHo5VkhySIBCTzISTDNGCcFRIWXRPeWJtViljY XMtMSJ9.VidkOw8KsOv5M_08zBgWochT
3k9VIPN2NjSn5ES9c5PF 4ds004kk6xuzx5_cggauiEICuUMnzmRzneSToAuA" \

-- data - raw {
"input": {
"head - end": "100.100.100.5",
"end - point"; "100.100.100.7",
"sr - policy -path": {
"path - optimization - objective": "igp - metric"

3. Note the SID list ID in the API response. You will use this evhating the SID list in the next step. For example:

"cisco - crosswork - optimization - engine - sr - policy - operations:output": {
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"segment - list - hops": [

1,

{
"step": 0O,
"sid": 23p02, |
"ip -address": "100.100.100.7",
"type" :"node -ipv4"
}
igp -route™: [
{
"node™: "PE - A",
"interface": "GigabitEthernet0/0/0/0"
3
{
"node": "P - TOPLEFT",
"interface": "GigabitEthernet0/0/0/2"
2
{
"node": "P - BOTOMRIGHT",
"interface": "GigabitEthernet0/0/0/3"
}

1,

"state": "success",

"message":

Step 2. Create the SID List in the Provisioning Ul

In this scenario, we will create a SID list for traffic fromCRtB PEA and another Slbist for traffic in the opposite

direction.
Procedure
1. Go toServices & Traffic Engineering > Provision{hgO)> SRTE > SiDist
2. Click+to create a newSID lisand give it a uniqgue namé-or this example, the SID list namé&2¥PN_NMP2R
SRTEPEG240. ClickContinue
3. Under sid, lick+to create a newSID index and give it a numeric value. Glicktinue
4. Under mpls, enter the SID ID that was received in the API resposeqri.
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Sid240 O < sid{1 } X

name * index *
Sid240 @ L @
sid * Selected 1 [ Total 14£¥ type *
mpls ipvd
Ad
~ mpls *
index label *
23002 @

ClickXin the topright corner to return to the SID list. Your n&AD appears in the index table.
Repeat these steps to create additional SID indexes, as required.
Commit your changes

Check that the nev8ID lisappears in the table

© © N o v

Create another SID list for the traffic from-REo PEC. For this example, the SI&t hame i 2VPN_NMP2R
SRTEPEA-240.

Step 3. Create an explicit SRE policy for each VPN endpoint by importing a file

In this step, we will pvisiontwo explicitSRTE policiesvhich will reference the SID Isstreated in Step 1.

The first SR Epolicy specifies RE as the headend and provides the IP address & B&the tail end. The second-BR
policy specifies RE as the headend and provides the IP address €T BE the tail end.

Instead of manually filling in each field in the provisnanUI, we will import an xml file containing all the configurations
required to create the SRE policy.

Procedure

1. Go toServices & Traffic Engineering > Provision{hgO)> SRTE > Policy
2. Click Impor above the table.

3. Download the sample .jsaor .xml file which will serve as a template for the required configuration.
In the Import Service dialog, click tBewnload sample .json and .xml files (.zilmk.
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Import Service X
L Sample xmi or json files contains basic service parameter

that can be modified in your local machine, and then imported
back into crosswork to create a new service.

Search to identify service type of imported file

v

File Name

|/ Browse \|
A\ S

I Download sample json and .xml files (.zip) I

Ty
Import | Cancel
. vy

4. Unzip the downloaded file and openBplicy.xml in an XML editor.

5. Edit the xml fileas required. Provide a name for the-BR policyand specify the SID list to be associated with this

policy. Save the xml file.

<cenfig zmlns="http://tail-f.com/ns/config/1.0">
<sr—te xmlns="http://cisco.com/ns/nsc/cfp/cisco-tsdn-sr-te">
<policies xmlns="http://cisco.com/ns/nso/cfp/cisco-tsdn-sr—te—-sr-
policies™>
<policy>
<name> L2VEN NM—-P2P-SRTE-PE-C-240</nams>
<head-end>
<name>PE-C</nams>
</head-end>
[<tail-end>100.100.100.5</tail-end>]
<color>240</color>
<binding-sid>240</binding-sid>
<path>
<preference>l</preference>
<explicit>
<sid-list>
“<names LQ?PN_N'M—PZP— SRTE-FE-C-240</nams>
<welght>1l</weight>
</sid-list>
</policies>
</ zr-te>
</config>

6. Inthe Import Service dialog, seldblicyas the type of file to import, browse to the edited xml file, and click
Import. If there are any errors in the file, you will be notified. If there are no errors, the file will be imported. The
policy will be created and the devices will be configured accordingly.

7. Checkwhetherthe newSRTE policyappears in théPolicytable and its FPovisioning State iSuccess

8. ClickX in the Actions column and choo§®onfig Viewto see to see the Yang moeehsed service intent data that
details the SR'E policy you created. You can also check the devices themselves to make sure that they were
provisioned correctly.

Step 4. Create and provision the L2VPN service

In this step, we will create and provision a P2P VPN service withaPH PEC as the endpoints. The VPN service will
reference the SRE policies we created in the previous step to ensure thatrtféc traversing the VPN will follow the
path defined in the SID lists.

As we did with the SRE policy, we will create the VPN service by importing an xml file containing all the required
configurations. Once we have provisioned the VPN service, Weditiit in the provisioning Ul in order to associate the
SRTE policies.
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Procedure

1. Go toServices & Traffic Engineering > Provision{hgO)> L2vpn > L2vpiervice
Click Impor above the table.

If you did not download the sample .json or .xml fileSiap 3,do so now.

A w0 DN

Openl2nm.xmlin an XML editor.

5. Edit the xml file as required. Provide a name for the L2VPN, configure each endpoint, and define the VPN
parameters.

This is the configuration fdPEA in our example:

vpn-node-id @ PE-4
v sipnaling-options [1]
¥y @ {2}
tyoe * vpn-comnon:t-1ldp
v t-ldp-pwe {13}
¥ sc-pd-list [1]
v @ {2}
peer-addr ¢ 189.1808.183.5
ve-id ¢ 249
v vpn-network-accesses {1}
v vpn-network-access [1]
v @ {2}
v connection {2}
encapsulation-type : vpn-common: dotlg
¥ dotlg-interface {2}
12-access-type : vpn-common:dotlg
¥ dotlg {2}
c-vlan-id : 248
physical-inf : GigebitEthernetd/8,/8,/2
id 248

ne-id * PE-A

6. Save the xml file.

7. Inthe Import Service dialog, seld2vpn serviceas the type of file to import, browse to the edited xml file, and
clickimport. If there are any errors in the file, you will be notified. If there are no eritbesfile will be imported.
The policy will be created and the devices will be configured accordingly.

8. Check that the nel.2VPN servicappears in the.2VPN Servidable and its Provisioning State $siccess

9. ClickX in the Actions column and choo§®nfig Viewto see the Yang modélased service intent data that details
the VPN service you created. You can also check the devices themselves to make sure that they were provisioned
correctly.

Step 5. Attach the SR'E policiesd the L2VPN Service
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At this stage, the provisioned L2VPN service you created does not have associateg@Ries that define the transport

path. In this step, we will edit the L2VPN service in the provisioning GUI, attach the releviatp®Rcies teach

endpoint, and reprovision it.

Procedure

1. Locate the L2VPN in the VPN Service table.

2. ClickX in the Actions column and choo&alit

w

4. In the pane that opens on the right, open theeservicemapping > temappingsection.

o

L2VPN_NMP2RSRTHEPEA-240

Noo

8. ClickCommitchanges.

Step 6. Enable Service Health monitoring

Under vpnnodes, selecPEA and click theEditbutton above the table.

In the skpolicy tab, in the policy field, enter the name of the-BIR policy created for P&

ClickXin the topright corner to close the RE pane.

Repeat the above steps for fREandattach the SR'E policyL2VPN_NMP2RSRTHEPEG240.

Note: Service Healtis not generally available yet. At this stage, it is available fotaanech laboratory evaluation

only. Engage your account teahyou are interested in participating in the evaluation.

1. Go toServices & Traffic Engineering > VPN Servigée map opens and a table of VPN Services is displayed to the
right of the map.

2. Inthe Actions column, click for the new service you want tstart monitoring health.

3. SelectStart Monitoring.

* VPN Services
Provisioning

39 e

Success Failed

Health Servic... T

12

0 60 0

12nm-p2p...
12vpn-115...
12vpn-evp..
12vpn-evp..

12vpn-p2p..

o -]

In-Progress

Type

L2vpn-Se...
L2vpn-Se...
L2vpn-Se...
L2vpn-Se...

L2vpn-Se...

Refined By: All endpo... Vv

Health (Monitoring: 5 services)

0® 00

Degraded Down

Total 5 £

Filters Applied (1) ~v

Provisioni... La... @

View Details

S
o Edit/Delete

q
0 Start Monitoring
@ Success  26-Oct...
@ Success  24-Oct...

@ Success  26-Oct...
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Note: The Health column color coding indicates the health of the service: Green = Good; Orange = Degraded; Red
= Down; Gray = Not Monitoring.

4. The Monitor Service pepp appearsSelect which service to monitand gain clictart Monitoring.

Monitor Service X

(O Gold_L2VPN_ConfigProfile system  gjlyer_L2VPN_ConfigProfile system

Thresholds to use for Gold L2VPN...
Thresholds to use for Silver LZVPN services

@ Silver_L2VPN_ConfigProfile system
Cpu Threshold Max 70.5 % -

Jitter Rt Threshold 120 sec

Thresholds to use for Silver L2VP...

Latency Tway Threshold 1000 sec
Latency Rt Threshold 1000 sec
Max Acceptable In Out Pkt Delta 200
Memfree Threshold Min 10

Start Monitoring

Noteeb2¢ GKIF(G @2dz KF@S &A0GFNISR Y2yAl2NAy3a (KS KSItfiK 2F
additional Service Health optionStop Monitoring Pause Monitoring Assurance Graph

View Details

Edit/Delete
Stop Monitoring
Pause Monitoring

Assurance Graph

5. Repeathis step br each new service yowishto start health monitoring.
6. ClickXin the topright corner when you are done.
Step 7. Visualize the L2VPN on the Map

In this step wewill take a lookat the representation of the L2VPNonthembpy R 6 SQf f aSS GKS LI GKa
from PEA to PEC and vice versa, based on the explickT&olicies we created.

Procedure

1. Inthe L2VPN Service table, in the Actions column for the new VMBRX elnd choose/iew Detailsfrom the
menu. The map opens and the service details are shown to the right of the map.

or

Go toServices & Traffic Engineering > VPN Services
The map openand a table of VPN services is displayed to the right of the map.

a. Click on the VPhh the Services tabldf there are many services in the table, you can filter by name, type,
or provisioning state to help locate the VPN.
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i. Inthe map, you will sethe VAN as an overlagn the topology It shows a representation of the endpoints
and a dashed line that indicates that it is a virtual path.

Note: ~ The image below shows the VPN overlay in the geographical map. Use the buttons at the top right of the map

® to toggle ketween the logical and geographical maps.

% ¢{) VPN Services Refined By: All endpo... v/
© 12nm-p2p-240
Show Participating Only 4 . & Provisioning Health (Monitoring: 6 services)
. 0 (o] -] 5@ 19 (4]
fated  weovoem: | ioad  .Dwedes  bow
Total 1 &
+ Create Filters Applied (1) v [y
Health  Service Key Y Type Provisioning State LostUpda.. ©®  A..
20m
: I ° 120m-p2p-240 L2vpn-Service @ Success 27-0ct-2021
Daren
o~ United States,

tlow

%

Gulf of

Mexijco
Mavicn .

Bahamas

j.  Select theShow Participating Onlgheck box if you do not want to see the devices that are not involved in
the selected VPN.

i Locations
& ¢{) VPN Services Refined By: All endpo.., v/
Provisioning Health (Monitoring: 6 services)

80 0o 0oe 5@ K] e

Success Flea n-Progress Geod Degraced own

© 120m-p2p-240
(B Show Partcipating Only o - 3 ~

Total 1 £
+ Create Fiters Applied (1) v [y
Health Service Key T Type Provisioning State LastUpda.. @  A.

12nm

I o 120m-p2p-240 Lovpn-Service @ Success 27-0ct-2021

United States

o R

2. Under the Actions column, cliekand chooseView Detailsto drill down to a detaégd view of the VPN service,
including the device configurations and the computed transport paths.

3. Inthe Transport tab, select one or more-BR policies to see the path from endpoint to endpoint on the map. The
image below shows the path for REto PEA. TheShow IGP Patbheck box in the top left corner of the map is
selected so the physical path is shown. The dashed line indicates that this link is being used to transport multiple
services.
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Step 8. Inspect a degraded servicsing Service Healtnd Last24HrMetrics to identify issues

Note: Service Healtis not generally available yet. At this stage, it is available fotaanech laboratory evaluation
only. Engage your account team if you are interested in participating in the evaluation

In this stepwe will review the Service Health assurance graph and utilizé st 24Hr Metricto identify issues within a
specific time range. By isolating the issues within a specific time range, you can drill down on the details that may have
caused the degraded (or downgrsice that can lead to troubleshooting the service or the node to address detailed
symptoms. For this example, we will inspect a degraded service.

1. ClickXin the top right corner to return to the VPN Services list

2. Click on the name of a service tteitows as being degraded. The map will update to highlight the service you
selected.
Degraded services show an orange icon in the Health column. You can filter by health state by clicking in the space
at the top of the column and selecting the appropriateef. To clear the filter, click th¥ next to the designated
filter appearing in the space at the top of the column and it will remove all filtering and default to showing all VPN
Services in the list.

Note: If a service is not yet being monitored, the icarthe Health column will show as grey. To enable
monitoring for such a service, clizkand selectStart Monitoring.

3. Inthe Actions column, click and clickView Details The Service Details panel appears on the right side where you
can review Active Synipms for the service (including the Root Cause, Subservice, Priority, and Last Updated
details) present in the Health tab if the service is being currently monitored. Review the details provided
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) Service Details I x

Name 12nm-p2p-240
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L2VPN_ConfigProfile sys... ®

Health Transport Configuration < Path Query

Active Symptoms (2)

Total 2 4% EJ

Root Cause @ Subservice Prior... 4 Last Updated
VPWS State degraded. Device: 172.16.1.11... subservicevpws.c... 15 27-0ct-2021...
VPWS State degraded. Device: 172.16.1.11...  subservicevpws.c.. 15 27-0ct-2021...

4. Click on a Root Cause and view both the Symatails and the Failed Subexpressions & Metrics information.

Y Service Details X

Name 12nm-p2p-240
Provisioning Success

Health @ Degraded | Monitoring Profile Gold_L2VPN_ConfigProfile sys... (1)

Health Transport Configuration «} Path Query
v Symptom Details X =
Name VPWS State degraded. Device: 172.16.1.118, XConnectGroup: |12nm-p2p-
240, XconnectName: |2nm-p2p-240
Sub Service subservice.vpws.ctriplane.health system
Last Updated 27-0ct-2021 03:56:16 PM GMT+3

~ Failed Subexpressions & Metrics

Show Only Failed @ Expand All | Collapse All
Name Expression
Value
@ xconnect_state == ‘up’ && ac_state == 'up’ && evpn_state == 'up’ false
™ subExps
Q xconnect_state == 'up’ && ac_state == 'up' && evpn_state == 'up' false
] xconnect_state == 'up’ && ac_state == 'up’ && evpn_state == 'up’ false

> symptomMetrics

V' subExps
] Xconnect_state == 'up' && ac_state == 'up' && evpn_state == 'up’ false
(] xconnect_state == "up' && ac_state == 'up' && evpn_state == 'up’ false

> symptomMetrics

> subExps

5. To further isolate the degraded service details, cdk the topright corner to return to the VPN Services.list

6. Again, click on the name of the degraded service in the list. The mappdéteiand isolate the corresponding
devices participating with that service.

Within the map, to view further service health details, do the following:
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a. Inthe map, hover your mouse over the device showing as degraded and its smaller badges that indicate
health status and review the pepp information relating to its Reachability State, Host Name, Node IP,

and Type.

b. At the topleft of the map panel, you may also select Bleow Participating Onlgheck box so the map
only shows the participating serviee

7. Inthe Actions column, clicK for the degraded service in the list and cligsurance GraphThetopologymap of
services and subservicappear with theService Detailpanel showing Service Key, Status, and Sub Services
details.Metrics also appear, suds JitterRT (Jitter Round Trip), LaterRY (Latency Round Trip), Pktl-Dss
(Packet Loss from Destination to Sour@)d PktLosSD (Packet Loss from Source to Destinatiddlitionally,a
table of Active SymptomBstingRoot Cause, Subservice, Pitigrand Last Updated detaiils populated

Note: This will take time to update after a service has been enabled for monitoring, and may take-ifto 5
minutes.

8. At the topright of the screen, select th®how Historymode toggle The historical Date Ranggaph appess.
Thisgraph shows different ranges of historical health service monitoring details from one day (1d) up to sixty days
(60d).
You can select thet) icon at the topright to zoom in on the event or use your mouse to draw a rectangle over
events to further zoom. Events that are consecutive may appear as a line of white space

Note: After selectingShow History the Date Range graph opens by default to the range of oneldhylf no
events of significance have occurred over the last day, or evireilast several days (such Egto 3d), it is
possible no data is available to display. Select a different time range, startin§ditittbroaden the data

collection range that is available to display

Assurance Graph: L2ZNM-P2p-SRTE-803 Show History (
[ElDate Range 1d 2d 3d 5d 10d 20d 30d 60d
No Data to Display for selected Date/Day Range. Please select a different time range
Assurance Graph: LZNM-P2p-SRTE-803 Show History (
[E] Date Range 1d 2d 3d 5d 10d 20d 30d 60d @OaMa o
| Recent Evert |
LLC ] L _J

30 Ot

®Good  @Degraded @ Down Paused @ Initiated

Note: When you select an event on the Date Rang®ph, a tool tip with information about that event appears
(such as date and time of the event, and severity level and number of symptoms). Click anywhere within the chart

to hide the tool tip.

9. Review the Root Cause information by either hovering ypause over a particular row or click the arrow to
expand the Service Details panel to full screen mode. Columns can be resized using your mouse or you can select

the gear icon to deselect or select columns you want to appear
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Note: Once you enabl&how Historymode, Root Cause information in the Active Symptoms table will start to
show the blue Last 24Hr Metrics icon. Data from the device will be initially delayed, however, and may take some

time beforeLast24Hr Metricsbegins to populate with data. Until thethe value of zero is reported.

') Service Details
Service Key LINM-SRTE-107-PE-3-6
Status Q) Degraded
Sub Services 12 (Up 7, Degroded § Down O
Symptoms (3)
oy
Root Cause  (7) SuLserne
f 1 t ﬂ D8I sbgp
1 N . £V0rATe 6000

10. You can also use the map and click on the degraded node to bring up Service Details information on both Active

Symptoms and Impacted Services
1 Active SymptomsProvides symptom details for nodes actively being monitored
1 Impacted ServicesProvides information for services that are impacted by issues based on historical
monitoring of health status

Note: If you view the Subservice Details panel, each subservice metric-RittdratenciRT, PktLosBS PktLoss
SD will initiallyNB L2 NI | @t dzS§ 2F T SNRo . &SR 2y | RS@AOSQa
metric values to begin reporting.
11. Use the active and impacted informationittspect the degraded service details to determine the issues that led
to the degraded service
12. To further isolate the possible issues and to utilizelthst24Hr Metrics perform the following steps:

In the Date Range graph, use your mouse to select the range of historical health service monitoring details
from one day (1d) up teixty days (60d).
Note: At the top-right of the Date Range graph, select the appropriate icons to either zoom in or out, horizontally

scroll through the date ranges, or refresh the graph to go back to the most recent event, for exaimyplean
also use your muse to draw a rectangle over events to further zoom in on degraded devices. Events that are

a.

consecutive may appear as a line of white space.

b. Click on a degraded service in the graph. The Service Details panel reloads, showing any active symptoms and

the root causes to be inspecteBxpand the table and information as necessary for further details.
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13. Next,select theShow: Down & Degraded Onbheck box in the tofeft corner of the map so only Subservices
which aredegraded, along with other dependent but healthy subservices, appear. Inspect the Service Details panel
showing the active symptoms and their root cause

14. Deselect theShow: Down & Degraded Onbheck box and select tHeoft Dependenciesheck box in thedp-left
O2NYySNI 2F (GKS YI L {2Fd 5SLISYRSyOASa AYLIASa GKFG I OK
KSFEGKe® ''a | NBadzZ 6§ GKS RSINIRSR KSFHEGK 2F (KS OKAfR
Use thet or ¢ symbolsm the bottomright corner of the map to zoom in or out on services mapped. Sele@ tihe
view the Link Color Legend that explains all of the icons, symbols, badges, and colors and their definitions.

Note: You can also select tf&ubservicescon in the topright corner of the map to show service appearance
options.

15. Selectthe degraded service in the map to show the subservice details

16. Select theActive Symptomdab to show any root causes for the service health details that are displayed and then
select thelmpacted Servicetab to show services where their health is degraded
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17. ClickXin the topright corner to return to the VPN Services list and in the Actions columnXcfmkthe degraded
service in the list and clickssurance Grapto show the Service Details panel

18. Again, select th&how Historytoggle in the topright corner d the Service Details panel before selecting the blue
metrics icon in one of the Root Cause rows. The Symptoms Metriast 24 Hr bar chart appears.
This chart provides details of the metric patterns for different sessions states (such as activailédlgfor
individual root cause symptoms with Status, Session, Start Time, and Duration information to assist in
troubleshooting prevailing issues. Use your mouse to hover over the chart to view the different.details

Summary and Conclusion

In this sceneo, we observed how simple it is to create explicitTERpolicies and attach them to a L2VPN service in order
mandate a static path for the missiamitical traffic.We saw how editing a prdefined template and then importing it into
the system enablequick and easy provisioning of services andlERolicies. We were then able to visualize the actual
traffic paths on the mapL.asty, we used Service Health to monitor the health of the new service using the Assurance
Graph,Last24hr Metrics, and SubErgssions metrics to view when service may have been up, degraded, or down, and
what the root causes were identified.

Scenario 4 Provision an L2VPN service over an RS unnel with reserved bandwidth

Scenario Context

Forthe continuous stream transission required forich data media types, such ssleo and audipbandwidth

reservation is often required to provide higher quality of service. Cisco Crosswork Network Controller supports the
creation and management of RSVE tunnels to reserve guaraei@ bandwidth for an individual flovRSVP is a pélow
protocol that requests a bandwidth reservation from every node in the path of the flow. The endpoints, or other network
devices on behalf of the endpoints, send unicast signaling messages to establiskervation before the flow is allowed.

If the total bandwidth reservation exceeds the available bandwidth for a particular LSP segment, the LSP is rerouted
through another LSR. If no segments can support the bandwidth reservation, LSP setup thisRBUP session is not
established.

In this scenario we will
8 Create RSVIPE tunnels with reserved bandwidth.
o Enable Bandwidth on Demand functionality.
8 Provision a VPN service froREA to PEBand attach the RSVPE tunnels as underlay configuration.
8 Visualize the path of the traffic when link utilization is below the bandwidth threshold. This path would change if
the bandwidth utilization on the link crossed the specified threshold.
Assumptiors and Prerequisites
8 For transport mapping to L2VPN service, devices must be configured wiwvitre allcommand.
8 For Service Health enablement and usage to monitor a services health, Service Health must be installed.

8 For initializing aeuristic Package to monitor health of a services (optiosad) the Appendisection,nitializing
Heuristic Packages to monitdrd health of a servigdor detailed stepgo be performed prior to starting
monitoring.

Workflow
o Step 1Create an RSVFE tunnel for both directions of the L2VPN
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o

Step 2Create the L2VPN serviaadattach the RSVP tunnel to the service

Step 3Visualize the L2VPN service on the map

Step 1. Create an RSVFE tunnel for both directions of the L2VPN

In this step, we will create an RSVP tunnel from P& to PEB and fromPBtoPE X YR ¢S Qf f hofB & SNI

1200 on the link.

1.

2.

Go toServices & Traffic EngineeringP¥ovisioning(NSO) > RSVFE > Tunnel
Click+to create a newRSVHE tunnehnd give it a uniqgue namée&lickContinue

In the Identifier field, enter a numeric identifier for the tunnel. You will use this identifier later when you associate
this RSVAE tunnel with the L2VPN service. For this example, the identi@2i3

In the source and destination fields, enter tliwpbackO IP address of the source®End the destination (PE)

devices. This is the TE router ID.

To find the TE router ID, go to Topology and click on a device in the map or in the list of devices. The Device Details
pane opens and the TE routerifbshown under the Routing section.

Device Details

Details Links

W Summary

Host Name PE-A
Reachability State ) Reachable
Operational State ) OK
Node IP  172.16.1.45
Civic Address Chennai, Tamilnadu, India, Asia, 600002
Geo Location Latitude 30.000000, Longitude B0.000000
Device Group All Locations = Unassigned Devices
Product Type ciscoCRS165
Connect To Device  [F] 55H IPud
Last Update 02-Mar-2021 10:55:13 PM GMT+2

s+ Routing

5.

TE Router ID  100.100.100.5

ISIS System ID  Q0Q00.0000.0005 Level-1/2
ASN 1

Define the endpoints:

a. Under heaeend, select the headend device from the dropdown list.

b. Under taitend, select the tailend device from the dropdown list.

Reserve bandwidth on the link. Underlt@ndwidth > generic, mer the bandwidth threshold for the link.

Define the path of the RSVIFE tunnel. You have the option to define an explicit path or to have the path locally
computed by the participating devices. Alternatively, you can have tHeCG3Rcompute a path dynasally. For
this scenario we will have the path locally computed.
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a. Under p2pprimary-paths, dick+to create a newpath.

b. In the pane that opens on the right, give the path a name.

c. Select the path computation methagipath-locally-computed

d. Specify a numeric preference for the path. The lower the number, the higher the preference.

e. Define the optimization metric, in this casgp.

RSVP-TE Tunnel {L2VPN_NM-P2P-RSVPTE-PE- . p2p-primary-path{L2VPN_NM-P2P-RSVPTE-PE-A-
A-2220} 2220}
signaling-type name *

te-types:path-setup-rsvp | (D L2VPN_NM-P2P-RSVPTE-I (%)

path-computation-method

head-end *
ath-locally-computed
PE-A x v | @ p y p v @
) preference
tail-end 1 @
PE-B x v | (@

> optimizations
s te-bandwidth
technology > explicit-route-objects-always
generic

generic

1200 ®

> p2p-primary-paths

> traffic-steering

( Dry Run) ( Delete ) ( Cancel)

8. ClickCommit Changes

9. Verify that the RSVAPE tunnel appears in the list of tunnels and its Provisioning &t&teccess
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A / Services & Traffic Engineering / Provisioning

Services/Policies Tunnel
RESOUrce Fool -
« L2VPN
Name
ID-Pools

L2vpn Route Policy

L2vpn-Service

Total 5| Last Refresh: 01-Apr-2021 11:30:58 AM GMT+3 | & | ¥

Provisioning State Date Created Acti...

~ L3VPN

L3vpn Route Palicy

IETF-RSVP-TE-1 @ Success 28-Mar-2021 09:55:47 AM G...
IETF-RSVP-TE-2 © Failed @ 31-Mar-2021 12:32:28 AM G..
|I L2VPN_NM-P2P-RSVPTE-PE-A-2220 @ Success 17-Mar-2021 11:28:30 AM G...
L2VPN_NM-P2P-RSVPTE-PE-B-2220 @ Success 17-Mar-2021 11:28:32 AM G...
rsvp-TE-demeke @ Success 17-Mar-2021 07:49:42 PM G...

L3vpn-Service
VPN Profiles
~ RSVP-TE

Tunnel

10. Click on the tunnel name to visualize the tunnel on the map and to see the tunnel details.

= Show Traffic Engineering ~» = Device Groups All Locations

[¢ Saved Views Select a saved view

Save View v

All Locations e M!lll\e.al]OIIS : A N
YAKOT INSIN s .
" [] show Participating Only it RS < > RSVP-TE Tunnel Details X
210UX Falls \
S|
vetrait Summary
NEBRASKA $OINA . N
e iy Chieyonre Smana Ehlemo Headend  ®PE-A (100.100.100.5)
: Endpoint @ PE-B (100.100.100.6)
B IN
£a1 o NIlD United States @ Tunnel ID 2220
P-BOTTOMLEFT : 5
KANSAS BRG] Description =
PE-B " NTL Path Name L2VPN_NM-P2P-RSVPTE-PE-A-2220
LSPID 2
jas /| v~ OKLAHOMA
= / Santa Fe = ] Path Type  Unknown
Flagstaff/ A - 2 e s
il See more v
s MIS51551PF 1 ALAGALP-TOPRIGHT s 5 :
. st Shreveport .t GEORGIA Explicit Route Object (ERO)
e By 4 . Hop Node P Interface Name
P-BOT I(J\\R!(jrfﬂ LOUISIANA
SONDR \ P B . Tallahassee 0 P-TOPLEFT 20.20.10.2 GigabitEthernet(
ONDRA T e \ " Houston New Orleans
Hermasillo i 5 RN e ontanlo BLOF 1 P-TOPRIGHT 20.20.10.14 GigabitEthernet(
Chihuahua \ +
OAHUI \ CorpusEhrist 2 PE-B 20.20.10.26 GigabitEthernet(
B, Torresn “Matamoes Gulf o g Auto-Focus | <4 3 PE-B 100.100.100.6
by N.L . « B »
o DURA Mexico

Step 2. Create the L2VPN serviaadattach the RSVP tunnel to the service

In this step, we will create a P2P L2VPN service using the provisioning GWiv#ng to create the service by importing a
template, refer toScenario 8 Mandate a static path for an EVRNPWS service using an explicitT&Rpolicy

1. Go toServices & Traffic Engineering > Provisioning (NSO) > L2VPN > L2vpn.Service

2. Click + tccreate a new service and give it a unique na@kckContinue
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3. Choose vprcommon:tldp in the vprsvetype field.

4. Define each VPN endpoint individuailfPEA and PEB.
a. Under vpnnodes, click.
b. Select the relevant device from the woode-id and nedid dropdown lists and clic€ontinue
c. Enter the local autonomous system number for network identification.

5. Define the LDP signaling options by creating one or more pseudowires. In this case, specify the TE router ID of the
peer device (PB), and provide a uque numeric label to identify the pseudowire.

6. Attach the RSVP tunnel to the service:
a. Underte-servicemapping > temapping click thete-tunnel-list tab.

b. Click theetf-te-servicetab.

c. Enter the name of the RSMIE tunnel you want to attach to this L2VB&ivice. The tunnel ID will be extracted
from the tunnel configuration.

v te-service-mapping

v te-mapping
te
sr-policy te-tunnel-list

v te-tunnel-list

Enable te-tunnel-list -C)

tunnel-te-id-source *
te-tunnel-id ietf-te-service
ietf-te-service -
L2VPN_NM-P2P-RSVPT (@)

fallback
disable v (@

»

Note:  If you have an RSVIFE tunnel on the device that was configured externally to Cisco CrosBlstwiork
Controller, you can provide the tunnel ID under thet@nelid tab.

7. Define the VPN network access. In this case, we are using dotlq encapsulation and we have specified the physical

interface (GigabitEthernet0/0/0/2) and the VLAN ID (2220).

8. Follon the above steps for PE as well.

9. ClickCommit ChangesVerify that the L2VPN appears in the list of VPN services and that its Provisioning state is
Success
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A / Services & Traffic Engineering / Provisioning

Services/Policies
2. Recent
~ Global
Resource Pool
~ L2VPN
ID-Pools
L2vpn Route Policy
L2vpn-Service
~ L3VPN
L3vpn Route Policy
L3vpn-Service

VPN Profiles

L2Zvpn Service

¢ e

Vpn Id

L2NM-EVPN-EXPLICIT-180
L2NM-SRTE-PW-DYNAMIC-190
L2VPN_NM-EVPN-VPWS-NATIVE-200
L2VPN_NM-EVPN-VPWS-SRTE-230
L2VPN_NM-EVPN-VPWS-SRTE-ODN-250

L2VPN_NM_P2P-NATIVE-210

Total 15| Last Refresh: 04-Apr-2021 12:22:38 PM GMT+3 | O [ {#

L2VPN_NM_P2P_RSVPTE-2220

L2VPN_NM_P2P_SRTE-240
|2Znm-p2p
|2vpn-p2p-rsvp

Step 3. Visualize the L2VPN service on the map

Ly GKA& adSL) 6SQff GF 0K S [fh22t1b 20y G(0KKSS NE LUBE &SRy (sl Skt 2ty a25FS
from PEA to PEB and vice versa, based on the RS¥Runnels we created.

Procedure

Provisioning State Date Created Actions
@ Success 17-Mar-2021 11:29:22 AM GMT... =
@ Success 17-Mar-2021 11:31:14 AM GMT...

@ Success 17-Mar-2021 11:27:32 AM GMT...

@ Success 17-Mar-2021 11:28:27 AM GMT...

@ Success 17-Mar-2021 11:28:09 AM GMT...

@ Success 17-Mar-2021 11:27:19 AM GMT...

@ Success I 17-Mar-2021 11:28:45 AM GMT...

@ Success 17-Mar-2021 11:27:51 AM GMT_..

Q Failed @ 28-Mar-2021 09:57:03 AM GMT_

@ Success 31-Mar-2021 02:31:37 AM GMT_. -

1. Inthe L2VPN Service table, click on the service name. The map opens and the service details amethkavght

of the map.

or

Go toServices & Traffic EngineeringPN Services
The map opens and a table of VPN services is displayed to the right of the map.

Click on the VP the Services tableWhen there are many services in the table, you caerflity name, type, or
provisioning state to help locate the VPN.

In the map, you will sethe VPN as an overlan the topology It shows a representation of the three endpoints
and a dashed line that indicates that it is a virtual path.

Note: The image below siws the VPN overlay in the geographical map. Use the buttons at the top right of the

map @ to toggle between the logical and geographical maps.
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A / Services & Traffic Engineering / VPN Services Last Refresh: 04-Apr-2021 12:59:37 PM GMT=3 | ¢

[ Show VPN Services ~ = Device Groups Unassigne... -~ [ Saved Views Select a saved view . Save View v
A1l Locstions / Unassignad Devices TN ESgTH \,7\
Minneapoli | . .
[ Show Participating Only I;:-"..‘;Iu-_ nMeapels) i v oS < > Service Details ses x
HL " - |II
H =
WYOMING Siowcfalls = 1 Name L2VPN_NM_P2P_RSVPTE-2220
/
Dctr{nit
.
—— 10WA Y e Summary Transport
Cheyenne Omaha Chicago _—
Saltiake City L] k
T OHIO v Configured Data
. INDIANA
UTAH @ United States :
FHOTTOMLEFT s View -
KANSAS
2 PE-C M1ssquert .
- v object {1} o
-"’ A5 KENTUCKY
’ "-‘ \ v ietf-l2vpn-ntwivpn-service {3}
l' o
e . OKLAHOMA ’.“‘ TENNESSEE v vpn-nodes {1}
Santa Fe J
. -nod 2
Flagstaff 3 ! Amaritlo .." Merphis ¥ vpn-node [2]
ARIZENA MEXICO - / v @ {5}
y ! B L .
P TOF‘LEXFT @ o MIS51SSIPPI ALABAMR TOPRIGHT vpn-node-id : PE-A
P & hrem . GEDRGIA i fne- :
— et e PE-A, Shreveport | achson ¥ signaling-options [1]
3 e {2
P-BOTTOMRIGHT LOUISIANA v o {2}
OMORA 1 . Tallal'.lassee type : vpn-common:t-ldp
L \ fo—y LY, New Orlgans
. UL L \"".JH San Antonio Reusl ELod v t-ldp-pwe {1}
Hermosillo o \
Chitiahya . v ac-pw-list [1]
COAHUILA ™y Corpug@hmst
| + v o {2}
B.C.5H Torredn "'Ma_tql:'mros Gulf of -
N N.L .
RANGO Auto-F -
La Paz b QufANS s AL Mexic stoTrecus E Copy To Clipboard
Mexico

Havar

2. To see the hops in the route between-REnd PEB, click the Transport tab and select one or more of the
underlying TE tunnels to see the path from endpoint to endpoint on the map. The image below shows both RSVP

TE tunnels selected in the Transport tab and the route from\R&PEB and from P to PEA is shown on the
logical map.
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f / Services & Traffic Engineering / VPN Services Last Refresh: 04-Apr-2021 12:56:32 PM GMT+3 | ¢

[ Show VPN Services v = Device Groups Unassigne... -~ [# Saved Views Select a saved view . Save View ~
All Locations / Unassigned Devices
[ show Participating Only Show Groups | @ < > Service Details ses x
=
- Name L2VPN_NM_P2P_RSVPTE-2220
A
Summary Transport
RSVP-TE Tunnels Selected 2/ Total 2 4

P-BOTTOMLEFT
Ad
Tunnel.... He. .. En._. A o A

2220 PE-A PEB
PE-A P-TOPRIGHT PE-B ° °
P-TOPLEFT
G 2220 PE-B  PE-A o ()

P-BOTTOMRIGHT

Auto-Focus || + [ 3

3. As the RSVPE tunnels are configured with a reserved bandwidth, if the bandwidth utilization across the link
exceeds the specified bandwidth, the path would be rerouted.

Summary and Conclusion

This scenario illustrated how to create RSNEPtunnels witleserved bandwidth and attach them to an L2VPN service to
meet the high quality of service requirements for continuous streaming of rich data media. We observed the path on the
map. This path would be recomputed if the bandwidth utilization on the linksad the bandwidth reservation threshold

Scenaridb ¢ Provision a Soft Bandwidth Guarantee with Optimization Constraints

Scenario Context

Service providers must be able to provide fast connections with the lowest latency possible to meet the needs of
Odza i 2 YSNRQ LISF] GNIFFAO dziAft AT FdA2y GAYS& yR (G2 Reéeyl YAO!
throughout the day. For this purpose, the operator might need to reserve bandwidth on specific links to ensure a

dedicated path thatan handle a set amount of traffic with a specific optimization intent. The Bandwidth on Demand

(BWaoD) feature within Cisco Crosswork Network Controller enables this functionality. Paths with the requested bandwidth

are computed when availabl#.a paththat guaranteeshe requested bandwidtitannot be foundan attempt will be

made tofind abest effortpath.

In this scenario, we will use BWoD to calculate the lowest TE metric path with a specified amount of available bandwidth
between two endpoints.

This scenario uses the following topology as a base:
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Canada

Mexico

' & |{) Traffic Engineering

= SR-TE  RSVP-TE

3 8 oe
PCE Init

10e

PCCInit | Admin Down  Oper Up

SR POLICY

[Fo=]B)

Headend Endpoint

2.cisco.com

F2.cisco.com 0.com
F2.cisco.com F7.cisco.com
F2.cisco.com F7.cisco.com
F2.cisco.com F7.cisco.com
F2 cisco.com F7.cisco.com

F2.cisco.com F7.cisco.com

F2.cisco.com F7.cisco.com
F2.cisco.com
F7.ciscocom  F2.cisco.com

[] Facscocom  F7.cisco.com

Auto-Focus

Venezuela

Refined By: Headend ... v

10

Oper Down

Selected 0 / Total 11 £

d

Color Admin St... Oper Status Actions

44444
4444
7771717

8888

PO0DO0Q0OOOLOOPO
OPOPO0POCOOO0BOOO

7101

The goal is to create a path from F2.cisco.com to F7.cisco.com that can accommodate 250 Mbps of traffic while keeping
the utilization at 80%BWoD will initially try to find a single path to accommodadte tequested bandwidth without
exceeding the utilization threshold. If a single path cannot be found, BWoD may recommend splitting the path.

In this scenario we will:

o«

8 Configure and enable ByD.

Orchestrate a new SRE policy with bandwidth and TE constraints.

8 Verify the state of the SRE policy and view the path on the map

Workflow

o Step 1Create a BWoD SR Policy with the Requested Bandwidth and Optimization Intent

o Step 2Enable and Configure BWoD

5 Step3+t SNATe GKI G GKS

L2f A0 Q8 2LISNF GAZ2YVE

Step 1. Create a BWoD SR Policy with the Requested Bandwidth and Optimization Intent

1. Go toServices & Traffic EngineeringPr¥ovisioning(NSO)> SRTE > Policy

2. Click+to create a newSRTE policyand give it a uniqgue namelickContinue

3. Define the endpoits:

t adld

[axN
[
w
S
Qx

V26

a. Under headend, click+ and select the headend device from the dropdown list and €icktinue ClickXto

close the Headend pane.

b. Enter the IP address of the ta&ihd device.

c. Enter a color to identify the traffic.

4. Define the parameters on which thgath will be computed:

a. Under path, click-.

b. Enter a path preference and cli€ontinue

c. Inthe dynamigpath tab, selecte in the metrictype dropdown list as the optimization objective.
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d. Select thgpcecheck box to have the SRCE compute the paths for this policy.

path{123 }

preference *
123

sr-te-path-choice

explicit-path dynamic-path

~ dynamic

Enable dynamic ()

metric-type

te ~

pee @

> metric-margin

> constraints *

e. ClickXto close the path pane.

5. In theBandwidthfield enter the requested bandwidth in Kbps. In this case, we are requediibilyibps or 250000

Kbps.

head-end *

+]/ @

F2 cisco.com

tail-end *
192.168.100.7 @
calor *
787878 @
binding-sid
@
path *
2l
preference
123
andwidth
250000 @
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6. ClickCommit ChangesThe new policys created and appears in the list of-BR policies. The provisioning state
aK2dzZ R 0SS a{dz00Saaaod¢

Palicy
Mame Frovisioning State Date Created
pwOD-pee ® Success 11-Feb-2021 03:27:17 AM PST

@ Success 11-Feb-2021 03:35:03 AM PST
srie_c_300_ep_100.100.100.3222222 @& Success

10-Feb-2021 06:52:38 PM PST

7. Verify the new policy by viewing its details and its representation on the map:
a. ClickX in the Actions column and choosgew.

b. The map opens with the SREpolicy details displayed to the right of the map.
Note that the operational state of the policy is down because th¢’SR alone is not able to address
bandwidth computations beforéhe BWoD functionality within Cisco Crosswork Network Controller is edabl

A Lecateen

s

[ woomenn | [ SoowPupus Oy . o : -~ B =< srPolicy Details o] | X
o - = = s : S

Summary
Headend  #F2.cisco com (192 158.100.2)

Endpoint  # F7.cisco.com (192.156.100.7)/ 192.168.100.7
Color 787878

PathName  cfg_srte_c_787878_ep_192.168.100.7_discr_1

iD:

Assoclation Source: -
Type: -

PCE Inktiated  false

Delegated PCE  10.194.60.51
MNon-delegated PCEs  10.194.60.52
Afnfty  Exclude-Aty: -
Includa-Any: -
Include-All: -

LastUpdate  11-Feb-2021 11:35:07 AM PST

See more

Segrment Segment Typs Label » Node Interface Sid Type.
No Rows To Show

Step 2. Enable and Configure BWoD

1. Go toServices & Traffic Engineeringdandwidth on Demand

2. Toggle the Enable switch Taue and enter80to set the utilization threshold percentage. To find descriptions of
other options, hover the mouse ov®.

3. ClickCommit Changes
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Bandwidth On Demand C onfi gu ration
Configuration | Basic Advanced
Enable (@)
False -C> True

Step3. + SNRA T &

Primary Objective (%)

Maximize Available Bandwidth

Re-optimization Interval @

60

01 hrs. ~ 1 30mins

( Get Default Values ) ( Discard Changes )

GKEG GKS

L2t A0 Qa

1. Go toServices & Traffic Engineering > Provisioning

2. Inthe Policy table, locate and select the path computed for the endpoints.

Metric Re-Optimization Time (7

2LISNF GA2YI €

Link Utilization (?)

v 80

Qx
[axN
[N
w»
>
Qx

V26

3. The path is shown as an overlay on the map. Checkhimav IGP Patkheck box to see the physical path between

the endpoints.

B showicppan | [B Show Panicipating Orly

Hudson
Bay

Canada

E & () SR Policy Details

<, Summary

2 Headend

w

s, Endpoint
Color

¥ F2.cisco.com (192.168.100.2)
# F7.cisco.com (192.168.100.7)/ 192.168.100.7
787878

Descripton -

Path Name
Policy Type

cfg_sre_c_787878_ep_192.168.100.7_discr_1
Bandwidth on Demand

5

Admin State __ QUp

Binding SID 1005034

F1.cas00.com

nM

F8.cisco.com
United Statés
F2.cisco.com
o :
(32 %
3, R
Gull of
Mexico

Mexico

Summary and Conclusion

ProfileiD -

Uniization
Delay
BWOD Policy Bandwidth
Metric Type

F7.cis00. com
Disjoint Group

5
Sargasso
Fadscocom  Spg

PCE Initiated

Non-delegated PCEs
Cuba Aftnity

,,
“o0ap 544

Path
Segment

Venezuela

Colombia [ Avto-Focus | <4

Segment Type Label » Node.

0 Node SID

0 Mbps

3

250 Mbps

TE

0

10:

Association Source: -
Type: -

false
10.194.60.51
10.194.60.52
Exclude-Any: -
Include-Any: -
Include-All: -

See more Vv

Interface

16007 192.168.100.7 F7.cisco.com

Operators can set and maintain bandwidth requirements based on optimization intent usiBy¥o® functioality

provided in Cisco Crosswork Network Controllgris scenario illustrated how to provision arTRpolicy with a specific
bandwidth request. We saw how to enable BWoD functionality so that traffic is rerouted automatically to maintain
bandwidth reqiirements.This automation alleviates the task of manually tracking and configuring paths to accommodate
bandwidth requirements set by SLAs.
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Bandwidth and Network Optimization

Overview
Objective
Tactically optimize the network during times of congestiongattime.

Challenge

Network congestion leads to poor esmdistomer experiences. If you have poor connections, slow streaming video, and
packet loss, your users will be dissatisfied, which leads to a poor perception of your service in the marketiilace. In
worst-case scenario, your networgsuedead to service level agreement (SLA) or contract violations and the loss of your
brand equity.Network operators need a toolset to help automate bandwidth optimization and efficiently steer traffic with
little operator intervention.

Solution

Cisco Crosswork Network Controlfovides local congestion mitigation (LCM) as a solution for bandwidth management
and congestiomitigation. This isanenhanced functionality introduced in Cisco Crosswork Network Cogrt@0.

Local Congestion Mitigatio(LCM)

Instead of optimizindor bandwidth resource in the network by rerouting traffic in the entire network feme&nd path
optimization), LCM checks the capacity locally, in and around the congested area, at acetevel and reroutes traffic
between the endpoints of the congested interface (local interfemes| optimization). Focusiran an issudocally
eliminatesthe need for simulating edgm-edge traffic flows in the network throughfall traffic matrix whichis both
cumbersome to create anid less scalablas node counts continue to increase.

LCMprovides recommendations tdivert the minimum amount of traffic away from the congested interface to bring it out
of congestion. LCM performs the collectionSRTE policyand interface counterthrough SNMP. It estimates the amount

of traffic that may be diverted and, if the user approves, performs the mitigation through the deployment of Tactical
Traffic Engineering (TTERTE policiesMitigatingcongestion locally does not require the use of the full Segment Routing
Traffic Matrix (SRM). TTE SHE policiesre createdat the deviceon only either side of the congested linkith the

shortest paths possible that do not congest interfaces elsewher

How Does LCM Work?

1. LCM analyzes th@isco CrosswoiRptimization Engine Model (a retine topology and traffic representation of
the physical network) on a regular cadence. This cadence can be configured but should be greater than or equal to
SNMPpolling (5 mins).

2. Inthe followingexample, during one of its polling checks, LCM detects congestion when Node 2 utilization goes
above the 70% utilization threshold.
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Crosawork

Interface Threshold: 70% Optimization
Total Traffic Interface: 800 Mbps
Total SR Policy Traffic: 500 Mbps

SNMP interface and SR policy
headend measurements

Existing SR-TE policy
Node \ """ "sssnnnnnunufNodepununnansnnnnnnnnnnsfiode ---------)
1

Congestion Detected
(Current Utilization: 80%)

3. LCM calculates how much traffic is eligible to divert.

LCM only diverts traffic thas notalready routed byan existingSRTE policyfor example unlabeled, IGRouted, or
carried via FlexAlgo SIDs).

Eligible traffic is computed by taking the interface traffic istiids that account for all traffic on the interface and
subtracting he sum of traffic stastics for allSRTE policieshat flow over the interface

Total interface traffi¢ SRTE policyraffic = Eligible traffic that can be optimized

This process must account for any ECMP splitti®RITE policieso ensure the propr accounting oSRTE policy
traffic. In this example, the total traffic on congested Node 2 is 800 Mbps. The total trafficSeTaH policies
routed over Node 2 is 500 Mbps.

The total traffic that LCM can divert in this example is Bps:
800 Mbpsg 500 Mbps = 300 Mbps

4. LCM calculates the amounf traffic that must be sent over alternate paths by subtracting the threshold
equivalent traffic from the total traffic on the interface. In this example, the amount to be diverted iMb@8:

800 Mbpsg 700 Mbps (70% threshold) = 100 Mbps
LCM must route 100 Mbps of 300 Mbps (eligible traffic) to another path.

5. LCM determines how many TERTE policieare needed and their paths. The ratio of how much LCM eligible
traffic can stay on the shortest path to tl@@nount that must beerouted, will determine the number of TTERTE
policiesthat are needed on the shortest versus alternate paths, respectively.

In thiscase LCM needs to divedane-third of the total eligible traffic (L081bps out of 30Mbps) away fronthe
congested link. Assuming a perfect ECMP, LCM estirthatethree tactical SRTE policiesire requiredto create

this traffic split:onetactical SRTE policy will take the diversiomih andtwo tactical SRTEpolicies will take the
original path. There is sufficient capacity in the path between Node 2 and Node 4. Therefore, LCM recommends
three TTESRTE policie¢each expected to route approximately 18Mps) to be deployed from Nodeto Node 3

via SRPCE:

U two TTESRTE policieso take a direct path to Node 3 (200 Mbps)

U one TTESRTE policyakesa pathvia Node 4 (100 Mbps)
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These recommendations will be listed in th€M Operational Dashboard

LCM Operational Dashboard

doee

Crosswork
Optimization \
Engine ; - OE Model

Assuming you deploy these TSRTEpolicies LCM continues to monitor the deployed TTE policies and will
recommend modifications or deletions as needed in the LCM Operational Dashboa®RTE Bolicyemoval
recommendations will occur if the mitigated interface would not be congesttefe policies were removed,
minus a hold margin. This helps to avoid unnecessanSRTE policychurn throughout the LCM operation.

Usage Scenarios

We will walk you through the following usage scenario that illussé#te execution obandwidth-constraned
optimization and LCM

Scenari® ¢ Use Local Congestion Mitigation (LCM) to reroute traffic on an-utifered link

Additional Resources

Cisco Crosswork Optimization Engine Documentation

Scenariob ¢ Use Local Congestion Mitigation (LCM) to reroute traffic on an ewutlized link

Scenario Context

In this scenario, we will enable LCM and observe the congestion mitigation recommendations to deploy TTE policies when
dziAf AT FdA2Y 2y | RSOAOSQa AY(GISNFI OSa &dzN1J aasSa TieKS RSTAyYyS
policies before committing them to mitigate the congestion.

This example uses the following topology:
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We will observe the actions taken when the link betwdsANCS5501 and PASR9kecomes oveutilized. Note that
there is currently no indicationf congestion on that link.

Assumptions and Prerequisites

The following is a neexhaustive list of higievel requirements for proper LCM operation:
Congestion Evaluation
LCM requires traffic statistics from the following:
8 SNMP interface traffic measurents
s SNMP headend SR policy traffic measurements
Congestion Mitigation

The headend device must support Fi@iiated SRTE policies with autoroute steering.

Devices should be configed withforce -sr -include to enable traffic steering into SREpolicies with autoroute. For
example:

segment - routing traffic - eng pcc profile <id> autoroute force - sr - include

8 The headend device must support Equal Cost MRatih (ECMP) across multiple parallelT&ERpolicies.
For more information, contact your Cisco Account representative.
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Workflow
5 Enable LCM and configuttee utilizationthreshold

8 View link congestion on the map

View TTESRTE policyecommendations in the LCM dashboard

o«

o«

Validate the TTERTE policyeployment

o Remove the TTERTE policiesipon LCM recommendation

Step 1. Enable LCM and configuttee utilizationthreshold
1. Go toServices & Traffic Engineering > Local Congestion Mitigati@omainID > >Configuration
2. Toggle the Enable switch Toue and enter the global utilization threshold you want to settHis case, the

threshold is set a12%, and the Interfaces to Monitor > Selected Interfaces option is selected.

To see informatiomboutother configuration options, hover the mouse 0@
Configuration

Basic Advanced

Enable ? Color Utilization Threshold ()
False @ True 2000 12
Range: 1 to 4294967295 Range: 0 to 100
Utilization Hold Margin (2 Delete Tactical SR Policies when Disabled (2 Profile ID 2
5 False . True 0
Range: 0 to Utilization Threshold Range: 0 to 65535
Congestion Check Interval (%) Max LCM Policies per Set (2 Interfaces to Monitor (2)
900 8 @ Selected Interfaces All Interfaces
Range: 600 to 86400 seconds Range: 1to 8

Description (2)

LCM Startup Config

( Get Default Values ) ( Discard Changes )

3. ClickCommit Changes

Step 2. View link congestion on the map

The link between PEASR9k andP1{ wp]l A& y2¢ O2y3ISadGSRe [ SGQa K G

Q)¢
w
w

1. Go toServices & Traffic Engineeringrraffic Engineering

2. Click onthe link to view link details, including utilization information. Note that utilization onRA&CS5501
interfaces has surpassed 128be threshold that was defined in the LCM configuration.
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Canada

PE2-ASROK

peexAvOR. 0 ST oreemennl

A i

eacesy P4-NCSS501

R920-° 7
AshoTPe Gulf of

Mexico Mexico

B« <) Link Details

<

Summary

State @ Up
Link Type L3 OSPF V2
LastUpdate 14-Oct-2021 09:47:55 AM PDT

A Side
Node P4-NCSS5501
TE Router ID 192.168.60.24
IF Name GigabitEthernet0/0/0/4
F net 0/4
PE3-ASROx Type ETHERNETCSMACD
=
Utilization |13.2% (132Mbps/1Gops) ]

1
Muart

Delay Metric 1

7. PE4-ASRSK.0800.com {iba TE Metric 1
; . OSPF Router ID 192.168.60.24
ASRE20-2-PEB Mex i o
8 o AR OSPF Area 0

Vrins

Step 3. View TTESRTE policyecommendations in the LCM dashboard

a8
X

Z Side

P1-ASR9K
192.168,60.21
GigabitEthernet0/0/0/5
GigabitEthernet0/0/0/5
ETHERNETCSMACD
10.10.2.41

9.71% (97.1Mbps/1Gbps)
1

1

1

192.168.60.21

0

LCM has detected the congestion and computed tactiokitjes to mitigate the congestiomwhich we can preview and
then decide whether or not to commit them.

1. Go toServices & Traffic Engineering > Local Congestion Mitigation

When congestion is detected, a domain will have a timestamp of recommended actions.

A / Traffic Engineering / Local Congestion Mitigation

LCM Domains
Domain Identifier 100 Domain Identifier 0
@ Enabled @ Disabled
LCM Start ik s ) LCM Startup Config

Recommendation Available @

2. Open theOperational Dashboar(Bervices & Traffic Engineering > Local Congestion Mitigation > Dohbak ™

> Operational Dashboard

The dashboard shows that the utilization has surpassed 12% and is at 13.01%. In the Recommended Action
column, there is a recommendation to deploy TTE policy solution sets (Create Set) to address the congestion on
the interface. The Expected Util columrosis the expected utilization of each of the interface if the

recommended action isommitted.

Operational Dashboard

# Congested interfaces (1) | @ Mitigating Interfaces (0) | £ Mitigated Interfaces (0)

Commit All Last Recommendation: 12-0ct-2021 09:02:23 AM POT

Node Interface Threshold Util

P4-NCS55  GigabitEthernet0/0/0/1 12%

Urgency: MEDIUM
Evaluatio... 3 LCM State (& Pol... @ Pol... ® Recomm... @
Jrzom # Congested 0 Create Set

Last Refresh: 12-Oct-2021 09:14:03 AM PDT | O

L2
]

) Expected Util @ Solution Up... Actions

11.97% 12-0ct-202

3. To preview theecommended TTE policiedickX in the Actions columiand chooséPreview. You will see a list of
TTE policies for the node and a spedgifterface in this case(igabitEthernet0/0/0/4 Selecta TTE polig to see its
representation on the mapNote the Color IDs to later verify TTE policy deployment.
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I
i & { ) Recommended TTE Policies (Preview)

it < Node P4-NCS5501
Interface GigabitEthernet0/0/0/4

. ! MINN 04 Headend Endpoint Color Recommended Action
s.D MicH Ottawa RS N
AL 2 4
Toranta™ |\
P1-ASROk MASS
= o O P4-NCS5501 P1-ASR9k 1910 CREATE
P2-ASROK 01110 j
il Yeoto:  [DngedsGtes iy e P4-NCS5501 P1-ASROk 1911 CREATE
up
KY VA
Ri N.M Atlanta
TE =
Houstén FLA Sargass
Gulf of iz -
. * Bahamas
Mexico Mexico
Guadalaiara Cuba

4. After you are done viewing the recommended TTE policies on the maamate back to th®perational
Dashboard

5. If you are satisfied with the LCMcommendations, clic€ommit All The LCM State column changes to
Mitigating. Note that all LCM recommendations must be committed in order to mitigate congestion and produce
the expected utilization as shown in the LCM Dashbdgedause of dependenciegtween solution setsthe
mitigation solution is based on all LCM recommendations being committed

Last Refresh: 12-Oct-2021 09:14:03 AM POT | O

Operational Dashboard

# Congested Interfaces (0) | @ Mitigating Interfaces (1) | #% Mitigated Interfaces (0) o
Commit All Last Recommendation: 12-Oct-2021 09:02:23 AM PDT Urgency: MEDIUM
Node Interface Threshold Util Evaluatio... @ LCM State @ Pol... @ Pol... @ Recomm... @ Com... @ Expected Util & Solution Up... Actions
P4-NCS55  GigabitEthernet0/0/0/1 12% |13 01% @ Mitigating 2 Create Set None 11.97% 12-0ct-202

Step 4. Validate the TTBRTE policydeployment

1. CIicko > Eventdab to open the Events window in which you can monitor LCM events. You see events for the
LCM recommenda&tns, the commit actions, as well as any exceptions.

Alarms & Events

All System Network
Alarms Events
Source Y Severity
LCM
LCM for domain 100 @ Info
LCM for domain 100 @ Info
LCM for domain 100 @ info
LCM for domain 100 W Major
LCM for domain 100 @ Info
LCM for domain 100 @ Info
LCM for domain 100 @ Info
LCM for domain 100 @ Info
LCM for domain 101 @ Info
LCM for domain 100 @ info
LCM for domain 101 @ Info

Description

A new recommendation has been created: 2 creates, 0 updates, 0 delete.
Recommendation committed

A new recommendation has been created: 0 creates, 0 updates, 6 delete.
Mitigated interface F2.cisco.com GigabitEthernet0/0/0/5 is down.

A new recommendation has been created: 0 creates. 2 updates, 4 delete
Recommendation committed

A new recommendation has been created: 1 creates, 5 updates, 0 delete.
LCM is enabled

LCM Worker with domain_id: ‘101" has started

LCM Worker with domain_id: '100" has started

LCM is disabled

Creation Time

30-AUG-2021 04:56:33 P..

30-AUG-2021 04:45:31 P.

30-AUG-2021 04:44:51 P..

30-AUG-2021 04:44:50 P,

30-AUG-2021 04:25:46 P..

30-AUG-2021 04:00:46 P.
30-AUG-2021 03:52:29 P.
30-AUG-2021 03:52:11 P.
30-AUG-2021 03:52:04 P.

30-AUG-2021 03:52:04 P

30-AUG-2021 03:52:03 P..

Category

System
System
System
System
System
System
System
System
System
System

System

Selected / Total 929 O £

Filters Applied (1) v

Correlated Alarm

NO
NO
NO
NO
NO
NO
NO
NO
NO
NO

NO

2. You can o view the LCM Dashboard to check that the LCM state chandéitigated for all TTE policy solution

sets.
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; ” LCM Operationa| Dashboard Last Refresh: 2020-Dec-19, 11:24:46 (GMT +08:00) | O
1 Congested Interfaces (0) | @ Mitigating Interfaces (0) | £ Mitigated Interfaces (3) e

Configuration

Commit All Y
Link Management

Node Interface Thresho...  Eval.. &  LCM State (& Policies D... 3  Policy Set.. 3  Reco..®  Com.. ®  Expected.. ®  Actions
LCM Operational Dashboard

BE1-AS..  GigabitEt.. 25% |1 7.43% & Mitigated 2 oK -

PE1-AS..  GigabitEt.. 25% I15.a1% % Mitigated 6 oK - e

3. Confirm the TTE policy deployment visually on the topology map and in th& $Rlicy table.
a. Go toServices & Traffic Engineering > Traffiggireering> SRMPLSab.

- ."Q:ana.ga = . ) )
Dliswouicoran.  DEEAA St wo e M -+ B« <> Traffic Engineering Refined By: Headend ...

i . o«
i ﬁ:‘ - . : 'S SR-MPLS  SRv6  RSVP-TE
_ N ' ‘

12 0 0® 80 4O
PCEMt PCCINR | AdminDown OperUp  OperDown

SR POLICY Selected 2 / Total 12
&
Headend Endpoint Color Admin... Oper ... Actions

%

[ PE2-AS.. ASR903.. 2000 -

[] ASR920.. ASR903.. 2001 -

[J ASR920.. PE2-AS.. 3030

[] ASR903.. PE2-AS.. 3040 5

[] ASR903. PE4-AS.. 5555

P4-NCS.. P1-ASR% 1910

P4-NCS.. P1-ASR% 1911

ASR903..  PE4-AS.. m9m
ASR903..  PE4-AS.. 2000
ASRO03..  PE4-AS.. 2001
ASRAN PFA-AS 2201

A

PDOOOQOoOo0o OO0
2000090000000

b. Select one of the neBRTE policieand view theSRTE policydetails (clickX in the Actions columand
chooseView). Note that thePolicy Typés Local Congestion Mitigation

sl %

7 SR Policy Details

Headend ' P4-NCS5501 (TE RID: 192.168.60.24) PCC IP: 192.168.60.24
Source IP: 192.168.60.24

Endpoint ' P1-ASR9 (TE RID: 192.168.60.21)
Dest IP: 192.168.60.21
Color 1911

Vv Summary
Admin State @ Up
Oper State @ Up
Binding SID 1004019
Segment Type Unprotected
l Policy Type Local Congestion Mitigation l
Profile ID 1981
Description -
Utilization 0 Mbps
Delay 2 @
BWOD Policy Bandwidth 0 Mbps
Accumulated Metric 0
Delegated PCE  172.29.10.121
Non-delegated PCEs 172.29.10.122
PCE Computed Time 14-Oct-2021 12:39:21 PM PDT
Last Update 14-Oct-2021 12:39:21 PM PDT

v Candidate Path
Expand All

Path Name Preference Path Type
® D lem_to_P1-ASR%k_c_1911 100 Explicit
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C. Close the SRE policy details pane to return to the topology map. Click on the link to view utilization
details which should now be below the threshold.

Step 5. Remove the TTERTE policiesipon LCM recommendation

After a period the deployed TTE policies might no longer be needadoccursif the utilizationwill continue to be under
the threshold without the LCNhitiated TTE policie$n this case, LCM generates new recommended actions to delete the
TTE policy sets.

Summary and Conclusion

In this scenaripwe observed how to leverage LCM to alleviate traffic congestion in the network. LCM takes the manual
tracking and calculation out of your hands but at the same time giwascontrol as to whether to implement the
congestion mitigation recommendationsr not. You can preview the recommendations and see how the potential
deployment will take effect in your network before you deploy them. As traffic changes, LCM traclkeptogedl TTE SR

TE policies and decides whether or not they are still needed. If not, LCM recommends deleting them.

Network Maintenance Window

Overview
Objective

Schedule and automate maintenance workflowish minimal network interruption and most effiai results
Challenge

Maintenance activities typically require system downtime and temporary disruption of services. Keeping downtime and
disruption to a minimum is critical but challenging. Therefore, maintenance activities must take place during a carefully
calculated optimatime slot, usually when activity is at its lowest.

Solution

CiscaCrosswork Change Automation a@tsco Crosswoltdealth Insightsre optional adebn applications that provide the

functionality needed to automate the scheduling and execution of mainteadasks. Planning the optimal time for
YFEAYGiSylryOS | OiA@AlGASa Oy 06S R2yS addds5a3a08t BAdzAAFHAERAE
topology snapshots exported from Cisco Crosswork Network Controller using APIs.
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How Does it Work?

Crosswork Network Controller WAE Design
Crosswork VWAN Automation
Optimization Engine
Engine
g Use WAE Design to evaluate impact of node
Periodically export topology plan files to a central Tz e evan_t removal (traffic volume of links, violations,
repository using the API plan file and open in changes to low latency paths between key
WAE Design locations in the netwaork)
h ]
[ Is the simulated impact is acceptable? ]
Rerun simulation with
Impact Acceptable Impact Mot Acceptable adjusted topology
4 : I
WAN Autormnation

Crosswork Engine

Change

Automation 1 Evaluate alternatives (add capacity to avoid

Create/schedule the change via Crosswork congestion, adjust QoS, deploy tactical SR-TE to
Change Automation steer traffic non-SPF etc)
h 4
4 )
Validate the impact
assessment prior to the
maintenance window

o«

Using the Crosswork Network Controller APIs, you can create topology snapshots (plan files) which capture and
represent topology state at a given point in time, including the IGP topology as well as interface level statistics
(traffic load). For impaainalysis purposes, these snapshots should be representative of a time period to be
evaluated for an upcoming maintenance activity. For example, if you are planning a router upgrade at midnight on
a Monday, you would take snapshots from several Mondaysidnight to evaluate typical traffic loads at this

time. You can export these plan files to a central storage repository, where a library of topology plan files can be
stored for a specified period of time.

/] 402 219 5S8SaA3ay | fH Bdedariod ldranitd theSptandih@oNtBe maidtdaande window.

For example, in the case of upgrading a router, Cisco WAE Design can simulate the resulting traffic load on the
remaining devicesfter traffic is diverted from the device being upgraded. You aso explore the impact of
deploying tactical traffic engineering policies to further optimize the topology during the maintenance window. For
more information, contact your Cisco Customer Experience representative.

o«

Usage Scenarios

Scenario/ ¢ Perform a software upgrade on a provider device during a scheduled maintenamdew

Additional Resources

Cisco Crosswork Change Automation and Health Insights User Guide

Cisco WAE Design documentation

Cisco Crosswork Network Automation APl Documentatio@isno Devnet
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Scenario/ ¢ Perform a software upgrade on a provider device during a scheduled maintenance
window

Scenario Context

This scenario assumes that Cisco WAE Design has been used to dhelimigact of removing a P node from the

network to perform a software upgradduring a specific timeframe. In this scenario, we will choose a predefined playbook
to automate the execution of the SMU on the device, and we will schedule it to run dugng¢determined

maintenance window.

Assumptions and Prerequisites
8 CiscoCrosswork Change Automation must be installed and running.
8 You must have access to Cisco WAE Design.

s The Device Override Credentials must befseCrosswork Network Change Autonmatito be functional. Go to
Administration > Settings > System Settings > Network Automation

Workflow

o Download Topology Plan Files forpact Analysis

o Schedule and execute the SMU by running a playbook

o Verify the SMU install job completion status

Step 1. Download Topology Plan Files forpact Analysis

When considering when to take down a device for maintenance so that there will be the least impact to the network, you
need information about the traffic trends around that device at the targeted time. Using the Cisco Crosswork Optimizatio
API, you can download plan files that capture a snapshot of the network topology at that time. If you download plan files

at the same time over a period of time, you can use Cisco WAE Design to analyze the traffic trends. Based on this analysis,
you candecide whether the impact to the network would be acceptable or not.

Refer toCisco Crosswork Network Automation APl Documentation on Cisco Dewvnatre information about the API.

Procedure

1. Prepare the input required to download the plan file. You need to specify the version of Cisco WAE design that you
will be using for analysis and the format in which you want the plan file, either txt or pin.

Note: If you download the plan file as a txt file, yocan view it in any text editor. If you download it as a pln file,
you can open it only in Cisco WAE design.

The input for this scenario is as follows:

1
"input": {
"version ™" 7.3.1 ",
"format ": " txt ",
}
}
y
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2. Invoke the API on the Cisco Crosswork Network Controller server using the input prepared in the previous step. For

example:
curl -- location -- request POST
‘https://10.194.63.198:30603/ crosswork/nbi/optima/vl/restconf/operations/cisco - crosswork -
optimization - engine - operations:get -plan \
-- header 'Content - Type: application/yang - datatjson’ '\
-- header 'Accept: application/yang - datatjson' \

-- header 'Authorization: Bearer
eyJhbGciOiJIUzUxMiJ9.eyJzdWIiOiJhZG1pbilsimlzRnJIvbU5IdOxvZ2luljoidHJ1ZSIsInBvbGljeV9pzCli6l

mkbWIuliwiY XV0aGVudGljY XRpb25EY XRIljoiMjAyMSOwMy0yMIQxNjozODozNy43NDY2MTZaWOdNVFOILCJzdWN
JZXNzZnVsQXV0aGVudGljY XRpb25IYW5kbGVycyl6lIF1ZXJ5RGFOYWJhc2VBdXR0oZW50aWNhdGlvbkhhbmRsZXIiL
CJpc3MiOiJodHRwOIwvXC9sb2NhbGhvec3Q6NTQ40VwWVULNPIiwibGFzdFOuYW1lljoic21pdGgilj&aVkZW50aWF
sVHIWZSI61IVzZXJuYW1IUGFzc3dvemRDcecmVkZW50aWFsliwiY XVkljoiaHROCHM6XC9cLzEWL]ESNC42My4xOTg6M
zA2MDNcL2FwcC1kYXNoYm9hcmQiLCIhdXRoZW50aWNhdGIvbk1ldGhvZCI6IIF1ZXI5RGFOYWJhc2VBdXRoZW50aWN
hdGlvbkhhbmRszZXIiLCJIsh25nVGVybUF1dGhlbnRpY2F0aW9uUmVxdWVzdFRWAZMIZCI61mZhbHNIliwiY2hhb
mdIX3B3ZCl6ImZhbHNIliwiZXhwljoxNJE2NDU5OTIWLCJIpYXQIiOJE2MTYOMzEXM]jASIMZpcnNOX25hbWUIiOiJgb2h
uliwianRpljoiu1QtODQtOFVIWXMybEt3R2d1Z3RIYjl4AMzVmMTFINTGVVRIp60OURYNGpoeFcxakhsV01VY XdXSWgxb
UdTd01aRC1tOEk1S2Z0amI2ZmIWTUIYnBYYjBMMFZqRF@WRUbHRpNFVpZnNUeG9aQ284WWpPWEC2VIFjSOM
whb29IWjIhc3BWanMzYnA3bHo5VkhySIBCTzISTDNGCFRIWXRPeWJtViljY XMtMSJ9.VidkOw8KsOv5M_08zBgWochT
3k9VIPN2NjSNn5ES9c5PF 4ds004kk6xuZx5 cggauiEICuUMnzmRzneSToAuA" \

-- data - raw {
"input"; {
"version ":" 7.3.1 ",
"format™ " txt ",
}
}

3. Note the plan file content in the API response. It is encoded for security purposes and must be dexfoded
you can view the content.

"cisco - crosswork - optimization - engine - operations:output™: {

"status": "accepted”,

"plan -file content™: "
PE5IdHdvems+CIByb3BIcnR5CVZhbHVICIRpdGXICQpWZXJzaW9uCTcuMy4xCgo8TmV0d29ya09wdGIvbnM+CkOwdG
IvbgIWYWx1ZQpFbmZvemNIQWRqUOIETG9)Y WxpemF0aW9uCVRSVUUKCjxDaXJjdWI0cz4KTmFtZQI<<<>>>0b2RIQQ
IJbnRlcmZhY2VBCU5vZGVAIdGVYyZmFjZUIIQ2FwWYWNpdHKIRGVsYXkIJRGIzdMITmVOSW50UO05NUF9FcnJveglOZ

XRJIbnRTb3VyY2UJTmMmVOSW50UkUwQ1BVMWOJITmVOSW50UKkUWQ1BVNWZpZXIIQWxnb3JpdGhtCVImbGFNCU5SmMbGFNC
mMbGFNCUVmMbGFNCVZmbGFnCUxmbGFnCg=="

}

4. Use a script to decode the plan file or copy the planddntent into a decoder. After decoding the plan file, you
can see the content of the model to be used in Cisco WAE Design. It includes a full snapshot of the topology,
including the devices, interfaces, links, LSPs, traffic levels, and other information.
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5. Open the plan file in Cisco WAE Design, simulate the device going down, and observe the impact on the network.
Refer to theCisco WAE Design documentatfon more inbrmation.

6. Based on the analysis, decide an@ptimaltime to execute the SMU.
Step 2. Schedule and execute the SMU by running a playbook

If the simulated impact is acceptable, you can create and schedule the change by running a plagdaagkCisco
Crosswork Bange Automation. For this scenario, we will run a predefined playbook to install a Software Maintenance
Update (SMU) on devices tagged under a certain geographic location (NY).

Note: If the predefined (stock) plays and playbooks do not meet your specific nged<an create custom plays and
playbooks. To create a custom play, giNetwork Automation > Play Lisaind to create a custom playbook, go to
Network Automation > Playbook List

1. Go toNetwork Automation > Run Playbook

2. Browse theAvailable PlaybooKsst, and click thdnstall a SMiplaybook. You can also filter using keywords to
identify the playbook. Note that the playbook execution stages, supported software platform, software version,
and individual play details are displayed on the right side.

L O O O O
Select Playbook Select Devices Parameters Execution Policy Confirm
Available Playbooks Install a SMU or an optional package on a router
Q, Search here Last Modified: 14-Oct-2020, 1:45 AM by Cisco
Software Platform: IOSXR ~ &\Version: 1.0.0
Predefined Playbooks (33) My Playbooks All Playbooks
. N Description: Install SMU or an optional package on a router.
Delete ACL based traffic steering configs
v Pre Maintenance (1) “v Maintenance (4)
Delete DSCP based traffic steering configs
1 Verify package consistency on router 2 Perform DLM node lock on device(s)

Enable/Disable traffic collector
3 Install add package(s)
[ Install a SMU or an optional package on a router
4 Install activate package(s)
Interface State change for XE device
5 Install commit package(s)
Interface State change on XR

Node State Snapshot “ Post Maintenance (1)

Prefix Set ADDJ/DELETE & Verify package in committed list on router

Push config using NAMs

Remove interface from Bundle Ether and delete bundle-ether -

Cancel

3. ClickNextto go to the next task: Select Devices. All devices tagged with City: NY will be selected for SMU
installation.

4. Under the City tag on the left, cli®kY. The devices tagged with NY are listed on the right and are automatically
selected.
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O L O

O O
Select Playbook Select Devices Parameters Execution Policy Confirm
LIST v @® Select Device Tag () Select Device Manually v Allow Bulk Jo
Select Tags* Clear All Tag Selected | WPNY X ) Tags will be resolved dynamically at runtime to determine constituent de
City Devices with selected tag
O T™X(2) Reachability St... Operational State Host name Software Pla... Provider Unique Identifier
O cA@)
NY(2
@ (2 @® Reachable @ OK P-BOTTOMRIGHT 105 XR bcc1beOc-d1ecc-4932-9(
O WA@©) @ Reachable O OK P-TOPRIGHT 105 XR ce944bd2-c476-4391-9
Default

5. ClickNextto go to the next task: Define Parameters.

6. Edit the runtime parameters to execute the SMU playbook. Alternatively, you can upload a JSON file that contains
the parameter values. The following values are used specifically for this scenario. You can change them as
required:

a ! YRSNI a @SNAFRAE LB YOG& IBy O dlectRrs Whedd®dt. LI 8> aSi
"YRSNJ GLISNF2NXY 5[ a VY 2 RBy doaidreyyintdRval @B an85sredpiictivalyy a S
O ® O 0
Select Playboak Select Devices Parameters Execution Policy Confirm
v Install a SMU or an optional package on a router 5
v Verify package consistency on router (2 B3] (B
collection_type
mdt ~
Data collection type
v Perform DLM node lock on device(s) ® B B

retry_count

3

Number of time node lock will be retried

retry_interval

55

Time interval between subsequent retries for node lock. e.g. 10s, 1m, etc. Valid time units are 'ns', 'us' (or 'ys'), 'ms', 's’, 'm', 'h'".

c. ' YRSNJ aLyadltft | Rdlonhdadd jahdapdmizae astlselBhter #es<SMUpackage name>
initem 1and setregionasNODES
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O ® o O

Select Playbook Select Devices Parameters Execution Policy Confirm
v Install add package(s) ® B B
optimize

false

Whether or not to optimize the package list installation. If check mode is set the packages list will be available as facts.
v packages (® ®

item 1

xrv-9k-base-2.0.0.144-r721.CSCuv93809xBE6_64.rpm

JSON List of SMU package names to be installed on the router, or a tar containing SMU packages

region

MNODES

The region in which the host belongs.

d. SettypeasSCRand enter values for theource addressdestination anddim_credential_profile
e. Underlinstall activate package(splicklg, select action, and setctionto Activate.
f.  Underlnstall commit package(s}etactionto Commit

g. UnderVerify package in committed list on routexetcollection_typeto mdt, and enter the <SMU package
name> intem 1
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O 8 & O O
Select Playbook Select Devices Parameters Execution Policy Confirm
v Install activate package(s) @ B @
action
Activate v

The install action to perform on the router

v Install commit package(s) @ EiR

action

Commit w

The install action to perform on the router

v Verify package in committed list on router ?) B

collection_type

mdt w

Data collection type

v packages @ ®

7. ClickNextto go to the next task: Define Execution Policy.

8. SelectContinuousas the Execution mode so that the playbook will run uninterrupted with no pauses. Under
Failure policy, select the action you want taken if the executiondailsort or rollback.

9. Schedle the execution for the optimal time calculated during the impact analysis stage. UncheRkithidow
option. Note the calendar and timer that are displayed to schedulechexk and perform plays. Select the date
and time for the scheduled maintenance.
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@ C O & O
Select Playbook Select Devices Parameters Execution Policy Confirm
: Dry Run
P Continuous o Single Stepping o —
P — Run the playbook withaut - J = \flew the configuration
@ — o= Run the Playbook one @ == changes without performing

interruption.

Collect Syslog (7)
Yes  (e) Mo

Schedule

Run Now ||

Schedule Pre-
check [Asia/Jerusalem)(Z)

Add

2021-04-09 i

A, Increment hours A, Increment miretes

@ @

W Decrsment hours W Decrement mirutss

Schedule
Perform (Asia/Jerusalem)(Z)
2021-04-09 o

A, Increment: hours A, Increment miretes

I

W Decrement hours ' Decrement miruies

play at a time, and

a commit.

specify when to pause.

Failure policy (%)
On failure Abort

All Scheduled Jobs
Previous Today
Mext

Sunday Monday
4 5
11 2
18 19
25 26

10. ClickNextto go to the next task: Confirm Job.

11. Review your job details. Label your job with a unique name. RlickPlaybookThe SMU installation is now
scheduled to run in the planned maintenance window.
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O 9] e e ®
Select Playoook Select Devices Parameters Execution Policy Confirm
Review your Job Label your Job

w
Playbook Install a SMU or an optional package on a routerChange Name smu_upgrd

Continuous (0)

Pre Maintenance (1)
Maintenance (4)
Post Maintenance (1)

Labels update

W update x

Tag WNY Change

Mop Params

"1 {
"collection_type™: "mdt”
I
"2t {
"retry_count™: "3",
"retry_interval": "ss"
I
"3 {
"optimize™: false,
"packages™: [
"xrv-9k-base-2.8.0.144-r721.CSCuvI3809x36_64.rpm”
1.
"region™: "NODES",
"repository”: {
"type™: "SCP",

"source™: "/root/smus”,
"address": "192.168.6.1",
"destination": "harddisk:",

"dlm_credential profile": "abc™ ~

Step 3. Verify the SMU install job completion status

1. After theschedulednaintenance window time, go tNetwork Automation > Automation Job HistoryJnder Job
Sets,checkthat the jobstatusicon on the SMU install job is Green, indicating that the scheduled job has run
successfully.
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Job Sets 1743 Ot
< > Job Set: smu_xrv-77993990ce &«
— — - o Status ¥ Job Set Tags @ =] PlayBook Title # Created By
Success (@) router_op_smu_upgrade (i) admin
[ ]

(V] SMu_xrv-77993990ce foL < >

0 () SmMU-537500543b v All Jobs in the Set (1) Selected 1/ Total
O [/] smu-1543a2f3ab ron

B [ ] sanshit-Tb&fGead2? raL Abort Selected H Abort All l

] [/] sanshit-d479abdbid ro

Status Device Execution 1D Start Time End Time

| (/] show_cmd-f21c67fddc rou

] [/] show_cmd-ddoh5e8578 T

M 0 show_cmd-8e811cfabd rou @ Succeeded xrvBk-1 16713667141147-5b7elcec-7c19-4368-b! Thu, Feb 18, 2021, 08:55.5... Thu, Feb 18, 202
! [x] show_cmd-33b%c3a6bf rou

2. Select the SMU insigbb. Note the Job Set details on the right side. Clicketkecution ICfor job details.

3. DoubleOKSO]l GKFiG GKS O2NNBOG {a! KFIa 0SSy AyaialttSR o6& Si
Ayadadlrtt O2YYAGGSR &dzy Yl NEhéckidyzhet Yhe $MUYyouzngtalléd lagpears S1@ha IBIS | v
Some example outputs from these commands are shown below:

Summary and Conclusion

In this scenario we saw how to plan for a maintenance window in which to bring down a device in order to install an SMU.
The goal is to cause as little impact to the traffic in the network as possible. To analyze the impact on the network, we
showed how tadownload snapshots of the network topology (plan files) at the target time for the maintenance window.
The plan files can then be analyzed using Cisco WAE design. Assuming that the impact was acceptable, we chose a
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