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The application only appears in Crosswork Hierarchical Controller  explorer after the application i s 
enabled. If Crosswork Hierarchical Controller  Explorer is already open, refresh the page. The application 
icon appears in the applications bar on the left.  

2. To disable an active application, run the command:  

sedo apps disable [application ID ]  

After disab ling the application, the icon is no longer visible in the applications bar.  

Install Crosswork Hierarchical Controller  Applications  
To install an application: 

1. Obtain the netfusion-apps.tar.gz file which contains the application that needs to be installed o r upgraded, 
and copy it to the Crosswork Hierarchical Controller  server  

2. Run the command:  

sedo import apps [netfusion - apps.tar.gz file]  

Upgrade Crosswork Hierarchical Controller  Applications  
It is possible to upgrade an application without re - installing the Crosswork Hierarchical Controller  platform.  

To upgrade an application: 

1. Obtain the netfusion-apps.tar.gz file which contains the application that needs to be installed or upgraded, 
and copy it to the NetFusion server  

2. Run the command:  

sedo import apps [netfusion - apps.tar.gz file]  

Note:   If the upgraded application was enabled before upgrading the Crosswork Hierarch ical Controller  
platform, the existing instance is automatically shut down and a new upgraded instance is started  

Add Network Adapters and Discover Network Devices  
For instructions on how to add network adapters and discover network devices, refer to the Device 
Manager User Guide . 

Security and Administration 
User Administration  
Crosswork Hierarchical Controller  supports the creation and maintenance of local users, as well as 
integration with an Active Directory (LDAP) server. Local users can be created and  assigned a role and 
permissions. The administrator can also select password complexity rules (OWASP) on passwords of local 
users. By selecting a scoring level, the length and character composition of the password is enforced.  

Crosswork Hierarchical 
Contro ller  Role 

Permission s 

ReadOnly Read- only access to Crosswork Hierarchical Controller  Explorer UI. 

User Access to Crosswork Hierarchical Controller  Explorer UI and all apps, some of which can 
change the network .  

Admin  Full control over configuration and  all users .  

Access to Configuration UI, Crosswork Hierarchical Controller  Explorer UI, and all apps .  



 

© 2021  Cisco and/or its affiliates . All rights reserved.  Page 9 of 40 

Crosswork Hierarchical 
Contro ller  Role 

Permission s 

Support  Same permissions as the User role with the addition of access to Crosswork Hierarchical 
Controller  diagnostic tools for the Sedona Support Team.  

 

To add/edit a user: 

1. In the applications bar in Crosswork Hierarchical Controller , select Settings. 

2. Click Security Settings. 
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3. In LOCAL USERS, click Add or click on an existing user.  

 

4. Complete the fields and assign any required permissions.  

5. Click Save. 
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Active Directory  
Crosswork Hierarchical Controller  allows for authenticating users via an LDAP server.  

To configure an LDAP Server: 

1. In the applications bar in Crosswork Hierarchical Controller , select Settings. 

2. Click Security Settings. 

 

3. Configure the ACTIVE DIRECTORY (LDAP) settings. Full information on security in Crosswork Hierarchical 
Controller  can be found in the Crosswork Hierarchical Controller  Security Architecture Guide . 

4. Click Save. 
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+---- +-------- +------------------------ +-------- +------------------------ +---------- +---------- + 

|    | ID     | Timestamp              | Type   | Expires                | Status   | Size     |  

+====+========+========================+========+========================+==========+==========+  

|  1 | QP80G0 | 2021 - 02- 28 04:00:04+00 | FULL   | 2022 - 02- 28 04:00:04+00 | OK       | 75.2 MiB |  

+---- +-------- +------------------------ +-------- +--------- --------------- +---------- +---------- + 

|  2 | QP65S0 | 2021 - 02- 27 04:00:01+00 | DELTA  | 2021 - 03- 06 04:00:01+00 | OK       | 2.4 MiB  |  

+---- +-------- +------------------------ +-------- +------------------------ +---------- +---------- + 

|  3 | QP4B40 | 2021 - 02- 26 04:00:04+00 | DELTA  | 2021 - 03- 05 04:00:04+00 | OK       | 45.9 MiB |  

+---- +-------- +------------------------ +-------- +------------------------ +---------- +---------- + 

|  4 | QP2GG0 | 2021 - 02- 25 04:00:03+00 | DELTA  | 2021 - 03- 04 04:00:03+00 | OK       |  44.3 MiB |  

+---- +-------- +------------------------ +-------- +------------------------ +---------- +---------- + 

|  5 | QP0LS0 | 2021 - 02- 24 04:00:00+00 | DELTA  | 2021 - 03- 03 04:00:00+00 | OK       | 1.5 MiB  |  

+---- +-------- +------------------------ +-------- +------------------------ +---------- +---------- + 

|  6 | QOYR40 | 2021 - 02- 23 04:00:03+00 | FULL   | 2021 - 03- 02 04:00:03+00 | OK       | 39.7 MiB |  

+---- +-------- +------------------------ +-------- +------------- ----------- +---------- +---------- + 
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Regions 
Regions are the geographical areas where network sites are located. The Model Settings application 
enables you to view and filter regions, delete regions, export regions, and import regions.  

View a Region  
You can view a region in Model Settings. 

To view a region in Model Settings: 

1. In the applications bar in Crosswork Hierarchical Controller , select Services > Model Settings. 

2. Select the Regions tab.  
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3. To view a region, in Regions, click   next to the required region , for example, Connecticut.  The map moves 
to the selected region. The region is outlined.  

 

Filter the Regions  
You can filter the regions.  

To filter a region: 

1. In the applications bar in Crosswork Hierarchical Controller , select  Services > Model Settings. 

2. Select the Regions tab.  
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3. To filter the regions, click   and enter the filter criteria (case insensitive).  

 

Delete Regions  
You can delete regions in Regions Manager.  

To delete regions in Regions Manager: 

1. In the applications bar in Crosswork Hierarchical  Controller , select Services > Model Settings. 

2.  Select the Regions tab.  

 



http://geojson.io/
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To export regions: 

1. In the applications bar in Crosswork Hierarchical Controller, select Services > Model Settings. 

2. Select the Regions tab. 

3. In Regions, click  .  

 

4. To export In Regions, select the Export tab. 

 




































