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Overview

CSPC Migration Guide

This document facilitates you on how to migrate data from CSPC 2.8.1.8/2.9/ 2.9.1 to CSPC 2.10. Inventory data is
not in the scope of data migration due to varying size of customer data.

Prerequisites

Make sure CSPC 2.8.1.8/2.9/2.9.1 and CSPC 2.10 servers are running on the same time zone and time.This aids
you to run scheduled jobs without any issues.

Migration Scope
Following settings are migrated form CSPC 2.8.1.8,2.9 and 2.9.1 to CSPC 2.10:

Application Setting (ALL)

Discovery Setting (ALL)

DAV Setting (ALL)

B W IN |

Inventory Setting ( Advance Setting, Global time out, Device prompt, Custom Dsirt
Rule)

Advance Job Setting (ALL)

All custom collection profile

All Collection schedule

0 [N [O |Oon

Custom Data Set

Custom Masking rule

Device credential set in GUI transported to new collector transparently

11

Module Credential

12

Jump Server setting and credential

13

Custom Channel Definition setting

14

Syslog GUI Setting

15

All upload Profile with schedule

16

Upload Proxy configuration

17

All entitlement

18

Additional upload certificate to connectivity (custom) from customer

19

GUI login Setting ( expiry and time out)

20

All GUI user and authentication

21

GUI Tacacs authentication for GUI user access

22

SSL Certificate client access

23

Syslog Parsing rule

24

Device groups

25

Do not manage device list
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ID Settings

26 seed file

27 Device entitlement mapping in Multi Entitlement
28 Device Display Properties Setting

29 Email setting

30 Manage Subscriber

31 Alert configuration

OS level Settings

32 Crontab (Cron entries alone)

33 Iptables

34 routing table config

35 Addition Interface config if any(Listing alone)
36 /etc/hosts

37 /etc/resolv.conf

38 /etc/logrotate config

Following 2.8.1.8/2.9 / 2.9.1 files will be available in backup dir of 2.10 (/opt/cspc28backup/backup28/) for reference

but not replaced in 2.10 due to OS level configuration difference

e /etc/passwd
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letc/shadow

letc/group

letc/rsyslog.conf
letc/syslog-ng/syslog-ng.conf
/etc/ssh/sshd_config

Output of bash_history

Note : Please configure custom cron scripts and any other custom files and folders need to be considered for
migration which is not part of default migration scope. Configuration files dir.conf and files.conf available for
this purpose as part of 2.8/2.9 backup process and steps are given below

Backup and Restore

Backup on CSPC 2.8.1.8/2.9/2.9.1
To perform a backup on CSPS 2.8.1.8/2.9/ 2.9.1 follow the steps:

1. Login to CSPC 2.8.1.8/2.9/2.9.1 GUI, Navigate to Administration > Backup. Select Backup To as Local
Server, choose Full back and Ignore Inventory Data, and leave Target Directory as empty.

Backup: %

FTP Server Details

Backup To: () FTP Server () SFIP Server  (®) Local Server

Full Backup [4] Ignore Inventory Data
Full Backup

Target Directory:
Backup File Prefix: __28backup
(®) Run Backup Now
() Schedule Periodic Backup
' Job Name: Periodic BackupRestore

Job Description:

No schedule configured

Enable Incremental Backup

Exclude Backup Files

Help.. OK Cancel

2. Backup file (.pbx) is generated under sCSPCHOME /backup. Download and have it in accessible location for
restoring it into CSPC 2.10 Server.
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3. To take backup of CSPC 2.8.1.8/2.9/2.9.1 server OS settings, upload cspc28backupscript.zip into /opt
directory and and execute the below commands as root user.

unzip cspc28backupscript.zip

cd cspc28backupscript

Note : Configure custom files and directories which is not part of default 2.10 migration scope (Refer Migration
scope table) in files.conf and dir.conf with complete path

./BackupRestore.sh -r

4. Backup file cspc28backup. tar is generated under given directory. Default location is /opt directory.
Download and have it in accessible location for restoring into CSPC 2.10 Server.

Restore on CSPC 2.10

1. Deploy CSPC 2.10 OVA image and follow the wizard until Registration settings page as shown in the figure.

S Common Service Platform Collector 2.9

Phasss
. Register

&  Add Devices

f Access Credentials
L)
N Callect

® Rassore the registration andl the data frem backed up fle

2. Copy the generated CSPC 2.8.1.8/2.9/2.9.1 database backup file (.pbx) to CSPC 2.10 Server
S$CSPCHOME /backup location and change file permissions and ownership as show below:

chmod 755 $CSPCHOME/backup/*.pbx
chown —-R casuser:casusers S$SCSPCHOME/backup/*.pbx

3. Execute the command and capture process ID and time stamp
ps —ef | grep cspc server
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4. Select the Restore the registration and the data from backed up file option on wizard, select Restore From
as Local Server, leave Directory Name as empty, and Select CSPC 2.8.1.8/2.9/2.9.1 backup file (.pbx) to
restore.

'Ll"s'ég' Common Service Platform Collector 2.9

— Now you need o register this collector to the respective service. Below options are available
| @ Register

|-‘ Add Devices

() Provide Servics Certificate from the service portal vou plan to uss this collector with. This registers C5PC with the service
[ ? Acoans Condenitiale () Registar the collactor without registering vwith any servics (mal) (B
&
*¥  Collect
@) Restore the registration and the data from backed up file

Restore Backap x

FTP Server Details
Restors From ) FIP Server () SFIPServer (@) Local Server
Directory Name: Get Backup Files

" Backup File: h

Halp.. OK Cancal

5. Restore will take approximately 30~40 mins and service will be restarted. To confirm service restart execute the
command ps -ef | grep cspc_server and ensure new process ID is getting created and timestamp is

updated accordingly.

6. To restore CSPC 2.8.1.8/2.9/2.9.1 server OS settings, copy the generated cspc28backup. tar file to CSPC
2.10 Server /opt location and execute the below commands as root user.
tar -xvf cspc28backup.tar
cd cspc28backup
./BackupRestore.sh -r

Note: Server will be rebooted once restore is completed.

7. After successful restore, CSPC 2.10 collector will have old (2.8.1.8/2.9/2.9.1) appliance ID, GUI users password,
and Security questions.

Manual configurations on 2.8.1.8/2.9/2.9.1

You can use manual configuration if an addon is installed on 2.8.1.8/2.9/2.9.1

e If NCCM addon is installed on 2.8.1.8/2.9/2.9.1 server, then install the same on CSPC 2.10 server.

Observations

As we ignore the inventory data while taking the backup, collection data is not display until first collection is
processed.

After restoring, Backup & Restore job will show as aborted.
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Legal Information

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO
CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE
BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.
USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE
INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS
REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR
CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of
California, Berkeley (UCB) as part of UCB’s public domain version of the UNIX operating system. All rights reserved.
Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE
SUPPLIERS ARE PROVIDED “AS IS” WITH ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL
WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING,
USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and
phone numbers. Any examples, command display output, network topology diagrams, and other figures included in the
document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is

unintentional and coincidental.

NI

c I mmd copies and duplicate soft copies are considered un-Controlled copies and the original on-line version should be
ererred to for latest version.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

Cisco and the Cisco Logo are trademarks of Cisco Systems, Inc. and/or its affiliates in the U.S. and other countries. A listing of Cisco's trademarks can be found at
www.ciscocom/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does notimply a
partnership relationship between Cisco and any other company. (1005R)
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